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AWS Key Management Service R{EE#%

Amazon Web Services ( S E)
2025 F 3 B (LM EEEER)

AWS Key Management Service (AWS KMS) R—ESZ E R , TELBRREINEFIARREERN
nE&ig, RISERPUNAERHER AWS KMS MR EHHEER. CUHBERLERERERE , Wik
BENEREERERTE.

NEEESRBARMNMAER AWS KMS RRFBHREFLEFEZEEARFBENES,. TEER
EA T HIHEER B BT -

- EEER - EENESRRTFEENEER

- ERRE-ELECHEARARXPNRER , MARRKRE AWS R E1TINE

- FHEE - F£FH AWS KMS £ BUR M AWS Identity and Access Management (IAM) BUZR R E A
R FEUES (RBAC) B B FEUEH] (ABAC).

- ZIRFNZEERE - AREHENER

- IRENRAEE - THRENRANAE , DIREBEERRTER.
» Detective 2% - BE3E KMS &R, MEBEREMMNZERBHAMRE,
- BHEE - EEEHTHSERNRBHRAVERRE.

BEEBR

LHENRELEBNERNBBEE. BB AWS KMS , ZALUEEREARFENBRIZERNNE SR,
BRI HERNERALN, EUNAFRER  UREHNNELN, A EEEEHYRBEAS, KK
EEENZLEEZASRBENRREEY  HHERBFEIEWNHBER AWS R, BB T HIL
BEAERTNER BN EEE AWS REFRAEHNRBUEMTEMY, TR RENERRE
BER, ERELERRERNIFE , :R%‘“EA%E:RE@%#%E’J%EE?O WEHE AWS KMS 11d
B IR E AWS IRIBEHERMNFMEN , FF2HE AWS KMS XHHIEA AWS KMS INZEEE AWS
B o

EREBAR 7


https://docs.aws.amazon.com/kms/latest/developerguide/overview.html
https://docs.aws.amazon.com/kms/latest/developerguide/service-integration.html
https://docs.aws.amazon.com/kms/latest/developerguide/service-integration.html
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B AWS KMS keys

AWS Key Management Service (AWS KMS) AJZE R ZiFmE=S® , TARSEEGRBHNESR.
TEEREHNE KMS €88 , HhAE=FF# .

- EMEINFRRLE (AES) HEEW - ELR 256 U2 , AR AES B Galois FH BRI (GCM) &
Ho BESREHANMIRN 4KB WENBENZENER, ERKRERNEREE, cRAMREHM
BEREM  flInEHERARIPEANER AWS R € IRKRENBERNER SR,

- RSA S EHiRIFHBREIR - ELRGIBRAZTEND , UXEFZREE L, BRIFREZL , B
A AR N MR 3 LA K 3 B MR R IRF,

- ARBTHZREASRER HVAC) RENERBER - ELSREANBEINRFTIRIEMN 256 LT
ot {8

FOERERBLUMFEN KMS £8. ©f2H B4 , YHREEE REEANFEEZ2ER HSMs) A
{Eﬁﬁo ER MEARZSEM AWSKMS |, AIf5 Lt SBEIIAR, £HE (4tR) N+HEH (BE) E
1 , B HSMsE#&i1B OSCCA R, Epﬁﬁﬁﬂﬂlﬁﬂiﬂlﬂ FAA HSMs AWS KMS € Z £ Bk 3 1Y
NIST AiEiB FIPS 140 IR ETHRE . ME B AWS KMS BBARE SR R MIEEENME
A, FSBAWS Key Management Service ZiGim sl E Ao

BT LAER AWS KMS B EZRim= APls SERHERE |, LUEM KMS RBTME, #H, HEN
RERME, CHuLBEERKMS ERAECHMNEER  UAEFB/ENSRNERVEE, Bl
EHERT® AWS KMS |, UEEAEEAREARARERE AWS BRI EXN HEH. EREROE
REMAEREERKTHBRER  BEEBAGHNE, EHNFEAFEIEEENHBRERNERRMR
LEAENER K MALERERBBRAEREIEE AWS KMS BU#1T KMS &8 TR INE,

MEFHMET , F2B AWS KMS XHFH AWS KMS keysHl AWS KMS B iRZEE A=



https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html
https://www.oscca.gov.cn/
https://csrc.nist.gov/projects/cryptographic-module-validation-program/certificate/3739
https://docs.aws.amazon.com/kms/latest/cryptographic-details/intro.html
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#enveloping
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html
https://docs.aws.amazon.com/kms/latest/developerguide/kms-cryptography.html
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NEREEREER AWS KMS

# /8 AWS Key Management Service (AWS KMS) B | S4B H — S EARWERETHRE, EETER

BEEAETFRII BN ERETEREENEFR,. EFANSRER  URECANERENEER,

TﬁU%E"TTﬂ:’:Eb"‘WtHJEA“E’J%EﬁﬁEFH?ﬁ{’iﬂﬁ’\ﬁk%o AHRERPEANMBER KMS £|NEEE
, DELEZEFEINEE  UHBREEHNERNER,

AHIETINERE .

- BRSPS BAER

- BEREFSESH. T AWS BB AWS HEN SR
- B AWSKMS £8EHRE

- RIBRFER KMS £18

BEESPADEHER

AWS BEEHEHAZME , AWSIRFE H1E i ELIRFEEAE —HBAWS Organizations, EMEE
T EHR AWS KMS keys EEZIRFIRIEHAMN

F-EBAZERSEAFZE , BUNUESERFTIEUFHELSBN B, BELH KMS &8 FHERE
HREBENEGFHBNRSFE BT UTERGTHEL AWS ZEANSRENERNEAREEERER
Zo. BUNRFERASRBERITESBAE , LA LE AWS Identity and Access Management (IAM)
HEESERBERN S 7 B BUR,

BEZEREREPRGE , BUUEHEPIE KMS SRMRFE —ERBEEEN P AWS IRF, LR
ATHARF R SRARERREFRE. EUUAREFNIRFEESR, EEmBHRENA, SAFFHE
fit AWS 1RF ER &R , BEFAFFEMF T, AMiRFELEEARTRE B RFEGT I EM
RE, KEFAREAPREEREESHERESAMBRSRIEREA N R REEHE.

EFENBRIRNEERE, REFER , FEBTIER .

1. ZREBEARGESRNERFIRN BB FEER ? SECEFEETENERZ R (1aC)
HAZER, ELTEAWHBEAENZ cEARENERER (fl0 KMS £, £WBEE. IAM £
B IAM BR ) AWS IRF., MIREBREELIHBILE  HRENLEMS  EPXNESREES
EARESIRNEE,

2. B AWS tRF BE2FHA KMS €2 ERNFE TR EEERFE? NRRER , f§PE
MU LA ERE , WAEER AWS IRFE REESR. T8, FIE , MY AHEESEIIRFER
IAM BENERAEERASW|NTT.



https://docs.aws.amazon.com/organizations/latest/userguide/orgs_introduction.html
https://docs.aws.amazon.com/kms/latest/developerguide/key-policies.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_identity-vs-resource.html
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3. EREFEMHEABCH AWS tkF MEBRNFFHSEBHRHAMEA KMS SR|NFEHE ? R
ELETR , EPAFEAURIBEFNESERHNEERR.

4. BREBEFHREPARAUFIG ZEF AR AWS ERNREER? flU , MRTENEA
BAREBEVARTERRBSERANZSY  AIHSREEN IR T EEEK,

5. BREHEB HIRBERLHE AWS KMS ? HRELEFARBIR 5RE AWS 1kRF , Rt o e\ EEE
HEHDHE RFE , B RIARBEE .

’\_

@ Note

ZRFEROLER , SCRNEEELEERE  RASLRASEAZHSREHBRNIRS
ZEA  MARHEAREESRAIRS

—RMS , BRERDBR A EHE , BRIFBTTLARKEHESNK KMS TRERNFER,

REESSESM, T AWS HLMH AWS AN SR

ZREHCHEBHFEEABRXHEAMBELNEEN KMS ERBATFZESR, AWS R AT
ERAEFZESRRARENERBEEFRNES. NREBETLRFHSBNETERNAE K BEE
RAEFZEZR. CNIRFHTAEFZXESRITESAEM. I CANEESRNFREELEA
AR, MFEFHMER , F2H AWS KMS EfE.

MRBFHE AWS R NBRENER , EFFLEEESBNBENATHRA , BUUFER AWS F
B, ) E*E*“E’J%ﬁ?ﬁﬁﬁw‘ﬂ’ﬁlﬁﬁqﬂ BRETHEB/RTEMR. ©REAR AWS R
BEEREN AD , MEREEREESBNIRFANEIRER, SR LIEEGHEELSREME
BTN EATAR. ﬁlﬂ? AWS fR#E FH AWS ZE LR, AWS ZESRAIBHNERNA aws/
<service code>, 5N aws/ebs%ﬁ%’/\ﬁﬁ)ﬂ%ﬂﬂﬁiﬁi SRR S A Amazon Elastic Block
Store (Amazon EBS) #H#k[E , 3 B ReEHZIIRFPH IAM TREA. AWS ZE S| RAsEHARIRFH
E’Jﬁﬁ%%ﬂ'ﬂﬁﬁqﬂﬂﬁﬁﬁﬁﬁo LM REFHEAE AWS ZESBTMENER. WREW
FEARGAELRS , EMEZLUAAZTFZESR  BUETMAEMERFLAXESRHVER. £FF
BEARFHEES AWS ELBNE | BEEA AWS R BiRiGSEN Yt SRERANEMERA
B,

AWS ZES®RER 2021 AWS ¥ FRETBAN EUNERESH/ER, Rz , K (FNEKR)
AWS R B EFEHA AWS BEEN S|/ RNBENER, AWS BEEHNS®E AWS RS HENER
B KMS €854 , TARSZE AWS IR, HAELSBTEEMN B AWS RS |, 1B AWS R 7T
FA—ESRRRELIREFNER,

BESHER 4


https://docs.aws.amazon.com/kms/latest/developerguide/resource-limits.html
https://docs.aws.amazon.com/kms/latest/developerguide/requests-per-second.html
https://aws.amazon.com/kms/pricing/
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BERCERMEFREEREAEFZEESR  YEENUEREERER AWS AN R,

TRRESELBERCENSBECKR, Lk EENEEEZE, NELREANFRENR K F2H
AWS KMS # 2.,
ZEEHE EEFRZESE AWS SE LR AWS e 88
SRBEER HEFBREH HREES , BEET TeTiEE , BRee
iR BN ERH AWS ik
% ETRIR
B AWS CloudTrail ®F  CloudTrail ZF Mtz TFEEELHMA
BB EHERER EHERERE
=
S omBHER EE TR, MR AWS RS B ERikt AWS fRi§ EE o
M AWS [Ei5 (8% ). MERAME (8% ). MERME
13 b
EE SREENSAER SREETHRREAR EEEEAENE

( B/PEFIRLEG 5 B ; FEILE T AT AP
) HUEEXHMAF AP BEMNER
BENER

Z1E AWS KMS €817 HE

BENEREHNEAZGBRESRMENZ2MNE. eREHENEXREENEFRABAERS
S (HSM) WEE | ZEBCELZLER 3 B NIST B EFERIEZE (FIPS) 140 HibiREEHER
FITEITETRE, EEHMAEXTXEARBRENRNEBFHRE, AWS Payment Cryptography
e—EHR®E 6 TARREEARIEEREENER,

AWS KMS X EZEESH|MEHEER , UHBESEHA AWSKMS EUNEENZSREGREBLN R
ME. RENMESBEMERE AWS KMS SiEERZ£EMH 3 1 FIPS 140 THERE. EMEE
BFILEAA |, BIEAWS BE T , ERELHNFITNERTERENHXFSRRFERACH. WETH
SREFEHERIWFEMAER , F20 AWS KMS XHFH B FHE,

AWS KMS ZESBEFEHNERAZSHIFEFINRERE, NREEEZRETHRTENSRENE |
FRZEBREMEEREMER (HMAIL ) ERETEE | M FAABEREAMNRZE,

s



https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html
https://csrc.nist.gov/Projects/cryptographic-module-validation-program/modules-in-process/IUT-List
https://csrc.nist.gov/Projects/cryptographic-module-validation-program/modules-in-process/IUT-List
https://docs.aws.amazon.com/payment-cryptography/latest/userguide/what-is.html
https://docs.aws.amazon.com/kms/latest/developerguide/key-store-overview.html
https://docs.aws.amazon.com/kms/latest/developerguide/key-store-overview.html#default-key-store
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fHBRF{EA KMS &8

B KMS 2R THBELEAYE, EMRETBITHERN KNS 2825 , BERRERES
RREREHCEM. BLREAR  RELARBHEBRE, CHRAFER B AWS , BTLRE
EAAREFHAC, SANLHSREELHRERMA. BECEALR , TEMNBRCM , ERERE
SRTERBEMEHREN WAL,

/A Important
BAFHAREMIRER. MRCMBEBENER  WREREER. MERR AWS BEEER

EMROER. WE FHOHMEARIRE AWS | LEZERARFIETAFERBRSRVBER
YWEEZERE (MFA) T REMIBR S|,

AT BB IEEAMBR S8 , €7 EDeleteKeyMIUHITER AWS KMS EHIBTHRRRESSHE
X, A& ERRESE. SUUBSESFHBAREARAE 30 X, EEFHE , 28{1E AWS KMS
DEFAEMBRMREBERE . CELZARNERFEZRE, TAESRFEARERASEMRAREBH B
TNERRBBREELHT AWS CloudTrail, BALE CloudTrail BHiH AiSLLEH4EETE Amazon
CloudWatch /R, CloudTrail lIREBRFELEHNE R , B LLEEREZEUEMBRER. E5F
HEE 25, B RS EMBRREEREE  WKHEBERADEARERAME,

M2 EHSRFZLERBELCAMBRER, NFFHAER  F2RMEZELER.

MEERFEAEEEASBM BN SIE , B EIMBREAN B, BRUSEAXMBR KMS £
#TE, E&#iTDeleteImportedkeyMaterial EBfERF , & AWS KMS RiIBRE&4E , B8k
EESFAGEA, MRSBMRE  SBSVELFER. RESESHE. EEFARARE 25
ZEREABNERM . KMS £BMBRNESHBEEAREEEASRERN KMS 2],

WRERSWBIZE KMS £BREAD EBEA AWS RIS, AIMRHEEN KMS €REEH , S
REEANSBRMEEDIMER  AITEYHZIZE, fl, REREAEEEAERNERRNEZES
SSE-KMS W¥I#. EEASYH LEZ Amazon Simple Storage Service (Amazon S3) 128788, #4Y
HLrEZRErR2A , FEMREASR, LEYHZER  EUURZERMEREANSRME. ¥
HEREEMZRENREFETRY  BEERBRNSBHRENEASB 2 , REATUFRG.,
ARUREFTEGENEBL , TREESHREANRBREBM R , BEE A UE RIFPREEANIZGE
o

AWS REREMIES| , BYEERNEE (WNBELE ) HFEN KMS SRMER. MFEFMER
RERNIEEEN AWS KMS iR BR.

s

%

MIBRFEH KMS €58 6


https://docs.aws.amazon.com/kms/latest/developerguide/deleting-keys-scheduling-key-deletion.html
https://docs.aws.amazon.com/kms/latest/developerguide/deleting-keys-creating-cloudwatch-alarm.html
https://docs.aws.amazon.com/kms/latest/developerguide/deleting-keys-creating-cloudwatch-alarm.html
https://docs.aws.amazon.com/kms/latest/developerguide/deleting-keys.html
https://docs.aws.amazon.com/kms/latest/developerguide/services-s3.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/patterns/monitor-and-remediate-scheduled-deletion-of-aws-kms-keys.html
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HNERRERZEEF AWS KMS

A EA O] 1 Bh SRR B B RMRE M AWS Key Management Service (AWS KMS) £ & , f|inEEE #
FRAEFANER. SHRMEER AWS KMS BHETE WS ESEH AWS IR, ELEEFNEF A1
BETHRUREESLSR , URBERTAZTEFHELSBVFT,

FEEENRERBR. SRBMEKRE KMS SRS ER , EHERE KMS SIREEEBT
ZiNmE BRI R, NEFRANMRREER KMS R/OABHIMER AWS R, ELER
P E BN EYH SRWM PR HAENRE,

K% , RNEFBBUNEA AWS Encryption SDK , ERERARXPEEAFEMBZENIE, &1Ha
SR LURIR M ThRE M ThEEH1THYFRETIBIE AWS Encryption SDK.

AREFER N FIMEZEERE

- fEF ME AWS KMS

- BE AWS KMS B SRR

- fEF IR AWS Encryption SDK

A N2 AWS KMS

NERREBHBEFMBENTELEN —REEELE. CEXERARENEREEBR , SABNRE
& —1{8 AWS Key Management Service (AWS KMS) €8, il , Ba A2 EEMBZNERER
KMS £ , AERABNERER KMS £ , ABRBERER KMS £, EHRBERRIAGERE
FERETEEERESEY EERIEEH BT,

® Note

E-EZFXEKVMS RTANBTFRES BEMNESAS AWS B EACHERRE
X, EZEIFEHPEASRIBRHEE AWS R , REAFTERG —EFEAEHERD
FEHATENEMREE, AWS KMS £3BIX JSON XHH4E/PR 32 KB, MR It K/NRHIA A
R& , FERBEMAAWS KMS RTFHEVZETR , UAERMBARIMHH AN NEERK.

O LUREEE - dERARERSEN KMS £ , MTAREKRBEER 2B RS E KMS £i8
AWS BR#., a0 , Amazon Simple Storage Service (Amazon S3) Sensitive PZE M FTE EEH#
FEEREBA 1 KMS £ I13S3-Sensitive, BAILEERNER 2 EM AWS R /SREAER

nz 7


https://docs.aws.amazon.com/kms/latest/developerguide/grants.html

AWS 5 R¥E5| AWS Key Management Service S E &%

B, E—SHERSBEIZEKMS £, fil , ZAURBREERBEPHELERE Y ERRNE
BRMBREMERSE, SN ERERERRGEBINEEFEREE KMS RMBNEER.

MREEEKMS RN BXEERE  ZEZEAER , SURRRIEFEESENTER , XF
REREEFINTELY KMS £, NENMEAEBEHET. ERNEEERERNFEENR ,
ESREAERN B8 B,

REFIR TSI ERE

- 5 REHEER I AWS KMS

- RN

- £/ EREME AWS KMS

- £/ #47 PCI DSS EFlINZ AWS KMS

« ¥&H Amazon EC2 Auto Scaling £/ KMS £

£ REEERNE AWS KMS

% AWS R# , %20 Amazon GuardDuty 1 AWS CloudTrail , IR MNZREXZE Amazon S3 2 B
BERIMEE, & GuardDuty EHEIEEEZE Amazon S3 i , BAAFER KMS 28, RMERENE
FIERARER , YTEKRZTIERTREZTA , flnL2ER. SHEEENERAL,

AWS Z2SERBREBEIAWS IRF PREEHK. HITHRER , BEULURESBEERE. 6
m , £/ CloudTrail , BB EMERBEMHEREFHE , UEHBEEBNES, BEEREMR
BEMBEBEHERTRER , BALIEIEENG RS PIEEE — Amazon S3 REFEFEN KMS £
i, LWARBEAREBTNFMEREIRFE. A% , IERFEEEHE CloudTraill HEEEIEEE &R
) Amazon S3 #FETRE , WFERABEN KMS £8MZFAFER. ZEEFHIL KMS BN S8
B , TEERTF CloudTrail FA ML EFFA, WFEFMENR , 528 CloudTrail XIHFHEE
CloudTrail B AWS KMS £ B%.

% 7 1% Bh{% % GuardDuty # CloudTrail H&& , Amazon S3 #1ZETE M KMS £ S EBNRHERE
AWS Eif, AWS Z£Z2EZXBEHRUEEZNZIRFEBNIES., EEZEREMESFEABRE ,
=2 CloudTrail XA AEBELRER , ME—S THREENAERSE , YHERAEVEPN BFK
RENEE,

iCB kA

AWS fi#% REFNERENBERSRUBENE, kX2 ETERAERNETNE , HEREE
MER. REEAENATUEFTERFNE.

nE BEEER 8


https://docs.aws.amazon.com/guardduty/latest/ug/what-is-guardduty.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-user-guide.html
https://docs.aws.amazon.com/guardduty/latest/ug/guardduty_exportfindings.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/log-archive.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/creating-trail-organization.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-lake-organizations.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/create-kms-key-policy-for-cloudtrail.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/create-kms-key-policy-for-cloudtrail.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/welcome.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/creating-trail-organization.html
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BEMMEZRASHMTRE AWS R, REFR , 52 SRENE, FHLTHRNBNALEER
K EEREHEE, TIR—LHM

« Amazon Elastic Block Store (Amazon EBS) — FEEXRBUA &K , FTE#TH Amazon EBS B{RR[E 1R
BEAHSZIMNE, AWS Identity and Access Management (IAM) & &5 {# F & £ % 5 F R N2 B9 R
BRERFTZENBNHRERBHTER. HIETRRTHRIE Amazon EBS H#ERE FH A &R
HEmE , BPRRE, SRNEZ. UFHREMBNFMERF , 528 Amazon EBS XHHE
Amazon EBS h#,

- Amazon Simple Storage Service (Amazon S3) - AR MBI EF Y. Amazon S3 & B Bh#5 AR
SRIm N B Amazon S3 ZE €8 (SSE-S3) EAEEEHUH , BRIELEETEN MEEIE, IAM
FRMATLE API HIUAREAREIEL |, SARNBN Y4 EEZE Amazon S3, £ Amazon S3 H | &
E@FIEIT SSE-KMS % , EXEFEAEEEEMZFRGNRBEIRBEE., WFHMHEEK , F2
B Amazon S3 S3 XHHEARFIENFIEYHEEE SSE-KMS, B Amazon S3 #FETHE
SERTIRHAEYH. NRELEYHER KMS £8N% , KEMN Amazon S3 RESEHKEN
GenerateDataKey# Decrypt™ il AWS KMS, ERTsE - INER AWS KMS ERAMELNE
Ao BAILERE Amazon S3 RFITER £ , E TR KIEREMLH AWS KMS A, WFLLREF
IR EEMERA , 520 Amazon S3 XHHMFERAMBREEE

« Amazon DynamoDB - DynamoDB 22 Z & NoSQL ER ER , THERA A AR HFEN
R, BEEEAT. RAEBEEATEZESBRME DynamoDB BRI K, A EEBEE
AWS KMS £8BBERHHEE IAM ERENAR |, HEEEEEERM TR E D BN KKE
PR, &t AILAEERE DynamoDB ERIRHMBRERER | B2 AWS SEH AWS HEN B, HR
TESERENEN (HPEREEERARAFPENMXT ) , FEEEEAWS EREMNZ SDK
FRRAPIRMNE, MEWREMFWFMER , 55268 DynamoDB XHHHERRE,

FH EREMSZ AWS KMS

BEENZNEREXEERNEDRE. UTRELRERBNVES

- WMREEFER AWS KMS 1% , Al&ét¥# DynamoDB #1 Amazon Relational Database
ServiceAmazon Relational Database Service (Amazon RDS) IZ g ERI RN FHZHE, EXRTH
TERENEERAERRETROIRABRAMNF. MEENERE , @ERSIEENHMTETR
HMXFERNSREY , #FSEENTRERERE,

« Amazon RDS Z& M Amazon Elastic Block Store (Amazon EBS) MZ IR M ER EHBEN TR
BEEME, E&£EA Amazon RDS B A E R EHTERE , Amazon RDS R &KEE M INEH
Amazon EBS HBRERFHRERE, FHREMKE, ERERR. EBRFONEH/RERER LNT
RENFEUCERYERNEHTERREEN KMS S|ETMNE,

ERENR 9


https://docs.aws.amazon.com/ebs/latest/userguide/ebs-encryption.html
https://docs.aws.amazon.com/ebs/latest/userguide/ebs-encryption.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/example-bucket-policies.html#example-bucket-policies-encryption
https://docs.aws.amazon.com/AmazonS3/latest/userguide/bucket-key.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/UsingEncryption.html
https://docs.aws.amazon.com/database-encryption-sdk/latest/devguide/what-is-database-encryption-sdk.html
https://docs.aws.amazon.com/database-encryption-sdk/latest/devguide/what-is-database-encryption-sdk.html
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/data-protection.html
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/EncryptionAtRest.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/Overview.Encryption.html
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« Amazon Redshift 88 & , AWSKMS SRV ESRIEE , AREBERBRMZEELERER. &
BEER , B LLUEEMSEA AWS KMS %, BRI (FBgE ) ERkE, RAEEFEE
FF A # Amazon Redshift BARXMEAEATUEFEMNT, EAFLEURELEEEREHRT
AMNERRERREERINE (TDE) Thek, EXRTHEEHNERE , SFERSIEENEMFTETR
MNFERNSREE , BEEENFEHEE,

- EBAWS ERENE SDK ( MBELIE ) EENAFREREBRNE , R TEERENERER
AEgfINBXF, FAEREERECZE AWS ERENR SDK WAFIKREFNMERE , BE#EE
BAHBRSME , TRBAANT, SEFIMNFIRNEREENSRENERY , fIMELER
5, MREEEMZMY LIRE |, AIEEEE, BECARAFIRMZER | 5B ®R AR MR
#l , UGB It B ERNE RNE, SSEEAEANMBEEEZNEEN M , Hla0 salt , 2
B R AR I B X FEE,

BFEBREER AWS ERERBKH AWS KMS BEINETEE, HREERRERNTHEAH A EE
EHRENRUNAFRNE, FRAAFRMNER  SEXEZRBHYENEFMHNIE |, fl0 sQL £
W FVEBE,

£ #1T PCI DSS &Nz AWS KMS

PR E2MMmELRS AWS KMS ERBRBFNEE , FEeXNTFEXERLZEE%E (PCIDSS) WE
Ro ERTEFLUER KMS £|MMEZEEERF R (PAN) E¥l, €A KMS S|RMBER , AJRER
EEMFEEAEN—LERRE, Wt KMS SREZERPEL AWSKMS , EATRDHEUFTLZEHAE
B2 B TRV EEE,

B AERAEM S AR AWS KMS @2 PCIDSS E3K, flan , tnR&EFER AWS KMS #E Amazon
S3 , BALLi& PAN BERIFHIE Amazon S3 F |, R ASERBH FHUEHI# G RAMRE TR,

—NAE  RESHERERE BELNKLREE. SHEKLERBNERINEGER, EXRNRTERE
5 2N ERAERARRE PCIDSS i BN R RZERE , BHIEFEAWS KMS FERELEE,

HAFTE AWS KMS 5ER#EZ A AWS CloudTrail , EIt&E AT LAEB#E CloudTrail BERER S
WEAER. T8 , MREMEA Amazon S3 REFITR LR , IR EYHEZESE Amazon S3 BIENIE
BH. ERERARETESRSNBREARIMNE Amazon S3 HYHNER SR, HAFEARETESE
TEHBRFTA API 1L AWS KMS , EgRAL MV E. ALt , Amazon S3 ¥4 EFEEST API I
I 2 BT B Hone-to-onely LE ¥ AWS KMS,

B Amazon EC2 Auto Scaling £ KMS &8

Amazon EC2 Auto Scaling = BBt Amazon EC2 #I{TERBIERENEZERK. S G ERARES
THREENHTERE  UEEBEEAEXNER. Amazon EC2 Auto Scaling ERARKEEE AR , B

PCI DSS &Rz 10


https://docs.aws.amazon.com/redshift/latest/mgmt/working-with-db-encryption.html
https://docs.aws.amazon.com/database-encryption-sdk/latest/devguide/what-is-database-encryption-sdk.html
https://en.wikipedia.org/wiki/Salt_(cryptography)
https://aws.amazon.com/compliance/pci-dss-level-1-faqs/
https://docs.aws.amazon.com/kms/latest/developerguide/requests-per-second.html
https://docs.aws.amazon.com/autoscaling/ec2/userguide/what-is-amazon-ec2-auto-scaling.html
https://docs.aws.amazon.com/autoscaling/ec2/userguide/autoscaling-service-linked-role.html
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BiEMEENGT , TREEESRFPHEE. & E#EEB Amazon EC2 Auto Scaling £/ KMS £
i, B8 AWS KMS SIRBER A A A RBERE A EIGEN KMS REL AP RERBERER |,
W Decrypt , BEMLF B, MR AWS KMS £BERRBREHTEREN IAM E8BTEIE , Al
EESRIER., NENAEESRBEP EREAFUUAFFIRNFHENR , 52/ Amazon EC2
Auto Scaling X4 # Amazon EC2 Auto Scaling PRI E £ {r#ZE, Amazon EC2 Auto Scaling

& AWS KMS S E/ S igtmih

RITEE AWS Key Management Service (AWS KMS) €88t | MRIECEEH P SBLUFEZE
B Bl AABEEBR., ANBENSBAER  BUESERE KMS €88, MERETT AWS KMS X
IREESHRGREEANEENERER, NREXARREKVS £  BERLERAEBHSBHR X
REFTXEEDERBRAREAFHEB®WIR,

AER T I SMBWIRERE -

- AWS KMS $iE SRR

« Amazon EBS Rt [EH i8R

« Amazon RDS H £ iR

« Amazon S3 FHE EiFHEBTN Rk
- EAEANERRE KMS £58

AWS KMS ¥ifE & igdmit

AWS KMS EX E£ A AWS KMS B M S| ELETHBEINE KMS RN EDTRBIR. BREF
ZEKVMS £ , BBRHBIZAN., SFF AWS KMS @it AWS ZE KMS £ SBME,. XK
A AWS KMS @ Fr A LeRAN R GmEN £, RIS SERERZ KMS S| mZE[AER,
AWS KMS T ERFREMEwmRE S|MAME | EZEMER KMS S|ALE. 1A, EEER BRYHE
AWS KMS , IR EREANBZREN EREGME ; TEERHEEMBMAZH,

HR AWS KMS EREBRANBRFEEZRME  MEBARETUEAZMHRBZES At
RBNITERMEMENNRLEDZ. IREEERAIHEMATRERVEBEATRELFES , SRWiR
BN FETREEERbWIRER,

Amazon EBS it EH &g tmik

BT LMER T 5 H b —FE A %8 #: Amazon Elastic Block Store (Amazon EBS) &l &8, HEBURRA
BN TERE, BBEHENEAEINEE, RAWS ZSELREBTFTAEFIESHBE | BUEEERNT
BEIRAE,

EREWH 11


https://docs.aws.amazon.com/autoscaling/ec2/userguide/ec2-auto-scaling-data-protection.html
https://docs.aws.amazon.com/autoscaling/ec2/userguide/ec2-auto-scaling-data-protection.html
https://docs.aws.amazon.com/kms/latest/developerguide/rotate-keys.html
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ERAEERMITERER L —EUREERE S —E#KE

1.
2.

o

© © N ©

B KMS 2. WERA , FBHREEL KMS £,

B HFH Amazon EBS R [E , EX/NEFERUEEEMABRARREREUKE, HRAMNE | BEE
BN H KMS €88, MERE |, @2 E T Amazon EBS #ik[E,

B REHSTHERRUEEEARN A TERN B L. WHRHA , F2R# Amazon EBS #
B [EEEZE Amazon EC2 #1T{EEE,

EREREFNERRKIE  BERRRAUREERIFTHERE.

ERS AR , ERAHFENHEZRRYE  FLATEENRE. NFRA , F2EFTHELA
REN G BT ERE

HRFERUKRE, WERP , FSBHL Amazon EC2 #1T{EEE 5 B Amazon EBS iR [E,
R EHRERREH R,

REVHRERTERER,

IR AR R, MERP , FSEMER Amazon EBS Bk [E.,

£/ Amazon EBS RREES BRI —ERIIREERE 5 —EHRE

B KMS €88, TR , BSRETL KMS £48,
B RIRHRREERN Amazon EBS R, MERA , FSBEL Amazon EBS HRE,

RRBEYMUHRE, HRAMNE | FEELEYNH KMS 2. MFERH , F2HEEIL Amazon
EBS Wik [E.

® Note
BEBENIEESR , BB EFMH Amazon EBS RIFREBER |, ISR ENVIRIEER
Z2HIK.

BIUFH Amazon EC2 #1T1EIRE, WFERA , FSBEE Amazon EC2 #1T1EIRE,

A& IR T WV RERR [E1E 2 E Amazon EC2 #1TEIRE., WMERA |, 582 E S Amazon EBS Rk [E1E#E
Z Amazon EC2 #{T{EE.

AT ERRIRIEERE.
RGBT REEBREERTEDWRIMER, MFRHA , FSEMBER Amazon EBS #k[E.

Amazon EBS K& i88Ri% 12


https://docs.aws.amazon.com/kms/latest/developerguide/create-keys.html
https://docs.aws.amazon.com/ebs/latest/userguide/ebs-creating-volume.html
https://docs.aws.amazon.com/ebs/latest/userguide/ebs-attaching-volume.html
https://docs.aws.amazon.com/ebs/latest/userguide/ebs-attaching-volume.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/Stop_Start.html#starting-stopping-instances
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/Stop_Start.html#starting-stopping-instances
https://docs.aws.amazon.com/ebs/latest/userguide/ebs-detaching-volume.html
https://docs.aws.amazon.com/ebs/latest/userguide/ebs-deleting-volume.html
https://docs.aws.amazon.com/kms/latest/developerguide/create-keys.html
https://docs.aws.amazon.com/ebs/latest/userguide/ebs-creating-snapshot.html
https://docs.aws.amazon.com/ebs/latest/userguide/ebs-creating-volume.html
https://docs.aws.amazon.com/ebs/latest/userguide/ebs-creating-volume.html
https://docs.aws.amazon.com/ebs/latest/userguide/ebs-fast-snapshot-restore.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/LaunchingAndUsingInstances.html
https://docs.aws.amazon.com/ebs/latest/userguide/ebs-attaching-volume.html
https://docs.aws.amazon.com/ebs/latest/userguide/ebs-attaching-volume.html
https://docs.aws.amazon.com/ebs/latest/userguide/ebs-deleting-volume.html

AWS 75 £1E5| AWS Key Management Service &£ &%

® Note
B LERRBABIAREEERNNZE SR, ERRBAFEAEFREH KMS £\ IN%
% , Bt LAEREBZE T Amazon Machine Image (AMI), INEFMEA , 5528 Amazon
EC2 X4+ Amazon EBS fl1%. Amazon EC2

Amazon RDS H £ i@ s

HRELRH , §l20 Amazon Relational Database Service (Amazon RDS) , B iN# 4 ERIE R A
B =t AWS KMS, £/ T 58 RRE Amazon RDS EREHITERN SR,

it Amazon RDS EH EM KMS &8

1. BYFRMMBEMENRR. WFERH , 52H Amazon RDS XHHPHEEF B EH.

2. BRBERIFHORE, BRMNE K BEEHH KMS €88, WERH , FSBER Amazon
RDS HWE R ERR,

3. FRAFMIREBREILFHN Amazon RDS #5%, MERE |, 552 Amazon RDS XHHHERE
EREHNTEE, BBER  EESERAFHN KMS £18,

4. BBFERENRERETNER.
5. MHMERERRIEERR.
6. KEEREBEREERETWIRIMER, MFRA  F2EARBGELEANTEE.

Amazon S3 Fi[E EFE BN SRk

¥ Amazon Simple Storage Service (Amazon S3) , EERFEYHHNNZELE K CEEENNEEY
#, ECEEYHE  SEEEARETHBEENNMNEZSR, EEYISYHRTHRE , BT
£ Amazon S3 Batch Operations, FEEBEREDR , SHEHEREE , EEFNMERE. Bl , &7

BUEIE SSE-KMS I8 A keyldo

HE , B LAMER Amazon S3 #HEEIHEE (SRR), SSR Al LAE#H NZ & ¥4,

FHAEANER R KMS €18

AWS KMS ~ &R ERMMEEAN SR/ L, EEEAEANSRMBHRER KMS 88, BLEAFH
WmIRTIR.

Amazon RDS £ i§#Rif 13


https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/EBSEncryption.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/EBSEncryption.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/USER_ManagingManualBackups.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/USER_CopySnapshot.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/USER_CopySnapshot.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/USER_RestoreFromSnapshot.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/USER_RestoreFromSnapshot.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/USER_DeleteInstance.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/batch-ops.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/replication.html#srr-scenario
https://docs.aws.amazon.com/kms/latest/developerguide/importing-keys-conceptual.html#import-keys-protect
https://docs.aws.amazon.com/kms/latest/developerguide/rotate-keys.html#rotate-keys-manually
https://docs.aws.amazon.com/kms/latest/developerguide/rotate-keys.html#rotate-keys-manually
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{E M BIZEE AWS Encryption SDK

AWS Encryption SDK REEAERNFEEAFRMNENEATE, BXEEAR
Java, JavaScript, C, Python MEMERRFES. EHE AWS Key Management Service (AWS
KMS) B4, B AERIN SDK , MEFESZE KMS £18,

FRAKTENEZERSRFHZEERAERNNER, FEHELE RESEHEBTREFRWRR ,
KEMREEIALHERRER. NEEHESWRIWFMERNR , 5528 AWS Encryption SDK X 4
B E R S BIRE,

ERERBEA I, FZE TR AWS Encryption SDK :
- B EBEN REETRRSFRMEZER K SEEELRENAFHMBER AWS KMS ?

- BRBERSRBARNEZEMRA PRSI , IRMNAHATIIEE?

- 2R EH{bfit-for-purposefI INFEXE , TEEEBESEBNERARA ? ZEBEX AWS ER , Hl0
Amazon S3 A FimnZEMAWS BRI ENE SDKo

MBREHEARGISBEEREOZHMER , FSH AWS Crypto TET#,

& AWS Encryption SDK 14


https://docs.aws.amazon.com/encryption-sdk/latest/developer-guide/introduction.html
https://docs.aws.amazon.com/encryption-sdk/latest/developer-guide/data-key-caching.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/UsingClientSideEncryption.html
https://docs.aws.amazon.com/database-encryption-sdk/latest/devguide/what-is-database-encryption-sdk.html
https://docs.aws.amazon.com/aws-crypto-tools/
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HWE S MERERKREER AWS KMS

EEMH B AWS Key Management Service (AWS KMS) , &4 E#EH AWS o] AR B MITEE RN
BAER, BRIFARREMUKTATAERRIER , TRMEM AWS ZFEAMEETA KMS £8HFFT. &
EFEASEE KMS £RVBSRBEEBHTT. AEPNFTEERLEXEEL |, BRI BT AL
AWS KMS ZEUZ Bl SRR B E B .

AEHHNRTINE D NFREEEE !
- AWS KMS £#BUEEH IAM BUE
- WREKERFFA AWS KMS

- WAGHEFEIES AWS KMS

- WEBMHRFEURS AWS KMS

- WINEAZS AWS KMS

- HED B AWS KMS 551

AWS KMS £ B IAM BUR

EIE AWS KMS ERFEENETE LR ERMFER BUR, BURRHIRHLE = 88 7] L7 EUHRLE &R Y 3L
E#EF AWS ldentity and Access Management (IAM) &4 (A&, FREHEAIAC ) WBERB
ARUS S RERNEBER., EEINERN IAM BRBAUERAERNEER, KMS RHEIR AWS
KMS BURBASIBBUR. BRT IAM BUEEHM AWS KMS £#8BK 25\ , AWSKMS EXERT. BF
REFETHEBANFERERTT. BUUERART , ¥ AWS IRF SHEHAM Y IAM TRBHERKE
BR&EI KMS £#87FE AWS 1RF,

FiE KMS £REMEESMBER. MRERERM , FAE AWSKMS B —1fE. AWS KMS EAH
BRERBEEREER AWS KMS 2 EHER AWS KMS API B £RMBMTE. RFZER
MEFARSHEE , UAFSEBESERREFITNER, EHEZFSERESRERER IAM BE
HSREE, INBIEE FH IAM BEENESER AWS KMS |, 88 AWS KMS XH#HH#H IAM B &1E

%

B ERASBBER , & IAM TRNBEZ RGP BB, SHUUAFEASRBRERS 2 BBUER
REERE, EEMN—EERT , SRBENE P EBERBLAEEFEN , UARRHEINEMEMER
BEE |, BIanERFS 4 5 BUER (SCPs), BEIRZEIBE RCPs) EF I 5ifR, MBEEFAMNRE KMS €871
ERIREHR , EXL  EXEFHFENR FEE, NFELERSRHINFRERN  BFSE XHFFH
AWS KMS AFFHMIRFPFHNFERAEFEA KMS £,

SMBERM IAM BEE 15


https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html#policies_id-based
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html#policies_resource-based
https://docs.aws.amazon.com/kms/latest/developerguide/key-policies.html
https://docs.aws.amazon.com/kms/latest/developerguide/grants.html
https://docs.aws.amazon.com/kms/latest/developerguide/key-policy-default.html
https://docs.aws.amazon.com/kms/latest/developerguide/key-policy-default.html
https://docs.aws.amazon.com/kms/latest/developerguide/iam-policies-best-practices.html
https://docs.aws.amazon.com/kms/latest/developerguide/iam-policies-best-practices.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_rcps.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_boundaries.html
https://docs.aws.amazon.com/kms/latest/developerguide/key-policy-modifying-external-accounts.html
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ERAER AV 55 DRERARSMBFREHY KMS SHOFR, BT ETURELRRREE
A, AEHE KMS SMIER. SBEASHBREEHE KNS SRNER  SARELALK
RSB 5 5 BEE, SAUSERA AV BENSBEERER , TS BRETHREEA
SiES N

BREBCRE | FRAGHEBMANIES  REFATHITTIIEE

o E¥F., BIXFME IAM BEER KMS £8EE
- REAE, ACNBEEEENI B P> BBER
« # KMS AWS KMS £#8EEMN 0 L RBUER

- BENKMS TREBURT - BERECRAEA SRV EHYE KMS RNEN , ERESREKRE
IAM BURIE S |, BEZREMEUBERNED. BERERF  UBEFMRANBE. REEFE
BYRBE LE TR BUER

« BIMEX IAM B - ATLUETRE | UL IAM TREHEECRIERHREFRESE
RER. AERERLT , TUAREERAERBSREE T, MRBRLEEERER  CFEHE
AWS % LIEHES S|ROFIE,

« RIERER KMS EIRHKREE - IRAERENEAEMSSRBERNFEE |, I aTslg®
T, LUSEF AT ZIRAGIETR A AWS IRF = ZFEA.

o REREN IAM BEREE - IRAERENEAENES - AEFEEHAREERTINEAE
B, FATREABCHFFR , YRELN IAM BER, S|BER, KMS SRE~RIHHME AWS &
IRARRE

FmEEEEAS KMS £REESMN IAM ZRMEEBN IAM SEeNMERE. ERBRNELLRERE
MMRHEE, MREFESFAEREFMKVS ERNEHR K FRATNEESIRCHEEMALE
MEMEE, TARHEHT  BRRENNEEERTA. RABZEREEMRA AM Z25EEK
WERATHEAERMIERBEAESR.

MREHEBYBRBTAEZIANER  AEFTEFINEZRIAREEE  EZLEBRTHHA
IFREFRFIAY A, ARE R ALV NAE KMS SRMERMNIRFF , BT MURFRENIRFEF, MRE
AEAM KMS RAURTRENIRSEF , AIBRTRF2H  BELERESIHBEK. BRFEEHNNE
B AAGSAFUYAPI REYRT , YETBERER FRAATMERT.

BRIFESMBER, |AM BERH R FH AR LT ERFHIER KMS iR , BRMEM AWS ZFEA |, 21
WREREAENSRENE  WMREEMFA, LM, BEXEBNRERAEMSER KMS RH
BONFEE  SREMGERR  URFESRMTE, FERRLERE  FEE TSR :

SIBBERA 1AM BUR 16


https://docs.aws.amazon.com/kms/latest/developerguide/key-policy-default.html#key-policy-default-allow-root-enable-iam
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_principal.html#Principal_specifying
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_principal.html#Principal_specifying
https://aws.amazon.com/contact-us/
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html
https://docs.aws.amazon.com/kms/latest/developerguide/grants.html#terms-grantee-principal
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- BALATEEANERHETRN KVS £, ETHBEs Rl  THEEHANSBBUR
HPI25MUTREFIZERERN A B ENBERRRR., EtERR , MRENFEHEEN 1AM &
AER, HEEEHRERN S 2 REFHN IAM BEEFIEEN S , MAREELRBK AT FIX
TR,

- BALFEEEERENEFINERERTANFIRER, 620, A Amazon Simple Storage
Service (Amazon S3) , ERAE B X EERTEENT A4 8EFE Amazon S3 R MEN 4. HNEF ,
MRERAEHEARBEL KMS £ %M Amazon EC2 #I{TEEEEESNEFE ( #H RDP &
SSH) , BIfF A E M A EREERR T ERFIEHR,

@ Note
AWS Bk fEM B AWS KMS T ERIERELRMENF ( RFTHINE D # 5EEEFEUN
BEXF ). W, MEXFZTERAR AWS ERPONBHNEERRE , RAFMARERELRR
R EFEERIF NIST SP800-88 EREMKIHK.

W &K REPRFF AT AWS KMS

HR KMS £ReREHRES , ALEBRCEEREERFRNERR, ELAEESRIEK , TIRY
ITEBMENREFTT. AEEEHTEEREMS D EBRE —SREFFIE , F 25 KMS I|BK
LA EE (kms:*), MREFHEIERS D EBEREEF A, FRFIFERHEIL IAM BERA A HE
I AM X8, YERBREE,

MREERFAFERBERNEG 2 RBERPOABEBHE (kms: *) , ERASERHESR KMS £RHEEM
EAFA, FAREREEY  RABRBESELFIBRERENETA. ERBUAKFIEIRIEH
EESWNETA , UAREEAZHNS|/NETA. EUNEBESMBERT ARG TR , SRHE
B BEBRNERRUTIRE, SO ER R SWBRRBIFFA, Fl , MRFH AP FFAUAY
ZREAEBRGBRAPIEENRR , LA LUER aws : PrincipalTag RAFFATE B,

WE T HEBRBRA X AR A AWS | FF2E 1AM XHEPR BRI GEE. RMIESEERBR
RenmBElEE  UGPREBREESEAYMRNEE , SINREHFIRBETEFIRN IR,

® Tip
EIEEREPBEEAENE , BFEH AWS Ildentity and Access Management Access
Analyzer (IAM Access Analyzer) ##B1&7E IAM BUER P E A &IKRERET

RIKREBRET A 17


https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudwatch-alarms-for-cloudtrail.html#cloudwatch-alarms-for-cloudtrail-iam-policy-changes
https://docs.aws.amazon.com/kms/latest/developerguide/policy-conditions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-principaltag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_evaluation-logic.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/what-is-access-analyzer.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/what-is-access-analyzer.html
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https://docs.aws.amazon.com/kms/latest/developerguide/abac.html
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https://docs.aws.amazon.com/kms/latest/developerguide/conditions-kms.html#conditions-kms-encryption-context
https://docs.aws.amazon.com/kms/latest/developerguide/conditions-kms.html#conditions-kms-encryption-context-keys
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_evaluation-logic.html
https://docs.aws.amazon.com/kms/latest/developerguide/policy-evaluation.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_boundaries.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_rcps.html
https://docs.aws.amazon.com/vpc/latest/privatelink/vpc-endpoints-access.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/troubleshoot_access-denied.html
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/creating-trail-organization.html
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/WhatIsCloudWatch.html
https://docs.aws.amazon.com/kms/latest/developerguide/monitoring-cloudwatch.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps.html
https://docs.aws.amazon.com/security-lake/latest/userguide/internal-sources.html
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https://docs.aws.amazon.com/kms/latest/developerguide/logging-using-cloudtrail.html
https://docs.aws.amazon.com/kms/latest/developerguide/understanding-kms-entries.html
https://docs.aws.amazon.com/kms/latest/developerguide/kms-events.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-aws-service-specific-topics.html#cloudtrail-aws-service-specific-topics-eventbridge
https://docs.aws.amazon.com/IAM/latest/UserGuide/what-is-access-analyzer.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-findings.html
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https://docs.aws.amazon.com/config/latest/developerguide/encrypted-volumes.html
https://github.com/awslabs/aws-config-rules
https://github.com/awslabs/aws-config-rules
https://docs.aws.amazon.com/systems-manager/latest/userguide/systems-manager-automation.html
https://docs.aws.amazon.com/config/latest/developerguide/cloud-trail-encryption-enabled.html
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https://docs.aws.amazon.com/securityhub/latest/userguide/fsbp-standard.html
https://docs.aws.amazon.com/securityhub/latest/userguide/fsbp-standard.html
https://docs.aws.amazon.com/securityhub/latest/userguide/control-categories.html#control-category-protect
https://docs.aws.amazon.com/config/latest/developerguide/getting-started.html
https://docs.aws.amazon.com/config/latest/developerguide/evaluate-config_use-managed-rules.html
https://docs.aws.amazon.com/config/latest/developerguide/evaluate-config_develop-rules.html
https://docs.aws.amazon.com/config/latest/developerguide/remediation.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/WhatIsCloudWatch.html
https://docs.aws.amazon.com/kms/latest/developerguide/monitoring-cloudwatch.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps.html
https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-what-is.html
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https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-targets.html
https://docs.aws.amazon.com/kms/latest/developerguide/kms-events.html
https://docs.aws.amazon.com/kms/latest/developerguide/kms-events.html
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