adws

AWS BB R EEE (AWS SSB)

AWS FE g5l

Copyright © 2024 Amazon Web Services, Inc. and/or its affiliates. All rights reserved.



AWS REHEE| AWS BB R4 E%E (AWS SSB)

AWS REEE: AWS BB L M E%E (AWS SSB)

Copyright © 2024 Amazon Web Services, Inc. and/or its affiliates. All rights reserved.

Amazon WA EMEENB B RAMEMIE Amazon WERBRYE , BT ITREERFF IR
B, EMEIEHE Amazon BEZEMNHXFEH Amazon WEZMEENE ., FrEEMIE Amazon #
ENEENAHSEHEENME , SLXHEETEEEMN Amazon , B Amazon EEEEBR , =
B Amazon &8,




AWS REHEE| AWS BB R4 E%E (AWS SSB)

Table of Contents

BB T ettt ettt et e ettt e et e ettt en e 1
B B R oottt ettt ettt ettt 1
B R R Al R B B ettt ettt 2
R R R T .ottt ettt ettt et ettt 3
ACCT .01 — B TE R B B A A A oottt 3
ACCT.02 — BRI AR E B B I oottt ee et 4
ACCT .03 — R E I B TR I oottt et ee e 4
AC CT .04 — BB KR T .ottt ettt et et et e ettt ettt en s 6
ACCT.05 — FEEE MFA ..ottt ettt ettt et ettt ee e e eeee e 6
ACCT.06 — BRI B T B R B IIIR ..ottt e e et 7
AC CT .07 = BB T o oottt ettt ettt 8
ACCT.08 — BALE N BT AATE O3 TR AT B oot 9
ACCT.00 — M BRI I BT BT oottt et 9
ACCT. A0 = BEFRARTS .o oottt et ettt e, 10
(R - g = I CTU=T o | DU 2R 10
ACCT .12 — B B B B R RE oottt et 11
R e B B et 12
WKLD.0T = B LAM B A R A oottt et e, 12
WHKLD.02 — B R B BIR .ottt ettt et e, 13
WKLD.03 — i B B B R B B T RS .o 14
WKLD.04 — SR B I R T B B e e 15
WKLD.05 — B S R R I R ettt 15
WKLD.06 - £ Systems Manager MR SSH B RDP ......ccoooiieeeeceeeeeeeeeee e 16
WKLD.07 - SR4RIBE S T E BRI R B e, 16
WKLD.08 — fNZF AMazon EBS BB .....oooeieeeeeeee ettt e, 17
WKLD.09 — fNZ AMazon RDS BRI ...ttt e, 17
WKLD.10 — AR B R B E A T B oot 18
WKLD. 11 = A R B BRI TEE oottt ee e 18
WKLD.12 = 5 VPC I B R E R A ..ottt e 19
WWKLD.13 - P A BRI BB E HTTPS oo, 20
WKLD.14 — ¥ 0 B A B AR R B BB A oo 21
WKLD. 15 — {8 B B B B d A oo ettt 22
B B oottt ettt et ettt 23
S B R oottt ettt et ettt ettt 24




AWS REHEE| AWS BB R4 E%E (AWS SSB)

B B ER L.ueeiteeeeete e et et e et e et e et e et ete et e teeateeteeeteeeeeteeteeteeeteeteeteeateeteateeateeseeateeteeteeateeeeaaeeteeeeateenteareens 25
< 2 25
A e —eeeeeee————eeeeeee———teeeeeaeteeeeeeeaaiteeeeeeeeaatreeeeeeaaarareeeeaaans 25
2 ORI 28
K e e t———eeeeeett——eeeeeeeit——eeeeeaei——eeeeeaaitreeeeeeaaitreeeeeeaaiararaeeeaaans 29
D O EERRRR 32
B e e e e e et ———eeeeeete——eeeeeeei—eeeeeeeeaiateeeeeeaaataeeeaeeaaatreeeeeeaaanareeeeaaans 35
B e et e e e e ———eeeeeeeteeeeeeeeeeateeeeeeeeeteeeeeeeeaiaeeeeeeeaaiateeeeeaaaianeeaeeeaaarenees 37
€ R 38
[ ORI 39
| e et e e e e e ———eeeeeeettteeeeeeeaiteeeeeeeeaiaeeeeeeeeaitteeeeeeeaabreeaeeeeaarreeeeeeaannnns 40
L oo e — e e e e e eet——eeeeeeaateeeeeeeaaatereeeeeaiateeeaeeeaaiaeeeeeeeaainreeeeeaaaarneeaeaans 42
VL et e e eeeeee———eeeeeeaa—eeeeeeeeaateeeeeeeeaateeeeeeeaaaaeeeeeeeaaiaeeeeeeeaaarnneeeaans 42
@ SRR 46
P e e e e e e————eeeeeee————eeeeeae————eeeeeai————aeeeaaaa—neaeeeaaaareaeens 48
O R 50
R ettt e e e e e e ee———eeeeeeetteeeeeeeeetteeeeeeeaeateeeeeeeaaiaeeeeeeeaairteeaeeaaarreneeeeaaanrrees 50
S RO 53
1 SRR 56
U ettt e e eeeeeetat——eeeeeaiateeeeeeeeait—eeeeeeeaai——eeeeeeaai—eeeaeeaaarreneaeeaaanrrees 57
Vet ———eeeeeee————eeeeeae———eeeeeeai—eeeeaeeaaiteeeaeeeeaaareeeeeeaairaeeeeeaaans 57
) e et —eeeeeee————eeeeeae———teeeeeai—eeeeeeeaaiteeeeeeeeaiareeeeeeaanrareeeeaaans 58
Z et ———eeeeeet—e——eeeeieiatteeeeeeeeiteeteeeeeaeteeeeeeeeaitteeeeeeeaairaeeeeeeianareeeeeaans 59

.............................................................................................................................................................. Ix




AWS REHEE| AWS BB R4 E%E (AWS SSB)

AWS Startup Security Baseline (AWS SSB)

Jay Michael , Amazon Web Services (AWS)
2023 £ 5 A (XHELECH)

AWS Startup Security Baseline (SSB) R —#12#] , A1E%ETE AWS L ZL2BEEE THREER K mT
SRERENE. SERFBRTRERENER K EUSARERE. MABFRENTREY, EEHE
EAUREEELRERRR,

FIEFFHEFHERRER T EHRHALE , ERNHAEBRHATRESRERNEZERAR, FFEH
Bl BE AWS By UE— AWS tkF RBHRE. BEEBHNRE K HEBBESRFRE. &5
MPRESI REHE—IRFREHRTH , B TUBEREREERS , MEELEBRESIRFERBE
BREBIE L.

AWS SSB ViR AL TMERER  tkRFMNTHEASE, IRFEHBHRRIFEN AWS IRFE2,
HPEEARREEARAEFN. BERAFTNER  ECEARNMERENIRFREEFERERER
BHEEEEINER. TEAHEFHEINREBERTNERNERS  SIMERAEX, RnEFMNE
B, A EEnENE N TREEFES,

® Note

RNEFEHEBRN - LEFHERMANERENBRENRARE  MASBERHERENIREN
HE, ANHTERAEET AT ANEG,

HEHR
FEEREERENERVNN. ABNMEERIHMEILT,
EREENNREBHNHMALIHIAMEXEMATUEBRIFENEREXELRFRESEENE
B, MREHEBEMER , TUBFEAERETNEEERES  RRFEHETESEARMBRGT R

(® Note

REETFEBNEFHAELRERMEN, AL AREMERRE MR 2 7 B ERH
g2 ECBN: R ]

BEHR 1
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EREABNLEER

AWS Well-Architected AT B BEimR B HERARANTHFEHEERZS, SNE. EEMHAAH
RWEREELRE. AWS Startup Security Baseline 82 AWS Well-Architected Framework B9 % 4 & i R #
—H., TE2XRERMARAERFENRREBER., RENEE  MAESENLLRE, EFHEE
BER A AWS ERFREENEBNERER,

A LAE A AWS IR E B9 AWS Well-Architected Tool REHMEE Y B IF R BN REERNESTIE R

ZEMERR AWS BEFCBNARRLE, AFSEEEBEEERHER : AWS EEERN L2 (A
REHIT AWS Ein PRHENIARBHERRE)  MEREERTNVESE (WHSERN AWS Ein
BIHRE), EABEEEEF , BEEEAXHFNRZERHREERAFEFNEEN —HD.

ERRENRER 2


https://aws.amazon.com/architecture/well-architected
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/welcome.html
https://console.aws.amazon.com/wellarchitected/
https://aws.amazon.com/compliance/shared-responsibility-model/
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RELER MRS

AEFRHNEHENEZEHAER AWS IREFR4E, ©#FAFEA AWS Identity and Access
Management (1AM ) AF , AFEANAR® (LBATR ) ET ABEMNMEESR |, BREl root AFHEE
A, YEEZREFMRF. T4  , BEE AWS FELENBIEEN |, LUEEEBHE | USRS
IR EEBFIARRE, BB LARRBEE IR BRTE | 6520 AWS Trusted Advisor Amazon 1 GuardDuty AWS
Budgets , AMEERERIKEEEHNEA , W AEETBHARCRERZNF T UIRRERE,

AEHIETHERE :

« ACCT.01 - IR FEMRBIEARERAERNEF B BAREEE
« ACCT.02 - BR#IR A &K

- ACCT.03- ABEFEAERETHATFIE

« ACCT.04 — {5iREF

- ACCT.O5-FEZFEZERE (MFA) T8 A

+ ACCT.06 — S HIBITEBBER

« ACT.07 — #% CloudTrail BRI EI ZREM S3 FHEIE
« ACCT.08 - Br It N BATFERFAE S3 TS

« ACCT.09 - MiBRKFEMAK VPC., FRERLZLEA

+ ACT.10 — B AWS Budgets LAEEIR I H

« ACT.11 — RAAME fEE A GuardDuty

« ACCT.12 — {# Trusted AdvisorE5{2 It 7 3R & | B B =8

ACCT.01 - Ik FEBRB S AR EAB RN EFEFEAMERE

REH AWS IRFREZENREABRBAR  SERAETBHBEARERE K MFEBANE LBt
i, ERAEFEHAEAFABTEARREASTOEAELSRERSENERED . RERE , BRF
NMEZLBBANRBRABEA K YHRBEAEBENEFBHIBRIIR, AWS ERELE FHA UL ER
BE  HhEREHTCHNEERIETER.

MEENIRF A, REREZRIREAEEFE(Fibut

1. BARBNRAEEZZEAEPWIREREEE (hitps://console.aws.amazon.com/billing/home?#/
account).

2. HEIRFEREEEMNIRFRES , BEHFE.

ACCT.01 - BRIEMRF BAREE A 3


https://console.aws.amazon.com/billing/home?#/account
https://console.aws.amazon.com/billing/home?#/account
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3. HELEEHOMMLE , BERE,

4. WMATEER K BERTEEE,

5. EHFBEEER  BEETNK.

& ERELNBISER
1. HEIRFRERENBIEERAT  RERE,

2. HRESENWRML , WMAENER K RRBEEF.

HEME. ENIBREABEA
1. HEIRFRERENERBEAT , BEFEE,

2. HRESENWRL , WMAENER K RRBEEF.

ACCT.02 - [R&IRE A& E A

root FFAERELREM AWS iIREREYHN  MAKFERAEHIRFEEELIEFNTEHREGEMNER,
ERRERAEANSZSECNEERR. UEFAES K FSREEZREAEBREFNEHE (AWS Account
Management), EAHEMEBERN IAM 57 (BIEE IAM AENBE 59 ERE) EENREPHT
FIEEMEE, MEFMER , F2H AWS Z2FFE (IAM XH).

B 1 4R 55 A & /Y 55 F
1. EEHRERAEETZEEEZHNH (MFA), I ACCT.05 - EEZEEZZHFE (MFA) FHEEA P

2. BUEEFRE K BELUUTEAREAEEERERE®. IEEHEIEHEREFTINFEMEET ,
HZ2E ACCT.03 - AFEMFEAERETEAFIE,

ACCT.03 - AEEFEREREE R A FIE

BRIEEEZR AWS BEFRABRIFEAERRE AWS 1RF HERNFIVER, TREENEMBENRE
R, ALETHEER , ZFEEXHETRQDPEFURE., WEFEER  F2EERLERH
(IAM 324),

HRABERE , AWS EEFEAEFXERBIRME (dP) WRIE S5 HE A , H170 Okta AWS IAM
Identity Center, ¥EFAH B8 Ping 285, AEFEAETELEE—EPNEERSHEAE , M

ACCT.02 - IR&IRERENER 4


https://console.aws.amazon.com/billing/home?#/account
https://console.aws.amazon.com/billing/home?#/account
https://docs.aws.amazon.com/accounts/latest/reference/root-user-tasks.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/security-creds.html#aws_tasks-that-require-root
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp.html
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FRETUZewEZEARAEINMILETRE AWS , SREFR—HERRE. NEHEEN , F2
BS503R B AWSH IAM & % 50 (AWS #83),

® Note

BEFDREERERFEBESIRFEBNEREBEEM, FALAEBERSEEEERS
549 , BERE 7 AWS OrganizationsH EEH SRS L&,

1. WMREFEFBR IAM Identity Center , 528 A P9 (IAM Identity Center 3X4),

MBEBERANRABRE=H IdP , FSBEEIL IAM B9 IRMEE (IAM 3XTH).
HRIZH AP sEHIE TS EERRFE (MFA),
3. 1R¥% ACCT.04 - 5iREFa] ERFT,

N

HRERERFREMS E I NFALNT , BALERE AMREUERE, EFREBRNEERE
B%  AUERKTBHNKRYERE. R A ERVALAEFHMEETNERER , U ILEEER
BRENBREZIRFRE,

EREE B AESEEZEEFE AWS Management ConsolefY ABE I IAM FHE, MRERE
IAM ERE , BOEFERAE2BRARE , T EHKBREERE.

/A Warning

IAM EREBRERMZAER K EE8FRELAR, /AT RELAR  RAIRBEEGCELME
RERBATIEMENER , S EFTEFTEELERERBRELEAE,

BY IAMERE

1. B IAM EAE (IAM 3X4#).
2. 1R¥R ACCT.04 — #EiR:T 7] ERFF .

ACCT.03 - ERE R & fFEVE 5


https://aws.amazon.com/identity/federation/
https://aws.amazon.com/iam/identity-center/
https://docs.aws.amazon.com/singlesignon/latest/userguide/getting-started.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_providers_create.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users_create.html#id_users_create_console
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ACCT.04 — $EIR&Fa]

BBEBRERG IAM &5 (EREFANAR) RREERFPNERET T, LALETER , T

AR tnAWS S EEHREA , EXRRRAFZEREARS AWS REERMERFTHEIMLFER, MR

BERTATH , FERRTHREERNZ2EEER. REERERTHEEAENTERRENRER
K —HERF TV E R

NMREEANRBE S , FRAEEBNTE T REERT IAM BEREFEURF. IAM A2ERTH
B 1dP RENERAE I EBEFEAED AWSHIT, BULUEBETHN AWS ZSEENFRAERELA
&, SIERERER,

EIRBS & 2 EF T

MREFEARZ IAM Identity Center , 552 RBIEAFTAIEF A IAM BEE (IAM Identity Center XX
#).

MREERANENBRE=T7 IdP , F2EFE IAM S5 (1AM XH).

MREEANZE IAM ERE , AITUEAERERENACREESE IAM ERENFFA, RAEER
MRANAERACERERE RAMMEZNER  YEFARZ HRURALNIRFSRZ AR
R, RBERAENTFEBESERAERRIGERERHE. CAEHFENEFERAREN, B8,

WER M BB 1E € (DevOps) TR, BB AIURBAREEEAEREE D HEPNEMERE , Hlw
ERVIFERLIZA,

1Bk IAM {£ & RV A

1. B3 IAM FEREFHE (AM X4,
2. #2 AWS EBERKMI IR IAM £ & EHE (IAM 3XH),

ACCT.05 - ZEZEEZXEFE (MFA) FEZEA

£ MFA , EREEAHAE—BXE K HH S/ REEHAELEQR, BESUERAENEEREREE
EHEME , TRERBEAEF. REMKREBCERBMA MFA BUEIT AWS 1RF 7, FRI2&HHRHY
BAEH, Bk FREREN IAM ERE

RRFERERTE MFA

1.  &#&ZF| AWS Management Console FEhttps://console.aws.amazon.com/o

ACCT.04 - $8iREF AJ 6


https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_job-functions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#grant-least-privilege
https://docs.aws.amazon.com/singlesignon/latest/userguide/howtocmp.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_manage-attach-detach.html#add-policies-console
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_groups_create.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_groups_manage_attach-policy.html
https://console.aws.amazon.com/

AWS REE3| AWS BB R £ HEE%E (AWS SSB)
2. HEEBIAMA , RELNIRFEE K RARBERNLZLBR.

NEFRE , BREEEER2BE.

ERZEEZRRE (MFA) B,

BEERMA MFA,

EEFEETEEMZRESRN MFA K&, MEFHMAENA , F2RBE AWSH AERAERA MFA £
B (IAM X #),

o o b~ W

£ 1AM Identity Center 38 E MFA

R MFA (IAM Identity Center 3X4F)

AIEACH 1AM ERAERTE MFA

1. FEREHNEABE , T https://console.aws.amazon.com/iam & A |IAM £ &,
2. ERALFNEESG  EREZNFEAERE K AREBEENEZ2EHE.
3. EAWSIAM BEEBL K EZEEZZERITD | BEEE MFAEE,

AHAM 1AM ERERE MFA

1. & A AWS Management Console Y B IAM E#4& , L https://console.aws.amazon.com/
iamo

EEBEERT  BEEERAE.
BREZAHBMA MFARNFERAERR , REIEEFE Security credentials (Z£FF%) R51EH,
EIBRW MFA £E5 | BEEHE,

EEFEETEEMRESN MFA K&, NMEFHMAENA , F2RBE AWSH AERAERA MFA £
B (IAM X #),

o ~ w0 b

ACCT.06 - 3& | #11T Z R

£ & AWS Management Console EiBIRMHEARBEREA , BEFEH MFA, EXFHETERR
BEGR , UAHBIBF L BB R MR L TEETIRR,

NMEEEEXNFHENREMEZNFMEN , 5528 Center for Internet Security (CIS) #8h £ #Y 25 15
RigMo

ACCT.06 — B %l 81T BB BUR 7


https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa_enable.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa_enable.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/mfa-enable-how-to.html
https://console.aws.amazon.com/iam
https://console.aws.amazon.com/iam
https://console.aws.amazon.com/iam
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa_enable.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa_enable.html
https://www.cisecurity.org/insights/white-papers/cis-password-policy-guide
https://www.cisecurity.org/insights/white-papers/cis-password-policy-guide
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W IAM ERE |, BTMELT IAM BEREPREREER, IEHEET  F2ULTCIESDE
B (1AM 4.

BY BT BBBE

1. & A AWS Management Console Y B IAM E#4& |, L https://console.aws.amazon.com/
iamo

2. EEEERT  BERFHRE,

3. EEBHXRERT , BESEEBREE.

4. ENEEAERBBRNEER  ARBERETEEE,

ACT.07 — # CloudTrail BEERFTEIZREM S3 S

BAWS IRFEHFERE. ACNRBABTHEESEEASPHNEH AWS CloudTrail, CloudTrail &
RARAMREE | 7 CloudTrail =& H |, BALAFEE 90 KWEHRB L IEEEN. EEREK, BS,
TH., #F. »WAEEAWS EREEBHNIREES  B2REASHREL &R CloudTralil
ECloudTrail # (3Xf).

EEFEAEMERMREEIB 90 XK CloudTrail B iCe& , WA LUE I HAVEH |, A5 AFERINSE
Amazon Simple Storage Service (Amazon S3) 7T , BARMBEEHERE, % CloudTraill £#2#&
hEIEHE K FREIZSEEER,

BEEVKBE&HER AWS EBiE £ S3 RFErBavER
1. £l —{ERER ( CloudTrail X8 ) . HEZFRFEHERL , T T3IEE

a. HRAPIER , FARFZEFERDRNE A,

b. HRBEERE , BIEHR AWS KMS 4, ESHREEMHPHFIE AWS Key
Management Service (AWS KMS) =4, AWS KMS EE & (FlfMEncryptDecrypt. )
GenerateDataKey AJAE4 RENEH,

HREERE | BECKEATESMH , XWERER AWS KMS E4MZEA R, E]
HEBR KB AWS KMS FBEREH , BENERHMEBENEASH | fltiDisableDelete,
MScheduleKey, EXREERENZEER AWS KMS FL#HEEE.

2. FHEMESHREEMEE L, A& 15 28R , & CloudTrail BELEE , HHERELIIKRSEF
EITH AWS EAEXERETTE (API) I, BRI LAEFIEE 2 S3 MEEPEIAFESR,

ACCT.07 - B$E# 8


https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_passwords_account-policy.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_passwords_account-policy.html
https://console.aws.amazon.com/iam
https://console.aws.amazon.com/iam
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/view-cloudtrail-events.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/view-cloudtrail-events.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-create-a-trail-using-the-console-first-time.html
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1% B {RE1Z B CloudTrail B8 3R1 S3 fE1FETEE

1. #BJ Amazon S3 #FET B BUR (CloudTrail X4F) , B F R BFENMEREFIE  YRFEEL
THE | UBREMTLENFEUE.

2. REBEEBRELFIE aws:SourceArn USRI REFEBER, WEHEER ,
BREYRNER Amazon S3 FEiFITE A REFERGEBIERN AR (CloudTrail 3X4).

3. RiA MFA fiBR (Amazon S3 XX ),

2

ACCT.08 - Fr Lt N BAFHUFAE S3 féFiTEE

R , RE AWSIRFE fl IAM =R BREAE (WRER) EFEBRME A EREIH Amazon
S3 REFETENTT, EBFEAS I RBEROEM IAM EEFFFEE | I B o] LU AR FTEERR
FETFEGRY. BUUBLRETFRESK U —RBRoHTFIER FRFIER (LERTFIR).

RFERR , £ 2023 F 4 A 28 B RBVUNRFTREMAHNELFFINRE, HRELBHZE
VHREFTE  FREUTREERRERETRERESAQLARR TFFIE, SuERASER
FErRRAHE AR EIGRER LI ERER, MREB AR future RELA S3REFRBNEASR
Bl | FBE AWS 1RF BB LLERE. LEEAFELE AR AR ERBUR,

Bk 20 BRfFEN S3 AT EE

# S3 F AT B E HH B FEGERE (Amazon S3 X4).

AWS Trusted Advisor & S3 REEFBECECREER , ANHLARETEESENFR , XA AT
NALEIMMBRNVERECACRIIRER, FARE | EEEH ACCT.12 - £/ Trusted AdvisorEs#2
b RS E R B FIESHRRENFEEITE,. Amazon S3 FEAFHEIERITLBEFEIMN
S3 fFETHE.,

ACCT.09 - MIBRAKRFERM VPC., FHRERLZLEL

ATHAIEBRELZEBENKE  BHERNERATAREANER, 5 AWSIRER  BREBRT , &
EEHEEBRRERILEE (VPC) AWS Bl , EFETUELAR FRFDE LN IP ik, EZ
MBEAEEEL VPC , EEERERENRENRR,

MRRER , FMERAEESFPHER VPC, ITNEERETRSE TFRENEFSTHWERK VPC,
kR VPC thEMBRE T4 |, fllFEEE M= £ 848,

ACCT.08 - Bh It AR FIFE S3 RFirE 9


https://docs.aws.amazon.com/awscloudtrail/latest/userguide/create-s3-bucket-policy-for-cloudtrail.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/create-s3-bucket-policy-for-cloudtrail.html#org-trail-bucket-policy
https://docs.aws.amazon.com/AmazonS3/latest/userguide/MultiFactorAuthenticationDelete.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/configuring-block-public-access-bucket.html
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® Note

B LATE Amazon EC2 £ iR =2 & (https://console.aws.amazon.com/ec2globalview/
home) EREFE RSN VPC, MEFMEN , FFSE LA Amazon EC2 21547 51 i A &F
BB RN ER (Amazon EC2 X #).

i BR K £ AR FRER VPC

1. MEREH VPC (Amazon VPC XX #).
2. REEHHMEESPHN VPC EHE,

ACT.10 — Bt AWS Budgets A EEREHI X H

AWS Budgets AJEFRRAIRARIB B RERERERN , ERSARERNMERER. FRNKREANR
DUREEIEBNIER , BT HMER R (510 AWS Trusted Advisor F1 Amazon GuardDuty ) 2
S\, BIREEANBE, BN T REN AWS Bt 2 BIFIRER LN —

EEREPREFEE AWS Budgets

B RATEE (AWS Budgets X#).

ACT.11 — RUA R E fEi&E A GuardDuty

Amazon GuardDuty 2 —EREBEARE , UEEREEI RKRRENTTA , UBBIEREZEZRN AWS
RFE, TEEHENER., ECEIFSEEBNEBEENESTEHR , & GuardDuty IRMHFHANZSM
BB , LMERERE GuardDuty A[{ERIEE |, flNFRERIZEETE. KB Tor AFmAMAEN
FEER, BEANTA , URZEN IAM BAER, BA GuardDuty W EIERIRIER , SAHELE AWS
REPEBENEEIRCRENTAR. NFEEFBAPRREENFMENR GuardDuty , F2RSHRER
(GuardDuty FREAXH).

& T LAE A Amazon E CloudWatch vents #£ GuardDuty 2V R EE RS KEERHREEBHEL, B
% , 8%E Amazon Simple Notification Service (Amazon SNS) £ , W AZ T B HKERNE F 34
ik, $R% , B GuardDuty 3818 B 5% E CloudWatch B4 , B4R BIS7E Amazon SNS EE @A
Vit o

ACCT.10 — Esf2 K 10


https://console.aws.amazon.com/ec2globalview/home
https://console.aws.amazon.com/ec2globalview/home
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/Using_Filtering.html#global-view
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/Using_Filtering.html#global-view
https://docs.aws.amazon.com/vpc/latest/userguide/delete-vpc.html
https://docs.aws.amazon.com/cost-management/latest/userguide/budgets-create.html#create-cost-budget
https://docs.aws.amazon.com/guardduty/latest/ug/guardduty_finding-types-active.html

AWS #EIEEl AWS BB R4 E%E (AWS SSB)

BUA GuardDuty 1 GuardDuty J& A

1. BUA Amazon GuardDuty ( GuardDuty X#& ) .
2. I CloudWatch #3538l LUB M8 % GuardDuty I8 B (GuardDutyX4).

ACCT.12 — &/ Trusted AdvisorEs$53f fif R = E f RS 28

AWS Trusted Advisor B HmHEHN AWS ERRBEREFEHRT M, Mt RANAUEMMEENS
ElRZESXEME, cREEHZIZEEFRNEEREINFRET. NERENE RN ZEEE A F2
BAWS Trusted Advisor #82E 2 Z (Trusted Advisor 3X ),

EEEER Trusted Advisor R , WIREEBIERE, WREE AWS BE Support ¥ Support
FR,BULGTRSERENEFBMH, WHEHMAEN , F2REEEBAREEHEE (AWS Support X
),

ZEEMBEPAIRIRE Trusted Advisor

RIBFRBWERES (AWS Support X#) FNERRESEREER. £4 , RMEBRREARER
IEFRERE ('),
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https://docs.aws.amazon.com/guardduty/latest/ug/guardduty_settingup.html#guardduty_enable-gd
https://docs.aws.amazon.com/guardduty/latest/ug/guardduty_findings_cloudwatch.html#guardduty_cloudwatch_severity_notification
https://docs.aws.amazon.com/awssupport/latest/user/trusted-advisor-check-reference.html
https://docs.aws.amazon.com/awssupport/latest/user/get-started-with-aws-trusted-advisor.html#notification-preferences
https://docs.aws.amazon.com/awssupport/latest/user/get-started-with-aws-trusted-advisor.html#view-check-categories

AWS #EIEE| AWS BiEhZ 4 E%E (AWS SSB)

REIHESR

REPREFHMNEZ T B EERE THEEHFRELE AWS PHTHIHEH. SMNERREEREA
EAMZRNENEHE, KSARERBRDELTERNFIEEUAREANZERRESHTNERNFE
BERNREER,

AEHIETIERE .

« WKLD.01 - # IAM A& ARESEREFA

« WKLD.02 — £ A &R B BURET 0] FR % /B & £ A 5 E

« WKLD.03 - EAERMH#RRBZEERE

« WKLD.04 -BhiIt EREXEZEE

« WKLD.05 - HRIAEERENHER

+ WKLD.06 — £ Systems Manager M+ = SSH & RDP
« WKLD.07 - S BEBBERM S3 ENENENSEH
« WKLD.08 — #n% Amazon EBS REx[E

« WKLD.09 — #1% Amazon RDS & ¥} E

« WKLD.10 - A B BRI B INFE 7%

« WKLD.11 - AT 2 EEREHRKFH

« WKLD.12 - £/ VPC i B 7 B R Y R 7%

« WWKLD.13 - FTE L ERRInEEEE HTTPS

« WKLD.14 - 8N BB EBRERE

« WKLD.15 - EHAPERZLRFIWFER CI/CD BERETHE

WKLD.01 - # IAM B AR EERIZTA

£ AWS Identity and Access Management (IAM) # | A& KRB A S ARIETE 7T R E K B ER 1] LABMERY
—HFFA., EAACEEREIEERIERE A TtMEEREFERBAEANTEMS, & IAM AEEE
&% Amazon Elastic Compute Cloud (Amazon EC2) #1T{E&&. AWS Fargate {E# MR, AWS
Lambda BIBLA R Etb X AT AWS EH RIS, A AWS SDK X ELERRREPHTHNEARERE
BEEMR IAM AERFETE D RE,

BT A RRIE R AWS AR IS BEREER IAM AN ENER. flU, F2RTIIR

S

=

WKLD.01 - # 1AM A& AR 12


https://docs.aws.amazon.com/index.html

AWS #E#3| AWS BB R4 HEE % (AWS SSB)
« Amazon EC2 #J IAM &€ (Amazon EC2 XX f)

- F#H IAM &£ (Amazon Elastic Container Service 3 4F)

« Lambda #1T A& (Lambda 3X{4)

WKLD.02 - FAHEREHMRF I RE/EREHEE
HERTUERFUSEEFIRENYH.,. BRXRETEFUTHEER

- SOBBRMEZEIRUERERE AWS RIEPWFFA,

- EREBERMIEZEIR , 6170 Amazon Simple Storage Service (Amazon S3) #1288 | EEF
BE (VPC) mE, EEBRESEEATFIMLE LR, IENBEURXLERZEWTAMEME
.

RTARFEIRFERUHERATRE , ELRES P EBRRPRTFIHAILREEREBERNRE. 0F
HMES  F2RE D EEERNEREBER (IAM 3XH),

EREBRNEZR R 2

« £/ aws:PrincipalOrgID FHEASFIR G AERIEEHEE (£ AWS Organizations FER) 8
.

« D BIER aws:SourceVpc = aws:SourceVpce FHRFIERB4EE VPC = VPC imEHRERN
FH,

« £/ aws:Sourcelp REBRBRIR IP thit RFFHIERBRE,

LTRERBEBREN , WBEEMFEMA aws:PrincipalOrgID EHE L EF <0-xxxxxxxxxxx> A&+
#) = B8 1FHY <bucket-name> S3 FEFETEE !

"Version":"2012-10-17",
"Statement": [
{

"Sid":"AllowFromOrganization",
"Effect":"Allow",
"Principal":"*",
"Action":"s3:*",
"Resource":"arn:aws:s3:::<bucket-name>/*",
"Condition": {

WKLD.02 - BREREKE 13


https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/iam-roles-for-amazon-ec2.html
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/task-iam-roles.html
https://docs.aws.amazon.com/lambda/latest/dg/lambda-intro-execution-role.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_identity-vs-resource.html

AWS REHEE| AWS BB R4 E%E (AWS SSB)

"StringEquals": {"aws:PrincipalOrgID":"<o-xxxxxxxxxxx>"}
}
}
]
}

WKLD.03 - £ A E s R R EERE

FERAEAMZEIERBEEN , SINSRY, FHZA. BUBENEABRE. BFRAEXERAELHE
RENECAERBHEMRE , fINENE, STHBRBELHEE K RMNBBIHLNER TN (EFH
REFEEXWBREHH , Sl IAM A6) , HERREEEERE FHEEE. EAMHLEEBTALZEH
HE (fINnREBEFBHEHEBERD) BEARE., SHTERRHEEARIEXBRARRRREAEL
ERE.

HRMREERE , RMEZEH Parameter Store, AWS Systems Manager B ZhEEF] AWS Secrets
Manager BI#H 4 :

 f£f Parameter Store REEMZNE M2 8 K ELSHEEFNBEY,. FHRE, RREEHEFR
SHENSE, B LIER AWS Key Management Service (AWS KMS) ZR R INZ MR, S8R
171£ Parameter Store WIREEHEENE., WEEHSHENFHEN K F2H "EESHE.
(Systems Manager X #).

. £/ Secrets Manager fZE X4 ERWER (Hl0ZEHEHNSM/EY). KR 4 KB HWilZ (Hlang
MRH) AT HERBBRBAOEE,

&AL E A Parameter Store API #EERffE7E Secrets Manager R %, E 0] HEEFHEMERKE
WHEEER , KEARXPHNEXBEEL,

1£ Parameter Store H & I {232

1. B AWS KMS £ (AWS KMS 3X#),
2. 13 SecureString 22 (Systems Manager X4). Parameter Store 5§ # % {5 F
SecureString ERIER,

3. EZEWERARERYT  FHBEERNENRFTFESH AWS SDK #£ Parameter Store HEEVZ 8, N
% Java HHVEIH |, 5ESR GetParameter.java (AWS 2R IE &5 B %)

£ Secrets Manager & # %

1. B3 (Secrets Manager 3X4F).
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https://docs.aws.amazon.com/kms/latest/developerguide/create-keys.html#create-symmetric-cmk
https://docs.aws.amazon.com/systems-manager/latest/userguide/param-create-cli.html#param-create-cli-securestring
https://docs.aws.amazon.com/code-samples/latest/catalog/javav2-ssm-src-main-java-com-example-ssm-GetParameter.java.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/create_secret.html

AWS #EIEEl AWS BB R4 E%E (AWS SSB)

2. WREXBEPH AWS Secrets Manager #EEU# % (Secrets Manager 3X ),

IS LBIERE A AWS Secrets Manager P F i iR EXEE 1R /& 8 F #3219 o] FA M FIEESE (AWS EBE 1%
XE), FACEBEREERNEFin SDK B LUINE I fE{t Secrets Manager I ERFME S,

WKLD.04 - fr L EAEAHZRE

EAHEERNE  BARASZTREFEAMEEIEXNRERF , ARABANRBEXNBHTE,
NHBBEREFAENTZEREFEIREIIRERENFE , YERBRELHME, ERATHNT
BRI BREA. SREKRBNUENARSFIREARELEFN—H5,

AR EEARASEZEARAEARREFEN —EERTEQRE

« Gitleaks (GitHub &7 E)
- Whispers (GitHub f#17 )
« detect-secrets (GitHub &7 &)

- git-secrets (GitHub 17 )
- TruffleHog (GitHub f#17 )

WKLD.05 - E RSB R B

7£ WKLD.03 - E i E R M il B2 RS M WKLD.04 - Fr L FEAEXMERE &, BAIEREE
MERREBEHER, FltEEH  BE-EALR , TUEARERERE T ELRAMER , WHATLMA
e ETTIE 1R,

Amazon CodeGuru Reviewer AJ{EAIRIEERNBFHNEAERNKE | WM —([EHFIE Secrets
Manager F{EEMEBEMHER D NHE ., ZRM T AR Secrets Manager B ZENWEARXER
B, ETHEARREDN , MEEHBASRREABESELNEL. EABNKRIE R, WKLD.04 - F5IEFERA
EARZEE P —CHMRBIBRALRREMRTREMZWERTIEE,

& EEXE CodeGuru Reviewer B2 Secrets Manager W& &

5 CodeGuru Reviewer &% Bl T8 =\ 4w i 22 36 £ F§ AWS Secrets Manager ¥ 1T # (AWS Z03%
BXEMSIEXNZLHER).

WKLD.04 - REFERAENHE 15


https://docs.aws.amazon.com/secretsmanager/latest/userguide/retrieving-secrets.html
https://aws.amazon.com/blogs/security/use-aws-secrets-manager-client-side-caching-libraries-to-improve-the-availability-and-latency-of-using-your-secrets/
https://github.com/zricethezav/gitleaks
https://github.com/Skyscanner/whispers
https://github.com/Yelp/detect-secrets
https://github.com/awslabs/git-secrets
https://github.com/trufflesecurity/truffleHog
https://aws.amazon.com/blogs/aws/codeguru-reviewer-secrets-detector-identify-hardcoded-secrets/

AWS REHEE| AWS BB R4 E%E (AWS SSB)

WKLD.06 — £/ Systems Manager M= SSH & RDP

SEENBERERFAENERBANAE FHERAE LI EBERABRBNBHANIAE FHERKRE
BEANZEEAR, BALAELE FREFHIT EC2 HI/TEE , XA AWS Systems Manager §J
Session Manager H&EiEiB AWS Command Line Interface (AWS CLI) 2% AWS Management Console
RigFERHTER. AR, SUFER AWS CLI SiEBEEEEBRL L EEEEEI /T ER T/ER
B, MmEEEE AR Secure Shell (SSH) 2 Windows Rix K HE #E (RDP) By E A&

£/ Session Manager M A RELE FHEBHPHIT EC2 #H1TER. HTHIZEARIHAITESIH,

% 7E Session Manager

1. R EC2 $1TEEBFE AR EZERH Amazon Machine Image (AMI) , Hl# Amazon Linux 2 5
Ubuntu, AWS Systems Manager Agent (SSM Agent) EFE & T E AMI £,

2. BARITERBZBEREKEER VPC mMEZTELIE (& <region> X AEEMN AWS
[EEH) :
a. [Ec2messages.<region>.amazonaws.com
b. ssm.<region>.amazonaws.com

C. ssmmessages.<region>.amazonaws.com

3. # AWS ZEHX AmazonSSMManagedInstanceCore i ZE#TEEEBN IAM A,

MEFHMER , HSHBELE Session Manager (Systems Manager 3X#f).

B TEPRER
B8 T 1EPE EX (Systems Manager X #).

WKLD.07 - i2#% S BRERN S3 RETENEREH

fk78E% , AWS CloudTrail 2fEEVEESEH , IEZMNIIRFHPEY, BSABMBRERNEH, ELERE
EHTEHEE Amazon Simple Storage Service fEFETE P ERYMHNENREARE. ELXL2EH
HiE , HEERREI G EBENACERENERTISEFERAIFEEEE, F£A CloudTrail B FEFE
R EKBERERNIMN S3 RETRVERSESH , LAREFEZEN,
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https://docs.aws.amazon.com/systems-manager/latest/userguide/session-manager-getting-started.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/session-manager-working-with-sessions-start.html#start-sys-console

AWS REHEE| AWS BB R4 E%E (AWS SSB)

® Note
RHEREHFINENNER. MEFMEF , 528 AWS CloudTrail EE.

FCSRIEHERY BRI

1. & A AWS Management Console 3Bk CloudFront £ & (https://console.aws.amazon.com/
cloudtrail/)

2. EEEERT , BEFEKR K ARBEFEMEE,
3. HE—MFMEAD , BE "RE, UBETIRE. KEZEFERNERE.

a. HEREHTF , RERE.
b. HRERMKR , HEE S3,
WA B eI A RIRE S3 RfFRTE | BEREMAME A

d HEERNREFEEEED , AEEEKERNSHNRERETR. ZUUEKEEPENRZHE
BEIrR., EEFERETRUEKESRAETENERSS4, BIELKENEYS (f1m
GetObject), BAEH (410 PutObject) BERME,

e. %EE%&EMO

o

WKLD.08 - % Amazon EBS BifE[E

28 /N% Amazon Elastic Block Store (Amazon EBS) ## E#E A AWS IREHHNFERITA. IEH
HGEEEFEANPHEEMARNESHEE RS (IOPS) MiE , W AHIEENTER /D, ETUULE
DEHRERAZHMERERUKRE, WEFHEENR , F2ELE T #H Amazon EBS INZEREER
(AWS EEE X E),

fN% Amazon EBS Hifk[E

AR FEEZEUR 22 (Amazon EC2 3U4).

WKLD.09 — 10122 Amazon RDS & ¥} E

B2 WKLD.08 — n% Amazon EBS #ifix[E Ll , BAA % Amazon Relational Database Service
(Amazon RDS) BRI E, WNFEERUKEBRIT , EEEARNFHEEMREL IOPS Mae , BY
MR ER /D, MEFHMENR , FSBMNE Amazon RDS ERAVEEE (Amazon RDS X 4),

WKLD.08 — % Amazon EBS B [E 17


https://aws.amazon.com/cloudtrail/pricing/#Trails
https://console.aws.amazon.com/cloudtrail/
https://console.aws.amazon.com/cloudtrail/
https://aws.amazon.com/blogs/compute/must-know-best-practices-for-amazon-ebs-encryption/
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/EBSEncryption.html#encryption-by-default
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/Overview.Encryption.html#Overview.Encryption.Overview

AWS REHEE| AWS BB R4 E%E (AWS SSB)

0% RDS BRI EHITEE

EEREFATEEE (Amazon RDS X4).

WKLD.10 - 8RB ERIBRNFE FHEE

BAEEEEBEREREFRNER (fln EC2 #TER. ERE. 75, RERHEMERRIE) S 2
VPC RAE FiBik. AEFHBNEAXRTREESZCIEHEBRMERFENER , FIt S EEBEER
BERE. REALEFHEE. BENHARBRBEERNREXEEBZE AWS NAT HEHELE FHK
REIT NAT I2FH EC2 #ITERETHRBRAUEFE (NAT), UFEEHERRRNFRENR , F2H8
Amazon VPC HFH) Ef# R L £ (Amazon VPC X ),

BAMEERNFHEERE , FEETIER

- BUYMETREE  FRBEERAR IPv4 it

- BMYFE EC2 BITEER , FAEBERLSE IP, NMRHTERZBEREESALZIINLE TR
B SR MARS LEEIRAE 1P,

FER , ZULUETERERBBRESIEEERN FREK, BuERAEENMFNTER VPC ZEEIHREAM
(AWS RIEAFT) REPBEF/REEBLH VPC,

WKLD.11 - L2 < &R HIERFE

ERRZEFERS EC2 Hi1T{EE. RDS ERENEMXEERNRE, REFATERERH XS |
AEAMEMHREREE , U B ERAFEANELRENRA. RTER IP it MEEEN
BRAZH  ZeBHEEXEARAEAZ2REFRBNERNRENRR, Sl , ENERSEHE
AUEREAFRAEAENARFLZEFHANRENRA,

KER  T2BHEATMEELRE , EFAAHEARE. EAUBKRELRERA , BT URERE
MEAMRURFASEHRES AFEARE. MRZLFEREELRA , T AFREEHITER
HNELRE, MFEFMEEF  F2REHZEBERFZERLRE (Amazon VPC X#).

ETHEHS  B={EZLEHEEH % Application Load Balancer F5#E#ZE Amazon RDS for MySQL
EREN EC2 BiTREBHNRE.

WKLD.10 - F B & RBBELE FEK D 18


https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/Overview.Encryption.html#Overview.Encryption.Enabling
https://docs.aws.amazon.com/vpc/latest/userguide/infrastructure-security.html
https://aws.amazon.com/quickstart/architecture/vpc/
https://docs.aws.amazon.com/vpc/latest/userguide/VPC_SecurityGroups.html

AWS #EESI

AWS BB R4 E%E (AWS SSB)

ZERE

Application Load Balancer &
e c3 10}

EC2 #iiTEREZ2FA

RDS ERER &8

BEARA

iR RFFREETH I
HTTPS H&

| HTTPS

IR : Anywhere-IPv4
(0.0.0.0/0)

R . AFFERE Application
Load Balancer 4 HTTP R&E

R HTTP

IR : Application Load
Balancer Z£ &1l

iR - AFTHRE EC2 #ITEER
fy MySQL i &

F|A . MySQL

HIR - EC2 BT RIS 2 £ &+

R A
R SRR BRI AP

BRE
BH  FRAERE

B #9ith : Anywhere-IPv4
(0.0.0.0/0)

R AFFR BRI T B PR

BRE
HHE  FRAERE

B #9ith : Anywhere-IPv4
(0.0.0.0/0)

EELAA

WKLD.12 - £/ VPC ix Bz E X B R 7%

FEVPCH , FEFEAWS S EMABRENEREERHZHBREE (0.0.0.0/0) REHERE
RIEHLNE IP thit, A VPC ImERAR VPC EXEMN AWS S EMRKENFE IP BEH , HItE
THEAMREEEE. NAT RE, ERFLEHEE (VPN) E#RZL AWS Direct Connect E4R,

VPC i #i < EHHEBR ML £ FHE L — SR HIERBHEFN. Fla, ETS Amazon DynamoDB
BE VPC ImBBER , WMEAF BB BRBELMEL VPC FAFEERNERRBREE , BERELS

RFFA R A, Bt LURE S3 REFFEBBERUEATRESE VPC inRiVFEXR |, IEEFA Hit
AEFE. VPCImEETUERREEERR , flin , REEFTHEEARABENREFHERBA

EC2 HT1ER , fltn Web ERREXNEHERERE.

ETEEEN VPC HE, BALUER VPC NEHRSEFRASERE, £HREREFHN
DynamoDB, Amazon S3 ERZENEMMAERE., EEZHE— AWS IRFNESAEENIEESRH

WKLD.12 — /A VPC i 25 7 BRI 19



AWS REHEE| AWS BB R4 E%E (AWS SSB)

FRARERE K BEENNE, URFEESAEERENEIR (HINREM VPC, ANBBMEERTE
AWS [E1F 17HL S3 REFE)  ERFA N N EHRYE. TERBEEEXNSIEBEEANTHEERNE
GBEREEER , EMEZAYENIERB AWS NAT BERN 0.0.0.0/0 EXERMNAEER,

MEBRAMER VPC inRNHEHMEF , F2RETIER :

- MNEFBE Amazon S3 WEEENHIKH BRIV FMEEN , F2EA Amazon S3 EEEW
VPC i 2R B (AWS ZHEIELE),

o BT HE IR (Amazon VPC X ),

- B8R % (Amazon VPC X ).

. fflan , FREIEFE VPC R VPC In B ZENY S3 REFEETREER | B2 BRFIEISE VPC WFE
(Amazon S3 X #).

- MERFIENER DynamoDB in BB K EHI , 552 DynamoDB #Yim 26 BZE (Amazon VPC X ).

WWKLD.13 - FTE B InHEEE HTTPS

FEE HTTPS BRI Web InHRRHBANAGEE  IRENRMEABIRREHE D , AHFDEH
HECERAFPRENMERESCNE. BRABHMEE , ETE@ETE%E’JE%%I%%E%E’J%E%%
Bo

% AWS REAEBHNERIEM T N8 Web 5w , 120 AWS Elastic Beanstalk, Amazon
CloudFront, Amazon API Gateway, Elastic Load Balancing #1 AWS Amplify, MEGBEIMAERE
hEEREEHER HTTPS WIETR , B2ETIASR :

- Elastic Beanstalk (Elastic Beanstalk 3 )
« CloudFront (CloudFront 3 #)

- Application Load Balancer (AWS ZI5& = /1))
« Classic Load Balancer (AWS & 4)

- Amplify (Amplify 3X4)

Amazon S3 FEEENRREMAL T XE HTTPS, EEERELMAILMER HTTPS |, o AFEH
CloudFront, FNEZE¥IEB CloudFront IRItARM S3 REEFEETAREFEE.

£/ CloudFront & Amazon S3 EFEE M FREMALIRHRE

1. f#H CloudFront & Amazon S3 FEEEMRERILIRERIE (AWS HEEF L),

WWKLD.13 - FTIE A ERBHEMEZ HTTPS 20


https://aws.amazon.com/blogs/architecture/choosing-your-vpc-endpoint-strategy-for-amazon-s3/
https://aws.amazon.com/blogs/architecture/choosing-your-vpc-endpoint-strategy-for-amazon-s3/
https://docs.aws.amazon.com/vpc/latest/privatelink/vpce-interface.html#create-interface-endpoint
https://docs.aws.amazon.com/vpc/latest/privatelink/vpce-gateway.html#create-gateway-endpoint
https://docs.aws.amazon.com/AmazonS3/latest/userguide/example-bucket-policies-vpc-endpoint.html#example-bucket-policies-restrict-access-vpc
https://docs.aws.amazon.com/vpc/latest/privatelink/vpc-endpoints-ddb.html#vpc-endpoints-policies-ddb
https://docs.aws.amazon.com/elasticbeanstalk/latest/dg/configuring-https.html
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/using-https.html
https://aws.amazon.com/premiumsupport/knowledge-center/elb-redirect-http-to-https-using-alb/
https://aws.amazon.com/premiumsupport/knowledge-center/redirect-http-https-elb/
https://docs.aws.amazon.com/amplify/latest/userguide/custom-domains.html
https://aws.amazon.com/premiumsupport/knowledge-center/cloudfront-serve-static-website/

AWS #EIEEl AWS BB R4 E%E (AWS SSB)

2. WMRMBEFRTEHNE S3 BEFTEMNFE , EEEWAEEEE CloudFront Z B A HTTPS
(CloudFront 3X#).

MREERTEHIE S REEFFRNVEN , FARKFIS 2 REH % Amazon S3 A FE
(CloudFront X #).

A, 4 HTTPS in B EAFEB K Transport Layer Security (TLS) BEMIMNE | BRIEEEHEE
WHEMB. Hlan , A ELBSecurityPolicy-FS-1-2-Res-2020-10 = A AR Application Load
Balancer HTTPS #ZEREXMNRIMBUER , MARFEFR ELBSecurityPolicy-2016-08, RFTBIRE
DEETLS 1.2, BAEBUKERNK Web BIEBRHBHNEINE,

MEREHTTPS X ARMHN ATARZEBRNFMES , F2H -

« Classic Load Balancer {# R FE £ EZ SSL Z£ PR (Elastic Load Balancing X #)
« Application Load Balancer % £ BUK (Elastic Load Balancing 3Xff)
- KA 258 CloudFront 2 B BRI EM MNZ (CloudFront 3X44)

WKLD.14 — ¥\ B v B fE 2 i3 R 58 IR 1S

ER2ERERE  MARELEK EC2 UTRENRHFFETRBARERMBRE. EERBBKRAE
BRNBARBEARRERABENERcHRHENANLLE, EERBTUEREIZELNANE
RZABETEENRE, RAFNBLERRARNEMWR R (HINEHFE),

ATLUR N B in SRR AWS BRIEEHE AWS WAF, CloudFront, Elastic Load Balancing, API
Gateway 1 Amplify Hosting. FEA8 FHBE P #1T VPC EERHE (0 Elastic Load Balancing) , &
B FREPHITH Web REE RN RIE,

CloudFront, APl Gateway # Amazon Route 53 S B 1R fit¥158 3 B2 4 B 5 R EE R (DDoS)
WENRE , B AWS WAF T BABr &5 7 BRE,

A EERIEPEERBHAPETR

. AWS WAF AF9 (AWS #81k)

« Amazon CloudFront A P9 (CloudFront 3X )

« Elastic Load Balancing AF9 (Elastic Load Balancing 3X#)
 AP| Gateway AF9 (API Gateway X 4F)

« Amplify Hosting AF9 (Amplify 3244)
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https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/using-https-viewers-to-cloudfront.html
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/private-content-restricting-access-to-s3.html
https://docs.aws.amazon.com/elasticloadbalancing/latest/classic/elb-security-policy-table.html
https://docs.aws.amazon.com/elasticloadbalancing/latest/application/create-https-listener.html#describe-ssl-policies
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/secure-connections-supported-viewer-protocols-ciphers.html
https://aws.amazon.com/waf/getting-started/
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/GettingStarted.html
https://docs.aws.amazon.com/elasticloadbalancing/latest/userguide/load-balancer-getting-started.html
https://docs.aws.amazon.com/apigateway/latest/developerguide/getting-started.html
https://docs.aws.amazon.com/amplify/latest/userguide/getting-started.html

AWS REHEE| AWS BB R4 E%E (AWS SSB)

WKLD.15 - EEHAREEZZT 2B FIWFER CI/ICD EREITEE

EREmEENE (1aC) REFEAFERSEISERT (CI/CD) BE BRARTERBEARIW

EEMRNEE) SBNEANERNBEFERE AWS REEFRMELNEL, 1aC R (Hl0
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