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https://www.cyber.gov.au/
https://www.cisa.gov/
https://www.cisa.gov/
https://oasis-open.github.io/cti-documentation/taxii/intro.html
https://www.misp-project.org/
https://www.misp-project.org/
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https://docs.aws.amazon.com/securityhub/latest/userguide/what-is-securityhub.html
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https://aws.amazon.com/compliance/shared-responsibility-model/
https://www.aboutamazon.com/news/aws/amazon-madpot-stops-cybersecurity-crime
https://docs.oasis-open.org/cti/stix/v2.1/csprd01/stix-v2.1-csprd01.html
https://oasis-open.github.io/cti-documentation/stix/intro.html#stix-21-objects
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https://www.cyber.gov.au/
https://www.ncsc.gov.uk/cisp/home
https://www.ncsc.govt.nz/services/malware-free-networks
https://www.ncsc.govt.nz/services/malware-free-networks
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https://www.youtube.com/watch?v=0P8snWhCN4I
https://github.com/OpenCTI-Platform/opencti
https://www.misp-project.org
https://aws.amazon.com/marketplace/
https://aws.amazon.com/marketplace/
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https://docs.aws.amazon.com/decision-guides/latest/containers-on-aws-how-to-choose/choosing-aws-container-service.html
https://docs.aws.amazon.com/decision-guides/latest/containers-on-aws-how-to-choose/choosing-aws-container-service.html
https://oasis-open.github.io/cti-documentation/stix/intro.html
https://docs.aws.amazon.com/step-functions/latest/dg/welcome.html
https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-what-is.html
https://en.wikipedia.org/wiki/Advanced_persistent_threat
https://en.wikipedia.org/wiki/Advanced_persistent_threat
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https://docs.aws.amazon.com/guardduty/latest/ug/what-is-guardduty.html
https://docs.aws.amazon.com/network-firewall/latest/developerguide/what-is-aws-network-firewall.html
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/resolver-dns-firewall.html
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/resolver-dns-firewall.html
https://docs.aws.amazon.com/step-functions/latest/dg/welcome.html
https://docs.aws.amazon.com/lambda/latest/dg/welcome.html
https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-what-is.html
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Amazon GuardDuty 8


https://docs.aws.amazon.com/guardduty/latest/ug/what-is-guardduty.html
https://docs.aws.amazon.com/securityhub/latest/userguide/what-is-securityhub.html
https://docs.aws.amazon.com/guardduty/latest/ug/securityhub-integration.html
https://docs.aws.amazon.com/guardduty/latest/ug/securityhub-integration.html
https://docs.aws.amazon.com/securityhub/latest/userguide/automations.html
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https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/resolver-dns-firewall.html
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https://boto3.amazonaws.com/v1/documentation/api/latest/reference/services/route53resolver/client/get_firewall_domain_list.html
https://boto3.amazonaws.com/v1/documentation/api/latest/reference/services/route53resolver/client/update_firewall_domains.html
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/monitoring-resolver-dns-firewall-with-cloudwatch.html
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/monitoring-resolver-dns-firewall-with-cloudwatch.html

AWS 7 g5l LR BRE®RILA AWS

AWS Network Firewall

AWS Network Firewall 2 —BERE, ZENRERK XBNARBBMERRE , EAR 98 VPCs
AWS Ein, ©EEHE VPC B2MNRE , HBEHERE., FRABEEHRFEESEERH Network
Firewall JREIEE , EHRRBEBNERITEEFNENEZTEETABHRE,

T E# T Step Functions TERBEUNMKREBEEIEFER CTI REH Network Firewall FH—HZ @R
BRI, E Lambda ERESERHE CTI Bt A JSON X , 2B T/EREMN EventBridge =
#,

AWS Step Functions workflow
O—QY (ON)—O— (=)

Lambda function Lambda function
Get rule group data Update rule group
. |

©
&=

AWS Network Firewall

ExERTISR

1. JNR CTI &2 P bt sRAIEIEC4848E8 , Bl EventBridge &R &) Step Functions T/ERE , BEEH
Network Firewall /#9557 BIB¥4H

2. Lambda ERE{& ¢ Network Firewall #2EUR BB E ¥,

3. Lambda ERBEA CTI EFRAUFE. TEMEHBER P it R@E.

4. Step Functions T RE#EHo

BREBTIREER :
+ Network Firewall ATUAE ZEHR A EEH, ABEM P tut B EBARBIEE,

AWS Network Firewall 11


https://docs.aws.amazon.com/network-firewall/latest/developerguide/what-is-aws-network-firewall.html
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ENRE. RMIEBECERETEERE , YRMAEREBEEEAEERBRAGIZE, T8 , MREAERK
A, &R ARSI ER R E

Network Firewall 1 DNS Firewall #8508 %] Amazon S3, MERTIE L REICHENFRE
it e8RS E AWS Network Firewall 5% TE DNS B A f&ac 8%, HREMERE , &L
HRE Amazon S3 fEFETE A EE 8 AWS Management Consoles

E AERLRLHERR AWS

AWS Security Hub 12t A& eRENTEMIE | AWS X iHBERIBL S ELEENREEERTME
&H) AWS IR3E, Security Hub AIAEA AN R LR EEBABEEE, cthalEiEm 8
#EEE AWS BR# , #la0 Amazon GuardDuty, &EJLAEA Security Hub R B HWREZ RMER
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https://docs.aws.amazon.com/network-firewall/latest/developerguide/firewall-logging.html
https://docs.aws.amazon.com/network-firewall/latest/developerguide/firewall-logging.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_detect_investigate_events_app_service_logging.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_detect_investigate_events_logs.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_detect_investigate_events_logs.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/Welcome.html
https://docs.aws.amazon.com/securityhub/latest/userguide/what-is-securityhub.html
https://docs.aws.amazon.com/security-lake/latest/userguide/what-is-security-lake.html
https://docs.aws.amazon.com/network-firewall/latest/developerguide/firewall-logging.html
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/firewall-resolver-query-logs-configuring.html
https://docs.aws.amazon.com/securityhub/latest/userguide/what-is-securityhub.html
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AWS 1RF AWS BRI , URZENE=FEm, MERSWFMES , 5528 Security Hub X FH
T f# Security Hub HVE S,

Security Hub th 3 & BE){LIhEE , AT BB RS BNEERZLEE, W , BULMEAEEHLRAR , £R
LRERNFEDENPREBEFE, BB UFEHAE Amazon EventBridge WE S RMBEITERE
EROBECE, MEFMEENR , 5520 Security Hub XK B B)E R Security Hub REREEE I
HERTH.

MREEA Amazon GuardDuty , EMIEZREFRE GuardDuty S HFAEFEREEE Security
Hub, Security Hub EE WS LRBEBFEMAR LTS REN DT, MEFHMEEN , BFSHE
GuardDuty X E S B AWS Security Hub

¥ Network Firewall #1 Route 53 Resolver DNS Firewall , & o] LA S EFE SRR RERY BET
BIEEE. Amazon Athena R—BEBXEHARY , AItHEIEFEAFE SQL E#E 25 M Amazon S3 F

HE R, EALUE Athena PEBERN |, LURH Amazon S3 PR B HEEMEEE R . MERE , 5

2/ Athena X HFHHI AP, A%, B LEA AWS Lambda B E#EHEI B FERIEMAAWS £
BiERE (ASFF) , WiEHAEREREEE Security Hub, LA T 248 B 5E B £ Network Firewall B

% Security Hub BEFE R E B Lambda BHE :

Import { SecurityHubClient, BatchImportFindingsCommand, GetFindingsCommand } from
"@aws-sdk/client-securityhub";

Export const handler = async(event) => {
const date = new Date().toISOString();

const config = {
Region: REGION

i
const input = {
Findings: [
{

SchemaVersion: '2018-10-08"',
Id: ALERTLOGS3BUCKETID,
ProductArn: FIREWALLMANAGERARN,
GeneratorId: 'alertlogs-to-findings',
AwsAccountId: ACCOUNTID,
Types: 'Unusual Behaviours/Network Flow/Alert’,
CreatedAt: date,
UpdatedAt: date,
Severity: {
Normalized: 80,
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https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-findings-providers.html
https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-findings-providers.html
https://docs.aws.amazon.com/securityhub/latest/userguide/automations.html
https://docs.aws.amazon.com/securityhub/latest/userguide/automations.html
https://docs.aws.amazon.com/guardduty/latest/ug/securityhub-integration.html
https://docs.aws.amazon.com/athena/latest/ug/what-is.html
https://docs.aws.amazon.com/athena/latest/ug/getting-started.html
https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-findings-format.html
https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-findings-format.html
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Product: 8

I

Confidence: 100,

Title: 'Alert Log to Findings',

Description: 'Network Firewall Alert Log into Finding - add
top level dynamic detail',

Resources: [

{

/*these are custom resources. Contain deeper details of your event
here*/

firewallName: 'Example Name',

event: 'Example details here'

const client = new SecurityHubClient(config);

const command = new BatchImportFindingsCommand(input);
const response = await client.send(command);

return { statusCode: 200, response };

i

& FA A REEE AN A% E X ZE Security Hub FEREUAREWBEA LB ER, WRETECHEE
&R, B LAEH EventBridge BBIREF. MRERETEFHIGEARFKERE , BILUER Amazon
Simple Notification Service (Amazon SNS), BEIEEBNHFEZERSZ , HILERRAELURE BN ER
ERFIEEE,

HEEEREHMEERERES AWS

Amazon Security Lake AIA B Bt B S ME=H RFUWEERZ £ HEIN BF AWS RIE MEHEHR.
CEAHEEATEITNRBNESREREEENMNEMBER, Security Lake S HIENH & F1E
#1% Apache Parquet 13 , AR BAB M B L LB HEIRLEE (OCSF) WZERKRATEREE
iR, EB OCSF %18 , Security Lake /L MESHKE AWS MIZFELCELRLERRENZEE
®lo Hfth AWS BRIE M5 = A RIE TSI B ZMIE Security Lake HE R | LUETEHEENZSE
Bo .

&R LS Security Lake F%E B Security Hub W BEBEEE, ZERALES K SXEMAEWHE
BR#% , 7 Security Lake #7318 Security Hub #ARIR. TRELSER®E , Security Hub BRI
ERERREIXZE Security Lake, Security Lake & B E#RZE{L Security Hub AEREREASHBIRS
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https://docs.aws.amazon.com/sns/latest/dg/welcome.html
https://docs.aws.amazon.com/sns/latest/dg/welcome.html
https://docs.aws.amazon.com/security-lake/latest/userguide/what-is-security-lake.html
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OCSF, £ Security Lake H , A LAFT I8 — R ZEETES & REVA Security Hub BAERZ R, NMEFMEE
# , S E Security Lake X ES B AWS Security Hub

LLF reAWS : Inforce 2024 - #8RE B 1EH 5= AWSEFFRIMAFERA Security Hub 1 Security Lake
BERHLA CTI,

ERNETHELA CTI

FEEREBERR (CT) £ HAFEEESER CTI HEEMER, T8 , BB EHRES HH
flan , BALURFESFEFTNBNSERABILA |, AlNENBERBEREPORERALAR D MO
(ISACs), EERZEBESZEERMNAETER , REEBENEECTI, ZNHBEBRTEEERE AP
BE  UEEZERERA

# CTI EEZEEHE , REEERENEIERFERRE. BUAFEABRRBYEBIZSE
., A%, BUUEREHNRERER , UMERRET# HREREBHEB AWS IRF, A%, BH%
2B, fINENRE S E , TEBE ARG EENER. AREE PEEREEBE AWS
Security Hub , Rt A ELBMBETEB R AR ERAFMEANER | HlI JSON = STIX. A
%, B CTIEAEEERME, wMANBEEERTAEHN. ERCNBELRIREN CTI. A,
ZH CTI EEEREZNHRRA

TEBEROMAER AWS % E4 CTI, ARELNEELEHLA S EERRERBN A BN
g,

AWS Cloud
Security tooling account orkluad account

GuardDuty

5,

% 5 5ecurlty Hub Lambda function Amazon S3 AWS Network Firewall
Alert2Finding Alert logs
Cyber analysts
©—B7F

(2)
hy
Trust community Threat ir_ltell_igence DynamoDB table Lambda function Lambda function Amazon S3 Route 53 Resolver
application Findings2STIX Block2Finding Firewall logs DNS Firewall
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https://docs.aws.amazon.com/security-lake/latest/userguide/aws-integrations.html#securityhub-integration
https://www.youtube.com/watch?v=ufNNHBPPjQU
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Lt ERER T THERE

1. BBEE|E FEI AWS Security Hub,

2. AWS Lambda BRE(E ¢ Security Hub fiHNEEFE , WAAHBRA 2 E#EX , Hl20 JSON =
STIXo

3. Lambda B &€ 4% &5 E 7 MTE Amazon DynamoDB &R &,

4. £ Amazon Elastic Compute Cloud (Amazon EC2) = Amazon Elastic Container Service (Amazon
ECS) EHITHE =S REFHRF S , 1€ DynamoDB ERKRFEMEEFE,

5. MO ERERERRTEATH CTI

. RBBRFAEHK CTI #HEEMELE  XHBHHEM CTI £EETEHEEEAMN.

(o2}
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®ELSRNER

ZRIEHEBNEE, EXNBERE. EERNZRZBASEHRHECERMAETEBRRBEET R
., eRFSABREMERRUREFREE, ZREHBLRY  WEESESEEBHNERAR
B, ERASERMAREIITE , LHHENEBETHRRE,

BMEBRERETIEMER, ELERTBYEE AWS RIEVEERRNERBZFRTE |, LiHBEE
REMBEBRHRILA,

AWS &i&

o AWS ZEdh D
» AWS re : Inforce 2024 - PR BERHRILHA AWS (¥FH)
+ AWS Summit ANZ 2023 : fEREE AUS B Z = OB EERHREA (¥H)

AWS R# X #

+ Amazon DynamoDB 34

+ Amazon EventBridge X #

+ Amazon GuardDuty X #

« AWS Lambda X #

+ AWS Network Firewall 3 #

« Amazon Route 53 Resolver DNS Bj A i 3T #
« AWS Security Hub 324

« Amazon Security Lake X4

» Amazon Simple Storage Service (Amazon S3) X #
« AWS Step Functions X 4

STIX &R

o STIX 2.1 &l
. BE URL ByiEEE
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https://aws.amazon.com/architecture/
https://www.youtube.com/watch?v=ufNNHBPPjQU
https://www.youtube.com/watch?v=0P8snWhCN4I
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/Introduction.html
https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-what-is.html
https://docs.aws.amazon.com/guardduty/latest/ug/what-is-guardduty.html
https://docs.aws.amazon.com/lambda/latest/dg/welcome.html
https://docs.aws.amazon.com/network-firewall/latest/developerguide/what-is-aws-network-firewall.html
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/resolver-dns-firewall.html
https://docs.aws.amazon.com/securityhub/latest/userguide/what-is-securityhub.html
https://docs.aws.amazon.com/security-lake/latest/userguide/what-is-security-lake.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/Welcome.html
https://docs.aws.amazon.com/step-functions/latest/dg/welcome.html
https://oasis-open.github.io/cti-documentation/stix/examples.html
https://oasis-open.github.io/cti-documentation/examples/indicator-for-malicious-url
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https://github.com/OpenCTI-Platform/opencti
https://www.misp-project.org/
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https://docs.aws.amazon.com/prescriptive-guidance/latest/cyber-threat-intelligence-sharing/cyber-threat-intelligence-sharing.rss
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AWS R g IR EIFRARR

AR 2 AWS Prescriptive Guidance I2tHI KRS, IERAMEXPEAWMEE. EEERER

AR

RRARHRAZRERER,

&

==

%

7R

A

BERAEABEERNtEEREBER, BLKEE Gartner £ 2011 FHEMN SR AER T

EUTRE :

- ER/EFEE - ZoANAERFEDERBBEAREN LIS HEEE , URSHEME. RaEN
AEREMt. CEESRBEFERENERE, 6l . SENIRBEE Oracle EREEBBE
Amazon Aurora PostgreSQL &R Ao

- FERESR FHHER) - BEARXBEER , Y5 A —ERENECURAERINEE, &6l &
BRI ERE Oracle EREEBE $H Amazon Relational Database Service (Amazon RDS)
for Oracle AWS Ei,

- ENRE (BEERE) - URETEANER , BEREMRRELE SaaS BH, bl : BENE
FRARERE (CRM) RFBRE Salesforce.com,

- FHEN FBHER) - SEARABEER , MAETEAEEUNAERIIEE. 86 BEW
BB EPE Oracle EREEBBE & EC2 #1T/EEE L Oracle AWS Eif,

- EFHE (ERMSERARSRENER) - KERZRBEER K BETBEVER. EEEA
BRAREARERE. BULEARSEREARHELAERIHELENERERK. 6 : &
Microsoft Hyper-VIEERREXN BB E AWS,

- RE (EFRR) - SEARARBERRRED, HYRoETEEZERNERAESX , BR
FERBZTHEILEEINR , URECRERENEREAER , RARBEXRBEARETERS,

- K- BREAIBRRFREFTEFENERAER.
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ESHE R,
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Rk

RS XERK.

ACID

ASRETE. —BE, BEEE, WA,
FB-THAER

—BEREBRLE , AFRENERENEAKES (EZBEALNERITEAREERARE) ,
EmEENESHEERHEEERBEERARIANRS, hFEXENE, ZRHANES
MAFTE-RMENHR, CEBE , BEEH-HHEBFEESHNITRF,

—BEREBRLE , AFRENERENERERS  BRARFENERERBEREBAEN
MR , ANEENEREERENE, ERENEEEBBATERIEMNRS.

E—#ERY LEER SQL HE , S EHENE -—BOE., REREMNEHEIE SUMH MAX.

Al
w2EAIEE,
AlOps
w2BEAIEERE
E&1t
EEREFKARMBREAEANERF. ERLEIRREBEAABLE, EZERNTEHEAABAER
RER

REARESEMBAENERER , EhBRAREAREEN. EVNFILBRBRERETH.
FERER 12

—BZE2NE , EAHEARENERER  UiHBIRERREZIBZEHRIE,
FEREXES

RREBEANSEEAEXNFEEANES  SFREENEERRAE IR AREHEEE.
BEARERESRRNSMEFNERE , FBRBRIEER. RALCNELHEAEXNLI ER
B EIEFF.



https://docs.aws.amazon.com/prescriptive-guidance/latest/application-portfolio-assessment-guide/introduction.html

AWS 7 g5l LR BRE®RILA AWS

AIEE Al

ERNERE , IR EREERMRATES EAFHEBENEAGE , SINEE, FREENE
BIER, ME/HMES  F2RAERATIER?

AT EE21E (AlOps)

ERAMRBIRMARREBE, BOBREEHNMAITEUARRESRBRENERF. MFEHEN
A7 AWS BB REEHEMA AlOps WFMEN , F2REEESEE,

BN
~ENEREE , CEA-HeR  —EARNENAESRA—EARRENLESR. AL
S$ANESR , BACTARGRS  EELESRTREENEER,

BFHE. —HiE, WEHE FAM (ACID)

—ERRE  DEERRSE TRAERLEEENERT | LARRENEN AR
RAETRLE,
B R AFER I (ABAC)

3
¢
&n

BRIFEFERAEBMY (G, THEBENEKER) BUBHINER., UFEFHER
¢ AWS Identity and Access Management (IAM) 3X4) 8 ABAC for AWS,

BEREERFTERNVLE , FRARAENEANRER, EUUSREERRRTFHNERNERIH
fibiviE , URERERESR , SIMER. BITHBRBILEFR,

oA EE

FRAREMNE AWS EE | AIRREATHREPHERE , YREEE RSP EABE R RSN EK
AR, RIEERERIELR

AWS EinERFAZEE (AWS CAF)

MESSHNREERREE AWS | AHBEBFHESKEARNGE , UENEBEER, AWS
CAF #EEL BB ABEN®ESE . X, AR, BE. ¥E&. Z2VNEE, XK. AENEE
BHZENXBEENERF ; ¥&., Z2NEEERZEENRMRENERF. Sl , ARE@EH
REANER (HR)., ABEEHNENMASEENIZERA. Ht , AWS CAF AR, 3|
RABEARMIES| , HEEBMT R IRAZ RN ER, NFEFMAER , FSH AWS CAF UM
AWS CAF HERE.
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https://aws.amazon.com/what-is/artificial-intelligence/
https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-operations-integration/aiops.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/introduction_attribute-based-access-control.html
https://aws.amazon.com/cloud-adoption-framework/
https://d1.awsstatic.com/whitepapers/aws_cloud_adoption_framework.pdf

AWS 75 %43 LHEEREEHLD AWS
AWS TEEHEKLERE (AWS WQF)
—EIR K AAtERNEERIEAH. ZEREBRK K YRHITERME. AWS WQF FEMR

AWS Schema Conversion Tool (AWS SCT), T80 MEREEBERNEX R4, EAEXE
X, HEERMEEEYE , WRHTEHRE.
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https://docs.aws.amazon.com/detective/latest/userguide/behavior-graph-data-about.html
https://docs.aws.amazon.com/detective/latest/userguide/behavior-graph-data-about.html
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https://docs.github.com/en/pull-requests/collaborating-with-pull-requests/proposing-changes-to-your-work-with-pull-requests/about-branches
https://docs.aws.amazon.com/wellarchitected/latest/devops-guidance/ag.sad.5-implement-break-glass-procedures.html
https://docs.aws.amazon.com/whitepapers/latest/running-containerized-microservices/welcome.html
https://docs.aws.amazon.com/whitepapers/latest/running-containerized-microservices/organized-around-business-capabilities.html
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ESREEEREEL
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BIEFERARESHEHBETAREER, MEFHER , F28 AWS Ein BERBIBER LN
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BERARERERFEN 0T REEENEREN. BmEEREEEEIEEEERIM,
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https://docs.aws.amazon.com/fis/latest/userguide/what-is.html
https://docs.aws.amazon.com/fis/latest/userguide/what-is.html
https://aws.amazon.com/blogs/enterprise-strategy/tag/ccoe/
https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-cloud-operating-model/introduction.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-cloud-operating-model/introduction.html
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https://aws.amazon.com/blogs/enterprise-strategy/the-journey-toward-cloud-first-the-stages-of-adoption/
https://aws.amazon.com/blogs/enterprise-strategy/the-journey-toward-cloud-first-the-stages-of-adoption/
https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-readiness/
https://docs.aws.amazon.com/config/latest/developerguide/conformance-packs.html
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