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https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-data-at-rest-encryption/about-data-encryption.html
https://docs.aws.amazon.com/crypto/latest/userguide/cryptography-concepts.html
https://docs.aws.amazon.com/crypto/latest/userguide/concepts-algorithms.html#concepts-algos
https://docs.aws.amazon.com/crypto/latest/userguide/concepts-algorithms.html#concepts-asymm
https://docs.aws.amazon.com/crypto/latest/userguide/concepts-algorithms.html#concepts-asymm
https://aws.amazon.com/compliance/programs/
https://docs.aws.amazon.com/crypto/latest/userguide/awscryp-service-toplevel.html
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https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/data-classification.html
https://docs.aws.amazon.com/whitepapers/latest/data-classification/data-classification-overview.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-data-at-rest-encryption/welcome.html
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RIPRES %% end-to-end IR INBZE X -
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MWER  BEENERBEPRDETAACG. BRAFIRME , B LR AWS KMS, AWS
Encryption SDK s HE 138 =5 % T EH R,

- fARBFHMEREZNENNEARIIREEENENBERNITA. BRARKRSFHMNE , BT
£ AWS KMS RiNZZEAFER, St AEREME =77 Mm% T AR (Fla LUKS) E4#F
¥R (0OS) BN Linux ERRMK.

LT RHE AWS Bin FHBEERET RN —RREER

- REBENERSE, HBBERUAREIMEANZEZIRANSHETE  APTENEREABNBRR, NF
AE , F2RABEENEBVCRNERR, RABABRBEH I BRASERTIRTNFEE
FHETINE, ENBRUTRATEEEEMERNNMNE , SINELRRLTER.

- BREERETNER  BAEBEACKENBREFERE L. ERNFEANSRRE,
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https://docs.aws.amazon.com/vpn/latest/s2svpn/VPC_VPN.html
https://docs.aws.amazon.com/directconnect/latest/UserGuide/Welcome.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#grant-least-privilege
https://docs.aws.amazon.com/kms/latest/developerguide/iam-policies-best-practices.html
https://docs.aws.amazon.com/kms/latest/developerguide/overview.html
https://docs.aws.amazon.com/cloudhsm/latest/userguide/introduction.html
https://docs.aws.amazon.com/cloudhsm/latest/userguide/introduction.html
https://docs.aws.amazon.com/encryption-sdk/latest/developer-guide/introduction.html
https://docs.aws.amazon.com/encryption-sdk/latest/developer-guide/introduction.html
https://gitlab.com/cryptsetup/cryptsetup/
https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-data-at-rest-encryption/welcome.html
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AWS CloudTrail

Amazon DynamoDB

« Amazon Elastic Compute Cloud (Amazon EC2) l Amazon Elastic Block Store (Amazon EBS)

* Amazon Elastic Container Registry (Amazon ECR)

* Amazon Elastic Container Service (Amazon ECS)

* Amazon Elastic File System (Amazon EFS)

* Amazon Elastic Kubernetes Service (Amazon EKS)
* AWS Encryption SDK

+ AWS Key Management Service (AWS KMS)

*+ AWS Lambda

* Amazon Relational Database Service (Amazon RDS)

+ AWS Secrets Manager

* Amazon Simple Storage Service (Amazon S3)

* Amazon Virtual Private Cloud (Amazon VPC)

AWS CloudTrall

AWS CloudTrail AJi#Bh&#E# AWS IREHEE . &R, BREMNRKE,

AERILRBN T MEREER

« CloudTrail FEFFZFEEMN B SHEITINE AWS KMS key, BIENFEKIIEBEERZ S3 f#1F
BB EEPH KMS €8, WFEFHEEN  FSEEMEMUFEAEN KMS 218,

- ERABENNZLE , BAERN BFERRBRE. EUHBEHETHEE CloudTrail BEZERR
Bk, MBRIAREE, WFETR , FSEBANKHEEZTEMEERTE CloudTrail

« FRANTE VPC i%E A2 CloudTrail BEHEAM VPC P ERETET , MALERE L AEREE,
MEHMET , F2BE AWS CloudTrail 2 HE VPC s B fEFE A,

« #faws:SourceArnfRHEWIIEE KMS BRI , UBREH B EERNER CloudTrail £
KMS &4, MESMET , FBHMZE AWS KMS key E CloudTrail.
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-user-guide.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/create-kms-key-policy-for-cloudtrail-update-trail.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-log-file-validation-enabling.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-and-interface-VPC.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/create-kms-key-policy-for-cloudtrail.html
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« 7£7 AWS Config , B4EZcloud-trail-encryption-enabled AWS & #7 Bl LAB& 35 F1 38 H 31 17 52 4% 42 hn
o

« IMRELTE CloudTrail £3%iB Amazon Simple Notification Service (Amazon SNS) X BEEXBA |, 58
£ CloudTrail BUREEBH #7138 aws : SourceArn (i#EEHaws : SourceAccount) F4E88 , LB
I REREWIRFFEL SNS £/, MEFHEFA Amazon SNS 2RI CloudTrail.

- WMREBEFEFEA AWS Organizations , FFE Y —EEBIENE , SARCHZMER AWS IRF FHMES
%, EOEEBTHNEBERFANMERERF. MEFMEF , FS2RAEBELER,

- BYNOEARE AWS BiEEFARIERNER , AERHELEFHFH AWS tkRF E8. AWS E
IEEE , CloudTrail & BB 28 MBI CHZERF NS,

Amazon DynamoDB

Amazon DynamoDB 2 —HE2 ¥ % NoSQL ERERK , TRMANRRE, JEBATERNNE. B8
ERRTFEMANERDE , DynamoDB BREMZSRBEMZERRPPER : BIEEERE, K
MEESERERS|, &R, £EERK, 4 HF DynamoDB Accelerator (DAX) £,

RBERDEER , JUEREFARRHTAFIRINZREZER B NTEN

HRARRSBHNE  EEBYFTERRE | S LUER AWS KMS keys R ERER, BELUER
AWS EN SR, AWS ZEIRIEZFFEESHR. RMERFRAEFZESH , RALNARTU
EERFISR  LEESERALSBRERE  ERREBHEMELE®,. DynamoDB Bk, A#MN+
BRERSIURBEREBEAERNSBETNSG. NFEELLBBERNFMENR , FSEAEFSB/A
AWS £48.

(@ Note
BALABERFTE AWS RN SR, AWS SESRNEFEESR S HR,

HRAFmMNZHN end-to-end REFEMNSEH PN ER , BALER Amazon DynamoDB 1% A F
. MTREEEBUHEMRZMMMNEZEZS , DynamoDB Encryption Client tt &% 8185 H , iE&EBRK
REANHBEENARESE (TEFEIMREYE) , A —ENRESHRS —ENEE , RigHTEM
RE,

AERBILRBHN T mERERER

- BEARHERBRSR/RNVFATRFHASEFTEFNTELEBNALS, ELREBLMEERAEM
DynamoDB BRISAIE BRI KR L MBZEHFERER , IRBITREMBARE,

DynamoDB 6


https://docs.aws.amazon.com/config/latest/developerguide/cloud-trail-encryption-enabled.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-permissions-for-sns-notifications.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/creating-trail-organization.html
https://aws.amazon.com/blogs/mt/aws-cloudtrail-best-practices/
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/Introduction.html
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#key-mgmt
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#key-mgmt
https://docs.aws.amazon.com/dynamodb-encryption-client/latest/devguide/what-is-ddb-encrypt.html

AWS B3| B DB B S AT AE AWS RIS
- EMR{KFAEZ DynamoDB £/ HTTPS MEZEEH PN ER , ERRFEABENZ SRS, BUUEART
HIE—EIE
« AWS Site-to-Site VPN £ IPsec E1TINZERNEE,
« AWS Direct Connect 23 fA A I 1Z Y E
« AWS Direct Connect E& IPSec % FAA AWS Site-to-Site VPN E#ZHEEHER,
- MRAFTEREBRILEELR (VPC) ATFH DynamoDB , &R LAEA VPC BEIR £ L5 VPC
FHERETFR. E&AMNLRERELBREBRERE,

- MBEFEANRE VPC i | FEiSHEin BN IREEBERA IAM BERRH AERESFRE,. ERER
%, MEFMET , F2EEH IAM BEEZE1% DynamoDB % B A9 17 HURI 458 7 s B BUR 35 4 3 AR IS
K 1ZEL,

s BULBREBENEREK  CTERARXBREEENZNEREEERBERER N,

- BREDAX EEUERTEEERNZBREER , MR ER, HEERNAFER, BEEH
HEEEFRABENR, LWARSENZEHARBER  HLEBERREEETACEENE
B, BMEDAX MEZEBEHE AWSKMS & , LEBARNZEENE —REERESE, WREEL
W DAX BERTFERKETESRSE , I AWSKMS E8BEIHTN AWS SEESHE, MEH
HMEF , B2 DAX BREMNE,

® Note
BEFZESRELE DAX BEEREFEA,

- FREDAX EEUERTEEESNZERINER, SELIEREEEE I RAERT N, DAX EH
TLS RiNZEAERBEEECRENGERNEDIE  LEAEEN x50 BRRBEIZEENT Y, NEH
HMEF , F2E DAX E#@d iz,

« £ AWS Config , BYE=dax-encryption-enabled AWS &7 BI LB & M #EE DAX BEEMNINE,

Amazon Elastic Compute Cloud 1 Amazon Elastic Block Store

Amazon Elastic Compute Cloud (Amazon EC2) £ AWS EixhiRH A BRNEERE., B R
TEBEEMENERMARSE ,  YREETERIMERM. Amazon Elastic Block Store (Amazon
EBS) RILEREMRAFREUKE , 7JHE EC2 HITEBBEER.

AERELRBN TIMEREER

- FRAEENERS BESRVNERFCAHE EBS #MikE, EHEERBENBRHNE L EFEEN
Z2MMBEFER,

Amazon EC2 #1 Amazon EBS 7


https://docs.aws.amazon.com/vpc/latest/privatelink/vpc-endpoints-ddb.html#iam-policies-ddb
https://docs.aws.amazon.com/vpc/latest/privatelink/vpc-endpoints-access.html
https://docs.aws.amazon.com/vpc/latest/privatelink/vpc-endpoints-access.html
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/DAXEncryptionAtRest.html
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/DAXEncryptionInTransit.html
https://docs.aws.amazon.com/config/latest/developerguide/dax-encryption-enabled.html
https://docs.aws.amazon.com/ec2/
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/AmazonEBS.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/AmazonEBS.html
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. RBLOMEBEREMTITYE , B EC2 HTER2 MK EC2 HTRBE BN BMAM 2 HEH
AR RE N,

« EAILAERINE EC2 MATERRAVFRHMNME R EBS HWilk[E. MFH EBS MRERREZETIER !
- BMIREANSTRER
- FEREHMKRENATEEBREBNER
- FREREEREZR I HIRER
« FREREABLRRE M AHKRE

MEFHMET , F2H EBS MEEEL K

- FERABBAEBFERFH EBS #kERMAME, ESRH MZEIHE EBS HEREMRIRE
R, TEXEEAMN EBS MREHRR. WHRFMREF , FSRARNE.

« A Amazon EC2 #IfTEBMEHTERBFTHRUKE, SEPARBREXERKE—ERENE
RERNER, MEFMASH  F2ROMER Amazon EC2 SITEEEHRENZRREFLEER
(AWS ZBEIE X E)

« 7 AWS Config , BENZ#HRERBLEBLnE , SUERE I EHHTEER MZER.

Amazon Elastic Container Registry

Amazon Elastic Container Registry (Amazon ECR) 2 S ERBMGEHFERKE , B4, TEEMM
A,

Amazon ECR ¥ & F#1E1E Amazon ECR B2 H Amazon S3 f#ZErE ., {8 Amazon ECR f#
FEERE—(EAMFREE  EREERIURTERFIRE, AKTEER , Amazon ECR #4{a iRE5 % N &% B2
Amazon S3 ¥ & (SSE-S3) =L MEEFEH. MEFMENR , F2EFEMNE (Amazon ECR X
#)o

AERILRBN T MBREER
- TEfEAEHE Amazon S3 & (SSE-S3) NEZA MM ARMMRIF[IHMNE , MBEAREFE AWS
KMSH I EFZE KMS £, It SRBEREHSMBAYIZEIEE,

@ Note
KMS €84 BEFMEMMAE AWS EiF BN ERT,

Amazon ECR 8


https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/EBSEncryption.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/EBSEncryption.html#encryption-by-default
https://aws.amazon.com/blogs/security/how-to-protect-data-at-rest-with-amazon-ec2-instance-store-encryption/
https://docs.aws.amazon.com/config/latest/developerguide/encrypted-volumes.html
https://docs.aws.amazon.com/AmazonECR/latest/userguide/what-is-ecr.html
https://docs.aws.amazon.com/AmazonECR/latest/userguide/encryption-at-rest.html
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- HERBEFEER , 378 Amazon ECR KTEREN IR, ErEEEThAE , flnEFEEER.
RHEEREENTRG  RERINREESEBR,

- B AWS CloudTrail A5t Amazon ECR EiX % AWS KMSHEX, HFEEEZSNEARAREE |
AEEERS A,

« E%E Amazon ECR BUER LA 43E Amazon VPC i B 4G E VPC 12=4I17H, BRL | EfEs T
E Amazon ECR BERMMKIZE , EAHFRISEE VPC ETER., EBEA Amazon VPC iwEE L
EEALEME (VPN) EE | S Ll &R P ERETINZ,

« Amazon ECR XEBUERAEBNBERERELER , B UURERRIE IP it R4S E IP bt 3R
H1FE., AWS R

Amazon Elastic Container Service

Amazon Elastic Container Service (Amazon ECS) 21RiE, WERNAR[EERYE , ATiHEIEHIT.
FLENEEESE LR

&8 Amazon ECS , BW LAEA TINE[—EL EZRMBBEHHNER

- BIURBMEIE. £A AWS App Mesh , FRTE 2 ER Envoy Proxy F#BAR &% B4 (a0 EHREF 2E
SERFE) 2B TLS EiE, BUUERRBM TLS RF AWS Private Certificate Authority &
FRENTE. URFHAEANZSHER , F2RBAWS App Mesh AR FiR# < B RENE
AWS Certificate Manager (ACM) 5% F 12KV B (AWS ZBERXE),

- MRXE 6 BEEAAWS HERBE, AWS BHERBER Amazon EC2 Ih#E , AIZFEZH# Amazon
EC2 HTEBEBIRHENBITRE BARHE), HEETHHRBESZBBNER, _E , ACM for
Nitro Enclaves A Z#&%EiB L AWS Nitro Enclaves £ Amazon EC2 #1T{E# E#11THY Web FERE
XM Web fAfRES , FALEMNFE SSUTLS BFE. MEFMEN , 5528 AWS Nitro Enclaves —
AREEMRERNIESH EC2 IRE (AWS SPEKXE),

- AREFE IR (SNI) #HEEE Application Load Balancer ¥ B £ H, &7 LA Application Load
Balancer (WE — HTTPS EERERX A BELAEARN. SEEERXHEFHIH TLS BF.
BRI AR ACM RN EFE , I MERA B KB B/FE . Application Load Balancer 1 Network
Load Balancer #X%# SNI, MFFHMENR , FSREAEXEH FH#E5IR1E Support £/ SNI 1T
BEEWSE TLS BE (AWS SPEENE),

- BTIREZSMMEZEM , 538 AWS Private Certificate Authority £ 8 Amazon ECS i — 2 Zp&
TLS B, MEFHHEEN K FSRBHEE TS ERSE 25y . £H AWS F45 CA (FFAWS EK
).

. ERRBREZRE (BE) R ACM () FEENER , 7 App Mesh HE{EME TLS (MTL). GitHub
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https://docs.aws.amazon.com/AmazonECS/latest/developerguide/Welcome.html
https://docs.aws.amazon.com/app-mesh/latest/userguide/envoy.html
https://docs.aws.amazon.com/app-mesh/latest/userguide/virtual_nodes.html
https://docs.aws.amazon.com/app-mesh/latest/userguide/virtual_gateways.html
https://docs.aws.amazon.com/app-mesh/latest/userguide/virtual_nodes.html
https://aws.amazon.com/blogs/containers/enable-traffic-encryption-between-services-in-aws-app-mesh-using-aws-certificate-manager-or-customer-provided-certificates/
https://aws.amazon.com/blogs/containers/enable-traffic-encryption-between-services-in-aws-app-mesh-using-aws-certificate-manager-or-customer-provided-certificates/
https://docs.aws.amazon.com/enclaves/latest/user/nitro-enclave.html
https://docs.aws.amazon.com/enclaves/latest/user/nitro-enclave-refapp.html
https://docs.aws.amazon.com/enclaves/latest/user/nitro-enclave-refapp.html
https://aws.amazon.com/blogs/aws/aws-nitro-enclaves-isolated-ec2-environments-to-process-confidential-data/
https://aws.amazon.com/blogs/aws/aws-nitro-enclaves-isolated-ec2-environments-to-process-confidential-data/
https://docs.aws.amazon.com/elasticloadbalancing/latest/application/create-https-listener.html
https://docs.aws.amazon.com/elasticloadbalancing/latest/network/create-tls-listener.html
https://docs.aws.amazon.com/elasticloadbalancing/latest/network/create-tls-listener.html
https://aws.amazon.com/blogs/aws/new-application-load-balancer-sni/
https://aws.amazon.com/blogs/aws/new-application-load-balancer-sni/
https://aws.amazon.com/blogs/compute/maintaining-transport-layer-security-all-the-way-to-your-container-part-2-using-aws-certificate-manager-private-certificate-authority/
https://www.envoyproxy.io/docs/envoy/latest/configuration/security/secret
https://github.com/aws/aws-app-mesh-examples/tree/main/walkthroughs/howto-mutual-tls-file-provided
https://docs.aws.amazon.com/app-mesh/latest/userguide/mutual-tls.html
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 EHMLEATHERT , ATEEESM , £ AWS PrivateLink 5% E Amazon ECS /& VPC i
2, FEiB VPN ERFREL KBS MZEHTHER.,

- REWBEFHEME , Fl0 API SRBERERE. BUUKELSBEANESBREE
Parameter Store ( AWS Systems ManagerfyZhgg) . FiB , RMBBEFEAEE RS , AWS
Secrets Manager R AEERKE A B HRRZE, EEEERETE  UREAUTSERE AWS
RS

- BTHBRERESHEERINBENER  RAZZEEAMRERE CSI EBEFE N AAWS Secrets
Manager #l Config 2% (GitHub), LEEBITE X A ZEi& T Secrets Manager F I HZ M F 17
1£ Parameter Store RIS 81 H R A B EHTE Kubernetes Pod FEVIE SR,

(® Note
AWS Fargate * %1%,

- MREERPLPNEAENEARINIAR LWASE=FEEMD HTTPS API ZR#H AWS AR
%% , S5(ERA % AWS Security Token Service (AWS STS) USH IR LB AEHREBELER,

Amazon Elastic File System

Amazon Elastic File System (Amazon EFS) #%Bh#&1E AWS Eixh 2 MRER AR RRER.

EEBULRH T RMEREE -

« fE£7h AWS Config , B Zefs-encrypted-check AWS B A, IttiRBIEHZE Amazon EFS &R E
AERAMBEERER AWS KMS,

- FEBEI Amazon EFS ERRMAAH MR , LB CreateFileSystem=Z 4 CloudTrail BE , 3
EBRYRMBHNERZABB/RE R, CloudWatch MNEFHMEF , FS2BEZEL MR - £ Amazon
EFS EBRRM LSBT HEME,

- £/ EFS #HEHBIEXHEAERRK. ESEAFIHE Amazon EFS IR Z B EMMERE TLS 1.2
BiE , WEBKMPRBEERAFFEEEERRAL (NFS) RE, THGSEEMER TLS #/TEEH i
B

sudo mount -t efs -o tls file-system-id:/ /mnt/efs

WMHBRFHMER , FSREA EFS HEH BN EE EFS BERRK,
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https://docs.aws.amazon.com/AmazonECS/latest/developerguide/vpc-endpoints.html
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/vpc-endpoints.html
https://github.com/aws/secrets-store-csi-driver-provider-aws
https://github.com/aws/secrets-store-csi-driver-provider-aws
https://docs.aws.amazon.com/efs/latest/ug/whatisefs.html
https://docs.aws.amazon.com/config/latest/developerguide/efs-encrypted-check.html
https://docs.aws.amazon.com/efs/latest/ug/efs-enforce-encryption.html
https://docs.aws.amazon.com/efs/latest/ug/efs-enforce-encryption.html
https://docs.aws.amazon.com/efs/latest/ug/efs-mount-helper.html
https://docs.aws.amazon.com/efs/latest/ug/efs-mount-helper.html
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- FRABEENTE VPC im2h AWS PrivateLink , TEE#FAAE iR Amazon EFS APl 2 I FAEE
R BB VPN EEEANEH RN EREBNER, MEFHMEN  F2EEANE VPC inEF
B AWS R,

« A IAM B9 BEBEHMN elasticfilesystem:Encrypted R4 SRR ILFEHER T RN
W EFS BEXER#K. WEFMENR , F2EEA IAM @FIE I NEERZRRK,

- BREABERES|BEREAR EFS BN KMS £RBEARKEEREFN.

- TEEEE EFS ERRKE , £/ EFS BERRMBERFH aws:SecureTransport 54 & 858
NFS FFmEM TLS, WMEFMER , F2SBEMA Amazon Elastic File System IBERERHH
EwPER (AWS BEE).

Amazon Elastic Kubernetes Service

Amazon Elastic Kubernetes Service (Amazon EKS) Al BI & 1E £ #11T Kubernetes , AWS MEE %R
HHHE B2 Kubernetes 13| FHEHETE ., 7 Kubernetes & , #Z i B IR EBEBURER |, 4l
MEAERE. BRM API £8, KFER , EEBBELRMEN S XNREFE AP ARSI ERERGF
7 (BA etcd) H. EAEHE API FEERFE etcd WEAEH AT UEIRSSUHER. A, FM@
EREGEZEPEL Pod WABAUEAXFIHERENZTEZEPNEAME, B EH
AWS ZESRUABTFZELWHR AWS KMS keysil# Amazon EKS R FRERR, FANS—EH
EetcdREAAWS BEBH Config 2R (ASCP ) ( GitHub ZR5E ) » ASCP B IAM MIEREK
REES , URHMORBBEAIIFE Kubernetes Pod AKIHEEE I ZE

& A LA B Kubernetes £ T %) AWS R FRTE :
« ¥ Amazon Elastic Block Store (Amazon EBS) , & A LAfE AR B SRR FEEEENR
Amazon EBS CS| fiEii2x, MEHSHEARNBHEENRUEFZIESBNBH,

« ¥ Amazon Elastic File System (Amazon EFS) , & a] LAF R R EBREMBREMER Amazon
EFS CSI REfE,

wEERBIBRBN T I NBREEY

- ¥ Amazon EFS , ZEiB#$ t1s 2 ¥ 8 E Amazon EKS F XA B EF K mountOptions &
EEHDPME, MEFHMAEH  F2RERNBNEZEEE (Amazon EKS REEKIER).

- MREFEANR eted (KFERBERMBOBENMG) , BT TIIREAGBIRERE
o N TFEE R (Kubernetes X ),

Amazon EKS "


https://docs.aws.amazon.com/vpc/latest/privatelink/create-interface-endpoint.html
https://docs.aws.amazon.com/vpc/latest/privatelink/create-interface-endpoint.html
https://docs.aws.amazon.com/efs/latest/ug/using-iam-to-enforce-encryption-at-rest.html
https://docs.aws.amazon.com/whitepapers/latest/efs-encrypted-file-systems/encryption-of-data-in-transit.html
https://docs.aws.amazon.com/whitepapers/latest/efs-encrypted-file-systems/encryption-of-data-in-transit.html
https://docs.aws.amazon.com/eks/latest/userguide/getting-started.html
https://etcd.io/docs/v3.5/faq/
https://github.com/aws/secrets-store-csi-driver-provider-aws
https://docs.aws.amazon.com/eks/latest/userguide/ebs-csi.html
https://docs.aws.amazon.com/eks/latest/userguide/efs-csi.html
https://docs.aws.amazon.com/eks/latest/userguide/efs-csi.html
https://aws.github.io/aws-eks-best-practices/security/docs/data/
https://kubernetes.io/docs/tasks/administer-cluster/encrypt-data/
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- BEBRFBENNEAMZENACHEFEES (RBAC) RAMARERE, RHRIFTERIEL
BRE#MENTT, NEFEFHEA , F2REEESE (Kubernetes X 1),

« WREE Pod FERZERSR , BERAEEHP—HARRFTEFIMEE K FERWEEHSR , UEH
fRB[EEITNZME, UHREHSENEZEERA tnpfs HERE , WEMBR Pod RKEE®
PR, SHAUUEAREEY  ERMATEREALS L, RAREEENETEEHRE
HitH., MEFMEF , F2REE (Kubernetes X 1),

. METARE , BASTHRETERANMEN watch M list FRWFEHE, £ Kubernetes API
o BEBERIEERK, AAEAHAF RREZTREEPESEABZNE,

- EAFEEEESFEN etad , BREERFIUE,

- MRFEZE etcd HITHER , FHER etcd £/ TLS & etcd HFHE 2 BETER,
- MREEMHBR ASCP , FBHT THIRELUIHBIREBEHE

- ERABRBIREH IAM £ SR FEERGAEREN Pod.

« FEAMBRREMEE (GitHub FHE) REUH Kubernetes AWS 8 INE , UEFEEMN KMS £18
BEEEHEME,
B3 Amazon g CloudWatch ZERNZSRME R , UEHEEBIEENREEZETR , HlmuZ Mk
RESFHRAEEAREZERE, NEFMER  F2REREEEEIETIER,

AWS Encryption SDK

AWS Encryption SDK REMRHBENAFHNERRNE, CEATERENREERRIBLERE
EEMEREMNEREM. AWS Encryption SDK AR 2, KBRIFNHBSWREELRNZER ,
YRUEFERBREREREEENFARENR, WEFMENR , 528 AWS Encryption SDKFHZEEE
EEH.

AERILERBEN TIIREE

- Bf& AWS Encryption SDKH RIEEH P TEESR.

- ER—HZETLELR , UBBRELNER SR, UFEFHEF A F2RENTEESR.

« #BKeyIdB#EEZEReEncryptfE3 , LU BIF L FERATZEMEN KMS €88, WEFHHEEN , B2
BRERAFIRMNE : AR Keylds MEMAFE (AWS IEEE),

« AWS Encryption SDK & EfE Ak AWS KMS |, FEEA A #KeyIdERE, MEFHEN , FSEUE
BAEmME : B Keylds F&M@AFE (AWS ZEERIE),

- HRAREAEZTENZESIHRENERAER , IENRENIRFEL AWS KMS 5EREEE |, BB
F3 AWS Encryption SDK. FEZEZE R SBREN T REEK -

\
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https://kubernetes.io/docs/reference/access-authn-authz/authorization/
https://kubernetes.io/docs/concepts/configuration/secret/
https://docs.aws.amazon.com/eks/latest/userguide/iam-roles-for-service-accounts.html
https://github.com/kubernetes-sigs/aws-encryption-provider
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/Create_Anomaly_Detection_Alarm.html
https://docs.aws.amazon.com/encryption-sdk/latest/developer-guide/introduction.html
https://docs.aws.amazon.com/encryption-sdk/latest/developer-guide/programming-languages.html
https://docs.aws.amazon.com/encryption-sdk/latest/developer-guide/programming-languages.html
https://docs.aws.amazon.com/encryption-sdk/latest/developer-guide/supported-algorithms.html
https://docs.aws.amazon.com/encryption-sdk/latest/developer-guide/supported-algorithms.html
https://docs.aws.amazon.com/encryption-sdk/latest/developer-guide/best-practices.html
https://docs.aws.amazon.com/encryption-sdk/latest/developer-guide/configure.html#config-keys
https://docs.aws.amazon.com/cli/latest/reference/kms/re-encrypt.html
https://aws.amazon.com/blogs/security/improved-client-side-encryption-explicit-keyids-and-key-commitment/
https://aws.amazon.com/blogs/security/improved-client-side-encryption-explicit-keyids-and-key-commitment/
https://aws.amazon.com/blogs/security/improved-client-side-encryption-explicit-keyids-and-key-commitment/
https://docs.aws.amazon.com/kms/latest/developerguide/requests-per-second.html
https://docs.aws.amazon.com/encryption-sdk/latest/developer-guide/data-key-caching.html
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« RERNZLEENRHESESRNENSR/UEANBEARE  URKIESEERSHITURE
MENHE. IFEREELMERNER A F2ARERINEZEHE,

- BAMRERFHAERBEEAERXNTARMIMEIERENRNERSBE ., WFERTEAREIRE
PREIVIERMNES  FSBEHAERESI|MIREL . S tep-by-stepo

MTEHME , 5528 AWS Encryption SDK : 1A E&EH S RMERBESENERRER (AWS
EBEHE),

AWS Key Management Service

AWS Key Management Service (AWS KMS) AI B G2 MZEFImE £ % , UHBRELHEHR.
AWS KMS EE R ZEHHMT AWS RS LUINZREBIBNER. NEXTEEE K FSREAWS & Z&5
AWS KMS, AWS KMS iZEBIE4S AWS CloudTrail JA528% KMS €8 MR |, LURERK. ZERMNE
BHHEER,

KMS €8 2RFMEEER AWSKMS , EfiRNZEBNBERTE, KMS £B8E=BEFxEZHA .

- EESESRELEIN KMS £488,
« AWS ZESMEAREERF P AWS BRI UM KMS £8,
- AWS AN EIRE AWS BRI BAMEEN KMS iR , TARZEEE|® AWS 1kRF.

NFEEHEELERBENFMESR K F2HREFZR/I AWS T,

£ AWS Eif , REEAREGIRE T UFRERMR®E. Bl , &£ AWS Identity and Access
Management (IAM) 1 |, L& 5B AERNBREERFERAE. EAEREIACNWHTT , LERA
EROBRMMEER (fl0 S3 FHFITE) , UERATFIHE TR, XENEBEUARXERFSHE
AR ARG, B IAM BERELL , AWS KMS FEAE MBI RS KMS £ EFN. SE KMS £18
HUEEESBBE K BESELRAGEE—EASBECK. ERAFNIEL/LFI KMS SBMABERR
&ELT?'J%IE :

- BULERHEFZESRNEREFER , BEAEEES AWS SEERSRM AWS A SRN SRR
Ao

- TWMBERAFTRE AWS 1RF. AWS KMS BRIFERMBURAMAFT , BRIGTRRMERM IAM BUERRLFF
FELKMS €%, MRRESWMBEMNFFA , AFFFTHN IAM BERETEER. NFEFEEA , &
2B L5 IAM BEREFH KMS £iR.

« BAILER IAM BERIEBHEFZETRNEFIN , MEFSHRBERNE R,
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https://docs.aws.amazon.com/encryption-sdk/latest/developer-guide/thresholds.html
https://docs.aws.amazon.com/encryption-sdk/latest/developer-guide/thresholds.html
https://docs.aws.amazon.com/encryption-sdk/latest/developer-guide/implement-caching.html
https://aws.amazon.com/blogs/security/aws-encryption-sdk-how-to-decide-if-data-key-caching-is-right-for-your-application/
https://docs.aws.amazon.com/kms/latest/developerguide/overview.html
https://aws.amazon.com/kms/features/#AWS_Service_Integration
https://aws.amazon.com/kms/features/#AWS_Service_Integration
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#kms_keys
https://docs.aws.amazon.com/kms/latest/developerguide/key-policies.html
https://docs.aws.amazon.com/kms/latest/developerguide/key-policy-default.html#key-policy-default-allow-root-enable-iam

AWS 23] B9 103 B £ HOE RO D AE AWS BRAS
- HHZSEHSMERETSWMBERN IAM BERK |, FZETHISHE
- SWMPRTEZEHSR/OLAEY , BEFSEHENSESSRcBERIEL,

- M CreateKey Ml ReplicateKey BMEFEUZ EIFH S , BERAERSBECE , RIEEFER
FISE T SRBUER

« BALIBEFRGZREIE |, I aws: RequestedRegion , HEEFATBR#I A4S E AWS EiF,

« BULUEARTFRAMZEATECRIEL RN T, B2, BEEEAE-RTRAFZE
KMS &REVETH , BMEELSREMBN S ERER,

£ AWS KMS M2V £RFAR , FER T INBEREMENE L EREME

AETTHERPHESR , SUEUS AWS KMS EE .
« AWS KMS #Bh & B S1E ML ( AWS KMS X#E )
« IAM BRI REEH (AWS KMS 30 4)
- RERESHEEER  ATESBNABNCEHASRNASKHERRNS S
- BYNRBRERNEESACTEEEEASRNED,
- BORBARIAZTENZER , MTAERFEASRBEZTERNEED,

- TRBEREKEERSEERHERE, F2# kns:* AR 1AM SEBBRTNEE  BASEERT
TREENERASROTA,

« EWFAIFEA kms: ViaService &R, BEFZESRNEARBABE AWS BH €8,

- MREAUESREBRCEHETEE  AEEFEFZESR  DAHSRHESBENESRRE , 217
THIRIE :

- EEHHRBANFIUES
- BREANERES

- & AWS KMS keys

- ERER

- BVuFIA

. MIBR AWS KMS keys

« AWS KMS %ﬁ*ﬂﬂkﬂﬂﬁﬁﬁﬂfﬁﬂﬂﬁﬁ?ﬁﬁﬁﬂiﬁﬁﬂ’]Eﬁﬁﬁi% B REREEEY allow BIR
PE R HEZTE AWS KMS SR, MEFMEF , F2EEARN AWS Key Management Service
WENE., BRAEHE.

AWS KMS 14


https://docs.aws.amazon.com/kms/latest/developerguide/multi-region-keys-overview.html#mrk-sync-properties
https://docs.aws.amazon.com/kms/latest/developerguide/key-policy-default.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-requestedregion
https://docs.aws.amazon.com/kms/latest/developerguide/grants.html#grant-best-practices
https://docs.aws.amazon.com/kms/latest/developerguide/iam-policies-best-practices.html
https://docs.aws.amazon.com/kms/latest/developerguide/policy-conditions.html#conditions-kms-via-service
https://docs.aws.amazon.com/kms/latest/developerguide/control-access.html
https://docs.aws.amazon.com/kms/latest/developerguide/enabling-keys.html
https://docs.aws.amazon.com/kms/latest/developerguide/rotate-keys.html
https://docs.aws.amazon.com/kms/latest/developerguide/tagging-keys.html
https://docs.aws.amazon.com/kms/latest/developerguide/programming-aliases.html
https://docs.aws.amazon.com/kms/latest/developerguide/deleting-keys.html
https://docs.aws.amazon.com/service-authorization/latest/reference/list_awskeymanagementservice.html
https://docs.aws.amazon.com/service-authorization/latest/reference/list_awskeymanagementservice.html
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- BTERAKMS EBNARREFSRARER , BEHR AWS ConfigE {E-kms B)#EH] iam-customer-
policy-blocked-kms E)#E#R B, iam-inline-policy-blocked 2Ntk ATPH 1k E 2 BB EHWFFEERFER AWS
KMS B Z B 1k,

« EFEERKIESEREE (SCP), AWS Organizations SRS It RSB ENFEHAERACERZUGSE
FERFEANAXMER KMS €88, WEFMEN , FSBFEH SCP M ATEHEFIE (AWS E%
KX E),

« EECEEHET CloudTrail 528 AWS KMS API 0, ESCEMEANSEHEM |, Sl ENFERRK
B, BHBERHOER IP it AR BEHBEROA. WEFMBEN , 55 AWS KMS ZEFEA AWS
CloudTrail.

- MREBFEAMNZELTY , EFERISEABBER. CloudTrail #MERNBREFEMF JSON
BERAF , FNEEEHNEZSEAN SSHEFIFBNATTURKRELRR.

- EREFIESRNEABRE  SESHUEEASERE BINELSR, ENEFZESHBHR
REEASBME) FBEAE, CERECEFEHEE  fINERASBIITHABBERAENTME
fth =4 B FEB)ERY AWS Lambda B #,

- ZESSREBANKERS , fIHER. KBERIFHD. ZEHSRNZLBHRE-EHSR

BETE, RERY, EENERSEASRE , RATIIES
« AHFERARBSESSREREFTEN AWS B F.
- ARZEFHERNFIRTREELERNERA , Y AEATEELSRNAERET.

AWS Lambda

AWS Lambda B —TREE R , AIHEEHTERR  BEFEHNENEERARKR. sERBLENRES
¥, TUEARARRFINZRRBENFEESR  XERAAFRNZRFESHTNER.

AERBIL RN T mERERER

 Lambda JKiEEHA AWS KMS keyiR R REMRRETIHINEE ., BIFFAR , Lambda EfEHA AWS ZE S
£, RMBEBLEAEEFSESE RALTUURSEG SR R SEEE, RBENEZ,

- HREEMZENEHFNESR , RABBES | ETHRAEARE KMS SREIRESEHEITA IR
meE , LEEHRERRAERE. IEFHET K FSERERFEEZPINERIRL,

- BEBBRREEZERMN Lambda HEIRZSEEEERBRETETNE , UHBREDHREEETH
EMER (BERENEN) £ERACRENZTE.

- EERHIHFEAERAREESE  HEHRAXFEE IAM BERDWEREST , R EEEEFIE
Heh ERFSESBRYMESBNSBECR, MEFHMEN , B2 MEA AWS Lambda IRIEE
8
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https://docs.aws.amazon.com/config/latest/developerguide/iam-customer-policy-blocked-kms-actions.html
https://docs.aws.amazon.com/config/latest/developerguide/iam-inline-policy-blocked-kms-actions.html
https://docs.aws.amazon.com/config/latest/developerguide/iam-customer-policy-blocked-kms-actions.html
https://docs.aws.amazon.com/config/latest/developerguide/iam-inline-policy-blocked-kms-actions.html
https://aws.amazon.com/blogs/mt/identity-guide-preventive-controls-with-aws-identity-scps/
https://docs.aws.amazon.com/kms/latest/developerguide/logging-using-cloudtrail.html
https://docs.aws.amazon.com/kms/latest/developerguide/logging-using-cloudtrail.html
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#encrypt_context
https://docs.aws.amazon.com/kms/latest/developerguide/multi-region-keys-auth.html
https://docs.aws.amazon.com/lambda/latest/dg/welcome.html
https://docs.aws.amazon.com/lambda/latest/dg/configuration-envvars.html#configuration-envvars-encryption
https://docs.aws.amazon.com/lambda/latest/dg/configuration-envvars.html
https://docs.aws.amazon.com/lambda/latest/dg/configuration-envvars.html
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Amazon Relational Database Service

Amazon Relational Database Service (Amazon RDS) A% BN &TE AWS Bl iR E, RENIEREIH
NERE (DB), MEMZEFNERNTREREHTEBNERREEFR. HEBES. EHEIRER ,
AR ARER

TR RETHRME RDS EREHTEEFNBREERNGZE
« BATLAE AWS KMS keysFl AWS ZESBIEF ZE MR MNZE Amazon RDS ER EHTERE.
MEFHMEN , BFSEAIEEPAM AWS Key Management Serviceo

« Amazon RDS for Oracle 1 Amazon RDS for SQL Server X EFRERERINZ (TDE) , RKNFEE
PESTEE, MEFMER , 520 Oracle EHERMZHZE SQL Server HFEHE RN,

BRI LAE R fE A TDE M KMS SRR MBEREHTER, B2 , EVRSHEHTEERNENEE ,
BYASTRIEBEELER,

LT 2GR INEER RDS EREHTEENSERPHNERNGE

- ¥R#IT MariaDB, Microsoft SQL Server, MySQL. Oracle = PostgreSQL # Amazon RDS & #}
E#ITEEE SR LA SSL EER. MBEFHMEN , FSBEA SSL/TLS mMEEREHTEE
HE#R

« Amazon RDS for Oracle 832 Oracle [REMEINZE (NNE) , JEERBANBLHERETER
RFNZER, MEERFERA NNE M SSL n&., WFFHMER , 528 Oracle REMRBINE,

AERILRBHN T MEREER

- 7EiE3EZE Amazon RDS for SQL Server 5 Amazon RDS for PostgreSQL &R EHITEE LR
B, REIEATENFNERE , £/ RDS EHNENEERMBER. BUESHEEDS
rds.force_ssl BEREH 1 REFELIRE, NEFHBES , FSBAEHASEFHH. Amazon
RDS for Oracle f#/ Oracle & E R £ MK IN%,

- AR RDS EREHTEEMENEFSECREEANRZAE , BEFSEEMHA AWS REER
EH.

« £51% RDS EXIEHITEEH , £BY KMS €8 ER, SITEREANSBURELEE,
m, EENMBRBERT  BEENEREREE AWS SEESRSEFEESRNEANEERZ
%,

- BMINEZRERMERN RDS EREHTEBEAEMD. Amazon RDS AIREEAEZHEREHTER
) KMS £ FEUE |, fla0REBA KMS £ =8 RDS ¥ KMS €N FEER, MREAE S
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https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/Welcome.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/Appendix.Oracle.Options.AdvSecurity.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/Appendix.SQLServer.Options.TDE.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/UsingWithRDS.SSL.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/UsingWithRDS.SSL.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/Appendix.Oracle.Options.NetworkEncryption.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/USER_WorkingWithParamGroups.html

AWS 23] BN B HOEFI T BE AWS BT
o, BImENERNERTERKEATERRELR, MRENEHTERETCREREFTNEHS
RNFHE  AENESSEERELZEN , LARGBOER. RFMENR , F2RNEEREH
1T1ERE.
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