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https://docs.aws.amazon.com/servicecatalog/latest/adminguide/introduction.html
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https://docs.aws.amazon.com/servicecatalog/latest/adminguide/catalogs_portfolios_sharing_how-to-share.html
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https://docs.aws.amazon.com/codebuild/latest/userguide/welcome.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_ous.html
https://docs.aws.amazon.com/tag-editor/latest/userguide/tagging.html
https://docs.aws.amazon.com/servicecatalog/latest/dg/API_AssociateProductWithPortfolio.html
https://docs.aws.amazon.com/servicecatalog/latest/adminguide/constraints-launch.html
https://docs.aws.amazon.com/codepipeline/latest/userguide/welcome.html
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https://docs.aws.amazon.com/codebuild/latest/userguide/welcome.html
https://docs.aws.amazon.com/codebuild/latest/userguide/welcome.html
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https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/cloudformation-overview.html#cfn-concepts-templates
https://docs.aws.amazon.com/cdk/v2/guide/constructs.html
https://github.com/aws-cloudformation/cfn-lint
https://github.com/aws-cloudformation/cfn-lint
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/cfn-resource-specification.html
https://github.com/stelligent/cfn_nag
https://docs.aws.amazon.com/codepipeline/latest/userguide/welcome.html
https://docs.aws.amazon.com/codebuild/latest/userguide/welcome.html
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https://docs.aws.amazon.com/servicecatalog/latest/adminguide/managing-versions.html
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https://docs.aws.amazon.com/servicecatalog/latest/adminguide/productmgmt-delete.html
https://docs.aws.amazon.com/servicecatalog/latest/adminguide/what-is_concepts.html#what-is_concepts-provprod
https://docs.aws.amazon.com/servicecatalog/latest/adminguide/product-delete-exception.html
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AWS CodePipeline Bi&

AWS CodeBuild B

Amazon EventBridge =4 ERPEE K R R Al

AWS |dentity and Access Management (IAM) & & FBUER

AWS Key Management Service (AWS KMS) <& & #1588 BUR

AWS Service Catalog Emile. EmMMHERER

Amazon Simple Notification Service (Amazon SNS) £, FEBXMITE
Amazon Simple Storage Service (Amazon S3) &1z kr g

AWS Systems Manager 28 EZHEZE

WMERTEELHFANFMENR , 5520 CloudFormation SIHFEER KRR AT 09 BE AWS

CloudFormation,

I, EEeaRELXERTHAERFENER AWS 1Y

=1


https://docs.aws.amazon.com/organizations/latest/userguide/orgs_introduction.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_getting-started_concepts.html#organizationalunit
https://aws.amazon.com/blogs/mt/managing-the-account-lifecycle-in-account-per-tenant-saas-environments-on-aws/
https://docs.aws.amazon.com/cli/latest/userguide/getting-started-install.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-chap-configure.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/using-iam-template.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/least-privilege-cloudformation/introduction.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/least-privilege-cloudformation/introduction.html
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EiiEﬁ%

BHEE AWS BETRECKERTHN  SETHREES

- REBBLXEE THAFNIE , FEEKEERRR , YR TFAFHREFT. NFEFME
, 2EH IAM XHFNRTHREERNZESEEH.

- EXJE Service Catalog EmEEWFEER , FEFAREERRA , YEKFTRERTHEAG, &
AESEHEE, E1E Service Catalog I Z £ HIFE,

fl_'r'n'ﬁi'

BEMREE

REUHBERE CREBTHNECREFENERHEFE, BEREMFE , WK GitHub K
ERHNFREEFE. A%, BUUER B GitHub f#77E AWS CodeConnections BiE#R, A& , &i§
GitHub R EE R T A HEK,

4% GitHub fE1FE

& A GitHub,

BEFHERFMTE GitHub RFE,

EESX

EEUHNSXEEALNRFFEEBARTD , A ServiceCatalog-ConfigRepo,

(CER) AR,

EMEERTESX

BEERISX,

ERELSBRY XEXBFHFE GitHub #FE. #BiAServiceCatalog-CodeRepolt#FE
WEE,

9. EXELSBRIIEMGMITE GitHub EEE, B AServiceCatalog-
BlueprintProductRepoltfEEZEHN &,

© N o g bk~ w0 bdh =

3 CodeConnections Ei&

1. £ AWSCLI & |, A TS RETE GitHub By CodeConnections E4R :

aws codeconnections create-connection --provider-type GitHub --connection-name
<MyConnection>



https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html#grant-least-priv
https://docs.aws.amazon.com/IAM/latest/UserGuide/IAMBestPracticesAndUseCases.html
https://docs.aws.amazon.com/servicecatalog/latest/adminguide/security-best-practices.html
https://docs.github.com/en/pull-requests/collaborating-with-pull-requests/working-with-forks/fork-a-repo
https://docs.github.com/en/pull-requests/collaborating-with-pull-requests/working-with-forks/fork-a-repo
https://docs.aws.amazon.com/dtconsole/latest/userguide/connections-create-github.html
https://github.com/login
https://github.com/aws-samples/aws-enterprise-blueprint-factory-config-repo
https://github.com/aws-samples/aws-enterprise-blueprint-factory-code-repo
https://github.com/aws-samples/aws-enterprise-blueprint-factory-blueprint-repo
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2. A AWS BBEASTEFRARTHRER. NFEFMER , F2HEEMTEER,

BRI XBREE
« BATI&®T , # GitHub fFEERI G AT

git clone gitegithub.com:<user>/aws-enterprise-blueprint-factory-config-repo
ServiceCatalog-ConfigRepo

git clone gitegithub.com:<user>/aws-enterprise-blueprint-factory-blueprint-repo
ServiceCatalog-BlueprintProductRepo

git clone gitegithub.com:<user>/aws-enterprise-blueprint-factory-code-repo
ServiceCatalog-CodeRepo

RETKEB TR

AEFHNETRRBPNAEEEREFPRELCEER IR, £% GitHub ERNERBEEES S MEH
CloudFormation #7% | BP-S3LA % BP-SNS, EBEELIET , BIA A EMmEEHIEBIE A Service
Catalog PRI E Mo

REAE

1. EEERZABMIESER  BIUTHIEEBR , RAEEHMFEAsc-enduserrole-trust-

policy.json:

{
"Version": "2012-10-17",
"Statement": {
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::123456789012:role/ServiceCatalogEndUserRole"
.
"Action": "sts:AssumeRole"
}
}

2. BATHHSREL IAM ServiceCatalogEndUserRole S :

aws iam create-role \
--role-name ServiceCatalogEndUserRole \
--assume-role-policy-document file://sc-enduserrole-trust-policy.json

BETH 17


https://docs.aws.amazon.com/dtconsole/latest/userguide/connections-update.html

AWS 75 £1E5| fFA BEDHERTIH AWS Service Catalog

aws iam attach-role-policy \
--policy-arn arn:aws:iam::aws:policy/AWSServiceCatalogEndUserFullAccess \
-- role-name ServiceCatalogEndUserRole

® Note

FAZ A B ServiceCatalogEndUserRole A& X2 Service Catalog Efm. A
EBFREEFTNTERVERTEENER, SERKEERTFINBES HNREEL.

3. BUTIMEEBE , REBHMES sc-launchconstraintrole-trust-policy.json:

{
"Version": "2012-10-17",
"Statement": {
"Effect": "Allow",
"Principal": {
"Service": "servicecatalog.amazonaws.com"
3,
"Action": "sts:AssumeRole"
}
}

4. BWATH|GHREIL IAM ServiceCatalogloglaunchConstraintRole A :

aws iam create-role \

--role-name ServiceCataloglogLaunchConstraintRole \
--assume-role-policy-document file://sc-launchconstraintrole-trust-policy.json
aws iam attach-role-policy \

--policy-arn arn:aws:iam::aws:policy/AmazonSNSFullAccess \

--role-name ServiceCatalogloglLaunchConstraintRole

aws iam attach-role-policy \

--policy-arn arn:aws:iam::aws:policy/AWSCloudFormationFullAccess \

--role-name ServiceCatalogloglLaunchConstraintRole

5. B THBXEHIEE IAM ServiceCatalogloglaunchConstraintRole &, #l Service
Catalog XHHFHBRERBACAHR , B 8ERERMENEMEMETT

"Statement": [

"Effect":"Allow",
"Action":[

RELRK


https://docs.aws.amazon.com/servicecatalog/latest/adminguide/constraints-launch.html#constraints-launch-role
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"s3:GetObject"
1,
"Resource":"*",
"Condition":{
"StringEquals":{
"s3:ExistingObjectTag/servicecatalog:provisioning":"true"

(@ Note

Service Catalog £ f Itk & 1% CloudFormation #&EfZ A Service Catalog FHIZE o
W ABNEEBERAHER I A Service Catalog AIAREZ AR, HiEHAESREEE
BELAG, EEEBESHAREEX,

6. EUTIEEHE A6 ABRBHMAFEAsc-codebuild-trust-policy.json:

{
"Version": "2012-10-17",
"Statement": {
"Effect": "Allow",
"Principal": {
"Service": "codebuild.amazonaws.com"
.
"Action": "sts:AssumeRole"
}
}

7. BWATH&HSREML IAM codebuild-servicecatalog-admin-role £ :

aws iam create-role \

--role-name codebuild-servicecatalog-admin-role \
--assume-role-policy-document file://sc-codebuild-trust-policy.json
aws iam attach-role-policy \

--policy-arn arn:aws:iam::aws:policy/AWSCodeBuildAdminAccess \
--role-name codebuild-servicecatalog-admin-role

RE LB 19
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® Note
fAREEEFH CodeBuild FHEALAE,

% E Amazon S3 fEfFETEE

- EEEIAREM CodePipeline I Amazon Simple Storage Service (Amazon S3) 12T
8 , F5EfE Amazon S3 XHHEIRTFITBMNIER, & Amazon S3 WL HEEX,

R E AWS Systems Manager 2 #

«  FAfKER Systems Manager FEVZHFHESHMNIETR , B FRPEI Systems Manager 2
g, SLESEANBEHEEEEN CloudFormation &,

SHERE Type EEBN
/blueprints/resour T FHEEERALBEIR (VPC)
ces/vpc_id ID N2 ¥,
/blueprints/resour StringList FH B R IDsB 8,
ces/subnets

/blueprints/resour StringList EHEERLEHH IDstV 2
ces/securitygroups .

/blueprints/resour FE EH AR CodePipeline X &
ces/artifacts-buck Z Amazon S3 fEfFiTEEE
et-name B,
/blueprints/resour F& FREFFEXEBTHE
ces/BlueprintRepo B2 GitHub fEZEN S

B, FEEREA <user>/aw
s-enterprise-bluep
rint-factory-bluep
rint-repo o

REIK 20


https://docs.aws.amazon.com/AmazonS3/latest/userguide/create-bucket-overview.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/security-best-practices.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/sysman-paramstore-su-create.html
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SHERE Type ik
/blueprints/resour FEH 171 GitHub FE1ZE/R
ces/CodeRepo B8 , ARTFHRLEEE

B T A E BRI
MBootstrapping-Admi
n-Product =EX#,
FEEX{E A <user>/aws-
enterprise-bluep
rint-factory-code-

repo o
/blueprints/resour FER EREFCEERTRHERE
ces/ConfigRepo BRZ GitHub EFENS

., FEEREA <user>/aw
s-enterprise-bluep
rint-factory-confi
g-repo o

B #1 CloudFormation 34

1. ERABMEBEE (ServiceCatalog-CodeRepo) # , B ServiceCatalog-Pipeline.yml &%,
2. WMEBHERFPTINSHNTER
« ConfigRepositoryName & Systems Manager 2% , EHEFELCE2ER THALERYN
GitHub f#FE. F8F{EA /blueprints/resources/ConfigRepo,

« CodeRepositoryName 2 Systems Manager 28 , ARER GitHub fEE , HHEHK
Enterprise Blueprint Factory iR E B EHMBootstrapping-Admin-ProductEX . &
i%{E% /blueprints/resources/CodeRepo,

« BlueprintRepositoryName & Systems Manager 28 , GREELXEB THERMN
GitHub 17 &, TE3%{EA /blueprints/resources/BlueprintRepo,

* BranchName RFRIEREER <HERFEND X, FAREAS main.

« VPCID & Systems Manager 8 , 7B #& VPC ¥ ID, FEF%{EA /blueprints/
resources/vpc_id.

BRELH 21
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* Subnets & Systems Manager 2% , A/ B FE F#KIDs, FEFR{ES /blueprints/
resources/subnets,

 SecurityGroupIds & Systems Manager 28 , B EZ 2B #HIDs, FERES /
blueprints/resources/securitygroups.

« IamRoleName = CodeBuild E#EAK IAM AEEE, ARES codebuild-
servicecatalog-admin-role,

« EnvironmentType REMBLXERE T RNIRE, TAREAR DEV,

« ArtifactBucket = Systems Manager 28 , 1 CodePipeline FH K m# Amazon S3 f&#
FErE8, FEERESA /blueprints/resources/artifacts-bucket-name,

« CodeConnectionArn & CodeConnections EARZE GitHub By Amazon Resource Name
(ARN),

3. f#1EYLEARA ServiceCatalog-Pipeline.yml &%
4. WATIGT , KBEAHIEABRTE

cd ServiceCatalog-CodeRepo

git add ServiceCatalog-Pipeline.yml

git commit -m "<description of change>"
git push origin main

5. 1E#HREf#1FE (ServiceCatalog-ConfigRepo) A , BAEK bp_config.yml &3

6. REEALNERBEFERESERFTME, Hl0 , EH portfolio_access_rolesH
share_to_ou B, MEFMEF , FSEAREEPHERER

7. fRAFIEIEA bp_config.yml =R
8. MATY&GS , BEBESHIBERRETE

cd ServiceCatalog-ConfigRepo

git add bp_config.yml

git commit -m "<description of change>"
git push origin main

2 CloudFormation H#t&

1. & A Enterprise Blueprint Factory EEIRF,
2. YIMRIEFEEFTN IAM AR,
3. B3R CloudFormation £# &,

RE LB 22


https://docs.aws.amazon.com/aws-managed-policy/latest/reference/AdministratorAccess.html
https://console.aws.amazon.com/cloudformation/
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4., EEEERNEES L REBZAWS EHE,

EHEEEL  BEEALANEUEE ARBZECEANER (B%£),
&H¥f Prepare template (Ef#7) , iB1F Template is ready (AR 2 Ri#E).
FEEEHLT , BEELEHREER,

BIZRIZEER , BEF ServiceCatalog-CodeRepo B3 , A% % ServiceCatalog-
Pipeline.yml,

9. BET—SHLBEIRTEAL,

10. SHEHEBRER | WAHBHERE,

1. E2HERTD , FOVEERR

12. BET—%,

13. EREHBREEE L , BYEEERE  RARBET -5,

14. TREBENEVER L K RIJEXNHEEBFMEN , ARBRERR,
15. BB NENEE., MFEFMEENR , 528 CloudFormation X4+,
16. EEMRELFE S CREATE_COMPLETE,

mEIE

1. BABX AWS Service Catalog A&,

2. EEEERY , BEEM.

3. #E&R ServiceCatalog-Pipeline Al EERBESRFEA,

4. BB AWS CodePipeline &,

5. EERH , BIEEEEE. RIEER , EEEBEA ServiceCatalog-Pipeline,
6

7

iEE View history (R BEEEL ).
BEEENEBRRTHRE, NFEREBNFMEN , 528 CodePipeline X BT HITAK
£,

8. ZFINHREEMREAS Succeeded,

9. BARK Service Catalog £ A&,

10. EEEEKP , BEEM.

11. ¥ % BP-S3-Product 1 BP-SNS-Product EGR A, EXTEHIEBNERZTEES KD
Ao

12. MRBEEMRERELXEB TR BNEPIER , FERMBREEPIET.

dit

RETIR
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https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/monitor-stack-progress.html
https://console.aws.amazon.com/servicecatalog/
https://console.aws.amazon.com/codesuite/codepipeline/home
https://docs.aws.amazon.com/codepipeline/latest/userguide/executions-view.html#pipelines-executions-status-console
https://docs.aws.amazon.com/codepipeline/latest/userguide/executions-view.html#pipelines-executions-status-console
https://console.aws.amazon.com/servicecatalog/
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fifl B £ SE BE B T Rk

MRETRERACREB TR , AIATBUSEMIBR , FIEELEEHE AWS BRI A

fiBx &R

1. BWATHIESRMBERLEIE Enterprise Blueprint Factory BIEEFE FH IAM A€ :

aws iam detach-role-policy \

--policy-arn arn:aws:iam::aws:policy/AWSServiceCatalogEndUserFullAccess \
--role-name ServiceCatalogEndUserRole

aws iam delete-role --role-name ServiceCatalogEndUserRole

aws iam detach-role-policy \

--policy-arn arn:aws:iam::aws:policy/AmazonSNSFullAccess \

--role-name ServiceCatalogloglLaunchConstraintRole

aws iam delete-role --role-name ServiceCatalogloglLaunchConstraintRole

2. MBREEEBEITRKAY CloudFormation &, MERRBE |, 5528 CloudFormation 32 & MKk
B At MRS AWS CLI,

3. MIBRAMRTFR CodePipeline M A Amazon S3 A ZET#E. MFERHA , FFZEB Amazon S3 X #HH
i i BR R T BT B

4. HBEEHEMERT % Systems Manager S :

* /blueprints/resources/vpc_id

» /blueprints/resources/subnets

* /blueprints/resources/securitygroups

* /blueprints/resources/artifacts-bucket-name
* /blueprints/resources/BlueprintRepo

* /blueprints/resources/CodeRepo

* /blueprints/resources/ConfigRepo

WMERA , FSE Systems Manager X4 F 12 BiF BUEMERZ Ho

T Bk T Rk 24


https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/cfn-console-delete-stack.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/cfn-console-delete-stack.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/service_code_examples.html#delete-stack-sdk
https://docs.aws.amazon.com/AmazonS3/latest/userguide/delete-bucket.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/deleting-parameters.html
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EAEREB TR

AEAHPEERRPEY, ENMIMREE. cREEREALEGBEHPEEEBNFMERA,

EEEVREMEER , S A THRIMAET laC g7 , i AWS CloudFormation #i7Z<5k AWS
Cloud Development Kit (AWS CDK) 218, AEET 2 eARNMAERZEBCRER THRETER
K ERIIE TR

ToIRIRA
AR RESH AWS IRIFEH A Enterprise Blueprint Factory B 2R 1G4

« AWS Command Line Interface (AWS CLI) , EZZEMEE
« ¥&fF ServiceCatalogEndUserRole AWS Identity and Access Management (IAM) B &8 EF ]
« CloudFormation 73 AWS CDK 2143

B EE

THERTIREESNELTHEEERTERNER. ARABBEBHEEERSHBERBRBTERRE
BHEEE, RE , CEXEBE IR ServiceCataloglLaunchConstraintRoleiSEEIE A
Service Catalog ¥ Em. MBFHABEENRITEEEEVEBRABTERENFEENR , F2HE
EEPWEERE,

REBNBEERMRTE

1. FRELEBBEFEEPRECKEERTHMNERERELNEXERT K,

2. ﬁE%”.\,\ServiceCataloglogLaunchConstraintRoleﬂ@E’\Jﬁ%ﬂ%ﬁﬁﬁ%'?E%E’\Jﬁ
Ro

EEM#EEE (ServiceCatalog-BlueprintProductRepo) # , AHEBEE I ERIK,

# 1aC &7 AWS CDK (CloudFormation Ei4=h 24#8 ) BAEIBEIL M ERIKAF,
EEEBINERRPEIE A product_config.json FIER

BRK product_config.json X , AU TARBEIERH -

I

"SchemaVersion": "1.0",

TORIRE 25


https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/template-guide.html
https://docs.aws.amazon.com/cdk/v2/guide/constructs.html
https://docs.aws.amazon.com/cli/latest/userguide/getting-started-install.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-chap-configure.html
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"ProductVersionName": "1.0.1",
"Deprecated_Versions" : [],
"ProductVersionDescription": "<description>",

"ProductType": "CLOUD_FORMATION_TEMPLATE",
"Properties": {
"TemplateFilePath": "./<folder name>/<file name>"

He .

 <description> REEMZAH EHEHEHR
« <folder name> REEEMBEEFTERINERKXRERE
« <file name> £ laC EIXHEZ

(@ Note
B L EMERERRANERBRAERE , UFSEABHERK.

7. Y EBEA product_config.json X,
8. MATY &S K BBESHIERREE

cd ServiceCatalog-BlueprintProductRepo

git add <folder name>/<file name> <folder name>\product_config.json
git commit -m "The first version of <file name> blueprint"

git push origin main

ERTERER

1. TE#ARERETEEE (ServiceCatalog-ConfigRepo) # , BARX config.yml #EXR,

2. BEEMEFEED portfolios BEN productsER. NBEHMET  HSWAEEFHE
AR,

2O

3. EIEE config.yml R,
4. BATHGS , BEESHEERBRTE -

cd ServiceCatalog-ConfigRepo
git add config.yml

BIERE 26
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git commit -m "<description of change>"
git push origin main

BREGERNZESRBALEE, EEEEERLERNBITEE.

HEREANELR

1. BALEEBRIREEKRF,
2. BIBX AWS CodePipeline £ &,

3. TERWEY , BEEMNRTEE, BIBETER , EER8A BluePrint_<Product-Name>-
<CloudFormation-Stack-Name>,

4. iBE View history (1R BEC ).
5. BREEEENREEBTHARE, MFRENFHEEN , 5528 CodePipeline X BIEH T

2t
&

6. MREEXY , FMEXRMNER, NFWAREEEEZNET , 52/ CodePipeline 3 #H
MEREE, MRBITEERA cfn-lint H cfn_nag MEMA Y , FEEHARFHER. #5—@

REFERREXZERFRIFE. EEEFRBRTEE. NFEEEHEXERNFAENR  F2ELE
PR BUE B2 T — o

7. ZREBITEEMEES Succeeded,

BREIE

BAEBPHOHEERE,

¥&{E ServiceCatalogEndUserRole IAM £,
BARK Service Catalog X# A,

ESEERD , BEEER.
BRFEMUEEMRBETES.

o > 0N =

EHTEE

NBEEEENRTEEER IERSFATHENHEET BRI REINERES,
EHER

1. EERBEES BEZERN SRk

EHER 27


https://console.aws.amazon.com/codesuite/codepipeline/home
https://docs.aws.amazon.com/codepipeline/latest/userguide/executions-view.html#pipelines-executions-status-console
https://docs.aws.amazon.com/codepipeline/latest/userguide/executions-view.html#pipelines-executions-status-console
https://docs.aws.amazon.com/codepipeline/latest/userguide/monitoring.html
https://console.aws.amazon.com/servicecatalog/
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2. BEEEHM laC A, FRERERSBERLNREAE.

3. BARK product_config.json f&%R
4. ¥ ProductVersionName , SBEFRAMwR -
5

MREBERFIEARRFBENNERRAE , BEEZHRDBEEHDeprecated_Versions®# AL
B YRR AR

6. WMATHG®T , BBESHIERFMETE

cd ServiceCatalog-BlueprintProductRepo

git add <folder name>/<file name> <folder name>\product_config.json
git commit -m "Version <number> of <file name> blueprint"

git push origin main

HREGERNZEERBEMNRTEE

HEZREIREA

1. BEAGEEETIREERIRE,
2. BABK AWS CodePipeline £ A&,
3. ERBP , BRERTEE, RIFEEKR , EERMA BluePrint_<Product-Name>-

<CloudFormation-Stack-Name>,
4. B View history (1R B0 %)
5. BAEENRERITHWARE, WHEMREBNFMERNR , 520 CodePipeline X BEH TR

aﬁo

6. WREEXN K FREXMNER., NFIMIREEEBERENIET , 28 CodePipeline 3/
M EIREIE, Zzu%ﬁéﬁ‘é‘ﬁlilz% cfn-lint 2% cfn_nag MEMXAK , FEEHARHNER, K5 —1E
REREREXEZEERMFTE. EEEFRBRTEE, NEBSLEHANERNFMEN , F2HLKE
F R R RS T — B,

7. FRBRITEEMES Succeeded,

REEN

1. BABEBTIHEHEEIRF,
2. 1&fF ServiceCatalogEndUserRole IAM A&,

3. BARK Service Catalog £ A&,

EHEERE 28


https://console.aws.amazon.com/codesuite/codepipeline/home
https://docs.aws.amazon.com/codepipeline/latest/userguide/executions-view.html#pipelines-executions-status-console
https://docs.aws.amazon.com/codepipeline/latest/userguide/executions-view.html#pipelines-executions-status-console
https://docs.aws.amazon.com/codepipeline/latest/userguide/monitoring.html
https://console.aws.amazon.com/servicecatalog/
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4. EEBEEHET , EEEMm.
5. HMRFHNEMRAATEERBSETREG,

il FREE [

EEMBREME |, Service Catalog Bt @2 EmNBEERESTRIRAMEERRE. WEFHMAE
# , B2 B Service Catalog X#rFHIMEREmR. MEFEEBEENRTEEEERLEBRMATIEN
HEA , F2RAERPNEEMER.

fitl B £

1. TEHEREBREFEDR , BB config.yml BZ,

2. EEMER , BRIGTREEMBRNER.
3. RAEFIEE config.yml =R,

4., BWMATIGT K BEESHIERBRETE

cd ServiceCatalog-ConfigRepo

git add config.yml

git commit -m "<description of change>"
git push origin main

BREGERNZESRBAREE, BEEEEEMFRERRERTEE,
5. EEmREFEYD A RMERERNENRK , 3FERS,
6. WATI®T 6 BBESHIERMREE

cd ServiceCatalog-BlueprintProductRepo

git add .

git commit -m "Delete <file name> blueprint"
git push origin main

B 7 M AR

1. BABEBTIHEHEEIRF,

2. 1&1E ServiceCatalogEndUserRole IAM A&,
3. BB Service Catalog £ A&,

4, EBEBEERT  BEEm.

I B 25 & 29


https://docs.aws.amazon.com/servicecatalog/latest/adminguide/productmgmt-delete.html
https://console.aws.amazon.com/servicecatalog/
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5. HEREMBRNERTETH,

PR B

BB NEMEBL | cfn-lint Ml cfn-nag TESRREE. NFRTEETRINFAESN , FS
BEAERPHNETEE, AAREHFEINLZLHERFEGEIEERR. EEEBRITEERNDHEE

B , XA E EEEPRER,
UTRETMEREHBHBNE @ . KBNES

BP-SNS.yml

WARN W47

|

I

| Resource: ["ExampleTopic"]
| Line numbers: [5]
|

I

SNS Topic should specify KmsMasterKeyId property

FAIL F18

I
|
| Resource: ["ExampleTopicPolicy"]
| Line numbers: [10]

I

|

SNS topic policy should not allow * principal

Failures count: 1
Warnings count: 1

EEFFELHER  FEEEBERPE Amazon Simple Notification Service (Amazon SNS) EE

KPR X8 | A& AWS Key Management Service (AWS KMS) £ 8 F B2 T BB, T 7N IEE
Bl RETE L EH,

ExampleTopic:
Type: AWS::SNS::Topic
Properties:
TopicName: ExampleTopic
ExampleTopicPolicy:
Type: AWS::SNS::TopicPolicy
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Properties:
KmsMasterKeyId: alias/aws/sns # Added KMS key
PolicyDocument:
Id: Idl
Version: '2012-10-17'
Statement:
- Sid: Sid2
Effect: Allow
Principal:
"Service" : "s3.amazonaws.com" # Replaced "AWS": '*'
Action: 'sns:Publish'
Resource: !Ref ExampleTopic
Topics:
- IRef ExampleTopic

BB 5
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https://docs.aws.amazon.com/codepipeline/latest/userguide/tutorials-S3-servicecatalog.html#tutorials-S3-servicecatalog-ex2-configure
https://docs.aws.amazon.com/codepipeline/latest/userguide/welcome.html
https://docs.aws.amazon.com/codebuild/latest/userguide/welcome.html
https://docs.aws.amazon.com/servicecatalog/latest/adminguide/introduction.html
https://docs.aws.amazon.com/servicecatalog/latest/userguide/end-user-console.html
https://aws.amazon.com/blogs/mt/report-and-visualize-your-aws-service-catalog-estate/
https://aws.amazon.com/blogs/mt/implementing-an-alarm-to-automatically-detect-drift-in-aws-cloudformation-stacks/
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https://docs.aws.amazon.com/prescriptive-guidance/latest/enterprise-blueprint-factory/enterprise-blueprint-factory.rss
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https://docs.aws.amazon.com/prescriptive-guidance/latest/application-portfolio-assessment-guide/introduction.html
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https://aws.amazon.com/what-is/artificial-intelligence/
https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-operations-integration/aiops.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/introduction_attribute-based-access-control.html
https://aws.amazon.com/cloud-adoption-framework/
https://d1.awsstatic.com/whitepapers/aws_cloud_adoption_framework.pdf
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https://docs.aws.amazon.com/detective/latest/userguide/behavior-graph-data-about.html
https://docs.aws.amazon.com/detective/latest/userguide/behavior-graph-data-about.html
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https://docs.github.com/en/pull-requests/collaborating-with-pull-requests/proposing-changes-to-your-work-with-pull-requests/about-branches
https://docs.aws.amazon.com/wellarchitected/latest/devops-guidance/ag.sad.5-implement-break-glass-procedures.html
https://docs.aws.amazon.com/whitepapers/latest/running-containerized-microservices/welcome.html
https://docs.aws.amazon.com/whitepapers/latest/running-containerized-microservices/organized-around-business-capabilities.html
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https://docs.aws.amazon.com/fis/latest/userguide/what-is.html
https://docs.aws.amazon.com/fis/latest/userguide/what-is.html
https://aws.amazon.com/blogs/enterprise-strategy/tag/ccoe/
https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-cloud-operating-model/introduction.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-cloud-operating-model/introduction.html

AWS 75 £1E5| fFA BEDHERTIH AWS Service Catalog
- BB - ERAERNEAREN
- BB - BUERVRE , X EERP LI

B LEPE ER R Stephen Orban A EBE M SLE The Journey Toward Cloud-First #1 Enterprise Strategy
EE LNEARBEPER. AWS Zix IFEBEMMNTE AWS ERRIEMEENFMEENR
SREBEREM.

CMDB

nﬁ e ﬁ%ﬂ Miiﬁﬂjio
EXNBREE

BBRARHEFREERENREEXNBNEMEE (Bl H, #HANESH) HuE. TR
Einf#FEIZHE GitHub= Bltbucket Cloud, BABHNEBEREABBERAD X, EHMBREEED &
B FEHERNE@NEE, E— CI/ICD EENAERAZERETE.

7 EREL

—ERERNR , EREN., REXH , AETTBRIATHBENER. SEXENE  RAENE
PITEESARECREEHGREN , ELEEFRIERES.

mER
ROGHNEBEERTERNER ., SHEEERE  BETEZEE#N. BUHERBEWERK

Hﬁkﬁ?ﬁ&ﬂ’]ﬁ%ﬁ%‘ﬁiiﬁﬂu PPN 29578

EHRE (CV)
FRAMBRSERENYBNE S EREBEN D THNBEIERN Al #4, Hla , Amazon
SageMaker Al 12 CV W GRIBEE %,

B R B
HRIFESE  HEESRBENREEE, EFREERTHFEHEETER K MABERIMENE
b=y: 8

fRREE IR E R E (CMDB)

RENEEARERERE TRENEFANREE  FReEREVNREBIHAREAR. £EEE
EBENEmMBESREMD TR GER CMDB RIVER

—HMEH

A LUEE R AWS Config REINSHEERS , BT AN ERNLZERE, B UER YAML
A B—BHEEHDEA AWS IRFE # B REEEBNE BB, ﬁﬂ%#%ﬂiﬁnﬂ S
AWS Config X#HH I —HHEEH.

Cc 41


https://aws.amazon.com/blogs/enterprise-strategy/the-journey-toward-cloud-first-the-stages-of-adoption/
https://aws.amazon.com/blogs/enterprise-strategy/the-journey-toward-cloud-first-the-stages-of-adoption/
https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-readiness/
https://docs.aws.amazon.com/config/latest/developerguide/conformance-packs.html
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https://docs.aws.amazon.com/whitepapers/latest/practicing-continuous-integration-continuous-delivery/benefits-of-continuous-delivery.html
https://aws.amazon.com/devops/continuous-delivery/
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/data-classification.html
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