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https://www.cyber.gov.au/irap
https://docs.aws.amazon.com/artifact/latest/ug/what-is-aws-artifact.html
https://www.cyber.gov.au/resources-business-and-government/maintaining-devices-and-systems/cloud-security-guidance
https://aws.amazon.com/compliance/services-in-scope/IRAP/
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https://docs.aws.amazon.com/config/latest/developerguide/evaluate-config.html
https://docs.aws.amazon.com/config/latest/developerguide/remediation.html
https://docs.aws.amazon.com/apigateway/latest/developerguide/welcome.html
https://docs.aws.amazon.com/lambda/latest/dg/welcome.html
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/Introduction.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/Welcome.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/Welcome.html
https://docs.aws.amazon.com/ec2/?icmpid=docs_homepage_compute
https://docs.aws.amazon.com/redshift/latest/gsg/new-user-serverless.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/run-command.html
https://docs.aws.amazon.com/codedeploy/latest/userguide/welcome.html
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https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/Welcome.html
https://docs.aws.amazon.com/cdk/v2/guide/home.html
https://docs.aws.amazon.com/cdk/v2/guide/home.html
https://docs.aws.amazon.com/whitepapers/latest/practicing-continuous-integration-continuous-delivery/deployment-methods.html
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/rel_tracking_change_management_immutable_infrastructure.html
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https://docs.aws.amazon.com/inspector/latest/user/what-is-inspector.html
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https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_securely_operate_reduce_management_scope.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/USER_UpgradeDBInstance.Maintenance.html
https://docs.aws.amazon.com/elasticbeanstalk/latest/dg/environment-platform-update-managed.html
https://docs.aws.amazon.com/redshift/latest/mgmt/working-with-clusters.html#rs-cluster-maintenance
https://docs.aws.amazon.com/inspector/latest/user/scanning-ecr.html
https://docs.aws.amazon.com/inspector/latest/user/scanning-lambda.html
https://docs.aws.amazon.com/config/latest/developerguide/operational-best-practices-for-acsc_essential_8.html
https://docs.aws.amazon.com/inspector/latest/user/assessing-coverage.html#viewing-coverage-accounts
https://docs.aws.amazon.com/inspector/latest/user/managing-multiple-accounts.html
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https://www.youtube.com/watch?v=kNbNWxVQP4w
https://docs.aws.amazon.com/IAM/latest/UserGuide/introduction.html
https://docs.aws.amazon.com/whitepapers/latest/organizing-your-aws-environment/break-glass-access.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/session-manager.html
https://docs.aws.amazon.com/imagebuilder/latest/userguide/what-is-image-builder.html
https://www.cyber.gov.au/resources-business-and-government/maintaining-devices-and-systems/system-hardening-and-administration/system-hardening/implementing-application-control
https://docs.aws.amazon.com/AmazonECR/latest/userguide/what-is-ecr.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/Welcome.html
https://docs.aws.amazon.com/cdk/v2/guide/home.html
https://docs.aws.amazon.com/cdk/v2/guide/home.html
https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/ops_dev_integ_build_mgmt_sys.html
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https://docs.aws.amazon.com/wellarchitected/latest/framework/rel_tracking_change_management_immutable_infrastructure.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_protect_compute_reduce_manual_management.html
https://docs.aws.amazon.com/imagebuilder/latest/userguide/start-build-image-pipeline.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/manually-install-ssm-agent-linux.html
https://github.com/SELinuxProject
https://github.com/linux-application-whitelisting/fapolicyd/blob/main/README.md
https://github.com/linux-application-whitelisting/fapolicyd/blob/main/README.md
https://www.open-scap.org/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/install-CloudWatch-Agent-on-EC2-Instance.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/setup-instance-permissions.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/setup-instance-permissions.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/share-amis-with-organizations-and-OUs.html
https://docs.aws.amazon.com/imagebuilder/latest/userguide/manage-shared-resources.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/walkthrough-custom-resources-lambda-lookup-amiids.html
https://docs.aws.amazon.com/imagebuilder/latest/userguide/security-patch-management.html
https://docs.aws.amazon.com/imagebuilder/latest/userguide/start-build-container-pipeline.html
https://aws.amazon.com/blogs/devops/build-a-continuous-delivery-pipeline-for-your-container-images-with-amazon-ecr-as-source/
https://aws.amazon.com/blogs/containers/amazon-ecr-in-multi-account-and-multi-region-architectures/
https://aws.amazon.com/blogs/mt/create-immutable-servers-using-ec2-image-builder-aws-codepipeline/
https://docs.aws.amazon.com/cfn-guard/latest/ug/what-is-guard.html
https://github.com/stelligent/cfn_nag
https://github.com/cdklabs/cdk-nag
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« EH%BI IAM Access Analyzer FAE#ER
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* APPROVED_AMIS_BY_ID
* APPROVED_AMIS_BY_TAG
 ECR_PRIVATE_IMAGE_SCANNING_ENABLED
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https://aws.amazon.com/blogs/devops/building-end-to-end-aws-devsecops-ci-cd-pipeline-with-open-source-sca-sast-and-dast-tools/
https://aws.amazon.com/blogs/security/validate-iam-policies-in-cloudformation-templates-using-iam-access-analyzer/
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html#:~:text=IAM%20policies%20define%20permissions%20for,CLI%2C%20or%20the%20AWS%20API.
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps.html
https://docs.aws.amazon.com/inspector/latest/user/designating-admin.html
https://github.com/aws-samples/ec2-imagebuilder-ami-lifecycle
https://docs.aws.amazon.com/inspector/latest/user/scanning-ecr.html#configure-ecr
https://docs.aws.amazon.com/prescriptive-guidance/latest/vulnerability-management/
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Manager. £ AWS BB MERFFRABHEXNEES,

BrlbiE$E SSH 1 RDP 7H , ¥ EREAEFE A Session Manager 2 Run Command , iEt2 =2
Systems Manager B9 Ih8E, B2 SSH #l RDP R[E , EL g Al LIRe SR A ERMEE,

EEERNRESRAYE  BXAREHTERESAMNER. B LIER AWS Config # AIZRFER
P8 Amazon EC2 #{T{EBEFH Systems Manager B3, EAX4ENHFINMERENERARER |
ke BHEXEaR.
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- EBEBNAIEIIRET AWS BERABEHEAEESFNIR

- YWAFFE EC2 #{TIEEE , 557 Systems Manager FASREZEHTEREMN I TEEZEES IAM A
tAmazonSSMManagedInstanceCore® ‘@& CloudwWatchAgentServerPolicy#l
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https://docs.aws.amazon.com/systems-manager/latest/userguide/patch-manager.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/session-manager.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/run-command.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_protect_compute_reduce_manual_management.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_protect_compute_auto_protection.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/patch-management-hybrid-cloud/design-standard.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/setup-instance-permissions.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/setup-instance-permissions.html

AWS 7 g5l £ EEFERURREAE AWS
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s EHEEAMIANRREEEETIN ER TE 2  EBZLEEEET SN ERE
+ {£f Session Manager 3% Run Command M3EE# SSH = RDP 72H

EF BE{L1E EC2 #1TEER LR KX THIEE

« AWS Systems Manager Agent (SSM Agent) , BRABTERBIRZNER

- EREXEHNEZSLTIE | 0 Security Enhanced Linux (SELinux) (GitHub), File Access Policy
Daemon (fapolicyd) (GitHub) 2% OpenSCAP

+ Amazon CloudWatch Agent , A 5C 4%

EEARA 2 EARBEE  URREBENEREER

- BRERM IAM BER , flutERERFTHBER

- BREBRNZ2BEERA , fIEABRAFTRARN SSH FEN LR EER A
- REAAMEIAR

- KREXAMIE

- BBEE

. B4 IAM BUR

A E 7 BikEsE

s EEERFRAEZBEBCEFERERYESILFEHRE  BAFEAEZTRECACHMEENT
- EFESHERGEREALR , 0 Systems Manager EFANAE

EfERAFHE

- £ PEBERIFRHDEERES XE 2 ERRLEEEERTENERE
« f£/ Amazon Inspector &1 EC2 #1T{EEE
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https://docs.aws.amazon.com/systems-manager/latest/userguide/session-manager.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/run-command.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/manually-install-ssm-agent-linux.html
https://github.com/SELinuxProject
https://github.com/linux-application-whitelisting/fapolicyd/blob/main/README.md
https://github.com/linux-application-whitelisting/fapolicyd/blob/main/README.md
https://www.open-scap.org/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/install-CloudWatch-Agent-on-EC2-Instance.html
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EE#2 AWS CloudTrail HES , MERERAEZBEERRER , EFSERBERERINFRER
EHIRE AWS Identity and Access Management Access Analyzer BE#E/5 5

RERE , SUMEE AWS 1RF £ WBREREZEAERKEANE

E 1T 5| AWS Config 37 8|

EC2_MANAGEDINSTANCE_PATCH_COMPLIANCE_STATUS_CHECK
EC2_INSTANCE_MANAGED_BY_SSM

EC2_MANAGEDINSTANCE_APPLICATIONS_REQUIRED - SELinux/fapolicyd/OpenSCAP,
CW Agent

EC2_MANAGEDINSTANCE_APPLICATIONS_BLACKLISTED - any unsupported apps
TAM_ROLE_MANAGED_POLICY_CHECK - CW Logs, SSM
EC2_MANAGEDINSTANCE_ASSOCIATION_COMPLIANCE_STATUS_CHECK
REQUIRED_TAGS

RESTRICTED_INCOMING_TRAFFIC - 22, 3389
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https://docs.aws.amazon.com/prescriptive-guidance/latest/patch-management-hybrid-cloud/design-standard.html
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ERBES I REPEES D, EVRLEERHEESAERARANBE <EANEFR , RAGREER
BE—VENFR. ERAHBYEEFEERFTNSEEZERRE (MFA),

ERFEAERITERMENTT. AWS Identity and Access Management Access Analyzer ] BB
BHE , LEHREBLAEMBERSER, AWS Organizations BRI EIBE (SCPs). 1AM BUREM. 1AM
A SRBRF AWS IAM Identity Center 5 7] 5= % h 8 7 13 By 48 5% E RS #ll F B2 &l (FGAC),

T MERNE I REE  BEFEARRERRRLIERRR , RN AR, XAREBNE
F. FHIAM A& , M3k IAM EAE,

FERBANEAEE | §li0 MFA | BIBRER N LAHREZIFIEABRENRR, SERFEHAEN
MFA , Bt o EBMEBRER, MRELBEER IAM FHE | FEEHBIT MFA,

EEERNRESRAY  BXABEBES HRDFTA. B IAM Access Analyzer WIRER R , URBBR
KEAW IAM EIR. A AWS Config R AIRBREHHITERNZEAME, SHEAER , URE
A IAM BER.
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« SEC02-BP02 ff A BRI BRE

« SEC02-BP03 & M ARR
- SEC02-BP04 IBEHFXFHRME
- SEC02-BP05 EHREM I URE

- SEC02-BP06 IRAEAEFENEM
- SEC03-BP01 E&HFHER
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https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_identities_enforce_mechanisms.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_identities_unique.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_identities_secrets.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_identities_identity_provider.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_identities_audit.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_identities_groups_attributes.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_permissions_define.html

AWS 75 £1E5| 1 EERNERNEREE AWS
« SECO03-BP02 % F &K R FEE

« SEC03-BP03 2 RR2FHEF

« SEC03-BP04 BB FF Al

 SECO03-BP05 % R i 48 8 & 2 57 T B 4 11

« SEC03-BP06 RiF4 B EEFH

+ SEC03-BP07 & #i /A E MEIRS FEE

« SECO03-BP08 HHBIAR LML AEIR

EEEE
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s ERABEAEEGDIREEBS AWS FAREERERFE
o BEEYHE AWS IRENEEIRAFZE

ERREERETA

- RECHREAERR  TEKHEARBELEER

« {8 IAM Access Analyzer RIBFEUE BN E 4 KIKERBUE

« {8 IAM Access Analyzer Bt 5 ¥ &R 1 N8 FEIR 5 FHUE

« {£/ IAM Access Analyzer BB EH IAM BERR BB REMIhEEET
- BZSEIRFEIFAER

- FAFTRRRZES D EBRARFHZRAFA

- A IAM BERF R4 E —SREIFEH

- EHRRENBRAEANEAE, A€, T, BERNEAZH

- BREA AWS ZERR Y E [ KIKERF A

« {EF IAM Identity Center RV EF ] SE TN AE

WHUB R

« ERTEERFER IAM AERIFE AWS
- BHEMULMIEBRARERN IAM BE
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https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_permissions_least_privileges.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_permissions_emergency_process.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_permissions_continuous_reduction.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_permissions_define_guardrails.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_permissions_lifecycle.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_permissions_analyze_cross_account.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_permissions_share_securely.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/manage-your-identity-source.html
https://aws.amazon.com/blogs/security/managing-temporary-elevated-access-to-your-aws-environment/
https://docs.aws.amazon.com/IAM/latest/UserGuide/root-user-best-practices.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/patterns/dynamically-generate-an-iam-policy-with-iam-access-analyzer-by-using-step-functions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-getting-started.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-policy-validation.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/organizations.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_boundaries.html
https://aws.amazon.com/blogs/apn/top-recommendations-for-working-with-iam-from-our-aws-heroes-part-3-permissions-boundaries-and-conditions/
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_last-accessed.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_job-functions.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/permissionsetsconcept.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://aws.amazon.com/blogs/security/how-to-centralize-findings-and-automate-deletion-for-unused-iam-roles/
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58 %l 1T MFA

- ZFERMFEAHERN MFA
+ 3%EiB IAM Identity Center EE MFA
- ERER MFA E#TIRBISERN API BI1E

BRI EE
ERREERTH

« # IAM Access Analyzer A& REiEZE AWS Security Hub

« ZEREEE IAM Identity Center T &4 RV A
- EHBE NBEAERRE AWS IRF

E 1T 5| AWS Config 37 8|

* ACCESS_KEYS_ROTATED

* IAM_ROOT_ACCESS_KEY_CHECK
 TAM_USER_MFA_ENABLED

* TAM_USER_UNUSED_CREDENTIALS_CHECK
* IAM_PASSWORD_POLICY

* ROOT_ACCOUNT_HARDWARE_MFA_ENABLED

SHEEAT MFA


https://docs.aws.amazon.com/prescriptive-guidance/latest/patterns/automatically-rotate-iam-user-access-keys-at-scale-with-aws-organizations-and-aws-secrets-manager.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/how-to-configure-mfa-device-enforcement.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps_examples_general.html#example-scp-mfa
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-securityhub-integration.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-eventbridge.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_getting-report.html
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HENERTSRRELRENEHEFERES., Rz , efMEBEARAE AWS Identity and Access
Management (IAM) £ #E,. ACNERBER—EHEENZLEE  RIGBAELENLLRE,

RO LAE A B IE (AR AR AN EEBER R EREE |, BERE BEI AWS Organizations,
REVERNEEN=EXEAEREGEA

- EENESD - BRIBRREK AWS RIE BRI (IAM B AWS IRFSERAE ) .
- FENER - LRE AWS 1RF 3 FHER , RHARSE AWS BRI TEMEE,
- FEHINMARE - ENABMBERPONMERMLEER (VPCs) , K AWS BRI SR,

ZEETEAERN2ENRECHEEEEREE , HI0 OFFICIAL:SENSITIVESL PROTECTED , SA[E
HREMER , flnpEs, MENEE, NWEFHMEN , B20E LETEREE AWS(AWS HEE )
ME EEVEREE AWS : BLE (AWS IERIE ),

AWS Well-Architected Framework FRIERBRIEE &
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https://docs.aws.amazon.com/whitepapers/latest/building-a-data-perimeter-on-aws/building-a-data-perimeter-on-aws.html
https://aws.amazon.com/blogs/security/establishing-a-data-perimeter-on-aws/
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_permissions_define_guardrails.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_data_classification_define_protection.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html#policies_resource-based
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html#policies_resource-based

AWS 7 g5l £ BEFERERBE AWS

EAFREECBENZEEE Y - A VPC inHBERERHRH £ aws:PrincipalOrgIDAH
aws:PrincipalIsAWSService, EERFFRBE AWS &M A E88IEIB VPC AWS i 277 E
AR %%

BFEERZEG

RFENE D EFREENER - AR IEHBUR (SCPs) #ER#H% 5|4
aws :Resource0rgID, ETEEN G 5 EFE AWS BBFHER.

. EARENPREIEENER - £/ VPC inBBEREEHRHE5/# aws:Resource0rgID,

ENEEN S ESEBERE AWS BB VPC in B 7 BURE .

Bk

AT ERFEHNRRFTIRER - FHAEAHRHERS|# aws:Sourcelp, aws:SourceVpc,
aws :SourceVpce# SCPsaws:ViaAWSService, EAREN T o ERTEHH IP ik, VPCs H
VPC im B A RIEIR FEEIR AWS AR,

- EAFRENNERFIRENER - FREREBUREAER R4 RE#

aws:Sourcelp, aws:SourceVpc, aws:SourceVpce, aws:ViaAwWSService#l
aws:PrincipalIsAWSService., EERFFETAR IPs, FAHAM VPCs, FAHAM VPC im% AWS
R#%. EiB HEFWUE DA BEFEIRENEIR AWS R,

EREERE
BEREE

EEMEI BT SCPs, 1AM BUEM VPC HEIER

E T 5| AWS Config 37 8l

SERVICE_VPC_ENDPOINT_ENABLED
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https://docs.aws.amazon.com/vpc/latest/privatelink/vpc-endpoints-access.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps.html
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EREN, RERMERIKAKE, EREEANRESNENERERREREN Y , EER
}EEM. 1 —Werner Vogels, CTO, Amazon, Fig % &= ¥4

ERBONERRRMUIRMNEER 2. AWS EERLERRMEVRD., HEROERNTA
%, BREREOERMDAER,

AWS Backup R —E£ZERYE , IEFNEBLE NWERED AWS R, ©XEZEAWS &
FRER YOG REENHERORE  UEREFERS4EXEHENRNZE AWS ERNIEESE,
AWS Backup th A% Bh & # B BE 2 2 AWS BRIV & 10 FiE R iR E,

AWS Backup R77 EHERBOREFENZRADRE , AURHBEANZEENRGE, EHEESRE
APERS  BRRBERE , A&, IRFREMEFEN BLEFAMRREFEHLRE AWS, ={E
REESBTUS-—EREFEHRE, ERH"—XEA. ZEE (WORM) HBREN R B R EH#T.

MR EESEE BIRAEREIEE |, AWS Backup AT BA3RfiE 99.999999999% MIFEMA MY , A 11 @
he. BEFEMAAWS 2 E#EE , BEZETHERERENEN. MEFMENR , 52/ AWS Backup
FhEVIRERES o

AWS Backup Al B B BLBHRERNERMAE , SREBROTEENER.
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« SEC09-BP03 B & 4358 @
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https://www.allthingsdistributed.com/2016/03/10-lessons-from-10-years-of-aws.html
https://docs.aws.amazon.com/aws-backup/latest/devguide/whatisbackup.html
https://docs.aws.amazon.com/aws-backup/latest/devguide/vault-lock.html
https://docs.aws.amazon.com/aws-backup/latest/devguide/disaster-recovery-resiliency.html
https://docs.aws.amazon.com/aws-backup/latest/devguide/disaster-recovery-resiliency.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_protect_data_transit_key_cert_mgmt.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_protect_data_transit_encrypt.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_protect_data_transit_authentication.html
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- £/ BEMLERERERE AWS Backup (AWS EEENE )
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- £ AWS Backup RIFEHERAERPREFENELZSH
+ {#H AWS Backup Audit Manager ¥&#& B % AWS Backup B& 1R

Btk FRE
E1ET %I AWS Config # 8l

* RDS_IN_BACKUP_PLAN

* RDS_LAST_BACKUP_RECOVERY_POINT_CREATED

* RDS_RESOURCES_PROTECTED_BY_BACKUP_PLAN
 REDSHIFT_BACKUP_ENABLED

* AURORA_LAST_BACKUP_RECOVERY_POINT_CREATED

* AURORA_RESOURCES_PROTECTED_BY_BACKUP_PLAN

* BACKUP_PLAN_MIN_FREQUENCY_AND_MIN_RETENTION_CHECK
* BACKUP_RECOVERY_POINT_ENCRYPTED

* BACKUP_RECOVERY_POINT_MANUAL_DELETION_DISABLED
* BACKUP_RECOVERY_POINT_MINIMUM_RETENTION_CHECK
* DB_INSTANCE_BACKUP_ENABLED

* DYNAMODB_IN_BACKUP_PLAN

* DYNAMODB_LAST_BACKUP_RECOVERY_POINT_CREATED

* DYNAMODB_RESOURCES_PROTECTED_BY_BACKUP_PLAN

B ERE
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https://docs.aws.amazon.com/prescriptive-guidance/latest/backup-recovery/welcome.html
https://aws.amazon.com/blogs/storage/automate-centralized-backup-at-scale-across-aws-services-using-aws-backup/
https://aws.amazon.com/blogs/storage/automate-data-recovery-validation-with-aws-backup/
https://aws.amazon.com/blogs/security/top-10-security-best-practices-for-securing-backups-in-aws/
https://docs.aws.amazon.com/aws-backup/latest/devguide/vault-lock.html
https://docs.aws.amazon.com/aws-backup/latest/devguide/aws-backup-audit-manager.html
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EBS_IN_BACKUP_PLAN
EBS_LAST_BACKUP_RECOVERY_POINT_CREATED
EBS_RESOURCES_PROTECTED_BY_BACKUP_PLAN
EC2_LAST_BACKUP_RECOVERY_POINT_CREATED
S3_LAST_BACKUP_RECOVERY_POINT_CREATED
S3_RESOURCES_PROTECTED_BY_BACKUP_PLAN
STORAGEGATEWAY_LAST_BACKUP_RECOVERY_POINT_CREATED
STORAGEGATEWAY_RESOURCES_PROTECTED_BY_BACKUP_PLAN
VIRTUALMACHINE_LAST_BACKUP_RECOVERY_POINT_CREATED
VIRTUALMACHINE_RESOURCES_PROTECTED_BY_BACKUP_PLAN

BT % AWS Config £ Bl
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« Amazon CloudWatch AIt#%Bh#& AWS BIBFES# AWS ERIIEE | UREE LHTHEARARER,

« Amazon CloudWatch Logs AIBBIEEFAERK. BAEXM AWS R#E WA , UEET Y
HETE R R thi#ETHT,

« Amazon GuardDuty 2 —EBFEN L2 ERRE , o MAMEE B , SIS AWS REHIFEFEH
MO RE R IRENEE . GuardDuty B2 Amazon EventBridge B4 , BB BB ES B A A,

« AWS Security Hub 2t Z £ RENTERR AWS, CEAIGERBLZLELEENZEEBR
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-user-guide.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/WhatIsCloudWatch.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/WhatIsCloudWatchLogs.html
https://docs.aws.amazon.com/guardduty/latest/ug/what-is-guardduty.html
https://docs.aws.amazon.com/securityhub/latest/userguide/what-is-securityhub.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_detect_investigate_events_app_service_logging.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_detect_investigate_events_logs.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/Install-CloudWatch-Agent.html
https://docs.aws.amazon.com/guardduty/latest/ug/guardduty_settingup.html#setup-sns
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/creating-trail-organization.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/best-practices-security.html
https://aws.amazon.com/blogs/industries/best-practices-for-aws-organizations-service-control-policies-in-a-multi-account-environment/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/encrypt-log-data-kms.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-receive-logs-from-multiple-accounts.html
https://docs.aws.amazon.com/whitepapers/latest/organizing-your-aws-environment/security-ou-and-accounts.html#log-archive-account
https://aws.amazon.com/blogs/architecture/stream-amazon-cloudwatch-logs-to-a-centralized-account-for-audit-and-analysis/
https://docs.aws.amazon.com/inspector/latest/user/managing-multiple-accounts.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/creating-trail-organization.html
https://docs.aws.amazon.com/securityhub/latest/userguide/designate-orgs-admin-account.html
https://docs.aws.amazon.com/guardduty/latest/ug/guardduty_organizations.html
https://docs.aws.amazon.com/security-lake/latest/userguide/what-is-security-lake.html
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https://aws.amazon.com/blogs/enterprise-strategy/strategy-is-a-winding-road-mechanisms-keep-you-on-track/
https://docs.aws.amazon.com/wellarchitected/latest/operational-readiness-reviews/building-mechanisms.html
https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/ops_ops_model_def_resource_owners.html
https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/ops_ops_model_def_proc_owners.html
https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/ops_ops_model_def_activity_owners.html
https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/ops_ops_model_def_responsibilities_ownership.html
https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/ops_org_culture_executive_sponsor.html
https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/ops_org_culture_team_enc_escalation.html
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https://docs.aws.amazon.com/config/latest/developerguide/remediation.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/systems-manager-inventory.html
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https://docs.aws.amazon.com/config/latest/developerguide/operational-best-practices-for-acsc_essential_8.html
https://docs.aws.amazon.com/wellarchitected/latest/analytics-lens/best-practice-5.2---implement-least-privilege-policies-for-source-and-downstream-systems..html
https://docs.aws.amazon.com/guardduty/latest/ug/lambda-protection.html
https://docs.aws.amazon.com/inspector/latest/user/scanning-lambda.html
https://docs.aws.amazon.com/inspector/latest/user/scanning-lambda.html
https://docs.aws.amazon.com/inspector/latest/user/findings-managing-automating-responses.html#findings-managing-eventbridge-tutorial
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https://aws.amazon.com/blogs/devops/how-to-migrate-your-aws-codecommit-repository-to-another-git-provider/
https://aws.amazon.com/blogs/devops/how-to-migrate-your-aws-codecommit-repository-to-another-git-provider/
https://docs.aws.amazon.com/AmazonS3/latest/userguide/replication.html#crr-scenario
https://docs.aws.amazon.com/wellarchitected/latest/analytics-lens/best-practice-5.2---implement-least-privilege-policies-for-source-and-downstream-systems..html
https://docs.aws.amazon.com/inspector/latest/user/scanning-ecr.html
https://github.com/linux-application-whitelisting/fapolicyd/blob/main/README.md
https://www.cyber.gov.au/resources-business-and-government/maintaining-devices-and-systems/system-hardening-and-administration/system-hardening/implementing-application-control
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https://aws.amazon.com/blogs/architecture/disaster-recovery-dr-architecture-on-aws-part-iii-pilot-light-and-warm-standby/
https://docs.aws.amazon.com/config/latest/developerguide/ec2-instance-managed-by-systems-manager.html
https://docs.aws.amazon.com/config/latest/developerguide/ec2-managedinstance-applications-required.html
https://docs.aws.amazon.com/config/latest/developerguide/ec2-managedinstance-applications-required.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/vulnerability-management/introduction.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/security-group-rules.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/patch-manager.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/run-command.html
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https://docs.aws.amazon.com/systems-manager/latest/userguide/session-manager.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/security-group-rules.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/systems-manager-state.html
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https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/welcome.html
https://docs.aws.amazon.com/security/
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/welcome.html
https://aws.amazon.com/security/
https://aws.amazon.com/cloud-adoption-framework/
https://www.cyber.gov.au/resources-business-and-government/essential-cyber-security/essential-eight/essential-eight-explained
https://www.cyber.gov.au/resources-business-and-government/essential-cyber-security/essential-eight/essential-eight-maturity-model
https://www.cyber.gov.au/resources-business-and-government/essential-cyber-security/essential-eight/essential-eight-assessment-process-guide
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https://docs.aws.amazon.com/imagebuilder/latest/userguide/start-build-image-pipeline.html
https://docs.aws.amazon.com/imagebuilder/latest/userguide/start-build-image-pipeline.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/manually-install-ssm-agent-linux.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/manually-install-ssm-agent-linux.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/manually-install-ssm-agent-linux.html
https://github.com/SELinuxProject
https://github.com/SELinuxProject
https://github.com/SELinuxProject
https://github.com/linux-application-whitelisting/fapolicyd/blob/main/README.md
https://github.com/linux-application-whitelisting/fapolicyd/blob/main/README.md
https://github.com/linux-application-whitelisting/fapolicyd/blob/main/README.md
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_protect_compute_hardened_images.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_protect_compute_hardened_images.html
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https://github.com/linux-application-whitelisting/fapolicyd/blob/main/README.md
https://www.open-scap.org/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/install-CloudWatch-Agent-on-EC2-Instance.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/install-CloudWatch-Agent-on-EC2-Instance.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/share-amis-with-organizations-and-OUs.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/walkthrough-custom-resources-lambda-lookup-amiids.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/walkthrough-custom-resources-lambda-lookup-amiids.html
https://docs.aws.amazon.com/imagebuilder/latest/userguide/security-patch-management.html
https://docs.aws.amazon.com/imagebuilder/latest/userguide/security-patch-management.html
https://www.cyber.gov.au/resources-business-and-government/maintaining-devices-and-systems/system-hardening-and-administration/system-hardening/implementing-application-control
https://www.cyber.gov.au/resources-business-and-government/maintaining-devices-and-systems/system-hardening-and-administration/system-hardening/implementing-application-control
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_securely_operate_implement_services_features.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_securely_operate_implement_services_features.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_securely_operate_implement_services_features.html
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/Install-CloudWatch-Agent.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/Install-CloudWatch-Agent.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/Install-CloudWatch-Agent.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/Install-CloudWatch-Agent.html
https://docs.aws.amazon.com/guardduty/latest/ug/guardduty_settingup.html#setup-sns
https://docs.aws.amazon.com/guardduty/latest/ug/guardduty_settingup.html#setup-sns
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/creating-trail-organization.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/creating-trail-organization.html
https://aws.amazon.com/getting-started/hands-on/protect-data-on-amazon-s3/
https://aws.amazon.com/getting-started/hands-on/protect-data-on-amazon-s3/
https://aws.amazon.com/getting-started/hands-on/protect-data-on-amazon-s3/
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_detect_investigate_events_app_service_logging.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_detect_investigate_events_app_service_logging.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_detect_investigate_events_app_service_logging.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_detect_investigate_events_logs.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_detect_investigate_events_logs.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_detect_investigate_events_logs.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/best-practices-security.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/best-practices-security.html
https://aws.amazon.com/blogs/industries/best-practices-for-aws-organizations-service-control-policies-in-a-multi-account-environment/
https://aws.amazon.com/blogs/industries/best-practices-for-aws-organizations-service-control-policies-in-a-multi-account-environment/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/encrypt-log-data-kms.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/encrypt-log-data-kms.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/encrypt-log-data-kms.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/encrypt-log-data-kms.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_detect_investigate_events_app_service_logging.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_detect_investigate_events_app_service_logging.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_detect_investigate_events_app_service_logging.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_detect_investigate_events_logs.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_detect_investigate_events_logs.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_detect_investigate_events_logs.html
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-receive-logs-from-multiple-accounts.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-receive-logs-from-multiple-accounts.html
https://docs.aws.amazon.com/whitepapers/latest/organizing-your-aws-environment/security-ou-and-accounts.html#log-archive-account
https://docs.aws.amazon.com/whitepapers/latest/organizing-your-aws-environment/security-ou-and-accounts.html#log-archive-account
https://aws.amazon.com/blogs/architecture/stream-amazon-cloudwatch-logs-to-a-centralized-account-for-audit-and-analysis/
https://aws.amazon.com/blogs/architecture/stream-amazon-cloudwatch-logs-to-a-centralized-account-for-audit-and-analysis/
https://aws.amazon.com/blogs/architecture/stream-amazon-cloudwatch-logs-to-a-centralized-account-for-audit-and-analysis/
https://docs.aws.amazon.com/inspector/latest/user/managing-multiple-accounts.html
https://docs.aws.amazon.com/inspector/latest/user/managing-multiple-accounts.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/creating-trail-organization.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/creating-trail-organization.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/creating-trail-organization.html
https://docs.aws.amazon.com/securityhub/latest/userguide/designate-orgs-admin-account.html
https://docs.aws.amazon.com/securityhub/latest/userguide/designate-orgs-admin-account.html
https://docs.aws.amazon.com/guardduty/latest/ug/guardduty_organizations.html
https://docs.aws.amazon.com/security-lake/latest/userguide/what-is-security-lake.html
https://docs.aws.amazon.com/security-lake/latest/userguide/what-is-security-lake.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_detect_investigate_events_logs.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_detect_investigate_events_logs.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_detect_investigate_events_logs.html
https://docs.aws.amazon.com/config/latest/developerguide/remediation.html
https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/ops_ops_model_def_proc_owners.html
https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/ops_ops_model_def_proc_owners.html
https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/ops_ops_model_def_activity_owners.html
https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/ops_ops_model_def_activity_owners.html
https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/ops_ops_model_def_activity_owners.html
https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/ops_ops_model_def_responsibilities_ownership.html
https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/ops_ops_model_def_responsibilities_ownership.html
https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/ops_ops_model_def_responsibilities_ownership.html
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https://docs.aws.amazon.com/inspector/latest/user/designating-admin.html
https://docs.aws.amazon.com/inspector/latest/user/designating-admin.html
https://docs.aws.amazon.com/inspector/latest/user/designating-admin.html
https://docs.aws.amazon.com/inspector/latest/user/scanning-ecr.html#configure-ecr
https://docs.aws.amazon.com/inspector/latest/user/scanning-ecr.html#configure-ecr
https://docs.aws.amazon.com/inspector/latest/user/scanning-ecr.html#configure-ecr
https://docs.aws.amazon.com/inspector/latest/user/scanning-ecr.html#configure-ecr
https://docs.aws.amazon.com/prescriptive-guidance/latest/vulnerability-management/
https://docs.aws.amazon.com/prescriptive-guidance/latest/vulnerability-management/
https://docs.aws.amazon.com/prescriptive-guidance/latest/vulnerability-management/
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_protect_compute_vulnerability_management.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_protect_compute_vulnerability_management.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_protect_compute_auto_protection.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_protect_compute_auto_protection.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-receive-logs-from-multiple-accounts.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-receive-logs-from-multiple-accounts.html
https://docs.aws.amazon.com/whitepapers/latest/organizing-your-aws-environment/security-ou-and-accounts.html#log-archive-account
https://docs.aws.amazon.com/whitepapers/latest/organizing-your-aws-environment/security-ou-and-accounts.html#log-archive-account
https://aws.amazon.com/blogs/architecture/stream-amazon-cloudwatch-logs-to-a-centralized-account-for-audit-and-analysis/
https://aws.amazon.com/blogs/architecture/stream-amazon-cloudwatch-logs-to-a-centralized-account-for-audit-and-analysis/
https://aws.amazon.com/blogs/architecture/stream-amazon-cloudwatch-logs-to-a-centralized-account-for-audit-and-analysis/
https://docs.aws.amazon.com/inspector/latest/user/managing-multiple-accounts.html
https://docs.aws.amazon.com/inspector/latest/user/managing-multiple-accounts.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/creating-trail-organization.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/creating-trail-organization.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/creating-trail-organization.html
https://docs.aws.amazon.com/securityhub/latest/userguide/designate-orgs-admin-account.html
https://docs.aws.amazon.com/securityhub/latest/userguide/designate-orgs-admin-account.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_detect_investigate_events_logs.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_detect_investigate_events_logs.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_detect_investigate_events_logs.html
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https://docs.aws.amazon.com/guardduty/latest/ug/guardduty_organizations.html
https://docs.aws.amazon.com/security-lake/latest/userguide/what-is-security-lake.html
https://docs.aws.amazon.com/security-lake/latest/userguide/what-is-security-lake.html
https://docs.aws.amazon.com/inspector/latest/user/designating-admin.html
https://docs.aws.amazon.com/inspector/latest/user/designating-admin.html
https://docs.aws.amazon.com/inspector/latest/user/designating-admin.html
https://docs.aws.amazon.com/inspector/latest/user/scanning-ecr.html#configure-ecr
https://docs.aws.amazon.com/inspector/latest/user/scanning-ecr.html#configure-ecr
https://docs.aws.amazon.com/inspector/latest/user/scanning-ecr.html#configure-ecr
https://docs.aws.amazon.com/inspector/latest/user/scanning-ecr.html#configure-ecr
https://docs.aws.amazon.com/prescriptive-guidance/latest/vulnerability-management/
https://docs.aws.amazon.com/prescriptive-guidance/latest/vulnerability-management/
https://docs.aws.amazon.com/prescriptive-guidance/latest/vulnerability-management/
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_protect_compute_vulnerability_management.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_protect_compute_vulnerability_management.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_protect_compute_auto_protection.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_protect_compute_auto_protection.html
https://www.cyber.gov.au/resources-business-and-government/essential-cyber-security/small-business-cyber-security/small-business-cloud-security-guide/technical-example-patch-applications
https://www.cyber.gov.au/resources-business-and-government/essential-cyber-security/small-business-cyber-security/small-business-cloud-security-guide/technical-example-patch-applications
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https://docs.aws.amazon.com/inspector/latest/user/designating-admin.html
https://docs.aws.amazon.com/inspector/latest/user/designating-admin.html
https://docs.aws.amazon.com/inspector/latest/user/designating-admin.html
https://docs.aws.amazon.com/inspector/latest/user/scanning-ecr.html#configure-ecr
https://docs.aws.amazon.com/inspector/latest/user/scanning-ecr.html#configure-ecr
https://docs.aws.amazon.com/inspector/latest/user/scanning-ecr.html#configure-ecr
https://docs.aws.amazon.com/inspector/latest/user/scanning-ecr.html#configure-ecr
https://docs.aws.amazon.com/prescriptive-guidance/latest/vulnerability-management/
https://docs.aws.amazon.com/prescriptive-guidance/latest/vulnerability-management/
https://docs.aws.amazon.com/prescriptive-guidance/latest/vulnerability-management/
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_protect_compute_vulnerability_management.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_protect_compute_vulnerability_management.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_protect_compute_auto_protection.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_protect_compute_auto_protection.html
https://docs.aws.amazon.com/inspector/latest/user/designating-admin.html
https://docs.aws.amazon.com/inspector/latest/user/designating-admin.html
https://docs.aws.amazon.com/inspector/latest/user/designating-admin.html
https://docs.aws.amazon.com/inspector/latest/user/scanning-ecr.html#configure-ecr
https://docs.aws.amazon.com/inspector/latest/user/scanning-ecr.html#configure-ecr
https://docs.aws.amazon.com/inspector/latest/user/scanning-ecr.html#configure-ecr
https://docs.aws.amazon.com/inspector/latest/user/scanning-ecr.html#configure-ecr
https://docs.aws.amazon.com/prescriptive-guidance/latest/vulnerability-management/
https://docs.aws.amazon.com/prescriptive-guidance/latest/vulnerability-management/
https://docs.aws.amazon.com/prescriptive-guidance/latest/vulnerability-management/
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_protect_compute_vulnerability_management.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_protect_compute_vulnerability_management.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/patch-management-hybrid-cloud/design-standard.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/patch-management-hybrid-cloud/design-standard.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/patch-management-hybrid-cloud/design-standard.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_protect_compute_vulnerability_management.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_protect_compute_vulnerability_management.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_protect_compute_auto_protection.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_protect_compute_auto_protection.html
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https://www.cyber.gov.au/resources-business-and-government/essential-cyber-security/small-business-cyber-security/small-business-cloud-security-guide/technical-example-patch-applications
https://www.cyber.gov.au/resources-business-and-government/essential-cyber-security/small-business-cyber-security/small-business-cloud-security-guide/technical-example-patch-applications
https://docs.aws.amazon.com/inspector/latest/user/designating-admin.html
https://docs.aws.amazon.com/inspector/latest/user/designating-admin.html
https://docs.aws.amazon.com/inspector/latest/user/designating-admin.html
https://docs.aws.amazon.com/inspector/latest/user/scanning-ecr.html#configure-ecr
https://docs.aws.amazon.com/inspector/latest/user/scanning-ecr.html#configure-ecr
https://docs.aws.amazon.com/inspector/latest/user/scanning-ecr.html#configure-ecr
https://docs.aws.amazon.com/inspector/latest/user/scanning-ecr.html#configure-ecr
https://docs.aws.amazon.com/prescriptive-guidance/latest/vulnerability-management/
https://docs.aws.amazon.com/prescriptive-guidance/latest/vulnerability-management/
https://docs.aws.amazon.com/prescriptive-guidance/latest/vulnerability-management/
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_protect_compute_vulnerability_management.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_protect_compute_vulnerability_management.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/patch-management-hybrid-cloud/design-standard.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/patch-management-hybrid-cloud/design-standard.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/patch-management-hybrid-cloud/design-standard.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_protect_compute_vulnerability_management.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_protect_compute_vulnerability_management.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_protect_compute_auto_protection.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_protect_compute_auto_protection.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/systems-manager-inventory.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/systems-manager-inventory.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/systems-manager-inventory.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_protect_compute_hardened_images.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_protect_compute_hardened_images.html
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https://www.cyber.gov.au/resources-business-and-government/essential-cyber-security/small-business-cyber-security/small-business-cloud-security-guide/technical-example-configure-macro-settings
https://www.cyber.gov.au/resources-business-and-government/essential-cyber-security/small-business-cyber-security/small-business-cloud-security-guide/technical-example-configure-macro-settings
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https://www.cyber.gov.au/resources-business-and-government/essential-cyber-security/small-business-cyber-security/small-business-cloud-security-guide/technical-example-user-application-hardening
https://www.cyber.gov.au/resources-business-and-government/essential-cyber-security/small-business-cyber-security/small-business-cloud-security-guide/technical-example-user-application-hardening
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https://docs.aws.amazon.com/singlesignon/latest/userguide/manage-your-identity-source.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/manage-your-identity-source.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/manage-your-identity-source.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_identities_identity_provider.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_identities_identity_provider.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_permissions_define.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_permissions_define.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/manage-your-identity-source.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/manage-your-identity-source.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/manage-your-identity-source.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_identities_identity_provider.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_identities_identity_provider.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://aws.amazon.com/blogs/security/how-to-centralize-findings-and-automate-deletion-for-unused-iam-roles/
https://aws.amazon.com/blogs/security/how-to-centralize-findings-and-automate-deletion-for-unused-iam-roles/
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_identities_audit.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_identities_audit.html

AWS 5 &5l

£ EEFERURREAE AWS

Essential Eight #2#|18 &S5

RitREAERNE EE4 . EESH
EENEERE 45X EBHEES
®REBEM.

FE4 . BEEG Y

BBE

B

L

AWS &R AWS Well-Architected
g5l

HHEERPREN

FERRG , EHEwiR

FEE8

AWS Summit ANZ
2023 : e F Eim
iR B B A E R REE
(YouTube 5 )

ERANEEAEES
DIRHEBS AWS E
I e By B 58 SR A7 B

SEC02-BP04 P&
PREDTREEE

SEC02-BP05 EHiF#&
1% A o 142 /R =%

ERITEEBEA
IAM £ € 3RFEL AWS

B B UM BR AR £ A B
IAM £

HHHEERABEN
EFA R , =R
FRER

AWS Summit ANZ
2023 : Bal X Ewm
MR B AE B RE
(YouTube &5 )

PRA&IE R ER

49


https://docs.aws.amazon.com/prescriptive-guidance/latest/patterns/automatically-rotate-iam-user-access-keys-at-scale-with-aws-organizations-and-aws-secrets-manager.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/patterns/automatically-rotate-iam-user-access-keys-at-scale-with-aws-organizations-and-aws-secrets-manager.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/patterns/automatically-rotate-iam-user-access-keys-at-scale-with-aws-organizations-and-aws-secrets-manager.html
https://www.youtube.com/watch?v=jZnh9U-TA6Q
https://www.youtube.com/watch?v=jZnh9U-TA6Q
https://www.youtube.com/watch?v=jZnh9U-TA6Q
https://docs.aws.amazon.com/singlesignon/latest/userguide/manage-your-identity-source.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/manage-your-identity-source.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/manage-your-identity-source.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://aws.amazon.com/blogs/security/how-to-centralize-findings-and-automate-deletion-for-unused-iam-roles/
https://aws.amazon.com/blogs/security/how-to-centralize-findings-and-automate-deletion-for-unused-iam-roles/
https://docs.aws.amazon.com/prescriptive-guidance/latest/patterns/automatically-rotate-iam-user-access-keys-at-scale-with-aws-organizations-and-aws-secrets-manager.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/patterns/automatically-rotate-iam-user-access-keys-at-scale-with-aws-organizations-and-aws-secrets-manager.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/patterns/automatically-rotate-iam-user-access-keys-at-scale-with-aws-organizations-and-aws-secrets-manager.html
https://www.youtube.com/watch?v=jZnh9U-TA6Q
https://www.youtube.com/watch?v=jZnh9U-TA6Q
https://www.youtube.com/watch?v=jZnh9U-TA6Q
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_identities_identity_provider.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_identities_identity_provider.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_identities_audit.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_identities_audit.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/root-user-best-practices.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/root-user-best-practices.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/root-user-best-practices.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/patterns/dynamically-generate-an-iam-policy-with-iam-access-analyzer-by-using-step-functions.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/patterns/dynamically-generate-an-iam-policy-with-iam-access-analyzer-by-using-step-functions.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/patterns/dynamically-generate-an-iam-policy-with-iam-access-analyzer-by-using-step-functions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-getting-started.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-getting-started.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-getting-started.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-getting-started.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-policy-validation.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-policy-validation.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-policy-validation.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-policy-validation.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/organizations.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/organizations.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_boundaries.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_boundaries.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_boundaries.html
https://aws.amazon.com/blogs/apn/top-recommendations-for-working-with-iam-from-our-aws-heroes-part-3-permissions-boundaries-and-conditions/
https://aws.amazon.com/blogs/apn/top-recommendations-for-working-with-iam-from-our-aws-heroes-part-3-permissions-boundaries-and-conditions/
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_last-accessed.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_last-accessed.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_last-accessed.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_last-accessed.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_job-functions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_job-functions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_job-functions.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_securely_operate_aws_account.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_securely_operate_aws_account.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_permissions_least_privileges.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_permissions_least_privileges.html
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https://docs.aws.amazon.com/singlesignon/latest/userguide/permissionsetsconcept.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/permissionsetsconcept.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/permissionsetsconcept.html
https://www.cyber.gov.au/resources-business-and-government/essential-cyber-security/small-business-cyber-security/small-business-cloud-security-guide/technical-example-restrict-administrative-privileges
https://www.cyber.gov.au/resources-business-and-government/essential-cyber-security/small-business-cyber-security/small-business-cloud-security-guide/technical-example-restrict-administrative-privileges
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps_examples_vpc.html#example_vpc_2
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps_examples_vpc.html#example_vpc_2
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps_examples_vpc.html#example_vpc_2
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps_examples_vpc.html#example_vpc_2
https://docs.aws.amazon.com/whitepapers/latest/building-a-data-perimeter-on-aws/building-a-data-perimeter-on-aws.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_protect_compute_reduce_manual_management.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_protect_compute_reduce_manual_management.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/manage-your-identity-source.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/manage-your-identity-source.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/manage-your-identity-source.html
https://aws.amazon.com/blogs/security/managing-temporary-elevated-access-to-your-aws-environment/
https://aws.amazon.com/blogs/security/managing-temporary-elevated-access-to-your-aws-environment/
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_identities_identity_provider.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_identities_identity_provider.html
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https://docs.aws.amazon.com/systems-manager/latest/userguide/session-manager.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/session-manager.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/run-command.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/run-command.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_securely_operate_reduce_management_scope.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_securely_operate_reduce_management_scope.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_protect_compute_reduce_manual_management.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_protect_compute_reduce_manual_management.html
https://www.cyber.gov.au/resources-business-and-government/essential-cyber-security/small-business-cyber-security/small-business-cloud-security-guide/technical-example-restrict-administrative-privileges
https://www.cyber.gov.au/resources-business-and-government/essential-cyber-security/small-business-cyber-security/small-business-cloud-security-guide/technical-example-restrict-administrative-privileges
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/Install-CloudWatch-Agent.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/Install-CloudWatch-Agent.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/Install-CloudWatch-Agent.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/Install-CloudWatch-Agent.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/creating-trail-organization.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/creating-trail-organization.html
https://aws.amazon.com/blogs/architecture/stream-amazon-cloudwatch-logs-to-a-centralized-account-for-audit-and-analysis/
https://aws.amazon.com/blogs/architecture/stream-amazon-cloudwatch-logs-to-a-centralized-account-for-audit-and-analysis/
https://aws.amazon.com/blogs/architecture/stream-amazon-cloudwatch-logs-to-a-centralized-account-for-audit-and-analysis/
https://docs.aws.amazon.com/inspector/latest/user/managing-multiple-accounts.html
https://docs.aws.amazon.com/inspector/latest/user/managing-multiple-accounts.html
https://docs.aws.amazon.com/securityhub/latest/userguide/designate-orgs-admin-account.html
https://docs.aws.amazon.com/securityhub/latest/userguide/designate-orgs-admin-account.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/creating-trail-organization.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/creating-trail-organization.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/creating-trail-organization.html
https://docs.aws.amazon.com/guardduty/latest/ug/guardduty_organizations.html
https://docs.aws.amazon.com/security-lake/latest/userguide/what-is-security-lake.html
https://docs.aws.amazon.com/security-lake/latest/userguide/what-is-security-lake.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-receive-logs-from-multiple-accounts.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-receive-logs-from-multiple-accounts.html
https://docs.aws.amazon.com/whitepapers/latest/organizing-your-aws-environment/security-ou-and-accounts.html#log-archive-account
https://docs.aws.amazon.com/whitepapers/latest/organizing-your-aws-environment/security-ou-and-accounts.html#log-archive-account
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_detect_investigate_events_app_service_logging.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_detect_investigate_events_app_service_logging.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_detect_investigate_events_app_service_logging.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_detect_investigate_events_logs.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_detect_investigate_events_logs.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_detect_investigate_events_logs.html
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https://docs.aws.amazon.com/imagebuilder/latest/userguide/start-build-image-pipeline.html
https://docs.aws.amazon.com/imagebuilder/latest/userguide/start-build-image-pipeline.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/manually-install-ssm-agent-linux.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/manually-install-ssm-agent-linux.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/manually-install-ssm-agent-linux.html
https://github.com/SELinuxProject
https://github.com/SELinuxProject
https://github.com/SELinuxProject
https://github.com/linux-application-whitelisting/fapolicyd/blob/main/README.md
https://github.com/linux-application-whitelisting/fapolicyd/blob/main/README.md
https://github.com/linux-application-whitelisting/fapolicyd/blob/main/README.md
https://github.com/linux-application-whitelisting/fapolicyd/blob/main/README.md
https://www.open-scap.org/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/install-CloudWatch-Agent-on-EC2-Instance.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/install-CloudWatch-Agent-on-EC2-Instance.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/share-amis-with-organizations-and-OUs.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/walkthrough-custom-resources-lambda-lookup-amiids.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/walkthrough-custom-resources-lambda-lookup-amiids.html
https://docs.aws.amazon.com/imagebuilder/latest/userguide/security-patch-management.html
https://docs.aws.amazon.com/imagebuilder/latest/userguide/security-patch-management.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_securely_operate_reduce_management_scope.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_securely_operate_reduce_management_scope.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_protect_compute_vulnerability_management.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_protect_compute_vulnerability_management.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_protect_compute_reduce_manual_management.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_protect_compute_reduce_manual_management.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/patch-management-hybrid-cloud/design-standard.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/patch-management-hybrid-cloud/design-standard.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/patch-management-hybrid-cloud/design-standard.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_protect_compute_vulnerability_management.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_protect_compute_vulnerability_management.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_protect_compute_auto_protection.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_protect_compute_auto_protection.html
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https://docs.aws.amazon.com/imagebuilder/latest/userguide/start-build-image-pipeline.html
https://docs.aws.amazon.com/imagebuilder/latest/userguide/start-build-image-pipeline.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/manually-install-ssm-agent-linux.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/manually-install-ssm-agent-linux.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/manually-install-ssm-agent-linux.html
https://github.com/SELinuxProject
https://github.com/SELinuxProject
https://github.com/SELinuxProject
https://github.com/linux-application-whitelisting/fapolicyd/blob/main/README.md
https://github.com/linux-application-whitelisting/fapolicyd/blob/main/README.md
https://github.com/linux-application-whitelisting/fapolicyd/blob/main/README.md
https://github.com/linux-application-whitelisting/fapolicyd/blob/main/README.md
https://www.open-scap.org/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/install-CloudWatch-Agent-on-EC2-Instance.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/install-CloudWatch-Agent-on-EC2-Instance.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/share-amis-with-organizations-and-OUs.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/walkthrough-custom-resources-lambda-lookup-amiids.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/walkthrough-custom-resources-lambda-lookup-amiids.html
https://docs.aws.amazon.com/imagebuilder/latest/userguide/security-patch-management.html
https://docs.aws.amazon.com/imagebuilder/latest/userguide/security-patch-management.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_securely_operate_reduce_management_scope.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_securely_operate_reduce_management_scope.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_protect_compute_vulnerability_management.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_protect_compute_vulnerability_management.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_protect_compute_hardened_images.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_protect_compute_hardened_images.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/patch-management-hybrid-cloud/design-standard.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/patch-management-hybrid-cloud/design-standard.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/patch-management-hybrid-cloud/design-standard.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_protect_compute_vulnerability_management.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_protect_compute_vulnerability_management.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_protect_compute_auto_protection.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_protect_compute_auto_protection.html
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https://docs.aws.amazon.com/inspector/latest/user/designating-admin.html
https://docs.aws.amazon.com/inspector/latest/user/designating-admin.html
https://docs.aws.amazon.com/inspector/latest/user/designating-admin.html
https://docs.aws.amazon.com/inspector/latest/user/scanning-ecr.html#configure-ecr
https://docs.aws.amazon.com/inspector/latest/user/scanning-ecr.html#configure-ecr
https://docs.aws.amazon.com/inspector/latest/user/scanning-ecr.html#configure-ecr
https://docs.aws.amazon.com/inspector/latest/user/scanning-ecr.html#configure-ecr
https://docs.aws.amazon.com/prescriptive-guidance/latest/vulnerability-management/
https://docs.aws.amazon.com/prescriptive-guidance/latest/vulnerability-management/
https://docs.aws.amazon.com/prescriptive-guidance/latest/vulnerability-management/
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_securely_operate_reduce_management_scope.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_securely_operate_reduce_management_scope.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_protect_compute_vulnerability_management.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_protect_compute_vulnerability_management.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_protect_compute_hardened_images.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_protect_compute_hardened_images.html
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https://docs.aws.amazon.com/imagebuilder/latest/userguide/start-build-image-pipeline.html
https://docs.aws.amazon.com/imagebuilder/latest/userguide/start-build-image-pipeline.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/manually-install-ssm-agent-linux.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/manually-install-ssm-agent-linux.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/manually-install-ssm-agent-linux.html
https://github.com/SELinuxProject
https://github.com/SELinuxProject
https://github.com/SELinuxProject
https://github.com/linux-application-whitelisting/fapolicyd/blob/main/README.md
https://github.com/linux-application-whitelisting/fapolicyd/blob/main/README.md
https://github.com/linux-application-whitelisting/fapolicyd/blob/main/README.md
https://github.com/linux-application-whitelisting/fapolicyd/blob/main/README.md
https://www.open-scap.org/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/install-CloudWatch-Agent-on-EC2-Instance.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/install-CloudWatch-Agent-on-EC2-Instance.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/share-amis-with-organizations-and-OUs.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/walkthrough-custom-resources-lambda-lookup-amiids.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/walkthrough-custom-resources-lambda-lookup-amiids.html
https://docs.aws.amazon.com/imagebuilder/latest/userguide/security-patch-management.html
https://docs.aws.amazon.com/imagebuilder/latest/userguide/security-patch-management.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_securely_operate_reduce_management_scope.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_securely_operate_reduce_management_scope.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_protect_compute_vulnerability_management.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_protect_compute_vulnerability_management.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_protect_compute_hardened_images.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_protect_compute_hardened_images.html
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https://docs.aws.amazon.com/singlesignon/latest/userguide/manage-your-identity-source.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/manage-your-identity-source.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/manage-your-identity-source.html
https://aws.amazon.com/blogs/security/managing-temporary-elevated-access-to-your-aws-environment/
https://aws.amazon.com/blogs/security/managing-temporary-elevated-access-to-your-aws-environment/
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_identities_identity_provider.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_identities_identity_provider.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/how-to-configure-mfa-device-enforcement.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/how-to-configure-mfa-device-enforcement.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps_examples_general.html#example-scp-mfa
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps_examples_general.html#example-scp-mfa
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_identities_enforce_mechanisms.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_identities_enforce_mechanisms.html
https://www.cyber.gov.au/resources-business-and-government/maintaining-devices-and-systems/system-hardening-and-administration/system-hardening/implementing-multi-factor-authentication
https://www.cyber.gov.au/resources-business-and-government/maintaining-devices-and-systems/system-hardening-and-administration/system-hardening/implementing-multi-factor-authentication
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https://docs.aws.amazon.com/singlesignon/latest/userguide/manage-your-identity-source.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/manage-your-identity-source.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/manage-your-identity-source.html
https://aws.amazon.com/blogs/security/managing-temporary-elevated-access-to-your-aws-environment/
https://aws.amazon.com/blogs/security/managing-temporary-elevated-access-to-your-aws-environment/
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_identities_identity_provider.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_identities_identity_provider.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/how-to-configure-mfa-device-enforcement.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/how-to-configure-mfa-device-enforcement.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps_examples_general.html#example-scp-mfa
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps_examples_general.html#example-scp-mfa
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_identities_enforce_mechanisms.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_identities_enforce_mechanisms.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps_examples_general.html#example-scp-mfa
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps_examples_general.html#example-scp-mfa
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_identities_enforce_mechanisms.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_identities_enforce_mechanisms.html
https://www.cyber.gov.au/resources-business-and-government/maintaining-devices-and-systems/system-hardening-and-administration/system-hardening/implementing-multi-factor-authentication
https://www.cyber.gov.au/resources-business-and-government/maintaining-devices-and-systems/system-hardening-and-administration/system-hardening/implementing-multi-factor-authentication
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https://aws.amazon.com/blogs/architecture/stream-amazon-cloudwatch-logs-to-a-centralized-account-for-audit-and-analysis/
https://aws.amazon.com/blogs/architecture/stream-amazon-cloudwatch-logs-to-a-centralized-account-for-audit-and-analysis/
https://aws.amazon.com/blogs/architecture/stream-amazon-cloudwatch-logs-to-a-centralized-account-for-audit-and-analysis/
https://docs.aws.amazon.com/inspector/latest/user/managing-multiple-accounts.html
https://docs.aws.amazon.com/inspector/latest/user/managing-multiple-accounts.html
https://docs.aws.amazon.com/securityhub/latest/userguide/designate-orgs-admin-account.html
https://docs.aws.amazon.com/securityhub/latest/userguide/designate-orgs-admin-account.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/creating-trail-organization.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/creating-trail-organization.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/creating-trail-organization.html
https://docs.aws.amazon.com/guardduty/latest/ug/guardduty_organizations.html
https://docs.aws.amazon.com/security-lake/latest/userguide/what-is-security-lake.html
https://docs.aws.amazon.com/security-lake/latest/userguide/what-is-security-lake.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-receive-logs-from-multiple-accounts.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-receive-logs-from-multiple-accounts.html
https://docs.aws.amazon.com/whitepapers/latest/organizing-your-aws-environment/security-ou-and-accounts.html#log-archive-account
https://docs.aws.amazon.com/whitepapers/latest/organizing-your-aws-environment/security-ou-and-accounts.html#log-archive-account
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_detect_investigate_events_app_service_logging.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_detect_investigate_events_app_service_logging.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_detect_investigate_events_app_service_logging.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_detect_investigate_events_logs.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_detect_investigate_events_logs.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_detect_investigate_events_logs.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/backup-recovery/welcome.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/backup-recovery/welcome.html
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/rel_backing_up_data_identified_backups_data.html
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/rel_backing_up_data_identified_backups_data.html
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/rel_backing_up_data_identified_backups_data.html
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/rel_backing_up_data_identified_backups_data.html
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https://aws.amazon.com/blogs/storage/automate-centralized-backup-at-scale-across-aws-services-using-aws-backup/
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