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R A RE - BAMN AWS CDK 1 AWS ERpIEE
CloudFormation

S EF - HIRBEB, Amazon Web Services (JAWS
2024 £= A (XHE L)

MREGEMEERERSFENERTSURNEER AWS , BIEETTEEEAWS Cloud Development
Kit (AWS CDK)FMAWS CloudFormationZ /A EREFEBEERE (1aC) TENKRER, B L,
HLMIE (Hl Hashicorp # 7 ) AIREHERB 2T AT, BR , BEAZRKELR , B
Terraform R %, REBEEROBSHKREZNES,

&R Terraform AWS CDK, # CloudFormation BB B ENMHEZFZZOBE, BHESHNEZE.

MRERE—IREIEWF , BAETSRAELEEMFERE, X AWS CDK , CloudFormationH#4E

EMEREHP AWS RS , HMUEEAR , cHAHRTCHEZNASHEREEZBR, Terraform I 3E

DEME-ERHAEENREAER, EESTCEEIRRETARMEFNETY B X EERR
EREVENER.

A AEBRIBE Terraform &N OBLS , LEBEBEEEM 1aC kB, ©SEERN Terraform
AERABLE (HlaREEE | ERAREXH ) RHEERER. TIEME Terraform $: B2 an{a/ 3117 L
CloudFormation #{E# AWS CDK 1T¥ttk,

(® Note

AWS CDK T % BB 8 A B ERAERERETRISEE S 5 & CloudFormation # &, #1T2®cdk
synth , BHEXIFESEMRK CloudFormation#E 24, AP , Mz EHIBERMER AWS
CDK HJ CloudFormation, 4 T2 R , NiEmEBEEENE AWS laC 1871 , BHHEHR.
CloudFormation AWS CDK

CloudFormation Flth FZ {752

BB AWS CDK FLELE Terraform B CloudFormation , 1#38 laC M OIS TTee R R EEM , RAEAR
HREPAR—BHNMNE. ATREEMNBURKNIEREENASZECH :

o MR- HREIEBR CIUCD EERETLMEAEEETETRIEEN 1aC, HAERMBEFRER
CloudFormation , 18 Terraform Y8 B EIE R EEMEE. Terraform #EE — (A SHNBER K H
FIE TR, T8, ATEREEE—FREE A EEAMEHEERELAMETIENE -,
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https://docs.aws.amazon.com/cdk/v2/guide/home.html
https://docs.aws.amazon.com/cdk/v2/guide/home.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/Welcome.html
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o REE-RER 1aC HBHERPFAEENRENERREETERE., 07 HibREFNZinAEATR |
R AT EEARREEIB, CloudFormationig 2 K A# ZARREIE Terraform FREMNEAEE |, (B 2R ERM

EHREEHAMSEEHEE, CloudFormation

« laC X#- laC X2 BEEMLENRE (1aC ) BSHEMENH, CloudFormation A$E —
CloudFormation #ERB A& AR, {ER , Terraform R ERFMER L H L TE, HER Terraform

F# CloudFormation BiREAREXH. ATHRAREMRDARIEEPNES , WEXHH 1aC X

# R $5 7R CloudFormation 4 F Terraform Bt & 34,

TREBRAM CloudFormation Mt LRI iizE. RSPV EMNERBETRMELIZE, EXT R one-to-one
b8, Z{E#E= CloudFormation Mt 2 BEDERE, AEENHEBESSRABREES,
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https://developer.hashicorp.com/terraform/language/expressions/strings#string-templates
https://developer.hashicorp.com/terraform/language/functions/templatefile
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T EIR

Terraform AWS CloudFormation # Terraform FENFERRREREFRNELNHEE, EREME
=EIWEIR ? CloudFormationE RNt ERR—HKNE ? ZTRE. 2eNE ATHRAEE— , &8
ERHE T — @A CloudFormation M Terraform g2 51 FEEEF /R ( Amazon S3 ) FREBH R

B,

T % CloudFormation 2\ IS €55 € E 2 Amazon S3 FFETREH,

"myS3Bucket": {
"Type": "AWS::S3::Bucket",
"Properties": {
"BucketName": "my-s3-bucket",
"BucketEncryption": {
"ServerSideEncryptionConfiguration": [
{
"ServerSideEncryptionByDefault": {
"SSEAlgorithm": "AES256"

+,

"PublicAccessBlockConfiguration": {
"BlockPublicAcls": true,
"BlockPublicPolicy": true,
"IgnorePublicAcls": true,
"RestrictPublicBuckets": true

1,

"VersioningConfiguration": {
"Status": "Enabled"

THEENISEHHSEILIERBH Amazon S3 FEETE.

resource "aws_s3_bucket" "myS3Bucket" {
bucket = "my-s3-bucket"

}
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resource "aws_s3_bucket_server_side_encryption_configuration" "bucketencryption" {
bucket = aws_s3_bucket.myS3Bucket.id
rule {
apply_server_side_encryption_by_default {
sse_algorithm = "AES256"

}
}
}
resource "aws_s3_bucket_public_access_block" "publicaccess" {
bucket = aws_s3_bucket.myS3Bucket.id
block_public_acls = true
block_public_policy = true
ignore_public_acls = true
restrict_public_buckets = true

resource "aws_s3_bucket_versioning versioning" {
bucket = aws_s3_bucket.myS3Bucket.id
versioning_configuration {
status = "Enabled"

H Terraform , RREERER , ARHBASERNRESLER, RUERLRERET &+
WVBLZ. Terraform EHIEEHELE S3 RETRANBRERUTEBUNER.,. AREAEERNE
B —E R Terraform AWS & INMEREE AWS ERMWAR, B | EB/MIFERT —BEENE
B, H#HR CloudFormation ¥R 2 M & CloudFormationfiR S EEH , 1B Terraform R EEHENE
Ko 1E Terraform 1 , ERNBLZHE BEH

HABLTENRRAERE - ERRMTENBIZERERTE , BE—KRXR , EREFRRERTHFER
ALEY, EHMHMBRAEMSERR, Qit, ERIRSZSPVER , IMERGSMART T2HRINE
7, WE AWS IRF.



https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/cfn-resource-specification.html
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TR E

£ Terraform P | REEEFREERMEE  F=ZF T EMEM API ETRENEH. BELREHFEH
Terraform AWS |, @A LIEREEFREEHHAWS BEHE, AWS

WMRERRFEAAWS CloudFormation B#EAGE=HFEFRIEEH AT BHED | B Terraform REE T
BEEEE—LBE, A CloudFormation BREM AWS |, FIUAFERRIER T , AWS EREHRECRE
o B—FHME , Terraform REE—HNERBRHEERF , EETEBBRETEERHRE. EEKREZTEHR
Terraform B & X4 P BB E —HER2E IR = @ AR © 94 106 E)5E 5E,

EEERATFEN Terraform 8N 7T —BRENWEM M, CloudFormationfB 2 |, EEEMMRMT
ESWEREMY B LIEE— Terraform REPEE ZEIRME , AZREVHNERE R LUMESMEEE
EEN—I0EE,

ERREHRZIEHEA. HEST—EEHHERNERMAN., RHEETURKRERERNEARIE,
570 | LA Amazon Elastic Kubernetes Service ( Amazon EKS ) . #iZ Amazon EKS #5£8 | &7
BEREMA Helm BIRREEE=FEFRIEE , W EA Kubernetes AEFREBHHEEIR. H AWSKH
Helm 1 Kubernetes #48 B2 8 Terraform 12#tE , HtEAIUERARNESELER , REREE
g R BEEE,

£ Terraform W T AR IFEEFIH , AWS BHEZE I Amazon EKS FB&E |, REELEH Kubernetes
HEEE A EEIEL Helm F Kubernetes 1£#&,

terraform {
required_providers {

aws = {
source = "hashicorp/aws"
version = ">= 4.33.0"

}

helm = {
source = "hashicorp/helm"
version = "2.12.1"

}

kubernetes = {
source = "hashicorp/kubernetes"
version = "2.26.0"

}

}

required_version = ">= 1.2.0"



https://registry.terraform.io/providers/hashicorp/aws/latest/docs
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/registry.html
https://developer.hashicorp.com/terraform/language/providers
https://registry.terraform.io/providers/hashicorp/helm/latest/docs
https://registry.terraform.io/providers/hashicorp/kubernetes/latest/docs
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}

provider "aws" {
region = "us-west-2"

resource "aws_eks_cluster example_0" {

name = "example_0"

role_arn = aws_iam_role.cluster_role.arn

vpc_config {
endpoint_private_access
endpoint_public_access = true

var.subnet_ids

true

subnet_ids

locals {
host = aws_eks_cluster.example_0.endpoint
certificate = baseb4decode(aws_eks_cluster.example_0.certificate_authority.data)

provider "helm" {
kubernetes {
host local.host
cluster_ca_certificate = local.certificate
# exec allows for an authentication command to be run to obtain user
# credentials rather than having them stored directly in the file

exec {
api_version = "client.authentication.k8s.io/vlbetal"
args = ["eks", "get-token", "--cluster-name",
aws_eks_cluster.example_0.name]
command = "aws"
}

provider "kubernetes" {
host
cluster_ca_certificate

local.host
local.certificate

exec {
api_version = "client.authentication.k8s.io/vlbetal"
args = ["eks", "get-token", "--cluster-name",
aws_eks_cluster.example_0.name]
command = "aws"
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}
}

ESREIRME 1aC TEK , B —EEARMEENESE, Terraform TE2KBABURRERF

a, EERHEFERESHHIBEMNSIZ, CloudFormation REXIFFMEEE AWS HifE. 4
CloudFormation , EEZRBEHE=ZFERERN , TEERLE=SRMUE. SEHLHEEITHR
B, B—EBEESLBETAERENEE  EREFAMEIARETZEREE,

{5 A 3t & Bl 8

# Terraform A, BA K B ERRBEEGBEARMKERF. BE , MRERER —EERTERAZE
REEFEETER? £EEFRAT , E4AEREE. EUHBEENRZEREERNESEER
BREANREMAE, ELAZEMRREENHNTERE  SUNERBBRERFERRNTER, 5
W, EHARRHEHTERTRERIEN AWS B , BETUEARNERERERET.

T % Terraform Sl REBMAFERAB B RMETRWERE. AWS BEFRHENTARES Aus-
west-2 , BIETJLAE east BIBEFMHEE Rus-east-2,

provider "aws" {

region = "us-west-2"
}
provider "aws" {
alias = "east"
region = "us-east-2"

}

resource "aws_s3_bucket" "myWestS3Bucket" {
bucket = "my-west-s3-bucket"

}

resource "aws_s3_bucket" "myEastS3Bucket" {
provider = aws.east
bucket = "my-east-s3-bucket"

}

WHIERNEHIFR , EfaliasEE Fproviderf&s|HERAR SR UAREEREENRNRMLE
1HRE, EE—H#EAWS BE PHEZBEERARERK. HEREEEFZSHTEBIFEEHE,

AR A 7


https://developer.hashicorp.com/terraform/language/providers/configuration#alias-multiple-provider-configurations
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Flan | — XM EZE Kubernetes BERRERMN, BB uHBIERREHM Helm F Kubernetes 1214
&, EETLEE TR Amazon EKS ERUAREN SN ERAEEE =T E, 7%l Terraform &
=\ 155 0 451 57 BA 20 4eT {6 A Bl & SR AT It T4

resource "aws_eks_cluster" "example_0" {
name = "example_0"
role_arn = aws_iam_role.cluster_role.arn
vpc_config {
endpoint_private_access = true
endpoint_public_access
subnet_ids

true
var.subnet_ids[0]

resource "aws_eks_cluster" "example_1" {
name = "example_1"
role_arn = aws_iam_role.cluster_role.arn
vpc_config {
endpoint_private_access = true

endpoint_public_access = true
subnet_ids = var.subnet_ids[1]
}
}
locals {
host = aws_eks_cluster.example_0.endpoint
certificate = base64decode(aws_eks_cluster.example_0.certificate_authority.data)
hostl = aws_eks_cluster.example_1.endpoint
certificatel = base64decode(aws_eks_cluster.example_l.certificate_authority.data)
}

provider "helm" {
kubernetes {

host = local.host
cluster_ca_certificate = local.certificate
exec {
api_version = "client.authentication.k8s.io/vlbetal"
args = ["eks", "get-token", "--cluster-name",
aws_eks_cluster.example_0.name]
command = "aws"
}

AR A 8
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provider "helm" {

alias = "helml"
kubernetes {
host = local.hostl
cluster_ca_certificate = local.certificatel
exec {
api_version = "client.authentication.k8s.io/vlbetal"
args = ["eks", "get-token", "--cluster-name",
aws_eks_cluster.example_1.name]
command = "aws"
}
}
}
provider "kubernetes" {
host = local.host
cluster_ca_certificate = local.certificate
exec {
api_version = "client.authentication.k8s.io/vlbetal"
args = ["eks", "get-token", "--cluster-name",
aws_eks_cluster.example_0.name]
command = "aws"
}
}
provider "kubernetes" {
alias = "kubernetesl"
host = local.hostl
cluster_ca_certificate = local.certificatel
exec {
api_version = "client.authentication.k8s.io/vlbetal"
args = ["eks", "get-token", "--cluster-name",
aws_eks_cluster.example_1.name]
command = "aws"
}

AR A 9
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ig: 3:u5i7 o8

EEBEZBERENE (1aC) WEEY  BEERREHIBEE - RBUHESEANBIEBGER, &
RBLER Terraform BREM — BT EZRMN A E. WEFMEF , F2E Terraform XHHEVIE
#2, AWS CloudFormation IEX#51E ., WMHEFMEN , F2HE AWS EREENBETERPNE
7 AWS CloudFormation & 48

Terraform 8 2 B EE[E B £ CloudFormation ##f CloudFormation &8 A4 5kiNERE
# () AWS::CloudFormation: :ModuleVersionB A, #& Terraform F , BEAREHELH—
B , BARER, IR main.tf BRZE Terraform HEBERFHWERFH Terraform EREFHIRH
NARERD, RAEBERTUBAEMERANDEEHER, THEHETEARBRBT eks 18
#8#5%E Amazon Elastic Kubernetes Service (Amazon EKS) # £ BE L,

terraform {
required_providers {

helm = {
source = "hashicorp/helm"
version = "2.12.1"
}
}
required_version = ">= 1.2.0"

}

module "eks" {

source = "terraform-aws-modules/eks/aws"
version = "20.2.1"
vpc_id = var.vpc_id

}

provider "helm" {
kubernetes {
host = module.eks.cluster_endpoint
cluster_ca_certificate =
base64decode(module.eks.cluster_certificate_authority_data)
}
}

B e ERE B R ERELE X4 2HE Pro AWS vider, ERRARREZEIL , IS HCHRERM
BF. AR Terraform IREEREE , it FEBNREHAETUEREEPER. EBENL , FIRE
BEERTRM, MBEAT , ERPFHEMBATFEERNZER  YEAFTERBHAE LS e ERER



https://developer.hashicorp.com/terraform/language/modules
https://developer.hashicorp.com/terraform/language/modules
https://aws.amazon.com/blogs/mt/introducing-aws-cloudformation-modules/
https://aws.amazon.com/blogs/mt/introducing-aws-cloudformation-modules/
https://developer.hashicorp.com/terraform/language/modules#the-root-module
https://registry.terraform.io/modules/terraform-aws-modules/eks/aws/latest
https://registry.terraform.io/modules/terraform-aws-modules/eks/aws/latest
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REERA. &R SARI A B R A IS A R A (LS B PV ER B MR, Pl |, eks BWIBRITHAETEER M
B EKS E5 , EUUME—ERETEMN Kubernetes IRE, EATAUREEHEEHETTREANRK
i, AR R eks BREBEESENER.

WP AR AR

IB1E Terraform SPEHEHTHMEEE Terraform CLI i B Eib N BIE B E

M. Fterraform init@HTHITHEMEI R —REIAE FER , YK CPERKEREA

E|B .terraform/modules#k® ., ERBIBREF , BRAEHFIMFOINBRIFER , YL EERE
FAapply® S 2ol EF TR, BEEREIY Terraform BRMW S| A |, cENRLEZEPINEAEET. &
BRR , CERBPEHANERSAAER , HEEERD , module BRFAAERER , ERE
FRAKEBERBRR.

BBEELSN A ARAERFAENERENETNNTEBERNEFRNAR. EALEBEHERZSA
BACHRAERIAEREE , BREAETAERENRERBHNITERNEE DB, FicE, EK
MHRKEEERREREEREME. AR ERRACEAZRBRFTECRERAABBHBIR , RULEHR
BREERE RS ESHEBREM .

RAR R

HAEE Terraform BEEZA > HE —BER R e IUEHERESKERENERNERBME
BEHR, BERTE Terraform HE L TER , RERFISERBHKPWAE .t (R.tf.json)
X4, Effterraform applyZZIER B &HIETHE , Terraform S EFHETEENREKRINE
. tf XX, BRIEEHFP—RAEBHEBERPFUFEHKPIHNEMAER K FRSRBIELESR,

EEBEABAERM T LI, EERAMEMR Terraform B 5| AER MR B X4 EEEN
FER , RABEEBREIUESIRZENY, Terraform BEFERAEZEEHEELUREREER. B2, W0
REEBEAX ATHREERB & , CEEBH—RIET, EBL , BATNFEEE. tfiE
RPSELBTHTBterraform apply, BEMFELETHESXH ? EEBENERIEEE
=

Terraform E#BIL 2 RINMERBE AT T —RISE, AL , 2WRENAR  RREMAKME
B, KkEBRREREEEZERTERNERAREABKZMERNIEF, Sl , 32EEMERF2Rz
BHMNER A SEEMKERZEE. B&it , £Rdepends_onSHARESHKENER , bE
EEREENERCBRETRE, MRABEMNGE , Terraform ATABRIITHI ERKEEIFKEER.

BULEREFER S EREZNEFRERRE.

PP v


https://developer.hashicorp.com/terraform/cli/commands/apply
https://developer.hashicorp.com/terraform/cli/commands/init
https://developer.hashicorp.com/terraform/cli/commands/apply
https://developer.hashicorp.com/terraform/cli/commands/init
https://developer.hashicorp.com/terraform/language/modules/develop/structure
https://developer.hashicorp.com/terraform/internals/graph
https://developer.hashicorp.com/terraform/internals/graph
https://developer.hashicorp.com/terraform/cli/commands/graph
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BIUMKHEERZE |, Terraform R EDBBHBEESNTHEE, CHKEERREREZIRES 4
HEITHE, LR\ 'b5\ '7b WERBA 518l |, ERELA CloudFormation# E &, &R SAERA
FTHERESRERBBINGESE.,

EAREER A BREBRSTRBOFEERRGERE. NRENEEEREEARMELIANEE , MEEY
BURERLER  SUUBEARI BB ZEERP, FLEAREERNTERENEEFELN |, &
ICHY R R AR MR T,

RIESR 12


https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/using-cfn-updating-stacks-changesets-create.html
https://developer.hashicorp.com/terraform/cli/commands/plan
https://developer.hashicorp.com/terraform/cli/commands/plan
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T B IR RE M R Ui

Hh—EEERZEEARE (1aC ) WHREENHSERMRENB S, 1aC RBHBARE K TELE
laC ERPAPELFER , MAFEETBRBERENEILER. 1aC ERSEHKBELREMEERNM
B UETHUAEBZREEBEERE N TAXNEPMESHRE. Bt , NRBAREITEBEAN
Amazon Simple Storage Service (Amazon S3) f#ZET# , my-s3-bucketMEANEE LT ESZXMEE
BEITE  AFEFESRINENEEEAZRERETR  MAREHRILHRAFIE.
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TREMRT MK laC REEEEFHVESH,

B BIARRE B FRARRE BE

Kanf S3 AFETE my-s3- S3 AT B my-s3-buc
bucket ket

BB AR S3 MEITE my-
s3-bucket
my-s3-bucket KREIREEE

my-s3-bucket RFXEEE EEE

hR A= 122 1

my-s3-bucket RIREEE
T

my-s3-bucket BREERE
R A< 12

hR A= 122 1

my-s3-bucket BREEE
T

KRand S3 EFETEE my-s3-
bucket

BRIEMYy-s3-bucket AfEA
B E R A2

E S MIBR my-s3-bucket

E 7 ## AWS CloudFormation H Terraform IRERMRENRE HF X , FREAEEIMETLE BN E —E
HEAXZER . RERERI AWS & , M Terraform Z<E £ CloudFormation 2i2EH. EFEE A
CloudFormation £ A Zp#EIFAREE, E AT LAEE| CloudFormation B A Y EFREHBNEHEL R
# , {8 CloudFormation RIEZ & & & @I #ITAREER Al

EHREERT CloudFormation B =B ACreateUpdate, FDelete, BRIERRIRIF LXK
HERBEMNBRAIRE , FAEESITE, BhFLLFHEEH CloudFormation ERUZERETE
MEER , BERETRESDSEELS " CloudFormation HRLER |, 5ECreateBERX TRE,

HRA Terraform REER B AWS Bl , HERENEFSEEEREM. Eit , Terraform AREES 4
BEEBBELENMREERTP, Terraform BEEABXNALLMPIE EEMEERAE, CloudFormation®
HENEE—HE  REREHRNEMELARREE,



https://developer.hashicorp.com/terraform/language/state
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BRERER T , Terraform AREESXHZFETEIETT Terraform HRM E B W TER AL, MRER
A FEIREETterraform applydn® , BIRTBAE ] Terraform £ 5K 'E AR B R EARE
#Y terraform.tfstate X #F. BERIFIE , EFEERE Terraform RFIREHERT L EZE S W IREIE,
CloudFormation# A BT EZEZEEFHMERR | BETUBITEIE Terraform CLI %5, EXHT
EHEBE2BEEMAARRE, Flm, w2 E AR FEAEE Terraform ZHBUNERFMIGEHBHEHR, M
R, BRI LUBIBIEITH FEAREE rm REARBE R RIBRE IR

=
=

Terraform EEFHEHREEFRERX A SHNSEEHS — BT EARBIBE CloudFormation : #

W HEEIRE Terraform RN EBRFRERLMEBIM4NHS, EHRCHEMEHNTERBRSHIMN
EBERNNE, ERERMHTHER , LR , BUETEEARKE P RS Terraform AREENF
R, ERBFTEREM AR &%

S IGEE S NIGELE (CI/CD) IRIFEETHER , FHREBERBEESITEE gitignore BEEH , M
BRETSRAZES, AREEPRIEAMREXHY, ATEEIE  REERBEEEEEREIER
WAREEX ., ERMR A E Terraform BEEXHBETERIHRHNER, RindhME Terraform #B1E R
CERESKRBCHIERB SIUNNE @5 T ek BIAR R

Terraform #if % Al A AE{AT 1 5 © Amazon S3 77ETEE. APl imE | EEZIEi% Ter raform T
EE, AT REFEMIE Amazon S3 REETE A Terraform ZIimEIfl,

terraform {
backend "s3" {

bucket = "my-s3-bucket"
key = "state-file-folder"
region = "us-east-1"

}
}

A TBRE Terraform BEEXHFERFBRBER , RREXHHIEE. TOEHNEFF , FIE
[EFTFERIFR ?é’l"f?&ﬁ*‘%ﬁﬁ“ﬂlﬂo —ILMﬁéf—iﬂﬁ%ljiﬁﬁ Hh 5 XESFERE |, Bl AWS Secrets
Manager., MEFMEN , FSBFEH AWS Secrets Manager #1 HashiCorp Terraform {R & B E
B&g2,

FRANRERFIREREIRZEF ARG B NN ERERIE, gitignore ERITEE gitignore 1EZ

B, Ak FEEE#EZERRF#TE. A%, CI/ICD ”é‘%iEFEﬁ%{fﬁiﬁ%‘B%ﬁﬁ%EéEE’ﬁﬁﬁﬁo fEiEMHE
Rl , ZEFARAETHESFIERARMHRE AL EEEREREERNTEN, NRZEITBE
EHTURBEHMRE , AREBERTESES, Hit , EFEAHBIRENERLT  REEREESES
EHREETE,



https://developer.hashicorp.com/terraform/cli/import
https://developer.hashicorp.com/terraform/cli/commands/state/rm
https://developer.hashicorp.com/terraform/language/settings/backends/configuration
https://developer.hashicorp.com/terraform/language/settings/backends/s3
https://developer.hashicorp.com/terraform/language/settings/backends/http
https://developer.hashicorp.com/terraform/language/settings/backends/remote
https://docs.aws.amazon.com/prescriptive-guidance/latest/secure-sensitive-data-secrets-manager-terraform/introduction.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/secure-sensitive-data-secrets-manager-terraform/introduction.html
https://developer.hashicorp.com/terraform/language/state/locking
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1 B 3 2 R R

DBHEBHRBELNEFERNERRRERN, AZHaC TIEHEF—BEAHEMERLENER
WAk, EXEAMNERBEE ZHEN #R AV ACEHENGIN) , Y EAREHHEBHERE
&R, AWS CloudFormation AFFEAEIR , BIEEELZTLEBEE AWS Cloud Development
Kit (AWS CDK).

AWS CDK fi#Bif % A BFERARENERRETEES EL CloudFormation& 4, AWS CDK %1 &
RERETHEAEIR CloudFormation, B2 , 8 AWS CDK fEFARIFEE AT A EER R 11 EE Terraform
TS, UTRERAEAERNE S AWS CDK,

const importedBucket: IBucket = Bucket.fromBucketAttributes(
scope,
"imported-bucket",

{
bucketName: "My_S3_Bucket"

}

EANERBERBEBELARAEERBEENFERNE —EELRAABEL EAREEN, FBAnew
Bucket (... #8812 —@EHFNER , XFWABucket.fromBucketAttributes(.. . EA—EEE
W, BULUGEEBMN FEEEREE , AWSCDK UERIEENERE. T8 , Z—EFRZE
R, BUNEESEEBucket EAINZEHTER , HhISMERTANBHENGZ. EAERE
HE—{@IBucket , WER{ETEBucket X EEFHNEBM., HAEBUUENLHEREAER , BRE
AR TCHITHRENZEREGRN,

£ Terraform 1 , BLHN B EREBEABBRERERER, KSZHESRM Terraform EIREHE —EFEHM Y
BRHIR. LT R Terraform S3 @FIFRERZRHE B EE R RIRNEH,

# S3 Bucket resource:

resource "aws_s3_bucket" "My_S3_Bucket" {
bucket = "My_S3_Bucket"

}

# S3 Bucket data source:

data "aws_s3_bucket" "My_S3_Bucket" {
bucket = "My_S3_Bucket"

}



https://docs.aws.amazon.com/cdk/api/v2/docs/aws-cdk-lib.aws_iam.IRole.html#attachwbrinlinewbrpolicypolicy
https://developer.hashicorp.com/terraform/language/data-sources

AWS #EHE] B EABTE - $5EFE AWS CDK & AWS CloudFormation
EMEREBEZENE—EREBIR. NERNRKENEHAR , IEBEEERNRENTASHINE

R ERAAEREMAELSHURELH SIRETFRBNAEENE , MERRRAZTEZANERA ST/
E—BAINEARTERNER.

Terraform ERNFEEZRERN KRR BB LUETRERAE , EthRER[E. HRIMFR

&, Terraform R ASBESEHEEFE/IMEABBEMARER, HRERNRRKEZMRN.
LA EREMRRARERNBENHELR (flm@EtERESR D 2H), BR , EFEKeMAR
MERAE, ERBA LB TERERNELFTE, Hit , BB Terraform ERRRRAERER
RV R AR A,

B2 2 BIAY AWS CDK iBucket 51 , ERRFEARERARS . IREFEXRRBEERNEESR ,

BERFETHEPEREZER  FEAENER, EXEN—BERFNGFRELRIZFERZIRFIRR
76 VPC By Amazon EC2 EfIi. R VPC EREFHE , ERFERMAEERET, THIEXBHHIE
R ANAI {5 B R SR B B AR VPCo

data "aws_vpc" "default" {
default = true

}

resource "aws_instance" "instancel" {
ami = "ami-123456"
instance_type = "t2.micro"

subnet_id data.aws_vpc.default.main_route_table_id

}



https://registry.terraform.io/providers/hashicorp/aws/latest/docs/data-sources/s3_bucket
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BREE 28, EEEMNE L

SYTEEARERANAEVEMAEAREE. SEEEEAREE  2EUYURRTENE, it
FEREMNERCEECHSERE - HNER. MABERALUIAIRRFHNGE , GHER
AEABHAENREE , YERSBERRFREERERGEEA,

Variables

AWS CloudFormation fE S8 RERAIK —EHEBHBERENERE T —EHEBHEBENBETE, BK
M, MR A SRS, SE U LUE Terraform BLE X P EAFEE  YHBEFEHAME
MEIBRERRREEER, UTHEZARERXFBRERY Terraform BEEA,

variable "thing_i_made_up" {
type = string
}

variable "random_number" {
default = 5
}

variable "dogs" {
type = list(object({

name = string
breed = string
)
default = [
{
name = "Sparky",
breed = "poodle"
}

]
}

EERERSHEHMRNRE B ERAZEEvar.dogs[0] .breed, MREBBREHEXREBERX

AN, AIXEASEBERTEYENE, G0l , AREREFELWEN, EREAF , B
BT, REEBEHG terrafor m.tfvars ERFPHREE N EHE, THEHHSRENMERFFEEERE
JE[E B &Y terraform.tivars f& R A S B1E,

# terraform.tfvars

Variables 17


https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/parameters-section-structure.html
https://developer.hashicorp.com/terraform/language/values/variables
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AWS HEREE| B AT : F5EFE AWS CDK 5 AWS CloudFormation

dogs = [
{
name = "Sparky",
breed = "poodle"
},
{
name = "Fluffy",
breed = "chihuahua"
}
]

random_number = 7

thing_i_made_up = "Kabibble"

dogsTELLEEHIH |, terraform.tivars ERFHNESBREHESTINERE. WREEEFEHERES
2, ATLEEEEHEESERARTEEEE , T SIEFIFFR.

module "my_custom_module" {

source = "modulesource/custom"
version = "0.0.1"
random_number = 8

}

ERSERTUEANEM - L3 HaE

« sensitive— FREMNIE A trueph L BBUERETE Terraform FEH H P,
nullable— #BHEHRERtrue A BELZEE. EHRRRERFTENEERFE,
« description— #SEHMNBWRATBEHEBNPEER,

« validation— FREESHHERFH A,

Terraform BERHENFH —REAESEZRTRN—ERSERITHR. LAUERRIWH
REEESBAABBNGRGS , TRIHMBLAK. SETLURERQEREZRE RN ER KA EETR.

Flan | IWIETEERE Terraform :RERE , BEBKBREHNTRER, EHBHEZH K BRERKEFTEEY
terraform.tfvars ERRKREEEMHEE, A TREMM , BT AEITUTERE,

variable "important_config_setting" {
type = string

Variables 18
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validation {

condition = length(var.important_config_setting) > 0
error_message = "Don't forget to create the terraform.tfvars file!"
}
validation {
condition = substr(var.important_config_setting, @, 7) == "prefix-"
error_message = "Remember that the value always needs to start with 'prefix-'"

}
}

(i

ML EHIFFR , BANEE - BEARES @Ik, BERISERABRTNERAR . BREES
X, BALUEREE L BHNTEERL, MREBFEEHERIY , SREIANERR,

REME

MREBERZENEREPEEME , FEMAlocalslRT K MARESKETSEMNEREH. &
BRE , localsHiBEEAMBESZBFERRNME, NREAERBRFTEE , fHINESBES M
ABEFRNREREBER , AEAABETEREFHENERLR, E—localsEBRANUESEAE
HFrE EEE , AT HISEHIFT R,

locals {
moduleName = "My Module"
localConfigId = concat("prefix-", var.important_config_setting)
}
et , BERSRBRER , localsBBFEAEH , #Hltllocal.LocalConfigld,

WHiE

R Terraform & A2 E % CloudFormation 28 , FBEELR B] LAER Terraform & H (B 5 5

tHo CloudFormationmEZARAFEFBHEFNE, B2 , R Terraform EHERRFZFERIE
WAEET |, Jik Terraform B HEGTARKEEAANNELAREREASEMbFEE |, BIFEELEAR
NAHERNISEHER, MRBEIEEREMESERER , WHE—EEREEHBE_ERERMN ID
B , BELEEAZ L Toutput AT FE =B,

output "module_id" {
value = local.module_id

}

REME 19
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https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/outputs-section-structure.html
https://developer.hashicorp.com/terraform/language/values/outputs
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/outputs-section-structure.html
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Then in the first module you could use it like this:
module "first_module" {
source = "path/to/first/module"

}

resource "example_resource" "example_resource_name" {
module_id = module.first_module.module_id

B Terraform B@HHETRER —#EFFERH , BB BRI ERAoutput B P sensitive BHER
MEZE  FEFSEREHEBREED, A, BoutputB I EMpreconditionE#i Ay 5 B2
gfFAvalidationBHRAERE : UERSHEFBENRAUE, EEUREREREDE 28 , BER
WA B ITE PR IEE.

output "important_config_setting" {
value = var.important_config_setting

precondition {

condition length(var.important_config_setting) > 0
error_message = "You forgot to create the terraform.tfvars file again."

}

WhE 20
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TERBEHE , REANMTSH

HEAEEAREEMFEEREXRFESN 1aC TEN —BAYFT , RRECMESEEHITENLE
EEBSEMNE, £ Terraform REH |, FHARE, EFXNPESIBATHERLEE.

B

EAEXRNEEREBN —ABRERAREFE RIFERBEL XX -NHEEEREMN , BEE
REEET RSB Terraform EEIELEUR AWS CloudFormation RIEEKE , #AT IR EEERL
REEBFLESPAARBN AN, EXEENESD , BARELERER T — L Terraform EE
Bt substr , E#EEE , REM baseb4decode, CloudFormation EER1EEE — 8 , Terraform EH—
RINTAREENHNERH. flmn, MR—ERBENERBERA T —EFE XK JSON HR , miE
L JSON HRELEZM BT X HH | BT LUSEZE RBIE json R IR Terraform BIEIIRES R
To E NS  fileEHHEUFEREABEERERNAS , A& jsondecode B HER AW
]|A,

resource "example_resource" "example_resource_name" {
json_object = jsondecode(file("/path/to/file.json"))
}

RIEN

Terraform 1 RFFFEEET, , ©IEE CloudFormation conditionHEHE L , TREZEEREM
FERAEBHRN=TEEfEZ. ETI&EHF+P K MEEEXSEETLHERENER. F_AEFF2
Terraform AN KIER . BHREME Terraform EFEHERE  WEFEAESEHEBENIdBERELFE
B,

resource "example_resource" "example_resource_name" {
boolean_value var.value ? true : false

var.value >0 2?2 1 : 0

var.value == "change_me" ? "New value" : var.value

var.value != "change_me" ? var.value : "New value"

numeric_value
string_value
string_value_2
}
There are two ways to express for loops in a Terraform configuration:
resource "example_resource" "example_resource_name" {
list_value = [for object in var.ids : object.id]
list_value_2 = var.ids[*].id

HE 21


https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/intrinsic-function-reference.html
https://developer.hashicorp.com/terraform/language/functions/concat
https://developer.hashicorp.com/terraform/language/functions/substr
https://developer.hashicorp.com/terraform/language/functions/length
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https://developer.hashicorp.com/terraform/language/expressions/conditionals
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}

TT5I %K

EXNERBE P Llist_value 2, list_valueand BAESIH, Lo EAREh LS
2, Terraform BE— Y& xS E , l:,{FﬁH’\JﬁEEJH%%ﬁ—ﬁ ,BEE—LENIHEE -

- RIKEFERTSHEFEHLEEBM. CloudFormation DependsOn
- EHETESEANE-REASEREERE
- AEHPESIBARARITERRE , BURPHBRMNM RS, CloudFormation

H tB2HAFSREMREXNDEEERMBERF. F0, count meta B RERFEIEZEHE
LLERNER#S, THEHREBIMAERER PRSI RNV ER TEIME Amazon BB SRR
(Amazon EKS) #5., count

resource "aws_eks_cluster" "example_0" {
name = "example_0"

role_arn = aws_iam_role.cluster_role.arn
vpc_config {
endpoint_private_access = true
endpoint_public_access = true
var.subnet_ids[0]

subnet_ids

resource "aws_eks_cluster" "example_1" {
name = "example_1"
role_arn = aws_iam_role.cluster_role.arn
vpc_config {
endpoint_private_access
endpoint_public_access

true

true
var.subnet_ids[1]

subnet_ids

THIEEHIRE AR 6E A count 5] B3R E L M1 Amazon EKS E£.,

resource "aws_eks_cluster clusters" {
count =2

name = "cluster_${count.index}"

= B 22
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https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-attribute-dependson.html
https://developer.hashicorp.com/terraform/language/meta-arguments/resource-provider
https://developer.hashicorp.com/terraform/language/meta-arguments/lifecycle
https://docs.aws.amazon.com/cdk/api/v2/python/aws_cdk/RemovalPolicy.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-attribute-deletionpolicy.html
https://developer.hashicorp.com/terraform/language/meta-arguments/count
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role_arn = aws_iam_role.cluster_role.arn
vpc_config {
endpoint_private_access = true
endpoint_public_access
subnet_ids
}
}

true
var.subnet_ids[count.index]

ERBREER , £UUGBERRPMNIIFRESIcount..index, B2 , MREELBEZEE
BHNBELER , XEEH ? ERE for_each TS EERWMS, for_eachtBERIFEFEMELL
Wcount , RTHRE—EIRS—BHR , MAR—EBAHFEE, Terraform FAFEIWHHNSENK
EEVHER, CEURMRL;RERBcount = length(list) , RTRALGSREAIRNAR , MTR
BIRES,

EERARERFIRIEFHER, THHEHERIRMELERI-0Mid-1AHE ID WEIK,

variable "ids" {
default = [
{ id = "id-0" 1},
{ id = "id-1" },

resource "example_resource" "example_resource_name" {
# If your list fails, you might have to call "toset" on it to convert it to a set
for_each toset(var.ids)
id each.value

THHNAFHEERERMEER , —EAR Sparky , BEER , Z—EHARER , S,

variable "dogs" {

default = {
poodle = "Sparky"
chihuahua = "Fluffyn
}

resource "example_resource
for_each = var.dogs
breed each.key
name each.value

example_resource_name" {

= B 23
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}

BMEIRATLUBBAEEA countindex SAREITERRSIFTR , YR LUEIR R S EH RIS for_each
BRPNVSERENE. AR for_each BEIIRMNER , HtBERKNETESHRER , UER

Bro TRERTIEALUMEN for_each TS BN FAELN , AR MAERERESI HE.

51 for_each E#!
A [“poodle”,
“chihuahua”]
B [
{
type =
"poodle",
name = "Sparky"
},
{

type = "chihuahu

name = "Fluffy"

poodle =
IISparkyII’

B—IRAR

each.key =
"poodle"

each.value =
null

each.key = {

type = “poodle”,

name = “Sparky”

each.value =
null

each.key
“poodle”

BIRIAK

each.key =
"chihuahua"

each.value =

null

each.key = {
type = “chihuahu
all,

name = “Fluffy”

each.value =
null

each.key =
“chihuahua”

L5

24
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#3451 for_each |H B—IRER BIRER
each.value = each.value =

chihuahua = “Sparky” “Fluffy”
“Fluffy”

}

D

{ each.key = “dogs” each.key = “cats”

dogs = { each.value = { each.value = {
poodle = poodle = persian =
“Sparky”, “Sparky”, “Felix”,

chihuahua = chihuahua = burmese =
“Fluffy” “Fluffy” “Morris”

iy } }

cats = {

persian =

“Felix”,

burmese =

“Morris”

}

}

= B 25
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#3451 for_each |H 5 —IRER BIRER

E { each.key = “dogs” each.key = “cats”
dogs = [ each.value = [ each.value = [
{ { {
type = type = type = “persian”

“poodle”, “poodle”, ,

name = “Sparky” name = “Sparky” name = “Felix”
3 } 3
{ { {
type = “chihuahu type = “chihuahu type = “burmese”
a”, a”, 0
name = “Fluffy” name = “Fluffy” name = “Morris”
} } }
1, ] ]
cats = [
{

type = “persian”

name = “Felix”

1

type = “burmese”

name = “Morris”

= B 26
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#3451 for_each |H 5 —IRER BIRER

Rk , MBRERITE , BELETLUFERALU TR Bvar. animals ABESHYWAIE —EER.

resource "example_resource example_resource_name" {

for_each = var.animals

type = each.key
breeds = each.value[*].type
names = each.value[*].name

HE , BUNERUTREAZED YR ZREER.

resource "example_resource" "example_resource_name" {
for_each = var.animals.dogs

type = "dogs"
breeds = each.value.type
names = each.value.name

resource "example_resource example_resource_name" {

for_each = var.animals.cats
type = "cats"

breeds = each.value. type
names = each.value.name

= B 27
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FREEE
R BERHMREZER M T R ? CloudFormation

—BRmME K NMBREENIEEREEEN AWS , Bl& AWS CloudFormation 124t Terraform £ L ¥ #Y
RAEXEEBHK, R, IRENIHEREETVE=ZFEF A RECMIsHRESHAERBEHEZH
Bl Terraform 2EAgeEEZEENITE,

REZTERRFER AWS CDK MA £ CloudFormation ?

& 18 {F FI B AWS Cloud Development Kit (AWS CDK) , & 7£ £ CloudFormation. AWS CDK | _ﬁ%
j@@ﬁﬁﬁﬁﬁ*ﬁﬁ -t-FII:I = QEEE CloudFormation ﬁZIK yu%{’-{gj AWS CDK EZJ%EIJ'EEH*EETHXH =1
BB , B AWS CDK AR A E 4 CloudFormation EZAFT & #Y B,

BERBBER Terraform Eli& AWS CDK T & ?

B AWS CDK |, ﬂtﬂéﬂ'g CDK (CDKTF) F RN EBRENERMEER , MAERMN jsi 5|ZRX
EZEENEITES., BuLMEATREL Terraform 4HEE | H3EEE AWS CDK 4 CloudFormation
EAHE

WAE—25 T BRI ?

MEBER B S RER |, 528 Ter raform X, TEIER T A T ERHEFNRRERD
R

Bt ERMREXERAFEMTATZ ? CloudFormation 28
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HHEIEIR
AWS X ¥

« AWS CDK X
« AWS CloudFormation 34
o M HBERE AWS (AWS BEXE )

Ht &R

o AR EY CDK
o M4
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&R

resource "aws_s3_bucket" "myS3Bucket" {
bucket = "my-s3-bucket"

bucketName = aws_s3_bucket.myS3Bucket.bucket
~ W N
ERIRIR

data "aws_s3_bucket" "myS3Bucket" {
bucket = "my-s3-bucket"

bucketName = data.aws_s3_bucket.myS3Bucket.bucket

Rie

module "eks" {
source = "terraform-aws-modules/eks/aws"
version = "20.2.1"

vpc_id = module.eks.vpc_id

B

variable "my_variable" = {
default = "dog"

animalType = var.my_variable

'R
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|5 15}

locals {
type = "dog
}

animalType =

local.type

& 35,
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