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aX&T Amazon EKS FERENEV S 7] At F g

Haofei Feng # Rus Kalakutskiy , Amazon Web Services (AWS)

2025 F 1 A (XHFELECHK)

BAREARIFRITHNETAM (HA) MEMEHRERIEFENEREEZ (RPO) MERREEE
(RTO) ZHEE, MEBHEGSZHSERAEXBBMRALE Kubernetes IRIE | Wi KA TBEMARS
RWERISEM® M. Amazon Elastic Kubernetes Service (Amazon EKS) A B & KR EH RE &
BABEARN,

AIEMRARS —HLARNEZNREER , AARFTHEE Amazon EKS HREEREN. BiEE
ENRBNERISE  ELRNRARBAMBAZASRHESENIES, ¥ Kubernetes HEEAREXH
SNEE, TREMMUERMEEELESE  UBEBRANERE,
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_I%_E.I-Fﬁ '&*ﬂgﬁ' an-l_%E

Kubernetes B EIEFERSEE MEH ., Amazon EKS 24| F @& o] A MsEM 2 H Amazon Web
Services () EEAWS, ZWEBSERERTEH , EUREANEXEMRKEARINRENTHA
%,

£ Amazon EKS LEGTE AN EENERERE K BZ2E T tH -

- WRFEAREN : H Pod MA =R

- THERERFMH : A4S, Pod. Amazon Virtual Private Cloud (Amazon VPC) & 25485 52
HE (CNI), ARIE#E+&HMEBA kube-proxy FREETH

- THEEHEEE  BF85. FFUEHEs. MRBERSIZ  URELETHNBFAMERRT
« Kubernetes &I
- B  BiE. MM EE

Bl = A Z BSEHR B Kubernetes BERHTH LM , AEFBETHIEE !

- BIEEHSHIBTHATRERESE
- f£H PDB ﬁ%l@gﬁlﬂfﬁﬁ

- BRERENMEEMRERE

- BREASEWBERHN

« BRE Pod B KB

A& TAEE S B ERR A T A 21

EUABEMBHEHERGcBIETERETHRETATAY , YREKTPRERAEANBIER
R, THZHNER TSRS BN A R 5%,

£/ Pod #hix 7 SR & R 4F

Kubernetes Pod #aE 2 8fR &l , $8R Kubernetes HEfZ8345 1 ReplicaSet 3 StatefulSet EEHY Pod
PRETENHERS (THEE., HRMERER ), BEEMEMA Pod HES BRI , B AT
THEE -

- BIBERAERENR , # Pod 2 BHEFRTRNKERSE. Sl , BOLLD % Pod ABREM | 1
AJLASE S Pod LAE IR B MAE,

SHIEER 2


https://docs.aws.amazon.com/eks/latest/userguide/managing-vpc-cni.html
https://docs.aws.amazon.com/eks/latest/userguide/managing-vpc-cni.html
https://cluster-api-aws.sigs.k8s.io/topics/failure-domains/
https://kubernetes.io/docs/concepts/scheduling-eviction/topology-spread-constraints/

AWS AR5 1£ Amazon EKS FEAE 5T HA FsEM:
- BETRWGEG , B R RS B M.
- MRBERERY , FBEEREVEE

« £/ whenUnsatisfiable: DoNotSchedule&fg maxSkewfl BI#HEminDomains & 7 HE
TEREMBEMESK,

- £/ whenUnsatisfiable: ScheduleAnyway &2 maxSkew.

MREHEEEELER , AXEFHFN Pod B EERETE, Kubernetes EFTHETE Pod |, EEF
ROREE T 2 BB HIME 4

Pod € 7 BUBR 4+

THRENBERER Pod FEEs ™ F [EE SR 2 BIRHIAy#EHl -

spec:
selector:
matchLabels:
app: <your-app-label>
replicas: 3
template:
metadata:
labels: <your-app-label>
spec:
serviceAccountName: <ServiceAccountName>

topologySpreadConstraints:
- labelSelector:
matchLabels:
app: <your-app-label>
maxSkew: 1
topologyKey: topology.kubernetes.io/zone # <---spread those pods evenly over
all availability zones
whenUnsatisfiable: ScheduleAnyway
- labelSelector:
matchLabels:
app: <your-app-label>
maxSkew: 1
topologyKey: kubernetes.io/hostname # <---spread those pods evenly over all
nodes
whenUnsatisfiable: ScheduleAnyway

£/ Pod Fh7 BRBR IR M 3
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MR RBEARED BRBIRAE
Kubernetes B R IB{# — 1AM A E S #IRE , AREEHMN A EES# Pod :

defaultConstraints:
- maxSkew: 3
topologyKey: "kubernetes.io/hostname"
whenUnsatisfiable: ScheduleAnyway
- maxSkew: 5
topologyKey: "topology.kubernetes.io/zone"
whenUnsatisfiable: ScheduleAnyway

(@ Note
FETRAREANAERINEAEXNTUABEBREEERIE,

HRFIFREFEREBSH maxSkew , EFEAREELE Pod WEIE, BEBE AL ,
KubeSchedulerConfiguration fE1E Amazon EKS FEE, MREEERFIGITHM —HRE
DERE , FEREASBIAEGSE , WA TEDHMTR. MREHTERIRESR , LT UIRHTRER
Eo#RFIGRE, T8 6 SEEFTHERSEMEMY Y88 EE N HA, ERELFRER ,
BATEZREHEREIBRFIEA SN ERESS,

D BER#IHY Gatekeeper BUR

SEEIBTHRE D BRGNS —EiRIERFE A Gatekeeper BERMBIE ., Gatekeeper BHEREEARER
BREZ.

THREX R B R EMGatekeeper OPABREITEIE ., BT MMBRIREAFERENBUR, Bl , &
RHEREAZNERER WEFHA=true , UEATRNBRZFRBRTRLBBER.

% —{EZH| B REE ConstraintTemplate#EEl i
Hk8stopologyspreadrequired_template.yml :

apiVersion: templates.gatekeeper.sh/vl
kind: ConstraintTemplate
metadata:

name: k8stopologyspreadrequired
spec:

crd:

£/ Pod Fh7 BRBR IR M 4


https://kubernetes.io/docs/concepts/scheduling-eviction/topology-spread-constraints/#internal-default-constraints
https://github.com/aws/containers-roadmap/issues/1468
https://open-policy-agent.github.io/gatekeeper/website/docs/
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spec:
names:
kind: K8sTopologySpreadRequired
validation:
openAPIV3Schema:
type: object
properties:
message:
type: string
targets:
- target: admission.k8s.gatekeeper.sh
rego: |
package k8stopologyspreadrequired

get_message(parameters, _default) =3D msg {
not parameters.message
msg :=_default

}

get_message(parameters, _default) =3D msg {
msg := parameters.message

}

violation[{"msg": msg}] {
input.review.kind.kind ="Deployment"
not input.review.object.spec.template.spec.topologySpreadConstraint
def_msg :"Pod Topology Spread Constraints are required for Deployments"
msg :get_message(input.parameters, def_msg)

THRABER constraints YAML EFFE
k8stopologyspreadrequired_constraint.yml :

apiVersion: constraints.gatekeeper.sh/vlbetal
kind: K8sTopologySpreadRequired
metadata:

name: require-topologyspread-for-deployments
spec:

match:

kinds:
- apiGroups: ["apps"]

£/ Pod Fh7 BRBR IR M 5
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kinds: ["Deployment"]
namespaces: ## Without theses two lines will apply to the whole cluster
- "example"

RIBS 62 1A Fh i 0 B PR A6l R #F
ZRETIIRPIPERARERD SRR

- EAKFEROAVEBARER (FlI, EiIRE Web IR )
- EREB-TERIHEE-WBELANERER (HI0, NoSQL B EZRIRE )
- BAAwERNEARER (Hlw, 28 )

AARKFRERONZE A , Sl , SFETHIEE -

« Cluster Autoscaler H Karpenter ( £/ replicaCount > 1%l leader-elect = true)
« AWS Load Balanceri® #i g8
» CoreDNS

Pod R # 14 82 /e 3 M

ERELEERLT , BREMLAITHREEEFTEB —E Pod REEW, il , EERSEMESH L
HREZEAMRBEER Pod , BRI AFEARBANERBEBE FEHIngressm Network-heavy. £
Branti-affinity , Bt BAEATHINES :

- WEERRE{CEIR ERRR
- WREER Pod LHVHELNE
- BIRBANMREREER  URABREEE Pod EAMKRELAITER

AR ZEDR Pod A H, BUEETRIMNESR , Hlil GPU, REBIAMEHEE. WEHMER
EHIFMERERE | 5528 Kubernetes X1,

B Y% Pod

EIFTERTE Kubernetes RE R E#H F# Pod WWES L, £—1E FHAERAR Kubernetes 1Y
Descheduler, Descheduler i34 Hl# 1T REE RBERIERHE D BIEFI RN RBFAMER A Pod , 18
HEFE Pod o #h. 3B —{EJ5EMEA Karpenter & F bin-packing Thak. S4B B TEEH S MR
D, FERENHESEY | SEFIENRELERAE,

Pod 71 B f 3 7 6


https://github.com/kubernetes/autoscaler/tree/master/cluster-autoscaler
https://karpenter.sh/
https://kubernetes-sigs.github.io/aws-load-balancer-controller/latest/
https://coredns.io/
https://kubernetes.io/docs/concepts/scheduling-eviction/assign-pod-node/#inter-pod-affinity-and-anti-affinity
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WMRIEFEA Karpenter , BZ A Descheduler, R &[G R#FER Karpenter # Cluster Autoscaler ,
B A LA Descheduler E2 Cluster Autoscaler FIA BT Zh B4

ER AR

BER Pod B , EERBHRERG AR, Hl0 , HRSBHAETESEN Pod 2R FHE, T8, H
A Kubernetes EE HFREPEERFE A Pod HHE D BIRF , Hitt Pod EHERE+HSRFTEE,

FEREHEBATHETEMN Pod 24 , IBOLAMEA Descheduler for Kubernetes, Descheduler & —
EERWIE WARZERRZ , flNEHBTHRE Pod FEHREERE (TTL) , ARESEBER
HEEA, EEMEMSTAM (HA) WERT , EZE T % Descheduler FKHE :

» RemovePodsViolatingTopologySpreadConstraint

* RemovePodsViolatingInterPodAntiAffinity

» RemoveDuplicates

Karpenter #4& # bin-packing Zh&E

HREA Karpenter W TEE R , BRI LAEAES M bin-packing THEERRIELEREAE | WK
Kubernetes #&E R AR A, Karpenter 158514 Pod EMMETHMEAR YRR ERSITEER
EHERD, EENENHEDTY, UBFIRISNERER, £E Pod BAMHBEREGHRLE , A
RESHHCHEBE Pod INEBRBEENE, THEXBGRMUEEN -

apiVersion: karpenter.sh/vlbetal
kind: NodePool
metadata:
name: default
spec:
disruption:
consolidationPolicy: WhenUnderutilized
expireAfter: 720h

¥H consolidationPolicy , A LA WhenUnderutilizedst WhenEmpty :
- B consolidationPolicy ;&4 BWhenUnderutilized , Karpenter 45 FiEHi#IRAE
ff. B Karpenter 2B HBAZTRAFEHEF , Karpenter 2 E 58 KRS EUY 87 26 LABR R AL Ao

« E consolidationPolicy &% BWhenEmpty , Karpenter @2 BERETEEI/EEE Pod 1Y
Hi B,

Pod 35504 B8 [ 35 F 14 7


https://github.com/kubernetes-sigs/descheduler
https://github.com/kubernetes-sigs/descheduler?tab=readme-ov-file#removepodsviolatingtopologyspreadconstraint
https://github.com/kubernetes-sigs/descheduler?tab=readme-ov-file#removepodsviolatinginterpodantiaffinity
https://github.com/kubernetes-sigs/descheduler?tab=readme-ov-file#removeduplicates

AWS AR5 1£ Amazon EKS FEAE 5T HA FsEM:
Karpenter B RRWIHERBEEERTEDAREETN CPU SEEBEAXE . &

2 , Karpenter 81R1% Pod ERFERMBENREAREL , FAEERMWEEL, WEFHEENR ,
B Karpenter X4,

3
¢

£ PDB = EI%E TF &

Pod HEffESE (PDB) R#ERETEAEXS THMENERRE. PDB EEEBEXN , ERBFESR
B Pod W EATAM. ERTHEE Pod BENEAHE TRAFEEMEERBHIT, MRHATHH
EARYHEERBEBZEK) |, Kubernetes S LY R FEANE — S Pl , EFETBHEANALE, PDBs
BRPRBERIFEEHIZELEHTE W AIRETHELHT., BHEDER , Kubernetes EEHH

SHENHHEEBE Pod , ER#IF PDB HIEENELEE,

B LA ER PDB E&5 A/ minAvailablefl maxUnavailable® B, it , MREBHELEZTVE=
BrEARXEIATHER , FELEU TS EHIH PDB :

apiVersion: policy/vlbetal
kind: PodDisruptionBudget
metadata:

name: my-svc-pdb
spec:

minAvailable: 3

selector:

matchLabels:
app: my-svc

RENEAREXIEHERTE PDBs , AR EISEAESHHBNFEEEREK. &0 UEHRBEM
MR ARFEFTEEHH LHNERE Pod , W EEHRA R B PDB IEE,

RERENERTFERBERERSE

BT AR FEREFERERE S , Kubernetes ERRHEBEHTERARIEERERENST K. &
A BT T 5 Kubernetes R FREREE WP HREFRERE , BB Pod RAEFH ST , HMAE
kubelet 4 IP #b4kH9 HTTP/TCP R,

ERRENEEREETRDEBY (HELPEETEANREE ), WREAENRETREE , BE
REEH Pod ZiLARTE  BEFEERRAAL, METRIRERETIERE  TRIFETEESKRIE
Pod,

Pod FEIFEE 8


https://karpenter.sh/docs/concepts/disruption/#consolidation
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RRENRE

EAMBRERREBNRCBHBRNEARER, ERBRER 2 , HREFSEFER.

B LAEE S Kubernetes EEFEAREREBNERE LR, MRERENERB LER2ZE |, Pod AKX
BEBHRE  EARSSKILE , IEIHH Pod,

EREAERNRBREELENR  FEARDRE, NREZNECHNERARIEE 10 WF M ,
fEinitialDelaySecondsH AR RBIRERBIHIRE.,

mERE
EAFERERFAERAENEE  IBFREERABENERTAT. FRRETUEREF#
BHTERAEXSBRELENEE RN, ERERERER , BT TIIEE

- £/ initialDelaySeconds B —EIRE,
- BARNFHENBEEREREHBNRE,
- BV ERREREAIURR Pod ABHERE (HlnERE ),

- BEHRTE NEFBHFEEterminationGracePeriodSeconds, MEFMET , 52 Kubernetes
X,

ElmERE

ERZERERERTHIEE :

- EREARECERIFEIRE

- WouAK , HEPEAEXNTRETREEER  EEPERERFTRREBREEERF

EipEREFAEAEBARAERNMEREEITRIABERER , WEERAEXTUSRERM
B, T  RETENERERETERSERDE , MARMLEFE . UAATRZSERNERER
£, PIMEERENELR , MUREHAE Pod KEEKRE, WEKETRSERTE A mMAREEE
B & um RIS I 65 At FE Pod MY E fth BRI 5 4 SR B FE,

BAEFRNMEHTEHREFRERE

Application Load Balancer 1 Kubernetes ingressi2##hiE/EiREMEIIAE, #¥ Application Load
Balancer BEMRERE |, 5E B REZEMRKE,

RRERE 9


https://kubernetes.io/docs/tasks/configure-pod-container/configure-liveness-readiness-startup-probes/
https://kubernetes.io/docs/tasks/configure-pod-container/configure-liveness-readiness-startup-probes/
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AEE . B Kubernetes ingress , @ BBUHMIEE, Application Load Balancer FYFEE%{E 4 300
¥, FERFRALZANREREENHERBERSZRERAERIEHTLHR[EEREBRE,

NGINX iR EERERE, MFFMER , F2H NGINX it

Istio B A F# H BB R BEE NGINX 1Y HTTP BEREREHENEERBRERE, 7B , B LfE
A Istio Bii& 23S DestinationRul e fRim{E {E B R E R LAY T BE,

WMFEFMER , F2HEKS HEEH - EHFE (AN Pod EamiBH ) .

AE R 2R an B H Hh i

EEXSEEENN , cHEREXEERRDMEKEESIGTERNFNR , LB H TR EEE
AEMEE, EHRABENTERES  WTAR

- AR

. BIRIRRAATE

. BRIEREER

. EREAEHS0HE

. REHRER , LB R Pod #ILFES

RERARNERY , UMETRER. EE 7 HRNAEESIGTERMALS , FSHEEARERARAWE
_tnln-l_m:l :Iﬁ:o

AHREMBHHNAENRTHEEEEMBERTNES, BTHENEWERREE , B3R TUHT
EEEEXNHEENERNS. AELEmBEHENA Kubernetes MIERMIERSHEIRM 7RG ZE,
EBEAEUUILEXRERAERZEERK L Pod WiER , XiptablesEHATETREFE
IlJ Pod,

At EHA MR E M EndpointSlice 7 [E APIsH —E80 . FRIEAHFAEL APls, FiB , E Pod #&
IEEF , Kubernetes AP €[ BB Al kubelet ( Tﬁﬁﬁﬁl‘\é‘gﬁiupﬁﬁﬂ ) MEndpointSlice#®#Ig5, N
FORERNFHEN , F2H8 (EKS REBKIERE) F1 Gracefully B A Fifas Ko

& kubeletSIGTERMEEZE Pod B , EndpointSlicef2#I88 € #& ILEndpointSlice¥ ., k1
&% Kubernetes API fAlfR2S , BX1 SEE Bkube-proxy# EH iptables, HRIELEERM
B4 BefMzEREERERFY, EEEEHkube-proxy LH EFiAMiptablesHAIZ AT,
BRWBISIGKILLARNERBRS. HEBERT , TENERSTETIIER :

AEREwEHN 10


https://nginx.org/en/docs/http/load_balancing.html#nginx_load_balancing_health_checks
https://istio.io/latest/docs/tasks/traffic-management/circuit-breaking/
https://aws.github.io/aws-eks-best-practices/networking/loadbalancing/loadbalancing/#availability-and-pod-lifecycle
https://kubernetes.io/docs/concepts/containers/container-lifecycle-hooks/
https://aws.github.io/aws-eks-best-practices/networking/loadbalancing/loadbalancing/#gracefully-handle-the-client-requests
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- MRENERABRAEERIIAF IR EIWIE P EREEDNFRNERSIGTERM, |, AlgH
B 5008 R

« MREHEARXERFAEEETNFRMERERE KELEESIGTERM , AIERRHAA , W
RAFiRmAERNEEXERARIESR , BAiptablesRAITRE I RERH, EEREFEBAETRLHN
AIRERBEARm B |, ELIMBREEEMNER, ERRMERE , SIGTERMEE RE I HHER
SERFERE.

BEFORTAMNRS  BUUBEERARARNES T PreStop £ aniBH N, NFLFEERNFRE
A, F2H (EKS REEHKIER) PHESRARAER,

AE  EREAEREELERER , SifpreStopAHNER  EAEXASRERASEERPER
BFiFEIR #8 LESIGKILL,

EApreStopARIBEL sleeptn & RLEEMEIA SIGTERM, EFMRERM AP HEFERKEZE Pod
B, SRS IER, A sleep@ THIREIE , LA Kubernetes M H b FE A2 A M AV E47]
HEBMAZER , T HISEHIFRR

apiVersion: apps/vl
kind: Deployment
metadata:
name: nginx
spec:
containers:
- name: nginx
lifecycle:
# This "sleep" preStop hook delays the Pod shutdown until
# after the Ingress Controller removes the matching Endpoint or EndpointSlice
preStop:
exec:
command:
- /bin/sleep
- "20"
# This period should be turned to Ingress/Service Mesh update latency

WEFHMER , F2RAHRHOMN EKS REEK - 88V (ZLSBBAEAERX).

A E Pod % Hi B ]

ERFFERTAESHERG HERETEMERE | Pod BHEBEIEESR, £0H EiHEREE
B, FHERAEMEREGE PMESEEM Amazon EKS B #& %k XB Amazon EKS #4|F @

Pod %tﬂﬂ%%ﬁ 11


https://aws.github.io/aws-eks-best-practices/networking/loadbalancing/loadbalancing/#gracefully-shutdown-applications
https://kubernetes.io/docs/concepts/containers/container-lifecycle-hooks/#container-hooks
https://aws.github.io/aws-eks-best-practices/networking/loadbalancing/loadbalancing/#gracefully-shutdown-applications
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HER, £ 1 P8R, TESHEM Amazon EKS EiZ#&E R NotReady #REE , M HERIRE
ih BB R Pod Uk B3l EndpointSlices, T8 , EZ X EHH FHITWFTE Pod MEHEIFEER S 2
ErunningWikEE, A& , Pod E1F5cA TERMINATING , HEEFHI Pod,

Kubernetes Controller Manager WY pod-eviction-timeout S8 FE5%A 5 288 , W HATLUEB
Kubernetes 24| FEE#H . FiB , BN Amazon EKS % & Kubernetes IR¥ , pod-eviction-
timeout & b EEIE K,

HRABRAE , BUUEAGESHAB T, SHHEERADS kubelet {FILIRANARAER: | &
2% % node.kubernetes.io/unreachable FI55 %, RIFFEEL , Pod ERTBLTSEH S5 5
B BRI EAEE SR AR RBEER S BB MERE, EEEXBI A HEER
B, i3 E node. kubernetes.io/unreachable# node.kubernetes.io/not-
ready{EtolerationSecondsWEXIBEZESEBE. THREXHREEEH -

apiVersion: apps/vl
kind: Deployment
metadata:
name: busybox
namespace: default
spec:
replicas: 2
selector:
matchLabels:
app: busybox
template:
metadata:

labels:
app: busybox

spec:

tolerations:

- key: "node.kubernetes.io/unreachable"
operator: "Exists"
effect: "NoExecute"
tolerationSeconds: 2

- key: "node.kubernetes.io/not-ready"
operator: "Exists"
effect: "NoExecute"
tolerationSeconds: 2

containers:

- image: busybox
command:

- sleep

Pod & Hi i 12


https://kubernetes.io/docs/concepts/scheduling-eviction/taint-and-toleration/#taint-based-evictions
http://node.kubernetes.io/unreachable

AWS 5 &5l

1£ Amazon EKS FERTER PERET HA FIsEM

- "3600"
imagePullPolicy: IfNotPresent
name: busybox

restartPolicy: Always

Pod % i BFE
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e

ERRGTEASTHMNELNREK  FEB T I

- MiRKEAERX (H Pod M&2R)

- THERERFE (#AZEEIEE. Pod. Amazon VPC CNI, BRIS##E K BH kube-proxy &R #i T
#)

- THEEHEEE (2558, FFUEFEE. PRECKSZ , UREETHNEFEAMERRE )

« Kubernetes ##|FmE

- EREEE (EE. MEAMEEERE)

BEMAELETHER  FEATIIEERE

- BT HERRSTHENBEESD B TFEER DRI THEH,

- RTREEBIEAH  FEM Pod PETFRE (PDBs) £ BB FERAENBE M.

- BT HBIHR Pod ERBATHRMARE  FREMBRE, FREE. BRREVNEHFEHREF
RERE,

- FEANRHERRFREEIR | FRERFE BB,

- EEEHRBEREBHBREBHES  FBRE Pod BHKE.

EiREFIE
MAEM ST

LEBK , LA LUKIERAE Amazon EKS LT ZRARKN T EEMEY | BAREAN
At

& Eéﬂ
d f“lll



https://docs.aws.amazon.com/eks/latest/userguide/managing-vpc-cni.html

AWS AR5 1£ Amazon EKS FEAE 5T HA FsEM:
EIR

+ Kubernetes Pod 2 BUR HIR 4

» Karpenter FAQs

+ Kubernetes FY3ETE 85

- EKSREEXK - S8R FE (AN Pod 4B )

- EKS REEX - A8FE (FTHAEAER )

» Containers EEEIf#7ZE : [EKS] [request] : BE$WERE pod-eviction-timeout F#&RJ5 %



https://kubernetes.io/docs/concepts/scheduling-eviction/topology-spread-constraints/
https://karpenter.sh/docs/faq/
https://github.com/kubernetes-sigs/descheduler
https://aws.github.io/aws-eks-best-practices/networking/loadbalancing/loadbalancing/#availability-and-pod-lifecycle
https://aws.github.io/aws-eks-best-practices/networking/loadbalancing/loadbalancing/#gracefully-shutdown-applications
https://github.com/aws/containers-roadmap/issues/159
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https://docs.aws.amazon.com/prescriptive-guidance/latest/ha-resiliency-amazon-eks-apps/ha-resiliency-amazon-eks-apps.rss
https://docs.aws.amazon.com/prescriptive-guidance/latest/ha-resiliency-amazon-eks-apps/spread-workloads.html#spread-constraints
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https://docs.aws.amazon.com/prescriptive-guidance/latest/application-portfolio-assessment-guide/introduction.html
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https://aws.amazon.com/what-is/artificial-intelligence/
https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-operations-integration/aiops.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/introduction_attribute-based-access-control.html
https://aws.amazon.com/cloud-adoption-framework/
https://d1.awsstatic.com/whitepapers/aws_cloud_adoption_framework.pdf
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https://docs.aws.amazon.com/detective/latest/userguide/behavior-graph-data-about.html
https://docs.aws.amazon.com/detective/latest/userguide/behavior-graph-data-about.html
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https://docs.github.com/en/pull-requests/collaborating-with-pull-requests/proposing-changes-to-your-work-with-pull-requests/about-branches
https://docs.aws.amazon.com/wellarchitected/latest/devops-guidance/ag.sad.5-implement-break-glass-procedures.html
https://docs.aws.amazon.com/whitepapers/latest/running-containerized-microservices/welcome.html
https://docs.aws.amazon.com/whitepapers/latest/running-containerized-microservices/organized-around-business-capabilities.html
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https://docs.aws.amazon.com/fis/latest/userguide/what-is.html
https://docs.aws.amazon.com/fis/latest/userguide/what-is.html
https://aws.amazon.com/blogs/enterprise-strategy/tag/ccoe/
https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-cloud-operating-model/introduction.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-cloud-operating-model/introduction.html
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https://aws.amazon.com/blogs/enterprise-strategy/the-journey-toward-cloud-first-the-stages-of-adoption/
https://aws.amazon.com/blogs/enterprise-strategy/the-journey-toward-cloud-first-the-stages-of-adoption/
https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-readiness/
https://docs.aws.amazon.com/config/latest/developerguide/conformance-packs.html
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https://docs.aws.amazon.com/whitepapers/latest/practicing-continuous-integration-continuous-delivery/benefits-of-continuous-delivery.html
https://aws.amazon.com/devops/continuous-delivery/
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/data-classification.html
https://docs.aws.amazon.com/whitepapers/latest/building-a-data-perimeter-on-aws/building-a-data-perimeter-on-aws.html
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https://docs.aws.amazon.com/organizations/latest/userguide/orgs_integrate_services_list.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/aws-security-controls/detective-controls.html
https://docs.aws.amazon.com/whitepapers/latest/disaster-recovery-workloads-on-aws/disaster-recovery-workloads-on-aws.html
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https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-aspnet-web-services/considerations.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-aspnet-web-services/considerations.html
https://docs.aws.amazon.com/controltower/latest/userguide/drift.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/using-cfn-stack-drift.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/using-cfn-stack-drift.html
https://aws.amazon.com/what-is/electronic-data-interchange/
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https://docs.aws.amazon.com/vpc/latest/privatelink/create-endpoint-service.html
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#enveloping
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https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-program-implementation/
https://docs.aws.amazon.com/whitepapers/latest/aws-fault-isolation-boundaries/abstract-and-introduction.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/ml-model-interpretability/overview.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/ml-model-interpretability/overview.html
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https://aws.amazon.com/what-is/foundation-models/
https://aws.amazon.com/what-is/foundation-models/
https://aws.amazon.com/what-is/generative-ai/

AWS S ER¥E 5| 1£ Amazon EKS FERTER PERET HA FIsEM

1 3 PR 5 (3t 32 £ 8H)

Amazon CloudFront FHYIEIE | AP LS EBR/MENFERAEERANR D%, B ERAEE
RHFHFEREEREMBLINER/ME, MEFMHEFR , 52H CloudFront XHHWEHIRE
Y 3t 38 5 A o

Gitflow T{ERTE

ER—ENE  HPRENESREERKBREFEFEATED X, Gitflow TERESHRRAE
MR, MAERRAERN THERERRN. REFHEE.

KAt
RESHBHRE , MABEZRARAEHTHTERNELR, flm, ZREF , ESREATAR
EZEARELHERE  YEHRESHERERENERE. TERMEMNEED,
fok 1th SR BE
FREDRZIREERRE, HREEBEAZK R , TUBEMAEREN , MASREHHER
BEBRENESY , ﬂlﬁ?%*riﬂzo MREEERREERRE , BB S ARt Mk it 58K
By Rl
BERIBHEBEN (OU) REZRER, BERNEANSEBHRRA, AR BEREISEREHITH
K, UBERFSERELE, EBFERARBEGBEEN IAM R R RRGHEE, ERIMEHER
HAERABRERNMEREE , YELRBEUEELIE. ©MEEBFEA AWS Config AWS Security

Hub, Amazon GuardDuty, . Amazon Inspector AWS Trusted Advisorfl B5] AWS Lambda 2
REF,

i

nl‘ﬂ

wE2EE A,
BERNEEBR
BRFEENEEBREFEATEAERNESIZHNEEERE (Hla0 , Oracle £ Amazon Aurora), EEE

BEERENRBIEN -0  MERGEEHLTEE - REREH. AWS EHBEPRERE
RE#R AWS SCT,

=A% (HA)

BB KEE  TEEFEAETNT ANBRTHEEF. HA RRNRFTENRBBAE
BE, FERHASmENNE  YERETRNAEHENME , WM ETEREERE.

]ﬂf



https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/georestrictions.html
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/georestrictions.html
https://docs.aws.amazon.com/SchemaConversionTool/latest/userguide/CHAP_Welcome.html
https://docs.aws.amazon.com/SchemaConversionTool/latest/userguide/CHAP_Welcome.html

AWS S ER¥E 5| 1£ Amazon EKS FERTER PERET HA FIsEM

BB

—ERE , ARBEACMAMIBRERN (OT) Rk, LEFHBREREXNER. BELENE—E
ERE , ARMEIHRPNEERFRENTRESR.

REBER
AR EETEANEREDRENILrBRIELRER . B UFERAREER , FBLEBIER
B 78 8 B2 4R B8 B R R FR Ak 18 B Y BE
BENREERNEEREHLAERERESIZHBEEZEERE (H/10 , Microsoft SQL Server £
Amazon RDS for SQL Server), AIEEBRBEERIMERR T AER TN —B02. EAUERAR
SERENARREBEBRR,
REEHNER  fINABERRRINEZEER., WERNEFETESWEREBRER , FaEiR
HPOEEHEE,

EHERF

B ELEERETNERBE, HREREY  BESEHE DevOps BT TEREZINANITE
RN,

BAREE A

YR  EREREEREENELEBNEARNUERAEMRENRR, 8% , BEENE
ER1-4 R, EBEREFZHBERE K ERERERSSEAEANEAERGEREEBRK,

laC

RERRER/EXR,
B BEE

EEE-HZE IAM TRHBEK , TEREE AWS Eif REPHFF,
BEEAREN

90 XA CPU MERE FIIEARE 5% £ 20% 2HENEARR., EBBERY , BEEEK
ELERARAIREREERITHE.




AWS S ER¥E 5| 1£ Amazon EKS FERTER PERET HA FIsEM

lloT

HSR T MBI,
TR ERR
BEEIFARSEVERRENER TSN, SHRBIRENERDE. TTRERS

MEARE LS ERREE -, URAER, MEFMEN , 528 AWS Well-Architected
Framework AV E A A A/ S ER L LB HREER,

EA (8 A) VPC

£ AWS ZIRFRED | #2, RENBHRE AR @EERYN VPC, AWS 222 %
FEEBRLEREA, BHANRE VPC RFEMBIRE , MRERARAEERZNBREE
B E RN H.

BEER

— BN BN EEDREREX SN EBoBE L MARAITE -, TBNE, Flw,
BRI TRAG - EHRENEAEBENRR. HEAMAREREREF 2R , EUNERSBEH
HttRBREAE , ERAUERZEEENRM. WREAREEAR BB R,

T%¥40

2016 £ Klaus Schwab # HEVMTEE |, FiBEFeE D, BIRBER. BEML. 2 A/ML BEE |
EREEFHNEBERI,

B

ERAEXRETIENMBEERNEE,

B2 (1aC)
BB AEEERRAENEERARKNERIRENER, 1aC EEHMEEPERERRE , &
BERILRRER , WEMRRTER, I8E—H,

T EYIEAE (1loT)
EREE, R, RE, BRAR. £oRBNBEEEXEEERAERARERNBRZFNE
B, MEHMET , F2RELTEYEE (loT) BvERFERE,

®E VPC

£ AWS ZiRFREF | £ VPC AIEHE VPCs 2@ ( EMEHAEHN H AWS EiH), B
BAANERR BN ERRERE, AWS Z22ERERBECABEA, EHARE VPC X
REMRIRSE  UrERAERNEERZNBRER 2BNEQNHEH,

| 33


https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/rel_tracking_change_management_immutable_infrastructure.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/network.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/network.html
https://www.weforum.org/about/klaus-schwab/
https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-iiot-transformation/welcome.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/network.html

AWS S ER¥E 5| 1£ Amazon EKS FERTER PERET HA FIsEM

YIEHE (1oT)

EARBRABARNEERNEETRYERN , HEERRERIALBAEKELHRENR
HETERA, MBPFMEER , F2EMTER 0T ?

A M
HMESTEBN —ERY , AT NBRARRERNENNTEER LR ANEE, NRHER
A, 2R NS ETEE T EEM AWS,

loT

3
¢

B Bt
IT EFAE (ITIL)

— AR IT REEESLERBEELEEFERRE—BNREEX, ITIL A ITSM 2T ERE,
IT RIEEE (ITSM)

EAMIMVERGET, BF, EEMNXE T REBABMNED. WFAEKERBAER ITSM TEEENE
7, F2RREESER.

ITIL

B2 T EHE,
ITSM

w2H T RBEE,

L
BERAEFEUES (LBAC)

sRHFERE (MAC) WEHE  HPERENENA SN BSHRERNZ2ERE, FRERS
BENENZ2ERCENRESRECAE TUREBLEERIIMERH.

EEED
EEEHRRBRINZIRFE AWS RIE | AfREARE. ER—ERE , BMNEB IR E

RERBANBELFEEHERARS  IHEZNERRBREZREL. NWFEAEEERETM
HMET  F2EREZREHVERNZIRE AWS TR,



https://aws.amazon.com/what-is/iot/
https://docs.aws.amazon.com/prescriptive-guidance/latest/ml-model-interpretability/
https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-operations-integration/tools-integration.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-aws-environment/welcome.html

AWS 5 &5l

1£ Amazon EKS FERTER PERET HA FIsEM

REFESEE (LLM)

BANMABEHORESE Al B2,
%ﬂ%ﬁkﬁ n|:||=| ’ J‘/L&J‘Dﬁk/j%o Zzu

REER

% 300 #PHE Z MAA;RER.
LBAC

nﬁ E2 ﬁ*ﬁﬁﬁuﬁﬂy?ﬁﬁgu
RIEER

BRYATEBMREZREFINLER

FERNE R

BH2E 7 E R
N R R

LLM AT AT ZEER , flEEME, HEXH. B
n¥%ﬂiﬁﬁﬂ nﬁ Z Bﬂ{+JﬁE LLMs,

B, MFEFHAES  F2H IAM XHPHNEFARIERER

BABEREERNTHENRK. FFSE Endianness,

LLM

ASRAEESEI,

BIRAVIRE

2R BN

M

HEREE (ML)

—EFEAEEENBIMETEXBINBENATEE, BEBESETOTLRTHNER (B
WYPERAE (1oT) B 2 |, URBEXELERTRE., NFEFHEN , F2REUEEE,

BEHX

HI‘H

SR

35


https://aws.amazon.com/what-is/large-language-model/
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#grant-least-privilege
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#grant-least-privilege
https://aws.amazon.com/what-is/machine-learning/

AWS S ER¥E 5| 1£ Amazon EKS FERTER PERET HA FIsEM

EEHE

EEEREMZLIRBMLENKRE. TERBUREPHERRE, REBRERA , FWMERER
ENEH, SEEENEMERE. B8, IRHE. /HRFAE. BRUBMEBREIRS,

ZE R
AWS fR¥5 & AWS REERERERE. FERRNTE A MESFEURMRERNENE

#t. Amazon Simple Storage Service (Amazon S3) # Amazon DynamoDB 2 2 EREHI &6, E
LB AHRBRK,

B ST RH (MES)

—ERERS  ARNER., B2, TENEFHEERR  BEYNERARSMKM.
MAP

BYTE HBTERA K AREREERUETHARNTERRF. B2 ERESRLCNNELS
NIEIR, MEFHMAEF , 5528 AWS Well-Architected Framework = i 22 & # 4,

BRIk~
BRT BRAEB BN EEIRFE AWS tRF 25 \#FTE AWS Organizations, —{BIRF — X RgER
—EEBN KB,

REHTRE

BRI 2% /5] B =AY 88 8 B machine-to-machine(M2M) BEAGE , BARERZ RN loT £E,
AR #

—EDENBIURYE  CAEBERPEN API £1TEF , EEHR/NEBIEKES. Flw, R

RRTRE T SHEEERRE D (FIMHEERITH) L FEE (PINBE. REDD ) BHEE. Bk

BNEXSEREE, BHRE, ERHE, TEECANEXRNERD. NFFEEF , F2
BISEFAE AWS A fREF IR B S AR .

HARF SRR

—EERBIAHRRERRARRNS L  SE AR UMREER TS ERARRER, &
EWRSEEREER APl SBRRESNNEETER. HEET NS EAREESTUET



https://docs.aws.amazon.com/wellarchitected/latest/operational-readiness-reviews/building-mechanisms.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-integrating-microservices/welcome.html

AWS S ER¥E 5| 1£ Amazon EKS FERTER PERET HA FIsEM

EH, HENEE  UnEERARNEESRNER. NFHEEN , F2RE LEFHRY
AWS,

Migration Acceleration Program (MAP)

—RB AWS FTE , BHFEAXER., JIRNRE , HEEEENRANEERR  UBESR , Wik
BhiKSAB B R A, MAP BEARABRTELUTENEBBNER S EZUR —AARBBLH
MEEREBBRAFNITE,

RBREER

EREDEBARNESREABEERNESF  E8EKRRT , SEUERNEEBBESEARE
No EREAEEHRKREBINEEEBNCRAIREFER,. TENRENEBRIR , UE
BEBCANHEINECTERENER, ER AWS BB RN E =R,

B T

MEBEEBL. BENGEECIFRSEEBNEREER, EBIHREREEQREEE, XKD
WS E,. BB IR, BB ABURKESE Sprint T4EH DevOps EXEAB, 20% £ 50% Z
BHNEEEARXESESTEB IR ZBLNEEEN, NFEFHMER , F2ALARTEF
MER TN RNERER TKIER.

EBRHEER

ARATREBAMENEAERXNARSZNEN. SEEREARTE-EATRANERDEER, B
BREENNEMIFEETER. ZE5EN AWS IRE,

BBER
AEENERTK  FHErERER, EBANMURAMERANEREARSIRE. 86 £
A AWS Application Migration Service EFFEEBE ZE Amazon EC2,

EBEETE (MPA)

RETE  RERIHERGIUERE WEF AWS Eif. MPA REFENESTTE (ARFEES
BE, EE. AREERALE, BBEASH) UREBRE (BREAENITNERKE. B
AEX2E,. EBEEIER , URERARE). MPATE (FEERA) A#RAE AWS ERIF APN
SERFEBREER.

BB EREEREFNE (MRA)

£/ AWS CAF BV EmEMREAVR R, BBIERE , LUREMTEF EILUSBRE BB =1
MiEF. MFEFHEF  F2HREBEREEEM. MRA  AWS EBEEMNE -,

M 37


https://docs.aws.amazon.com/whitepapers/latest/microservices-on-aws/microservices-on-aws.html
https://docs.aws.amazon.com/whitepapers/latest/microservices-on-aws/microservices-on-aws.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-migration/
https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-migration/migrations-phase.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-factory-cloudendure/welcome.html
https://mpa.accelerate.amazonaws.com/
https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-readiness/welcome.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-migration/

AWS S ER¥E 5| 1£ Amazon EKS FERTER PERET HA FIsEM

BRI

AR ITHEERBRE NHE AWS Bif, NEFEFMER  F2RLARKPH 7 ERs HE |, I
B2HBEENEBUMERREER,

HER2E (ML)

ASRMEEE,
BN

B (BMRE—) EAEAREEREBERATRPEE. EREHASETANRE ,
BRERA, RERXXRIFALF. WFEFMAER , F2H_ 0O PHRARCEAEXNERRE
AWS Eim,

BRI EREEE

BRI AR EEBEARXN R EREE ; BB, BRNAMKYE  XREBRBEN
EZAEE LXEELRARANRIRE, FTENERBREEREBNER. FERARALE
FHIR BRI EEENIRRE., URBREBANZE2THE, NFFMER , F2H O
PHFHERAEXNR AL ER AWS BEREE.

E-EARENX (B)

EBREFEENEFEAE-REHTHEAEN. E-EARXELARK. nR—EEARENX
ThEE BRI FERAHE , AN ERREERE. EEXBEERE MU EE - EARXNIEED
SEEEMEN, FEMRELHE  TUAERAHMRERE, NRFAER  F2REE—EXD
R AR

MPA

A HREREmMESFHE,
MQTT

FSBALCTIENEE,
EZ DR

—EEPRELEZERFANBE FAMBEALNERZ—), S, HBRBBRE TREEHE
"hWERRER. REEREHE?. 1E 'EEFFUPBEERENKBER ?

TRERR

EHNEREEICESEEERNENER, BATRS 3. AIESEMaERME , AWS Well-
Architected Framework & EHA A 22BN mMAREER.

M 38


https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-migration/welcome.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-modernizing-applications/
https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-modernizing-applications/
https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-assessing-applications/
https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-assessing-applications/
https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-decomposing-monoliths/welcome.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-decomposing-monoliths/welcome.html

AWS S ER¥E 5| 1£ Amazon EKS FERTER PERET HA FIsEM

O

OAC

RS R FERE,
OA

A2REREFRE S

oC

<

BSHEBEEEE,
BHIRER

—EBEBBAE , TEEBBRETRRRRIFER, A ESREREFHKRE 8% AR/ E3EER
BTHEREH,

Ol

A2 BEES.
OLA

RS RREERTGE.
RLEER

—EERFE  BRUERITERETAREERIBEERR. ERETFEEHNERAEXTEE
BHBEEER. WFZEZSIREEREFHER , BEARBRENEETHFAS,

OPC-UA

w2RERBEFBEA - L5,
B A2 B AR - ﬁﬁ—?ﬂ’fﬁ (OPC-UA)

AR I %8 E{t#machine-to-machine(M2M) BB E. OPC-UA REERME. H5RFMZE
AN EEMEE,
BRAVEKERZ (OLA)

— i, BB 1T BeEREARO R RANAR , UAXERBKERR (SLA)
RIFEIBEE (ORR)

BEMNMEEREERNREEE , AiHETH, fFTh. BB EHNTEARNEE, NFE
SEMME |, 552/ AWS Well-Architected Framework B2 /E%EE 2 (ORR),



https://docs.aws.amazon.com/wellarchitected/latest/operational-readiness-reviews/wa-operational-readiness-reviews.html

AWS S ER¥E 5| 1£ Amazon EKS FERTER PERET HA FIsEM

BAESIT (OT)

ERAERREEG TRERE RENERRENERNERRR, 2REXD , BS OT HEAR
ir (IT) RMRLE 4.0 BRENBRE,

BEES (0)
EERPEREBRICNER  HEPSREHERERERE, BELNRE, MEFMEN ,
EE S5,

AR

3
¢
k-

B #IRRE AWS CloudTrail E5cs& AWS tkF & PTE WATES4 AWS Organizations.
EBRERNESE AWS IRF A2 EH  CERHISERFPHES, WEFHAER , F28
CloudTrail XX 9 Ay 2 I {E BB Mt

HBEEERE (OCM)
RARRAR, WIENBEENEEEERER, BEMEREENEE. OCM EBMESERA,. #
RBERBE  UREBCNABEE  HEEBAMAENREMTER  YBBRETRENR

i, £ AWS BEBRET  LRBBAAENE K DAZRRAERMENSERE., NFFAE
Eﬂ , nﬁ/ﬂﬁ OCM ?Elﬁ

Raf7EZEH] (OAC)

CloudFront FEYIERAEEIE | AR RFIFELLRE Amazon Simple Storage Service (Amazon S3)
AR, OAC XIEFTE S3 IFrB P A mREF IR INE AWS KMS (SSE-KMS) AWS E1F , IAK
¥f S3 FEFETERA B AEPUTHMIDELETERE R,

JREEFEE 2 (OA)

CloudFront iy —{@iB1E , ARR&IFELAEE Amazon S3 AR . E&#EH OAl B |, CloudFront
BV —E# Amazon S3 ETEREBN TR, KREIENEEBREEFERSE CloudFront 72 R1FEL
S RIFTRINAE. FESE OAC , B REERBM B AN FEURS,

ORR

ASRREREEZ.

oT

nl‘.H.

SRERER,



https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-operations-integration/
https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-operations-integration/
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/creating-trail-organization.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-ocm/

AWS S ER¥E 5| 1£ Amazon EKS FERTER PERET HA FIsEM

B (Jd) vPC

£ AWS ZRFREES , REREREXAMB < EHERN VPCo AWS Z22EREEBE
ERAEA, EHARE VPC REREMMBIRS , MRBEAERAEERZNERER ENE@NT
[T

P
ATATSRIR

Mi#EZE IAM E8BH IAM EBBER | AIREFAERACHENRAHT T, MEFMAENR ,
IAM 324 A 9 55 7] SR EBR 6

BN & 2B BIER (PI)

E
W%
dn

EERAREAGEEENERE  TARSEEFNEASSNERA, Pl NEFIERRE. wiutH
Bi& B

Pl

A2REASDEBET.
F i

—%ﬁﬁﬁ'&m%ﬂ’]iﬁﬁ AHEE BB AN TE , SInESiRPREZRENRE. FRATURA
. BEBCBTFRIRERRCREMENEFRIEBENT N,

PLC

BSNTRIR BN,
PLM

AERFANYH (FE2REPEEE). EEFIRYE (F2RERLEE) , IERERPHRE
R 5 Y& KEFA] AWS Organizations ( 552 B8 AR IG5 6 BUER)

BERAM

RBENFREANMEMER , BIEEHMBRENERRERN. IRENMRBEEFHERNER
RN , AETRESEIEFREIMET T, NMRURBEAZKESEERNERRHE , A



https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/network.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_boundaries.html

AWS AR5 1£ Amazon EKS FEAE 5T HA FsEM:
AUERRMBELIZEZNFHFNRENTERYE, UEFHAES SR EMRETRAEREFA
.

amE
RE, oMEABRRNESYHEHELIEFRURASEBNER. NEFHEF A FSRTLEBE
BEE.

EE truesl NWEHFESfalse , BENN WHEREF A H,

REE T H#E
—EEHEEHRELREMN  TEERTGRERTNER, EED X EAREEN SR EREA
BEENERE  INESEHWEE,

8 By 1t 2
EEIEEHRENETSEE, ELBEH2E—BHR , BB EHARNAEREFTRI RS
EST, NEFHMET , F2EE AWSLEEEL SR TR TERHEIZE,

N

RAIFITEMEMFIER AWS HER, HEREER AWSIRF, IAM BERERENRER
H., MFEFHMER , F2E IAM XA ASMENSSFNER,

REHEALE
EERENREFSELRMA RO RATES S,
WEREES

—EAR , TEEEMEEFE Amazon Route 53 f{a[E fE — A= Z @ VPC AMEERE FiEz
DNS & EN. MEFHMET , F528 Route 53 XHEFWFEAFLETEEE,

FEEF
EELMBBFRERERNZLEGH, SEEHESEMEERZHEETRR. URERTH
EEEE | AITSHME, MEHMAENR , 5528 AWS Control Tower XHH M EEESEiEm |, I
SHBEZEEHERNEIEEHE, AWS

EREmBEHERE (PLM)

ERERRELGBERNERNNESF K. RBEIRD , IRENRZ , BREENBER,
EERE



https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-data-persistence/welcome.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-data-persistence/welcome.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-readiness/welcome.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-readiness/welcome.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/aws-security-controls/preventative-controls.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html#id_roles_terms-and-concepts
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/hosted-zones-private.html
https://docs.aws.amazon.com/controltower/latest/controlreference/controls.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/aws-security-controls/proactive-controls.html

AWS S ER¥E 5| 1£ Amazon EKS FERTER PERET HA FIsEM

AR BEEGHER (PLC)

ERED , SEAUSE, THABNER  TEEMRYABCRERER.
RRSEE
EA—E LLM R RNB AT —ERFNEA , UELEEFNEE, EMTARSEMERD

BAETER JRBEREIERFRVNLEE, CRBURNESEECENERENMEREGE X RFER
M. BALRER,

BEAL

RHERETNEARNTRAAERBVEENEF. RELCAURREZEARLE, RBILERD
WRBBAER,

E%4m/5T B8 (pub/sub)
—BER , TRANEBEENERLSER , UARESTERENEERE D, filin , EHEEE MES

B, WRB TR EHAS BMBEMMRBEATRNEE. RETUNERNMERE , mESE
5B B AR %S o

Q

EHEE
—RISE  MiER, ARER SQL X ENERKETHNER,

B EEER
EFERERBENCIERENGTEHENERBEETIEENEE NI ETAEARE, ET&E
RAEHHKTER. REEYE, RERE, EHZEBEENEFURERESIZNERMER,

R

RAC! 4B &

HZ2EEE, 88, 5. &4 (RAC)).

RAG

A2 B AU R A o




AWS 5 &5l

1£ Amazon EKS FERTER PERET HA FIsEM
ERERE

—BEEEHYR

, BEMRIEHFTERRRLERNEFER , ERFRAL,
RASCI 4B &

RBHER. 858,
RCAC

e, = (RACI).

ASRERSINERRFEUES,
EHRRIER

RAREFERARNEREER, BTN EARAEEHBENERUBRL TEHNENAH,
EXTRBE

B2H 7 Rso
BIR 2B & (RPO)

B EREMERMURATEZINEE LR, EERERR —BERMEAREHE B EINER
EXo
BREKEB & (RTO)

AR 7 o T A0 AR 2518 IR o R AV AT 4R 2 HESE L BR
L

wIREEHPH AWS BRES, #E AWS B BB UNHEM |, URHBHEED, BEMMEML,
WEFMER , BSHEIEE AWS EBiF ZBHRS 7] S AR,
Pk

FRIBERN ML £&1iT. Sl , ATHER "ERFEEMNEERK ? L NEE ML BT SUERREE

BER REBECANEERSEE I, FHER) REAEENHBEER,
EMFE

#2R 7 ER,
IS

EBEFT  TREZERAZLEERENIE.

44


https://docs.aws.amazon.com/accounts/latest/reference/manage-acct-regions.html

AWS S ER¥E 5| 1£ Amazon EKS FERTER PERET HA FIsEM

EXNRIE

2B 7 Rso

Replatform

52 H 7 Rso
o3&

_ﬁ%ﬁ @o
M

nl‘*

FERENIREFEHRNRPEHERNE D, £ PRI EEE  STAMNEHERRERNES
AWS Eix, MEFMER , F2EAWS Eig 8,

BERBEBE

MEEEIRMBUR | 620 Amazon S3 fFRTE. WRHINBER, EREENBREEERTF
LR, XENBEURSERENEMEMAEE.

BEE EEE. BLEAENSREHE (RAC) £

ERMASREREBNERRFZITNACNEENER, EEEBITEAEEPERNELE
BH: 88 A (R). HEA). BEFEH (C) MAE (). XES) ERHARA. MRETEXE , A%
fE#E % RASCI %M , REHRRE , AIBA RACI R,

[E] FE 14 122 %1

— Bz, SERESTREANRHMLZEEENHRER. NEFMEN , F2HEE AWSE
B2 H Ry ez,

RE

s
¢

4%7RSO

K
B2E7HER,
REREEER (RAG)
— AN A T, HP LLM EEEEEEZSEIRERRRAANRREER KR, B

W, RAG RE TRt g HEBNANBENETERNITESES, NHEFAERA  F2RIER
RAG.,



https://aws.amazon.com/resilience/
https://docs.aws.amazon.com/prescriptive-guidance/latest/aws-security-controls/responsive-controls.html
https://aws.amazon.com/what-is/retrieval-augmented-generation/
https://aws.amazon.com/what-is/retrieval-augmented-generation/

AWS S ER¥E 5| 1£ Amazon EKS FERTER PERET HA FIsEM

i 12

EHEMUNENER  BREEFHTFIEAER,
ER5IFMERMEFEEES (RCAC)

ERAEERFIRANEREN SQL RiEX. RCAC ZEERIIFFAMERHES,
RPO

A2RERMER,
RTO

nﬁ E2 ﬁ@EHTFﬁ E ﬁo
#ITF M

PITREEHMEN—AFDNEDHEF. ELBERATHILERHRFIERBRESHNERFM
BE,

S

SAML 2.0

FZEDRME (dP) EAMNBEBERE, WIHETRABMSE %A (SSO) , BEFEAETUREA
AWS Management Console tFEA} AWS API ##4F , MBEZALEBTPHNEHEAL IAM PRI FE
A&, EABL SAML 2.0 AERNBSFHMERN , 528 IAM XXM EERIL SAML 2.0 BE
BHBS.

SCADA

ﬂlh

2REERHME R,

SC

9

3

A S B IR A 12 B BUR
4

B

BEAINZ X FE A AWS Secrets ManagerfZ R HEHR , IMNZBREAEEAER, ©H
WERERHEPEEREN. WEETUR_#Y, E—FERZEFHE, NEFHEA , F28
Secrets Manager X4 # Secrets Manager B F WA BERR ? .

S 46


https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_providers_saml.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_providers_saml.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/whats-in-a-secret.html

AWS S ER¥E 5| 1£ Amazon EKS FERTER PERET HA FIsEM

R RS

EREEREEFSZEMEMAZENRELEL .

Z22H
—ERWHERLEMS , EE, RASRRERETAZENARZRERENEL. Z£2HEN
BXEEE Ak, B, BEENESME,

goge A 4|4

BOZHBANEEERENKEBNBE, EWRaE LB, JINBRTEFENER, 8F
BRYREERNZLREER. FEAABERPILENIIEE,

R EAREHEE (SIEM) Rt

HELZLENERE (SIM) IZ2EHEE (SEM) RN T EERKE, SIEM REeWE, EENe
WREMFRES. MK, BENEMRFENER  UEIRENZSRE , IEERE,

Z2OEEEL

BEAERNEXRNEE , SEEDEEIBEZTLENH, EEEBLITHAEIREERR
24 | BEEEE AWS R REER., BECEEBENESTIFSKR VPC Z2EE. 5@
Amazon EC2 #{TEEBRWBREAER,

11 BR 2% i A0 25

B AWS BRI ZRERHN EHENEINRER,
AR 12 HIB R (SCP)

£ AWS OrganizationsF VB AT EIRFREAEPEHFFITHNBEEK, SCP EERHERFIRNRE
EEENEREERAESACHEERS, BUUFER SCPIEARFEERIEREFE , MEEA
FFER I MR R AS S B E, WNEREME RN , 55828 AWS Organizations 34 A B9 IR 3542 5l UK o

BIR 745 v

HE A B URL AWS BR¥S. EBRIMERKE  EBERET AN EEZTBERS. NEFAENA ,
HZ2E AWS —2E R AWS BRIE U 3o

AR # K 21338 (SLA)

— R , M 1T B REDEFREMNRS |, 60 AR EE TR M REE.
AR B AR IERR (SLI)

IRIEREES EAAIE |, GIANESERE, TRAMRBIEE,

S 47


https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps.html
https://docs.aws.amazon.com/general/latest/gr/rande.html

AWS S ER¥E 5| 1£ Amazon EKS FERTER PERET HA FIsEM

AR %5 E#k B £ (SLO)

RERBBEFEREN B RER , ARBEREENE.

HEEEER
HREE HE AWS ABEERZLESRBENERE, AWS AEFERNET: M AEEERNE
£, MFFHMEEF , F2EAFEEES,

SIEM

BBWEL EANEHEERE.
= 25 (SPOF)

FEREANE-—BRT4ANE T PERR.
SLA

A2 R RIS E R,
SLI

A2 HRBRBERER.

SLO
A2RRBERE S,
SFoREEER

REMMERKMCERNERX. ERFDEMNEMRRARE | BOBBEEITIF D SR M E mE
B, ERMNBEREBNEINEBE K RERBARLEED , AXERERH. WFEFMEA , B
28 PHERAEBAEXRRILE E AWS Eii.

SPOF

ASRE—HIER,
ERfERER

EA-—EAEEEENRREFARSZIABENNENERREE  LEA-FSARIDNEEE
BRREFRENBE. LEBEEARERERIBERERAER,

Strangler Fig #3

—BEARLE-RENLZE , CEESERNBMARRDE , EFEXRRFLEAR L, HERX
REEERE, cRE—RICEYSKKEBEBADRKTHEE. ZERXH Martin Fowler 5| A ,



https://aws.amazon.com/compliance/shared-responsibility-model/
https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-phased-approach/step3.html
https://martinfowler.com/bliki/StranglerFigApplication.html

AWS S ER¥E 5| 1£ Amazon EKS FERTER PERET HA FIsEM

AERE-RREREERRBN SN, UEFRNNERALEXNES , F2EEHABEEN Amazon
AP| Gateway & F B ALERR Microsoft ASP.NET (ASMX) Web BR#%.

T

B VPC i) IP it E1E, FRAXBAMNRE - AR,
SRR S A & RHEE (SCADA)

RS | R BN R B M I B R AR MG
ESpE

EAMERRNBRERERNMBRERRE A,
BRI

DEREREEBNANAERR  NEREERERELR N, B UERA Amazon

CloudWatch Synthetics 382 37 i8 L5305 .
RERR

—E@ LLM REARR. ERIEELFHUERETANRMN. RERTEHRRERS , LRI H
EREEENRA,

T

G
R RER LS AWS BRNREY, BRTHYEEE, B9, AR, BERFRER. 0
FHMAT , BSBELLMH AWS FH.

B RE
FESESERN ML REANE, EUHBAGREY, fiN , ERERES  DERNTER
B R,

EHBE
ARBBHTEMEREEN TR, EHEEANTFMOMBUREXAN —RIEHSE, o
REBE—RES , CAERBENEEREE, FEENEE,

BB

2R BN,



https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-aspnet-web-services/
https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-aspnet-web-services/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch_Synthetics_Canaries.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch_Synthetics_Canaries.html
https://docs.aws.amazon.com/tag-editor/latest/userguide/tagging.html

AWS S ER¥E 5| 1£ Amazon EKS FERTER PERET HA FIsEM

AR

AMLEREHENUMEER, JIRENVACSERER, BERERELSEIRENFSRER
ABRBUERSFZEARNEN (CRERANER), cERHBEEUELERXN ML ER, FJBER
ML 22 | RERETAEN B EHER.

BaRE

ALAREE VPC MR EMERNABERTIE, WHEFHEF , FSE AWS Transit
Gateway X+ 1E=2E#H FHE,

FEHRBTERE

ER—EHE A RBABTUEDESXPAMBZEMARANGE K AREELBFLHIETEIX
Fo AR TESPXERFREIFRRE, LENRENEERRED.

B EEHFIE
BHTETFLIRENERY | URRGEMRMSB AWS Organizations REIEF BT, FEHE

NWREESEREXACH  E8ERFHIEURKELEAR  WERALHTERE I, WEFHE
A, BB X4 B AWS Organizations #Ei £ A AWS Organizations EEE A7 AWS BR# .

L5

EIIEII

SFIREFNESEREE , RS ML REAERM, flw , TUEBELEERE, FHEER, A
BRETRNRETZRERELESBRRIIR ML 28 | DIBLEEL,

& b B X
W18 L BE R REZ B2 RV /NEE DevOps BIIRK, &8 4571 [ Bk A5 AR m 7 4R 2K B8 B 3% P Y SR A 1R 4F o

U
TREE

ER—ESE  ENRTEE. TTBIANNES  HURSRERUE ML EEN RN, &
WEEENTREN  RATREMERHAARN., TTBNERSIEN , MERTRELEHER
PERMNREME#ESIEN, NEFMAER K F2REVRESTRENTREEMER,

REDHER

EBAEETF , REVNREEABRINAEIE , EFAEREAERMEZEEDIRERS
BZ, RESEBNH/ISFRE, HENTERE,



https://docs.aws.amazon.com/vpc/latest/tgw/what-is-transit-gateway.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_integrate_services.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/ml-quantifying-uncertainty/concepts.html

AWS S ER¥E 5| 1£ Amazon EKS FERTER PERET HA FIsEM

il
He

—EERERERE  SREEBEMRNBELF , SIEWFEFILREANEE,
AR A $2 A

EMSENEFNIE  fIUNGEEFREERENESE,
VPC B1&EH &

1B VPC 2 ERELRR , AIEEFERALE IP it iRmRE. MEFMENR , F2/H Amazon VPC
XHFhWHER VPC $EEHE,

ppE]

Rk RM R EEAVEREE IE B IRE

W

AR R EX

BEREFINENERENNERERR. ENEHTERTUAREERIER , EtitEiEe
B REUE R
TEEDNER. EHERERE K BEUTESIFERENEN,

HERE
SQL H¥ , HHERRSEREEE LHENERIFEINTHE. AERBREAREEEE , f
MR E BT ERIN BB EBE FHERFRERFINE.

THER

REBXEENEFRNERNRES  flEEEFNEREARRIKRE,



https://docs.aws.amazon.com/vpc/latest/peering/what-is-vpc-peering.html

AWS S ER¥E 5| 1£ Amazon EKS FERTER PERET HA FIsEM

THEER

BRERTEE— AR ECBENYEERE, SEIFERBRBUN , EXEERPHEMI/ES
o Bl METHEFREBHERAREN, RRARAVNBEERHERERNELIRF, BETHE
BREELEERNEBB ISR , RAEBEEBARSBZIRARER,

WORM

wF2REA—R , BEGETS,
WQF

ABHRAWS THEEHEREE,
BA—IR , BHEFZ (WORM)

RERE T -XMEBAER , A LEREIMEBRH B, REERETUREES AHENE
#, BEEZEEEN, HENRFERRERGEATTE,

Z

EREAR
MAERERINKRE K BEEESE®E,

ERERE
FERBEPARABEENBREIFE. BETAEITUCERASERENFIRIERK. ARASRKE
R AR EmEE IR,

FHRERT

RE LM STEBNETR , ERETHE 5| BERNES (RR). LLM KAERHEBALIRE A
MREEER. EREARTHNAERUEIRREBNERMENREINRE, 5H2HELEHIUET.
BREEAREN

CPU ML RBTHERARER 5% WEAEN, EBBERY , BEERHAELEARRN,

4 52



AWS S ER¥E 5| 1£ Amazon EKS FERTER PERET HA FIsEM

ANBREXIRWHEBBZFRE , IRBFRFEMAERRT—BZRE , BIULARRAE,




	AWS 方案指引
	Table of Contents
	設計 Amazon EKS 應用程式的高可用性和彈性
	高可用性和彈性設計考量
	將工作負載分散到節點和可用區域
	使用 Pod 拓撲分散限制條件
	Pod 拓撲分散限制條件
	預設的叢集整體拓撲分散限制條件
	拓撲分散限制的 Gatekeeper 政策
	何時使用拓撲分散限制條件

	Pod 親和性與反親和性
	重新平衡 Pod
	無群組節點的排程器
	Karpenter 整合和 bin-packing 功能



	使用 PDB 保護關鍵工作負載
	設定探查和負載平衡器運作狀態檢查
	啟動探查
	活體探查
	準備度探查
	傳入資源和負載平衡器運作狀態檢查

	設定容器生命週期掛鉤
	設定 Pod 移出時間

	結論
	資源
	文件歷史紀錄
	AWS 規範性指引詞彙表
	數字
	A
	B
	C
	D
	E
	F
	G
	H
	I
	L
	M
	O
	P
	Q
	R
	S
	T
	U
	V
	W
	Z

	

