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BELER , HEBRAUE-BNEENHEBERFHE, BEALUER CloudFormation TpBHEE |
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. 3&EiB AWS Identity and Access Management (IAM) B8 B H AWS RIFEIZFE CloudFormation
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CloudFormation 3% 37 Amazon Elastic Compute Cloud (Amazon EC2) #{T1EEE, ZHTERBREE
IAM TR R ERE T EFEMEMHITER AWS R, FAREE CloudFormation &K IAM EEE
ETHEFE -

- 1ZEX CloudFormation BYEF ]
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https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/Welcome.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/cfn-whatis-concepts.html#cfn-concepts-templates
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/cfn-whatis-concepts.html#w2ab1b5c15b9
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/what-is-cfnstacksets.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/intro-structure.html#intro-structure-principal
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-ec2_instance-profiles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#grant-least-privilege
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_permissions_least_privileges.html
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BREERERA,

KEEER/EBERZE CloudFormation i |, fEEEZETIEIE :
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9] LABRERBRLE BhME 2R 3L, B MIBRHEE 2
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. FHAMEEBETBI{RE CloudFormation &GS REINER,
« A CloudFormation F & ME R ERIKERF T , LUHBIFS ILEREAFNEEREARBE,

« £ AWS CloudFormation i E B R{KEREF I AWS BWER., EBBRENEBMHEITERRN
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https://docs.aws.amazon.com/IAM/latest/UserGuide/introduction.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/introduction.html
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EAFRBERRE F&RETFFT AWS

B LAUEIR AWS B 85 BEBIBUER AL HEEZE AWS Identity and Access Management
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EETHRNAERRPREREERENR , EEETHIRERNBR., BENTENES , IR0M
THMEBR, AIEREEERGPEBRNEREEE., TiB, AWS SREMHEMBERNECE |, flUR%E
HIBER SCPs), RFAIRMRAMITERERBER. SEEHENBEEEE PHREERFISHET A
B AWS IRFE, MEFMET , F2HE IAM XEFNBENFITNERHSEERFT,



https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#grant-least-privilege
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AESWEERES A LAFEEA A AWS CloudFormation BRFSHYIZEE,

E &SR IZER CloudFormation iz AWS EREF , 35— 2iEiB AWS Identity and Access
Management (IAM) &’ CloudFormation R, Ltk IAM ERLEEFE Y CloudFormation #&
WEFH, #EE  IAM EREEATIHHEP—FHERKER CloudFormation fIEEIR :

« R IAM FEBE K& BIREBE CloudFormation fR#E A , CloudFormation € IAM £
BB AERRBITHBIRE, WATERE, EHit , BR 7 #1T CloudFormation HBIRIENFFAT 2
A IAM TEREBZSEFTRMGEASFEAD CloudFormation EiRFERHNER, Hlan , 8 IAM
F B8 52 Amazon Elastic Compute Cloud (Amazon EC2) S {TEBEREFT |, RIS LB M2
Amazon EC2 #1T{EE8 A CloudFormation &,

- MR IAM EEBASHBIREFEIELRS CloudFormation BRI A | Bl CloudFormation € AR A &K
#ITHBRIRE , X CloudFormation S8R MHEEJR. It CloudFormation [RIEAEEEHR AWS
R R IAM E8BME WG, A ETERKEEEFFATRT IAM £8 | JUFZE CloudFormation
FEAFERN AWS R, IAM £BEZ CloudFormation #BZE 57 , ™ CloudFormation &
AREACHBERETEWNY | Mk IAM EEBIVERK,

BEEAREACH ENREERER , B LUEE{ AWS IREGFHNERMGE Y ERFHESEE
CloudFormation #$&R#MfEA laC., HREEZE IAM TRVBETLSEHEZEME AWS TRV
EAEHXEAFEH CloudFormation KM EE IR,

AESHRE T #E  LEREMNEEY CloudFormation RIEH CloudFormation & B 1FEY :
« CloudFormation B9 & 2 B BUR — fE Rtk R A9 B SR SR ER E HFLE IAM 3 88 ] LAAZEY
CloudFormation , AR ftB{f a] LA#E CloudFormation = #4117 HFLE & 1E,

« CloudFormation RIS A€ - BIURELE® , FF CloudFormation R RIPEBHER IAM FHEE
., EHEMBREEER, REACRETE IAM FEI | I H 7] LA — ) 2 {F 1t & 2 37 Ba B,

« CloudFormation & B — FRAERNBERRH BT UEHHER, EEERNBEEBINE
LB ERZ/NEFHEMER, HBBREEIIE CloudFormation A #Y &M B,



https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/using-iam-servicerole.html
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CloudFormation B & 9 BU &R

EZREEFHMNMEHEER AWS CloudFormation , 3t Z EiELFE A EEET CloudFormation &
BITHEME, EANEBS 2 BBERFBEEAET , RBUREEREE AWS Identity and Access
Management (IAM) Z5EA , fllnACRERAE,

ERBRTEUB S AEROBER  EE Effect. Actionf Resourcet®E., SRt LLBIEM M E
ZConditiont®E, MFEL TEMNFMEN , B52HE IAM JSON BER THESZE,

AEEIETIEE -
. $HHBIKERM CloudFormation TR ES S EBRENREER
« CloudFormation H & % 4 B3R i 4

s RKFERM CloudFormation FEEEES P BHBENREER

- WREEFH CloudFormation SFAJHY IAM X 88 | &4 BF##R4E CloudFormation B EF 7] R B &
EERER, ABTHBEETREERER K BEEEARFITEATTIIBHENEERIERES
IAM EE8H 55 H -

o B3, EFHMER CloudFormation H#t&,

- EEEEEE CloudFormation AR EZERFIEF TN —ZERKEAR, ET =
CloudFormation I#EEREAE® , ¥R IAM TEBEHEFHEER.

- BEREARKEEEEIENGERERAEFTBRECBRZEHNEE D, KIKER 2T 1HBIBs LR
BRANEEREEK. HM CloudFormation XEME IAM ERERE | flMBERMAE , IAM £8
A LA3EIB CloudFormation 12 H E#ER :

« {5 CloudFormation 3 BRMHEZEE SR, BERIEEN IAM =8 - & 7B IEERE
150, BERFERA AP EEEIERS IAM TENEZEER,. FTEHSRESIPEBETET
IAM TR ARHFT, EEBAMLEEESNESNEREAR. B ERATHERNWBERMAR
EEL B
s FARBEESSSPEBRETET IAM RS AHT, NEFEFMAEA ,
FRo

« 7£ 1 AWS Organizations , 7] LAfF F IR #E 12 HI K SCPs) REZRBBBRAO R A TR
A, SCPs REFEMMBEBIIRFEEN IAM ACFNERE, BALUE SCPsEERIRS., S
BUSEMEE &%, MEFMENR , 520 SCP HFFaWEE,

- BVRMHEZHFUM CloudFormation RIEA® - AT HEIBHLLEERER , BREABER
CloudFormation #9 IAM 88 | i THBMF IS S 0 BEBEER

m

A2 IAM EEAEFT
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/AWS_IAM.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_boundaries.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_boundaries.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps.html#scp-effects-on-permissions
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« £/ cloudformation:RoleARNRM S 2RIZ=HI IAM =8 AT LAE AR CloudFormation PR
ﬂ@’o

« EAKIAM TREEFEENHE CloudFormation IR A E#11T iam: PassRoleE{E,

MEHMME |, FSEARIETPN 2F IAM =EFH CloudFormation fRIE A G,
o (ERFFRIPS B EIRRHIZF | BIANFFRI R A SCPs |, YA &9 B REREBERRZ T,

CloudFormation BY & 4 B B SR & 45

AHFIDEUE D AEBRNBRES , REWNAZFHIEL CloudFormation BIFFRl, AT LAfFEFHIELL &
BIBGR | FRFRFTTAREEREANBEEE.

% CloudFormation 45 EEBEMGRHHIEE |, FF2E M HREMNEIE. ERANEMFZRSIE AWS
CloudFormation, AWS CloudFormation#NE R4 EEFERANEREREE K B2EAWS ERNE
HREAEBE,

REEE T A EHIBER
« RFFRIEEFENR

- RFARBHELETHESR
- EEFHMERESR

AFFRAFE

BWRFERE CloudFormation FEUH HEERERE, ERBKRUREANEERS FmME
CloudFormation &) IAM 8 AWS I1RE., THEFIBERFHT , LURIRIRE REM
CloudFormation &M E¥HHE A

{
"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"cloudformation:DescribeStacks",
"cloudformation:DescribeStackEvents",
"cloudformation:DescribeStackResource",
"cloudformation:DescribeStackResources"

BHIHE 6


https://docs.aws.amazon.com/service-authorization/latest/reference/list_awscloudformation.html
https://docs.aws.amazon.com/service-authorization/latest/reference/list_awscloudformation.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/using-iam-template.html#using-iam-template-conditions
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-template-resource-type-ref.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-template-resource-type-ref.html
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"Resource": "*"

THEFIBE AR IAM ERBEFE A F RIS E Amazon Simple Storage Service (Amazon S3) 78T

2 H CloudFormation SBAMIEVHE, FEFITEEEA my-CFN-templates, B LS EREE

AEEZEWFFITE, BEPMcloudformation: TemplateUrli&#4R5I& A F5 1L IAM EBEFEHE
AE A SR RE I HE,

/A Important
AEF IAM EEER S3 BErBNHETIE. EFHRHLL IAM ERHE, BRIUSUK
RS,

{
"Version": "2012-10-17",

"Statement": [

{
"Effect": "Allow",

"Action": [
"cloudformation:CreateStack"
1,
"Resource": "*",
"Condition": {
"StringlLike": {
"cloudformation:TemplateUrl": "https:// my-CFN-templates.s3.amazonaws.com/*"

1548 A S BR R

BT HBREMEEKEEE AWS RN E CloudFormation # & | A LIPR&IZ IS EH BN EH
MIREIE, BREEAFELBIEEMN IAM ERHTELEE , WIERREDEMEM IAM EEHITE

BHIHE
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L. THBRRRXIELBEFNRMERISE AWS B M F4E CloudFormation &K FFAT AWS
MR

{
"Version": "2012-10-17",
"Statement": [

{
"Effect": "Deny",
"Action": [
"cloudformation:DeleteStack",
"cloudformation:UpdateStack"

1,
"Resource": "arn:aws:cloudformation:us-east-1:123456789012:stack/
MyProductionStack/<stack_ID>"
}
]
}

WERBRIR R 3548 EH s MIBR MyProductionStack CloudFormation #EBEEFT |, E{V M us-
east-1 AWS [EiF M 123456789012 AWS IRF . &R LATE CloudFormation E12& FR{EHE
ID, AT R—L&H] , FREA et BB A RS KL FRIR M Resourcet®k :

o BOLAEIBURE ResourcetE A #Hi#E Z @ CloudFormation # & IDs,

o WALAEHA arn:aws:cloudformation:us-east-1:123456789012:stack/*®EhLE IAM
B EHSMPER us-east-1 AWS [EIF 1 123456789012 WRF ML,

—BEENTREBREPLBREXTEMBRAR, S LU BRH 8= T 5IBR
- EEF IAM EBN S5 EEEK - ELBERPRE REAXNESRHEFE IAM E8E M SRS E

CloudFormation H#t&
o SEHEE IAM EENFURE - FHBERDHE REARNSEIHFTENR. T2REZHE IAM TEEYT
=M BR4FE CloudFormation &  BEXRSRFBIREFPNFIEEE,

o EEFWRS, AMEBMNABN SCP- FUBERFRE MANEEIHFTEM. CRHEBEEZERS,
HEBENREBPITE IAM =R E I MERISER CloudFormation &,

B, MREFTARFEL—E IAM £8 |, B4SHEEE | FFUMBR CloudFormation & | AI&ASE &
EELSEREEBNEEBMENERETEMNEE, FAENMAREE (BE ) TUREILSES
B, NRESEEZRFEIIES SCP , ZREHNATIBERIAR

BHIHE 8
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{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Deny",
"Action": [
"cloudformation:DeleteStack",
"cloudformation:UpdateStack"

1,
"Resource": "arn:aws:cloudformation:us-east-1:123456789012:stack/
MyProductionStack/<stack_ID>",
"Condition": {
"ArnNotLike": {
"aws:PrincipalARN": [
"<ARN of the allowed privilege IAM principal>"

FERBRIARRF , ConditiontREZRM SCP HERE IAM 8. BRIE IAM K ARN F&
ConditiontEAHE ARN , BRINFEARX SIEREM IAM =R EH L MBER CloudFormation &
EF . aws:Principal ARN R €METIEE , EXRTETUREERZE IAM E8HERE
BR&ElZ 5\, wFEBH 1182k CloudFormation ERAVFE{EL SCP |, 52 SCP-CLOUDFORMATION-1
(GitHub).

CloudFormation R A&

fR7 A 2 AWS Identity and Access Management (IAM) & , AWS CloudFormation 725 2
M, EHEMERHERER, MREFREREAER , CloudFormation A IAM TEHNEAER
REITHBIRE, MRES CloudFormation BRI REAE , Y EHBEITHEEEREAR | 8
CloudFormation AR ACNEAERRETRE , M IAM TRHBEAER.

FRAREAEE  EEZE IAM BN I 2EBERATEEME CloudFormation SRR EZZFTE AWS
BRNET, NREHAEBFEBHREE (AWS BENBEER ) APRERREMRE AWS &
R, BFERAREACTUAEREEFIGHENANRERS AWS, LA ENERNT :

B#AE 9


https://aws-samples.github.io/aws-iam-permissions-guardrails/guardrails/scp-guardrails.html#scp-cloudformation-1

AWS AR5 B HWREMERFF AT BER AWS CloudFormation
« EBHPHIAM TRERFEERBER | UPHLELMOMHAFBEENREFRISEE AWS ER,

- FERY., EHSMBER AWS EIR , IAM T8 4BEH CloudFormation., EE B BERRENE
R EREECAERE,

flan | FEEE D E Amazon Elastic Compute Cloud (Amazon EC2) #{TEEHHEE  |IAM TREE
EEEBE D BEBEREN EC2 #ITHEBMNFFT. K2 , CloudFormation AIAREREAE K HABE
BRREBFEAEN EC2 THEBHNFA. EBISE , IAM ERBALURIHEE K MBSFTFEES IAM
FREATEEHFIRNEREBREZNFT T,

Z2EF AR A BRI CloudFormation & | IAM B XEEEGKREAGEEZ CloudFormation
HEFT , BREABNETHE S AR CloudFormation IBEZ AR,

AEHIETIERE .

- B1E CloudFormation R¥§ & &K SIRHER

- RERBAE

« &F IAM B CloudFormation RIE A @&HYEFF
« R CloudFormation fR#§ & BV SEBR

- HSIRAS A & B HE B T B B

& 1E CloudFormation R A &N R {KER

ERBACY  BULIERHFEEK | BEECRETHAITHEE, ELEIETAEE IAM BT HT
NEERE, FRPIEZREHR CloudFormation EEARLE T , LB T ERREERERNEREEE,

IEHEER IAM BN ETEBER  LEEBERERKAR , YRERBACHEEBER , MERFE
EXREEZAC , AYRMLEBREHCREA TENER,

RERBAE

(® Note

RBEH/ERE IAM FERE, FEEVRKAR  SLAHAEAMTRERNFTT,. EAEUAG
MEEEMBERFFAR IAM ERATUREFAB TR, AWS EE AWS R A EERA RS
REE B —EREAC, RENERAREMIZEIL CloudFormation RIEA B 2K | IEAILLRET
A EER AN RS A REESR CloudFormation, WEAFEAEERVREACH S D EEK
REH , F2E IAM XHEPRRB A BT,

E1E CloudFormation FRI& A & 1 B KR 10


https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-service.html#id_roles_create_service-permissions
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MENMAEIREACHIETR , B2REELACIEFIZRE AWS R#. # CloudFormation
(cloudformation.amazonaws.com) EEER AREZACHERE, EFL IAM TR BTERES
B EERERHA RE, ERREREACK , FE Effect. ActionF Resourcemnik, &
A LLEEM M EZ ConditiontE,

ME\ELAENFMENR , 52K IAMISON R TEZE, UFEFE. ERNFGRSIBNTEE
B |, 5528 ldentity And Access Management W B)¥E, B RMIFEHREIE,

£F IAM 8 {#F A CloudFormation FRIE A BRI EF T

ZEZ# A CloudFormation RIS & &€& CloudFormation &R , IAM TRV EEFEERKAR
W, BAUEZEEANFTREEAGH ARN | # 1AM ZEANF IR AEEESEEAR, W
EHMER  E2E IAM XN ETFEAESACERE WEFT AWS Ri%,

T3 IAM 55 EBRBERRXNAFETLZAGEECTnrolesBEHPNAE , IRHRKAG. EXAELE
EMNRTEBEPNEE,

2

{

"Sid": "AllowPassingAppRoles",

"Effect": "Allow",

"Action": "iam:PassRole",

"Resource": "arn:aws:iam::<account ID>:role/cfnroles/*"

}

HERRISBEACHS —EHERMEA CloudFormation REAEEBNFE., TIHBRKRARX R
AT IAM ERESEERCIN-ZFENAE,

{

"Sid": "AllowPassingAppRoles",

"Effect": "Allow",

"Action": "iam:PassRole",

"Resource": "arn:aws:iam::<account ID>:role/CFN-*"

}

BT SEBERBRIR R 25, LB LAEA cloudformation:RoleARNIRH£88  E 50 EHK
KHRME-—SHWBMEES , AERKEERTE. TIHBERANEAS IAM TREBEERE
CloudFormation RIS AGEN. EFHMMERHEE, (FA—EER , BUUERGRSIBPEEZE
CloudFormation R A &H ARNS,

{

"Sid": "RestrictCloudFormationAccess",

£F IAM 8 {EH CloudFormation RIS & A EF AT 11


https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-service.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements.html
https://docs.aws.amazon.com/service-authorization/latest/reference/list_awsidentityandaccessmanagement.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_passrole.html
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"Effect": "Allow",
"Action": [
"cloudformation:CreateStack",
"cloudformation:DeleteStack",
"cloudformation:UpdateStack"
1,
"Resource": "arn:aws:iam::<account ID>:role/CFN-*",
"Condition": {
"StringEquals": {
"cloudformation:RoleArn": [
"<ARN of the specific CloudFormation service role>"

A B A LUER cloudformation:RoleARNIRME SR & IAM T RERES#
BR CloudFormation lRI& A& AIESTHBIRIE, H—FENESERERGXNEEFP , &
StringEquals®| StringNotEquals.

"Sid": "RestrictCloudFormationAccess",
"Effect": "Allow",
"Action": [
"cloudformation:CreateStack",
"cloudformation:DeleteStack",
"cloudformation:UpdateStack"
1,
"Resource": "arn:aws:iam::<account ID>:role/CFN-*",
"Condition": {
"StringNotEquals": {
"cloudformation:RoleArn": [
"<ARN of a privilege CloudFormation service role>"

£%7E CloudFormation IR A BNETEHE

ABEEBRREEE IAM AENLEEREBK, FEBRKEEEWLE IAM ERBTIEEZ
At, EEEBXT , BUNSERE, At REFIBRBEERZFLA. BB IAM E8HE

Z%E CloudFormation BRI & @I EEEE
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CloudFormation RIS A 2 EREEMRE , EUEAENETEE+H# CloudFormation I8E A
T,

THMEEBUERE A FF CloudFormation FRIEBERE AR,

{
"Version": "2012-10-17",
"Statement": {
"Effect": "Allow",
"Principal": {
"Service": "cloudformation.amazonaws.com"

+

"Action": "sts:AssumeRole"
}
}

7% AR5 /3 € B A 22 3T R

BURKAG R  BuERHBIGEHEMBE VR, MEFHMENR K BSREREHEEE,
EEREAEG®ZH , BEE IAM TRESEEXACNET., NMEFHMAENA 6 B2EEF IAM ZEE
H CloudFormation R A &MEFT.

CloudFormation & Bk

HBBEEYRPILHEBEREHEBENHBENENDMER, HEBBRR JSON X , ERTEE
EEREHTHWEREE, BRIFFANR , £ EE cloudformation:UpdateStack FFATHY IAM £ B8
EBA] LAE # AWS CloudFormation &I EEIR. B AESERPE , E T UL MBRFE
RER. B UERAHEERBEERGERERERERT T, HEBBRUTURMEANRERE.

RIBTEEE | HEBBREINRREHE EF'E’JFJ?’EQ/J?O B, HEBBERNWEEEEH A CloudFormation 3
ﬁq:'“ﬁ%ﬂ’]ﬁﬂﬁl AWS ERRHEHES, BUNUEAMEBBERGEERBHEINIEER , X
AT EHAMBRAEREEPNEMEIR, EEm‘FE%ﬁ’I‘%EﬁE BEMBERPIEELERNA
HAllowBRiR =K

HE B BUR §H EDE R CloudFormation MMM R TR RG], SEMR R R —EHREK , BEF
LUERAZERBRR BB REZERTHNIEER. U EERREAESEHE,

il | BRERENEESELERBAM , YAEHERFFHRE Amazon Simple Storage Service (Amazon
S3) REITEA , UHEE—FREE, S3 fHEFEr®EH CloudFormation fiZE , EERBEFIELENZ S
B, MESEHBEE  HRAESTHEEERNEEHEEENRNENBEARTREMN S3 f#

H& AR 7% £ & B i 2 3T A 13


https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/cfn-console-create-stack.html#configure-stack-options
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ETRE W FRHRER, MREKHERIREAZHE , AT EREERAEATIEENERIM
BRENES

REBETHERE :

- REHBRBKR

- RENBEHEBER
« PREIFIERMERBIR

AR EHER BUR

ERREMBEER EE Effect, Principal. Action#l Resourcejt¥k, Bt alLLEEE
#Conditiont®,

BRI HERBURE , EREMIEBDAEERNEN . SUNBHERBUR , LUERPAHELFTHLE
BF, MREVEREHR , EUUERAFTAEBFHALLoWERR | RRIEEHHEDenyRAX |
LR L EHSEERMITENRE. NFESE |, 52 E CloudFormation XX #FH 1Y bt 25 51 H & BUR

MEFEAELERRZEY AR BRNESHPIBRNFHEN , F2 B CloudFormation XHHHE
SHBPRNE S HIHERBUR,

RENEBRHEBER

BUMBHE %, BULUEHEMEBE VR, WREZESHEBHRERBREREGHE K RXEARF
F AWS Command Line Interface (AWS CLI), i , MIREER L HBIFIERBUER , B UEH
CloudFormation &5 AWS CLI, MFRA , 552 B CloudFormation X B E% E HE B BUR,

ECRBELEATERAEENSMBEREER P EIRE 1&‘1%%@%%%%21@(%0 LB AR
BHHZREEFRHTUARMANIERNEE, WERHA , 2 E CloudFormation XHH I EFT Z R
ENER,

R 75 A 225K 3 B BRSR

EAREBERFINREER  FEBER IAM TRIBTCEREEK |, WIRHE IAM E88 7 USRI L
BHER. 5% IAM TRTEEREY BRI HBBRI A EERG B CHBNFTT,

BUMBBXRE A EBEERELEBXLEZE S3HFEEITE. A&, BUUER
cloudformation:StackPolicyUrl{&# £ 7E S3 HEETEPIRMMEBHEN URL , RSEIE
Lo BB,

SEHEBBE 14


https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/protect-stack-resources.html#stack-policy-intro-example
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/protect-stack-resources.html#stack-policy-reference
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/protect-stack-resources.html#stack-policy-reference
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/protect-stack-resources.html#stack-policy-samples
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/protect-stack-resources.html#protect-stack-resources-protecting
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/protect-stack-resources.html#protect-stack-resources-protecting
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/protect-stack-resources.html#protect-stack-resources-protecting
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BT BB BURAVFTE

EAREBERFINREER , FERBRF IAM R AT LUERE S| CloudFormation &2 HEEBR, &
IAM EERH S D BEBERT |, BAILIEE IAM TRABERNERBER, EWFLE IAM EEREREMHE
BHCR | E W A RKEREERNER.

flan , BT REETRNERETRENER. Hit , SEEKSSAEBERKIFERN CloudFormation
BEEHEBER, EHARED , WRFEERKSELHEBBREREMRN S3 AETEF , BEKE
ARt EE T ANHERE  ETERAREBERH CloudFormation 8, EEEGEERER , B
EEAFT IAM ETREEEFEHBBERNBERRR .,

THIEBIRER AR IAM TREZEFRE S3 AFFEPERSEERRPNHERBR, SR ERE
YRR F AR R ERT R .

{
"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": [
"cloudformation:SetStackPolicy"
1,
"Resource": "*",
"Condition": {
"StringlLike": {
"cloudformation:StackPolicyUrl": "<Bucket URL>/<Team folder>/*"

BEBRRAXTEE IAM EEAMBERE TG SEER, B6E IAM ERERFEASEHERBRE
HEBAVRTT | bt AT SURIER MR AR BURAHED,

FEHBEER

BEEARA IAM ERISHBECRERIGHMER | B LUSREEEIBER (SCP) S A RERATE
Br 1% E

THIEFIBER REMAERE SCP , R IAM TRERVHERFIEREEBER, MR IAM £
BEREEHMEEEER , AIEEETHE, I WBERUMILEGHEBERH TN IAM F8BE

PR 75 A 2 R 3 AR R 15
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FHHBBRHERRE, BEREMFEMA cloudformation:StackPolicyUrl & & & 5kER
#lcloudformation:UpdateStackE{E,

{
"Version": "2012-10-17",
"Statement": [

{
"Effect": "Deny",
"Action": [
"cloudformation:CreateStack",
"cloudformation:UpdateStack"

1,
"Resource": "*",
"Condition": {
"Null": {
"cloudformation:StackPolicyUrl": "true"

FEBE SCP A EE L BRRIARXNMIEZF AT RIR , Bu LS ERERZHEBTNAAEIRE., ERUHT
THIEE -

1. B RBEREREEE PZE IAM TRNEE AWS 1RF. FFARRARERERED IAM X8,

2. RPATRNFAIRBREINEEZEREIAN IR AWS tRF, ETREZEHEBRFATRRTH
HE REEE AR B o

® Note
SCPs MFF A/ RFRZFF APy M S , A ERIRFREBT IAM TRV ATHFT LR, ELER
TERFFART IAM £8. MREVZFERMIRFSHMBBHAE IAM ERIBEMCERBURNE
R, BRFEEREEAFTTERN S 2 HER,

PR 75 A 2 R 3 AR R 16
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A1E18 CloudFormation #fi 2K &R % E &K EPRFT A

AWS CloudFormation Al BEMEFZFEEEN AWS EiR, HENEREEHCHW —AFT , F8e
MFEEMOEE , YR ETRIELEERNAS, F—ZCHRBEREFEINFMFEA CloudFormation BRIEEF
ATRYIRIE, ANERP IS HKREERERERZEIZEIR CloudFormation N EIR.

EARIERESR , % F T AR AiEIR CloudFormation 22 B8 AWS ERBEEN LT EBNGEE
%, MREARBEERBHEANEE , BREREZBBH XM KSHAWS B XHHEER2
EBER , UREAZBHEAENFTAIERA. MEXHNTRBFE AWS kT , F2H AWS X,

UTREHE. REEENDIR  TREELERF/FEERERAR CloudFormation E4s :

1. E{HE5TEIEA CloudFormation M ERBE,

2. MEHENRE , F2E AWS X4 |, TREEHEZENENEERNES, SRR T HBRES
EMNERMERS,

3. FRGBELENSBEPURENEARZST CloudFormation EAFFEBEEE , RAFMENFAIIIEE
FrEEAMEFT,

BETR, Asmawbas  RANAEAER RANWEARS , i CloudFormation #AFEARKIK
BEREA

#6l - AAREEER M Amazon S3 EFiTE

Lt EHI &R L ARFHRAWS CodeBuildE R mA Amazon Simple Storage Service (Amazon S3) f#
ZErE8., AWS CodePipelineff HiELEME M. B LLAEF CodeBuild #1 CodePipeline #EiB R &
BFEU S3 7T | WA Amazon S3 RETBEREFIZREN. UTRUEHRFEANERA
R

« Deployfiles_build 2 CodeBuild ERMNE R,
+ Deployment-Pipeline 2 CodePipeline FEEH B,

EZH Amazon S3 FE1FETEE

B % , 1 CloudFormation 88 EZ S3 f1ZETEE |, iER YAML B FREE,

amzn-s3-demo-bucket:

#1/5 : Amazon S3 f#1zErEE 17


https://docs.aws.amazon.com/index.html
https://docs.aws.amazon.com/index.html
https://docs.aws.amazon.com/codebuild/latest/userguide/welcome.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/Welcome.html
https://docs.aws.amazon.com/codepipeline/latest/userguide/welcome.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/bucket-policies.html
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Type: AWS::S3::Bucket
Properties:
PublicAccessBlockConfiguration:
BlockPublicAcls: true
BlockPublicPolicy: true
IgnorePublicAcls: true
RestrictPublicBuckets: true

EZ Amazon S3 F1FErBREBUER

#% | 1 CloudFormation £ , A LAE R FETRRBEK |, E A FDeployfiles_buildE%E

MDeployment-Pipeline BB FEUFEFET .

MyBucketPolicy:
Type: AWS::S3::BucketPolicy
Properties:
Bucket: !Ref amzn-s3-demo-bucket
PolicyDocument:
Version: "2012-10-17"
Statement:

- Sid: "S3ArtifactRepoAccess"
Effect: Allow
Action:
‘s3:GetObject'
’s3:GetObjectVersion'
‘s3:PutObject'
‘s3:GetBucketVersioning'
Resource:

- ISub ‘arn:aws:s3:::${amzn-s3-demo-bucket}'
- ISub ‘arn:aws:s3:::${amzn-s3-demo-bucket}/*"

Principal:
Service:
- codebuild.amazonaws.com
- codepipeline.amazonaws.com
Condition:
StringlLike:
‘aws:SourceArn':

- !Sub ‘arn:aws:codebuild:${AWS: :Region}:${AWS: :AccountId}:project/

Deployfiles_build'

- !Sub ‘arn:aws:codepipeline:${AWS::Region}:${AWS: :AccountId}:Deployment-

Pipeline'

- !Sub ‘arn:aws:codepipeline:${AWS::Region}:${AWS: :AccountId}:Deployment-

Pipeline/*'

#1/5 : Amazon S3 f#1zErEE
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AR T RBLREEIBERNEE

 Resource JtEFIH A T % Amazon Resource Name (ARN) XM RMEFRDERNER :
« S3 YK ARN XA arn:$<Partition>:s3:::$<BucketName>/$<0bjectName>
« S3 FEFETEM ARN 8RR A arn:$<Partition>:s3:::$<BucketName>,

s3:GetObject, s3:GetObjectVersionfl s3:PutObjectFE SIYHERER M
s3:GetBucketVersioning HFE S3 R FIrR&EREE., NESEAMEMEEREENFHEE
# , 528 Amazon S3 WEIE, ERAEHRSI#.

« Principal TEIEAKFHIT AKX P EEZ Amazon S3 BIMEFNER. FUBERT , EAN
CodeBuild #1 CodePipeline #1718 L Bk,

- Condition tRE—FSRF|¥ S3 MFITREMNFE , Rtk RE Deployfiles_build CodeBuild
B %, Deployment-PipelineCodePipeline EE M EEEET I FHEITE,

BARBAE

AR TITRBRENHFFIBNTEN , EFE8EFEEFAIRF CodeBuild M CodePipeline, &
ERTEIE  SEEASERKELRBAR Y TIRRXFTEEEMERE. CodeBuild
CodePipeline Ky iR A & A FFARIEFE S3 TR R EY4,

Sid: "ViewAccessToS3ArtifactRepo"
Effect: Allow
Action:
- ‘s3:GetObject’
- ‘s3:GetObjectVersion'
- ‘s3:PutObject’
- ‘s3:GetBucketVersioning'
Resource:
- ISub ‘arn:aws:s3:::${BuildArtifactsBucket}"
- ISub ‘arn:aws:s3:::${BuildArtifactsBucket}/*"

#1/5 : Amazon S3 f#1zErEE 19


https://docs.aws.amazon.com/service-authorization/latest/reference/list_amazons3.html
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R E#ERF I HEER AWS CloudFormation

AEESRETRAMNAFENELEEWEE , BUUFERELBERKEREES CloudFormation 2
RIKHEFREFEL AWS CloudFormation M& R, AEMEFERER IAM £8, REASNHEERBRRE
¥ CloudFormation 977El, BEMNEZNHEERELHBRBEANIRFNHEEER K THASRE
FEAENTREANABZHFINTRITAEMENENBERE,

UTRAEEPRANREERHE, EEREER UIHBEBEREFLAEA CloudFormation F1iE
iB CloudFormation 22N ERE , BFHREEREFER :

- YEIERENBEBRFEMEM CloudFormation BRI FEUVER , WER FAFENREFN. Flw, &
BRETRERTEELENERLE , TAFELEENEREREY, EXMUMBRESR,

. YWHREEEB CloudFormation BHESE AWS ERERMW IAM EEA  FEZETAREAER
7§ CloudFormation R REZEFXAMBER , MFARBREHZFTAETHBUEKR AWS k¥ v ERNE
B,

« EIAM BN ESBBED , FH cloudformation:RoleARN &4 % 5| 82 iz &I L
CloudFormation BR# A & 7] LUESE,

- BT HBIBLERRREH , BT TIEE
« BIGEEIE A FE CloudFormation IRIEHVFRE IAM ER R HBEENFEE K.
- BRERPLESHETUFIIEL IAM X8,
. EEIRTIASISBEIR RIS A B4 CloudFormation BY 1AM £ EEE), #AMAITEREEBRBS 2D
BBRET IAM ERNFTT , BUUEENREASTURL IAM R,
- BELEVEREEERNHER K BETHEERX, EAURAREREEEBERANZETRER
BLERPETSEHENAER.
- WEFEEB CloudFormation fiEZMER , FSBEZBENEFRNEEERNL L REEX,

- FEMRAERETERS O EBRNEREBRNER  FERBHUREERFIEERL MR e
&, BlanERIS IR HIIER SCPs) MEFFRAISRIR, MFFHMES , F2RRESE,

CloudFormation X 4 BEEMBEEXRNLZLHEER , THBEAEERZEHER
CloudFormation, It4h , B2 EAEE T KIEERE CloudFormation FEGEREE P EBENREE
B .
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https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/best-practices.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/security-best-practices.html
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BRED R

BUAERAERTNERANSES  MAEERATERSERERER, 2RERE EFR ERPHEM
R, AEhEaNHSENIE  THBETERR.

AIEEE EEHBEHAREE NRKERIFEME AWS CloudFormation. 78 , EEHMBEHNEBET
BRI AEBR P REERNER, RBENRENERER , St BEEERIEEh AR EM
BHIE, T—SHNNEFHMAER K BEERET I REFEERMEREFZEMEFIEEMNEE

- IAM BERWFFASRR

- RIS FIBEE (SCP)

- BIRFFRNAE

- BEED

- B IAM B EREFEER

T35 T EAi#%Bh IR EE$2 CloudFormation B SR {KFEFRFZEVRZF T -

« AWS Identity and Access Management Access Analyzer

« AT LAER AWS Identity and Access Management (IAM) 32 & F#9 Access Advisor 35| BH K
#EIAM BB ZEFA . MBS , F2REA S3 MENFEESLRHE (HERXE ) HKiEt
IAM ERENAEHN S3 FFa. AWS

« BATLUEEA linting T& | #I40 cfn-policy-validator (GitHub) , LA1#%BhE% BB Z#IEF 7,

EERBRBELMEE CloudFormation FF Ik , BEREMFEARFER S MIFER T (CI/ICD) BEEBREE
CloudFormation #4, ERRREAAERNER | WIMRENILBER

21


https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_boundaries.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp.html#role_cross-account
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp.html#id-federation
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_access-advisor-view-data.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/what-is-access-analyzer.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_access-advisor-view-data.html
https://aws.amazon.com/blogs/security/tighten-s3-permissions-iam-users-and-roles-using-access-history-s3-actions/
https://aws.amazon.com/blogs/security/tighten-s3-permissions-iam-users-and-roles-using-access-history-s3-actions/
https://github.com/awslabs/aws-cloudformation-iam-policy-validator
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&R

AWS CloudFormation 3 ¥

« {8 #%|77H AWS Identity and Access Management
- AWS ERFIBMERSE

+ EXXE AWS CloudFormation 3t 8818

+ AWS CloudFormation lR¥ £

AWS Identity and Access Management (IAM) X

« 1AM Y BURFFF A

« IAM JSON B TESE

* Policy F¥{&@8 45

« AWS fR#§ ATRE IAM A

- BYAGUEFAIZEIRIE AWS IR
s BEBENREAMNE

« IAM L2 HREER

Hibh AWS 22

- WEIME., ERAETFERSIE AWS % ( RERESE )
« BFHEERZE (AWS Well-Architected Framework)
- BESEER IAM BURHY T (AWS SBEERXE )

CloudFormation X #
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https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/using-iam-template.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-template-resource-type-ref.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/cfn-console-add-tags.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/using-iam-servicerole.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_evaluation-logic.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-service.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/confused-deputy.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html
https://docs.aws.amazon.com/service-authorization/latest/reference/reference_policies_actions-resources-contextkeys.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_permissions_least_privileges.html
https://aws.amazon.com/blogs/security/techniques-for-writing-least-privilege-iam-policies/
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M A B 52 AT %

TRERTAEENEARE, MRCBRIBERRENRNEAN , TAFTH RSS HE,

g DU B

EXEH BRRESTNRETEEN 2023 F5A5H
HIBERIRN , SFRER
RYAE A 6E A =451

R H iR — 2023% 3 A9 H
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https://docs.aws.amazon.com/prescriptive-guidance/latest/least-privilege-cloudformation/least-privilege-cloudformation.rss
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AWS R g IR EIFRARR

AR 2 AWS Prescriptive Guidance I2tHI KRS, IERAMEXPEAWMEE. EEERER

AR

RRARHRAZRERER,

&

==

%

7R

A

BERAEABEERNtEEREBER, BLKEE Gartner £ 2011 FHEMN SR AER T

EUTRE :

- ER/EFEE - ZoANAERFEDERBBEAREN LIS HEEE , URSHEME. RaEN
AEREMt. CEESRBEFERENERE, 6l . SENIRBEE Oracle EREEBBE
Amazon Aurora PostgreSQL &R Ao

- FERESR FHHER) - BEARXBEER , Y5 A —ERENECURAERINEE, &6l &
BRI ERE Oracle EREEBE $H Amazon Relational Database Service (Amazon RDS)
for Oracle AWS Ei,

- ENRE (BEERE) - URETEANER , BEREMRRELE SaaS BH, bl : BENE
FRARERE (CRM) RFBRE Salesforce.com,

- FHEN FBHER) - SEARABEER , MAETEAEEUNAERIIEE. 86 BEW
BB EPE Oracle EREEBBE & EC2 #1T/EEE L Oracle AWS Eif,

- EFHE (ERMSERARSRENER) - KERZRBEER K BETBEVER. EEEA
BRAREARERE. BULEARSEREARHELAERIHELENERERK. 6 : &
Microsoft Hyper-VIEERREXN BB E AWS,

- RE (EFRR) - SEARARBERRRED, HYRoETEEZERNERAESX , BR
FERBZTHEILEEINR , URECRERENEREAER , RARBEXRBEARETERS,

- K- BREAIBRRFREFTEFENERAER.

ABAC

ESHE R,
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Rk

RS XERK.

ACID

ASRETE. —BE, BEEE, WA,
FB-THAER

—BEREBRLE , AFRENERENEAKES (EZBEALNERITEAREERARE) ,
EmEENESHEERHEEERBEERARIANRS, hFEXENE, ZRHANES
MAFTE-RMENHR, CEBE , BEEH-HHEBFEESHNITRF,

—BEREBRLE , AFRENERENERERS  BRARFENERERBEREBAEN
MR , ANEENEREERENE, ERENEEEBBATERIEMNRS.

E—#ERY LEER SQL HE , S EHENE -—BOE., REREMNEHEIE SUMH MAX.

Al
w2EAIEE,
AlOps
w2BEAIEERE
E&1t
EEREFKARMBREAEANERF. ERLEIRREBEAABLE, EZERNTEHEAABAER
RER

REARESEMBAENERER , EhBRAREAREEN. EVNFILBRBRERETH.
FERER 12

—BZE2NE , EAHEARENERER  UiHBIRERREZIBZEHRIE,
FEREXES

RREBEANSEEAEXNFEEANES  SFREENEERRAE IR AREHEEE.
BEARERESRRNSMEFNERE , FBRBRIEER. RALCNELHEAEXNLI ER
B EIEFF.



https://docs.aws.amazon.com/prescriptive-guidance/latest/application-portfolio-assessment-guide/introduction.html
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AIEE Al

ERNERE , IR EREERMRATES EAFHEBENEAGE , SINEE, FREENE
BIER, ME/HMES  F2RAERATIER?

AT EE21E (AlOps)

ERAMRBIRMARREBE, BOBREEHNMAITEUARRESRBRENERF. MFEHEN
A7 AWS BB REEHEMA AlOps WFMEN , F2REEESEE,

BN
~ENEREE , CEA-HeR  —EARNENAESRA—EARRENLESR. AL
S$ANESR , BACTARGRS  EELESRTREENEER,

BFHE. —HiE, WEHE FAM (ACID)

—ERRE  DEERRSE TRAERLEEENERT | LARRENEN AR
RAETRLE,
B R AFER I (ABAC)

3
¢
&n

BRIFEFERAEBMY (G, THEBENEKER) BUBHINER., UFEFHER
¢ AWS Identity and Access Management (IAM) 3X4) 8 ABAC for AWS,

BEREERFTERNVLE , FRARAENEANRER, EUUSREERRRTFHNERNERIH
fibiviE , URERERESR , SIMER. BITHBRBILEFR,

oA EE

FRAREMNE AWS EE | AIRREATHREPHERE , YREEE RSP EABE R RSN EK
AR, RIEERERIELR
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