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HRMTERTHEBENEE K IEBLEERUEARENERE  REEEEINER. AEFEERE
RANBBEZNESS  HPEASERARENERN s BORBBEEREGHNTE, EEL EREM)
TR BHEEEE. DESELIEUESEERE  ETESN , SR ETENER THEIES
RETRE. EEXR , RARBETEERERIFNEATEAYREZMS R, RARBTREE
BT RHEBRRK,

ETES , IRNAERFEEEERAEREENERED YR RLAEANNEESHERME (SHAP
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BEHER. (HWERER 4] PHIEREEE. )
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Features
petal length =6
> petal width =1.8
sepal length=7.2
sepal width = 3.2

Trained model

Compute feature Prediction
importance Iris—-setosa: 0.00
Iris-versicolor: 0.04
Iris-virginica: 0.%¢6
petal_width +0.36
petal_length +0.36
sepal_length +0.07
sepal_width —0.02
0.0 0.1 0.2 0.3 0.4

SHAP value
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B, LTREESR T SREEHEBEEFENAWSER., UTEFMRAELS ZE,

Global or

LOCAL

Timel/cost to
train model

«| Model type

Differentiable model

Single tree/ Ensemble of trees Other {neural network)

Feasible Mot feasible ;
linear model

Cross- Aogregate\ | Mode Tree SHAP oragents
validation atiributions parameters Ref 5, 9 Ref 2 8

SHAP Captum

Amazon SageMaker Amazon SageMaker
Clarify Clarify
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HRNERERBER | FEMAS SHAP

HRUBAERWER BEFEATREMBERGTESERSEMN Shapley B , ERBEEEE P
FEmENERSE. (R 7], BEERREE hitps:/github.com/slundberg/shap. )
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B L MEA A% SHAP RETEEAERNSEEM , BT 25 ETE Shapley ERVIELUE , X BEF

EIRESEBENER (F2E[8]) . A SHAP FTEMNFTEEREENENEEMREER, EFE
ALREHEBREE, EEMNBEMMNIALITE. Amazon SageMaker FBIRMU T HEELARER

BNEFEZE , MEETRANBTEBPEREZ O SHAP B, (BEFlF , F2H GitHub FREEMNL
S F 7] R B M B2 SageMaker &g, )

HREMEE  HFOSENIRERHT —ETLEHEBNER W HEAFRN A ETRHENANER
R, EfH  WRIRMER  RERHATRETHNBMRS. (SHAP MERBEE T EHEEHRE
BMENER. )

SHAP MERERNHEN T EHEFH. SHAP EXUFMABBESHWNEFHESHEYN, NREH
ZEFEEBANAEER  AULEESAESHEBMHEARAEEMRIREELRE, HRAEHY
TP FEREBNME  RUERERSURSHEAERNG X, MASLEL ZHEEMAREFRE
B, E—MRE , RETREUSRTINTANEAFBREINFEESRONE , MELRELSEE
BEMABMAE-FHERMEKEREBRERR

#E

TERERTEEERNTE  UABLAREPHRONFTEE. ARRREE  BNEREH —EE
EMREEREREN | Ktk 7T AR LB e M 30 F R HE B AR 2 o] 17 T80

HRBARERER  FERAH SHAP 6


https://en.wikipedia.org/wiki/Shapley_value
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https://captum.ai/
https://github.com/aws/amazon-sagemaker-examples/blob/35e2faf7d1cc48ccedf0b2ede1da9987a18727a5/sagemaker_processing/fairness_and_explainability/fairness_and_explainability.ipynb
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Feature 2 +0.02
Feature 3 —0.02
Feature 1

Feature 4

Feature O

—-0.015 —0.010 —0.005 0.000 0.005 0.010 0.015 0.020
SHAP value

HRX AR  RATHEERARENFRERA, IEHTEBNFZEARANEEEENSER
HELRRE, ATHRLEERERNITRILP , IUHEESTHNBEETRN, TH&EFSERE
SQUDE B#E&E LIl BET ZEESZRERNWBMEN, £EEBRT  AANEENERRES
TEEL BRE

Legend: @ Negative (] Neutral l Positive

True Label Predicted Label Attribution Label Attribution Score Word Importance

29 29 (1.00) 29 4.39 [CLS] where is normandy located ? [SEP] the norman ##s were the people who in the 10th and 11th centuries gave their name to normandy , a region in france . [SEP]

B, R B E BRI LS RA R RERET , 0TSSR,

Legend: B Negative [ Neutral B Positive

True Predicted Attribution Attribution Word Importance
Label Label Label Score P
[CLS] where is normandy located ? [SEP] the norman ##s were the people who in the 10th and 11th centuries gave their name to normandy , a
29 29 (1.00) 29 4.7

region in france . [SEP]
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BRI —EEE,
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Mean absolute SHAP value

sepal_length

sepal_width

petal_length

petal_width

HREENWERE Y K BTGESN SHAP BEES T UEERERHRENL , M TEMT HRIEE
RE 4] PHERFES). BIEE , EAUEFEZpetal_widthBUHEHENERBEEEHK K Iris-
versicolor , W HSpetal_widthEHEFIEIELEAFE, EZEERYEGHRRIEEMRL
WEHSERER K SHBEEHUIERINENS EREE K,

=22
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Iris-versicolor

High

petal width $goee d o o oo o
Qv
=
petal length + 8w . o o
)
sepal_length N =
)
[

sepal width "-lf-"
T T T . T Low
-0.2 -0.1 0.0 0.1 0.2 0.3

SHAP value (impact on model output)

Al FR B MEAWS

& 0] LA A 5 52 5 38% SageMaker B Jupyter #1T{ER , EB Conda Mpip. 21%E SHAP MEEX
HEX A AN Python EH4MMEREN , F2RE < R > —H. RN SageMaker Jupyter Bfl EHIE
NTEFAHBE , £HEL Python SR AETREREN T, MREFEFHE R SageMaker ZEE
EH | SageMaker Cleven SR A HTEE LR E /0 SHAP NERISE |, UREETFHEREA
EEERE Jupyter BITERKHEESE, WEFMEH , 52E SageMaker XHFHHE L EEHE M
HEBMBELRERS.
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https://docs.aws.amazon.com/sagemaker/latest/dg/clarify-feature-attribute-baselines-reports.html
https://docs.aws.amazon.com/sagemaker/latest/dg/clarify-feature-attribute-baselines-reports.html
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https://docs.aws.amazon.com/prescriptive-guidance/latest/ml-model-interpretability/ml-model-interpretability.rss
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https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-portfolio-discovery/welcome.html

AWS REHESE MR BB R BB AWS

AIEE Al

ERNERE , IR EREERMRATES EAFHEBENEAGE , SINEE, FREENE
BIER, ME/HMES  F2RAERATIER?

AT EE21E (AlOps)

ERAMRBIRMARREBE, BOBREEHNMAITEUARRESRBRENERF. MFEHEN
A7 AWS BB REEHEMA AlOps WFMEN , F2REEESEE,

BN
~ENEREE , CEA-HeR  —EARNENAESRA—EARRENLESR. AL
S$ANESR , BACTARGRS  EELESRTREENEER,

BFHE. —HiE, WEHE FAM (ACID)

—ERRE  DEERRSE TRAERLEEENERT | LARRENEN AR
RAETRLE,
B R AFER I (ABAC)

3
¢
&n

BRIFEFERAEBMY (G, THEBENEKER) BUBHINER., UFEFHER
AWS Identity and Access Management (IAM) 324 AWSH # ABAC,

BREEREZERANUE K SEA/RKRARNEARR, EUUSRBERRRTIHNERNERIH
fibiviE , MEREHISHER , fINMERL, WEISHERL.

oA EE

— B\ AE  EEM AWS B TAESFHRERRSE , YAARRSEPHEBATRRGREMR
RE. RILENMEREREN.

AWS EinERFAZEE (AWS CAF)

BELDHNREMENRE , T AWS BiEBHEERRERMNFTE , UEFNBEEER,
AWS CAF BiEEEEBIAEEMED , BAER X%, AR BE , ¥4 , R2HNEE,
B ABNREEEEENRBRENER ; FE. RENREFEHZERZMZENERF,
Pl , AEEEESHHEEADER (HR), ASERIENMASEENNZTERA. SHLHR
AWS CAF R ABRE. IEMBAREESE , NinBASAKIIRASHRBTER, NFEFEHE
A, FSE AWS CAF 5 AWS CAF HEE,



https://aws.amazon.com/what-is/artificial-intelligence/
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https://docs.aws.amazon.com/detective/latest/userguide/behavior-graph-data-about.html
https://docs.aws.amazon.com/detective/latest/userguide/behavior-graph-data-about.html

AWS REHESE MR BB R BB AWS

REEUMRBRIZINE—F (BAUSIARRIMBARESR ) 2HHMBARIE. BEREER

RREASARESENZE AR
i3
EABRTELSNEDS. REETRINE—EIXREIEIR. BUUARREIXELHS

X, RBEEHD XPRBNEIEERR. LEVARBUYENS XBEBATREI X. B%ER
FERMIIER T IREIXEHEEES X, MFFMER , F2REN D X (GitHub 3XH#).

B W 3 B8 5

EHHRERLT , WEBKENRERF , FHETURERSM AWS IRE fEE R EFZEERNEZER
B, INEFMES , 52 AWS Well-Architected 38PN EEHIFIEEFIERE,

PR i SR A&

REPHIRAERFE. YRERERARL KGR | 7JLURER B B0 R B/ 2 e A BR I RERF
i, IREERREAREMRE , TSRS R Mk Kk,

R EIREL
REREEDNENNLERESR,
E3) 8

EBRNARNEEE (Pl , HE. EFRBIER), BRI UTEDHRBRBMEAIRK, NF
AHAEHS  F2RE AWS EHTASCHRE A K ENER RN ETEEDD

KB EEMSE (BCP)

—ERREEMES (WAREER) HEENBEX BYEXBEARERELENE,

C

il B

w2EAWS ZiRERALE
ERHEIE

R4 FRTRANRENEERS. EEFEOE , BUUMBHMRALTEIA B BT
o



https://docs.github.com/en/pull-requests/collaborating-with-pull-requests/proposing-changes-to-your-work-with-pull-requests/about-branches
https://docs.aws.amazon.com/wellarchitected/latest/devops-guidance/ag.sad.5-implement-break-glass-procedures.html
https://docs.aws.amazon.com/whitepapers/latest/running-containerized-microservices/welcome.html
https://docs.aws.amazon.com/whitepapers/latest/running-containerized-microservices/organized-around-business-capabilities.html

AWS REHESE MR BB R BB AWS

CCoE

HEMEHSHE L,
CDC
HEMBERRR,
B E RRHE (CDC)
BEERROR (PIMERE R WEE TRESMEEN TRENNER, ST CDC AR
SWAE , PIMBERES R BRRFNRELRERS,
BAIR

Eo| AMES B EEEARARRRKEEE, B BUEH AWS Fault Injection Service (AWS
FIS) #{TEERIR stress &M AWS TEERIL T HEIFE,

Cl/ICD

RO MR A NBERH,

XY
3

BORELFANS ERER. AR EREEN ML ERTENIBEE. HREKXERETE, 6l
wm, REARFEEFLEEEPRERE,
F i &

A E AWS B EKER 2, EARINEER,
ik S (CCoE)

—EZERNEE  THBEAEENERRAIE  SEHRERFEEEYK. FHER. SIEE
BRERUARBEABETAREEE, WEFHEEF , F28H AWS Bix ©REREEERE LAY
CCoE X &,

BERARERERFEN 0T REEENE R, EtEEREEIEETERIN,
ERimBFEER

EITHEBS  ERAREE. AANREL-—FSBEERRENERER., WFFMET , F2
BREVENEREREE,

RAE R R

W

HEBEETNERRFERSSEE AWS EiR



https://docs.aws.amazon.com/fis/latest/userguide/what-is.html
https://docs.aws.amazon.com/fis/latest/userguide/what-is.html
https://aws.amazon.com/blogs/enterprise-strategy/tag/ccoe/
https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-cloud-operating-model/introduction.html

AWS BEHE| BB B ARBIE AWS
- ER -7 -LHEERMEBENERUETHSRENEE AR
- B - #TERREUREERRA (W0, B SEES., EE CCoE, BUEEER)
- BB - ERERIERAEN
- B - BULERNBRH , WESRP LI

LM R Stephen Orban £ AWS Ei R REEERIBERXE TEOEiRE LA RIZER
AR RAERR, MEHE AWS BEXRKE ZBRBNFHES K F2RBEERER,
CMDB

ESREREEERE,
EABREER

BBRARHEFREEFREFRAEEXBNEMEE (PINXXHF. #HANETE) IuE. TR
EFFESFE GitHub 3 AWS CodeCommit, BXBHBEREABEAD X, EHBREEES &
Bt 7 ERERARNEEIIEE, E— CI/CD E@ A LMERZERMFE.

A IRER
—ERERE , CREZEN., XEXN , AETSBERTHEENER, ESFEWE , HABRE
FITERM AR BRI UERER , SEEEFHRIGEREE,

mER
ROUOFMEBERELER,. EHALEERE  BEUUEZIRENES, SHERBENERK
B R ABIRH /17 B R B AT R R A A,

FTEMRE (CV)
—{E Al tHIE , EEAKBEBRIMANRBFEGNEHEZRERXPRIUER. Hlwn, 1 AWS
Panorama 1§ CV R MERIS N BEEHEBBRIERIE , Amazon & CV SageMaker Rt E & EE
5%,

BEER

HRIAH A HAESRANNREEE, ERSERTHFEHEEISR K MEEERHER

{RREEIE E R E (CMDB)

RENEEARERERE TRENEANREE  FReEREVNREBIHAREAR. £EFE
BBENEmESRENMDERER CMDB R EHR,

21


https://aws.amazon.com/blogs/enterprise-strategy/the-journey-toward-cloud-first-the-stages-of-adoption/
https://aws.amazon.com/blogs/enterprise-strategy/the-journey-toward-cloud-first-the-stages-of-adoption/
https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-readiness/

AWS REHESE MR BB R BB AWS

—HHEH

AWS Config SREIFERBENES , BULESELBERBITERMNEZEMRE, BRI
A YAML & | #—BMEHHES AWS IRFE MEFIHE—E8 , ISHABBE. NEFHE
A, ESEXHFHHAWS Config —EHHEEH,

BB A MBES A (CI/CD)

BEtBRRTEFNRE BZE, AR, EFENLERRNER. CI/ICD BERHERAEE. CI/
CD AIinB &K EF BB, BRALEN, AERABREURMRRGEE. MEFMEA , F
SRSEXNNER, CD A RTEENE, WHEFAEN , F2RSFEINERFETE.

CcVv

D

FREH
BERPFBILENER , SR EDNEER,
RBEEMHMNBBEREBINN 2 ERERERNNER. CEMERAREZRAREERIKNERERED
2, BB EREEENERRENRSE =S, EB2ER AWS Well-Architected 2R
REMIEN—EERES. MEFEET , F2EERPE,

BRER
SEEHERARIRMLERNERNCEEEZNEL  SWASHBEEREANEEEEZNE
t. BRNEBTREMSSETENFARNEERE., EREENLTM,

HRrnER
EENREFEIEHBEENER  fINERREREEE,
EBEFXEENZE BRI BN, 2B ERHEENEELEE,

BERHR/ME

ERENEEBHLENBIRNERER, £FHTERRNME AWS Eif TR ERBLERRER, KA
70 A 2 B o



https://docs.aws.amazon.com/config/latest/developerguide/conformance-packs.html
https://docs.aws.amazon.com/whitepapers/latest/practicing-continuous-integration-continuous-delivery/benefits-of-continuous-delivery.html
https://aws.amazon.com/devops/continuous-delivery/
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/data-classification.html

AWS REHESE MR BB R BB AWS

& AWS RPN — B MER , THBRRRABZEENEG D EEFIRERBABRNZEE
ER. AENSEZEN , F2R (ELEYERAEAR) AWS,

ERELRE

ARG ERERE ML BRI ERHTNEN, AREENTREREBRELMAT , WERE
R, T—HHEENE,

BIRRR

AEELmBRPERERRRNELLENER  SINENNEE, ERANRESR,
BEREE

EERENEEERNEA,
BRI

REREER BUoi) NENEERR. ENAREFESKEELEY  BEAREHND
o

EREEHRES (DDL)

AREYSHEREREFERRNY G 2 EBIREXH DT,
EREREZES (DML)

AW AN, EMANMER) EREFEANRERH BT,
DDL

AORENEERES.
REERE

BEZEREEBFERETRR, TUERRERBRESELERNER A HRYPHIEE
38

RESRE
—ERRBETHRE  CEAZEATHERBRRENREBNE AL EE REH BN YER
%o

defense-in-depth

ER—BEARETE  HP—RINLZLHEFINEFASERESRERFBOIE , A
REMEBAEPEROBEN, TBENTAME, £ LRALREE AWS , BT E AWS



https://docs.aws.amazon.com/whitepapers/latest/building-a-data-perimeter-on-aws/building-a-data-perimeter-on-aws.html

AWS 13| BEBTED THBIE AWS
Organizations f& B FEIEMA ZEIRFIH , UGB REEIR. Hl , — defense-in-depth B 7%
TREFEaZRERE. MKy RNME.

EMNEES

=& AWS Organizations , AR AT LAGEMMEK AWS EiRF |, SIEBREABNIIRFE L EEX
IRIEHIER. LWIRFBARBRBNEREES, NEHEBEANEERRKEE , F2HE AWS
Organizations XA Y A #£EL AWS OrganizationsiE/EH BR 7%

E

EEEREPREEARN. FHREIBRXBEENEF, BESREEABETEEEE K K&
ERARXREPEENITEENRE,

FEIRE

EBWRE,
(R
—EReEs  AAESARESEN, DHNEE, FESHEEERE  BEAIESAR
HEBERENE LB, NBENHEET | BSWE AWS LEER SR R R,
SREEARRS

RARBRRELHEBEIETF  BREBFREGERTFNEENREELETIZLENTEF. DVSM
BETROARRLEEERMIGINEERRGRE. cEERAENEBRMFREBETEDE
{E 7 B9 2 BRI B K

G
HEMRRKKNEEREE MBS, TR, TEREREER. BITSML L BRI
% ERERAEERE.

wE
# star SBHERT | RONERELLERERRTEREHNANENBN. RERKBLES
EXTMURBRET , HTBELRAY T, SLBEEEAASHR. FENLREEH,

S

PLETHEEIFNRAREETERBVEEREXBEENSENH. ELEHTRRBAKE., RITHK
BEIABTHERNER , SINENAREHRIEERBE,

KH#ER (DR)

SERNERAER | SR EERNSMEENEEARISE, DRIEET
AWS Well-Architected K224 19 i b i) TAE MY S BE R AWS | EHER,

s
W%
dn



https://docs.aws.amazon.com/organizations/latest/userguide/orgs_integrate_services_list.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/aws-security-controls/detective-controls.html
https://docs.aws.amazon.com/whitepapers/latest/disaster-recovery-workloads-on-aws/disaster-recovery-workloads-on-aws.html

AWS REHESE MR BB R BB AWS

DML

ASRERNEREES.
REE B ERG

—EHBREMERREN S, ceESETtESETGRIRENTE RN MBSO ER
BiZ8E3BE, Eric Evans £ HE 1 Domain-Driven Design: Tackling Complexity in the Heart of
Software (Boston: Addison-Wesley Professional, 2003) M8 TiE— =, MEGRANMANGHET
BE B HYEX 5T EE strangler fig BN BEERNEF , FSEEHA B4 Amazon AP| Gateway EH R
RALERR Microsoft ASP.NET (ASMX) Web BB

Bt
ASRALEER,
BB R

EBHEGFHEENRE, Fl , &1 LA AWS CloudFormation 8B RFEERFHIER | o] LA
AWS Control Tower 21538 landing zone AR FEEZREEABERNEF,

DVSM

SRR EERRS,

E

EDA

ASRREMER D,

ﬂl'ﬂ

R loT BB ERRKEEFR NN, BEHEMAL , BEAEITURLBELTEELERE
%@H%Faﬂo

hnz

—EFTEIBRE  BRNARER (ERAETEN ) BRAR.
N & 5

MNBEELEENBRUIHNNZT S, SRERETREMTE , 8ESRNERAHERFTEA
E.HE_EIJO



https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-aspnet-web-services/considerations.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-aspnet-web-services/considerations.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/using-cfn-stack-drift.html
https://docs.aws.amazon.com/controltower/latest/userguide/drift.html

AWS REHESE MR BB R BB AWS

L

Uit P
NTHEEREEBTITNRTIER. REFRREERERSERUTE. MeFRREEREER
REBLTHE,

i 2

A2 R RE iR

Ui 4 AR A%
B UEEBEMEER (VPC) PREEMUEHMERAE L ANRE. EUUERAEME (IAM) =
BEVIRHRY , AWS PrivateLink YRR FHAh AWS #RF = AWS Identity and Access
Management (IAM) 88, ELRFHERTLUERBE VN E VPC inHFA T EZEE LIRS
MEFMEF , 552 Amazon Virtual Private Cloud (Amazon VPC) 34/ Y 22 37 i 26 AR 75 o

ERERFRRE

BELYERCXNERELRE (FNEF. MES IERERE ) NREK.

(EEpkE
FAS—ENZSREEENZSBETMENER. WEFHEF , F2E AWS Key
Management Service (AWS KMS) X # A #9{5 £ 1%,

B

PITHPRARXHNATER. UTRERESTERNRRER .

- RBRE - ITHFRARANTER K REAEHERAENNROERTEER. RBERR
RARAFHEE K ARAXBRAFRREAIRNSHRE. BEENREFSKBER/AERR,

- BENRE - BARANAAERRRE  SIRARNERZENIENFERRE.

- FERE - BREAETUFINATHEAEANHTER, £ CI/CD BEEF , £ERRER
®—EBFRE

- BKENRE - ROFEREBRUUNNEREIFRNMAERE, EVREREERE,. £EIRE
R ARMEREZEZEARENRE.

x|

epic

HEERED  BEYRNERTHELHE THEEEIEFNREER. epic RUERNMBFEEBENSE
iR, Hlan, AWS CAF RS FHEESHNGEER , GRES , ERERRT2E  BERE
MEHEE. WEAR AWS EBERMPH Epic WEMES , F2RFEEFER,

ERP

ASRLEEERRE



https://docs.aws.amazon.com/vpc/latest/privatelink/create-endpoint-service.html
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#enveloping
https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-program-implementation/

AWS REHESE MR BB R BB AWS

HRRMUEER D4 (EDA)

DMEREUATHEFERENBRE. QREIREER  RRUTALSABUSHEEN, BRE
FIWMERR. BB ERERTLELER THRILRHIT EDA,

ERRBINPRRE, CEREEEKELENTERE. SEERRBEEIEMERENER
W IEENERR  URESHERBADRSIBNE R,

RIE 5K B
—EEARENEEERELAREMBHNES. ERBESENERET D,
L GAEE 3e 2

EHAWS EBixg , TRAESE. AWS BEFEZEHFERERFESFRR , WRFKENLE , AiHb
RETLFERNENE, MFFEEF , F2RAWS EREREEER,

WRED X

b

=ﬁ%ﬁﬁj\§o
1

RRETHEANBAER, flU , ERERET , FRTREEMRREEERBERNRK,
DREEEMN
BREENEENFENEZEE, ERERTATUEBEERMMRITENRERSD , HI20 Shapley

Additive Explanations (SHAP) M2 E., MEFMEF K BSEUESTIER ] EMN
AWS,

HEER

Bt MLEFNER K SREEAEMRFREEER, ARE, IRE—ERHMLBEIRSEEHR, E
AE ML EERRERN DT, Fltn , R T12021-05-27 00:15:37 BEZEI9A 2021, . TH
Biy . TiBW, # "5, |, MM GBI 2T EE L2 HE T EE R T4 EEEHA MER,

FGAC

A2 RN FEURH.



https://docs.aws.amazon.com/whitepapers/latest/aws-fault-isolation-boundaries/abstract-and-introduction.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/ml-model-interpretability/overview.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/ml-model-interpretability/overview.html

AWS REHESE MR BB R BB AWS

FEAA R FFERZE S (FGAC)

158 A 2 Bl R A SR R BT R AB R B FE Ko
GSRAIB ¥

—EERNEREL L, SREFERHNFEHAEEERER  ERENKEHABREER K MARE
ARt EZ. BERBEHIEBREERK,

G

B S

ESBEERE
IR PR & (IR EEH)

£ Amazon F CloudFront , BFIEBSEBR/ENFEREFRAR D ZNRE, B AFERAATE
BERHEHEEREEREMBILNBER/MME, MEFMENR , 5526 CloudFront X4 1Y R Fl A
BRI IE D A,

Gitflow TE7# 2
ER—EFZ, HHPBERNRSREEERBEEEFEATRES X, Gitflow TEREBHZEARIE
B EREBNITERERRANERE .

% 3t SR B

MRRPRZEFERRE. BRMEBRAFMBRKE |, TLEFEREHRRIN , MASRFIER
RERRENEERYE  0BAGE, NREERERFERRE , AIWUREE S Mk K&,

B R

BEEBRBEBEN (OU) RERER, BRNEHANSERRA, A HphERFISRFIBITEH
R, URANESEHAEE, EBFEARBEFBERMN IAM FFARRAGEEEE, ERIMEHERSIT
BRABRKERNMEREE , UELRBUEBE. ©MR2BBFERA AWS Config , Amazon AWS
Security Hub GuardDuty , AWS Trusted Advisoriz Fi##Z& Amazon Inspector f1 B EZ& AWS
Lambda BEREHRMN,

G 28


https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/georestrictions.html
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/georestrictions.html

AWS REHESE MR BB R BB AWS

H

YN<:]
BE55 A,

REEENEER
BRFRENEEBREFEATEAERNESIZHNEEERE (Hla0 , Oracle £ Amazon Aurora), EEE
BEERENEBIEN -2 , MEBEREBIHRTER —EEMIK, AWS RHEGEIAKER
REEHRY AWS SCT,

= Al At (HA)
THEEHEBI BB K HFSEEENESD , BETHE, HA RENRGTITEBRERE, 38
RESRENME , UREETRNEENME , WM ERIIRIK,

s BRBFAA
—ERARBARCRABIRESN (OT) RN T E , UEFHREREXNER, BLIERE—&
FANEIBRE , ARKRENFRIRPHNSERFENEIE,

REEENEER
BENRFRENEERELAHBERESIZHNEEERE (HI@0 , Microsoft SQL Server £
Amazon RDS for SQL Server), EEBBERTMEBERR L SERTHEN -2, EBAFERR
S ERENARREREBHRIR,
REFRWER  fINKERSRIENEZER, LENBEZTESHEENRETEERER , T8
RERENEHACDE,

BHERF
BDRBIEEREPVEREE, AAEREY  SEERXNEEREHAIY DevOps BT TERE
Z AT,

AR EEEAE

EY#%  EREREEREENEZERNEBARNAREMEENRER, B , KBENK
ER1-4 R, EBEREFZHBERE K ERERERSSEAEANEAERGEEREEBRK,



https://docs.aws.amazon.com/SchemaConversionTool/latest/userguide/CHAP_Welcome.html
https://docs.aws.amazon.com/SchemaConversionTool/latest/userguide/CHAP_Welcome.html

AWS REHESE MR BB R BB AWS

laC

EEEREBEIENS.
B BHE

MiNE—=ZME IAM TRHBER , AR EREE AWS i RIEPHFFA,
HERAEN

90 XHAM CPU MECIERE FIHFEARIE 5% £ 20% <EANERARR., EEBERY , BESHEX
ELEARAREEREERNHRE.

lloT

HSUIENBIE.
TABERR
BEETHARNSFERSBOER  TTREN. SARSUREEREHE, TTRHERS

BAE LA SERREEN—3 IEAAFEN, MEFMEF , 52 E Well-Architected BIZR
BHRNEATT2ERE AWS BETHERENFE.

EA (#A) VPC

EAWS ZIRFRESR , VPC A#EZ, BRENRHRAEBAREIABNMEEER. AWS 2228E
RERBEEREA, EHEANRE VPC RREMEMIRS , MREBRAEXEERZNERER
Fﬂﬂﬂgﬁrﬁ.‘ﬁﬁo

HEER

— BN BN EEDREREX SN BT B L MARAITE -, TBHIE, Flu,
BRI TRAZ - EHRENEAEBENRR. HEAMBEEREREF 2R , EULNERS BB
HttRBRERE , ERATUERZEEEXNRMR. WREATREEAR BB R,

T%40
Klaus Schwab & 2016 F# HE —EMNEE | BN RERERFE D, EEER., 881, 24F Al
ML By BIR R ERENBR R

HiEsk

EREARRTESNMEERNEE.

| 30


https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/rel_tracking_change_management_immutable_infrastructure.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/network.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/network.html
https://www.weforum.org/about/klaus-schwab/

AWS REHESE MR BB R BB AWS

EEREAENE (1aC)

BR-EAEERRARNEERAEXERRENERF. 1aC SEHBEEHERERFE  F
EHERIPRBER , AEHMRRITER, IEB -,

TXRYBEA (110T)

ERER, IR, SE., BRERE. EONBNRXSFEFRRELRERERERNBORZRME
B, MEFMER  FSRELTEYBAE (oT) BT ER KR,

BE VPC

£ AWS ZIRFREEFR | £ VPC AIEE VPC ( HESRTE AWS EiF ) . B8RRI
EFWEERCENBBRRAERRE. AWS 222 EREEBREFERAEA. BHARE VPC REREMEIK
F ., UREEAEXEERZNERERE ENE D H.

YIBEAA (loT)

EARBRARARVEERNAEERYERR  HEBRBRERIA LEARKELBRENR
WETER, MEFMEER , FSRMTER 0T?

AR

MRS ERAN — @SR, HE T AEEAEFEENFRNMRERNERANEE, NFFEE
# ., FBSH AWS NSRS B RA A RN,

—HEARRMS IT REEFEELREEEEFTRRE —BNREERK, ITIL A ITSM 2H T ERE,
IT RIS (ITSM)

EAMIMERGT. BF, EENXE T RERABNED. WFERERERRBAFEE ITSM TERENE
A, B2RRERESER,

ITIL

ESH T EFAE,
ITSM

A2 T REEE,

' 31


https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-iiot-transformation/welcome.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/network.html
https://aws.amazon.com/what-is/iot/
https://docs.aws.amazon.com/prescriptive-guidance/latest/ml-model-interpretability/
https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-operations-integration/tools-integration.html

MR BB R BB AWS

AWS B EE 5

L

BEE®XFEURS (LBAC)
SRFIFEIRS (MAC) MEF , EhSEEAENENETSHPARER—ERLHERE. FAER

SMEBREENLZEMERCBIRERE T R E A LLE BIML S EEH,

BEREEE
landing zone R — BB RHFNZIES AWS IRIEE , EAWERMNZE2M, E2—EEHY , £1

AT ERRERBNTE THEAHRERAEN  IHEZLNERRBRETRED. W
REZ£BARENZIRE AWS RIR,

FHREERIANFHENR  F2H
REER
B% 300 #BHE = [ Mka7.
LBAC
AS2RUETSERN FERE,

RIKHER
BRFITEBAECREFTNLZEREETER., NEFHEA ,
F Ao

FEENEE

S IAM R E A RIKER

R7EWE
AN RS 5

BAREFREARUTANRE. ZFSHE
BURHYIRIR

MR .

ASHEERS.

M

HEREE (ML)
—EfARENRMETEXBANSENATEE. BBESRSETOMLRBENER (I
MY (0T) BH) FEE , URBEXELMRTEE, NEHMET  FSUREEE.



https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-aws-environment/welcome.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#grant-least-privilege
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#grant-least-privilege
https://aws.amazon.com/what-is/machine-learning/

AWS REHESE MR BB R BB AWS

FEIX

i
s

B 20 320
4

EERRITEMRZSURBANERYG., EEHFTASTRTERIE , ARBBEEIEETRE
RENGRE. EXRENGTIERE. 8. PREE. BEFAEERX., BEKENEEICK
B3,

2T IR

-

zug\z

dl

AWS BR3§ FIR AWS BRIEEREEE, FERANTE | 3 BAT B R NMEIE
#t. Amazon Simple Storage Service (Amazon S3) #l Amazon DynamoDB 2 2 ERHI &6, E
&t 785 KRR

FEHITRR

ARRER , B2, RENEFEEBRENEHRR  TERSRBEMBERAME.
MAP

3

2R Migration Acceleration Program,

K

—E=ENBERE , FUNEHEFRRTE  HBHTENERA K AEREF[ERETHAE, #EI2—
EfRER , enBNXEZEC , RATEIT. WHEFMENR , 52K AWS Well-Architected RIZR 18
REEHS,

X Bk~
B AWS IRF FABNEREIRS UABNFTERS AWS Organizations, —{EtRFE — X ReE= — 1@
BB,

MES

ESHMEENT R,
{5 5IE RIS (MQTT)

LAE /5T BAE S B BN EE R machine-to-machine (M2M) BB E , BRARERZIR loT %
B,

PR %5

—EDENBURYE BB ERPEN API E1TEA , BFER N EBIEBES. Flm , Rz
Rt B REREK ey (PIMEEHTH) NFHEE (FIMBE, RERDN) HHERE. HK

M 33


https://docs.aws.amazon.com/wellarchitected/latest/operational-readiness-reviews/building-mechanisms.html

AWS REHESE MR BB R BB AWS

BNEXRSEREE, BHRE, BRHE,. TERCANEXRNERD. NFFHEEF , F2
BASER AWS #E AR 2SR B S RS .

MARB R

—EEABIANRRERARRNS S  EETARUMBRE ST SEEARIER, B
EMBREEAEER AP BBRREEN N ELTER. HEES NS EMRE BT
TH. SENEE  UHEEARIBEDANER. NERMET , H8MH L AWSHEEMR
.

Migration Acceleration Program (MAP)

REFEIE, JIRNMEHHN AWS 518 |, HEERSABREEEREVYRBEN S EER |, WikEHK
HBENNBEAE. MAP BEARBRAELFTEXNEBNER T EUR —ERRN B B E
EREBRAINIE,

RBEER

A2 EARNEASKEABEERNESF  E8EKRRT , SEUERNEEBBESERARE
Ho EREAEEHERBINFEEBNCRAIIREFER. TENRENEBRIR , UE
BEBCNHEINELTERIENER, ER AWS BB RIS =R,

B T

EBEEBL. BENTEHCIFREERNERERR, BEIHRERERSRELEE, X¥5
WENEEE,. BEIREAM,. FEASMN DevOps EX AR, 20% E 50% 2B bXEARENE
SESUERIRT EZECHNEERN, NFEFEET , F2RELARETNER THHNFRME
mE8 LIRS,

ERPEER

FRTHEBAMENERAEXNARSENET. SEERRABTE-—ETEANEBPREN, B
BHREENNEMNIFEERTERE. TLMHAN AWS 1RF.

BBEN

AEEMNERER , SHEERERER. EBRENMURFEANEREARR RIS, &6 : &
AWS AEAREXBBRBEEBBEFHFTEE Amazon EC2,

BBEETE (MPA)

ER—EBRLIE "TRHERREBEENEERLIN AWS ERER. MPA REFMENESTE
(AREEERE, EE. REEARALE. BBREASH) UAREBSRE (BAEXERD AN
ERIWE, FRARADE, EBBRIER , URBXBRE). FiE AWS BRI APN &4E% R
HaREER MPA TE (FEEA).



https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-integrating-microservices/welcome.html
https://docs.aws.amazon.com/whitepapers/latest/microservices-on-aws/microservices-on-aws.html
https://docs.aws.amazon.com/whitepapers/latest/microservices-on-aws/microservices-on-aws.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-migration/
https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-migration/migrations-phase.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-factory-cloudendure/welcome.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-factory-cloudendure/welcome.html
https://mpa.accelerate.amazonaws.com/

AWS REHESE MR BB R BB AWS

BB EEEREFNE (MRA)

f£EF AWS CAF SR BERBE REmRE, BREBNBH  UREMTEELMENERHEZE
IERIBE. WEFMET K F2REBEREEERE. MRA 2 AWS EBEBIE — K,

BR R

HTEEEBEE AWS Bin. IFFHEER , F2RLARKFTN 7Rs HE |, WBRHELEME
BUANEARERE,

HEREE (ML)

AoMHESE,
R

HBEN (BRIE—) BAEARAEEREARBRATRTEE, EREMHASETRANRE , U
BRARRA, REMRAZD AL, NBFHEER , TSR AWS Ein

AR L EREEFTE
EEFME TGN EERERARXN R EREE ; BAER. RRANAKY ; YEEEBEN
EZAEE LXEELRARANRIRE, FENERRREERBNER. FERARALE

PRI RN EEENIRRE., URBREBANZE2THE, NFFMER , F2HENE
FERAEAN R CEREE AWS Eif,

E-RAESX (B-)

BRREEENEFEAE-REITHERAEN, E-ERAERXALERY, R -—EEAEX
DREBRIFERAE  ALARRRAERE, EREREERE  MiENdEE-RAEXNII6E
EREENEN., FREMRELRE  JUEAMRERE. NEFAET K FSRLE—ERD
fR B PHAR S

MPA

A2RBEHESE,
MQTT

HSBITILE A @AV .
EZ DR

—ERBRELSERFERNBE (FRAMELLNERZ ). fl , BEREFEH TS H~
"hWERRER., REERERE?. 1E 'EEFFUBEERERNRBER ?



https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-readiness/welcome.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-migration/
https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-migration/welcome.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-migration/welcome.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-modernizing-applications/
https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-assessing-applications/
https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-assessing-applications/
https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-decomposing-monoliths/welcome.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-decomposing-monoliths/welcome.html

AWS REHESE MR BB R BB AWS

ENER

—EEE  AREFNECREEIESNEEERER, ATES M , USEHEMTERMY
AWS Well-Architected R EZFERA T 2N ERERBEAREER,

O

OAC

A2 ERFRRS,
OAl

EZREREINE D,
OCM

ASREREEEE,
REREBR

—RBEBLE , TEEBBETMRIRIFES, W ESRERFHKR , B% AR/ NEEER
BTHERH,

Ol

b

REBREXEES,
OLA

RS REXERIBE.
mEER

—RBEBLE , BRMRITRRETFAREERIBEERR. EEETFEINEAREXNTEE
BHBREEF, WZSREEREFHER , BERRARBRERNEETHFRE,

OPCA

A2 BB R B —RE,
B BXAE P B AR -t — 2R 48 (OPC-UA)

AR I#BE{tH machine-to-machine (M2M) BRI E. OPC-UA IREEIRMNE , SMERENIR
BARNEREMEE,




AWS HREHESI S B R ER RN AWS
BEKERZR (OLA)

— iR , BT BEEREAEOHLRENAS , WX EBREKERHZ (SLA).
BEEREEE®RE (ORR)
BENERREMENRESTE , WTHEERE, 4, BB EM4N U REaSEE, mE
SHMEF , 552 AWS Well-Architected BIZR#E P AV E 2 % H ] (ORR),
BRAERAT
AEERRERRCEANEBNERBRR , UIERG TEEE, RENERRE, £REXD  BS
OT MEARM (IT) RHRLE 4.0 BENWEEEL,
BREES (O
EERPHERERRCHER  HPSREHRRERERE. BBCNEBE, WEFHEER
EE S8R,
R ST

KB AWS CloudTrail FE&&H#E# AWS tRE FFTE AWNFTEEH AWS Organizations.
EEREBNSE AWS IRF hEVILEN , CERREERFSPIED, NEFHER , F2E
CloudTrail XX 4 1y B R B 2 LB Mt

BB EERE (OCM)

RARRAR, WENBEENEEEERER, BEMEREENEE. OCM EBNESERA, &
RBERBE  UREBCNABEE  HEEBAMAENREMTER  XBBRETRENR
B, £ AWS BEXET , EAREBAAEME  RAERKAERMENSERE, MEFH
&/ , 2/ OCM /.

Raf7ERZEH] (OAC)

s
¢
&n
£

f£5 CloudFront , PR#|ZEXEBR LR E Amazon Simple Storage Service (Amazon S3) A #1878
BIH, OAC X&EFIE S3 7T E AWS EiF. [AREFIHINZE AWS KMS (SSE-KMS) , LAK S3 f#
FAT M B AEPUTHIDELETESE K.

R FE S 2 (OAI)

£ CloudFront , AR BR&IFEUARE Amazon S3 ABHIEIE, E&RMFER OAl BF , CloudFront
@33 Amazon S3 AIARETHRBN TR, REENTIRAEBISERHREF S3 f#F
CloudFront FEEHHIRNE. BE2E OAC , EAREERMAEEM FEIRS,

ORR

A2RIEEERERE,



https://docs.aws.amazon.com/wellarchitected/latest/operational-readiness-reviews/wa-operational-readiness-reviews.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-operations-integration/
https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-operations-integration/
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/creating-trail-organization.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/creating-trail-organization.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-ocm/

AWS REHESE MR BB R BB AWS

oT

RS RRER.
& () VPC
£ AWS ZIRFEES , REREREXARMBVEMERN VPCo AWS Z22EREEBE

EABA. BEARE VPC REREMKIRS , UREBERAERXRERZNAKRARK < EHE[N
T o

P
ATAISRER

MZEE IAM E8BH IAM BEEBGR , AREEAENACHEBNRAFT. WEFHEEA ,
IAM 3R EF AT SRER

BABBIEF (PI)

3
¢
dn

EEEERNEAGHEFRRBESE K TARSEENGASONEE. PI NG SFEMSR, thiutH
BisEAo

Pl

RS REAEREHA,
F

—%H?Ef'ﬁm%ﬂ’]*%? AR E R BN TE , SlNESiRPREKZMREINRE. FRATURA
TR, BBCHITFRSURERRCREMBENEFRIEHEN TN,

>
Zll

w2RAREEERE SR
PLM

EREmERNBHEE,
BE

AUERER F2EUS B AERNERE). EEFIRRY ESRUERAERNER) E
FEBPFTERS R XERN Y AWS Organizations (55 B BRI 1% 51 5K BE)



https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/network.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_boundaries.html

AWS REHESE MR BB R BB AWS

BERAM

BRBERFIEIMEMER , BUEEMRBNERRERMN. IRENHBREEFHARNESR
REEM , AETRESEIEFREIMETE. NMRURBEAZKESEFTRNERRHE , A
AIUEERMBEINEINEFHRENTRES. 0FFMAES  F2EEHRETBRAEREX
EO

mamE

RE, 2MEARAESYHERBRIEFUAREBBNERF. NFHEEF , F2RFALERE
HEE.

BERtrueWEHEHFfalse , EEMNR FWHEREAH,

R T HE
—BEERESHRECEMN  TEEREEERIDPNER, ERED SHERBERN SR ERER
MEENERE  WHEBEHNE

T8 By 2
EEMIEEHRENZT SR, BELEHRE—EHE , TTHBIIEERRNREREFTINR T4
ESE, MEFHMEA  FSEE AWSEEER SR TER R4,

EEA
FAWS ATETEMENERERNER, LEBEER AM BEEFEHENRERAE, AWSIRFE
MEFHMENR BB IAM XGFAGHENS RN EE,

BEBRLRRE

—EREIES %, EREIEBENSEBIMEMAEZER,

AEFTEED
—EARE , TEEEMEFE Amazon Route 53 f{a[E fE — A= Z @ VPC AMEERE FiEz
DNS &M EN. MEFHMET , F528 Route 53 XHEFWFEHAFLETEEE,

F B

—BLZ22HE , EEMLERETHERENER, ELRFHEEEERMEZINETRE, WX
ERTHEREE , AITEMEXRER. WEFMEFR , F2B AWS Control Tower X4 H Ay IZH|
HSEER , YSRBFERSMEE R EEES AWS,



https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-data-persistence/welcome.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-data-persistence/welcome.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-readiness/welcome.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-readiness/welcome.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/aws-security-controls/preventative-controls.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_terms-and-concepts.html
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/hosted-zones-private.html
https://docs.aws.amazon.com/controltower/latest/controlreference/controls.html
https://docs.aws.amazon.com/controltower/latest/controlreference/controls.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/aws-security-controls/proactive-controls.html

AWS REHESE MR BB R BB AWS

EmEmBEHEE (PLM)

HEmMNBELGBHHEREERMNRE  #RGF. A% ETINRERRAE K BETHEAR
BRo

EERE

nﬁ 2 ﬁiﬁiﬂ.o

A fmi@EE 12588 (PLC)

RRERP , —A5EATRAERMENFTES , TER#SRY 5B REBRE.
152514

UEEMNEERRENEFHREASBHNER. LRCEBRREBEEARIL, RBCBIRDHER
RREANBIR,

Bm/FTE (BM/ETE)

—EBER  IEHBRBcEERFELSBA , MESERMEMEI LD Flm , EHBBE MES
B, WRB TR EHASRMIEAMRBATRNEE, RRTUAETESERMBRHENBERLT
AR

Q

EHFTE
—RYSB , miER , ARER SQL BB ERNERKEFHER,

EHFHEDER
EEREREEICIEZRENEHHEREREETEENEEZHNFTETAEER, ET6E
RAHMRTER. REGRYG. RERE, CH2RBENEEURERESIZNEMNAMER,

R

PITAERE
RSRAEE 88, %, BA (RACI),

BRUE

—EEREHE  SEELIEHERRRIENNER , ERMRA L,




AWS REHESE MR BB R BB AWS

I 7 4B fe

WOMAK(E  BE , B8, B4 (RACI),
RCAC

S LIRS B GelR
R

RAREFERARNEREER, BTN ERARAEEHRENERUBRL TENENAH,
ERTEEL

R7EH

H R B & (RPO)
BLEXRERNERBLURAESIWERE LR, ERE T HE—ERE R AR < E 520 8R
E%.

5 RIS/ B & (RTO)

AR %% o T B R 1B AR A MY R AR AR,
BB

R7EW

[ 120
wIREEHPH AWS BRES. SEH AWS Ei5 RRENBIN AL , URHAEED  BE
MENEME, WERFMER , FSREE AWS BiE EHIRFE AT LAERARIER,

Ik

FRIBERN ML £&1i7, fl0, HTHR "EFFEEMEER ? 1 HBEE ML RE ] BUERRMEE
BEE RBEINEESE Bl , FHER) RAAEENHEEES

EWER

R7ELW
TS

EBEFT  TREZERAZLEERENEE.



https://docs.aws.amazon.com/accounts/latest/reference/manage-acct-regions.html

AWS REHESE MR BB R BB AWS

EXEN

R7EH
BEA

R7EK
B

R7EW
S

FERENIERIRPEHFERNED. EREBER K STAMNAEERRERNEZERE,
AWS EmWMFFMESR , FBHEAWS Eix BE.

EREHE

MEEEIRMBUR | 620 Amazon S3 fFRTE. WAINBER, EREENBREEERTF
LR, XENBEURSERENEME MRS,

BEE, BEE PEBWENBEELE RAC) £
EEBWEBNBRELTSR2AEE AN A CREEHER, SREHTEL R RN E
R AE (R). BE (A). BH (C) BB (). X (S)BRRTEN, NRLEXE , 8
SERTEA RASCI 46RE | RAUSE IR | BITBA RACI 66,

[l et 25

— Bzt SEEBTREANRHMRZEEENHRER. NFEFMENR , F2HE AWSE
BRI Ry EE RS,

RE

R7EK
IBIK

R7ELW
ik

EHERZIEAERBEEHUFIRENER
EF5|ERE BT FEUES (RCAC)

EREERFIRAMNER, Bt SQLEER, RCAC HERFIBRMERITEEFIERK.



https://aws.amazon.com/resilience/
https://docs.aws.amazon.com/prescriptive-guidance/latest/aws-security-controls/responsive-controls.html

AWS REHESE MR BB R BB AWS

RPO

A2RERMER,
RTO

A2REREEE S,
T F M

HTREEBAMEN—EAFDHEDREF. ELEERATHCERMBRESERRBENEFM
EEO

S

SAML 2.0
FZEMRME (IdPs ) ERANBERIELE, WIETBABSE -2 A (SSO) , HitFEAEATUE
A AWS Management Console MY AWS API fE% , MAXBEBPNESEAE IAM PR
A&, MEBBEL SAML 2.0 AERNBSFHEER , F26 IAM XAHFHERUL SAML 2.0 A&
BHBS.

HF1¥
ESREERFNER R,

SCP
AR RBEE R,
BUMBERRXBFORBRZIREESR , SINFHREHERFE. AWS Secrets Managere B
MEEREDPEERER, BREUTUR_EN, E—FRERZEFH, UEFHEF  F2E

MSecrets Manager I BT BERAZA ? 7£ Secrets Manager X1#&H

grge 2o
— BRI EEERS  EUEM. EASRERETAEINAZE®ANGED, Z&MEREFHE
MEFEHA  EhH. 28, BEXHMEFHH,

Ergc a4 |d

BOZRBELUEEERIENNEBNBE. EWRaE—L8F , SIUBKRIABRENER. BIF
BRFREERNZLHEER. FEAABERPILENIIEE,

S 43


https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_providers_saml.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_providers_saml.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/whats-in-a-secret.html

AWS REHESE MR BB R BB AWS

ZEEHAHREHERE (SIEM) Rt

RERLEFAEE (SIM) NZ2EHEE (SEM) RN TEERHK. SIEM RiglE, B2
RERARER, @, KENEMERRNER , LEARBNZLRE , XEERE,

Z£EREEL

BEEZERNCHEE  HBFTAREBOESSERSHEY. ELBELIEXTRAE
RREERNZLEGE , HBEEE AWS Z2 M REEYK., BB EESENEF3IFEHR VPC R
2848, 15% Amazon EC2 H{TEERBREAER,

1a] Al 5 i I0 27

EHBEMEHBIRME , B AWS R BEKE
AR #42 | B R (SCP)

# AWS OrganizationsF BRI T EIRFRMEEPZEFFFINBE. SCP SERPERFIHNER
EEEBUZREEAERACHEERS, ERIUFER SCP EARFFERIERBE , J«MEEJ"D
SFEREs I MRLE AR FS SR B 4E, MNESEMET , 55280 AWS Organizations 34 H B IR A2 4 R B,

AR 7% v 26

HIEARERY URL AWS fR#. ZAIER RS , EBEARA TN ERZBERYE. NFFHE
Eﬂ y nﬁ £ Eﬂ AWS ﬂﬁé‘e% ':F'E’J AWS ﬂﬁgg jﬁuﬁEEo

AR 7k 2% (SLA)

— i, BE 1T BRGEGER & FRAERIRES | 520 BRI IE 5 #0178 A EE
AR #% & ik s R 27 (SLI)

HIRBRERENAE |, FIMERER, THMSHEIEE.
AR #% %4k B 4% (SLO)

REBBARANWEFRRANERER  ARBE IS REHE,
HESEEER

}’*L"‘E*‘“ﬁéﬁ%ﬂAiﬁﬁﬁﬁgﬂ’ﬂﬁﬁﬂ’ﬁﬁﬂo AWS AWS R EERMZ et , MERREE
mBEEE, MBEFHEER  F2RABEEES,

m

m

F2RAZEUEFANSEHEERRK.



https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps.html
https://docs.aws.amazon.com/general/latest/gr/rande.html
https://aws.amazon.com/compliance/shared-responsibility-model/

AWS REHESE MR BB R BB AWS

B HPE (SPF)

EREANE-—EEARLEWE  TREHERR.
SLA

R 2B IR Sk i 2
SLI

A2 R REERIERE.
SLO

ESRERBEREE
split-and-seed & #
BERAMERRACERNEN. ERMDENERREE , ROBRSETH UELHTNERE

B, ERMNBEREBNEINEE K REFRBARLED , AXERERFH. WEFMEA , B
2ETHNEAEXRA LRI E. AWS EBif

=g

EA-—EAEEBEENRRBAEXZHAAEEN  YEA-—FSARPNEERERBEERBLT
MENEEBER. EERBREAERBEETEATNAREREEREN.

Strangler Fig #3

—BRARCE-—RENSEZ , cEBTERNRRRKGE , EEXRKFLERARL, HEKX
REERRE , cRA— BRI L HAEEBERNA THEE, ZEXH Martin Fowler 5| A, 4
AEEE-REREERBN SR, NEEHUOANERAKEXNNES , F2EEAREH Amazon
AP| Gateway ZEFZHRLERR Microsoft ASP.NET (ASMX) Web BR#5 .

T

& VPC Y IP st E5E, FRXBENAE—THRESE,
EEE R HIEE RHHEE (SCADA)

EREXTD  ERATRRERERELEREERLEFENRRK.



https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-phased-approach/step3.html
https://martinfowler.com/bliki/StranglerFigApplication.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-aspnet-web-services/
https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-aspnet-web-services/

AWS REHESE MR BB R BB AWS

HEIE

AR ERRINE N FRERRMEERE L,
BRI

LI E A & BB LME A B B A s B R e 5 SR R . B LAEA Amazon CloudWatch
Synthetics FREIEIE L85,

T

B8

ERER AWS BRIV P EERNRSIRERY., SRTHEEER, B5. A8, ESREGRE
lﬁo yu;:ﬁﬁ%ﬂiﬁﬁﬂ nﬁ e Eﬁ* E'J&"iﬂ’\] AWS ﬁﬂ?\o

BEREH

RESEZEEN ML PREANE. EHEBABRER. Al , ERERET , BERBHTRER
E m Rk,

EFHEE

RAREBHTFMEHEENTE, FREESSHUTFMOBBEURBZZAN —REKBFE, ¥
REE-REL K CREMENALGEEE, #EENEE,

AEIRE

SRS,
3l

AMLEREHERIHBE, JIRENL AT ERER, BEREELSEIRENPSHRISEH
ABRBHERAZEENEN (CRERANER), ceRHBERELERN ML RE, TJLEH
ML &8 | RFFERETHNER B EHESR.

BaRE

AR EE VPC MAEEEMEN AR SR E. WEFAEF
Gateway 3+ {9 (£ B E 2T

FHRBITERE

2B AWS Transit

ER—ERNZE ARBASTUERIESXFABERENAFANGE  AREELBESHIETEIX
F. KRR, FEIXERFREIFRRE, LENRENEERED.



https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch_Synthetics_Canaries.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch_Synthetics_Canaries.html
https://docs.aws.amazon.com/tag-editor/latest/userguide/tagging.html
https://docs.aws.amazon.com/vpc/latest/tgw/what-is-transit-gateway.html

AWS REHESE MR BB R BB AWS

ZEENFEUE

REERGIEIEENRE , LAREEBBA AWS Organizations REIIRE H#TITE, ZEME
WK EEEEXACK , ESERFHEIRKELZAE , WEALITEERIE, NEFHMAE
A , 5528 AWS Organizations X#HHIAWS Organizations EEE fth AWS FRIEFEEE A,

AR

PFIFREFNESEEE , LIRS ML RENERM, Sl , TUEBELERRE. HMEER, A
RETENRETZRERELSRRINE ML EE | DIELEE,

€ i BBk

—{E)» DevOps BBk , fR AT LABRRIfE LLRESH . & 45 2 [ K A AR m e 4R 2K B8 B B P Y IR A R AF

ER—EfE  ENRTEHE, FTTBIKRANES , HURSHEEENE ML EENTTES, B
MERENTREN  RATHEERHFRN. TEENEMSIEN , MEKTREERHER
TEEMNREMEXESIEN, NFFMAER K FBRECRESETRENTREEMERM.

#|EBINER

EEARETHE  RABRNBREERARFA4FTNIE  EFRARKAFRHEEREEIREMUER
FEZ. BEZRVEXVEGTERE. HENRERE,

REHIRE

ABRRER,

<

il
H

—EERERERE  SREEEMRNBELHE , SIEWFETILREFANEE.
RS L]

EMEBFNEFNIE  fINFEFERRAEIBHEE,

u 47


https://docs.aws.amazon.com/organizations/latest/userguide/orgs_integrate_services.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/ml-quantifying-uncertainty/concepts.html

AWS REHESE MR BB R BB AWS

VPC HEHIE

R1E VPC 2 ERELR , IEEFERILE IP it B ARE, MEFMENR , 5528 Amazon VPC
XHFHTER VPC WEHE,

ERARZMRZ AR NIERIRL,

W

AR R EX

BEREFINENERENNERERR. ENEHTERTUAREERIER , EtitEiEe
B EEUE R

RER Y BIR
THEFHNER, SHLEERNE BETUEITERENEM.
BERE

—RE SQL W& , THLEEL NEECEMBN —BTHTHE, AENBEREETEFRE
BA , SINEERBFOESRE B 8l 5 EE A EFERFINE,

THEEH
REBXEENEFRNERNRES  flEEEFNEREARRIKRE,
TSR

ERERTEE-AREEBNYERE. SETHFEFRABEBUN , EXEERPHEMBTFS
o Bl HETHEERETHEEAREN, RAREANBEEBTRERNELIEF, HETHF
ERSELEERNEBB ISR , AREEBARSNEAREN,

Lot

WQF

E2E AWS TEEHETERE,
B—X,6 %% (WORM)

—BfFERE  TEREAEREMHIEEMERMBRIER, REAFAURBEES XENH
B, BREIEURER. CEBBFRERRBRE/RTTEN,

w 48


https://docs.aws.amazon.com/vpc/latest/peering/what-is-vpc-peering.html

AWS REHESE MR BB R BB AWS

Z

F R

—ENAERKEZRINKE K BERESRN.

ERERE
EERMAREENBRENTH. RESERETUIAEESENFIRERK, HRKE , B
ABREESHIZNE .

BREEAREN

CPU ML RBTFHERARER 5% WEAEN, EBBERY , BEEHAELERARR,

4 49



AWS REHESE MR BB R BB AWS

ANBREXIRWHEBBZFRE , IRBFRFEMAERRT—BZRE , BIULARRAE,




	AWS 規定指引
	Table of Contents
	機器學習模型可解釋性AWS
	目標業結果

	概要
	最佳實務
	區域
	對於樹木整體模型，請使用樹 SHAP
	對於神經網絡和可微分模型，請使用集成梯度和電導
	對於所有其他情況，請使用內核 SHAP
	建議

	全域
	可解釋性AWS

	常見問答集
	有許多用於確定功能重要性的方法在這裡未討論。他們為什麼沒有被提及？
	推薦方法的弱點是什麼？

	資源
	文件歷史紀錄
	AWS 規定指引詞彙
	數字
	A
	B
	C
	D
	E
	F
	G
	H
	I
	L
	M
	O
	P
	Q
	R
	S
	T
	U
	V
	W
	Z

	

