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https://docs.aws.amazon.com/neptune/latest/userguide/intro.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/welcome.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/neptune-analytics-well-architected-framework/introduction.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/neptune-analytics-well-architected-framework/introduction.html
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AWS CloudFormation &4, AWS Cloud Development Kit (AWS CDK)&; HashiCorp Terraform %
BNEEERIBELENEIR,

- BT EEBEL Neptune BRERF , SIMFRHTER A, MEIABRERBRER , IELEFE
RREFITFHEREBE,

- RRAPRASERFTRIFHEND, EAME, BRAFA (ETL) BF , UEEEZBEER
B, KE#ER OR) URIEFENEHRIGEBERENERE, ERFHRIULUFHRE AWS Secrets
Manager, Amazon DynamoDB SRR A] AB B FCMMWE,

- FRAERSPEERTIEE Neptune ER , YIRBEBERAE. WFEFHEENR , F2HERL
Amazon Neptune &R,
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https://docs.aws.amazon.com/wellarchitected/latest/framework/operational-excellence.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/Welcome.html
https://docs.aws.amazon.com/cdk/v2/guide/home.html
https://aws.amazon.com/blogs/apn/terraform-beyond-the-basics-with-aws/
https://docs.aws.amazon.com/secretsmanager/latest/userguide/intro.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/intro.html
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/Introduction.html
https://docs.aws.amazon.com/neptune/latest/userguide/tagging.html
https://docs.aws.amazon.com/neptune/latest/userguide/tagging.html
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/A Important
EDESRIREF I AWS BAKH,

- ER |laC FEEAFERESNIFER T (CI/ICD) BR# , Hlan AWS CodeDeploysf, AWS CodeBuilds
ELRESEHELEEREDHEE. AHNTBENG , HP T SERE Neptune B , AREBF
IR £ E Amazon Neptune # 5.

- EREAREPAFZERRENEAREANESN , ARBREBBINEERE, ERRAREHZES
B TaEtt , YAMRBEREMEIEESENAESTEARRRS.
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BREEERLEEEEIARIEREIN ANBER THEREMREE , RSB HEE, THRET
1% Bh#23E18 Neptune BEIRZABRE :

« BYERFE , £/ Amazon CloudWatch I5EEREIFER EH/TEEMN CPU MEERAE X7
BAEER, BRENEAEX AFHREIMVEERIEZEMN Neptune AAFixEI BRI CloudWatch &%
IAMETR, MESHEK CPU FARBENFMERN , F2B Neptune XHFHFEA CloudWatch £
Neptune FESR & Bl E T B XEE.

MRELEEEEHFreeableMemory & Flout-of-memoryBISAARITR , SEZBMER X2 RFIHEITE
B,

« BREBHAEE Neptune EEMEMEMEE, Hla0 , BufferCacheHitRatioEXIFEENRS (K
A 99.9%) , M MainRequestQueuePendingRequestsEZIFBENE (BEBERTA0, BE
ARRENERNEESTEED ) o

- ERFEAEHBEIRESRE Neptune FEERS T AM, SCEZEEBARNTERBTRNTAREH
ELAMEEHBENER , URAHTERLGKTHAREREBESHHBREARERNREM.

- RECRXESEDREEHENER, NEHEFMAER , FSREHERE Amazon Neptune EFE
BEEPHNEXRYE,

- AREREHTEENSERE  UWTHENEARMIFTRHEFERSR.
- MRENEABRAFEZEZTEPE AWS Bl |, FERBEALHEREMA DRETEN -7,
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https://docs.aws.amazon.com/codedeploy/latest/userguide/welcome.html
https://docs.aws.amazon.com/codebuild/latest/userguide/welcome.html
https://aws.amazon.com/blogs/database/automated-testing-of-amazon-neptune-data-access-with-apache-tinkerpop-gremlin/
https://docs.aws.amazon.com/neptune/latest/userguide/cloudwatch-monitoring-instances.html
https://docs.aws.amazon.com/neptune/latest/userguide/cloudwatch-monitoring-instances.html
https://docs.aws.amazon.com/neptune/latest/userguide/manage-console-autoscaling.html
https://docs.aws.amazon.com/neptune/latest/userguide/manage-console-autoscaling.html
https://docs.aws.amazon.com/neptune/latest/userguide/neptune-gdb-disaster-recovery.html
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EEHEEENENTEER | 518 B FEME Amazon CloudWatch Logs ., FFZEB TFYREE
7% -

- MAEEHKE. THREBFE , YLPEHREEHRENER, €A Gremlin, SPARQL
openCypher B Neptune FEBEFRER RS , RATHELEHRENRER,

- B Neptune BB , Y EHRBE AREREEAREERENFRREE,

- MREBHEAEEHILHEREKHE , FRARME CloudWatch Logs. E R #HBIEE % ETERE L
MR B AR, Neptune HITERMNARRETAIEER , ESTHEBAREHAREERENAF
=, CloudWatch Logs XERHRE B, CloudWatch Logs R EYIB @A ESIR hRERS N E R EH
HEsM2ETRENRE D,

- BTAECHEZEFEMEFNIOMNIE | SBALIERTE Neptune BRIERE | R BFEH R
Z CloudWatch Logs Y A 55848, /A CloudWatch Logs , IR LAEL1T HEE RV ENBS 04T, f&E
F CloudWatch RE ZRFMRIEIZE , WHFE A CloudWatch Logs #BEH BiFiL &R ERSMA M
1B, WEFHMET , B2 Neptune HiFEZEH#ZE Amazon CloudWatch Logs.

« Neptune XE A C&IL4IFESE#%E AWS CloudTrail, MEEMET , FFSREFEH 24 Amazon
Neptune API FEI4 AWS CloudTrail,
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https://docs.aws.amazon.com/neptune/latest/userguide/slow-query-logs.html
https://docs.aws.amazon.com/neptune/latest/userguide/gremlin-profile-api.html
https://docs.aws.amazon.com/neptune/latest/userguide/sparql-explain.html
https://docs.aws.amazon.com/neptune/latest/userguide/access-graph-opencypher-explain.html
https://docs.aws.amazon.com/neptune/latest/userguide/auditing.html#auditing-enable
https://docs.aws.amazon.com/neptune/latest/userguide/cloudwatch-logs.html
https://docs.aws.amazon.com/neptune/latest/userguide/cloudtrail.html
https://docs.aws.amazon.com/neptune/latest/userguide/cloudtrail.html
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MERZEME AWS RESEEIEF. 58 AWS BF |, BaUZHSRNERPOMBIREE , ELRE
ERARMERZEHBEBNERMEE.

ZEMR AWS BEECBNARERE, AFSEEESEHERAERAGNRZENERATNES !

- EiRETLM - AWS BERERL AWS RIE PHTHERRE AWS Elf, AWS L ARRHTTZ
SHEANRE, FAWS GHHEF , F=HRERASSEHARNBIZLMNERE AWS , &
ETHBEAR Amazon Neptune BIERETE , B2RSHRTEIEEARANAWS R

- ERNREN - BHNEFTECRRNEER AWS BRI 1 . KELAHHEMREZSE  SRERNEE
., BRANERMEMAZENER. IFFRENBLENFAENR  F2REERBLEERRE
5. MEBNERMREBNAEBET , F2HAWS HESEEEN GDPR MHEEXE,

AWS Well-Architected Framework f)Z £ S A Al B8 7 SR AN 7E £ Neptune RERA R EEEE
B, T EERBUMAE Neptune FREABERENLZ 2 REREE, BteTHNMAEREM AWS
BRAE i Bh IR EE = F11R 2 Neptune B,

REXHEETHETEEMEAS !
- BERlRE

- BRRe

- BoBRRENRE

BFERLZEMN

ERNRNERSRENTFEERE Y TRHENATENERAAETE., TIHEEBFHRE
BENEFENENEINBRRE

- BERE. E8R. SHEE. AWS ldentity and Access Management (IAM) & &R H b &R
EOSHESBREN , AARERTREELRERERZEBFF.
« Z1 5 Neptune ER 2 /S AR URISREZTELEBEAEREARBIFIR.

 Neptune MEMNHTERBAUBHRBENERNEZRBERCRENERBEFREER , AERREMS
B —ERE, BULUFER Neptune MBERIESBEEERZEARINERNRE. B LUET
Neptune 11% , LUREBREERNEHRER,

BFERzet 6


https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/compliance/programs/
https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/data-privacy-faq
https://aws.amazon.com/compliance/data-privacy-faq
https://aws.amazon.com/blogs/security/the-aws-shared-responsibility-model-and-gdpr/
https://docs.aws.amazon.com/wellarchitected/latest/framework/security.html
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= EZRAF Neptune ERIEFITERMIMNE |, 57 Neptune TEANMAMEBERPIEER
(FEERBEE ) , RIEEFERE AWS::Neptune::DBCluster::StorageEncrypted B AWS
CloudFormation, NREAAMZR , Neptune FE:%#45# F Amazon Relational Database Service
(Amazon RDS) AWS ZE &R , IELAUNBRUEFZESHR. WEE Neptune EREHTEE
WEF , BSEEVHM Neptune EREREE, MEFMEF , F2EFLENE Neptune ER, &
WEBLRNFERREEFEAES Neptune EEEZRW AR N,

+ f£/ SPARQL # openCypher FEE i , FFRE B E R ARI NS B , Uy SQL *
AMEMERXNHE, BeEATEAERMNBAREBEATREENESSH, EFASHILE
HRFARRERR , KL ERAASHEEZETERE, WEFHMEEN , F28 openCypher
Bt EFH M SPARQL Injection Defence KYEifl, https://owasp.org/www-pdf-archive/Onoffri-
NapolitanoOWASPDayltaly2012.pdf

« HR Gremlin FFS , FFEA Gremlin FELE , MAREZEEEFHRE Gremlin ETHE , UERE
TERE A RIRE,

o BN

Amazon Neptune ERERE REEERILEENR (VPC) L3I AWS, Neptune BRIEEENIKER
HETER VPC REE , BE RR7ER VPC HF#11TH Amazon Elastic Compute Cloud (Amazon EC2) #
TERBER. ZrLUEBRGIFE Neptune ERIEFREFTERN VPC R{RE Neptune B, NFEFFHH
B , B2EMEHZE Amazon Neptune B,

ATRELHNEHTER  Neptune EFHZ L BABENZRE |, FEiB HTTPS &% SSL EHFEEEM
HITERIFBEIRE . Neptune BEH Neptune ER EHITERIEM SSL BFE. Neptune SSL B
EXEEERY. FIERENFTERRYEIREE, NRECHEHTHRINERMERSE (HW
HAProxy) , RIAZEfEA SSL &1k , W ERIERARSR LB B S M SSL BE. SSLEERZEHEA ,
ARMH SSL BRERBRARBEMWEBTIT. MEMFEA SSL EHEZE Neptune HEMFFMER |, 7B
SEFEA HTTP REST imBiEMRE Neptune BRI EHITERE.

BFEEBRENRE

BB RHFERLAE Neptune BRI ERENE R EHITER LH1T Neptune EIE B)F , FEM IAM &
AER. BB AWS £/ IAM BAERERZE K , £ IAM ABXEEB R FHIT Neptune EEH
EFRRFTAIRY IAM BUR, MERGERSREEREL AR TFEREBMENFT. WFFMEA  F
SRALATEERA IAM BERRE G AT RS AE B Neptune M 1AM 5 5 B8 7 EUE.

REL N 7


https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-neptune-dbcluster.html#cfn-neptune-dbcluster-storageencrypted
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/Overview.Encryption.Keys.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/Overview.Encryption.Keys.html
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#customer-cmk
https://docs.aws.amazon.com/neptune/latest/userguide/get-started-create-cluster.html
https://docs.aws.amazon.com/neptune/latest/userguide/encrypt.html
https://docs.aws.amazon.com/neptune/latest/userguide/opencypher-parameterized-queries.html
https://docs.aws.amazon.com/neptune/latest/userguide/opencypher-parameterized-queries.html
https://owasp.org/www-pdf-archive/Onofri-NapolitanoOWASPDayItaly2012.pdf
https://owasp.org/www-pdf-archive/Onofri-NapolitanoOWASPDayItaly2012.pdf
https://tinkerpop.apache.org/docs/3.4.8/tutorials/gremlin-language-variants/#:~:text=A%20Gremlin%20language%20variant%20is,within%20their%20native%20programming%20language.
https://docs.aws.amazon.com/ec2/
https://docs.aws.amazon.com/neptune/latest/userguide/get-started-connecting.html
https://docs.aws.amazon.com/neptune/latest/userguide/security-ssl.html
https://www.haproxy.org/
https://docs.aws.amazon.com/neptune/latest/userguide/access-graph-sparql-http-rest.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#grant-least-privilege
https://docs.aws.amazon.com/neptune/latest/userguide/security-iam-access-manage.html#iam-auth-policy
https://docs.aws.amazon.com/neptune/latest/userguide/iam-auth-temporary-credentials.html
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BRI SUELRE Neptune BEXEHEHR |, LAILUER IAM [@ Neptune EREHTEIBSHE R
EESETEORE. WREK Neptune ERERETRA IAM B0 8E  AIXALERIFTNERNE
BEENEAA. WFEFMER , FSHE Neptune FEA IAM ERES 5 5FE , UEERA IAM 55
BRENIER,

EIAM BERES D BRFBERAR , SEBREPLAMER AWS Signature 58 4 ETHE, FE T HNOM
BEBNFREZZCHA IAM B9 RBEWATE Neptune in % , FFSBEH AWS FEIRA 4 EEF
#E, FZEXAENIE , flW awscurl , E&&XE AWS Signature £ 4 kR,

A TEHHAM E& AWS BRF , Amazon Neptune £/ IAM R ERZAE. REELACRERERE
Neptune By — &4 IAM AR, REEFAEH Neptune BEERE , WBERE AWS BRI K%
B EM FTENFMEE . WEFMENR , F2BFEH Neptune WIREERZHE,

BESOBRBNRE 8


https://docs.aws.amazon.com/neptune/latest/userguide/iam-auth-enable.html
https://docs.aws.amazon.com/neptune/latest/userguide/iam-auth-connecting.html
https://docs.aws.amazon.com/neptune/latest/userguide/iam-auth-connecting.html
https://github.com/okigan/awscurl
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_terms-and-concepts.html#iam-term-service-linked-role
https://docs.aws.amazon.com/neptune/latest/userguide/security-iam-service-linked-roles.html
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AWS Well-Architected Framework Al i A @8 T A B EFEHBER T ERE — Bt BT HER
IhREMIRE D, BRERALEGBPEPHATRARITEES,

AN THEEFEENEREBNERRZBHITIRTIRR, SCHRBEZESURE Well-Architected X4
MIEERITAELESE. ARTEM , BLAKRBEREEN,

AEMEXEEERTHIR@EEA

- THREEEEE  SERBEENSEEN
- BFEE
- BEEE

T £ Neptune FRISELEE

BR T P EIA GovCloud AWS B 24 , FTE X EM Neptune HEHEREX/N EBRA 128 TB (TiB) ,
HAf %A 64 TiB.

128 TiB B2 AE B A K9 200-4000 REY 4. EERCHBIEER (LPG) F , W REHFH
ERER I ENETR, BESEN. EEREREE (RDF) BEH , WiHRMITHE.

B Neptune Serverless E 5 , B LARBERE Neptune REE{ (NCUsHTR/NFIHRAEE,
18 NCU 2% 2 GB (GiB) Wi IEEMAERIBA vCPU MEME, HK/MEANCU BEAREEFHN
EEARIFTER. BAULRENZRA NCU EESA 128.0 NCU , ME/MEKIEA 1.0 NCU,
BB EE Amazon CloudWatch $§#8ServerlessDatabaseCapacity W HEEUEREE LR HITH
EE , WEHZEBRANNTRITABHERANCUUtilization , REFIHKBESEEAERM NCU &
B, IRERATEEREREZEFTHR , FEMK/P NCUs , LEZERBAVRRERMZANE
H,

BALBUNERNEEREEL @A AWSIRF HESEEENEE, SELERTEERNEHRNTE
BNENERS., EERERBRERN LRE , AAEHARBYUXERNENATFURSHBEEEEMR
B, BB AMKEREMAWEMEE., MNE Amazon Neptune € Amazon RDS., Amazon Aurora
F Amazon DocumentDB ( &% MongoDB #&11% ) 2EH{AMNEEEE , UK JHKFERIEMEE
HE#E | 5528 Amazon RDS HHYE 58,

T f# Neptune BRISELEE 9


https://docs.aws.amazon.com/wellarchitected/latest/framework/reliability.html
https://docs.aws.amazon.com/neptune/latest/userguide/feature-overview-storage.html
https://docs.aws.amazon.com/neptune/latest/userguide/graph-get-started.html
https://docs.aws.amazon.com/neptune/latest/userguide/feature-overview-data-model.html
https://docs.aws.amazon.com/neptune/latest/userguide/neptune-serverless-capacity-scaling.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/CHAP_Limits.html#RDS_Limits.Limits
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T % Neptune S BER

£ Neptune ERIEEEF , E—AFEERNEHTERBMEZ 15 @ Neptune EXR, TEEREHT
ERZEFINNEARE  WHBERUMRESTAEERMEHN. Neptune EXEEREZHFTEEHE
HITEBERNREEHERE K mMEEXEEIUR/E. Neptune EART LR ETEER ESTERNEHRE
mMIEEH,

HREESTAM  FEAEHENESX, ETRANTAEEPHS -~ RS EEHBNERANTE
BURETAHYE , IAERFEIERNTHATENTERNREBERER. NRBSARVUTHEEX
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https://docs.aws.amazon.com/neptune/latest/userguide/manage-console-autoscaling.html
https://docs.aws.amazon.com/neptune/latest/userguide/feature-overview-db-clusters.html
https://docs.aws.amazon.com/neptune/latest/userguide/neptune-serverless-capacity-scaling.html
https://docs.aws.amazon.com/neptune/latest/userguide/neptune-serverless-capacity-scaling.html
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https://docs.aws.amazon.com/autoscaling/application/userguide/application-auto-scaling-scheduled-scaling.html
https://docs.aws.amazon.com/neptune/latest/userguide/parameter-groups.html
https://docs.aws.amazon.com/neptune/latest/userguide/access-graph-status.html
https://docs.aws.amazon.com/neptune/latest/apiref/API_FailoverDBCluster.html
https://docs.aws.amazon.com/neptune/latest/apiref/API_RebootDBInstance.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/Concepts.MultiAZ.html
https://docs.aws.amazon.com/neptune/latest/userguide/lambda-functions-examples.html
https://aws.amazon.com/blogs/storage/centralizing-data-protection-and-compliance-for-amazon-neptune-with-aws-backup/
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https://docs.aws.amazon.com/wellarchitected/latest/framework/performance-efficiency.html
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https://docs.aws.amazon.com/neptune/latest/userguide/slow-query-logs.html
https://docs.aws.amazon.com/neptune/latest/userguide/slow-query-logs.html#slow-query-log-debug-attributes
https://docs.aws.amazon.com/neptune/latest/userguide/neptune-dfe-engine.html
https://github.com/aws/aws-sdk-pandas
https://github.com/aws/neptune-export
https://docs.aws.amazon.com/glue/latest/dg/what-is-glue.html
https://docs.aws.amazon.com/emr/latest/ManagementGuide/emr-what-is-emr.html
https://docs.aws.amazon.com/neptune/latest/userguide/gremlin-profile-api.html
https://docs.aws.amazon.com/neptune/latest/userguide/access-graph-opencypher-explain.html
https://docs.aws.amazon.com/neptune/latest/userguide/access-graph-opencypher-explain.html
https://docs.aws.amazon.com/neptune/latest/userguide/sparql-explain.html
https://docs.aws.amazon.com/neptune/latest/userguide/features-lab-mode.html#features-lab-mode-features-osgp-index
https://docs.aws.amazon.com/neptune/latest/userguide/slow-query-logs.html
https://docs.aws.amazon.com/neptune/latest/userguide/gremlin-profile-api.html
https://docs.aws.amazon.com/neptune/latest/userguide/sparql-explain.html
https://docs.aws.amazon.com/neptune/latest/userguide/access-graph-opencypher-explain.html
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https://docs.aws.amazon.com/neptune/latest/userguide/gremlin-query-hints-typePromotion.html
https://aws.amazon.com/blogs/database/part-1-accelerate-graph-query-performance-with-caching-in-amazon-neptune/
https://docs.aws.amazon.com/neptune/latest/userguide/access-graph-queuing.html
https://docs.aws.amazon.com/neptune/latest/userguide/instance-types.html
https://docs.aws.amazon.com/autoscaling/application/userguide/application-auto-scaling-scheduled-scaling.html

AWS 755153 EFi#FA Amazon Neptune # AWS Well-Architected 2248
- BN IHEEHEKEEE—XTKE,

- BEBYFHWEARR , BFTREIEEHK DR,

- BEEHTEBENB,

ARER  BARFNITERLESHERATEEESS , U8 GBRAM REE  BRA/—XTT.
BESRARIFNTERIBTE 2 GB K RAM , IRMEEEBK vCPU MEBHE, EEMEEZBITRA
a4, BBERIMRE, — KNS5, REEIRERSRAABNEEEFEE B - ROHGHBET
AT  RIEEEE-—RPRERDE , BT EEBEMRBF[EE KA,

Eli iﬂflﬁl
EEREFELEA, FERETYEE

« Neptune KESFARZRABRBAERESHMNEZEEERNHKREST RN, Neptune BABRTERS
B, EEAMBRER  ARNMRELRENER , BOFERHE.

- BALEAXENSHRESETRZEN. BERELCEABMA/MERE  BHRHRIBEAER , 56
JE3R 50-100 B4, MHR LPG REIESEZNER, BEIEY , 2 ROF v =ERFFH M
TL#Fo

« Fi8 Neptune BEAREHEBEERNE —H1THE., BIEXKEERZE Neptune i , FEZEEEZ
BEFITER  SEEGHRBEALER., EF2Z Neptune MEITHEER ST EEBANSEZHE
vCPUs#HEEE!, Neptune 2A#T(EE LWESE vCPU BXMEEREHRNTHE , HEANRZEF
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https://docs.aws.amazon.com/neptune/latest/userguide/bulk-load.html
https://docs.aws.amazon.com/neptune/latest/userguide/transactions-exceptions.html
https://docs.aws.amazon.com/neptune/latest/userguide/manage-console-fast-reset.html
https://github.com/aws/neptune-export
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https://docs.aws.amazon.com/wellarchitected/latest/framework/cost-optimization.html
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https://aws.amazon.com/neptune/pricing/
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https://aws.amazon.com/neptune/free-trial/
https://docs.aws.amazon.com/neptune/latest/userguide/neptune-serverless.html#neptune-serverless-uses
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https://docs.aws.amazon.com/wellarchitected/latest/framework/sustainability.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/sus-design-principles.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/sus-design-principles.html
https://aws.amazon.com/blogs/architecture/how-to-select-a-region-for-your-workload-based-on-sustainability-goals/
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