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EiEnEDS  WREEEWRE, WEESBRINREMRS, MENMEENFRE
B PR IR B Y R B AWS,

4. (EA ) EEEEAK , TERESREFER S FER Microsoft Entra ID 1, MIRFHERFRE
A Microsoft Entra ID #F , T/EREZAEEFHEFIEZE Microsoft Entra 1D,

5. IEREBEHTEREEMEIRE AWS BRARLEELHITHEMLS R, BARIRIE .
« 7£ AWS Identity and Access Management (IAM) H 2 31 iR F 5l &
« E PREREZERS AWS Organizations
- RIFEREIRSEWZBIEAWS Systems Manager ZEEHREFREISE

6. (EA) IHREBEK—IZEFAISEREEELEFIEEN Microsoft Entra ID ##H. FFAIEAF
BEAPHNEREFIFIRS |, X AFMARTERENEE,

7. AWS Lambda BHEE#1T QA MBEAE, CERIJEREL. BREEBRRRECEY , YBER
ERBELLER.

8. ITERESEBHIRS , A Amazon Simple Email Service (Amazon SES) BHIFEAEZXEFE
B Zh 52 B o

, sm 2R

E‘{_ull
'h+

W% Step Functions TERBENFHMEN , TSR LEXENEARBEFTH Step Functions TEFRTRE
EES

Microsoft Entra ID FEHZR
ISR IRIZIZEE Microsoft Entra ID B4 |, FEXNBHESBEI T MEEARER :

« EHZ IAM ldentity Center t#{R Microsoft Entra ID E##H AT 1E IAM Identity Center F { F i FE FI 2
o TEMEHID |, It Microsoft Entra ID EARR B A LZA2,

 7o5F Lambda B4SEE Microsoft Entra ID AL MO Microsoft Graph APIsHEERARER . ELHEN
d WEAERES create_aws_account,

ELRARXSWEARELS Microsoft Entra ID FHEM IS REF TSN E R,

o
=1
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https://docs.aws.amazon.com/solutions/latest/landing-zone-accelerator-on-aws/architecture-overview.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/console-account-alias.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_tagging.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/systems-manager-parameter-store.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/permissionsetsconcept.html
https://learn.microsoft.com/en-us/graph/identity-network-access-overview
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T

AWS BR#%

« Amazon API| Gateway AI#BI R, i, #HE. ERNRELMREN REST, HTTP
WebSocket APls, FEMERF |, BALUEH APl Gateway R ZE AWS 1kF EBOTHAM, BF
AWS Step Functions T/EFRTRE , AKBE Step Functions #1THIARRE,

« AWS Cloud Development Kit (AWS CDK) 2 —EH B EE TR EERXBhERNMGE
AWS Eii EBERE,

« AWS Control Tower AI#HBI R EFNEE AWS ZIRFIRIR , WERRIZESK,

« Amazon EventBridge @ — &R REFSHERERE , TR EKEARNERE ZEERIEN
ENRFERIERR, Bl , AWS Lambda B, /A8 API BRtbE HTTP AR mR , REMEHE
FHE AWS IRE ., IEERFEREAMEA EventBridge R Bl , &7F Step Functions TEREMRELE AL
Failed. Timed-outz} EFRE(E) Lambda B E{Aborted,

« AWS Identity and Access Management (IAM) EiBIZEH ERBULBREFRHNAS , HBELEH
EEH AWS ERMNFEL

« AWS IAM Identity Center A/ BY R EE R EEFTAE AWS 1RF MEREARERNMWE—F A (SSO) 77
'8

- AWS Key Management Service (AWS KMS) Al B EBE U MEH ZiRmE SR , UGB REEN
R, EHEXF |, AWSKMS AR MZBER , Fla07F M7 Amazon Simple Storage Service
(Amazon S3) HHYE ¥R, Lambda RIEEE , LUK Step Functions FHVEH,

» AWS Lambda B —HEH R , THBEHTENS K EFTHEAEERARF. ERSEFTERFH
TRAGYABER AL EAFREANESFETE,

- AWS Organizations 2 — R F EERYE , THBBEKZE S0t AWSIRF RSB WEPEEN
B,

« Amazon Simple Email Service (Amazon SES) A B2 B C kY E F 4 ith ik 0 48130 2R 150k A 43
EFEY. RIBEALFIREE , £E23E8 Amazon SES WEIEA.,

« Amazon Simple Notification Service (Amazon SNS) AJ BB R B FAMEE R MEMNAFin 2 BHA
B, 33F Web RIREME FEHibit, MRERFEVIBEP AR , Amazon SNS &£
BB ENE FE it

- AWS Step Functions & — B & REF B EEERE , TiHBIEES AWS Lambda BB HE b AWS
R REBXKBEAREAEEAREN,

- AWS Systems Manager 28 FHERHEERERNEENH A EERMLLNERBXREE.



https://docs.aws.amazon.com/apigateway/latest/developerguide/welcome.html
https://docs.aws.amazon.com/cdk/v2/guide/home.html
https://docs.aws.amazon.com/controltower/latest/userguide/what-is-control-tower.html
https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-what-is.html
https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-rules.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/introduction.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/what-is.html
https://docs.aws.amazon.com/kms/latest/developerguide/overview.html
https://docs.aws.amazon.com/lambda/latest/dg/welcome.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_introduction.html
https://docs.aws.amazon.com/ses/latest/dg/Welcome.html
https://docs.aws.amazon.com/sns/latest/dg/welcome.html
https://docs.aws.amazon.com/step-functions/latest/dg/welcome.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/systems-manager-parameter-store.html
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HtTE

- awscurl E#4%F AWS AP| FBERINEF B EBL , XiHBIERLIEZE curl T IREFER.
« Microsoft Entra ID , % 8% %4 Azure Active Directory , R —EERE &2 NEHEE R,

« Microsoft Graph APIsT] 17 By 22 ER Microsoft Eix R P HVE R FMEE , 670 Microsoft Entra
Microsoft 365,

EABRTE

HERXWERBE A7 GitHub Iza-account-creation-workflow EFESEH.

lambda_layer B#8& T3E , %@ Lambda EHEH S % :

- account_creation_helper — It layer @RI ACHRELERIEE AWS Service Catalog,

« boto3 — Itt layer @& i# AR Python (Boto3) # AWS SDKiE#R , LAFE4R AWS Lambda BB & #iR
Ko

- identity_center_helper — ¢t /& B4 |IAM Identity Center,

lambda_src B # @& T % Lambda K :

« AccountTagToSsmParameter — WWENBEFEAEZERFNEE , AWS Organizations SAESEF
BEDEIIZE, BESEHL /account/tags/FEHE,

« AttachPermissionSet — BB S iGFT AT £ #T18 = |IAM Identity Center B8,
« AzureADGroupSync — It B E{ €% B 4Z Microsoft Entra ID B #H R % = |IAM Identity Center,

+ CheckForRunningProcesses — It KB EAWSAccelerator-PipelineEEH IR B EEH
7. MREEERTEHIT , BIBSFIEE AWS Step Functions THERE,

« CreateAccount — ILEHE{FEFH AWS Service Catalog 1 AWS Control Tower 223 ## AWS RS,

« CreateAdditionalResources — thEEE &2 IEH Landing Zone Accelerator =% EIE AWS &R
AWS CloudFormation , 51201k 5 5% 1 AWS Service Catalog 2.

+ GetAccountStatus — LLER B ZFHE FHEEMR AWS Service Catalog , ¥ ERFEIEFEE
EE Ko

- GetExecutionStatus — HLEE B EHEEETHRH 2K AWS Step Functions #1THIAREE,

« NameAvailability — ltEREIERZE AWS IRF ZBRE E1FE AWS Organizations.

+ ReturnResponse — MMRIRFEI Y , WEHBSERMEFW ID, MRIRFEV AN , AgERE

R



https://pypi.org/project/awscurl/0.6/
https://learn.microsoft.com/en-us/entra/fundamentals/whatis
https://learn.microsoft.com/en-us/graph/graph-explorer/graph-explorer-overview
https://github.com/aws-samples/lza-account-creation-workflow
https://github.com/aws-samples/lza-account-creation-workflow/tree/main/app/lambda_layer
https://github.com/aws-samples/lza-account-creation-workflow/tree/main/app/lambda_layer/account_creation_helper
https://github.com/aws-samples/lza-account-creation-workflow/tree/main/app/lambda_layer/boto3
https://boto3.amazonaws.com/v1/documentation/api/latest/index.html
https://github.com/aws-samples/lza-account-creation-workflow/tree/main/app/lambda_layer/identity_center_helper
https://github.com/aws-samples/lza-account-creation-workflow/tree/main/app/lambda_src
https://github.com/aws-samples/lza-account-creation-workflow/tree/main/app/lambda_src/event/AccountTagToSsmParameter
https://github.com/aws-samples/lza-account-creation-workflow/tree/main/app/lambda_src/stepfunction/AttachPermissionSet
https://github.com/aws-samples/lza-account-creation-workflow/tree/main/app/lambda_src/stepfunction/AzureADGroupSync
https://github.com/aws-samples/lza-account-creation-workflow/tree/main/app/lambda_src/stepfunction/CheckForRunningProcesses
https://github.com/aws-samples/lza-account-creation-workflow/tree/main/app/lambda_src/stepfunction/CreateAccount
https://github.com/aws-samples/lza-account-creation-workflow/tree/main/app/lambda_src/stepfunction/CreateAdditionalResources
https://github.com/aws-samples/lza-account-creation-workflow/tree/main/app/lambda_src/stepfunction/GetAccountStatus
https://github.com/aws-samples/lza-account-creation-workflow/tree/main/app/lambda_src/api/GetExecutionStatus
https://github.com/aws-samples/lza-account-creation-workflow/tree/main/app/lambda_src/api/NameAvailability
https://github.com/aws-samples/lza-account-creation-workflow/tree/main/app/lambda_src/stepfunction/ReturnResponse
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« RunStepFunction — th B i & #1172 I IR S 89 AWS Step Functions T/ERE.
» SendEmailWithSES - KRB EEXEFHHRESIRFBRITRNEAE,
- ValidateADGroupSyncToSSO - thERE & EIEEM Microsoft Entra ID B4 24 B IAM Identity

Center B,

 ValidateResources — L2 EEFTA AWS Control Tower BET 2B SR I#H1T.

RIEEH

BMEBRATH B 1EH AWS CDK :

- ERPpFERBAMBELH.

- BlcFBRBARFRAE.

- R rFERBARER.
- R oFERBARE L.

=+
a7

2HE IAM A& LIE 1T B FE MR

%

R REE XS
AWS LUETTHET.

EpU

1. £ AWS BRBREEFEL

W REEENESRP | B2

SMAA BERcustomiza
tions-config.yaml o
B A E AL ERERESR
DERF RN BT, WEF
WEF  BFBREBEHRE

=,

2. £ customizations-

config.yaml BER+F A6 &
MNER WERcloudForm

ationStacks o
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https://github.com/aws-samples/lza-account-creation-workflow/tree/main/app/lambda_src/api/RunStepFunction
https://github.com/aws-samples/lza-account-creation-workflow/tree/main/app/lambda_src/stepfunction/SendEmailWithSES
https://github.com/aws-samples/lza-account-creation-workflow/tree/main/app/lambda_src/stepfunction/ValidateAdGroupSyncToSSO
https://github.com/aws-samples/lza-account-creation-workflow/tree/main/app/lambda_src/stepfunction/ValidateResources
https://docs.aws.amazon.com/solutions/latest/landing-zone-accelerator-on-aws/customizing-the-solution.html
https://docs.aws.amazon.com/solutions/latest/landing-zone-accelerator-on-aws/customizing-the-solution.html
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#fEEPElza-account -
creation-validation

&

v

DU PR B

RE , BULBTHBRER
EEEIRFUAVFRERSEF
#8% 1za-account-creati
on-validation IAM £
&, LtABIREMA validateR
esources Lambda BKE¥H
R = 1Y B IR BV,

AWS DevOps

1. # GitHub T & account-c
reation-validation-role.yaml
E=x,

2. BERREFScustomiza
tions-config.yaml #&

REARERPIEIHVE,

3. BARX customizations-

config.yaml X,

4. 7£ cloudForm
ationStacks EEF ,
B THEXTE. AWS E

B REEEHEEEENE

=

- deploymen
tTargets:
organizat
ionalUnits:
- Root
excludedA
ccounts:

Management
descripti

on: IAM Role to allow
Account Validation



https://github.com/aws-samples/lza-account-creation-workflow/blob/main/dependencies/account-creation-validation-role.yaml
https://github.com/aws-samples/lza-account-creation-workflow/blob/main/dependencies/account-creation-validation-role.yaml
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(2] DU PR B

name: lza-
account-creation-
validation
regions:
- us-
east-1
template:
cloudformation/acc
ount-creation-vali
dation-role.yaml
runOrder: 1
terminati
onProtection: true
parameters:
- name:
pManagementAccount
Id
value:
"{{ account Managemen

t 3}

5. 7Y FPA customiza
tions-config.yaml

B,

[E 9
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LB

(2]

#fEEpEaccount-t
agging-to-ssm-para
meter-role A,

DU

RE , BULBIIRRALR,
EEERFUNNAEIIRE S
8% account-tagging-
to-ssm-parameter-rol
e IAM A&, LABRARE
AWS Systems Manager 2&
FREFEIBH,

1. #& GitHub T & account-t
agging-to-ssm-parameter-
role.yaml #& 2,

2. BERFEFEFcustomiza
tions-config.yaml #&
REXEBPERNVE,

3. BBk customizations-
config.yaml #EX,

4. 1£ cloudForm
ationStacks EEH ,
B THEXT. AWS B

B REEEMEEEGNE

=

- deploymen
tTargets:
organizat
ionalUnits:
- Root
excludedA
ccounts:

Management
descripti
on: IAM Role to
create SSM Parameter
s based on Account
Tagging

PR B RE
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https://github.com/aws-samples/lza-account-creation-workflow/blob/main/dependencies/account-tagging-to-ssm-parameter-role.yaml
https://github.com/aws-samples/lza-account-creation-workflow/blob/main/dependencies/account-tagging-to-ssm-parameter-role.yaml
https://github.com/aws-samples/lza-account-creation-workflow/blob/main/dependencies/account-tagging-to-ssm-parameter-role.yaml
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(2] DU PR B

name: lza-
account-tagging-to-
ssm-parameter

regions:
- us-
east-1
template:
cloudformation/acc

ount-tagging-to-ss
m-parameter-role.y
aml
runOrder: 1
terminati
onProtection: true

parameters:
- name:
pManagementAccount
Id
value:

"{{ account Managemen

t 3}

5. I FPA customiza
tions-config.yaml

B,

= 11
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(2]

#f@EBconfig-log-
validation-role A,

DU PR B

W, WAL BET#RE

R, EAFHEFERFPIHE
config-log-validat
ion-role IAM A,
WA A ValidateR
esources Lambda EE(1FH
PR FE#&MEZEL AWS Config
R A Amazon S3 fZET

.

AWS DevOps

1. #& GitHub T & config-log-
validation-role.yam| #& 2,

2. BERREFScustomiza
tions-config.yaml #&

REARERPIEIHVE,

3. BB customizations-

config.yaml X,

4. £ cloudForm
ationStacks EEF ,
B THEXTE. AWS E

B REEEHEEERENE

B

- deploymen
tTargets:
accounts:
LogArchive
descripti
on: IAM Role to
validate Config and
Logs
name:
lza-config-log-val
idation-role
regions:



https://github.com/aws-samples/lza-account-creation-workflow/blob/main/dependencies/config-log-validation-role.yaml
https://github.com/aws-samples/lza-account-creation-workflow/blob/main/dependencies/config-log-validation-role.yaml
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ﬁ
- uS_
east-1
template:
cloudformation/con

fig-log-validation-
role.yaml
runOrder: 1
terminati
onProtection: true

parameters:
- name:
pManagementAccount
Id
value:

"{{ account Managemen

t 3

5. ffr. EARAFNBERY

customizations-con
fig.yaml #ERFIHE
¥,

(2 ) % Microsoft Entra ID ER18& %!

F7%
B3 AEF Lambda BB EE

Microsoft Entra ID @AY FEF

B,

DU

1. £ Microsoft Entra ID &

B, Ffffcreate_aw
s_account MERAER.,
WERA , 552 Microsoft
XHPHERERAER,

. 5538 1& Microsoft L4

NEFEBARENERWEF
AHFHIER , Acreate_aw
s_account MERAENER

PR B RE
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https://learn.microsoft.com/en-us/entra/identity-platform/quickstart-register-app
https://learn.microsoft.com/en-us/entra/identity-platform/howto-update-permissions
https://learn.microsoft.com/en-us/entra/identity-platform/howto-update-permissions
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(2] ] PR B

r%;

T %l Microsoft Graph &F

2| i

Application.Read.All
- |E - EARK
- EEEEERE 2
* AppRoleAssignment.
ReadWrite.All
- BE  EARK
- FEEHEERAE R
» Group.ReadWrite.All
- BE  EARK
- FEEHEERAE R
» ServicePrincipalEn
dpoint.Read.All
- BE  EARX
- FEEHEERAE R
» Synchronization.Re

adWrite. All
- FH . ERAEX

- FEEESREE 2
» User.Read

o JHE . &)

- FEEEEEAE . B



https://learn.microsoft.com/en-us/graph/permissions-reference#applicationreadall
https://learn.microsoft.com/en-us/graph/permissions-reference#approleassignmentreadwriteall
https://learn.microsoft.com/en-us/graph/permissions-reference#approleassignmentreadwriteall
https://learn.microsoft.com/en-us/graph/permissions-reference#groupreadwriteall
https://learn.microsoft.com/en-us/graph/permissions-reference#serviceprincipalendpointreadall
https://learn.microsoft.com/en-us/graph/permissions-reference#serviceprincipalendpointreadall
https://learn.microsoft.com/en-us/graph/permissions-reference#synchronizationreadwriteall
https://learn.microsoft.com/en-us/graph/permissions-reference#synchronizationreadwriteall
https://learn.microsoft.com/en-us/graph/permissions-reference#userread
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F3 iR ZiE R
fEHElcreate_aws_account BE , B LUEElcreate_aw  Microsoft Entra ID
FEREXWE, s_account MERAEXMEN
B,

1. & Microsoft Entra ID &
R, BEZTEARENRG
i, REIBIE create_aw

s_account o
2. EEIERS | EEHE.
. EBIHEEL , 2T F3IE

- BAZEX (AP ) ID
- B% (#F) ID

4. EERAERPHERT | &
ERFNME,

5. E RREMFEE L | E
ERFmMERSIER A6 A
#EE T T5IE
- AFmMWEE
- FAFmME ID

3 #% Microsoft Entra ID B2 1£ Microsoft Entra ID &2 Microsoft Entra ID
IAM Identity Center & I FE O, EMLZA2ERER. NFE

AR, R |, 552 B Microsoft X4
HEIMERER,



https://learn.microsoft.com/en-us/entra/identity-platform/quickstart-register-app

AWS B =15l

5N

3%
HELZA2FEAREANE,

DU

WIE | WU LAREENLZA2FEATE
AFTENE,

1.

1£ Microsoft Entra ID &8
iy, BEZTPEEARE
N, RBIBRE LZA2,

 EEAERS  BESE
CESBERL BT TIE

- B
« ¥ 1D

EEAERFHEET &

BEABE.

. 7£ JSON =M

appRoles[EEH , FKEIH
A WEREXAGBUser,

. FEC MtERAEXA®IdN
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LB

DU

1. £ F AWS CLI , @ A%
WRRELEY, EALA
create_aws_account

M LZA2 AR
B :

# Variables for
create_aws_account
app

TENANT_ID="<Direct
ory ID>'
CLIENT_ID='<Applic
ation ID>'
SECRET_ID='<Client
secret ID>'
SECRET_VALUE="<Cli
ent secret value>'

# Variables for LZA2
app
OBJECT_ID="'<0Object
ID>"
APP_ROLE_ID="<App
role ID>'
ENTERPRISE_APP_NAM
E='<Name>'

2. MATHGRTUBRIER
GraphApiSecret HIRZ
AWS Secrets Manager :

aws secretsmanager
create-secret \
--name GraphApiS
ecret \
--secret-string
"{\"client_id\":
\"${CLIENT_ID}\",
\"tenant_id\":
\"${TENANT_ID}\",

PR B
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(2]

EEMRT R

2]
BRIFHEXS.

iR

\"object_id\":
\"${OBJECT_ID}\",
\"app_role_id\":
\"${APP_ROLE_ID}\"
, \'"secret_value\":
\"${SECRET_VALUE}\
", \"secret_id\":
\"${SECRET_ID}\"}"

MRERREEZENME
A A E R BIAFIT T

AA .
mT

aws secretsmanager
update-secret \
--secret-id
GraphApiSecret \
--secret-string
"{\"client_id\":
\"${CLIENT_ID}\",
\"tenant_id\":
\"${TENANT_ID}\",
\"object_id\":
\"${0OBJECT_ID}\",
\"app_role_id\":
\"${APP_ROLE_ID}\"
, \'"secret_value\":
\"${SECRET_VALUE}\
", \"secret_id\":
\"${SECRET_ID}\"}"

iR

1. AT RS ER 1za-
account-creation-workflow

fBI1FE -

PR B

PR B

DevOps L F2Hf



https://github.com/aws-samples/lza-account-creation-workflow
https://github.com/aws-samples/lza-account-creation-workflow
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(2] DU PR B

git clone https://g
ithub.com/aws-samp
les/lza-account-cr
eation-workflow

2. WMATIGTUEERER
f1FEMN config B :

cd lza-account-creati
on-workflow/config

BE 19
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% iR P BB
¥ # deploy-config.yaml 1. BB deploy-co AWS DevOps
E=x, nfig.yaml #H#EXR,

2. RS AU REEZENE ,
DAMETE AWS IREBEHETED

F, plan , EHTHEEN

=

* accountCreationFai
lure

* accountCompletionF
romEmail

* ssoLoginuUrl

* rootEmailPrefix

* rootEmailDomain

3. MR EEE Microsoft Entra

ID S , BEITT5IEE :

 # enableAzu
reADIntegration &%
EA true,

« &t¥fgraphApiS
ecretName {H ,#
AB LRI BN
(GraphApiSecret ).

4. #1733 ERA deploy-co
nfig.yaml #EX,
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LB

(2]

& AWS IRFHERE IR
E

R
1. BAUTHS :

cdk bootstrap
<account-number>/<
Region>

WMEFHMER |, E2E

AWS CDK X #/ i 5|E,
2. MATHGTmERER

CloudFormation &34~ :

cdk synth

WEFHRES , F2H
AWS CDK X Ry EXE M

#1177 AWS CDK & & Ko

3. WA TS T REEMRS
=

cdk deploy

WEFMER , BF2H
AWS CDK X#-HHEE
AWS CDK FEARER,

(@ Note

IR T RER
Amazon S3 1z Rr g
RIEFHRULARR T RH
FRBENE. BAILAE
H upload_to_source_b
ucket.py IETIEREL

PR B RE
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https://docs.aws.amazon.com/cdk/v2/guide/bootstrapping.html
https://docs.aws.amazon.com/cdk/v2/guide/configure-synth.html
https://docs.aws.amazon.com/cdk/v2/guide/configure-synth.html
https://docs.aws.amazon.com/cdk/v2/guide/deploy.html
https://docs.aws.amazon.com/cdk/v2/guide/deploy.html
https://github.com/aws-samples/gen-ai-trivia/blob/main/scripts/upload_to_source_bucket.py
https://github.com/aws-samples/gen-ai-trivia/blob/main/scripts/upload_to_source_bucket.py
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25 1 - £/ Python B RF

%
a B EE R B 51 8o

(&) Python #5518,

DU
FiaBHEE , ¥ EE
ERTHVRRAS

EEPUN

BEFEELREITRE Step
Functions T{EREH Python
ERIBRREFANSI &, 0%
SIBHNTREE  FSRLE
N HAMEA???—&,

1. AT TUEEEER
M RTFE -

cd lza-account-creati
on-workflow

2. #1TE & Step Functions T
ERIZH Python #8516,
LT RIS 5| MNEN

#EHGT

python ./run-ste
pfunction.py \
--account-name
"lza-test-01" \
--support-dl
"johnsmitheexample
.com" \
--managed-org-unit
"Workloads/Workloa
d-1" \
--purpose "Testing
new micro service" \

PR B RE
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--force-update true
\
--ad-integration
"{\"CustomerAccoun
tAdmin\": \"platfor
m-admin\", \"Custome
rAccountDev\":
\"workloadl-appl\"
"\
--bypass-creation
true \
--tags APPLICATI
ON=TestingMicroSer
vice

3. FRBWF ERINE MRS

RYE A,

(® Note

MRERFEIE
KB, Amazon
SNS g&ixEHE
&IE accountCr
eationFai

lure deploy-co
nfig.yaml %
HERNE FE 4
i, IRFFBRETE
WEEH,

218 2 - £ API Gateway Hl awscurl B3I RS

%

SR E awscurl FYEEL,

PR B

1. MATHHSUEEERE  AWS DevOps
W5E & :
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cd lza-account-creati
on-workflow

2. AT AT REE AWS

FHEEEE, FHa
RAWS FEA OB E SR
B, AEBBHEBEA shell,
AR 2&H -

export AWS_ACCES
S_KEY_ID="<id>"
export AWS_SECRE
T_ACCESS_KEY="<key
S

export AWS_SESSI
ON_TOKEN="<token>"

3. WA TS B REZE API

i AWS Eig 19

export AWS_REGION=
$(aws configure get
region)

4. mATHaGE , %€ 1za-

account-creation-
workflow-applic
ation CloudFormation &
H#EEL API Gateway i 2 :

export API_GATEW
AY_ENDPOINT=$(aws
cloudformation
describe-stacks --
stack-name "lza-acco
unt-creation-workf
low-application"
--query 'Stacks[*

PR B

EF
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https://docs.aws.amazon.com/singlesignon/latest/userguide/using-the-portal.html
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LB
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mEZBA AN,

].0utputs[?0utputK
ey=="o0ApiGatewayCr
eateAccountEndpoin
t ].OutputValue' --
output text)

BWATIRTREBERR
RETH ER AWS ik

Fo. <AWS_ACCOUNT_NAME>
s BRAEEIRFHNERE :

awscurl --service
execute-api \

--region ${AWS_REG

ION} \

--access_key
${AWS_ACCESS_KEY_ID}
\

--secret_key
$ {AWS_SECRET_ACCES

S_KEY} \

--security_token
${AWS_SESSION_TOKEN}
\

-X POST ${API_GAT
EWAY_ENDPOINT}chec
k_name?account_nam
e=<AWS_ACCOUNT_NAME>

PR B RE

AWS DevOps

EF
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LB
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BATIRF R TR,

DU

1. EERBEFENREN

R R api_examp

le.json B,

2. EFRBEEEMSH

"account_name":
"lza-test-01",

"account_email":

"johnsmith+lzatest
0l@example.com",
"support_dl":
"johnsmitheexample
.com",
"managed_

org_unit": "Workload

s/Workload-1",

"ad_integration":

"Permissi

onSetName" :
"CustomerAccountAd

min",

"ActiveDi

rectoryGroupName":
"platform-admin"
Yy
{

"Permissi

onSetName":
"CustomerAccountDe

vy

"ActiveDi

rectoryGroupName":
"workloadl-appl"
}
1,
"force_update":
"true",

PR B RE

AWS DevOps

EF
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"bypass_c
reation": "false",
"account_tags": [
{
"Key":
"Environment",
"Value":
"Dev"
Yo i
"Key":
"DeploymentMethod",
"Value":
"ApiGateway"
}

}

3. EFIEAR api_examp
le.json HEZE,

4. By AT 5 an 5 LARBKED Step
Functions T/EF#TZ :

awscurl --service
execute-api \
--data @Eapi-exam
ple.json \
--region ${AWS_REG
ION} \
--access_key
${AWS_ACCESS_KEY_I
D} \
--secret_key
$ {AWS_SECRET_ACCES
S_KEY} \
--security_token
${AWS_SESSION_TOKE
N} \
-X POST ${API_GAT
EWAY_ENDPOINT}exec
ute

PR B

EF
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(2] DU PR B

5. Et— @ HHEES
Z2 T Step Functions #4T
Amazon Resource Name
(ARN),

6. MREEERE Step
Functions T/ERTE
HIARRE |, FRE A T 5
o <STEP_FUN
CTION_EXECUTION_NA
ME> % BURA Step
Functions #11T ARN T #&
i

awscurl --service
execute-api \

--region ${AWS_REG
ION} \

--access_key

${AWS_ACCESS_KEY_I
D} \

--secret_key
${AWS_SECRET_ACCES
S_KEY} \
--security_token
${AWS_SESSION_TOKE
N} \

-X GET ${API_GAT
EWAY_ENDPOINT}get_
execution_status?e
xecution=<STEP_FUN
CTION_EXECUTION_NA
ME>

7. FEBKRBIERBIUIKRF
RV B A
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(2] DU PR B

(® Note

MRRFEIRE
R B , Amazon
SNS 2ExBEAE
&7E accountCr
eationFai

lure deploy-co
nfig.yaml ER

h % 10 BT Bt
i, IRFERETR
KB,
(A ) BRIBAEE
G2 s AR BRI BE AL

# Amazon S3 REFIFEBKR BT % Amazon S3 @178 AWS DevOps
i, B E R

« lza-account-creati
on-work-<CDK_UNIQU
E_ID>

* lza-account-creati
on-workflow-src-<A
WS_REGION>-<AWS_AC
COUNT>

« lza-account-creati
on-workflow-<AWS_R
EGION>-<AWS_ACCOUN
T>




AWS 5 &5l

LB
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MIB& CloudFormation # £,

R E &,

MHEAE IR

DU
BT B an 5 SR BR

CloudFormation & :

aws cloudformation
delete-stack \
--stack-name 1za-
account-creation-
workflow-application
aws cloudformation wait
stack-delete-complete
\
--stack-name 1za-
account-creation-
workflow-application

WA T 5la 5 RMBER1za-

account-creation-

workflow-pipeline &

& :

cdk destroy lza-accou
nt-creation-workflow-
pipeline --force

o FRYEREEEESS AWS (AWS RS RERNE )
. SREEHEAE AWS CDK % ERSEE (AWS CDK 304 )

HE A

Step Functions T/ERTEE

T E®E R Step Functions TEFRIEF HIARERE,

PR B RE

AWS DevOps
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HEER
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https://aws.amazon.com/solutions/implementations/landing-zone-accelerator-on-aws/
https://docs.aws.amazon.com/cdk/v2/guide/troubleshooting.html
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Arguments (5| &)
LA RIEHEHITELED Step Functions THERTER Python 18 SRR A SAE A K 51 8L,
THRXES I

- account-name (-a) (F&H) -FH WEEAWS RS,
« support-dl (-s) (F&8) -RFEIVEFTHERIENNE FE4ibut,
- managed-org-unit (-m) ( FH ) - BIESHMEFHNZTEHEBEN (OV).

THIEIBAER :

« ad-integration (-ad) ( F&F8 ) — Microsoft Entra ID B #EMIERMNEFTE, LUTRMMAE
FALL 5| BHy a6 -

--ad-integration "{\"<PermissionSetName>\": \"<EntraIdGroupName>\"}"

« account-email (-e) (F&H) -FH REAENES FBHM4HI AWS RS,

(® Note
WMEBEREANSIE , BIEEA rootEmailDomain R FME rootEmailPrefixf B4

EFEHitconfigs/deploy-config.yaml, MR RIBHEFEHibut , AISFERAT
SIRRELEEFEHHMHIU : rootEmailPrefix+accountName@rootEmailDomain,

- region (-r) (F& ) - B Step Functions T/ERTE AWS [EiF Y , TEERES us-
east-1,

- force-update (-f) ( FHMAME ) - B A true #8F AWS Service Catalog EFHENE Mo

« bypass-creation (-b) (FHEMME) -8 A true UBEBEMIRFFHIEE accounts-
config.yaml #£% , WK BHITAWSAccelerator-PipelineEE, WEIBEEARARIIRSE
M IERERRF , iffLanding Zone AcceleratorE &4 RERBHTHERMW Step Functions
SER,

« tags (-t) (&) - CEFNEE HWHEHMER AWS 1IRF, RIBFER , SMETIE
% : account-name. support-dl#l purpose. LA T2 L5 B EH :

--tags TEST1=VALUE1l TEST2=VALUE2

Hitp&EHA 31


https://docs.aws.amazon.com/organizations/latest/userguide/orgs_getting-started_concepts.html#organizationalunit

BENFEBEZ @ik S MEEN AWS &R

B Matej Macek (AWS) & 31

Summary

LEX LR BB L AL, BB SEIRFN B AWS ERER AWS EBiE, ©EEHERE
BANZEIERMNEEEREERER, ©EHA AWS Config RIEBMEREE, Amazon Athena AR E
# , A% Amazon QuickSight AR BB ERMR. BRI LIEBEE AWS CloudFormation &R E 4
BEERR 2R

IR R 5 RE LA E R Amazon Athena 1 Amazon QuickSight 1821t AWS Config ERFFr2HM
FRARFR (AWS SPEBRNE ), WEXNERTHMRAR , UBATIHERESR , MREHTIEZEE

« LEBRAELD - Ik ETIHBEBAFSERESR |, #lin PCI DSS, NIST SP 800-53, ISO/IEC
27001, HIPAA, GDPR MEMERFHEEEEFN ERER,

- BHEITEE - TREMBEE AWS EREY QuickSight BRARWER | BLEATLURBISEERATTSH
R R,

- FRERBAIEEIIRE - LA EMARBEEHAFHRFINEZERLDE  YEBHFLHBRAIR

HEER,

B, ZeNPBEREESEDE. SRFIZSEARETHE T RENBFERE. LERLTE
SEMRELRE  YRNREBRLBEUNKBEREFMENRENE N, BRRREFNESRER , T
BEREEREERE, HBINEERR, RECKE , ARSAEBRTRENBESE. WHETRE
BESMBRREEREERTRCENER  IERZEME. SRAMNEERN.

FERARAF PR

FeIR IR

« THERT AWS RF :
- EEIRF - ARFTE. EURFNEZFZ2EASNFRHNEHKIRS
- BRIRF - ARZ£ER, SARESNREENNEFXT1E
- BRHEFIRF - ARRENITRENERNER RS
- ERERRFT , B RIRFNESKENTREERERI AWS Config RETE

BEEE AWS iR 32


https://aws.amazon.com/blogs/mt/visualizing-aws-config-data-using-amazon-athena-and-amazon-quicksight/
https://aws.amazon.com/blogs/mt/visualizing-aws-config-data-using-amazon-athena-and-amazon-quicksight/
https://www.pcisecuritystandards.org/
https://csrc.nist.gov/pubs/sp/800/53/r5/upd1/final
https://www.iso.org/standard/27001
https://www.iso.org/standard/27001
https://www.hhs.gov/programs/hipaa/index.html
https://gdpr.eu/
https://docs.aws.amazon.com/config/latest/developerguide/aggregate-data.html

AWS 75353 e
- EAFHEFRFEP , RETHIEAR :
- Amazon Simple Storage Service (Amazon S3) AWS Config f#ZiT8# , B UEEFEFEHRER
BIENEH
« Amazon QuickSight T B
* QuickSight 882 Amazon Athena 2 B R EE LR
- % Athena E#FE Amazon S3 EFEFEEMETAT
« AWS Command Line Interface (AWS CLI) , ELZEMEEE
- HEMBTY/ER 2 CloudFormation H&EIFF T
« AWS Lambda BKE{
« Amazon S3 BHfHAE
 Athena BEFXlE, ER&XRMNRE
« QuickSight &R & KRR
- £ PHITEELHVEF ] AWS Systems Manager
« 1ZHY QuickSight BIFF 7

BR 51

- fRIRF5 ZEHE AWS Confige AWS Config BEZEANZEERVAGHERNEREE | KEIE
EREEREH, T8 , EFERRAESN , ERTETEERNKHE,

. WERARAEEM AWS Config X ENERER,

« BRAZRTEEREMERRERESADBBBRENERER,

- B AWS R FEARME AWS Eifl, MEFEESAAMY |, F28 AWS X4 IR s 26/ E
EEA , ARBERBENES,

&R

TEERELARE  ARKE, Bl 2WNRENL AWS B S ERFVEBNSRER,

ZERRUT TERRE

1. AWS Config REREEHRERRRFARRFERNEEBNERER  RARBERRSEBFH
FEFE Y Amazon S3 FEEETEE.
2. #% AWS Config BRI FT8ZE Amazon S3 HEEEFE M A AWS Lambda EKE.
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https://docs.aws.amazon.com/AmazonS3/latest/userguide/create-bucket-overview.html
https://docs.aws.amazon.com/quicksight/latest/user/signing-up.html
https://docs.aws.amazon.com/quicksight/latest/user/athena.html
https://docs.aws.amazon.com/athena/latest/ug/s3-permissions.html
https://docs.aws.amazon.com/cli/latest/userguide/getting-started-install.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-chap-configure.html
https://docs.aws.amazon.com/config/latest/developerguide/resource-config-reference.html
https://docs.aws.amazon.com/general/latest/gr/aws-service-information.html
https://docs.aws.amazon.com/general/latest/gr/aws-service-information.html

AWS 7 g5l 5N

3.

Lambda BREUZIBEAEERESERRERNESN B HNERRERSIBRSEER. EFHR
AWS Glue BRI EHNMEEERNSRER,

. Amazon Athena £/ AWS Glue #FE1& iR | $r¥1FMIE Amazon S3 RFEFRE AW ER#HIT SQL

B, THARE WEBERHEER AWS Glue R T BERNERE.

. Athena PR EHRMME B EERE,
. Amazon QuickSight R &R AT B RR BN 2 T ERIE,

T

AWS R#%

« Amazon Athena 2 —BHBAEHRY , WiHBEFEHAZE%E SQL E#E Amazon S3 RS MTE R,
« AWS CloudFormation Al BIfRE&E AWS R, RER —ButtmEER , LURTEEE AWS IRF M

EmBHPEEER AWS BiF,

- AWS Config 12fit PERNWFMEIE AWS IRF REBZEFR. © AR &R ERELL 2 EHE

%, URHIBREFREERFREANE{L, An AWS Config aggregator &t %@ f B E AWS Config #f
RE AWS tRF FMEHREHR.

« AWS Glue £ ZEWHE. ERANFEA (ETL) k. cHBBETEES2E. FE, ExNBHER

FREMNEMSRZENER, WRKER AWS Glue EX B SNEBEAEERE,

» AWS Lambda B —HEHRH , THBEHTENS K EFTHEAEEARKRF. CRSEFTERFH

TEABYLEBERE , RLERAFTREANETRFENE,

« AWS Organizations 2 —BIRFEERK , JiHbEEZE 50f AWS IRF BIERBUWEFEEN

« Amazon QuickSight 2 —BEWRIENEEEE Bl) k%K , IR EEE—FERRPRENL. 247

M ELENEHR,

« Amazon Simple Storage Service (Amazon S3) 2 —BERE 4R TRE , TiHBERE. REN

HEEUETBERNER,

« AWS Systems Manager AJ B2 EEE FETHEARIAMERRKE AWS Ein, CAELER

EANERERE,. MEENNARRERENRRE , YIHBEAXRELZLHEE AWS ER. AWS
Systems Manager HE)ML AIE{LFTFE NER#HRE. MBEFNEETE AWS R,

EXABREE

HERX K AWS CloudFormation E4<A[EAWS Config 12 &1{t GitHub EEEFFEH. It
CloudFormation #84~& 82 AWS Systems Manager B &1t Runbook , ¥ Runbook AWS Config 5%
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https://docs.aws.amazon.com/glue/latest/dg/schema-registry.html
https://docs.aws.amazon.com/athena/latest/ug/views.html
https://docs.aws.amazon.com/quicksight/latest/user/using-dashboards.html
https://docs.aws.amazon.com/athena/latest/ug/what-is.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/Welcome.html
https://docs.aws.amazon.com/config/latest/developerguide/WhatIsConfig.html
https://docs.aws.amazon.com/config/latest/developerguide/aggregate-data.html
https://docs.aws.amazon.com/glue/latest/dg/what-is-glue.html
https://docs.aws.amazon.com/glue/latest/dg/components-overview.html#data-catalog-intro
https://docs.aws.amazon.com/glue/latest/dg/schema-registry.html
https://docs.aws.amazon.com/lambda/latest/dg/welcome.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_introduction.html
https://docs.aws.amazon.com/quicksight/latest/user/welcome.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/Welcome.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/what-is-systems-manager.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/systems-manager-automation.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/systems-manager-automation.html
https://github.com/aws-samples/aws-management-and-governance-samples/blob/master/AWSConfig/AWS-Config-Visualization/README.md
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EAHE Amazon Athena 2 EEA, LB BL AWS Glue 2HEEHEEM Amazon S3 REEFITEER. &
Amazon Athena R #1R , AR EEE Amazon QuickSight A TERRT B L,

RIEEH

- RMBRBEEMRAWS REIES|IFNREMNEELZS, ZiRF AWS IRE AWS Control Towerfy &£

ﬁz%o

.- RIMEFBEE AWS Config RETE

528 AWS Config XHFHFMNZIRFE % Eﬁﬁﬂ;ﬁ%o

o ERBULHEIR TR ZH

=4
a7

M2 CloudFormation &

(2]

T & CloudFormation &i7<,

&2k CloudFormation &i7x,

, U EEEE AWS BB BN RER. WFE

, BEREHE Amazon S3. AWS Config, Athena H QuickSight ¥ B BIEEBE

DU

T & Config-QuickSight-
Visualization-SSM-Automatio
n.yam| CloudFormation &%,

RBEEEMER AWS Control
Towerdff AWS Config &
HEF , ISR AWS
Control Tower, BEEE N
CloudFormation g7,

1. B A BEIKRF,
2. BARL AWS Organizations &

28,

3. BI|EE Settings (FRE) B
H, HWEEETERNG
MMER , /AR 1D,

4. BRAER D

PR B RE

AWS EEE, EmEES
. DevOps T 2L

DevOps TiEhf, AWS EE S
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https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-aws-environment/welcome.html
https://docs.aws.amazon.com/config/latest/developerguide/aggregate-data.html
https://aws.amazon.com/s3/pricing/
https://aws.amazon.com/config/pricing/
https://aws.amazon.com/athena/pricing/
https://aws.amazon.com/quicksight/pricing/
https://github.com/aws-samples/aws-management-and-governance-samples/blob/master/AWSConfig/AWS-Config-Visualization/cft/Config-QuickSight-Visualization-SSM-Automation.yaml
https://github.com/aws-samples/aws-management-and-governance-samples/blob/master/AWSConfig/AWS-Config-Visualization/cft/Config-QuickSight-Visualization-SSM-Automation.yaml
https://github.com/aws-samples/aws-management-and-governance-samples/blob/master/AWSConfig/AWS-Config-Visualization/cft/Config-QuickSight-Visualization-SSM-Automation.yaml
https://aws.amazon.com/controltower/
https://aws.amazon.com/controltower/
https://console.aws.amazon.com/organizations/v2
https://console.aws.amazon.com/organizations/v2
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DU

5.

TR RIFN X FiRE
257 , BARX Config-Qu

ickSight-Visualization-SSM-

Automation.yaml| &3,

CBERUTT

return re.match(
'"AAWSLogs/(\d+)/Co
nfig/([\w-1+)/(\d+
)/ (\d+)/(\d+)/Conf
igSnapshot/[M\\\]+
$', object_key)

AR HIERARLLTT , B

<ORGANIZATION_ID>
R RERK D

return re.match(

'A<ORGANIZATION_ID
>/AWSLogs/(\d+)/Co
nfig/([\w-1+)/(\d+
)/(\d+)/(\d+)/Conf
igSnapshot/[M\\\]+
$', object_key)

. R EILREIFA Config-Qu

fim

ickSight-Visualization-SSM-

Automation.yaml &%,

PR B

EFF
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#3] CloudFormation # &,

£ Systems Manager H#1T B 81t

£

SHRIEH QuickSight FAE R
B,

EBRXFEERBEHN Amazon
S3 RETEBERE,

DU

EER CloudFormation E#4&

BIHERRNER, EET

BIF

1. ChooseUpload &4 |
REBBEBETHN YAML 12

e

2. SHEHBRERE WA
Config-QuickSight-
Visualization-SSM-
Automation o

3. BEREX,

DU

—

. BBX QuickSight £ &,

2. FRGGRERREE,

3. e MEAEER. BB
& EEEE.

1. £ f AWS CLI , AT %I

DA
AP T .

aws configservice
describe-delivery-
channels

2. 5852 Amazon S3 fE7FET
B8 2 BAAWS Config 13
EENER. LHETEE
tE,

PR B

AWS EEE, EREEE
. DevOps Ti2EM

PR B

AWS EEEE, EREES
. DevOps Ti2EM

AWS EXE S, EinEES
. DevOps Ti2EM
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https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/cfn-console-create-stack.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/cfn-console-create-stack.html
https://quicksight.aws.amazon.com/
https://docs.aws.amazon.com/config/latest/developerguide/manage-delivery-channel.html
https://docs.aws.amazon.com/config/latest/developerguide/manage-delivery-channel.html
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£ Systems Manager R #1T B
Bk,

DU

1.

PR B RE

AWS EEE, EmEES
. DevOps Ti2EM

BB AWS Systems
Manager X4,

 EEEERS  BE

Documents (3X#).

3. i Owned by me (BH).

. ChooseConfig-QuickSight-

Visualization,

. 1212 Execute automation

(#BITEE1L).
EBASBERT  BAT
IS HHE
* ConfigDeliveryChan
nelName - #AKH

AWS Config X1 EEMN
2B, LAKESBH,

* ConfigS3BucketlLoca
tion -EAZBEK
AWS Config {5EE £
Amazon S3 A EZETR A
B, LAXESH,

* QuickSightUserName

- & A EH QuickSigh

t EETFRENERES
B, LAXESH,

* AutomationAssumeRo
le - (IAM) A&H
Amazon Resource Name
AWS ldentity and Access
Management (ARN) ,
75 Systems Manager
Automation X REHTE
£, LRZERASH. Kt
BHREZ
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https://console.aws.amazon.com/systems-manager/
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* DeleteConfigVisual
ization -i&E#E
false,
7. 242 Execute (H117).

£ Amazon QuickSight 1R E{t & ¥l

£
EMEEEHR,

i
<t
S
A

B BRI

DU
BERBENBEZTRFEE
BEEHRE K FEREHNE
# SPICE ERlPHIE R

% E1E QuickSight #1237 ] 17

BERBILERNERIR , &
EBEE Amazon QuickSight A

BA4E 20 #T PRV HE o

1. ¥ QuickSight 247 5
B#  FERERHER
WPWIERREILER
o BRRZEATLEE M

QuickSight fEA & X AH 2

o

2. EERTERREDEF
BiER , RENBE

QuickSight FA & AER

o
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https://docs.aws.amazon.com/quicksight/latest/user/refreshing-imported-data.html
https://docs.aws.amazon.com/quicksight/latest/user/refreshing-imported-data.html
https://docs.aws.amazon.com/quicksight/latest/user/creating-an-analysis.html
https://docs.aws.amazon.com/quicksight/latest/user/creating-an-analysis.html
https://docs.aws.amazon.com/quicksight/latest/user/creating-a-dashboard.html
https://docs.aws.amazon.com/quicksight/latest/user/creating-a-dashboard.html
https://docs.aws.amazon.com/quicksight/latest/user/share-a-dashboard.html
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Documents (3X#).

3. i Owned by me (BH).

4. ChooseConfig-QuickSight-
Visualization,

5. 1212 Execute automation
(BITEEIML),

6. EWMASHERYT , #Y
DeleteConfigVisual
ization ZEEA
true,

7. 242 Execute (H117).

MIBR CloudFormation &, ZEMPERConfig-Qu AWS EEE, EREES
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n HBRHER  HERER
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EBPHER.
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https://console.aws.amazon.com/systems-manager/
https://console.aws.amazon.com/systems-manager/
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/cfn-console-delete-stack.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/cfn-console-delete-stack.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/cfn-console-delete-stack.html
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https://<REGION_ID>.quicksight.aws.a
mazon.com/sn/start/dashboards
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amazon.com/sn/start/dashboards

£ Amazon Athena # , ZIEZITHIFAL ERELREEBEFERK Amazon Athena &7
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- WMAIEA EMREHKEREREEE AWS Config

Ht &R

+ Amazon QuickSight #8223 fh )
» Amazon QuickSight & Bl &

MBAR T


https://docs.aws.amazon.com/athena/latest/ug/query-results-specify-location-console.html
https://docs.aws.amazon.com/athena/latest/ug/query-results-specify-location-console.html
https://docs.aws.amazon.com/config/latest/developerguide/WhatIsConfig.html
https://docs.aws.amazon.com/quicksight/latest/user/welcome.html
https://aws.amazon.com/blogs/mt/automate-aws-config-data-visualization-with-aws-systems-manager/
https://aws.amazon.com/blogs/mt/how-to-record-resource-configuration-changes-periodically-with-aws-config/
https://community.amazonquicksight.com/c/learning-center/10/none
https://community.amazonquicksight.com/c/gallery/44
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H Benjamin Morris (AWS) 1 Aman Kaur Gandhi (AWS) 237

Summary

£ Amazon Web Services (AWS) E#FAE EW (VPC) & , VPC RIE BT LURHEANESR |
DHEETRENZSMEREYR, T8  EZRFIREPMHEA VPC RIEAFEHRS. ERBMS , ©
X #EHR B Amazon CloudWatch Logs HEIRFRIEBit. R2Z , BRI UEAEENFEFErBBERERE
Amazon Simple Storage Service (Amazon S3) f1ZEr8 |, LLEHREE A,

(® Note

HEXFAREREAFTEEIZEEFNENTR, T8 , REEFLAZTTEREIRF PRAE
HWER , B NASE VPC BEYZEREBF. BEFN Log Archive IRFHNERETUE
EREBFUETHEDSE. HE , BALUAK BFEIAZE CloudWatch Logs W& 1E VPC &%
EE—RREAW. A% EWLEEA Amazon Data Firehose FTBIEREF M |, #§ B FHEIXE S3
RENE. UFFHEER K F2HEEBEEE -6,

ST FRARAT T BR 1
SR

- fEAFH AWS IRF
- WRFEFAREH BFEH AWS Organizations #8# ( 5140 , Log Archive)

BR 1

MREEEA AWS Key Management Service (AWS KMS) 2 E i aws/s3RIMB LM h REFITHE
BIFEWBIREFERFHNER. RZ , £EEZUnsuccessful 884 400 , HFEETAE |, fl

W3EE "LogDestination: <bucketName> is undeliverable" #J ResourceId,
ERRARBIRFN AWS ZESREBEEZBIRFHA,

fRRIF ERMEM Amazon S3 ZEINE (SSE-S3) K AJEHKEIIRFH AN AWSKMS BEFZE SR,
£

B R iR

REEEREHN VPC AR 42
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ETEH , #E VPC HBETHMAREAF. —@ 21 AFEEXESRH CloudWatch Logs . 55—
B e AFEEEERXAFIIRSPN S3 FRFITE. BRETBERATBRFRAREEBFZEAR
ZETEE,

® Note

BZE 2023 F 11 B, AWS BEXE aws : SourceOrgID f4 &8, WIRGETEEIEEBTA
AWS Organizations ##@/ SR P EH X FEFETE.

BRRE

BEMLMIER

F1E VPC #EREAK HFEIEZEPREHFIIRSFHN S3 FEETE. FATIHP—EEEBLHERS
=, LUHBBEARREAFRELER :

« AWS CloudFormation StackSets

- AR Terraform B AWS Control Tower #RF T (AFT)

- BH&ENEER AWS Config £ Al

T

H
plul

. Amazon CloudWatch Logs AI GBI RSB R, BAREXM AWS REH A , LESR A LR
iﬂ?ﬁﬁéi&ﬁmo

« Amazon Simple Storage Service (Amazon S3) 2 —BERE M HFREFRYE , TiHBEFE. REN
HEEAEENER,

« Amazon Virtual Private Cloud (Amazon VPC) AIt# B G E ERNERBE P B AWS ER. &
EERERECLALZEECNERPLOARENERER  EEFERATERN AWS E#ERNE
2, WEXFEA VPC MiEHFEIheE REEE H VPC RN E 2 IP RENEEEEH.



https://aws.amazon.com/about-aws/whats-new/2023/11/organization-wide-iam-condition-keys-restrict-aws-service-to-service-requests/
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/what-is-cfnstacksets.html
https://docs.aws.amazon.com/controltower/latest/userguide/taf-account-provisioning.html
https://aws.amazon.com/blogs/mt/how-to-enable-vpc-flow-logs-automatically-using-aws-config-rules/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/WhatIsCloudWatchLogs.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/Welcome.html
https://docs.aws.amazon.com/vpc/latest/userguide/what-is-amazon-vpc.html
https://docs.aws.amazon.com/vpc/latest/userguide/flow-logs.html

AWS %5453 B
REE®K

£ A EREREMARERE (1aC) T AE™EL VPC RiERFHBERF. MR VPC HBERUZERER
wWEIRER K SEBERARERREE VPCs, EGE T —HHRE,

EPARERR

£ HashiCorp Terraform A& RTE BB E VPC B £ FIFE]

HEABEEIRELF , HEFEE VPC BEEEHPK S3 REFFR. FI8 , KBTI S S3 &
FRTRRMEN,

NMEERBNREFIBERRARN

nl‘ﬂ

ZEHEMET —H.

variable "vpc_id" { type = string }

locals { custom_log_format_v5 = "$${version} $${account-id} $${interface-id} $
${srcaddr} $${dstaddr} $${srcport} $${dstport} $${protocol} $${packets} $${bytes}
$${start} $${end} $${action} $${log-status} $${vpc-id} $${subnet-id} $${instance-

id} $${tcp-flags} $${type} $${pkt-srcaddr} $${pkt-dstaddr} $${region} $${az-id} $
${sublocation-type} $${sublocation-id} $${pkt-src-aws-service} $${pkt-dst-aws-service}
$${flow-direction} $${traffic-pathl}" }

resource "aws_flow_log" "centralized_flow_log" {

log_destination = "arn:aws:s3:::centralized-vpc-flow-logs-
<log_archive_account_id>" # Optionally, a prefix can be added after the ARN.

log_destination_type = "s3"

traffic_type = "ALL"

vpc_id = var.vpc_id

log_format = local.custom_log_format_v5 # If you want fields from VPC Flow
Logs v3+, you will need to create a custom log format.

}

WMEEFTAFBRANFMERNR , F2H AWS X

FERERF

A RIE BAHEEEEXEFTH Terraform Y VPC RABH EBH5IFE
WREXNBEEIRREA , S AFR VPC EXEA# CloudWatch Logs EH.

data "aws_region current" {}

variable "vpc_id" { type = string }

resource "aws_iam_role" "local_flow_log_role" {
name = "flow-logs-policy-${var.vpc_id}"
assume_role_policy = <<EOF

BIEE® 44


https://docs.aws.amazon.com/vpc/latest/userguide/flow-log-records.html#flow-logs-custom
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{

"Version": "2012-10-17",
"Statement": [{
"Effect": "Allow",

"Principal": {"Service": "vpc-flow-logs.amazonaws.com"},
"Action": "sts:AssumeRole"
1]
}
EOF
}

resource "aws_iam_role_policy" "logs_permissions" {
name = "flow-logs-policy-${var.vpc_id}"
role aws_iam_role.local_flow_log_role.id
policy = <<EOF

{
"Version": "2012-10-17",
"Statement": [{
"Action": ["logs:CreatelLog*", "logs:PutlLogEvents", "logs:Describelog*",
"logs:DeletelLogDelivery"],
"Effect": "Allow",
"Resource": "arn:aws:logs:${data.aws_region.current.name}:*:log-group:vpc-flow-
logs*"
1]
}
EOF
}
resource "aws_cloudwatch_log_group" "local_flow_logs" {
name = "vpc-flow-logs/${var.vpc_id}"
retention_in_days = 30
}

resource "aws_flow_log" "local_flow_log" {
aws_iam_role.local_flow_log_role.arn
log_destination aws_cloudwatch_log_group.local_flow_logs.arn
traffic_type AL

vpc_id = var.vpc_id

iam_role_arn

BIEE® 45
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=4
a7
E8¥ VPC RIE HFEBR

%

RIEINZR R , WEIHR S3
R FRT AR,

BYPRAEBFRHETE.

RE VPC BB , K HFEE
EERRGE BERFETE,

REEFEEA# CloudWatc
h Logs #9 VPC ##& A &

DU

FRFEFFITETIXIE aws/s3
AWS KMS £ , Bt &% E
£ SSE-S3 5 AWS KMS &
FS&4is, MREFEH AWS
KMS &8 , SI8BERSNAERFF
RERFEAER,

BUREAFEGLINPR
RETRE  YERASEL—E
TRPBEZNINZRRE, S
ZALHA Log Archive S EE{ELA
BHIREH,

REMEF BRERIERHEFE
BR , YWEERARRBEEE
MEENEREHEAEEN
RREFRTRE,

BREAFGHEESERPY
£ERMNEE VPC, RAE
EBHAXNZMER AFT = AWS
EEREN (AWS CDK) &
laC B, g0 , & LA T
Terraform ##8 , #& VPC E2if
EAF BT, IBELSE,
BRI LLF BIIERERAR.

(EA) MREBHERE
BAFEREELEBFNIRF
b FEUS—EREBR,
BERMEIE EAREIRSE P
CloudWatch Logs., =& , &

PR R B e
a5

—fi%x AWS

MEREES

—fi%x AWS

EFF
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52 Pl PR A B BB
A LUHS ERHEIA E AR S o
WIRSHE S3 REFRNE,

HEAE R

s WMAFEAEPFAREAFZERREHEER DT MELZEFENR ( EERNE )
« WfAfEA AWS Config RAIE A VPC RiEAF ( MBEBRNE)

H&EH
REETRBER
EEMEEENERBNER  UAFTFEBEREFNTUEREREAFZFNP R S3 FRirE

"Version": "2012-10-17",
"Statement": [

{
"Sid": "AWSLogDeliveryWrite",
"Effect": "Allow",
"Principal": {
"Service": "delivery.logs.amazonaws.com"
.
"Action": "s3:PutObject",
"Resource": "arn:aws:s3:::<BUCKET_NAME>/*",
"Condition": {
"StringEquals": {
"s3:x-amz-acl": "bucket-owner-full-control",
"aws:SourceOrgID": "<ORG_ID>"
}
}
},
{

"Sid": "AWSLogDeliveryCheck",
"Effect": "Allow",
"Principal": {
"Service": "delivery.logs.amazonaws.com"

}I

HEER 47


https://aws.amazon.com/blogs/security/how-to-facilitate-data-analysis-and-fulfill-security-requirements-by-using-centralized-flow-log-data/
https://aws.amazon.com/blogs/mt/how-to-enable-vpc-flow-logs-automatically-using-aws-config-rules/
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LB

"Action": "s3:GetBucketAcl",

"Resource": "arn:aws:s3:::<BUCKET_NAME>",

"Condition": {
"StringEquals": {
"aws:SourceOrgID": "<ORG_ID>"

"Sid": "DenyUnencryptedTraffic",

"Effect": "Deny",

"Principal": {

"AWS" . "EM

I

"Action": "s3:*",

"Resource": [
"arn:aws:s3:::<BUCKET_NAME>/*",
"arn:aws:s3:::<BUCKET_NAME>"

1,

"Condition": {

"Bool": {
"aws:SecureTransport": "false"

Hitp&EHA
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£ AWS Organizations B E1#&52 Transit Gateway & #%

B Richard Milner-Watts (AWS), Hartis Bin Ayub (AWS) 1 John Capps (AWS) #31I

Summary

1£ Amazon Web Services (AWS) L , A LAEA AWS Resource Access Manager BAWS Transit
Gateway AWS 1RF #RHA, T8 , EABIRFBARY Transit Gateway i , FEREEBE
BHUREATELNMG. EFRESEAIEEER,

IR RRE BB , KR BB 2ABRIRS NS E Transit Gateway EEWEEIE
FAAWS Organizations, FEFEIEHE Transit Gateway % FH & 7 &3 58 5 #1535 B (CIDR) £ E,
R RIFEER K Name EHE<CIDR-range>-<AccountName>EREHEERBEE RS
P B 4

LEfRR S R A EMR R A RIEREPF M Serverless Transit Network Orchestrator £ AWS fi# 3R 75 R H
£, Serverless Transit Network Orchestrator A K 3R1E B E)E2 3 Transit Gateway i

FER IR AR
SESRARAE

- EAH AWS IRF
- GEFTEHEIRSE AWS Organizations I#H&;

- EHEBNEE ST FEEBEERRS , LUEI required AWS Identity and Access Management
(IAM) B

- HAWEEXEIRF  HbhedREBAAEERHAN - EERRE

RE

M T 5 & FE#EEVE E AWS Management Console 8758 8 tH B & FBIZEA Transit Gateway M ¢ &8
Bl , UREBURBRATREEZ BBEBNME Transit Gateway KiH&Efl, EENBBEBEBEA

<CIDR-range>-<AccountName>,

W EER A REH AWS CloudFormation ZPEAWS Step Functions TEFRIE , BEMAE B RELZ Transit
Gateway Name BB E AWS EBif, THERESWAFHTERETKEHN AWS Lambdai &,

B EjEEE Transit Gateway Bt 49


https://aws.amazon.com/ram/
https://aws.amazon.com/transit-gateway/
https://aws.amazon.com/transit-gateway/
https://aws.amazon.com/organizations/
https://en.wikipedia.org/wiki/Classless_Inter-Domain_Routing
https://aws.amazon.com/solutions/implementations/serverless-transit-network-orchestrator/
https://aws.amazon.com/cloudformation/
https://aws.amazon.com/step-functions/
https://aws.amazon.com/lambda/
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R RIEPEEIIRE B #HE AWS Organizations , Step Functions AREE#EE S EVBFTE Transit
Gateway &% IDs, ELXREHEFHFTRE, LEESTEETHSEMN4HH CIDR #IE, CIDR #ERE
BESEIFARY Transit Gateway B H R RKEVSHERFH Transit Gateway E#: ID, MRFIEXEEAHR
AR, BREREREBEBREAZNYG. BRARTEEBETARENERBER.,

R T BRERBA Amazon EventBridge EHEHINHEE#T. BH4SE UTCEBXLHF 6 : 00 MBI
R R

B R R

* Amazon EventBridge

+ AWS Lambda

» AWS Organizations

« AWS Transit Gateway

» Amazon Virtual Private Cloud (Amazon VPC)
+ AWS X-Ray

BHRERRE
TEERERSREBNITERE.

—

BFRESHERERAL

. EventBridge #1 BI'€ R &) Step Functions AR REH#EES,

. IREEMES S A tgw-tagger-organizations-account-query Lambda &,

. tgw-tagger-organizations-account-query Lambda B EREEBEERSF TN AR,

. tgw-tagger-organizations-account-query Lambda B & A Organizations AP| 2R
AWS tRF PEEFR,

. ARREMEBSE A tgw-tagger-attachment-query Lambda B,

7. SRESEESE , MEMESEYTWA tgw-tagger-rtb-query Lambda BBk BHU S E i 489
CIDR &,

8. HNBEESE , MEMEFEFTWA tgw-tagger-attachment-taggerLambda E ¥,
9. RFE B AMAKIRSE B Transit Gateway M2 B BER,

a A WO DN

»

BE{LMER

£y 50


https://aws.amazon.com/eventbridge/
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BRAREFTERESERSE , URDHTHRSERE,

T

AWS R

« AWS CloudFormation EBASEBRERARERE | REEVHBE AWS MIF=ZHERESHER, R
E—ButmEER , UREEEEh BT ERELE RN A X,

« Amazon CloudWatch A1 BY#& AWS ENBFES#E AWS BRIIEE , UREHITHERER.

* Amazon EventBridge 2 —BEMARBJ[EMHERERT , TARSEAENERAZERFNERE
#%. EventBridge ®EIEH, REBENER  YEARUKEHBRBHEEF. RUSRESHH
wE. BABHEAESHE K SEHEHERE

« AWS Lambda R—EEERHK , XEHTEXN K EFHENEEMMREE. Lambda AEEFER
PITEAR  YEDRRE  KSRLEFRERIEVHUTERZR. ERAFEACANEEREXNVE
M. BRABRUITHERANE.

« AWS Organizations FEEERNERERNERE , IHBEEFEENZEELNIRE AWS . FH
Organizations , BRI LUEBEXFZFF A RBUMER AWS IRF YBEEIR. #& tkRF 2 HUEBE
WIERE, SBHEERAZRFRFHELUETERE  URAMEREFEAE —FRANRELEE,

« AWS Step Functions 2 —BEEXBREBITERERE , AR AWS RE. BELEERE

NZEEARFEAEN, THERESEERE, ER. T, RERSINTHAE , BRBAR
AR INESEENEREE.

« AWS Transit Gateway #iB P R {E:E# VPCs MAIIBBMEEE . ETTELENWMER |, WEREM
WEEBRR, exEEREHS K BESETERISET X

« Amazon Virtual Private Cloud (Amazon VPC) R —RBHE & E &M BEREHERBEPRE AWS &
R AR

« AWS X-Ray EERARNREHNBREBAER , WRHETHRRE, HEIRATHEZERNT
8, SRR EENRELEE,

Code

IR 7 R RBER IS A7 Transit Gateway Attachment Tagger GitHub ffZEFRFER, BEEEZS
THER :

« tgw-attachment-tagger-main-stack.yaml 87X AREKIIREPRIMEE R EILFR
F R,

TE 51


https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/Welcome.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/WhatIsCloudWatch.html
https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-what-is.html
https://docs.aws.amazon.com/lambda/latest/dg/welcome.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_introduction.html
https://docs.aws.amazon.com/step-functions/latest/dg/welcome.html
https://aws.amazon.com/transit-gateway/
https://docs.aws.amazon.com/vpc/latest/userguide/what-is-amazon-vpc.html
https://docs.aws.amazon.com/xray/latest/devguide/aws-xray.html
https://github.com/aws-samples/tgw-attachment-tagger
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+ tgw-attachment-tagger-organizations-stack.yamlEHEBHEBRIRFHEIAG,

=%
AT
EEERMIRS RS

£
WEBER FRIFHE

<;&IIII

BB EEMASREEN AWS
CloudFormation #4%,

B P BB
EERRER Lambda EHEE|
AWS Organizations API #%
IREFIE K SESHGEE
RS EIRS 1D,

DevOps L F26f

@ Note

B M1E AWS
CloudFormation # &
WIEFREE, B%E
ERERBEZHLAB
BRF, ERERDE
FEBHNEEIRFh 2
B, XABERIRERH
ABNEEREE. W
EHHER , F2H
AWS 34,

FERRAEHEBNEH A
£ |IAM A, Step Functions
TE7E. Lambda EREF
Amazon CloudWatch B4,

DevOps LF2Hf

B AWS Management
Console st AMBIRFH |, A
#%BARK : &CFN =824,
Ftgw-attachment-tag
ger-main-stack.yaml

SEAMTIERER D

EFF
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https://docs.amazonaws.cn/en_us/IAM/latest/UserGuide/id_roles_create_for-user.html
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(2]

TR AR T RE R RE.

ZB¥ AWS Organizations &

%
WS LB SRR BT

iR FRER R BE
- HEBEZH - tgw-attachment-
tagger-main-stack

» awsOrganizationsRo
otAccountld — #E#E IR F
HYBR~ 1D

« TGWRegions 28 - AWS
B eHERA R, LUER
pal CE=T PN

- TGWList 28 - ERERA
Zh PRV ERFEE IDs
PLESR 2 R B A

WERKEN AWS CloudForm
ation BHNFFMEN , BFZE
AWS X &,

%1% CloudFormation #E&5E
| CREATE_COMPLETE st
B, EEEREETR—2EN
iSET N

DevOps TF2HH

BARK Step Functions £#4& ,
WHEFREE I B A tgw-attac
hment-tagger-state-machine

AT AR RERE RS
DU PR FBE

EEREMR Lambda EHEZE
AWS Organizations API §95%
REFEE  SEELAMK
RS HIIRS 1D,

DevOps LF2Hf
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https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/cfn-console-create-stack.html
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BXE Organizations HE &

CloudFormation &i7x

s

RITRERNAED

DU

AWS Organizations & 1 £
A EEBNEREIRF P
IAM B,

FEEMEERFHN AWS £
2E. REBFBK CloudForm
ation TEAH., fEAtgw-
attachment-tag
ger-organizations-
stack.yaml EAFMTFIE
Biua

- HBEZM - tgw-attachment-
tagger-organizations-stack

« NetworkingAccountld 28 —
HARRIRF RS ID

HREMHEREER
FH%EEX o

T

i3

%1% AWS CloudFormation 3t
&% 3| CREATE_COMPLETE
REE, ERZBERT—piE
Y B R

FARX AWS Identity and Access

Management (IAM) £3#24& |
WHERERI B A tgw-attac

hment-tagger-organization-q

uery-role W A€,

PR B RE

DevOps L #z2Hf

DevOps Li2Hf
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LB

B ER T R

(2]
1T MREREER

BEREMEREFI TR

DU

B RN AR R B Y Step
Functions £#& , AR EEE
BEAEHRIREAR MRS,

EEUIRREME RS tgw-attachment-
tagger-state-machine , A%
ERBEIT.

EH R IR 77 RAE A AR RE A
SRN@A , FHERERTR

=n
AxX 1)
{
"Comment": "Insert
your JSON here"
}

1242 Start Execution (FA%a#L
1)

ERMMFERL , B8
EREHERT, SFERER
RAEERER Transit Gateway
MHBE,

EHEEL , B URERE
KESNEESE, BUEMR
REETRESETE , &
& Lambda EIEHY CloudWatc
h BEERE. BRERSFHF

THITHELE , BUERAR

I TR BERBRREE E
WEEE

PR B

DevOps L #z2Hf

DevOps LiZHR

EF
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E4 7% Transit Gateway EiZE
N

B2 3% CloudWatch S4B ED,

HEBER

« AWS Organizations

 AWS Resource Access Manager

DU

B AR F /Y VPC £
BE , REBREERRFEM
., £ AL SRUFE
REVMHEBER (M4
&2 Transit Gateway ¥ H
*, MEREEE BB
),

%1% CloudWatch B4R &,
E2HfREA 06 : 00 UTC,

ARERRE AFEEIRFM Step
Functions £ & , AR EEE
G RIRER MRS,

ZEUIR RE#E 3T tgw-attachment-
tagger-state-machine, e
fERFRE UTC B9 06 : 00 ¥
1T

» Serverless Transit Network Orchestrator

Bi IAM AE

£ AWS CloudFormation E£i2& L@ E

PR B

DevOps L iz2Hf

DevOps Liz2Hf
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https://aws.amazon.com/organizations/
https://aws.amazon.com/ram/
https://aws.amazon.com/solutions/implementations/serverless-transit-network-orchestrator/
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/cfn-console-create-stack.html
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« £/ GitHub E)¥E#R & AWS CloudFormation EZ#i% AWS Service Catalog 7= fm
- BEMEACKRERBRSEZRGEREEREN IAM A
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Al B ES 22

ES|

Amazon DynamoDB FHEEE R , AR Athena F# ML FEAI

#f#1F AWS CodeCommit EEER 5 — @R F 7 AWS 1R FE B Amazon SageMaker Al Studio Classic
e hvlco)

£ A Amazon Textract & PDF ERBBHEINAR

f£ Amazon SageMaker Al Studio Lab 4 DeepAR AR KRR , BB S RREFERER
£ Amazon SageMaker Al #1 Azure DevOps & MLOps T{E7RE

£/ £ Amazon Bedrock & EETFE AL 8% AWS CloudFormation

5 SageMaker 237 B5] Docker Besi g , WG H AR AWS Step Functions # FI1&E H FI R
£/ Amazon Bedrock KB , FiB X FHRRE Amazon EKS F HEIE M f#EUE B #2518
AWS £ Terraform #l Amazon Bedrock £ E#E RAG =4l

£/ Amazon SageMaker FHHREE , KELEREEENEINE—HHETH ML 2R
£/ RAG #l ReAct 127~ , FSH#ER A Al BIXBhE

£/ Amazon Bedrock K EBEA M ABEFZL B KK BB

{# F Amazon Bedrock #l Amazon Transcribe #5835 & A 5084448 A5

£ Amazon Personalize EXBALMEFHENER

£/ SageMaker Al #] Hydra Bi{t A EHAZ I AT ERERNBEST TERE

f£ Amazon SageMaker EAIFRFEE BT GPU X EH ML EH

K BARES EIR AT DSL for OpenSearch # Elasticsearch &3

£ Amazon Q Developer i &#miGENIE , MRS EBNEED

{F F§ SageMaker Processing ¥J TB #k ML ERIEHET OB ESEBITE

£ Flask #l AWS Elastic Beanstalk {281t AI/ML 8 R

BEZERX
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Amazon DynamoDB WV E R , AR Athena I ML FEAI

B Sachin Doshi (AWS) # Peter Molnar (AWS) & 3I

Summary

AR FRBA WA Amazon Athena £ Amazon DynamoDB B R&RFEEE MM YA (IoT) ER&E
1, IBbE T HIMAEER Amazon SageMaker Al FiB#EIEE (ML) HR/RREEER , AR AFER
Athena BB ZHER., SAUEAREXNMARYNESEBE RN ML BRIFRS ZNER,

ERTHEN  WEXCEREERBEARNEEHRORG , YFERALASTRMTHENF S
ENREMERE, CEEAALIRG MLEE  REBENIREAT—ENENEFER, R
IR Z BB E RN L REHRMHLAENLNFTERE. WRHNERATE GitHub FEFERE
o

FERAF A H PR

- EFAH AWS IRE

- AT5EBEREIEE AWS Identity and Access Management (IAM) B &# AWS CloudFormation 3£
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https://docs.aws.amazon.com/athena/latest/ug/connectors-dynamodb.html
https://aws.amazon.com/serverless/sam/
https://aws.amazon.com/serverless/sam/
https://github.com/louisvillemetro-innovation/dockless-open-data/blob/master/DocklessOpenData-Sample-Aug2019-Louisville.csv
https://github.com/louisvillemetro-innovation/dockless-open-data/blob/master/DocklessOpenData-Sample-Aug2019-Louisville.csv
https://docs.aws.amazon.com/streams/latest/dev/introduction.html
https://data.lojic.org/datasets/LOJIC::louisville-ky-hud-grant-neighborhoods-from-1979-urban-neighborhoods/explore
https://www.lojic.org/
https://www.lojic.org/
https://www.lojic.org/
https://github.com/aws-samples/dynamodb-ml-prediction-amazon-athena/blob/main/notebook/GeoSpatialProcessingGISshapefilesWithAmazonAthena.ipynb
https://github.com/aws-samples/dynamodb-ml-prediction-amazon-athena/blob/main/notebook/GeoSpatialProcessingGISshapefilesWithAmazonAthena.ipynb
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https://github.com/aws-samples/dynamodb-ml-prediction-amazon-athena/blob/main/notebook/GeoSpatialProcessingGISshapefilesWithAmazonAthena.ipynb
https://github.com/aws-samples/dynamodb-ml-prediction-amazon-athena/blob/main/notebook/GeoSpatialProcessingGISshapefilesWithAmazonAthena.ipynb
https://github.com/aws-samples/dynamodb-ml-prediction-amazon-athena/blob/main/notebook/DemandPredictionDocklessVehicles.ipynb
https://github.com/aws-samples/dynamodb-ml-prediction-amazon-athena/blob/main/notebook/DemandPredictionDocklessVehicles.ipynb
https://data.lojic.org/datasets/LOJIC::louisville-ky-hud-grant-neighborhoods-from-1979-urban-neighborhoods/explore
https://data.lojic.org/datasets/LOJIC::louisville-ky-hud-grant-neighborhoods-from-1979-urban-neighborhoods/explore
https://github.com/aws-samples/dynamodb-ml-prediction-amazon-athena
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https://console.aws.amazon.com/dynamodbv2/
https://console.aws.amazon.com/athena/
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https://console.aws.amazon.com/athena/
https://github.com/aws-samples/dynamodb-ml-prediction-amazon-athena/blob/main/notebook/GeoSpatialProcessingGISshapefilesWithAmazonAthena.ipynb
https://github.com/aws-samples/dynamodb-ml-prediction-amazon-athena/blob/main/notebook/GeoSpatialProcessingGISshapefilesWithAmazonAthena.ipynb
https://github.com/aws-samples/dynamodb-ml-prediction-amazon-athena/blob/main/notebook/GeoSpatialProcessingGISshapefilesWithAmazonAthena.ipynb
https://github.com/aws-samples/dynamodb-ml-prediction-amazon-athena/blob/main/sql/create_neighborhood_table.sql
https://github.com/aws-samples/dynamodb-ml-prediction-amazon-athena/blob/main/sql/create_neighborhood_table.sql
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https://console.aws.amazon.com/athena/
https://docs.aws.amazon.com/athena/latest/ug/connect-to-a-data-source.html
https://github.com/aws-samples/dynamodb-ml-prediction-amazon-athena/blob/main/sql/athena_long.sql
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https://console.aws.amazon.com/athena/
https://docs.aws.amazon.com/AmazonS3/latest/userguide/empty-bucket.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/empty-bucket.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/empty-bucket.html
https://console.aws.amazon.com/cloudformation/
https://console.aws.amazon.com/cloudformation/
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/cfn-console-delete-stack.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/cfn-console-delete-stack.html
https://console.aws.amazon.com/cloudwatch/
https://console.aws.amazon.com/cloudwatch/
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/logs/delete-log-group.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/logs/delete-log-group.html
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https://github.com/awslabs/aws-athena-query-federation/tree/master/athena-federation-sdk
https://docs.aws.amazon.com/athena/latest/ug/querying-geospatial-data.html
https://aws.amazon.com/blogs/big-data/use-ml-predictions-over-amazon-dynamodb-data-with-amazon-athena-ml/
https://aws.amazon.com/elasticache/redis/
https://aws.amazon.com/neptune/
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https://aws.amazon.com/blogs/devops/how-to-migrate-your-aws-codecommit-repository-to-another-git-provider/
https://aws.amazon.com/premiumsupport/knowledge-center/create-and-activate-aws-account/
https://docs.aws.amazon.com/sagemaker/latest/dg/gs-studio-onboard.html
https://docs.aws.amazon.com/iam/?id=docs_gateway
https://docs.aws.amazon.com/sagemaker/latest/dg/studio.html
https://git-scm.com/
https://docs.aws.amazon.com/codecommit/index.html
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https://docs.aws.amazon.com/cdk/?id=docs_gateway
https://docs.aws.amazon.com/cloudformation/?id=docs_gateway
https://www.terraform.io/
https://docs.aws.amazon.com/sagemaker/?id=docs_gateway
https://docs.aws.amazon.com/sagemaker/latest/dg/studio.html
https://docs.aws.amazon.com/codecommit/latest/userguide/welcome.html
https://aws.amazon.com/blogs/devops/how-to-migrate-your-aws-codecommit-repository-to-another-git-provider/
https://docs.aws.amazon.com/IAM/latest/UserGuide/introduction.html

AWS 5 &5l

5N

HtTE

« Git R—EDHARAEFRE , TEEERARNEERFRBEXNRTHEE,

#5

FEWRFE A FEI IAM BERAM IAM A&

E) S HiR
ERF AREVREFEFIREN 1. A AWS Management
IAM B3R Console Y BARK IAM E 32
L
2. EEEERD , BEHXK ,
RBIBERIBUR,

3. i##F JSON EH,

4. BREBEXENEFEER
5 IAM BUER A BURBR
R, AREAGBFREEE
JSON fRéEEzR . FELE
KRBXRPHNAEEENLE
=18

5 BET—F . 28 , AK&E
BET—% . ®E,

6. &% Name (B7%8) , A
BENERB. I8 £t
EHXF , IAM BXBA
CrossAccountAccess
ForMySharedDemoRep
o , BEALUEEZEEMER
HHBERER,

7. BEEMNBUR,

PR B

AWS DevOps

EFF

72


https://git-scm.com/
https://console.aws.amazon.com/iam/
https://console.aws.amazon.com/iam/

AWS B =15l

5N

(2]

EWRF A FEN FEEEFIN
IAM A&,

ﬁ

® Tip
RIEEK R IAM B
RNWEERFABEAR
BIFR B BRAKEF AT,

 FE 1AM EEAMEEE RS

VREAG  RREERY
A,

CHEEENERER | EW

AWS tRF,

. EAWS IRFEEH | &

HY%_1 AWS II’EJEO

. #HEIRS ID , WARF B RY

#&RF IDo

CEFEFAEEL B8

RIBE SR CrossAcco
untAccessForMyShar
edDemoRepo HIBUR,

. &E-F_io
. £ Role name (B2 & 1)

B EARE, 5 Elt
BEXH , IAM AEEBBA
MyCrossAccountRepo
sitoryContributozR
ole , BEFLEEZEERL
NEABEEER,

CEEEVASG  REBRERS

AR Amazon Resource
Name (ARN),

PR B RE

AWS DevOps

EFF

73


https://console.aws.amazon.com/iam/
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"codecommit:GitPull",
"codecommit:GitPush"

1,

"Resource": [

"arn:aws:codecommit:<CodeCommit_Repository_Region>:<Account_A_ID>:<CodeCommit_Repository_Name>

]

SageMaker Al shell 515 &5 451
MREERLEFIECE , BT FIEE -

« <Account_A_ID>#§ EXXAIRF A B9IRF ID,

« <Account_A_Role_Name># BN AB LRI EILH IAM AR,

« <CodeCommit_Repository_Region>#% HUX AWS [EiF & REFEMN .

« <CodeCommit_Repository_Name>i§ MR AMRS A 7 CodeCommit 77 EH &,

#1/usxr/bin/env bash
#Launch from system terminal
pip install --quiet git-remote-codecommit

mkdir -p ~/.aws
touch ~/.aws/config

echo "[profile CrossAccountAccessProfile]
region = <CodeCommit_Repository_Region>
credential_source=EcsContainer

HiEHR 77
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role_arn = arn:aws:iam: :<Account_A_ID>:role/<Account_A_Role_Name>
output = json" > ~/.aws/config

echo '[credential "https://git-
codecommit.<CodeCommit_Repository_Region>.amazonaws.com"]
helper = !aws codecommit credential-helper $@ --profile
CrossAccountAccessProfile
UseHttpPath = true' > ~/.gitconfig

git clone codecommit::<CodeCommit_Repository_Region>://
CrossAccountAccessProfile@<CodeCommit_Repository_Name>

Hitp&EHA 78



AWS AR5 -
£ Amazon Textract #£ PDF ERX BB HEEBAA

B Tianxia Jia (AWS) &1

Summary

MAZEBFER LEIHERERENL POF ERENEF. flW , BB TEFTEERRERBIER
PDF ERENMEF , LETRBEI M RNBEEREEE.

#£ Amazon Web Services (AWS) Eif L , Amazon Textract & B 8¢ PDF &ER#EWMEF ( Hla | 7
X F, REMERK ) , WEL JSON BXHWER , EhITEREH PDF BERNWEHA. BANE
AWS BEFEATRRERE MR API FEIREEH Amazon Textract, RFEBEMEAELEET APIF
WRERM B EEE X2 PDF ER,

& Amazon Textract RIBRERE K SEIV THIBlock¥HEE : EE. TMXE, RE (R3|&/E
)., ERRAFBES , URERTRE, tSTSHMOYWHER , fIBEESR, AEERR. IDsH
Ef%. Amazon Textract AR ENMIMBEFR, EREBIMNERNERNERILEN K RATHER
BRI UAFRR i FERELHE.,

WEXHEIR T £ Amazon Textract B B PDF 18 REEA R L AS H EZIE A 52 )58 L Fstep-by-step
THERRE. BXFREALHEMREBERICERVL. SBEBNERK  ARBEREREETEER
EZHEEREDR, BuLFEALREXREETEEEMN PDF ER , AREULUEERNBBHLIL TER
B, REKXMEEHN PDF =X,

FE IR {5k 4 1 PR 1

TR

- ERFHY AWS IRF

- A Amazon Simple Storage Service (Amazon S3) #ZiTHE , ARREERA JPEG B4
Amazon Textract RIEZ#& K PDF 15X, W% S3 REFETBNFMHEN , 52K Amazon S3 X #H
R FET AR,

- BREMEEM Textract_PostProcessing.ipynb Jupyter £i2A& ( BiE#E ), WE
Jupyter EEE AR EMER , 5528 Amazon SageMaker X HFEIE L Jupyter £524, Amazon
SageMaker

- EEMHEKRWIERE PDF EX,

« T & Python,

# POF EREBENMAR 79


https://aws.amazon.com/textract/faqs/
https://aws.amazon.com/textract/faqs/
https://docs.aws.amazon.com/textract/latest/dg/API_BoundingBox.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/UsingBucket.html
https://docs.aws.amazon.com/sagemaker/latest/dg/ex1-prepare.html
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BR 1

- WY PDF ERVEGERFEEMIE. BRFEHARLE POF ER , BENRFIEEBIEFTEEHN ,
BaLAERAEERA PDF BRXWBHE XM, MFEFHMER , 528 AWS Machine Learning Z5&#& £
WY £ Amazon Textract : $8 B MR ERIMBERETT PDF XHFEEERE,

- HRZERR , BUUFEAERSIRE , & PDF RS9 IRE—HEIFEARBSRIE, WFEER
BIRIEMNFAER , 5528 Amazon Textract XHHF W ERFM S M ZEXHFHN T | UURERIF
PHEEXHTRHNNF.

RE

IR XH THERIES K226 PDF 23R #1117 Amazon Textract (38 —IR¥1T) , AR 1EEEE — 18 PDF
%X 4AEAY PDF ER LT E (EERIT). TEERSHNE-XRITHNEEHNTIERE  HEAH
BEERHREFMAEKKXN PDF ERERMAR.

L EREREXE T 5 THERRE

1. #% PDF fERE# A JPEG %X , WA EEFEHE S3 REFEFEH,
2. 1Y Amazon Textract API Y #4T Amazon Textract EIfE JSON &=,

BBAESEXEMFIEEREANKeyName :DataTypeEL ¥ R imEE JSON R, BEUEEHTHE
EkTemplate]SONMITE S,

EESEEREAENZERERENE (HINZHE. BHNAH ).
#(HE2 5% — {8 PDF ERZNMEEH PDF EX.

FFAY Amazon Textract API 36 %41 Amazon Textract Bl f& JSON,

b Z4THY JSON #E3REE TemplateJSON &=,

BEFREREEILE,

w

© N o 0 &

B# JSON B HERValueWW B AL EM U EE EEH KeyNameH
B SR E

« Amazon SageMaker
« Amazon S3

 Amazon Textract
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https://aws.amazon.com/blogs/machine-learning/process-text-and-images-in-pdf-documents-with-amazon-textract/
https://docs.aws.amazon.com/textract/latest/dg/async.html
https://docs.aws.amazon.com/textract/latest/dg/sync.html
https://docs.aws.amazon.com/textract/latest/dg/sync.html
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BEMLMIER

B LAEA AWS Lambda BREIR BEBILEEEIT TERE , IHNBEEFH PDF ERFEE
Amazon S3 BEEREl Amazon Textract, A% , Amazon Textract EHTEREIE S | W RKEH HG#
FRREMNE, MEFMEN , 5528 Lambda XHHEIEHA Amazon S3 #&F2 1L F Lambda B,

T

- Amazon SageMaker 2 —HZZE ML IRE , AHBERERRBBENIE ML BE | RAELE
MEZEBEINLEERBENEEREF,

« Amazon Simple Storage Service (Amazon S3) 2 —EEREMHREERYE , THEEHE. REN
BT AEENER,

* Amazon Textract A REER A XM XA RANM D HFHEERAER,

=+
)
E—IRBT
F5% iR FTEE MY H BE
i PDF X, # PDF ERSEIAE—EHM BERRER, BEAREAS
WigHEHRAE JPEG & UE
1T Amazon Textract B 12 4E
(), AERHIRHITH PDF 18
ZESyn API,
(® Note
& 0] LA Amazon
Textract 3R FIRE
(Asyn API) ARZHE
PDF #&3,
| #7 Amazon Textract [EfE BBk Textract_PostProce EHRRIER, BHBAE
JSON, ssing.ipynb Jupyter &

A (BEE)  XERAT3



https://docs.aws.amazon.com/lambda/latest/dg/with-s3-example.html
https://docs.aws.amazon.com/sagemaker/latest/dg/whatis.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/Welcome.html
https://docs.aws.amazon.com/textract/latest/dg/what-is.html
https://docs.aws.amazon.com/textract/latest/dg/sync.html
https://docs.aws.amazon.com/textract/latest/dg/async.html
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F5% iR FTENH B
A BRI Amazon Textract
API :

response = textract.
analyze_document(
Document={

'S30bject': {
'Bucket':
BUCKET,
"Name':
'{}'.format(filename)
}
},
FeatureTy
pes=["TABLES",
"FORMS"])

ERAT3IERE , SEE
JSON FlItr RREMEREK :

parseformKV=form_k
v_from_JSON(response)
parseformTable
s=get_tables_from]
SON(response)

#m¥8 TemplateJSON =X, fmEE =B KeyName M ¥ BERBIER, BRAR
FE DataType ( flt0 , =
B, FHE EBEGAH)
MERRKER (Hln,
ColumnNames #) B9ZI4T
JSONRowNames,

WEARRANEE@ERE PDF &
RERN  EXRTEARTLUEE
FERAREXNEREHN PDF EXR,




AWS B =15l

LB

(2]
ERENEEFERH

EBHT

£
#{% PDF {8 %,

DU

Amazon Textract ¥}
TemplateJSON HEXRHEIFE
FHEATSE, AH, FTHH
. RS ERREERE, B
EXEERA T RERRAN
FEEREE,

FERATHRERE , £
HTemplate]SON ERIEIE
BEEREA

finalJSON=postproc
essingCorrection(p
arsed]JSON, template
JSON)

EEPU

# PDF BER D EIRE—HE

, WA HE# A JPEG &3
#1T Amazon Textract 512
1E () , LA%E{&E PDF $2RSyn
API,

(® Note

B A LA Amazon
Textract IERI TR E
(Asyn API) ARZH
PDF X,

PR B
BERNER, FRAE

e
ERNBR, BRAR

EF
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https://docs.aws.amazon.com/textract/latest/dg/sync.html
https://docs.aws.amazon.com/textract/latest/dg/sync.html
https://docs.aws.amazon.com/textract/latest/dg/async.html

AWS 5 &5l

LB

(2]

FEOY Amazon Textract APl.

=4 Amazon Textract [E]FE
JSON,

DU

FEATHZEXBFIL Amazon
Textract API :

response = textract.
analyze_document(
Document={

'S30bject': {
'Bucket':
BUCKET,
"Name':
'{}'.format(filename)
}
iy
FeatureTy
pes=["TABLES",
"FORMS"])

EATHERE , SOE
JSON FlItr RREMEREK :

parseformKV=form_k
v_from_JSON(response)
parseformTable
s=get_tables_from]
SON(response)

PR B
BERNER, FRAE

ERNER, FRAE

84
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LB

£% iR PR R H RE
B TemplateJSON &% , ¥ FEAUTHS , FH ERRER, BRAR
AS H B2 4THY JSON LHL¥, TemplateJSON #¥REEUE

BHNREHNERK .

form_kv_corrected=
form_kv_correction
(parseformkV, templ
ateJSON)
form_table_correct
ed=form_Table_corr
ection(parseformTa
bles, template]SON)
form_kv_table_correcte
d_final={**form_kv
_corrected , **form_ta
ble_corrected}

BEREEIE, £ TemplateJSON #EZA ERBIER, BRAR
BEREBHEDataTypeh E
A LK EBFEATIEXNBRE
EER :

finalJSON=postproc
essingCorrection(f
orm_kv_table_corre
cted_final, templat
eJSON)

HEBER

« £/ Amazon Textract {E X4+ B B) LN F S BV E X
« £ Amazon Textract #EEL X MG BLER

« Amazon Textract &R

HEER
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https://aws.amazon.com/blogs/machine-learning/automatically-extract-text-and-structured-data-from-documents-with-amazon-textract/
https://aws.amazon.com/getting-started/hands-on/extract-text-with-amazon-textract/
https://aws.amazon.com/textract/resources/?blog-posts-cards.sort-by=item.additionalFields.createdDate&blog-posts-cards.sort-order=desc

AWS g5l X
B4
EEFRRAHBBOE AT  BREFTHIEE : attachment.zip
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samples/p-attach/2d724523-2cab-42c9-a773-65857014d9ec/attachments/attachment.zip
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£ Amazon SageMaker Al Studio Lab ##$ DeepAR AR K
5, UEERETFRAER

B Ivan Cui (AWS) #1 Eyal Shacham (AWS) &3Z

Summary

BREESEENERMEA Web REREER, FAREHAEERNER , ERBILFRERNEE ,
FAHRLENTE, STRBEISHEERETERNRINBGEFINEERR , SIUBEASET IS
EMm. WEXFEH Amazon SageMaker Al DeepAR FEAIEE L RIE SRS FERER | WRETINAYE
A RRENIE B #1TTR R

DeepAR BR—EBEEBABEEEZE , HEAERSEMRE (RNN) HRAME (—#) BEF
5|, DeepAR 2t HHEBEMNFIAEREFS , KBS IIRE - BERENFE,

BRNESEFIIERNL L, fNEBERESBE FIIE (ARIMA) REHBFE (ETS) , RAEE LK
EeEENERNELRBFY. Rit , EEFEHIMBEYREN. EANENETSH B EHER
B 56 , DeepAR MEITHRESEBRERE ARIMA R ETS 5%, B A UERAEIIRNER | st
E2 B B R B5 [ P B SR ELRY 7 B ) /e B R AR TR

ST FRARAT T BR 6l
SR

- {ERAF AWS 1RF,

« Amazon SageMaker Al ##i.

« Amazon SageMaker Al Studio Lab = Jupiter BB EEAREN,

- BEEEEME A Amazon Simple Storage Service (Amazon S3) fZ T8,
« Python 2 EZETHY A

- £ Jupyter EZAH HEE

BR 1

- UWAFAEEMRIEEMNELERE K SEERER, FAKINELENNARREKED T EHE
MR YEASAEE, WEXRBEISRBAERELESHRH TG E,

- & AWS BRI TERRAE AWS B, MERSAAYE K F2REEDN AWS RiE, MFERE
mE  FORRERMANEE  RARBERBAERS.
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https://docs.aws.amazon.com/sagemaker/latest/dg/deepar.html
https://docs.aws.amazon.com/sagemaker/latest/dg/gs-studio-onboard.html
https://docs.aws.amazon.com/sagemaker/latest/dg/studio-lab.html
https://aws.amazon.com/about-aws/global-infrastructure/regional-product-services/
https://docs.aws.amazon.com/general/latest/gr/aws-service-information.html

AWS 7 g5l 5N

E fm AR A

+ Python 3.10 MR EFTARA

- EXWETZASE Amazon SageMaker Al Studio F{# A Python 3 ( ERIRIE ) BOE
ml.t3.medium #1T{EE LTI,

E2
TEBEREERN TEREMEE T,

THERESYT FIETR

1. WEABHERNBARREER , RELEE Amazon S3 f#EFiFE. LERIEEFSENTE
DN ZEREFS , ARBERE (ERR ). Jupyter BRLATRBILER , WE—-F T HIIK
ERHNERNEHHFRRE,

BVEBSHEARREIBRATIREE  IRBFALEENEESREERE,

WARREE Amazon S3 EEFE THIES BAREBNSEHTER.
ERERREBRBEFARFNALEEREZRNRERER  BESHES SageMaker Al i,

A& BENERCERIFEUA  HPENFERNERBARERETRSE,

o ~ @D

FRATHERRABENELENMN TR  RERNERENED. TB , ERMNAREARLE
SERMNRREE (AKXPEmMm) , IEEENEEHERN , BEENFEIBTIFSRANEER,
#EAD  MRERHHSERAMEE  HPEVKRRRE (BN ) ERATHELNNEE
MAEESENERERM