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https://docs.aws.amazon.com/AmazonS3/latest/userguide/LogFormat.html#:~:text=Authentication%20Type
https://docs.aws.amazon.com/AmazonS3/latest/userguide/using-s3-access-logs-to-identify-requests.html#:~:text=authtype
https://docs.aws.amazon.com/AmazonS3/latest/userguide/cloudtrail-logging-understanding-s3-entries.html#:~:text=AuthenticationMethod
https://docs.aws.amazon.com/AmazonS3/latest/userguide/LogFormat.html#:~:text=Request%2DURI
https://docs.aws.amazon.com/AmazonS3/latest/userguide/LogFormat.html#:~:text=Request%2DURI
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https://docs.aws.amazon.com/wellarchitected/latest/framework/sec_permissions_least_privileges.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/sec_permissions_least_privileges.html
https://docs.aws.amazon.com/whitepapers/latest/building-a-data-perimeter-on-aws/building-a-data-perimeter-on-aws.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-sourceip
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-principaltag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-principaltag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/AmazonS3/latest/API/RESTCommonRequestHeaders.html
https://docs.aws.amazon.com/AmazonS3/latest/API/bucket-policy-s3-sigv4-conditions.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/UsingAWSSDK.html#UsingAWSSDK-sig2-deprecation
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"Resource": "*",
"Condition": {
"NumericGreaterThan": {
"s3:signatureAge": "900000"
}
}
},
{

"Sid": "DenySignatureVersion2",
"Effect": "Deny",
"Action": "s3:*",
"Resource": "*",
"Condition": {
"StringEquals": {
"s3:signatureversion": "AWS"
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"Version": "2012-10-17",

"Statement": [
{
"Sid": "DenyPresignedOver15Minutes",
"Effect": "Deny",
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-principaltag
https://github.com/aws-samples/data-perimeter-policy-examples/blob/main/README.md
https://github.com/aws-samples/data-perimeter-policy-examples/blob/main/service_control_policies/data_perimeter_governance_scp.json
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_session-tags.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/introduction_attribute-based-access-control.html
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"Action": "s3:*",
"Resource": "*",
"Condition": {
"NumericGreaterThan": {
"s3:signatureAge": "900000"

I
"StringNotEquals": {
"aws:PrincipalTag/long-presigned-allowed": "true"
}
}
}
]
}
REETRER

AL ERABRRSREFTRBEREAEMARNENNRFITR , LTI R, 8 SCP T , #F
FFRBREEURBTIEAEAER. MG A TSREAAREFRNENEHREERAE B
REVEEFEFEREFARS , THBRSRHEZIZFIR, I, 2 SCP ~F , MFArBEET N
ERELEEIRFPHER.

ABAC B BISAMR R R RBERPAEHFES A E SCP ME, MFrRBURN B R 828 ARER
AEEFTA | Eitt ABAC BISMRSLERAIER ABAC #2HIFEFEA,

ETHEFH | FE—ERRR T aws:PrincipalTagir & B2 RERER (long-
presigned-allowed) HEREA WEFXABILHINMR R true,. ERBERT , TESEAYHEEFEH
HRRH, F_ERAXNESURFHIERAZTHBIZ AWS BERFITENFTEZREA. E-ERRRH
FIEERE ABAC BHIEMR , UREXTBHNEZER,

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "DenyPresignedOverl5MinWithExceptions",
"Effect": "Deny",

"Principal": "*",
"Action": "s3:*",
"Resource": "arn:aws:s3:::{bucket-name}/*",

"Condition": {
"NumericGreaterThan": {
"s3:signatureAge": "900000"
I,

s3 : signatureAge HYZEH 14


https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_principal.html#principal-services
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"StringNotEquals": {
"aws:PrincipalTag/long-presigned-allowed": "true"

"Sid": "DenyPresignedOverl5MinutesOutsideOrg",
"Effect": "Deny",

"Principal": "*",
"Action": "s3:*",
"Resource": "arn:aws:s3:::{bucket-name}/*",

"Condition": {
"NumericGreaterThan": {
"s3:signatureAge": "900000"

iy
"StringNotEquals": {
"aws:PrincipalOrgID": "${aws:ResourceOrgID}"

BRI BUR

O LAERERESBEE (RCPs) KEEBHKBERERAZRMFITE. HE SCPsHERAEFETRBBET
@ , RCPsTELURKERAEABE. RCPsEXEMTMIRFFHNIERE LR  EFSHEEEIRF
FERER, NEFHMERN , 5528 AWS Organizations 34,

WERFITRBER , WREMEA aws:PrincipalTagsBEFRABRMHISRN |, BEREFRLETLTAN
ABAC 2|5 E

T35 RCP 44T rIH S3 MEFFBNALEE URL HERKIS 15 2,

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "DenyPresignedOverl5MinWithExceptions",
"Effect": "Deny",

"Principal": "*",
"Action": "s3:*",
"Resource": "arn:aws:s3:::*/*",

BEREHBR 15


https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_rcps.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_rcps.html#actions-not-restricted-by-rcps
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"Condition": {
"NumericGreaterThan": {
"s3:signatureAge": "900000"

.
"StringNotEquals": {
"aws:PrincipalTag/long-presigned-allowed": "true",
}
}
},
{
"Sid": "DenyPresignedOverl5MinutesOutsideOrg",
"Effect": "Deny",
"Principal": "*",
"Action": "s3:*",
"Resource": "arn:aws:s3:::*/*",
"Condition": {
"NumericGreaterThan": {
"s3:signatureAge": "900000"
},
"StringNotEquals": {
"aws:PrincipalOrgID": "${aws:ResourceOrgID}"
}
}
}

s3 : authType KYE 1

FEAFEZURLs FHEHFEE 0T  MBELAEEPOSTs —@£EH POST 5498 #., Amazon S3
S EFEIB s3 : authType R SWBIERS » RFBI|RIELFE R, REST-QUERY-STRING 2&EH#HF
Bs3:authType®{E , ™ POSTR POST s3:authTypefi{E,

BAINERATIIBEMA SCP. BRMFEA s3:authType RAAFUERAERN S 7HBE. THER
E BE , AERIERERS SRR,

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "DenyNonHeaderAuth",
"Effect": "Deny",
"Action": "s3:*",

s3 : authType HIEWR 16


https://docs.aws.amazon.com/AmazonS3/latest/API/sigv4-query-string-auth.html
https://docs.aws.amazon.com/AmazonS3/latest/API/sigv4-authentication-HTTPPOST.html
https://docs.aws.amazon.com/AmazonS3/latest/API/bucket-policy-s3-sigv4-conditions.html
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"Resource": "*",
"Condition": {
"StringNotEquals": {
"s3:authType": "REST-HEADER",
"aws:PrincipalTag/non-header-auth-allowed": "true"

REBES P RBEAIEERFREFECHIELS ) RBELNTARRATRRNINEE, Hlm , ELREST-
QUERY-STRINGHAI By ILEF & # Amazon S3 =R AT LEH TR, NMREFHLEFHEEA Amazon
SIERA ,FUEALER  IHEAEELETHANEE, S—HH , IREFFEEAESER
Amazon S3 124 , AT LAEA REST-QUERY-STRING fEA &,

thFF A BB R E A EEEFH Amazon S3 B, EEEERT , HPRBRUWEMLHEN, T
8 , s3:authTypelE@MAR R tdefense-in-depth AR , B AERBRFRNEEBREMN
SEEIRBR , FLAHA

ARIEENACEETREFNEHFRIPOSTEIRE., FIARARZEFERAFAEREFRZ
RENAE, ERUAELAGETEENHIIRR.

CW A MERNTRARNEER , BRFTFEBREAEMASENNREE

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "DenyNonHeaderAuth",
"Effect": "Deny",
"Principal": "*",
"Action": "s3:*",
"Resource": "arn:aws:s3:::{bucket-name}/*",
"Condition": {
"StringNotEquals": {
"s3:authType": "REST-HEADER",
"aws:PrincipalTag/non-header-auth-allowed": "true"
}
}
}
]

s3 : authType KIEW 17
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}

WEEFEEBEEFIELFH CopyObject M UploadPartCopy APIs 1T EEE MR R, Amazon
SIEEFZEE , RATTMKIEEL APIs,

MREBEFRARETREBCR , 0 LRBER |, B2 EEEE CopyObject 5 UploadPartCopy
APl , ¥ aws :ViaAWSService LA T RYRA

{
"Version": "2012-10-17",
"Statement": [
{

"Sid": "DenyNonHeaderAuth",
"Effect": "Deny",
"Principal": "*",
"Action": "s3:*",
"Resource": "arn:aws:s3:::{bucket-name}/*",
"Condition": {

"StringNotEquals": {
"s3:authType": "REST-HEADER",
"aws:PrincipalTag/non-header-auth-allowed": "true"

1,

"Bool": {

"aws:ViaAWSService": "false"

I

}
}
]
}

mERAEENEMAN L MEMAGIAMRR

MREFTERBR —BRERINENERENAE , ERGKAEAINEMERBRNSIAMRR , Bt
EEFINARR T ZEREBEENFER.

MREERRRSE , BEAFABESEBEHNFIARAIEHREARS , CRBIEEZEAELEHNRREFE
HERATFRHPOSTHE BT , FRIFFEBEBIALE,

s3 : signatureAge HYBR &l

EEEE#Rs3:signatureAge ETEM T W EIEFRH. SESHBNHERBIE X-Anz-
Date , EEZRREANKRE, LERBAFPHMEER signer. AWS rejects e A EBEMNFENFES

BERERENBRMANE LR HI SRR 18
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FHEA, T8 , FFETWUEARNBERALEELERET, WREERFEBE , Amazon S3 BEEIEE
AREBEHFER. T8, MRBREBABREZNASEE , AITUERELESHEREEAREE,

s3:signatureAge A EHHFHEEEEMNF RRFIHEX-Amz-Dated WHERFEH., BIFEHRE
HIBEENFEH , HX-Amz-ExpiresPOSTBEREEEE N , HEIELFER, s3:signatureAge
TEEFTISPRBHNBERNENNHE,. ctFeRFAFKAREEX-Amz-Datel &,

MRRFEFEERIAFPIRKEREARRBBFER , TEFHIETIREEEENEE, S8R
#ls3:signatureAgeRHIR LT RNEE, EAXERFEAHBNFEANBRAREUBHNAXZE
BRI : HMELE PIEENEVEBANAEMs3:signatureAge, FEAEHIRE NERSRSETE
WREl, HP—ERFSARZEZENEAERNNRAENR. FAEES |, B G MRITERRERR
WBRAEME. BUUAKFERERRE 36 M, SBERERHBEE 15 2. HEERE BHT
BURR BY{EX-Amz-Date,

KABABRRELR, EEABRE\ENLRERY  CTUBRBATAKABAES , &
bR ERESEARNOEARE R,

R s3:signatureAge RUZEMAEBENAE , BAFELSERIFNESHENRTEFRE , SHER
ERDRN 60 BATER, ER 60 WREEFELEXBERNER. MREARFTEELENFRRE
R BEWNIEE | SRERSEE , GEZXE NEBRPERIELREEs3 signatureAge,

RBEEHEREIE

SCPs#l RCPsAI LA A aws:PrincipalTag AEAZEETHNRR. EEEIERFRFIrR LLEAER
BRiEB aws :ResourceTag- EYHEEREFFR. ACEERALEFENSENGHTEEEEE
EEER.

BEFLZEARFINRERRERFBRERABEMBIAMN , HEREE SCP = RCP EAN
#RFS , SfEH aws : ResourceAccount, aws : ResourceOrgPaths B aws : ResourceOrglD, i
W, SCP = RCP AIReEERAEZ —HLEERF,

S—EERARRMEM BT AWS Config REIREEERMZHREENIZE, BERRSERTTE
HASEAEEERNREFIEER. RTAERETFBERNAT 2, BFT AWS Config £ RIE 7]
URtFErFRENER  IRRFTECEREEE , AIRKRADHRFAFTE, NRFRAREBHE
BRRE  ATUSRENEELATER , RURAEE  SERNEERETROEE,

(® Note

481 PR & PutBucketTagging BB RNEBEBAS . EEMISHRFIFEESR MRS |, &£
AR FI% PutBucketTagging# DeleteBucketTagging HI1FE,

RREHERFATE 19


https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_identities_unique.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/tagging-and-policies.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourceaccount
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourceorgpaths
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourceorgid
https://docs.aws.amazon.com/config/latest/developerguide/evaluate-config_develop-rules.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/aws-security-controls/detective-controls.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/aws-security-controls/responsive-controls.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_PutBucketTagging.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_DeleteBucketTagging.html
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ROER B B) MR AR 5 e

EAEEN URL BE28E , BN HEAARMITEHESNWEE AP B1E, CEBERARKT
BEE. RAEFZNENSFTHAFEENIAEY., EAZEIREF , EREEFRNWAFHE
WEERMFAIRES. SEEEBEZEHTTPS TERBN —Fo RELEESHEELENE , AR
HTTPS T{EREFBRMNSERE N UEFERHEEN URL

HRAFELEHEZURLs , BESEBWAX-Amz-SignatureEHFEBEH, EHFESHE URI B TH,
Ef2 AP AR #H URI FIZE, AFRmATUFEIREE HTTP R , X AR&HFER. ERMEEAN
EAED (BEEIBRBEE) ., T, ERETERNES. URI BHEER , EEFIEHESEER
TREMXEN, EE% URIsZH , AFREFREITRESRBREE,

ERERFESR  FAEAFFPNRE (RE) BISH HTTPS THERNATRM. MAKRKEZSEYHA
FinRMETEBRNEEEN , EACHEEEENEENER. EAFKPNRENEIRABTH R
KREBABNEENEE , TAFEESEROER. Rit , BEREZFHHEREFMRENFI

PAEENAZRBEERHEATENW LY , WEHMEE, Hit , EEPNREEESLHRFI R, #
RPN EBUUGAF K — KR REMTASR. EENER (MEAIHIERTHR )  BHMEETHE
URIs , flE1B&X-Amz-SignatureEHFERSZEHH URL,

=R

HEFIEE URI SBBREERTX-Amz-SignatureERFH Y, BIIREEHFTSH K WREAR/SE
WE | REERFIRPTAERSE K. BABNERELRE  BERLEE URLsBHENEERRKH
wRENERRE RERERBLEEIENARBFTBHNEE,

Amazon S3 & EZI%E  AMAFERIE, Amazon S3 AREEFEEFEEER URIX-Amz-
Signature , BEEKEZEIEN . A Amazon S3 itk CloudTrail ERIEHEFH Rk, BRI
B BETERE B AFEZE Amazon CloudWatch Logs RIEZE %}, https://docs.aws.amazon.com/
AmazonCloudWatch/latest/logs/CWL-custom-data-identifiers.html

THHRAKERXNFE URI FEERM X-Amz-Signature :
X-Amz-Signature=[a-f0-9]{64}
DTFRAREXNHESEER , LR EEERIRHXF :

(?:X-Amz-Signature=)([a-f0-9]{64})

FUSR B B MR AR 1R e 20


https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/CWL-custom-data-identifiers.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/CWL-custom-data-identifiers.html
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MREFEMTHERBFRIERR :

X-Amz-Signature=733255ef022bec3f2a8701cd61d4b371f3f28c91f193a1f02279211d48d5193d7

F-ERAREASKEFNAREEEES !

) 9.9,9,9,9.0.9,9,0,9.9,9,9,9.9.9,0,9.9.9,0,0,9,0,9,9,0.9,0,0,9.0.9,0,0.9.0,0.9.0.9,0,0.9.0.9.9,0.9,0,9,9,0.9,0,0,9.0,9,9,0.9,0,9,9.0.9,0,0,9.0,9,9.0.9,0,0,0.0

EXEFENFANREL  F_ERAREXNSKFNAFEEEES

X-Amz-Signature=XXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXX XXX XXXXK XXX XXXXX XXX XXXXXX

EiRiEE 21
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EREEE

RABEBNFERTUSRXEAT ? ER—ERERARE ?

A, AAERBERTWERTUERAZR, ERER—AX2ARR —ELTXEE. FE AWS R
BHEMSEZHATFER, B8 AWS RENEAENTHEEHATLUREBIAFFZER AWS ¥ , ™
EBEERFHEM—EHITERESEN.

MEEWABFEEHNIT RBEHRNT X, AEESREMESISIEHBTERER, EXFEATREL
HBERNIIEE, BAZEIREN , REZREERARANEE , BEHFZERT , ZRERASHFET
EIZH AR

BRTYHEEAFUNNHEHAMATUERTELEANFRE ?

FAABBERTNER THHSKRBERNEFNAGEE, AFECEBHMFNRE , NBEE 22
W, eI ERES. IREEEBY , KL BBRCEH  NEXLEBBRELSBFERNER , AIZFER
AERIERB

HWRE AWS R ABRENHMA ZBRNL, TEERLARANERBAFTERN, ROREMERE
EERHRAARENES. IRETEMEEENEEZIZREVABBNZE Y BEFRMALRE | B
B 3 Eﬂﬁfﬁﬂ’]%fﬁ%ﬁf’éo

RECHERAUIUEAAARZENERRRER?

REENZLFTERANTE EHEENEENER , SrEEHENBAENEELENFZ. &E
BREH, ERESEFURECARRFIRE  SREAEERRZEN —REEHFE BERHEL
EHHECERGHCAEZBEEENTELREERNITEFRIRED

ERAAEAHBERMERNFIERREARBBER AR FRENTE. ELARS , EA
REREMNSREFEIEEFSERAERAKENER , ERAKZINERTERLFTNERFIUE.

- ARRHAEZXENIMA. MRBBEHFRT  ALEEBRRERNEISTIBEN.

- MREFEZSAGRMEBEBL AM TRFTAISSEHALKRBERBBABNEFEINT , RIFUES
FENBERGEL "EBFIL DR, EEBCRAUARNEERRE , ERELRLAHBER
MBEERERLBEMER.

- REERBEEENFEEBN FTRRFTETENBM.

FABBNFERIANASREAT ? ER—BERLARS ? 22


https://docs.aws.amazon.com/whitepapers/latest/building-a-data-perimeter-on-aws/building-a-data-perimeter-on-aws.html
https://docs.aws.amazon.com/whitepapers/latest/building-a-data-perimeter-on-aws/building-a-data-perimeter-on-aws.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/sec_permissions_least_privileges.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/sec_permissions_least_privileges.html
https://docs.aws.amazon.com/whitepapers/latest/building-a-data-perimeter-on-aws/building-a-data-perimeter-on-aws.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_identities_unique.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-principal-properties

AWS 7 g5l BBy S B IR B E URLs

- ABTHERNAETZRIBEFZETZABEN B TERBRRTE,
- HEENATEREBERERNT ARG RE—RER—K,

EUERES  BELHREFEREEABNRRRESRAIETEAEEAERZTEANETBETEENE
H MERHETERAERAEIRNFEER., REREAERBNRGT. TEASIRNREAEEL
BENFRARE , MARALRENERYERS,

MRBIRFFELEEN URL BRUAKREEEBNAFAHA , RETLE
BIFEL?

2. EBEMA URL HBNBBAN. BSEHETHURALRLE

. RBAERFEN IAM TBRBRET, MRKIAM TRELBEN URL FEBNERAEE

AIEZ URL EEERITRRIER. EEFERBZX IAM TRNABANER.

- MRANEE URL WEAERZERFEA AWS STS Bl , BAIUREETE IAM RS ERBZ 51
B REEAERN TR, BEARMME , TRAEMAENTERREERESMKE
Ry, B TEBRRTEZINZE., M THEMERER S M 6E A EE L T RMEEB VRS
FEMN URL | , BEM TEMERMEBBNT URL TEXITE,

. MBEAREE URL WRBEAARE , BEATNEN, S B LR AMBN S A%,

MRAFRMEFALHEZN URL RUREREBHNASXHR , RETLEBER? 23


https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-role-session-properties
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-network-properties
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_revoke-sessions.html#revoke-session-policy
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_revoke-sessions.html#revoke-session-policy
https://docs.aws.amazon.com/cli/latest/reference/iam/update-access-key.html
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&R

Amazon S3 X

- BREEER (AWS HER R4 4)

- BEER  HAEHZSH (AWS BERRE 4)

« BRSERER | (EF POST #1TRIEZR LB (AWS EHEMA 4)
« Amazon S3 HEEMAE 4 S RBRBIEHR B

- FAFEEEZEEN URL

H it 5

« £AWS FEVEREE (AWS BRE)
« SEC03-BP02 ZFHIEERHEER ( £BAWS RIFHESR , Z2HXH)
« SEC03-BP05 AZHEMERFTIEM (FEBAWS RIFNER , T2MXH)

Amazon S3 X 24


https://docs.aws.amazon.com/AmazonS3/latest/API/sig-v4-authenticating-requests.html
https://docs.aws.amazon.com/AmazonS3/latest/API/sigv4-query-string-auth.html
https://docs.aws.amazon.com/AmazonS3/latest/API/sigv4-authentication-HTTPPOST.html
https://docs.aws.amazon.com/AmazonS3/latest/API/bucket-policy-s3-sigv4-conditions.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/using-presigned-url.html
https://docs.aws.amazon.com/whitepapers/latest/building-a-data-perimeter-on-aws/building-a-data-perimeter-on-aws.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/sec_permissions_least_privileges.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/sec_permissions_define_guardrails.html
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fisk A : AWS AR an{al £ A TR L FEEURLs

BER SRR E A TE S E URLs iz AWS BR¥E M ZheeM AR EA. WEFARMEMIR

- REFRHENZETEMERELRHRARZENEN.
- BV tREE TR URL SR E EBMERENERER.

/A Important

IEFf e TR TA L EE URLs WTBFE AWS IRE SEFAFR. EETEERITHE=S
BRI R

Amazon S3 FiE4&
TH - IpAERE

FRRBHIRE @ 5 P8

® REEH

ZAEi52 4% Amazon S3 console. AWS console TAM BRI{TAAREEAMEBE , AL B1TE
A,

Amazon S3 EERAEZETHEM LEYH., THEEABEEREA 3007 5 2E ) WELEEE URL,
URL 2H¥ WFERE%Ehttps://<bucket-region>.console.aws.amazon.com/s3/
batchOpsServlet-proxy,

ZEREECAER-T TITHIZAERE , Bt URL FEREELESEEZEAFK , BRI REHEN
THFERR L,

LEEY , EXRASEEMEFR : OPTIONS#HMATER CORS #E , LUKk PUT, EMEFRR#BLER
HEHNEE.

ARZEENEAERNREBNEAEAEABRBNREZAEN, IEELEREABRN G EFME
B H A s EE,

Amazon S3 £# A& 25
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Amazon S3 Object Lambda

T8 FEEFWE

B - 61 7

(® Note

B 2025 % 11 A 7 B , S3 Object Lambda EEAR B eI EEFEAXBRBENREEF , UK
select AWS Partner Network (APN) §1ER . ¥Rl S3 Object Lambda HIIhEE , FETELL
B — 5 T f## — Amazon S3 Object Lambda A] M £ E,

Amazon S3 Object Lambda £/ AWS Lambda K& B EI R B FE IR Amazon S3 W ER, E
S3 Object Lambda W A EAF , XEHEBFWEIFELEER URL (inputS3Url) , TARKREZENFE
BT HEBWH.

IELTALEEEURLs ¥ ER Amazon S3 FEIH# T | ZFRHEELERE S3 Object Lambda
RriEfit, (JEEE Object Lambda FEUH TR, ) TEABEZE Lambda BN AL K MEEARKRR
BANEDRHBURL, MEEFEA URL K, KEAREAENFGTT,. IR URLPECHENE
%8 , Lambda BBIAEE Y Amazon S3 (I A SIS LEE,

ERIWFENLEE URL WiBHIREEA 61 # (kb S3 Object Lambda BB RIFEEEZ—® ),
ELER URL REEEXENEFIEEEMFA. S3 Object Lambda 1FZHVEEHY 22 A EERES FZHUL 17EL
B BATLAEAFM RBRHI¥ S3 Object Lambda AR EYFE "aws:CalledVia": ["s3-object-
lambda.amazonaws.com"], EZFGHEZIZENTRHIRBETRE , CAERLIEETFRX
BENFRHR RIS,

WHZENER , THERTF Lambda HEFH S3 REFTFBIFIENER. B Lambda B 248 BIH!
# A &% EE WriteGetObjectResponse HIEF T , (EREE GetObject HIFF T,

E S3 Object Lambda A TR KX EURLs B , TSR EMEBIRS , Btk URL AT EA%E Lambda 82
NER. TiB , ¥ S3 Object Lambda 22 Al tNHVERPRHEIAEA, Flan , RER Lambda BE
£ VPC 81T , B REAREBMER VPC imE , AIBEEELAEE URL WEMABEERLMER
& VPC B 8%, PRIt E A M Sourcelp F VpcSourcelps

Amazon S3 Object Lambda 26


https://docs.aws.amazon.com/AmazonS3/latest/userguide/amazons3-ol-change.html
https://aws.amazon.com/s3/features/object-lambda/
https://docs.aws.amazon.com/AmazonS3/latest/userguide/olap-security.html#olap-access-points-security
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® Note
EEE VPC H{EM S3 Object Lambda B , VPC HBEFNE S3 WmEHKEKE , FaErY
WriteGetObjectResponse, EM A FRREMA VPC N ERTEARRRBETRBEIRERDN

AWS Lambda & [213 CopyObject
FEEA : AWS R
FERBHARER : 3600 B

B8 CopyObject 3 UploadPartCopy API 1T S AWS [E1F , Amazon S3 BEAIFEATE
% EURLs, EL APIsTILAE#EHE SDKs= AWS CLI &% aws s3api copy-object® FElaws
s3api upload-part. E APIs "€ MM Amazon S3 EE , BEERRMEM LR S3 EFiTE
B, M aws s3 sync@PEMEMAEL AWS CLI aws s3 cp APl, ©fithZF|EE AWS SDKs #
fTransferManagerB#XE,

AWS Lambda GetFunction

Principal : AWS internal
TEEBEIRR - 10 D88

AWS Lambda € #&F & RAFHRE Lambda ERBEA M S3 fEIFET |, EEERED
Lambda BN EEZH ., EEREFMHBNENRE , B GetFunction APl Itk API
2L ElfECode.Location, HHEE 10 PERERMNTELEE URL ( LLBHARERB A
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https://docs.aws.amazon.com/AmazonS3/latest/API/API_CopyObject.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_UploadPartCopy.html
https://docs.aws.amazon.com/lambda/latest/dg/API_GetFunction.html
https://docs.aws.amazon.com/lambda/latest/dg/API_GetFunctionConfiguration.html
https://docs.aws.amazon.com/lambda/latest/dg/API_GetFunctionConcurrency.html
https://docs.aws.amazon.com/lambda/latest/dg/API_ListTags.html
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https://docs.aws.amazon.com/AmazonECR/latest/APIReference/API_GetDownloadUrlForLayer.html
https://docs.aws.amazon.com/redshift/latest/dg/r_CREATE_EXTERNAL_SCHEMA.html
https://docs.aws.amazon.com/redshift/latest/mgmt/spectrum-enhanced-vpc.html#spectrum-enhanced-vpc-considerations-policies
https://docs.aws.amazon.com/redshift/latest/mgmt/spectrum-enhanced-vpc.html#spectrum-enhanced-vpc-considerations-policies
https://docs.aws.amazon.com/sagemaker/latest/APIReference/API_CreatePresignedDomainUrl.html
https://docs.aws.amazon.com/sagemaker/latest/APIReference/API_CreatePresignedNotebookInstanceUrl.html
https://docs.aws.amazon.com/sagemaker/latest/APIReference/API_CreatePresignedDomainUrl.html
https://docs.aws.amazon.com/sagemaker/latest/APIReference/API_CreatePresignedNotebookInstanceUrl.html
https://docs.aws.amazon.com/sagemaker/latest/dg/howitworks-access-ws.html
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https://aws.amazon.com/what-is/artificial-intelligence/
https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-operations-integration/aiops.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/introduction_attribute-based-access-control.html
https://aws.amazon.com/cloud-adoption-framework/
https://d1.awsstatic.com/whitepapers/aws_cloud_adoption_framework.pdf
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https://docs.aws.amazon.com/detective/latest/userguide/behavior-graph-data-about.html
https://docs.aws.amazon.com/detective/latest/userguide/behavior-graph-data-about.html
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https://docs.github.com/en/pull-requests/collaborating-with-pull-requests/proposing-changes-to-your-work-with-pull-requests/about-branches
https://docs.aws.amazon.com/wellarchitected/latest/devops-guidance/ag.sad.5-implement-break-glass-procedures.html
https://docs.aws.amazon.com//whitepapers/latest/running-containerized-microservices/welcome.html
https://docs.aws.amazon.com//whitepapers/latest/running-containerized-microservices/organized-around-business-capabilities.html
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https://docs.aws.amazon.com/fis/latest/userguide/what-is.html
https://docs.aws.amazon.com/fis/latest/userguide/what-is.html
https://aws.amazon.com/blogs/enterprise-strategy/tag/ccoe/
https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-cloud-operating-model/introduction.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-cloud-operating-model/introduction.html
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https://aws.amazon.com/blogs/enterprise-strategy/the-journey-toward-cloud-first-the-stages-of-adoption/
https://aws.amazon.com/blogs/enterprise-strategy/the-journey-toward-cloud-first-the-stages-of-adoption/
https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-readiness/
https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-readiness/
https://docs.aws.amazon.com/config/latest/developerguide/conformance-packs.html
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https://docs.aws.amazon.com/whitepapers/latest/practicing-continuous-integration-continuous-delivery/benefits-of-continuous-delivery.html
https://aws.amazon.com/devops/continuous-delivery/
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/data-classification.html
https://docs.aws.amazon.com/whitepapers/latest/building-a-data-perimeter-on-aws/building-a-data-perimeter-on-aws.html
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https://docs.aws.amazon.com/organizations/latest/userguide/orgs_integrate_services_list.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/aws-security-controls/detective-controls.html
https://docs.aws.amazon.com/whitepapers/latest/disaster-recovery-workloads-on-aws/disaster-recovery-workloads-on-aws.html
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https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-aspnet-web-services/considerations.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-aspnet-web-services/considerations.html
https://docs.aws.amazon.com/controltower/latest/userguide/drift.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/using-cfn-stack-drift.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/using-cfn-stack-drift.html
https://aws.amazon.com/what-is/electronic-data-interchange/

AWS 7 g5l BBy S B IR B E URLs

nz

BAETENNAXFERERENZNFZNEERRF,
nzeie

HNZEEEEENERVTHNNEFS, SRRETRAEMTE , S#ESRKRNRTHETATER
HME—m,

i
UnEEERCRETNREEIEF. REFRRELRERSERMUTE. MeFREELHER
BRI,

Vi

w20 REm&.

i B AR A%
BA U EERMEER (VPC) PEEMEHEMERAELANERSE. SUUER BEUinHRE
AWS PrivateLink A% 5F A #% F H At AWS #RF = AWS Identity and Access Management (IAM) &

A, BERFHERIUBEBREYNE VPC B TEZRZLNIHRHERE. MEFHENR  F
28 Amazon Virtual Private Cloud (Amazon VPC) 3 4 A i %2 37 Ui 26 AR 75 o

EERRE (ERP)

—ERHK , TR ERCENRBERRE (flWEst. MES IEREHE ),
ERm=E
FAS—ENZSREEENBSBETMENER. WEFHEF , FSE AWS Key
Management Service (AWS KMS) X4 # K15 £ %,
R

BITHRARXNIATER, UTREREEPERNRREE .

- FRERE - ITPRARANTER  REAEHERARNNROERTEEM. RERR
ARAHEE K AXBRAZRREAIRNSHNRE. LEENREERBEANERR,

- BRENRE - BARANAAERRRE  SIARNERZENIENFERRE.

- HERER - RREAZETUERNATHFRARANYTER. £ CI/ICD BEF , LERRES
#®— AR BIRE,

- KENRE - ROFEREBRUUNNEREIFRNMAERE, EVREREERE,. £EIRE
R AREREZEZEAFENRE.

x|



https://docs.aws.amazon.com/vpc/latest/privatelink/create-endpoint-service.html
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#enveloping

AWS 7 g5l BBy S B IR B E URLs

epic

HEERED  BEYRNEBTELHE THEEEIEFNREER. epic RUHERMBEEBNSE
MR, Hlan , AWS CAF ZeBi2a8fE5 o MEMER, ARG, EfRkRe. ERREN
SHOE, MEEE AWS EBERKPH Epic WFHMER , F2RAFEEFEER.

ERP

Flﬁ / %ﬁlﬁ;ﬁiuo
RRMEER DM (EDA)

DMEREUATHEFTERENBRE. SAREIREER  RRYUTALSABUSHEEN, GRE
FAWMERR. BB ERERTLELER THRILRHIT EDA,

F

EREBELFHFREN R, CEREREBRRENBLER, — KNS K SEERRTEWE
BHENEHN  @EENER , URESHEERRNBRIZNERR.

RIE K

—EERARENEENEAREERREMBENNES. E=RBESENEEMS .

B Br Bk SR PR
£ P AWS Eiw , GETTAED AWS B, ZHTEHIENTFTEFEASRENENTE 15
BRUETEEENEY, MEFMENR , F2EAWS BEREEERR,

jJAb/\i

ASHD
1

RRETHEANBAER, flU , ERERET , FRTREENRREEERBERNRR,
PREEEM
BREENEENFENEZEE, ERERTATUEBEERMMRITENRERSD , HI20 Shapley

Additive Explanations (SHAP) M n HE. MEFMEF , 28 NEEET R FEN
AWS,



https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-program-implementation/
https://docs.aws.amazon.com/whitepapers/latest/aws-fault-isolation-boundaries/abstract-and-introduction.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/ml-model-interpretability/overview.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/ml-model-interpretability/overview.html

AWS 7 g5l BBy S B IR B E URLs

FEE R

BILMLEFNES K SREARGERFEEEER, #HRE, ARE-—ERHUBENSHEAER, &
AEMLERRERRZER, fl0, MR "2021-05-27 00:15:371 BEElID A 2021, . TH
Ay, TB@E, M "5, , MM iGB BB EE A2 E LR ER T EBEBAERHEN,

DEHEURTR
FEER LLM STEUNEEZE , RROEREEKNMEHEOES . LENTEARAZENWE
AR  HHERSRARERIPOES (RER) P2E, YREERFERX, HERBHAERN
% , PENRTEEEN. ZHESRBHEHEETR.

FGAC

R2REM TR,
FHEEES (FGAC)

152 A 2 Bl A R A BT BB R EGEE Ko

GARAIBE ¥4
—BEREBRLE  ERSFERNENEAERERNER  USTREKENKERNEREN
MAREADERLEZ. BERRBEREBRERE,

FM

nl‘ﬂ

ESEERER,
ERER (FM)
REREBTEHEER  CHYERNMAELERNAKEEREETIIR, FMs seAAMTEE—MK

5% BIMTRES. BEXFAREG  URMARFBSCH. IEHMEET  F2RIEREH
R,

G

£ A
B AREERETIRN A ZEFE | AIFEAGRENXFRIRIEYTINAZTHR @R , fIOEE,
Eh., XFNEH. WEFHMER , F2RITERERR Al

b F2 £ 65
wESRHERS,

G 44


https://aws.amazon.com/what-is/foundation-models/
https://aws.amazon.com/what-is/foundation-models/
https://aws.amazon.com/what-is/generative-ai/

AWS 7 g5l BBy S B IR B E URLs

1 3 PR 5 (3t 32 £ 8H)

Amazon CloudFront FHYIEIE | AP LS EBR/MENFERAEERANR D%, B ERAEE
REEEFEREEREMBILNER/MIE, MEFMENR , 5520 CloudFront XHFHRHREFIAR
K 1t T2 9 4 .

Gitflow T/E#T2

ER—ERZ, HPBRIRSREEREBREEFEATRE DX, Gitflow THERERESE
MR, MAERRAERN THERERRN. REFHEE.

EXB/
REHMBHRE , MAREZRRAKEBHATEROER, flm, ERED , ESRETHAR
HZEEELHERE  YEHRRESKERERENEE, TRERENEED,
ik b SR B
MRRPRZERERRE. BRURBERAKBRER |, T LEREREHRZIN , MAERFIER
RERREHERYE  0BAGE, IREERERFERRE , ATREEE SR Mk KuE.
B R

BERBEMBEN OU) RERER, HRNEHANSERAA, FEHEpHERSISRTIE TR
K, UBRRHEEAEE, EBFEARBEGBEEN IAM TR RRAGEEME, ERIMFHEREIT
BABKERNEHABEE 6 YELREUEEBE,. ©M2FEBFER AWS Config AWS Security Hub
CSPM. Amazon GuardDuty, . Amazon Inspector AWS Trusted Advisorfl B 5] AWS Lambda #&
BREE,

it

=ﬁ%ﬁ = E.I-FH'H’:O
REEENEER
BRFEENEEBREFEATEAERNESIZHNEEERE (Hla0 , Oracle £ Amazon Aurora), EEE

BEERENRBIEN -0  MERGEEHLTEE - REREH. AWS EHBEPRERE
RE#R AWS SCT,

=A% (HA)

BB KEE  TEEFEAETNT ANBRTHEEF. HA RRNRFTENRBBAE
BHE, SERASmENNE , UREETENERNKE , TEMEXERERKE.

o}



https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/georestrictions.html
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/georestrictions.html
https://docs.aws.amazon.com/SchemaConversionTool/latest/userguide/CHAP_Welcome.html
https://docs.aws.amazon.com/SchemaConversionTool/latest/userguide/CHAP_Welcome.html

AWS 7 g5l BBy S B IR B E URLs

BB

—ERE , ARBEACMAMIBRERN (OT) Rk, LEFHBREREXNER. BELENE—E
ERE , ARMEIHRPNEERFRENTRESR.

REBER
AR EETEANEREDRENILrBRIELRER . B UFERAREER , FBLEBIER
B 78 8 B2 4R B8 B R R FR Ak 18 B Y BE
BENREERNEEREHLAERERESIZHBEEZEERE (H/10 , Microsoft SQL Server £
Amazon RDS for SQL Server), AIEEBRBEERIMERR T AER TN —B02. EAUERAR
SERENARREBEBRR,
REEHNER  fINABERRRINEZEER., WERNEFETESWEREBRER , FaEiR
HPOEEHEE,

EHERF

B ELEERETNERBE, HREREY  BESEHE DevOps BT TEREZINANITE
RN,

BAREE A

YR  EREREEREENELEBNEARNUERAEMRENRR, 8% , BEENE
ER1-4 R, EBEREFZHBERE K ERERERSSEAEANEAERGEREEBRK,

laC

RERRER/EXR,
B BEE

EEE-HZE IAM TRHBEK , TEREE AWS Eif REPHFF,
BEEAREN

90 XA CPU MERE FIIEARE 5% £ 20% 2HENEARR., EBBERY , BEEEK
ELERARAIREREERITHE.




AWS 7 g5l BBy S B IR B E URLs

lloT

HSR T MBI,
TR ERR
BEEIFARSEVERRENER TSN, SHRBIRENERDE. TTRERS

MEARE LS ERREE -, URAER, MEFMEN , 528 AWS Well-Architected
Framework AV EA A A S ER LN LERIEER.

EA (8 A) VPC

£ AWS ZIRFRED | #2, RENBHRE AR @EERYN VPC, AWS 222 %
FEEBRLEREA, BHANRE VPC RFEMBIRE , MRERARAEERZNBREE
B E RN H.

BEER

— BN BN EEDREREX SN EBoBE L MARAITE -, TBNE, Flw,
BRI TRAG - EHRENEAEBENRR. HEAMAREREREF 2R , EUNERSBEH
HttRBREAE , ERAUERZEEENRM. WREAREEAR BB R,

T%¥40

H Klaus Schwab W 2016 FE# HAMEE |, BBEREE D, BEER. BEL. 2% F A/ML B9E
B, ERE&EEFHNEAL,

B

ERAEXRETIENMBEERNEE,

B2 (1aC)
BB AEEERRAENEERARKNERIRENER, 1aC EEHMEEPERERRE , &
BERILRRER , WEMRRTER, I8E—H,

T EYIEAE (1loT)
EREE, R, RE, BRAR. £oRBNBEEEXEEERAERARERNBRZFNE
B, MEHMET , F2RELTEYEE (loT) BvERFERE,

®E VPC

£ AWS ZiRFREF | £ VPC AIEHE VPCs 2@ ( EMEHAEHN H AWS EiH), B
BAANERR BN ERRERE, AWS Z22ERERBECABEA, EHARE VPC X
REMRIRSE  UrERAERNEERZNBRER 2BNEQNHEH,

| 47


https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/rel_tracking_change_management_immutable_infrastructure.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/network.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/network.html
https://www.weforum.org/about/klaus-schwab/
https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-iiot-transformation/welcome.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/network.html

AWS 7 g5l BBy S B IR B E URLs

YIEHE (1oT)

EARBRABARNEERNEETRYERN , HEERRERIALBAEKELHRENR
HETERA, MBPFMEER , F2EMTER 0T ?

A M
HMESTEBN —ERY , AT NBRARRERNENNTEER LR ANEE, NRHER
A, 2R NS ETEE T EEM AWS,

loT

3
¢

B Bt
IT EFAE (ITIL)

— AR IT REEESLERBEELEEFERRE—BNREEX, ITIL A ITSM 2T ERE,
IT RIEEE (ITSM)

EAMIMVERGET, BF, EEMNXE T REBABMNED. WFAEKERBAER ITSM TEEENE
7, F2RREESER.

ITIL

B2 T EHE,
ITSM

w2H T RBEE,

L
BERAEFEUES (LBAC)

sRHFERE (MAC) WEHE  HPERENENA SN BSHRERNZ2ERE, FRERS
BENENZ2ERCENRESRECAE TUREBLEERIIMERH.

EEED
EEEHRRBRINZIRFE AWS RIE | AfREARE. ER—ERE , BMNEB IR E

RERBANBELFEEHERARS  IHEZNERRBREZREL. NWFEAEEERETM
HMET  F2EREZREHVERNZIRE AWS TR,



https://aws.amazon.com/what-is/iot/
https://docs.aws.amazon.com/prescriptive-guidance/latest/ml-model-interpretability/
https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-operations-integration/tools-integration.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-aws-environment/welcome.html

AWS 5 &5l

BBy S B IR B E URLs

REFESEE (LLM)

BANMABEHORESE Al B2,
%ﬂ%ﬁkﬁ n|:||=| ’ J‘/L&J‘Dﬁk/j%o Zzu

REER

% 300 #PHE Z MAA;RER.
LBAC

nﬁ E2 ﬁ*ﬁﬁﬁuﬁﬂy?ﬁﬁgu
RIEER

BRYATEBMREZREFINLER

FERNE R

BH2E 7 E R
N R R

LLM AT AT ZEER , flEEME, HEXH. B
n¥%ﬂiﬁﬁﬂ nﬁ Z Bﬂ{+JﬁE LLMs,

B, MFEFHAES  F2H IAM XHPHNEFARIERER

BABEREERNTHENRK. FFSE Endianness,

LLM

ASRAEESEI,

BIRAVIRE

2R BN

M

HEREE (ML)

—EFEAEEENBIMETEXBINBENATEE, BEBESETOTLRTHNER (B
WYPERAE (1oT) B 2 |, URBEXELERTRE., NFEFHEN , F2REUEEE,

BEHX

HI‘H

SR

49


https://aws.amazon.com/what-is/large-language-model/
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#grant-least-privilege
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#grant-least-privilege
https://aws.amazon.com/what-is/machine-learning/

AWS 7 g5l BBy S B IR B E URLs

EEHE

EEEREMZLIBLEBNKE. EERBUREPHERRE. REBRER , IWMERER
ENEN, SEERNEfERE. B8, IRHE. FRFAFEX. HRKENEEICK
2o

ZE R
AWS ¥ & AWS BREERERERE. FEERRANTE K MESFEURMRERNENE

#lo Amazon Simple Storage Service (Amazon S3) Ml Amazon DynamoDB 22 ER#HEHI. E
L BRMREE,

FLEHTRHE (MES)

—ERERR , ARER, B2, THENRFHEERF  BEYNERARSKMm.
MAP

BRTEBRER —MBoHNEEIRFE AWS 1RF 25 \FTE AWS Organizations. 1RF —XReE2— 1@
BB E,

HEHITRR
ESEREHTERER.

AETIER S8 (MQTT)

R IR 2% /5] B =AY 88 8 B machine-to-machine(M2M) BEAGE , BARERZ R oT £E,
AR %%

—ENENBURYE  cWEBERPAEN AP ETER , BERNEBYERES. SlW , Rz
RETe IS WRERKE D (PIMBEERITHE) NFRE (PIWBE, RESHDH) HHRSE. R
BNEXRSEREE, BHRE, BRHE,. TERCANEXRNERD. NFFHEEA , F2
BASEF  AWS fAfREF IR B S AR .

M 50


https://docs.aws.amazon.com/wellarchitected/latest/operational-readiness-reviews/building-mechanisms.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-integrating-microservices/welcome.html

AWS 7 R3] B Y B A B TR L S EURLs
AR RE
—EERABY THREERARINSGZ  EETHSUMRBE B TEEERAENRERF. &
LCHBRBESEAKER AP, ZEBRABRERNMTEETERA. HEBPNESEHMRBETIETE
. HMENEE, UREEARXKEYENER. MEFMEENR , F2REEHMRE AWS,
Migration Acceleration Program (MAP)

Lt AWS FTERMHFEHE. JIRNRSE  UHBERERANEELR  UBEER , WiHb
RMBBNEAE, MAP 2REARBHRIZLHITEAEBNER A EUR —EAR BB
BEREBBRFNTE,

RBRER
AT EBARNASHKEABEERNESF  E8EKRT , BEUAERNEEBDESERARE
N WERERAEEHRRBINGEERNERAIIREFER, TEMRENEBRIR , LUE
BEBCNBEXSEHCLIERENER. ER AWS EBEKAE =FEKR.

B% TR

EBEEL. BENSFEIECIEESERNEREERK. ERIREKEEDREE,. ¥%5
WETRBEE &, EB T2, B ABLUIKRME Sprint T/EH DevOps BEAE, 20% E 50% &
BN ¥ERAENEAEEETEBIMA ZBILNERER, WEFMEEN K FSHELRARESF
NEBIRNHRNERER TKER.

ERHhEER
ERERERMENEARSNARSENEN. SEERBEXBEEHTEANERPRER, B
BrREEHNESIIEEE TR, ReHAM AWS RS,

EBEN

AEEMNERTK  FHERERE, EBENHURFERANEEERARNRRE, &6 : F
B AWS Application Migration Service EFFEEEBE ZE Amazon EC2,

EBRBEETE (MPA)

BRETE RERIWHERVILLEBE WEF AWS ik, MPA REHFENEATE (ARSEE
B, EE, EREGHALE, EBRADN UREBHAE BARIXERS THNERKE, &
BAREXoE. EBELIER , UREXEE), MPATE (ZEEEA) AHMAE AWS BERF APN
EERHERREEA,

BREREEFE (MRA)

£/ AWS CAF BUSHEBEmZRREAVR R, BBIERE , UREMTEF 8 LUHRE R ZiE
MEF. NERFRET  F2REBEREEREM. MRA  AWS EBEKAE —FE.



https://docs.aws.amazon.com//whitepapers/latest/microservices-on-aws/microservices-on-aws.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-migration/
https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-migration/migrations-phase.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-factory-cloudendure/welcome.html
https://mpa.accelerate.amazonaws.com/
https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-readiness/welcome.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-migration/

AWS 7 g5l BBy S B IR B E URLs

BRI

AR ITHEERBRE NHE AWS Bif, NEFEFMER  F2RANEARKPH 7 ERs HE , I
AR ELNERUINERREER,

HER2E (ML)

ASRMEEE,
BN

B (BMRE—) EAEAREEREBERATRPEE. EREHASETANRE ,
BRERA, RERXXRIFALF. WFEFMAER , F2H_ 0O PHRARCEAEXNERRE
AWS Eim,

BRI EREEE

BRI AR EEBEARXN R EREE ; BB, BRNAMKYE  XREBRBEN
EZAEE LXEELRARANRIRE, FTENERBREEREBNER. FERARALE
FHIR BRI EEENIRRE., URBREBANZE2THE, NFFMER , F2H O
PHFHERAEXNR AL ER AWS BEREE.

E-EARENX (B)

EBREFEENEFEAE-REHTHEAEN. E-EARXELARK. nR—EEARENX
ThEE BRI FERAHE , AN ERREERE. EEXBEERE MU EE - EARXNIEED
SEEEMEN, FEMRELHE  TUAERAHMRERE, NRFAER  F2REE—EXD
R AR

MPA

A HREREmMESFHE,
MQTT

FSBALCTIENEE,
EZ DR

—EEPRELEZERFANBE FAMBEALNERZ—), S, HBRBBRE TREEHE
"hWERRER. REEREHE?. 1E 'EEFFUPBEERENKBER ?

TRERR

EHNEREEICESEEERNENER, BATRS 3. AIESEMaERME , AWS Well-
Architected Framework & EHA A 22BN mMAREER.

M 52


https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-migration/welcome.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-modernizing-applications/
https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-modernizing-applications/
https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-assessing-applications/
https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-assessing-applications/
https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-decomposing-monoliths/welcome.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-decomposing-monoliths/welcome.html

AWS 7 g5l BBy S B IR B E URLs

O

OAC

RS R FERE,
OA

A2REREFRE S

oC

<

BSHEBEEEE,
BHIRER

—EBEBBAE , TEEBBRETRRRRIFER, A ESREREFHKRE 8% AR/ E3EER
BTHEREH,

Ol

A2 BEES.
OLA

RS RREERTGE.
RLEER

—EERFE  BRUERITERETAREERIBEERR. ERETFEEHNERAEXTEE
BHBEEER. WFZEZSIREEREFHER , BEARBRENEETHFAS,

OPC-UA

w2EFEMEFEA - 285,
B A2 B AR - ﬁﬁ—?ﬂ’fﬁ (OPC-UA)

FA A I # B &{tmachine-to-machine(M2M) BEAHE. OPC-UA RIEERME, 55 RB|AIRER
SN BB,
BRAEKERE (OLA)

— i, BB 1T BeEREARO R RANAR , UAXERBKERR (SLA)
RIFEIBEE (ORR)

BEMNMEEREERNREEE , AiHETH, fFTh. BB EHNTEARNEE, NFE
SEMME |, 552/ AWS Well-Architected Framework B2 /E%EE 2 (ORR),



https://docs.aws.amazon.com/wellarchitected/latest/operational-readiness-reviews/wa-operational-readiness-reviews.html

AWS 7 g5l BBy S B IR B E URLs

BAESIT (OT)

EAERRERG TERE. RENERRENERBNERERR, ERED , OT MERAKM (IT)
RENEBEERIX 40 BENBRES,

BEES (0)
EERPEREBRICNER  HEPSREHERERERE, BELNRE, MEFMEN ,
EE S5,

AR

3
¢
ke

BAWARZE AWS CloudTrail 2528 AWS 1RF @A BWATE S AWS Organizations, £
BRABEBHNEME AWS tRF PEVZER K CERMESAEARFPNEE. NEFEFHEN L F2E
CloudTrail XX 9 Ay 2 I {E BB Mt

HBEEERE (OCM)
RARRAR, WIENBEENEEEERER, BEMEREENEE. OCM EBMESERA,. #
RBERBE  UREBCNABEE  HEEBAMAENREMTER  YBBRETRENR

i, £ AWS BEBRET  LRBBAAENE K DAZRRAERMENSERE., NFFAE
Eﬂ , nﬁ/ﬂﬁ OCM ?Elﬁ

Raf7EZEH] (OAC)

CloudFront FEYIERAEEIE | AR RFIFELLRE Amazon Simple Storage Service (Amazon S3)
AR, OAC XIEFTE S3 IFrB P A mREF IR INE AWS KMS (SSE-KMS) AWS E1F , IAK
¥f S3 FEFETERA B AEPUTHMIDELETERE R,

FRIBFEE 2 (OA)
CloudFront iy —{@iB1E , ARR&IFELAEE Amazon S3 AR . E&#EH OAl B |, CloudFront

BV —E# Amazon S3 ETEREBN TR, KREIENEEBREEFERSE CloudFront 72 R1FEL
S RIFTRINAE. FESE OAC , B REERBM B AN FEURS,

ORR

ASRREREEZ.

oT

nl‘.H.

SRERER,



https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-operations-integration/
https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-operations-integration/
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/creating-trail-organization.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-ocm/

AWS 7 g5l BBy S B IR B E URLs

B (Jd) vPC

£ AWS ZIRFREBT , BEREREXAME 2 HEHERN VPC, AWS Z£2ZREBERL
ERAEA, EHARE VPC RREMBIRS , MRBEARAEERZNRERHER EHNE[NT
o

P

AR

MHZEE IAM E8H IAM BEEBGR , AREEAENACHEBNRAFT. WEFHEEF ,
IAM 4R EF AT SRR

BN &2 & BIER (PI)

3
¢
&n

EEERANEAMHERENLYEE , THRSEEBBEASINESR. Pl WHATERRE, it
M B &R,

PIl
ESEEASDEBRET.
F
—HFEAEENS R , THISEEERBN TE , fINEERKFREROREDIRE, FMATUEA
ESE. BBtATFEMIRERRCREMENEFRSBRHENER,
PLC
BB REXRIDEEIEHIES.
PLM
EZ2REREGRSEE,
BUR
AERTANYH (BF2HEES2EEE). EEFIRYE (F2RERLEE) , IEREBPRE
R 5 Y& KEFA] AWS Organizations ( 552 B AR IG5 %I BUER)
BEBAM

RBEMFREANMEMER , BIEEHMBRENERRERN. IRENHRBEEFHRNER
s, MRS EIEFREINETE. NRMEBEARESEFTRNERRE , BT
LA 8832 3t B 30 1 B 47 R B M AT R R M



https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/network.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_boundaries.html

AWS g5l BB RS B A B EURLs
BATE
RE. SHEARKMEALHERBLEFUANEBNES. NRHAET  FoNTLEEE
B,

UG

&L truesk WEH KL false , BENHN WHEREF A,

REE T H#E
—EEHEEHRELEMN  TEERTGREHATNER, EMED S AREENER EREA
BEENERE  INESEHWEE,

8 By e 2
EEMIELEHRENZ ST, BLEEFHRE —EHR , TG IEERRNREREFTIR T4
EST, MEHMEN , F2EE AWSLEEEL RGP TEREIZE,

A
PAETEHEMFRER AWS WER, HWERBERE AWSIRE., IAM S8 FEAENWIREH
&, MEFHMER 6 BF2E IAM X4 EACNENSSTNEE,

RETRERLRE

BREEMAREFEEIAEMAZENRRIES L.

LEFRERES
—EARE , ©EBEHMESEE Amazon Route 53 1A [E fE—E=H =@ VPC AMNEBIREFE2
DNS &N EM. MFEFMEFA , F2E Route 53 XHAFWEAMETLEER,

F B H
EEMLEFBFEREFNZLEH, GEEHESEMEERZIBHETRE, MRERTH
GiEHE  AIFSHE, MEHMENR , 52/ AWS Control Tower XHH I IZHESEIEm |, I
SHBELZ:EHEFHEEEFIE, AWS

EmEmEHERE (PLM)

EEERBELGBBNERNNES R FRAMD , JRRARZ , BEEBNBER,
EERE

2R RiR.

AR EER SIS (PLC)
ERED , SEAURE, THABNER K TEERRYABCRERER.



https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-readiness/welcome.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-readiness/welcome.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/aws-security-controls/preventative-controls.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html#id_roles_terms-and-concepts
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/hosted-zones-private.html
https://docs.aws.amazon.com/controltower/latest/controlreference/controls.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/aws-security-controls/proactive-controls.html

AWS 7 g5l BBy S B IR B E URLs

RN

EA—E LLM R RNBEMAT —ERAEA , LELEEFNEE, EMTARSEMERSD
BATHES JRBRERERFRVNLEE, CAURNESERECENERENMEREGE X RFER
M. BALRER,

BEA

HEREFHNEARNTRASEEBVNEENERF. RELEIREFZEFEARLE. BRELERD
WRBEAER,

% 5/3T B8 (pub/sub)
—EEX , TRAMEREzENERSEA , UAESTEREMEIERE D, 0, EHREE MES
B, BEREAIUASEHARERMEHGMRBEITENEE, RRTUFMEFTNHERYE K mEREE
ERMHRE,

Q

EHFE

—RIFZR , mETR , ARFR SQL BB ERERKTHNER.
B EEER

HERNERBECIEEENELHERERRETEENSE CaINFTETNERAR, EW6E
RABKTER. REMKS, RERE, EHSHBENBEURENESIZENERMER.

R

RACI &

A 2 B R EUE R A o
BREE

—EEREHE  SEELIEHERIRIENNER , ERTRA L,

Q 57



AWS 7 g5l BBy S B IR B E URLs

RASCI 4B &

RE2HEE, 88,
RCAC

E3, 454 (RACH),

A2RERSNERREEZS,
EREINER

ARERERARZRNEREERE, BTN SERRAEEHENERUBRL TENENRE,
EXRBED

B2 7 R
ER % B E (RPO)

BERERERMURTEZINHE LR, SgREHKR —EERMEREPH cHTESINER
BEXo

BERE/E B Z (RTO)

AR 75 mh i B2 AR 7518 SR 2 PR Y AT 4 R F PR
ER

B

wEEFHRN AWS BRES. S8 AWS B BB YR EM  SURHAHEED, BEMLNEL,
WMEFMESR , FSEEE AWS EiF BRIRF 7] LA A FL,
B

FRIBER ML £&1i7, fl0, HTHR "EFFEEMEER ? 1 HBE ML EE A BUE R REE
BEE RBEINEESE Bl , FHER) RAAEENHEEES
EMFE

EHEREFT  CREBERAZLEERENDRFE,
EXNHIE

FE2RE 7 Rso



https://docs.aws.amazon.com/accounts/latest/reference/manage-acct-regions.html

AWS 7 g5l BBy S B IR B E URLs

Replatform

528 7 Rs,
o] §8

3
¢

28 7 Rs.

BB
FRAEXNIKEFERRTRAERNED, £ PREENERS  sTAMMEHERRERNEE
AWS Eix, MFFMHER , FS2EAWS Eig E#EM,

ERBBUER
MiZZERMBUR |, A0 Amazon S3 RFETE. KEHRNZEH, EEEENBREEEAHE
EULE T B8 T EMNBEUA R B R B E g,

BEE EEE. ELARHENSEREANE (RACI) EhE
M EEFESREBEREENERBRECEINACHNER, FEEBITEEEREFERNET
R . 8FA(R), HF A). B8 (C) MAE (). XES)EREEEA, MRLZITEXE , A&
fEfEA RASCI 4[E , iR EHRT , BIFEA RACI %E[E,

[B] & 14 422 51
— Bzt SEEBTREANRHMLZEEENHRER. NEFMER , F2HE AWSE
BERemH Ry e s,

RE

N

BY 7 18 Ro

>

83
BHZ2E 7 E R

BEREEER (RAG)

—RBAEM A EWT , HF LLM EEELREZ2EZIEERRFEUANREER KRR, Bl
m, RAG HETEEEHHEBNAREDR BT ERNMTREERES, WEFHEEN , FSHETER
RAG.

i 12

ENEFRENES  AREEERTREALR,
EHHI R ERBEERE (RCAC)

FRAEERFIRAINER, B sQL RiEX., RCAC LEERIIFITMNERRES.



https://aws.amazon.com/resilience/
https://docs.aws.amazon.com/prescriptive-guidance/latest/aws-security-controls/responsive-controls.html
https://aws.amazon.com/what-is/retrieval-augmented-generation/
https://aws.amazon.com/what-is/retrieval-augmented-generation/

AWS 7 g5l BBy S B IR B E URLs

RPO

w2REERMER.
RTO

AS2REREEE S,
1T F M

BITREABAMEN—EFHHEDEF, ELBERATHLERMBRERERRBSNERFM
BE,

S

SAML 2.0

FEERME (1dP) FAMFBIREE, LINESHABMESE & A (SSO) , EFEAEFETUEA
AWS Management Console = 04 AWS API ##4E , MA L BEEBTFHEEAE IAM REILE
A&, MEAEL SAML 2.0 RERNBISFHMENR , F2E IAM XH4HHRHEIR L SAML 2.0 BE
BHBS,

SCADA

RS REE R H N ERHEEL

SC

9

HI‘H

SRR B,

4

BEAINZ X F A AWS Secrets ManagerfZ R R HEHR , fIMNZBREAEEAER, ©H
WERERHEPEEREN. WEETUR_#Y, E—FERZEFHE, NEFHEA , F28
Secrets Manager X4 # Secrets Manager B F WA BERR ? .

MERGT R 2 M

EREERBEFEZEMEMAZENRBEIREL .
Ege X ]

—BEMNEELEMT TR, ARASRERETAENAZERENED, Z2EHAN
BEXERA Ak, SR, EEEMESM,

S 60


https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_providers_saml.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_providers_saml.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/whats-in-a-secret.html

AWS 7 g5l BBy S B IR B E URLs

L5t

BMAOZREEUEREERIENNENBRE, EWRaFE—L8F , SIUBRABRENER. BIF
BRYREERNZEREEY. FERABERPILENIIEE,

Z2EANEEHER (SIEM) Rk

BEX2EAEE (SIM) MZL2EHEE (SEM) R TRERK., SIEM RitElE. BN
FRERARRR. @K, KENEMERRNER , LEARBNZLRE , XEERE,

Z£EREFL

BAERNEXZRNEE , SEEDEESIBELZTLENH, EEEBHLITRAEIREERR
4 HEEEE AWS R BREER. BELEESENEG SIEENR VPC T2 B8, 54
Amazon EC2 #{TEEBRWREAER,

1] BR 25 % A0 25

HERERN AWS R £H B INEE R
AR 12 HIB R (SCP)

# AWS Organizations PR AEBH AT EIRFREEPIEFIFFTHNBEEK., SCP 8aERHERFINERTE
EEEBUZREEAERACHEERS. BAUER SCPEARFERIERFE , BUEEAR
AP MERERE ., WFEFMER , 5528 AWS Organizations 3 # A #Y AR 4 12 5l BUE .

BIR 75 v B

BE AR URL AWS R, EALAERIRE  BSBENARITHANEZE B ERKE. WEFMEER ,
A2 AWS —&2E B AWS R In 3,

PR K ZEHH & (SLA)

— R , B 1T BEREDEFRENRE , 60 MR%EEETRREMREE.
AR ¥ B AR IERR (SLI)

REMEESERAE , fIMHERE, TRHERBEE,
AR B #% B & (SLO)

REBBEFEREN BRIER  ARBEREEIE.
HEEEER

HREE HE AWS REERZTEREREBFINEE, AWS ABERNZE , M AEZTHRNZ
£, WEFMREA , F2RALAEEEES.



https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps.html
https://docs.aws.amazon.com/general/latest/gr/rande.html
https://aws.amazon.com/compliance/shared-responsibility-model/

AWS 7 g5l BBy S B IR B E URLs

SIEM

HZ2REZ2EANEHEBRRR,
B — & B (SPOF)

FERARANE-BRTHRE , TeERERK,
SLA

HI‘H

2R RBER =,
SLI

A2 RREERER,
SLO

ASRBRBERE S,
S o REBEBER

BRENMEZERAMCERNER, EBFHERNERRAE , R 0BBREETHIUBRILFTHNERS
B, ERBREREBNENINEE K REHBASLEEN  AXERERFH. MEFMER , F
28 PHERAEAEXRRILTE E AWS Eii.

SPOF

ASRE—WER,
ERfERER

FEA-—EAAREEERNRREARZDAEERNNENEEREE  LEA—RSEBINEEE
RRREHNERBE., LEBSEARENERIABEXEEAR,
Strangler Fig 3%

—BERERILE-—RENFZE K e2XFTEENRRRKTE ,, EFEXRRELEAAL, HEX
FREELRE , cRE—RIMeE L RAEBE ERA THBEE, ZEXH Martin Fowler 5| A, 4E
AREBEE-RREREERBN AR, NEEHRENAERAKENNES , F2REASH=H Amazon
AP| Gateway &£ B KL B Microsoft ASP.NET (ASMX) Web AR#%.

T8

& VPC Ry IP i utEEE, FRMSRMNNE—ATRAESE,
B HI M & BHEEL (SCADA)

ERED  ERARENRERELEREENEERFARMR.



https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-phased-approach/step3.html
https://martinfowler.com/bliki/StranglerFigApplication.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-aspnet-web-services/
https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-aspnet-web-services/

AWS 7 g5l BBy S B IR B E URLs

HEIE

FEAMHES|RRNBERFAZERNMZEE L,

& RCAI
DEBEERAEESNAFNUERR , MEBERIERERREE. EAUER Amazon
CloudWatch Synthetics 3% 3138 L3815 o

RIRR

—&[ LM RERR. ErREERHUERETANKN. RRRTEIRKREAST , WEIH
EREBBNRA,

T
¥
AT RER AR AWS ERNREY. ERUHYEER, Be. Al BSREGEER. O
ﬁ'ﬁn¥%ﬂiﬁﬁﬂ nﬁ £ Eﬁ Eﬁ’iﬂg AWS ﬁ;ﬁo
BESH
LEREZEEN ML FRANE. EERBABREH. fl , £REREF , BRSHTER
EmIRit.
EHEE
AREBHITFMEMEENTE, ABFEIEWITFMNBBEURETKN —REBKEE. Y
REE-HRE® K CIREMENAGEEE, BEENEE.
RFERE

nﬁ 2 ﬁ iﬂiﬂ,o

AR

AMLEREHEHUKEE, JIRENVACSERER, BERRELSEIRENT SRR
ABRBUERSFZEBRNEN (CRZERANER), CERHEIUELERXN ML ER, AJBUER
ML RE | REAERHER B EFTER,

BwRE

ALK EE VPC MIASEBMEEB AR EHPAE, MEFMENR  552E AWS Transit

Gateway X EREHFEE,



https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch_Synthetics_Canaries.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch_Synthetics_Canaries.html
https://docs.aws.amazon.com/tag-editor/latest/userguide/tagging.html
https://docs.aws.amazon.com/vpc/latest/tgw/what-is-transit-gateway.html

AWS 7 g5l BBy S B IR B E URLs

FEHRBTIERRE

ER-EHE  BRABTEDES TP AMBRENNRDE , ARKELEEAGETES X
o A, TESXREFREINNRRE, LENRANEERSED,

ZEENFEUE

AR FEEENRYE , URREEEBT AWS Organizations X HikF F#TER, ZEE
MRS EREXACK  ESERFHIRIBRBEERAE , MEACHITEETLHF, NEFEFME

A, BSR4 B AWS Organizations #Ei £ A AWS Organizations EEE A7 AWS fR#
EEEN

PFIFREFNESEEE , LIRS ML RENERM, Sl , TUEBELERRE. HMEER, A
RETRANRETZRERELSRRINE ML EE | DIELEE,

& Lo B B
P 18] LL i 5t RE Mz B2 R /N BY DevOps BBk, 2 45 5 [ Bk A AR v W AR R AR A B% P R 0 4o

U
THEEM

ER—ESE  EHNRTER, TTBIARANES  HURSRERUE ML EEN RS, &
WERENTREN  SBATHELRHAARN, TEBENERSIEN  MERTRELEHER
PERMNREME#ESIEN, NEFMAER K F2RECRESZTRENTEEMER,

REDHWER

EBAEETHF  ERBUNRFEEARANMSETE  EFASKERERHEEREENRMUER
FEZ, REDEBNE/TEEE. EENTERE,

REHIRE

A2ER RN,

<

i
Het

—BEREHERRE , SREEFHRNBFEIHE , SERREFILRFAREE,



https://docs.aws.amazon.com/organizations/latest/userguide/orgs_integrate_services.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/ml-quantifying-uncertainty/concepts.html

AWS 7 g5l BBy S B IR B E URLs

R A $2 A

EMSENEFNIE  fINGEEFREERENESE,
VPC B1&EH &

R1E VPC 2 ERELRR , AIEEFERALE IP it iRiRE. MEFHMENR , F2H Amazon VPC
XHEHRWHER VPC $EEHE,

poplE]

R RMREEAVEREE NIE B IRE

W

AR IR EX

ESREFINNEMERERNNEFRN, EREHTERTUEERIER , ELRERER
IREE% REUE R,

TEEDNER. EHERERE K BEUTESIFERENEN,

HERE
SQL H¥ , HHERRSEREEE LHENERIFEINTHE. AERBREAREEEE , f
MR E BT E RN BB EBE FHERFRERFINE.

THER

REBXEENEFRNERNRES  flEEEFNEREARRIKRE,
I«E%l)lb

EBRERFEE-AREEBNDERE, SEATHEFRBRBIUN , EXEERTNEMBTFES
e Bl METHEFRABHERAREN, RAREANBEERHEERNELIRF, BETHE
EREELEERNEBR ISR , ARBERARSFNEAER.

WORM

nﬁ/ﬁﬁk y g’)ﬂ%ﬂyo
WQF

nl‘ﬂ

ZRAWS THEEFERERE.



https://docs.aws.amazon.com/vpc/latest/peering/what-is-vpc-peering.html

AWS 7 g5l BBy S B IR B E URLs

BA—IR , BHEFZ (WORM)

RERE , T -XMEBAER , AEHILERBRIERER, RECAETURFTESXNENES , B
BEBFEN, LERRFERSREREASTTE,

Z

EREAR
MAERERINKRE K BEEESE®E,

ERERE
FERBEPAREENRETFE. BETAEITUERASERENFIRIERK. ARASRKE
R AR EmEE IR,

FHRERT

RE LM STEBNETR , ER BT HE 5| BEKNEH (RR). LLM KAERHEBALIRE A
MREEER. BEREARTHNARMEIRAREBNERUENREINRE, 5HF2HELEHIUET.
BREEAREN

CPU ML RBTHERARER 5% WEAEN, EBBERY , BEERHAELERARR,

z 66



AWS 7 g5l BBy S B IR B E URLs

ANBREXIRWHEBBZFRE , IRBFRFEMAERRT—BZRE , BIULARRAE,

Ixvii



	AWS 方案指引
	Table of Contents
	建立防護機制並監控預先簽章URLs
	目標對象
	目標
	先決條件

	預先簽章URLs 概觀
	使用預先簽章請求的動機
	與臨時 AWS STS 登入資料的比較
	與僅簽章解決方案的比較


	識別預先簽署的請求
	識別使用預先簽署 URL 的要求
	識別其他類型的預先簽署請求
	識別請求模式

	使用預先簽章請求的最佳實務
	基礎最佳實務
	套用最低權限準則
	實作資料周邊

	其他護欄
	s3：signatureAge 的護欄
	例外狀況
	儲存貯體政策

	資源控制政策
	s3：authType 的護欄
	結合預先簽章的護欄和其他護欄的例外狀況
	s3：signatureAge 的限制
	大規模鎖定儲存貯體

	記錄互動和緩解措施
	緩解措施


	常見問答集
	預先簽署的請求可以多次使用嗎？ 這是一個安全風險嗎？
	除了預定用戶以外的其他人可以使用預先簽名的請求嗎？
	授權使用者是否可以使用預先簽署的要求洩露資料？
	如果我懷疑預先簽署的 URL 是以未經授權的方式共用，是否可以拒絕存取？

	資源
	Amazon S3 文件
	其他參考

	附錄 A： AWS 服務 如何使用預先簽章URLs
	Amazon S3 主控台
	Amazon S3 Object Lambda
	AWS Lambda 跨區域 CopyObject
	AWS Lambda GetFunction
	Amazon ECR
	Amazon Redshift Spectrum
	Amazon SageMaker AI Studio

	附錄 B：預先簽署 URL 的控制項如何影響 AWS 服務
	S3 的護欄：簽名
	不使用網路限制時的 S3:authType 護欄

	文件歷史紀錄
	AWS 規範性指引詞彙表
	數字
	A
	B
	C
	D
	E
	F
	G
	H
	I
	L
	M
	O
	P
	Q
	R
	S
	T
	U
	V
	W
	Z

	

