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https://aws.amazon.com/compliance/iso-27701-faqs/?refid=sl_card
https://www.iso.org/standard/71670.html
https://docs.aws.amazon.com/controltower/latest/userguide/what-is-control-tower.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/org-management.html#mgmt-tower
https://docs.aws.amazon.com/controltower/latest/userguide/data-residency-controls.html
https://docs.aws.amazon.com/controltower/latest/controlreference/ds-preventive-controls.html
https://docs.aws.amazon.com/controltower/latest/userguide/mandatory-controls.html
https://docs.aws.amazon.com/securityhub/latest/userguide/service-managed-standard-aws-control-tower.html
https://docs.aws.amazon.com/securityhub/latest/userguide/service-managed-standard-aws-control-tower.html
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https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_management_policies.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_management_policies.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps.html
https://docs.aws.amazon.com/guardduty/latest/ug/guardduty_finding-types-ec2.html#trojan-ec2-dnsdataexfiltration
https://docs.aws.amazon.com/guardduty/latest/ug/guardduty_finding-types-ec2.html#trojan-ec2-dnsdataexfiltration
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https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_management_policies.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_tag-policies.html
https://docs.aws.amazon.com/tag-editor/latest/userguide/tagging.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/tutorial_attribute-based-access-control.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/tutorial_attribute-based-access-control.html
https://docs.aws.amazon.com/aws-backup/latest/devguide/whatisbackup.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_tag-policies.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_tag-policies-enforcement.html
https://amazonmr.au1.qualtrics.com/jfe/form/SV_cMxJ0MG3jU91Fk2
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https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/security-tooling.html
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-user-guide.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/security-tooling.html#mgmt-cloudtrail
https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/security-tooling.html#mgmt-cloudtrail
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-create-and-update-a-trail-by-using-the-aws-cli-create-trail.html#cloudtrail-create-and-update-a-trail-by-using-the-aws-cli-examples-single
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-create-a-trail-using-the-console-first-time.html#creating-a-trail-in-the-console
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-create-a-trail-using-the-console-first-time.html#creating-a-trail-in-the-console
https://docs.aws.amazon.com/controltower/latest/userguide/configure-org-trails.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/creating-an-organizational-trail-in-the-console.html
https://docs.aws.amazon.com/config/latest/developerguide/WhatIsConfig.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/security-tooling.html#tool-config
https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/security-tooling.html#tool-config
https://docs.aws.amazon.com/config/latest/developerguide/conformance-packs.html
https://docs.aws.amazon.com/config/latest/developerguide/operational-best-practices-for-nist_privacy_framework.html
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https://aws.amazon.com/blogs/aws/new-aws-config-rules-now-support-proactive-compliance/
https://docs.aws.amazon.com/guardduty/latest/ug/what-is-guardduty.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/security-tooling.html#tool-guardduty
https://docs.aws.amazon.com/guardduty/latest/ug/guardduty_organizations.html
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https://aws.amazon.com/identity/data-perimeters-on-aws/
https://aws.amazon.com/identity/data-perimeters-on-aws/
https://docs.aws.amazon.com/IAM/latest/UserGuide/what-is-access-analyzer.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/security-tooling.html#tool-iam-analyzer
https://docs.aws.amazon.com/macie/latest/user/what-is-macie.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/security-tooling.html#tool-macie
https://docs.aws.amazon.com/macie/latest/user/custom-data-identifiers.html
https://docs.aws.amazon.com/macie/latest/user/discovery-asdd.html
https://docs.aws.amazon.com/macie/latest/user/discovery-asdd.html
https://docs.aws.amazon.com/macie/latest/user/accounts-mgmt-ao-integrate.html
https://docs.aws.amazon.com/macie/latest/user/accounts-mgmt-ao-integrate.html
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https://amazonmr.au1.qualtrics.com/jfe/form/SV_cMxJ0MG3jU91Fk2
https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/log-archive.html
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/AWS-logs-and-resource-policy.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/Subscriptions.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/Subscriptions.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/S3Export.html
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https://docs.aws.amazon.com/security-lake/latest/userguide/what-is-security-lake.html
https://docs.aws.amazon.com/security-lake/latest/userguide/add-rollup-region.html
https://amazonmr.au1.qualtrics.com/jfe/form/SV_cMxJ0MG3jU91Fk2
https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/network.html
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https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/Introduction.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/network.html#network-cf
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/georestrictions.html
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/AccessLogs.html
https://docs.aws.amazon.com/ram/latest/userguide/what-is.html
https://docs.aws.amazon.com/ram/latest/userguide/shareable.html
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https://docs.aws.amazon.com/vpc/latest/tgw/what-is-transit-gateway.html
https://docs.aws.amazon.com/waf/latest/developerguide/what-is-aws-waf.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/network.html#network-waf
https://owasp.org/www-project-top-ten/
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https://docs.aws.amazon.com/waf/latest/developerguide/waf-rule-groups.html
https://docs.aws.amazon.com/waf/latest/developerguide/aws-managed-rule-groups-use-case.html#aws-managed-rule-groups-use-case-sql-db
https://docs.aws.amazon.com/waf/latest/developerguide/aws-managed-rule-groups-baseline.html#aws-managed-rule-groups-baseline-known-bad-inputs
https://docs.aws.amazon.com/waf/latest/developerguide/aws-managed-rule-groups-bot.html
https://docs.aws.amazon.com/waf/latest/developerguide/aws-managed-rule-groups-atp.html
https://amazonmr.au1.qualtrics.com/jfe/form/SV_cMxJ0MG3jU91Fk2

AWS 7 g5l AWS BRAESERE

TERA PD BARAMERKRS PERE AWS WL M NBTARARTE.

fBAER OU - PD FERRENIRF 25



AWS 5 &5l

AWS BRAESERE

Personal Data (PD) Application account

F Amazon 53

Training data Customer data Redacted data Application load
bucket bucket bucket balancer
VPC{us-west-m e R EEE L T, 5
: Local zone :
| us-west-2-las-1 | Flow logs
1 1
1 1
Private subnet : Private subnet :
1 1
[ | I |
I__t| : I__||:| | AWS KMS
I | endpoint
EC2 instances : EC2 instances :
with Nitro Enclave 1 1
] ]
. 1®)
Amazon S3
endpoint

Access management

Ja

1 1
1 1
] ]
1 1
1 1
] ]
1 1
1 1
1 Roles 1
1 1
1 1
] ]
1 1
1 1
] ]
1 1
1 1

v
v

X

Permissions

Distributed and
centralized security
service guardrails

AWS Security Hub

Amazon GuardDuty

Amazon Bedrock Amazon
Comprehend
5 g B
A \vd
AWS Config
Amazon Amazon Athena AWS Glue AWS Glue Data
SageMaker Al Databrew Catalog
. L] #* é’;_:\)
O R e
= AWS CloudTrail
Amazon AWS KMS AWS CloudHSM Amazon
CodeGuru CloudWatch Logs —
O---A
AQ
N e 3 o
= IAM Access
. Analyzer
AWS Lambda Amazon Kinesis AWS Resource AWS Backup
Data Firehose Access Manager =000t - - - - - —oo—o oo
BAER OU-4b FEAER Dataaccount | === 36
Access management

I:IA . J :

v
LD |
b4



AWS 5 &5l

AWS BRAESERE

FERMUAEMELIRF T AWS IR# FTA THEBNEZSFHMEN

Amazon Athena

Amazon Bedrock

AWS Clean Rooms

Amazon CloudWatch Logs

Amazon CodeGuru Reviewer

Amazon Comprehend

Amazon Data Firehose

Amazon DataZone

AWS Glue

AWS Key Management Service

AWS Lake Formation

AWS Local Zones

AWS Nitro Enclaves
AWS PrivateLink

AWS Resource Access Manager

Amazon SageMaker Al

AWS BB EEE R LB Thae

AWS FBR# M Ihee , Al BB EEER

AWS BR#% M Ihee , AT HBIRR. D ERDEER

Amazon Athena

B EZBEREHREFES , LAFSENEIAEBZE, Amazon Athena 2—BEEBHRXEHRE , 7
BB EFE % SQL B1EE Amazon S3 RO E R, BRFEKEREA Athena ; CAIBEZRER
BIE S3 REFITRANER,

Athena NEREARFIRAER I TEKREMHESTEERBFENERE, IRENEIE/A
B, SUNEBESEAERNBREENMIFLERSE  EEERMAERIMEBRRERRIHN

BE. 0%

FHMEE , B2 BEH Amazon Athena EZ{CRIEEERDEHRER , L% AWS Lake

Formation(AWS EBEERNE ) .

Amazon Athena

27


https://docs.aws.amazon.com/athena/latest/ug/what-is.html
https://aws.amazon.com/blogs/big-data/anonymize-and-manage-data-in-your-data-lake-with-amazon-athena-and-aws-lake-formation/
https://aws.amazon.com/blogs/big-data/anonymize-and-manage-data-in-your-data-lake-with-amazon-athena-and-aws-lake-formation/
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https://docs.aws.amazon.com/athena/latest/ug/functions.html
https://docs.aws.amazon.com/athena/latest/ug/querying-udf.html
https://docs.aws.amazon.com/athena/latest/ug/querying-udf.html
https://docs.aws.amazon.com/bedrock/latest/userguide/what-is-bedrock.html
https://docs.aws.amazon.com/bedrock/latest/userguide/guardrails.html
https://docs.aws.amazon.com/bedrock/latest/userguide/guardrails-sensitive-filters.html
https://docs.aws.amazon.com/bedrock/latest/userguide/guardrails-denied-topics.html
https://docs.aws.amazon.com/bedrock/latest/userguide/guardrails-word-filters.html
https://aws.amazon.com/blogs/machine-learning/implement-model-independent-safety-measures-with-amazon-bedrock-guardrails/
https://docs.aws.amazon.com/bedrock/latest/userguide/guardrails-contextual-grounding-check.html
https://aws.amazon.com/what-is/retrieval-augmented-generation/
https://docs.aws.amazon.com/clean-rooms/latest/userguide/what-is.html
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https://docs.aws.amazon.com/clean-rooms/latest/userguide/differential-privacy.html
https://docs.aws.amazon.com/clean-rooms/latest/userguide/differential-privacy.html
https://docs.aws.amazon.com/clean-rooms/latest/userguide/machine-learning.html
https://docs.aws.amazon.com/clean-rooms/latest/userguide/crypto-computing.html
https://docs.aws.amazon.com/clean-rooms/latest/userguide/analysis-rules-list.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/WhatIsCloudWatchLogs.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/cloudwatch-logs-data-protection-policies.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/cloudwatch-logs-data-protection-policies.html
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https://docs.aws.amazon.com/codeguru/latest/reviewer-ug/welcome.html
https://docs.aws.amazon.com/codeguru/detector-library/
https://docs.aws.amazon.com/comprehend/latest/dg/what-is.html
https://docs.aws.amazon.com/comprehend/latest/dg/pii.html
https://aws.amazon.com/blogs/machine-learning/redacting-pii-from-application-log-output-with-amazon-comprehend/
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https://docs.aws.amazon.com/firehose/latest/dev/what-is-this-service.html
https://www.youtube.com/watch?v=m8xtR3-ZQs8
https://docs.aws.amazon.com/datazone/latest/userguide/what-is-datazone.html
https://aws.amazon.com/blogs/big-data/enhance-data-security-with-fine-grained-access-controls-in-amazon-datazone/
https://aws.amazon.com/blogs/big-data/enhance-data-security-with-fine-grained-access-controls-in-amazon-datazone/
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https://docs.aws.amazon.com/glue/latest/dg/what-is-glue.html
https://docs.aws.amazon.com/glue/latest/dg/catalog-and-crawler.html
https://docs.aws.amazon.com/glue/latest/dg/add-classifier.html
https://aws.amazon.com/blogs/big-data/handling-data-erasure-requests-in-your-data-lake-with-amazon-s3-find-and-forget/
https://aws.amazon.com/blogs/big-data/handling-data-erasure-requests-in-your-data-lake-with-amazon-s3-find-and-forget/
https://docs.aws.amazon.com/lake-formation/latest/dg/what-is-lake-formation.html
https://aws.amazon.com/blogs/big-data/easily-manage-your-data-lake-at-scale-using-tag-based-access-control-in-aws-lake-formation/
https://docs.aws.amazon.com/databrew/latest/dg/what-is.html
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FEREHRERNNEMEIRER YN A ZE , YEEEBEFEERIENREHZEFIE, RE
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Service () B FEFAREAB B BUR EHIAWS KMS, ELBUER TG BH R BBERTEES L , EXEERE
A, BERFIMBEAERNSHEBILEER. FEEENEHSSZEHPHZIER,
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"Statement": [
{
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::123456789012:user/john_stiles"
.
"Action": "sts:AssumeRole"
.
{
"Effect": "Deny",
"Principal": {
"AWS": "arn:aws:iam::123456789012:user/john_stiles"
},
"Action": "sts:AssumeRole",
"Condition": {
"NotIpAddress": {
"aws:Sourcelp": [
"192.0.2.0/24",
"203.0.113.0/24"

FEEBREERT T VPC ER

AE
BEMHFLRIENER, FETHENES , UEHE AWS PRA WE R B,

E"E“

®

It VPC i BHBURE R FF R Bo-1abcdel23#8##H AWS Identity and Access Management (IAM) =
B8 N & R 7 H. Amazon Personalize (Amazon S3) in %, W HEZFIEREBILEEES ¥ EH
BAEREEZ, OFLBRNAHREABRTELENBAAERNFHES  F2EREBAWS
PrivateLink 1 #J

"Version": "2012-10-17",
"Statement": [
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{
"Sid": "AllowOnlyIntendedResourcesAndPrincipals",
"Effect": "Allow",
"Principal": "*",
"Action": "s3:*",
"Resource": "*",
"Condition": {
"StringEquals": {
"aws:PrincipalOrgID": "o-labcdel23",
"aws:ResourceOrgID": "o-labcdel23"
}
}
}
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{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "DenyAllOutsideEU",
"Effect": "Deny",
"NotAction": [
"a4b:*",
"acm:*",
"aws-marketplace-management:*",
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"aws-marketplace:*",
"aws-portal:*",

"budgets:*",

"ce:*",

"cloudfront:*",

"config:*",

"cur:*",

"directconnect:*",
"ec2:DescribeRegions",
"ec2:DescribeTransitGateways",
"ec2:DescribeVpnGateways",
"fms:*",
"globalaccelerator:*",
"health:*",

"iam:*",

"importexport:*",

"kms:*",

"mobileanalytics:*",
"networkmanager:*",
"organizations:*",
"pricing:*",

"routeb3:*",
"route53domains:*",
"route53-recovery-cluster:*",
"route53-recovery-control-config:*",
"route53-recovery-readiness:*",
"s3:GetAccountPublic*",
"s3:ListAl1MyBuckets",
"s3:ListMultiRegionAccessPoints",
"s3:PutAccountPublic*",
"shield:*",

"sts:*",

"support:*",
"trustedadvisor:*",
"waf-regional:*",

"waf:*",
"wafv2:*",
"wellarchitected:*"
1,
"Resource": "*",

"Condition": {

"StringNotEquals": {
"aws:RequestedRegion": [
"eu-central-1",

PREIE BE R EE AWS B

44



AWS 7 g5l AWS BRAESERE

"eu-west-1"
]
},
"ArnNotLike": {
"aws:PrincipalARN": [
"arn:aws:iam::*:role/RolelAllowedToBypassThisSCP",
"arn:aws:iam::*:role/Role2AllowedToBypassThisSCP"

£ F 4 E Amazon DynamoDB B 1% iy 7BV
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"Version": "2012-10-17",
"Statement": [
{
"Effect":"Allow",
"Action": [
"dynamodb:GetItem",
"dynamodb:BatchGetItem",
"dynamodb:Query",
"dynamodb:Scan"
1,
"Resource": [
"arn:aws:dynamodb:us-west-2:123456789012:dynamodb:table/Users"

]I
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"Condition":{
"ForAllValues:StringEquals":{
"dynamodb:Attributes": [
"UserID",
"SignUpTime",
"LastLoggedIn"
]
.
"StringEquals":{
"dynamodb:Select": [
"SPECIFIC_ATTRIBUTES"
]
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"Version": "2012-10-17",
"Statement": [
{

"Action": [
"ec2:AttachInternetGateway",
"ec2:CreateInternetGateway",
"ec2:CreateVpcPeeringConnection",

ec2:AcceptVpcPeeringConnection",
"ec2:CreateVpc",
ec2:CreateSubnet",
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"ec2:CreateRouteTable",
"ec2:CreateRoute",
ec2:AssociateRouteTable",
"ec2:ModifyVpcAttribute",
"ec2:*TransitGateway",
"ec2:*TransitGateway*",
"globalaccelerator:Create*",
"globalaccelerator:Update*"

1,

"Resource": "*",
"Effect": "Deny",
"Condition": {
"ArnNotLike": {
"aws:PrincipalARN": [
"arn:aws:iam::*:role/RolelAllowedToBypassThisSCP",
"arn:aws:iam::*:role/Role2AllowedToBypassThisSCP"
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"Version": "2012-10-17",
"Statement": [
{
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"Sid": "Enable enclave data processing",
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::123456789012:role/data-processing"
},
"Action": [
"kms:Decrypt",
"kms:GenerateDataKey",
"kms :GenerateRandom"
1,
"Resource": "*",
"Condition": {
"StringEqualsIgnoreCase": {
"kms:RecipientAttestation:ImageSha384":
"EXAMPLE8abcdef7abcdef6abcdef5abcdef4abcdef3abcdef2abecdeflabecdeflabcdef@abcdeflabcdEXAMPLE",
"kms:RecipientAttestation:PCRQ":
"EXAMPLEbc2ecbb68ed99a13d7122abfc0666b926a79d5379bc58b9445c84217f59cfdd36c@8b2c79552928702EXAN
"kms:RecipientAttestation:PCR1":
"EXAMPLE@50abf6b993c915505f3220e2d82b51aff830adl4cbecc2eeclbf@b4ae749d311c663f464cde9f718aEXAN
"kms:RecipientAttestation:PCR2":
"EXAMPLECc300289e872e6ac4d19b0@b5ac4a9b020c98295643ff3978610750ce6a86f7edff24e3c@atasss5T2fFEEXAN
"kms:RecipientAttestation:PCR3":
"EXAMPLE11de9baee597508183477f097ae385d4a2c885aa655432365b53b812694e230bbe8elbbl1b8de748felEXAN
"kms:RecipientAttestation:PCR4":
"EXAMPLE6b9b3d89a53b13f5dfd14al049ec@b80a%9ae4bl59adde479e9f7f512f33e835a0b9023ca51ada®216QEXAN
"kms:RecipientAttestation:PCR8":
"EXAMPLE34a884328944cd806127c7784677ab60al54249fd21546a217299ccfalebfe4fa96al63bf41d3bcfaeEXAN

}
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