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Red Hat OpenShift AWS BRI

Yogesh Bhatia , Amazon Web Services (AWS)
2022 F 12 B (MUHELECE)

AIERRM A Red Hat OpenShift 221888 AWS | SRBIERE Red Hat OpenShift H#EHN TR 5% |
WERABE A LN ER MR,

Red Hat OpenShift R¥l AERABEERE A , BAASHBEAENIRME L SERK (PaaS), BEEE
EEHANEKES , ARBAEEEE (AERFARAS) BHIE, T8 , ERANHBFEEEME
BETHESES5EN MARREREUTEHEIFAEUTERNBRASR,

Red Hat OpenShift on AWS A EEE EMBEBERE AWS, TRETTERMHEEZEY K 2R

HY BB AT LA A2 A Red Hat OpenShift BR# , MAZEEREXEERK. Red Hat OpenShift 3248

AHEEESEN MEBSHZEREBTHER , AHERERRSRELESHE. FEDRER
+FE&E Red Hat OpenShift B & EZE AWS, EAZRRMUTMEER

« £ L% Red Hat OpenShift #5281 , FBAE T FMNAENER AWS,
s RATHBABNZRESZE , URESESENEEMERE,
« £ AWS EfEEEHE LI #22 Red Hat OpenShift #5% |, WRBINAITAE S ENEIR,

B9/ Red Hat OpenShift

Red Hat OpenShift & Kubernetes W BEEKR , JARSREERUEUZSRNER, CEET
Kubernetes FIZhEE , Wikt T B2 M API BRI HEMES , HI#0 Source-to-Image (S21) BE FH EF
B A% role-based access control (RBAC) EkElar & 2. Red Hat OpenShift AJEEHE f Red Hat
EmEEER |, 410 Ansible 1 Red Hat Linux , AR EEERHEEERI, Red Hat OpenShift
SEANRBSHREREEN Kubernetes, TIETIFEH BB AR , Hl20 Tekton, Grafana, CRI-O
Prometheus , EERENEB4CEREE, SLEERNBRKEESHRIREHR—EEE , LUIRHIEBHH
EiE/ES| 28R, WF Red Hat OpenShift (WEEMIEF , 552 B Red Hat 30+,

B8 Red Hat OpenShift 1


https://docs.redhat.com/en/documentation/openshift_container_platform/4.17/html-single/architecture/index#source-build
https://docs.redhat.com/en/documentation/openshift_container_platform/4.1/html/authentication/using-rbac
https://docs.redhat.com/en/documentation/openshift_container_platform/4.17
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£ # Red Hat OpenShift 2848 AWS

EEEMR L , Red Hat OpenShift ERREEE L#1T AWS , BB EEE Red Hat A O#Y5 £ 5.
BURER , BRMEHN Red Hat IRFFHMENN. ESEE—EFR , SUiHBEBIEH Red Hat tk
F. TERATEERER , THREEENEESZAM

1. 33 —1{8 Red Hat 1R,

2. RIRFERFH.

3. HHZEMEAWSEHERELE,

4. {#F RedHat TEAREHEELE,

BRERBNE  SERHTYHE. FHAEEEM Network Load Balancer , #&7 E£#4T AWS,

Create account Generate token
8 o Red Hat 9

account

User

Use token to provision a
cluster on AWS

Administer cluster @ VPC on AWS

from Red Hat P
4 1)
'S

Red Hat OpenShift
cluster

030 25

~g QS q'::‘

Metwork Load Master Worker Infrastructure
Balancer nodes nodes nodes

BERREER

M Red Hat OpenShift £/ Kubernetes TR 2RHREEE , AL FEEREE LY , SINERLE
i (VPC). F#HM AWS L Amazon Route 53, ELFRAEERBAEMBE  BXERFET
ST

ERRBER 2
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- FEEEIE E#ITH Kubernetes Fl Red Hat OpenShift &85 & 12 4| m IR 7%
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- BERBRGRERIE

- BEERESUERRE

- BERERKH

» Service Broker
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RHRIEIE

EMEEEMW HERZE Red Hat OpenShift on AWS :

- BRERXMGRODWBDME (P) - FAERUESER HINEHTELSEONE), TATUAKS
BIRIREIRIETAR{E., Red Hat OpenShift Service on AWS &5 5B R (rosa CLI) AT ETE
Pl &8+, I~ —&IATR,

- EREMERNERRME (UP) - FTEERRMETH , SR BRRE (ONS). Amazon EEHEE
# (VPC). BIEMEAMRHTABLIHRYA ,  Red Hat OpenShift AIREEHERBEZ L.

MEREMEAHBNRERERN (install-config.yaml) , ESRIBFEENHGEZE TH., BE
BEHEECHMELKYE BB TUETZEZEEE , YRABETURDBTESE., TEERT
— L% B ZE MM,

Cluster name

Secret (from Red Hat account)

Other configuration data

Bootstrap node

Infrastructure data
. ——— > install-config.yaml Ignition | Control plane
Platform credentials .

Compute node

Node-specific
configuration

B R B MR A

ZEREXMBAERRE (IPI) £ & MR B/ (UPI)

BREE, BH, FE - LRRERERE,

TRHFFZHTRER, B LA BT RN BB BRI,

X & AWS MEMAE EmER, X & VMware MRERHEE , AR EAL AWS Eif
B,

BES RN BRI 4
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ZEEXNMENERERIE (IP) FEREMENERRE (UP)

BUFMEERRELH K SEERFTEHERINER EERTETHEMEERIFATUFER, (H

AR o m, RERETREEHFESR, )

SEBE, ZELRBISENEEILE , MHEERRE,
e LAE A AWS CloudFormation S48 1T 1k
1E%,

ERIFHREREZHIT, WAZE 1740 B B8 ST SRAGRAE o

P €55 — £ rosa CLI

Red Hat OpenShift Service on AWS BfE IPI AR ZHE | BIRMENNES, BILUEA rosa CLI
REE (FH. MERIMHE ) AWS BEEMER LK Red Hat OpenShift, MEFHMEF , 528 Red
Hat OpenShift 34,

= EE L Red Hat OpenShift & AWS , B %% rosa CLI, ¥ #F AWS Command Line
Interface (AWS CLI) f&[@ AWS EWIRFE, A% , JUAEA rosa CLI $/THRE , LA FERAELUNA TG
TRHOEEE.

rosa verify permissions [arguments]
rosa download oc

rosa verify quota [arguments]

rosa init --token=<token>
rosa create cluster --cluster-name=<cluster_name>

fhEEEc® , JLER OpenShift in HETHRE.

oc get nodes (list all nodes if connected to cluster)
oc get ns (list all namespaces)

WMFFMER , 5526 OpenShift 324,

ERLL AN BRI

- ZRREALREE AWS EHERE.
- REBAREF ; MRHREMBRE , ERETRELR,

IPI &5 — £/ rosa CLI 5


https://docs.openshift.com/rosa/rosa_getting_started/rosa-getting-started.html
https://docs.openshift.com/rosa/rosa_getting_started/rosa-getting-started.html
https://docs.openshift.com/rosa/cli_reference/openshift_cli/getting-started-cli.html
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- FLUEIB S B EE L E R
- b AT A A BR AN EL 3R 4E

_lt:bE.I-ﬁEEI‘J Fl:ﬁi%g .

- BEBEORSZ IR,
« £ rosa CLIAWS CLIMMEMEAREE,
- IPIWFFERBtBERRER rosa CLl,

IPI €545 — £ openshift-install

openshift-install R—Ew S AR , TARREEVES, T EBE K install-
config.yaml BRBEHR-—ENEETYE. L*HRACALABRINESBRIR., NEFHRESR
28 OpenShift 324,

4

1. ¢ Red Hat #ih BN Z £ (FE Red Hat tRF),
2. BEBEEH.

tar xvf openshift-install-linux.tar.gz

3. BWALEBH% , REBHIT create cluster 5,

./openshift-install create cluster --dir <installation_directory> --log-level=info

4, EEHFTZRHE  BEXE install-config.yaml X,

./openshift-install create install-config --dir <installation_directory>

THRMTEH| install-config.yaml BRIV, WFEHREREE , 528 OpenShift X,

apiVersion: vl
baseDomain: sample.com
credentialsMode: Mint
controlPlane:

hyperthreading: Enabled
name: master
platform:

IPI 4 — 5/ openshift-install 6


https://docs.openshift.com/container-platform/4.6/installing/installing_aws/installing-aws-default.html
https://console.redhat.com/openshift/install
https://docs.openshift.com/container-platform/4.7/installing/installing_aws/installing-aws-customizations.html
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aws:
zones:
- us-east-2a
- us-east-2b

rootVolume:
iops: 4000
size: 500
type: iol

type: m5.xlarge
replicas: 3
compute:
- hyperthreading: Enabled
name: worker

platform:
aws:

rootVolume:
iops: 2000
size: 500
type: iol

type: c5.4xlarge

zones:

- us-east-2c
replicas: 3
metadata:
name: sample-cluster
networking:
clusterNetwork:
- cidr: 10.128.0.0/14
hostPrefix: 23
machineNetwork:
- cidr: 10.0.0.0/16
networkType: OpenShiftSDN
serviceNetwork:
- 172.30.0.0/16
platform:
aws:
region: us-west-2
userTags:
adminContact: jdoe
costCenter: 7536
amiID: ami-96c¢c6f8f7
serviceEndpoints:
- name: ec2
url: https://vpce-id.ec2.us-west-2.vpce.amazonaws.com

IPI #45] — 5/ openshift-install 7
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fips: false
sshKey: ssh-ed25519 AAAA...
pullSecret: '{"auths": ...}’

UPI g86l - FEE R B MER AWS EREE &%

BRI LR EBHENEE AWS E# % E#2Z Red Hat OpenShift 5%, ZEEMBEMEE , &7
LAfEFH AWS CloudFormation EZ3R3# 3 VPC, FEEEE. DNS ik Ethxit, MFEFMS B
AWS CloudFormation &2 , 55281 OpenShift 324,

MERE®R  LARERABRREEERRK (CSR) , F el TEH B E Ready MR,

oc get nodes

NAME STATUS ROLES AGE VERSION

master-@ Ready master 63m v1.13.4+b626c2fel
master-1 Ready master 63m v1.13.4+b626c2fel
master-2 Ready master 64m v1.13.4+b626c2fel

worker-@ NotReady worker 76s v1.13.4+b626c2fel
worker-1 NotReady worker 70s v1.13.4+b626c2fel

ARERA TGRS - SRERERRE.

oc get csr -ojson | jq -r '.items[] | select(.status == {} ) | .metadata.name' |
xargs oc adm certificate approve

FEBFEA oc s 5% Red Hat £12 & , JUURFB B EE FHERN Ready FEER,

ERRE 1% |, WTLAMBRSIEBEIR, &AL stack-name AWS Management Console &1 22 37 3 B BF 12
HHH 2 2RI .

aws cloudformation delete-stack --stack-name <name>

ERATI GRS TEREREME,

./openshift-install --dir=<installation_directory> wait-for install-complete

INFO Waiting up to 30m@s for the cluster to initialize...

ERBEXMRNSHEEE CH , FHELRERRERENRBER.

UPI #84 — £/ & MR AWS Bl E 2% 8


https://docs.redhat.com/en/documentation/openshift_container_platform/4.1/html/installing/installing-on-user-provisioned-aws
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https://docs.redhat.com/en/documentation/openshift_container_platform/4.7/html/installing/installing-on-aws
https://docs.redhat.com/en/documentation/openshift_container_platform/4.7/html-single/installing/index#prerequisites
https://docs.redhat.com/en/documentation/openshift_container_platform/4.7/html-single/installing/index#installing-aws-customizations
https://docs.redhat.com/en/documentation/openshift_container_platform/4.7/html-single/installing/index#installing-aws-network-customizations
https://docs.redhat.com/en/documentation/openshift_container_platform/4.7/html-single/installing/index#installing-aws-vpc
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https://docs.redhat.com/en/documentation/openshift_container_platform/4.7/html-single/installing/index#installing-aws-private
https://docs.redhat.com/en/documentation/openshift_container_platform/4.7/html-single/installing/index#installing-aws-user-infra
https://docs.redhat.com/en/documentation/openshift_container_platform/4.7/html-single/installing/index#installing-restricted-networks-aws
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it

REE

%% Red Hat OpenShift on AWS# 58S , BERELRETEL -

JIHF AL ERY  AREREENCERRE.
BmEZREMES, flN, EURSERELRRBGAREEEES,

REMEGSI TENHEREY , 235 OpenShift CLI (oc). Kubernetes &35 % TE (kubectl) AWS
CLIFl rosa CLl,

ERWB A RE.



https://docs.openshift.com/container-platform/4.7/authentication/remove-kubeadmin.html
https://docs.openshift.com/container-platform/4.7/post_installation_configuration/cluster-tasks.html#post-install-rotate-remove-cloud-creds
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EREESE
MREBEHMBRAMEEER?

ZHERENREN AFTREBERERWNIES

IP1 1 UPI Af A B #a {5 IS 2

ERBEARGIREAUATER-—ELZ, NFLE  FE2RABELZNEMNRIED. BRASH
BERPME , IPI REBENFZE.

WMRFBREFEH UPIAWS |, AI A EHENSMmEEREBRREN
AWS CloudFormation &2 ?

MFEFHMEANGEBIEAR |, 526 Openshift X fF. ATLAERELHEAELER BT URFERETE
Ko

MRBEMERBSEER ? 12


https://docs.redhat.com/en/documentation/openshift_container_platform/4.7/html-single/installing/index#installing-aws-user-infra
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®RESRNE IR

1. BEEZNERNFTEETHNETIRERERER,
2. BEBET—HPRHENER.

3. BRMELNEBNEE,

4. THREEBE.

Red Hat OpenShift 2%

« £ EREZEEE AWS

- EZRONEKAWS PR EREEE

- £ LREEE AWS FIREM VPC

« AWS £/ CloudFormation 84 NEAEHEERSR L REEE
- FACAEMENERREESRNMER AWS PLREES

« AWS R EFTHE LREESE

« & OpenShift 28 F & AWS 5

- OpenShift CLI AP (ARER AR EE)

AWS &

« Red Hat OpenShift Service on AWS (ROSA) £ &igm ( 3X# )
+ Red Hat OpenShift Service on AWS : BB ( SPEEE)
- Red Hat OpenShift on AWSHYEEBERX (FEENE)

Red Hat OpenShift 2% 13


https://docs.redhat.com/en/documentation/openshift_container_platform/4.7/html-single/installing/index#prerequisites
https://docs.redhat.com/en/documentation/openshift_container_platform/4.7/html-single/installing/index#prerequisites_installing-restricted-networks-aws-installer-provisioned
https://docs.redhat.com/en/documentation/openshift_container_platform/4.7/html-single/installing/index#installing-aws-vpc
https://docs.redhat.com/en/documentation/openshift_container_platform/4.7/html-single/installing/index#installing-aws-user-infra
https://docs.openshift.com/container-platform/4.7/installing/installing_aws/installing-restricted-networks-aws.html
https://docs.redhat.com/en/documentation/openshift_container_platform/4.7/html-single/installing/index#installing-aws-customizations
https://docs.redhat.com/en/documentation/openshift_container_platform/4.6/html-single/installing_on_aws/index
https://docs.openshift.com/container-platform/4.7/cli_reference/openshift_cli/getting-started-cli.html
https://docs.aws.amazon.com/ROSA/latest/userguide/what-is-rosa.html
https://aws.amazon.com/blogs/containers/red-hat-openshift-service-on-aws-architecture-and-networking/
https://aws.amazon.com/blogs/architecture/architecture-patterns-for-red-hat-openshift-on-aws/
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https://docs.aws.amazon.com/prescriptive-guidance/latest/red-hat-openshift-on-aws-implementation/red-hat-openshift-on-aws-implementation.rss
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AWS R g IR EIFRARR

AR 2 AWS Prescriptive Guidance I2tHI KRS, IERAMEXPEAWMEE. EEERER

AR

RRARHRAZRERER,

&

==

%

7R

A

BERAEABEERNtEEREBER, BLKEE Gartner £ 2011 FHEMN SR AER T

EUTRE :

- ER/EFEE - ZoANAERFEDERBBEAREN LIS HEEE , URSHEME. RaEN
AEREMt. CEESRBEFERENERE, 6l . SENIRBEE Oracle EREEBBE
Amazon Aurora PostgreSQL &R Ao

- FERESR FHHER) - BEARXBEER , Y5 A —ERENECURAERINEE, &6l &
BRI ERE Oracle EREEBE $H Amazon Relational Database Service (Amazon RDS)
for Oracle AWS Ei,

- ENRE (BEERE) - URETEANER , BEREMRRELE SaaS BH, bl : BENE
FRARERE (CRM) RFBRE Salesforce.com,

- FHEN FBHER) - SEARABEER , MAETEAEEUNAERIIEE. 86 BEW
BB EPE Oracle EREEBBE & EC2 #1T/EEE L Oracle AWS Eif,

- EFHE (ERMSERARSRENER) - KERZRBEER K BETBEVER. EEEA
BRAREARERE. BULEARSEREARHELAERIHELENERERK. 6 : &
Microsoft Hyper-VIEERREXN BB E AWS,

- RE (EFRR) - SEARARBERRRED, HYRoETEEZERNERAESX , BR
FERBZTHEILEEINR , URECRERENEREAER , RARBEXRBEARETERS,

- K- BREAIBRRFREFTEFENERAER.

ABAC

ESHE R,
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Rk

RS XERK.

ACID

ASRETE. —BE, BEEE, WA,
FB-THAER

—BEREBRLE , AFRENERENEAKES (EZBEALNERITEAREERARE) ,
EmEENESHEERHEEERBEERARIANRS, hFEXENE, ZRHANES
MAFTE-RMENHR, CEBE , BEEH-HHEBFEESHNITRF,

—BEREBRLE , AFRENERENERERS  BRARFENERERBEREBAEN
MR , ANEENEREERENE, ERENEEEBBATERIEMNRS.

E—#ERY LEER SQL HE , S EHENE -—BOE., REREMNEHEIE SUMH MAX.

Al
w2EAIEE,
AlOps
w2BEAIEERE
E&1t
EEREFKARMBREAEANERF. ERLEIRREBEAABLE, EZERNTEHEAABAER
RER

REARESEMBAENERER , EhBRAREAREEN. EVNFILBRBRERETH.
FERER 12

—BZE2NE , EAHEARENERER  UiHBIRERREZIBZEHRIE,
FEREXES

RREBEANSEEAEXNFEEANES  SFREENEERRAE IR AREHEEE.
BEARERESRRNSMEFNERE , FBRBRIEER. RALCNELHEAEXNLI ER
B EIEFF.



https://docs.aws.amazon.com/prescriptive-guidance/latest/application-portfolio-assessment-guide/introduction.html
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AIEE Al

ERNERE , IR EREERMRATES EAFHEBENEAGE , SINEE, FREENE
BIER, ME/HMES  F2RAERATIER?

AT EE21E (AlOps)

ERAMRBIRMARREBE, BOBREEHNMAITEUARRESRBRENERF. MFEHEN
A7 AWS BB REEHEMA AlOps WFMEN , F2REEESEE,

BN
~ENEREE , CEA-HeR  —EARNENAESRA—EARRENLESR. AL
S$ANESR , BACTARGRS  EELESRTREENEER,

BFHE. —HiE, WEHE FAM (ACID)

—ERRE  DEERRSE TRAERLEEENERT | LARRENEN AR
RAETRLE,
B R AFER I (ABAC)

3
¢
&n

BRIFEFERAEBMY (G, THEBENEKER) BUBHINER., UFEFHER
¢ AWS Identity and Access Management (IAM) 3X4) 8 ABAC for AWS,

BEREERFTERNVLE , FRARAENEANRER, EUUSREERRRTFHNERNERIH
fibiviE , URERERESR , SIMER. BITHBRBILEFR,

oA EE

FRAREMNE AWS EE | AIRREATHREPHERE , YREEE RSP EABE R RSN EK
AR, RIEERERIELR

AWS EinERFAZEE (AWS CAF)

MESSHNREERREE AWS | AHBEBFHESKEARNGE , UENEBEER, AWS
CAF #EEL BB ABEN®ESE . X, AR, BE. ¥E&. Z2VNEE, XK. AENEE
BHZENXBEENERF ; ¥&., Z2NEEERZEENRMRENERF. Sl , ARE@EH
REANER (HR)., ABEEHNENMASEENIZERA. Ht , AWS CAF AR, 3|
RABEARMIES| , HEEBMT R IRAZ RN ER, NFEFMAER , FSH AWS CAF UM
AWS CAF HERE.



https://aws.amazon.com/what-is/artificial-intelligence/
https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-operations-integration/aiops.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/introduction_attribute-based-access-control.html
https://aws.amazon.com/cloud-adoption-framework/
https://d1.awsstatic.com/whitepapers/aws_cloud_adoption_framework.pdf
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AWS TEEHEKLERE (AWS WQF)

—&EI8  AAHEREERIHEH. BRERKK A UYRMHIHEMGEE. AWS WQF FEMR
AWS Schema Conversion Tool (AWS SCT), T80 MEREEBERNEX R4, EAEXE
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