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SRR IRS

EEEAMNEERER K RMAEBLHEEMAREERBECHIRBENE LIRS, B , HEEKS
REOREVIES (M%) REEHRBERKE. BEUMKRFR® , BIEERFHRE. EE , £ IPAM RRRMHER
BEEF , & Amazon Virtual Private Cloud (Amazon VPC) IP Address Manager (IPAM) 3 &l 1B #¢
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» IPAM
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https://aws.amazon.com/resources/create-account/
https://docs.aws.amazon.com/controltower/latest/userguide/getting-started-with-control-tower.html
https://docs.aws.amazon.com/vpc/latest/userguide/extend-tgw.html
https://docs.aws.amazon.com/vpc/latest/ipam/what-it-is-ipam.html
https://docs.aws.amazon.com/vpc/latest/ipam/what-it-is-ipam.html
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'Fﬁa/T_\EEZZHﬁIE ,L,\E’Jﬁﬁﬂﬁuﬁ%’ﬁﬂﬁ Hlfmﬁﬁl%‘%)kﬁﬂﬁﬂﬁ%\a % i\ﬁﬁ’rﬂ%ﬂ R

Availability Zones A and B Availability Zones A and B

'Spoke VPC A (10.1.0.0/16) ' AWS Transit Gateway ! Inspection VPC (100.64.0.0/16) !
@ Workload subnet ‘Workload subnet ' | . Transit Gateway |
(10.1.1.0/24) (10.1.1.0/24) ! h subnet (100.64.0.0/28) | |
. Spoke route table | I
D i : &%
EC2 instance Transit Gateway | | Transit Gateway
elastic network D | > ' elastic network
interface | | interface |
- - Firewall route table H H
. I ! . Firewall subnet !
........................................ ! (100.64.0.16/28) !
| Availability Zones A and B | D — | T\ |
| (—%-) o———— [
'Spoke VPC B (10.2.0.0/16) | | Narg | [zl
H ' Network Firewall ' Firewall route table
| | endpoint H
. Firewall subnet Public subnet ! . .
Internet gatewav (10.2.16.0/28) (10.2.1.0/24) I B
| & @ : | nvalability Zones Aand® | | nvalabity Zones Aand B |
i NG ! i ailability a i ! ailability a !
Network Firewall Application Load ' |Central inbound VPC (10.11.0.0/16) | |Central outbound VPC (10.10.0.0/16) |
endpoint Balancer ! I ' | |
N 1 ' 1
038 | H . Transit Gateway H H Transjt Gateway H
S, ! ' subnet (100.64.0.0/28) | ' subngt (10.10.0.0/28) |
@ Transit Gateway | | H | |
subnet (10.2.0.0/28) Netwrrk Load ' h @ H h @ H
Balancer ' | N T | Transit Gateway Amazon Route 53
@ I i Transit Gateway ' I Transit Gateway | | subnetroute table
| | elastic network H | elastic network |
Transit Gateway ' ' interface ] ' interface '
elastic network ) ! e J e

Descriptor Text Goes
Here. 2-3 lines max.

o [r—— 5 - [B e 5 B v E Route 5 esavr
@ Private subnet | ! 1 ' .10.16. ;
(10.2.2.0/24) H | :

. .

e

.2.2. ' '
! ' U LN
—1 | 1 H 1 1
. Network Firewall
: : Application Load : : endpoint : /\>
EC2 instance ' ' Balancer H | ! N
' ' Target group type: IP ' L
| | address |

Ints 't
Internet gateway nternef

Target: 10.1.0.5

@ Public subnet
(10.10.1.0/24)

Spoke VPC (10.3.0.0/16)

@i
i

Public route table

@ Private subnet

NAT gateway
(10.3.1.0/24)

; é E E Public route :;L{ -

4 Tl | | AWS Direct Connect
EC2 instance Transit Gateway y T T gateway
___________________ Internet gateway o
N
5]

AWS WAF & EI
ylindl ® ?

On-premises DNS
server

AWS Direct Connect

Client

£ 7 & %3 Amazon Elastic Compute Cloud (Amazon EC2) #11T{E# AWS WAF AWS Network
Firewall 28l , FTERBEBFEERBNEARENSRBEHE, ARENMEELERENS LS
Network Firewall €& , RAEBZZEB Kb, Amazon Route 53 EIEFTHA DNS #BiTE |, WIRHEH
DNS log BI2&R. AWS Transit Gateway s E AR IR HEH IR,




AWS S ER¥E 5| 5 HSE KHBEEERET AWS Control Tower

- EXTE VPCs

- #83% ACL #H&E

o S XFEREH AR
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IP ik, IPAM R8T RIEREMNFISEEREMD IP thit 558 AWS [EiF, IPAM EH EEFER+
By IP bt FFIEREY IP Hust, EHEBRESR IP it T8  WRBZENMAERESEISEN CIDR E
BB AIS VPC,

ZiR IPAM

RIEFEER , AWS Control Tower EEIRF P2 RMHEBL IPAM HHRE, EERFRIRFERE IPAM
EEEEIRSEM IPAM AWS Control Tower BB ERIGHERIRE -

1. # AWS Control Tower EE#RFH , BEE Amazon VPC fR#%.
2. BB Amazon VPC IP Address Manager,

3. EEflERY |, BEEERE.

4. BERE AR ALTEEIIRF R THRARKIRS RIS,

REFMLE , AANEISEHAETRREBBIES Y IPAM @&REF.
%5 IPAM BEJE

FRMEERE IPAM 28l , SRR T SRS D AT R E4E

- IPAM &R CIDR E##
- FEIEIBR IPAM SR EREIR N EFFE N

IPAM 4


https://docs.aws.amazon.com/vpc/latest/ipam/what-it-is-ipam.html
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1. BB AWS Management Console , A&REEZE Amazon VPC IP Address Manager £ &,
2. B IPAM., BWAER. BHE AWS BEAHR.

BY IPAM B, XS EWESE !

- NE , ARBRENEALE CIDR B

- FE , ARBRENMEATLSE CIDR B

BURLEE IPAMEE. ETEH , RLEEER AWS £E.

10.0.0.012 AWS Pool

Region 3

Region 2

Region 1

FRE- FRE- FRE-
PROD PROD PROD FROD PROD PROD

4. BEUBEBHRHER :
- EFNERE
- BEBREEENEENERE
EBLAERETEHENEGEE, —KRMS  BERCEAASEERNILEEE  RIECBVEFHAR
BEBECH /G CIDR BRI AE IP it FEE R,

FRE IPAM
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IPAM £ &,

EREVE VPC B, RPEZZEH IPAM B VPCsiEM ., EEBRFESRE VPCsH CIDR BT
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% 7E VPCs

VPC 2B FIRRAAEN AWS | BUAERNER P LMK, mANBEREEERABIREFRIE=
EAR[EK VPCs :

- B VPC
-« BA VPC
- & VPC

#1@ VPCsEi s E AN ERIZ, FRAERXMEM RETEILBEEL VPCsH , R T AIEEHFTRH
VPC 2%,

ERENIEL VPCshy , FREER VPC EIH, A& , ##E IPAM EER IPv4 CIDR E#E#EE , ZH
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Bh K& VPC

B K& VPC B AER B MERER A AWS Network Firewall, £ A& VPC & | By AERE
FHERE -

- ZEERANEERBEERN 7%
« BAKHEE A Y =B 7R

BA VPC

REMRIRER | BEE LBz RIBHNRE AWS, EEA VPC f |, BE5EE Application Load
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LNEEEE, EEA VPC & | BITAEFHEEK

- AREEE Application Load Balancer H =8\ & FH3%

R E VPCs 6
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B VPC 2RIk FEHNRE, &L VPC F , B T HIAMEFHEE

- ZETETARETN=ELE TR , SETFRREE NAT BE,

- ZETRAERSPH=@ELE FEE A SETFERFES —ERER , REHRRKRE 0.0.0.0/0 BHE
BRI~ E FHERRFPEIYM NAT BE ID ID, #EhBEEEREENE 7K.

BEMAEFEERTEEL VPC BB,
VPC REHE

EERKHEPERNENMERRUE KRR SN , FBRE VPC RIZAF. MEFHMAE
Amazon VPC M ME&E VPC HiE R , UBERAEH L AWS IRE,

2
s
&5

A,

#HE% ACL #HRE

MR TF B HIEE (MR8 ACL) R —E&EMEBMR , AI1E1E{IZ)E Application Load Balancer M &
ER S MNIERRBEE (DDoS) HEAHMEETHR , FANEBREEANELRE.,

ATEHLEIFEIP thit s CIDR B3 , FEAAKR ACLNEANESEHEERPHIBIEEBRA, EHEK ACL
F, RAREEREFLEINEEEAR, BFEXERABEENRAFESMEEERR, MWEMHE ACLs
MNEHAE , 5528 AWS Documentation.

&R BBy A i

EF)&JUF‘* VPC AWS Network Firewall F&88, It VPC EBFEER X ERBERIRE H AR
, R RERBRERNTRE  EBREA G,

B Kt 48 Rl B 4E

EEBERABFERAREN AWS ZER B REEMEBERH N VPC R MR |, AR AR HE
B VPC R E, BIBERIWESR , B EREHEMRERL -

- RERA - RENCR K SFEERERESONEHN SHEANHMRERE.

& vPC 7


https://docs.aws.amazon.com/vpc/latest/userguide/flow-logs.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/patterns/configure-vpc-flow-logs-for-centralization-across-aws-accounts.html
https://docs.aws.amazon.com/vpc/latest/userguide/vpc-network-acls.html#nacl-rules
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LR BIEF4AREfE Suricata A ARTEB R (IPS) R, MEFME , 52 B Network Firewall 32
#,

Network Firewall t8 X B REE R, BEARIBEERRBMHEEZRNHRAREZFTH S EMEN

IJILE y Jf)\r“ﬂumium (]

« EIRER A - Network Firewall BV ERER A S| G2 B2 T ERERUFENSER T, BEN
KEFEEBAR , flIRES A RNE WA,

« AWS ZEREI RBIBHE — E&E A Network Firewall B | A LAFEL AWS S ER B RAIEHE, &
Lo 785X /Y 7] A 3R BI £ & 24 Eup-to-date security. AWS update R BB 8 |, B BNEAFHREIRR
BEAEM,

B KA R

BYHARBREE , WBRERBEEZREH BBERNRAER BN EZNRETA. EERAT
UREBVHNZERA AWS |, SR BT MBS RER A,

B K s

TEBH K& VPC A | SRR EZRAIF MR BERRE B A M, REpABEAN =@ 7RK (mEER
FE FHER% ) o BIBHAAER , 52 T Network Firewall 23 #Y VPC i,

ARIE KB A& VPC E@mRE TR EN0.0.0.0/0 , BRERBIELRE, RERME , FiE
TE 5 B R 18 71 pE L H 1 FE AV B e B TR AR AT . B E R TRER RSB B R TR R & B8 B A AR
ENSH A%

B K & 52 8%

AT B ATREER B MR SHAVRE |, R AR ER. BRT BB AREREBNER 2, B XERC i
E A5 &S # VPC A ERERNEAMEE,

B REERE

EHERZ AWS ERFEERAREN AWS B FrEN # , ERKIRFTREYBRRE. EEEY
EWEER  FERTERKAREENEN., Akt , £FRIREVPC HER K EREERMERAR
FIEENE R B,

sHYERRE  EY=ZEBTENERFEREAR

Bl K BUR 8


https://docs.aws.amazon.com/network-firewall/latest/developerguide/stateful-rule-groups-ips.html
https://docs.aws.amazon.com/network-firewall/latest/developerguide/stateful-rule-groups-ips.html

AWS 75 483

« BAVPC B@FERBX :
- BB - DERBHREMNATE VPC E#E | EH M A& VPCsERA.
- Bi%- BAviH0.0.0.0/05E M K& VPC MV ERRERE B o

- BAEREERRERBRX
« BB - By A& VPC REER,

- B - TR AR VPC BRFERBERY , REEHE , HREL AME VPC BRARIZ B/ VPC
i, EEERERERERAIBBREN  FHEENH0.0.0.0/0E0EH VPC NEFER
Ho

- BLEBRERBAX
- BAMH - BBt R P IED VPC B,
- BRE-EYEN0.0.0.0/0EMAHNE VPC BIBEENFERH.

5 HURE KHBEEERET AWS Control Tower

(® Note
MEIRFERRRERBABRENTH. FOEMERIRE PHEEAEBEARSIRE.

TERTNARRE FIRS VPCsER B R EH Rk S M@ RARR R E M VPCs MAEFEH.

Network account
G—M@—C

Inbound VPC Centralized transit Outbound VPC
gateway
®

Spoke account A ‘ Spoke account B

Spoke A VPC Transit gateway Transit gateway Spoke B VPC
attachment attachment

S REEE
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X E VPC i &

VPC in ¥ R EHEEH VPC REY , MAEMBTATAE VPCs AWS R R ERNER, ERFBRNER
VPC ik, EHRABRRAREN , RAKEMEE VPCs FRBE-—RmHEKEF , MT 22 @EimH.

EBER R

Gateway VPC i 2h12 B2 Amazon Simple Storage Service (Amazon S3) 1 Amazon DynamoDB #Y
ARER , MAIETERREEFEDR VPC 9 NAT FiE, BEMERN VPC mEFE , BERETFTS
£ AWS PrivateLink, FEinREERMYE, MREFEEBLLEERES VPCs FH Amazon S3
# DynamoDB , &#F A EM.

SUTH i Bh
NHBHHEBAE EARE AWS B3 e BE I FEEFA AWS PrivateLinko

EEE VPC # | BIFFEMN VPC iwE. ¥ Amazon S3 Fl DynamoDB , 7£{& 5| VPCsH 2 3 &
mE. AN VPC mMIIETIEE .

+ Amazon S3 #2118

* DynamoDB

+ AWS Systems Manager

8

TEBERIMAER AWS IRF AWS Bk £+ VPC in% , £ EC2 HiIfTHERBRH MR LFEENE
AR, ELEED , VPCBHE—EIRFFH EC2 Bi1TEBILUER VPC A HE I VPC 2K
&M Systems Manager T{EPEER o
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AWS account A \
Private subnet ——>
AvailabilityZone 1 @

_____________ ) Systems Manager Systems Manager
Security group @ Private subnet endpoint

Availability Zone 2

Private subnet ° N
Availability Zone 3 @
VPCA

Systems Manager Systems Manager

- I _______ \ endpoint

O

=

Attachment

Resolver rule

AWS Transit Gateway

! : ?
voreis |
s

VPCB
L, 1
Attachment

U B e | T

EC2 instances

&

@
€3

EREMREERSE , BA VPC nHdE RS UBEBEANE - SEhNMMIRF F, S URE—
MRFEZYMEE VPC inE.

283X DNS # Route 53 X E

EoEX DNS £ B SERENARERULETEREE , AWS IRF W EZEBHLEN
VPCs, LtAERMTHIES -

o IR B

s BABHBRLERNEE

- W TEEEN  HABBRTUBUEEEFAEEGMERBN VPCs , MEZKBEEHPRE

2 8#zX DNS #1 Route 53 (2 E#E 11
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Route 53 2 EE

Amazon Route 53 Profiles AIfE{LFEE EiF., @BTRERNEIERAF Route 53 DNS B A &R AIE TR E
BHWEBMEA AWS IRF, EBRE—REEEBELER , B UIRKEERE,

B AL EREEAM REFEYER, flU, MREEEREEONATNTEARBNLETER
B, BUEE- FRVAMAFRERSE , AWS IkRF WAFHEE Route 53 SR EE R EABI. MRS —
ERFPEZMEENEERESAR  SUUEZIRFLARRESR  WELHLEN VPCsEHB, ErHER
DNS #iTEEZERFRE , MEREEEKRF P ERTERIRE.

T B Route 53 Profile sharing AWS Resource Access Manager (AWS RAM) #H%&, Route 53 5%
ERTTLEE—RSE, AWS Organizations {E# BV B ERABHA,

AWS account A AWS account B
= ®

& >
(O=3

Route 53 Profile AWS Resource Route 53 Profile
Access Manager

<

Route 53 hosted zone VPCA

abcexample.com

VPCB

ZERRUT TERRE

1. Route 53 FRERE2RIRE A LA EIRF B,

(® Note

£/ 2 8z DNS M Route 53 FRERK , ER BB EEIIRF N VPCs < HERMENEE RS
R,

Route 53 FXEE 12
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AWS WAF

B LAMER AWS WAF ERRIR , BIREENEAERN I RAIRE |, flEHELESE. SQL &
AE DDoS, ¥R AKKMEL 5% , 387E Application Load Balancer AWS WAF BIERE , Y EHR
BB IEEEN AWS WAF #Al, ERERERIERBMEBTE HE?’]’%E’JEEﬂ;ﬁEﬁ’%EéEE FE
7% , WEREEAEBBRECIMELZ SN,

TEEREAREEAMKIKRE F AWS WAF B Application Load Balancer, R#BIEIRE , RESK
HZ OU kR F## Network Load Balancer = Application Load Balancer , Y& % B & EC2 #1718
.

Network account

8- {\@') . >

Client AWS WAF Centralized
Application Load
Balancer

?.

OU account B J/ OU account A

l—_l__l“:l%o ;ﬁcﬁl-_l__ltl

EC2 targets Network Load Network Load EC2 targets
Balancer Balancer

AWS WAF 13
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BBBEFEAEFPVERRE , BULERTIER

- EEE/EMEBH CIDRs B Amazon VPC IP Address Manager (IPAM)
- £/ REMhub-and-spoke B #BEE AWS Transit Gateway

- ARBERENEEHAE

- EBRBERHABPEPRNEARRENFTEEAEINE—EAY

- BB RENE— VPC R

- SZAILATEEE — (BB DNS 4T

- WEBEEENRZSY

- BALEE—NERFREASNRERS

- R2FWMVPC iH%
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IPAM ¥

By IP #tbait B 38 AWS Control Tower ( ZBEECE )

5 AWS Network Firewall ¥l Z£ #hiERE Z 1R 52248 AWS Control Tower ( ZFEEXE )
£ Route 53 Resolver f{L ZIRFIRFEFH DNS B ( BHEEXE)

B i] AWS Control Tower(workshop)

BEEENEERESE : B8 (workshop)



https://docs.aws.amazon.com/vpc/latest/ipam/what-it-is-ipam.html
https://aws.amazon.com/blogs/networking-and-content-delivery/ip-address-management-for-aws-control-tower/
https://aws.amazon.com/blogs/mt/scale-multi-account-architecture-aws-network-firewall-and-aws-control-tower/
https://aws.amazon.com/blogs/security/simplify-dns-management-in-a-multiaccount-environment-with-route-53-resolver/
https://catalog.workshops.aws/control-tower/en-US/customization/aft
https://catalog.workshops.aws/control-tower/en-US/extending/networking/
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+ T.V.R.L.Phani Kumar Dadi , DevOps B[ , AWS
« Chintamani Aphale , EERBER , AWS

- Jagdish Komakula , &R & FHE~B , AWS

« Pratap Kumar Nanda , DevOps EfEEER , AWS
« Pradip kumar Pandey , DevOps EERBER , AWS
- Aarti Rajput , BFEEER , AWS

 Mayuri Shinde , B[ - DevOps , AWS




AWS S ER¥E 5| 5 HSE KHBEEERET AWS Control Tower

M A B 52 AT %

TRERTAEENEARE, MRCBRIBERRENRNEAN , TAFTH RSS HE,

#8E R H &
EBRE A EBREDN DNS MEFXE 2024 £9 A 30 H
ARENEREEER,

HIEEA B AR 5 &= DNS 2024 £9 A 20 H
Amazon Route 53 SR EREHNE

.

R H iR — 2023 F£12 A 27 H
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