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- EABTRAIGIZE
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BHER, IR HESEEAFXERITAR, NRLREAERTEFRARERE (CRM) X4 , BI—{E#E
FAFARERE—EBENRERERHETHNFTIMEME. S—ERBEATEES—EER, 2
BENER, PRERERIRIUUZEZELEL , EfFERA SaaS FARMINBERREE, CBE
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Requests and events

|

Guery
(with optional context
and entity data) v

~
Application P
vy
RTEBEEERABRIER?

d | v
Access decision X

(allow or deny)

Amazon Verified Permissions

Policy store
[
[
L
[ L

BB 59 HER (40 Amazon Cognito) fEAERFBEHNET , AENEAEXRHETHE, UBEKER

BRONEMERMRLT R, EUNZERAEX  BHERELREFANHABEER  AREELERNE
e, HEMENELE. CRENERACRABENRERE , UREBS2BANERNAENBIE
MEMTEN , BPREEEERS., BAUUERRIER, EFRUBRVYNMFEFRA , URELE

WA EFIRER,

EeBmENERS "“IME%@?—? Cedar WE, ABURENESTAFZESRRTER, ERESEE

Brey FE AR S A AR TN ER

ES O HuULBEBEEA Cedar fmBHFEA,

EHAEREFRERKEZEBNEIR

EeBmENERS "“IB&E:‘ZEEU WA HAERMEN —Bs BEML. SN ERITREREYR

A, AEAENEEN—

. REMER , ERENRABAEAF LRNMEN —Ho 8 , B

ZERSEESNESERE (CI/CD) EEREE, BARERFRMRE, E , AR BAUERE,

EARERFRARAE ; T8 ,

FERENNEBEAE LY FTEATIHINE, "EERARINPXEELY

Bt , B RAERET AR EFLLThEE,

f# /A Amazon BRI
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MRFERHUREEMRFENABBIRUERBZ AR |, AVERREBBRISERMGERERER |
EAREBRN—Br. KER , KRB SEIE B REH, SRNEM,

ERUN TR

Cedar 2—RBEE, JEXATEZNRAXNTFEERFZES , THHHERAESKERARIERRTAR
B, RREEENHBAETUERAHIZLEAEHEARKXERRBTEMNRA, TS EKE
MmEE—-ER, EEARINEAEZEESHERVTEER , ENEARNEM Cedar RAIG|IZBE
KIFRE, Cedar EFFHEARNBER , WEBALLOWSDENYREK, Cedar XETMEHNERANERN
RESRA , AFUACGAERNFEIUES (RBAC) M BHAERNFEUES] (ABAC) , MiEIB BB
HIEXZED,

Cedar TRERERBEEEREREIFH. ECEBRARANEABREERE , BRI Cedar
MRESIZRHNEZEREDEERE, NREERE (RERALLOW) , BHNEMAERFTABITHER
RYIRME, MRBARERE (JRERDENY ) , ENEAEFTREREFERER. ENNEERHHIE

« RBEHN — Cedar EAXERBEARIIMITE , AUABTAESEEMER,
« 3B — Cedar XEZ 5| R AIARIEFEE , R A RE B AJIEFTAVENGFT(E , BEEBHAR.
« 94 — Cedar XEAHRAKEERFENZLERNITTE,

MEFHMHER , 5528 C edar #8Y,
1 EECREERNSEMHESR ABAC

HELEHIRBFIF , Amazon BEFFAIARHEAABLEEREFNERNHERRBHINET. FHE
2 Cedar BABWBHER , LURE MR Cedar ERFHURFIREK, ELEFIXTREAH T RAt Cedar M
ERFEERATRMAIENTERE, WFE Cedar WELEBIHE , F2B C edar Xt

ETEY , B#AAERGEETEZviewSalaryGETHEAMHBBNWE —REHERA : ETATURER
CHHE K METIAUREEEMBREEMANGE. SUUEACRENERFRBRHHTELRD
FRA

Bob

8 IviewSalary/bob
iviewSalary/alice

-
GET Payroll microsernvice reed
Alice NiewSalary/{employee) 4 -«
) ) Access decision
NiewSalary/alice N {allow or deny)

& NiewSalary/bob Amazon Verified
Permissions

Y v

F



https://www.cedarpolicy.com/
https://docs.cedarpolicy.com/

AWS REHESE S F SaaS REM API FEURE | BEZEMREME

BETAUEEBCSHH K,

£ Cedar F , EXEBRRKREIZHE, BHEIREFNER, EEREBHERACACRIERER
IR , CFEERMETZEE, BF. ERVNEREE,

« X8 (principal) EEANSEAEIAE,

« BIRE (action ) RHFERFEIVIRE,

« &R (resource ) REMEEEHENEL,

- BREE (entityList) @E8ABERMENFMEXEER,

ERREEFRRASTULURRECHFE , BULREYM "CRIBHNER, RA, WTFAR.

permit (
principal,
action == Action::"viewSalary",
resource
)
when {
principal == resource.owner
I

ERAIEFE Actionis viewSalary MFERFHNERRALLOWEERERESRENBUHEEE,
Bign , W12 Bob RERFERKNEAERE AR tLRSFERKNESE , BIFRUFERALLOW,

THRBEERSRRXZCHBOER , SUHEFRRIETTME. E0EHT , Bob 212
HviewSalaryERHNEAEHAE., Hit , Bob RERBERMNWIERENployee, Bob EXRBITHEIE
& , viewSalary, MviewSalary @R ERSalary-BobBa R —EB#H{TSalary, 4 T4
Bob BE AT AR Salary-BobER , BFERMU—EEREE , 8B EEmployeeki{H Bob (X8
) BEEZEEREH2ERMN owner BMSalary, BRI EHRIRMLEBentityList , M
BB MSalaryBEHES |, REEEEEBentityldentifier&EE EmployeeF{EN S
#Bob, ERFNHERSEBEERPprincipal B EESalaryERMEB fNowner BHEETLH
B, UHRE,

{
"policyStoreId": "PAYROLLAPP_POLICYSTOREID",
"principal": {
"entityType": "PayrollApp::Employee",
"entityId": "Bob"
3,

w1 EEERBEERNSLHES ABAC 8
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"action": {
"actionType": "PayrollApp::Action",
"actionId": "viewSalary"

1,

"resource": {
"entityType": "PayrollApp::Salary",
"entityId": "Salary-Bob"

1,

"entities": {
"entityList": [

{
"identifier": {
"entityType": "PayrollApp::Salary",
"entityId": "Salary-Bob"
3,
"attributes": {
"owner": {

"entityIdentifier": {
"entityType": "PayrollApp::Employee",
"entityId": "Bob"

}

}
}
},
{
"identifier": {
"entityType": "PayrollApp::Employee",
"entityId": "Bob"
3,
"attributes": {}
}

HERIBEBRNWRERREEUTABEAEE  EFBMHdecisionZALLOWEDENY,

{
"determiningPolicies":
[
{
"determiningPolicyId": "PAYROLLAPP_POLICYSTOREID"
}

w1 EEERBEERNSLHES ABAC
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iF
"decision": "ALLOW",
"errors": []

}

FERIBERT , BA Bob EXBRRBECHFHE , FTMEEE "ERFBHER.L WREZRSFTML
BALLOW, ER , RFIMEERMH "CRBOER,) REFSITRELERA, RETIARTNEE
FHABES true :

BT AL E R [ MR E N E T AR,

EETRELHEESRL  BUMRMEMERER, THRBETHEBIERALLOWES , viewSalary B>
PHERREREEENR TS HEENEMowner .manager, fl , 1R Alice RERFHEBRMEAME
A& , M Alice RBREEENEES , AlRAIFHERALLOW,

permit (
principal,
action == Action::"viewSalary",
resource
)
when {
principal == resource.owner.manager
Iy

THRBERGREXZCHRBOER , UHEEGRAETIMG. ZHEHFD , Alice 12
HviewSalaryERWEAFEAE, AEBEMKEETRNERBMEREnployee, Alice EFEHT
WEIERviewSalary , M&viewSalary "N ERREASalaryWE R Salary-Bob, &7

iFfE Alice BB A UM Salary-BobER , REERM—EEREE , BEEEmployeeREE
fEAliceEmanager B , 2R S AREFENEEownerSalaryBHEHEEBSalary-Bob,
FAalEP R EBentityLlist , HPEMEBABNBMSalary3FEHEE , ZEEEETE
dentityIdentifierg & EmployeeM{EN#EE EBob, "ERIFMNHER. LB EownerB
% ZEMETMAEEEmployeeM{EBob, A% , "EREMNER. S (HEMEBKmanagerB
| EmployeelA§ HERR MM EMEETHER , UBHBRERE, HEEBEERT , RELKALLOWH

Aprincipal Fresource.owner.manager@BH¥EHEEN,

{
"policyStoreId": "PAYROLLAPP_POLICYSTOREID",
"principal": {
"entityType": "PayrollApp::Employee",
"entityId": "Alice"
1,

w1 EEERBEERNSLHES ABAC 10
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"action": {
"actionType": "PayrollApp::Action",
"actionId": "viewSalary"
1,
"resource": {
"entityType": "PayrollApp::Salary",
"entityId": "Salary-Bob"
1,
"entities": {
"entityList": [
{
"identifier": {
"entityType": "PayrollApp::Employee",
"entityId": "Alice"
1,
"attributes": {
"manager": {
"entityIdentifier": {
"entityType": "PayrollApp::Employee",
"entityId": "None"

}
}I

"parents": []

"identifier": {
"entityType": "PayrollApp::Salary",
"entityId": "Salary-Bob"
1,
"attributes": {
"owner": {
"entityIdentifier": {
"entityType": "PayrollApp::Employee",
"entityId": "Bob"

}
iy

"parents": []

"identifier": {
"entityType": "PayrollApp::Employee",
"entityId": "Bob"

w1 EEERBEERNSLHES ABAC 11
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1,
"attributes": {
"manager": {
"entityIdentifier": {
"entityType": "PayrollApp::Employee",
"entityId": "Alice"
}
}
1,
"parents": []
}
]
}
}

HERAL , FEMSESS , RMRM T HvienSalaryF EZHBEBNMERFERA S TAILMER
CHHE K ETRREEMRENENANGE  UREERREARA LB RESERERR
YRR A8 th O] DUE I BE — B B R PR R R R 12 & T | 2 36 4R B Y AR 4

BT AILEE B CHHKM @ MRS B EF AR K,

ERFERALNREERE , THRAIESTGEER/principal , viewSalary HEXK
Fowner.managerfERZALLOWSE EBEERE B HownerEMprincipal,

permit (
principal,
action == PayrollApp::Action::"viewSalary",
resource

)

when {
principal == resource.owner.manager ||
principal == resource.owner

¥

Bl , IR Alice RERFERKNEACEAE , MA Alice EBRREEELHEEE , AIFEBIFTHE
AALLOW,

IFHEE Cedar FBIEFEEES THHMES , HSH Cedar 4.

w1 EEERBEERNSLHES ABAC 12


https://docs.cedarpolicy.com/policies/syntax-operators.html

AWS B EE 5
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L& E A ERFBAVER M Cedar RREEARH RBAC., MBIFTAR , Cedar WEAREER — @

B BRAESETEACHER  YZENMEVERCBNE TS EENE

B : UsersRoles, MProblems, StudentsifBTeachersAIUARABERKWET , Role, EHEE
TL#EUser Al LB E R 4F ] — B AH BB RoLles,

IsubmitProblem
Students A PuOniclT > POST
student-role e = h ) IsubmitProblemi({problem})
Isample-problem
R t
eques’ s v
E-learning platform . v
) L x
Access decision
(allow or deny)
Amazon Verified
/submitProblem Permissions
Teachers /sample-problem POST
teacher-role JanswerProblem answerProblem/{problemy)
Isample-problem

£ Cedar # |, EEEZBBHEERoleStudentElUserBobEAE R KRR KIZE, LB LUBE ARG
FMEE4XRAFoEE—EET., NEBBE Cedar FOEMGEMEN , 552E Cedar X,

THRBIEALLOWS ¥ B EHRole B 2 BB EStudentsWFTE X2 BEE | TMEE
fEsubmitProblem, BRE .

permit (
principal in ElearningApp::Role::"Students",
action == ElearningApp::Action::"submitProblem",
resource

);

T35 RA & E B ER R EanswerProblem , submitProblemZ{ALLOWE ¥ E i E A Role 2 BEE
BFiiTeacherstWTE X2 HEHE T,

permit (
principal in ElearningApp::Role::"Teachers",
action in [
ElearningApp: :Action: :"submitProblem",
ElearningApp::Action::"answerProblem"

:]I

resource

);

g5 2 EACRBERMEMAER RBAC
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AWS BEEE| S5 SaaS B AP FERS | BEREAREME
EEFASLERAFHEESR , A ZXEHNERBERTMZERNEISHEERTAEERENKE.,
Hit , ERARX S ESHEBNEEREEREABEERTLSIZE  EARRBERN -2, ERE
BentitiesBMTHH , AIREL A Cedar iG5| ZRUREWUFTS R 2 TS EENE RN BN
HENEERER., ETHEXBD , FEHNEEKRRERBERUser: : "Bob" AEF I RIEREK
~Role::"Students",

{

"policyStoreId": "ELEARNING_POLICYSTOREID",

"principal": {
"entityType": "ElearningApp::User",
"entityId": "Bob"

.

"action": {
"actionType": "ElearningApp::Action",
"actionId": "answerProblem"

.

"resource": {
"entityType": "ElearningApp::Problem",
"entityId": "SomeProblem"

.

"entities": {
"entityList": [

{
"identifier": {
"entityType": "ElearningApp::User",
"entityId": "Bob"
3,
"attributes": {3},
"parents": [
{
"entityType": "ElearningApp::Role",
"entityId": "Students"
}
]
3,
{

"identifier": {
"entityType": "ElearningApp::Problem",
"entityId": "SomeProblem"

1,

"attributes": {3},

"parents": []

g5 2 EACRBERMEMAER RBAC
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]

FEHEHIH |, Bob BIRHanswerProblemEXRMWEAFEAE, EHit , Bob 2xf , ERENE
HlUser, Bob ER#ITHEIERanswerProblem, A& T {4 Bob A A LA #1TanswerProblemE
B, LEERH—EEREE K ZEREBKAEVserHERER | BobIEIBFRER Y| ARSI
HEFEAKEEKRole: : "Students", HRAEAEFHEPHEMRRoLe: : "Students" REEHITE
YEsubmitProblem , Hit it REERGFT(E ADENY,

S—FH, MREARAALiceHUser AFHE— oW EHERole: : "Teachers"ER
#1TanswerProblem®{E , AIREERSFT M AALLOW , ARRAIFIEE AR

fARole: :"Teachers"HHW B EEHFIEE RFlanswerProblemTEIfE, THHRIEETR T
AHERERERENIRERRALLOW,

{

"policyStoreId": "ELEARNING_POLICYSTOREID",

"principal": {
"entityType": "ElearningApp::User",
"entityId": "Alice"

.

"action": {
"actionType": "ElearningApp::Action",
"actionId": "answerProblem"

.

"resource": {
"entityType": "ElearningApp::Problem",
"entityId": "SomeProblem"

.

"entities": {
"entityList": [
{
"identifier": {
"entityType": "ElearningApp::User",
"entityId": "Alice"
1,
"attributes": {3},
"parents": [
{
"entityType": "ElearningApp::Role",
"entityId": "Teachers"

g5 2 EACRBERMEMAER RBAC 15
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]
},
{
"identifier": {
"entityType": "ElearningApp::Problem",
"entityId": "SomeProblem"
1,
"attributes": {3},
"parents": []
}

g1l 3 : £ RBAC #1TZHFEFEURH

B EAARA KRR RBAC €6l , LA LUER BN FERUMA SaaS ZHF |, ER SaaS RHENE
RER. #ZHRAFHRAREF , BRFN—FREeAXREENEAFRMYE. 4HER , HAF AWK
REEIREEAF BNEN  AEZENTEELHERIERRRKD. THEFRAMAERS
BERFERFENFHEREFEEEARR  URNAEAERESCEREEARNNER,

FEASEABARUFEHRERMENRECACRBEEREEFIEH HISHEA RN REME,
EHRGD , goplstBEERNNRAFHREMSRFEHAS ADATAMICROSERVICE_POLICYSTORE_A
FMIDATAMICROSERVICE_POLICYSTORE_B#FHA B FHEER, MEEMEZHAF SaaS ERAER
WERJBHRZFTZENFHES , F2EECRENEREZHAFKTEZE—,

Tenant A viewDataftenant_a

& lupdateDataftenant_a

User: Alice
Role: all_access_role Request N
POST v
iewDatai{tenant_id) v
Access decision x @
(allow or deny)

DATAMICROSERVICE_POLICYSTORE_A
Data microservice

Tenant B Request

L
& lupdateDatattenant_b v

x

fviewDataftenant_b Access decision
User Bob POST (allow or deny)  paTAMICROSERVICE_POLICYSTORE_B
Role: view_data_role jupdateDatal{tenant_id)

& iewDataftenant_b

lupdateDatatenant_b

User: Shirley
Role: update_data_role

4] 3 : £/ RBAC E1TZSHF FEIRE 16
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T 5 RE 'H_"ZHAJ?DATAMICROSERVICE POLICYSTORE _ARIEHREH, ceRBISEERTENE
RRoleB#HallAccessRolefy— o EMIBERT , T2EEFLUEHERBAA A HEBMOAMEER
$3‘H‘Iv1ewData%ﬂupdateDatainEo

permit (
principal in MultitenantApp::Role::"allAccessRole",
action in [
MultitenantApp::Action::"viewData",
MultitenantApp::Action::"updateData"
1,

resource

);

T 5| R A ADATAMICROSERVICE_POLICYSTORE_BREAIZHEH, F—HFRASHIBITLEERR
EBR#EHupdateDataRoleRolefFil. BEREEEN , cERETSHEELHEAIEA B HHEBHHN
BR#ITupdateDataBIERI R,

permit (
principal in MultitenantApp::Role::"updateDataRole",
action == MultitenantApp::Action::"updateData",
resource

);

F-ERUNERBAERviewDataRoleE AN T2 EEERole FE R ELAFA A B tHEAEMY BRI
{TviewDataBh{E.

permit (
principal in MultitenantApp::Role::"viewDataRole",
action == MultitenantApp::Action::"viewData",
resource

);

ﬁf—:ﬁdﬂkA%ﬁE’9E*EESR%?E%%EDATAMICROSERVICE POLICYSTORE AEE'JT?—BIIE i)
REEFHENRBETRE, EEEBRLT , cRATHENRNE —BRAEAEREGFIM —IB0ET
B, EUHIREERF ,EZ%‘:Z%EE!UserE’\JE%AllceIEEE**)HTVlewDataEMEO FBHEHEBR
¥allAccessRoleE B fHRole, EEMFE E¥SampleData&R#H{TviewDatalRtE. RAEEB#E
iEf8allAccessRoleAE , FILLEREFTEERE —EALLOWRTE,

"policyStoreId": "DATAMICROSERVICE_POLICYSTORE_A",

4] 3 : £/ RBAC E1TZSHF FEIRE 17
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"principal": {
"entityType": "MultitenantApp::User",
"entityId": "Alice"

I

"action": {
"actionType": "MultitenantApp::Action",
"actionId": "viewData"

I

"resource": {
"entityType": "MultitenantApp::Data",
"entityId": "SampleData"

I

"entities": {

"entityList": [

{
"identifier": {
"entityType": "MultitenantApp::User",
"entityId": "Alice"
},
"attributes": {3},
"parents": [
{
"entityType": "MultitenantApp::Role",
"entityId": "allAccessRole"
}
]
},
{
"identifier": {
"entityType": "MultitenantApp::Data",
"entityId": "SampleData"
I
"attributes": {3},
"parents": []
}

MR K NELBRHEAE B BHNERUser Bob , FEFINHELUTIHEEERNANS, FRE
{&iX EEDATAMICROSERVICE_POLICYSTORE BEIFHE , RATHKRBEAMEA B. EFERS |
F2EEBobBEH ERSampleDataBlupdateDataiTEIE, {EBobR , TERUFENMZERE

fEupdateDataEEN — 0. Lt , FREFELEDENYRE,

4] 3 : £/ RBAC E1TZSHF FEIRE
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"policyStoreId": "DATAMICROSERVICE_POLICYSTORE_B",

"principal": {
"entityType": "MultitenantApp::User",
"entityId": "Bob"

1,

"action": {
"actionType": "MultitenantApp::Action",
"actionId": "updateData"

1,

"resource": {
"entityType": "MultitenantApp::Data",
"entityId": "SampleData"

1,

"entities": {

"entityList": [

{
"identifier": {
"entityType": "MultitenantApp::User",
"entityId": "Bob"
I
"attributes": {3},
"parents": [
{
"entityType": "MultitenantApp::Role",
"entityId": "viewDataRole"
}
]
I
{
"identifier": {
"entityType": "MultitenantApp::Data",
"entityId": "SampleData"
1,
"attributes": {3},
"parents": []
}

EHE=E&HHIP , User Alice EFRBERHITviewDataBfESampleData, LERGEM
ZDATAMICROSERVICE_POLICYSTORE_AFRRIEME K RAXTSEEAliceBHAREA A, AliceR

4] 3 : £/ RBAC E1TZSHF FEIRE 19



AWS REHESE S F SaaS REM API FEURE | BEZEMREME

ZEAEHallAccessRoleI—Ep D Role , AIEME ERHNTviewDataBfE, HiIt , FBREEH—
{BALLOWRE .

"policyStoreId": "DATAMICROSERVICE_POLICYSTORE_A",
"principal": {
"entityType": "MultitenantApp::User",
"entityId": "Alice"
},
"action": {
"actionType": "MultitenantApp::Action",
"actionId": "viewData"
},
"resource": {
"entityType": "MultitenantApp::Data",
"entityId": "SampleData"
},
"entities": {
"entityList": [
{
"identifier": {
"entityType": "MultitenantApp::User",
"entityId": "Alice"
b
"attributes": {3},
"parents": [
{
"entityType": "MultitenantApp::Role",
"entityId": "allAccessRole"

]
.
{
"identifier": {
"entityType": "MultitenantApp::Data",
"entityId": "SampleData"
},
"attributes": {3},
"parents": []

4] 3 : £/ RBAC E1TZSHF FEIRE 20
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#if5l 4 : EIB RBAC 1 ABAC #1TZH EFEUR ]

HEREEE—EPH RBAC €6 , LA LUEBHHEEEAE , BUEYL RBAC-ABAC B&
REZERETZHAEFEES, HEFE2s L—ASEHTNERAR  ESHBEREER
#account_lockout_flagMai#& S Buses_mfa, MEHItBRATEN A ERERFER RBAC
M ABAC RERZHAFFEEZRS , Y HESEAAFEA—BALARAFKRE , MARFEHNIERE
FHE,

Tenant A

NiewDatatenant_a

& lupdateDataftenant_a
o - POST
User: Alice > jiewDatal(tenant_id)
Role: all_access_role
account_lockout_flag: false

Request W P
Data microservice ’I e
Access decision X @
{allow or deny)

Amazon Verified
Permissions

uses_mfa: true
Tenant B

NiewDatatenant_b

lupdateDataftenant_b
POST
lupdateDatal/{tenant_id)

User: Bob

Role: view_data_role
account_lockout_flag: false
uses_mfa: true

& NiewDatatenant_b

User: Shirley jupdateDataftenant_b
Role: update_data_role
account_lockout_flag: true
uses_mfa: true

LEFIRRZSEMAF SaaS RAR , BFEEHEDL/EAF ANBERF B RERBRE , BORE
TE Ry &8 41

EEBEEFEREHEDRE  HEfleSBERNIBaccount_lockout_flagEREERFMUserE
BIromE, HEEZSHEEAEHRANEFEE | YHEDENYFIERRIERGHENFERE,
&Zaccount_lockout_flagBEEUser ERHES , X B E S @ TERER D EEHBEHEE
AUserlk, WEHIFERAwhent& 4 E T Maccount_lockout_flago

ZABIERMT BRFRNEENFMAGEES. L TXEEEETERCEBERAZRESNREETS
EE. EEEFILERE | LEfSERAwhenfRE4 R fhuses_mfalfiff , M4 B & BIBHHE G R — &
7. MEBEABMENREABMNREEENFMES  FSH Cedar Xt

permit (
principal in MultitenantApp::Role::"allAccessRole",

i) 4 : FEiB RBAC 1 ABAC #1728 F 12 B 4l 21
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action in [
MultitenantApp::Action::"viewData",
MultitenantApp::Action::"updateData"

1,
resource
)
when {
principal.account_lockout_flag == false &&
context.uses_mfa == true &&
resource in principal.Tenant
};

PRIFEREEREBTenantBHEMLRNERNEE K FRILFASHLEERFN. EEMERAFRH®
MEERA "E-HAZHERAFRATERE,) 7%, WFEEBEZHEAF SaasS BARAN EREERR
FPEENMEN  F2RCRENERZEAFREE—H,.

ZBERETRRTEEHEDHWRKE , allAccessRoledii&{TEIFR#|BviewDataMupdateDatas
A, WRBIEERBuses_mfafHHBI & BEE{EA "account_lockout_flagR. |,
LlfalsetrueR2& 5.

B , THENTHERFESHEEMNEREEIER YA AEBEE | B IEEABAFR. I
BEEUEEIBEHEPHNKE , viewDataRoleXHETEIBR &l AviewData, I , E2EE
Faccount_lockout_flagR&Efalsefluses_mfaf{aMaI & EEBIE, true

permit (
principal in MultitenantApp::Role::"viewDataRole",
action == MultitenantApp::Action::"viewData",
resource

)

when {
principal.account_lockout_flag == false &&
context.uses_mfa == true &&

resource in principal.Tenant

};

F=ERAEN —ERAECL. HRASERERRHEMRKZERBEZFHHENNK
Bprincipal.Tenant, ERHRESEEMNERAEAEA B HEB , U EEBEEBEAFTR. E
AR EBEEFPMWKE , updateDataRoleX A& B ERF| BupdateData, M4 |, LEAESER
Fuses_mfafFtMaccount_lockout_flagRfalseMujZBEBMERST A, true

permit (

i) 4 : FEiB RBAC 1 ABAC #1728 F 12 B 4l 22
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principal in MultitenantApp::Role::"updateDataRole",
action == MultitenantApp::Action::"updateData",

resource
)
when {
principal.account_lockout_flag == false &&
context.uses_mfa == true &&
resource in principal.Tenant
};

AHHENFV=ERIESTETIREER, EHEREERYD , BFlUserEBENERALiceB A
i HupdateData®EKRallAccessRole, AliceEB{EATenantlIBMTenant: :"TenantA",
ZREALiceERBITR , updateData, W AASERAAXE R SampleDatafyE RData,
SampleDataBBTenantAEAREE,

RIBFERAEMES S —E<DATAMICROSERVICE_POLICYSTOREID>FEAI | BE%
HAREBwhenFAHNEYE | MALice ATUEE R TupdateDataite, £—1&

RUEEEET M principal. TenantBMTenantA, FZEFRMHEEZRNE
ttaccount_lockout_flag#false, RRFHFE LT Xuses_mfaRtrue, HRIE={EHRMFHR
e, ABERSEBEALLOWARE,

{
"policyStoreId": "DATAMICROSERVICE_POLICYSTORE",
"principal": {
"entityType": "MultitenantApp::User",
"entityId": "Alice"
.
"action": {
"actionType": "MultitenantApp::Action",
"actionId": "updateData"
.
"resource": {
"entityType": "MultitenantApp::Data",
"entityId": "SampleData"
.
"context": {
"contextMap": {
"uses_mfa": {
"boolean": true
}
}
},

34l 4 : i RBAC F ABAC E1TZ S FEUEHI
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"entities": {
"entityList": [

"identifier": {
"entityType": "MultitenantApp::User",
"entityId": "Alice"

},
"attributes": {
{
"account_lockout_flag": {
"boolean": false
I
"Tenant": {
"entityIdentifier": {
"entityType":"MultitenantApp::Tenant",
"entityId":"TenantA"
}
}
}
I
"parents": [
{
"entityType": "MultitenantApp::Role",
"entityId": "allAccessRole"
}
]
},

"identifier": {
"entityType": "MultitenantApp::Data",
"entityId": "SampleData"

1,

"attributes": {3},

"parents": [

{

"entityType": "MultitenantApp::Tenant",

"entityId": "TenantA"

g4 4 : FEif RBAC F ABAC #E1TZHFFEUZH|
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g5l 5 : EHERFENERM Cedar 1T Ul B5iE

LU UAEAERENER , RERENBESEHE Ul TEN RBAC i, SHREFARBER UI
RENEAREAMS , £ZHAF SaaS BABRAWIERT , Al SRS E-M & EMH FHEEBRE
ARAMSEERA,

ETHEHIF | UsersBiRoleviewer A RFHITEH . HRELFEAE Ul TEXERTMAENIZ
£,

viewUsers
viewData
updateUsers
8 —
Bob .’/’ Application \\.
role: viewer

ul
viewlsersButton

viewDataButton

updateUsersButton
updateDataButton
GET *
viewlsers
viewData Render

Alice updateUsers allowed
role: dataViewonly UPdateData buttons

h 4

Auth Logic Request R
viewData o | v
viewUsers v
updateData » »
updateUsers Access decision
\\ _/f (allow or deny) Amazon Verified
viewlsers Permissions
viewData
Shirley ﬂﬁ:“ﬁeﬁ

role: admin

FL IR  EH Web BRABRNANERE. WLERHATRIURNE T EARBAENRoleVER
- BEERE Web BAEXZER VI, EEEH "CRENER.  UHEEREEREITHD
1, REBBRERREL KA,

THRBEEEARoleER viewer RIBRFAFEAEMNER ., HEAWALLOWRERES
EviewDatafviewUsersEE , MEEZEE REF I DataHHEEHUsers, ALLOWRE SB5F Ul
S2EMERE - viewDataButtonMviewUsersButton,

permit (
principal in GuiAPP::Role::"viewer",
action in [GuiAPP::Action::"viewData", GuiAPP::Action::"viewUsers"],
resource

i) 5 : FACREBENERM Cedar 1T Ul &7 25
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when {
resource in [GuiAPP::Type::"Data", GuiAPP::Type::"Users"]

i

THERBEEEARoLeNER RQviewerDataOnlyREMRER, WERAALLOWZIERE
EEBviewDataxkKHEE , MAEEEE REFAMEEBData, ALLOWRE AAFF Ul 2] IR
#lviewDataButton,

permit (
principal in GuiApp::Role::"viewerDataOnly",
action in [GuiApp::Action::"viewData"],
resource in [GuiApp::Type::"Data"]

);

THRAEEERRoleWERHadmin A REMRRERMERE. LFRAMALLOWE
BRKREEH TupdateDataupdateUsers, viewData, K E#EviewUsers ,
WHEEEEREFEANDatasiHB#Users, ALLOWRE REF Ul 2BRFTE NEIR

#f : updateDataButtonupdateUsersButton, viewDataButton. FlviewUsersButton,

permit (
principal in GuiApp::Role::"admin",
action in [
GuiApp::Action::"updateData",
GuiApp::Action::"updateUsers",
GuiApp::Action::"viewData",
GuiApp: :Action::"viewUsers"

1,
resource
)
when {
resource in [GuiApp::Type::"Data", GuiApp::Type::"Users"]
};

BB A OPA 3] PDP

R EREN (OPA) REAMERRERR (OPA) W —ixAERREEIS|IZ, OPA BFFZAH , BE
PDP EREEMNAGIR TN REZEHEEREF2#., EBARIMBE., OPAEERE PDP 54
BREBREAH. eFAEA Rego WEREEAESRERFAMMAA, ELFANRAEEARESD
BEE, MEESEMERARXBEEEA TEHERERE., OPAEAM T —{E RESTUl API , £

/A OPA 26



AWS 3| $H0F SaaS BRA AP FEUEH : RIBEENBEHE
RRERRESEEHERT, FEMERERE , BFAEXSMHEMA JSON M AREH OPA |, M OPA &

BIREER RAFTEE A , L JSON BEFEUREK. OPA EREHE AT i i RHEER SIS 7] seAH BB AY A
EREIR

Requests and events

Query
(JSON input)

Application OPA policy engine

-«

Y

Access decision
(JSON output)

Query
evaluation

Y

R — —

ga B
Policy [ -__Datg_- 1
(Rego)

-— (JSON)

OPA LLEHFTRAISIZERREER
« OPA R EEA Rego ETHRAFIERMHEEN, FARENFRAEIZE , AFHARMNEALEER
BT AT IRMER R, AT BT RAISI BRI RPERE M IR R #E,

- OPAZEBEAESAESEERA A BIREEE. SUUBIREMEARAEXBEINEE
EBERAUNMBRA  mMAFERAREXRMEERE.

- OPA BT —1{& RESTful API , iEfE{t T EHBUR BB ( PEP ) FI&ERK.
« OPA RERE ML JSON WisTH (JWT ) BEHABXR.

£/ OPA >7
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« OPA RARHRERE  ERRFNREFTEZRPIMARBRBETE , XENREKIES

- BRF OPA SREFETEEK B AL Rego RENRAl , EREXEAEICANEXRFRE
= R,

OPA TEHEBIRHUMHSE :

- OPA BRERAMNZHFEHREMANEERRA, OPAREBERM T —LEAXEXREERAUESH. ER
MECHRR | FERNHEE AP, BEIE API WESXAR OPA ERERE. RIEFELER  £KFE
ZEAFBEESNSEETE (CI/CD) ERREE, BRMEHFRARA , LREE OPA HHRE,

« OPA FERREEMNIRFHIER, ARKERRNARBBFETUARRFAFBENEEBE. W
IR ERR MG OPA B —EREM — AIUSEREAHRE , IREBRBERER , 1€ API
B — (BEUSIELEAAIE OPA AIBLRKRIEHITHIEN1E.

Rego 2R—BEAMNKKES , EERKECEARERNEMEMNEMIEH, Rego WEEBWRE
ZRIBFFEE JSON/YAML B AFIE R , IS HEREBEIR. 520385 F/EEMHBH RAAR
Ko Rego fELREEEAMEBRPHETMBNWEFER A MAEEEEFRIERXES . L T2 Rego AT LM
B — LR E RBI

- E18 API FBRERAFERIER 2

- EREREFNIEOREIENEHE 2ME?

- EEHESNERRBEENRERITS A2

- ATESETRHM , ESHBENBEIHMLEE?

o BTUAR S FERXE FARLE B R FR ?

ATEZELMIE , Rego HATHEAMAIMEELAENEARES, £ Rego REBKRENMERE
RAIR :

- BEER, H0RBIHEXRBAURTRE JSON F YAML EH,
- RAIRERZERNESE,
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Rego BB E &AM UM JSON/YAML ERlE ARBEE | MBI B R A ML IRER
&, C, Java, Go Ml Python EREXFBTEEEMREBEENERMRI R , {8 Rego WERFTEH
REEIFARKZBENVER MG A |, LARMEA &AM BERR RN B,

g6l 1 £ OPA MEXAYEZAR ABAC

AREHERT —BIER , H OPA ARME BB ATHLERAFHREBNHEMREPHNE SRR
®o 1Bt Rego BRIBES R , LLREUMMAER Rego ERFHUREIARK, BELEMIFERERHSE  FEY
Rego 1 OPA ThEE V£ HRE, BB Rego WELHMER , HMEREER OPA 8t L Rego XX
&
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Report
Report generator
IgetSalary/bob
IgetSalary/fjohn
8 lgetSalary/dave
IgetSalaryialice
Bob

Yy

L 4
GETL-\ Payroll
Iget3al ar}r%/ microservice

»~
E lgetSalary/alice

Decision ; | Query
Alice E i
POST i i
lupdateSalary/{user) i i
.
99% lupdateSalary/*
Open Policy
HR / performance review Agent (OPA)

;.
Palicy
Data
amd Re0 (JSON)

EH 7K OPA 1R B £5 5
£ LEH |, OPA St &S MR R FSTHEERSREZ — 2

BT AL REACSHHK,

g5 1 : £/ OPA MERHIEZA ABAC 30
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MR Bob EREHFHEMBRBEUEEECHEE , HFEMRB T API FILEFHFE @ ZE OPA
RESTful APl , U FEURR, $ERFEEE OPA EEBLLT JSON B ARRK -

{

"user": "bob",

"method": "GET",

"path": ["getSalary", "bob"]
}

OPA ERIFEHEM —ENSERE, EIIFRT , L Rego R T 3R EF (il JSON A,

default allow = false
allow = true {

input.method == "GET"
input.path = ["getSalary", user]
input.user == user

k7R , WRAISEREFR, A% K CESHBEZEL2HEY , LFIEAERTHNE Ainput, HE
ErEBEIERER , UFINEENE, NallowRRAFHEZERNtAE , Al Rego RAI2E

[E true. Rego REAIFERFTE Amethod P REEN GET, A& , EBEAMFEpathhWE @
TRIEREE B getSalaryuserZil , RBFEINE—RBiR, HER , CREFSENERE/
getSalary/bobBiB#ERuserifdinput.user k2B L HuserE&, R AlallowEA if-then
EBEIRE —EAERE , WEEPR

"allow": true

£ A ERE R Hy BB 0 #3 Al

BETNEHM OPA ThaE , BALUKERFBELERFATHERRA, RRELEE LBNARSF
SRR IT I P ER S ER ¢

B T ] LAR R 0 M R 5 B9 A A A B #7 Ko

AL EHIF , OPA ATLAFER A EAMYAERE R |, LU B H FBURSK -

"managers": {
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"bob": ["daVe", "john"],
"carol": ["alice"]

BRI LAE OPA RV H O RAIRELEE JSON HE , ZRASED—HEMEERERE, ERHD
BRIy A -

direct_report[user_ids] {
user_ids = data.managers[input.user][_]

}

R EEE —AREENPMAERAEInput.user , ERERT A is bob, HAFH[_1BERARNE
BEANE. ERFANNEDE !

{
"direct_report": [
"dave",
"john"
]
}

HHLEATHRYEERERESAEEENEREREG. BRELRARR , IREIEEE JSON LLEE
BENTHERELT,

BERE

RE—EAFMERLAMNEEEH K RATCHESTMEFRFIEENFRYE
ST LUREEACH TEM#ED MRS NEMANF K.
BEmEER , B UER L Rego BUX :

default allow = false

allow = true {

input.method == "GET"
input.path = ["getSalary", user]
input.user == user
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allow = true {

input.method == "GET"
input.path = ["getSalary", user]
managers := data.managers[input.user][_]

contains(managers, user)

mERR , RAFHE—ERAAFEDREFECHNFEEANTMAEAEFE. £ Rego FEME
EEHEEBNAlallow, . FABEREHE FHRHY., FE-EHRBESHEEEE input.user (feL—
EExRFHER) HEBNEEBHRREE 6 Ui EEEEHRmanagers#8, K% , ZRARE
SEEEHHFAKNAFEARinput.userBiBRBHEB TS EnanagersB 2P EERE.,

FEE

AEHRREIEEER | WREMYE Rego M OPA THEEN EERMENIREK, EHEEZEE |
OPA X , 552 OPA B34 , 37E GitHub Re go IS5 ITER.

g5l 2 : BB OPA Ml Rego NZHAFFEURFIMER EEER RBAC

&8 BI6ER OPA M Rego RAEMMAERRHAFEAEERRATACGNSHFEARENN API LB
EFEERS, BUEREMNAREFEAFRFEE. HERER OPA NARBSHKAGHIREHENSE
A R A Y R BR IR R
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Tenant A
all_access_role

GET
NiewDatal{tenant_id/)
—> Data
microsernvice

A
POST : 5
updateData/{tenant_id . '
Demsmni EDuew
Tenant B :
update_data_role ' '
view_data_role
.
Open Policy
Agent (OFA)
-
Palicy
(Rego) Data
L (JSON)

HAFHNAeaREFENBER (RBAC EX) F , ARA OPA M FEURR !

{
"roles": {
"tenant_a": {
"all_access_role": ["viewData", "updateData"]
},
"tenant_b": {
"update_data_role": ["updateData"],
"view_data_role": ["viewData"]
}
}
}

g6 2 : B8 OPA # Rego 2 A FEEURHI MR EEZEMN RBAC 34
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ELACHEHABACREERK  BRERTENBENRRER S DEBRMAE (dP) &, EEBAE

ENACHREERRMNEAEAREGR  IRXESHERR.

g 5IEA OPA FYRIMERBIRMEREREK | YREELFRAUMMTREHHNTHAF R, ELR

FEALHIERN RBAC B,

default allowViewData = false
allowViewData = true {
input.method == "GET"
input.path = ["viewData", tenant_id]
input.tenant_id == tenant_id
role_permissions := data.roles[input.tenant_id][input.role][_]
contains(role_permissions, "viewData")

HEENRANEELN , FEBER T8 AN OPA £ :

{
"tenant_id": "tenant_a",
"role": "all_access_role",
"path": ["viewData", "tenant_a"],
"method": "GET"

}

BEiB#E S RBAC X, OPA [RAIM OPA EIA , ATttt API FFILRYRAERE

1. XBMTenant AFEREHHHEIT API Hl4/viewData/tenant_ao

2. Data RSN FEHallowViewDataf Al , WEE OPA W A HPETRNE A,

2l

3. OPA 2t OPA RAIFEMAVAR AR MERERNT A, OPAEMEMARE RBAC BURAY BURMKET (4

A, OPA ZHITTIIMEE :
a. BEARET API RIUE A E, GET
b. BRRBATFE R EERviewData,

c. BERRBtenant_idPHWEBEREFHAEinput. tenant_idHBEHN ., ERARSHAFE

fRat, BIEEAMHEAG® , HAEA BEEEEITI AP HILKEERE,

d. REEHNABERTRENACERBEE , YA TCMEREErole_permissions¥, LEERME

REPHEREEEBNABAEZAERER input.role.
e. Brole_permissionsZEREEEMR viewData.

4. OPA B8 T IREBLEIEER MR :

g6 2 : B8 OPA # Rego 2 A FEEURHI MR EEZEMN RBAC
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{

"allowViewData": true

}

5

WEFHR RBAC M A FERBANNAEEIAER OPA MEREREK, EEE—IREPE—H ,
E/viewData/tenant_bfEA T EHE AN APl FEIY :

30
o

{
"tenant_id": "tenant_b",
"role": "view_data_role",
"path": ["viewData", "tenant_b"],
"method": "GET"
}

HRAlEEESE OPA EAWMAHEN AL K HATERHEEETRACGNTRAAEA, ERRALH
FAREEH , /tenant_b¥ Hview_data_roleff RBAC BB MR EEHEH BB viewDatalE
R, HEEMEHTHEEENFEESE/updateData , B LAERLELIH OPA R A -

default allowUpdateData = false
allowUpdateData = true {
input.method == "POST"
input.path = ["updateData", tenant_id]
input.tenant_id == tenant_id
role_permissions := data.roles[input.tenant_id][input.role][_]
contains(role_permissions, "updateData")

LR AIFEThEE FEB2allowViewDataRBIAERE , EERBEIARNBEE MM AL, LRIMUEEREAF
et WMEREATENACRARE API HIUE#ER, EEFNMARFIBMITIIRE , BREUT
AP| SAFH & #B# A /updateData/tenant_b :

{
"tenant_id": "tenant_b",
"role": "view_data_role",
"path": ["updateData", "tenant_b"],
"method": "POST"
}

f£HallowUpdateDataiR BIFEA L EHBW AR , SEE T HRERE

g6 2 : B8 OPA # Rego 2 A FEEURHI MR EEZEMN RBAC 36
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{
"allowUpdateData": false

}

HWEFESTREERE, A AP WIEHEEENFEWEMEED |, tenant_idY¥ BIEEFEAK
AR ERWY API , Binput.roleH&AF Aview_data_roleEFE. view_data_roleR
HupdateDatafZlR ; Eitt , MY /updateData R RIEFEMN ., HMtenant_bHE
Bupdate_data_role.

#ifl 3 : RBAC #1 ABAC W% A FFEES , ¥ OPA fl Rego

HEEEE—EPH RBAC €6l , LA LUEBHHIEEFERE,

Tenant A

A

User: Bob
Role: all_access_role
account_lockout_flag: true

_ GET
. NiewData/{tenant_id
. POST
“_jupdateData/(tenant_id
Tenant B ' :
8 ¥
User: Alice

Role: view_data_role Open Policy

account_lockout_flag: false |—‘ Agent{OFA)| |

]
User: Mary Palicy Data
Role: update_data_role (Rego)
account_lockout_flag: true - (JSON)

— > Data
— %\ microsermice

A

Decision ! ! Query

LEflaE L—EEFPHNERAR , E2HMEFERAEBMaccount_lockout_flag. ERTEEEM
BEACHBBNERAERERE. ZULMERLIELRESPERANIER RBAC AHER :

#if5] 3 : RBAC 1 ABAC WA FFEURS , #8 OPA M Rego 37
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{
"roles": {
"tenant_a": {
"all_access_role": ["viewData", "updateData"]
.
"tenant_b": {
"update_data_role": ["updateData"],
"view_data_role": ["viewData"]
}
}
}

account_lockout_flagfEAEBMHTUEEZERRYE , FABWMAZEASE Bob B OPA &7/

viewData/tenant_ati—&f % :

"tenant_id": "tenant_a",

"role": "all_access_role",
"path": ["viewData", "tenant_a"],
"method": "GET",
"account_lockout_flag": "true"

BRFECARNR BRI NESEL , BEEENN—1TREEaccount_lockout_flagEtk :

default allowViewData = false

allowViewData = true {
input.method == "GET"
input.path = ["viewData", tenant_id]
input.tenant_id == tenant_id
role_permissions := data.roles[input.tenant_id][input.role][_]
contains(role_permissions, "viewData")
input.account_lockout_flag == "false"

WEHSELWREREfalse, EXRAtrueiBAR Bob , #A Bob EFEENAGRNERF , B
Rego # AlallowViewDatatE#&7FHl, account_lockout_flag attribute

#if5] 3 : RBAC 1 ABAC WA FFEURS , #8 OPA M Rego 38
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£ 4 : £A OPA # Rego E1T Ul EfiE

ZHF SaaS REM AP FEUZRH] | BERENREME

OPA # Rego WEEMXIFBIR Ul TEEMEEN, THISHISRE OPA 85 BRI o & ¥ HhLE T =
FEZ MR RBAC Y Ul R RIERTE, LB EREAUER OPA IBR Ul TENFHZ ARG EZ

_ TS
A

o

Ul
Bob viewlUsersButton
role: viewer viewDataButton
updatelsersButton
v updateDataButton
- ry Render
Shirley allowed
role: dataViewOnly buttons
Auth Logic
viewlsersButton
viewDataButton
updatelsersButton
Alice updateDataButton

role: admin \ 'y /

Decision ! ' Query

Open Policy
Agent (OPA)

r
Policy
Data
amd R0 (JSON)

EMEFH  EH Web BAEXNEMERE. AR , FEBREIHN , EFN , IZBHNAFR
H, Ff AR EHEREMNACNEGE. B Ul WEIRAEERENERE , ©E8E# OPA i
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DRA BUREREXE Ul FETRHLEZM, E Bob ( EEA®viewer ) [ Ul BHFRE , EFML
TREESBABEER OPA :

"role": "viewer"

OPA £/ A& RBAC fatB LAY AR E R R H FBURK -

{
"roles": {
"viewer": ["viewUsers", "viewData"],
"dataViewOnly": ["viewData"],
"admin": ["viewUsers", "viewData", "updateUsers", "updateData"]
}
}

OPA Hf 2 R AIS R FERANBERMNBAREERFFNIESE !

user_permissions[permissions] {
permissions := data.roles[input.role][_]

}

EEHHBRAFR , OPABFEMAinput.rolelfENMAETHAN —H 9 RKATEEZE T WLEIRM, Bob &
BAfviewer , MAMERAIEEREEEMEER : viewUsersHviewDatao, Hit , b5 A%
Bob AR EEMREACHIMEMERE) WHEEMT

{

"user_permissions": [
"viewData",
"viewUsers"

]

}

BHdatavViewOnlyABHNEFRNE LG TS —E#ERZEMR - viewData, HEEZadninABNEEH
WSS ESFIEELER, &# OPARK  ELOESEOEE Ul, user_permissionsii#& , A
BT EERER S FE RviewUsersButtonviewDataButtonupdateUsersButton, .
FupdateDataButton,

&5l 4 : 5/ OPA H Rego #1T Ul &FiZ 40
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EA BT RAISIZ

B POPME—BHEREVARALIZE, KFRASIZENEERERERBREAEA 8. BT
FRAGIZEEMHREREK (BURCRENERD OPA) , LERFAMEB. LERTRECHACH
HHERY OPA CENFEZERAR  BENMERRNEERHYWBFTRRICIZRTEEN, BEa|%
MM EBHLEEB API IEMGEZLF , TRETRERRTEBREARER, SUEREM
BEARTRESARERAGIZE , IEREtlsETRAFE , SlEMAESEKES (CEL),

R BETRAIS|Z 41
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E1E PEP

JRARHEITE (PEP) B BEEWEEERAPRKE (PDP) ET A IREER, PEP AILURAHLEAR
BERNERNEARXTWEMLE K EAREBENE. & PDP ML , PEP AYfE, PEP
EREFFRNAERERR , TRECMREEE, B2 PDP £E , PEP #AHEH K SaaS EAERF
F, EREAAFTECRARAEAREFIRATEFERENFIRERG, PEP TERE API, #RH.
BlYG (BFF) B &Rin , IBARXTRENFTEFIERFHNEMAR, ERARFE PEP BB TRR
REEZEMEENE I METRRE.

28 PEP, E—ALRRYEREERABRPATFEUZRBHBMTHMLE, RE PEP BXES
IERAEANNER K FEEBUATERR

MREABEFLRT —@ API, RIERZEZ AP EITREMEARE S,

ERRAEMBBEECHEERBHRES  API FATREREFYERZEN SR, EERAEFY
REeEEsHERHEAREREREEERMN, BRERLIE PEP AL SaaS BARXRFIE
18 API B9 B3Rk, AT MERARFPNEMMERRE, EEREBARFD , ARREFEENK PEP &
REERREFARENEES. RAE-—VERTS PEP , BFZEMEM API RAMEREE,

AR KRR E

PEP #%47E[6 PDP FBRBTERE. B RAUKAZSEER, FREERAENREE K REZHBENSEZE
ERRERFRREHRZIEE PDP ( OPA HERFHEIR ) 2\Bi RESTul APl, IREFEANEERE
HYRERR |, Bt AT BAE A AWS SDK REFEUIR #ER R 2R Il IsAuthorized 5 7%, PEP R EREE X AV MHE—
IR ERRERRIEAMENES . ETUEGHE API KEIWFERIEABM AERE PDP —KEHE,
BEHMEY PEP A%, Bl , BELUE OPA PDP B2 Go BRRFTESRENERAERESE
BXE, MTAEEH AP,

AHEREER R

PEP EEASBENIMABERENER., & PDP LLAPI R ABE | BERKASEERA JSON #
X , A API FIERE, PEP %A ALt JSON RiF , UBEEEERINRESRESKRE, A,
MR PDP EERMAMEAFNIEBRERE | Bl PEP A A2 RE WA , AREE HTTP REEH
200 RARAFF , WEE HTTP AREERS 403 RRIEL. EFEAS PEP MA BFE APl B 55 RIGHHER
=7t SaaS EARKXPEEFIEZEHFN —ERZERESHENER, EEEMNREIP , PEP 7aE
& 55714 PDP EEMEE JSON BXiF. SERE PEP , LI ES#E PDP EE 2 REREMENE
@i, A4 PEP i@ ERARKXPNTSTRMNEENE , AHEREH PEP BEXBHERTE

FEREERE 42



AWS B EE 5

?ﬁﬁﬂ%ﬂﬁi‘ﬁlﬁjﬁkn‘% , UGB R R RRETR
FERES K MEARERINETL,

$H0F SaaS BRA AP FEUEH : RIBEENBEHE
mmo HE—R , &K PEP B A EERARANEME

FHERERE
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ZHF SaaS RIERVERGTREL

B ZHETUER AP B EFINRE, A EEEENR=EHZHEF SaaS REBFUMRTEE,
ELRFTAERABERRAIREE (PDP) MRAIMITH (PEP) WEKSE  LEARARAFRERR
ROBEMTENRERE,

ERETHE A -
« Amazon B EF AV ERGTIE R

- BEAR OPA WERFTIER

Amazon BR7EFT ATRYERATIE &
£ AP| L#8 PEP A%+ PDP

£ API B E F EFRAEE TR (PEP) WEFRNRAREKE (PDP) ER£ARKEER , A APl FH
BRENZEEIEVNAZIREBNRRK,. EBEFEXFLEREERER -

- REM AP FREHEEEAERXTNZERER,

- BREBEBINERARR,

. FEEREHIRKI2EFN,

£ Amazon B EF ] 44
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B — Amazon CloudFrant Amazon AP Gateway

Mobile client n n [ |
— R Microservices
— -

8 o El B O

J—

—s=
Web client ALLOW ! ! IsAuthorized ALLOW ! ! IsAuthorized
or i ' or i |
DENY ! DENY !
AWS Lambda
B O
ALLOW | ! IsAuthorized
or 1
DENY ! : ; :
Y H ¥ : ¥
a Authorization service (PDP)
v

x{E}

Amazon Verified Permissions

FEREFRE (BPSRECHERRN )

1. B8 JSON @& (JWT ) B 545 A F [ Amazon CloudFront £/ HTTP 53K,
CloudFront #$55 R Eix 5% E A CloudFrontXJRHI Amazon APl Gateway,

S APl Gateway BETRERERNURE JWT,

MBS EEER,

A w0 D

REHE AP FEURFIRE (B emmRaRn)

1. PEP S NRERB I EEZRER , /M JWT,

2. EWHERT , EREH (POP) BEARREMEREWHA | LRMEWIREOMBR UL LT
S8

3. BERESELG PEP AT,

1 API L#8E PEP £ &+ PDP 45
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HEREERAEFRN PDP RIGHREREK, PEP EFEMNKERER , 2@ PDP #HBREFR. THE
BTRMAERROZIEF SaaS EARA D EHEILER,

ELb 2R | PEP €7 Amazon CloudFront 1 Amazon AP| Gateway KRR % i 2 LA K BB S IR 75 58
REBEREK, REREHRERKE Amazon EEFT A (PDP) RE. AR "ERZFER. ET£IZERE
WERH K RUETFTEEEBEEREE, BUFER RESTuUl APl 2 AWS SDK 82 "ERFMER, #
TEE,

BTG R BB BT RAIS| ZREFEH. T8 , &t "ERFHOER., PESHNITAERBLARNK
A BT RAIS| ZBrriRMHEE,

¥ API EER PEP W& PDP Rt 7T — B EMNIEE , AR API BB ANRERFE, EFLT
REBRE  WRHE T —[ETEEMNRME easy-to-use , ARY AP, #BRE , Blint&is ( BFF ) BSH
b FE R i P ABAFE 1T R BER R

FEAEZE N SDK

Amazon BT A Cedar HEEHEMN BRI EARATEERBMGT, BBREER , B
Cedar RAIEFESESRUE. MARIEENZEVRENES , URBZTEREAEIANER, &t
LURIEM S Cedar SDK EEERSIEARAF , UEHRERE K MEFTEACRENER LRER
FERHNNBTEAEARSE  TREENRBEFEEARINERA, ER , eTRRE—EATTHERS
R, B REAREBRERT —BMESERTAIEHE "ERERER NERT,

JE}EHTJ-'\Q OPA E’Jan-l-*i;Fu
£ AP| ¥ PEP fEA&EAH X PDP

£ API 2R F BEFRAIEFIEITE (PEP) WERKXFAREK R (PDP) BREXARREEXK , A API FH
BRHAREZRIEXEZAHENRE. EESLAXIFLERERA

- REMN AP FRERFIEEEAERINPIHNZERER.

- BEREBIAERARER.

- FEEBEHIRKEEEDRN,

BB FERAETRN PDP RIMGHRERK, PEP S1EFTH API FEF , A0 PDP #HREER, TH
BRMAERRAZEF SaaS EABXFEELLER

fFEAE N SDK 46



lauthorize

AWS B EH5 %I F SaaS ZEM API FEUES] . BEREBMNSEME
B —_— Amazon CloudFront Amazon APl Gateway
Mobile client n E n | o
EEEE— Microservices

L. A : J

n | i |
= 8 0 B 8 0O

Wb cliant 2000K | ! /authorize 200 OK :

403 Forbidden 403 Forbidden
5 | AWS Lambda & ;

B O
200 OK 1 fauthorize
403 Forbidden | ;
v E v : v
Authorization service (PDP)

B
- ~ | Open Policy | _.
Authorization J Agent (OPA) Sidecar
Decision n

.8

EREFRE (BPHRESRMRRE ) -

1. BB JWT 9 5 8 E FA S [ Amazon CloudFront £ HTTP &Ko

2. CloudFront #$:5REZ Z5RE A CloudFrontZRJREY Amazon AP| Gateway,
3. @ API Gateway BF] RERENLUERE JWT,

4. RSO EER,

RHEER API FEUEFIRE (B AL 2imiRaReA)

1. PEP IR ERBEILEEEZRER , BIEEM JIWT,

1 APl L#8F PEP EA&H = PDP

47
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2. BRI (PDP) REEEREH | LEH OPA KRR REST AP , ERUMBLRHT. BRY
BIEREHNB A,

3. OPA ERBEMEENMHBRIFTABA, WALE K SFEABENUMELHBRERE,
4. OPA R EBEIRERE .
5. RERESE DS PEP AT

E 2R | PEP €7 Amazon CloudFront 1 Amazon AP| Gateway KRR % i 2 LA K BB S IR 75 58
REBFEAK, REAEBRES OPA AIEMNRERE (PDP) #17. B UM HIREREERASZIE
R IREEHITEERIRE, OPA HIBEXNSEAKLBHE RESTUl APl , At RERERKE ST 8E7F
B APl, RERE AT PEP FAMNER APl, EREREXE PEP f OPA 2B H T , AFFE
PEP 1 OPA 2B AT AT RE A B EHELE — fltn , E PEP WEREERTKFE OPA BN ES
B A B,

BT LS RBER AT RAISIEREEA. BR , £ OPA BENEMERMLAR BT RAEIZER
e\

f£ API LfEH PEP MVEEH X PDP 121t 7 —{ERIERIRE , AT A API BIBANERERK. eRES

B, hiIEH I EEHN N M easy-to-use , AREH API. SR, #iiw&is (BFF) BRHMEAER

THEITRERR, B2, EEFLZUKREERAEFPERASLEE K RAREAREEFAAERN
APl, INRMAEILEEREE , SRS EZEER 28 PDP,

£ API ¥ 8 PEP A2 8= PDP

£ AP &8 F EFRAIEE BT (PEP) N2 BN /ERIRER (PDP) EE¥(AREER , A API FH
BHMBEEZI RN RSE, HEE APIEE R PEP WEH PDP — % , WA EZETHEEE
=1

- BEMN AP FRRFEERARXTNSERER,
- REBEBIRNEAER
- FHEBRHIRERESTH.

BRI e R B R ERED i POP RREDFHIREIRK. #A PDP ARt FERERAEX RS @
B, BE4AEAMEBNRERERMEFIUZEIRE. A PDP £i6 THEBHANER TRAHAMEE
KYBA R EIR R, PEP S7EFTA API HEE , L@ PDP BHBHER, TEERT MAERRNS

#HF SaaS BABRFHERL D HARE,

£ APl L PEP £ 4 8 PDP 48



AWS #EEHBI %FAF SaaS RIEM AP FHURS : BEEZEBEMREME

FiEEAET , PDP EEAEFTNZEM S ER. BREET#HIT OPA X 1E PDP WAEEETD
sEmERARES TH |, SINEFRAIRN AR LRFE I Amazon Elastic Compute Cloud (Amazon EC2) #
TER , A POP REEZESIEAEN P , MEFTHEDRX PDP R HEIT RESTful API
W, EEBRBDEEETR POP EE A AREEINEE K RAYFSEEAEXN THH L EETH
SNEY API RO | SIERSIREIRE, TR , HRREAEEES PDP WREEE M ERAEX Tt
(45170 Amazon CloudFront 2% Amazon AP| Gateway fR#) , EILER A {PHREEE I PDP,

TEERTWAERRNZIEF SaaS BFARFHERES X PDP Mo HX PDP HES,

E Amazon CloudFront Amazon APl Gateway
Mobile client n E n Microservices
E—
Authorization service
_ M (PDP) sidecar
— 8 0 3 -
Web client 2000K | . Jauthorize | .

403 Forbidden

| AWS Lambda &

M

! 2000K 1 Jauthorize
403 Forbidden ! '

W : W

Authorization service (PDP)

B
N = | Open Policy )
Authorization J Agent (OPA) Sidecar
Decision n
. B
Paolicy
L

FEREFRE (BPSRECHERRY )

1. BH IWT N 5 %53 A F [ Amazon CloudFront £ 5 HTTP 53K,

1 API L#8E PEP £ 5 8= PDP 49
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2. CloudFront #4:&REX E5XE A CloudFront3&JRE) Amazon API Gateway.
3. 1Y API Gateway BHETREZERNRE JWT,
4. WIREEEIEER,

REHE AP FEUZHIRE (B emRRA)

1. PEP 8 WRERBE Y EEZRER , 2FEM JWT,

2. RHERT (PDP) EHUSEREHR , WEFH OPA KRN REST API , ERUMBALERHIT, FXRE
BELEHNB A

3. OPA ERBEMEENMHBARAFTAEA, WALE K SFEABNUMELHBRERE,

4. OPA #REBERER .

5. RERESEDOIS PEP AT

I ZRED | PEP SEARISIHE CloudFront 1 API Gateway A R S BRI ERBEREK, R
WREAERHRER (PDP) Ml , ZREHEEARN i —BEE, MEREBARERSH
Amazon EHEHE E% (Amazon EC2) # 1T L HITHMERK (SRK). EHRFEW API Gateway
ZENWRBENRERR , MATEBRBNDRERK ., CloudFront RN , REREE S5 o #
PEP EHH APl, ERERKE T E PEP M OPA ZEKH T , AFFE PEP F OPA 2B AEM AT 5E
FTEMNERERE — fl0 , E PEP WREZERTAS OPA FEHIN E W AR,

BT LGS RBER AT RAISIEREEA. BR , £ OPA BENEMERMLAR BT RASIZER
HayEEE.

1£ AP| E{EF PEP M99 8i3X PDP T2 T 58 KM AP| RERFKARE, B IBREE/EIRMET
EEK I HE easy-to-use , SAMEEE AP, iR, Fiiw&i% (BFF) BREMERARER THETRER
R, ERFEZEEARLVLEESR PDP BERFAREEINEENES,

EA D8 PDP EAYHE

& A LT PDP FREERIRMEIRK |, 3% PDP AMERMMHFERHE  LEERAEXNPEM. OPA ATEL
FRE Go B=FE, HRAEMEARMNES  KALERBESERELL AR BTRAIGIZE,

A2 8= PDP EAYHE 50
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Amazon BB ZHFRFTEEEE

2 F SaaS BRARFFEA Amazon RFBEF U REBIERER  BLERNREZTEEZEE, £FEK
BERECR , BRMAABEZHEF SaaS RETRHBMERECEANEZER, REEAF AT L&A MG
HERNBREREBRNAEAN, RETEREASEEEFIUVEEANER,

i [EBRENER| S, FREREERMEFHESR. W [ERFER] XHHRAR , &0 A 5EHE
REERERNNRAFRERBHEAFHNERR  IAFEAFERE-RAUAFREAFMAERABALA
R, REFREMERBMRMHNERE  WRANAER D BHBEERBFEL R, NFHMER
7, B2 HRERERER M.

BERTEAE PR critieria EERERFENER , E—RESHERARR O ENTRENE

B, SaaS ERARAXERKKIEAFBEHEAHRIN -2 K MEERHN —RRAEHRETE
SaaS EAEXNHPWERIER, RNEHESIA T %0 SaaS [BEEES | FlIIIH SaaS ERMEE
SaaS #EH, MEHMER , 552 AWS Well-Architected BYZ2 48 SaaS Lens FHYZ /O FR L=

HRETEMF SaaS BARAAF RN ETEZENXEHAFRHNEAF LR, HAFGHETFERSM,
BERAE., REMNEE., HFMASRELNEERE  NACHEERBNTHEEMEER., &F SaaS
RIERE M2 SRS R Organizations HBWRKEBLRER SaaS EARFEEHEN SN, HA
SaaS AR A B WEEER RS ENRHIEDR | BE2E SaaS RARAFT—EFTE—Ht. flwn , 5
FERENNES TR ENRHER RS A MRS R RSB ENRHERTE,

RETEE :
- HEABMAER S M
- SEEBAEFRAHE

- —BHRZERAFRAFRE
- DERERE

HEARNMAFHEFER

SaaS EAREXSHE SaaS §0BANEE , WERKERES ) EREHAF SN —BRBREM
E. BESRKEEAFANBREASIEINREETFEAENESHEN. EEXANHEERRAR
WEEESAEARXERIEAEZMER. AR K SECRENEAENESTEENEAFS S,
%A JSON Web Token (JWT) B9 —EF 4%

Efit , BEEREERNERFRATHETEHERAENEERE, AEREREABEREERN
FAlREFRE  FHEEERAERFRATHENYE  HEERAFRFRATHRENYHE, ELHERE
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https://docs.aws.amazon.com/whitepapers/latest/saas-architecture-fundamentals/tenant-isolation.html
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https://docs.aws.amazon.com/wellarchitected/latest/saas-lens/silo-isolation.html
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SHBTRAEXSZNEREMES , 5170 Amazon DynamoDB = Amazon Relational Database
Service fR# (Amazon RDS), & aJLUEIRB G 2B AIRMEE (IdP) PR ERERIERELE M, A
%, BEEEB JWT #EAF. FAENRAEHEZEBNEBREREEFERE , ZIWT S EREE
RAFENFIBERR.

WEFIEER JWT AJee i RB R ABANERAEALice , UTenantARFERARERIFMIE ID BEFEA|
FHE ID H#ETREN Fps-43214321 A%,

{
sub":"1234567890",
"name":"Alice",
"tenant":"TenantA",
"policyStoreId":"ps-43214321"
}
SEBAFPRAFE

Amazon BEFTA TN EEEAFRAFHERTRESH Saas BFARXFHNEEEAFEEACSH
HREHREARRED, WEREUR SaaS BEREHER, EMEEXNHBERMAZBERNEFNVERR
e, YEAREUNERMNRE, EEFZNTERNREREHRFIAEARSE,. XESEERAFNE
BFREEE, HRUVENEERRE , UARBDRAUEHIFEARNTEHE, LI ENRITEER
MOEMF LRER. BBNEX, NIRRT REGSEEAFE-NERR , ZBREASEERAF
RRAFHE.

WRIEH SaaS BAEAEE , SERAFRAFTAEREATUAEAFRRERSEMMNEE, &
A EREE EREEERER , B2 CREER) BEFFTSLRERZNEEREHEE (5
MELEENER) NRERER

EEEAAFRAFHEY , BEAFRMHEEBEFERAETMEFHEAEAFN IR FHIES B THE
FEZEFEAER SaaS Identity (ZBIEFTR) RIEK. EEAZERIIMEEAFNRAEHESRERE
FEERAN , WM BN AR AEME SaaS fiFRAFRNWEE, B SaaS EARXNEEEA
|dP B9 —E 9 AR ZBERIR (Hl40 DynamoDB) it RIBHYIE, EtLRRETEBERAAN—
o , WHEREAEREANRAFERE,

L E R B EpolicyStoreIdMtenantEAEN JWT W{a# AP| i BE*X E AWS Lambda R4
EPPBERTLE  YHEERBAZEERNRIERE.
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https://docs.aws.amazon.com/wellarchitected/latest/saas-lens/silo-isolation.html
https://docs.aws.amazon.com/wellarchitected/latest/saas-lens/noisy-neighbor.html
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AWS HREHESI
Amazon APl Gateway
{ {
“sub™ "12345678907, “sub™ "09876543217,
“name”; "Alice” “name”; "Bob",
“tenant™ "TenantA®, “tenant™ “TenantB",
“policyStoreld™ “store-a~ “policyStoreld™ “store-b™
H }
AWS Lambda authorizer
W W
' '
X X
Amazon Verified Permissions Amazon Verified Permissions
Tenant A policy store Tenant B policy store
policyStoreld="store-a~ policyStoreld="store-b"™

THEHRARASEEAFRAUFEHEREH. FHAEALiceFfiETenantA. 1
policyStoreldstore-ath @ EE MR AZE , Alice, YWRFIFEAERNREAFRE, ETRRE

HATenantARIERS,

@ Note
BEEBAFRAGHERESEHEAFNERA, RERFBTATAFPHHEEBEHITHIR
B, FAERNTEMRIREARNPIRNER , ZEEID M H b FERE s kim0
AWS Well-Architected BYZ848. SaaS Lens X HIES-

HEWERAAH , AliceEBREMAERERNER.

permit (
principal == MultiTenantApp::User::"Alice",
action == MultiTenantApp::Action::"viewData",
resource

);
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AEREREERSEA CRIFERFAUMGTME  CEERUEHEEAEANE— ID HEAFREE

ZHIE ID store-a.

{

"policyStoreId":"store-a",

"principal":{
"entityType":"MultiTenantApp: :User",
"entityId":"Alice"

.

"action":{
"actionType":"MultiTenantApp: :Action",
"actionId":"viewData"

.

"resource":{
"entityType":"MultiTenantApp::Data",
"entityId":"my_example_data"

.

"entities":{

"entitylList":[
[
{

"identifier":{
"entityType":"MultiTenantApp: :User",
"entityId":"Alice"

.

"attributes":{},

"parents":[]

},
{

"identifier":{
"entityType":"MultiTenantApp: :Data",
"entityId":"my_example_data"

.

"attributes":{},

"parents":[]

}
]
]
}
}

FA&EBobBRAEIA B, th & policyStoreldstore-b¥f EE R AFH A BITEBob , LATRHI{E A EFERY

RAFRE, ER#REAERAES B HEXK,

BEAAFRARE
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EFEAS  BobEEBITMEERERNER, EHEHIH , customizeDataWEER REHHMAF
BHEME , AUXFAEREAFBMERH -, SEHEAFRAEHEREARE FXESEEH
EHETERAL,

permit (
principal == MultiTenantApp::User::"Bob",
action == MultiTenantApp::Action::"customizeData",
resource

);

EFERHBEERYFEFACHIBERFIFBTE  CEBRMUEHESRABANE— 1D HEMNFRA
ZHE ID store-b,

{

"policyStoreId":"store-b",

"principal":{
"entityType":"MultiTenantApp: :User",
"entityId":"Bob"

.

"action":{
"actionType":"MultiTenantApp: :Action",
"actionId":"customizeData"

.

"resource":{
"entityType":"MultiTenantApp::Data",
"entityId":"my_example_data"

.

"entities":{
"entityList":[

[
{

"identifier":{
"entityType":"MultiTenantApp: :User",
"entityId":"Bob"

I

"attributes":{},

"parents":[]

1,
{

"identifier":{
"entityType":"MultiTenantApp: :Data",
"entityId":"my_example_data"
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iy
"attributes": {3},
"parents":[]

EACEREER , TN (EFELE) & dP RRAFHERS, WESRFNAESREENESF
RERHERGAFRANERE, MFENMEE Amazon Cognito BERERBIFITH IdP WEFMER |, 3B
SR BRI EF A X4 F Amazon Cognito X4,

BRAFKESR P BEK , SERNFHEREERA —ES 285K R, flin, mERRELZLCR
FEF AT B2 Amazon Cognito B4 |, BIX ARG AR ERFEF T BEREMKEFR Amazon Cognito fEA &S
EWNEAFRERHEARE, RREHRENFERAEEREXEMNRERNME AWS 1RFE,

Per-tenant setup

Amazon Verified Permissions Amazon Cognito
TenantA policy store TenantA user pool

Amazon Verified Permissions Amazon Cognito

\ TenantB policy store TenantB user pool /

EERERL SEEAFRAEREEREZKESD K RAE T UERbHHEMEBHRFAWS
CloudTrail EEEHHNES . T1B , RFNEREKSEEAFHE LN EM BT BRI &S

Amazon CloudWatch,

SEEAAFRAFHESFZEFERIIEME "EREER,) BE , MREREMTETE SaasS @R
FREORE, ELEARSERFESERINBREFRE , URSERS 28RS 1 IsAuthorized
ARB. B UEREINEMEEHE.
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MFNMAEESEEAFBRTFREERNFRES , F2H AWS EEEXEFEM Amazon B3
AR EERAFBREFREREA SaaS FHUEH.

—EHAZHEAFRAFHE

E-HAZHFBRREFREREEE SaaS @RI RYP , HYWABHEFEM Amazon BREFF AT HHY
E-ZHEFEREHE. A ENTEEHEHLEENER  BIRRALZTRETHAF LIRS
BEMEMRERAFRE, EEG ZNRIESIEBRREMN NI F O E R ERIBRATIE KR R 5 E R
m, AREAEEHMRBEREMNBELE. W\ IRENERIRFZSEEHAFHE—BER , &
MAEBEALSE. ERBERT , FXASEERAFRAFRERZRMERER EMREAEARNRR,

E-HAZHAFRAFRES ZEUR SaaS £ EREL ., MREMN SaaS BABRKFE , M0
REMAFRENEES . NREN SaaS RF RS FHERAEZEWRYE , S LIEALE

B, EREEEER A CREZBIFEEAFERRRENTER , AKX SaasS BEAEXMENCBERR
RAER,

B RAEEE SaaS RS RPBHUTHARAFBIBN —BAX | RFEFEHEZMTBERBE
HWEEEAEMN SaaS &7, WHIFTR. ERSGE LB ER MG SaaS BARN , TERKEAESR 1P
By — B D AESNERE R HIR (H121 DynamoDB) i THERE, Rt BZBRERARRAEFRE ID BE
EfEMAE, HAID FTERFEAFRERMN—Hs  BER—ERFNMHE , RRTHBIRN future A1
=2

THIEEHIFE TR AP 525 04T A A EE% JWTBob , MAlice RBRTREAMEABEFRBIERE ID &
BRAEHELETEEN FEstore-multi-tenant A&, ARFMEHEBFABE-FRRAEHKE ,
A BT EETE Token HEREFHEBERAIFHRERLT. ARFTEEREALAE-RAUFHEZR
S, Bt @A SR ID BAREREY , BEEAEXTARFURAIERE,
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Amazon APl Gateway

{ {
“sub”™ "12345678907, “sub” "093876543217,

“name”; "Alice” “name”. "Bob",
“tenant™ "TenantA® \\\‘_‘,// “tenant™ "TenantB™
H H

AWS Lambda authorizer

v

x{Ep

Amazon Verified Permissions
Multi-tenant policy store
policyStoreld="store-multitenant™

THgEFRARPE-—HAZHAFRAR S, ERRERRIF , BEAR
EMultiTenantApp: :UserfE#MultiTenantApp: :RoleAdminE BRI EERERWER,

permit (
principal in MultiTenantApp::Role::"Admin",
action == MultiTenantApp::Action::"viewData",
resource

);

HRE-RAFAREECEAS , it "SREER, RAFAESARAEIEREBNERABENS
HEREFEBNERBYE, EMEBERAUAFKEFZETIRAURTHK , LIHERIERBEFRNESH
ELRAANERABENFEREER,

forbid(
principal,
action,
resource

)

—EfAZERFRAFKE 58



AWS REHESE S F SaaS REM API FEURE | BEZEMREME

unless {
resource.Tenant == principal.Tenant

i

HRERE-HAZHEAFRATHEEENREEZR , RAFKE ID RARARAUFRENREBIR,
ETHERP , AFFER, RAESBRoleAdmin , BEEFRMESEEMBBHN Tenant BY

#UserAliceRTenantA,

"policyStoreId":"store-multi-tenant",

"principal":{
"entityType":"MultiTenantApp::User",
"entityId":"Alice"

.

"action":{
"actionType":"MultiTenantApp: :Action",
"actionId":"viewData"

.

"resource":{
"entityType":"MultiTenantApp: :Data",
"entityId":"my_example_data"

.

"entities":{

"entitylList":[
{
"identifier":{
"entityType":"MultiTenantApp::User",
"entityId":"Alice"

1,
"attributes": {
{
"Tenant": {
"entityIdentifier": {
"entityType":"MultitenantApp::Tenant",
"entityId":"TenantA"
}
}
}
1,
"parents":[
{

"entityType":"MultiTenantApp: :Role",
"entityId":"Admin"
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}

]

},
{

"identifier":{
"entityType":"MultiTenantApp: :Data",
"entityId":"my_example_data"

I

"attributes": {

{
"Tenant": {

"entityIdentifier": {
"entityType":"MultitenantApp::Tenant",
"entityId":"TenantA"

}

}
}
I
"parents":[]
}

FRACHBER , Tl (EFRLE)# IdP HRAIFHERS., HESTERABESERFZ DT
HEFHEEBHARANETE., MEWMMHE Amazon Cognito BE A CRFEF UM IdP WEFMER , B
SR BRI FF A X F1 Amazon Cognito X4,

BERAGFEHESR IIP 2656 , BERMEREREFEA—ES 28 5IRFE. flan, mRERELCDR
FET AT B Amazon Cognito B4 , BIXERBGAN ERFEF T BERFMEFR Amazon Cognito fEAE K
ENHAFREHARE. REEHRENEAEEECMXBVRERNMLE AWS RF,

/ One Shared Multi-Tenant Setup _\
s
W
x
Amazon Verified Permissions Amazon Cognito
Multi-Tenant Policy Store Multi-Tenant User Pool

. /
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RBEANERNAERE  E—HANZSHAFRAGEHERRE —BEHRE , BIPEHNEEH AWS
CloudTral EEE ZHBEN EHREGFEZLEAF LWERES , RASHERKEM CloudTrail MIYEREE A
MENRAERE, R+ , KESEEAFHE LW H A 5FTEERHE Amazon EREEE ,
CloudWatch LARE{RIE S Y o] B 5= M FERZ ThRE B AR o

E-H#AZERAFRAFHELR ZHEERIIE "CRERER, IHE , BREMTETE SaasS #
RARNER, BHR , RMNEBRCELEESEAERSEERFEFN SR IsAuthorized FERE , IR
SHEEHERS, SRUEREMLESE,

TEAERR

BRERNTEHERE  EULEESELIEFN "RXE MAFEBERERSH "RERE, BEFR
BEFINR, EUEESD SR HESERENELRRERETHREZBRNEMNRE  SE8EEEF
FEREBVINESEREMNR, £REANBEES , RAFKEEE SR ASEENNHBERE
BEN -T2 , MAREEAFEARETHSE,

MRENFRSREIBECEREERHEER | AITRFERNNRRERET. Sl , SR —@E "#
fEE.,  FSEEAFHENGECHEAFEERERE K BBNBERAF—EHEAFNEEIAITEER
BYMVNER, EARFKATE2IREN "SFEF AL M "TSiRkEF B, ERERBNERX | 8FBER
FRE, EBGERBRSFRNEFFRAMNREEEEDR,

EREXBEERY K SERAFTHEEEEHERNEHER K SEC2ENSEN. HREZEREA
EREEESER , ST EAFHIT RN AN REAEE SaaS ##RF EHEEHEA P HRIBR R A
EREZLNT. BEEEEAFRIFHERE —&K  REFECEAEIMUBBKERAFRNBHEZFEH
EH SaaS #HBIHE,

TEBER={EB# : Standard TierEnterprise Tier, #MPremium Tier 1., ESEEEHZ S 5|
HEEECHWERERSS  YEZEHREA—RBREARIEKE., EEBNGEEITSZMEARAL,
TenantA¥:TenantBfI A MStandard Tier , TenantCETenantD{URALEEH,

Premium Tier 1fE@&TenantP , RtEUASHREAFRMUERE K MEFERASREERLMIL
HiRstiER  WIRMBFTFERIZENEE, MAFNERBEEEKERE Y Premium Tier 2EBFEE,

(@ Note

EREPNEARENX, SENERAF LREREBNLEEMR. H-HE52ERE LRT
FERBIR N RN B RERE R,
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Standard Tier

-

APl Gateway

"sub™ "1234567890",

“name” "Alice”,

“tenant™ "TenantA”,

“policyStoreld™. "store-s-tier”
H

{
"sub™ 0987654321,
"name" "Bob",
“tenant™ "TenantB",
“policyStoreld™: “store-s-tier”

Lambda authorizer

s
v
x
Amazon Verified Permissions

Policy store for Standard Tier
policyStoreld="store-s-tier"

\_

/

Enterprise Tier

4 N

AFI Gateway
{
“sub” "543216789"
“name"”; "Chris",
“tenant™ "TenantC",
“policyStoreld™ “store-ent-tier”
H
{
"sub™ "543216789",
“name"”; "Diana”,
“tenant™ "TenantD", -
“policyStoreld™ "store-ent-tier” Lambda authorizer
i
v
x
Amazon Verified Permissions
Paolicy store for Enterprise Tier
policyStoreld="store-ent-tier™

o /

Premium Tier 1

-

AP| Gateway
{
“sub™ "543216789",
“name"”; "Pankaj",
“tenant™ "TenantP”,
“policyStoreld™ “store-p1-tier”
H
Lambda authorizer
v
s
x
Amazon Verified Permissions
Palicy store for Premium 1 Tier
policyStoreld="store-p1-tier™

o

DEEERE
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OPA %*ﬂﬁ an-I_%E

FBEARERER (OPA) B—HEMNERE , TERAEFZETRRAENS et RAUNRBERREN
EARHAl, #& OPA EZIHF SaaS @Fﬁﬁiﬁ#}ﬁﬂﬁﬁﬁ FEZERFNER | URRAEEMN SaaS &ix
ok (Pl A FReEE) AR OPA BV —&82 . EL%R|TE OPA BREEN, A FREEN OPA
NHER  URBAF LR, EEaE OPA H’Jai{inxpd' RATEZHEFEARAGREA.

HAREBHIEFREIZER OPA , 1E| ﬂﬁﬁ’“i*ﬂﬁ*‘lﬁ%ﬁ/t\ﬁ%ﬁ TRMWIEE, SaaS ERAERAMSA
MRS EAFIEsER A EHERF — , TS T8 PR B 1Y — it JR R ZE (R 25§ OPA # A SaaS FEARER
., MRFEAEE , OPA TEER SaaS Fgﬁﬁiz‘ﬁqﬂﬁﬂﬂﬁ%l]%}l?ﬂm%ﬁﬂﬁ By, &NEESIA T
A SaaS [EEEER | FlIIIIE SaaS EHEMEE SaaS EH, MEHMENR , FSE AWS Well-
Architected #9248 SaaS Lens F U FEBERE =,

RETEE
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- £/ OPA MHIERITHAF R
- HEAR

EBEFXN T HNEBEIERN
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T ¥irtual documents {(computed
from Rego rules)

input.user_tenant_membership

data.tenant_api_ownership ‘

fER OPA X HHERETHA FlRst 64


https://docs.aws.amazon.com/wellarchitected/latest/saas-lens/silo-isolation.html
https://docs.aws.amazon.com/wellarchitected/latest/saas-lens/pool-isolation.html
https://www.openpolicyagent.org/docs/latest/philosophy/

AWS REHESE S F SaaS REM API FEURE | BEZEMREME

HWFHZES , OPA EEFHEMABARBEES , RTHAEAWLERAFHEE APl WEF. £EEER
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MREBEEZRBRAREREN K MEIUEFARELZNERAEA 8  FRECHRERBEESERN
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TEERTHEIREAER Y HACREBERREERNES, BEEEMFHAL A EEEER (4
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EiBE D EBIRMEE (IdP) AR M,

He;;D

Amazon APl Gateway
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%} a\/a

Amazon DynamoDE AWS Lambda authorizer

v

x{E3

Amazon Verified Permissions

1. ERARER W APl FIUZE Amazon AP| Gateway , SWASFEAEX 4 AWS Lambda REE,
2. Lambda #Z# & M0 Amazon DynamoDB , AHEEN AR HFE R ERNHME R,
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3. ERERBENENRFEERER,
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OPA BNRERIBME
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RIER, EREREES LN , ERKERETN. EBEALZEWERE  MEEEM TR,
H#l , OPA REEER HTTP EREH TR BRMEER, MREINIBERNRN EILFEE HTTP
EENEXEREER , AIFEZBT AP SEMES | FaE5 b ERREE OPA. AR OPA REEER
HTTP @BREEER , MEENERNEENERE , LB ESF T8 A Amazon DynamoDB
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1. BRE (RERBHN —&2) SFUNRERRIER , WHEWMERE OPA REMBEMER, EAE
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OPA
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AEER, ERAA/ETUER LEMRNRERYE K EREAEABSENERERENHTER , 2
BEHMERERE, flm , BUNERAERREERAERTAR , & RBAC BRI ZEREMREHIE OPA IR
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REEH
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EZEEARNEEAEANFERHER
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RELEAER R ENFEEFER , URENEFIRFFERNMTER , FESEFLEDNT X

Bt —1E PDP
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EEEARERE.
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£, ERRAER OPANEEER, i, BHTETARKERZLETER , UIRER OPA
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LEHNBRFER. A, B LUEBERRBEH @ LARR AWS Health Dashboard, AR " 25T #E
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RERBREIEENRYE A FUET4EE, REIMBLF FEAIREEXNARTER. 718 , &
FMHEBRGERFERSNIFELNE (C/CD) EiE , EBEMA SDK REECHRERRRAUFTHENR
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https://docs.aws.amazon.com/verifiedpermissions/
https://aws.amazon.com/blogs/security/how-to-use-amazon-verified-permissions-for-authorization/
https://aws.amazon.com/blogs/dotnet/implement-a-custom-authorization-policy-provider-for-asp-net-core-apps-using-amazon-verified-permissions/
https://aws.amazon.com/blogs/devops/manage-roles-and-entitlements-with-pbac-using-amazon-verified-permissions/
https://aws.amazon.com/blogs/security/saas-access-control-using-amazon-verified-permissions-with-a-per-tenant-policy-store/
https://www.openpolicyagent.org/docs/latest/
https://www.forbes.com/sites/janakirammsv/2021/02/08/why-enterprises-must-embrace-the-most-recently-graduated-cncf-projectopen-policy-agent/?sh=44d1089550e2
https://aws.amazon.com/blogs/opensource/creating-a-custom-lambda-authorizer-using-open-policy-agent/
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https://aws.amazon.com/blogs/opensource/using-open-policy-agent-on-amazon-eks/
https://aws.amazon.com/blogs/containers/compliance-as-code-for-amazon-ecs-using-open-policy-agent-amazon-eventbridge-and-aws-lambda/
https://aws.amazon.com/blogs/containers/compliance-as-code-for-amazon-ecs-using-open-policy-agent-amazon-eventbridge-and-aws-lambda/
https://aws.amazon.com/blogs/containers/policy-based-countermeasures-for-kubernetes-part-1/
https://docs.aws.amazon.com/apigateway/latest/developerguide/apigateway-use-lambda-authorizer.html
https://www.cedarpolicy.com/en/playground
https://github.com/cedar-policy
https://www.cedarpolicy.com/en
https://play.openpolicyagent.org/
https://github.com/open-policy-agent/opa
https://partners.amazonaws.com/search/partners?facets=Use%20Case%20%3A%20Security%20%3A%20Identity%20and%20Access%20Management
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https://partners.amazonaws.com/search/partners?facets=Industry%20%3A%20Government%20%3A%20Security%20%26%20Compliance
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https://docs.aws.amazon.com/prescriptive-guidance/latest/saas-multitenant-api-access-authorization/saas-multitenant-api-access-authorization.rss
https://docs.aws.amazon.com/prescriptive-guidance/latest/saas-multitenant-api-access-authorization/avp.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/saas-multitenant-api-access-authorization/avp.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/saas-multitenant-api-access-authorization/using-avp.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/saas-multitenant-api-access-authorization/using-avp.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/saas-multitenant-api-access-authorization/avp-design-considerations.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/saas-multitenant-api-access-authorization/avp-design-considerations.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/saas-multitenant-api-access-authorization/external-data-avp.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/saas-multitenant-api-access-authorization/external-data-avp.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/saas-multitenant-api-access-authorization/distributed-pdp.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/saas-multitenant-api-access-authorization/distributed-pdp.html
https://aws.amazon.com/verified-permissions/
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