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E1E AWS CAF T2 BEMN B R R &2
Rishi Singla #1 Rovan Omar , Amazon Web Services (AWS)

2023 F 11 B (XHELECE)

ZER NEEREH AWS, BTHERELNEERRE K LEARAEERRLZLESH AWS, AWS

BBEERRE , ERT SREFHIT PATREBRBNERRE AWS B, ZEEERRNESE , HlW
BHERMERRER, AEmRERHZLES , THBEET FHREEFE AWS Eif,

AWS EinfR AZEHE (AWS CAF) REEEREERERBENREEK. AWS CAF BELREEKSD
HANESBE : ¥, AE, BE, ¥A., 2Rk, FEEEERLTEEENTHIINEE

- BONMENMEE - AKEEEEARNMRES 2 REFFT,.

- REBER - RECHNER  UEANREBENZLREHR. BEHFABTR.

- REERRE - RERBENRBEERBARRERENFRANEENIFE.

- REER - RBHRERRHENETIE. REHENREEEBTNEFRNERASTANTRAE
izl

- BHEE - ZEUMFREBNBELZEEHNEELE,

AEFIEL AWS CAF Z2haEM M, AN EEER SR, THEEHENERREERE
RER , WAIREERETENER, NEEHRNEFZSEFTHEENERRELEL

(® Note
AWS RE T HBIEE 22 BRFENRE. TEMEE AWS Bif, SERFEE AWS Well-
Architected Framework, AWS Cloud Adoption Framework (AWS CAF). AWS Security
Reference Architecture (AWS SRA) A K BN EMZLERRISG 3, XM AWS,
FEEFNEFELEMEERZLEENTEARAS , FEBYFERIRNELERE,



https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/cloud-adoption-framework/
https://aws.amazon.com/architecture/well-architected/
https://aws.amazon.com/architecture/well-architected/
https://aws.amazon.com/cloud-adoption-framework/
https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/
https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/
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BESINEFRNZERFIESR

B LAE PEBIU S5 AWS |, B AT LUEEANE S 2 RIE. #EiB AWS Identity and Access Management
(IAM) BUR |, BRI R FEAEXENGTA , EMMITUAEREERE AWS ERNESHWEAER. &
BB NERNEESYRBRIEENABNMEEEENRE T IUERERNER. AWS Well-
Architected Framework IRt EE S/ REF AN SREER. REEXNEGHIFEREERIXF o iRM
ENMFERBRANEAES SIS EERRE (MFA), AEPNZSRFIEHEEEEELREE
%o

B R R IE

- EERNREREREZSNEL
- TERAREREEVYFRESR
- BBREAEBRA MFA

- BEIAM WL HREER

- BFBERERTT

- EIEBERESRTTER
- Ef@E IAM FERSH8

- BAEADERAANER

ERNRERERAZZENEA

BRE—REBMN B AWSIRF , CFERBAREAENE-ZASTRSE. RIBER  REAETR
BENIRFFHME AWS R NER, GEZBREFNNEZREAE  MERESEAREZR
EREBRENER.

MEFHMET  F2ETIER :

« £ AWS Well-Architected Framework #1312 % 5 (K PR 1Z B iE
. EHREBIEEPET IAM BEREFE AWS

REREFD 2


https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/identity-and-access-management.html
https://docs.aws.amazon.com/accounts/latest/reference/root-user-tasks.html
https://docs.aws.amazon.com/accounts/latest/reference/root-user-tasks.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_permissions_least_privileges.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/patterns/monitor-iam-root-user-activity.html
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TER/RERAERILFHER

REMER AWS IRFTRERESHNERE, FRABREAENEARTEN , BUREREERAEZA
BERBHNRBENREERREACGHER. RMEJERILER IAM ACBARKEAER , JUF
HUZHY AWS 1RFE M ERo

WEFBES , F2HETHIER :

o IAM IREREFR BT EFENR AWS Security Hub X4
o £ IAM XHHRIREFERENEIREIR
o IAM XHHH IAM A6

ARERERA MFA

BERER AWSIRF BEAEN IAM FREMAZESEERRF (MFA) HE, EE2RS T8 AWS
RE 225, YA UL EFREE. ARREAERTUSTHESENSESECRE , HIER
FAEERMFAZHREE, SULERAER MFARE  RIBUBEARRN — RS (TOTP) &
B, FDOEEZ2 By ERREREARSELHER.

£ 2024 £ , MFA S ZEEFEUEM WRERAE AWS 1RF, MEFMEN , FSE AWS REEK
I # Secure by Design : AWS LAB58 2024 FH MFA F3k, BfIEZIEBEERLZLER I E
R AWS IRIERFREEAEFEN MFA,

WMRAEE , RMEBREAREAEEHER MFARKE, EH MFA Tae R RHEER MFA KEMEE
BN ZE, AU ESHERBEERERIARKEMERE MFA,

HELEEBEHHERFAER T AWS Organizations , 1R AEBAYRERAZEEDTE , EHEBE (OU)
b BEERFNREAEEAERE MFA TTRRELZRE. £EEBRT , £TULEZE OU hRE
OU EERFH —EIRFE , AREMAK OU FEMIRFHRERE, RIBERK , OU BEEIRFEEZFN
HitiRF ., BBEALKEBIRFEN , ZAUERIFERTH# OU EERFEFIMEMIRS ., 5E2RE
BiRFFH , SN EXBIIRFHPEL IAM A6, TERHE , LERE OU EERFHANRERE
FRETLAR, MFFEER , B2 AM XHFHHERE . AWS IRF EH IAM BB ERE
HY EH.

BRLAREAESAENMAZE MFA £E, BUUEMR&EZ/BEEAESH MFA E£E&,
MEFHMER  BSETHIER :
o £ IAM XHHRELATERE TOTP =4F

REAENHFRER 3


https://docs.aws.amazon.com/securityhub/latest/userguide/iam-controls.html#iam-4
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user_manage_delete-key.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://aws.amazon.com/blogs/security/security-by-design-aws-to-enhance-mfa-requirements-in-2024/
https://docs.aws.amazon.com/IAM/latest/UserGuide/tutorial_cross-account-with-roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/tutorial_cross-account-with-roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa_enable_physical.html#enable-hw-mfa-for-root
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- EIAMXHAHPRAERSEERRE (MFA) £E

- £ IAM X#HEA FIDO 2 &)

- A IAMXHHPNZSEEZRFE (MFA) REZWREAEEA

EE IAM NEEREER

IAM X BeREBKEFE , EEHYERE AWS 1RF Ml EFfNZE., HHEERBEREEREL
REFMMFANESR. IAM Z2REBBNEHIFEREWMES D, ERMFA , BIREAKRKEA
&¥

WMEFEEA

ﬂlh

Z2HETIER :

REEK
FEAERE AWS ER

© JAM XHHH IAM 22
« E IAM X H AR 6E R ER

R RIRERETA

RIEERRERTFHTERMETTNMEE. BAILUEBERTISE R T B 45 E E IR 7 SR B 1R
AT LR

B RFEUES] (ABAC) R—EREXRE , TRIRBMER , AINHEHER. SuUNEAFE, 52
NERBERBES AREERTT , MARERMERIEA BN, Flw, ETLEER ABAC i
A ERBRASETNEAERARB B ERBNER,

WMEFMES , FSRTHER :

« T IAM XA ERSEERFTA
 IAM X #HH) ABAC B AR E AWS

EILFERRERERTIEM

REBKREAZSIKRFER  RATRETEIFEHERERZMNEL. AWS Z2S2EREREM
BARMAIEBIRFHRBEUIEE, BERFE FLUABTEEAWS Organizations , Mk FE 5548
AIEBE{ OUs).

AWS R#EZ AWS Control Tower Al B Eh E R EEABNEFE, ROEZLAABANEER
EFB OU EXAMMWAE , YARIBZAZRER#ESl, AWS Control Tower E/ETER . ERIMEMESH

IAM JRIFEH 4


https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa_enable_virtual.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa_enable_fido.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/root-user-best-practices.html#ru-bp-mfa
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp_use-resources.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#grant-least-privilege
https://docs.aws.amazon.com/IAM/latest/UserGuide/introduction_attribute-based-access-control.html
https://docs.aws.amazon.com/organizations/latest/userguide/
https://docs.aws.amazon.com/controltower/latest/userguide/what-is-control-tower.html
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7, B EERERYELRSR, AHMEFEES EE4RE. GANRFHSEREHRERE
A, RHENREE, THRHSEMLETESREFNTE , FEREMERERZHHETRME,

MEFHMET  F2ETIER :

 f£/ Well-Architected Framework R VIR F R %5 B TEEE AWS

- REIEEPHNAWS Z22EL1E (AWS SRA) AWS

- B3R TR #2578 AWS Control Tower AWS Control Tower

« AWS £ REfEEH Y BELe=E AWS

- £/ AWS T2 EEB PR RGIZFIBER | £ AWS MBI H 1R 5 B % E ST o] E

EHHE 1AM FE S8

REERRHHRERMBENCARMENFIER, RMERE 00 XAEENFBRREFRE
R, WNEFHNSRTREEAREARIRLIRFHEBBNFRESHRNER. CHEERATRIEX, B
EREENESRRPILEFR. BRENESRE , —EEHEAESN

WMEFMBES , F2RATHIER :

< HEEE IAMXAHTRABENEARS L REZEHEFNER

« i AWS Prescriptive Guidance ##J AWS Organizations 1 AR1&E B 8wk IAM FHEFISE
AWS Secrets Manager

« EHIAM XM EIRER

ol B E R A AN EIR

HIBERRE AWS BB ER. EAEX. REIFEAE , flns—E. REAE AWS IR

E. IAM FRESAR, BEEoERE AWS RE. HER (RARE) £AE. £/ IAM
Access Analyzer REFIABARFFEABEBHLANERRZENREER , Hl0 Amazon Simple
Storage Service (Amazon S3) EZEFE DR IAM A, ERHBEERIENERERNER , ERZE
E,

WEFBES , FSRTHIER :

« 7£ IAM X4 {EH IAM Access Analyzer BR38 BEREY NG MR F 7 EUE
« £ AWS Well-Architected Framework # % #1 238 F IR F 17 EL

B IAM EEHE8 5


https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_securely_operate_multi_accounts.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/
https://docs.aws.amazon.com/controltower/latest/userguide/controls.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/aws-security-controls/
https://aws.amazon.com/blogs/security/how-to-use-service-control-policies-to-set-permission-guardrails-across-accounts-in-your-aws-organization/?ref=wellarchitected
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#rotate-credentials
https://docs.aws.amazon.com/prescriptive-guidance/latest/patterns/automatically-rotate-iam-user-access-keys-at-scale-with-aws-organizations-and-aws-secrets-manager.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/patterns/automatically-rotate-iam-user-access-keys-at-scale-with-aws-organizations-and-aws-secrets-manager.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_access-keys.html#Using_RotateAccessKey
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#bp-preview-access
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_permissions_analyze_cross_account.html
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+ 7£ AWS ldentity and Access Management Access Analyzer IAM X4

NBRAER 6


https://docs.aws.amazon.com/IAM/latest/UserGuide/what-is-access-analyzer.html
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REAEENRS RS

AENERRRERINEERHE. BBEANRAWS ZEinikAZLE (AWS CAF) HHN R 2ER 6
— BBMEARFER , ENEBTUERENRE  UTEIHBENRSERERE, BENEN
TR, THEBEREBTHBENEABSHFELLBRHNELIERF , ™A BAEYE BRI 7 i B 15 5 RE it B
ERE.

AR AR I

* £ CloudTrail #EEES —EZ [EHIE K

o TERRASFIE A RE X B ARER E RS 8%

s BYARSWMAGTEERLEHNERNE

« BUEREREFIRIE CloudTrail AFERM S3 FEFEE
- REZSEHEIGMIK ACLs BFERVIZE

« B ALARM #REEH CloudWatch B REREE R

1£ CloudTrail #EREZ A —EZ [EFEBH

AWS CloudTrail AJ 7B &R WiRE, SRMEERK AWS IRF, £RE. AR KENEBHE
AWS B3 &7E CloudTrail Fie#&ASE4. EHEE . AWS Command Line Interface (AWS CLI)
AWS Management Console, H1 AWS SDKs#l APIsHF BN EIE, LWEHBRE RERHBED TR
2iREE, EMERBENERER

BEFERHE PSS AWS IRF |, B4 REVIER, SERRBERER/LEFEEMH AWS B,
EBEME PRESH AWS B , B UHERKR AWS IRF LHEL PRENAMESH , BR AWS
B efBREERE . SEHER TRARSREEREESH.

MEFHMET  F2ETIER :

 CloudTrail 3X#FH CloudTrail EB R 2 HEE CloudTrail
- BIRERF—EEEMNENR , LLEHZ CloudTrail X#H K FrEEE CloudTrail
 1£ CloudTrail 3244 Bi A #1115 A < 15 IR 7% =5 44 5 8%

CloudTrail % [E13)8 it 7


https://aws.amazon.com/cloud-adoption-framework/
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-user-guide.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-concepts.html#cloudtrail-concepts-global-service-events
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/best-practices-security.html#best-practices-security-detective
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-create-and-update-a-trail-by-using-the-aws-cli-update-trail.html#cloudtrail-create-and-update-a-trail-by-using-the-aws-cli-examples-convert
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-create-and-update-a-trail-by-using-the-aws-cli-update-trail.html#cloudtrail-create-and-update-a-trail-by-using-the-aws-cli-examples-gses
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AWS Well-Architected Framework 2R R ERE RENEAERNELZL2EH4H A, E=RERZ, RAE
FIgEEARNZEMNERFER, BRENEAEXBFRERERENZLSER , AZE. ARNER
(GRC) 2%, BEXMEFEEE,

T2 EENABEAFNES I ERREAJERTACRENEHHAEANEENBEE IS4, B
RIZEARGIBATRE IRBH BebicEk, Bl , B LAEE# Amazon S3 FEFETEEE. AWS WAF
Web ACL &, #BEEEH Amazon API Gateway &= Amazon CloudFront % i,

MEFHMET  F2ETIER :

* 7# Amazon CloudWatch Logs &7 E| EEZBERPEPXIRS SUETREZA 2 AWS
« £ AWS Well-Architected Framework 5% & iR 7% 71 F& FH 12 = A0 8%

BYARDMARZNEELZEEHNEFLE

FEo»MAFNEEEATEUR FREHEEERBHNENE. 2 TNREERFE LGB RFEEH
MG ERHINER. AWS Well-Architected Framework & 1E4% AWS R4 EHNFAEERESIE
HMMTERBRES , fINER, BRARZLEANEHEE (SIEM) Rit. EERRITHBEIEIEIR.
BHMNEERSEH,

WMEFMBES , FSRTIER :

« 1£ AWS Well-Architected Framework &£ 9T B, FAELERFNIEE
o REEERBPHMER CloudTrail #1 Amazon Athena D& tt, SBMMIRIEETE AWS
« £ AWS SERBHERMBEESTIRHEBE SN E EIRIEN AWS SEB#

Br Ik RIEREFENE S CloudTrail BFERR S3 REFITRE

RIZTERR |, CloudTrail B E RS EFEME Amazon S3 fZErED, X2 REEXEMLEREREEFEEN
‘@& CloudTrail HFFERMEM Amazon S3 REFETHE, EUHMEHEBEELAFNTEMY, TEMUEN
AAM  EHRERTRZENZHREE, NMREFSEEASS CloudTrail AFERN S3 fEITEREE
EREH , BZALLAKET CloudTrail B,

MEFHMET  F2ETIER :

« 1£ Amazon S3 X A S3 fEFETE R EHEH A FEGELE Amazon S3

BR# M e FfE AT ik 8


https://aws.amazon.com/blogs/architecture/stream-amazon-cloudwatch-logs-to-a-centralized-account-for-audit-and-analysis/
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_detect_investigate_events_app_service_logging.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_detect_investigate_events_analyze_all.html
https://aws.amazon.com/blogs/big-data/aws-cloudtrail-and-amazon-athena-dive-deep-to-analyze-security-compliance-and-operational-activity/
https://partners.amazonaws.com/search/partners?facets=Use%20Case%20%3A%20Security%20%3A%20Threat%20Detection%20and%20Response
https://docs.aws.amazon.com/AmazonS3/latest/userguide/configuring-block-public-access-bucket.html

AWS FRiga| B{E AWS CAF R4 A EER S 2S)
 CloudTrail 3X#H /) CloudTrail It R REER
« 7t CloudTrail 34 H 2 718 it

LE R e BHARMEE ACLs BEIRE

Amazon Virtual Private Cloud (Amazon VPC) FHZ £ BESRFI AT FRNRE , WRFEHIEE
BHNER, BRFEIEHEE (ACL) AHRIER VPC THREBRANEBEEARSELRE, ELEERY
RERE AWS REFHEREREE,

B FERE Amazon CloudWatch /R , R BHEDMER ACL HESFRBANE, REHETR &
FRBAT AP| R EHZ S BHEF AWS REER, B AER R , Sl Amazon EventBridge
M AWS Config , BEEIEIESLERNLLEH,

MEFHMET  F2ETIER :

« AWS Z2EE BRI B EE R M EY Amazon VPC L& FHEEERIEA
« CloudWatch X#H & H Amazon CloudWatch 7R CloudWatch

* T AWS Well-Architected 2218 E{E A SRINENFRY Z & S

- BB S Well-Architected Framework Y B4 AWS

A A ALARM AREERY CloudWatch B REEEE R

£ CloudWatch # , AT LASEE B /RTE OK. ALARMA] INSUFFICIENT_DATA iREE > S48 &8 ik RE RSPl
KR EE, &FBNEREERREREBEZEFASE Amazon Simple Notification Service (Amazon
SNS) FERBHN—RNZMAE., BHAILUFREE R , £ PRI Opsltems HEH AWS Systems
Manager,

BRCHRABEREF  UAEEXERERELESENRERBEBREE R, ERBERAUHEHEIERE
BB, WREEEREMNRERE,

MEFEFHMET , F2ETIER :

« £ AWS Well-Architected ZR#EFRE/E T IKENEIMEN T2 =4
« CloudWatch X EREE

REEFENMER ACL BENRE 9


https://docs.aws.amazon.com/awscloudtrail/latest/userguide/best-practices-security.html#best-practices-security-preventative
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-create-a-trail-using-the-console-first-time.html
https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-what-is.html
https://docs.aws.amazon.com/config/latest/developerguide/remediation.html
https://aws.amazon.com/blogs/security/how-to-automatically-revert-and-receive-notifications-about-changes-to-your-amazon-vpc-security-groups/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/AlarmThatSendsEmail.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_detect_investigate_events_actionable_events.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_detect_investigate_events_auto_response.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/OpsCenter-create-OpsItems-from-CloudWatch-Alarms.html
https://docs.aws.amazon.com/incident-manager/latest/userguide/incident-creation.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_detect_investigate_events_actionable_events.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/AlarmThatSendsEmail.html#alarms-and-actions
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Web REN D . MRETERFARBYMG , Ao HROBREBBENRAREKSE. NREFERAN
& Amazon Simple Storage Service (Amazon S3) RiA{AAREY , RIFERTsE2EE S3 FEFITFEFHR
REE , IRARRBAEAREE, EEERBYHTBBERE LB HNAR,

MEFHMET  F2ETIER :
* ¥ CloudFront XX+ 5 E FE B

CloudFront TEEZ AR ¥4 10


https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/infrastructure-protection.html
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/Introduction.html
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/DefaultRootObject.html
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2. denial-of-service(DoS) WEMERIE R, T EFMERMEH AN LR REE AWS ERAMRE
B, EMLLBEATEATERINEAFTREMNNEREE | 10 SSH FMWindowsiE ik R EE
AWE (RDP). HREARE , EENZLEHED , EAFREEEELN TCP = UDP Eif, BE
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https://docs.aws.amazon.com/codeguru/latest/reviewer-ug/welcome.html
https://owasp.org/www-community/Source_Code_Analysis_Tools
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_protect_compute_vulnerability_management.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_network_protection_create_layers.html
https://docs.aws.amazon.com/vpc/latest/reachability/what-is-reachability-analyzer.html
https://docs.aws.amazon.com/vpc/latest/network-access-analyzer/what-is-network-access-analyzer.html
https://docs.aws.amazon.com/vpc/latest/userguide/create-subnets.html
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WMEFMBES , FSRTIER :
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MEFHMES , F2ETIER :

- Systems Manager X4+ f Systems Manager X4 REBE K
« 7£ Systems Manager X4 1& X H A Systems Manager XAFHYEFA]
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AWS Command Line Interface () E#T Lambda BRI &R EEHKAWS CLI,
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- Security Hub X#FHAWS Lambda 218
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https://docs.aws.amazon.com/systems-manager/latest/userguide/session-manager.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/run-command.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/run-command.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/working-with-security-groups.html
https://docs.aws.amazon.com/vpc/latest/userguide/vpc-security-groups.html#DefaultSecurityGroup
https://docs.aws.amazon.com/systems-manager/latest/userguide/documents-ssm-sharing.html#best-practices-shared
https://docs.aws.amazon.com/systems-manager/latest/userguide/documents-ssm-sharing.html#modify-permissions-shared
https://docs.aws.amazon.com/lambda/latest/dg/welcome.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html#policies_resource-based
https://docs.aws.amazon.com/securityhub/latest/userguide/lambda-controls.html
https://docs.aws.amazon.com/lambda/latest/dg/access-control-resource-based.html
https://docs.aws.amazon.com/lambda/latest/dg/lambda-api-permissions-ref.html
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RIEF | FHEEREERRR,

BMtEBERMA [EC22] VPC HREZ£EME , THRAFF Security Hub FEASE L RER
Hlo LIRHIREEME VPC NERZEHARTEEEANELRE.

MEFHMET  F2ETIER :

- A Amazon VPC X #rH R £ BHEES AWS ERNRE
« Amazon VPCs X #H VPC IR Z £ &l
« Security Hub X### Amazon EC2 18
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Amazon Inspector F B A FANERE LR  SELEEUTUFAENRESTE, NRENKRF S
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« Amazon Inspector X4 # #9/E F Amazon Inspector #& 3% )& Amazon Inspector
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« £ AWS Well-Architected Z2#H B B){L R =
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EHEREZEEFE 13


https://docs.aws.amazon.com/vpc/latest/userguide/vpc-security-groups.html#DefaultSecurityGroup
https://docs.aws.amazon.com/vpc/latest/userguide/default-security-group.html
https://docs.aws.amazon.com/securityhub/latest/userguide/ec2-controls.html#ec2-2
https://docs.aws.amazon.com/inspector/latest/user/what-is-inspector.html
https://docs.aws.amazon.com/inspector/latest/user/scanning-resources.html
https://docs.aws.amazon.com/inspector/latest/user/scanning-ec2.html#deep-inspection
https://aws.amazon.com/blogs/security/how-to-scan-ec2-amis-using-amazon-inspector/
https://docs.aws.amazon.com/prescriptive-guidance/latest/vulnerability-management/introduction.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_network_protection_auto_protect.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_protect_compute_auto_protection.html
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Balancer, IRBERIBEIEEMNRYE , EABRNURE., HTTP 403 AREEH ( ik ) NEFTEERE
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MEFHMES , F2ETIER :

« AWS WAF X8 AFS AWS WAF

- AWS #8348 E#9 AWS WAF S & 1ER

- AWS ERFREXNEFH T2 BEL AWS WAF
« £ AWS Well-Architected ZRiEHh EEmEF{RE

R TEHEREAR DDoS W EphE
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Advanced. Shield Standard @ B B{REZE AWS WER , |BEFENER,
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Shield Advanced £ :
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WEFBES , FSRTIHER :

« Shield X #H K AWS Shield Advanced 11 &}
 Shield 3X##HHAWS Shield Advanced ZREER

5RE AWS WAF 14


https://docs.aws.amazon.com/waf/latest/developerguide/waf-chapter.html
https://docs.aws.amazon.com/waf/latest/developerguide/getting-started.html
https://aws.amazon.com/waf/partners/
https://aws.amazon.com/solutions/implementations/security-automations-for-aws-waf/
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_network_protection_inspection.html
https://docs.aws.amazon.com/waf/latest/developerguide/ddos-overview.html
https://docs.aws.amazon.com/waf/latest/developerguide/ddos-advanced-summary.html
https://docs.aws.amazon.com/waf/latest/developerguide/ddos-advanced-summary-protected-resources.html

AWS 5 E152| B{E AWS CAF Re A REE 2 0 E
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- [EIFE Shield X4 # DDoS E4
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FEITER,

MEFHMET  F2ETIER :

« AWS Network Firewall 32
34| Well-Architected R FFERB I HRE AWS

RHERARE 15


https://docs.aws.amazon.com/waf/latest/developerguide/ddos-advanced-summary-capabilities.html
https://docs.aws.amazon.com/waf/latest/developerguide/ddos-responding.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_network_protection_inspection.html
https://docs.aws.amazon.com/network-firewall/latest/developerguide/what-is-aws-network-firewall.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_network_protection_layered.html
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BRBER , SIEAAEDZRBIERA (PI). I, Bt A LLFE Amazon Virtual Private Cloud (Amazon
VPC) #fEf VPC RERF , BEERAZENNERZE.
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- f£ AWS Well-Architected 21+ B BV BRI 58

- HRIESIFHAWS BFAESEFE (AWS PRA) AWS
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« £ Amazon S3 M#H R EFEZINE
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https://docs.aws.amazon.com/whitepapers/latest/data-classification/data-classification-overview.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_data_classification_identify_data.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_data_classification_define_protection.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_data_classification_auto_classification.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/privacy-reference-architecture/introduction.html
https://docs.aws.amazon.com/macie/latest/user/data-classification.html
https://docs.aws.amazon.com/vpc/latest/userguide/flow-logs.html?ref=wellarchitected
https://aws.amazon.com/blogs/industries/common-techniques-to-detect-phi-and-pii-data-using-aws-services/
https://docs.aws.amazon.com/AmazonS3/latest/userguide/default-bucket-encryption.html
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https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/EBSEncryption.html
https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/Overview.Encryption.html
https://docs.aws.amazon.com/kms/latest/cryptographic-details/intro.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-data-at-rest-encryption/welcome.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_protect_data_rest_encrypt.html
https://docs.aws.amazon.com/index.html#products
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/using-https-viewers-to-cloudfront.html
https://docs.aws.amazon.com/vpc/latest/privatelink/what-is-privatelink.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_protect_data_transit_encrypt.html
https://docs.aws.amazon.com/index.html#products
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/AmazonEBS.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ebs-modifying-snapshot-permissions.html#share-unencrypted-snapshot
https://docs.aws.amazon.com/securityhub/latest/userguide/ec2-controls.html#ec2-1
https://docs.aws.amazon.com/config/latest/developerguide/ebs-snapshot-public-restorable-check.html
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EERIIFTE AWS RS 57, 58 TA@BH Amazon RDS HTERFHENEARE,

WEFBES , F2RATHIER :

« 7£ Amazon RDS X#HHAERERR
« AWS Config X# A # rds-snapshots-public-prohibited
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DMS
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MEFHMET  F2ETIER :
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https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/Welcome.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/USER_ShareSnapshot.html
https://docs.aws.amazon.com/config/latest/developerguide/rds-snapshots-public-prohibited.html
https://docs.aws.amazon.com/securityhub/latest/userguide/rds-controls.html#rds-1
https://docs.aws.amazon.com/securityhub/latest/userguide/dms-controls.html#dms-1
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+ AWS Config X#H# dms-replication-not-public

« XA AWS Config redshift-cluster-public-access-check

 1£ Amazon RDS X #H1&2 Amazon RDS BRI E#1TEE

+ 1£ Amazon Redshift X#HEHFEE

HEH¥ Amazon S3 REFEEFEMN AFREFEE

iE= Amazon S3 R BEEK , TRAREZNREFRELZAHFN. RIFCHBERBBEMARE LNE
AABEHBBRNRBEALNREETR  SAFRELANRETRTRELAEN. SEURREBEENNTEMS
MM, BaLER AWS Config 3R BIF Security Hub 12 &8 R#EFZEM Amazon S3 FEFEEZFS
R EER,
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WEFMES , F2HEATIER :

+ Amazon S3 X4 H# Amazon S3 £ RIEFE# Amazon S3
« FETE Security Hub X #-H A A S3 HELRFEFEIERE

+ S3 ETEESEEIE Security Hub X4y /A B BEUFE

+ S3 FITEEERE L Security Hub XHHH AN EBEAFR

« XA AWS Config s3-bucket-public-read-prohibited #7 Il
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https://docs.aws.amazon.com/securityhub/latest/userguide/rds-controls.html#rds-2
https://docs.aws.amazon.com/securityhub/latest/userguide/redshift-controls.html#redshift-1
https://docs.aws.amazon.com/config/latest/developerguide/rds-instance-public-access-check.html
https://docs.aws.amazon.com/config/latest/developerguide/dms-replication-not-public.html
https://docs.aws.amazon.com/config/latest/developerguide/redshift-cluster-public-access-check.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/Overview.DBInstance.Modifying.html
https://docs.aws.amazon.com/redshift/latest/mgmt/managing-clusters-console.html#modify-cluster
https://docs.aws.amazon.com/AmazonS3/latest/userguide/security-best-practices.html#security-best-practices-prevent
https://docs.aws.amazon.com/securityhub/latest/userguide/s3-controls.html#s3-1
https://docs.aws.amazon.com/securityhub/latest/userguide/s3-controls.html#s3-2
https://docs.aws.amazon.com/securityhub/latest/userguide/s3-controls.html#s3-3
https://docs.aws.amazon.com/config/latest/developerguide/s3-bucket-public-read-prohibited.html
https://docs.aws.amazon.com/config/latest/developerguide/s3-bucket-public-write-prohibited.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/versioning-workflows.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/versioning-workflows.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/MultiFactorAuthenticationDelete.html
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https://docs.aws.amazon.com/opensearch-service/latest/developerguide/vpc.html
https://docs.aws.amazon.com/config/latest/developerguide/opensearch-in-vpc-only.html
https://docs.aws.amazon.com/securityhub/latest/userguide/opensearch-controls.html#opensearch-2
https://docs.aws.amazon.com/kms/latest/developerguide/deleting-keys-scheduling-key-deletion.html#deleting-keys-scheduling-key-deletion-console
https://docs.aws.amazon.com/kms/latest/developerguide/deleting-keys-creating-cloudwatch-alarm.html
https://docs.aws.amazon.com/securityhub/latest/userguide/kms-controls.html#kms-3
https://docs.aws.amazon.com/kms/latest/developerguide/key-policies.html
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https://docs.aws.amazon.com/kms/latest/developerguide/best-practices.html
https://docs.aws.amazon.com/kms/latest/developerguide/key-policy-modifying.html
https://docs.aws.amazon.com/kms/latest/developerguide/determining-access.html
https://docs.aws.amazon.com/elasticloadbalancing/latest/userguide/what-is-load-balancing.html
https://docs.aws.amazon.com/elasticloadbalancing/latest/application/introduction.html
https://docs.aws.amazon.com/elasticloadbalancing/latest/network/introduction.html
https://docs.aws.amazon.com/elasticloadbalancing/latest/classic/introduction.html
https://docs.aws.amazon.com/elasticloadbalancing/latest/application/load-balancer-listeners.html
https://docs.aws.amazon.com/elasticloadbalancing/latest/classic/elb-listener-config.html
https://docs.aws.amazon.com/elasticloadbalancing/latest/network/load-balancer-listeners.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/patterns/ensure-aws-load-balancers-use-secure-listener-protocols-https-ssl-tls.html
https://docs.aws.amazon.com/config/latest/developerguide/elb-tls-https-listeners-only.html
https://docs.aws.amazon.com/securityhub/latest/userguide/elb-controls.html#elb-3
https://docs.aws.amazon.com/securityhub/latest/userguide/elb-controls.html#elb-1
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https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/aspects-of-aws-incident-response.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/incident-response.html
https://docs.aws.amazon.com/whitepapers/latest/aws-security-incident-response-guide/develop-and-test-incident-response-plan.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_incident_response_develop_management_plans.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_incident_response_identify_personnel.html
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https://docs.aws.amazon.com/whitepapers/latest/aws-security-incident-response-guide/what-to-create-playbooks-for.html
https://github.com/aws-samples/aws-incident-response-playbooks
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_incident_response_playbooks.html
https://aws.amazon.com/blogs/security/how-to-remediate-amazon-inspector-security-findings-automatically/
https://aws.amazon.com/blogs/security/how-get-started-security-response-automation-aws/
https://aws.amazon.com/solutions/implementations/automated-security-response-on-aws/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/AlarmThatSendsEmail.html
https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-cloudwatch-events.html
https://docs.aws.amazon.com/inspector/latest/user/findings-managing-automating-responses.html
https://docs.aws.amazon.com/inspector/latest/user/findings-managing-automating-responses.html
https://docs.aws.amazon.com/managedservices/?id=docs_gateway
https://docs.aws.amazon.com/managedservices/?id=docs_gateway
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https://docs.aws.amazon.com/whitepapers/latest/aws-security-incident-response-guide/understand-aws-response-teams-and-support.html
https://docs.aws.amazon.com/accounts/latest/reference/manage-acct-update-contact-alternate.html
https://aws.amazon.com/premiumsupport/plans/
https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-aws-managed-services-outcomes/introduction.html
https://docs.aws.amazon.com/whitepapers/latest/aws-security-incident-response-guide/detection.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_incident_response_prepare_forensic.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_detect_investigate_events_actionable_events.html
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https://aws.amazon.com/architecture/well-architected/#AWS_Well-Architected_and_the_Six_Pillars
https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-controls-reference.html
https://docs.aws.amazon.com/config/latest/developerguide/managed-rules-by-aws-config.html
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https://docs.aws.amazon.com/prescriptive-guidance/latest/security-controls-by-caf-capability/security-controls-by-caf-capability.rss
https://docs.aws.amazon.com/prescriptive-guidance/latest/security-controls-by-caf-capability/identity-and-access-controls.html#root-user-mfa
https://docs.aws.amazon.com/prescriptive-guidance/latest/security-controls-by-caf-capability/identity-and-access-controls.html#root-user-mfa
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https://docs.aws.amazon.com/prescriptive-guidance/latest/application-portfolio-assessment-guide/introduction.html
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https://aws.amazon.com/what-is/artificial-intelligence/
https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-operations-integration/aiops.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/introduction_attribute-based-access-control.html
https://aws.amazon.com/cloud-adoption-framework/
https://d1.awsstatic.com/whitepapers/aws_cloud_adoption_framework.pdf
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https://docs.aws.amazon.com/detective/latest/userguide/behavior-graph-data-about.html
https://docs.aws.amazon.com/detective/latest/userguide/behavior-graph-data-about.html
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https://docs.github.com/en/pull-requests/collaborating-with-pull-requests/proposing-changes-to-your-work-with-pull-requests/about-branches
https://docs.aws.amazon.com/wellarchitected/latest/devops-guidance/ag.sad.5-implement-break-glass-procedures.html
https://docs.aws.amazon.com/whitepapers/latest/running-containerized-microservices/welcome.html
https://docs.aws.amazon.com/whitepapers/latest/running-containerized-microservices/organized-around-business-capabilities.html
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https://docs.aws.amazon.com/fis/latest/userguide/what-is.html
https://docs.aws.amazon.com/fis/latest/userguide/what-is.html
https://aws.amazon.com/blogs/enterprise-strategy/tag/ccoe/
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