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£ 7% Db2 LUW BRIEMZ £ 5% AWS

Sai Parthasaradhi # Vikas Gupta , Amazon Web Services (AWS)

2023 £ 9 A (XHFELECHK)

ELKBRLETHEEHR IBM Db2 AZPEEE RIEEZEB E| Amazon Web Services (AWS) EimbF |
B EE T ER SRR E AWS EHERE,

7% Db2 ERERRSMEBBEE IR , FRERANWEFE  UERBERNEAET EEFIR
ENES. I, EHRRNEREERES, RXEMEET5E LK% IBMDb2 ERENEE
AWS Ei :

- FARERAFKFEUEAGE (LDAP) EITE 7 BE | SIEMEERKEN Kerberos

- Big

- InE

- ¥

- BHFEEES , SEERRFEIERS] (LBAC) LR ER 5IFE B FEUIE S (RCAC)

- ¥

- InE

REFERHRERR,

B 1R

ERAEERAS2E  LUER THIRBAR

- AEERRE - 858 Db2 ERENZEY , HHRBHBRIBZERNERACRENFHN, BERAN
B,

- BRT2ERE - BEMNFREBERERRERNIFE.

- BREER - THRIBELENT2ER , AFSHBNERREER.



https://www.ibm.com/docs/en/db2/11.5
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B2 BFER IBM Db2 AREFRHHEAEF»RENBAEHEXEAESI > BERNER, BR
FAERERH DB ERERANBNZLREEBS P BEBELZENABERNHT. ZRLRETL
REERMBE=ZALZEREN - , LR BTHWAEES  WBEBTNZLEBRK. &
FEEESHBESAUTHENTICATIONEREAERENEE, SR IREBEANTERIES EE
SWAUTHENTICATIONAREE,

EREEAENEETEOBRER , £/HF ID SMHE Db2 KR#E ID, ABWEAE ID, hEHIE
EREFEADBEBNEAERE, D2 SEARE D, REHEKEER (WREER ) NACH
ERENHHITRERSE,

T3 55 R E B Db2 LUW EREREER,

ERRHR

EERME (OS) o MBREAEZBITEAERVIFNER D2 ERESTREL E. EHENE
HEAETEEXERRPER. ELAERIRIR  CEMEHENEERFMEN, WHEFEEEX
REBREEMAERENHEETNENER. CEERECESREZENERARFFENELLE
Eﬂo

Kerberos

E A F i MEREFEIN X 1] Kerberos Z2BABENEERKR , @F A Kerberos H 7 5FE. £
AERERFZBMEM Kerberos FRRHT , BEEEBRBUMXFZTERNEXEAEEAER, LEA
HEFHE —BEARERERR Db2 ERERMRES. Kerberos BB ERMUCHAERT , BEEE
BREANBEEK,

LDAP

Db2 X EUEER A KIFEERAME (LDAP) AERNERES Y RIFNHERSEREANEE. £
LAfE R LDAP RS 2R ESER LDAP,

LDAP Z2 /A HEX

LDAP Z 2 #2427 H Microsoft Active Directory Al iR8S LRI B M A EANEES %,
WHEEERFAEEREENLEAL LDAP hER , IEFEERFE£RRTHBITAERAEEA, &

QI EN 2
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AUEFERFERAENFEREEREA. NEEXEETARFARSIF I 2RI, AFRT D RF
MEEER, SARAFTURBENERE PRE. ElhFZED , BRLZFFLEAEEEER
MPER , EEIBRFLEFEHERL LDAP FER, FHEAH#EF LDAP f[BRES ( Hlan AWS Directory
Service for Microsoft Active Directory) NS AT , UiBBIfRREAES Db2 EREN T »RETE
A,

LDAP
security
plugin

k4

Db2 LDAP server
database directory
i%EBH LDAP

FEEA LDAP S EEERKRBRES LDAP , BEXRFEMN Db2 FoRFB|AREHAERENES, £
WA ER | A LARRE Db2 MRS RERFB LA E , WEBFEERFMEHHEHE, FERREESEB
LDAP fRlfR2EE1TH 2 5T . HDB2AUTHEHIEFRE A 0SAUTHDBE , BN A LAZ A ) Db2 HHAERK A&
B LDAP, EEAELL LDAP ABMEXEER K , KAWR LDAP [ARSFZEREEZENHE , Db2 AL
EEERKEBREBTAHRIBFERE.

Default OS5 5
security

.

plugin o _
perating
Db2 LDAP server
database system directory
BEIA#HER

BULRZEECHEF RS ARENER  WRFELERE , LEREAERENFENEERER,
ERERBAUERAEAERABRS—RELLRBEAZENSRE (GSSAPI) RHATT.

R

£ Db2 11.5.4 WRBtE , BRI UERAE—ZA S 28F (SSO) &H JSON Web BEHL (JWT) #1TH 258
# OMBEEAESBNER. ERARHEHNAT S 2 REE (IdP) AL HFNEE, Db2 REAR

BEISMNEER 3


https://www.ibm.com/docs/en/db2/11.5?topic=ins-gss-api
https://jwt.io/introduction
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EHER AP , WERAELNESREBIBEL, RIAFENFHEENZNEHAFREEZERER
fReR  EMRESIRE  YREFHNEREEIANNER, BMABAERBREEBMREE JWT
B, B TLS RIRE JWT, Db2 EEEZMERIH JWT,

TEER JWT TERE.

Identity provider

N

9 o 0
| L+

Web browser Application Db2
database

1. EAERE Web BIESREM SSO ETH T BFE.
2. |dP B #FH JWT EEIBIER.

3. JWT &3 HTTPS = SAML 2.0 BxE=EAER.
4. Db2 EXEM HFBEER JWT FH/,

R 4
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AEREREFT  EREEESSNSCREEAERE ID NEBEMNA, RE D EHEMAETUAT
MLER ERE , SREERETUFIRBLEEREY 4. £ Db2 hARE SN A AFFERAENITE
EBE,

HREFE D, I ESEERR T H -

- FE-FEHFUTEEERRTRE D,

- RE-REFTERTRE D ARENFHENAE,

« 0F - NRAERERAKREBTEE ALK Db2 Bl
BHR - EEFAERTEANATAE,

b
0%

Db2 ZEE K

Db2 % T HIEREERBEEN !

- BITREBIRM. BB : SYSADM, SYSCTRL, SYSMAINT, SYSMON
- ERERE : DBADM (SQLADM (EXPLAIN), WLMADM), SECADM(ACCESSCTRL), DATAACCESS
o FEBIEREHK . SCHEMAADM (LOAD)ACCESSCTRL, , DATAACCESS
- HittiEBIERERER

Db2 REEH 5
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Instance level

SYSADM
SYSCTRL
SYSMAINT
SYSMON

Database level

DBADM
SQLADM
WLMADM
SECADM
ACCESSCTRL
DATAACCESS

Schemalevel

SCHEMAADM
LOAD

ACCESSCTRL

DATACCESS

Db2 X & T HI NN SRR B RER

« SELECTIN AFEAERFEBERPERNAEERKRIBEBMEERT,

 INSERTIN AFFERAERAS , Y ELBERFERNATEERRIBRIE LBTIMPORTAAER,
« UPDATEIN AMEAEEMBERNRIEBHRPERN AIEFHRER LBT Update IR,

- DELETEIN AFFEAEREBERPERNAMEERRIAIEHREFRBRER S,

- EXECUTEIN AFFERAERTRHBRERPEBRNMEEAEERHE. HE. BF. E4ZEE,

- CREATEIN RFFERAEEFBRRPELIYH,
« ALTERIN AR EESERZBERP Y4,
- DROPIN RFFEAEREBHRANEED 4.

B#E ID

Db2 24 ID @& T5EA :

- ®EIDER

- ERIERE ()

- B (G)
- At (R)

R ID
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- BEIDE

BEID, JEREEZTEBRNZEMER , AREBRUERRE Db2 B,
LU 2 Db2 mERAMNEERE ID MizE :
o RIRIZE ID- ARNETEMDNRRERENRE ID , FIINFECONNECTERE B ECONNECTH#

PR o

o TEREERIRHE ID - fECONNECTREHBHTHRREZR , AREMIERERERENIRE 1D,
EEEFT/ERERRE IDWERIE , BFEASESSION_USER4SBREE .

« BRIREZHME ID- AR SQL AKX REERNRE ID ( UARFENACWHEBXERHE IDs), Etb
SRRYEERNMHESE. CTRERE SQL RAXNNWERENBTREMAERTRE.

REFRER 2B BAEMEEIES , #120 GRANTH REVOKERRR , SEBE#E , flinE B HHEE#E
NENER. EMETNERSEARERAREREEG, flU , EEESRENTFEE K ZERSRS
WAFEENZRRESTHYE, kI, EH LN EXECUTEER I ZEEFIZEG PN AFRE
SQL. BESHRKRENERNE —EHEZRFEREENAR,

EENARE

ZEEATRERNENH  TERENERNBEARXARFNEMCENEMRR BN EEBR,
EERFRERBTIEEEMN

- IP ithut
- REEE D
- BREFANINEER

NMRERFEEBZEERBTYHTNEEEBNE , AISELGEER, SEEEREMERE !

- BEGHENER -BEEENERTRCAERATAEEERERMENBELEANAR, ER
MIERERREID EAFEARERTESHACRARERREER.

TERRAFRE—E P i Y ERNE S EEEREH,

REID 7
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o
5—2—0—2A4

User ABC Db2 User ABC
Client IP address: database Client IP address:
1010101 10.10.10.2

1. dbconnrole B ABURFERENER, EENRBI2RIBEMEA authidABCIEEL IP it
110.10.10. LMERAE WERFTctximplEZdbconnrole,

2. FRAET LR IP thit ABCEZRETEREL0.10.10. 1,
3. ERAEABCEER IP bt H#§10.10.10.2,

- PREANER - FREANERTRZEENEAREXFARI[IEM Db2 ER ERRBI[UARE
MAXNBRBEFER LN BERIERE ID. BAEAARFRERILREER  LAEBRET. X
EEc®  BRAEAARRTUAOENEMRF[ZLFR , ABEEMH THEEMN THEEERRE
ID. ARFAITHIRERFB RN ID RFEEMR AR LCONNECTRIHERR.

EENPEARSFERREFTAFTIEAENZBEAERHERERRE , flNER K , ARk
FEENERSREEE. FENEARSF LEINEETATNH TR ERARFE LRGN ERRRE
FEER , ARKERVERERE ID VREBENEHRE ID, MAFTEEFTREBENEMMRR,
RIBEAERE D EERNENH LR TFHER , FHETURENTERE  REVTEAREES
MEAENEHES D,

TEFERAREEEZNVEHF , Ef USER1L, USER2F USER3Z#FIEIR authid ELEAPPID,

R D 8
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]

Db2
database

Middle-tier server

o
A A A

USER1 USERZ2 USER3

1. EENABRBIFEMFEHE USERL, USER2M FHauthidAPPIDRE IP #:1110.10.10. 1895E
#Rctxexpl#E I USER3,

2. EREERTIDE MRS
3. EENEREFER BIAPPID,

R ID 9
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BEFEERSIRERRMERNERRANBRENRERS , FERENFEUES (FGAC). A FGAC,
ZERENETREUUREZ LY , URHEBFTRARESENRYTER SQL AKX KEE
MiERE  ERtMEEREERR LBREVERAM,

FGAC EmMEF :

. EEAFIMIES (LBAC) - LBAC RMHIEIZE (MAC) WE/A , b EAENERAS Be B
ERRLERE. EAERLERNERELEEY BN EREEAE TUEIBLERFINER
M. R EBNEREZERENEE. BURSER L% | REBTBR.

. ERFIFERMEERE (RCAC) - RCAC RUEASAESFIRAIMNER, i SaL REXA
Hi, RCAC G2 ERFIFTAELMES, ERFFTLSBEM SQL EEREAREE , BX
EXRATEHMNERFIE, ERMESNEESTREM SQL CASERER , REBRESEELE
WIS | ANEE RSB,
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B

IETLAGER Db2 BEAERERELENEZE —RIBALEERERNESHNRKRR, CLREEENTE
ERBERZARERT , ERINERRR , THEHNTTBLERE, BEMVLE,

BERTUEATERERNATERANSEEREFRENRE. BRRERSHHHNTERNEESE
BED R ANERE,

TERB\AIEHATEERERNATERASEENERBRREN Db2 BKHE.

T — g, T—
Instance Database
Instance level audit log file audit log file
s )

db2audit configure
dbZaudit describe

db2audit start >EE

db2audit extract
dbZaudit stop Db2 audit

facility

Database level

:b N
= N

Database .
audit policy N

h

_ 3 Audit tables
= N_Teble
Tableiaudit Db2
policy database

BRERRNERZEMFEAEMSR AUDITERIRX S EYHEEEBIEZEE. BREBERTETEN
EREMHEILRE  fImERE, Efk, £AE. #E. ACRE  URREERKMNER., A
A UEERAREK R BAEZNEHER :

- AUDIT - BZBRESEKAFEINWESE

« CHECKING - ZERE

« OBIMAINT - BUSREENYH (BEEXEFMEVHEHSEETHFE)



https://www.ibm.com/docs/en/db2/11.5?topic=layouts-audit-record-layout-objmaint-events
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« SECMAINT - R£ZHINEE

« SYSADMIN - fiEF§ SYSADM, SYSMAINTE SYSCTRL#ZH#E

* VALIDATE - BERFHRHKELZLEA

« CONTEXT - ERERENRBTENR

« EXECUTE - SQL IR #1T
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hnE

Em#ZLHE , AMEZERE
o SR

- BRENE

Db2 [REMZEARERN Db2 F , BBEERB AMKKENBEENRREFEER, Db2 REMEFER
BRECEEL, ERENSHER Db2 ERMESIR (DEK) % , M DEK S/ Db2 £, (MK) i1
#. E MK ZRENBEREFRER , DEK ETEREFETEE,

A TEBTFREMS , Amazon Elastic Block Store (Amazon EBS) BifE[E NZZE 5t £/ Db2 R4
®AWS A BAZAIUERAERRERRSRZETRENER. EBS WREMNZELEBAERTSLE
IR{ERRSE , LR EBRZEENERRBZRFREREMEMEENRRE. WEFMEH , F2EHE
BRXERBEREME. AWS

BahNZRTIEREAEE

%

- FAFIRERRES <M
- FEMSTS VAL EER (HADR) {[RES 2 M
- EREMRRIFENBRSE 2B

HaWERE/ER TLS &, I , Db2 X EFEFAFARSEHSE HEAE ID MRBETAIEI
ZZAUTHENTICATION,

TLS EAKE IBM £X&Z2E# (GSKit) WERE , SEEBENERRARZLEE , YBRELS
WEREEREFRES,

TERETAFiRERRR B TLS i,



https://aws.amazon.com/blogs/security/architecting-for-database-encryption-on-aws/
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Client o

i

&
<

K9}
Credentials Server

- © =
—= [y
Client Credentials o 4

J' Server
) o E
—=
Client Server

1. AFIREHR TLS iR , I HHEXENRBEN
2. ARF/EERNBZREARECTELFERNBUBRELRELE,

3. AFHEMERENENM. NRBBER , TEERESBNASRIE (VAC) EEALESH/M
2 , WEEM[ARRR.

4. ARBFEMH TERERERN MAC, A& , ARFISEEHT , LUE A F iR INE TERE,
5. fARBJ[MAFIREER THERRTHB/N MAC ZeitIRER,

ERFBHE  SL4AETREREPENRENENBE.

£ Db2 11.5.6 WxBAts , WA LERRE TLS BB HEBRE., TREBRETHE A SR ERER
BAREEEPNEIMEBEETEAFP IR EMETE, ERR BB Lkperson-in-the-middle
B, 4, B ERFK LRE TLSVersion 28, % Db2 11.5.8 ikt , ¥ TLS 1.3,
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REER

EEHE—F
ER 5% IR EY

BEEDRFSHRE Db2 11.5.3.0 liH#HH  AEESESEREEREr REEETEHETRF , &
ERHHREI>BIBONE. BRALSEE  EAXINZBES2RE  URYEENSEEHER |,

SR —RAURENFESE, BANERFRSERNNEEETLEER , USKHEFER. NREE
MAPEE |, AlgRILER , BBFEXERRKN LDAP BE,

1BERE EFITHY IBM Db2 BERERRMN R ERE AWS , FFEA T 5 Db2 Zhae.

AIEREM S 85 AUTHN_CACHE_USERSH1 AUTHN_CACHE_DURATION,

EREEE

ERZEHERABREREK | audit_buf_sz2REERERRASERIFDITHEA. WR SEHN
EHAT A RERITRBA , EERKCENSHSSERBERAMER, REEREHMREBIN L SER
BEERNERE. FECELSHNEEANRER 4KB , LELFALS AR ARLLHK, Bk
FREREES  EERKEHENREAXTTESFIRKCHBAYRR, ENEEESSRBEEEN
A% 1 [R50 SR HEB 2 HARR

1& DATAACCESS = ACCESSCRL #J DBADM

RIETERR , EEASDBADMRER FEAE. AGEHEE , DATAACCESStEE X FACCESSCTRLIRHE, &
AEAREENERNEFRNER , YRFNBEERNEFNER, ATHIEBREN S H T ERREER
FA| , 55/ T8It DBADM , &% DATAACCESSH ACCESSCTRL o

B R fRER 15


https://www.ibm.com/docs/en/db2/11.5?topic=details-authentication-group-cache
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IMBHAE , 5208 1BM Db2 FRIES A 0 T 5IEE -

- FORFE

- RE

- MEEHTHER

- BURBNEEERIYIRMERE ID
- EHEFEUES (LBAC) B8

- ERTIRERHEFEUERS (RCAC) B8

+ Db2 #&ERMERE T



https://www.ibm.com/docs/en/db2/11.5?topic=model-authentication
https://www.ibm.com/docs/en/db2/11.5?topic=model-authorization
https://www.ibm.com/docs/en/db2/11.5?topic=encryption-data-in-transit
https://www.ibm.com/docs/en/db2/11.5?topic=security-using-trusted-contexts-trusted-connections
https://www.ibm.com/docs/en/db2/11.5?topic=security-label-based-access-control-lbac
https://www.ibm.com/docs/en/db2/11.5?topic=security-row-column-access-control-rcac
https://www.ibm.com/docs/en/db2/11.5?topic=activities-introduction-db2-audit-facility
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https://docs.aws.amazon.com/prescriptive-guidance/latest/security-ibm-db2-luw/security-ibm-db2-luw.rss
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AWS R g IR EIFRARR

AR 2 AWS Prescriptive Guidance I2tHI KRS, IERAMEXPEAWMEE. EEERER

AR

RRARHRAZRERER,

&

==

%

7R

A

BERAEABEERNtEEREBER, BLKEE Gartner £ 2011 FHEMN SR AER T

EUTRE :

- ER/EFEE - ZoANAERFEDERBBEAREN LIS HEEE , URSHEME. RaEN
AEREMt. CEESRBEFERENERE, 6 . ENWALEE Oracle ERIEEBBE
Amazon Aurora PostgreSQL &R Ao

- FERESR FHHER) - BEARXBEER , Y5 A —ERENECURAERINEE, &6l &
BRI ERE Oracle EREEBE $H Amazon Relational Database Service (Amazon RDS)
for Oracle AWS Ei,

- ENRE (BEERE) - URETEANER , BEREMRRELE SaaS BH, bl : BENE
FRARERE (CRM) RFBRE Salesforce.com,

- FHEN FBHER) - SEARABEER , MAETEAEEUNAERIIEE. 86 BEW
BB EPE Oracle EREEBBE & EC2 #1T/EEE L Oracle AWS Eif,

- EFHE (ERMSERARSRENER) - KERZRBEER K BETBEVER. EEEA
BRAREARERE. BULEARSEREARHELAERIHELENERERK. 6 : &
Microsoft Hyper-VIEERREXN BB E AWS,

- RE (EFRR) - SEARARBERRRED, HYRoETEEZERNERAESX , BR
FERBZTHEILEEINR , URECRERENEREAER , RARBEXRBEARETERS,

- K- BREAIBRRFREFTEFENERAER.

ABAC

ESHE R,
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Rk

RS XERK.

ACID

ABRETE. —BE, Bt WA,
FB-THAER

—BEREBRLE , AFRENERENEAKES (EZBEALNERITEAREERARE) ,
EmEEREHEERHBREERAEZRAEANRS. WHEXENE, ZRFHRNES
MAFE—RMEHR, CERE , BRELED-WHEBESHN T,

—BEREBRLE , AFRENERENERERS  BRARFENERERBEREBAEN
MR , ANEENEREERENE, ERENEEEBBATERIEMNRS.

E—#ERY LEER SQL HE , S EHENE -—BOE., REREMNEHEIE SUMH MAX.
Al

!
W

BATES

AlOps

A2RATEEERE,
BRIt
KAMBEREREAETIANERF. ERLEBRREBEABLE, ERERNTBEREAR/BAE
#o
RER
REANKEELAENERTR , EhBRAREAREEN. EXNFILBRBRERETH.
FERRER S
—BZE2NE , EAHEARENERER  UiHBIRERREZIBZEHRIE,
FEREXES

RREBEANSEEAEXNFEEANES  SFREENEERRAE IR AREHEEE.
BEARERESRRNSMEFNERE , FBRBRIEER. RALCNELHEAEXNLI ER
B EIEFF.



https://docs.aws.amazon.com/prescriptive-guidance/latest/application-portfolio-assessment-guide/introduction.html

AWS 5 Z=i55| £ L£77M& Db2 LUW BERIEN R 2% AWS

AIEE Al

ERNERE , IR EREERMRATES EAFHEBENEAGE , SINEE, FREENE
BIER, ME/HMES  F2RAERATIER?

AT EE21E (AlOps)

ERAMRBIRMARREBE, BOBREEHNMAITEUARRESRBRENERF. MFEHEN
A7 AWS BB REEHEMA AlOps WFMEN , F2REEESEE,

BN
~ENEREE , CEA-HeR  —EARNENAESRA—EARRENLESR. AL
S$ANESR , BACTARGRS  EELESRTREENEER,

BFHE. —HiE, WEHE FAM (ACID)

—ERRE  DEERRSE TRAERLEEENERT | LARRENEN AR
RAETRLE,
B R AFER I (ABAC)

3
¢
&n

BRIFEFERAEBMY (G, THEBENEKER) BUBHINER., UFEFHER
¢ AWS Identity and Access Management (IAM) 3X4) 8 ABAC for AWS,

FREBRAERNUE K BESKATRNEARR. EUURREERRRTFNERERTHM
B , MRERERER , SINER. BT BRBILER,

oA EE

FRAREMNE AWS EE | AIRREATHREPHERE , YREEE RSP EABE R RSN EK
AR, RIEERERIELR

AWS EinERFAZEE (AWS CAF)

MESSHNREERREE AWS | AHBEBFHESKEARNGE , UENEBEER, AWS
CAF #EEL BB ABEN®ESE . X, AR, BE. ¥E&. Z2VNEE, XK. AENEE
BHZENXBEENERF ; ¥&., Z2NEEERZEENRMRENERF. Sl , ARE@EH
REANER (HR)., ABEEHNENMASEENIZERA. Ht , AWS CAF AR, 3|
RABEARMIES| , HEEBMT R IRAZ RN ER, NFEFMAER , FSH AWS CAF UM
AWS CAF HERE.

A 20


https://aws.amazon.com/what-is/artificial-intelligence/
https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-operations-integration/aiops.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/introduction_attribute-based-access-control.html
https://aws.amazon.com/cloud-adoption-framework/
https://d1.awsstatic.com/whitepapers/aws_cloud_adoption_framework.pdf

AWS 755153 % LEP{E Db2 LUW BRI R4S 3% AWS
AWS THEHEREE (AWS WQF)
—EBIE, AIMEREERIHAR. ZRERRM , WIREIHFRME. AWS WQF FEMR

AWS Schema Conversion Tool (AWS SCT), T80 MEREEBERNEX R4, EAEXE
X, HEERMEEEYE , WRHTEHRE.

B

SERRAVEEER A

EETEREEEA BBV A
BCP

ASRERSEESRE,
TRE

BERTANKE-—EBXRE  UR—BREERNEER. B UETAEBE Amazon Detective # L
ERRRERMONEAER. THEN AP WINELEE. WFEFHAER , F2REAXHHNIT
REPHNER,

K Fr R

BEAMERE AR THENRERL. FFESE Endianness,

RS E
FEASESERNIBRE METRENER ). i, ML ERTAESERENEN "HEFH4R
BENKREYG? , ERAEDS "EmMREERARE?

Bloom ERZE &4

—EHRME, ERESHNENES , ARAETEREAEHNKE.
E/REE

—EHERE , SULEETREYMECEEMENIRE, SN E—@RR (E€) PHITE
BIRVBRARENMRAE , Y ES —FIRE (K2 ) PRTHHNEAERNMRAE, RETHBERESR
R, v EREERK.

ez A
EBEBERNTESLERLERAR TN EDINEREAEN. AERSATATER ,

WMERRRR EAEFRRRESIN Web RBER, FEHMBBARATSHEA , EEDEN
SEEASER



https://docs.aws.amazon.com/detective/latest/userguide/behavior-graph-data-about.html
https://docs.aws.amazon.com/detective/latest/userguide/behavior-graph-data-about.html

AWS 5 Z=i55| £ L£77M& Db2 LUW BERIEN R 2% AWS

Yo iy

RIBEUERIARE SR HEFANRE  BAES AREARIES[IANER T, BEMARK
RERHESAREZENRED AHEH,

i3
EABRTELSNEDS. REETRINE—EIXREIEIR. BUUARREIXELHS

X, RBEEHD XPRBNEIEERR. LEVARBUYENS XBEBATREI X. B%ER
FERMIIER T IREIXEHEEES X, MFFMER , F2REN D X (GitHub 3XH#).

TP

ERHRERT  URBEBZENERF K REAERENEHMAETEEETN AWS IRF 2 BFEL
. MEFMER , 52K Well-Architected 18RI AWS BEETRIFIBEFEE.

PR i SR A&

REPHIRAERFE. YRERERARL KGR | 7JLURER B B0 R B/ 2 e A BR I RERF
i, IREERREAREMRE , TSRS R Mk Kk,

R EIREL
REREEDNENNLERESR,
E3) 8

EBRNARNEEE (Pl , HE. EFRBIER), BRI UTEDHRBRBMEAIRK, NF
AHAEHS  F2RE AWS EHTASCHRE A K ENER RN ETEEDD

KB EEMSE (BCP)

—ERREEMES (WAREER) HEENBEX BYEXBEARERELENE,

C

CAF

EZBAWS ERFEAEE,
Canary &

MR SRR EAENRENEBERE, ELBELR , B LEERRAE |, LE2EK B BT
o



https://docs.github.com/en/pull-requests/collaborating-with-pull-requests/proposing-changes-to-your-work-with-pull-requests/about-branches
https://docs.aws.amazon.com/wellarchitected/latest/devops-guidance/ag.sad.5-implement-break-glass-procedures.html
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https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-readiness/
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https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/data-classification.html
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https://docs.aws.amazon.com/prescriptive-guidance/latest/aws-security-controls/detective-controls.html
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