adws

AWS B EhsE M B % (AWS SRB)

AWS 7 %185l

Copyright © 2025 Amazon Web Services, Inc. and/or its affiliates. All rights reserved.



AWS H g8 AWS FRED3EM E% (AWS SRB)

AWS 5 RIE3]: AWS FRE)EME%E (AWS SRB)

Copyright © 2025 Amazon Web Services, Inc. and/or its affiliates. All rights reserved.

Amazon WA EMEENB B RAMEMIE Amazon WERBRYE , BT ITREERFF IR
&, R EDSE Amazon BEZENHNFEH Amazon WEEZENEENE, A HEHMIE Amazon 5
ENEENAHRSEHEENME  SLHEETEMEBR Amazon , RE Amazon BEEBE , 7R
=% | Amazon #B8f,




AWS H g8 AWS FRED3EM E% (AWS SRB)

Table of Contents

B T ettt e ettt e ettt e et e e ee et e et e et e e e e e e e e 1
BEBIEE ... ettt 1
B T = - VRSOOSR 1
g B = = TR RORTRRTU RO 2
g o o 1 (=TSRSS U 3
B AWV S B BB B B SR PR ..ottt 3
T B B T T TR B ettt 3
T B T B R B ..ottt ettt ettt e, 4
B N B R oottt et e e 4
g I g 1 . AT TR TSROSO 5
e L = TSRO 5
B B DR B oo, 5
B B A R B ..o oottt e n e e e e 5
B R 4 1 BB ettt 6
BB B ettt ettt ee e en e 6
BB T ettt 6
g g R I = = TSSOSO 7
B R ettt ettt ettt e e et e et ettt ee et et e e et e e e e et e et e e e e e e e eneas 8
B R ettt ettt ettt et e et e e, 9
AWS Well-ArchiteCted ZBAB ... .ottt e e eeeeae e aes 9
AV S B BT Bl .ottt et e e e et e e e e e e e e 9
M AV S B .ottt 9
B R oot e e et e e e e e e e aa—aas 10
I B oo ettt e e e et et e e e e e e ae e e e e e e e e e e e e 10
553, OO O U TRR 10
B T BT A ettt ettt ettt et e ettt n e 10
S B S T B oottt ettt et e et 11
BB R oo et e e e e e e 12
B e e eeeeeeeeeetaeeeeeaeeeeetaeeeeetaeeeesetateeeetaseeeetaaeetttteteteteerrteteratarerraareaees 12
A et eeaeeeaeeeeaeeeaeeeaaeeraeeeaaeeeaaeeeeneeeaneeeetaeeeaaeeerera e eranns 12
= 15
K e e ee et eeeeeteeeeetaeeeeeeaeeeeeteeeeetaeeeeeaeeeeeaeeretreera e eerans 16
3 N 19
o e e eeeaeeeaeeeaeeeaeeeaeeeaaeeeaaeeraeeeaaeeeeeeraaeera e e eranns 22




AWS H g8 AWS FRED3EM E% (AWS SRB)

B oo e oo e e e e e eeeeeeeeeeeeeeeee——ee———————————eeeeeeeeeeeeeeeeaeettteetere—————————————————————— 24
B e eeeeeeeeet—a———————eeeeeeeeeeeeeeeeeeeeeettettee—————————————————aaaaaeaaaaaaaeeeeeeeens 25
H oottt et e ettt et e e oo oo oo oot eeeeeeeeee——————————— e aeeeeeeeeeeeeeeeeeeeetetete—————————————————————aaaaaaaaaaaees 26
| ettt et e e oo e e e oo eeeeeeeeeeeeeee—a.——..aaeeeeeeeeeeeeeeeeeettteeetetttttn————————_aaaeeeeeeeaeeeeeeeeeerrrrrrrrrrrnnna, 27
L et e e e e ettt e eaeeeeeeeeeeeeeeeeeeetetttteettta——————————_aaaeeeeeeeeaeeeeeeeeereeterrrrrrrnrrr———_ 29
VL ettt e e e e e e e eeeeeeeeeeeeeeeee—e———————————————aeeeeeeeeeaaeeeaeeeerererrerrrrr———————— 30
O e e et — . eeeeeeeeeeeeeeeeeeeeeetetee—————————————————— e aaaaaaaaaaaeaeeeeeens 34
P e e e e e e e e e e e e e————————————————eeeeeeeeeaaeeeeeeeeteeeat——————————————————— 36
Qi oo e et eeeee——a———————eeeeeeeeeeeeeeeeeeeeteteeteea————————————————— e aaaeaaaaaaaeeeeeeeens 38
R e ettt ettt et et oo oo oo oo et eeeeetea——————————eaeeeeeeeeeeeeeeeeeeeettteee———————————————————— e aaaaaaaaaaaes 39
S o e e e e e eeeeeeeeeeeeeeeeeeee—e———————eeeeeeeeeeeeeeeeeeeeetttteteee————————————————— e aaaaaaaaaaees 41
e et ettt ettt e oo eeeeeeeeeeeeeeeeeeeeeetttteetettt———————————aaaeeeeeeeeeeaeeeeeeeeeererrrrrrrrrn——. 44
U oo ettt e oo e e e e e e oo ettt eeeeeeee——————————aeaeeeeeeeeeeeeeeeeeeeetttetee———————————————————— e aaaaaaaaaaees 45
N e ettt oo oot eeeeeeeeeea—————..eeeeeeeeeeeeeeeeeeeteetteeetteettt—————————__aaaeaeeeeeeaeaeeeeeeererrrrrrrrrntes 46
N ettt ettt eeeeeeeeeeeeeeeeeeeeeeteeetee—————————————aaaeaeeeeeeaeaeeeeeeerererrrrrnrnta, 46
Z e eeeeeeeeeeeeeeeeeeeeeeeeeteeee————————————————aaaeeeeeeeeeeeaaeeeeeeeeeeerrrrrrrrr———_ 47
......................................................................................................................................................... Xlviii




AWS H g8 AWS FRED3EM E% (AWS SRB)

AWS BiENEM E % (AWS SRB)

Amazon Web Services ( S E)

2024 £ 1 B (XHFE LK)

EMREAERNEAPEHRRFEPERNEDL, HRFEALAMSE , BEHEREE, RHeMaRH
EXERBNERPEFNKETARE, HABEMNEERRPLANEIERFED , ETHFEH
PEAREEREBBREE, PHEXEEF. BOBALBETE,

BB EEARREMRSIARBIRGETT , AL TMUREEELH , BRE 2 EEEBIRE,
AWS BIENEMEEXE (AWS SRB) Rt MES| , ERAEMRMHEER L Z2EEMMNMEEMRET AWS
MmAE\HEE, AWSSRBES TERKEERRAMUERMB THENESITENIES. ©ES
RTHARNTRTHREAWS BEIERAFTENEM.

R

AWS SRB & EMEmBHEE, CRBRMALAE LHNEFE—ERARXE , UEIHFEET
EREEEMEER AWS,

AXHIREEEE FRUENATEEHEERMNTE AWS, ERBAERBEENF AL T ERE M
R, U2ETH LNBEEREEE AWS, Hln , AWS Well-Architected Framework 28 AT —
BER. EUHBEAERARINIFEESRERS. S¥ME. BHESHERNERRK, FH AWS
Well-Architected Tool P #Y 2REF (L EEELREBKHETHER AWS tRFE,

HESEER

RiIFHEEEEE | BMR AWS BREEFCENARER. AWS EEHTERTRERRENEM
AWS fR#&, https://docs.aws.amazon.com/whitepapers/latest/disaster-recovery-workloads-on-aws/
shared-responsibility-model-for-resiliency.htmlZF F B EH AWS ki £ #EHB <2 BEME AWS Eif,
BEAXHDHRENEMLIES , REFEMER BNEME AWS, EBEREMNSEERYR  FFTUE
FEBEUENEARER AWS | tFEiPEEER,

HEIRE ;


https://docs.aws.amazon.com/prescriptive-guidance/latest/resilience-lifecycle-framework/introduction.html
https://aws.amazon.com/architecture/well-architected/
https://console.aws.amazon.com/wellarchitected/
https://console.aws.amazon.com/wellarchitected/
https://docs.aws.amazon.com/whitepapers/latest/disaster-recovery-workloads-on-aws/shared-responsibility-model-for-resiliency.html
https://docs.aws.amazon.com/whitepapers/latest/disaster-recovery-workloads-on-aws/shared-responsibility-model-for-resiliency.html

AWS =3 AWS FREN B E % (AWS SRB)
BEER 1 : SR EBE
0 RES T B B (RTO) MAEE B8 (RPO) BAHE 7 SRS T AR i B E R EARNE R R

HERNWEREE, ELEERAMRNERELBEENER., THENELBRITRE/ELHFEMET
i, WiHBHIETE T 5 RS BR A H R B ARG TR

EBRE R EREAE (SLOs), EEEEE (RPOs) MEFKEBE (RTOs) , EBESEKLEETE
SHNEE, EEEMEEFRARRMYEE. MRt , TIRITEEBWEBER - IXAHE , X%
NEEHBEERR?

AT PEEHESE, RAMSNEN L AEREREREERNEFR, BREFENHEFTIE SLO B
99.999% = RPO M RTO FF 1 M, ESHEMBENREEARANEN M. AL HE— PRE
FERAREN AWS Bl , ¥#§ RTO M RPORER 1 X ( BRIFLHBEXRBERFTERENE ) . BER
L, SETHNTFHERER (MTTR) BERER RTO M1 RPO, METEERMNERI AR , B
M RECREE K EVENE &

MEFHMET  F2EAERERAERET RPO # RTO BHE (AWS ZEKNXE ),



https://aws.amazon.com/blogs/mt/establishing-rpo-and-rto-targets-for-cloud-applications/

AWS H g8 AWS FRED3EM E% (AWS SRB)

BEER 2 : RRGTHRIEE

HLE—ERERT , CEREELER. BE  ERFTNEERE , SRR BER 1B BIEREHE
B, EALEL—EFRERRERNBERS|EENRNERE,

£/ AWS B FREE SR IR

£ P AWS Eif , MERBEABRERSTAREE AWS BiF, ZHFTERERNTFEERR , ARH®E
IRE  WEBRAETEEENEL, FEEE- PRZEMER AWS B , F HEiREREE
PHEREE, NMRTARSEBEEER K EeTERERRE.

WMEILATESTREEAESRE. AWS FEBEELRENZETARESBEAEINMNER , RE
BEa A, H , Amazon Simple Storage Service (Amazon S3) R —EEEHR , UigERMNER
FHEZETARESE, cEXEEBRTAREKEFERER. SRERKENEHREES,

MRBEEERTPERAEERE , FEHA AWS REEFHR®E. AWS ZEEERZE IHZEZRE
AAEFHBERARER K RHESTHM. AWS RHUELRKH ANEEMEIIE , flESET A BB
EEARINE-ERE, EMXAREZETAERENRE, EEERERNE  UREBILER
&, HlE , Amazon Relational Database Service (Amazon RDS) R—EEEHRK , aXxEBZaHAE
HEERTE , ERERER , EEHAEREES —ETAREPNFTERERTERE.

HRAAZT LS ENEITRE AWS |, EFEZFE A Elastic Load Balancing &R Amazon EC2 Auto
Scaling BZETMAESHBEEARR. YUREETHESE  FEEARX2HIMETAEE. HR
HOEFNREIEER 6 FHEARXIBE=ETARESE , IEESTAM (HA).

B EZEAZE AWS IRF BABENANHIERSERR , SEEERERZNBARFERIH, EAZH
FRAENIEMEETHIERER. AWS Identity and Access Management (IAM) 5F 8] M &R
A, MAEEARELEETEAH,

ERKHEFRREE

RAXHMER DR MAERE K EAREERXHNEONERENRE £ —ERERPRENEMEE
B R REBLEENERNAMES , SINERRBRNERGHE, SEZMER AWS BackupFEH
BELEZIRMAIIE AWS RENERRE, BREZET Runbook REFRREHEIL TEEHN
FRrERTH , XEHBMKME. FHHLE Runbook FEEFTE DREF , SHEFEBENREDE,

£ AWS #iEfRmEE R 3


https://docs.aws.amazon.com/whitepapers/latest/aws-fault-isolation-boundaries/regional-services.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/Welcome.html
https://docs.aws.amazon.com/whitepapers/latest/aws-fault-isolation-boundaries/zonal-services.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/Welcome.html
https://docs.aws.amazon.com/elasticloadbalancing/latest/userguide/what-is-load-balancing.html
https://docs.aws.amazon.com/autoscaling/ec2/userguide/what-is-amazon-ec2-auto-scaling.html
https://docs.aws.amazon.com/autoscaling/ec2/userguide/what-is-amazon-ec2-auto-scaling.html
https://aws.amazon.com/blogs/architecture/disaster-recovery-dr-architecture-on-aws-part-ii-backup-and-restore-with-rapid-recovery/
https://docs.aws.amazon.com/aws-backup/latest/devguide/whatisbackup.html

AWS H g8 AWS FRED3EM E% (AWS SRB)
EELPBERE

RATENFEZSNEER (CI/ICD) EEERBN R RESEMEN T, BtREERENRE
A (1aC) , WEAEEETHE, EABBRARRATENFERSNSER (CI/ICD) EERE
TE®,

£ Canary SRE/#x SR B INEERHE LI ERARERRAR, Canary SBBBESHEEHEEBITHRA, EFR
BEUK , BUURERRALZTLEN B NRE, EFABERKLSELEIWNEBETREEMERNER
B L UE—ERE (E6) PHTEINERERRAE , XES —ERE (£ ) FHTHNER

B, EEREEHEREERIFE,

KATEEREXNERNE. HREH |aC #HEEMAERT, SENREER, SVEENE SERBERE
HAREBRAEZEHITIEE , Hla0 Amazon S3 MR A2 &,

B B

MRENEAREARRE=ZFHKNE , AIBRRENTMURESTREXELNFERRBFEIERNEE
B. BUREBDELEENBBKYE , FHIRHYABRRIFEE, ELEEEMUREEATIS
i, RALERASERRERRNE=Z7TENTH, SHELRKYE K FEARRIBERZEER
FEMR SR RERGTEN R, CNRARATUEABRERIUNERENSRNEE , IFRTEX
o

EBNEER 4


https://docs.aws.amazon.com/whitepapers/latest/introduction-devops-aws/canary-deployments.html
https://docs.aws.amazon.com/whitepapers/latest/overview-deployment-options/bluegreen-deployments.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/Versioning.html
https://docs.aws.amazon.com/wellarchitected/2022-03-31/framework/rel_mitigate_interaction_failure_graceful_degradation.html

AWS H g8 AWS FRED3EM E% (AWS SRB)

PEFER 3 : RHAAAIE

HUWFEE , CEEERNARLHBRTFHTHNER. AR, LSFTLER  UBERIEBTFEHRES
HEEERNEEB R,

AT E MR

/A AWS Resilience HubfiBF RR#E , LS EEHNERAEREFSEWEMBE, & Resilience

Hub & , AEEERAERNESR RTO #f1 RPO B, A% , EHHEABENMG , EHESTENIB

BESP , UEFEFEEHNEMARRE, Resilience Hub ETITHEZRMNEMSE |, HEZEHERAER
AUREMIHEE,

2 EH DR R

REBHAEES , SIMEBEERLSERMN Runbook , AEHRAHIEESRBIGNERER. EF
BREREETHFER. FRENEMER A BAEXNERERZEN RTO M RPO, EHERE
AHEEE  RAERNEEFEREERNENEREHEENMEM,

REERAERERLG  PINSFREBFMR. EFBRREAETIHTEL DR EFNKE , LiHPHE
ABERERF EAVER., B, EIFREERFPHIT DR AIE. BEELR  FHHRELEEREPAUEAT
o B, EEERETHTTEREN DR A,

R A RE Bt

R E THEEHNARRAFAREEE, EVRSEHTHREHEIER , MAREZENE
B, /T HMEERERRSE  FEMAEEERRE , Sl AWS Config , FEEEZRMECHE AWS A
RIEMNEREE, ErBERRNEE  UESEREIEHMNMBERBRERE TARiKE,

TR 5


https://docs.aws.amazon.com/resilience-hub/latest/userguide/what-is.html
https://docs.aws.amazon.com/config/latest/developerguide/WhatIsConfig.html

AWS H g8 AWS FRED3EM E% (AWS SRB)

PEER 4 : #B1F

LEREFENECNRMAREZNRZEENRFER, EYSHEENULEPRBILELEBKNE
E*ﬂ _:Bt&'lv:to

AR

EEAMAEEY  FARFHENAFRERENRARES,

St ARESIRER  BEALRINERREERTE, FRAEEIE | SHUERREIERARRN
B MEEIEIR (KPIs) BRBERERMR., BTRMBEH., WREEAMNE Amazon CloudWatch , FE:%
EBEBRBNET , URHEMERZERERAENRENIRE,

£/ Service Quotas , AWS fR# E A B EREEFFZ WELE AWS . EEMRMBLEEREEE
THEEHFREREEERE AWS, EHALIEI CloudWatch B~ , MEETEEBRFTZZEER
o R ERREE,

HEAFIRER  BRUESHED Canary REZEABRAEERREE , flAY. EEHBAREDR
RETHIER BB ESHER., AR EREREERREEFHERNEBNEE , REBEFNVER.
BT LAME R Amazon CloudWatch Synthetics Canary R{G B{L EEfRIEWERARER . BV EEIRER T
BN IR RIEE VK ER Canary , AEBEHTHEAERINESHNENHEEXETHENER, Si7]
LAEA CloudWatch RUM i 1TEME A & ERE | IR PRI R ERRERAE TEREBRERNRIR Web
FERAEXMENAFRER, BAURBILMIWER  fINEARARE., AFmERMERET
B

HMER :

- ERTHEEENMERHY
- EREH (MEBEEAET)
« £ Amazon CloudWatch Synthetics R B{L EziZ FEFAFER (AWS ZBEHEE )

RN

5 EHHRETKEE T/EEFHAEMAREE AWS Well-Architected Tool, thEEZ B TIEE B R #H
BEBEUEMBINEAES,, fln , BULERTHESSEYHITZIAERERE, #HAEESE
WEBARFEEARETIH , B EMESBHREAENEL , ELN ITEAESEAKELRETARINN
EEN,

AJERIME 6


https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/WhatIsCloudWatch.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch_Dashboards.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/ConsoleAlarms.html
https://docs.aws.amazon.com/servicequotas/latest/userguide/intro.html
https://docs.aws.amazon.com/general/latest/gr/aws_service_limits.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch_Synthetics_Canaries.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch_Synthetics_Canaries_Blueprints.html#CloudWatch_Synthetics_Canaries_Blueprints_VisualTesting
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch-RUM.html
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/rel_monitor_aws_resources_monitor_resources.html
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/rel_monitor_aws_resources_notification_monitor.html
https://aws.amazon.com/blogs/mt/visual-monitoring-of-applications-with-amazon-cloudwatch-synthetics/
https://aws.amazon.com/blogs/architecture/build-your-own-game-day-to-support-operational-resilience/

AWS H g8 AWS FRED3EM E% (AWS SRB)

fEER 5 : MENZEE

BEE LRFEEYR , iR FERAENEREMNEN, BLEREELEBIFRPET, It
[EEENEEEYK , UOENEINEETESHNEER, FZHALANE—EER , HEEFRFE
B2y, BEBRNERER, T8 6 BELERARERS  U-FESEHEITNEE. RMERE
BETHI#S

c BN - ERERENERRAARNEREERARENEENFMEA. EFFEEREFNIE
HiEF , UEEREHRES, ENSEANFEER , INERBENRRE, BERIBERRNER
HEEL, BRENT WRLEBMERMSIESA , URERE T MEBERBREH

« HTEE - EEHERSRTEESHANRERFE  NEREE, SRREEREHEREFHE
B, BB EYHRERRES R,

- EHANRE - aSHETHENFEEATHERE. ERIREEREREEY TIRSNAE
B, FAEERTE  fIOMARAXH. BXRTE, BERERETWVERERINAER Wiki. BIEF
LA , BEREEHT M NRENFEER,




AWS H g8 AWS FRED3EM E% (AWS SRB)

e

KEmitE e BN SERRRERERES . ceEERHMALRASENSTERSFY . BAELE
MPNREEEEPRXERARXNELRE | WREEM SIEEEM IR,




AWS H g8 AWS RRENSEM E 2 (AWS SRB)

&R

AWS Well-Architected ZR#&

- AIRMIE

« REL05-BP01 BE{EEE AR , LUKIE AR M R B BRI
- REL06-BP01 EEf THEE M FFA T4t

« REL06-BP03 @A (BNREEMETR)

« REL08-BP03 M QI E S RAMBEN —H D

AWS 35 &5 5|

- ERNRBNERSE AWS
- BMAGARERE  FEREEENEELZE

Hi AWS &R

« AWS HIEFERES IR (AWS BEE )

- AEHNEEAERINHNKEER AWSAWS HEE )

- BEIREARENEIL RPO #1 RTO BZ (AWS EERNE )
o FEYEREEERLE AWS (AWS AR E )

AWS Well-Architected 224§ 9


https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/welcome.html
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/rel_mitigate_interaction_failure_graceful_degradation.html
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/rel_monitor_aws_resources_monitor_resources.html
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/rel_monitor_aws_resources_notification_monitor.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/rel_tracking_change_management_resiliency_testing.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/backup-recovery/welcome.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/resilience-lifecycle-framework/introduction.html
https://docs.aws.amazon.com/whitepapers/latest/aws-fault-isolation-boundaries/abstract-and-introduction.html
https://docs.aws.amazon.com/whitepapers/latest/disaster-recovery-of-on-premises-applications-to-aws/abstract-and-introduction.html
https://aws.amazon.com/blogs/mt/establishing-rpo-and-rto-targets-for-cloud-applications/
https://docs.aws.amazon.com/whitepapers/latest/overview-deployment-options/welcome.html

AWS H g8 AWS FRED3EM E% (AWS SRB)
BERtE
THEAEARIERE BT ER

m =

« Parth Shah , ERHAIRR S REEEN , AWS
« Vrajesh Prajapati , BUENFRGREEED , AWS

e

- Clarichey , B MTER , AWS

BRATE A

- BEREMEE | Lilgo AbouHarb AWS

wmE 10



AWS H g8 AWS FRED3EM E% (AWS SRB)

M AR S RO 8%

TRERTAEENEARE, MRCBRIBERRENRNEAN , TAFTH RSS HE,

g DU B

R H iR — 2024 1 H 24 H



https://docs.aws.amazon.com/prescriptive-guidance/latest/startup-resiliency-baseline/startup-resiliency-baseline.rss

AWS 5 &5l

AWS FRED3EM E% (AWS SRB)

AWS R g IR EIFRARR

AR 2 AWS Prescriptive Guidance I2tHI KRS, IERAMEXPEAWMEE. EEERER

AR

RRARHRAZRERER,

&

==

%

7R

A

BERAEABEERNtEEREBER, BLKEE Gartner £ 2011 FHEMN SR AER T

EUTRE :

- ER/EFEE - ZoANAERFEDERBBEAREN LIS HEEE , URSHEME. RaEN
AEREMt. CEESRBEFERENERE, 6l . SENIRBEE Oracle EREEBBE
Amazon Aurora PostgreSQL &R Ao

- FERESR FHHER) - BEARXBEER , Y5 A —ERENECURAERINEE, &6l &
BRI ERE Oracle EREEBE $H Amazon Relational Database Service (Amazon RDS)
for Oracle AWS Ei,

- ENRE (BEERE) - URETEANER , BEREMRRELE SaaS BH, bl : BENE
FRARERE (CRM) RFBRE Salesforce.com,

- FHEN FBHER) - SEARABEER , MAETEAEEUNAERIIEE. 86 BEW
BB EPE Oracle EREEBBE & EC2 #1T/EEE L Oracle AWS Eif,

- EFHE (ERMSERARSRENER) - KERZRBEER K BETBEVER. EEEA
BRAREARERE. BULEARSEREARHELAERIHELENERERK. 6 : &
Microsoft Hyper-VIEERREXN BB E AWS,

- RE (EFRR) - SEARARBERRRED, HYRoETEEZERNERAESX , BR
FERBZTHEILEEINR , URECRERENEREAER , RARBEXRBEARETERS,

- K- BREAIBRRFREFTEFENERAER.

ABAC

ESHE R,




AWS H g8 AWS FRED3EM E% (AWS SRB)

Rk

RS XERK.

ACID

ASRETE. —BE, BEEE, WA,
FB-THAER

—BEREBRLE , AFRENERENEAKES (EZBEALNERITEAREERARE) ,
EmEENESHEERHEEERBEERARIANRS, hFEXENE, ZRHANES
MAFTE-RMENHR, CEBE , BEEH-HHEBFEESHNITRF,

—BEREBRLE , AFRENERENERERS  BRARFENERERBEREBAEN
MR , ANEENEREERENE, ERENEEEBBATERIEMNRS.

E—#ERY LEER SQL HE , S EHENE -—BOE., REREMNEHEIE SUMH MAX.

Al
w2EAIEE,
AlOps
w2BEAIEERE
E&1t
EEREFKARMBREAEANERF. ERLEIRREBEAABLE, EZERNTEHEAABAER
RER

REARESEMBAENERER , EhBRAREAREEN. EVNFILBRBRERETH.
FERER 12

—BZE2NE , EAHEARENERER  UiHBIRERREZIBZEHRIE,
FEREXES

RREBEANSEEAEXNFEEANES  SFREENEERRAE IR AREHEEE.
BEARERESRRNSMEFNERE , FBRBRIEER. RALCNELHEAEXNLI ER
B EIEFF.



https://docs.aws.amazon.com/prescriptive-guidance/latest/application-portfolio-assessment-guide/introduction.html

AWS H g8 AWS FRED3EM E% (AWS SRB)

AIEE Al

ERNERE , IR EREERMRATES EAFHEBENEAGE , SINEE, FREENE
BIER, ME/HMES  F2RAERATIER?

AT EE21E (AlOps)

ERAMRBIRMARREBE, BOBREEHNMAITEUARRESRBRENERF. MFEHEN
A7 AWS BB REEHEMA AlOps WFMEN , F2REEESEE,

BN
~ENEREE , CEA-HeR  —EARNENAESRA—EARRENLESR. AL
S$ANESR , BACTARGRS  EELESRTREENEER,

BFHE. —HiE, WEHE FAM (ACID)

—ERRE  DEERRSE TRAERLEEENERT | LARRENEN AR
RAETRLE,
B R AFER I (ABAC)

3
¢
&n

BRIFEFERAEBMY (G, THEBENEKER) BUBHINER., UFEFHER
¢ AWS Identity and Access Management (IAM) 3X4) 8 ABAC for AWS,

BEREERFTERNVLE , FRARAENEANRER, EUUSREERRRTFHNERNERIH
fibiviE , URERERESR , SIMER. BITHBRBILEFR,

oA EE

FRAREMNE AWS EE | AIRREATHREPHERE , YREEE RSP EABE R RSN EK
AR, RIEERERIELR

AWS EinERFAZEE (AWS CAF)

MESSHNREERREE AWS | AHBEBFHESKEARNGE , UENEBEER, AWS
CAF #EEL BB ABEN®ESE . X, AR, BE. ¥E&. Z2VNEE, XK. AENEE
BHZENXBEENERF ; ¥&., Z2NEEERZEENRMRENERF. Sl , ARE@EH
REANER (HR)., ABEEHNENMASEENIZERA. Ht , AWS CAF AR, 3|
RABEARMIES| , HEEBMT R IRAZ RN ER, NFEFMAER , FSH AWS CAF UM
AWS CAF HERE.



https://aws.amazon.com/what-is/artificial-intelligence/
https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-operations-integration/aiops.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/introduction_attribute-based-access-control.html
https://aws.amazon.com/cloud-adoption-framework/
https://d1.awsstatic.com/whitepapers/aws_cloud_adoption_framework.pdf

AWS H g8 AWS FRED3EM E% (AWS SRB)

AWS TEEHEKLERE (AWS WQF)

—&EI8  AAHEREERIHEH. BRERKK A UYRMHIHEMGEE. AWS WQF FEMR
AWS Schema Conversion Tool (AWS SCT), T80 MEREEBERNEX R4, EAEXE
X, HEERMEEEYE , WRHTEHRE.

B

SERRAVEEER A

EETEREEEA BBV A
BCP

ASRERSEESRE,
TRE

BERTANKE-—EBXRE  UR—BREERNEER. B UETAEBE Amazon Detective # L
ERRRERMONEAER. THEN AP WINELEE. WFEFHAER , F2REAXHHNIT
REPHNER,

K Fr R

BEAMERE AR THENRERL. FFESE Endianness,

RS E
FEASESERNIBRE METRENER ). i, ML ERTAESERENEN "HEFH4R
BENKREYG? , ERAEDS "EmMREERARE?

Bloom ERZE &4

—EHRME, ERESHNENES , ARAETEREAEHNKE.
E/REE

—EHERE , SULEETREYMECEEMENIRE, SN E—@RR (E€) PHITE
BIRVBRARENMRAE , Y ES —FIRE (K2 ) PRTHHNEAERNMRAE, RETHBERESR
R, v EREERK.

ez A
EBEBERNTESLERLERAR TN EDINEREAEN. AERSATATER ,

WMERRRR EAEFRRRESIN Web RRER, FEHMBBARBATSHMEA , BEEDER
SEEASER



https://docs.aws.amazon.com/detective/latest/userguide/behavior-graph-data-about.html
https://docs.aws.amazon.com/detective/latest/userguide/behavior-graph-data-about.html

AWS H g8 AWS FRED3EM E% (AWS SRB)

Yo iy

RIBEUERIARE-—SRHEHEFANRE , BAES AREARIEINER T, BEMARK
RERHESARERZENRED AHEH,

2%
RABETEQSNES. REETEINE—E2X2EIBS %, LUNRRES XEIHH
¥ REESFH X ERIDARBERE, CRYARBRIDENS XBEBADES X, BERH
BRGNS, THSHES XAHEEEI X, NHEHMET, , BSHPR S X (GitHub T4).

TP

ERBHRERLT , URBEBRENER K BEAEAREEEMFEEEZFZI AWS IRE 1, 0
EFMER |, 52 Well-Architected I8 H AWS EEITHRIFIEREFEE,

PR it SR A&

REPHIRAERFE. YRARERARL R | 7JLURER B B R B/ 2 /Y BR B RER
g, MREERREAREMRE , ATREE SR Mk Kug.

R ETIREL
REREEDNENNLERESR,
R

ERNARNEEE (Pl , HE. EFRBIER), BRI UTEDHRBRBMEAERK, NF
A  F2RE AWS EHTASCHRE AR ENEREBE N ETEESDD

B EFMERE (BCP)
—ERREEMES (WAREER) HEENBEX BYEXBEARERELENE,

C

CAF

:I:I‘H

EZEAWS EREAEE,
Canary &

MAHZKREAENERENEERE, BEREEOE , B LB FHMRAN 2B B BB RA,
CCoE

552/ Cloud Center of Excellences



https://docs.github.com/en/pull-requests/collaborating-with-pull-requests/proposing-changes-to-your-work-with-pull-requests/about-branches
https://docs.aws.amazon.com/wellarchitected/latest/devops-guidance/ag.sad.5-implement-break-glass-procedures.html
https://docs.aws.amazon.com/whitepapers/latest/running-containerized-microservices/welcome.html
https://docs.aws.amazon.com/whitepapers/latest/running-containerized-microservices/organized-around-business-capabilities.html

AWS H g8 AWS FRED3EM E% (AWS SRB)

CDC

ESREEEREEL
£ 5 G R (CDC)
EREERRER (INERERE) WEEYCHEREBENPRENNER. B0 CDC AR
BEAR , IR IEBEEERRETHNEEURERSD,
BHEIRE
WMESIAMBER B REEES , LUAEARKAEE, B BUEHA AWS Fault Injection Service (AWS

FIS) S1THE , BEN AWS THSRSBRE D | BFERELE,
Cl/CD

RSN RE A NBERA,
5%

BEORELFANSEREF. AR ERBEN ML EETEAISEE. HREKXERETE, 6l
o, REARFENEEEPREERE,
P i 0 28

EEE AWS R ZWERZH , EXREMEER,
E ik S#F A (CCoE)

—EZEBRER , THBEEASHNEREAIE  SREEZRERREERX. ADHER. FIEE
BIEFERARESHEHBETAREER, MEFHER , F28 AWS Ein BERBIBER LN
CCoE j{ﬁo

BERARERERFEN 0T REEENEREN. BmEEREEEEIEEEERIM,
RimiRFEE

BT @8R, AREE. BANSREIL-—HNSESHRRBNREEE, MEFMAENR ,

LN ERRFEE,

SRAEHEER

T
W
&0
-

HRETERE KERSEENDLERR AWS EiF :
« ER -7 -LEEBREABNERUETHESRENZE MR
- Eff -HTERRENEREZREA (Bl , B ZMEEREE, % CCoE. BIZEMET)



https://docs.aws.amazon.com/fis/latest/userguide/what-is.html
https://docs.aws.amazon.com/fis/latest/userguide/what-is.html
https://aws.amazon.com/blogs/enterprise-strategy/tag/ccoe/
https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-cloud-operating-model/introduction.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-cloud-operating-model/introduction.html

AWS H g8 AWS FRED3EM E% (AWS SRB)
- B - ERAENERAERX
- EE¥ -BICEENRE , XEEwPEIF

B LEPE ER R Stephen Orban A EBE M SLE The Journey Toward Cloud-First #1 Enterprise Strategy
EE LNEARBEPER. AWS Zix IFEBEMMNTE AWS ERRIEMEENFMEENR
SREBEREM.

CMDB

nﬁ e ﬁ%ﬂ Miiﬁﬂjio
EXNBREE

BBRARHEFREERENREEXNBNEMEE (Bl H, #HANESH) HuE. TR
Einf#FEIZHE GitHub= Bltbucket Cloud, BABHNEBEREABBERAD X, EHMBREEED &
B FEHERNE@NEE, E— CI/ICD EENAERAZERETE.

7 EREL

—ERERNR , EREN., REXH , AETTBRIATHBENER. SEXENE  RAENE
PITEESARECREEHGREN , ELEEFRIERES.

mER
ROGHNEBEERTERNER ., SHEEERE  BETEZEE#N. BUHERBEWERK

Hﬁkﬁ?ﬁ&ﬂ’]ﬁ%ﬁ%‘ﬁiiﬁﬂu PPN 29578

EHRE (CV)
FRAMBRSERENYBNE S EREBEN D THNBEIERN Al #4, Hla , Amazon
SageMaker Al 12 CV W GRIBEE %,

B R B
HRIFESE  HEESRBENREEE, EFREERTHFEHEETER K MABERIMENE
b=y: 8

fRREE IR E R E (CMDB)

RENEEARERERE TRENEFANREE  FReEREVNREBIHAREAR. £EEE
EBENEmMBESREMD TR GER CMDB RIVER

—HMEH

A LUEE R AWS Config REINSHEERS , BT AN ERNLZERE, B UER YAML
A B—BHEEHDEA AWS IRFE # B REEEBNE BB, ﬁﬂ%#%ﬂiﬁnﬂ S
AWS Config X#HH I —HHEEH.



https://aws.amazon.com/blogs/enterprise-strategy/the-journey-toward-cloud-first-the-stages-of-adoption/
https://aws.amazon.com/blogs/enterprise-strategy/the-journey-toward-cloud-first-the-stages-of-adoption/
https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-readiness/
https://docs.aws.amazon.com/config/latest/developerguide/conformance-packs.html

AWS H g8 AWS FRED3EM E% (AWS SRB)

BFERSMEFERS (CIICD)

BEtBRBTEFNRE, BB, AR, EENLEERRNERF. CI/ICD BERERAEE, Cl/
CD AIinB &K EF BB, BRALED, AERABREURMRRGEE. MEFMER , F
SRSEXNNER. CD A RTEENE, WHEFAEN , F2RSEINEFETE.

CcVv

3

BHERRE.

O

1= ﬁ \|/\
=3
TN

1

MEPBLNER , flNFEFERNER.
RBEEHNBREREL N ERBERNERF. CRMABREZEAREEREEEEEN

o, RACAUGBEEEEENERRENREZEEH, ER98ER AWS Well-Architected
Framework RZ £ XN T, MEFMENR K BZEER D,

AR mat
LSEEREARIR ML EENERcEEERNEL , M AERERBERENEE, B8R
BERCARRE ML RE RN BERE, ERENL TS,

BahnER

EENBETEIBBINESR , fINEBRERBEE,

REis , B8, sBAERBEEREEPXEE,
ER& M

ERENEEBRLEERNNERER, £ PEFENZIML AWS Eii AR ERBLERRE, KA
70 A 2 B o

AWS REFH—HEFEP AT, TiHRERRAEENG IS RRAENNERFIREENE
Ho MEFHMER , F2RE LBEERFEZ AWS,



https://docs.aws.amazon.com/whitepapers/latest/practicing-continuous-integration-continuous-delivery/benefits-of-continuous-delivery.html
https://aws.amazon.com/devops/continuous-delivery/
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/data-classification.html
https://docs.aws.amazon.com/whitepapers/latest/building-a-data-perimeter-on-aws/building-a-data-perimeter-on-aws.html

AWS H g8 AWS FRED3EM E% (AWS SRB)

ERFESTRE

ARG ERERE ML BRI ERHTNEN, AEREENTREREBRELMAT , WHERE
R, T—HHEENE,

BERRIR

EEEENEMENTERENNRRENELCENER  SINENNEE, BTSN,
EREE

EERENEEERNEA,
e

XEBXEZINENEERR , fl0 2. ERARBEQSAEELEN  BEAREMNY

o
BEREERES (DDL)

FARBISBUAENEPERRNYG 2 EBNREXNS TS,
BEREREEES (DML)

RMER (A, EMMMER) EREFEFANREXH BT
DDL

ESREREERES
REEE

BESERESTEEETER, TUEAREREBRESEERNARREF RPN TIREE
28

RESE
~ERBSRTEL , CTEASEATHICERRH I BRBNHA DR R REYZ BN H AR

ER—EBEARLFZE  HPF—RINLZL2HBFINRFESERBAERBELRBLIE , LR
EREBNMHEPERNERYE, TEENTAY, BE87E LRALLREEE AWS , "‘_IJ«X'E AWS
Organizations #E @B TG E#H 18 Z @R F1E , LHBIREEIR. U0 , defense-in-depthJ5 & AT EE
SEAZEEZRRE. BRI EFME,




AWS H g8 AWS FRED3EM E% (AWS SRB)

ZRNEES

£ # AWS Organizations , &K R AT A AWS g ERFREBABHIIRSE |, WEEX
RIEVEF . WIRFBAZBRBENEREES, NEFHEANERREEE , F2H AWS
Organizations XA Y AT #£EL AWS OrganizationsiE/EH R 7o

E

EEEREPREEARN. FYREIBRABEENEF, BESREEABETEEEE K A&
EERARAREPEENATAENRE,

FEIRE

BB B,
(R
—EReEs | AAESARESEN, DHENEE, FESHEEERE  BEAIESER
EEBERENE LB, NBENHEET | BSWE AWS LEAER SR R RS,
BISHE B RBES (DVSM)

—EREF K ARSYELZRHBRARLENBHINEENREERERTENRE . DVSM
BRRTRVNEABHREERRGINEESRRGEF, CEENZBRBRBEFEINBEHE
{E 7 B9 2 BR A B B

Biuo &

EEHRARENERER  GINEEY. TH. TEXRBREER, BUISXIERNEHE, B
mEEMEEREL,

EEERERAP BIHERRTEEBREEEHRFTENENNERNBY. HEERKRBMHE
FRNFWMUIBHEE , HTAEURAXF, EXEBHEFRARERARE., FEMEREERT,
b3
BIETHEEEIRREETENBNEEREEKBENSEH, EELE4 TR EAKE, HiiW
BERALSBENER , fINENREERRESHERE,
KER (DR)

ARG EEERNFRERNERNEARERENKENER. URFHEEA , F2H AWS
Well-Architected Framework ) F TS AL EHEFR AWS . ElmFHER,



https://docs.aws.amazon.com/organizations/latest/userguide/orgs_integrate_services_list.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/aws-security-controls/detective-controls.html
https://docs.aws.amazon.com/whitepapers/latest/disaster-recovery-workloads-on-aws/disaster-recovery-workloads-on-aws.html

AWS H g8 AWS RRENSEM E 2 (AWS SRB)

DML

A2RENERERES.
REE B ERG

—EHBREMERREN S, ceESETtESETGRIRENTE RN MBSO ER
BiZ8E3BE, Eric Evans £ HE 1 Domain-Driven Design: Tackling Complexity in the Heart of
Software (Boston: Addison-Wesley Professional, 2003) M8 TiE— =, MEGRANMANGHET
BE B HYEX 5T EE strangler fig BN BEERNEF , FSEEHA B4 Amazon AP| Gateway EH R
RALERR Microsoft ASP.NET (ASMX) Web BB

DR

I'-Iﬁ e ﬁi;ﬁfﬁﬁo
{m B R

EHEEEARNRE, flw, ERLUER AWS CloudFormation SREBIRKEE R mEE
Al LAEF AWS Control Tower REAIEEEFFP AgEZEREERGAMNESE, hitps:/
docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/using-cfn-stack-drift.ntml

DVSM

SRR EB MRS,

E
EDA

ASRREMER D,
EDI

ASRETERNR,

RI oT W@ EEERHEEEFRINEMN, RERESMEL , BEER A LUK D EHIEE I
E O RRFE,

BT HHXHR (ED)
ERMZ ML DXRBEIM . DRHEER RSN ELET SRR,



https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-aspnet-web-services/considerations.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-aspnet-web-services/considerations.html
https://docs.aws.amazon.com/controltower/latest/userguide/drift.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/using-cfn-stack-drift.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/using-cfn-stack-drift.html
https://aws.amazon.com/what-is/electronic-data-interchange/

AWS H g8 AWS FRED3EM E% (AWS SRB)

nz

BAETENNAXFERERENZNFZNEERRF,

nzeie
ANFEELEENBEERUTHNNZREE, SRBRETREMTE , SESBNRTHEFT AR
BE—8,

U5
NTHEEEREERTNMEIEF. KEFREEERERSERUTHE, MNeFRRE AHER
KB TE,

i 26

w20 REm&.

i B AR A%
BA U EERMEER (VPC) PEEMEHEMERAELANERSE. SUUER BEUinHRE
AWS PrivateLink A% 5F A #% F H At AWS #RF = AWS Identity and Access Management (IAM) &

A, BERFHERIUBEBREYNE VPC B TEZRZLNIHRHERE. MEFHENR  F
28 Amazon Virtual Private Cloud (Amazon VPC) 3 4 A i %2 37 Ui 26 AR 75 o

SREFRE (ERP)
—ERH, TEDCNEROSNERLBERE (HIOREH. VES NEREE ),
s

FAS—ENZSREEENBELBETNENER. WHEFHMEEA , F2E () XUFFHEZM
%, AWS Key Management Service AWS KMS

R

BITHRARXNIATER, UTREREEPERNRREE .

- FRERE - ITPRARANTER  REAEHERARNNROERTEEM. RERR
ARAHEE K AXBRAZRREAIRNSHNRE. LEENREERBEANERR,

- BRENRE - BARANAAERRRE  SIARNERZENIENFERRE.

- HERER - RREAZETUERNATHFRARANYTER. £ CI/ICD BEF , LERRES
#®— AR BIRE,

- KENRE - ROFEREBRUUNNEREIFRNMAERE, EVREREERE,. £EIRE
R AREREZEZEAFENRE.

x|



https://docs.aws.amazon.com/vpc/latest/privatelink/create-endpoint-service.html
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#enveloping
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#enveloping

AWS H g8 AWS FRED3EM E% (AWS SRB)

epic

HEERED  BEYRNEBTELHE THEEEIEFNREER. epic RUHERMBEEBNSE
MR, Hlan , AWS CAF ZeBi2a8fE5 o MEMER, ARG, EfRkRe. ERREN
SHOE, MEEE AWS EBERKPH Epic WFHMER , F2RAFEEFEER.

ERP

Flﬁ / %ﬁlﬁ;ﬁiuo
RRMEER DM (EDA)

DMEREUATHEFTERENBRE. SAREIREER  RRYUTALSABUSHEEN, GRE
FAWMERR. BB ERERTLELER THRILRHIT EDA,

F

EREBELFHFREN R, CEREREBRRENBLER, — KNS K SEERRTEWE
BHENEHN  @EENER , URESHEERRNBRIZNERR.

RIE K

—EEAREARENEREERREMBHNES. ERBESENERETD.
HIERBRE S IR

£ B AWS EBin , R AAESE AWS B, 2FTVTEHREHNTESARERFGENTCE 15
B tE THERENEME, MEFMEER , F2RAWS BERERR,

jJAb/\i

ASHD
1

RRETHEANBAER, flU , ERERET , FRTREENRREEERBERNRR,
PREEEM
BREENEENFENEZEE, ERERTATUEBEERMMRITENRERSD , HI20 Shapley

Additive Explanations (SHAP) M n HE. MEFMEF , 28 NEEET R FEN
AWS,



https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-program-implementation/
https://docs.aws.amazon.com/whitepapers/latest/aws-fault-isolation-boundaries/abstract-and-introduction.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/ml-model-interpretability/overview.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/ml-model-interpretability/overview.html

AWS H g8 AWS FRED3EM E% (AWS SRB)

FEE R

BILMLEFNES K SREARGERFEEEER, #HRE, ARE-—ERHUBENSHEAER, &
A ML SRR ER %, Bl MR T2021-05-27 00:15:37, BEIBS A 72021, . TE
Ay, TEDm, M "5, , ARG R EREEL2ERZIEER T HEB N AHEN,

D E R
HEEXR LLM STEUNER 8, RELEREEBNAFRHNEN, EEMRATRAZBENIE
AR, HPEEESRARERTIPHNES (RR) 72F, JENRTERFERESRN, HER
WP ABNEBRBFEEER. ZHFSRETHEHEET.

FGAC

R2REM TR,
FHEEES (FGAC)

152 A 2 Bl A R A BT BB R EGEE Ko

GARAIBE ¥4
—BEREBRLE  ERSFERNENEAERERNER  USTREKENKERNEREN
MAREADERLEZ. BERRBEREBRERE,

FM

AR2RERER,
EHRRE (FM)

REREEEHERE  CERRNRELENNAEERE LETIIR. FMs BEABITEE K
%, PIMTHES. EEXFARLE , URUBAFSXH#. NFHAES  F2EAEEEH

BE,

G

£ A
B AREERETIRN A ZEFE | AIFEAGRENXFRIRIEYTINAZTHR @R , fIOEE,
Eh., XFNEH. WEFHMER , F2RITERERR Al

b F2 £ 65
EZREMERE,

G 25


https://aws.amazon.com/what-is/foundation-models/
https://aws.amazon.com/what-is/foundation-models/
https://aws.amazon.com/what-is/generative-ai/

AWS H g8 AWS FRED3EM E% (AWS SRB)

1 3 PR 5 (3t 32 £ 8H)

Amazon CloudFront FHYIEIE | AP LS EBR/MENFERAEERANR D%, B ERAEE
REEEFEREEREMBILNER/MIE, MEFMENR , 5520 CloudFront XHFHRHREFIAR
K 1t T2 9 4 .

Gitflow T/E#T2

ER—ENE  HPRENESREERKBREFEFEATED X, Gitflow TERESHRRAE
MR, MAERRAERN THERERRN. REFHEE.

SEB/
RS EHENRE , HABEZXRAIEBRAATERNER, i, EREF , EEBRETAR
EZELELHEER K YEURRESRERERENZEE. TERMENEED,
fok 1t SR BE
VMIIRIRPRZREERE R, HRERBRAZREE , TURZFAEHMEN , MASRHER
EERFRENERY  tBAGH., NREEERFAEGERRE , BIFRESESR I Mixih KA,
By A
BERBEMBEN OU) RERER, HRNEHANSERAA, FEHEpHERSISRTIE TR
R, URRFESEHAEE, EBFEARBIZHFHBERMN IAM FARRRGEENE, ERIMEHER
FIAERBERERANSHAEE  YEEREUEESE, EMIFEBEA AWS Config AWS Security

Hub, Amazon GuardDuty, . Amazon Inspector AWS Trusted Advisorfl B5] AWS Lambda 2
REF,

it

=ﬁ%ﬁ = E.I-FH'H’:O
REEENEER
BRFEENEEBREFEATEAERNESIZHNEEERE (Hla0 , Oracle £ Amazon Aurora), EEE

BEERENRBIEN -0  MERGEEHLTEE - REREH. AWS EHBEPRERE
RE#R AWS SCT,

=A% (HA)

BB KEE  TEEFEAETNT ANBRTHEEF. HA RRNRFTENRBBAE
BHE, SERASmENNE , UREETENERNKE , TEMEXERERKE.

o}



https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/georestrictions.html
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/georestrictions.html
https://docs.aws.amazon.com/SchemaConversionTool/latest/userguide/CHAP_Welcome.html
https://docs.aws.amazon.com/SchemaConversionTool/latest/userguide/CHAP_Welcome.html

AWS H g8 AWS FRED3EM E% (AWS SRB)

BB

—ERE , ARBEACMAMIBRERN (OT) Rk, LEFHBREREXNER. BELENE—E
ERE , ARMEIHRPNEERFRENTRESR.

REBER
AR EETEANEREDRENILrBRIELRER . B UFERAREER , FBLEBIER
B 78 8 B2 4R B8 B R R FR Ak 18 B Y BE
BENREERNEEREHLAERERESIZHBEEZEERE (H/10 , Microsoft SQL Server £
Amazon RDS for SQL Server), AIEEBRBEERIMERR T AER TN —B02. EAUERAR
SERENARREBEBRR,
REEHNER  fINABERRRINEZEER., WERNEFETESWEREBRER , FaEiR
HPOEEHEE,

EHERF

B ELEERETNERBE, HREREY  BESEHE DevOps BT TEREZINANITE
RN,

BAREE A

YR  EREREEREENELEBNEARNUERAEMRENRR, 8% , BEENE
ER1-4 R, EBEREFZHBERE K ERERERSSEAEANEAERGEREEBRK,

laC

RERRER/EXR,
B BEE

EEE-HZE IAM TRHBEK , TEREE AWS Eif REPHFF,
BEEAREN

90 XA CPU MERE FIIEARE 5% £ 20% 2HENEARR., EBBERY , BEEEK
ELERARAIREREERITHE.




AWS H g8 AWS FRED3EM E% (AWS SRB)

lloT

RS T EYBE,
T AR ERER
REETHFEUANBHERRENRE K MAREN. BHENEREERRE. FUREREK

MEARE LS ERREE -, URAER, MEFMEN , 528 AWS Well-Architected
Framework AV E A A A/ S ER L LB HREER,

EA (8 A) VPC

£ AWS ZIRFRED | #2, RENBHRE AR @EERYN VPC, AWS 222 %
FEEBRLEREA, BHANRE VPC RFEMBIRE , MRERARAEERZNBREE
B E RN H.

BEER

— BN BN EEDREREX SN EBoBE L MARAITE -, TBNE, Flw,
BRI TRAG - EHRENEAEBENRR. HEAMAREREREF 2R , EUNERSBEH
HttRBREAE , ERAUERZEEENRM. WREAREEAR BB R,

T%¥40

Klaus 1A 2016 F 5| #ME , EBERED. AEFER. BEL. MM AMLNER , ERE
BB,

B

ERAEXRETIENMBEERNEE,

B2 (1aC)
BB AEEERRAENEERARKNERIRENER, 1aC EEHMEEPERERRE , &
BERILRRER , WEMRRTER, I8E—H,

T EYIEAE (1loT)
EREE, R, RE, BRAR. £oRBNBEEEXEEERAERARERNBRZFNE
B, MEHMET , F2RELTEYEE (loT) BvERFERE,

®E VPC

£ AWS ZiRFREF | £ VPC AIEHE VPCs 2@ ( EMEHAEHN H AWS EiH), B
BAANERR BN ERRERE, AWS Z22ERERBECABEA, EHARE VPC X
REMRIRSE  UrERAERNEERZNBRER 2BNEQNHEH,

| 28


https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/rel_tracking_change_management_immutable_infrastructure.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/network.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/network.html
https://www.weforum.org/about/klaus-schwab/
https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-iiot-transformation/welcome.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/network.html

AWS H g8 AWS FRED3EM E% (AWS SRB)

YIEHE (1oT)

EARBRABARNEERNEETRYERN , HEERRERIALBAEKELHRENR
HETERA, MBPFMEER , F2EMTER 0T ?

A M
HMESTEBN —ERY , AT NBRARRERNENNTEER LR ANEE, NRHER
A, 2R NS ETEE T EEM AWS,

loT

3
¢

B Bt
IT EFAE (ITIL)

— AR IT REEESLERBEELEEFERRE—BNREEX, ITIL A ITSM 2T ERE,
IT RIEEE (ITSM)

EAMIMVERGET, BF, EEMNXE T REBABMNED. WFAEKERBAER ITSM TEEENE
7, F2RREESER.

ITIL

B2 T EHE,
ITSM

w2H T RBEE,

L
BERAEFEUES (LBAC)

sRHFERE (MAC) WEHE  HPERENENA SN BSHRERNZ2ERE, FRERS
BENENZ2ERCENRESRECAE TUREBLEERIIMERH.

EEED
EEEHRRBRINZIRFE AWS RIE | AfREARE. ER—ERE , BMNEB IR E

RERBANBELFEEHERARS  IHEZNERRBREZREL. NWFEAEEERETM
HMET  F2EREZREHVERNZIRE AWS TR,



https://aws.amazon.com/what-is/iot/
https://docs.aws.amazon.com/prescriptive-guidance/latest/ml-model-interpretability/
https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-operations-integration/tools-integration.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-aws-environment/welcome.html

AWS 5 &5l

AWS FRED3EM E% (AWS SRB)

REFESEE (LLM)

BANMABEHORESE Al B2,
%ﬂ%ﬁkﬁ n|:||=| ’ J‘/L&J‘Dﬁk/j%o Zzu

REER

% 300 #PHE Z MAA;RER.
LBAC

nﬁ E2 ﬁ*ﬁﬁﬁuﬁﬂy?ﬁﬁgu
RIEER

BRYATEBMREZREFINLER

FERNE R

BH2E 7 E R
N R R

LLM AT AT ZEER , flEEME, HEXH. B
n¥%ﬂiﬁﬁﬂ nﬁ Z Bﬂ{+JﬁE LLMs,

B, MFEFHAES  F2H IAM XHPHNEFARIERER

BABEREERNTHENRK. FFSE Endianness,

LLM

ASRAEESEI,

BIRAVIRE

2R BN

M

HEREE (ML)

—EFEAEEENBIMETEXBINBENATEE, BEBESETOTLRTHNER (B
WYPERAE (1oT) B 2 |, URBEXELERTRE., NFEFHEN , F2REUEEE,

BEHX

HI‘H

SR

30


https://aws.amazon.com/what-is/large-language-model/
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#grant-least-privilege
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#grant-least-privilege
https://aws.amazon.com/what-is/machine-learning/

AWS H g8 AWS FRED3EM E% (AWS SRB)

EEHE

EEEREMZLIBLEBNKE. EERBUREPHERRE. REBRER , IWMERER
ENEN, SEERNEfERE. B8, IRHE. FRFAFEX. HRKENEEICK
2o

ZE R
AWS ¥ & AWS BREERERERE. FEERRANTE K MESFEURMRERNENE

#lo Amazon Simple Storage Service (Amazon S3) Ml Amazon DynamoDB 22 ER#HEHI. E
L BRMREE,

FLEHTRHE (MES)

—ERERR , ARER, B2, THENRFHEERF  BEYNERARSKMm.
MAP

VEER. MEFMEF , 52 AWS Well-Architected Framework F Y7 B #4H ,

REWRFE
BRTEBRER —MBoHNEEIRF AWS 1RF 2 \WFTE AWS Organizations., —{EIRF —XRRgE=
—EEBNERE,

HEHITRRK

AT HIE R EE (MQTT)

R IR 2% /5] B =AY 88 8 B machine-to-machine(M2M) BEAGE , BARERZ R oT £E,
AR %%

—ENENBURYE  cWEBERPAEN AP ETER , BERNEBYERES. SlW , Rz
RETe IS WRERKE D (PIMBEERITHE) NFRE (PIWBE, RESHDH) HHRSE. R
BNEXRSEREE, BHRE, BRHE,. TERCANEXRNERD. NFFHEEA , F2
BASEF  AWS fAfREF IR B S AR .

M 31


https://docs.aws.amazon.com/wellarchitected/latest/operational-readiness-reviews/building-mechanisms.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-integrating-microservices/welcome.html

AWS H g8 AWS FRED3EM E% (AWS SRB)

MARBRE

—EERABLTHRBRERARNNGE  EETHEUMBBEANITEEEAENERF. &
LHRESERAEERE AP, EBAREZNNEETES. WRBPNSEMREERTUET
EH, HENRE , UnEERARNEENRNER. NFHEEN , F2RE LEFHRE
AWS,

Migration Acceleration Program (MAP)

—RB AWS FTE , BHFEAXER., JIRNRE , HEEEENRANEERR  UBESR , Wik
BhiKSAB B R A, MAP BEARNABRTELHTENEBNER S EZUR —AARBBLA
MEEREBBRAINITE,

RBREER
BRI EARNESREABEERNESF  E8EKRT , SEUERNEEBBESEARE

Xo LEREAEEHRKRBINEEEBNCERAIREFER. TENRENEBRIR , UE
BEBCAHEINECTERENER, ER AWS BB RMMNE =R,

B T

MEBEEBL. BENGEECIFRSEEBNEREERR, EBIHREREEQREEE. XKD
WEANEEE,. BB IR, BB ABURKSE Sprint T4EH DevOps EXEAB, 20% E 50% Z
BHNEEEARNESESTEB IR ZBLNEEEN, NFEFHMER , F2ALARTEF
MEBR TN RNERER ITKIER.

BRHEER

ARATREBMENEAEXNAKRSENERA. SEEREARFTE-ETRANERHEER, B
BREENNEMFEEETER. ZE8EN AWS IRE,

BBER
AEENERTK  FHErERER, EBANMURAMERANEREARRE, 86 : £
A AWS Application Migration Service EFEEBE ZE Amazon EC2,

EBEETE (MPA)

METE  REBRIHERGIUERE WEF AWS Eif. MPA REFAENESTTE (ARFEE
BiE, EE. AREERALE, BBEASH) UREBRE (BREAENITNERKE. B
AEX2E,. EBREEIER , UREXARE). MPATE (FEERA) A#RAE AWS ERIF APN
SERHFEBREER.



https://docs.aws.amazon.com/whitepapers/latest/microservices-on-aws/microservices-on-aws.html
https://docs.aws.amazon.com/whitepapers/latest/microservices-on-aws/microservices-on-aws.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-migration/
https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-migration/migrations-phase.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-factory-cloudendure/welcome.html
https://mpa.accelerate.amazonaws.com/

AWS H g8 AWS FRED3EM E% (AWS SRB)

BB EEEREFNE (MRA)

£/ AWS CAF BUSHEBEmZRREAR R, BBIERE , UREM TR 8 LUHBRE R Z5E
MEF. NERFRET  F2REBEREERERM. MRA  AWS EBEMKATE —FE.

B R

AR ITHEERBRE NFHE AWS Bif, MEHEFMER  F2RANFARKPH 7 ERs HE , I
F2RBELNERUINERREER,

HER2E (ML)

A2RHEEE,
BAL

HBRN (BRIE—) BARARAEEREARBRARRTEE, EREMHASETRANRE ,
R ERA, REMRE RS FALH. NFEFMAER , F28_ 0 PHRARCEAEXNERRE
AWS Eir,

AR L EREEFE

EBEFMET G EERERARXNRRCEREE ; SAER. BRMMAKYE ; MEEEBEN
EZARELXEELRARIHNRRRE. FTENFERUEERREBNER. FARPARLE
FRREERMNERENREE, URBREBRNEZEZ2THHE. UFFMAER , F28 0O
havE e A AV R AL 2 (Rl AWS EREE,

E-EAESX (E-)

BREEFREESNEFERAE-—REJTHEAER, E-RARXALEREY, nR—EEAERX
DREBRIF/RME  AXFARRERAEARE, EEAREERE  MENNEE-RAEXNYEE®H
SREENEMH. EEMRELHE  JUERAMRBRE. UEFAES K F2HRALE—EXD
R B AR S

MPA

ASHEREmE ST,
MQTT

—EREBRELSERFERNBE (FRAMELLNERZ ). fl , BEREFEH TS0~
"hWERRER., REEREHE?. 1E 'EEFFUBEERERN&RBER ?

M 33


https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-readiness/welcome.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-migration/
https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-migration/welcome.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-modernizing-applications/
https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-modernizing-applications/
https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-assessing-applications/
https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-assessing-applications/
https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-decomposing-monoliths/welcome.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-decomposing-monoliths/welcome.html

AWS H g8 AWS FRED3EM E% (AWS SRB)

LIf 23054

BEFNEREEIFESRREERRENER, ATIRS -3, TEMEMATERME , AWS Well-
Architected Framework &R~ i SN ER R EIEAREEK,

O

OAC

A2 ERFRRS,
OAl

EZREREINE D,
OCM

ASREREEEE,
REREBR

—RBEBLE , TEEBBETMRIRIFES, W ESRERFHKR , B% AR/ NEEER
BTHERH,

Ol

B RIEES,
OLA

RS RREERTGE.

iR EER
—RBEBLE , BRMRITRRETFAREERIBEERR. EEETFEINEAREXNTEE
BHBREEF, WZSREEREFHER , BERRARBRERNEETHFRE,

OPC-UA

A2 RREBEFEA - i —RE,
A RAE 8RR - #t—2R48 (OPC-UA)

FA 1A I % B #{tmachine-to-machine(M2M) BEAHE. OPC-UA REERME, 55 RFBFIRERK
FIN BB,




AWS 5 R¥E5| AWS FhBhEE M E % (AWS SRB)
BEKERZR (OLA)

— R, BB 1T BAEREAREO R RENRE , UXERBEKERHZE (SLA).
BREERBEE ORR)

BERMEBASREEENRESRE , AnBETH, T, B E4NTREARNER. 0FE
AR , 2/ AWS Well-Architected Framework FHIREEEE EZE (ORR),

BAERM (OT)
FRAERRERATHEE, RENERRENFENRERF, EREES  BES O0T NEAK
T RMBEIX 40 BRENBREY,

BEES (0)
EERPEREBRICNER K EFSBREHEREERE., 8BRS, MEFHMEEN ,
EE SIS,

AR

B I HHRER AWS CloudTrail 528 AWS 1RF BB A BWAMESEH AWS Organizations,
EBREBNSE AWS IRF REVILEKR  cERBSERSEPNES. WEHHBENR A F2H
CloudTrail 3 Ay 2 S AR 8B Bt

BB EERE (OCM)

RARRAR, WENBEENEEEERER, BEMEREENEE. OCM EBNESERA, &
RBERBE  UREBCNABEE  HEEBAMAENREMTER  XBBRETRENR
B, £ AWS BRXREET , WRBBEAAENE , RARRKAERMENEERE, NFFHEE
# , Fm2E OCM B,

Raf7ERZEH] (OAC)

s
¢
&n

£

CloudFront FEyIEEAEIE | AN RFIFELLRZE Amazon Simple Storage Service (Amazon S3)
W&, OAC XEFE S3 RERTPHNATE FARSFIHINE AWS KMS (SSE-KMS) AWS [EiF , K
¥ S3 R IFATRRM B RBPUTRIDELETERE R,

RIE7FELE 75 (OAl)

CloudFront F#y —{EiE1E , AR REIFZELRE Amazon S3 AR, BEMEA OAl B |, CloudFront
2 — @R Amazon S3 HETREMN IR, KRENEEB REEFEBHE CloudFront 28R 1FH
S3REEFEHEEPINAS. BFESE OAC , E AR HEEM BN FEEEE,

ORR

A2RRERREZ.



https://docs.aws.amazon.com/wellarchitected/latest/operational-readiness-reviews/wa-operational-readiness-reviews.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-operations-integration/
https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-operations-integration/
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/creating-trail-organization.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-ocm/

AWS H g8 AWS FRED3EM E% (AWS SRB)

oT

RS RRER.
& () VPC
£ AWS ZRFREES | REREREXAMB < EHERN VPCo AWS Z2 2 EREEBE

EABA. BEARE VPC REREMKIRS , UREBERAERXRERZNAKRARK < EHE[N
T o

P
ATAISRER

MZEE IAM E8BH IAM BEEBGR , AREEAENACHEBNRAFT. WEFHEEA ,
IAM 3R EF AT SRER

BAFDEBIER (PI)

3
¢
dn

EERAREAGERENERE  TARSEEFNEASSNER, Pl NEFIFERRE, wiutH
BisEAo

Pl

AS2REASDEBET.
F

—%H?Ef'ﬁm%ﬂ’]*%? AR E R BN TE , SlNESiRPREKZMREINRE. FRATURA
TR, BBCHITFRSURERRCREMBENEFRIEHEN TN,

PLC

EEE%EE T*Edcnln-i_ﬁiﬂra %‘J
PLM

b

3
¢
&n
i
a0
B

QEIJ H\H%IEO

HR

AERFANYH (FE2RE2EEE). EEFIRYE (F2RERLEE) , IEREMPHRE
R 5 Y& KEFA] AWS Organizations ( 552 B8 AR IG5 6 BUER)



https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/network.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_boundaries.html

AWS H g8 AWS FRED3EM E% (AWS SRB)

BERAM

BRBERFIEIMEMER , BUEEMRBNERRERMN. IRENHBREEFHARNESR
REEM , AETRESEIEFREIMETE. NMRURBEAZKESEFTRNERRHE , A
AIUEERMBEINEINEFHRENTRES. 0FFMAES  F2EEHRETBRAEREX
EO

mamE

RE, 2MEARAESYHERBRIEFUAREBBNERF. NFHEEF , F2RFALERE
HEE.

EE truesk NEHFEHfalse , BEMN WHEREFAH,

REE T H#E
—BEEREESHRECEMN  TEEREFZERDNER, EED X BEREB X &R EHEEH
BRENERNE  IREETHWE,

T8 By 2
EEMIEEHRENZT SR, BELEHRE—EHE , TTHBIIEERRNREREFTINR T4
ESE, MEFHMEA  FSEE AWSEEER SR TER R4,

EEA
PR ETEMEFFEEER AWS WER, LEBBEER AWSIRE, IAM BEHFERENRER
&, MEFMEF , BF2E IAM XHFHEEMENBISTHNER,

RETREALRE

ERERERREFSEBILAEMAZENRREIRESE.

AEFTEED
—EARE , TEEEMEFE Amazon Route 53 f{a[E fE — A= Z @ VPC AMEERE FiEz
DNS &M EF . MEFMEF , 5528 Route 53 XHFWERIETEET,

F B

EEMLEBBRERERNZ SR, EEEHIESEMBEERZUHHEETREE, NRERTAF
EEEIE | MTASHME, MEFMET , 5528 AWS Control Tower X R iE&HIESEIER |, I
SRBELZEEHERHNEHIEHE, AWS



https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-data-persistence/welcome.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-data-persistence/welcome.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-readiness/welcome.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-readiness/welcome.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/aws-security-controls/preventative-controls.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html#id_roles_terms-and-concepts
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/hosted-zones-private.html
https://docs.aws.amazon.com/controltower/latest/controlreference/controls.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/aws-security-controls/proactive-controls.html

AWS H g8 AWS FRED3EM E% (AWS SRB)

EREGBHER (PLM)

EEEREEESENNERNRRE AN, BRAKD  IREARR , BIEENBR.
BRI

=P T
RN EELHE (PLC)

EHEF , GEAHE. 7
RN

EIIEII

BNEK , TERRSTEBCRERR

EA—@LLM R RNBEGAT —ERANEA , UELEEFNOE., LENTAREEMEIRS
BAETER [IRBEREURFVNLEE, CRBRNESEACENERENMEREGE  XRFER
M, BALER,

BEA

RHERETNEABNTRAAAERVEENEF. RAELAMREREZEARLE, BRBILERD
WRBBAER.

E% /5T B3 (pub/sub)

—EEX , TRAMBKE<BNESESA K URSTRRENMEERED, Flm, £HKREE MES
B, HERB T UASSHAS BRI EAMREIRIRNEE, REATUNERNMERYE  mEFSE
5B B AR %S o

Q

BT E

—RIFR , iR, AREFR SQL BBRABERERKIHNESR.
B EEER

HERNERBECITEZENELHNERERRETEENEE CaINFTETAERE, EW6E
RABGETER. REFSF, RERE, EH2HBENSEURENESIZNERMER.




AWS H g8 AWS RRENSEM E 2 (AWS SRB)

R

RACI 4E[E

EOMAE. 8E. 2H. 58 (RAC).

A2 B AR 5 A o
BREE

—EEERE K STEMLEHHESARRIERNNFR , BEENFRA L,
RASCI 4B pE

A2HEEE. 88,

RCAC

#3, &5 (RACI),

ASRER S NERRFEUES,
EHERER

RAREFERARNEREER, BTN ERARAEEHENERUBRLS TEHNENAH,
EXRABED

809 7 Rs.
EIRE B & (RPO)
B BRI E RS RS S N LR, SRR R — BB SRRS R 2 ES ER
k.

{5 B B 48 (RTO)

AR %% o T A AR 3518 IR o R RY AT 4 R AESE L BR
;1

wEEFHTN AWS BRES. S8 AWS BE BB VR EM  SURHAHEED, BEMEMEL,
WMEFHMER , FSHIEE AWS BiF ZHVRF 7] S AL,

R 39


https://docs.aws.amazon.com/accounts/latest/reference/manage-acct-regions.html

AWS H g8 AWS FRED3EM E% (AWS SRB)

B

FRIBERN ML £&1iT. Sl , ATHER "ERFEEMNEER 2 NEE ML S 7] SUERREE
BEH REBECANEERSE Bl , FHER) REAEENHEER,

EMFE

#2E 7 ER.
TS

EHEBEFT , ©
EXMRE

HEEFRAZLEERENEE.

i
4\@

Flﬁ = ﬁ 7 RSo
Replatform

#2H 7Rs,
1) -

25 7

F oo
W

e

FERARAIEEPERREPEFERNED., £ PHRSESE  STAENXHEERERNEZE
AWS :ngﬁuﬁo ﬂD;n¥%mﬁﬁﬂ nﬁ 2 ﬁAWS :':Jﬁu'-lﬁ g*’l‘io
ERBBEUIR

MEEERVBER , HI20 Amazon S3 fEFTE., WHEIMB LR, EERENBREEEANTF
LT, XENBEURSFRENEAHE MRS,
REE EEE. BLEAENSREHE (RAC) £

ERMESREREBNERRFECEINACNEENERE, EEABITEEERETERNERE
BHE B8 A(R). HE (A). B (C) MAE (). XE(S) BEAEA. REEEXE , A
fEfE A RASCI %BfE , MR ZHEBRE , BITBA RACI £,

[B] & 14 422 &1

— Bz SEEBTREANRHMLZEEENHRER. NFEFMER , F2HEE AWSE
B2 H Ry ErEs,
RE

nl‘ﬂ

520 7 Rso



https://aws.amazon.com/resilience/
https://docs.aws.amazon.com/prescriptive-guidance/latest/aws-security-controls/responsive-controls.html

AWS R AWS FXBIZBI B (AWS SRB)
2D

wH2E 7 @R
BT WBER (RAG)

—REARS Al Filf , HF LLM SHEELRE 22 E JIRERRRANNREERKIF, B

W, RAG RE TRt S HEBNNBES BT ERNTERRES, NFEFMER K FSHRMITER
RAG.,

i 12

EHEHMUENEF K BREBEEFHEFNEAER.
B RPN E B8 FEUE S (RCAC)

ERAEERFIRANEREN SQL KiEX . RCAC ZEERIIFFAMERHES,
RPO

ASRERMEE,
RTO

HORERREE S,
ST F M

HITREABAEN—EFHHEDEF, ELBERATHLEEMBRERERRBSNERFM
BE,

S

SAML 2.0

FZHFREE (IdP) EANBEMELE, WUAETRABSE—&%A (SSO), EFABTUREA
AWS Management Console A} AWS API ##1E , MEFTALEBPNEREARE IAM PEYE
&, MERBL SAML 2.0 HEBRHNBSFFHEER , F26 IAM XH4FHEEREL SAML 2.0 /HE
BHBE.

SCADA

BB B E E Rt A& RHEEL
scpP

A2 B AR A 2 B BUR

S 41


https://aws.amazon.com/what-is/retrieval-augmented-generation/
https://aws.amazon.com/what-is/retrieval-augmented-generation/
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_providers_saml.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_providers_saml.html

AWS H g8 AWS FRED3EM E% (AWS SRB)

B MFE TN F Y AWS Secrets Manager# B =i REIE , HIUFRBERFEREEAER, ©H
WEEREPEERER, REEATUR-EN, E—FRERZEFHE. UFEFHEF , F2E
Secrets Manager X # Secrets Manager BRI ERE ? .

OS]

EREERAEEFSZEMEMAZENRELIEL .

TR
— BRI EERLEMSE |, EAE., BARRERETAENARERENEL. Z22HEN
BXEEE Ak, B, BEENESM,

L5t

BMOZWBANEEERENKNENBRE, EFafE— L8, JINBRTIBFENER, 8F
BYREERNZEREETY. IFERABERPILENIIEE,

ZELEFREHERE (SIEM) Rt

EERLENEE (SIM) MLZ2EH4EE (SEM) RMW T EERE, SIEM RS WE, EEND
WRE AR, M. EENAMRENESR  MEIRENLZLRE , YEERE,

24 EIfEE B
BAESNEABHNEE  SEADOERBERL S, SLABLTHAGIREERR

=124 | HBEEE AWS ZEBEEK. BBLEEESENESSFE KR VPC 2 BE. B4
Amazon EC2 #I{TEEBRmBREAER,

1) AR 2% v 0 22

B AWS R #WERN TEB W inHER,
BR#& = BB (SCP)
£ AWS Organizations VR Fr B IR S IR E R HIFF MK, SCP @R EMFIREE

EEEAETKRERAESACNBERS, BOUER SCPIEARTBFERIERETE , WIEER
eI WL RIS BN ME, WEEFMEA , 5528 AWS Organizations XX # 5 #Y BR 7§12 HI R

AR 7 Ui 26

HE A B URL AWS RS, BRAIERRE  EBERERT AN EEZTBERY. WEFAENA ,
HZ2E AWS —2E Ry AWS BRIE U 2o



https://docs.aws.amazon.com/secretsmanager/latest/userguide/whats-in-a-secret.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps.html
https://docs.aws.amazon.com/general/latest/gr/rande.html

AWS H g8 AWS RRENSEM E 2 (AWS SRB)

ARk %R (SLA)

— i, BE 1T BRGEGER F PR BRES | 5400 BRES IE 5 #0178 A AE
AR B iR E 1R (SLI)

RISHEEBEAVAE , fIANHERE, THAMERBIEE.

AR B % B & (SLO)
RERBBEEREN BRER , AREERIEEIE,
HESEEN

HREE HE AWS RRERZLREREBFENEE, AWS AEERNZE , M AEEHRNZ
£, MFEFEEH , F2RABEERN,
SIEM

ESWRL ERNSHEERMA.
& — #E % (SPOF)

FEREXNE BRI T4NE T PERRK.
SLA

2R RIS E R 7 5
SLI

A2 RBERER,

SLO
RS RBRBERE S,
o REEER

BRREAMERAMCERNEN, EBFHRNERRAE , R 0BRESETHIUBRLFTNERE
B, ERMNBEREBNEINEE K RERBARLEED , AXERERH. WEFMEA , B
28 PHERAEBAEXRRILE E AWS Eii.

SPOF

ASRE—RER,
RGBT

ERA—EAREEEENRREFARZIAEENNENERRERE  LEA -SARIDNEEER
HRRERENBE. LEBSEARERERINERERAZ,

S 43


https://aws.amazon.com/compliance/shared-responsibility-model/
https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-phased-approach/step3.html

AWS FRED3EM E% (AWS SRB)

AWS 75 E353|
Strangler Fig # 3

—EBRAE-RFENEE , e8RS EENRRRFKIIE  BENEXRAEELERAL, ERX
FREERERE  cRE— BRIt RABBEWMATHEBEE, ZEXH Martin Fowler 5| A | £
AEEE-REEBEERRN AR, NEEENMNEARERNES |, F2EFEHEEEMN Amazon

AP| Gateway BEH R R L ERR Microsoft ASP.NET (ASMX) Web R
T8

& VPC Ry IP it S E, FRLANRE-TRES,
ESfRR G M ERHEEX (SCADA)

ERED  FREENZEREZEREENLEERENRR.

HEIE
AR ERRINE N FZERRMEEE X,
BEGRIE

DERERAEESNANAEARE , MEABERERERENEE. B LUER Amazon
CloudWatch Synthetics 383 3138 L RIE o

RERT
—&Em LLM REAS. ERFIEELSUEREITANREN. REERTEPR
ERAERENHFAL

REAR , WER

T

B8
HMATRER AR AWS ERNEEY, SERTIHHEEE, B, A8, ESkHELER. WO
FAMEF , FSRELLEH AWS BiR,

BHREH

REREZEEN ML PRANE. EHEBABRER. flm  EREREH , BREHT

E mBRikE.

EHEFE
RREBSTFMEMREENTE, FHFECSHTFMOMBEURBTRN —REBEE. B

REE—RER K CeEMENEASEE. ERENEE.

A=
Be =&

44



https://martinfowler.com/bliki/StranglerFigApplication.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-aspnet-web-services/
https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-aspnet-web-services/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch_Synthetics_Canaries.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch_Synthetics_Canaries.html
https://docs.aws.amazon.com/tag-editor/latest/userguide/tagging.html

AWS H g8 AWS FRED3EM E% (AWS SRB)

ARAR

3

S0 B,
2l
BMLEREENNHEE, JRENLASL TREER, PYRELREIRENTERIEH

ABRBUERGFZEARNEN (CRERANER), cEWHBEEUELERXN ML ER, FJBER
ML 22 | RERETAEN B EHER.

S FEE
ALAREE VPC MRIHEMERNABERTE. WHEFHEEA ,
Gateway X+ 1 B2 E#H FE,

FRTERRE

2B AWS Transit

ER—ENE A MBAEBTEDRSIXPAHZENARIIGE  REBELBESHITESX
Fo AR, TESXERFREIFRRE, LENRENEERRED.

F EAEH LA
B TETOEENRS | AR EAERMS AWS Organizations RIS R BTER, BEHE

NWREESEREXACH  E8ERFHIEURKELEAE  WERALHTERE I, WEFHE
A, BSR4 H AWS Organizations #Ei £ A AWS Organizations EEE A7 AWS BR# .

L5

EIIEII

SFIREFNESEREE , RS ML BB ERM, flw , TUEBELEERE, FHEER, A
BRETRNRETZRERELSRRIIR ML 28 | DIELEE

& LE i B X

18 L BE R REMZ B2 RV /NEE DevOps BIIRK, &8 4571 [ Bk A5 AR mI 7 4R 2K R B 3% P Y SR R 4F o

ER—ESE  ENRTERE. TTBIANNES  HURSRERUE ML EEN RN, B
WEEENTREN  BATREERHAARN., TTBENERSIEN , MERTRELEHER
PERHNREME#ESIEN, NEFMAER K F2REVAESERENTREEMER.



https://docs.aws.amazon.com/vpc/latest/tgw/what-is-transit-gateway.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_integrate_services.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/ml-quantifying-uncertainty/concepts.html

AWS H g8 AWS FRED3EM E% (AWS SRB)

REDHER

EEAZETHF  ERBUNMBRFEEARANMSETHE  BEFASKERERHEEREEIRMUE
FEZ, REDEBNEHTHERE, EBNTERE,

BiE R

2R BN,

<

i
He

—BEREHEERE , SREEEHMRNBETIE , ERRFILRAREE,
R A $2

ERSENREFNTIE  flNREEPRAEIBHNEE,
VPC & HE

M8 VPC < ERVERR , AIREERIE IP it iRARE, WHEFMEER ,
NHFTER VPCHERE,

NG

528 Amazon VPC

RERRRZ SN REBIEERRIE,

W

B TR EX

BEREFIWEHEENNEERI. ENENTERTUEEFRINER , EhitTLRE
B EUE R

TEEDNER. EHERERE K BEUESIHFEEENEN.
HERE

SQL & , WHAMCHAEREREABNERFIFENTHE. AENREAREEEH , flu
RIFE A ERFINAHVEFSER D FIOERNFRERIINE,



https://docs.aws.amazon.com/vpc/latest/peering/what-is-vpc-peering.html

AWS H g8 AWS FRED3EM E% (AWS SRB)

THER

RABREENERNEANRES  SINEEEFNEARXIRERE.
TSR
EBRERFTEE-AREEBNDERE, SEATEFRBRBIUN , EXEERTWEMBTFS

e Blan , HETHERREEHERARER, RARENBEEBTRENNELIER. HETHE
BREELEERNEBB ISR , RAEBEEBARSBZIRARER,

WORM

nﬁ /Bﬁ%l %EHYE!F%O
WQF

BBHRAWS TEERERES.
BA—X , EHGFZ (WORM)

RERE , T -XMEBAER , AEHLERBRIERER, RECAETURFTESNENES , B
BEBFEN, LERRFERSREREASTTE,

Z
EREAR

MASKEZREAKRE , =EEHE.
ERERE

FERBEPAREENREIFE. BETAEITUERASERENFAIRIERK. ARASRKE
R AR EmEE IR,

FHRERT

RE LM STEBNETR , ER AT HE 5| BERNES (RR). LLM KAERHEBALIRE A
MREEER. EEARTHNARMEIRAREBRNERMENREINRE, 5HF2HELEHIUET.
BREEAREN

CPU ML RBTHERARER 5% WEAEN, #BBERY , BEEHAELEARR,

4 47



AWS H g8 AWS FRED3EM E% (AWS SRB)

ANBREXIRWHEBBZFRE , IRBFRFEMAERRT—BZRE , BIULARRAE,

xlviii



	AWS 方案指引
	Table of Contents
	AWS 啟動彈性基準 (AWS SRB)
	指引範圍
	共同責任模式

	階段 1：設定目標
	階段 2：設計和實作
	使用 AWS 故障隔離界限
	定義災難復原策略
	定義部署策略
	建立軟相依性

	階段 3：評估和測試
	執行彈性評估
	排程定期 DR 測試
	偵測組態偏離

	階段 4：操作
	可觀測性
	持續彈性

	階段 5：回應和學習
	結論
	資源
	AWS Well-Architected 架構
	AWS 規範指引
	其他 AWS 資源

	貢獻者
	編寫
	檢閱
	技術寫入

	文件歷史記錄
	AWS 規範性指引詞彙表
	數字
	A
	B
	C
	D
	E
	F
	G
	H
	I
	L
	M
	O
	P
	Q
	R
	S
	T
	U
	V
	W
	Z

	

