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ETH M Helm Chart 7 , BHATISS, NMESHELSSNHMET , B2H Heim 17
&,

helm repo add prometheus-community https://prometheus-community.github.io/helm-charts
helm repo add kube-state-metrics https://kubernetes.github.io/kube-state-metrics
helm repo update

S EBR 2 - E3 Prometheus fp & 28

WA T5aS , & Prometheus fRIARES M H MBS 12 T2 37 Prometheus an & Z@. #§ prometheus-
agent-namespace B AL ERAR LW A ZRENERE,

kubectl create namespace prometheus-agent-namespace

SER 3 ARBIRFRE IAM B

FEBMEEE S % |, BEEEHIT Prometheus KEFER A Amazon EKS #5EH | & IAM A& AR
RE,

FEBRBIREH AV AT, BFTMEE IAM AEBE Kubemetes IRBIRF BB Rk , LIRS
TR E AR IES 2 ET Pod FREYEERIZH AWS F T, MBERMER  FBHBBIRSH AV
A,

MBHEMKBREELAE , FIXBPMW B Amazon EKS EENEIEEHIEXNREA® ETRRE
A, AHEHPHRAEEMFMA eksctl, MEFMENR , 552 Amazon Elastic Kubernetes Service
AP - eksctl,

(® Note
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1. FRAXFHmEIFEILZ A my_prometheus_values_yaml HER , B2 THRE.

 #& IAM_PROXY_PROMETHEUS_ROLE_ARN B#: 587 B Amazon EKS BEEREREHEUESR
H IR ¥ /A & FE I amp-iamproxy-ingest-role # ARN,

 #& WORKSPACE_ID &#: A% Amazon Managed Service for Prometheus T/EEH 1D,

 #& REGION BB Amazon Managed Service for Prometheus TEEHY [EiF,

## The following is a set of default values for prometheus server helm chart which
enable remoteWrite to AMP
## For the rest of prometheus helm chart values see: https://github.com/prometheus-
community/helm-charts/blob/main/charts/prometheus/values.yaml
##
serviceAccounts:
server:
name: amp-iamproxy-ingest-service-account
annotations:
eks.amazonaws.com/role-arn: ${IAM_PROXY_PROMETHEUS_ROLE_ARN}
server:
remoteWrite:
- url: https://aps-workspaces.${REGION}.amazonaws.com/workspaces/
${WORKSPACE_ID}/api/vl/remote_write
sigva4:
region: ${REGION}
queue_config:
max_samples_per_send: 1000
max_shards: 200
capacity: 2500

2. BATHISRSLLEI Prometheus EARES.

 # prometheus-chart-name B BEH Prometheus liRAE .,

« # prometheus-agent-namespace Bt A% Prometheus fp & ZE BN AR,

helm install prometheus-chart-name prometheus-community/prometheus -n prometheus-
agent-namespace \
-f my_prometheus_values_yaml

HER 4 FRER A MRER LR EEUER 9
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Prometheus 1RF , #% Amazon Managed Service for Prometheus T/EEFT8 B E R KR, Amazon
Managed Grafana & 7Hl Amazon Managed Service for Prometheus FrEH & 2 B FE BEERE, W
1% Amazon Managed Grafana 23 Amazon Managed Service for Prometheus iR ¥R , 5
28 Amazon Managed Grafana £ & 5@ P R

&t A LAFE Amazon Managed Grafana 1 ##% Amazon Managed Service for Prometheus R, 1%
REBRERBEWIETR , 528 B Amazon Managed Grafana 5B /UR 1456 Grafana BAE R,

(® Note

MRZEEH Amazon Managed Grafana THERERERFE VPC , BIAE# Amazon
Managed Service for Prometheus T/EEE#REIHE VPC, MEFHMENR , 528 ELE
VPC Hi#E#ZE Amazon Managed Grafana.

#3 Prometheus 18512 10
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EET/ER

THREREMANFEFNER Prometheus IERNEBEZRE, THEEXERHENFEERS , UAREHE
B, GImESH. HH, RAMMER , UARERNEHESR. SUNERFPNESEEEREES -—SZET
&,

FERARENRERREINEBEMN Amazon Managed Service for Prometheus TEE,

ES |

- BYIHE

- fmiE TEE

- SR ITFE ARN
- MEBRIERE

BIUTEE

SEEET HILSERREIL Amazon Managed Service for Prometheus T/EE., &0 LURIZESE A AWS CLI
=B A Prometheus £ A8 Amazon FEE R,

(® Note

WMRBEESIT Amazon EKS F5£ |, t i LAERE AR Kubernetes FIAWS 12l 23 3R & 3L #t
TR,

ERZEM THEREAZER AWS CLI

1. BATISHUEBIIERE, WEFIRIEA my-first-workspace WIEE , BEARE
EZFEATRANAE (BTER). TEERNERIENER , JBBEENIEE, EBRTLEH
—. METIEERUEHENER , B2FE IEEEE M —HB Amazon Managed Service for
Prometheus E4£HK T/EE ID,

(BEM) EEFALBECH KMS ERRNBREFELEEFHNER , B EknsKeyArnS 8
HEFERANE AWS KMS #—iE A, &R Prometheus B9 Amazon &R & @ EUWEREH
EEFZESRNER (BN E+CHSBEBENER, AWS Key Management ServicellFEHR
B8 Amazon Managed Service for Prometheus E TEEHRMEER , W2 MAEL, EEMNER
BECHEFZESRNFMEN A F2H FRnE,
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FHES ([]) PHSBRER , BTEESTFIEHER.

aws amp create-workspace [--alias my-first-workspace] [--kmsKeyArn arn:aws:aps:us-
west-2:111122223333:workspace/ws-sample-1234-abcd-56ef-7890abcd12ef] [--
tags Status=Secret,Team=My-Team]

e TEERTHESR

« workspaceld Rt THEENKE— ID, 2Tk ID,

« arn R T/EREHN ARN,

- status RIEEHFIHMRE, ELUNEYIHEES , EBHER CREATING,
« kmsKeyArn REFZESH , ARMEBEIEEER (WMERHY).

@ Note
ERAEFRESREVNITHREREER AWS ZEWERETHEN.
EBRERENMMERTFEENSRER AWS AN TR, CRATFEESREVYNTE
Bz #EFERAGH AWS BENSH/ (RZTR),

- tags FIHTHENER (BA).

2. WMRIME create-workspace M HEEMMEES CREATING , Bl v A T 5655 3R ¥ B TR
BFEM#E. my-workspace-idbAcreate-workspacemSEEHNERworkspaceld,

aws amp describe-workspace --workspace-id my-workspace-id

& describe-workspace & ¥ status &E ACTIVE B , TEEEEHBEARME.

f#F Amazon Managed Service for Prometheus #2812 Y T/EE

1. BARX Amazon Managed Service for Prometheus 3£ #& , {# https://console.aws.amazon.com/
prometheus/,

2. EEEBRV,

3. Y TIHERIE , MAFTIEENRIE.,

ITEERERIENERE , UTHBEENIEE, EBTLEH—, MEIEETAEGHEEN
% , BERFTE TEEZEH —HH Amazon Managed Service for Prometheus E4£# TEE ID,

BYIERE 12
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4. (BEM) EEFALECH KVMS £ERRNBRFZFELEEPHVER , B LUER [BE]MHAE
E], ABRBREBEEFEHNSE AWSKMS 8 (RBIUF L), BUUR TN BFERREBEREFINS
i WM AZRTERNET S| ARN, # 2 Prometheus B Amazon =& R T & @ R WK ERE
AEFZESBNER A EBUESELHESWHERNER. AWS Key Management Service

MZEHEI Amazon Managed Service for Prometheus E TEEF B ER , LR MAEL, EE
NEABCHEFZSESRNFHERN A B2E FENE,

® Note
ERAEFZESREVNIHREREFER AWS ZEWERETHEEL
EEENMEAZEFEENSRER AWS ENEIR., FATFEESREVNIFRE
ZEBLERAFH AWS HEN S8/ (R2ZTA).

5. (BF) BEX—EIZEEBFEETHE  FREFEER, <& EKey(R3B)H @A
EBNEB/, LALE Value (B) #AERIMEZAE.

EZEMMEE —EEE  FFEIXERE Add new tag (FTIEERE),
6. EBEEIIERE,

BERETRIEHEEAEH., SEHHEREANEHRETLIRENER , 28R
R&, ARN., IfE[E ID Mim® URL.

REEEE D CREATING , BRI THEXMERE. FEEREARAT , ARBREREEEE
HY,

B HIRE - EIREA URL MR - 25 URL BRI URL, E&#E Prometheus A ARESER
EABEERREANLTIER , UREHELIEER  EEESLIEE,

MBAWSIEEERETEENER , HBH 5 Prometheus IEEEME THE,

IREE TER
BALRETEEBLUESEHRZ, BEEFH AWSCLIBEEITHHER R , FWATIGS.

aws amp update-workspace-alias --workspace-id my-workspace-id --alias "new-alias"
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£ F Amazon Managed Service for Prometheus 2 A#wE T/EE

1. BARX Amazon Managed Service for Prometheus & , {4/ https://console.aws.amazon.com/
prometheus/,

2. EEHEAELANIIRRER , AREEMEIEE.

3. ERELEREIENIEREID, REBEERE,

4. WMATHEENFEE K ARBEEREF.

S IT/EE ARN
B LUEBE R EE A AWS CLI, 23 Amazon Managed Service for Prometheus T4E[E ARN,

f#F Amazon Managed Service for Prometheus 12 & & T/E[E ARN

1. BARX Amazon Managed Service for Prometheus £ & , fuR https://console.aws.amazon.com/
prometheus/,

2. BEBEOELELANIIERETR , RBRBERE LERE.
3. BEEIEMIEE ID,

T{EE ARN &7 ARN THE T

HEMEA AWS CLI S T/FE ARN , FBA TSIET.

aws amp describe-workspace --workspace-id my-workspace-id

EERFEEK arn B

il B T4 [E=

MR TEEREMREHENEAPHER,

® Note

fBR Prometheus T/EEH Amazon ZERE T BBHMEREEMEUESELEHEEEAZETERE
HET AWS SEWNERS . NEFHMEN , B0 SRIMRESEES,

¥ ITIEE ARN 14
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& ZERAMBRTEE AWS CLI

FEATIGS :
aws amp delete-workspace --workspace-id my-workspace-id

£ Amazon Managed Service for Prometheus 2 A MR T/EE

1. BARX Amazon Managed Service for Prometheus 3£ & , L} https://console.aws.amazon.com/
prometheus/,

2. EREEALANYRERETR , RARBEME IR,
BEBLEEMBRITEREN IER ID, REBEZEMER,

4. EWEFRFRDPEA delete , ABRZEMER

MR TIER 15
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HEEEZ SN ITERE

& AT IERE A Prometheus T/EER Amazon ZSERE , Tt EANIREELIER. FHRH
AR EEBERE TEE.

® Note
BIFTERR  HREIEENEESHFHT 150 X , AEZEBMER. REMRJFAGRERS,

BEMES LA IEZEREELE Amazon Managed Service for Prometheus TEE,

- A AWS ZEWNER — BAM Prometheus B Amazon S ERKIREHEEZE, BREREXH
BRIE o B8HREN Amazon Elastic Kubernetes Service (Amazon EKS) # £ EUEE, NS
B Bt B2 Prometheus FR2& K i 2 PR EUEF.

- FRAEFEENRES  ZE2EEACKESRNER, EFANMERERANKESRRRESLH
C Y Prometheus #{TERE, UREREXNREXEIT , HAE AWS A Distro RE1T. OpenTelemetry
THEFHERAELAS.

WL FEH Prometheus 2B AIEE , #IEEEIXE Amazon Managed Service for
Prometheus. &EAILA{ER Prometheus BB ALRBCHWERARER |, 52 EEEIXZE Amazon
Managed Service for Prometheus, EREZEFERAEHREANZERBEAHENESHTBEN , BF2E8
Prometheus B3 X4 H B remote_write,

ES]
- AWS EEIRESR
- EEXERES

AWS &1 I g 38

Amazon Managed Service for Prometheus # & &1 F Rl 2 E5#2 Amazon Elastic Kubernetes
Service (Amazon EKS) B Kubernetes #5 ., Kubernetes Z5Ef Amazon EKS REITHEFZ FE
AEXSEHELEEE , LUHE Prometheus AR EE SR FEL

AWS BRI ERS 16
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® Note

7 Kubernetes TR H#ITHIFT S R AT M E AR X ZR1R 4L 52 Prometheus HAKIER. WET
RAEHTIENTEESE  F2M Prometheus RAXHFHELTEMNES,

Amazon Managed Service for Prometheus {2ft£ 2 &, ERERIANEERIWES , TEBHR

R IRELEE Prometheus AN IER, SEEEE,. TE., SHIMEREEXNIELESE. Amazon
Managed Service for Prometheus W85 Al B &/ Amazon EKS EE1EETE, BE. sUAM%. B
BIERNIEEZEES. EARM Prometheus B9 Amazon FEE IR Z E WSS 7T E2 Amazon EKS B EEHE
£/ , 8% EC2 # Fargate,

Amazon Managed Service for Prometheus IR EEEEERN , AEENSE FRARE L EMY
WA (ENI, WESREFEREL ENIJEEEE , XFEA remote_write #ERHERIFER VPC

% 2689 Amazon Managed Service for Prometheus T/E[E, EENERKETSELERRMEE L&
i,

THEEREEEEMAE Amazon EKS #EH A Amazon Managed Service for Prometheus W
g, URFTREEENFREA,

*RE

- A AWS SEENKRES

- {HERHE Prometheus HHBHIIEE ?

£ AWS X EERIKRERS

EEH Amazon Managed Service for Prometheus W E2S | BA BRI —EEERR | LUIRRLER
Amazon EKS #EHWIEE,

- BAILIRBEEIRIESR Amazon EKS BB VEEN —30. MNEBEIE Y Amazon EKS B (B
EEVHMETE) WEEEEN , 5520 Amazon EKS A& ERETRET Amazon EKS E £,

o IBATLAER AWS API EERRESTAXEVBCHWITERTE | sif6EHA AWS CLI.
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® Note
FEHAEFZELMEIMN Prometheus TEEEAK Amazon SEREELFEHZ AWS EI
ERREITHEL

Amazon Managed Service for Prometheus Y& 25 € #EXEE Prometheus AR IEE, WFE
Prometheus B IEZENFMEF , F2H 1T /ERHE Prometheus HEMIER 2.

THEERAMAEYL, EEMBREELES,
£ |

- BuEgs

« X Amazon EKS #%

- SRIMREERR

- HESRERETBHIRE

- ZERRF

Amazon Managed Service for Prometheus Y258 & —EEKS , ATt Amazon EKS BEEHIRERH
W EEHEE, Amazon Managed Service for Prometheus A B EE =L | BUMENEREME, &
2HMNTREYE K MESEHTEERTASHTERE. REERXIELS.

ER1EIB Amazon EKS AT Amazon EKS #5 | 2B ABREINEER, B2 , EELE
MT , CUEEEACEBIEESE, i, MBEHREEN AWS SE LS EHRA Amazon EKS
BE SHESTFHAWNESRNERE,

A LAE A AWS API 5 AWS CLI.

BELERMERHELRGN  FRELBCHESSS .

o BWNBEEN Amazon EKS BE,

o &K Amazon EKS #E M AR TEHEERUFIEFILLEELEEE., EAUSEAENLAE , B4
BAEENE,
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® Note

ZEREEBE Amazon BIREH ( ARN ) EHEEHEEBE, MREMBRES K RBREVER
HEEBIHES , ARN BSEEEANTES, Bt , TINTELERAREREFNER. &
A BA 50 B I BRATUER T B DA R M BR & 5.

AWS API
£/ AWS API 2 LT &

£/ CreateScraper API E¥ T {EHA AWS APl B EE8S, UTEHIEHE us-west-2 #[EH
BUELR, ZFEFEHAECH ID B AWS 1RFE, TEE. 224 Amazon EKS #£E/7 ,
IR AR MENT EAVFHAE,

® Note
EXRABEELWMEFARE , EDURAMETAREE.

scrapeConfiguration &—f@ base64 #mi&HY Prometheus A& YAML fE2, &R LLUEIR
GetDefaultScraperConfiguration API EETEH —BAZRRE. NEFBENRIANESZE
#scrapeConfiguration , @S2 EEFHERE,

POST /scrapers HTTP/1.1

Content-Length: 415

Authorization: AUTHPARAMS

X-Amz-Date: 20201201T193725Z

User-Agent: aws-cli/1.18.147 Python/2.7.18 Linux/5.4.58-37.125.amzn2int.x86_64
botocore/1.18.6

"alias": "myScraper",
"destination": {

"ampConfiguration": {

"workspaceArn": "arn:aws:aps:us-west-2:account-id:workspace/
ws-workspace-id"

}
},
"source": {

"eksConfiguration": {
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"clusterArn": "arn:aws:eks:us-west-2:account-id:cluster/cluster-name",
"securityGroupIds": ["sg-security-group-id"],
"subnetIds": ["subnet-subnet-id-1", "subnet-subnet-id-2"]

1,
"scrapeConfiguration": {
"configurationBlob": <base64-encoded-blob>

AWS CLI
FEFAELIMETE AWS CLI

ffHcreate-scraperfE S EMMENT E AWS CLI, A TEHIEE us-west-2 HEFEIEE
. BEEFAHEHCH ID B AWSIRF, THE., T2 Amazon EKS 5EA , LRHEA
RAYE T AV 4EEE,

(® Note

BRASEELOWMEFHERE , ELMARMETAESE.

HH

scrape-configuration & —1{& base64 #wi&H Prometheus #HAE YAML B, BRI BAE
Fget-default-scraper-configurationfE S TH—ARMERE, NEFENEIANESE
#Ascrape-configuration , FZREEERERE,

aws amp create-scraper \

--source eksConfiguration="{clusterArn='arn:aws:eks:us-west-2:account-
id:cluster/cluster-name', securityGrouplds=['sg-security-group-
id'],subnetIds=["'subnet-subnet-id-1', 'subnet-subnet-id-2']}" \

--scrape-configuration configurationBlob=<base64-encoded-blob> \

--destination ampConfiguration="{workspaceArn='arn:aws:aps:us-west-2:account-
id:workspace/ws-workspace-id'}"

T 5| 2IEALLEE AWS APl —HEAMNTBEEFIELEE -

« ffF CreateScraperAP| ##ERIZIMET E,
- £ ListScrapersAP| #4E5| HR BT &,
« £ DeleteScraperAP| 2 /EMIBRITENT B,
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 {#H DescribeScraperAP| i EEREBNM T ENEZFMER,
« f£f GetDefaultScraperConfigurationAP| #2/EEBEUIEN T ENEREE.

® Note

WA ELREELEMN Amazon EKS E & LLFE Amazon Managed Service for Prometheus 17X
*E*g_;o T—1I%ﬁﬂﬂﬂﬂﬁﬁﬁi¥x%o

BRI T B E R A
UTREFSEFNMIERSE RNVEE,

- FIEMN AWS ERTFE. HENZEHHE, FHEM Amazon EKS BEXERFE,
« IPIMTEBETR, BHSHEEEEZR CreateScraper APl NEEFREBEHIELE—ETHG IP 1

Hk,
R Amazon EKS ¥ %
MBERELRR Amazon EKS EEUEEESRFEEE, EEEMERE -

« £ Amazon EKS ZEUEH , BEA Prometheus WERS IR Amazon S EREEIEEENZE
.

« FE)RE Amazon EKS BELUETTZ EIRFEIELL
THXESEFMRAELEEE,

£ A 7 HUE B 5% E Amazon EKS MUE/THEL T E72H

£ Amazon EKS W ZHUE B 25 Prometheus By Amazon 2 EREFEERXEENMEIEEN REE
Bk,

BEMEH Amazon EKS B X EREA AT AP B0 5RE. EERIFEXNSLERTE
AAPIZEAPI_AND_CONFIG_MAP, EAEHEEFMERMNFEMERERS|FEE LKW Amazon EKS 2
AR, MEFMENR 5528 Amazon EKS A EEETRH A IAM A A= H&EFH Amazon
EKS # £ EH Kubernetes ¥4,

BRLUERBYBERNBEVEECREVIIHTE .

EREEENRESR Y
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o BUEBER — BRI LEEIB Amazon EKS £ A7 Amazon EKS # £ RERE L FEUE (MKHRIE
TEESEFEUNEIMIE), WEHEIFEUEHBXK , 3 Prometheus Y Amazon 3 & R#& 0] 7 EX
BEIRE,

- EEEEVEIE — NMREHN Amazon EKS 2ECFE , FESORBERXNNTE
AAPISEAPI_AND_CONFIG_MAP , #&i%i8 Prometheus AP| 5 CLI By Amazon = & BR#§ 2 3 K 1E{
NBTEHSEEACEYERNEI@EABE K MANNIEZUEIENESE,

FEHEERANEEM

ERLIZENET B ZE Prometheus BY Amazon SEERBEABEKS B ABERRE , e@ERUATE
B, MEEWEEFIEENFMAET , 528 AmazonEKS FHEEETNAT IAM AEzFERER
EY Kubernetes,

"rules": [

"effect": "allow",

"apiGroups": [

1,

"resources": [
"nodes",
"nodes/proxy",
"nodes/metrics",
"services",
"endpoints",
"pods",
"ingresses",
"configmaps"

1,

"verbs": [

"get",
"list",
"watch"

"effect": "allow",

"apiGroups": [
"extensions",
"networking.k8s.io"
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]I

"resources": [
"ingresses/status",
"ingresses"

1,

"verbs": [
Ilgetll’
Illistll’
"watch"

"effect": "allow",
"nonResourceURLs": [
"/metrics"

15
"verbs": [

Ilgetll
]

FEIfELE Amazon EKS LAEE1TEIHR 55

MRERFEAEFaws-auth ConfigMap¥f kubernetes BEMFE , IR LA Prometheus
ME T E#%ZRF Amazon 2ERBEFEIENIEE. UTEBEA Prometheus 124 Amazon 5EE RIS
RAAERR , LARRIEHY Amazon EKS E£EHEUEE,

@ Note

MEEEEConfigMapMFEUE B WEHER , 5528 Amazon E KS £ A& 725 IAM
A & FH Kubernetes,

WREFEAKkubectlf AWS CLI, MIEFBLSE kubectl WEH |, 28 (Amazon EKS A&
) B Z % kubectl,

FBEXE Amazon EKS BELETT R EEZRHTEL

1. FATIAXEIEZA clusterrole-binding.yml HWER :
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apiVersion: rbac.authorization.k8s.io/v1l
kind: ClusterRole
metadata:
name: aps-collector-role
rules:
- apiGroups: [""]
resources: ["nodes", "nodes/proxy", '"nodes/metrics", "services", "endpoints",
"pods", "ingresses", '"configmaps"]
verbs: ["describe", "get", "list", "watch"]
- apiGroups: ["extensions", "networking.k8s.io"]
resources: ["ingresses/status", "ingresses"]
verbs: ["describe", "get", "list", "watch"]
- nonResourceURLs: ["/metrics"]
verbs: ["get"]
apiVersion: rbac.authorization.k8s.io/v1l
kind: ClusterRoleBinding
metadata:
name: aps-collector-user-role-binding
subjects:
- kind: User
name: aps-collector-user
apiGroup: rbac.authorization.k8s.io
roleRef:
kind: ClusterRole
name: aps-collector-role
apiGroup: rbac.authorization.k8s.io

2. EEEPHITTIGT

kubectl apply -f clusterrole-binding.yml

EREIEEACERZNRL, WEFIFER aps-collector-role (AR BBZREH aps-
collector-user EAFERAERRE,

3. UTHSAEBEHEMEAID B scraper-id WEH. EREFERAL—HmSEILNEESS,

aws amp describe-scraper --scraper-id scraper-id

4. 7E describe-scraper WERF S roleArn , HEXWT :
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arn:aws:iam::account-id:role/aws-service-role/scraper.aps.amazonaws.com/
AwWSServiceRoleForAmazonPrometheusScraper_unique-id

Amazon EKS EE it ARN FATEMNKR, BUEFRELR ARN WER , LMEET -
Fﬁo lﬁiﬁl’j\ttﬁﬁt*ﬁﬁ .

arn:aws:iam::account-id:role/AWSServiceRoleForAmazonPrometheusScraper_unique-id

f5lgn | 1tk ARN :

arn:aws:iam::111122223333:role/aws-service-role/scraper.aps.amazonaws.com/
AWSServiceRoleForAmazonPrometheusScraper_1234abcd-56ef-7

arn:aws:iam::111122223333:role/
AwWSServiceRoleForAmazonPrometheusScraper_1234abcd-56ef-7

5. HEAL—ESRPEUWEN roleArn URENEBEEEBNEE , EEEPHT TGS :

eksctl create iamidentitymapping --cluster cluster-name --region region-id --
arn roleArn --username aps-collector-user

B AAFFEEREA clusterrole-binding.yml BRFEUMNACHNERAEEMESE,

SR MEREERR
SEFLAER AWS API 551 AWS CLI itk S A B HTTER T =M ER e 1.

® Note

ERELEANERIRAN AWS CLI 5 SDK, RFRAAGERESHNISENIIEE , UKR
ZEMEH, HE , 8 AWS Cloudshell , © AL B ERE IR up-to-date i T 5IEEER,

EIHERFHPNAEMEIE |, A ListScrapersAPI #1E,
=& , /A AWS CLIFELY :
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aws amp list-scrapers

ListScrapers EEEEIRE RIFTAEEER | Hilw

"scrapers": [
{
"scraperId": "s-1234abcd-56ef-7890-abcd-1234ef567890",
"arn": "arn:aws:aps:us-west-2:123456789012:scraper/s-1234abcd-56ef-7890-
abcd-1234ef567890",
"roleArn": "arn:aws:iam::123456789012:role/aws-service-role/
AWSServiceRoleForAmazonPrometheusScraper_1234abcd-2931",
"status": {
"statusCode": "DELETING"
1,
"createdAt": "2023-10-12T15:22:19.014000-07:00",
"lastModifiedAt": "2023-10-12T15:55:43.487000-07:00",
"tags": {1},
"source": {
"eksConfiguration": {
"clusterArn": "arn:aws:eks:us-west-2:123456789012:cluster/my-
cluster",
"securityGroupIds": [
"sg-1234abcd5678ef90"
1,
"subnetIds": [
"subnet-abcdl1234ef567890",
"subnet-1234abcd5678ab90"

b
"destination": {
"ampConfiguration": {
"workspaceArn": "arn:aws:aps:us-west-2:123456789012:workspace/
ws-1234abcd-5678-ef90-abl2-cdef3456a78"
}
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EMBRIMENTE | scraperIdfEFEAZListScrapersiEEEREMBRVIMBTE  REFEH
ZDeleteScraperiR VEi& H Mk,

=& , £ AWS CLIFY ;

aws amp delete-scraper --scraper-id scraperId

R R

&R LAfE I B2 Prometheus iR RSERERZFEZRBNARZMKEER, Flw , BT ERE
BEEEETHRENER. SHAUEAEHEBERDEEMEAEENER., BEREBE—E YAML
BR, BRZEERERN 20

BUMKEERE B LUEIBE API RILHRH base64 fmiGHY YAML IERKIEEMHRE. B LIE
B Amazon Managed Service for Prometheus APl H1#Y GetDefaultScraperConfiguration %
TR -RARBEER,

HREREERNERE , BFREREERSERREEERRE,
X ENERE

NEEBNMIMIEARBKRNENR , B UEENFHBMEERR , 5528 Prometheus X HIFEAE,
2IHAARERIBERN <scrape_config> BERPRFEEEMNIRIE,

R Amazon EKS B —Z X ENRE A FitM - BVRBRRERE (<*_sd_config>) &.

<kubernetes_sd_config>
ARFRESFTHNTEIX

+ <global>

<scrape_config>
» <static_config>
« <relabel_config>
* <metric_relabel_configs>

« <kubernetes_sd_config>

BEERTHRFSTIERABEER R,
gIHIERERE S
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LTRER 30 WEEEMAVEHS YAML HERE,

global:
scrape_interval: 30s
external_labels:
clusterArn: apiserver-test-2
scrape_configs:
- job_name: pod_exporter
kubernetes_sd_configs:
- role: pod
- job_name: cadvisor
scheme: https
authorization:
type: Bearer
credentials_file: /var/run/secrets/kubernetes.io/serviceaccount/token
kubernetes_sd_configs:
- role: node
relabel_configs:
- action: labelmap
regex: __meta_kubernetes_node_label_(.+)
- replacement: kubernetes.default.svc:443
target_label: _ address__
- source_labels: [__meta_kubernetes_node_name]
regex: (.+)
target_label: _ metrics_path__
replacement: /api/vl/nodes/$1/proxy/metrics/cadvisor
# apiserver metrics
- scheme: https
authorization:
type: Bearer
credentials_file: /var/run/secrets/kubernetes.io/serviceaccount/token
job_name: kubernetes-apiservers
kubernetes_sd_configs:
- role: endpoints
relabel_configs:
- action: keep
regex: default;kubernetes;https
source_labels:
- __meta_kubernetes_namespace
- __meta_kubernetes_service_name
- __meta_kubernetes_endpoint_port_name
# kube proxy metrics
- job_name: kube-proxy
honor_labels: true
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kubernetes_sd_configs:
- role: pod
relabel_configs:
- action: keep
source_labels:
- __meta_kubernetes_namespace
- __meta_kubernetes_pod_name
separator: '/'
regex: 'kube-system/kube-proxy.+'
- source_labels:
- __address__
action: replace
target_label: _ address__
regex: (.+?2)(\\:\\d+)?
replacement: $1:10249

TR AWS ZSEBWNERNVEERS :

- EEMMR  EESARELIEESR 30 W ELEEFRE.
« B4 : static_config P B EXEEES IP i,

s RIE —MREFEERE , AIEE, MREE  RENXBERBearer , WHAMNBIERRZXH/var/
run/secrets/kubernetes.io/serviceaccount/token, AR A WREH , BEPD &4
BWMTFIR :

authorization:
type: Bearer
credentials_file: /var/run/secrets/kubernetes.io/serviceaccount/token

(® Note
type: BearerRF:R{H , HLtL AT LLE R,

HREREBETEHIS

Amazon Managed Service for Prometheus R EESE B EBIRRFEEIEIZE, B2 , BRTE Amazon
Managed Service for Prometheus THEEFREEEFLETINER , W ETREHERE 2

up EER—EEBZEMNIE, ¥ Amazon Managed Service for Prometheus W 25 R R & @ i%
2, BB OEE. KWIEEE=ERE iSRS ERKESAFRENESE,
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« up NFHE - BIRARE up BR , IERTRESRKTRRmE,

MREERERICEE , AITEEERAREEAE, R relabel_config AEEERR , SEH
REREM role AJREHIRRRE,

c up BFE , BHBREKAEOO MR up EFEEAE 0, BIRESSEHIRRIGE , ERFEF(MER
Prometheus BB EE,

EEBERT , AUUEHEEHREER curl S, SUUBREBENFHENEEER , HiM
BERANBEAGE (httpShttps), HMTELEE, BHEATURERMRETENE200E , LERE
Prometheus 1. &% , ERHNEBTREARAFFHEAKRD, (NFAWS ZEBZINEHFNR
#, FE2EAT &, )

« up EFEEARRO0—F up EFEBEKRR 0, BIIEEEEEIAZE Amazon Managed Service for
Prometheus.

B B IR IE £ 23, Amazon Managed Service for Prometheus (B &M B ERR , HIE Amazon
Managed Grafana) REYEREIERE., BRI LLERER curl RBRE/metricsin PN FEHEE. R
BRELRBRBEBEMRS , flNSEERENRHEE. S FEcount (up) AREIEEFTEIK
BREEENMBRBupEERHEE,

B 2R BR
Amazon Managed Service for Prometheus FTiE & S EEERNRFIE D,

- [BiF : 8K EKS #5E, ZTEEZEERM Amazon Managed Service for Prometheus workspace %478
AR AWS B,

- WRFE : BH) EKS &, ZEELEEM Amazon Managed Service for Prometheus T{EE & 4B R R
HE AWS 1RF,

- KR FRFHEZALUAEEREEHRME 10 8 Amazon Managed Service for Prometheus &£
o

® Note
S8 A) LAZ B 55 5K 18 N e 58 2R AR 3K 58 Atk BR

o IEECRE - REEMA—@ /metrics HHEEERAYE FETE B 50 MB,
- BEEERNIRE  EESFKRZULUEE 30,000 /metrics {EiwEo
- EERR . BEREEEEZEELN 30 W ELERER.
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HEEEE Prometheus HHRRIIERE ?

EERLCNERAEXMERRESZEE Prometheus 18Z LA A Amazon Managed Service for
Prometheus , 4B #E Prometheus AR /metrics {EiwEh 4RI\ BB Prometheus A
Mg, BULUEEECHIEE , BEFXEHEM. Kubernetes (‘21F Amazon EKS) MFFrZ HtENXE
MR EEZEREELER.

#& Amazon EKS IR E H FIEE Prometheus A KYim 25 RF |, B A LA Amazon Managed Service
for Prometheus W4 88 B BIE KIS LIEE,

MEFHMEN  FSETIERE -
- MNEBBEKIEEEHA Prometheus 1IBEEZENBERERNEMBRIGFMEN , 528 Prometheus R8I

HrAELRERANES,

- MEFBAREBECHERGEHE Prometheus HBIEENFMEN , 552 Prometheus X4+
HRBEHER,

- WMEABWMAERE Amazon Managed Service for Prometheus W 5288 LA B Eh ¢ Amazon EKS #5£7%
SIEENFRER  F28 £ AWS ZSEENKREES.

E“I_ul

EEXEWNESR

AEETESEBRELECHINESRRENERNMHEBEENR , ELWESSSFEA Prometheus RiHE AR

EZEIEE Amazon Managed Service for Prometheus,

B I8 B C R INES S E X E Amazon Managed Service for Prometheus B , BB SR EEEZ
MZ4E  TRERINEFFESENTAEER,

REZYUEFEENRESRBEATIHP-—ETER

« AWS B AR OpenTelemetry (ADOT) BVE1THR — ADOT R X E. ©2. S EMBNEKRELE
BSE&1TAR , W OpenTelemetry ERIEBEXNINEIEE., EAUER ADOT EER , UEHEEXE
&9 Amazon Managed Service for Prometheus T4E[E., HEI ADOT INEENEZ(EL | F2H
AWS . OpenTelemetry

« Prometheus KBRS - BAILAERE B S B MIRIEES Prometheus RIARESEHAITEE CLFRAES
DEIT) , UREREL K HEEZEZE Amazon Managed Service for Prometheus.,

THEERAMMAEAEME LR , L EHFEREBC WER—REA
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https://prometheus.io/docs/instrumenting/exporters/
https://prometheus.io/docs/instrumenting/writing_exporters/
https://aws.amazon.com/otel/

Amazon Managed Service for Prometheus EREESE
&
- RELHISEMEESE
- £ AWS #1THR OpenTelemetry fE & W LS
- £/ Prometheus #ITEBIEAUES
« IF#E5RE Amazon Managed Service for Prometheus & 7] F &%l

RELNEFREEMESR

Amazon Managed Service for Prometheus 12t 7 Bl & R B 15 2 HEEL MY 5 5%
AWS PrivateLink 2 Prometheus B9 Amazon §t& IR 7 — 2 5 F

I E A Prometheus B Amazon ZERBHERRE , AEIB LA ERMERIRBSHIER VPC i
BT, AWS PrivateLinkf# AWS PrivateLink AI#{R 2K B VPC AR REE AWS B P ZHR
E MEZTEBLRAKMAN. EEB Prometheus B9 Amazon ZERIEE L AWS PrivateLink VPC
%8, 5528, A Amazon Managed Service for Prometheus F7"HE VPC i 2

SO RENRE

AWS Identity and Access Management (IAM) & —%& Web fR¥ , AT BBIR R £ MIEH AWS ERF
B, ZAILAER IAM RIZFIEEEIBE 7 EBE (BA) NIREFEAERN (EF5H) WAS. Amazon
Managed Service for Prometheus £2 IAM B4 |, BB ERARERZE, EEERE Amazon Managed
Service for Prometheus & , IMEEEIT — L& IAM A& , FHAEEHKE Prometheus A AREFHEEUEE |, X
# Grafana A IRESE I Z I Amazon Managed Service for Prometheus THEEFHIEE, NEEH
IAM (VAR &R , BB EHER IAM?,

% — AR # Bh#& A& Prometheus % E Amazon ZERKEH AWS ZLINEER S AWS BIRZAK 4 #ERE
FF (AWS Sigvd), #HEMA 4 BH§ S HEBRFBEERMEIE HTTP BiXH AWS FRNBRE. ATE2
BE , AZEWHERE AWS LEAFHFEZRBETES  XSHBZRITIEFEZE D MWRHEE
B, EMESHEERALNRZRLERE. WEHR Sigv4 WEHMEN , F2EEESE 4 RESERF.

FF AWS % 1Thk OpenTelemetry fE AU EESS

LUREBE#HIR T #% AWS Distro 5% OpenTelemetry A1 EINE RN TR 5 5%,

3]
{8 Amazon Elastic Kubernetes Service # £ £ #53 H0E B 317 AWS MR R ER TE IS 1E R EY
« FERARMERT AWS MREREHR Amazon ECS REEUEE

REEH IR R REUESR 32


https://docs.aws.amazon.com/IAM/latest/UserGuide/introduction.html
https://docs.aws.amazon.com/general/latest/gr/signature-version-4.html
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- FAERKREARE Amazon EC2 #TEBMEINIER

£ Amazon Elastic Kubernetes Service &£ _ERIBI R RIZE 1T AWS MR EIBIZ
FRER

AE AWS MR AAIHE 3 1THR OpenTelemetry ( ADOT ) YiEE Sl B B# Prometheus &R ERARRF
FIER |, WAE$E1E 23X 2] Prometheus B Amazon FEE R¥E. B ADOT REBNEZEE |, F2HE
AWS . OpenTelemetry

{FH ADOT Y& Prometheus ¥81Z3% & = OpenTelemetry T4 : Prometheus ##Uk85. Prometheus
RIHEAEHRENM Sigv4 BEIEMHER,

B AEFI IR B Prometheus #HRE , 2R4EAE Prometheus U B3 2R 1T BRI R R M 5424

Hl. Prometheus BT &L Prometheus REAKBXIMEIER, SENMENTAIERAER s 20 E
£/ Prometheus Al FiR 2 N EHEITHARE, Prometheus ##UKESTE Prometheus SREAMH , XTHHE
REFPRBAM L E Prometheus IV EFEBERE, B UAIELHERBEZIEIZHN ADOT WEEHE
REth,

Prometheus BRIt B AEHERNSFEH remote_write WmEEIMEMIEEEEXETEMNEEA OB T
EE, EHERK HTTP ERiGMEH AWS Sigv4 (AARZ£EER AWS B E) B2 Sigv4 BB IiEH
BB, MEHEEN K FSREEREL 4 EH#BEER,

W LB E HBRER Amazon EKS £/ Prometheus $8#=Zim B , 3 {F A <kubernetes_sd_config>H 3% 2|
HYAEAE,

LA RE R EH11T Amazon Elastic Kubernetes Service 2 B BB Kubernetes I 5 F 1T AARE
WEFl, EEHTELSR  SHLEHETER AWS BiEE DT aAERERNEE AWS &, MEFM
B , F2E < 32E AWS SDK for Go >, WREFEAEGIEAREN , AREFNESAE., EHIE
AREXEE /metrics inBABRIER , B0 Prometheus A FimER E,

DEARMF

ERB T IEINRES R A , BLARRBIRS MNEEBRRE IAM A€,

RERBIRS MEEEERN IAM A

1. EBff B Amazon EKS #5EEEHEUERNRBEAE PHLER , RABRHIRFEIL IAM A€,

E ADOT W EESR BRIt B K520 , EALAE,
2. ETX, wmEFESFEHE, 81 https://console.aws.amazon.com/iam/ BIEX IAM X2 A,
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https://docs.aws.amazon.com/general/latest/gr/signature-version-4.html
https://prometheus.io/docs/prometheus/latest/configuration/configuration/#kubernetes_sd_config
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https://console.aws.amazon.com/iam/home
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3. TEEAEEEKSD | BE[AR], RAESHMBamp-iamproxy-ingest-roleE £ B 1 MBIV AR,
4. EEFTBRRLIER K AREEFEETHAR.

5. TEEEBREABE JSON F | B aws-amp & adot-col , REZBEEHEERA, ERETHK
REMTAIR :

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Federated": "arn:aws:iam::account-id:oidc-provider/
oidc.eks.region.amazonaws.com/id/openid"
.
"Action": "sts:AssumeRoleWithWebIdentity",
"Condition": {
"StringEquals": {
"oidc.eks.region.amazonaws.com/id/openid:sub":
"system:serviceaccount:adot-col:amp-iamproxy-ingest-service-account"”

6. EFEHERRSIEER 6 YRECSHKTIERBERMMNEZAR.

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"aps:RemoteWrite",
"aps:GetSeries",
"aps:GetLabels",
"aps:GetMetricMetadata"
1,
"Resource": "*"
}
]
}
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B A Prometheus IEE W&

® Note
B8 Amazon EKS R B 2Rk , KTEEX alertmanager EFEAHHEHRER,

£ Amazon EKS = Kubernetes # £ t BUH Prometheus £&

1. REFEREFDIXARETRBFERRER , LR aws-otel-community.

A&, BITUTHT

cd ./sample-apps/prometheus-sample-app
docker build . -t prometheus-sample-app:latest

2. RSULMGHEIXTIFEMR | Hl0 Amazon ECR 5 DockerHub.

3. #EHE Kubernetes HHEBIER , AR EFHELFIEAER, BIBE prometheus-sample-
app.yaml #EZEHEH#E {{PUBLIC_SAMPLE_APP_IMAGE}} #SEGE T AR = X/ B &,

curl https://raw.githubusercontent.com/aws-observability/aws-otel-collector/
main/examples/eks/aws-prometheus/prometheus-sample-app.yaml -o prometheus-sample-
app.yaml

kubectl apply -f prometheus-sample-app.yaml

4. WMATIoT , BRCKBDEAFEAEX. EHTHEEF , EH&E NAME RHEE

prometheus-sample-appo

kubectl get all -n aoc-prometheus-pipeline-demo

5. RtE ADOT WERMTARFTER. FEATIER , FEWMAT IS RAE ADOT YEEzR1

Kubernetes #H&E,

curl https://raw.githubusercontent.com/aws-observability/aws-otel-collector/main/
examples/eks/aws-prometheus/prometheus-daemonset.yaml -o prometheus-daemonset.yaml

RBIREEARER |, 158 YOUR_ENDPOINT #9 Amazon Managed Service for Prometheus T
YER LA 42 YOUR_REGION Y @15 & remote_write 2%, BE I/EERFMERE  FEHE

Amazon Managed Service for Prometheus F 12 & F R remote_write 55 3o
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&t A8 HE Kubernetes 32 EYOUR_ACCOUNT_IDHRIEIRF B ER B E A& AWS MR AT,

EMEHIF | ADOT WERRBREEHAFE (scrape=true) ¥ ETZMENHL B Zin S, ETZE
ADOT WEREDEFIEARERNIHEHEEEPHN kube R E ., ELENMAREEFIEARES ,
AT E R EFHEBALBPBIR,

6. EATIHSLEE ADOT IESS.

kubectl apply -f prometheus-daemonset.yaml

7. BMATIGT , BECEE ADOT WESS, £ NAMESPACE ##&# adot-col,

kubectl get pods -n adot-col

8. {Eﬁﬁnﬂﬁﬁﬁh‘t REMREAEREE. BMNEfSARCRLHEREXNES, WA TG

PN
™ .

kubectl get pods -A
kubectl logs -n adot-col name_of_your_adot_collector_pod

PR AREN PR EHEE RS K RUTS#AIFTR

Resource labels:
-> service.name: STRING(kubernetes-service-endpoints)
-> host.name: STRING(192.168.16.238)
-> port: STRING(8080)
-> scheme: STRING(http)
InstrumentationLibraryMetrics #0
Metric #0
Descriptor:
-> Name: test_gauge0
-> Description: This is my gauge
-> Unit:
-> DataType: DoubleGauge
DoubleDataPoints #0
StartTime: 0
Timestamp: 1606511460471000000
Value: 0.000000

9. FEZEAE Amazon Managed Serwce for Prometheus @ EWEIIER , FBFEA awscurl, T
B EEFEH AWS Sigv4 S HBRFBEBGSINEIE HTTP B3R , At EXEERMBREES
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IEFESFAIHY AWS ZEAE R | T e Prometheus B9 Amazon S ERBEITENR, NEEBAL
FawscurlWWiE R~ , 552/ awscurl,

ETH&SH |, #% AMP_REGION #1 AMP_ENDPOINT &% Amazon Managed Service for
Prometheus THEEHEA.

awscurl --service="aps" --region="AMP_REGION" "https://AMP_ENDPOINT/api/v1l/query?
query=adot_test_gauge"

{"status":"success","data":{"resultType":"vector result":[{"metric":
{"__name__":"adot_test_gauge@"},"value":[1606512592.493,"16.87214000011479"]}]}}

MRERIEREALDE  AIRTEERECKY , BERE KRG EARENEEE Amazon

Managed Service for Prometheus,

R
EEREIRE , FRATIGS.

kubectl delete namespace aoc-prometheus-pipeline-demo
kubectl delete namespace adot-col

RS RE

Prometheus $#UES1E Prometheus FREAX A | X EHAEARERAMN £E Prometheus MMELH EFEE
HRE, BAILUSIELERREE AL BB ADOT WEESSHRER,

Prometheus R NVARSEENBRBFRR, MBEENERSRARL, HRSFEABNO TR,

receivers:
prometheus:
config:
[[Your Prometheus configuration]]

LXTE%{&'J%H/Q o

receivers:
prometheus:
config:
global:
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scrape_interval: 1m
scrape_timeout: 10s

scrape_configs:
- job_name: kubernetes-service-endpoints
sample_limit: 10000
kubernetes_sd_configs:
- role: endpoints
tls_config:
ca_file: /var/run/secrets/kubernetes.io/serviceaccount/ca.crt
insecure_skip_verify: true
bearer_token_file: /var/run/secrets/kubernetes.io/serviceaccount/token

MREBFHREN Prometheus 858 , BIXEK $ BFAEHRA $$ UBLEESRAREESY, *EYH
7 relabel_configurations I BRESRIEE, Hlm , FEEHER T 5 relabel_configuration :

relabel_configs:

- source_labels:
[__meta_kubernetes_ingress_scheme,__address__,__meta_kubernetes_ingress_path]
regex: (.+);(.+);(.+)
replacement: ${1}://${23}${3}
target_label: _ param_target

CHRERABAT 25

relabel_configs:

- source_labels:
[__meta_kubernetes_ingress_scheme,__address_ ,_ meta_kubernetes_ingress_path]
regex: (.+);(.+);(.+)
replacement: $${1}://${23}${3}
target_label: _ param_target

Prometheus 2% &= A B HFZ X Sigv4 B 5 BRFB U

Prometheus 2w B A B HEXH Sigv4 5 5 RFBIEMAPEREE Prometheus KRB F. EILEBER
EBREHEUEE , B S EHFASELE B E HZE Amazon Managed Service for Prometheus, T %Il &d
{5 BB 7~ R Sh#E REEE Amazon Managed Service for Prometheus BN HKEKER,

extensions:
sigv4auth:
service:

aps
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region: "user-region"
exporters:
prometheusremotewrite:
endpoint: "https://aws-managed-prometheus-endpoint/api/vl/remote_write"
auth:
authenticator: "sigv4auth"

LLEREEEIEH AWS Sigv4 ERATERREERLPHEE AWS AWS BEBH HTTPS ER, MEFHHE

# , FSEEE AWS SDK for Go, BAEMRKEIEES aps.

EmERAMERE S L , ADOT WEE R AL AR FIFARRES AWS FH RS 5| Hpy H i —E

18, Sigv4 B EHEHETURM AWS SDK for Go W F I CRMEGREMEE . ELERRELEES

Amazon Managed Service for Prometheus HJiE ik 5 AR,

55 A B A =032 R 22 1T AWS MRERE % Amazon ECS fREUEE

R EIER BB % Amazon Elastic Container Service (Amazon ECS) WEEEZE |, I 5 A B HUE R 21T

AWS X (ADOT) #§iELE4EZEE A ZI5E A A Prometheus B9 Amazon S &R, &R R A M{AE
Amazon Managed Grafana F#$i5ZR B 1L,

DB R

/A Important

ERBRZH , BB EETEREREMN AWS Fargate #5% E#48 Amazon ECS R

. Amazon Managed Service for Prometheus T4EE , JA®% Amazon Managed Grafana
THE, RABREFERB[IEER. Amazon Managed Service for Prometheus , SA %
Amazon Managed Grafana,

nl‘-l-}

WEFMET , FSETHER !

;!{_I'III
?ﬂlﬂ

- MFWNAIEATEEREET Fargate & L3 7 Amazon ECS RIEMFME
ECS R ABER) FHEIES,

28 (Amazon

- MEWMAEIL Amazon Managed Service for Prometheus BIE$#IEF , 5526 (Amazon Managed

Service for Prometheus &I/ FHNEYL TEE,

.« WFEWAE I Amazon Managed Grafana T/EERMFFMHE , 2B (Amazon Managed Grafana

EREER) FWELTFE,

ADOT Ur&2s
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E&BFTH ADOT IR A RME

FEATIEEBEERER  EREBECH ADOT RERBBMEIE, A& my-remote-URL F my-
region BMABEM endpoint M region H, #HERREE — @& A adot-config.yaml IR EI#H

=&,

(@ Note

WAHREE A sigv4auth ZEHRERRE Amazon Managed Service for Prometheus BYFEI, T
ERRENFMEMRAsigvsauth , FFS R EE-Sigvd BRI, GitHub

receivers:
prometheus:
config:
global:
scrape_interval: 15s
scrape_timeout: 10s
scrape_configs:
- job_name: "prometheus"
static_configs:
- targets: [ 0.0.0.0:9090 ]
awsecscontainermetrics:
collection_interval: 10s
processors:
filter:
metrics:
include:
match_type: strict
metric_names:
- ecs.task.memory.utilized
- ecs.task.memory.reserved
- ecs.task.cpu.utilized
- ecs.task.cpu.reserved
- ecs.task.network.rate.rx
- ecs.task.network.rate.tx
- ecs.task.storage.read_bytes
- ecs.task.storage.write_bytes
exporters:
prometheusremotewrite:
endpoint: my-remote-URL
auth:
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authenticator: sigv4auth
logging:
loglevel: info
extensions:
health_check:
pprof:
endpoint: :1888
zpages:
endpoint: :55679
sigv4auth:
region: my-region
service: aps
service:
extensions: [pprof, zpages, health_check, sigv4auth]
pipelines:
metrics:
receivers: [prometheus]
exporters: [logging, prometheusremotewrite]
metrics/ecs:
receivers: [awsecscontainermetrics]
processors: [filter]
exporters: [logging, prometheusremotewrite]

HE 8K ADOT WEESS A BRI B IX E Amazon ECR EE

{# 8 Dockerfile B ARG , ABASHHEIXZE Amazon Elastic Container Registry (ECR) 12,

1. 37 Dockerfile AR M B EA B RGE LS H B E OTEL Docker BRI&IE R,

FROM public.ecr.aws/aws-observability/aws-otel-collector:latest
COPY adot-config.yaml /etc/ecs/otel-config.yaml
CMD ["--config=/etc/ecs/otel-config.yaml"]

2. X3 Amazon ECR #7ZE.

# create repo:
COLLECTOR_REPOSITORY=$(aws ecr create-repository --repository aws-otel-collector \
--query repository.repositoryUri --output text)

3. BURHJMEZ

# build ADOT collector image:
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docker build -t $COLLECTOR_REPOSITORY:ecs .

@ Note

ERREEEHTASNEERETEBRASRE. 26, EURFSECTBYMBGRMER --
platform Z&,

4. EA Amazon ECR EEE. # my-region B AEK region &,

# sign in to repo:
aws ecr get-login-password --region my-region | \
docker login --username AWS --password-stdin $COLLECTOR_REPOSITORY

5. HIXBHARRE.

# push ADOT collector image:
docker push $COLLECTOR_REPOSITORY:ecs

# 3 Amazon ECS F# E & R HHL Amazon Managed Service for Prometheus

# 3 Amazon ECS £# E & K HHL Amazon Managed Service for Prometheus, & TEERED
&85 adot-collector WAEIMAE B prometheus BWASR, prometheus EEIE , M adot-
collector #lEY prometheus.,

® Note

Amazon Managed Service for Prometheus A BRI R # 1T , L RRB[KNEEE, £E
BERT , AR URERXEXEREHIT Prometheus , M4 imiEEZEEIXZE Amazon
Managed Service for Prometheus,

gl EBESR

DUTAETEERNBNES, BUUFERALEHEREILIRERNER, # adot-collector #Y
image EERARMEE URL FMBEIZE (JCOLLECTOR_REPOSITORY :ecs). #% adot-collector
M prometheus B region EEE#A region EE,

{
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"family": "adot-prom",

"networkMode": "awsvpc",

"containerDefinitions": [

{

"name": "adot-collector",
"image": "account_id.dkr.ecr.region.amazonaws.com/image-tag",
"essential": true,
"logConfiguration": {

"logDriver": "awslogs",
"options": {
"awslogs-group": "/ecs/ecs-adot-collector",
"awslogs-region": "my-region",
"awslogs-stream-prefix": "ecs",
"awslogs-create-group": "True"
}
}
1,
{
"name": "prometheus",
"image": "prom/prometheus:main",
"logConfiguration": {
"logDriver": "awslogs",
"options": {
"awslogs-group": "/ecs/ecs-prom",
"awslogs-region": "my-region",
"awslogs-stream-prefix": "ecs",
"awslogs-create-group": "True"
}
}
}
1,
"requiresCompatibilities": [
"FARGATE"
1,
"cpu": "1024"

s AWS ZE K AmazonPrometheusRemoteWriteAccess MiNZERKH IAM A

EEMEEZEIEZEA RN Prometheus B Amazon ZE R , &8 Amazon ECS 1%
BUBEEIERNET , FEEAEBEWY APl BE, AWS X EBIKEN IAM AR | I
AmazonPrometheusRemoteWriteAccess BURKIINZE IAM A&, NEFBELLLAGIKHMBE
WEEEER , FSEATKEN IAM AEMBER,

ADOT Y &ss 43


https://docs.aws.amazon.com/AmazonECS/latest/developerguide/task-iam-roles.html#create_task_iam_policy_and_role

Amazon Managed Service for Prometheus EREEmR

E&HE AmazonPrometheusRemoteWriteAccess MitNZE IAM B FEZAECARENERK 2
# , Amazon ECS A L& & MENAY 5428312 B Amazon Managed Service for Prometheus.,

#£ Amazon Managed Grafana $$8 B {LIEHF51E

/A Important

TR El , BAEE Amazon ECS B E&EF#1T Fargate £#. & Al , Amazon
Managed Service for Prometheus #% % i F 18 $5 42,

1. 7 Amazon ZEH Grafana TEEHHNEEE KT | BEER AWS THERKIR,

2. HEERRFERSIERL , $H¥ARIEIEE Amazon Managed Service for Prometheus , A& IZIER
AR EH,

3. EIE EERKEL

4. {EH ecs M prometheus BEFBREHNRBENIBE,

EAERE AKE Amazon EC2 #{TEREINIER

A EiER B A1 E Amazon Elastic Compute Cloud (Amazon EC2) #{T{E 8 F IR IR B A#IT
Prometheus fAlfRz8. ESRAMNAREERA Go mEN REEARANEER , XAEHFXE Amazon

Managed Service for Prometheus T4E[E,

KBRS
/A Important
EBRMAET | BMALRE Prometheus v2.26 RESRA . HPIBRRERE

Prometheus, Amazon EC2 # Amazon Managed Service for Prometheus., BRI %%
Prometheus WEAE , 52 B Prometheus it ERI AP,

MRIEFRFHE Amazon EC2 5 Amazon Managed Service for Prometheus , BB A RBEBUT &6
8

« Amazon Elastic Compute Cloud 21t ?

« Amazon Managed Service for Prometheus &t ?
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3 Amazon EC2 B9 IAM & &

EERNEE  EXREAXEVIER AWS ZEERN 1AM A
& AmazonPrometheusRemoteWriteAccess. A% , BAILIBEEAENHITER , LiGEERR
FJ Amazon Managed Service for Prometheus T/E[E,

1. BIfE https://console.aws.amazon.com/iam/ BIEK IAM 2 &,
2. MEBEHI  BIZE Roles (Bf) , REIEIE Create role (BILAR),

3. HAGENERER | 1BIE AWS service (AWS fRTE), sH¥FERRM , BE EC2, BET—F
A,

4, 1EES%|F | @A AmazonPrometheusRemoteWriteAccess, #H¥ TREEZTE, , BE
AmazonPrometheusRemoteWriteAccess , RZIBIE THIINKEE, . 1##F Next: Add Tags (T —
& HIBER).

5. (ZH) AN IAM AREY IAM R, ZE [T—% : 88
6. WMAZHNARERE. BEEVBXR,

EXE) Amazon EC2 #1T1EEE

ZERME) Amazon EC2 #1T{EE , FFE® GEAM Linux #{TEE A Amazon Elastic Compute Cloud
FEAEER) PEEHTEENER.

BT REEARER

BY IAM AEYRBEEZACH EC2 HiTERZE , BAUHTREEARAREETHERERE,
#IT RE AR TAEER

1. EATIEAREIER main.go B Go B,

package main

import (
"github.com/prometheus/client_golang/prometheus/promhttp"
"net/http"

)

func main() {
http.Handle("/metrics", promhttp.Handlex())
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http.ListenAndServe(":8000", nil)

2. BITUTRTUREERMEKER.

sudo yum update -y
sudo yum install -y golang
go get github.com/prometheus/client_golang/prometheus/promhttp

3. BITTEEAER.

go run main.go

B REREXEXTIERE 8000 LiETT , WERFTEREN Prometheus 1B1E, U TRELIEE
Ky & 451,

curl -s http://localhost:8000/metrics

process_max_fds 4096# HELP process_open_fds Number of open file descriptors.# TYPE
process_open_fds gauge

process_open_fds 10# HELP process_resident_memory_bytes Resident memory size in
bytes.# TYPE process_resident_memory_bytes gauge

process_resident_memory_bytes 1.0657792e+@7# HELP process_start_time_seconds Start
time of the process since unix epoch in seconds.# TYPE process_start_time_seconds
gauge

process_start_time_seconds 1.61131955899e+@09# HELP process_virtual_memory_bytes
Virtual memory size in bytes.# TYPE process_virtual_memory_bytes gauge
process_virtual_memory_bytes 7.77281536e+08# HELP process_virtual_memory_max_bytes
Maximum amount of virtual memory available in bytes.# TYPE
process_virtual_memory_max_bytes gauge

process_virtual_memory_max_bytes -1# HELP
promhttp_metric_handler_requests_in_flight Current number of scrapes being
served.# TYPE promhttp_metric_handler_requests_in_flight gauge
promhttp_metric_handler_requests_in_flight 1# HELP
promhttp_metric_handler_requests_total Total number of scrapes by HTTP status
code.# TYPE promhttp_metric_handler_requests_total counter
promhttp_metric_handler_requests_total{code="200"} 1
promhttp_metric_handler_requests_total{code="500"} 0
promhttp_metric_handler_requests_total{code="503"} 0
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#3I Amazon Managed Service for Prometheus TE[E
£ E# Y Amazon Managed Service for Prometheus T/E[E |, 51k BRE TEE F VIS RIBIE,
#1T Prometheus IR 8§

1. FEATHESG YAML BREREHER , UEBIE A prometheus.yaml WHFHER, HRurl , F#
B ##ERRAEEZNEDE , ¥my-workspace-idEREAR Prometheus B Amazon & AR
BAEZEEXNIERE ID RKERENES., &¥ region, #§ my-region BB AL [EE,

#hl . YAML 8%

global:
scrape_interval: 15s
external_labels:
monitor: 'prometheus'

scrape_configs:
- job_name: 'prometheus'
static_configs:
- targets: ['localhost:8000']

remote_write:

url: https://aps-workspaces.my-region.amazonaws.com/workspaces/my-workspace-id/
api/vl/remote_write

queue_config:

max_samples_per_send: 1000

max_shards: 200

capacity: 2500
sigv4:

region: my-region

2.  #17 Prometheus RIARES , B ~EEAERNWIERBEILZELN Amazon Managed Service for
Prometheus TEE,

prometheus --config.file=prometheus.yaml

Prometheus AR IR EEZ L REEAERWIBEEEIATEH Amazon Managed Service for
Prometheus TE[E,
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£ H Prometheus #1T{EEEAIESS

THEERA A HERBEREINEX THITH Prometheus MITER | REEABEENRESRNTE
Fiko

/A Warning
BBMAZLEE , BEiE Prometheus HTELS 2582 &3/ H B,

MR IEELTE Ll Prometheus EITEBRE R E —HIEE , WAEHEXEIE — Amazon Managed
Service for Prometheus AEB ST AMY , AIEEREERERMRIIGE. ERRBISBREEEE
RimIBRIhEE | Bl EUEVEIX ZE Amazon Managed Service for Prometheus FTEEREARER |
BREEEEER, WEEHEREEEERMBRNIET , 52 E 81X E Amazon Managed Service for
Prometheus & Al AEIEERBRELRE R

&

« EREMEH Helm ¥ HY Prometheus {a IR 25 #EEX

« 1£ EC2 Lk Kubernetes R i& ER A Prometheus {7l Bk 85 HY FREL/E 3£

- £ Fargate #Y Kubernetes 3R B #Y Prometheus {a R 2558 EREEIE S

XEMFE A Helm #EFTH Prometheus Al IR 25 #EEY

AR Ei Y FE R O] 155 B S RORBRED | Y Amazon Managed Service for Prometheus #1T. &7
Amazon EKS # £ FEREFH Prometheus A fR2T , FTAIRET S A ERAESIEEEIEE Amazon
Managed Service for Prometheus, Wt EBEH T LRIEH

o BRABER Amazon EKS 5 | EH AP INEFH Prometheus Al RERIEE
o BAAFE A Helm CLI 3.0 HEFHARA

o AR Linux 3 macOS SR ITUT EEH PN LB

$HER 1 : #7118 Helm Chart &

ZEHIE Helm Chart RFE , FEA TGS, MEEHELHGTHWFHMAENR , 28 Hem f#E
E.

helm repo add prometheus-community https://prometheus-community.github.io/helm-charts
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helm repo add kube-state-metrics https://kubernetes.github.io/kube-state-metrics
helm repo update

SER 2 : B3 Prometheus #p & ZE &

WATHGS , & Prometheus AR M H A EE IR LM B L Prometheus as & 2@, #% prometheus-
namespace B REFLEHBEZENER,

kubectl create namespace prometheus-namespace

SR 3 . ARBIRFRE IAM A&

EABRMPEELENARE S L , BEEEHIT Prometheus RIAREFH Amazon EKS # £ o (& F AR IS 1R
FHIAM A,

FEBRBIIREH IAM AR | BAILUEL IAM A2 E Kubernetes IRISIRE BB, A% |, LLIRIERS
A LA B A ZBBIRE 2 £ Pod PHRSSIEM AWS 30, NEFMAET , F2REBREERSH 1AM
pah=R

MBHEEABREELAR , FIREBDPMN B Amazon EKS EELTIEEHEEXNREAE BRETE
A, AHHPHRBAEEMFMA eksctl, MEFMENR , 552 B Amazon Elastic Kubernetes Service
AP - eksctl,

(® Note

MRIEFRE EKS Lk, =5 AWS EFERFHREZR/ANZR|/EHE Prometheus By Amazon FEE R
%, BlEEFERER Sigvd, EKS-IAM-ROLE

HER 4 FREFAIRER A I8 ISR

EEREHFH Prometheus fAIfRES , ZMARB[EHIEBREEE LN Amazon Managed Service for
Prometheus TE[E , FRB T IS RIR®E,

ZEFH Prometheus fARES , LUSIEEEEZ &M Amazon Managed Service for Prometheus I4E

[E

1. FANXFHEREISZA my_prometheus_values_yaml HER , B2 TIAR.

o DURTEREIM ARN BUR TAM_PROMETHEUS_ROL_ARN. amp-iamproxy-ingest-role B
Amazon EKS FE R EEEHBEENRE AR
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 #& WORKSPACE_ID &A% Amazon Managed Service for Prometheus TEEH ID,

« # REGION E#A% Amazon Managed Service for Prometheus T/EER &,

## The following is a set of default values for prometheus server helm chart which

enable remoteWrite to AMP

## For the rest of prometheus helm chart values see: https://github.com/prometheus-

community/helm-charts/blob/main/charts/prometheus/values.yaml
##
serviceAccounts:
server:
name: amp-iamproxy-ingest-service-account
annotations:
eks.amazonaws.com/role-arn: ${IAM_PROXY_PROMETHEUS_ROLE_ARN}
server:
remoteWrite:
- url: https://aps-workspaces.${REGION}.amazonaws.com/workspaces/
${WORKSPACE_ID}/api/vl/remote_write
sigv4:
region: ${REGION}
queue_config:
max_samples_per_send: 1000
max_shards: 200
capacity: 2500

2. BATHHSLLEN Prometheus f@ARES.

saprometheus-chart-name A& Prometheus MRAE FBEUR .
« # prometheus-namespace BB EH Prometheus v & =B BB,

helm install prometheus-chart-name prometheus-community/prometheus -n prometheus-

namespace \
-f my_prometheus_values_yaml

(@ Note

A ERAZESR A BET helm install @ah. WEFMER , F2EH Helm XHHH

Helm &8,
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1£ EC2 L Kubernetes A EXE IR A Prometheus {al iR 25 HI REEV/E %

Amazon Managed Service for Prometheus X #E#E Prometheus fAIREFHIEE , (WA BT Amazon
EKS M E LR £ Amazon EC2 A#I1TH B E & Kubernetes, A<HiH #9FE4ER89E A M Amazon
EKS &£ FH Prometheus fAiREF. BR T EAEFEETE Kubernetes #EH BITRRERKIRFH OIDC 12
HEF IAM AL , Amazon EC2 LH BIEKERE Kubernetes EE SR EHE.

AEHHIERER Helm A Kubernetes EHEES,

xR
- ZB 1 AREIIRFRE IAM A6
« BB 2 A Helm HiREIEAEH Prometheus Al RS

HER 1 ARBIRFRE IAM B

EARPIEELENARBAE , BEELEHIT Prometheus FIIRESAY Amazon EKS & £ & A RIS IR
FHIAM &6, EEAUBAREAE,

BEBRBAE , EALLEL IAM A HE Kubernetes BRISIR F VBB, A% , WWRFKIRF AT AR ERA
RFRF N EMERE PR ERELE AWS #R. WFEFHEF , F2REBRBIRFRN IAM A6,

WMREHRBEELAG , FREBHHN B Amazon EKS BB EREEHIUEENRBAE BREE
ﬂ@lo

SER 2 EA Helm HiREEEH Prometheus Al RS

AEHPPRASERERIKS AN sigvd LAEITERFE , WX Prometheus fAAREFIEIRE A Amazon
Managed Service for Prometheus T/E[&E,

fi£f Prometheus RS 2.26.0 S ERTHRA

WMRIEFE M Helm Chart B 2.26.0 HEHRAH Prometheus fAIBRER , FFRR T 5L BRIRE,
£ Helm Chart ## Prometheus fAlBRES X ERIHE A

1. T Helm RBERPEV —BFNEREARE :

« DIBRESRSE 1 AREIRFRE IAM A& &2 amp-iamproxy-ingest-rolefy
ARN Ex${IAM_PROXY_PROMETHEUS_ROLE_ARN}X., A® ARN HiEXESH
arn:aws:iam: :your account ID:role/amp-iamproxy-ingest-role,
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- #& ${WORKSPACE_ID} ##iA Amazon Managed Service for Prometheus TE[& ID,

« # ${REGION} &% Amazon Managed Service for Prometheus T{EE/IH[E (HI40 us-
west-2),

## The following is a set of default values for prometheus server helm chart which
enable remoteWrite to AMP
## For the rest of prometheus helm chart values see: https://github.com/
prometheus-community/helm-charts/blob/main/charts/prometheus/values.yaml
##
serviceAccounts:
server:
name: amp-iamproxy-ingest-service-account
annotations:
eks.amazonaws.com/role-arn: ${IAM_PROXY_PROMETHEUS_ROLE_ARN?}
server:
remoteWrite:
- url: https://aps-workspaces.${REGION}.amazonaws.com/workspaces/
${WORKSPACE_ID}/api/vl/remote_write
sigv4:
region: ${REGION}
queue_config:
max_samples_per_send: 1000
max_shards: 200
capacity: 2500

2. fEA Helm BB AR Prometheus falREFAHEE -

* #% prometheus-chart-name B#AEMN Prometheus iRAE .,
* #& prometheus-namespace Bi#iA %% Prometheus fAlfREEHY Kubernetes 5 & 2= 8
 # my_prometheus_values_yaml &5 Helm fARERE KRR,

* # current_helm_chart_version H# A% Prometheus fAIRES Helm Chart B9 B BIAR A,
BRI LUEB A Helm list tr 53R E B 5 Bl R

helm upgrade prometheus-chart-name prometheus-community/prometheus \
-n prometheus-namespace \
-f my_prometheus_values_yaml \
--version current_helm_chart_version
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£/ 28 Prometheus HIRRZAS

ERIEEMEA 2.26.0 ZHIH Prometheus WA |, SBIRBUT S RIRIE, EXLTBRERAYITHE , BA
B HAMRAH Prometheus TR E# AWS BIRA 4 #BRERF (Sigvd). AWS

AT RBRERIEE A Helm B2 Prometheus.
& Prometheus fAIREFERERKE A

1. TE&EH Prometheus fAfREF L , BUFMNERBEAHLRE, B  BUFNEFER., RS

&= amp_ingest_override_values.yaml,

& TFHMEREE YAML iBX,

serviceAccounts:
server:
name: "amp-iamproxy-ingest-service-account"”
annotations:
eks.amazonaws.com/role-arn:
"${SERVICE_ACCOUNT_IAM_INGEST_ROLE_ARN}"
server:
sidecarContainers:
- name: aws-sigv4-proxy-sidecar
image: public.ecr.aws/aws-observability/aws-sigv4-proxy:1.0
args:
- --name
- aps
- --region
- ${REGION}
- --host
- aps-workspaces.${REGION}.amazonaws.com
- --port
- :8005
ports:
- name: aws-sigv4-proxy
containerPort: 8005
statefulSet:
enabled: "true"
remoteWrite:

- url: http://localhost:8005/workspaces/${WORKSPACE_ID}/api/vl/
remote_write

# ${REGION} ##:2A Amazon Managed Service for Prometheus T/EE/#:[E,
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DEEPTE 1 . BIRBEIRFEE IAM A& amp-iamproxy-ingest-rolefy ARN
HY${SERVICE_ACCOUNT_IAM_INGEST_ROLE_ARN}t. &t ARN HIENEA
arn:aws:iam::your account ID:role/amp-iamproxy-ingest-role,

# ${WORKSPACE_ID} H#: AT {EE ID,

2. F#& Prometheus Helm Chart, B % , MA T35S Helm Chart 8%, ESGSHNEEHF |
SR LW EE prometheus WEXK.

helm 1ls --all-namespaces

RBBWAT G,

helm upgrade --install prometheus-helm-chart-name prometheus-community/prometheus -
n prometheus-namespace -f ./amp_ingest_override_values.yaml

Bfiprometheus-helm-chart-name# £ —{Ean S HIREH Prometheus HEBNE B, #&
prometheus-namespace BAmBZEHARE,
T # Helm Chart

MR B ARELSE TR Helm Chart , BAILMERAUTHSHET T .

helm repo add prometheus-community https://prometheus-community.github.io/helm-charts
helm pull prometheus-community/prometheus --untar

£ Fargate #9 Kubernetes 3B # Prometheus A iR25 5% EREEES

Amazon Managed Service for Prometheus X #87E Fargate L #{TH B R EE Kubernetes 5+ |, #
Prometheus fAlfREFMEEUEE ., &EH Fargate L#1T Amazon EKS E&EHH Prometheus fAIRES
HUEE |, 5B B R B amp_ingest_override_values.yam| #BRERE R TEERAERE |, IITATR -

prometheus-node-exporter:
enabled: false

alertmanager:
enabled: false

serviceAccounts:
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server:
name: amp-iamproxy-ingest-service-account
annotations:
eks.amazonaws.com/role-arn: ${IAM_PROXY_PROMETHEUS_ROLE_ARN}

server:
persistentVolume:
enabled: false
remoteWrite:
- url: https://aps-workspaces.${REGION}.amazonaws.com/workspaces/
${WORKSPACE_ID}/api/vl/remote_write
sigvé:
region: ${REGION}
queue_config:
max_samples_per_send: 1000
max_shards: 200
capacity: 2500

FREBUTHSEELZE Prometheus :

helm install prometheus-for-amp prometheus-community/prometheus \
-n prometheus \
-f amp_ingest_override_values.yaml

AR , £ Helm Chart #i8H |, RMEAGHELEXNEREE S UK #IT Prometheus fa fR253B

o

i

BEAAER AT S AHEMRERERERF.

$ awscurl --region region --service aps "https://aps-
workspaces.region_id.amazonaws.com/workspaces/workspace_id/api/v1l/query?
query=prometheus_api_remote_read_queries"

{"status":"success","data":{"resultType":"vector", "result":[{"metric":
{"__name__":"prometheus_api_remote_read_queries", "instance":"localhost:9090","job":"prometheus"
[1648461236.419,"0"]1}1}3}21

IEE 5% E Amazon Managed Service for Prometheus & 7] &l

I8 %EREIX T Amazon Managed Service for Prometheus B | i€ ¥t [EH Y AWS 7 A EiE
BHR UREETERYE. TAMNZSMNEIREERMEE, RBRERTE , SUREEENNS
ARAMA%ZE, ERMEERNALZATUAZHREREENANSTAMRSM

&R 55



Amazon Managed Service for Prometheus EREEmR

- MREEZERBIBTEBEEHEESR , AT AHZEREIAE Amazon Managed Service for
Prometheus , 3t E BIMBREEE K. EFRERBEENEREELE Amazon Managed Service for
Prometheus TE[E,

MEEBMBREES TAMERNERAER ,
Prometheus H & 0] M IEEMBREEE E

- BRAERRENAEIE , BIERE AWS & , B KEFREAGHMEENE @ TEE.

T
W

B X ZE Amazon Managed Service for

NERERENEEZZETFEENFREN , F2H BEEFGIAM.

X8
« #EXZE Amazon Managed Service for Prometheus B9 & 0] F £ {52 MR E 8 5 K
+ {8 Prometheus #&& 0] 1 & BHEIX E Amazon Managed Service for Prometheus

- BEAAMERMEIEAZEEA Prometheus R4EE M Amazon Managed Service for Prometheus

o 5 AWS AEARBEKGUERNEITIR , e TAMERMEIEZEERAR Prometheus B Amazon &
iR %%

+ 5/ Prometheus #& Helm Chart , #& 7] i £ EXHEA ZE Amazon Managed Service for
Prometheus

- EREE  SATHMAER
- BRETAM

#Ei%X = Amazon Managed Service for Prometheus 95 ] A5 ZMIBREEL E R

BA L% %1 Prometheus B F A B (EERAEEXPHITH Prometheus E11TERE) EF |, HiX

Z Amazon Managed Service for Prometheus T/EE, HEHHP —E#TEE EEL KL FXMEE
B, ZNERNTAMSERS BIFEEP—UERASFELEEESR , Amazon Managed Service for
Prometheus TEE MG W HtETERNER). AW , B%HL Amazon Managed Service for
Prometheus T/E[E B EMBRERIERE , WETELREFIIEE , EMHLZRXREERBERN#TE
Ao

= E# Amazon Managed Service for Prometheus B E)#£% {8 Prometheus REEXMBREEESR ,
FBANAEXREEENN —EREEARHE—EEER K MBENTERKEGELER, EEEH
SRBTEBERNAEEGHAEN K MEARBZBAZE Amazon Managed Service for Prometheus 5% 7!
BEEENRE, ERRETNESETSSEEER  EF32E4L , AUESREUFREE—RIF,
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ERAEER

® Note

H LR Kubernetes (1.28 1 1.29) Algt @R B CWEE LM BEEHK, clusteriE &
E XY Prometheus EEEE MR Amazon SERBRERE, WEFMENR , F208E
o] M E B RERE,

| Tt mﬂ)

THEERAMAEEERY BEclusterM__replica_ ZH , LUE Prometheus #J Amazon &
R BBEBCEERESR,

/A Important

ERARBREEEERMBRIIEE , AIFFEEIEE Amazon Managed Service for Prometheus V&
PEfIMEWRE, ELEREHFIIFERNEH,

£ Prometheus # & 7] A 14 & BHFiX E Amazon Managed Service for Prometheus

EEMEM Prometheus BRES THAMER , X EESTHAMEENFMEHTERB LER/NIESR , U
£ Amazon Managed Service for Prometheus #4735, A cluster B 5| Prometheus 1T
EERfEENEASTAMEREN—IP. A _ replica_ EBBIBRBEFHNESEELS, &
FEERBER _ replica_ M cluster & , LEEEERMBRIIE,

(@ Note
__replica__ BEEEXF replica sIRERAMERERFRETERL,

gfl  BXBH B

ETHERBHERD , cluster ZEH®E B Prometheus #ITERERERN prom-teaml , M
_replica_ ZHEHFIER replical M replica2,

cluster: prom-teaml
__replica__: replical

cluster: prom-teaml
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__replica__: replica2

/A Amazon Managed Service for Prometheus A ELZBHREFRES T AMERNER &S |
AU EESHHRFSHE replica B, EXRTREERNFIN 11 FIHE , mMARSEEERHN
3, cluster EBERE TR,

® Note
FHLRRZAH Kubernetes (1.28 M 1.29) AR B H HCHEE LM BEER., clusteriET&E
E XY Prometheus EEEE MR Amazon SERBRERE, NWEFAES |, F208E
o] A E BB,

| Tt mﬂ)

A= o A& BHEE ZEFE A Prometheus ###EE R Amazon Managed Service for
Prometheus

EEFH Prometheus REERES TAMHERE , B4 EESTAMEANFIEHTERE L ERNBE
# , L& Amazon Managed Service for Prometheus #1785, #4287 Prometheus ##4E& Helm
Chart L5%EB M replicaExternallLabelName ] externallLabels,

g1 : YAML ZRE

ETH YAML BREH | cluster I8 =E externallabel , LUi§ Prometheus {T{EENREERH
BlEE T AMEEN—I , M replicaExternallabels € BB HEF W EEELR,

replicaExternallLabelName: _ replica__
externallLabels:
cluster: prom-dev

(® Note
FHLRRAK Kubernetes (1.28 M 1.29) AJgEE R HECHEE XM AEZEE. clusterE W&

B & Prometheus EEERMERE Amazon ZERKZRLERE, WHEFHEF  F2ES
ARAMtERBEE,

IﬂB}
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£ AWS AERARABEBGGERNZRITR , S5 AMERMEEZEAR Prometheus B

Amazon & R

AWS BERGEBIZE1ThR ( ADOT ) REBMEZEMEEME D B, OpenTelemetry ADOT AG IR AR
AP, BXEMRERN , FE8TUANEs BNEMRMNEELETEARIER, WFE ADOT WHHE
B, F2BEERBEREER AWS B1THR.

EEMFAS T AMHERERE ADOT |, BXERE ADOT INESRABMEE | WA ERclusterE
A_ _replica__E AWS Prometheus Bin B AEBELER. WELEXEER remote_write imE#
IEHMEN R 15 28X B Amazon Managed Service for Prometheus TH#E., EFEERBEABEHER L
REELERKN , TRAEHTHEELARAEEENEE., WEHE AWS Prometheus IRiFE AE
HESH S ER |, FES B E AN Prometheus B9 Amazon ZERR#EH) Prometheus iEin 58 A EHES A
Mo

® Note

HLERRAE Kubernetes (1.28 1 1.29) AR SR HBECHEE XM ARR, clusteriS#E
HH MY Prometheus BHERMBRE Amazon SERBREME., MEHMEH , FBHE
TAMERBE

| Tt mﬂ)

£/ Prometheus #L# Helm Chart , #4& f] A& BHEix E Amazon Managed Service
for Prometheus

&= ZEFE A Prometheus #8f Helm chart ;X E S JAMMERE , B4 AESTAMFENMERTE
B - ERHEER , LUE Amazon Managed Service for Prometheus #1755, T2 @K%
Prometheus #t[E Helm Chart #§ external_labels /18 Z Prometheus B —#1TEEER &4,

server:
global:
external_labels:
cluster: monitoring-cluster
__replica__: replica-1
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® Note
MREREZEELR , BXAERATRNEREZXHEER , A& Prometheus &
Helm Chart S AFFEEREFIFFEAEINELAHERDEREELE, WREEEZHHHRE
replica 2% , A Prometheus #&{E& Helm Chart,

(® Note

R LRAH Kubernetes (1.28 §1 1.29) AIak 2R HBCHWEE NN EEEK., clusteriSAJ&E
BB ¥ Prometheus ERERHMERA Amazon S ERKEREEE, MBEFHMER , FSEE
ATAMEREE,

WB)

FREEE S AMAERE
RRBERSE _ replica_ @235 —EEBF LUREEAE ?

EETAMERESF , Amazon Managed Service for Prometheus F]3&8i#E Prometheus #117{E 82 #
SHhWMEEE | URAEHEHNTEEER., EHREEELRELEZEREF 30 ¥ , Amazon Managed
Service for Prometheus & B 4% 3 — Bl Prometheus #I{TERRAMEEEAR | WHRHHEEEHEINE
B, S EAMERNER. Hit , BRAS , TERHT. EEHTHESEZEITHA

- EBRBEHBEENIE , £ PromQL F&# count AAEEER SR EHMNE.

o EBRBHAEEPEIEMM active series & , EYZEE active series limits, MEFH
HER , FSE AMP BEEP AL,

Kubernetes L F AT HENERHER , YEFSMBREERNER. REMIE EEEIBE 2

£ Kubernetes 1.28 H15| Aapiserver_storage_size_bytesT —fEA¥NEE A ¥ HHE

#, clusteriEmAE 2B Prometheus Y Amazon ZERKEHHEE L LHMBRREE |, EEUARE
®;, clusteriE Kubernetes 1.3 1 , EBMEEH A A storage-cluster_id (LEBtEFEREE
9 1.28 M 1.20 BAHREXNPEHTE). WRENEEFEAERZHIIEcluster® , Prometheus #Y
Amazon ZEREEEMBRAEREM BT, BREH Kubernetes BEARERZHAVIBSHARA , LU
REBENEE, HE , B ffapiserver_storage_size_bytesigE L EHERREcluster® ,
REBEEE A Prometheus B9 Amazon ZE R
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® Note

MEBEBEEEE Kubernetes WEFHIER , FFSBE Kubernetes ERPKEEFZEETH A A
Storage_cluster_ido GitHub

B w A

EERKERE AWS ST AMHFEEER BTN ERBEIEEREINZETERE. Prometheus XHF
ZEmRSFENERERS.

THEHER AR EERERNEX TEITH Prometheus AR , AEREREEZEURTEIESE
P W TR,

extensions:
sigv4auth:
service: "aps"

receivers:
prometheus:
config:
scrape_configs:
- job_name: 'kubernetes-kubelet'

scheme: https

tls_config:
ca_file: /var/run/secrets/kubernetes.io/serviceaccount/ca.crt
insecure_skip_verify: true

bearer_token_file: /var/run/secrets/kubernetes.io/serviceaccount/token

kubernetes_sd_configs:

- role: node

relabel_configs:

- action: labelmap
regex: __meta_kubernetes_node_label_(.+)

- target_label: __ address__
replacement: kubernetes.default.svc.cluster.local:443

- source_labels: [__meta_kubernetes_node_name]
regex: (.+)
target_label: _ metrics_path__
replacement: /api/vl/nodes/$${1}/proxy/metrics

exporters:
prometheusremotewrite/one:
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ERAEER

endpoint: "https://aps-workspaces.workspace_1_region.amazonaws.com/workspaces/

ws-workspace_1_id/api/v1l/remote_write"

auth:

authenticator: sigvé4auth
prometheusremotewrite/two:

endpoint: "https://aps-workspaces.workspace_2_region.amazonaws.com/workspaces/

ws-workspace_2 id/api/vl/remote_write"

auth:

authenticator: sigv4auth

service:

extensions: [sigv4auth]

pipelines:

metrics/one:
receivers:
exporters:
metrics/two:
receivers:
exporters:

[prometheus]
[prometheusremotewrite/one]

[prometheus]
[prometheusremotewrite/two]

SURALEN
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#& 3 Prometheus IE1E

BARAEKEERNEI R , EUHHETEH. SRUERARE (HlH0 Grafana) REFIER , 7
LAfEF Amazon Managed Service for Prometheus APl

Ba L EFAREER Prometheus ZHEES PromQL #1TEH. MEEB PromQL FMEEEMFME
A, 5528 Prometheus SREASHFHIER Prometheus,

FE
- RELHNIEEEH
« X Amazon Managed Grafana , LA#&E Amazon Managed Service for Prometheus f#

« X Grafana FMEHBIHSH Grafana 1£3ERR , LAFEE Amazon Managed Service for Prometheus fi

A
« 5 Amazon EKS E&EH#1TH Grafana &
o {FAE Prometheus HHAH API &£

- HEHM AP| DT EH R EN

REENIEEEH
Amazon Managed Service for Prometheus AT 5% , BB ERRIEEEALZ S,
AWS PrivateLink 2 Prometheus B Amazon 518 ¥ — 2 £ F

FEEAR Prometheus B Amazon Z&E R EHEFRHRRERE AER A BERERRRZER
VPC 5 B5EK. AWS PrivateLink B2 Fi ik AWS PrivateLink , 3R B VPC M R E S EMEE +
ZHRE K MEZEBLA AWS HERMERE. HEA Prometheus B Amazon ZE IRIFE I AWS

PrivateLink VPC i 2 , 528, £/ Amazon Managed Service for Prometheus #1471 VPC i 24

St BRENRE

AWS Identity and Access Management 2 —& Web fR¥ , TJE B L £ iR HI¥ AWS BIRIVES
Bl WA LAER IAM RiZFHEEEBR S 7 58E (BA) IREFRERN (EE5FH) WAE. Amazon
Managed Service for Prometheus 82 IAM & | #B1ERRERN RS, E&EE Amazon Managed
Service for Prometheus B , BEERZ Y %% IAM £ |, #F Grafana [AIRESEHFEFAE Amazon

RELNIEFEER


https://prometheus.io/docs/prometheus/latest/querying/basics/
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Managed Service for Prometheus TR IER. WEERH IAM WFEFERER , F2RTER
IAM ? ,

\)ﬂ

% — AR 3 B8 A Prometheus % E Amazon ZERKEH AWS ZLINEER S AWS BIRZAK 4 ERE
F (AWS Sigvd), #EMAK 4 ZESHEBEESRMEE HTTP A AWS BFRHNIBRE, ATRE
BE  AZHEMBERET AWS LEAFHFERRETES  XSHBTRIEFERE D MWBRHER
i, EMESRBEEBALNZEERE, MEERM Sigv4 WHEEEN , FSREEESR 4 REBER.

&% Amazon Managed Grafana , LA¥&H®t Amazon Managed
Service for Prometheus f& F

Amazon Managed Grafana 2B HR S Grafana WL ZERK , AIE{LERABRBIEE=5 ISVH
B, AR AKFERBF D TERRRN AWS RS

Amazon Managed Service for Prometheus X &£/ Amazon Managed Grafana & T/E[EH#Y
848, 7E£ Amazon Managed Grafana 2 A& , BRI LIREKIE A Amazon Managed Service for
Prometheus #RF , #% Amazon Managed Service for Prometheus T/EE#Ti8 B E R KR, Amazon
Managed Grafana B2 1FHl Amazon Managed Service for Prometheus FIEH & 2 BRFE BFEHERE, W
ZE#® Amazon Managed Grafana 3 Amazon Managed Service for Prometheus B4R EEMET |, &
28 Amazon Managed Grafana # f & EEHHE R

&1 ] LLFE Amazon Managed Grafana #8437 Amazon Managed Service for Prometheus /R, %
REBREBRBEWETR , 52M & Amazon Managed Grafana SR 1455 Grafana BAE R,

£FAE VPC FIEHE Amazon Managed Grafana

Amazon Managed Service for Prometheus 12 Amazon Managed Grafana K RS2 , AE &5
BERE REFETIER

& A LARX E Amazon Managed Grafana BAfEAFAFE VPC (IFEFE Grafana HEXEFE VPC WEFHE
#A , 2B Amazon Managed Grafana £ & 1EEHRVELRE| Amazon VPC), RIRRE , tk VPC A
BESE £ 7 HL Amazon Managed Service for Prometheus BR %% 2o

& Z#% Amazon Managed Service for Prometheus A& B RR#T I8 R E T seE A EFAE VPC
# Amazon Managed Grafana TE[&E , B4 EFKE I VPC i B Ri& Amazon Managed Service for
Prometheus EiZEMEH VPC, MEFREN VPC i MER , 5528 A Amazon Managed
Service for Prometheus B3 /" HE VPC i 2,
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https://docs.aws.amazon.com/general/latest/gr/signature-version-4.html
https://docs.aws.amazon.com/grafana/latest/userguide/prometheus-data-source.html
https://docs.aws.amazon.com/grafana/latest/userguide/AMG-configure-vpc.html
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iXE Grafana BAMURA IS Grafana %M , LA H Amazon
Managed Service for Prometheus & F

Amazon Managed Service for Prometheus X & A Grafana 7.3.5 R E#MIRAREH TIEE VIS
B, 7.35 REGMATEY AWS &R 4 ( SIGv4 ) SHRFNXIF.

BEFEH tar.gz = zip BREBEEBR I Grafana 87 , 528 Grafana SRBAXHHPHI L ZE Grafana,
MRBLREFHOEIL Grafana , KRR TR B AFTHAESZRBNRE, EFRES adnin/admin, BEX
BAR , RRSRTEBERR, WEFMEH , 528 Grafana SRBAXHHEY Grafana A,

EEMBELW Grafana lRA , FRA TGS,
grafana_install_directory/bin/grafana-server -v

#ERE Grafana EAEAR Prometheus #9 Amazon SERK , LS EAZAL
B AmazonPrometheusQueryAccessBlZ S aps:QueryMetrics, . aps:GetMetricMetadata#
AR E, aps:GetSeries aps:GetlLabelsIEFMENA , HSH IAM F I MBUR,

S AWS SigV4

EAR Prometheus By Amazon 2 & lR# A B2 AWS Identity and Access Management (IAM) ¥ B¢ &£
IAM B A ERMREE Prometheus API NPT EREIY, {&kFEER , Grafana F# Prometheus BRI JRIRRE
Prometheus T HEE S 15RFE. &EZ Grafana 8E5%I A Amazon Managed Service for Prometheus
SHBBNREDEE , BH4AK Grafana ERIRFEFP A Sigv4 FHBEBXE. EAEABREEN
Grafana B RIAIESN Grafana ¥ MRRR , FRBAEE LNSRRE, BEEEFER Amazon
Managed Grafana , Bl SiGv4 S RBR T BELI,. WFEEE Amazon Managed Grafana K9 &% 4H
B , BF2E M ER Amazon Managed Grafana ?

% B Grafana LA Sigv4 , 557 AWS_SDK_LOAD_CONFIG 1 GF_AUTH_SIGV4_AUTH_ENABLED
RIBEEERA true WHER TEE Grafana, GF_AUTH_SIGV4_AUTH_ENABLED RIESHEEE
Grafana WITRERAHRE , LURKA Sigv4 X8, WMFEFHMBEF , 528 Grafana RBAXHHHAERE

Linux

ZE1E Linux BB 3L Grafana fRREF LBXUA Sigv4 , BBBIALL T T,

export AWS_SDK_LOAD_CONFIG=true

export GF_AUTH_SIGV4_AUTH_ENABLED=true
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https://grafana.com/docs/grafana/latest/installation/
https://grafana.com/docs/grafana/latest/getting-started/getting-started/
https://docs.aws.amazon.com/grafana/latest/userguide/what-is-Amazon-Managed-Service-Grafana.html
https://grafana.com/docs/grafana/latest/administration/configuration/
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cd grafana_install_directory

./bin/grafana-server

Windows

EE/E Windows BB Grafana E{# A Windows @S I2REH Sigv4 , FBRIATHIG

set AWS_SDK_LOAD_CONFIG=true
set GF_AUTH_SIGV4_AUTH_ENABLED=true
cd grafana_install_directory

.\bin\grafana-server.exe

1£ Grafana 9718 Prometheus BRI KR

T3S RERA ML Grafana FERXE Prometheus ERIRIR , AEHER Amazon Managed Service
for Prometheus 1§4&,

E&H Grafana fafR23 P 18 Prometheus &R 5KIR

1. BARX Grafana 4,
HEHRETH , BEEERKR,
BEEFEERNIR,

12 Prometheus.

#H¥ HTTP URL , 387 Amazon Managed Service for Prometheus 2 A ETEEFMEAE
H R R - B3 URL.

6. HR Prometheus ERREE M MNZFHE , RBEERBEN HTTP URL FEERM INZE URL
B /api/vl/query F&,

o M 0D

IEREHY URL B2 RIEZB R hitps://aps-workspaces.us-west-2.amazonaws.com/workspaces/
ws-1234a5b6-78cd-901e-2fgh-3i45j6k17819,

7. EBET , EHSigV4 BRFENTIHIIE IR

£ Grafana F #7318 Prometheus & ¥ 35K 66



Amazon Managed Service for Prometheus EREEmR

8. IMBWLAERETE Grafana PIEERHIBE K IEAFERRERHERERERE Sigv4 B, BEEEER
HRRURLERR R M NITBRERREHELIER, —BEEHAEE Amazon Managed
Service for Prometheus PEE{EFE Grafana , REZREERATER hﬁ%%iﬁ%‘“ HAGREEEN
BTN, NERBERER ?mt\%ﬁ%*ﬁ’hﬁﬂiﬁnﬂ ESREERE.

EREREARRBE  FRITTIEME:

a. TESigv4 B RBHMEAT , FHHSORIFRUEEZZEFIAER,
b. #EFIMEM D, WALHN AWS FIEH® 1D,

c. SHEABEFISBMALN AWS RBFIEE,

d. MEEEAE ARN MHER ID WUREZA.

e. HRMERRE , EiEE Amazon Managed Service for Prometheus TEE/ BT, LH[E
BERSESER 5 FrYlE URL 2 EREEMER

f. BEFREALAH.
FLREZEIUTALE  ERRFEZER

HNEFENEEEARTIRE®R, Bl Sigv4 HORIBHFMERRE.

Sigv4 Auth Details

Authentication Provider @  Access & secret key
Access Key ID

Secret Access Key

Assume Role ARN

External ID

Default Region )  us-west-2

- EURAREREHEREE BSRRERXNEFRR) , FRT TSR

a. 7 Sigv4 HoBBEFMEAT , FHHE S RBRMAERE AWS SDK i
b. #ERERAE ARN MHE ID MAREZH,

c. HRFERE , 5512 Amazon Managed Service for Prometheus T/ E/ [E1H, t[E
HEREESER 5 AFlt URL R 2 &M EEHER.

d. BEEMEILAHE,

£ Grafana F #7318 Prometheus & ¥ 35K 67


https://docs.aws.amazon.com/sdk-for-go/v1/developer-guide/configuring-sdk.html#specifying-credentials
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FLREZEIUTALE  ERRFEZER

TH&EBBIMBEBEBE R SDK TR Sigv4 & 2 B & BIERE

Sigv4 Auth Details

Authentication Provider & AWS SDK Default
Assume Role ARN
External ID

Default Region & us-west-2

9. S ERRIFRE PromQL £7 :

a. &Eﬁ%o
b. #{TEIH PromQL &3 , 0 :

prometheus_tsdb_head_series

"R REER R SRR

EE—@RF+ , MREERERELARASEIER , F0

7y

E

T3ER,

RARE HTTP $538

3

HEE URL R TE[E ID IERESESRS,

2 HTTP #8585
HEHBRRTBREN. FREUATRE
BRERRESFEENEEHRE EMR.

- MELNBRERSHERF.

- FBREEMEANFEEE S FAmazonPrometheusQueryAccessil, MEFMENR |
MBEKR.

- BREEEFEANERTEEU Amazon Managed Service for Prometheus TEE,

nlh

28 |AM 17

TMEEIAE L REFRFASEHIERE 68
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HTTP $HERENMREE

A B Grafana fAlR=S BFFABRILEER. WMEFMEF , F2 8 Grafana SRAXH PRV EE LB,

MREEE|Error http: proxy error: NoCredentialProviders' no valid providers

in chain, MIERFAIREEEERERIEFEANER AWS BF. BRECKBREERZPNR
BERELRNER., ELREMFRAALHAERE | 552 AWS_SDK_LOAD_CONFIG IREBERES trues

£ Amazon EKS #&EH#H1TH Grafana &

Amazon Managed Service for Prometheus X &£ Grafana 7.3.5 REHIRA , AR FEHEE Amazon
Managed Service for Prometheus TEEHE#IEF. 7.3.56 RESRADIEEHE AWS & A
4 (SIGv4 ) B EREN X,

= ERE Grafana EAEA R Prometheus B Amazon S BRI , BHAEAE
BAmazonPrometheusQueryAccessBlZ S aps:QueryMetrics, . aps:GetMetricMetadata#
O HIRE, aps:GetSeries aps:GetLabelsiNEFMET , FFSE IAM SF I FBEE,

REHMAWS E

Grafana 118 7 —IEX 8 AWS FHE M 4 (SIGv4) BREBEHIFINEE, MEFHMER , FSBEZME 4
HEEREF. IkFER , 728 Grafana ffRss LRAALLIIEE, BHEREREMEA Helm 1 Kubernetes 5 £
B Grafana , BILA T ARUA LLIhEERN 1 Ro

&/ Grafana 7.3.5 RE#AIARSE LA Sigv4
1. BUFNEFERREBEREN Grafana 058 , WHEHS S

amp_query_override_values.yaml,

2. BTIRT@MAER , ARF/BEER, WEEH# Grafana AARERAT AWS #R3RE ID BUIR IDo

serviceAccount:

name: "amp-iamproxy-query-service-account"

annotations:

eks.amazonaws.com/role-arn: "arn:aws:iam::account-id:role/amp-iamproxy-
query-role"
grafana.ini:
auth:
sigv4_auth_enabled: true

FX B £ Amazon EKS F#{TH Grafana 69


https://grafana.com/docs/grafana/latest/troubleshooting/
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https://docs.aws.amazon.com/general/latest/gr/signature-version-4.html
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& YAML ERABF , amp-iamproxy-query-role RS E T —HHEINAGER. &
ERBIRFH IAM A6, MRERELEIAREITIEENAR , AINUSERAEZECNERRR
BRAe,

B ERIEE FH Helm F 4% Grafana fAfREs REAIESR,

RERBEIRFH IAM A

WMRIERIETE Amazon EKS BEFFER Grafana fAREE , EEREHREESER IAM B€ (LBA R
KAEG) ETEEEE, EEFTIHIRELE IAM AEE Kubernetes IRIGHIR F 2 M BHHES | IRISIRF
AT LUEE B 6 AR RSIR S N EE PR SFRM AWS IR, MEFHMEENR , FSBERERFH
IAM &,

MREHRREELRBACIUETEN , FERE ZEBRBIRFH IAM AE | UEHER PHERR
REAE,

A& BREEECEEBEEN KRS THIE Grafana RFIES,
EEEBRNEY THIE Grafana RIERFE
1. HERHBIRE D | ¥ Grafana ARSI B ZEFMBRERFE BB, Flwn |, WA LAERA T

A
T o

kubectl get serviceaccounts -n grafana_namespace

2. 1£ Amazon EKS F#Z&H , ¢H¥EE EKS BEEHBBNRZEIIRSFHER IAM A&,

3. EERFEETRR.

4. BH TR, LD E Grafana wHZERE , UREESR 1 PR SEE PRI Grafana REIR
FE&®. UT 25,

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",

"Principal": {
"Federated": "arn:aws:iam::account-id:oidc-provider/
oidc.eks.aws_region.amazonaws.com/id/openid"

iy
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https://docs.aws.amazon.com/eks/latest/userguide/iam-roles-for-service-accounts.html
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"Action": "sts:AssumeRoleWithWebIdentity",
"Condition": {
"StringEquals": {
"oidc.eks.region.amazonaws.com/id/openid:sub": [
"system:serviceaccount:aws-amp:amp-iamproxy-query-service-account",
"system:serviceaccount:grafana-namespace:grafana-service-account-name"

5. BREEMEEBR.

A Helm H 4k Grafana {al iR 2§

WS RE A Grafana FIAREE , AERABEL—E P HEE amp_query_override_values.yaml
ERNIER,

HITTH @S, WFE Grafana B Helm BIXRHFFME , 552 B Grafana ## Kubernetes Helm
Charts,

helm repo add grafana https://grafana.github.io/helm-charts

helm upgrade --install grafana grafana/grafana -n grafana_namespace -f ./
amp_query_override_values.yaml

£ Grafana F#18 Prometheus &£ #iR

T 55 ERER B WA £ Grafana HERE Prometheus ERIRIR , AEHEH Amazon Managed Service
for Prometheus 18§4&,

EZ K Grafana fAIfRES T #118 Prometheus & R KIR

1. BIRK Grafana 24,

2. HEHEETH , EEERKRIR.
3. EEHMEERNR.

4. 1#E¥E Prometheus,

£ Helm F#% Grafana fal fR 25 71
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5. #H¥ HTTP URL , 587 Amazon Managed Service for Prometheus £ A ETEEFMEAE
HAPETRHIES - 5 URL,

6. HR Prometheus EXRRE BB MZKFHE , RUFERIEEN HTTP URL B ERMINZE URL
B /api/vl/query F& |

7. EBRHT ,EH SigV4 BRFBEHVLIRTIEELARNA
BB AE ARN MZE ID MUREBZER. REHHFERES , BEUEH Amazon Managed
Service for Prometheus TEEFTER [EiHo

8. EEREIAH.

FLREZEIUTALE  ERRFEZER
9. S¥HFAERRIFRE PromQL £7 :

a. &E#—ﬁio
b. #{TEIHI PromQL &3 , 0 :

prometheus_tsdb_head_series

£ B4 Prometheus HHAH AP| &5

#AE A Amazon Managed Grafana ¥ T ERMAENEHERKEEMN S X , 1B Amazon Managed
Service for Prometheus 3 £ 8({E 7] A 2R &£ I5Z AV B2 Prometheus A APl, WEGBEFIE W HE
Prometheus #H%& AP| BVEFHIEER , 5528 B2 Prometheu fEAHY API,

BIREAEL AP| EHEER , XEAMFRE AWS BREK 4 HERFREBER, BALEREAWS #
EMAR ARG EBRER. MEFEFHEN , F52 B aws-sigv4-proxy.

EiB AWS Sigv4 RIEBRRESHEBAIAEAawscurl#iiT, THIEREMEA awscurl i EE Prometheus
AR APl €Z F 5| BE A awscurl ERHEXE AWS SigV4,

£ A awscurl Z3E2 Prometheus FHA 8 API

Amazon Managed Service for Prometheus #J API FER %A Sigv4 28, B SAEA awscurl 2k
B ERRERF,

EERE awscurl , BEERE Python 3 M pip EXEES,

FELU Linux BEBNETERLE Ty aSE%E awscurl,

fE B2 Prometheus &K APl &5 72
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$ pip3 install awscurl
£ macOS Efid £ , THawHSERE awscurl,

$ brew install awscurl

THgEf RawscurlEHE |, SUESERERRGNEEBRN##, ### ID T QUERY B A -

# Define the Prometheus query endpoint URL. This can be found in the Amazon Managed
Service for Prometheus console page
# under the respective workspace.

$ export AMP_QUERY_ENDPOINT=https://aps-workspaces.Region.amazonaws.com/
workspaces/Workspace-id/api/v1l/query

# credentials are infered from the default profile
$ awscurl -X POST --region Region \
--service aps "${AMP_QUERY_ENDPOINT}" -d 'query=QUERY' --header
'Content-Type: application/x-www-form-urlencoded'

® Note
ENEHFELAEAR url RS,

HRAGEZRNE#query=up , FRATIBENTHR :

{
"status": "success",
"data": {
"resultType": "vector",
"result": [
{

"metric": {
"__name__": "up",
"instance": "localhost:9090",
"job": "prometheus",
"monitor": "monitor"

},

"value": [

1652452637.636,

i awscurl Z3 52 Prometheus HHA K API 73
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II1II

AT awscurl HEFRRENFER  BFEUATIEP-—EFXEEERNER

- BIAM AERMHEFIER ID MW, B0 LUE hitps://console.aws.amazon.com/iam/ FIREIZ A
BHNEFEISRNZRR,

fHln -

$ export AMP_QUERY_ENDPOINT=https://aps-workspaces.Region.amazonaws.com/
workspaces/Workspace_id/api/v1l/query

$ awscurl -X POST --region <Region> \
--access_key <ACCESS_KEY> \
--secret_key <SECRET_KEY> \
--service aps "$AMP_QUERY_ENDPOINT?query=<QUERY>"

- BERFEE .aws/credentials M /aws/config BRAMNEREER, B LLBEIEEMKER
WEREEEBE. MRKRIEE , BEMA default EZER. Hi:

$ export AMP_QUERY_ENDPOINT=https://aps-workspaces.<Region>.amazonaws.com/workspaces/
<Workspace_ID>/api/vl/query
$ awscurl -X POST --region <Region> \

--profile <PROFILE_NAME>

--service aps "$AMP_QUERY_ENDPOINT?query=<QUERY>"

- ERAE EC2 ITEER BN BT ERREE,

£/ awscurl RBRHATEHBNR

BARETRMRAR Python MARBNMEMKERE , —ERERATUANRITE awscurl BRAEXREM
KIEB . THEHIER Docker MATHIEITHE awscurl , BEMAFE OCI 43 £ HY 1T B A ARG AR AT
LXE{’EO

$ docker pull okigan/awscurl

i awscurl Z3 52 Prometheus HHA K API 74
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$ export AMP_QUERY_ENDPOINT=https://aps-workspaces.Region.amazonaws.com/

workspaces/Workspace_id/api/v1l/query

$ docker run --rm -it okigan/awscurl --access_key $AWS_ACCESS_KEY_ID --secret_key
$AWS_SECRET_ACCESS_KEY \ --region Region --service aps "$AMP_QUERY_ENDPOINT?
query=QUERY"

HE# API DR ERRFTEN

EHEERBE—EARCHTEHIRENEHEFERME. query = queryRange APl HEFHE
EEesEBCREEHEFNRITER, EEBRPEELEHNSE stats=all & , £ samples ¥
R stats YI¥F , XHEEEPEE stats EFR

samples ¥IFAHA T HIBHARK -
B iR
totalQueryableSamples CRENEHESEMBEEE, ERANBIRNEER,
totalQueryableSamp BESBREENETHEGFY, SSKREHIEHSHBER
lesPerStep prEy|EZEAEF —EEY K UREBESBHIHAWE

PIZE,

EEERTE stats EANEFIFERNEENT ;
query KYEHI :

GET

endpoint/api/vl/query?query=up&time=1652382537&stats=all

5] fE
{
"status": "success",
"data": {
"resultType": "vector",
"result": [
{

"metric": {
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__name__": "up",
"instance": "localhost:9090",
"job": "prometheus"
I
"value": [
1652382537,
nqn
]
}
1,
"stats": {
"timings": {
"evalTotalTime": 0.00453349,
"resultSortTime": 0O,
"queryPreparationTime": 0.000019363,
"innerEvalTime": 0.004508405,
"execQueueTime": 0.000008786,
"execTotalTime": 0.004554219
},
"samples": {
"totalQueryableSamples": 1,
"totalQueryableSamplesPerStep": [
[
1652382537,
1
]
]
}
}

queryRange HIEiHI :

GET

endpoint/api/vl/query_range?query=sum+%28rate+%28go_gc_duration_seconds_count%5B1m%5D
%29%29&start=1652382537&end=1652384705&step=1000&stats=all

[l fE

"status": "success",
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ERAEER

"data": {
"resultType": "matrix",
"result": [
{
"metric": {3},
"values": [
[
1652383000,
ngw
1,
[
1652384000,
ngw
]
]
}
1,
"stats": {

"samples": {
"totalQueryableSamples": 8,

"totalQueryableSamplesPerStep":

[
1652382000,
0

iF

[
1652383000,
4

iF

[
1652384000,
4

]

L

HEEH AP IEFEHRAET
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RO B B R R

Amazon Managed Service for Prometheus X EMEFE AR , BLHR AISHESTE M

- EHRATELHAETEREZESFHELBENEER , UKHERREAFTNRKEFIE, &S
BAFENERBERFZENEBTRAEE R,

- BETRRATELSRE PromQL FRMERERERGEY. ERABERER , RESSBENEEEE
TEES  REEESKEMNEEFE TRMERKE | fl0 Amazon Simple Notification Service,

& ZE 7 Amazon Managed Service for Prometheus R EARA , BFEEE T S ZBEARERRAN
YAML #RBI#EZ., Amazon Managed Service for Prometheus # BI#& E##E X , E8% 3 Prometheus
FRAERNENER., MEFHMER , 5528 Prometheus FREAXHFHEZFCHRAMERBFA,

BUNETEETHESERIER. SAENRAERISER/IGEZE. BESARAERTE
B BB Prometheus RAEREAZTHE K MARTETEENGIH. TRANRAUFHEREZEHE
BT ENER.

HAIGER

ERAERD  RAUSSERANEFHET, RUABRPFE-RAUFHERANRAY - FZERBR LI THOIESF
TR, Rt , FRHRAT , —ELFRRNERTARTEEHEE SR EER R FHE T
BRAR, BR , AREGEEZEEITERNRNERNVIESF , RItEEMER —ERERAUNGERRGTE
TRRAFEHFERUERPHRI,

&

- HEH IAM FFA]

- BURAER

- R RIARRERE R L BZE Amazon Managed Service for Prometheus
- WREEA RIFHAERE

- RIRSESBEAR

VER 1AM FFE]

BBRFEREER , L7 Amazon Managed Service for Prometheus REERAR R, BIEET
HIREPRHKY AWS Identity and Access Management (IAM) Bk | WASBUERIE MG BN ERE, BESA
&,

LHER IAM BT 78
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ERAEER

® Note

MEAR IAM WEERES |, 5528 Amazon Managed Service for Prometheus Y53 Bl E2 77 B

B,

RTEARRAFEUER R

THIRA AR T 6 AR F iR BIR AR R 89 7 BV

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"aps: CreateRuleGroupsNamespace",
"aps: ListRuleGroupsNamespaces",
"aps: DescribeRuleGroupsNamespace",
"aps: PutRuleGroupsNamespace",
"aps: DeleteRuleGroupsNamespace",
1,
"Resource": "*"
}
]
}

ERT— A& =BEFEENEE

BHA BRI AR TFRERRFIENEE. THEFBERERM RuleGroupNamespace EER
R, EEFERILER , B8 <account>, <region>, <workspace-id># <namespace-
name>E#AELIRFHNEEE.

"Version": "2012-10-17",

"Statement": [
{

"Effect":
"Action":

"Allow",
L

"aps:ListRules",
"aps:ListTagsForResource",

HER IAM FFA
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aps:GetlLabels",
"aps:CreateRuleGroupsNamespace",
"aps:ListRuleGroupsNamespaces",
"aps:DescribeRuleGroupsNamespace",
"aps:PutRuleGroupsNamespace",
"aps:DeleteRuleGroupsNamespace"

1,

"Resource": [
"arn:aws:aps:*:<account>:workspace/*",
"arn:aws:aps:<region>:<account>:rulegroupnamespace/<workspace-

id>/<namespace-name>"

]

BURAESR

£ E £ Amazon Managed Service for Prometheus R EfAR Al , BT EZH BIA R B
2., Amazon Managed Service for Prometheus # I8 RIE I , B2 I Prometheus AR BI{E R
KNHE,. MEFMER  F2RERCHAIMETRSEL,

UTRAUERNELREH

groups:
- name: test
rules:
- record: metric:recording_rule
expr: avg(rate(container_cpu_usage_seconds_total[5m]))
- name: alert-test
rules:
- alert: metric:alerting_rule
expr: avg(rate(container_cpu_usage_seconds_total[5m])) > @
for: 2m

NMEEZERANES , F2EERAAED,

(® Note

B UEAMBYRAERER | REREH EE2F Prometheus B Amazon ZE R , 2oL
B 7 Prometheus B Amazon SERBEZAPEY., RENLEEER, ERMPELSR

BURAER 80
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HEAMEENRXRA, FEE-—THEBENALENREER , F2RKAAECERLES

Amazon Managed Service for Prometheus,

A& 35 RI#EREHE R B ZE Amazon Managed Service for Prometheus

—BAEEY rules BEEXFETHEE R , BN ERG S THHETRE WL MERZERERL
BEEA X AWS CL,

@ Note
WMRBEFESIT Amazon EKS £ , t W LAEAE AR Kubernetes FIAWS 12 &85 HEHR A
HHRERER,

fEFE AR Prometheus B Amazon SERFE TR AFEIINRENHRAERE  WEIGRE™

1. BFARX Amazon Managed Service for Prometheus & , 1 https://console.aws.amazon.com/
prometheus/,

BEEEALANIIRKRETR  RAREBEMEIEE.

BEIEENTIHRE D, RRZERIEERSIER.

EEMEGEZEMA,

BEEEER  ARERRAERER,

o &> oD

HE , BALLUER "EHRMERE, | BEEEEAR Prometheus B Amazon SERFEEAEFENL
FMiRERIECEER, EXEY —BAHHERERER , BT LEZHEEZER.,

6. (BA) ZEKEBRMEENEZTR , FEENEER.
2% , 1 Key (REI8) F , WAEBNEE, BAILE Value (fB) FAEBMEERE.

EEMES —EER , FEAEENMEER.
7. BIBHE., Amazon Managed Service for Prometheus 2 3 A B HEFMZR NERERNF &

?Faﬁo
FRBER BRI HEFTREEHPHNI/EE AWS CLI

1. Base64 EHEREEEERZNARETHEE, £ Linux RFEL , BERATIGS

#35 B4R AE4E 22 EEE Amazon Managed Service for Prometheus 81


https://console.aws.amazon.com/prometheus/home
https://console.aws.amazon.com/prometheus/home

Amazon Managed Service for Prometheus EREEmR

base64 input-file output-file

£ macOS R#EL |, BAFERATYIGRS :

openssl base64 input-file output-file

2. WALTEF—EGT , EUBEZ[A LEER,

£ AWSCLIMRAE 2 £, @A -

aws amp create-rule-groups-namespace --data file://path_to_base_64 output_file --
name namespace-name --workspace-id my-workspace-id --region region

£ AWS CLIWgA& 1 £, @A :

aws amp create-rule-groups-namespace --data fileb://path_to_base_64 output_file --

name namespace-name --workspace-id my-workspace-id --region region
3. BETREEHESHRETELVESISEARBAT. RERERE , FRANUTHS

aws amp describe-rule-groups-namespace --workspace-id workspace_id --
name namespace-name --region region

MR status B ACTIVE , BIRREMBENEREEN.

#m 28 75 Bl 1 REAE

ZA LEFNRAERRERRENER , S TNEEEEIEAPHFEEBINER, E , ZTUT
BMENER K EXNFRES[TETRE , AR LEHRE,

£ Amazon Managed Service for Prometheus F12 & fme8 & H 35 Rl 4H R

1. BARX Amazon Managed Service for Prometheus F#£#& , { A https://console.aws.amazon.com/
prometheus/.

2. EEHEAELANIIRRER , AREEMEIEE.

3. BEEIEMNIEEID, RARBEFEHRNEERSIER,

4. ENEERENSIEEBERER,

fmiE R R E R 82


https://console.aws.amazon.com/prometheus/home
https://console.aws.amazon.com/prometheus/home

Amazon Managed Service for Prometheus EREEmR
5 (BEM) MRLETHBMNRABREER , FEE "TH, 3 "8/, .
6. EBE [, ERETTEREANREHLARE, THERE "f#F .

gE , BHALUEE TERER REEHMERE, IRRER  FREIFNAAERER , A
®RiEE THRE) LA,

EEFER AWS CLI {REER AIEREE SR
1. Base64 SR BERNARTETHEE, £ Linux REL , BEA TGS

base64 input-file output-file

£ macOS R L , BUFEATIHS :
openssl baseb64 input-file output-file
2. WMAUTHP—@EGRTULEHRER

EAWSCLIfrA& 2 £, @A -

aws amp put-rule-groups-namespace --data file://path_to_base_64_ output_file --
name namespace-name --workspace-id my-workspace-id --region region

£ AWS CLIhgA 1 £, @A :

aws amp put-rule-groups-namespace --data fileb://path_to_base_64_ output_file --
name namespace-name --workspace-id my-workspace-id --region region

3. RAFREZLVETSERMAP. BERERE  FWAUTHT

aws amp describe-rule-groups-namespace --workspace-id workspace_id --
name namespace-name --region region

MR status B ACTIVE , BIRREMBAERECEN, FEILbtzal , IEERWLFIREANDS
BRAH,

fmiE R R E R 83
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R %e 2t HF g

£/ CloudWatch B B , A LIETE R ENMRFAEMENEEEER, XHITSRBEHEEN
SRR E,

ERREZEUATERAMER

"workspaceId": "ws-12345c67-89c0-4d12-345b-f14db70f7a99",
"message": {

"log": "Evaluating rule failed, name=failure,
group=canary_long_running_vl_namespace, namespace=canary_long_running_vl_namespace,
err=found duplicate series for the match group {dimensionl=\\\"1\\\"} on the right
hand-side of the operation: [{__name_ =\\\"fake_metric2\\\", dimensionl=\\\"1\\

\", dimension2=\\\"b\\\"}, {__name_ =\\\"fake_metric2\\\", dimensionl=\\\"1\\\",

dimension2=\\\"a\\\"}];many-to-many matching not allowed: matching labels must be
unique on one side",

"level": "ERROR",

"name": "failure",
"group": "canary_long_running_v1l_namespace",
"namespace": "canary_long_running_vl_namespace"
I
"component": "ruler"

ERTHTHRAREE —LHEER,
PREUEN
ERSERA SR BIER BT,

RA R 84
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ETREER

& IETERRE) Amazon Managed Service for Prometheus TR E KA , BREESRE D EiX
NET. ESMRERER. 24 , XEEREBEETIFEKSE. Amazon Managed Service for
Prometheus &3 # Amazon Simple Notification Service #E &I E , B SAREEAEHERE
) Amazon SNS £, Bt aFABEREEEKRBERFENEL,

ETEEB®|E Prometheus H 1t Alertmanager FIME{ELThEE,
BASH T EEEABRTREEENHEREBESR .

- 7 PHEBEUNERKEIE-BHAY, EFZRRINELHTHEYRERSHEHLI B
2R, EERHNER. /W, BRERYESEIFZHHEREELENT. ECKELERER Y
O BREEESEAE—BARE

En
¢

ERTENSEBANSERABENEESARERTHBAMRERRERE. WEFHEEA ,
B<E 3>,

- % FERHFELHMAER , AISNRELEERNEN, S, ERENBEREELBRNEEM
B, RITEREREEEREBREMARMBERES., ERTUM LB HERAERFENBEHR
TEEHEHRNBEN, NFNFARBIEHRAVNFEEF , FFSB<inhibit_rule>,

- B BEREIEET -RER  JINEMERENE. SERERINERERAGTEHESINAER
FH—MREXCEENAF. EEUTER  STSEEXRBERHEA,

b
W
&5

EEEVHE , BFH PutAlertManagerSilences APl, WNEEFMER |
PutAlertManagerSilences,

Prometheus 7
&I Prometheus XF&EX , FRIBMNEARER, EXATEHOEYBEARGFTERNER,

1£ Prometheus By Amazon SERKEF , B SSEANEHEREESHEHERNEREESHE
BEH,

2
. BEM AV HT

- BYBREESAREE
. RELNERERE
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ERAEER

- BEREEESHEER FEZE Amazon Managed Service for Prometheus

+ B2 Amazon Managed Grafana BB R R S Grafana BSE R

- RESFRETEES

VER 1AM FFE]

BNBRFERAEER , L7 Amazon Managed Service for Prometheus RERAR R, BIEET
HIREPRAKY AWS Identity and Access Management (IAM) Bk | WASBUERIE MG BN ERE, BESA

@IO
{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"aps: CreateAlertManagerDefinition",
"aps: DescribeAlertManagerSilence",
"aps: DescribeAlertManagerDefinition",
"aps: PutAlertManagerDefinition",
"aps: DeleteAlertManagerDefinition",
"aps: ListAlerts",
"aps: ListRules",
"aps: ListAlertManagerReceivers",
"aps: ListAlertManagerSilences",
"aps: ListAlertManagerAlerts",
"aps: ListAlertManagerAlertGroups",
"aps: GetAlertManagerStatus",
"aps: GetAlertManagerSilence",
"aps: PutAlertManagerSilences",
"aps: DeleteAlertManagerSilence",
"aps: CreateAlertManagerAlerts"
1,
"Resource": "*"
}
]
}

HER IAM FFA

86



Amazon Managed Service for Prometheus EREEmR
< Bk — =S = =]
BUVEBTREEBHRBESR

# Z 7 Amazon Managed Service for Prometheus P EA B REEENEAR K FEIUBREESHERE
YAML #2, Amazon Managed Service for Prometheus B REEERE D KMEEEZH :

- template_files: @B8ARBEREELAENER, MEFMENR , F2H Prometheus FRAX
BN SRS EEARE G,

« alertmanager_config: S8R REESHRE, EFEMAEE I Prometheus P EREE SHRE
ERMERNEE., UFEFRET  BS2RETREEESRAXSPWERE,

® Note

iR Prometheus ERBA XX #IRH repeat_interval BFES K Amazon Managed
Service for Prometheus BR#l, AFHNELRAER, EEKHEBRAAREX , ERAT
RERBREXRHEERGEBEREXBH,

(® Note

&t A LA E 2 1E Prometheus B9 Amazon SERB EEAPIREALEER , BNXAEERFL
REENEN, IF LHEAFEACERNFRER  F2REEREESHEERLES

Amazon Managed Service for Prometheus,

f£ Amazon Managed Service for Prometheus # , BHEREESHEBERNLAE YAML ERIEH &
M alertmanager_config €MATEFMEETSEEEHEERS.

UTREREESREENELSRES

alertmanager_config: |
route:
receiver: 'default'
receivers:
- name: 'default'
sns_configs:
- topic_arn: arn:aws:sns:us-east-2:123456789012:My-Topic
sigvé:
region: us-east-2
attributes:

BUVETREESHARER o
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ERAEER

key: keyl
value: valuel

B BT M — X AV $ZUEZ B Amazon Simple Notification Service (Amazon SNS), &RIEAREH T HE
HibWEER |, AgETUER.

LTREMEEMER template_files E# M alertmanager_config ERMNE REBEREREE
B,

template_files:
default_template: |
{{ define "sns.default.subject" }}[{{ .Status | toUpper }}{{ if eq .Status
"firing" }}:{{ .Alerts.Firing | len }}{{ end }}1{{ end }}
{{ define "__alertmanager" }}AlertManager{{ end }}

{{ define "__alertmanagerURL" }}{{ .ExternalURL }}/#/alerts?receiver={{ .Receiver |
urlquery }3}{{ end }}

alertmanager_config: |

global:
templates:

- 'default_template'
route:

receiver: default
receivers:

- name: 'default'
sns_configs:
- topic_arn: arn:aws:sns:us-east-2:accountid:My-Topic
sigvé:
region: us-east-2
attributes:
key: severity
value: SEV2

FE5% Amazon SNS 7K [E 1]

MIEREATEEE , B HIFEER Amazon SNS RS A T HI&i 4,

{{ define "sns.default.message" }}{{ .CommonAnnotations.SortedPairs.Values | join "

n }}
{{ if gt (len .Alerts.Firing) @ -}}
Alerts Firing:

{{ template "__text_alert_list" .Alerts.Firing }}

{{- end }}
BVErEEEHEER
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{{ if gt (len .Alerts.Resolved) 0 -}}
Alerts Resolved:
{{ template "__text_alert_list" .Alerts.Resolved }}
{{- end }}
{{- end }}

RELNE REWES

Amazon Managed Service for Prometheus B &3 /Y I — 8 R#EUWBEED Amazon Simple Notification
Service (Amazon SNS), WMHBFHFMEA , FS B E=E Amazon SNS?,

FE

o (GBR) BB Amazon SNS &

& F Amazon Managed Service for Prometheus fIREBR , LUEAS A S EIXEIEH Amazon SNS £
EETREESHERBERPERESEN Amazon SNS FE

(2H) REBREEE L JSON & tHZE Amazon SNS

(GZF) % Amazon SNS EixZEHM B Kb

SNS EZWEFERBNEE R A

(EH) BIHH Amazon SNS =&

R LAMERBEA Amazon SNS TEREVHMEE. RMIEREER "HE, BENTE  UEEEHE
MERETEETEM4. HHARHTTP,

BREMHH Amazon SNS TEER/ECNEREERSRWS  FRESR 1 EVTEPNIRR
. FHLATERHZEERE,

ERFLEBNEEAFAERR Amazon SNS TEREBZEWNE 74  FREBLSEB 2 BT TEITREHTMN
ig'jgj_’?f*;ﬁyﬁo

% F Amazon Managed Service for Prometheus B R |, AEASHA S EIX R
&8 Amazon SNS &

BB T Amazon Managed Service for Prometheus R , LUEAS A 2 EEFIEH Amazon SNS
FE, UTHHEREHITE—@E Condition B , UEBHILEREREAZELBE, Condition

REBHE R EWER 89
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B MRS Amazon SNS FEMFZEE , LEEAFFRBLAFEIRF M Amazon Managed Service for
Prometheus TEEWE¥, NFEEEBBEREABENFRENR , BF28H B BERBEEREA,

¥ Amazon Managed Service for Prometheus BY5F 7 , LAFA EEIE B #EHY Amazon SNS &

1. 7£ https://console.aws.amazon.com/sns/v3/home BRX Amazon SNS &,
2. EEEERYP , BEXE

3. EIELE Amazon Managed Service for Prometheus # B AN EEZ B,
4. B [mE] .

5. BEEFHEE A6 ARETIBRMEAXFTEEREBKR,

"Sid": "Allow_Publish_Alarms",
"Effect": "Allow",
"Principal": {
"Service": "aps.amazonaws.com"
1,
"Action": [
"sns:Publish",
"sns:GetTopicAttributes"”
1,
"Condition": {
"ArnEquals": {
"aws:SourceArn": "workspace_ARN"
1,
"StringEquals": {
"AWS:SourceAccount": "account_id"
}
1,

"Resource": "arn:aws:sns:region:account_id:topic_name"

CEA] IREH SNS FECRA RSN (SSE) , IEE THI#ERIIEE "Action" EHRAF
) KMS £ IK. MEFMENR , 528 SNS EEMAWS KMS FFl,

kms:GenerateDataKey
kms:Decrypt

6. 1#E "Save changes (RFZ£F), .

¥ Amazon Managed Service for Prometheus FI#ERR , LB &R S EIX EIEH Amazon SNS £ 90
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® Note

fk785% , Amazon SNS £/ AWS :SourceOwner F B 4N EFEEE, NEFEE
2/ SNS FEUEE,

S

(® Note
IAM BB R BRI BERE —FR A, EER SNS TEH , MRBERESR A PRSIt RC &8y
Amazon SNS BUREHREEE , AIFERTFEEBRNER, &EVEENRALHRHERE
MIRE , F2RBURMEEE,

R EREEEREA

BEREABEBRZ2MBEE , AP REUTHFEFTNERTURFH EEESH TN ERANITXE
B, £ AWS |, BRBERAESEZREENEIEE, EEERSE (FURS) P S —ER%E R

WARS) B , AIRE S RAEBRBERE. TR IR REAENT , UEFERFEGT I A Y
Hitt B FHERRINEE, ATHLEEEREE , AWS RENTEAGEEBERFERIRFHE
R EUERY RS £ R SRR E AT B BRI B R

RMEBEERBEPMEM aws : SourceArn 5 aws : SourceAccount £EFHRBRSIE |, KR
#l Amazon Managed Service for Prometheus #&F Amazon SNS & RNFF A, WMRERFERASE K
HRAERsIE , AIEHRBRERRARFFEH aws : SourceAccount EH aws:SourceArn EF IR
B, XAEAHERNERS ID,

aws:SourceArn FY{E4ZER Amazon Managed Service for Prometheus T/E[EHR ARN,

ENREEREBABEREEMN S E , 2FH aws:SourceArn £ERHREE€E , UK
BEREW5EE ARN, IREFHEEFRNTE ARN , KENBRIEETSEER , FEH
aws:SourceArn £EHRHFAR LR  AREAEAF T (*) X ARN BRAEBD . Hla

arn:aws:servicename: :123456789012: *,

& F Amazon Managed Service for Prometheus R , LAEA A EBEIEFIEH Amazon SNS F3E
PR BER S B RE T £ Amazon Managed Service for Prometheus H{#H aws : SourceArn #
aws:SourceAccount 2FFRHFABT RS #E LBEFENRIEABE,

#F Amazon Managed Service for Prometheus FIEFR , LUEHS A B EE ZIEH Amazon SNS £ & 91


https://docs.aws.amazon.com/sns/latest/dg/sns-access-policy-use-cases.html#source-account-versus-source-owner
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_evaluation-logic.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-sourcearn
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EEREEBHBERPIEEHLRH Amazon SNS £&

BIE | B0 L& Amazon SNS EWSHIEZTE REEEHE, ZEHTIEME , BABEHE Amazon
SNS EREH Amazon Resource Name (ARN),

2% Amazon SNS EWRERNFMER , 552 H Prometheus RN HHHI<sns_configs>,

TENEE

Amazon Managed Service for Prometheus & Amazon SNS fEAB RZEWEE. B2 , HRRKERES
R, Btk F & Amazon SNS E WM FAMEBEM. Amazon Managed Service for Prometheus &
TEEBHEBERTATTIEBMY

« api_url: : B/ Amazon Managed Service for Prometheus A5 E api_url , IR AFFILE
Mo

« Http_config: WWEBM RERENTRERZER. Amazon Managed Service for Prometheus B &I
FXELIEE,

WA, FE Sigv4 FRESE "EiF, B, REBHEBM , Amazon Managed Service for
Prometheus AIE{TRERFRNERATE,

1M Amazon SNS EEREREWRENE REES

1. MREEARENEREESEREE , FEXFRESRHHRM.

2. % receivers E#HEIE Amazon SNS B B ai#EREs , Al SBR, BAILUE receivers E
B A 2@ Amazon SNS FEREAZERES , FERBEMEMEE| sns_config B A,

3. 7TE receivers EERAFIE T % YAML E#,

- name: name_of_receiver
sns_configs:
- sigv4:
region: region
topic_arn: ARN_of_SNS_topic
subject: somesubject
attributes:
key: somekey
value: somevalue

EEREEBHEBERPIEELN Amazon SNS =& 92


https://prometheus.io/docs/alerting/latest/configuration/#sns_configs
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ERIBE subject , IkFEREFASEEEBNENERERELETE , EEEEH SNSWE
AR, FEBFEAZIENELR , F2ELKEREPH EH) EQE%T‘%‘IEE L% JSON s H =
Amazon SNS,

B1E , BB % E%ﬁ% $& % L &= Amazon Managed Service for Prometheus, HZEFE
A, FBEBETR S #HHE4E 3R £ ZE Amazon Managed Service for Prometheus,

(BR) BREBREEELE JSON & HZE Amazon SNS

BAUKETREEEREA JSON BNEIXETR , SUETE Web Hook Uk im B AWS Lambda =,
£ Amazon SNS TFEEIELE R, #£H Amazon Managed Service for Prometheus B R EE SR H#
MWEREAR  $EEATTRRERNAEERGEASARER ., BN ERBIEAMIEFERTAR

g7, LLJSON BABHARAR , LEETHEBHFER SN,

4

HEL JSON BAEALRBTREEEWEE Amazon SNS , FEMBREESERE , Nz

template_files BRERHPEZE T IR :

default_template: |
{{ define "sns.default.message" }}{{ "{" }}"receiver": "{{ .Receiver }}", "status":

"{{ .Status }}","alerts": [{{ range $alertIndex, $alerts := .Alerts }}{{ if
$alertIndex }}, {{ end }}{{ "{" }}"status": "{{ $alerts.Status }}"{{ if

gt (len $alerts.Labels.SortedPairs) @ -}},"labels": {{ "{" }}{{ range

$index, $label := $alerts.Labels.SortedPairs }}{{ if $index 1}3},

{{ end }}"{{ $label.Name }}": "{{ $label.value }}"{{ end }}

{{ "3 3H{{- end }}{{ if gt (len $alerts.Annotations.SortedPairs )

@ -}3},"annotations": {{ "{" }}{{ range $index, $annotations :=

$alerts.Annotations.SortedPairs }}{{ if $index }3}, {{ end }}"{{ $annotations.Name }}":

"{{ $annotations.Value }}"{{ end }}{{ "}" }}{{- end }},"startsAt":

"{{ $alerts.StartsAt }}","endsAt": "{{ $alerts.EndsAt }}","generatorURL":

"{{ $alerts.GeneratorURL }}","fingerprint": "{{ $alerts.Fingerprint }}"{{ "}" }}
{{ end }}1{{ if gt (len .GroupLabels) @ -1}},"groupLabels": {{ "{" }}{{ range

$index, $grouplLabels := .GrouplLabels.SortedPairs }}{{ if $index }},

{{ end }}"{{ $groupLabels.Name }}": "{{ $groupLabels.Value }}"{{ end }}
{{ "3 33{{- end }3}{{ if gt (len .CommonLabels) @ -3}3},"commonLabels": {{ "{" }}
{{ range $index, $commonLabels := .CommonLabels.SortedPairs }}{{ if $index 1}3},

{{ end }}"{{ $commonLabels.Name }}": "{{ $commonLabels.Value }}"{{ end }}{{ "3" }}I{{-
end }}{{ if gt (len .CommonAnnotations) @ -}}, "commonAnnotations": {{ "{" }}{{ range
$index, $commonAnnotations := .CommonAnnotations.SortedPairs }3}{{ if $index 13},

{{ end }}"{{ $commonAnnotations.Name }}": "{{ $commonAnnotations.Value }}"{{ end }}
{{ "} 3{- end 3}{{ "}" }}{{ end }}

{{ define "sns.default.subject" }}[{{ .Status | toUpper }}{{ if eq .Status

"firing" }}:{{ .Alerts.Firing | len }}{{ end }}1{{ end }}

(ZR) REZREE S LU JSON & HE Amazon SNS
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® Note
A EREHF TEREY JSON, RENEREGRKFT T, FEEALER ZHH
TR,

EERFCEALBAPEALESR |, BIFEE alertmanager_config ERFAEKEBE T HFRSE .

alertmanager_config: |
global:
templates:
- 'default_template'

(@ Note

LA EARBEEFRXH JSON X, LEASBERRZEALAN, NMREEEEAILE
A, IREZERARAN. EAFHTANERHESE LRI,

MEESHBENR
EREEBHEER B2R EVETEESHBESR,
- PEZNEERERE K F2R SEREESHEBER LEZE Amazon Managed Service for

Prometheus,

(2 ) £ Amazon SNS EXZEEH M B ity

B &l , Amazon Managed Service for Prometheus REEHG B R\ B EEEIX4E Amazon SNS, &

AT BAAE Amazon SNS BREAMELASEEIHMBE WM |, SINEFEMH, FBEEHEM, Slack *l]o
OpsGenie

ETEH

& ERE Amazon SNS TELUASARBEZEE FEHMH , BFEMFTE. £ Amazon SNS F#A&H ,
BIE TETRL RoIEBUER TR, BEEE. BEEVITE , ARBNEFHH. Amazon SNS
SRBRETBHEEIEMIEHNEFE i, BEIHRE , ERENAEFBHFERNER Amazon
SNS BAH , REEFTRNEE, MEFMEF , F2EE Amazon SNS &,

(ZA) % Amazon SNS EEEHAib B #Y ity 94


https://docs.aws.amazon.com/sns/latest/dg/sns-create-subscribe-endpoint-to-topic.html
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Webhook

£ EELE Amazon SNS RELUS A S8 HE Webhook W2 |, 552 ETB. £ Amazon SNS 24
o BE TETE L REIEBUER "FIE. FEHE. BIFEUEIE , ARER HTTP/HTTPS, &
METRz® , BURBREERSRRMAIRE. ERAMAFME , Bl HTTP w8 HTTP W2 B E
Amazon SNS B4, WMTEFMEN , HSEEFTE Amazon SNS T, MEFRMEA Slack webhooks
BARRMGETR B NN EEN , FSREUOAFEH ffﬂﬂ%ﬁfﬁﬂﬂ-f Amazon SNS FAE & #ZF Amazon
Chime. Slack 3 Microsoft BEX ?

Slack

£ EH#& Amazon SNS EEREASALEBMHEE Slack , BEMEIRIE, LW LLE Slack B email-to-
channel BB SE 4 , Wt Slack AT LA ES ?-EIH*FEHE WHEHEHZF Slack BE , HEE O LUSE
F Lambda EI&U& Amazon SNS BHIEE A Slack, NEEHRESTEFBHETRBEENFMEENA |
A2 RS Slack Webhook #J AWS SNS F/EET R, MFEARRER Lambda BB LLE Amazon SNS
AEE;E Slack WEFER |, BB W4 Amazon Managed Service for Prometheus B2 Slack

| o

>

OpsGenie

WEELIEEE Amazon SNS ERELUSA Rl E ZEH P EBIEFA OpsGenie , SR REEHEAN
Amazon SNS 4,

SNS #U & A BB B K5 Al

SNS AEABIBTIRA , ELERH SNS ENERE, BERSH

- ARBEIE utf Fit.
MR- T REAMM UTF-8 misF &1 BEBAFAR.
- BE—EFEEYE , HEES "8E. BES "Truel .

- BEE-EASEN  HEES "B BERA "TAR  HR-TREAMN UTF-8 BEFHL
=8

- AEBZE,
- THER-HETEZA. BERHAR,
- BEE-EASEN  HEES "X BER "TAR R
- AECHEE,
- ABRREREEHHRSR,

AMETERZH. -
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https://docs.aws.amazon.com/sns/latest/dg/sns-create-subscribe-endpoint-to-topic.html
https://aws.amazon.com/premiumsupport/knowledge-center/sns-lambda-webhooks-chime-slack-teams/
https://aws.amazon.com/premiumsupport/knowledge-center/sns-lambda-webhooks-chime-slack-teams/
https://stackoverflow.com/questions/49341187/confirming-aws-sns-topic-subscription-for-slack-webhook
https://aws.amazon.com/blogs/mt/how-to-integrate-amazon-managed-service-for-prometheus-with-slack/
https://aws.amazon.com/blogs/mt/how-to-integrate-amazon-managed-service-for-prometheus-with-slack/
https://support.atlassian.com/opsgenie/docs/integrate-opsgenie-with-incoming-amazon-sns/
https://support.atlassian.com/opsgenie/docs/integrate-opsgenie-with-incoming-amazon-sns/
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- BEE—EFASENE  HEES "HE L BESR "Trues

- BEE-EASEN  HEES "BEKL UKk THAR  BR-FASEHR XKB Bl , RABMA
1B 256 KB Y K/MRE -

- FETR ASCll,
MERER - AR ATHTENEY ASCI FF. 1 EEREE.
- BFE-EREEE , HRES "B8d BEA "TE : #3R - IS IFTFER ASCI F
TTd o
- TECEM,
- TEREREENRAR,

- BB -ERSEN , HRES "B B "EE  #R-THEER X AF A A8
18 100 fE=F T KPMRE o

- AERBUHERERNRE/E,
- BBRENNASBIL,

- —EHEBMASBUMNE TE, NEFE "MessageAttribute : $F533-X FEHEBM S HMIER , B
AW MessageAttributeKey 3. 1 MessageAttributeValue

- AEBHECEE
- HAtbFA S BIEASMER.

- BIE-EAEEY  HEA 26BN , YA CBRASBE A EMessageAttribute : Error-X |
K AETiBiB 256KB K K/NRE,

HEREESHREER FEZE Amazon Managed Service for
Prometheus

ERHMEEY Alert Manager fHEEEETHLEBER , KU EEIEARBEZXER , B EAEE
A5 LEERAER AWS CL,

(@ Note
WRIBIEEEIT Amazon EKS £5 | th i LAERBE AR Kubernetes BIAWS #2 %85 HEE R
EEESHEESR,

()
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£ FiE AR Prometheus ) Amazon SERE T IXAFEIIRENE TR =10

1. FARX Amazon Managed Service for Prometheus & , {1 https://console.aws.amazon.com/
prometheus/,

2. REFREELANIIERET  REREMAIER,
3. EEIHEMNIEEID, REEFEREEIRIER,
4. MRTIFEEHEBREEEESR  FEEFEES.

® Note
NMRIEEECERNRNEBETREEEER , FRAEE [BW.

5. EHUEREER, ENMETR ERER K RREFRE.

® Note

HE , BULUERRE [(BUEEH)1BE , BEUNMERYERETRADRETE, E€EY
87E L ERI iR S5 TR AR RE,

£ AWS CLI KB REEBHR LHETEE

1. Base64 EHEREEEERNABRE TR, 7 Linux REL , BRIEA TGS

base64 input-file output-file

£ macOS R L , BUFEATIHS :
openssl baseb64 input-file output-file
2. FELEER, FWATIEP—ERS.

EAWSCLIfRA& 2 £, @A -

aws amp create-alert-manager-definition --data file://path_to_base_64 output_file
--workspace-id my-workspace-id --region region

£ AWS CLIfgA 1 £, @A :

tEsHNEREESARRERE
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EAEER
aws amp create-alert-manager-definition --data fileb://path_to_base_64 output_file
--workspace-id my-workspace-id --region region

w
i

NEESHEEREREEVETSERMAT. BERENRE , FRWAUTH T :

aws amp describe-alert-manager-definition --workspace-id workspace_id --
region region
IR status / ACTIVE , RIEMWHBEREEEERDE R,

RS TEENEREESHABIC AWS CLI AFHWEREESARE
1.

Base64 EXEREEBERRNARETHEIS, £ Linux RFEL |, &

BRIEATHGRS
baseb4 input-file output-file

£ macOS &L |, BAFEATYmS

openssl baseb64 input-file output-file
EELERER  BBATIHHA—EGS.

EAWSCLIMRAE 2 £, @A -

aws amp put-alert-manager-definition --data file://path_to_base_64 output_file --
workspace-id my-workspace-id --region region

£ AWSCLIRRAE 1 £, @A -

aws amp put-alert-manager-definition --data fileb://path_to_base_64 output_file --
workspace-id my-workspace-id --region region

3. FMEREESHEREELVESISENMAY. FERERE , FWAUTHS

aws amp describe-alert-manager-definition --workspace-id

region region

workspace_id --

LEEHBEREESHEERER
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MR status B ACTIVE , BIZHHEREEEEHRCE N, EH<r , BAETNEREEESME
RMARAS,

B2 Amazon Managed Grafana =B R 815 Grafana B E R

&7 Amazon Managed Service for Prometheus A Alertmanager 2 37 K98 = # Bl 7] LA Amazon
Managed Grafana f Grafana FETEXENRR , *MEE-RETPHE-—LHNERKRAUNETR, EiB
Amazon Managed Grafana , R AR B RAUMELENE R,

DB R

1EFR % Amazon Managed Service for Prometheus 4 Z| Amazon Managed Grafana Z &l , 824

B T 5 SRR

- BAAWBREN AWS tRF # 1AM BE , T e AN ERFT A XNE L Amazon Managed Service for
Prometheus fl IAM &,

Y
W

MBEBMEIT AWS 55 1 IAM BROHMAET , HSH L.

- {&XBHA Amazon Managed Service for Prometheus THEE |, W EREMEL T, BERTEH
THE , B2 BEITERE, BEBEZEE Prometheus B2 , #1310 Alertmanager MR, WFE
RS TENHMET | 5520 Prometheus 5288 X #,

« ZBE7E Amazon Managed Service for Prometheus FE%E Alertmanager #HREFF AR, MEHE
Amazon Managed Service for Prometheus 1 Alertmanager B #EF , F2E BEREEE, WNE
RANFHER  F2RECHERINEREL,

o RUARLTE Amazon Managed Grafana , S IEfE#11T Grafana B9 B UR I8 TERR Ao

- MREFEHI R Amazon Managed Grafana , 4B Grafana 2B, MEFMENR ,
REEREBRRETEEE Grafana .

- MREFEHAMR Grafana BHRERBRZ | BAEHIT 9.1 HEFRA,

3
V2

(® Note

&I AE A B MR Grafana , {BE AR —IREE (Grafana BR) WeE , MBEREL A
XGE sigv4 REREX , FEER Grafana FEIY Amazon Managed Service for Prometheus.
MEFZHMET , 5520 X Grafana BRREAES Grafana ¥Rk , LU
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https://prometheus.io/docs/introduction/overview/
https://docs.aws.amazon.com/grafana/latest/userguide/alert-opt-in.html
https://grafana.com/docs/grafana/v8.4/alerting/unified-alerting/opt-in/
https://github.com/awslabs/aws-sigv4-proxy
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« Amazon Managed Grafana 478 & {& T 5I5F Al F gEE A I&HY Prometheus BilR. BUEISLHE
¥18 = https://docs.aws.amazon.com/grafana/latest/userguide/AMG-manage-permissions.html|

FRfy R B EENEFEERE,

aps:ListRules
aps:ListAlertManagerSilences
aps:ListAlertManagerAlerts
aps:GetAlertManagerStatus
aps:ListAlertManagerAlertGroups
aps:PutAlertManagerSilences

aps:DeleteAlertManagerSilence

i E Amazon Managed Grafana

R & B &1E Amazon Managed Service for Prometheus BT R ERUME R , BIFEA
Amazon Managed Grafana #f&E LB RMERRHERETLE Amazon Managed Grafana RFE .

# Amazon Managed Grafana R EB BN E RERR

1.
2

w

N o o A

BHREUE TEER Grafana £ 4,
£ TR, T, BE TERXERL

B B RURH Prometheus ERIRIE, MR 2 H 8 REXE Prometheus ERIEKIR |
1£ Grafana #7118 Prometheus BRI KR BNEBEEZEH,

£ Prometheus ERIRIREH , EHN "EREREESFEAENEHEERET, »
RE TERRRL N HE.

BAFNEREEEER R,

£ TEREES, ERRREREESR , METIERE

3
¢
dn
N2

« TEE, 5REA Prometheus,

« $¥ URL ER%E , F5fEM Prometheus T/EER URL , BBRI{E[E ID 2BHFTER
B, R#%H /alertmanager MYMEIFER. B0 : https://aps-workspaces.us-
eastl.amazonaws.com/workspaces/ws-example-1234-5678-abcd-xyz00000001/
alertmanager,

- £ "B, T, BIRK TSigV4Auth, . EEER Grafana BIFEEREAAWS B35,

=nes
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https://docs.aws.amazon.com/grafana/latest/userguide/AMG-manage-permissions.html
https://docs.aws.amazon.com/general/latest/gr/signature-version-4.html

Amazon Managed Service for Prometheus ERAEER
- 1E SigV4Auth F#HIERT , BR THERESE. |, =#A4%E Prometheus BITERRK[E1F |, B0
us-east-1,.
- 1§ THERRL BERER true,
8. &IE Save and test (FEEIAIER),

9. #&H Amazon Managed Service for Prometheus B RIREERZ B E AR Grafana #1T
ERRERER., BRERLE Grafana B/~ HEFEZIZREB Amazon Managed Service for
Prometheus #{TENEMERRA, BRER (ERAPETR) IFS

REFEEREES

£ CloudWatch B35 B , BATLLETEREEEMRAABARENRHS®, FAHEBREES
FEEBAY SR SRR X R
eS|

o MW key/value BE
- EERBEBERHER

{
"workspaceId": "ws-efdc5b42-b@51-11ec-b123-4567acl120002",
"message": {
"log": "Message has been modified because the content was empty."
"level": "WARN"
I
"component": "alertmanager"
}

ERTETEEEHASNEERENAZAAR,
REVE)E

BEARE T EER o
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RELHNEBERNEESHS  YRARCHSERANMEZERERENBTRER,

JE ASCII 4

AFEETHES

"workspaceId": "ws-efdc5b42-b@51-1lec-b123-4567acl20002",
"message": {
"log": "Subject has been modified because it contains control or non-ASCII
characters."
"level": "WARN"
3,

"component": "alertmanager"

EXRTEEERIE ASCI FITo
REUEN
BREAXAEEMUPAIRIEI ASCI ZAEBNBE,

MW key/value B

AFEETIEE

"workspaceId": "ws-efdc5b42-b@51-1lec-b123-4567acl20002",
"message": {
"log": "MessageAttributes has been removed because of invalid key/value,
numberOfRemovedAttributes=1"
"level": "WARN"
1,

"component": "alertmanager"

ERTHRRE/EEY , BHCBRELAS BN,
REVE)E

EMTEEAREAFEBENES , AREEBETSHERN SNS FASBEM. MFEERE Amazon SNS
FTRENASNFEES , F2RHE SNS =5
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https://docs.aws.amazon.com/sns/latest/api/API_Publish.html#API_Publish_RequestParameters
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= -4
2R B S

Ht2e8 THES

"workspaceId": "ws-efdc5b42-b@51-1lec-b123-4567acl120002",
"message": {
"log": "Message has been truncated because it exceeds size limit,
originSize=266K, truncatedSize=12K"
"level": "WARN"
},

"component": "alertmanager"

ERTELEFASKRMBK,
REUEN
EEEBETRUEBRASER , RREFABUFERPRE

HE R BRER

A28 THER

"workspaceId": "ws-efdc5b42-b@51-11lec-b123-4567acl120002",
"message": {

"log": "Notify for alerts failed, AMP is not authorized to perform: SNS:Publish
on resource: arn:aws:sns:us-west-2:12345:testSnsReceiver because no resource-based
policy allows the SNS:Publish action"

"level": "ERROR"

},

"component": "alertmanager"

JER R Amazon Managed Service for Prometheus RSB RIERXEEE SNS EEMEF,
PRENEN1E

E& ¥ Amazon SNS = EMFHUHE RS ®F Amazon Managed Service for Prometheus #§ SNS A&
BEEEEMNBED. B SNS FEUBCER |, EBRIE aps.amazonaws . com (B M Prometheus B E: &

FEREEE 103
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B2 E R FEUER Amazon SNS £, FE SNS FEUBKEWEFHER , 5528 Amazon fEEE A
PR 75 B 3 A & 57 5 09 55 Fl [ R 8 § #1 Amazon SNS 17 HRIZ i €545 2= 45
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https://docs.aws.amazon.com/sns/latest/dg/sns-access-policy-language-using.html
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https://docs.aws.amazon.com/sns/latest/dg/sns-access-policy-use-cases.html
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RiAC SR A R4

"‘—IJ«XEFE Amazon CloudWatch B FHaC8& M ESIE ThaE 2R B B A M Prometheus ERFAEH Amazon
ER,

« fEf CloudWatch E £ RKE5# Amazon Managed Service for Prometheus,

« £ CloudWatch H & & 4R Amazon Managed Service for Prometheus B REBSRMREE
#.

CloudWatch E £

EAR Prometheus By Amazon ZERBESEAEREHER. CloudWatchiIELI5EREEE
ITHEEFRZEANTRM, BRIEPHAWS/UsageMAWS/Prometheusi B ZEFRENGERE,
CloudWatchiE & #54Z % CloudWatchBE 12, MEFARIAIELERNFFMERR |, 582 B CloudWatch
SRR

CloudWatch £ BRER CloudWatch & iR
ELB
ResourceCount  IngestionRate AWS/Usage & {5 FE E R =R

By : BUHH

BRIRFTEA : FHH. T
PR, EFR. #&M

ResourceCount  ActiveSeries AWS/Usage BEIEERA S FHIR

=
By : 5t8

B ER  FHE, T
PR, EFR. #&M

ResourceCount  ActiveAlerts AWS/Usage BEIFENBARETRR

By : 58
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CloudWatch & BREHB CloudWatch Z#&E iR
EEB
BRMETERA . FHH, T
BR. LPBR. #H
ResourceCount  SizeOf& R AWS/Usage THEFRAEERNEKX

N, BT REN
By : uxid

BRRTEA : FHH. T

BR. LPBR. #H
ResourceCount  Suppresse AWS/Usage BRI EEERBRAREN
dAlerts ERBE, BERUEBHE
o 1D 5l 2R R
B 5TE
BRMETER . FHE, T
BR. LPR. #&F
ResourceCount  Unprocess AWS/Usage BEIFRERREEARRE
edAlerts NERBE, BR—BKE

BN, RSERKREEARAE
AlertManager , B EE %
T —EEABE T,

By : 5t8

BMMETER : FEB. T
PR, EFR. #&M
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ERAEER

CloudWatch £ BEREE
EEHE

ResourceCount AllAlerts

AlertMana -
gerAlerts
Received

AlertMana -
gerNotifi
cationsFailed

AlertMana -
gerNotifi
cationsThrottled

Discarded -
Samples*

CloudWatch & #&BE

AWS/Usage

AWS/Prometheus

AWS/Prometheus

AWS/Prometheus

AWS/Prometheus

DU

=8 TFEEMMEMIRERN

BREE.
By : 5T

BRRTEA : FHH. T
PR, EPFR. #&M

BREEAKRIINADER
T

By FE

BRRTEA : FHH. T
PR, EFR. #&M

RBBENEEHE
By : FH

BRRTEA : FHH. T
PR, EPFR. #&M

[RENEREE
By : 5t8

BMMETER : FEB. T
PR, EFR. #&M

BREGINEREHIHE
By : 58

BHAER  FHE. T
PR, EFR. #&M

CloudWatch E &
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CloudWatch £ BEREW CloudWatch ZEE iR
EEHE
RuleEvaluations - AWS/Prometheus HAFILEHE

By : 5 H
BRRTEA : FHH. T

BR. LPR. #F0
RuleEvaluation - AWS/Prometheus & F P B9 #7 BIl FE 4 R BOX B
KB _
By 5™
BWRETER - FHE. T
BR. LPBR. #&F0
RuleGroup - AWS/Prometheus 1 P P R A B9 AR R B AR IEAX
lterationsMissed REo
B 5T
BRMETERA . FHE, T
PR, LPR. #&F
CEFREHANELEERNT,
RE B
greater_than_max_sample_age EEHEB — /DR,
new-value-for-timestamp BEENEAEUTRR LB R&HNRBEREE,
per_metric_series_limit FRECEISREEERFNIERAPFSI,
per_user_series_limit AFEERESFIIRHNER,
rate_limited BAEXER,
sample-out-of-order EmiRIEFEE | BEEREE,
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ERAEER

R&A

label_value_too_long
max_label_names_per_series
missing_metric_name
metric_name_invalid
label_invalid

duplicate_label_names

(® Note

&

et

BREBBAFNFTRE,
ERECHBESEEENERERE,
ARHABERERE.
RENEERBEN
RENEREN
RETEENEREH,

TEENERVIEREXERS 0 WEMAR.

(® Note

RuleGroupIterationsMissed, RuleEvaluations, # RuleEvaluationFailures

BETHIHEHBMN RuleGroup #E :
RuleGroup####, RuleGroup

1£ Prometheus H{EIEE LERE

CloudWatch 2§

B LA E R EHRER Prometheus BRI ERAE RN, CloudWatch

Z E ActiveSeriesTE Prometheus & L

RERE

1. BIE "RREEE ., 28 , AR O TEEE=EActiveSeriesH.

EERCEERES , A2ER B ERNER,

2. EBFRTEZRBRAET.

3. HEEEENFRGD  RMERGERCTEAPEERE  RREET -5,
4. FERTEBES , EIEA SNS THE , BV H SNS TELEBAEEEHH,

F%7E CloudWatch &
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5 EMEEBARAD , EBEREBANEARNA,
6. IZIE Create alarm (BILER).

CloudWatch H&$

B M Prometheus B9 Amazon ZERIEECEE T Amazon BESH M BB EPHNE REESNER
FEBRMBELEEMH, CloudWatch MEEBBETREEENMREANFMAEN  F2RAEETNETREE
EXE, B TEREFRHERZEMEIGE CloudWatch SEFH E TR, EHLLE Amazon Managed
Service for Prometheus £ A HEH AWS CLI , SREFLEEM B, BT LU CloudWatchE# &
PR RERELRHEE. NFEERETEADRE CloudWatch FEHEERRNFMERN , F2EE
A8 CloudWatch®d 8y ( CloudWatch fE FIEC &k B MECEEER) o

CloudWatch R B H RRZ AT L8P 24 5Gb Y CloudWatch i08%. BiBREH ERFEMNCESE
#CloudWatch EEH EWE,

FE
« FRIE CloudWatch 52848

% CloudWatch 52 $&4E

B AR Prometheus B9 Amazon S ERIFECEE T Amazon B BFEETNEREERNERE
MRMEEEH, CloudWatch

& ] LATE B A 7 Prometheus i?@‘:‘u‘ﬂ’] Amazon ZE R FELE CloudWatch AEFEFEEEAHRE |, L AWS
CLI ZEBHW API 55REPERE HFFFC kA8, create-logging-configuration

TRMRAF

ez Hicreate-logging-configuration , &M T 5l R B =k 5 & 2 PR B 1N 2 2848 A RER E
CloudWatch z2#H#Y ID A,

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"logs:CreateLogDelivery",
"logs:GetLogDelivery",
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https://docs.aws.amazon.com/prometheus/latest/userguide/AMP-alert-manager.html
https://docs.aws.amazon.com/prometheus/latest/userguide/AMP-alert-manager.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/Working-with-log-groups-and-streams.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/Working-with-log-groups-and-streams.html
https://aws.amazon.com/cloudwatch/pricing/
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"logs:UpdatelLogDelivery",
"logs:DeletelLogDelivery",
"logs:ListLogDeliveries",
"logs:PutResourcePolicy",
"logs:DescribeResourcePolicies",
"logs:DescribelogGroups",
"aps:CreatelLoggingConfiguration",
"aps:UpdatelLoggingConfiguration",
"aps:DescribeloggingConfiguration",
"aps:DeletelLoggingConfiguration"

]I

"Resource": "*"

ZERTE CloudWatch 5C8&%E
Ba LA AWS E£# A 57 Prometheus B Amazon SEREPEEE A%, AWS CLI
Console

£ Amazon Managed Service for Prometheus ¥ 1% & 5% E i %

1. SEFTTHEFAENERTH "HFEL REIERK,

2. 2F TR ARELAN TEEER.

3. 1 "HFEEMK THXNBEPRE '£2%., .

4. * "THFEEME, THXBES , BRELERM BN BFEEE.

BB AT LATE CloudWatch 2 AR FAVECEEE,
5. BEREEE,
AWS CLI
BT LA FER EEC 8% 4HRE AWS CLI,
EEFHREGHE AWS CLI

- fEF AWSCLI, T T 55,

aws amp create-logging-configuration --workspace-id my_workspace_ID
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--log-group-arn my-log-group-arn

BR 5
- WA S ERR &

Amazon Managed Service for Prometheus {Z5E# R warning = error BN EH.
o BERK/NRH

CloudWatch fe & B &R KB RERTA 5120 EFTt. & CloudWatch Logs 1838 E| /R Bl ik X
NREIE , 2 EBRUAUABEN R #EHE/aws/vendedlogs/,

BB A AR RN E RBRIE | Prometheus B Amazon S ERE S EFAEIEEN
CloudWatch AFEHEMNEHN AFERBE. BEHRZES CloudWatch Fe#kiE & REAIKX
/BRI, 557 CloudWatch Se# S B #H Z MWAIE M L£/aws/vendedlogs/. E&EE Amazon
Managed Service for Prometheus T2 AT EY HHEAK  BFBERBNIESMNE /aws/
vendedlogs/. MEFMER , FFS BI04 CloudWatch & 1 R A B 28 B F L8 AWS R
I ED 8%

% 7E CloudWatch FC8%#E 112


https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/AWS-logs-and-resource-policy.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/AWS-logs-and-resource-policy.html
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MR f4F 37 B A K AR AR

THERBBEREERTTEEEBABREFE&REIL Amazon Managed Service for Prometheus 18 E8#Y B
Ko

TEEEHRAIRAE ?

HHZHEF , EEENEERZEAE, EHEAEREEENEFUERBEREENEHREAEE —L
BA  MERRTERERRAN—/ BOESEER, NFE LARREERNFMENR , F2HE Amazon
Managed Service for Prometheus 7 fm BEE K EE.

RARRARER EZRMTE ? MAREHEEURAE ?

HRAZHEFMS , IR (MFEEENREFE) RASHNRAR, SR EKERR (@ MNKRER
fR) SR DA R FINE | SR ERHEEER,

& LA iU EE R IERE KAV UREE (HTER) RSFE : Prometheus fAIBRES (EREBRERNER THIT) MBIT
AWS hRR OpenTelemetry (ADOT) W B & X TBAHAE, scrape_intervalflin , iGUERERLE 30 ®
®inz 60 ¥ , MEWEAESRLD — ¥,

B LAEA <relabel_config> &F#25{#iXE Amazon Managed Service for Prometheus BY35
=, MEBEE Prometheus KERX AP EFELHNFMEN , 5526 Prometheus SRIAXHHH

https://prometheus.io/docs/prometheus/latest/configuration/configuration/#relabel_config,

FEREAXETNRKEFEZRTE?
SHRARRREENEARBME. LTNRESHEEBEEHRA,

RTERZBHRETHRNAERMEANES , B UEZEHIE ABMBREERE. Amazon Managed
Service for Prometheus B 7] 7 B G R FH BN A BERKER KN EH

MRBRD T HEENREHNE , ERERNEDERE ?
EALEERBEMN | BRBIREXERESH A,

MREREREE (SIEM) REHE , BT REREG ZERBELUEE Retention time for
ingested data Ei%E.
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https://aws.amazon.com/prometheus/pricing#Pricing
https://prometheus.io/docs/prometheus/latest/configuration/configuration/#relabel_config
https://console.aws.amazon.com/support/home#/case/create?issueType=service-limit-increase
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MMARSENEREHKEARIK ?

BErESHHEENEREYEN  ESRNENERAKER, EAUEAUTRERSECERER , LkE
RRA o

 # Amazon ZER#E AR Prometheus B — BAR Prometheus B Amazon Z & REABHE T
RRTREREEANEAREMELSSTAY , RANABRESEHAREZEATHARES EFHNIE
R, ETIEE Grafana PRRESATAM. EAREESENRARA=FHES, BEAM Prometheus
B Amazon SERBFHERERKBREL , TEBRINEHHERTEMRS T HENEN,

RMEZFREE Amazon SERBE T &Y Prometheus FRRLEETR , MARAPERRZRGL.

- RECERER — RECEREAN—ERESEZRENEDENRERIR. IRAKIES ES
H—XAWER, BEE28REE—X , IENEHEHMREERBAUAECHEAENERER,

- FAREDE —EIPBEANEERESENEANRE , RACSRENESER, BEE
PromQL EFFWEMRE X NMESEREZTEERNER, i, ETRA+G  EEXTES+2EN
CIEEIRE :

- alert: metric:alerting_rule
expr: avg(rate(container_cpu_usage_seconds_total[10m])) > 0
for: 2m

expri&8 ¥ ABFavg(rate(container_cpu_usage_seconds_total[5m])) > OBIRARIRE
EJ %N

—RWE , BEECNETAI  YRECLEHURBOREEERLER. CTEEBERRNY
EERSEE T LRTEBNET  NRMEFET , AR HERBORBIAERE, NRETR
FERENRBRENERE , ATERATUEBCES , HTaEHREEH.
EERETURYARERS, B, SUEBBARERNERERTRRAGERERTERE,

MEFBEERR Prometheus B Amazon S EREH R HERNEMAENR , F2H.

g

TEES

3 AT LUE R R LE R AR SR ES R IR RO AR 2

IngestionRateff Amazon F#{TES#E CloudWatch SARERIEHIBARAR ., MEHRITE CloudWatch
HEZ48 Prometheus 1842/ Amazon S EREMFFMER , 528, CloudWatch E£
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KA AR ERRAIIREN ?

& AWS Cost and Usage Report BHtEH AWS FERER , MIEIRE B AR HAEEIR S BB TE
HEA., WEFREA K BSRMER AWS FAFNEAEHS ? TAWS RABERNERARKAFE
1 P

ATEXRREEAVLELARS ?

Amazon Managed Service for Prometheus EEARBERN 7 B EEEN , At EH B A EHN KA
giRE. ERNAEEIESNEREERE , HARK , ZNREA B EREK, NFEEREENFHEEN
(‘BEREUE) , 55288 Amazon Managed Service for Prometheus EREE K EE,

® Note
. EREHESNER  MESESR, BRANERBAEEHT B, THEAR
R,
. FEREMMSB AWS Organizations , FREMERRENRAIRSHE | MFSEESTE

(FRARFE —ZAEBEEIRF), EHBTAERFHAENEE (EXERIER) 2T
—EERE , FFERFHEUBENERKE,

FMBR T Prometheus T/EEFTHE Amazon FE& RIS , BT
AN ER, ATREEBAETE?

HEBERT , —ERMERENARAWS EETHIINIE  EENMNMIEEREABERZEICH
BRI TIFEE, RRBRAETIRESHIMERZEESS
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https://docs.aws.amazon.com/cur/latest/userguide/what-is-cur.html
https://aws.amazon.com/prometheus/pricing#Pricing
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EREM AWS REES

Amazon Managed Service for Prometheus E2E fh AWS {EREE S, ZA<HiFRHAEE Amazon Elastic
Kubernetes Service (Amazon EKS) B AEs#2 (BB Kubecost) B & , UKk A Terraform #HiEEB
AWS T M INER AN EKS EREITENTHREMBRE R,

£}

- B2 Amazon EKS RAERES

« fEA AWS AJERI M hNEER

- ESEAREHEERN AWS 2585
« & CloudWatch 154282 Firehose

B Amazon EKS FANEEI® 4

Amazon Managed Service for Prometheus B2 Amazon Elastic Kubernetes Service (Amazon EKS) FX

AEEPE (F8EC Kubecost) S |, BT AP ETE , WIRMHEBHREIL Kubernetes HREH R, #

B Kubecost £/ Amazon Managed Service for Prometheus , ST LA Al EbiERE AR U EE X
HNEE,

B2 Kubecost B4 T ZERBMETE Amazon EKS #EER A, B LUKIE K Z 8 Kubernetes AR/
K RA[DEBRINEBERER  EZRZHEERENR, B UEASIEEELRE , LERBERERHNIE
ARAIEH AR

UTRBEE - B ERH|PEE Kubecost BEMIETR :
- BE—REES  ZEETMUME Amazon EKS RANEEREE —HEES B2 AWS HERXE

Integrating Kubecost with Amazon Managed Service for Prometheus.,

- ZRERG  BETHROMIE Amazon EKS BAEZRESEERS | FSH AWS EFERK
E : Multi-cluster cost monitoring for Amazon EKS using Kubecost and Amazon Managed Service
for Prometheus.

(® Note
MEBBEFER Kubecost BWEFHHE RN , 5528 Amazon EKS &SR R KA,
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https://aws.amazon.com/blogs/mt/integrating-kubecost-with-amazon-managed-service-for-prometheus/
https://aws.amazon.com/blogs/containers/multi-cluster-cost-monitoring-using-kubecost-with-amazon-eks-and-amazon-managed-service-for-prometheus/
https://aws.amazon.com/blogs/containers/multi-cluster-cost-monitoring-using-kubecost-with-amazon-eks-and-amazon-managed-service-for-prometheus/
https://docs.aws.amazon.com/eks/latest/userguide/cost-monitoring.html
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e AWS BRI DR BS

AWS A& Amazon Elastic Kubernetes Service (Amazon EKS) BEXREHAHEMTE  S8E
7, ik, BRAERWI. EEZE Amazon Managed Service for Prometheus. Amazon Managed
Grafana, i#E M OpenTelemetry B AWS Distro MEMTE, ATHBE—RFERELTE , AWS
2R Terraform 8 |, LUEBELRKE (FBA AWS 1] 8B M INEES) 5% E o #AI4E

AWS TTEEM RSFR M ERERIN M, NGINX BBEME S RNVEH, RETIRMEER Amazon
EKS B5ERER AR EH,

Terraform EARFEEMMERBE A 4E Terraform GitHub BEERY AWS Al EEEMinEz BEE LK E, B
B &REA AWS I8 M RSV SRR X E,

DBEIRHF
EEMEA AWS TEREEMES LU ARERE Amazon EKS B T 5L REH -

- AWS CLI : AR fefn T1THAL AWS ZhRE.

* kubectl : AR ER TSRS EH EKS B

 Terraform : AR BBRILBRAATRNER. BXEHES IAM ARK AWS RHEERE , %A
B EE RSN AWS tRFE M MEE Amazon Managed Service for Prometheus, Amazon
Managed Grafana 1 IAM, MEEBHUMMERTE Terraform AWS 2EEMWFMHEN , FBFSHE
Terraform FREAXHHHAWS REE,

f5£ F B/ R e BE 12 2 51

AWS ARt R SRR FlEE A |, EL TR FERAFEMM Terraform #E4H K% E M4HRE Amazon EKS
BENAEAUME, WEAREFER AWS ATHRRAMINER R EERREEE. WFEAEERALE
AREMBEHMINEENFMER , 5528 GitHub L Existing Cluster with the AWS Observability
Accelerator base and Infrastructure monitoring,

R EREREEEE Terraform 1#4H
1. REBEEEFEBEVERNERRF  FRUATHSERRBEE,

git clone https://github.com/aws-observability/terraform-aws-observability-
accelerator.git

2. FEALUTHSHBIL Terraforms

AWS ] #3814 iR 2F 117


https://docs.aws.amazon.com/grafana/latest/userguide/what-is-Amazon-Managed-Service-Grafana.html
https://docs.aws.amazon.com/grafana/latest/userguide/what-is-Amazon-Managed-Service-Grafana.html
https://aws-otel.github.io/
https://github.com/aws-observability/terraform-aws-observability-accelerator
https://nginx.org/en/
https://github.com/aws-observability/terraform-aws-observability-accelerator
https://aws.amazon.com/blogs/mt/announcing-aws-observability-accelerator-to-configure-comprehensive-observability-for-amazon-eks/
https://docs.aws.amazon.com/cli/latest/userguide/getting-started-install.html
https://kubernetes.io/docs/tasks/tools/
https://learn.hashicorp.com/tutorials/terraform/install-cli
https://registry.terraform.io/providers/hashicorp/aws/latest/docs
https://github.com/aws-observability/terraform-aws-observability-accelerator/tree/main/examples/existing-cluster-with-base-and-infra
https://github.com/aws-observability/terraform-aws-observability-accelerator/tree/main/examples/existing-cluster-with-base-and-infra
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cd examples/existing-cluster-with-base-and-infra

terraform init

3. EBMH terraform.tfvars =R , T IEHHFIFTR. BER Amazon EKS EEMEA AWS [EiF
MEFEE ID,

# (mandatory) AWS Region where your resources will be located
aws_region = "eu-west-1"

# (mandatory) EKS Cluster name
eks_cluster_id = "my-eks-cluster"

4, EIBHEEEFERANIHERE , 5523 Amazon Managed Grafana THEE, MEABNAELH T
EEMFFMER , 5520 Amazon Managed Grafana £ &5/ HEL BN E —E TIEE,

5. EWmRIFHMIT TGS , B Terraform B WESEIAER Grafana TIEE. BEER
grafana-workspace-id B4 Grafana T/EEM ID. o

export TF_VAR_managed_grafana_workspace_id=grafana-workspace-id

export TF_VAR_grafana_api_key="aws grafana create-workspace-api-key --key-name
"observability-accelerator-$(date +%s)" --key-role ADMIN --seconds-to-live 1200 --

workspace-id $TF_VAR_managed_grafana_workspace_id --query key --output text’

6. [EH) ZEfAHEA Amazon Managed Service for Prometheus TE[E |, 554% ID ¥ig8 =
terraform.tfvars 8% , MTIEBIFR , & prometheus-workspace-id BH#BEMN
Prometheus T4E[E ID, MMREBARIEERENIERE , AlgAEEIFH Prometheus TEE,

# (optional) Leave it empty for a new workspace to be created
managed_prometheus_workspace_id = "prometheus-workspace-id"

7. ERTHHTEBERRGR

terraform apply -var-file=terraform.tfvars

ERELZN AWS IRFHREVER , @RUTARE !

« £33 Amazon Managed Service for Prometheus T/EE (BRIEBBIZFEAREN TEE),
 Prometheus TEEHHNBEREESHERE, BRAKRA,
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https://docs.aws.amazon.com/grafana/latest/userguide/getting-started-with-AMG.html#AMG-getting-started-workspace-create
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- BB B THEESFHLH Amazon Managed Grafana BRI HR @& R, SR ER R aws -
observability-accelerator. E&&ZMRAINE TATHAMIRFERER To

« EFTEHS Amazon EKS #E£ iR E B AR OpenTelemetry B AWS Distro , AI#SIgEE* EEHN
Amazon Managed Service for Prometheus T{E[&E,

EEREFHVERIR , 557 Amazon Managed Grafana T EEHRHABUSEERR. MEEEEH
Amazon Managed Grafana B E#IE M , 5528 Amazon Managed Grafana £ & RPN E
Grafana T{EEH T4E,

ZEBERREHBEN AWS 285

Amazon Managed Service for Prometheus B2 Kubernetes 5 AWS 24185 (ACK) & , ¥ X EE®E
&1 Amazon EKS FTEE, BREEEMRAER. B AWS 25188 AR Kubernetes BET
EREZ (CRD) #R4LE Kubernetes Y11 , M A S EZHEENTHNTMAER.

AR EFERBA AN{AI £ 3 A Amazon EKS #E £ 5 A Prometheus B Kubernetes 1 Amazon S & RIEERE
AWS ZFHIgS,

BB LAREN B Kubernetes AWS 1R HIESHYERER N E | AR N BE AR Prometheus 2 Amazon
ZERIEH ACK #4188,

DB R

EFHBAEE AR Prometheus B9 Kubernetes AWS #2 #2881 Amazon ZERIEEE Amazon EKS £ %
BREl, BAAEMUT ZRIGEH,

« BAEBEEEEN AWS tRFE FFFT |, FeELEERERET I XA Prometheus l IAM B &L

Amazon ZE R,

- IZWABHEAE ERA OpenlD Connect (OIDC) B3R B Amazon EKS #5,

EBAKREAE OIDC , B LAER T e SREH. FBicBA% YOUR_CLUSTER_NAME F AWS_REGION
BMARFWIEREE,

eksctl utils associate-iam-oidc-provider \
--cluster ${YOUR_CLUSTER_NAME} --region ${AWS_REGION} \
--approve
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https://aws.amazon.com/otel/
https://docs.aws.amazon.com/grafana/latest/userguide/AMG-working-with-Grafana-workspace.html
https://docs.aws.amazon.com/grafana/latest/userguide/AMG-working-with-Grafana-workspace.html
https://aws-controllers-k8s.github.io/community/docs/community/overview/
https://aws.amazon.com/blogs/containers/aws-controllers-for-kubernetes-ack/
https://aws.amazon.com/blogs/mt/introducing-the-ack-controller-for-amazon-managed-service-for-prometheus/
https://aws.amazon.com/blogs/mt/introducing-the-ack-controller-for-amazon-managed-service-for-prometheus/
https://docs.aws.amazon.com/eks/latest/userguide/getting-started-console.html
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WMEAFR OIDC B2 Amazon EKS #EEFEAREEMER , 552 Amazon EKS EREERTH
OIDC B pliRtE 5o BEMEL IAM OIDC 124 E,

- BMZATE Amazon EKS & H &% Amazon EBS CSI fEg)iE=(,

. WABEERE AWS CLI, BYF AWS CLI AfRtdar S 5L AWS IhEE,

- BERE Helm , Kubernetes WEHEESR,

- BAFEEH Amazon EKS BEFERE £ A Prometheus HI2 &I FEIER,

- BN EEAE Amazon Simple Notification Service (Amazon SNS) WERE | BHFERFITEEEAE
Ro ETESRIEEHEF Amazon Managed Service for Prometheus R , SUSA B BXABIZERE,

EREEREN Amazon EKS B |, BEZTLUEBMIW kubectl get --raw /metrics &F
A Prometheus & NILHVIEIE, RELRSERMHFZE Kubernetes BRFE AWS 2 HIZFHVIRHIZS , W AEA
BREBEERR Prometheus BRI Amazon ZE R,

A Kubernetes SfZEH AWS #ZF|258 TEE

EE A Prometheus THEEZBHH Amazon SERY , BEELRHE Kubernetes B HIZFHY AWS 2 4#
25, REEAIEHISFREL TEE,

85 AWS A Kubernetes Y322 4188 & Prometheus T/EERZFE M Amazon S ERK

1. FEATHGSRER Helm Z8 Amazon Managed Service for Prometheus BR#12 4185, EH
MER , FZE LT Kubernetes By AWS 1#2&lI28H Z % ACK #ZHISRFHANH. GitHubRERY
RIRERIERN2# |, flfus-east-1,

export SERVICE=prometheusservice

export RELEASE_VERSION='curl -sL https://api.github.com/repos/aws-controllers-k8s/
$SERVICE-controller/releases/latest | grep '"tag_name":' | cut -d'"' -f&°

export ACK_SYSTEM_NAMESPACE=ack-system

export AWS_REGION=region

aws ecr-public get-login-password --region us-east-1 | helm registry login --

username AWS --password-stdin public.ecr.aws

helm install --create-namespace -n $ACK_SYSTEM_NAMESPACE ack-$SERVICE-controller \
oci://public.ecr.aws/aws-controllers-k8s/$SERVICE-chart --version=

$RELEASE_VERSION --set=aws.region=$AWS_REGION

LoER  KEZXERINEURUTRARNEE , RRA,
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https://docs.aws.amazon.com/eks/latest/userguide/authenticate-oidc-identity-provider.html
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You are now able to create Amazon Managed Service for Prometheus (AMP) resources!
The controller is running in "cluster" mode.
The controller is configured to manage AWS resources in region: "us-east-1"

A LOB M A T SIS RER® Kubernetes # AWS #I85H#E4IB8 2B IR,

helm list --namespace $ACK_SYSTEM_NAMESPACE -o yaml

IEASEE B2 425 ack-prometheusservice-controller EEAME , @8 status:
deployed.

2. FRATIHRANXEILBEA workspace.yaml WIER, EEALEERELNITHEEHERER,

apiVersion: prometheusservice.services.k8s.aws/vlalphal
kind: Workspace
metadata:

name: my-amp-workspace
spec:

alias: my-amp-workspace

tags:

ClusterName: EKS-demo

3. BITTIRTURYITHEE HTERREESR 1 PRENRKEE).

kubectl apply -f workspace.yaml -n $ACK_SYSTEM_NAMESPACE

g EoA , BEKEHER —AFNIER , EENIIKRFHPBA my-amp-workspace,

BT TS URRTEENFHAEATNRE , BEITHEE ID, RF , BHALE Amazon
Managed Service for Prometheus 12 & RBRFTH TEE,

kubectl describe workspace my-amp-workspace -n $ACK_SYSTEM_NAMESPACE

® Note
OB EARE TEE , MARLHTEE,

4. BEIWEF yaml ERMAFABFENHERE | I AlertManager A THIERET T —EER,
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https://console.aws.amazon.com/prometheus
https://console.aws.amazon.com/prometheus
https://aws-controllers-k8s.github.io/community/docs/user-docs/adopted-resource/
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HIAERE R FA rulegroup.yaml. #% WORKSPACE-ID Btk E— @S BN THEE ID,

apiVersion: prometheusservice.services.k8s.aws/vlalphal
kind: RuleGroupsNamespace
metadata:
name: default-rule
spec:
workspaceID: WORKSPACE-ID
name: default-rule
configuration: |
groups:
- name: example
rules:
- alert: HostHighCpulLoad
expr: 100 - (avg(rate(node_cpu_seconds_total{mode="idle"}[2m])) * 100) > 60
for: 5m
labels:
severity: warning
event_type: scale_up
annotations:
summary: Host high CPU load (instance {{ $labels.instance }})
description: "CPU load is > 60%\n VALUE = {{ $value }}\n LABELS =
{{ $labels }}"
- alert: HostLowCpulLoad
expr: 100 - (avg(rate(node_cpu_seconds_total{mode="idle"}[2m])) * 100) < 30
for: 5m
labels:
severity: warning
event_type: scale_down
annotations:
summary: Host low CPU load (instance {{ $labels.instance }})
description: "CPU load is < 30%\n VALUE = {{ $value }}\n LABELS =
{{ $labels }}"

AT #HRES T4 alertmanager.yaml, #% WORKSPACE-ID &tk t—ESBHI(ERE ID,
$E# ARN ### ARN , SUENEHEXIREREFERN##H Amazon SNS T8, AWS B &
i21% , Amazon Managed Service for Prometheus #4788 Amazon SNS £REHIFF T,

apiVersion: prometheusservice.services.k8s.aws/vlalphal
kind: AlertManagerDefinition
metadata:
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name: alert-manager

spec:
workspacelID: WORKSPACE-ID
configuration: |
alertmanager_config: |
route:
receiver: default_receiver
receivers:
- name: default_receiver
sns_configs:
- topic_arn: TOPIC-ARN
sigvé:
region: REGION
message: |
alert_type: {{ .CommonLabels.alertname }}
event_type: {{ .CommonLabels.event_type }}
@ Note

RABRFISLHABERNEN | F2[E RuleGroupsNamespaceData Hl
AIertManagerDefln|t|onDatao

5, BMTTHRTHUEVRARBFEAMNEREESHAR (W TEURREESR 1 FRENRREH).

kubectl apply -f rulegroup.yaml -n $ACK_SYSTEM_NAMESPACE
kubectl apply -f alertmanager.yaml -n $ACK_SYSTEM_NAMESPACE

LoERNRAETELRE,

® Note
EEFEHER, MAREYER , REEH yaml BR , REBIXRFIT kubectl apply
A,
EEZMBRER , FEIT TS, BlResourceType KB EEM|
BRWorkspace, AlertManagerDefinitionm K& R HERuleGroupNamespace, A
EMBRAE R B BEResourceName X,

kubectl delete ResourceType ResourceName -n $ACK_SYSTEM_NAMESPACE
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EERFTEENRE. T-HRPAEEEENEEIEREEZRTFE.

#H%E Amazon EKS #&ELLE A Amazon Managed Service for Prometheus
TEE

AEFFREAMAEA Helm #% Amazon EKS #EH#1TH Prometheus AR R ERBIEFEEALREL—
EREE I #Y Amazon Managed Service for Prometheus TEE,

EEEFF , SFECEUN IAM A2 BUAREIER. IREHREEMN , F28 B
Amazon EKS BEREEEMEEEN RS A E UREFREANE R, MREERELET , K

/oy IAM B amp-iamproxy-ingest-role,
£ Amazon EKS E£ R E Amazon EKS HRBRFEE A

1. FATHGSREEIEREMN prometheusEndpoint. #% WORKSPACE-ID &k F—EiW TE
& ID,

aws amp describe-workspace --workspace-id WORKSPACE-ID

PromeTheusEndpoint #EEEZERF , LB THHENERAL -

https://aps-workspaces.us-west-2.amazonaws.com/workspaces/ws-alb2c3d4-al23-b456-
c789-acl1234567890/

@7l URL , SMERRET R EESER,

2. FATHANXEINER , WAEHEMBEA prometheus-config.yaml, ###ERABEHRE ID,
# WorkSpaceURL/ BB ERIF K EIM URL , ARG region BRALRFERN AWS E
.

serviceAccounts:
server:
name: "amp-iamproxy-ingest-service-account"
annotations:
eks.amazonaws.com/role-arn: "arn:aws:iam::account:role/amp-
iamproxy-ingest-role"

server:
remoteWrite:
- url: workspaceURL/api/vl/remote_write
sigvé:

region: region
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queue_config:
max_samples_per_send: 1000
max_shards: 200
capacity: 2500

3. FEATHEMN Helm 5% , &3 Prometheus BR M B =EREZBUR N B RRAS,

helm 1s --all-namespaces

RIBZER AN , Prometheus BRMap B EZ R A prometheus , I B ERRA
A[RER 15.2.0

4. fERA. BT THE&S PrometheusChartNamePrometheusNamespace , M £ — {85 B
R PrometheusChartVersion¥%l.

helm upgrade PrometheusChartName prometheus-community/prometheus -
n PrometheusNamespace -f prometheus-config.yaml --version PrometheusChartVersion

RoER  CEEIFEAIBVAR.

5. =% , #&iB awscurl & Amazon Managed Service for Prometheus i % , B 2 E K I EHE
BE. & T##, KRB AWS BE ERCERANEE |, YERASESR 1 RIREIN URL ######
# URLJ o
awscurl --service="aps" --region="Region" "
query=node_cpu_seconds_total"

workspaceURL/api/v1/query?

BB E B LZE I Amazon Managed Service for Prometheus T/E[E , ¥ {FH YAML EREABERE | ©®
Amazon EKS B2 ERIZTIEE, SLER , BABFTERES (CRD) , £ Amazon EKS EHERE
Erh, EAILABER Kubernetes AWS 12 HIZSHVIRHIES | BERBEEEEARN Prometheus ERAVFT

B Amazon ZER.

4 CloudWatch 15 EE Firehose

R EERBA 4N{A]{&E 8§ Amazon & CloudWatch 12 &R FE A Amazon E ¥l Firehose , AWS LambdalA &
WIS IS E A Prometheus B9 Amazon S & Ri%.

&4 A AWS Cloud Development Kit (CDK) R E#E , LA I Firehose RX{J &, Lambda #
Amazon S3 f#FirEE , MR TRTEEMN RS,

{# A Fire CloudWatch hose B Amazon 151 125
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H@H
AX

L ARNE - HERA/IE T REERERME,

CloudWatch #ER&HR AR RIEFEREEE HTTP iwHE Amazon S3 #FATE.

REERRER DT 4 BASR
« HARESTRIRAF

« 3 Amazon Managed Service for Prometheus T/EE
- REMAM
- TREHE

SRR

- DEEHWIRREPLZRENFEE. AWS CLI

- BELNIREFLE AWS CDK Typescripto
- BREEHIREFZE Node.js M Go.

« AWS AIEIZ2 1% CloudWatch 52 H O github Ff#E ( C(WMetricsStreamExporter ) EREE]
NOES R R

31 Amazon Managed Service for Prometheus T{E[E

1. WE A PR REREBREREIE Amazon Managed Service for Prometheus & E A #1117, ERB T3
#E 3 Amazon Managed Service for Prometheus TE[E :

aws amp create-workspace --alias prometheus-demo-recipe

2. BMEESHEATIETEYENIER
aws amp list-workspaces

MZEAHEI Amazon Managed Service for Prometheus BIZEME A , 552 F Amazon Managed
Service for Prometheus R &R,
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https://docs.aws.amazon.com/prometheus/latest/userguide/AMP-getting-started.html
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ZEMIKIEE

1. REMKIER

f#t aws-olly-recipes RFENREHD , FAUTESTKEREER

CWMetricStreamExporter :

cd sandbox/CWMetricStreamExporter
B, EREADBRE &K, WEAETE.

2. BEBTHRTHKEHBES /cdk:

cd cdk

3. HTUTHSLRE CDK MMM :

npm install

4. KESKSFOREFENRESK  REBEAUTHTHEEHREBES /lambda :

cd lambda

5. —HiA /lambda ERKE , AU TGS RE Go HMKIER :

go get

RHECREMBAEKE.

Gk gl

1. HERTFEMNRBE P , B config.yaml &2k Amazon Managed Service for Prometheus
THEE URL , IER# {workspace} Bt S EVKN TERE ID , A& Amazon Managed
Service for Prometheus TAEEFTTERY @i,

Bl , AT REBRA

AMP:
remote_write_url: "https://aps-workspaces.us-east-2.amazonaws.com/workspaces/

{workspaceld}/api/vl/remote_write"
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region: us-east-2

RIBENETEE Firehose R E R M Amazon S3 REFEITFRHNERE,
2. EREE AWS CDK #l Lambda RFF , BHEEEMNRE&KFIETUTES !

npm run build

WBESBRUHEAREE Go Lambda ZH#RE X4 |, W #& CDK #BFEZF|. CloudFormation
3. PEEKHE , FREALEIHEMEN IAMEE,
4. (BR) BEEBITTIGHELHEE | AN BRI,

aws cloudformation list-stacks

£5 CDK Stack HWitBESHEFEH,

#1722 — {8 Amazon CloudWatch i

B, £E2R8E 7T —fE lambda HBREZRIER , LAILHE Amazon BIZ1EFER CloudWatch.

EE® Y CloudWatch EE &R

1. EEZE CloudWatch E£# A& , 41 https://console.aws.amazon.com/cloudwatch/home#metric-
streams:streamsList , ARZIBEVE I IBEZER R,

2. EBHFEEE, JURMEEE , SEMETEZ[,

3. % Configuration T7F4 , E#EF "EEEIRFHEEWIRE Firehosel o

4. B EMER CDK L£RIE UM Firehose, £ NZEUER Kinesis ¥l Firehose 81 TR EE
fOEEEREINER. BESEHRE (dkStack-KinesisFirehoseStreaml123456AB-
samplel234,

R B E R JSON,
AREERERE FTHEEERNER,
iZ1ZF Create metric stream (B IBEERK).

(EA) EERF Lambda HEFA , FEEE Lambda TR EWEEHEK
KinesisMessageHandler, #H MBS, R5IBEMN "id#k. FRSIER , £ "SENFWY,
TEZEEEMHEMN Lambda EE#W AE,

£l2 —1{& Amazon CloudWatch 7 128
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® Note
RZURRES JETERRE "ER, RIERTPETHAA

FHERIRIE EE{ Amazon R & CloudWatch E| Prometheus #J Amazon FEE R

=

BB ERRAEFHEANER. THEFRAMMATIERE, ESFLEERINERSER.
BEER

1. BEFEAUTHTMER CloudFormation H#42

cd cdk
cdk destroy

2. Kk Amazon Managed Service for Prometheus TEE :

aws amp delete-workspace --workspace-id \
“aws amp list-workspaces --alias prometheus-sample-app --query
'workspaces[0@] .workspaceld' --output text®

3. H\#% , £ Amazon # CloudWatch #l CloudWatch & &k Amazon 8E&.
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Amazon Managed Service for Prometheus I Z £ M4

ERmZ2R AWS RERW—IR. HBAAWS NEF , SHELEENDONEBRRBEHER  BLEHNE
BEARERT2MARBMEKRETN.

ZEMRE AWS BEHERENER, AESAEEREERARRNEZEHNERFNREMN

- ERAENEL - AWS BEREE AWS Cloud F#1T AWS RN EREEHE, AWS HiRHETR
2FERANERK. E=AREZAESEHIETRBIRMLZEMHNERY , A AWS EHFTEN—
Do BETHERAR Amazon Managed Service for Prometheus BI&#HETE] , 5F28 AWS AR5t
SN REEE .

- BElRARNEL - ENETECRAAERAN AWS R, FUXAHHEMREES K SRENNER
. BRFNERNERERNER,

ZNER BA 44 5 B SR R AR 20 ] £ /£ F§ Amazon Managed Service for Prometheus BER X EETEH,
T 5 EBEREA MR E Amazon Managed Service for Prometheus REF A BN L HEHRBE, &
A B AR an{Al 58 A Ho it AWS BR#E , B Bh QBRI {RE Amazon Managed Service for Prometheus &

Ro
X8
» Amazon Managed Service for Prometheus i & £HRrE

« Amazon Managed Service for Prometheus HJ &% Bl 82 17 Bl &
« 1AM FFAIMIBUR

+ Amazon Managed Service for Prometheus H & 157 B2 3%

» Amazon Managed Service for Prometheus 1 #J18 JE Ihag

» Amazon Managed Service for Prometheus I E B R £ 4

+ {#H Amazon Managed Service for Prometheus IR EL &

« 5 AWS CloudTrail 28 Amazon Managed Service for Prometheus AP| FE0Y
- RERBIRFH IAM A€

+ {8 Amazon Managed Service for Prometheus F /& VPC w2
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https://aws.amazon.com/compliance/programs/
https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/services-in-scope/
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Amazon Managed Service for Prometheus H i & RHRE

AWS HESFERBERARN Prometheus B Amazon ZERB PN ERMRE., MEERFFHR | AWS
EEREHTE AWS EiR. £8 aﬁﬁﬁﬁtgﬁ%mmtn{'ﬁmﬁﬂﬂﬁﬁﬂﬁo ruEREEFFER
AWS R WRLHEEBNEETE, NFERBLENGFHES K F2RERAELEEREEZE, 0FE
FRBNERREBENHEBEN , F2H AWS T2 MEEK LM AWS HEHNEFEEZ A GDPR %%
BXE,

ERERREZBEN , RAEZEEH AWS IAM Identity Center 5 AWS Identity and Access
Management (IAM) {RE AWS tRF BEAERLREERIERAE, Mt—R , SEAEHAEHISES
HEEREEEMAENGTT. RfECERERATIFRNREESR :

- BERFEHECRAZSEEZREE (MFA),

- {£/ SSL/TLS & AWS EFRETEH. RMFETLS 1.2 WEZRFEA TLS 1.3,

- EARE API MfERAEEEFZ & AWS CloudTrail,

- EF AWS MEBFRFR , URHPWBEMILR LG AWS R,

- FRERNZERLRIE (B0 Amazon Macie) , HBIREFREFEE Amazon S3 HWEBUBE R,

- MBHREFBHSINEDR AP FEEFEER AWS 1B FIPS 140-2 B8 ZIINZ34E48 | 55 H FIPS
imEh. MEFR FIPS M FIPS MM ESHEEENR , E2RAE P EARIEZZEE (FIPS) 140-2 #1E#,

BEMEEBRCEUITESETFNE B U FREIBRAET  HERRIAHBANFRL
B, flmEBRL. SEFEELERAETEA. API S SDK £AE AWS IR#% AR Prometheus S H
ft ABY Amazon ZERK K. AWS CLI AWS BERE B BB XX FRAL P AV EFER ERATEE
ARFTERZEH B, MRERERMNFFAKRF[M URL , RFAZEBRFT VN ERE CHRARI[F RN
URL A IZERBEF.

F&E
« Amazon Managed Service for Prometheus W& K &
- BREEME

Amazon Managed Service for Prometheus W&

Amazon Managed Service for Prometheus B WE X FHRIERENIEEER | SMEREKRFFHITH
Prometheus fAlfR25/&3% = Amazon Managed Service for Prometheus, EREZELUTAZR :

- BRE

ERRE =


https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/compliance/data-privacy-faq
https://aws.amazon.com/blogs/security/the-aws-shared-responsibility-model-and-gdpr/
https://aws.amazon.com/compliance/fips/
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- BBREBRANSEERNEREER (ST ERERY)
- BREMINEEERE

—HAF ID gRETEEFNEN, EL D RETFINEFER. EFEZE2FHAF ID.

B AWS Key Management Service /& Prometheus B Amazon SERFSMBZEER () S/ EHN
E¥, AWS KMS Amazon Managed Service for Prometheus & EEL &8,

(® Note
EAR Prometheus Y Amazon SERBIZERTARMBERNEFZESR, WFE
Prometheus B Amazon SEREFERFEANEE  URNAFERAEECHEFSESEN
HIMER B, BEnE

Bt ERESaEER HTTPS ETNZ, BERARM Prometheus B Amazon = & IR#E vl £ R 20 4E A
HTTPS REEE A A F EiZ < BH AWS Eig,

TREE IR
RIFEFERR , Prometheus B Amazon SERBFSEBABIRUEBREMNE , Y EH AWS HEENNZ LB
R 1T IR E,

- AWS BEER £ — BAM Prometheus B Amazon SERBSFEHELSREBNRLERET
EENER., SEZRf, EENEA AWS HEN SR , U EEIRRHEERAER. T8 , £1F
EXREABEREETMER , BTRBNZLERNNSE®., NEFHMAEHR  F2H (AWS Key
Management Service BE A BIEmM) FH AWS HEEN 28,

NEBEEREIRNBOREHREFER (FIEATEIEF) WEERALFEEH N, ER
BEUNESBENZSREREFNERNEZLEAEN,

A ERY THEER , BEEATFZIESR .

- BEEZE S48 : Amazon Managed Service for Prometheus XEFAFREN, BEITENHBE
FSESRBRMBIEEDINER, ARETURTSERELMNE , REESTUTER

- B MEZESRBUR
- BUAHE IAM BERNE F1R%E
- BANERAERBER
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Amazon Managed Service for Prometheus EAEES
- HEER
- BUSBRIA
- RETWMAMEBR

MEHMET , F28 (AWS Key Management Service BIZAEEE) FHNEFEESE,

BERZNMMVERFEFEENSRER AWS AN TR, CRAFFEESREYNTHREZRELZER
RER AWS RN ER (R2TFR).

® Note
EAM Prometheus B Amazon SERFSFER AWS #HEN SR EBRATENS , &R
ELENER,

BER  FHAEFEENESREE AWSKMS &R, MEEEBMNFMEENR , 528 AWS

Key Management Service E1E,

MEFERBENFMEER AWS KMS |, F2H "1 E=E AWS Key Management Service ? |

® Note
ERAEFZESREVNIHREREFER AWS ZEWERETHEEL

Amazon Prometheus FEE R 2A7E AWS KMS
Amazon Managed Service for Prometheus ZEE={AEREST REERAENEFZE LR,

ERFEREFZES®MEN Prometheus TEEE I Amazon ZFERMEF , Prometheus B Amazon
TERBEERBFREEE , ARBEIL={ERME, CreateGrant AWS KMSH I FEET AWS KMS AR
& FBAR Prometheus B9 Amazon ZERBEEEIIRE R KMS €488 , BIEREZER KRB (5
m, FHHE Amazon EKS BEE MBI IEEE B th2 ik,

Amazon Managed Service for Prometheus EERE T REFEALNEFZESWET T HIRIPIRE

- #%DescribeKeyEREiX AWS KMS £ , BIEREU T EERRHNEBEFZE KMS £RE2EE
Mo
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https://docs.aws.amazon.com/kms/latest/developerguide/overview.html
https://docs.aws.amazon.com/kms/latest/developerguide/grants.html
https://docs.aws.amazon.com/kms/latest/APIReference/API_CreateGrant.html
https://docs.aws.amazon.com/kms/latest/APIReference/API_DescribeKey.html
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o {#iXGenerateDataKeyER AWS KMS IE4XHEFEESBRMENER 18,
- BIAEFER AWS KMS B EMBNBIRER , EAUEREMRNEZEZNERR.

B AR Prometheus B Amazon SERKEE A AWS KMS £ 2 7 = EiZ# , & Prometheus Y
Amazon SERBERAREEA SR, B EBEFSHRBCK. FHESRIARBRERBIRESEBNFI
B, EHTELEECH , EXX) THRELIHENERR, SN ITEEPAEEBRLEEREX,

M RBLEAH XN BBREMRENZEE , Amazon Managed Service for Prometheus #% & % 7 EUEE
AEFSESRNEZENEMNER  tBELFEEEIEIEENER , MESFENEERERENIRE,
BEXRETRENFERSEEMEFER , MAATRKAEX,

/A Warning

- MRBERAEE  RESWBEER P B Amazon Managed Service for Prometheus BJ17EL
B, IELETFRIEEN. EXEIEENFHERSELIMTI , MBETEKAEKL,

ZEBIE R Amazon Managed Service for Prometheus ¥ £#8HZEUE , B AT LLB R ZET4E
EER L RRERHER,
- MREHERE  AELIENEIZERE  BIEETHNERSKAEK,

SB1 . BUEFSESLH

& LAME A AWS Management Console, 5 AWS KMS API EVHEBNWEFEESEB, REKEBK
RIBHIEENEFEEE | €88 Amazon Managed Service for Prometheus TEEFH A EEEER RS
o TR,

BUHBEFZESR

KB (AWS Key Management Service B ABIER) FEVHBEFZESRNITBHET,

SHRBRERHFEFZESRNFIVER, SAEFZELRBLEARE—BSRBK , HPITERE
HULUEASBEREAFEASINERN, EEVEFZESRE , TNIEESRBR, NEFHEEA ,
=28 (AWS Key Management Service IR A B1ERE) TMNEEEFZESBNEFR.

EEREFZE S8 E Amazon Managed Service for Prometheus T EREFER , QIS EE LB
EHRAFTS AP #1E .
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https://docs.aws.amazon.com/kms/latest/APIReference/API_GenerateDataKey.html
https://docs.aws.amazon.com/kms/latest/APIReference/API_Decrypt.html
https://docs.aws.amazon.com/kms/latest/developerguide/create-keys.html#create-symmetric-cmk
https://docs.aws.amazon.com/kms/latest/developerguide/control-access-overview.html#managing-access
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kms:CreateGrant : fiEEFZESRNRE, RESERIIYHEE KMS £RNFEE RN
#T77E Amazon Managed Service for Prometheus PFREMNRIERIE. MEFHMEF , F23H (AWS
Key Management Service B A B1E®M) FHEARE,

iE A1 Amazon Managed Service for Prometheus #1175 1E :
- N GenerateDataKey AELEMEZENERSBIEMNUUFEE , RAERNSBTEIEARME,
« F0Y Decrypt AEARBEFENMNBEER S|/ REFIMBHNE S,

kms:DescribeKey : RItEFZELWMMNFMEN , B Amazon Managed Service for
Prometheus BESERTE S8,

LAT 2481 $H¥% Amazon Managed Service for Prometheus 78 HI BERIR N 4 :

"Statement" : [

{
"Sid" : "Allow access to Amazon Managed Service for Prometheus principal within
your account",
"Effect" : "Allow",
"Principal" : {
"AWS" o "M
I
"Action" : [

"kms:DescribeKey",
"kms:CreateGrant",
"kms:GenerateDataKey",
"kms:Decrypt"

1,
"Resource" : "*",
"Condition" : {
"StringEquals" : {
"kms:ViaService" : "aps.region.amazonaws.com",
"kms:CallerAccount" : "111122223333"
}
1,
{
"Sid": "Allow access for key administrators - not required for Amazon Managed

Service for Prometheus",
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::111122223333:root"
.

"Action" : [
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https://docs.aws.amazon.com/kms/latest/APIReference/API_CreateGrant.html
https://docs.aws.amazon.com/kms/latest/developerguide/grants.html#terms-grant-operations
https://docs.aws.amazon.com/kms/latest/developerguide/grants.html
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"kms:*"

1,
"Resource": "arn:aws:kms:region:111122223333:key/key_ID"

1,
<other statements needed for other non-Amazon Managed Service for Prometheus
scenarios>

]

- MEABEBKRTIEEFINFMEN , 8208 (AWS Key Management Service fi# A B8
) .

- MEEREHEDE S EFENFMENR , 528 (AWS Key Management Service BiZ A &35
)

SER 2 - A Prometheus B Amazon SERBIEEEFRFSE4ia

BB TERER , TLEBRB A KMS £ ARN RIEEEFZE£148 , Amazon Managed Service
for Prometheus & Atk ARN R in2 TERFIEFENE R

HER 3 REMRIE (HI Amazon ZER Grafana ) S EIE

WSBREEREHISER EHRFEREMARIEEE Prometheus EXH Amazon SERBE , T F
EWFER,

B MMZREIBE LR EMREEHR |, BRIEMFPItEEFERAE AWS KMS 8, flan | R EEERF
A Amazon & Grafana REIZ ERMERIRJE R | ""Méﬁﬂ%%iﬁﬂﬁﬁﬂigﬁ:ﬁ Amazon ZEM

Grafana.
= Amazon ¥ ER Grafana FHUENEESE SR
1. TEEH Amazon %"fé Grafana T/EEBEH | BEEAEEIZE Prometheus Z Amazon 2 & R#%

NIEREZE, E€HETEM Amazon S&E® Grafana THEENHEEZH,

2. BETENIEEFERAN JIAM ACEHE, EBHNEX KAnazonGrafanaServiceRole-
<unique-id>, FRASETACBHNTE ARN, BEREBNSEHE AWS KMS Ei#AHiE
ELERE,

3. EEBWAWSKMS BEEFZESBEER |, BEKEEIT Prometheus BRAHK Amazon 2E R T
EEHEEANEFSESE., SSHRESBACHFAERNER,

4. B [EWRERE] BB [#iE) B,
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5. REB|WBEESH | BELELAERTIM Amazon ZE Grafana IAM A, ATHEEERZHKE |, &
A RERETE R,
6. BIE[FE], & IAM ACHIBEEBEREBE,

&K Amazon Z& Grafana TEEEE A LLZEUE AR Prometheus B9 Amazon SERE TEEFH
ERl, BulEMEAESACHEBETEFRE , LEEHMREEIEN TEE,

Amazon Managed Service for Prometheus INZRAR

NEATR-EEZANESREY  SSEMNEECEABREET.

AWS KMS EAMZARTEAEMBEEY , AXEBERENNE, ELAENRERNERDESNE
RER , SRNBEAR AWS KMS BEREEMFNER, "ERZEN , EL4AEFRPISHREN M
ZARR,

Amazon Managed Service for Prometheus MR R A

i AR Prometheus B Amazon SERKEFFE R AWS KMS iR SEXFERMERNMBZAS , &
Pe@fiftaws:amp:arn , HATEREMN Amazon ERETE (ARN),

Example

"encryptionContext": {

"aws:aps:arn'": "arn:aws:aps:us-west-2:111122223333:workspace/ws-sample-1234-
abcd-56ef-7890abcdl2ef"
}

ER BB EITER

ERERYBNEFSESRNFEIEEERE S UERK &N BFRERANEZEARR , LUEH
EESESBNGERAR. MEARABFTHEHREAWS CloudTrail 2, Amazon B EAER CloudWatch
B&EEH

EAMZEARTEFHEEFZESRNFE

BB UESRBERN IAM RS |, £AMZEARBTHES conditions REFHNEBEFZESRY
L, S ER T HEMINERERE.

AmazonAmazon Managed Service for Prometheus SERESF , FHMBZEARRHIREHEHIRS S E
BHYNEFZESRNFIE., BRTFRESFERRTFATNERECAEENMERE,
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ERAEER

Example

LTRETFTRENZEARCEFZESRFIENSRBCKRENES . HBERFAXFHRGESER
SEREEMZ AR INEABREYE.

"Sid": "Enable DescribeKey",
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::111122223333:role/ExampleReadOnlyRole"

I
"Action": "kms:DescribeKey",
"Resource": "*"

"Sid": "Enable CreateGrant",
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::111122223333:role/ExampleReadOnlyRole"

.
"Action": "kms:CreateGrant",
"Resource": "*",

"Condition": {
"StringEquals": {
"kms:EncryptionContext:aws:aps:arn": "arn:aws:aps:us-

west-2:111122223333 :workspace/ws-sample-1234-abcd-56ef-7890abcdl2ef"

}
}

EZ# Amazon Managed Service for Prometheus B N2 < 88

Ath
=N

£ AWS KMS B F 2 & 2888 Prometheus THEEM Amazon = E RIS AR |

IBATLAfE

FAWS CloudTrailsf Amazon CloudWatch Logs SR #EE A Prometheus B9 Amazon 3 & R &%

FMFER, AWS KMS

Tyl 2ét¥iCreateGrantGenerateDataKeyDecrypt., FIEE#REH¥ Prometheus
DescribeKey B Amazon ZEREFUL KMS 4 , LERHEFEESRINZNERMN AWS
CloudTrail =4 :
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CreateGrant

ERMER AWS KMS BEF ZE L@ IMBR TERERE |, Prometheus B Amazon S EREERREEIX
={ECreateGrantiEX , LLEEUEIEEM KMS £, Amazon Managed Service for Prometheus
BIYNBESEBNE AWSKMS BEF S ELBRHERBANER,

LT EHIEH S50 CreateGrant B4k :

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "TESTANDEXAMPLE:Sampleuser@l",
"arn": "arn:aws:sts::111122223333:assumed-role/Admin/Sampleuser@l",
"accountId": "111122223333",
"accessKeyId": "EXAMPLE-KEY-ID1",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "TESTANDEXAMPLE:Sampleuser@l",
"arn": "arn:aws:sts::111122223333:assumed-role/Admin/Sampleuser@l",
"accountId": "111122223333",
"userName": "Admin"
},
"webIdFederationData": {3},
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2021-04-22T17:02:00Z"

}

},

"invokedBy": "aps.amazonaws.com"
},
"eventTime": "2021-04-22T17:07:02Z",
"eventSource": "kms.amazonaws.com",
"eventName": "CreateGrant",
"awsRegion": "us-west-2",

"sourceIPAddress": "172.12.34.56",
"userAgent": "ExampleDesktop/1.0 (V1; 0S)",
"requestParameters": {
"retiringPrincipal": "aps.region.amazonaws.com",
"operations": [
"GenerateDataKey",
"Decrypt",
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"DescribeKey"
1,
"keyId": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE",

"granteePrincipal": "aps.region.amazonaws.com"
1,
"responseElements": {

"grantId":

"Qab0ac0dob000f00eaddcc@aleddfcOObce@0dc000f0000000cObcPa®@00aaatSAMPLE"

1,

"requestID": "ff000af-00eb-00ce-0e00-ea@00fb0fba®@SAMPLE",
"eventID": "ff000af-00eb-00ce-0e00-ea®00fb0fba@SAMPLE",
"readOnly": false,

"resources": [

{
"accountId": "111122223333",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"
}

1,
"eventType": "AwsApiCall",

"managementEvent": true,
"eventCategory": "Management",
"recipientAccountId": "111122223333"

GenerateDataKey

ERATEERA AWSKMS BEF S &4 | Prometheus B Amazon SERBEERIE—2

i®, T2 EGenerateDatakeyREEE AWS KMS IEEERN AWS KMSEFEHE &8,

THEMNE IS H S50 GenerateDataKey R1E :

"eventVersion": "1.08",
"userIdentity": {
"type": "AWSService",

"invokedBy": "aps.amazonaws.com"
},
"eventTime": "2021-04-22T17:07:02Z2",
"eventSource": "kms.amazonaws.com",
"eventName": "GenerateDataKey",
"awsRegion": "us-west-2",
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"sourceIPAddress": "172.12.34.56",
"userAgent": "ExampleDesktop/1.0 (V1; 0S)",
"requestParameters": {
"encryptionContext": {
"aws:aps:arn'": "arn:aws:aps:us-west-2:111122223333:workspace/ws-
sample-1234-abcd-56ef-7890abcdl2ef"
},
"keySpec": "AES_256",
"keyId": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"
},
"responseElements": null,
"requestID": "ff000af-00eb-00ce-0e00-ea@00fb0fba®@SAMPLE",
"eventID": "ff000af-00eb-00ce-0e00-ea000fbdfba@SAMPLE",
"readOnly": true,
"resources": [

{
"accountId": "111122223333",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"
}

1,

"eventType": "AwsApiCall",

"managementEvent": true,

"eventCategory": "Management",

"recipientAccountId": "111122223333",

"sharedEventID": "57f5dbee-16da-413e-979f-2c4c6663475e"

Decrypt

EEHEMZNITHEE LELR | Amazon Managed Service for Prometheus €Al Decrypt &
ELUFERARETENNEERSRREFENENESR,

THNSEFSHEEEE Decrypt BRIE -

"eventVersion": "1.08",
"userIdentity": {
"type": "AWSService",
"invokedBy": "aps.amazonaws.com"
1,
"eventTime": "2021-04-22T17:10:517",
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"eventSource": "kms.amazonaws.com",
"eventName": "Decrypt",
"awsRegion": "us-west-2",

"sourceIPAddress": "172.12.34.56",
"userAgent": "ExampleDesktop/1.0 (V1; 0S)",
"requestParameters": {
"encryptionContext": {
"aws:aps:arn'": "arn:aws:aps:us-west-2:111122223333:workspace/ws-
sample-1234-abcd-56ef-7890abcdl2ef"
.
"keyId": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE",
"encryptionAlgorithm": "SYMMETRIC_DEFAULT"
.
"responseElements": null,
"requestID": "ff000af-00eb-00ce-0e00-ea000fb0fba@SAMPLE",
"eventID": "ffO00af-00eb-00ce-0e00-ca®00fb0fba®@SAMPLE",
"readOnly": true,
"resources": [

{
"accountId": "111122223333",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"
}

1,

"eventType": "AwsApiCall",

"managementEvent": true,

"eventCategory": "Management",

"recipientAccountId": "111122223333",

"sharedEventID": "dc129381-1d94-49bd-b522-f56a3482d088"

DescribeKey

Amazon Managed Service for Prometheus A DescribeKey & 1F3R 5 B T 4F (= A0 BB AY
AWSKMS ZEF ZES RS FERFMNESF,

THENEHIEH S8 DescribeKey B1E :

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
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"principalId": "TESTANDEXAMPLE:Sampleuser@l",
"arn": "arn:aws:sts::111122223333:assumed-role/Admin/Sampleuser@l”,
"accountId": "111122223333",
"accessKeyId": "EXAMPLE-KEY-ID1",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "TESTANDEXAMPLE:Sampleuser@l",
"arn": "arn:aws:sts::111122223333:assumed-role/Admin/Sampleuser@1",
"accountId": "111122223333",
"userName": "Admin"
I
"webIdFederationData": {3},
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2021-04-22T17:02:00Z"

}

I

"invokedBy": "aps.amazonaws.com"
I
"eventTime": "2021-04-22T17:07:02Z2",
"eventSource": "kms.amazonaws.com",
"eventName": "DescribeKey",
"awsRegion": "us-west-2",

"sourceIPAddress": "172.12.34.56",
"userAgent": "ExampleDesktop/1.@0 (V1; 0S)",
"requestParameters": {

"keyId": "00ddodb0-0000-0000-ac00-b0cOOOSAMPLE"
},
"responseElements": null,
"requestID": "ff000af-00eb-00ce-0e00-ea@00fb0fba®@SAMPLE",
"eventID": "ff000af-00eb-00ce-0e00-ea000fbOdfba@SAMPLE",
"readOnly": true,
"resources": [

{
"accountId": "111122223333",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"
}

1,

"eventType": "AwsApiCall",
"managementEvent": true,
"eventCategory": "Management",
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"recipientAccountId": "111122223333"
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EREBR , BEMAER JSON BERXAHEN,

\

%

Amazon S3 #l Amazon VPC X% # ACL W ARTEEHl, AWS WAFIIEE—F TH# ACL , F2E
Amazon Simple Storage Service B A BIEEHP R FEUEHIEE (ACL) #EE,

HttBREE

AWS XEEMBFIERNFRAEE, SLRRERETRERE REREBER T ENKRKAF T,

- FARR-FrUsSER-—EERDRE  IHERES D EBRERT IAM B (AM £AEHABR)
MBRAFFA. BUUAEERREFIRR. MEENFITERERNS 2 HBERMEFT I RRAIR
£, 8% Principal MuPEECRENACNEREBRATSZIFFARRES. AAEER
RPN AREBHSBERXK N, NBFTRRNFHES  F2HE AM EREERTH JAM HiE
AT A SRR,

- BRFFIEHIKREE (SCP ) — SCP 2 JSON Kt , ARIEERHAMSEMEN (OU ) HEKER.
AWS Organizations AWS Organizations @ —BAR 7 EMEFEE LM AWS tkRF B Z1E
R, HEMAEBTNMEIIEE , LU RBIEH B (SCP) ERARIEAHAMEIRF., SCP R
FIRERFPEENER , TESME AWS IRFIRFEAERS ., WMF Organizations F SCP K& 4H
B , 5528 AWS Organizations &SRB SCPEHEH K,

- THEMEBE - TERRBERR-—BERBX , Sl EEBREE N XY ACHBEEA
ENERTHEERE  FRASEEE. MELETFMBRNFTEREAENACHE T EBERNITE
FERBERIRE, FFARAURBEREBKR. MAEEEBRTHAREENSERA L. NFHF
WMER , F2H IAM EREERPH TERBRBER.

ZEBRER

HEZERRERERIFRE  HEREANAUEEREMR. EMHBELIER, BETHNFAEIRZE
BURBER AWS BERBAMER , 2R (AM £REER) PHBERIHMEEE.

Amazon Managed Service for Prometheus /&2 |AM — 36

& EA IAM B Amazon Managed Service for Prometheus FIZEUEZ BT , BEEETRLE |IAM ThaEed]
LLE2 Amazon Managed Service for Prometheus & Bt/
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&) LAFEEL Amazon Managed Service for Prometheus B/ IAM Thag

IAM Ih&E Amazon Managed Service for Prometheus X &
SO BBER =
ERBBER &
BREE =
BRER =
BERE R )
ACL &
ABAC (BURHHER) =
iRk =
BIA M TEEER (FAS) y
BHAE &
RISEFEAE =

EERABRBERN Prometheus B9 Amazon ZE RIEME AR AWS FEIN{TEE K Z 8 IAM ThEEfE Bl
R , 520 IAM EHEERD I E IAM EEFEFANAWS RiE.

Amazon Managed Service for Prometheus B9 & 0 B BUR

XESDEBE =

SoRBERETLLERER G5 (flin IAM FHAE, FAEFEERAR®) Y JSON FFAIBEXH#, EL
BURT 84 5 o EMEFEG TREHMEERIANTHERSE, EETHRINAEI G ERBEEK |, EF2H
CAM EAEER) PE IAM BUER,
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£/ IAM 2 BEBER | BUIEEAFRIEBNBENER , UREMERG T RAAREEEE. &
EELESSERRPEETR  RASESEMAZEERNEAESAR, METHREE JSON BUERHE
RBSFrE s , F2HR (AM EREEE) T8 IAM JSON BETES £,

Amazon Managed Service for Prometheus # & % £ B 5% & 51

£ E# 48 Amazon Managed Service for Prometheus A &0 BER BRHEH] , 5528 Amazon

Managed Service for Prometheus K & 2 & B SR & 41,

Amazon Managed Service for Prometheus B & R & BR

X BEUERERB B )

EREBEREZM MBI ERA JSON BRI . EREBRNEE REFIZE IAM ABEFEBEN
Amazon S3 REEIFBBR, EXEEREBRNEREHES , REEEEVUFERACREHEISEER
WEEER. HRMNBEENER , BREERIEEN ZB I LEZERATHNE AR EMERYE
THTHEME, EXLAEEREBRDIEEEE, F2RETLGEIIRS, £HE. A, AEERAE
Ho AWS R

MERBRABIREFIE , EUEEEEMIERFANAERESR IAM B2 , (FREREBRN ERE,
MEERFEIREEREEE , AREBYGERAN —¥, EXTRVNERUNTER AWS IRF |, 2
ERFRH IAM ERE UL AREIEER (EFHENAR) R , TEENER. HEBKE D HK
REZFEBRREFA, T8 , MREREBRES/ARIKRFTNERRTER , EBERFIEEREN
MESRBR, MEFMES  F28 AM £REFEETH IAM FHEIRF ERFEH.

Amazon Managed Service for Prometheus B Bk

X RBUREE =

EESWLER AWS JSON BURRIEEH T AFIBLERNS. tHRER , WEEBETERET AN
AT EERAITHESE,

JSON BURHE Action JTEBERE T AMRAFFHRIEBBR PR EMFE. RABEEFEREBN
AWS API ERERMHEN BB, F—L£HI5RR , FlUNLBHEFEH APHRENERTTEF, tbE—
EEXFERRPNZEEF, ELBENNBERSBKREFE.

HREERABERE THTHBBBENFTT.
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EEEE Amazon Managed Service for Prometheus BIERBE |, F2 0 (RERESZE) $H
Amazon Managed Service in Prometheus &2 E11E.

Amazon Managed Service for Prometheus PR BERBIEREBEZBIFERA T BIEF T :

aps

T
H
]
s
&
&

EREE-RAXTEESZEEE,

"Action": [
"aps:actionl",
"aps:action2"

]

EE R Amazon Managed Service for Prometheus A &2 BEB BRI EH] |, 5528 Amazon
Managed Service for Prometheus £ & 4 B BUR €45,

Amazon Managed Service for Prometheus K BUER &R

X BEBRER =

EESWLER AWS JSON BURRIEEH T AFIBLERNS. WHER , WEERETBEERET TR
AT EERANITHEEE.

Resource JSON BUR TEWIEEEZEERBEN Y4, BB 4EBE Resource = NotResource
TtE, REEEEFEAE Amazon Resource Name (ARN) RIEEER. B U H T EEEERER
HENME (BAEREBHKETFT) RIEEM.

HRATXEERBHBETINEE (Bl L), FEABAF R () RRIBRAXNEARAEER,
"Resource": "*"

ZEEE Amazon Managed Service for Prometheus EREE & E ARN HEE |, 20 (REZEE
22£) HI Amazon Managed Service for Prometheus &M E R, & E 7 & 0] LUEF HL B {EHS
EEEERK ARN , 5528 Amazon Managed Service for Prometheus & & E){E,
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ZE R4 Amazon Managed Service for Prometheus A& 2 BEB BRI E 6] , 5528 Amazon
Managed Service for Prometheus B & 5 2 BUER £54 ,

Amazon Managed Service for Prometheus B BUER &4 3R 5|

X ERBEEBRFG R =)

EIEE A LAER AWS JSON BIRRIEEH AT U ERMMBEANR, thpiEmR , W{E =B E M BERA T 7L
BT BEEIRAITHLE 1,

Condition Jt3& (X Condition EiR) AIREIEEERERN ERNFRYE. Condition TERERAE
H. BAIUBUFRFRTEEFHREEEN BINERSIR) , REHEBEFHVRGMBRPVE,

BRERBXPIEESZME Condition stk , HREE — Condition TEFIEESERSIE , AWS
SEAELE AND BRAFFTME M. WREAE—RUHREIREESEE  FEMABBORESE R AWS 5
ikt LEANEREHRE , TEREFRXNEFT,

BHUUERRERGEERESVESE, fln , BuREFHAEERE IAM FHERBIERE
BERNERNHFIRTEZ IAMEAE, MEEZENR , BF2H0 AM ERAEERTN IAM BELE . £
EANER,

AWS X ELEFASRNBBBEERG TR, EEEFME AWS 2EKRGER  F2H (AM £
EiEME) PHAWS £ ERGERET SR,

£ E&EE Amazon Managed Service for Prometheus {fRSIRNBFE , BF2H (RERESE) +
# Amazon Managed Service in Prometheus B R4 FR5|8., BE 7THRETUEREBLEBHENEREH
5|8 | 5526 Amazon Managed Service for Prometheus E 2 B4k,

EE R Amazon Managed Service for Prometheus S &% B ER BRI 4] , 5528 Amazon
Managed Service for Prometheus K & 2 B BUER i 61,

Amazon Managed Service for Prometheus B ZEUZ &I5EE (ACL)

<& ACL A

FHUEFIEE (ACL) ATEFIBLERE RFKE, FRAENAG) HEFHEEZRNFFT. ACL EER
ERAEBR , BEMAER JSON BERXAEN,
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&£ B Amazon Managed Service for Prometheus B & 4 B 1ZEU3Z#| (ABAC)

X & ABAC (BURHRVRER) =3

B RFEUES (ABAC) B —EREXRE , TRIREBMRERA, £+ AWS , ELBHBAETER.
B A RBH IR IAM B (ERERAE) NS AWS BiR. AERNERNELFERR ABAC HY
B—%, BEFERST ABAC B , A EETRNEREAEE TN ERERATFERE,

ABAC AR RMENFRIZPHEREE , WRERREELERERFREHRTGE,

MERBEBRIEFIER , 5FH aws:ResourceTag/key-name, aws:RequestTag/key-name B
aws:TagKeys fRZRE|8 , THRNWEETEF , REEBREA.

NMRBHEZESEEREEN =BG  RBEZBHEMS , ER Yes, RBHBEIERLE
REEN A =@ k4R , RIESR Partial,

WZE ABAC HEEHIERN , B2 IAM A EIEEHPIHER ABAC?, NEEFSHRE ABAC T
MEZRE , BF2E (AM EREER) FHEABHEEFIZES (ABAC),

&£ B Amazon Managed Service for Prometheus 1 F B B5 & &

S ERERE =

ELEARREBREEE , 2L AWS % TRER, MFEHMER , SFEWE AWS k¥ HLEREE
ABREERAWS BRI F/H , F2HE IAM EREEETH IAM,

ZZEI%"‘EFEF?TEFH ERBNZRBAUANANEMAEZZA |, AIRIETE AWS Management Console ﬁﬁﬁ i
RFERsE. Bl , B8 AWS EHATRIMNE—&A (SSO) EEFIE , ZEFSEHET TERE,
ﬁb&ﬁﬁﬁ%% TRAEES  ARUBRACHE  CERDHEVERERE. NFVRAGHFEMRENR , E%
S0 IAM FRAEBEMPNYREAS (EEE).

BRI LAER AWS CLI 5 AWS API FEIENRREAER., RE , B UFERAELEEREAERRE
BAWS, AWS ZEZLBREELRIFEAEL  MARFEARPENEE, WEFMEN , BF2HE
IAM R E R 2 BE.

Amazon Managed Service for Prometheus BY#X 7Bl T #EREER

XERTFETERE (FAS) a
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ERERA IAM ERERAREFHITEER AWS , CERRATR. FARLEREE , LAREHT
REESE  EMETEREPEE S —EEE. FAS EFATETUNER AWS RS , XESER
AWS BR#% B TiFRBEEER, AEERBBRIFTEREE AWS ¥ tEREE S BETRIVFERE ,
FEHE FASFER, BEUBERT , ELEERHTEMEBFNFFAT. WFRE FAS FBREHBRFF
WMER , FEEBREFMTFEEE,

Amazon Managed Service for Prometheus H R A &

XERBAE )

REAGRRBEEN IAM AE , AIREHTER, IAM EES UK IAM RE, SRR
A, MEFEES  F2H AV EREEETNELAGUEIRET i AWS BRI RS

/A Warning

B F RS A @R R T s = = B Amazon Managed Service for Prometheus g, RE7TE
Amazon Managed Service for Prometheus 2R , TRiREBREA R,

Amazon Managed Service for Prometheus iZfE A &

XERBEGAE =

BHEFAGRE—BEERE. AWS BRERBAIUBREERAREVUTHENAR, REEGACERATE
BRI , AWS IRF BEBRERBAE. IAM EEETURE , ETERERBERZSBRFT,

MEE T HEE Amazon Managed Service for Prometheus FRIGERE A GWEFMAEN  F2E 4
Amazon Managed Service for Prometheus BRI EL &,

Amazon Managed Service for Prometheus B & 4 8 B 58 &5 451

K% , FAENACTEHEIRIEHR Amazon Managed Service for Prometheus &ERIEF AT, fib
1/t & %l AWS Management Console, AWS Command Line Interface (AWS CLI) 5 AWS API
RETIE, EERTEAEHEMEERYTEENSTT , IAM EEEAMET IAM B3R, R#E,
EEETUE IAM BERFIEZEAG , FREFERTELAEG,
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BETROAERELEF JSON BERXHE2Y IAM S5 RBR |, F2H (AM EAEERE) PHE
M IAM BUGR,

WMFEHFE Amazon Managed Service for Prometheus FIEREMEMEREHRWEN , S EEEERE
B ARN &= |, F28 (RBREESZE) FM Amazon Managed Service for Prometheus B E{E,
ERMEERSIE,

F&E
- BEREEK
« {#F Amazon Managed Service for Prometheus & &

- RFMEAEREMM B CHETE

BREER

SoRBREHEERFPHEBASERSTUENL., FHEHMBER Amazon Managed Service for
Prometheus ER. EELBETREERLN AWS IRFEXER, ERRYIFES 5 EBERE , FE
BTHEREREE

- FRIEER AWS SERASELOREERER — " ERAREEAENTHERENER  FEAT
REFZERERARGERNAWS SEEFA, eMAAELEN AWS IRF. EBLEBEBERKE
RIEERRBIN AWS BEFEEER , E—SREERAER. WEEZEF , F2H IAM EAERE
MR AWS RERRSEBHAENAWS XEBK.

- EAREERFT - 52E IAM BERNFAR  FERTHTERMENFT. KSERLEN , &7
UERERERG T AAUHBEERRINEEF , EUBARBERTT. WEER IAM ERFFA
MEZHEER , F2H IAM EREERETH IAM PR BERAFF,

« £ 1AM BER PR R E — S REIFEUE - BRI SUSRETEEBER |, SURBIBENE RN FE.
Bl | ETNRERERY , BEXEER SSL MEFEER, TSR EERBEYEED
TP EVE (BB E) EAELE# AWS FRES , £I2 AWS CloudFormation, MEFMER , 7
S8 IAM EAEIERETH IAM JSON BIETTE : kit

« f£/ IAM Access Analyzer B F IAM BUER |, FR{RET I 24 B 7 IEEE1E - IAM Access Analyzer B
BHBCRABABER , MAELBERER IAM BERES (JSON) # IAM RIEEH. IAM Access
Analyzer 12t 100 ZIEBEXRERVETTHNER , THBERERLBERANBE. IEEZE
A, ESEH IAM EAEEETH IAM Access Analyzer BURERFE o

- EEZRESMEIF (MFA) — NIREHRHIFE IAM EHERBREHE AWS tRFE |, BB MFA
DESENANZ SN, MEEMU AP EERTFER MFA |, 51 MFA (REFEZENEE, NEE
ZEA , F28 |AM EAEIEFPHRE MFA RER APl FELL
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ERAEER

WE IAM FREBBNEEER  F2E IAM ERAEEETHN IAM Z2HEEH,

£/ Amazon Managed Service for Prometheus &

# E1FH Amazon Managed Service for Prometheus 124 , B4 BREREARN —HFFT, BL
3 ] 478 SRR AR & AWS R F AR Amazon Managed Service for Prometheus &R £ E
e MREBIHSEEARAXEHFIEBRRNE2RBER , IHREERBERNER (FAEHAR) M

=, TEAMEEMAEE,

BAEZEEAEY AWS CLI 5t AWS APl E#THIUNFEREAHRIETEE#ER, k2,
BEtPERYTZ AP BENEERTT,

ATHREERENAGNMATUSEAEAR Prometheus B9 Amazon SERBETIEA |, FHH
BE, WESF

Prometheus B Amazon Z & R#ConsoleAccessEReadOnly AWS ZEBKH NZ!
HEF , F2E (AM ERAEER) PRHMETTEIFERE,

ARFFEREREMMAE ST

LEEflE RE MR BEK |, 05T IAM EAERGH MBI MERES TN ABRRZEBRER, WHRE

BEEEEE LHURARETHRER AWS CLI 3 AWS API TR LB ER R,

"Version": "2012-10-17",
"Statement": [
{

"Sid": "ViewOwnUserInfo",

"Effect": "Allow",

"Action": [
"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"

]I

"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]

"Sid": "NavigateInConsole",

"Effect": "Allow",

"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
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"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"

]I

"Resource": "*"

AWS iE A Prometheus Y Amazon SERBENZSEBER

FAWS EENKHMEHBUNEENE IR AWS, AWS ZEEN KB EERTZERERARS
RUER , UEETURBREERERIGERE, FEANSE,

saclE , AWS XEENBRARTEACNEEEARIIRESEERER , IAELERAIHMEA
AWS BEF R, RMEBREERCRARFEBNEFEEEE , MEE-DTRDFFT,

BB ES AWS EBXBPERNER. R AWS B AWS ZEBFRAPERNER , AILE
MEKEMMRERANAEZRER (EAE. FEANAR). AWS EXMHNEZH AWS R /Y API
RETRARBAREE , ZRETREN AWS ZEEKE,

WMFFHMER , F2H (AM ERAEERE) P AWS ZEBR,

AmazonPrometheusFullAccess

&% AmazonPrometheusFullAccess BURERZ] IAM &5,
ATAIREAAERA

BRI Z LT,

. aps : REFFELFH Amazon Managed Service for Prometheus

« eks : & Amazon Managed Service for Prometheus IR EEVE B Amazon EKS #EMWEH. EE
AFEBRETEUSEEERUREEE , AIEEHEXE,

« ec2 : fo5F Amazon Managed Service for Prometheus BR#5BEUE BIEHY Amazon EC2 {8 E
Ao HEMMA Amazon EKS EENFRERYZEZES  IESHESE,
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« iam: AFTRAZEENEREEREVYRBERSE,

B A A AmazonPrometheusFullAccessl T :

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "AllPrometheusActions",
"Effect": "Allow",
"Action": [

"aps:*"
1,
"Resource": "*"
},
{
"Sid": "DescribeCluster",

"Effect": "Allow",

"Action": [
"eks:DescribeCluster",
"ec2:DescribeSubnets",
"ec2:DescribeSecurityGroups"

1,

"Condition": {
"ForAnyValue:StringEquals": {

"aws:CalledVia": [
"aps.amazonaws.com"

]
}
.
"Resource": "*"
.
{
"Sid": "CreateServicelLinkedRole",
"Effect": "Allow",
"Action": "iam:CreateServicelinkedRole",

"Resource": "arn:aws:iam::*:role/aws-service-role/scraper.aps.amazonaws.com/

AWSServiceRoleForAmazonPrometheusScraper*",
"Condition": {
"StringEquals": {

"iam:AWSServiceName": '"scraper.aps.amazonaws.com"

}
}
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}
]
}

AmazonPrometheusConsoleFullAccess

A #% AmazonPrometheusConsoleFullAccess BUEEREE IAM B %,

HARBER
BREDEUTHT,

. aps : fRFFELFH Amazon Managed Service for Prometheus
+ tag : fRFFE BT Amazon Managed Service for Prometheus £ AHEFEZEREE.

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "TagSuggestions",
"Effect": "Allow",
"Action": [
"tag:GetTagValues",
"tag:GetTagKeys"
1,
"Resource": "*"
I
{
"Sid": "PrometheusConsoleActions",
"Effect": "Allow",
"Action": [
"aps:CreateWorkspace",
"aps:DescribeWorkspace",
"aps:UpdateWorkspaceAlias",
"aps:DeleteWorkspace",
"aps:ListWorkspaces",

"aps:DescribeAlertManagerDefinition",

aps:DescribeRuleGroupsNamespace",

"aps:CreateAlertManagerDefinition",

aps:CreateRuleGroupsNamespace",

"aps:DeleteAlertManagerDefinition",

aps:DeleteRuleGroupsNamespace",
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aps:ListRuleGroupsNamespaces",
"aps:PutAlertManagerDefinition",
"aps:PutRuleGroupsNamespace",
"aps:TagResource",
"aps:UntagResource",
"aps:CreatelLoggingConfiguration",
"aps:UpdatelLoggingConfiguration",
"aps:DeletelLoggingConfiguration",

15
"Resource": "*"
}
]
}

aps:DescribeloggingConfiguration"

AmazonPrometheusRemoteWriteAccess

1 A A AmazonPrometheusRemoteWriteAccessfl T :

{
"Version": "2012-10-17",
"Statement": [
{
"Action": [
"aps:RemoteWrite"
1,
"Effect": "Allow",
"Resource": "*"
}
]
}

AmazonPrometheusQueryAccess

B9 A & AmazonPrometheusQueryAccessil T :

"Version": "2012-10-17",
"Statement": [
{
"Action": [
"aps:GetLabels",
"aps:GetMetricMetadata",
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"aps:GetSeries",
"aps:QueryMetrics"
1,
"Effect": "Allow",
"Resource": "*"

AWS ZEERKEE : AmazonPrometheusScraperServiceRolePolicy

&4 % Y i AmazonPrometheusScraperServiceRolePolicy B IAM B8, BRI = RIS ERE A
& , A& Amazon Managed Service for Prometheus X XREHITEE, MEFHMEN BB FHA
Bt EKS BEEE,

WBERBRFSEENT , A Amazon EKS £ EEIFE A Amazon Managed Service for
Prometheus TEE,

(® Note
LLE R & R ST Rl SR RR i B B L BUR

AmazonPrometheusScraperServicelinkedRolePolicy

AT A EFAEE A
BRI EU T,

* aps : ERFEEEEIEZEE A Amazon Managed Service for Prometheus T{EE,
« ec2 : ERBERBIRANESKERARE , UEES TR Amazon EKS BEHNMK.

« eks : BERFETEEEUEMN Amazon EKS #5%, WAMXEIER  UEETEHBEERE, EAHE
B 7% M B4 B AR A5 I Amazon EKS &,

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "DeleteSLR",
"Effect": "Allow",
"Action": [
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ERAEER

"iam:DeleteRole"

1,

"Resource": "arn:aws:iam::*:role/aws-service-role/scraper.aps

AWSServiceRoleForAmazonPrometheusScraper*"
},
{

"Sid": "NetworkDiscovery",

"Effect": "Allow",

"Action": [
"ec2:DescribeNetworkInterfaces",
"ec2:DescribeSubnets",
"ec2:DescribeSecurityGroups"

1,

"Resource": "*"

},
{

"Sid": "ENIManagement",

"Effect": "Allow",

"Action": "ec2:CreateNetworkInterface",

"Resource": "*",

"Condition": {
"ForAllValues:StringEquals": {

"aws:TagKeys": [
"AMPAgentlessScraper"
]

}
iy

"Sid": "TagManagement",
"Effect": "Allow",
"Action": "ec2:CreateTags",

"Resource": "arn:aws:ec2:*:*:network-interface/*",

"Condition": {
"StringEquals": {

"ec2:CreateAction": "CreateNetworkInterface"
3,
"Null": {
"aws:RequestTag/AMPAgentlessScraper": "false"
}
}
},

{
"Sid": "ENIUpdating",

.amazonaws.com/
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"Effect": "Allow",

"Action": [
"ec2:DeleteNetworkInterface",
"ec2:ModifyNetworkInterfaceAttribute"

1,
"Resource": "*",
"Condition": {
"Null": {
"ec2:ResourceTag/AMPAgentlessScraper": "false"
}
}
},
{

"Sid": "EKSAccess",

"Effect": "Allow",

"Action": "eks:DescribeCluster",
"Resource": "arn:aws:eks:*:*:cluster/*"

iy

"Sid": "DeleteEKSAccessEntry",
"Effect": "Allow",
"Action": "eks:DeleteAccessEntry",
"Resource": "arn:aws:eks:*:*:access-entry/*/role/*",
"Condition": {
"StringEquals": {
"aws:PrincipalAccount": "${aws:ResourceAccount}"
},
"ArnLike": {
"eks:principalArn": "arn:aws:iam::*:role/aws-service-role/
scraper.aps.amazonaws.com/AWSServiceRoleForAmazonPrometheusScraper*"
}
}
},
{
"Sid": "APSWriting",
"Effect": "Allow",
"Action": "aps:RemoteWrite",
"Resource": "arn:aws:aps:*:*:workspace/*",
"Condition": {
"StringEquals": {
"aws:PrincipalAccount": "${aws:ResourceAccount}"
}
}
}

AWS SEEEEK 164



Amazon Managed Service for Prometheus EREEmR

]
}

i# A Prometheus By Amazon S EREEFRZ EBER AWS

BRI RSB BHE LB TR | BAR Prometheus B Amazon S ERBN S EREEHMFME
F. AWS INEEFBHEREBENBEIRT , 585 B Amazon Managed Service for Prometheus 3
FEPie&Em LA RSS HE,

=3 iR =p:
AmazonPrometheusSc EAR Prometheus B9 2024F5H2H
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BEVEFT |, LMEEMBRAERT
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® Note

ERAEREEEA
5 e 1th 78 A L I
%® AmazonPro
metheusSc
raperServ
icelLinked
RolePolicy

AmazonPrometheusFu Amazon Managed Service 2023 £ 11 A 26 B
lIAccess — BEFTIRBBE for Prometheus B %718
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lAccess &F Al , AR EHE
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MR AT,
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BHE , LLE Amazon EKS &
EHBER AT BEEEEE,

‘BIEEHEZE Amazon EKS #
%. FEE Amazon EC2 #85%.
31 MM ERIERE A AMPAgentl
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A Amazon Managed Service
for Prometheus T/E[EHIFF
C1P

B

2023 £ 11 A 26 H
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g5 iR H HA
AmazonPrometheusCo B AR Prometheus BY 2022 £ 10 A 24 B
nsoleFullAccess - EFIRBH  Amazon ZEREHFIGEFT ,

xr B # A5 # AmazonPro

metheusConsoleFullAccessH
HREREEENMKAES
., CloudWatch

E#i¥ aps:Creat
eLoggingConfigurat
ion . aps:Updat
eLoggingConfigurat
ion , aps:Delet
eLoggingConfigurat
ion ., aps:Descr
ibelLoggingConfigur
ation .,
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-3 iR H HA
AmazonPrometheusCo Amazon Managed Service 2021 £9 A 29 H
nsoleFullAccess - EFIRBIE  for Prometheus B #Ti#

4 AmazonPrometheusCo

nsoleFullAccess FF 7 , 2A

X £ % Amazon Managed
Service for Prometheus

Theg , SAEGE A I BURAY
ERAETEKEREAE
Amazon Managed Service for
Prometheus &R , FEIER
BRBE,

E#i¥ tag:GetTa
gKeys . tag:GetTa
gValues . aps:Creat
eAlertManagerDefin
ition ., aps:Creat
eRuleGroupsNamespa
ce , aps:Delet
eAlertManagerDefin
ition . aps:Delet
eRuleGroupsNamespa
ce , aps:Descr
ibeAlertManagerDef
inition , aps:Descr
ibeRuleGroupsNames
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g8y iR HHA
source Al aps:Untag
Resource &,

Amazon Managed Service for  EMA R Prometheus &Y 2021 £ 9 A 15 H
Prometheus EFRIBHIEE Amazon & R B RIEHEH
AWS ZEBRNEE,

Amazon Managed Service for Prometheus & 7 F1ZEUHY 5% & HE 2

EEAUTERARGBIED BT FE EAFER Amazon Managed Service for Prometheus F1 IAM B o] AE]
FNE RRE,

*RE
« 8B Amazon Managed Service for Prometheus & # 1T EERI R,

o RRZEREHIT iam : PassRole
o RBAFEN AWS IRE U AFREN Amazon Prometheus &ERFEE R 7%

3% 8 B 7€ Amazon Managed Service for Prometheus H#1 1T BRI IR,
MRDRFER , SHEREREHITEE , ENBRYLEEN , AFERTHE

TH&EHIsER G Emateojackson IAM ERAEERAERAEZEARE —BERS my-example-widget
BIRWFHENR , BAIEIER aps:GetWidget FFAIRFEE,

User: arn:aws:iam::123456789012:user/mateojackson is not authorized to perform:
aps:GetWidget on resource: my-example-widget

FELERT , HEEH mateojackson ERHEBHBER , AFFFER aps:GetWidget BEFE my -
example-widget BiR.

MBLREEGE |, FHKEN AWS REEEE, FNEEERELNEERE,
REBE#EHIT iam : PassRole
MREBWERBEEIT iam: PassRole EMERREMEEER | RIXBEEHERUZ S ABEEL Amazon

Managed Service for Prometheus,
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T,

User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
iam:PassRole

EEERBRT , Mary WBURAEEH , AT iam: PassRole Bk,
MRBEERGE |, BHEEN AWS ZRREEE, FNEESREHEZNEZSER.
RKABAFFEM AWS 1RF LU A SR E B Amazon Prometheus BIRFEE RIS

ANy —EAe , REMKRFPNEREREEBATHAEFIENE R, EUEEZ LT
EEEVHIREZAR. SFEXEERERNBERSFEUZHIEE (ACL) RYBRES , &7 SUE M BRL R
RRET AEFRENE RN,
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MEH Prometheus 1S1ZRBEZ/ .,

RERTHEENEREESESR. aps:DeleteAlertManagerDefinition
MBREE RS aps:DeleteAlertManagerSilence
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Bk PREE Y]
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HNEREEETERNEBEREE, aps:ListAlertManagerAlerts
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HNNEERERBENERE, aps:ListAlertManagerSilences
R ARERNEE, aps:ListAlerts

HITHEEFRABFHEGEEHERAE  aps:ListRules

o

HRTHEERRBEETEZENEE, aps:ListRuleGroupsNamespaces

FREYEE Amazon Managed Service for aps:ListTagsForResource

Prometheus & RMEEBANIZEE.

FEENIR F 72 7E 89 Amazon Managed aps:ListWorkspaces
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1S E& B Amazon Managed Service
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# B Amazon Managed Service for
Prometheus & RIZEH,

ERREIEENER.
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EFTRCSRAERE
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aps:
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aps
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aps:

aps:
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= Y A

RemoteWrite

TagResource

UntagResource

:UpdateWorkspaceAlias

CreatelLoggingConfiguration
DeletelLoggingConfiguration
DescribeloggingConfiguration

UpdatelLoggingConfiguration

T 5 IAM BLE % F Amazon Managed Service for Prometheus H5ERBFZHE | Ll BFEHAEHRER

Amazon EKS W EE S EMEFFMEER.

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"aps:*",
"eks:DescribeCluster",
"eks:ListClusters"

]I

"Resource": "*"
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* ListRuleGroupsNamespaces

» ListWorkspaces

« PutAlertManagerDefinition

» PutAlertManagerSilences

» PutRuleGroupsNamespace

+ UpdateWorkspaceAlias

B-FEHVAREEHSTSELEFRENET. B EATHBIEHE T5IEHE !

- EREFEHBREAZEEAERIER AWS Identity and Access Management (IAM) fEH & E A E K2
o

- REBFERE , RECATREACIMSE I ERENETRRZLER.
- FEREEHEM AWS RIRH,

MEFHMEF , 552 CloudTrail userldentity 7T,

T % Amazon Managed Service for Prometheus B 5518 R A 18

EBR—EERE , TESHUBRFENEXEEREIEER Amazon S3 f#FAT#. CloudTrail 2815
BE—HEEREER . SHARKRAEARENE-FR , L EEEFRVENE , BIEN BN
B, FERBHEFFE. CloudTrail BREXHFRAH API FARANEFHERRER , R EMTSUEM
BEIEFET.

&if5l : CreateWorkspace

T 5 &I FE R &8 CreateWorkspaceEI4ERY CloudTrail ;218 B .

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "EXAMPLE123EXAMPLE123-1234567890616",
"arn": "arn:aws:sts::123456789012:assumed-role/Admin/admin",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
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"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::123456789012:role/Admin",
"accountId": "123456789012",
"userName": "Admin"
},
"webIdFederationData": {

iy

"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2020-11-30T23:39:297"

I
"eventTime": "2020-11-30T23:43:217",
"eventSource": "aps.amazonaws.com",
"eventName": "CreateWorkspace",
"awsRegion": "us-west-2",
"sourceIPAddress": "203.0.113.1",
"userAgent": "aws-cli/1.11.167 Python/2.7.10 Darwin/16.7.0 botocore/1.7.25",
"requestParameters": {
"alias": "alias-example",
"clientToken": "12345678-1234-abcd-1234-12345abcdl”
I
"responseElements": {
"Access-Control-Expose-Headers": '"x-amzn-errortype,x-amzn-requestid, x-amzn-
trace-id, x-amzn-errormessage, x-amz-apigw-id, date",
"arn": "arn:aws:aps:us-west-2:123456789012:workspace/ws-abcl23456-
abcd-1234-5678-1234567890",
"status": {
"statusCode": "CREATING"
I
"workspacelId": "ws-12345678-1234-abcd-1234-1234567890"
I
"requestID": "890b8639-e51f-11e7-b0@38-EXAMPLE",
"eventID": "874f89fa-70fc-4798-bc@@-EXAMPLE",
"readOnly": false,
"eventType": "AwsApiCall",
"managementEvent": true,
"eventCategory": "Management",
"recipientAccountId": "123456789012"
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&5l . CreateAlertManagerDefinition

T 5 & 5§~ R & CreateAlertManagerDefinition E)4E#Y CloudTrail 528&EH .

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "EXAMPLE123EXAMPLE123-1234567890616",
"arn": "arn:aws:sts::123456789012:assumed-role/Admin/admin",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::123456789012:role/Admin",
"accountId": "123456789012",
"userName": "Admin"
},
"webIdFederationData": {

.

"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2021-09-23T20:20:14Z2"

}
}
.
"eventTime": "2021-09-23T20:22:437",
"eventSource": "aps.amazonaws.com",
"eventName": "CreateAlertManagerDefinition",
"awsRegion": "us-west-2",

"sourceIPAddress": "203.0.113.1",
"userAgent": "Boto3/1.17.46 Python/3.6.14 Linux/4.14.238-182.422.amzn2.x86_64 exec-
env/AWS_ECS_FARGATE Botocore/1.20.46",

"requestParameters": {

"data":
"YWx1cnRtYW5hZ2VyX2NvbmZpZzogfAogIGdsb2IhbDoKICAgIHNtdHBfc21hcnRob3N@0iAnbGYjYWxob3N@0jI1Jwog]

"clientToken": "12345678-1234-abcd-1234-12345abcdl",
"workspaceId": "ws-12345678-1234-abcd-1234-1234567890"

1,

"responseElements": {
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"Access-Control-Expose-Headers": "x-amzn-errortype, x-amzn-requestid, x-amzn-
trace-id, x-amzn-errormessage, x-amz-apigw-id, date",
"status": {

"statusCode": "CREATING"

I

"requestID": "890b8639-e51f-11e7-b0@38-EXAMPLE",
"eventID": "874f89fa-70fc-4798-bc@@-EXAMPLE",
"readOnly": false,

"eventType": "AwsApiCall",

"managementEvent": true,

"eventCategory": "Management",
"recipientAccountId": "123456789012"

#i5] : CreateRuleGroupsNamespace

T %I &35 B8 R R & CreateRuleGroupsNamespace E4E#Y CloudTrail 528E B .

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "EXAMPLE123EXAMPLE123-1234567890616",
"arn": "arn:aws:sts::123456789012:assumed-role/Admin/admin",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::123456789012:role/Admin",
"accountId": "123456789012",
"userName": "Admin"

iy
"webIdFederationData": {

I,

"attributes": {
"creationDate": "2021-09-23T20:22:197",
"mfaAuthenticated": "false"

}I
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"eventTime": "2021-09-23T20:25:08Z2",

"eventSource": "aps.amazonaws.com",
"eventName": "CreateRuleGroupsNamespace",
"awsRegion": "us-west-2",

"sourceIPAddress": "34.212.33.165",
"userAgent": "Boto3/1.17.63 Python/3.6.14 Linux/4.14.238-182.422.amzn2.x86_64 exec-
env/AWS_ECS_FARGATE Botocore/1.20.63",
"requestParameters": {
"data":
"Z3JvdXBz0gogIC@gbmFtZTogdGVzdFJ1bGVHcm91cHNOYW11c3BhY2UKICAgIHI1bGVz0gogICAgLSBhbGVydDogdGVzc
"clientToken": "12345678-1234-abcd-1234-12345abcdl",
"name": "exampleRuleGroupsNamespace",
"workspaceId": "ws-12345678-1234-abcd-1234-1234567890"
I
"responseElements": {
"Access-Control-Expose-Headers": "x-amzn-errortype,x-amzn-requestid, x-amzn-
trace-id, x-amzn-errormessage, x-amz-apigw-id, date",
"name": "exampleRuleGroupsNamespace",
"arn": "arn:aws:aps:us-west-2:492980759322:rulegroupsnamespace/ws-
ae46a85c-1609-4c22-90a3-2148642c3bb6c/exampleRuleGroupsNamespace”,
"status": {
"statusCode": "CREATING"
},
"tags": {3}
},
"requestID": "890b8639-e51f-11e7-b0@38-EXAMPLE",
"eventID": "874f89fa-70fc-4798-bc@@-EXAMPLE",
"readOnly": false,
"eventType": "AwsApiCall",
"managementEvent": true,
"eventCategory": "Management",
"recipientAccountId": "123456789012"
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#£ Amazon Managed Service for Prometheus # , 8 F Bk /& & 0] i Bh R EX 48 7£ Amazon Managed
Service for Prometheus, Prometheus faliR8§#1 Grafana ﬂﬂﬁ%ﬁZFﬂhE*ﬂ%ﬁf’éFﬁ WA,

TERMRAF

HEEINEFEELRE L AWS CLI 1 EKSCTL 55 HE.

H Amazon EKS BE£R EEEMEEENREAE

% E 7 Amazon EKS B £ E R A BLLZE Amazon Managed Service for Prometheus B
Prometheus fAlfREFFEEVEE , BXLEZRAEE THFITHRE :

* iam:CreateRole

* iam:CreatePolicy

* iam:GetRole

« iam:AttachRolePolicy

* iam:GetOpenIDConnectProvider

2% Amazon Managed Service for Prometheus HEE/EXHRE A E

1. B3 & B createIRSA-AMPIngest.sh BEATHRABRHER,
#§ <my_amazon_eks_clustername> BiALZNEELE LR 6 Wi
<my_prometheus_namespace> #itA Prometheus 5% 2,

#!/bin/bash -e
CLUSTER_NAME=<my_amazon_eks_clustername>
SERVICE_ACCOUNT_NAMESPACE=<my_prometheus_namespace>
AWS_ACCOUNT_ID=$(aws sts get-caller-identity --query "Account" --output text)
OIDC_PROVIDER=$(aws eks describe-cluster --name $CLUSTER_NAME --query
"cluster.identity.oidc.issuer" --output text | sed -e "s/*https:\/\///")
SERVICE_ACCOUNT_AMP_INGEST_NAME=amp-iamproxy-ingest-service-account
SERVICE_ACCOUNT_IAM_AMP_INGEST_ROLE=amp-iamproxy-ingest-role
SERVICE_ACCOUNT_IAM_AMP_INGEST_POLICY=AMPIngestPolicy
#
# Set up a trust policy designed for a specific combination of K8s service account
and namespace to sign in from a Kubernetes cluster which hosts the 0IDC Idp.
#
cat <<EOF > TrustPolicy.json
{
"Version": "2012-10-17",
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"Statement": [

{
"Effect": "Allow",

"Principal": {

"Federated": "arn:aws:iam::${AWS_ACCOUNT_ID}:o0idc-provider/

${0IDC_PROVIDER}"

iy
"Action": "sts:AssumeRoleWithWebIdentity",

"Condition": {
"StringEquals": {

"${0IDC_PROVIDER}:sub": "system:serviceaccount:
${SERVICE_ACCOUNT_NAMESPACE}:${SERVICE_ACCOUNT_AMP_INGEST_NAME}"

# Set up the permission policy that grants ingest (remote write) permissions for

all AMP workspaces

#
cat <<EOF > PermissionPolicyIngest.json
{
"Version": "2012-10-17",
"Statement": [
{"Effect": "Allow",
"Action": [
"aps:RemoteWrite",
"aps:GetSeries",
"aps:GetLabels",
"aps:GetMetricMetadata"
1,
"Resource": "*"
}
]
}
EOF

function getRoleArn() {

OUTPUT=$(aws iam get-role --role-name $1 --query 'Role.Arn' --output text 2>&1)

# Check for an expected exception
if [[ $? -eq @ 1]; then
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echo $0OUTPUT

elif [[ -n $(grep "NoSuchEntity" <<< $OUTPUT) ]1]; then
echo ""

else
>&2 echo $OUTPUT
return 1

fi

#
# Create the IAM Role for ingest with the above trust policy
#
SERVICE_ACCOUNT_IAM_AMP_INGEST_ROLE_ARN=$(getRoleArn
$SERVICE_ACCOUNT_IAM_AMP_INGEST_ROLE)
if [ "$SERVICE_ACCOUNT_IAM_AMP_INGEST_ROLE_ARN" = "" 7];
then
#
# Create the IAM role for service account
#
SERVICE_ACCOUNT_IAM_AMP_INGEST_ROLE_ARN=$(aws iam create-role \
--role-name $SERVICE_ACCOUNT_IAM_AMP_INGEST_ROLE \
--assume-role-policy-document file://TrustPolicy.json \
--query "Role.Arn" --output text)
#
# Create an IAM permission policy
#
SERVICE_ACCOUNT_IAM_AMP_INGEST_ARN=$(aws iam create-policy --policy-name
$SERVICE_ACCOUNT_IAM_AMP_INGEST_POLICY \
--policy-document file://PermissionPolicyIngest.json \
--query 'Policy.Arn' --output text)
#
# Attach the required IAM policies to the IAM role created above
#
aws iam attach-role-policy \
--role-name $SERVICE_ACCOUNT_IAM_AMP_INGEST_ROLE \
--policy-arn $SERVICE_ACCOUNT_IAM_AMP_INGEST_ARN
else
echo "$SERVICE_ACCOUNT_IAM_AMP_INGEST_ROLE_ARN IAM role for ingest already
exists"
fi
echo $SERVICE_ACCOUNT_IAM_AMP_INGEST_ROLE_ARN
#
# EKS cluster hosts an 0IDC provider with a public discovery endpoint.
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# Associate this IdP with AWS IAM so that the latter can validate and accept the
0IDC tokens issued by Kubernetes to service accounts.

# Doing this with eksctl is the easier and best approach.

#

eksctl utils associate-iam-oidc-provider --cluster $CLUSTER_NAME --approve

2. FEATISS K BTFETHRLEER,

chmod +x createIRSA-AMPIngest.sh

3. HTESE.

HRERBKIREHN IAM 86 | UEHIEE

EERTERBIREHN IAM A€ (REAE) LUBA# Amazon Managed Service for Prometheus TEE
EHEE  EXAZAEE T THRS

* iam:CreateRole

* iam:CreatePolicy

* iam:GetRole

+ iam:AttachRolePolicy

* iam:GetOpenIDConnectProvider

RE R A LLE Amazon Managed Service for Prometheus 154 ;

1. BY %A createIRSA-AMPQuery.sh BEETIABTHER, &
<my_amazon_eks_clustername> ZBWEBERZR , XA& <my_prometheus_namespace> &
#.5 Prometheus fh & 2=,

#!/bin/bash -e

CLUSTER_NAME=<my_amazon_eks_clustername>

SERVICE_ACCOUNT_NAMESPACE=<my_prometheus_namespace>

AWS_ACCOUNT_ID=$(aws sts get-caller-identity --query "Account" --output text)

OIDC_PROVIDER=$(aws eks describe-cluster --name $CLUSTER_NAME --query
"cluster.identity.oidc.issuer" --output text | sed -e "s/~https:\/\///")

SERVICE_ACCOUNT_AMP_QUERY_NAME=amp-iamproxy-query-service-account

SERVICE_ACCOUNT_IAM_AMP_QUERY_ROLE=amp-iamproxy-query-role

SERVICE_ACCOUNT_IAM_AMP_QUERY_POLICY=AMPQueryPolicy

#
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# Setup a trust policy designed for a specific combination of K8s service account
and namespace to sign in from a Kubernetes cluster which hosts the 0IDC Idp.
#
cat <<EOF > TrustPolicy.json
{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Federated": "arn:aws:iam::${AWS_ACCOUNT_ID}:o0idc-provider/
${0IDC_PROVIDER}"
},
"Action": "sts:AssumeRoleWithWebIdentity",
"Condition": {
"StringEquals": {
"${0IDC_PROVIDER}:sub": "system:serviceaccount:
${SERVICE_ACCOUNT_NAMESPACE?}:${SERVICE_ACCOUNT_AMP_QUERY_NAME}"

# Set up the permission policy that grants query permissions for all AMP workspaces
#
cat <<EOF > PermissionPolicyQuery.json
{
"Version": "2012-10-17",
"Statement": [
{"Effect": "Allow",

"Action": [
"aps:QueryMetrics",
"aps:GetSeries",
"aps:GetlLabels",
"aps:GetMetricMetadata"

1,

"Resource": "*"

EOF
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#
#
#
S

i
t

e

unction getRoleArn() {

OUTPUT=$(aws iam get-role --role-name $1 --query 'Role.Arn' --output text 2>&1)

# Check for an expected exception
if [[ $? -eq @ 1]1; then
echo $OUTPUT
elif [[ -n $(grep "NoSuchEntity" <<< $OUTPUT) ]1; then
echo ""
else
>&2 echo $OUTPUT
return 1
fi

Create the IAM Role for query with the above trust policy

ERVICE_ACCOUNT_IAM_AMP_QUERY_ROLE_ARN=$(getRoleArn
$SERVICE_ACCOUNT_IAM_AMP_QUERY_ROLE)
f [ "$SERVICE_ACCOUNT_IAM_AMP_QUERY_ROLE_ARN" = "" 7];
hen

#

# Create the IAM role for service account

#

SERVICE_ACCOUNT_IAM_AMP_QUERY_ROLE_ARN=$(aws iam create-role \
--role-name $SERVICE_ACCOUNT_IAM_AMP_QUERY_ROLE \
--assume-role-policy-document file://TrustPolicy.json \
--query "Role.Arn" --output text)

#

# Create an IAM permission policy

#

SERVICE_ACCOUNT_IAM_AMP_QUERY_ARN=$(aws iam create-policy --policy-name
$SERVICE_ACCOUNT_IAM_AMP_QUERY_POLICY \

--policy-document file://PermissionPolicyQuery.json \

--query 'Policy.Arn' --output text)

#

# Attach the required IAM policies to the IAM role create above
#

aws iam attach-role-policy \

--role-name $SERVICE_ACCOUNT_IAM_AMP_QUERY_ROLE \

--policy-arn $SERVICE_ACCOUNT_IAM_AMP_QUERY_ARN
1se

echo "$SERVICE_ACCOUNT_IAM_AMP_QUERY_ROLE_ARN IAM role for query already

exists"
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fi

echo $SERVICE_ACCOUNT_IAM_AMP_QUERY_ROLE_ARN

#

# EKS cluster hosts an 0IDC provider with a public discovery endpoint.

# Associate this IdP with AWS IAM so that the latter can validate and accept the
0IDC tokens issued by Kubernetes to service accounts.

# Doing this with eksctl is the easier and best approach.

#

eksctl utils associate-iam-oidc-provider --cluster $CLUSTER_NAME --approve

2. FBBATIGT , ARHESENSXENRER,
chmod +x createIRSA-AMPQuery.sh

3. HTESR.
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"Version": "2012-10-17",
"Statement": [
{
"Sid": "AmazonManagedPrometheusPermissions",
"Effect": "Allow",
"Action": [
"aps:DescribeWorkspace",
"aps:DescribeRuleGroupsNamespace",
"aps:ListRuleGroupsNamespace",
"aps:ListWorkspaces"
1,
"Resource": "arn:aws:aps:*:*:/workspaces*",
"Principal": {
"AWS": [
"arn:aws:iam::111122223333:ro0le/PromUser"

THEHIBRNRAEARFREIEE VPC RIEE IP Uit ERM . REHM IP LutBERBE K

.
{
"Statement": [
{
"Action": "aps:*",
"Effect": "Allow",
"Principal": "*",
"Resource": "*",

"Condition": {
"IpAddress": {
"aws:VpcSourcelIp": "192.0.2.123"
b
"StringEquals": {
"aws:SourceVpc": "vpc-555555555555"
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RS K

T3 & & v E B &% Amazon Managed Service for Prometheus 1R BT S HERE

£

429 =18 R H$H R

BEINEENEH
BREIEBEARERRC AR
BREDERHEENERAR

&R H A% Prometheus Al BR 85 & H BB R #l.
B —L8BRRELHR

429 BB R FIFE R

MREEFNELTHEFIN 429 858 , AIEHFERE BB E¥ Amazon Managed Service for
Prometheus H#EEXHL &8,

ts=2020-10-29T15:34:41.845Z caller=dedupe.go:112 component=remote level=error
remote_name=el3b0c
url=http://iamproxy-external.prometheus.uswest2-prod.eks:9090/workspaces/workspace_id/
api/vl/remote_write

msg="non-recoverable error" count=500 err="server returned HTTP status 429

Too Many Requests: ingestion rate limit (6666.666666666667) exceeded while adding 499
samples and @ metadata

WMRERIBELTIEHIA 429 53R , AENFREBEBTHEERMAPEREBER Amazon Managed

Service for Prometheus HtZE,

ts=2020-11-05T12:40:33.375Z caller=dedupe.go:112 component=remote level=error
remote_name=aps
url=http://iamproxy-external.prometheus.uswest2-prod.eks:9090/workspaces/workspace_id/
api/vl/remote_write

msg="non-recoverable error" count=500 err="server returned HTTP status 429 Too Many
Requests: user=accountid_workspace_id:

per-user series limit (local limit: @ global limit: 3000000 actual local limit: 500000)
exceeded
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MREEBEIELTHIEEHAY 400 EEERE , RAEHBERESBEBFERAPERBF A Amazon Prometheus
SERKELE, MENTRECFERFREFIIBENFEEN  BF2ERATFYFERE,

ts=2024-03-26T16:50:21.780708811Z caller=push.go:53 level=warn
url=https://aps-workspaces.us-east-1.amazonaws.com/workspaces/workspace_id/api/vl1l/
remote_write

msg="non-recoverable error" count=500 exemplarCount=0

err="server returned HTTP status 400 Bad Request: maxFailure (quorum) on a given error
family, rpc error: code = Code(400)

desc = addr=10.1.41.23:9095 state=ACTIVE zone=us-east-la, rpc error: code = Code(400)

desc = user=accountid _workspace_id: per-user series limit of 10000000 exceeded,

Capacity from 2,000,000 to 10,000,000 is automatically adjusted based on the last 30
min of usage.

If throttled above 10,000,000 or in case of incoming surges, please contact
administrator to raise it.

(local limit: @ global limit: 10000000 actual local limit: 92879)"

3
¢
8

MZEH R Amazon Managed Service for Prometheus BRFSEL 88 LA K 555K tn{a 18 0y X EEA |
Amazon Managed Service for Prometheus Service Quotas

HEFNEER A

MREEEEASAAM Prometheus ###H , BIFETE Prometheus #11TE#R L EANASERRBZEE
EERMKR, WFEHMER , BF2H 5E%EE Amazon Managed Service for Prometheus # & 7] f 1%
EEMBREEER.

T—EHRRERERERNEtREE,

BREI AN BBRAVER

BA R Prometheus B Amazon SERESKFHINER , YFAPSEARANFERL L — @&
151 8% o

MRBHERRIRIEFIEZE , BTEEEFout-of-order samplesduplicate sample for
timestamp, ZHVFERRsamples with different value but same timestamp, ELEEE
ERRAKERMEIEZE Prometheus B Amazon ZERBHAFIRRETERATIER. MREERDN
—EREEINEX THITH Prometheus AF IR , FREHEREEERFIIEBAEEBENRA,
MEEHVEEEERHESBERL K FRECMREHEHE,
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EBRNTEENEZHMER K IMEREN S , F2REBENE T # Prometheus B Prometheus
& Prometheus BERE P A EE B AH O ut-of-order BFE& S,

EKEIHERFNBEANGERAR

(® Note

B AR Prometheus B Amazon Z & RIFIRHCloudWatch I EE1Z , LLEEIZ Prometheus &
REEAER. BEABE CloudWatch IS EEHINeE , BT LB Prometheus ERMERAE
W, UABS LEBR&ISEEE,

MRELEITHHA—@EERAL , EAFEREMEAH —{E Amazon Managed Service for
Prometheus BEt88 , SAFBRILEIRE, WFEFMEN , 528 Amazon Managed Service for Prometheus
Service Quotas,

- BBBEERAEN <value> EFFIRS , FHBEEERSRSRHE,
- BBEEERN <value> EFFIRS , FHBEEESRSRH,
- BEBEBEEURRRE (..)

- FIAEXRSERE (..) F5'%s'

- EHEEHEEERRRS (EHRE xx. BRE :yyy)

- REFEMEGENERE  EHEISAERHRG

- BIBRE, SEKRFIZAITFE.

&1 A Prometheus {a R 258 H BB R &,

Amazon Managed Service for Prometheus 48 TE[& AJ & Prometheus fal iR 25 £ W& # £ 1Y IR FE EL
8, EESHKE Prometheus fAIREFEIXE Amazon Managed Service for Prometheus FE R & | &
A LA#E Prometheus fAIRRES LEIT T HIEH, MR EBIE Prometheus A% 1B Amazon Managed
Service for Prometheus BRI , A LAGERIBINHEHWRBERE, MFEFMEF , 2B Amazon

Managed Service for Prometheus Service Quotas,
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B B FRHUR R
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BEEEFIINERHE

B —EHBRIEHR

EHER
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)
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=""1)

#t¥# Prometheus A E Amazon ZERBNEN It RSTERRMERER., TRETEN TR

ERE R IEEEA RE

EOLAE Amazon EMtERBEEZNEEMERE CloudWatch, WMEFMER |

EE,

%2 CloudWatch
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ERAEER

R &

greater_than_max_sample_age

new-value-for-timestamp
per_metric_series_limit
per_user_series_limit
rate_limited
sample-out-of-order

label_value_too_long

max_label_names_per_series

missing_metric_name
metric_name_invalid
label _invalid

duplicate_label_names
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BRI E AR EAYRC 81T

st EEEHEER R B E R RS BB E
£ & C 2IiE S8 515 PR %1 89 BUA 7 3
R EEREMRARFIRBRE
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#HEFH  BEREE
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ERECIEREENERER
AREEEEE
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RUENEREN
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& =
<A

EHEE—EETEMES , THEH AWS B AWS R, S1E AWS EZEHEMEID -

- 288 (Hlw , CostCenter, Environment, Project = Secret ). EEBEES KT,

- —ERBERE (Hl0 , 111122223333, Production RERKERE) NiZAML. ZHREREBEER
LtERRERZEFE, HERENERE  ERESES K E.

BLESHEARER. SETHEERS TSR 50 ERR.

BEE A SR NEE AWS ER, 7% AWS REXEER , HiE S EREERIERET R R
BHER , URTHEER. 6l , £ LUEHE RN ERIERGEIERE Amazon Managed Service
for Prometheus TAE& AT TE I IEIRAS Amazon S3 RFErlE. WEFBELEBNFREN , F2HEE
¢ AWS ER,

#£ Amazon Managed Service for Prometheus # , A LAZEE TEEMH AIFFEN A Z=/E. B

FAE#EE, AWS CLI, API = SDK R##., EEMNBRELERNER. BRTEARKER. E&N
EMEEBRNITHERMNRAUBEATEZ[UA , BEFEA 1AM BUER #8515 B 1% &l AT f 1R b K% B2

Amazon Managed Service for Prometheus ER BB A B,

BRERH
UTERRFEARER

- BEERNLRA 50 EEH.

- HRE-EER , SEEBRSRLEARE—H , BESASREBREE —EE.

- BRAEBRZSIRREA 128 {il UTF-8 FERAY Unicode F T

- RAEBERES 256 {8 UTF-8 2K Unicode F 7T,

- MREWFELHEBERANSE AWS REMEIR , Ficd , HibRBAIRRFIAFNFET, —HKM

5, RHNFRRFR, BF, FH UTF-8 RTHNZER , ERUTFER . :+=@ _/- (BFHK).

- EBREETESRNIE. HAREER  BACASEENERE , X —ButbEMEERERPEE
R, Bl | SREEMA Costcenter, costcenter IR CostCenter , Wt ¥AMEEBREH
HERENES, BEsrSEUNERERT BN XNERE,

« BAMEM aws:. AWS: REAXNBESHEARIBIENFTE, DAEFERRE AWS £/H. BF
IREIMRELFENERSRIE, ELFENEBRTIEES -—BERNERIRHA,
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&

- BRIEE

- ERRABEETEER

ZiC TIEE

A AR R EE Amazon Managed Service for Prometheus T/EEHER.
£

- BERHEIITHEERE

- BEITEENER

- MEIFENER

- BEBRIEEBR

HEBFEITHERE

18 ZE & 2 Amazon Managed Service for Prometheus T/EE# , A7 BI R BI M B E AWS ER
WEBFRE, 5%, §—ZEER (HEY) MEINITHE, ECHEERE , BTHEL IAM
BE 6 REBELESEBEIFENFIE. SRUEAEEADS AWS CLI, BEZKFTEE Amazon

Managed Service for Prometheus T4E[E,

/A Important

HEBRNMEETEENRESENRTFENFIE. SERFTEITFEZN , BLREE
frIsEE £ A ERZH ERFEHEN IAM BUX,

T
®

MEEE T BERBASERFTEZE Amazon Managed Service for Prometheus TEERIFFMAE A |
B By TR,

E3:]

- BEBRFREIEE (E2EH)

- BEBIHIEBEIERE (AWS CLI)
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SERTRE TR (X28)

RO AERAERAES —BARZEZERHIEZE Amazon Managed Service for Prometheus TE[E,

1. BARX Amazon Managed Service for Prometheus 2 & , {1 https://console.aws.amazon.com/
prometheus/,

2. EBEERT , BERYERET.

3. EE [FMEIEE]

4. EERLEEENITEENIER D,

5. #EiF Tags (BEF) R5|1ER,

6. HEKRASEEHI®ZE Amazon Managed Service for Prometheus T4EE |, &1 [BUER]. &
R, FFEE [EEER]

7. TEKey (£88) F , MAZEBNBER, BLUE Value (fB) PAEBFLEAE.

8. (ER) ZFEMES —EAEE , BEE Add tag (FTEER) — X
9. EBEXRETHIIEERR A6 FHEIZF Save changes (RRFEE),
KEBFHBEIERE (AWS CLI)

SEREBTHSERER AWS CLI, #EBHIEZE Amazon Managed Service for Prometheus T/EE, &
EEZEVERR  SEWEIIEE K BSE BEuITEE,

FELLRP , BAIBRRECRKLEFHM AWS CLI REMBIZHMA, MEFMER  F2RELE

AWS Command Line Interface,

FER RS E#1T tag-resource 5 , IEE LHEER Amazon Resource Name (ARN) , 8% E
FEEBRNEENMENERRSIR, BB —EEBRNTEEITHE. S, ZECARMEFRER
EEE R A My-Workspace B Amazon Managed Service for Prometheus T/E[E |, —{E& A Status By
EELE , UR—EEA Tecan NEBLB A MESESBNEREAS Secret M My-Team :

aws amp tag-resource --resource-arn arn:aws:aps:us-
west-2:123456789012 :workspace/IDstring
--tags Status=Secret, Team=My-Team

MER , kS FEERETRE.

HERNEI TR 201


https://console.aws.amazon.com/prometheus/home
https://console.aws.amazon.com/prometheus/home
https://docs.aws.amazon.com/cli/latest/userguide/installing.html
https://docs.aws.amazon.com/cli/latest/userguide/installing.html

Amazon Managed Service for Prometheus EREEmR

BETHFEENER

BEB i B PR A I AR AWS ERVNEEFEUE, NMFEBARTRRRBNFAER

3
¢
g

i

S A

AWS &R,

¥24% Amazon Managed Service for Prometheus T/EE (£12 A&

IEALAE A 42 A KRR EE Amazon Managed Service for Prometheus T4EEHRIEH 2.

1.

o & 0D

BARX Amazon Managed Service for Prometheus & , fZ1 https://console.aws.amazon.com/
prometheus/,

EEEERD , BEEDEXRET.

B A IEE]

BELEZEETIEENIERE D,

B Tags (EH]) R5|EHE.

48 Amazon Managed Service for Prometheus T/EEHIZE (AWS CLI)

KB THER , £ AWS CLI R TEER AWS EE., HRFEER  EEMNBFEZA,

R IR S E#1T list-tags-for-resource 5. HliN , MR TEENZRSB/IZHRETE

aws amp list-tags-for-resource --resource-arn arn:aws:aps:us-
west-2:123456789012:workspace/IDstring

XY, kB TEEREUNTHER !

"tags": {
"Status": "Secret",
"Team": "My-Team"

}

imiE TFERNERR

FAUNSERTARAMNERE, CoTUBTSREE  SABKREVHER , LHE— BTN
S EBAMRNEERLIEER.
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/A Important

#m¥8 Amazon Managed Service for Prometheus T EZELE , IR EXTFEEFIVE, RE
BEERR (%) IEBENEZN , BXRBETATESCAERSRINEREFERFIVE
B9 IAM B9 IAM BR | Blanf#fFE.

#m¥8 Amazon Managed Service for Prometheus FI1ZH (X8 48)

IBAILAE A 12 A RimEEEE Amazon Managed Service for Prometheus TEE BB ZH .

1. BBk Amazon Managed Service for Prometheus & , fZH https://console.aws.amazon.com/
prometheus/,

EEEERT , BEYRERET.

BIE [FTE THEE]

BELZEEIEENIERE ID.

EIE Tags (ER) R5|EH,

EARSEBIEETRE , FEE [(BEUEE]. 78, FEE (EEER].

£ Key (£88) B , M AZBHNEE, EWLLE Value (fB) P AEBIEEAE.
(ER) BEEFES —EEE , Fi181F Add tag (FTIEEE) —X
ERTRAIBEBWEERE , 7581 Save changes (REIFEE).

© © N o g kM~ DN

#m¥8 Amazon Managed Service for Prometheus T/EERIIZEE (AWS CLI)
HKBUTSRER AWS CLI EfTEENER. ZUUEFRER|BHNERIIEHMERSIE,

FERImE S S P 1T tag-resource 8T , IELEEHEH 2 Amazon Managed Service for
Prometheus T4EE# Amazon Resource Name (ARN) , Y EEBR RS EMNERE :

aws amp tag-resource --resource-arn arn:aws:aps:us-
west-2:123456789012:workspace/IDstring --tags Team=New-Team

HEBRIFERR

BUABR-—HZERTFEMEEBRNER. BERERTSREM AWS ERMREZFRABBNE
=,
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/A Important

BBk Amazon Managed Service for Prometheus THEENZER% , T EXTEENFEE,
RIEEBREBRZH , BLRETATESEAERSBIERZFERFEVEN IAM B
&, BlANRE1EE,

£ Amazon Managed Service for Prometheus (£#2 &) BRER
B AERAEREBRESN TEE 2 EH R,

1. BABX Amazon Managed Service for Prometheu 12 #& , U https://console.aws.amazon.com/
prometheus/,

EEEHED , BEIERET.

B2 B TEE,
BELEEEIEENIEE ID.

iB1E Tags (%) R5|ER,

i#1Z Manage tags (BEER).
SREMBRVEZER , REBIEIEZE Remove (BER).

N o o bk~ w0 b

# Amazon Managed Service for Prometheus TEE#EREZEE (AWS CLI)

BT ZEREM AWS CLI REFBRER. BEERATEHSEAMER , ASBHREBENTFEZE
HYBAEH

@ Note

I RIEMBR Amazon Managed Service for Prometheus TH#E , FREEREB S EMERN T
EERBR. EFFEEMBRIEEZ I BRESR.

R IHH R S HIFIT untag-resource i H , EELEBKRER < TEER Amazon Resource Name
(ARN) , FIEEBRC ZBNZEBRSI#, Hl0 , £8 5 My-Workspace I THEEFBIRER , FHE
BRI 14

aws amp untag-resource --resource-arn arn:aws:aps:us-
west-2:123456789012 :workspace/IDstring --tag-keys Status
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ERY , KB STEEETAAS. EERFHEIEEMHEBNER , BT list-tags-for-resource n

PN
T o

ERRRBEmREE

FAAEMNEFREE Amazon Managed Service for Prometheus R BI B #Hdr B 2= A,
£

- BEBMEIRIFEGEZEE

- BRANBEGTAEZEER

- MEBRAUFREGEZHER
- RPAFEDETEHBRER

HEBRHEIR A S ZE

#1812 % 2 Amazon Managed Service for Prometheus i IB¥ & B 22/ , 7 17 BY 858 B A1 B 1B I8 Y
AWS ERUEBFEE, 5, #—HZEER (REY) MEIR[UFESTEE[H. ELCHEER
%, TURBRELEREY IAMBX , NEEERZNFEE, SUUERAEEAR AWS CLI, S5
#7118 ZE Amazon Managed Service for Prometheus 38 BIB¥#H &5 & 22/,

/A Important

HECHEERAFEGETHATRESEXRNFES S AN FIE, SERMEIER
28, BoAmEEA RS EARRESFIER (HIMEZER) 1 1AM B,

WEEBUBER  KESFTESRAFETSZANFRENR , F20 EYRIESR,
F&E

- BEBFEERAUFEDEZ[ (FEA)

- BECHEERAFEFEZB (AWS CLI)

BEBF T RARAGE RN (T2A)

B LAERA 12 A A Prometheus BRI ET R ZEEH Amazon ZE REHIE—RZEER.

BRRARESEED 205



Amazon Managed Service for Prometheus EREEmR

1. FARX Amazon Managed Service for Prometheus & , {1 https://console.aws.amazon.com/
prometheus/,

EEEERT , BEEYERET

EE "TREIER. .

BELEEETEREMNTHEE ID.

BE TRAUEE, &R,

BEGETHEWENRE  RARRE "RE. .

EE TEVER, |, "HEER.

£ Key (£88) P , BABRBNER. BRI Value (fB) P ABRBIIERE.
(ER) BENES —EER , 55EEE "Add tag (FTHEERK), —R,

10. BERTEHRIIEEBNIERER , 55 #1F "Save changes (REFEEE). o

© © N o g & w b

BEHEERAFATEZME (AWS CLI)

BB T RS ERMER AWS CLI S Z2& #7118 = Amazon Managed Service for Prometheus 33 Bl 88 &
2xEE, EECRVESREETEERAFENETHE , F20 KA ERER LEE Amazon

Managed Service for Prometheus,

FEESEG  RMABRECKLEHR AWS CLI SiEHEBIFIRA, MEFMHEF  F2EL
AWS Command Line Interface,.

i

RIS |, #1T tag-resource S , AEEFBEEHN R A FHED S ZBIEE Amazon
Resource Name (ARN) , AR EEFHBEBENRSIBNE, SN EERTEERAFESD
BZEM, flm , BEEMFEAMEZEEREZEL AR A My-Workspace B9 Amazon Managed Service for
Prometheus ii B2, &5 Status NIZE S EHEA Secret) , AR—BE A Team WEEES
i® (EBER My-Team) :

aws amp tag-resource \
--resource-arn arn:aws:aps:us-
west-2:123456789012:rulegroupsnamespace/IDstring/namespace_name \
--tags Status=Secret, Team=My-Team

MER , kS FEERETRE.
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BRERUFEGEZHER

BRAUHBEHBNEEEN AWS ERNEEFEIUE, NFERERCRKBNFHEES , F2RER
AWS EiR.

248 Amazon Managed Service for Prometheus A RIB AR B =/ (X8 E) WER

& T LAME A =12 A R 4R B2 Amazon Managed Service for Prometheus 33 Bl 848 oy & 2 R 40 R B AV 42
N

1. B#RX Amazon Managed Service in Prometheus £ & , {4 https://console.aws.amazon.com/
prometheus/o

ESEERD , BEEYREKRET.
BE "TEIERE, .
BELZEERTEEMNIER D,
BE TRAUERE, &R,
BEEGEZEEE,

o g A~ W Db

%8 Amazon Managed Service for Prometheus T/EEHIZEE (AWS CLI)

KBTS RER AWS CLI MR R A EGEZHMN AWS K. NRZIEHEER , KeEgE=
KB E,

ERIHEBR DD Y LT list-tags-for-resource v, Bl , MBRAEFHATEZENERRSIBNE
BEBE

aws amp list-tags-for-resource --resource-arn rn:aws:aps:us-
west-2:123456789012:rulegroupsnamespace/IDstring/namespace_name

MER , kS TEELRCMNTHER

{
"tags": {
"Status": "Secret",
"Team": "My-Team"
}
}
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mMERUFETEZHER

BRUSERERAFER S ZEARBMERNE. SUTUUSESREE  SRERATNER , XH
B—ETENFHNEBNERNEFESEBER,

/A Important

MESAUFESEZEANRLTREVEELFIE, REERNEE (R IRRE2w , &
HREREM RS EARRSRNERZHFIERD IAM BEX.

#mE Amazon Managed Service for Prometheus BERIB#Han 2 Z=H (X1 H) NER

& T LAME A =12 A RimEEEE Amazon Managed Service for Prometheus 37 Bl 848 an & 2 RS A0 BA B AV 42
N

1. BABX Amazon Managed Service for Prometheus & , fL1 https://console.aws.amazon.com/
prometheus/,

EEEERTD  EEFDERETR.

EE TR IERE. .
BELEZEETEENTHERE D,

BiE TRAEE, &R,

BEREZENERE,

BFE TEE , M THERE L
ERSFRARENE , FE "E PRANE,
EEMEEMRER  FEE THERR. .

10. ERERFENFEERRR A FRE REEE,

© ©®© N o o K~ w0 DN

#m¥Amazon Managed Service for Prometheus #2 BI 848 75 & 2= B A2 & (AWS CLI)

KBTS RER AWS CLI EFARABEAREZEANEER, SUNBEREXR|IBNERFHEHMLR
58,

FEREME RS , #1T tag-resource T , IEELEEHEEH Amazon Resource Name (ARN) ,
YHEEEBZRSIENERE .
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aws amp tag-resource --resource-arn IN:aws:aps:us-
west-2:123456789012:rulegroupsnamespace/IDstring/namespace_name --tags Team=New-Team

R EEn R ZEBRER

RO UBR-—HZERANFES S ZEABRBRNER, BREBTSEEM AWS BRMEREZER
MBI,

/A Important

BRERNERIREXEZERNFIE. RERBRER N  BLRBEMAIESER
BERSRUERZHER PINREFE) 89 IAM B,

£ Amazon Managed Service for Prometheus #F I EGB R ZEE (£ H) BRER

BUNEREES  BRERERFAS S =B HAIBIB,

1. BARX Amazon Managed Service for Prometheus & , 1 https://console.aws.amazon.com/
prometheus/,

EEEERD , BEEYERET.

BE "THREIERE, .

BELEEEIEENIER ID.

EE TRAEE, 8,

EEwEZEANER.

i#1Z Manage tags (BEEBEZR),

REEMROERSS | #1ZF Remove (BR).

SE 2% , 5% Save changes (REEEE),

© © N o g M~ b

# Amazon Managed Service for Prometheus 2 I 848 &5 & Z= BB BREZH (AWS CLI)

MU THER , £ AWS CLI e RAIFER B ZHBRER, BREBRATSEEMER , REBEK
BANRAUFED S ZE 2 BB,

S
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® Note

R EMIBR Amazon Managed Service for Prometheus 38 BIE#H i & 22 |, BIFFEEREH
SREMBRTEZEDBR. ETFLEMBRTE ZE 2 BRER.

ERIHE TS EI1T untag-resource I |, IBEELRERRIZEBA R BB H & 22 Amazon Resource
Name (ARN) , AR ZBEBREBNER LB, HlW0 , £8 5 My-Workspace I TEEFBREB SR
B Status NER :

aws amp untag-resource --resource-arn IN:aws:aps:us-
west-2:123456789012:rulegroupsnamespace/IDstring/namespace_name --tag-keys Status

MR, S SFEEREMUAR. ZERFBHEEEMBENESR , FH1T list-tags-for-resource @5

PN
T o
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Amazon Managed Service for Prometheus Service Quotas

LA EiER B B2 Amazon Managed Service for Prometheus #HE3RY Bl S8R BR %1,

Service Quotas

Amazon Managed Service for Prometheus EH L TE#. BEAR Prometheus ¥ Amazon 2 & R
2 HECloudWatch EHEEE | LLEEHR Prometheus ERFE RSN . FEAME CloudWatch AISZEHR
Ihee , BRI LAEE#E Prometheus BEIRMBEAER , SABH L PR BISEER.

REERNTEENRE  SURFEEZIFRENMNEEREES  SETFENRRATFI. &
B TEEAVEEER | LUK &E TFEREEUE D 8 AR,

HRATRBWES , &8RN [AIHAZR] WP ERNGERENETE , RERESEE.

BEEM (BETERNBASFY] BRE. mFEFMEN , 728 AT FIERE. SEATEERE
RYEEEN RN @ TEEAVEEURED A DHEERFETUEERBENETFENEE, IFEZE
A, F2E BAHR.

(® Note
BRIEZERA , FAIELRBARESEATFRE,

1 = m R
=
SETEESTRERN A e SESXENE & 2 SEIEELSHEER
B : 20,000 {A I — R IS
SRR A el 2 SESXENE £ SEIEENR—RAT
i 5 2 B FoIgR, MREBE 2
10,000,000 NEREEHEH |, AIXF

JIRREEAS. REHR 2M
2 10M BRRIFEHE 30 2
ENEAERRAR,
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ERAEER

Z8 B4 Cl) iR
S
PEERRE BEZZENE B EREPEERTEINR
13 : 1 KB ARE. P#ERZERE
BEEB. RANMEN,
BEEENPEER BEZZENE B BEEENPEERR
15 : 10 =,
ErREESRABRGEEER BEZZENE = ErREEERAGRERE
13 : 100 PEIREV B E LR,
BURSTH APl EXH BEZZENE = EEESW AT AFITH
1% . 10 AP EXEE LR, 53
fEIE[E CRUD API, &
iC API, RAIBEMEZE
B CRUD API , ARE R
EEBEZ CRUD AP,
BB T TRES FESXENE B 2 E-NREATRENS
i3 : 5GB R TTHE R
HEETHNEHAV LA FIEZXENE B EE-—#EEAT , 524
i3 : 5GB /N BF [ s AT 4 1 9 B K2
TUHEEL
RN EHER BEZZXENE B E-EHHETRENE
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#HHEH BEZXZXENE B E-EHHBERENS
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&5 7 HIHEE BEZXENE B E-EHHABRENS
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EREFEZEE (X) BEZXENE B f£14d PromQL EFHH &K
1 : 32 FrEEE,
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Amazon Managed Service for Prometheus T EES HEBAZRAGHNENE, BEFEHEE
in , Amazon Managed Service for Prometheus 8 EN R F I AEEHEMEREEFHEN®
&, EXIEREERL, 0, WRBX 30 PENFEIMATRRREFSR 350 8 , EKZSIUER

700 BEEEFS , MAFETRR.

MREFBLATMEENMMEL L | Amazon Managed Service for Prometheus € B & 18 B R Bx [ 18 hn
MEB T EESARE , UHPHREENITEERTSEEZENRR

EIFEENEEAL. BR,
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MRBE I HEEBEMELENBMEUL  ERSHBARRER. HERRR , Amazon Managed
Service for Prometheus 2% 1E 18 102 5t 51 B A B = PV RR A2 LA LB | X038 IR AN

(® Note

BATKEFINRNEERA2EE , HENFSI/NR 200 BfE , AIFEHRRR.
HRBEBEREE , BFEREMEE.

BAER

B AR Prometheus B Amazon ZERKESRIBEENRES , $HHSETEERETHRER, &
R HETEENMEE. WRBEBRE , £i¥DiscardedSamplesfE CloudWatch 5ZEHEF
(rate_limitedEHR ) ., &WAILAfE CloudWatch A Amazon ES¥2#E , W EVBR , MEREEEIR
ERBR G HEES., WEFMEN , F2[E CloudWatch E£,

EA R Prometheus By Amazon ZERKEFERER FEFITRESEREEEINER. FRALKERE 6 &
HIRFHE —EEMHE  ETh 3B EHENTE, ERETHNTHEERREETMNRENENER
PR,

BEHENNEERESRERERPBER—E Token, MREHNFHEITEA/N (BETEENEEURED
fE RN & 1,000,000 , B TERATUE-—BAEN - BEEERER, NREFNNENER—F
B, AIEETER  YETSHENEMNESRE. HERBERAERER.

BRETESURENEREHHER. NIRFERBEREZARE , ASYEnHEMI—ARENTE ,
EIEINHSFATEAL, NMREAATHIERFRECH , IKEER, EENFETHEBEBH
RAHENRYE, RN EFEXXRRHEEAIEENERRRIMFRE. WRSEITIERENRER
REXER 170,000 , AEENHTR TR 170,000 B,

WMREH T/EE—FARHEE 1,000,000 EAEREER , ENFETFESVABOESHEHER, RE A B
PWEEHER 170,000 A% | EREZR 1,000,000 AREHERATELSL, NRLIEESHREE ,
SENEEESSE 6 WAREAHERABRE,

(® Note
IS ERRERDET, MREF 100 BoTANSE  YRIXETE 101 BEEARNER , RIZE
BFERAGBIEE ., BEHAR Prometheus B Amazon SEREFESHrER, WREBTFERFE
WEEss , I UEBESR Y (FRAR/NHIRSKIB —REF—BR).
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BAFESHEREDH , ENITFESTRENESENES. EUNEMIFRBPRERATE, W
REVEERABRESE , AIEREREIESARE, flU , IREESERETR  ETNEREEYR
#E 170,000 EEREER, REELSVEIMDR 170,000 FERELE  RFFRETRERERE

RARE,

A ENE R Y E A PR

SRR TEEMER | Amazon Managed Service for Prometheus thi8 THIEEAER, BLERT
HE,

- EREEGER 1 /NFRVIEREH,
- BESHFANTFREENBLERTERRH,
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APl 2&

A Ei%)H Amazon Managed Service for Prometheus FFsZ /9 AP| E¥ & BHEE,

WMEEEL APIEERHE RS, ZEM API FERECEENEEIER , 5528 (Amazon Managed Service
for Prometheus & 1ER) B9 Amazon Managed Service for Prometheus JR#EHEL 5,

&
« Amazon Managed Service for Prometheus API
- Ed Prometheu $ & #) API

Amazon Managed Service for Prometheus API

E AR Prometheus B9 Amazon S ERIFIZM API #84E , A Prometheus T/ERE I MM E L
Amazon S ERK. ESIEANIERE , MR K BHREERTEE , HAEGSZEHEF B FELHEN
APl,

MFERBEMR Prometheus API 8y Amazon B RIEHVFFHERA , 7526 Amazon Prometheus API
RERBSE,

B SDK EAE AR Prometheus B Amazon SEE IR AWS

AWS B4FEEM (SDK) ATARFZRITHRIERES . =18 SDK #iRMt API, BXBHHINX
fr ERBRASRAFERMIUEANESEE AWS BEAER., NEKESI2EN SDKMIEE
E, K F2HRAWS ABEAEHRLFEEZEN TR, AWS

® SDK iR

RPRBEFERASEHRAEN AWS SDK |, UREBEZEREHRFERANEMEMM SDK , i SDK /R
BHERHME, AWS SDK REEHKFNISEFINGE , UREZEHEH,

B3 Prometheu 1A API

Amazon Managed Service for Prometheus 3 & 82 Prometheus & APIFEEH API,

NEBREFE AR Prometheus HHAH AP BVEFHREEA | 3828, FHE Prometheus HHEH AP| &)
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ERAEER

ES]

CreateAlertManagerAlerts

CreateAlertManagerAlerts EXREITEEFEIE T,

CreateAlertManagerAlerts

DeleteAlertManagerSilence

GetAlertManagerStatus

GetAlertManagerSilence
GetLabels
GetMetricMetadata

GetSeries
ListAlerts
ListAlertManagerAlerts

ListAlertManagerAlertGroups

ListAlertManagerReceivers

ListAlertManagerSilences

ListRules

PutAlertManagerSilences

QueryMetrics
RemoteWrite

BMH HTTP 57 -

POST

BE¥ URI :

/workspaces/workspaceId/alertmanager/api/v2/alerts

URL Z#HZ2E

alerts ¥W#rfE% , HpSENHRR—EE R, ATRERIARENESL

CreateAlertManagerAlerts

218
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{
"startsAt": "2021-09-24T17:14:04.9957",
"endsAt": "2021-09-24T17:14:04.9952",
"annotations": {
"additionalPropl": "string",
"additionalProp2": "string",
"additionalProp3": "string"
I
"labels": {
"additionalPropl": "string",
"additionalProp2": "string",
"additionalProp3": "string"
},
"generatorURL": "string"
}
]
aa R E

POST /workspaces/ws-b226cc2a-a446-46a9-933a-ac50479a5568/alertmanager/api/v2/alerts
HTTP/1.1

Content-Length: 203,

Authorization: AUTHPARAMS

X-Amz-Date: 20201201T193725Z

User-Agent: Grafana/8.1.0

[
{
"labels": {
"alertname": "test-alert"
.
"annotations": {
"summary": "this is a test alert used for demo purposes"”
1,
"generatorURL": "https://www.amazon.com/"
}
]
(5] & 6 45

HTTP/1.1 200 OK
x-amzn-RequestId: 12345678-abcd-4442-b8c5-262b45e9b535
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Content-Length: 0

Connection: keep-alive

Date: Tue, 01 Dec 2020 19:37:25 GMT
Content-Type: application/json
Server: amazon

vary: Origin

DeleteAlertManagerSilence

DeleteSilence MK —EERES.
BMH HTTP B33 :

DELETE
B¥ URI :

/workspaces/workspaceld/alertmanager/api/v2/silence/silencelID

URL EfIZE : &

AR g

DELETE /workspaces/ws-b226cc2a-a446-46a9-933a-ac50479a5568/alertmanager/api/v2/silence/
d29d9df3-9125-4441-912c-70b05f861f973 HTTP/1.1

Content-Length: 0O,

Authorization: AUTHPARAMS

X-Amz-Date: 20201201T193725Z

User-Agent: Grafana/8.1.0

(o] FE £ 451

HTTP/1.1 200 OK

x-amzn-RequestId: 12345678-abcd-4442-b8c5-262b45e9b535
Content-Length: @

Connection: keep-alive

Date: Tue, 01 Dec 2020 19:37:25 GMT

Content-Type: application/json

Server: amazon

vary: Origin
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GetAlertManagerStatus
GetAlertManagerStatus HENEBRE REESMRENEN.
BN HTTP B :

GET
BEM URI :

/workspaces/workspaceId/alertmanager/api/v2/status

URL EHZE : &

A R gl

GET /workspaces/ws-b226cc2a-a446-46a9-933a-ac50479a5568/alertmanager/api/v2/status

HTTP/1.1

Content-Length: 0,
Authorization: AUTHPARAMS
X-Amz-Date: 20201201T1937257
User-Agent: Grafana/8.1.0

(o] FE &6 451

HTTP/1.1 200 OK

x-amzn-RequestId: 12345678-abcd-4442-b8c5-262b45e9b535
Content-Length: 941

Connection: keep-alive

Date: Tue, 01 Dec 2020 19:37:25 GMT

Content-Type: application/json

Server: amazon

vary: Origin

"cluster": null,
"config": {
"original": "global:\n resolve_timeout: 5m\n http_config:\n

follow_redirects: true\n smtp_hello: localhost\n smtp_require_tls: true\nroute:

\n receiver: sns-0\n group_by:\n - label\n continue: false\nreceivers:\n-
name: sns-@\n sns_configs:\n - send_resolved: false\n http_config:\n

GetAlertManagerStatus
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follow_redirects: true\n sigv4: {}\n topic_arn: arn:aws:sns:us-
west-2:123456789012: test\n subject: '{{ template \"sns.default.subject\" . }}'\n
message: '{{ template \"sns.default.message\" . }}'\n workspace_arn:

arn:aws:aps:us-west-2:123456789012:workspace/ws-58a6a446-5ec4-415b-9052-a449073bbd0a
\ntemplates: []\n"
.

"uptime": null,
"versionInfo": null

GetAlertManagerSilence

GetAlertManagerSilence HENVEE — BB ~BEENEN.
BME HTTP B35 -

GET
EH URI :

/workspaces/workspaceld/alertmanager/api/v2/silence/silencelID
URL E#2% : &

AR g

GET /workspaces/ws-b226cc2a-a446-46a9-933a-ac50479a5568/alertmanager/api/v2/silence/
d29d9df3-9125-4441-912c-70b05f86f973 HTTP/1.1

Content-Length: 0,

Authorization: AUTHPARAMS

X-Amz-Date: 20201201T193725Z

User-Agent: Grafana/8.1.0

(=] FE €551

HTTP/1.1 200 OK

x-amzn-RequestId: 12345678-abcd-4442-b8c5-262b45e9b535
Content-Length: 310

Connection: keep-alive

Date: Tue, 01 Dec 2020 19:37:25 GMT

Content-Type: application/json
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Server: amazon
vary: Origin

{
"id": "d29d9df3-9125-4441-912c-70b0@5f86f973",

"status": {
"state": "active"

iy
"updatedAt": "2021-10-22T19:32:11.763Z",

"comment": "hello-world",
"createdBy": "test-person",

"endsAt": "2023-07-24T01:05:36.000Z",
"matchers": [

{
"isEqual": true,
"isRegex": true,
"name": "job",
"value": "hello"

15
"startsAt": "2021-10-22T19:32:11.763Z"

GetLabels
GetlLabels /E¥ 2 HIEEE R 5 BB ER.,
BMH HTTP B33 :

GET, POST
EH URI :

/workspaces/workspacelId/api/v1l/labels

/workspaces/workspaceld/api/v1l/label/label-name/values Itt URI EX#E GET 5
Ko
URL E#HSE

match[]=<series_selector> EERFYEEFHRSIY , BEEERHPENEEZBHOFY., #EA.

start=<rfc3339 | unix_timestamp> FIABERE&ERC. ZH,
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end=<rfc3339 | unix_timestamp> ERESEEA. EHA,

B miaKk /workspaces/workspaceld/api/vl/labels

GET /workspaces/ws-b226cc2a-a446-46a9-933a-ac50479a5568/api/vl/labels HTTP/1.1
Content-Length: 0O,

Authorization: AUTHPARAMS

X-Amz-Date: 20201201T193725Z

User-Agent: Grafana/8.1.0

g2 € /workspaces/workspaceIld/api/v1l/labels

HTTP/1.1 200 OK

x-amzn-RequestId: 12345678-abcd-4442-b8c5-262b45e9b535
Content-Length: 1435

Connection: keep-alive

Date: Tue, 01 Dec 2020 19:37:25 GMT

Content-Type: application/json

Server: amazon

vary: Origin

"status": '"success",

"data": [
" _name__",
"access_mode",
"address",
"alertname",
"alertstate",
"apiservice",
"app",
"app_kubernetes_io_instance",
"app_kubernetes_io_managed_by",
"app_kubernetes_io_name",
"area'",
"beta_kubernetes_io_arch",
"beta_kubernetes_io_instance_type",
"beta_kubernetes_io_os",
"boot_id",
"branch",
"broadcast",
"buildDate",
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g IFER /workspaces/workspaceld/api/vl/label/label-name/values

GET /workspaces/ws-b226cc2a-a446-46a9-933a-ac50479a5568/api/vl/label/access_mode/values
HTTP/1.1

Content-Length: 0,

Authorization: AUTHPARAMS

X-Amz-Date: 20201201T193725Z

User-Agent: Grafana/8.1.0

gif5IE & /workspaces/workspaceld/api/vl/label/label-name/values

HTTP/1.1 200 OK

x-amzn-RequestId: 12345678-abcd-4442-b8c5-262b45e9b535
Content-Length: 74

Connection: keep-alive

Date: Tue, 01 Dec 2020 19:37:25 GMT

Content-Type: application/json

Server: amazon

vary: Origin

{
"status": '"success",
"data": [
"ReadWriteOnce"
]
}
GetMetricMetadata

It GetMetricMetadata FXEMENE I B EMEUEENHEEPEER ., TSRHEBEHMEER,

EHBERNENERZRA —EYHER , ETSERSIZAZAELEREE , MEEERIMHE N PR
BERYHERE  EEVHEREREMAEENAERRERE.

BMH HTTP 57 -

GET

GetMetricMetadata 225
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BE¥ URI :

/workspaces/workspacelId/api/vl/metadata
URL E#ZH :

limit=<number> EEMNEEZAHE,

metric=<string> AREHEEHERERNEREHE, NRBUAREZA , ASHNAEEES
BEH,

AR gl

GET /workspaces/ws-b226cc2a-a446-46a9-933a-ac50479a5568/api/vl/metadata HTTP/1.1
Content-Length: O,

Authorization: AUTHPARAMS

X-Amz-Date: 20201201T193725Z

User-Agent: Grafana/8.1.0

(o] FE & 451

HTTP/1.1 200 OK

x-amzn-RequestId: 12345678-abcd-4442-b8c5-262b45e9b535
Connection: keep-alive

Date: Tue, 01 Dec 2020 19:37:25 GMT

Content-Type: application/json

Server: amazon

Transfer-Encoding: chunked

{
"status": '"success",
"data": {
"aggregator_openapi_v2_regeneration_count": [
{
"type": "counter",

"help": "[ALPHA] Counter of OpenAPI v2 spec regeneration count broken
down by causing APIService name and reason.",

"unit":

]I
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GetSeries

It GetSeries X EHIF SR ERRENEBEFYEE,
B HTTP B33 -

GET, POST
EH URI :

/workspaces/workspacelId/api/vl/series
URL EHSH :

match[]=<series_selector> EEFYZEHRSH , BEEEHEENFI., ELXERHE—E
match[] 5I&.

start=<rfc3339 | unix_timestamp> FIAEEBERE. EH

end=<rfc3339 | unix_timestamp> EREEEH. EH

AR g

POST /workspaces/ws-b226cc2a-a446-46a9-933a-ac50479a5568/api/vl/series --data-urlencode
'match[]=node_cpu_seconds_total{app="prometheus"}' --data-urlencode 'start=1634936400'
--data-urlencode 'end=1634939100' HTTP/1.1

Content-Length: 0O,

Authorization: AUTHPARAMS

X-Amz-Date: 20201201T193725Z7

User-Agent: Grafana/8.1.0

(o] FE &6 451

HTTP/1.1 200 OK

x-amzn-RequestId: 12345678-abcd-4442-b8c5-262b45e9b535
Connection: keep-alive

Date: Tue, 01 Dec 2020 19:37:25 GMT

Content-Type: application/json

Server: amazon

content-encoding: gzip
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ERAEER

"status": "success",
"data": [

{
"__name__": "node_cpu_seconds_total",
"app": "prometheus",
"app_kubernetes_io_managed_by": "Helm",
"chart": "prometheus-11.12.1",
"cluster": "cluster-1",
"component": "node-exporter",
"cpu": "Q",
"heritage": "Helm",
"instance": "10.0.100.36:9100",
"job": "kubernetes-service-endpoints",
"kubernetes_name": "servicesstackprometheuscfl4a6d7-node-exporter",
"kubernetes_namespace": "default",
"kubernetes_node": "ip-10-0-100-36.us-west-2.compute.internal",
"mode": "idle",
"release": "servicesstackprometheuscfl4a6d7"

},

{
"__name__": "node_cpu_seconds_total",
"app": "prometheus",
"app_kubernetes_io_managed_by": "Helm",
"chart": "prometheus-11.12.1",
"cluster": "cluster-1",
"component": '"node-exporter",
"cpu": "Q",
"heritage": "Helm",
"instance": "10.0.100.36:9100",
"job": "kubernetes-service-endpoints",
"kubernetes_name": "servicesstackprometheuscfl4a6d7-node-exporter",
"kubernetes_namespace": "default",
"kubernetes_node": "ip-10-0-100-36.us-west-2.compute.internal"”,
"mode": "iowait",
"release": "servicesstackprometheuscfl4a6d7"

iy

ListAlerts

ListAlerts X SN ITEEF B RATRNETR,

ListAlerts
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BHH HTTP B34 -

GET
BEM URI :

/workspaces/workspaceld/api/vl/alerts

AR g

GET /workspaces/ws-b226cc2a-a446-46a9-933a-ac50479a5568/api/vl/alerts HTTP/1.1
Content-Length: 0O,

Authorization: AUTHPARAMS

X-Amz-Date: 20201201T193725Z

User-Agent: Grafana/8.1.0

(o] FE &6 451

HTTP/1.1 200 OK

x-amzn-RequestId: 12345678-abcd-4442-b8c5-262b45e9b535
Content-Length: 386

Connection: keep-alive

Date: Tue, 01 Dec 2020 19:37:25 GMT

Content-Type: application/json

Server: amazon

vary: Origin

{
"status": "success",
"data": {
"alerts": [
{
"labels": {
"alertname": "test-l.alert",
"severity": "none"
I
"annotations": {
"message": "message"
},
"state": "firing",
"activeAt": "2020-12-01T19:37:25.429565909Z",
"value": "le+00"
}
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]
.
"errorType": "",
"error": ""
}
ListAlertManagerAlerts

ListAlertManagerAlerts 8N IFREREEST AMNBRETNHERAEN.
B HTTP 85 -

GET
B URI :

/workspaces/workspaceld/alertmanager/api/v2/alerts

AR g

GET /workspaces/ws-b226cc2a-a446-46a9-933a-ac50479a5568/alertmanager/api/v2/alerts
HTTP/1.1

Content-Length: 0,

Authorization: AUTHPARAMS

X-Amz-Date: 20201201T193725Z7

User-Agent: Grafana/8.1.0

(=] FE &6 451

HTTP/1.1 200 OK

x-amzn-RequestId: 12345678-abcd-4442-b8c5-262b45e9b535
Content-Length: 354

Connection: keep-alive

Date: Tue, 01 Dec 2020 19:37:25 GMT

Content-Type: application/json

Server: amazon

vary: Origin

"annotations": {
"summary": "this is a test alert used for demo purposes"
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iy

"endsAt": "2021-10-21T22:07:31.5017",
"fingerprint": "375eab7b59892505",
"receivers": [

{
"name": "sns-0"

}
1,
"startsAt": "2021-10-21T722:02:31.501Z",
"status": {

"inhibitedBy": [],

"silencedBy": [1,

"state": "active"
.
"updatedAt": "2021-10-21T22:02:31.501Z",
"labels": {

"alertname": "test-alert"
}

ListAlertManagerAlertGroups

It ListAlertManagerAlertGroups fFESHINITEEEREESPAMBRENBERFHEEE

B HTTP 878 :

GET
EH URI :

/workspaces/workspaceId/alertmanager/api/v2/alerts/groups
URL EFHS# :

active B, MRA true , RIEENEESISERAHTER REAS true, EH
silenced Hitk{E, MR A true , AIERNEESLEFIETR REA true, EA

inhibited H#{E, MR A true , AIEERNEERITFENHEIR, FEIRES true, EH
filter FHEMEY|, EHEBE RATKEBENEEENEE, #H
receiver &, —HRAREXNFSERENBKIFENZWRE. EH

O

ListAlertManagerAlertGroups
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ERAEER

AR g

GET /workspaces/ws-b226cc2a-a446-46a9-933a-ac50479a5568/alertmanager/api/v2/alerts/

groups HTTP/1.1
Content-Length:

0,

Authorization: AUTHPARAMS
X-Amz-Date: 20201201T1937257
User-Agent: Grafana/8.1.0

(=] FE £ 51

HTTP/1.1 200 OK
x-amzn-RequestId
Content-Length:

: 12345678-abcd-4442-b8c5-262b45e9b535
443

Connection: keep-alive

Date: Tue, 01 De

Cc 2020 19:37:25 GMT

Content-Type: application/json

Server: amazon
vary: Origin

"alerts"

{

: [
"annotations": {

"summary": "this is a test alert used for demo purposes"”
},
"endsAt": "2021-10-21T22:07:31.501Z2",
"fingerprint": "375eab7b59892505",
"receivers": [

{

"name": "sns-0"

}
1,
"startsAt": "2021-10-21T22:02:31.501Z",
"status": {

"inhibitedBy": [],

"silencedBy": [1,

"state": "unprocessed"
.
"updatedAt": "2021-10-21T722:02:31.501z",
"generatorURL": "https://www.amazon.com/",
"labels": {

ListAlertManagerAlertGroups
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"alertname": "test-alert"

1,

"labels": {3},

"receiver": {
"name": "sns-0"

ListAlertManagerReceivers

ListAlertManagerReceivers fFESHMEREEE PR EEHWBNHEBRENA.
BRE HTTP B3

GET
EM URI :

/workspaces/workspaceId/alertmanager/api/v2/receivers
URL EHSH : &

AR g

GET /workspaces/ws-b226cc2a-a446-46a9-933a-ac50479a5568/alertmanager/api/v2/receivers
HTTP/1.1

Content-Length: 0O,

Authorization: AUTHPARAMS

X-Amz-Date: 20201201T193725Z

User-Agent: Grafana/8.1.0

(=] FE £ 51

HTTP/1.1 200 0K

x-amzn-RequestId: 12345678-abcd-4442-b8c5-262b45e9b535
Content-Length: 19

Connection: keep-alive

Date: Tue, 01 Dec 2020 19:37:25 GMT
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Content-Type: application/json
Server: amazon
vary: Origin

"name": "sns-0"

ListAlertManagerSilences

ListAlertManagerSilences fFEERMIEEPRENERHFIHBENR.
BMH HTTP B35 -

GET
EH URI :

/workspaces/workspaceId/alertmanager/api/v2/silences

AR gl

GET /workspaces/ws-58a6a446-5ec4-415b-9052-a449073bbd0a/alertmanager/api/v2/silences
HTTP/1.1

Content-Length: 0,

Authorization: AUTHPARAMS

X-Amz-Date: 20201201T193725Z

User-Agent: Grafana/8.1.0

(=] FE £ 451

HTTP/1.1 200 OK

x-amzn-RequestId: 12345678-abcd-4442-b8c5-262b45e9b535
Content-Length: 312

Connection: keep-alive

Date: Tue, 01 Dec 2020 19:37:25 GMT

Content-Type: application/json

Server: amazon

vary: Origin
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"id": "d29d9df3-9125-4441-912c-70b05f861973",
"status": {
"state": "active"
},
"updatedAt": "2021-10-22T19:32:11.763Z",
"comment": "hello-world",
"createdBy": "test-person",
"endsAt": "2023-07-24T01:05:36.000Z",
"matchers": [
{
"isEqual": true,
"isRegex": true,
"name": "job",
"value": "hello"

1,
"startsAt": "2021-10-22T19:32:11.763Z"

ListRules

ListRules SHIMABE TFETHEERUNERA,
BHH HTTP B3 -

GET
BEM URI :

/workspaces/workspacelId/api/vl/rules

AR EE

GET /workspaces/ws-b226cc2a-a446-46a9-933a-ac50479a5568/api/vl/rules HTTP/1.1
Content-Length: 0,

Authorization: AUTHPARAMS

X-Amz-Date: 20201201T193725Z

User-Agent: Grafana/8.1.0

ListRules
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(=] FE £ 51

HTTP/1.1 200 OK

x-amzn-RequestId: 12345678-abcd-4442-b8c5-262b45e9b535
Content-Length: 423

Connection: keep-alive

Date: Tue, 01 Dec 2020 19:37:25 GMT

Content-Type: application/json

Server: amazon

vary: Origin

{
"status": "success",
"data": {
"groups": [
{
"name": "test-1l.rules",
"file": "test-rules",
"rules": [
{
"name": "record:1",
"query": "sum(rate(node_cpu_seconds_total[1@m:1m]))",
"labels": {3},
"health": "ok",
"lastError": "",
"type": "recording",
"lastEvaluation": "2021-10-21T21:22:34.429565909Z",
"evaluationTime": 0.001005399
}
1,
"interval": 60,
"lastEvaluation": "2021-10-21T21:22:34.4295639927",
"evaluationTime": 0.001010504
}
]
1,
"errorType": "",
"error": ""
}

PutAlertManagerSilences

PutAlertManagerSilences ¥R VN ERB S I EHNREETE
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BHH HTTP B34 -

POST
BEM URI :

/workspaces/workspaceId/alertmanager/api/v2/silences
URL EHZH :

silence REXBENYH., UTAHEERK :

{
"id": "string",
"matchers": [
{
"name": "string",
"value": "string",
"isRegex": Boolean,
"isEqual": Boolean
}
1,
"startsAt": "timestamp",
"endsAt": "timestamp",
"createdBy": "string",
"comment": "string"
}
a5 R #2451

POST /workspaces/ws-b226cc2a-a446-46a9-933a-ac50479a5568/alertmanager/api/v2/silences
HTTP/1.1

Content-Length: 281,

Authorization: AUTHPARAMS

X-Amz-Date: 20201201T193725Z

User-Agent: Grafana/8.1.0

"matchers":[

{
Ilnamell : Iljobll’
"Value" : Ilupll’
"isRegex":false,

"isEqual":true
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}
1,
"startsAt":"2020-07-23T01:05:36+00:00",
"endsAt":"2023-07-24T01:05:36+00:00",
"createdBy":"test-person",
"comment":"test silence"

(o] FE & 451

HTTP/1.1 200 OK

x-amzn-RequestId: 12345678-abcd-4442-b8c5-262b45e9b535
Content-Length: 53

Connection: keep-alive

Date: Tue, 01 Dec 2020 19:37:25 GMT

Content-Type: application/json

Server: amazon

vary: Origin

{
"silenceID": "512860da-74f3-43c9-8833-cec026542b32"
}
QueryMetrics

QueryMetrics EXFMEEE - KEMIE —ERBHEEANEKES.
BRH HTTP 854 :
GET, POST
B URI:
/workspaces/workspaceld/api/vl/query It URI S1EE — R ML EIRENR,

/workspaces/workspaceId/api/vl/query_range It URI & —REEEBERWENERE
#Ho
URL E#2H

query=<string> Prometheus REXEHFH, AR query M query_range,

time=<rfc3339 | unix_timestamp> (EH) BELEE—KEER query M EIERH , BIFEME
H%’Faﬁﬁéao
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timeout=<duration> (#EA) FHRE. FHRANH-query. timeout EENEM LR, AR
query # query_range,

start=<rfc3339 | unix_timestamp> ZRIEEMEA query_range EFRFREIEE , RIFER
H%Faﬁﬁéao

end=<rfc3339 | unix_timestamp> BRIEEMEA query_range EHREEE , A RFR
&,

step=<duration | float> Ef@EMELSREE (duration A H float ). RABEL
IEEMEA query_range EFRREEE , Y ENEEHAXERT AIFER,

Duration (3 #885R)

B3 Prometheus #& API B9 duration , BEMENEE T HEH —{FEE( :

ms E¥

s®

m 53§

h /NEF

d X, BR—KEBL 24 K
will, BR—ARE7TX
yE,BER—FHEE 365K

A R gl

POST /workspaces/ws-b226cc2a-a446-46a9-933a-ac50479a5568/api/vl/query?
query=sum(node_cpu_seconds_total) HTTP/1.1

Content-Length: 0O,

Authorization: AUTHPARAMS

X-Amz-Date: 20201201T193725Z

User-Agent: Grafana/8.1.0

(=] FE £ 51

HTTP/1.1 200 OK
x-amzn-RequestId: 12345678-abcd-4442-b8c5-262b45e9b535
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Content-Length: 132

Connection: keep-alive

Date: Tue, 01 Dec 2020 19:37:25 GMT
Content-Type: application/json
Server: amazon

content-encoding: gzip

{
"status": "success",
"data": {
"resultType": "vector",
"result": [
{
"metric": {3,
"value": [
1634937046.322,
"252590622.81000024"
]
}
]
}
}
RemoteWrite

RemoteWrite EE & FAZEENKAAIEZER Prometheus fAIREEE AiRi% URL, BE , ZHEEH
HAWAFH (5120 Prometheus fAIBRES ) RIFIY L AEZE,

BMH HTTP 57 -

POST
B¥ URI :

/workspaces/workspacelId/api/vl/remote_write
URL E#2¥ :

ANNY

RemoteWrite HEEUEZR A& 70,000 fEEA , HEZRE K/E 1,000,000 B
FA R EE 4
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POST /workspaces/ws-b226cc2a-a446-46a9-933a-ac50479a5568/api/vl/remote_write --data-
binary "e@real-dataset.sz" HTTP/1.1

Authorization: AUTHPARAMS

X-Amz-Date: 20201201T193725Z7

User-Agent: Prometheus/2.20.1

Content-Type: application/x-protobuf

Content-Encoding: snappy

X-Prometheus-Remote-Write-Version: 0.1.0

body

(® Note

BRI RXBETE L | 552/ https:/github.com/prometheus/prometheus/blob/
1c624c58ca934f618be737b4995e22051f5724¢1/prompb/remote.pb.go#lL 64 K1 & EE EE
o

(Gl FE &6 451

HTTP/1.1 200 OK

x-amzn-RequestId: 12345678-abcd-4442-b8c5-262b45e9b535
Content-Length:0

Connection: keep-alive

Date: Tue, 01 Dec 2020 19:37:25 GMT

Content-Type: application/json

Server: amazon

vary: Origin
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https://docs.aws.amazon.com/prometheus/latest/userguide/AMP-alertmanager-upload.html
https://docs.aws.amazon.com/prometheus/latest/userguide/AMP-alertmanager-upload.html
https://docs.aws.amazon.com/prometheus/latest/userguide/AMP-rules-upload.html
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https://docs.aws.amazon.com/prometheus/latest/userguide/AMP-collector.html
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https://docs.aws.amazon.com/prometheus/latest/userguide/security-iam-awsmanpol.html#security-iam-awsmanpol-AmazonPrometheusScraperServiceRolePolicy
https://docs.aws.amazon.com/prometheus/latest/userguide/security-iam-awsmanpol.html#security-iam-awsmanpol-AmazonPrometheusScraperServiceRolePolicy
https://docs.aws.amazon.com/prometheus/latest/APIReference/Welcome.html
https://docs.aws.amazon.com/prometheus/latest/APIReference/Welcome.html
https://docs.aws.amazon.com/prometheus/latest/APIReference/Welcome.html
https://docs.aws.amazon.com/prometheus/latest/APIReference/Welcome.html
https://docs.aws.amazon.com/prometheus/latest/userguide/AMP-APIReference-Prometheus-Compatible-Apis.html
https://docs.aws.amazon.com/prometheus/latest/userguide/AMP-APIReference-Prometheus-Compatible-Apis.html
https://docs.aws.amazon.com/prometheus/latest/userguide/encryption-at-rest-Amazon-Service-Prometheus.html
https://docs.aws.amazon.com/prometheus/latest/userguide/encryption-at-rest-Amazon-Service-Prometheus.html
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https://docs.aws.amazon.com/prometheus/latest/userguide/encryption-at-rest-Amazon-Service-Prometheus.html
https://docs.aws.amazon.com/prometheus/latest/userguide/encryption-at-rest-Amazon-Service-Prometheus.html
https://docs.aws.amazon.com/prometheus/latest/userguide/security-iam-awsmanpol.html#AmazonPrometheusFullAccess
https://docs.aws.amazon.com/prometheus/latest/userguide/security-iam-awsmanpol.html#AmazonPrometheusFullAccess
https://docs.aws.amazon.com/prometheus/latest/userguide/security_iam_awsmanpol.html#AmazonPrometheusFullAccess
https://docs.aws.amazon.com/prometheus/latest/userguide/security_iam_awsmanpol.html#AmazonPrometheusFullAccess
https://docs.aws.amazon.com/prometheus/latest/userguide/security-iam-awsmanpol.html#security-iam-awsmanpol-AmazonPrometheusScraperServiceLinkedRolePolicy
https://docs.aws.amazon.com/prometheus/latest/userguide/security-iam-awsmanpol.html#security-iam-awsmanpol-AmazonPrometheusScraperServiceLinkedRolePolicy
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https://docs.aws.amazon.com/prometheus/latest/userguide/AMP-collector.html
https://docs.aws.amazon.com/prometheus/latest/userguide/AMP-collector.html
https://docs.aws.amazon.com/prometheus/latest/userguide/AMP-collector.html
https://docs.aws.amazon.com/prometheus/latest/userguide/AMP-collector.html
https://docs.aws.amazon.com/prometheus/latest/userguide/integrating-grafana.html
https://docs.aws.amazon.com/prometheus/latest/userguide/integrating-grafana.html
https://docs.aws.amazon.com/prometheus/latest/userguide/integrating-grafana.html
https://docs.aws.amazon.com/prometheus/latest/userguide/integrating-grafana.html
https://docs.aws.amazon.com/prometheus/latest/userguide/integrating-grafana.html
https://docs.aws.amazon.com/prometheus/latest/userguide/security_iam_id-based-policy-examples.html#AmazonPrometheusConsoleFullAccess
https://docs.aws.amazon.com/prometheus/latest/userguide/security_iam_id-based-policy-examples.html#AmazonPrometheusConsoleFullAccess
https://docs.aws.amazon.com/prometheus/latest/userguide/security_iam_id-based-policy-examples.html#AmazonPrometheusConsoleFullAccess
https://docs.aws.amazon.com/prometheus/latest/userguide/security_iam_id-based-policy-examples.html#AmazonPrometheusConsoleFullAccess
https://docs.aws.amazon.com/prometheus/latest/userguide/obs_accelerator.html
https://docs.aws.amazon.com/prometheus/latest/userguide/obs_accelerator.html
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https://docs.aws.amazon.com/prometheus/latest/userguide/what-is-Amazon-Managed-Service-Prometheus.html
https://docs.aws.amazon.com/prometheus/latest/userguide/CW-logs.html
https://docs.aws.amazon.com/prometheus/latest/userguide/CW-logs.html
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