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TER— AWS REREFBHE ?

® Note
Amazon Pinpoint BV # BB A ThEERER A AWS RimfE A E A

FEBFER AWS EAEHIE |, BULUEBHBENEEELAHZEEN , LRSI ERAENERE, &M
SEER#X MR ( APNs ) |, Firebase EHEE5E (FCM ) , Amazon :%{#HEE5E ( ADM )
FEEHEIE,
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® Note

& B LA FHAPNs#% H B 8 3% 2 i0S 7% ( #I40 iPhones MiPads ) BA& macOS & f& ( fin
Mac EEEABKMA M ) L#Y Safari BIE:R.

« Amazon #f{EHE ( ADM)

FE — AWS iz fE & A S HE
HERFREREFIENTESR , BHRLBBEHACLL RAPI,
SEABERATHNEREE T— AWS BIEAEALHR,

AWS EREFARHEERA

BUNERTEYRER "#H AWS EFAS#E ERA Web /T H. MRESEM AWS IRF |
BT BAfEFE— AWS MEAFEFRAEHIAEE S AWS Management Console,

AWS Command Line Interface

FRTRIRBRNGTE AWS REEE), £485E. macOS # Linux £X# AWS Command
Line Interface ttIhEE, EEMEBHERMNEZEH AWS CLI , 55Z2BAWS Command Line Interface
FREERE. BAUE (BH2E) P "— AWS REHABEAEHIE ) AWS CLI 55,

AWS SDKs

NREREBEAREZSREERARFNERAFEREAL  APISMARBBHTTPHERFEXR ,

Al AWS REEHTTPS , RHIKEE  AENHAER, ELEEXAERHTEBLTHFNERIGE ,
PlINNZEHBER, EXRER , UREEEROE, SEEYRAURBLEETRREAKREM. W
FAMES  FSREAWSLEENTE,

[& 430 A A 1

AWS — iR fE & F S HE R AWS B RER. BUM. SEMMAFNRHUBERE. £8EES
F, AWS #EZETRAEL. EETRAESSEEERREH A BULE, KIE, SHXE. SEK
MR ERMUES, EELAAEATARRHUIFEESERN TRAENBE | B BSEERREE&E.
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https://docs.aws.amazon.com/cli/latest/userguide/
https://docs.aws.amazon.com/cli/latest/userguide/
https://docs.aws.amazon.com/cli/latest/reference/
https://aws.amazon.com/developer/tools/
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EERABEMS AWS [EBiF , F2RETIETE AWS [EiF ZE IR 0] UE A B Amazon Web Services
—ksE, NEBMRMUEAEGAKEN AWS FIERIEFE , URBEESNKE  F2HTH
Amazon Pinpoint FIAWS AR 7 i 24 Y in BLAPI R EL#E . Amazon Web Services — X2 EZMEHE—F T
BEEFSZAARBHENEN , F2E AWS £IRE#RH,

35 7] A 1


https://docs.aws.amazon.com/accounts/latest/reference/manage-acct-regions.html
https://docs.aws.amazon.com/general/latest/gr/pinpoint.html
https://docs.aws.amazon.com/general/latest/gr/rande.html#pinpoint_region
https://docs.aws.amazon.com/general/latest/gr/pinpoint.html
https://aws.amazon.com/about-aws/global-infrastructure/

AWS #& i {E A & B8 HEIE EREES

—{@ AWS IEF

VA TEE AWS 1RF BEERHAIAMERE "#/H AWS EFASHEE, , TSR ENEEEEN
FERRER, Eth AWS tRF AIBLARN AWS £ RERFEHH EAABRHE,

ES -]
« A —18 AWS IRF
BVEREEFRENERE

M —1E8 AWS R

WMRIERE AWS IRF | BT ZRRE I —1E.
B EEMEA AWS tRF

1. FTBdhttps://portal.aws.amazon.com/billing/zE
2. FEERLETRET

HoEMEFFEBRE |, Y ESHREE A RIS,

M —ER AWS IRF |, BRIZAWS IRFREME —E. REAEFEFIIKRFTHNMEA
AWS fi# MER. (FRARLREEY A FREEFIEERGHERE Y EEERRERERH
TEEREHEFRENER.

AWS FHBRTKE , ERERIEMBE FEH. BT LAFER 8 hitps://aws.amazon.com/ iE1F
BHRE LR R B RS EB L ERIRS,

BV EREETFHHERNERE

HMME , BRE AWSIRFE AWS IRERERE. MAMEBILRREEMERE AWS IAM Identity
Center , ERZERAE root FRAERNBEE L,

REEH AWS IRFIRERE

1. #1E Root FAELE ALK AWS IRF EFEHibut , BURFHREES S BE A, AWS
Management ConsolefE F —EH , B A B ZE,

Ff—18 AWS tRF 4


https://portal.aws.amazon.com/billing/signup
https://docs.aws.amazon.com/accounts/latest/reference/root-user-tasks.html
https://aws.amazon.com/
https://console.aws.amazon.com/
https://console.aws.amazon.com/

AWS #& i {E A & B8 HEIE EREES

MECFABRERAEZRANGE  F2EAWS XA FAEEETHNLEERET S EA,
2. ABIBH root FRERBZAEZRE (MFA),

WEETR , B2R (EAEE) TH TIAMA AWS IR root A ERAERMFARKE (12
ﬁz_l o

BYEAEEFRENCERE
1. BAIAME 538514 T

MEIET , FFSE AWS IAM Identity Center &5 R YR AWS IAM Identity Center,
2. EIAMEZBRIFOH  BEEFIEREERE,

EEWMBEESFEA IAM Identity Center B #& A S 7 BAIRRN BERE , F2E (FAKER)
IAM Identity Center B #H 8 " SAFERREERE £ FAAWS IAM Identity Center EFFEL o

LEREEFIENERESEA

EEFERAEH IAM Identity Center fEAEZ AURL , BEFEARIYIAME 2 #8 AP OEREREEE
BEFHHHU BT AER,

MEEAIAMS HBBBOERERANRS | HSHEAEETOEA AWS FEADHE
. AWS A

EREFIEREHMERE
1. 1E IAM Identity Center 7 , BV EREMARKKBERERNREFEEINERE,

MEER , F2E (AWS IAM Identity Center A &I PWELHFAE,
2. BERBRRERAE K ARYZBEERBKE—EAFIE,

MEER , F2E (AWS IAM Identity Center A &ImE) hVFIEEE,
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https://docs.aws.amazon.com/signin/latest/userguide/console-sign-in-tutorials.html#introduction-to-root-user-sign-in-tutorial
https://docs.aws.amazon.com/IAM/latest/UserGuide/enable-virt-mfa-for-root.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/enable-virt-mfa-for-root.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/get-set-up-for-idc.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/quick-start-default-idc.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/quick-start-default-idc.html
https://docs.aws.amazon.com/signin/latest/userguide/iam-id-center-sign-in-tutorial.html
https://docs.aws.amazon.com/signin/latest/userguide/iam-id-center-sign-in-tutorial.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/get-started-create-a-permission-set.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/addgroups.html
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BIREA — AWS fRfE A EF B HEIE

EERE "—AWS REAEAEHE, K HTHENEEHBEINGEZNERES , SXALRERE
FEA AWS EAEHIE ) BAS Eﬁz"‘ﬁ’ﬂgﬁﬁk‘tﬁ’hm IR R 2 A B R EUR A 268 F Y #EX
BARM

- W% Apple #IBBEHRE (APN) B ,
&8 1D A Apple BUSHFERS %m

- B Firebase EJHEEIE (FCM ) BiE , ATLUEIB Firebase 2 H A EM , 5528 Firebase &
HEEE.

- FHEBERE , F2HREE.
- BB Amazon KERSFH (ADM) BEAEHR
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S/ Apple R ABRBPXHPHR Apple BRIEINE £ I8
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https://developer.apple.com/documentation/usernotifications/establishing-a-token-based-connection-to-apns#Obtain-an-encryption-key-and-key-ID-from-Apple
https://developer.apple.com/documentation/usernotifications/establishing-a-token-based-connection-to-apns#Obtain-an-encryption-key-and-key-ID-from-Apple
https://developer.apple.com/documentation/usernotifications/establishing-a-certificate-based-connection-to-apns#Obtain-a-provider-certificate-from-Apple
https://firebase.google.com/docs/cloud-messaging
https://firebase.google.com/docs/cloud-messaging
https://push.baidu.com/
https://developer.amazon.com/docs/adm/obtain-credentials.html
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BUERAEXYRAEREE

BYBAFEVE AWS ARASYRAHEBENRE , Tl - REAEARE ) REXHEEE
Ao

EFTX
Application (FEFER)

EREARMEAE "— AWS BERAEFEHIE  RENRTFEESR. XERAEFREFREN Amazon
Pinpoint ZRi& , & EBMMERE.

e

— AWS RREFAEFAEHEFIERANALREZ S | LUINRFEBAPNSERE Token, BAILUEBEHN
Apple A BIRFEBHZ M,

MRERHFEZESW , "—AWS RERAEFA LR SAPNsHE EEENSEHEBHNER
Token E1TERE, EAKBTR , LU ERBAEEAEAPNsE ERENDBRER.

RERTE , CHEBLRTLEY. LABRUANEELH X MAZKTEEEFE. £
AL AN EELRARSBRARR. AHTSER , HSH Xcode BEHWAPNSER 56
BESIETEE.

B

—MRBEA AWS E A B KA S EIA BB HAPNS I AR EMTLSBE . APNSBE AI[E R &
AERIBNDERR , S URAXEDRRE. EALUEBE Apple FREABIRFEIEER.

BREE—FHBY. RESEERE  CAERIIEE  RAEEBREME THEAAWS
FEHY, | UEHHEENEY, EWESEL | BSH Xcode WHHWAPNSEATLS R B
TBIE,

DERAF

HETUEREMHEEABEECH , EEERRWHEEABRKRE. NFIERINFMESR
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https://help.apple.com/developer-account/#/deva05921840
https://help.apple.com/developer-account/#/deva05921840
https://help.apple.com/developer-account/#/dev82a71386a
https://help.apple.com/developer-account/#/dev82a71386a
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METIHEREYERARAIRAEHEERE, fEXRLERF  BRAFEGARREXSE, &7

SR BASEREMHIAEE,

1.

R T— AWS fRERAEASHIAEE S hitps://console.aws.amazon.com/push-
notifications/,

BERVERREN,
HERARNEE  BALEREANERE,
(EEM) MERIEFM S ERREUA Apple H# 5B KR (APNs).

a. #HM Apple HBEABRE (APNs ) |, FFIEERHA.
b. #HRN "HRBEEE, K FEE:

i MREEE TEWFBFL |, FRMA Apple BBASIRFHNTIER. AWS —REAE

AEHEF R EF T ERERERRE Token,

- 288 ID - BRIGEBLB|H D,

- HIBBIF - FEAE I0S EARERM ID,

- ERKEBI - SBIRIE Apple BAZX A B0R S EBKAY ID,

- BESH -LEEURTESBE | £ Apple B ABIRF TERH .p8 EXE.
i. MREBEBIBAES  FRUETIERA

- SSLBE — BEM p12 BETLS.
- BEREH - MREEABIRERER , FELERA
- BREL-EZNEFANEREER.
( & ) FRRAESBRA Firebase EHEEE (FCM ) ,
a. ¥ Firebase EHEEE (FCM) , FHEEZERA,
b. #HRN 'HERBIBEE, 6 FEE:

i HRSHEEBR (EEB)  FRE NEEXM | RARBELENRFISONI .
i. HRBTREBR, FWAAPIZR,
(EEY) FRRLEEESRBABESHEE,

a. HRBEEHE K FRERERA,

BRF


https://console.aws.amazon.com/push-notifications/
https://console.aws.amazon.com/push-notifications/

AWS $R R E LB % (&SR
b. HRAPIZR , W ALHNAPIZER,
c. HRWERR A FBWALHER,

7. (EEMN) RRBRUERASBRRA Amazon K EBH.

a. #HM Amazon REMFH , FEERA.

b. HREF ID, FWALNEF ID,

c. HREFEE A6 FWALZHNEFEE.
8. EEEVEREIN,

=R 9
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FREXEE

AEEN T ERMEREMHIAEE,

ERRB— AWS A% A & A B #E3X F 2 & https://console.aws.amazon.com/push-notifications/s
EEQELNHEEIEBNEARR,

(E#EH) B Apple #HEB R (APNs) , FEBBRAA

( 78 ) ¥ Firebase EHEEE (FCM ) E%%F?Eﬂlﬁﬁo

(& ) BRBEEEHEEREA,
(RIEM) B Amazon £EEFH , FHERBA
BEREEE,

N o o bk~ w0 D=



https://console.aws.amazon.com/push-notifications/

AWS #& i {E A & B8 HEIE EREES

BiXAR
"~ AWS BERERLRRE ) AP THUSEZ B REBARSERERSE, SO0 ERYERE
hl , ETLUERELAEH , FAPHBEF AWS SDK. AWS

B LAERELES] , BB T — AWS BRERAEASHIE ) XEANEMHEE N REEE BB,
Bl , AWS RRIKFAF HEHMIATIFLITRIE  Firebase EHEEE (FCM ) |, BRHIXE R
(APNs ) , BEE#IXT Amazon R{EHEEE (ADM ) .

NEAERYN. BERVNBENESEXRHS , F2EEHEHH.

(® Note

ERB1B Firebase EHEEIE (FCM ) IR EHIX B , FBGCMEMI AWS KA FHE
BEEHXARERAZBREEBAPI,, AREEEEE (GCM ) RIEESR 2018 £4 B 10 HEA
HEE, T1B, "— AWS RAPIMEAEFABHE ) SHEEBCCMRBEIER AL EAFCMAR
KER  UHEEFIERGCME CHIRE CAPIEXIBHER K,

GCM (AWS CLI)

THEHIEERABEIASREEGCM#EREBEH, AWS CLI Replace (BIfX) token EBRIEHIME —
Sh 611e3e3cdd47474c9c1399a50example SRIGH) FERTE FEBS .

aws pinpoint send-messages \

--application-id 611e3e3cdd47474c9c1399a50example \
--message-request file://myfile.json \

--region us-west-2

Contents of myfile.json:
{
"Addresses": {
"token": {
"ChannelType" : 'GCM'
}
I

"MessageConfiguration": {
"GCMMessage": {
"Action": "URL",
"Body": "This is a sample message",
"Priority": "normal",



https://docs.aws.amazon.com/pinpoint/latest/developerguide/service_code_examples.html
https://docs.aws.amazon.com/cli/latest/reference/pinpoint/send-messages.html
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"SilentPush": True,

"Title": "My sample message",
"TimeTolLive": 30,

"Url": "https://www.example.com"

}

THEflEFEREEAEREEGCMEREH , LFEAFTEES®E. AWS CLI Replace (EifX)
token EBERIBHM —S 611e3e3cdd47474c9c1399a50example BBIEHIERREFEEZRTT.

7N

aws pinpoint send-messages \
--application-id 61le3e3cdd47474c9c1399a50example \
--message-request
"{
"MessageConfiguration": {
"GCMMessage": {

"RawContent": "{\"notification\": {\n \"title\": \"string\",\n \"body\":
\"string\",\n \"android_channel_id\": \"string\",\n \"body_loc_args\": [\n \"string
\"\n 1,\n \"body_loc_key\": \"string\",\n \"click_action\": \"string\",\n \"color\":
\"string\",\n \"icon\": \"string\",\n \"sound\": \"string\",\n \"tag\": \'"string
\",\n \"title_loc_args\": [\n \"string\"\n J,\n \"title_loc_key\": \"string\"\n },
\"data\":{\"message\":\"hello in data\"} }",
"TimeTolLive" : 309744
}
},
"Addresses": {
"token": {
"ChannelType":"GCM"
}
}
)

\ --region us-east-1

THEfEFEABEIALS , EREIASREEZTEFCMVIFAR AT NWGCMHEEBA ., AWS CLI
Replace (BfX) token BB IBMME —S I 611e3e3cdd47474c9c1399a50example ERIRHIFE
BAREFER

aws pinpoint send-messages \

--application-id 6a2dafd84bec449ea75fb773f4c41fal \
--message-request

{



https://docs.aws.amazon.com/cli/latest/reference/pinpoint/send-messages.html
https://docs.aws.amazon.com/cli/latest/reference/pinpoint/send-messages.html
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"MessageConfiguration": {
"GCMMessage": {
"RawContent": "{\n \"fcmV1lMessage\": \n {\n \"message\" :{\n \"notification
\": {\n \"title\": \"string\",\n \"body\": \"string\"\n },\n \"android\": {\n
\"priority\": \"high\",\n \"notification\": {\n \"title\": \"string\",\n \"body
\": \"string\",\n \"icon\": \"string\",\n \"color\": \"string\",\n \"sound\":
\"string\",\n \"tag\": \"string\",\n \"click_action\": \"string\",\n \"body_loc_key
\": \"string\",\n \"body_loc_args\": [\n \"string\"\n ],\n \"title_loc_key
\": \"string\",\n \"title_loc_args\": [\n \"string\"\n 1,\n \"channel_id\":
\"string\",\n \"ticker\": \"string\",\n \"sticky\": true,\n \"event_time\":
\"2024-02-06T22:11:55Z\",\n \"local_only\": true,\n \"notification_priority\":
\"PRIORITY_UNSPECIFIED\",\n \"default_sound\": false,\n \"default_vibrate_timings
\": true,\n \"default_light_settings\": false,\n \"vibrate_timings\": [\n \"22s
\"\n 1,\n \"visibility\": \"VISIBILITY_UNSPECIFIED\",\n \"notification_count\": 5,
\n \"light_settings\": {\n \"color\": {\n \"red\": 1,\n \"green\": 2,\n \"blue\":
3,\n \"alpha\": 6\n },\n \"light_on_duration\": \"112s\",\n \"light_off_duration
\": \"1123s\"\n },\n \"image\": \"string\"\n },\n \"data\": {\n \"dataKeyl\":
\"priority message\",\n \"data_key_3\": \"priority message\",\n \'"dataKey2\":
\"priority message\",\n \"data_key_5\": \"priority message\"\n },\n \"ttl\":
\"10023.32s\"\n },\n \"apns\": {\n \"payload\": {\n \"aps\": {\n \"alert\": {\n
\"subtitle\": \"string\",\n \"title-loc-args\": [\n \"string\"\n ],\n \"title-loc-
key\": \"string\",\n \"launch-image\": \"string\",\n \"subtitle-loc-key\": \"string
\",\n \"subtitle-loc-args\": [\n \"string\"\n ],\n \"loc-args\": [\n \"string
\"\n 1,\n \"loc-key\": \"string\",\n \"title\": \"string\",\n \"body\": \"string
\"\n },\n \"thread-id\": \"string\",\n \"category\": \"string\",\n \"content-
available\": 1,\n \"mutable-content\": 1,\n \"target-content-id\": \"string\",\n
\"interruption-level\": \"string\",\n \"relevance-score\": 25,\n \"filter-criteria
\": \"string\",\n \"stale-date\": 6483,\n \"content-state\": {},\n \"timestamp\":
673634,\n \"dismissal-date\": 4,\n \"attributes-type\": \"string\",\n \"attributes
\": {3,\n \"sound\": \"string\",\n \"badge\": 5\n }\n J\n },\n \"webpush\": {\n
\"notification\": {\n \"permission\": \"granted\",\n \"maxActions\": 2,\n \"actions
\": [\n \"title\"\n 1,\n \"badge\": \"URL\",\n \"body\": \"Hello\",\n \"data\": {\n
\"hello\": \"hey\"\n },\n \"dir\": \"auto\",\n \"icon\": \"icon\",\n \"image\":
\"image\",\n \"lang\": \"string\",\n \"renotify\": false,\n \"requireInteraction\":
true,\n \"silent\": false,\n \"tag\": \"tag\",\n \"timestamp\": 1707259524964,\n
\"title\": \"hello\",\n \"vibrate\": [\n 100,\n 200,\n 300\n J\n },\n \"data\": {\n
\"datal\": \"priority message\",\n \"data2\": \"priority message\",\n \"datal2\":
\"priority message\",\n \"data3\": \"priority message\"\n }\n },\n \"data\": {\n
\"data7\": \"priority message\",\n \"data5\": \"priority message\",\n \"data8\":
\"priority message\",\n \"data9\": \"priority message\"\n }\n }\n \n}\n}",
"TimeTolLive" : 309744
}
},

"Addresses": {
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token: {
"ChannelType":"GCM"
}
}
)

\ --region us-east-1

WMERFEA ImageUrl field forGCM , AIEREMK FREABIBBEAZE , BiR
Apinpoint.notification.imageUrl , EER LRSI EBHERFFEEA, BEA
RawContent SUR MM BIRENRE |, HINAEENERAEFE ZER AWS Amplify,

Safari (AWS CLI)

IBEILAER T— AWS REREFAEHE, | SABRFEAZEFEH Apple Safari B EBIEEFH macOS
E, ZEEAT Safari BIER K Y EETCERAEARS , BEENERABFIEREEBY. &
PUEBE Y EERGASASNHERBENEL |, 7 Amazon Pinpoint £ AR EEETHE
HARFIEERBAERS , LUEEKEN,

(@ Note

X EIEH Safari MEBERRMN macOS FRMERNMELBER K FTENFHREM, &
IEE i0S %1% ( #l%0 iPhones 1 ) FEE EiPads,

EEEAR Safari MEBES Y EEERRAERR, RAFASREHLERE aps HE+FEE—
&l url-args FE%|, TE url-args FESIFEERSHIBBANEIX R Safari BMEBIESS., BOINES
[y aEgE—ZH %k,

THEHEFERAEETLE , BBEHEEE Safari FHEBESS, AWS CLI Replace (BUft) token &
BHRIEWMHE—SIE 611e3e3cdd47474c9c1399a50example BRI FE TR FAZ AT .

aws pinpoint send-messages \
--application-id 611e3e3cdd47474c9c1399a50example \
--message-request

{
"Addresses": {
"token":
{
"ChannelType":"APNS"
}

}I



https://docs.aws.amazon.com/pinpoint/latest/userguide/message-templates-creating-push.html#message-templates-creating-push-raw
https://docs.aws.amazon.com/pinpoint/latest/userguide/campaigns-message.html#campaigns-message-push
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"MessageConfiguration": {
"APNSMessage": {
"RawContent":
"{\"aps\": {\"alert\": { \"title\": \"Title of my message\", \"body\":

\"This is a push notification for the Safari web browser.\"},\"content-available\":
1,\"url-args\": [\"\"1}}"

}
}

)

\ --region us-east-1

WNZE Safari BB AWM ER |, 5528 Apple B A EBuE EWERE Safari #EEE 4,
APNS (AWS CLI)

T 5 €IS 8 A S REEAPNSHIEB A, AWS CLI Replace (BXfX) token ERER

BRI — 5 | 611e3e3cdd47474c9c1399a50example EBIENERREFERS , UK
GAME_INVITATION EFM—EZHT,

aws pinpoint send-messages \

--application-id 611e3e3cdd47474c9c1399a50example \
--message-request

{
"Addresses": {
"token":
{
"ChannelType":"APNS"
}
by

"MessageConfiguration": {
"APNSMessage": {

"RawContent": "{\"aps\" : {\"alert\" : {\"title\" : \"Game Request\",
\"subtitle\" : \"Five Card Draw\",\"body\" : \"Bob wants to play poker\"},\"category
\" : \"GAME_INVITATION\"},\"gameID\" : \"12345678\"}"

}

}
3

\ --region us-east-1
JavaScript (Node.js)

{8 At 85450 AT JavaScript £ Node.js F{E A AWS SDKEZXHIBEEBEMN, LEFERECRK
JavaScript £ Node.js FREIWFZE T, SDK



https://developer.apple.com/library/archive/documentation/NetworkingInternet/Conceptual/NotificationProgrammingGuideForWebsites/PushNotifications/PushNotifications.html
https://docs.aws.amazon.com/cli/latest/reference/pinpoint/send-messages.html

AWS #& i {E A & B8 HEIE EREES

LEStERBREAFEARANBEAENER  EERE FRAENERSRNALRFIEIE, MEFH
&R , 528 Node.js BIZ A B8R JavaScript FAWS SDKHY H #Y 55 TE 58 75 o

'use strict';

const AWS = require('aws-sdk');

// The AWS Region that you want to use to send the message. For a list of
// AWS Regions where the API is available
const region = 'us-east-1';

// The title that appears at the top of the push notification.
var title = 'Test message sent from End User Messaging Push.';

// The content of the push notification.
var message = 'This is a sample message sent from End User Messaging Push by using
the '
+ 'AWS SDK for JavaScript in Node.js';

// The application ID that you want to use when you send this

// message. Make sure that the push channel is enabled for the project that
// you choose.

var applicationId = 'ce796be37f32f178af652b26eexample’;

// An object that contains the unique token of the device that you want to send
// the message to, and the push service that you want to use to send the message.
var recipient = {
'token': 'a@blc2d3e4f5g6h7i879k011m2n304p5q6r7s8t9udviw2x3y4z5a6b7c8d8e9f0!’,
'service': 'GCM'

};

// The action that should occur when the recipient taps the message. Possible
// values are OPEN_APP (opens the app or brings it to the foreground),

// DEEP_LINK (opens the app to a specific page or interface), or URL (opens a
// specific URL in the device's web browser.)

var action = 'URL';

// This value is only required if you use the URL action. This variable contains
// the URL that opens in the recipient's web browser.
var url = 'https://www.example.com';

// The priority of the push notification. If the value is 'normal', then the
// delivery of the message is optimized for battery usage on the recipient's
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// device, and could be delayed. If the value is 'high', then the notification is
// sent immediately, and might wake a sleeping device.
var priority = 'normal';

// The amount of time, in seconds, that the push notification service provider
// (such as FCM or APNS) should attempt to deliver the message before dropping
// it. Not all providers allow you specify a TTL value.

var ttl = 30;

// Boolean that specifies whether the notification is sent as a silent
// notification (a notification that doesn't display on the recipient's device).
var silent = false;

function CreateMessageRequest() {
var token = recipient['token'];
var service = recipient['service'];
if (service == 'GCM') {
var messageRequest = {
'Addresses': {
[token]: {
'ChannelType' : 'GCM'
}
},
'MessageConfiguration': {
'GCMMessage': {
'Action': action,
'Body': message,
'Priority': priority,
'SilentPush': silent,
'Title': title,
'TimeTolLive': ttl,
'Url': url

}
};
} else if (service == 'APNS') {
var messageRequest = {
'Addresses': {
[token]: {
'ChannelType' : 'APNS'
}
I

'MessageConfiguration': {
'APNSMessage': {
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'Action': action,
'Body': message,
'Priority': priority,
'SilentPush': silent,
'Title': title,
'TimeTolive': ttl,
'Url': url

}
I
} else if (service == 'BAIDU') {
var messageRequest = {
'Addresses': {
[token]: {
'ChannelType' : 'BAIDU'
}
},
'MessageConfiguration': {
'BaiduMessage': {
'Action': action,
'Body': message,
'SilentPush': silent,
'Title': title,
'TimeTolLive': ttl,
'Url': url

}
I
} else if (service == 'ADM') {
var messageRequest = {
'Addresses’': {
[token]: {
'ChannelType' : 'ADM'
}
},
'MessageConfiguration': {
'ADMMessage': {
'Action': action,
'Body': message,
'SilentPush': silent,
'Title': title,
'Url': url
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i

return messageRequest

function ShowOutput(data){
if (data['"MessageResponse"]["Result"][recipient["token"]]["DeliveryStatus"]
== "SUCCESSFUL") {

var status = "Message sent! Response information: ";
} else {
var status = "The message wasn't sent. Response information: ";

}

console.log(status);
console.dir(data, { depth: null });

function SendMessage() {
var token = recipient['token'];
var service = recipient['service'];
var messageRequest = CreateMessageRequest();

// Specify that you're using a shared credentials file, and specify the

// IAM profile to use.

var credentials = new AWS.SharedIniFileCredentials({ profile: 'default' });
AWS.config.credentials = credentials;

// Specify the AWS Region to use.
AWS.config.update({ region: region });

//Create a new Pinpoint object.
var pinpoint = new AWS.Pinpoint();
var params = {
"ApplicationId": applicationId,
"MessageRequest": messageRequest

};

// Try to send the message.
pinpoint.sendMessages(params, function(err, data) {
if (err) console.log(err);
else ShowOutput(data);
1)
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SendMessage()

Python

£/ AWS SDK for Python (Boto3)#& Lt i 5l FiA #X B A, EREEFIRELCSKLELFRESDKT
Python (Boto3),

HEfltERBREFALANBEAERER  BEERE £AENERERANLEFINER. WEF
&R , FSEAWS SDKEHE Python (Boto3) APl & & £l 25

import json
import boto3
from botocore.exceptions import ClientError

# The AWS Region that you want to use to send the message. For a list of
# AWS Regions where the API is available
region = "us-east-1"

# The title that appears at the top of the push notification.
title = "Test message sent from End User Messaging Push."

# The content of the push notification.
message = ("This is a sample message sent from End User Messaging Push by using the

"AWS SDK for Python (Boto3).")

# The application ID to use when you send this message.

# Make sure that the push channel is enabled for the project or application
# that you choose.

application_id = "ce796be37f32f178af652b26eexample”

# A dictionary that contains the unique token of the device that you want to send
the
# message to, and the push service that you want to use to send the message.
recipient = {
"token": "a@blc2d3e4f5g6h7i8j9k0@11m2n304p5q6r7s8t9u@viw2x3y4z5a6b7c8d8e9f0",
"service": "GCM"

}

# The action that should occur when the recipient taps the message. Possible
# values are OPEN_APP (opens the app or brings it to the foreground),

# DEEP_LINK (opens the app to a specific page or interface), or URL (opens a
# specific URL in the device's web browser.)

20
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action = "URL"

# This value is only required if you use the URL action. This variable contains
# the URL that opens in the recipient's web browser.
url = "https://www.example.com"

# The priority of the push notification. If the value is 'normal', then the

# delivery of the message is optimized for battery usage on the recipient's

# device, and could be delayed. If the value is 'high', then the notification is
# sent immediately, and might wake a sleeping device.

priority = "normal"

# The amount of time, in seconds, that the push notification service provider
# (such as FCM or APNS) should attempt to deliver the message before dropping
# it. Not all providers allow you specify a TTL value.

ttl = 30

# Boolean that specifies whether the notification is sent as a silent
# notification (a notification that doesn't display on the recipient's device).
silent = False

# Set the MessageType based on the values in the recipient variable.
def create_message_request():

token = recipient["token"]
service = recipient["service"]

if service == "GCM":
message_request = {
'Addresses': {
token: {
'ChannelType': 'GCM'

I
'MessageConfiguration': {
'GCMMessage': {

'Action': action,
'Body': message,
'Priority' : priority,
'SilentPush': silent,
'Title': title,
'TimeTolive': ttl,
'Url': url

21



AWS #& i {E A & B8 HEIE

ERAEER

}

elif service == "APNS":
message_request = {
'Addresses': {
token: {
'ChannelType': 'APNS'

},
'MessageConfiguration': {
'APNSMessage': {

'Action': action,
'Body': message,
'Priority' : priority,
'SilentPush': silent,
'Title': title,
'TimeTolLive': ttl,
'Url': url

}
elif service == "BAIDU":
message_request = {
'Addresses': {
token: {
'ChannelType': 'BAIDU'

I
'MessageConfiguration': {
'BaiduMessage': {
'Action': action,
'Body': message,
'SilentPush': silent,
'Title': title,
'TimeTolLive': ttl,
'Url': url
}

}
elif service == "ADM":
message_request = {
'Addresses': {
token: {
'ChannelType': 'ADM'

22
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I
'MessageConfiguration': {
'ADMMessage': {

'Action': action,
'Body': message,
'SilentPush': silent,
'Title': title,
'Url': url

}

else:
message_request = None

return message_request
# Show a success or failure message, and provide the response from the API.

def show_output(response):
if response['MessageResponse']['Result'][recipient["token"]]['DeliveryStatus']

== "SUCCESSFUL":
status = "Message sent! Response information:\n"
else:
status = "The message wasn't sent. Response information:\n"

print(status, json.dumps(response,indent=4))

# Send the message through the appropriate channel.
def send_message():

token = recipient["token"]
service = recipient["service"]
message_request = create_message_request()

client = boto3.client('pinpoint', region_name=region)

try:
response = client.send_messages(
ApplicationId=application_id,
MessageRequest=message_request
)
except ClientError as e:
print(e.response['Error']['Message'])
else:
show_output(response)

23



AWS #& i {E A & B8 HEIE EREES

send_message()

Hitb &R

- MEEBHBBEHANFMES , 5528 Amazon Pinpoint R E ISP EV HEBHE A,

Hitp &R 24


https://docs.aws.amazon.com/pinpoint/latest/userguide/message-templates-creating-push.html

AWS #& i {E A & B8 HEIE EREES

ERERAREN FERHEEEA

T 5 EREFR B A&k Swift, Android, REERAED Flutter BRI | SAERUHEIEE X,

£

o RRTERIE HE R E A

- ERIE Android HEEIE AT

 ERXE Flutter HREE A

- FXXE React Native #E3%iE 41

- E—AWS BEAEARHIETFEVERER
- REHIXE

5% TE BRI HE %38 A

iOS EAREXWHEENEFER Apple HIBB AR (APNs) i, EEFTUEEHEXBAE IOS %#
B2, BB Apple BIABADOWL LET —EEAREN ID, YASBENSLENEE, &7
LATE AWS Amplify XA EVER E BB AR P IR B BB T RIEL S BRI E A,

EHAPNsS 2

REHEEE A CREIFBREAEX  UEEEFNZERARARENELEEFNEEFTHN.

MR AGE KB FRBIFR i0S EE/MA (Flan |, #£i0S 12 A#KE i0S 13) , HEMBRENLE
EHEAER , AEAENEELFTNZR, IRENEARAARENEETN  ASEARENTH
REXBA. Et , Apple #HIXBXMRH (APNs ) ERBBXH , RATHREEN. ELEXABEZEX
B, gl EIRENVAS KBBEHAPNSs,

% 7E Android HEi% @ Al

Android FEFTE F R HEIX B HE A Firebase EHEEIE (FCM ) 21X |, ZOHEEE () RATEH
BEE (GCM) . BXAAEFLEBFCMERTFE , TREFEXHBBELAZE Android B, 15EE &R A ABLE
BAERREIL Android BR , WRB ATERHEEBHNWESIEARERN. BOLE AWS Amplify X4
B THEEBA, —EHPRIEBEERNELSBNEFHEEN.

RRERIRHEEIE AN 25

b
e


https://docs.amplify.aws/lib/push-notifications/getting-started/q/platform/ios/
https://docs.amplify.aws/lib/push-notifications/getting-started/q/platform/android/

AWS #& i 5 F & S B X FEHEERD
% 7E Flutter ¥E3EE H

Flutter BRAREFWHZBAFEAX HEEEEEE (FCM ) ZERMAM iOS APNs ik, BALAE
AWS Amplify Flutter IR #HBBHIERF , REITHEESBNFHEER.

% 7E React Native HERRE Al

RIEABERREFHHEEBHNERAX D EEHESEE (FCM ) APNsA Android M i0S 1%, &AL
£ AWS Amplify JavaScript X#E T#IXBH, —EPRIBRATRIELSRNFMEN.

E— AWS iEAEFREEPEYRAREN

BRE "— AWS REMEARKE, FREEEEREN K SLRBRVEAREN, &F 6 G4ARH
BENEAES , UBALEEEANEZENEE.

BALMER T—REAEARME TRARBIHEAVS ARXYREREEE., NEFEER
HoH RURARKYRARERE,

A LAEAAPI, a 5t AWS Command Line Interface(AWS CLI) RE MY FIREEARERN, AWS
SDKEERVEREN , FEMAppsER. BEREHZBANEE , FEATIER

- APNSIEBIE A Apple #i% 8 AR ASH B 2E4R i0S BRENAF.

- ADMIBE#SH B 2% E| Amazon Kindle SHBERIBERI A F,

- BEEE , MEXALRKRBEEFERS.,

- GCMERAX DR EESEE (FCM ) #54 2235% 3 Android FR1BHYEE
EEE (GCM) ,

W
S
ﬁz

, ORI T AR

R T HE 1K 18 A

MEEEHBEAFMENRER  SUUEREARER , EMMEAEKHEHBEN, MEFHEEHR ,
ESRESHRRHEEEY — AP, AWS Amplify

SRIE Flutter 3B E A 26


https://docs.amplify.aws/gen1/flutter/build-a-backend/push-notifications/set-up-push-notifications/
https://docs.amplify.aws/gen1/react-native/build-a-backend/push-notifications/set-up-push-notifications/
https://docs.aws.amazon.com/pinpoint/latest/apireference/
https://docs.aws.amazon.com/cli/latest/reference/pinpoint/
https://aws.amazon.com/developer/tools/#sdk
https://aws.amazon.com/developer/tools/#sdk
https://docs.aws.amazon.com/pinpoint/latest/apireference/apps-application-id-channels-apns.html
https://docs.aws.amazon.com/pinpoint/latest/apireference/apps-application-id-channels-adm.html
https://docs.aws.amazon.com/pinpoint/latest/apireference/apps-application-id-channels-baidu.html
https://docs.aws.amazon.com/pinpoint/latest/apireference/apps-application-id-channels-gcm.html
https://docs.amplify.aws/lib/push-notifications/getting-started/

AWS #& i {E A & B8 HEIE EREES

MR EAER

EFERENIRFNERAEXPNMEERPBRERRER,

ETX

Application (FERTER)

ERARXEME "— AWS EAEFARHE ) RENREFAS. XEARFEFMEN Amazon
Pinpoint ZRi8 , & EBFMRERE.

BF

1. TEBARR— AWS A& {E A & B H#EX F 92 Ahttps://console.aws.amazon.com/push-notifications/o
2. EEERREN , REBBIE MR
3. EMMREARINEER@A , deleteRAEZZIZEMER,

/A Important
f£471 Amazon Pinpoint JBi&, 1T#EE8). REDM D tbe—GHMBR,

FTFX 27


https://console.aws.amazon.com/push-notifications/

AWS #& i 5 F & S B X FEHEERD
= [+ =
REER

BEEEREFNRENRIAZE  NEEITRSEBENASAIRMENER. THRENES
REHEBEABR BRI R,

EHiX KREHF B

BEABHEBACH A FRELHIRFECREAIBELNBEETR, BIFER  MAKRFHRES
BREIX 25,000 HEH, EFEE—VEAREIEEIR 25000 HE4 EIJ;l%%S}?iﬁjJHEE%Eo WEEEFAE
&, F2E £ AWS EFSHEENE .

\

ATEEENIRF B EMRECR ST EERANSEEBENRAENERE |, SIMIFCMZAPNS,

RERHEEMNARNTGT E. SAXBBARBRAENSNARETE. BRXZAEE , MREE
K9F & Token (BIEIFCM) SERE (FlH) EASEEHBHESEY , AISERERERS 400 KA KX
B, APNEIAPIRE AL Y E EARRERS & 200,

EEREMIEEL 28



AWS #& i {E A & B8 HEIE EREES

£ AWS EFSHIEPFHN LM

EL2 AWS BREENELER. BRAAWS BF , BKALURERDPONMEBRRETEDS  SLERBRES
TmEHRERBBNEABNERMEEN.

ZE2R AWS BECEHRARNERE, HESEEEEAREHRRERNLZEUENERFHLZEMN

- ElRkEM — AWS SEEREBEPHIT AWS RBHEHRLEE AWS Ein, AWS ERLRREMHALIZS
ERRRE. EEREEARN "— AWS REAERASHE ) RS, FSRAWS FEMETE
YR EAWS),

- BiRPHNLREM — ENETEURREERN AWS . SHXEHEHGERZEAE  TEERNHE
ZiE, BRFNERNBRERENER,.

AXH BB EBRENAESER T REAEASHE, BEAWS ALASEEEE, THEERAM
fAERE T— AWS BEAEASHE,  UBFESLHNREMESHALEE, SHeBRmafERA ST
AWS B EER MR BAER AWS EFASHEERIRE

FE

- AWS RinfEREFASHETNERRE

- FRAEASHEN AWS B EREERER

- —AWS BEEAEREHENBTEERT

« AWS it A& FSHEIE PRI EY

- FRAEARMEFHER AWS BERS

- }EREEEJROM o AT

- REREER

AWS BimfEAERASHIEPHNERRE

AWS HASEERBEAR "— AWS BREAEASKE ) PHERRE, MHERBAR, AWS &
BERBEHITAE AWS Ein. CETERTHERRE LREARTNEHNE, SHRERBASERER AWS
B#% NE2ERNEEER. NFEFHEERRBLENFHAEN  F2REHELEFAQ, MEBME
FHREBNMHEBEEN , F2EAWS £ M GDPREFEK EWAWS HESEERFIMERE,

ERRE 29


https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/compliance/data-privacy-faq
https://aws.amazon.com/blogs/security/the-aws-shared-responsibility-model-and-gdpr/

AWS 54 & LB R EEE
ERERREZEN , RPIEZREMEA AWS IAM Identity Center 2 AWS Identity and Access

Management (IAM) R AWS IRF FRRALZEM[BIEAE, t—R , SAFHAEBISESRET
REEEASX AN, BMEBRBREEATIARNREESR -

- HEERFERASEEZREFE (MFA),

- {FASSL/TLSEE AWS ERiEE, RMEE TLS 1.2 AHE TLS 1.3,

- EAREAPIMERAEEEFH AWS CloudTrail,

- EF AWS MEBFRF RURHPHWMBEMIBL LG AWS R,

- FERERNZERLIRIE (B0 Amazon Macie) , HBIEREFMREFZE Amazon S3 HWEUREH,

« IR AWS BBGHSHNEREFIEEE FIPS 140-2 BN RIBHFZEHEAPI , FEHIKE, FIPS
MEEBUAFIPSIHEWEFMERN K FSRBATEFEEZE (FIPS) 140-2,

BMaZBEEHTEREFNEFBA i SHERBRET , HERBRI BB XFHE
fud , flanEEMAL. EQRELER— AWS REAEFABKHEIEM AWS IR EHEZEAPI
AWS CLI, . 5t AWS SDKs, ZBERENAHBANNFRMUFHANEAER R AUEARTERD
B, MRERMBURLIGH DR , RMBUERETEETIERIFEN , URLLIBE B = MR
BRHVE R,

&R

AWS —REREFSHEENTERNBERRINER, ELKERRERE "— AWS REAEAR
Wik, B, CEERUAREERRNEER, EBR T —REA AWS EFARME ) HIERNK , ©
SEABR N Z2MBABESEREEGE.

mEEin®

AWS T—MERERASHE ) ENBEALRENMEER, EQFEREER. ERAEMREER.
DHER , UREHEREAZ— AWS BREAEALHEEZNTMER, BTNEENER , — AWS
RERAEASHKEESFEARBATHEES LA REHEEZENRE AWS Key Management Service (AWS KMS)
8, RS EHRUEL LR, WEHBEN AWS KMS | FZEBAWS Key Management Service
B ABEM.

S o Nz

AWS — B EAEARHEEFEAHTTPSHMERELZ M (TLS) 1.2 XEFMRAEAFImMERARER
HITEH., EEHEEM AWS RIEEF , "— AWS BERAEASHIE ) €FAHTTPSH TLS 1.2,

ERmE 30


https://aws.amazon.com/compliance/fips/
https://docs.aws.amazon.com/kms/latest/developerguide/
https://docs.aws.amazon.com/kms/latest/developerguide/

AWS #& i {E A & B8 HEIE EREES

WA ERFERAEES. BT MEE— AWS REREAEHIXERE AWS SDK AWS Command
Line Interface , FTIEBAESFEAHTTPSH TLS 1.2 RIRE,

EREE

ATHE "— AWS iREAEFASME, BB, "— AWS REAEFASHIE SEARBAESLER
RIGHBHIRE AWS KMS iR, RfIEEMWREL TR, KELIMEREAES AWS KMS HH
e EMRMBREFE " —MRER AWS EFABHE, PHEHR,

W PR A B2 0T B R AR

MEEREBLERERE - AWS REAEASKEERNRHEAFHRNBAREAH , UREAE
ABHILEMRE AWS BEHHEM AWS ERZE AWS WERARENZ S, TIITHEEMMUE T HE
R T— AWS IREAFEFABKE ) NRREREBLE,

EAEFAEHEEADBEAFIREEARNZ AWS BHY

EEEFEAEASHEARADTEMAR LNAFREEARERNZ AWS BBIAANER , BOUER
AWS Direct Connect, & T ZRERZEENM 2 KPR ERSHERSLZEEE AWS Direct Connect i
B, BEN—ImEEIKRAE. B —%ERES AWS Direct Connect 5H25. MEFMENR , F2H

{ AWS Direct ConnectfE A & #5F) H#I{TERZAWS Direct Connect ? o

ATHEEBERMN "T— AWS BEAEAEHIE ) R2FHAPIs , EEREZETBEAPIFEN "FEH
AWS EFRHIL TR, AWS FREABHEERAFKEAGERELEM (TLS) 1.2 REHR
X, EEFEVATREERZEORE () WRBEH , fINETHBIE-HES (PFS ) SBE/ME
BIE-HEESEY () . DHE ECDHEBRARFK(M Java 7 MEFIRA) AL S EELER,

A, RS AERFEEESHE 1D FEMHE AWS 1RFE AWS Identity and Access Management (IAM) 88
HEBORRENMSBREE, HE , B LUEMA AWS Security Token Service (AWS STS) RE£E
REEBAERREFZEBR,

— AWS iREREFRASHIZEEM AWS BER ZERE

BTRE—MRER AWS EFEHEEME AWS EE P HM AWS ER2ENEHALSL , — AWS &
FREAEHIETERSMERAHTTPSH TLS 1.2,



https://docs.aws.amazon.com/directconnect/latest/UserGuide/Welcome.html
https://docs.aws.amazon.com/STS/latest/APIReference/Welcome.html

AWS #&imfE A & B HEE EREES
EAERASHEN AWS F 5 #E 5l REFEIREE

AWS Identity and Access Management (IAM) A BI R EEE L2 iR H AWS EREFEHE, AWS
RIE IAMRREE SR HIE A SABRTE (BA) MRE (BEE#R) £A— AWS REAEARKIEE

Bo IAMR—ES AWS R¥ TLER , BEEAERA.
£
gl /i

- BRSO RE

- FRABREBRFIE

- — AWS BEAERASHIENAEEER IAM

- — AWS BEREFASHEEN 5 2 H 512 R RI 5
- SEEHE AWS BEREFASHES ST

c/kes

&5 AWS ldentity and Access Management (IAM) S A REBFIFRE |, {RE8E "HFH AWS HHE
WA PRI THEME,

REERE — WREFEA "— AWS REAEFASME ) RBHTIH  AIRKEESSRERMEMR
FHRENER, ERERESMER AWS EABHIA R TER , ERFEHMER, T
BERGFITNEEA A AT EREESHERIEENTT, MREEEFN "— AWS REAEF SR
%y REITHEE SRR HE AWS BEREFSEES S MEFEL

REEEE — NREBEELNTN "— AWS BERAEFALKIE, ER , BusHAE "— AWS ik fEH
EZREHE ) NEEFIE, HEREFERAERTFIRMEFER AWS EALHENENERELNT
B, A&, BLERIAMEEREESRRER , THEERKEAENWER, RELEELENENR , UERF
MWEABSIAM, BEERABRBEL T MNAIAMBEER AWS EFLHEFER , FSBE— AWS ifE
&S HIE N AEE A 1AM,

IAMRREES — MRERIAMRKEERS , LA ERBUMRF R UEEER AWS EAR
KR FEENFRER, RERRUEREAN— AWS REAEABH X D HRRIEHIAM , F2
Blo — AWS R fEA & A S HEIER 5 5 85I 2 R A &5

S RENEE 32



AWS #&imfE A & B HEE EREES
I

BEREAWS FREDRBEANAN . BHAELNAMERE &2 REBRIAMBEBREE (BA
AWS), AWS IRERERE

BRI LAERER AWS B2 RIREENFER , UBESF 2R F 23 A, AWS IAM Identity
Center (IAMB 2B L) EHE, EATANE—EZARE , LLREMN Google 5 Facebook & &2
BEgoRBNEs, ERURRBESBZAER , ZHNEEEXANEFEAIAMARKERS I EE. E
& AWS AR BRERR K SeMEREAE,

RIBENFEREER | BT L& A AWS Management Console 5, AWS ZEA O, MEBEZEA
WEEER AWS |, B2 (AWS B2 A FAEM) AWS IRF R T Z A B,

MR AWS LEERERET A RNFE |, 58 AWS RERERAZEHN (SDK) Mars 5T HE (CLI) , AERE
HRBURBRESINZBENER, IREFTFEFHAWS ITE | RIXEETEEER, NEFHES
WHEEZEITEEERVFHMEN , B2RERIAMEIEEFNES AWS APIEXR,

ERCERMES RIS L SURHESEREHEINZESHEENR. I, AWS BEELBERAZE
EREE (MFA) RIEIMRF N Z M, EERAERE  F2SBEEHAWS IAM Identity Center ZigFH
NWZEEZHRBNEAZSEEZEZEHHE (MFA) AWSHIFEHIAME IS,

AWS tRF BRERE

ERBNEF AWSIRF , S8R —BEAS HE , ZE P ITEBERRRFHANMEER AWS R

MER. LEDEA AWSIRF root FAE , IEBEAESAREIIRFNE FEFibut MRTEA

REFEW, AAEBRETEURCEAEREAETE. REEVWREAERR , LEHARHITREH

BEAEHTHEL. WFEFELU oot EFAESIBANTEIEEE , F2E (EAEHE) B1
(BE root FRHERENIAMIE) ,

BeeD

REFEZRERABERE (CRFERAREESFIENERE) ARG RFRMENER , S
REfE A PR ASRERE AWS IR ZR7FEL

BEGoBAERACEMFHEESENERE. Web BB ARt #E, Identity Center B & , SHEA
EIB & 735 SRR REETER AWS BRI WERFERAE. AWS Directory ServiceFBE & 277
HEF AWS IRFE |, ifI2RBRERAE , MACAIRARKRERE,

UREFRNEEEEE , RAEBEEMER AWS IAM Identity Center, A LUIE IAM Identity Center H
BUGAENFE U ERIRLSELACHIEBBIRRFPHN—EAERAENEE , UEEMEER

FEREDRE 33


https://docs.aws.amazon.com/signin/latest/userguide/how-to-sign-in.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-signing.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/enable-mfa.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/root-user-tasks.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/root-user-tasks.html

AWS #& i {E A & B8 HEIE EREES

B AWS tkF MEARXFERA. NFIAME 2 BEIFONEEER , FSEIAMES F 024 E ?
£ {AWS IAM Identity Center fEF &) Fo

IAM fi£ i & M A48

IAMEAERERTNE D , B AWSIRF BE-AETEARANBERR, EUERNERT , &
BERECNBREESEAEN, WETEE_LEE_E%W” (PIIBB N FIER) NIAMERE, T8 , 1R
THEECERARMIFTEEAAMENRRE  BRCHBREFNER. NWFEFHRER  F2H (EAE
) T8 "IAMEH@IRFINEER L)\E;?ﬁ’imgﬁﬂﬂwm&ﬂ’]ﬁﬁﬁfﬁ

IAMEHERIEEEIAMEAEREN S BRI, SR/EIUBESHEE, EUUAERBER—XAZEFE
BAEIBEHT, HFETEEEAEFREFTNEFEBEARS, N, B UBEE —BRANE
# , IAMAdmins3t 1% B BHE BB IAME R R,

FRERACGTR, FRAERSEE- ASRNEARIELRNE EACNENREHREMNEECHA
BN, FREHEXANRIESR , EACERHERERE. ETHESER , 28 (AMAFIE
B PWRIEAE (MARAE ) WIAMER,

IAM B

IAMEBEBRE AWS IkF HEEREERNTH. SEURAIAME | BFESE A SR, &9
LA AWS Management Console EiBI i A REFEETFHNAE, IAMZR SLEBFIL AWS CLI 5
AWS APIEXS EA BT RIBEARURL. NEFTRFEAARHENFHERN  F2E (EAER)
HHIAM (FERIAMAE) .

IAMEERRREENACETIEBRTREA :

- eSO FERAETFH — NENBRESSSERTA , FEVAG , YARCERTT. EHEEDE
TEIRIEHN , XF/7SHEACELBEH K UERTHACERNGTT. NEBSACHWMEEENR ,
w2 (ERER) P (BuE=5553RRBEAVENAE) . MREEHIAME 2 E 5+
O, IEEREERE. ATEFHSBIEZTUFERPAIAME |, IAMIdentity Center EASHERE
EhNACHER., NEERETUSENEN , 528 AWS IAM Identity Center R EIEEHP TR
£.

- TRIAMEREER — IAM ERERHETURERBAMESE | EREEHE TENTEER.

- BIRFEN — S UERIAMARRFFAEIRFFHEBA (REENERE) FREIRFEPHER,
AERRTEIRFEFIENEELSN, B2 , HRELRE AWS IR , & A K E M N
B (MAREAACERRE ), FERRBIRFFHACEIERAERNBRZBNER | 72
B (IAMERER) IAMF R (BIRFERFED -

\\;bﬁllﬁ

ERIDBE 34


https://docs.aws.amazon.com/singlesignon/latest/userguide/what-is.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#rotate-credentials
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#rotate-credentials
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_groups.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id.html#id_which-to-choose
https://docs.aws.amazon.com/IAM/latest/UserGuide/id.html#id_which-to-choose
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-idp.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/permissionsetsconcept.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/permissionsetsconcept.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html

AWS #& i {E A & B8 HEIE EREES

- BIRIEEHE — B AWS R FEAEM AWS RIEIhee, Flmn , EERERBEHBITERER , ZRK
BEEE Amazon FHTEARBREC2H AV HFHNTE Amazon S3 1, AR AJsEE 8 F I 0U 3= 48 AV
A, FARKACEMFEAREERLACRITILESE,

- HEEMITERER (FAS) — ESERAERAIAMERAGBIHATHNEIER AWS , BERAEATSHE
., FRARLERKE  SURSATEEDE , EMETEARBHRE S —EBE. FASEERE
SHEEWUAER AWS R , WHESER AWS BRI [ THEREZHER, FASREERBKWE
FREHM AWS R BREB T RITRNFERE , TERHFR. ERERLT , ELAEFH
ITEMEERENFTT. BBRHFASERBNEKFMEE K F2REXFBEHE.

- BBAE — BRACRERBEAREATEFEMARNAVAER, IAMERESATLEHRRT, £
MR A EIAM, MFFMER , F2H (AMERERE) AWS RIEHEY A G EHE
[RE kS

- BRERAE — RBERACRERE. AWS RERBTUBEARENTHENEE, REE
BAGEERNEENT , AWS IRF BEBRBRBERE. IAMEES A LeR (BEEFERKER
fA8) R

« ¥ Amazon L#THIEAER EC2 — B MERIAMBEREEEHTER LEC2HMITHERARER
LA B AWS CLI 3 AWS APIGERIVIRIFEAE R, BLLEEC2EHIPFRMERRET. BE
1% AWS BeiERGEC2HTER Y RAFIERAEMEER , BRI MEATERNITER
REE. ITERREESSAE , TRATERB LEC2ZHTHNEANSHREEAER, MEFME
#, FSREAEEETNERIAMA BEFT I REHE Amazon EC2 #{TEE L HTHEIAMARE
o

ETHRREEERAAVACGERAIAME | F28 (AFER) T8 "IAMEIZIAMA S EE (T2
FH ! d o

ERABREEFHE

AT LE AWS BRI E B EMINE AWS 52 BB RPN ER. EAR— N
AWS |, BESSBIIRE MG BEEHMR, AWS BXBHEE (EAE. oot EAERAE
THBS) REERE  HEELE. BEFNTFTATEBANREBHER. ASBEAUE AWS
BUSONS MBI R B, MESMISONEAHEBRASTHIEET,  H2H (AMERIE
RD) HEYERIEE. JSON

EEEWLER AWS JSONERIRIEEH AT AFRMEAR, BRER , WEERE I EERG T AL
B BEERAITHEE

HERBERT , FRAENACRKRAFT. BBEREEHAEHMEERNTEFENER , IAMEZESLIE
VIAMKRE, R RKEEETURIAMRIHEEAG  EFRETURTIELRE,

EABRERFEE 35


https://docs.aws.amazon.com/IAM/latest/UserGuide/access_forward_access_sessions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-service.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-service.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-ec2.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id.html#id_which-to-choose_role
https://docs.aws.amazon.com/IAM/latest/UserGuide/id.html#id_which-to-choose_role
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html#access_policies-json

AWS #& i {E A & B8 HEIE EREES

IAMRRIEEREEMNER , THREARBTEENSZAM. flw , BEEE—EAF
iam:GetRole BMEMBR., EEXREAIMMERE LM AWS Management Console AWS CLI, ZEX
BAEEH AWS API,

B o BEER

e n@pAERNRRERTUMMES 2EA (FIMERE. ERIAMERERSE®) BWISONER
AT, BEBERARH 5 0 EABRG T ML BRI THLEIE, B ERMEB MRS 5 H
AAERNEE  F2H (AMERERE) #1 (BILIAMER) .

BOBEBRUTE-SOERARBRIAZERR, ARBRESEZARINE—FHE, FEAIAE, 2
B RIE R EI IR |, BALUSEMINEIER AWS IRF. SEBRSE AWS ZEBRNEFERE
HUREE, BETHMNAERERBIARKRE EETEE  F2H (AMEAFH) T "EXER
& A 9 HR SR B 2 EETTIR R o

EREBE

NERAEBNISONEK 2 MEERHNBER X4, AERAERNBKESSEAMABEER
KM Amazon S3 REEHEBR, EXEEREABRNREF , RESEEUUEACHRZEHEIZE
ERNEFEER, HAMMBENER , BEEEREEN TR ITUEZERITHEEAREMER
HTETHEE, EXBEEREBRPIEETE. F2RETVLUSERSE, FHE. AR, FEBEEH
EHHR. AWS RIE

ERAEBRRNVNAZBREFHAREEK, EEEFENEFRSERNREIAMFBER AWS ZEHK,
FEUIZHIFE (ACLs)

FHUEHIEE (ACLs) 2HMEEBRE (RFKE, FHERNAR) EAFNERNER. ACLsELL
RUERAERNER , AT MFERAISONBERXAHER,

Amazon S3 #l Amazon VPC R X5 RHIACLs. AWS WAFEEiE—4 T #EACLs
Amazon fIERFREMEASIEEPHFEURFIEE (ACL) #IE.

HttBeREE

AWS XEHMBFAERNRAEE, EERRERTRERT RBRREHER T ENKEAFFT,

3
¢
ah

- ERAR — BRARE—HEMIIE , BUUEEPRENS DB AERNFR TREGIAME
B (AMERERAG) NEAER. EUTNAERREHFIRR. MEENFITERERNS2EYK
RMEFFARRIRE, % Principal MUFEEEAERNACHNEREBRATEZIFFAR

EABRERFEE 36


https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#choosing-managed-or-inline
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#choosing-managed-or-inline
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_principal.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/acl-overview.html

AWS #& i {E A & B8 HEIE EREES

PRER®l, I EREERPHNAREENRSERA AN, NEREERARDFEES , F26H (AM
ERERE) FNIAMERHNERAR.

« BRIEIZHIKME (SCPs) — SCPs RIEEHEMSEME (OU) ZAERHISONKEE AWS
Organizations. AWS Organizations @ —BEARZHENEHERLL X8 AWS tRF BN S
ERR. MREAEBTHVETEIIEE , BT ASIREIZHIKRE (SCPs) EAZ BN AR
BIRF. SCPREIKEIIRSE EF'%E-E’H‘EFE BEBERE AWS IRFRERE. EENSEH
Organizations WE Z&EASCPs , 552E (AWS Organizations £ H#Em) FH (SCPsiE/EAR)

« TEMEERBER - THEBBRBRE-—BEREE , TN EEBREEANTRAEYACIHBMESER
ENTRTERERE  FR2BEE. MEETEREBRNFITSREAEIACHN ST EBERMIE
FEERBURMI RS, FFAHRAIURAEREER, MEEEBRTNAREENRSERZ AN, WFEHF
MEF , F2H (AMERER) P TEREREAL

ZRBREE

HEZERRERERIFRE  HEREANAUIEELAEM. EMHBLIER, sERENMTESRS
18 R B B B AWS /JE;E BR E‘FE? , 2 RIAMER ErR PR R AIFHEBE,

— AWS f% {5 A & A B HEIX aa] B E A IAM

HERIAMRERE —iRER AWS EFASHEENFEUE R , FBE T HEMLIAMIIBE TR ER AWS &
B HEEEER

i‘lll

IAMR AT LA B fE F AWS EFA B HEXFRANINRE

IAM Zh &g AWS & imfE R & F B HIEATE
HoRBE =
BRBEBE =
BERBE =
BRER =

BERRHREI#

fim

ACLs

7|

— AWS i I E A SR M AEEE A 1AM 37


https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_boundaries.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_about-scps.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html#policies_session
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_evaluation-logic.html

AWS #& i {E A & B8 HEIE EREES

IAM Zh &g AWS & imfE A & F B HIEA T
ABAC(REH HIER) i)

iR =

ES i) =

REAE =

RBEEAE e

EEEEMEA AWS EFBHEME M AWS BRF @R RIS IAMI RE R EEFER SRR |
B (IAMEREER) IAMFRERAWS R,

s
¢

— MR BEA &R AWS B HEIXH & 258 B 2R Al
XEUEDEBAEROERER : 2

L7 BRI AERNFRRETAMMNES 2 BE (FIMERE, FRIAMERERAE) WISONER
RIS, BEBUR AR 5 2 EARBIRG T ML RBTHLEEE, BRRBUNTRIE 5B
BAERNEKR  F28 (AMERER) $H (BILIAMER) .

ERANAME D BB AERE K | R UEEAFSIEBNBENER , LR AFFRIEBBIEN K
o BEEZESVEPRPEETIR  RAEEEAZEENERAENAG., BERMBITEISONKK
REANERE  F2E8 (ERIAMERERE) PHIAMISONER TZSZEH,

— AWS R i & GRS HEE BY & 50 3801 2L IR R 2 451

BERAE—MER AWS EFEHES I HFAMNEL , FS20H. — AWS iREAEFSHEEN S D
B B R B gl

—IREREASHEIEF AWS WEREBUR
XEUERAERNBE : 2

UERABERNISONKE ZEM MEBRVBERX M, NAERAERNBREAEH 2B AMABEER
M Amazon S3 R EFREER. EXEERERRNERES , BREEESTUAERATHREFESE
ERNFEER. HRMMBERNER , BREEREERN T8 W UHEZERATHEEAREMER

— AWS i I E A SR M AEEE A 1AM 38


https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements.html

AWS #& i {E A & B8 HEIE EREES

HTETHEE, EXEEEREBRPEETE. T2HEEUUIERE, FAE. A, ABREH
R, AWS R

FEMABIRFEER , £AUENERAERNKBEPIEE —BNZ@ERF FHY—ERZERS P
IAMBREAEZR., FREBIRFIREEFEEE , AREYGEEEAN —¥, EXZ2HENERTH
B AWS 1RF , SEFIRFPNIAMVERS UL AREIZEERER (FAENAR) R , TREFNE
o HEBK S EHRREZINERRREFT, 18, MREREBRREAEEKRFTINERRTE
W, ERRAIRERANSIEBER. WFEHFMAES , F2H8 (AMERER) IAMFH (BiRFEEIR
ZEHD -

— AWS i fiE A & S HEE BV R I BN
XERABE: &2

ERE A LMER AWS JSONKEERIETEH A AR BEAR, WREHR , BEEBETERGF T TR
A EERANITHESE.

JSONZKEAction U =R T AT AR R A IEEBRE P FIOVEIME. RKEBFEE REBN AWS
APIRIEEBMHENEE. B—LFIAER , flRETRAPRENERBRNRE, A —LAEX
FERRTNZEBE, ELBINBIEBABKEE,

BREEABERR THITHBEBB LT,

BEEE - AWS REMEABKEDEEE K F2HABBRESERNEM AWS EF EHILERR
Btk

T—iREERA AWS EFEMIL PR BFEESEDFEZHER THIRIE

mobiletargeting

S
H
[k
s
5
&

EREE-RAXPIEESEEE ,

"Action": [
"mobiletargeting:actionl",
"mobiletargeting:action2"

]

BERT—MER AWS EFEHIES D HFAMNEH
B B R B g8 1

3
¢

Bl — AWS fixfE A EA S HIER & 08

— AWS i I E A SR M AEEE A 1AM 39


https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_principal.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_your_service.html#your_service-actions-as-permissions
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_your_service.html#your_service-actions-as-permissions

AWS #& i {E A & B8 HEIE EREES

— AWS fiRfEAEF S HERNRUER
XERAER : =2

EEEWLER AWS JSONKEERIEEH AIAFRMTEAR, B2 , WEEEBETERG T A
AT BEERAITHESE.

ResourceJSONREITESIEEEERABEN —ERZ B4, RARXNSZESTE Resource
NotResource JtE, RIEMEREAE Amazon ERER (ARN) IEEER. BA S EREE
FREAENEE (BABERBRETT) HKiEEM.

HRAXEERERFTAINEE (PIFIHRME) , FEABRAFER () RRTEEXERARFABEER.

"Resource": "*"

EEEE - AWS REAEABHKEEREENHEEARNs , F2REBRBRESEPHN—AWS REA
EAEBHEEENER, AERBEAUHEESAEREEBLEEE  FS2EEH AWS EFASHEE
ZARNR EIE

BERE—MER AWS ERARKESG 2B RAUNES , F2H. — AWS iREABEFSHEEN S 5 H
BB R B g8l

— AWS i EAEAS KRN RARGE SR
X ERBHFERRRE SR . 2

i

ERE A LMER AWS JSONKEERIETEH AT AR BEAR, WHEHR , BEEBETERET TR
Y BEERAITHELSE.

Condition jt# (5 Condition [Bi#f) AIEZRIEEERAX ERMNHRME. Condition TERERAE
H. BAUBYFRAGRFEE FRREEEN BINERSIR) , REHBERHHRGEMBRPHNE,

HERERBNPIEESZME Condition k& , HREE— Condition TEFIEESZERSIE , AWS
EEAELE AND BRAFFT M. WRER/E—RUHERCIRIEESEE , FEMABBOREE R AWS 5
fhiktt. LENEREHRE , TEREFRXVFFT,

FHTNENERGBERRGUESY, im  REEAMERESBETERE | £F TSR
AMEREFIRERNER, NERMEN B2 (AVEAEE) hHAMEERE | BYR0E
.

— AWS i I E A SR M AEEE A 1AM 40


https://docs.aws.amazon.com/general/latest/gr/aws-arns-and-namespaces.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_your_service.html#your_service-resources-for-iam-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_your_service.html#your_service-resources-for-iam-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_your_service.html#your_service-actions-as-permissions
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_your_service.html#your_service-actions-as-permissions
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition_operators.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_variables.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_variables.html

AWS #& i {E A & B8 HEIE EREES

AWS X E2EFRGSRANBBBEFRG TR, BEEEMA AWS 2EKRHREIR , F2H (ERE
) PHAWS £EFRGFAIAMBREIE,

FEEE - AWS REAEFAEHEGHSRFE  F2ERBRESEDN—AWS REAEFSH
EHREER, agﬂﬁﬁi"‘—IU\{E}ﬁﬁ{ﬂFiEI%’EE’JEME%DEJ? ASHERAWS EF EHIEMESH
BfF,

BEmE—MRER AWS EASMIES S B RAMNEH |
B B R R g8l

ACLs?E AWS R F FiEEH#IE
F#ACLs : £

TFEUEHIEE (ACLs) 2HBLEESRE (RFKE, FAERAE) EAFNERNER. ACLsELL
RUERAERNRRE AT ERISONBERHER,

ABACEA AWS #& U £ F & 5A B #E X
X ABAC (RRE P IER): 25

UBHEAERAFEUES (ABAC) R—EREXRE , TRIBEMEERER, T AWS , ELBMHERE
AER, EULSEBMMEIAMER (EFREHAG) NS AWS EiR, BRBRVNERRNE—F
ABAC. A% , BT LARRFTABACKH , LEE T2 RENFEREMMEL TN ER LAV RBALTE
SRHER.

ABACHEREXRNRZHRAEY , YAFHRFANEELEEHNER,

ﬁn'lﬂ

w2H. — AWS iREREFASHEEN S 5 H

MERBERIZHIER , 5FH aws:ResourceTag/key-name, aws:RequestTag/key-name B
aws:TagKeys R4 %58 , ZBERNFGTESD , RHEREA.

MRBHEXESEEREEN B =ERG SR DBEZBBEMS , EA Yes, IRBBEIERLE
REEN =@ &4 iR , RIEA Partial.

MEARNFMEFABAC , F2RMTEREABAC? £ (IAMEREER) . EERRIERESR
K EZRIEABAC , F2H (£AKER) T8 (EANBHESERNFEURE (ABAC) IAM )

FEEL—ARGEA AWS HFASHERA (8 A e B 585
RSB 2

ERERRSRBREE XL AWS B TEER, MFEHMER , SEBWLE AWS R LiREE
ABRBEER AWS R | F2E (AMERERE) IAMBRERA .

— AWS i I E A SR M AEEE A 1AM 41


https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_your_service.html#your_service-policy-keys
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_your_service.html#your_service-policy-keys
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_your_service.html#your_service-actions-as-permissions
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_your_service.html#your_service-actions-as-permissions
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/introduction_attribute-based-access-control.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/tutorial_attribute-based-access-control.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html

AWS #& i {E A & B8 HEIE EREES

MREFERART EFAEZBNBBUANEMAEEA , AISRIEE AWS Management Console & F B
e, Bla , BB AWS EAHATIMNE—& A (SSO) EEAENE ZEFEEHEVERRE, &
"‘Mﬁﬁﬁ%% DBATEA  ARVRACK  CSEDEVEREE. IEEEVRACHFEHE
A, E2H ((IAMEFE%?&@>> R (UIREAE (EEE)

B LAMER AWS CLI S F B2V ERFFIE AWS APl, 2% , B UERAELHEIFIEAERRER
AWS, AWS ZBLBEELRRFEAER K MIAREARMEFHER. WFEFAET  F2HEIAM,

— AWS I EAERASHENERBERER
XEETEFMIERE (FAS): B

ERERAFERAAMERAREDHTEER AWS , FSHRETSEE, FHARERKE  SES
HITEEEE , EMETEREDBE S —EEE. FASSHEREZSHEEFUNER AWS BRI , 4
BER AWS IR¥E B THRBHHER, FASREERBWIIFEEEE M AWS R EREE T AT
REVEERE: , TEREBER, ERIERT , BLEEEYHTEMERIENGT T, BEIRHFASEREHN
KEFMAGE K F2RERFHHEHE.

— AWS BEREASHIENREAR
TERKAR 2

B#%AERBRBER ﬁi’%"‘*ﬂlﬁiﬂﬂﬁﬂ’]lAMﬂ@o IAMEE SR BAfEREY, BRNMBRRESE
IAM, MFEFHMEF , F2E (AMERER) AWS BFEHHEL A B EREIRIG

/A Warning

PEFREACHWERITESHEER AWS EFSMIATIE, RBE "— AWS BREAEA
ik, REESIR , TRERBAG.

AWS RinFEHEFEHENRBEZEAR
YERBERESR T

BHREEARRE—BERE. AWS RERZ I UABEAREATEFNACG. BRELGACERETE
£F , AWSIRF BEEREBBATE. IAMEESAILURE (BELFRERBEESE) HER.

NFEAHREUREERKERACNFRET , F2EEMAIAMBAWS B, ERETSREE &
FEERBEEACHTHN Yes, BIFRER , SUREXRBHNRBERBEXH.
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_forward_access_sessions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
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RIBFER , FAENACIEEILTEHR— AWS BREAEASHEZERNER, tMHbEEER
AWS Management Console., AWS Command Line Interface (AWS CLI) S#1T T{E AWS APl, BE
REGFHAEHMEERATEENER , IAMEESTURIIAMER, RAE , RREES T EIAM
FRAFEBZAG , FAEUUETELAR,

& SRR AR G0 RIS L 8 I SR R SCAF SRR ST BUAM S 2 B A B JSONEKRE |, SR EAIER T
Y IAMEE ST IAM ZE B

MBEER T— AWS BEMAERSHY | FES2DENDRERNHMAET  SESESRERNE
R, BSHRBERSERN AWS KisEREASKENBE, ERNEERSIE, ARNs

Ex ]

. BREBLES

. BE— AWS BEREASKETRA

. AHEREREPESHET

HRREER

DESEBNAERNREASREZEARBUUESRIESPENL, FEEMER "— AWS iREAEASH#
El BR, EXEMETESELN AWSIRFELAER, EREURMES P HBEKN , BERT Y%
AR EBREBE

- FREER AWS SERRABEREERER — FEMBREEAENTHERENER , FEAT
REFZERERARGIERVAWS ZEEFRA, SMEEN AWS IRF. ZREEBERRBENE
ERRFIN AWS EFEERBR , E—SRECERAER. NFEFEET L F2EAWS (AMEMATE
F) FEEHTERENAWS SEERKRZTEENER,

- EAREHERER — EAEARAGERRE , IAIMRREFHTIEMENER. ABRLKEHN ,
BALUERERERSE TALBEREERRRNEE , EEBAREKERT. NFFRERAEAE
[RIAMWFFHIEH , F2R (EAERE) IAMFRIAM CREREERER) .

o FERIAMER P FELE — SREIFE — S IR P ET 54 | LR 4% BEM S RN FEL.
flgn |, WA BB BERRG |, UIEESAFEAEEFTEERSSL, &40 LAFE AR IZEE RIS S
e FEVEE (MNIBIB4SE) EAIE LB E AWS BRFE , #lin AWS CloudFormation., MEEFFMAERR , &
28 (AMERIER) FHIAMISONER TE | &4,

« fM IAM Access Analyzer B & BH FRIAME] | LIFERZ £ A IAEM AIAEBR — IAM Access Analyzer
ERBEFHABENEN  AEE S EAMERES (JSON) FIAMB £ 3%, IAMAccess
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_your_service.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_job-functions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html
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Analyzer 12818 100 HRRRENUTHER  HEHLRERLBREENRE, MEFHMBE
# , FZEAMEIAMA ISR TN EIRS e R AR

- EESHEBRHE (MFA) — NREHRFIZEFAMAESR root FHE AWS 1RF |, FBRBUAERE
AMFARZ 2, BEEFWUAPHEEMFAREE , FERAPIIEMFAGRYE. MEFMER , F
B (AMERIERE) FH < BREMFAZRENAPIER >,

=

W%

MEHREEEOFMETIAM , FSE (AMERER) IAMBE TZeHSEEE,
R — AWS ixfEREASHEEERS

BEFN— AWS REAEFASMETES  BLARERD —EER, ELERMLAARFTES AWS
BB A AWS IkRF. IRERV L KEALBFTEBRSNS T EEEK , AIERERRBENE
B (ERAERAE) ME , TEAREZWNAEREE,

BAEEARE AWSCLI SiBTERENFEREATRIEETIEEER AWS APIl, kit , RAKFEFR
FEMMERAITZAPHEEMN B E,

EERREAENACHAUEH —REA AWS EASHEETRE |, FRM
#AWSEndUserMessaging AWS ZEENRBIMMEER. WFFHEENR , #2868 (EAER) F
B GSERFEZEIAMERE)

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "AWSEndUserMessaging",
"Effect": "Allow",
"Action": [
"mobiletargeting:CreateApp",
"mobiletargeting:GetApp",
"mobiletargeting:GetApps",
"mobiletargeting:DeleteApp",
"mobiletargeting:GetChannels",
"mobiletargeting:GetApnsChannel",
"mobiletargeting:GetApnsVoipChannel",
"mobiletargeting:GetApnsVoipSandboxChannel",
"mobiletargeting:GetApnsSandboxChannel",
"mobiletargeting:GetAdmChannel",
"mobiletargeting:GetBaiduChannel",
"mobiletargeting:GetGcmChannel",
"mobiletargeting:UpdateApnsChannel",
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-policy-validation.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa_configure-api-require.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users_change-permissions.html#users_change_permissions-add-console
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users_change-permissions.html#users_change_permissions-add-console
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"mobiletargeting:UpdateApnsVoipChannel",
"mobiletargeting:UpdateApnsVoipSandboxChannel",
"mobiletargeting:UpdateBaiduChannel”,
"mobiletargeting:UpdateGecmChannel",
"mobiletargeting:UpdateAdmChannel"
1,
"Resource": [
"
]
}
]
}

RFFERAERAMMAECHEFT

WEFERMAENFE  BEAMAEREMNEEERES2BINABRNZIEERL, KRS
SEFEE LRUBKBRIT A AEAB TR UL EER AWS CLI #EFR AWS APL,

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "ViewOwnUserInfo",
"Effect": "Allow",
"Action": [
"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"
1,
"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]
},
{
"Sid": "NavigateInConsole",
"Effect": "Allow",
"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
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"iam:ListPolicies",
"iam:ListUsers"

]I

"Resource": "*"

SESEHE AWS FREMEFLEHERE S D MEFH

EATHEAT BB ED B RSEEAERS RSB LLBIN R ZHEAM, AWS
£

- BRAE T— AWS BEAERBIX, PRTBENEE

o REZEEEHIT iam : PassRole
s REEAFRUINMWAESE AWS IRE NN FER AWS EFSHIEER

BRBAE "— AWS REAEABHEE, PHATEENRE
MREWRGER , FHEREREATEHE , CHBRLEAER , ARAEHTBHNE.

EfffAmateojacksonAME ERFEAEZ R A RBIREEny -example-widget ERMEFFHEER |, 8
REE®EHImobiletargeting: GetWidget #EFREF | B 24+ T SIS HIEEER,

User: arn:aws:iam::123456789012:user/mateojackson is not authorized to perform:
mobiletargeting:GetWidget on resource: my-example-widget

FERBERT , BAEFH mateojackson EAEMNEEK , RFFEM mobiletargeting: GetWidget
E)EFE. my-example-widget BiRo

MBEBEEWHB , SBHEEN AWS EEE, FHNEEEREENEZEERE.
REBEEHIT iam : PassRole

MRBWBRERES1Tiam: PassRole BMEMN TR |, AV BEFRENRR , TR ARE
SELER AWS EFAEHEE,

RS0 46



AWS #& i {E A & B8 HEIE EREES

BE AWS B# A EEREACEEGERE K MAREYFNEBXACIRBEELE, NFH
TR , L ARERACBEEZ BB,

EZANERAEmarymajor ERAMEATELE "— AWS RERAIAMEFEHIE ) HHTEIER , B
ERETHEPIER, BR , DFFRBHEERBBHCRTHT. Mary REKAGBEEZRK
HYEF Ao

User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
iam:PassRole

EEERBRT , Mary WBURAEEH , AT iam: PassRole Bk,
MREBEEWGE , BHEEN AWS BEEE, FNEESRHENEZSERE.
BREEAFRUNNAET AWS IRF BREBVFER AWS EFASRHIXZEIR

ARy —EAe , REMKRFPNEREREEBATHAESFIENE R, S UEEZE LT
EEEVHIREZAR. SRXEUNERSERNBRIEFIUZFIEE (ACLs) VR , LA LIERMIE
ERRREASFNENER,

WMFE-FTH L F2EUTRE

- ZEEREE— AWS REAEABHERETIEE
A 1AM,

- HEEBRBNMARAEMETER AWS IkF WEEE | F2R8 (AVEAEER) F AWS IkF &
(REFEERHMAMERE) .

- FERBNAKERFIEREMKBE=S AWS IRF , F2H (AMERER) FHREE=S
AWS iRk F #H8 B9 7BV

- BEEBEMBOMERS 2 BBREFIE  F2RERAER T RASINETERREFHIAME N FEE
(%ﬁj\ Fé)o

- EERBHHERRFIEAACEUERAERNBRCBNER | F20 (ERAIAMEE
M) IAMBH (BSIRIEERFED o

L£Ih8E

ﬁn'lﬂ

28— AWS fix i F & 7 S IS an a5 e

ﬁu

— AWS BREREABBENFSHRE

A ZEEAWS R BE Eﬁ“ﬁmiﬁ%ﬁLﬂEH’?E’JiﬁIW AB2HRAWS R EERLETEFRPH ,
WRELRBBNSRLR, WFE—WEFA , FSHEAWS REETEAWS,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/programs/
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BALAEA TESE = S S AWS Artifact, MEFMENR , FS2R TEPHHEHH AWS
Artifact,

BEERAKNSREFEETUR AWS B REMNERME, NFANSHREEUARERERENER.
AWS 1R T 5B R A5 B EE AR

« ZEMESAMREAMER — ELMEEENREABEER  YRUMBUREMEMSRE AWS
REXMNEERENS R,

« 1£ Amazon Web Services F#E#THIPAAZ £ EESHEE — AARERPLATANAFERARITEE
BB FE AWS AEHIPAAT,

® Note
WIEFTE AWS BRI ABHIPAARE &R, WERFHEA , FBREHPAARRBSEE
#lo

« AWS EREFAWS — WL TEEMEREES AR EARNENEXEMNATE L.

- AWS EFEHER —ZBERNAERBARNEERN, ENEERARE T ESERE (BFEXHE
BIRRE AWS R EEMERA (NIST), XN FEXZLBREZE T () MEBREE/LER (PCI)
hRELZEREESINRERE , LEEHEERE NS, 1SO

- EFAWS Config B AEERHP IR AFEER — b AWS Config RE A ENERERFTS
RHERK, EXEAFERNEE,

« AWS Security Hub— 1& AWS BR#% =Rt T RE T &REBH L ERE AWS. Security Hub AR %
7, AN AWS ERERELZNEZRERREFT R EREENZEER, NEZIENR
BB | 5526 Security Hub controls references

« Amazon GuardDuty — FEIBEIRIIRIBEHPH AWS IRF A S MBEES , Fik AWS R ERIEHWT

EER., BRENERNEBERE, GuardDuty AIHBIZEESESRMETER PCIDSS , HlulfFE4%
EERMEEBIERPVARERER,

« AWS Audit Manager— i& AWS BR# BBIRERFERZEN AWS £AER , LB EEERE RN
FR, UREFERMERZFEN T,

AWS RimEHEAEHE PR EMN

AWS £IKERRBEER AWS B MAHESEVLN. AWS EE RESEER S BN RHNTA
EE , BEERFEEEE. SHWEENSTHAKAE, SRTRAES , B URTEEFNEAER
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https://docs.aws.amazon.com/artifact/latest/ug/downloading-documents.html
https://aws.amazon.com/quickstart/?awsf.filter-tech-category=tech-category%23security-identity-compliance
https://docs.aws.amazon.com/whitepapers/latest/architecting-hipaa-security-and-compliance-on-aws/welcome.html
https://aws.amazon.com/compliance/hipaa-eligible-services-reference/
https://aws.amazon.com/compliance/resources/
https://d1.awsstatic.com/whitepapers/compliance/AWS_Customer_Compliance_Guides.pdf
https://docs.aws.amazon.com/config/latest/developerguide/evaluate-config.html
https://docs.aws.amazon.com/securityhub/latest/userguide/what-is-securityhub.html
https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-controls-reference.html
https://docs.aws.amazon.com/guardduty/latest/ug/what-is-guardduty.html
https://docs.aws.amazon.com/audit-manager/latest/userguide/what-is.html
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NERE , ETRAEScBEBREREMISRETE. TRAESNTHAME, FHEEINERE
HRE-FZEERPONERERREES.

W% AWS B MTAESNHEER , BSHAWS + HEBERE,

BRY AWS 2IKEREB 2, — AWS REAEASMIXERMUSZEIIRE , HBIBEENERIRERE
HHER TR,

ERAEASHEEPHNER AWS BERS

EAZERE , — AWS XEREBEAHIXT Amazon Web Services : & AWS 2R FHME K EH
FTREY £ Bk Z 2 EFRE,

BRI AR AWS ERMHAAPIFEL | BBREKEFEIN— AWS RERAEAEHIE, AFPRMSEAIE &
BERZEM,) (TLS 1.2 WEFHRA, BEFEXEAXFEEEXAIEARE () WEBESG , il (BT
HYIM3E-FHE 2 PFS ) SDHE ( fE /RS T HE-HEE ) . ECOHERARRF(MW Java 7 MEFHHRA)
REELTEELEN,

A BRMSEAFEATRER ID MEIAMEBHEERARZERSWRES, IE , BALUESB AWS
Security Token Service (AWS STS) REL EREZEBEREZHER,

#H RE B R 0 AT

EAZERE , — AWS REREBEAHIET Amazon Web Services : & AWS 2 RBFHMEB KR EH
IR £ KB L LIEFRE. EXTAWS EBNFTEARANZ M ITENERF , UL, E#. &
MAMUEM SR HEBEIRFNERNERER, ELEEFCHEENE = ETRREIERRE.

ZEREER

£ AWS Identity and Access Management (IAM) 1R S RIZHIAPHEXEMZR , AEHEET. U=
B ERNIESE, BHRAPI EENERSEERA, FBHKRE.

- AEE ERNEBEA (BFEEE), BYBACAE. F2FA AWS REEREEER.

- BYFBECRAEHNTHREMERERENF,

- FRAIAMBEEREESEFEAENRER,

- EMEWIREH IAM BEAER,

Ef TN 49


https://aws.amazon.com/about-aws/global-infrastructure/
https://d0.awsstatic.com/whitepapers/Security/AWS_Security_Whitepaper.pdf
https://d0.awsstatic.com/whitepapers/Security/AWS_Security_Whitepaper.pdf
https://docs.aws.amazon.com/STS/latest/APIReference/Welcome.html
https://docs.aws.amazon.com/STS/latest/APIReference/Welcome.html
https://d0.awsstatic.com/whitepapers/Security/AWS_Security_Whitepaper.pdf
https://d0.awsstatic.com/whitepapers/Security/AWS_Security_Whitepaper.pdf
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MEFHMEA , B2 £H AWS FEFASHEPNLLH, WEHBEEMNIAM , FFZE AWS Identity
and Access Management, MIEEBIAMBREMENENR , F2EIAMSREHRE,



https://docs.aws.amazon.com/IAM/latest/UserGuide/getting-set-up.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/getting-set-up.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html
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EE— AWS frfEAEFARHEIE

ERRHE T— AWS REAEAEKRE ) REMAWSHRASRZAEMY., TAMMNNENEERHER
. AWSIRMTHIESETE | LIER "R AWS EFARHIE, | ERAERRER , YEEHER
REE B EE -

« Amazon & BlHF CloudWatchBS 1281 AWS ERFM# 1T AWS WERRER. B UREMIENE
B, BYBFTERE , URREET , TREESZEIAEENRERBNENFNEE, fim, &
A LA CloudWatch Bt Amazon EC2 #{T{EEBMCPUSABE R EMIEE , Y EEEFEBREH
BITERE. MEFEFMENR , 5526 Amazon CloudWatch A E B,

« Amazon CloudWatch BFERIZEH Amazon EC2 #1T{E B M H b 2R ES#E CloudTrail, FHRFFE
H&6#E, CloudWatch SRS B A EREHKEFNEN , TEFERERAERBAE, BHl
KAFERFEESMAENRTEE. NEFMHENR , 528 Amazon CloudWatch BF#FEAEE
Mo

« Amazon EventBridge AT B &Mt AWS FREX BEEERKEEH , AR TAMBEERE
RBE, REH AWS RIEWEH S LUL FENE EventBridge A RNEEER|, B iRSHENBR | X
EREEENEN  URESHFERAUBMEESRTHNEE, MEFMEER , 528 Amazon
EventBridge fEA &5/,

« AWS CloudTrailEEEUE IR 5 Elﬂ’éi%i&‘\ﬂ’ﬂ AWS RS2 HEAPIFEILFAERI =4 |, 4% A SRR EE IR
EEM Amazon S3 A FETEE. ER LB EREMIRE AWS, HTHEWARIR IP ik , 2
R AR, NE .#ﬂﬂﬁaﬂ 520 AWS CloudTrail fEA &SR,

£ Amazon E532 AWS #&im 5 A E B FAHEIEX CloudWatch

B LAEARESMR T— AWS IEAEFAEHIE CloudWatch , MRERKRER , YASHREETE
BEEHRNEE, ELYRFAERGRE 15EA , UELFIELEA , YFEEFE Web ERAERT

Hﬁi%ﬂ’ﬁ}lﬁi&ﬁm BHAUEREEERERENER  ERRELREREEAEANIENEE, NFEF
& , 5528 Amazon CloudWatch R &R,

MEREMMEENFE |, 52/ Amazon Pinpoint 1 & $EF CloudWatch B £ F E5 3 Amazon
BHEENL.

E08% AWS fF i FEA B HEIXAPIFREIY AWS CloudTrail

AWS T—EFRAEFEMIE ) RERBESHIR AWS CloudTrail , AJI2EFERE. AT AWS
RIEE T—RRBER AWS B SHEIX ) FATREUZ EEMNEEH#. CloudTrail #& "— AWS #&EHR &
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/
https://docs.aws.amazon.com/eventbridge/latest/userguide/
https://docs.aws.amazon.com/eventbridge/latest/userguide/
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/
https://docs.aws.amazon.com/pinpoint/latest/userguide/monitoring-metrics.html
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AL WATBEAPIRIERASH, I TWIIERE— AWS REAEASHIATIEASNT
AR ¥— AWS AR fE A B S HEEAPHEENEXBIEWN, MESEEN , BB SER S
CloudTrail B4 %) Amazon S3 f#7irig , BIEEA AWS BEAKENENH. NRERFZTER , &
MARTILAE [EHERERE K] PRAR CloudTraill EEAFRIENEN. FRHKENER CloudTrail , &
AT LAY e — AR EF AWS BEFASHIAREMVER, REERN IP ik, REERHAS, RHEXR
R , AR EMEFEER

EEH—F 7 CloudTrail , FZBEFEAWS CloudTrail &M,

AWS &RixfE A EFEHIEESA CloudTrail

CloudTrail FE/&RIZEIRS AWS IRF BRUAH. BE— AWS iREREASMEPRETDRN , THEH
CloudTrail E#EEEHPHIEAM AWS BHEEH —BEEFESHT. EUNUES , BRNTHZIIN
EH AWS tRF. MEBEFMEET , 2B EA CloudTrail EHEREEHMIBSEM.

B AWS 1RSI BB (B35 T— AWS REREREHE, WS , BRIDEH. BRT
CloudTrail # H 38451 Bl Amazon S3 BfZiF M. (KTAR  BAETHATEIBHE  ZEle
EREAAN AWS B, BHRERE AWS 2 BHFEEENSHE | 150 REEEHSEEY
Amazon S3 BRI, HAN , ZHRAIBERER M AWS BRIS , LU —5 2 # CloudTrail 5288 K840
SHENGRNTD. DEFEER, FRETIRE -

- BEVEBHHBIE
 CloudTrail X ENRBEES

« EX7E Amazon SNS EHI CloudTrail
- 2 {AEEEW CloudTrail B 5343 1E 2 @tk 512U CloudTrail B 5 34

FiE T— AWS R fERERSHRE ) BMERREHE TR, CloudTrail MEDERE T —AWS AR
EFEHIEAPIZZE | B, Bl |, FEAYUpdateApnsChannel MGetApnsVoipChannelEE
&GetAdmChannelt CloudTrail SL&EHEAEER,

B—E£S4NOFERNETEELBRENEN. SoEATHBEHETHIEIE !

- ERZMH root  AWS Identity and Access Management (IAM) & RRRHI,
- REBRBRE , REFATHEACEBMS I EAENERRLER.

- ERESHHEM AWS RERL,
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MEFHMEN , 2B CloudTrail userldentity T,
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/view-cloudtrail-events.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-create-and-update-a-trail.html
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5 A\ H i 2 FE — AWS R f5E A & A EHEE (AWS
PrivateLink)

T LA E A AWS PrivateLink E8VPCH T— AWS SR ERAEFABHE ) BB AER, BT
ETERBBRMEREE, NATEE., EHESVPN AWS Direct Connect iE#&Z 1B R TVPC |, BIGIFE—
AWS BfERERAEHE —BEABASHE K, EPOBTEBVPCTFEFELH IP a1 AT FHL
— AWS R ERA &R S,

EAT AL AWS PrivateLink Rt X BH M EIRFREV HAEER, BASELANMTEiRMEBRAN
BEFETPEIGEEENEH,. EXRHEREEENHERNE , IBAEEE "— AWS BREAEA
EﬁLJZMEmﬁA%O

WEFFMMERR |, 552 BAWS PrivateLink 3§ AWS PrivateLink® #9 AWS fR#% iZiBFHL,

— AWS IFRAEFASHEBNZE
£EAWS FHEAEHEREN iR 28 , FBAMBAWS PrivateLink FMFHEZEEE,
AWS — % {5 F & 30 B X X 25E8 N\ i 2P U H AR B API B 4E.

VPC AWS & imfE A EFASME T T BIHRM R A, AR , AFFEBRNTEHIREE — AWS iREAEAR
HENTEEFIE, 2E UK Z2HERRMEERMEEYER , WEFERNMARMEEE
F— AWS R EREF ML IRE,

BT — AWS A% fE A & A S HEEAY /) H U B

& LAME A Amazon VPC E£# A5 AWS Command Line Interface (AWS CLI) & AWS &R i &
AMEEBINEIRE. MEFMEEH , 528 (AWS PrivateLink 188) RHEIL N EwH.

ERATIRBEES "— AWS REAEFAEME ) BEYMEHIRS

com.amazonaws.region.pinpoint

WMREDNSAHN Him B private , BIFTUAE A E AR M [EDNSEBEE — AWS IREAEAS#IER
HAPIER, 40 com.amazonaws.us-east-1.pinpoint,

EZEEH 54
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{
"Statement": [
{

"Principal": "*",

"Effect": "Allow",

"Action": [
"mobiletargeting:CreateApp",
"mobiletargeting:DeleteApp"

1,

"Resource":"*"

}
]
}
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https://docs.aws.amazon.com/vpc/latest/privatelink/vpc-endpoints-access.html
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