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—RMS , BEHFEIREHTERERGE , HINEY. EMMBERREPIHER. ERTFEHREHER
i%m*;—/b\lﬂﬁbo

MEERFE. BFHFEUR 0 AWS BERBLURES A B ENFEMEER ,
Builders' Library) FHIEAIARBHNFEEEMHEE,

ARC HEIZHEBHNEE

HREZER  LUUAAXENERMBESER  RUAERSTHNEEFEREAEX. CAESE
BTWEENAER,

2B (Amazon

1% ARC FMIEEHFINMTEET , FSBH ARC EE,

ARC P ERIHERBHZREER

KRFIRBE ARC HEAEHEBETSTARSEEN T REER,
T/

- REFBNELARE

o BRI B IR S T e B 1 B S

- EERNRBKERER

- BREFAETABRSHESEELIERE

- FRAERTHEH AP BREETHKEER
° FEHT%EJJEEI?_J&E%E’JME

RESRINELREE

BELEHRE , AECEARES TUABEREANAE , LRERBESEREH T A EEE
MHEAEH. EAEREERER ARNBRERALEREERE  UWEHEST—E (8%)
ZEEABRE @2 RANREERAZHRIERERHERK.

ELATENERMBERER BREHTAEREHERR  SNEABRXARERERFRNEER
B, X EAEECRERTAESERERE WA TUBETEHARAZSIRBEHER.



https://aws.amazon.com/builders-library/static-stability-using-availability-zones/
https://aws.amazon.com/application-recovery-controller/pricing/

Amazon Application Recovery Controller (ARC) HEABEE

BR 5 FH /5 i 35 EE R 2 i R Y 5

& Amazon Application Recovery Controller (ARC) #REBBHIEER , fiNFERA ESEBE R ES
BEER , ARC ARBEEAENRENKSIR DNS B, DNS EFSENMAEFESHERSE
ZHENNE,

T, EARAFERRERNAFRTREREHZRUERLEFR , EFAFREMERR
Ik, HTRARREER K BREREAFiREARSERERIEFRE,

ERAERABEAER

EBMBERER  EHAERCEAR N TAREBHARE. %Eiﬂjﬁ}l’_ﬁiibln__nfﬁﬁﬁ , R¥F
REARNEERED  FRAERENBREFBRAEA cENREREAEN -2, EHAHE
REALEERIFABEILERERFESHERERDENBRE S

HAMA YA EASESEFLERERE

EFEENEESFRARSERELCATTAREIEERETENERARRER, ERTHERLE
REAEXTNERERRAIRY  YEXBHEESINTHESFERRE, RMEREEABR
HRAIEHELEARR | B0 |, eHEHEEARRETER B ERMLTHER Elastic Load Balancing #EE &M@
HAEEEE, bytesProcessed

EEERFE—ERNETERERNEERE, EEFENENRCUUERRENRKRERAEE
B IR EEAEAMNERERZ AR HEENEARE,

ERAERTE AP BEETHBEBIR
FEEETENREREAEABRBESER K REMAKREED | BRMAEZEFERH AWS Command
Line Interface = AP| £ EHEBEE , YR EFEAALFRNEAER, BEALUE BBI%K

EEHER AWS EETEE , UAHEER, BR , ERE, IRNEREREER , ERTEEE
REHNRE, NFEFAET  F2EEZSER AP 2EEE,

EERBHEREHERNRE

EFERETRERERHITARS , BREE, CEXEXDNBFEEERER , MAKEAR
ANERERERE. EARFRENEBEARAERZEERET2RE. BERE,

EEER AP &

TRINHERLUEREHEBN ARC API R, EEXREBHSTARBEREANTRES, &
BRPIED S XAER,

AP| 124k 15


https://docs.aws.amazon.com/arc-zonal-shift/latest/api/Welcome.html
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WMEMAEE FHFE A ESER AP| BEMNEH AWS Command Line Interface , 5528 AWS CLI #
BB EB AR WEH,

Action £/ ARC X124 £/ ARC API

R EEHER 2R R EFHER =2 H StartZonalShift

EMEFHER w2E EFNSEUEESER #8% [ UpdateZonalShift

5l B E B FSE ARC PR EFEE 2B ListZonalShifts

HHZEER ESE XENER 528 ListManagedResourc
es

NEZEER B2R XENER 528 GetManagedResource

HUH R EE8 w2 ENMSEUEERER 72 [ CancelZonalShift

AWS CLI f5EC[R BB LA Ry 2T 5]

AERMEAEHERNWERARENXES , £/ AWS Command Line Interface £/ API ##{E1E
Amazon Application Recovery Controller (ARC) £ BB Ihat, E L& Hl 5725 Bh& 7 g a4
£/ CLI R EHE®,

ARC P EHBERTRLTREXEERNRERHTAES , BENERAEX TURERE FaEAd
A EREIEREE AWS B,

FIEESEBARERYN , BRYVLEREAEZRNBH. T8 , LAUBEEEMNESERRERER
EIJLEEHTJ'Fﬁo

WMEMFH WEFMEF AWS CLI, 528 AWS CLI s 2E, NEREHER AP BIEMFMES
E’J/%ﬁ :ﬁ 2 ﬁ Ei:EE*g APl ?m'ﬂzo

B EEER
B LAE R start-zonal-shifti$ , &8 CLI BB EHER,

E‘_\'III

B

aws arc-zonal-shift start-zonal-shift \
--resource-identifier arn:aws:elasticloadbalancing:us-
east-1:111122223333:1oadbalancer/app/Testing/5a19403ecd42dc@5 \
--away-from usel-azl \

£/ CLI RAER &) 16


https://docs.aws.amazon.com/arc-zonal-shift/latest/api/API_StartZonalShift.html
https://docs.aws.amazon.com/arc-zonal-shift/latest/api/API_UpdateZonalShift.html
https://docs.aws.amazon.com/arc-zonal-shift/latest/api/API_ListZonalShifts.html
https://docs.aws.amazon.com/arc-zonal-shift/latest/api/API_ListManagedResources.html
https://docs.aws.amazon.com/arc-zonal-shift/latest/api/API_ListManagedResources.html
https://docs.aws.amazon.com/arc-zonal-shift/latest/api/API_GetManagedResource.html
https://docs.aws.amazon.com/arc-zonal-shift/latest/api/API_CancelZonalShift.html
https://docs.aws.amazon.com/cli/latest/reference/arc-zonal-shift/index.html
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--expires-in 10m \
--comment "Shifting traffic away from usel-azl"

"awayFrom": "usel-azl",

"comment": "Shifting traffic away from usel-azl",

"expiryTime": "2024-12-17T21:37:26-08:00",

"resourceldentifier": "arn:aws:elasticloadbalancing:us-
east-1:111122223333:1oadbalancer/app/Testing/5al19403ecd42dc@5",

"startTime": "2024-12-17T21:27:26-08:00",

"status": "ACTIVE",

"zonalShiftId": "9ac9ecle-1df1-0755-3dc5-8cf573cd9c38"

NEZEER
B LAEA get-managed-resourced® , &R CLI VS ZEERMNEBEN.

aws arc-zonal-shift get-managed-resource \
--resource-identifier arn:aws:elasticloadbalancing:us-
east-1:111122223333:1oadbalancer/app/Testing/5a19403ecd42dc05

"appliedWeights": {
"usel-az1": 0.0,
"usel-az2": 1.0,
"usel-az6": 1.0
1,
"arn": "arn:aws:elasticloadbalancing:us-east-1:111122223333:1oadbalancer/app/
Testing/5al19403ecd42dc@5",
"autoshifts": [],
"name": "Testing",
"zonalAutoshiftStatus": "DISABLED",
"zonalShifts": [
{
"appliedStatus": "APPLIED",
"awayFrom": "usel-azl1",
"comment": "Shifting traffic away from usel-azl",
"expiryTime": "2024-12-17T21:37:26-08:00",
"resourceIdentifier": "arn:aws:elasticloadbalancing:us-
east-1:111122223333:1oadbalancer/app/Testing/5a19403ecd42dc@5",
"startTime": "2024-12-17T21:27:26-08:00",

£/ CLI RAER &) 17
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FMBABER

"zonalShiftId": "9ac9ecle-1df1-0755-3dc5-8cf573cd9c38"
"shiftType": "MANUAL"

FIHSEER
BAILAERA list-managed-resourcesin® , & CLI SIHIRFANZEER,

aws arc-zonal-shift list-managed-resources

"items": [
{
"appliedWeights": {
"usel-azl1l": 0.0,
"usel-az2": 1.0,
"usel-az6": 1.0

iy

app/Testing/5al19403ecd42dc@5",
"autoshifts": [],
"availabilityZones": [
"usel-azl",

"usel-az2",
"usel-az6"

1,

"name": "Testing",

"practiceRunStatus": "DISABLED",
"zonalAutoshiftStatus": "DISABLED",
"zonalShifts": [

{
"appliedStatus": "APPLIED",
"awayFrom": "usel-azl",
"comment": "Shifting traffic away from usel-azl",

"expiryTime": "2024-12-17T21:37:26-08:00",

"resourceldentifier": "arn:aws:elasticloadbalancing:us-

east-1:111122223333:1oadbalancer/app/Testing/5a19403ecd42dc@5",
"startTime": "2024-12-17T21:27:26-08:00",

"zonalShiftId": "9ac9ecle-1df1-0755-3dc5-8cf573cd9c38"

arn": "arn:aws:elasticloadbalancing:us-east-1:111122223333:1o0adbalancer/

£/ CLI RAER &)
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FMBABER

}

5 B ER
SEELAER 1list-zonal-shifts@as s , Ei@ CLI SIHiRFFHEHER.

aws arc-zonal-shift list-zonal-shifts

{
"items": [
{
"awayFrom": "usel-azl",
"comment": "Shifting traffic away from usel-azl",
"expiryTime": "2024-12-17T21:37:26-08:00",
"resourceIdentifier": "arn:aws:elasticloadbalancing:us-

east-1:111122223333:1oadbalancer/app/Testing/5a19403ecd42dc@5",
"startTime": "2024-12-17T21:27:26-08:00",
"status": "ACTIVE",
"zonalShiftId": "9acY9ecle-1df1-0755-3dc5-8cf573cd9c38"

ENESEB
BAILAEA update-zonal-shiftd < , &R CLI EfEEHER,

aws arc-zonal-shift update-zonal-shift \
--zonal-shift-id 9ac9ecle-1df1-0755-3dc5-8cf573cd9c38 \
--expires-in 1h \
--comment "Still shifting traffic away from usel-azl"

"awayFrom": "usel-azl",

"comment": "Still shifting traffic away from usel-azl",

"expiryTime": "2024-12-17T22:29:38-08:00",

"resourceldentifier": "arn:aws:elasticloadbalancing:us-
east-1:111122223333:1oadbalancer/app/Testing/5a19403ecd42dc@5",

"startTime": "2024-12-17T21:27:26-08:00",

"status": "ACTIVE",

£/ CLI RAER &)
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"zonalShiftId": "9ac9ecle-1df1-0755-3dc5-8cf573cd9c38"

BGH B ERB
A LAER cancel-zonal-shiftam$ , i&EiB CLI BUBEEHER,

aws arc-zonal-shift cancel-zonal-shift \
--zonal-shift-id 9ac9ecle-1df1-0755-3dc5-8cf573cd9c38

"awayFrom": "usel-azl",

"comment": "Still shifting traffic away from usel-azl",

"expiryTime": "2024-12-17T22:29:38-08:00",

"resourceldentifier": "arn:aws:elasticloadbalancing:us-
east-1:111122223333:1oadbalancer/app/Testing/5a19403ecd42dc@5",

"startTime": "2024-12-17T21:27:26-08:00",

"status": "CANCELED",

"zonalShiftId": "9ac9ecle-1df1-0755-3dc5-8cf573cd9c38"

X ENEIR
Amazon Application Recovery Controller (ARC) BRI X BEAEHEZNESEHERRATIER :

Amazon EC2 Auto Scaling E#H

Amazon Elastic Kubernetes Service

Application Load Balancer A& A B R & & T &
Network Load Balancer A& A B R & & T &

#NZE Network Load Balancer 1 Application Load Balancer B4 EER |, F2RAAH PN HMERE,
BETHE ARC HEAREHER, EFESEBNERNEYE

- BERVEERERPREYTLHE , THEBERE., EERRERNEFHER 2R , FREMN
BEER ARCHHNZEER, fln, £ PRBREZEERNEE AWS EEX2A |, SiffAget-
managed-resource EEE R BIFHIRIE,

- EEFAERRBESER  VEASBETAEGURE AWS Eif HREBHNMNE., BRESRE
ZEBN AZFENHEESPHBESER K MALEEBRENERENLAMEREN AZ MEH,

XENEIR 20
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- MBREHEEERN IAM A , UEE EREAREER, WEHAER , FS2EESEBHN IAM H
il

« & Network Load Balancer 5} Application Load Balancer B AW ERBURER K EREBEISE
W EREHNTA , RAEHEBRELEF AZ BEERETRTR , AR EE R TEHSHERMRRE , B
REEBIEFHPHEM AZs, MFEFMEFH , 52 Network Load Balancer fEAE B E
B R FEZFE A Route 53 DNS REEHHE |, LLK Application Load Balancer fEl &P HE
B P #835 /A Route 53 DNS A HE,

- MRZBEEBFERSREEXIEEANER , ARAEEIARTERNEREBEREMEER
FHERNEERE  IEEHRETRRESERMER,

Amazon EC2 Auto Scaling ##f

Amazon EC2 Auto Scaling E#H2& —# Amazon EC2 #I{TEEE , SLHTEEHKEABELE 6 A
REBERMEE, Auto Scaling B thZEATLAEA Amazon EC2 Auto Scaling ThEE , Bl anEEAR

EREERNERBEE, #% Auto Scaling B#EAFHHTERBEBEN B FHERE H = Amazon EC2 Auto
Scaling BRI K T BE o

¥f Auto Scaling BB M EHER
FERAERER  BEATIER-ESE,
Console
EMHELRAREER (X728
1. BEEARMESEAEI Auto Scaling FHIEFHETR , YEKEFFTHNESEIR , EXLR
10,

2. HEHEMBRBESHEEL , $#H ARC EHEY , EREISRUABARSER.

3. HHEEREBRENTS  EEZAREERETEIMNEFERERE. WREES replace-
unhealthy , EFRETENHTEBEETRREHPUEATESEBRRNK. MREA
ignore-unhealthy , BIEEREFTENETERBFEETAEREPUEAREHEBERIN
o

4. HEBHITHEARBENEAE I Auto Scaling EHEF TR,

AWS CLI

EBE LA REER (AWS CLI)

TENER 21


https://docs.aws.amazon.com//elasticloadbalancing/latest/network/load-balancer-target-groups.html#r53-dns-failover
https://docs.aws.amazon.com//elasticloadbalancing/latest/network/load-balancer-target-groups.html#r53-dns-failover
https://docs.aws.amazon.com//elasticloadbalancing/latest/application/load-balancer-target-groups.html#r53-dns-failover
https://docs.aws.amazon.com//elasticloadbalancing/latest/application/load-balancer-target-groups.html#r53-dns-failover
https://docs.aws.amazon.com/autoscaling/ec2/userguide/create-asg-launch-template
https://docs.aws.amazon.com/autoscaling/ec2/userguide/create-asg-launch-template
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# --availability-zone-impairment-policy S8# 8= create-auto-scaling-group s
PN
To

--availability-zone-impairment-policy 28 EREIRE :

ZonalShiftEnabled — f1RERES true , Auto Scaling € ARC EFE 5 Auto Scaling
BHiE , BALIE ARC A LRE. EFREVEEFER, MRREAR false , Auto Scaling
Bt ARC EFEBEUHEEM Auto Scaling ###H., BXECHAREHER , T REA

false,

ImpairedZoneHealthCheckBehavior — #1R 5% E A& replace-unhealthy , BEMREFTEN T
EEgETHESFIRRAERTESERE, MRERAE ignore-unhealthy , BEEMRERE
WETEBRTEEITREEPUMEA+TEFBBEN.

THIgEHIEER B BE Auto Scaling B4 LA EBIHEBmy -asg.

aws autoscaling create-auto-scaling-group \

--launch-template LaunchTemplateName=my-launch-template,Version="1"' \
--auto-scaling-group-name my-asg \
--min-size 1 \
--max-size 10 \
--desired-capacity 5 \
--availability-zones us-east-la us-east-1b us-east-1c \
--availability-zone-impairment-policy '{
"ZonalShiftEnabled": true,
"ImpairedZoneHealthCheckBehavior": IgnoreUnhealthy
3

Console

ERARELRAEREER (E2E5)

1.

BI{E#31t https://console.aws.amazon.com/ec?2/ BIER Amazon EC2 24 | REREEEFK
A& $E Auto Scaling Bl

EEMERNEES L | BREBEEHEFPEIL Auto Scaling E 48 AWS EiF #
#EY Auto Scaling #H4E SV EL T B,

AHRSBERM—ED 8 E K.

TENER 22


https://docs.aws.amazon.com/cli/latest/reference/autoscaling/create-auto-scaling-group.html
https://docs.aws.amazon.com/r53recovery/latest/dg/arc-zonal-shift.start-cancel.html
https://console.aws.amazon.com/ec2/

Amazon Application Recovery Controller (ARC) BRAREE
4. HEESRSIFEN ARC BEHEBT , BERE.
5. ERIARUMAESRER,
6. HEEFEREREITS , BELZREFRRETERIREFERETE,

- MREFERERETAREABBEFERETE , AEFRETENITERTISETHE
HrhER P ESEBEA,

- MREBFERERETAREARNEFERERE  EFRETENHTERSETHAES
T BUE A R B S E R U

7. EEEF.
AWS CLI
HERAHE LA REREER (AWS CLI)

# --availability-zone-impairment-policy S8 # 8= update-auto-scaling-group

A
T o

--availability-zone-impairment-policy S EMEEIE :

« ZonalShiftEnabled — Z1R 5% E %A TRUE , Auto Scaling €/ ARC EH#E# M Auto Scaling
B4 , BA LML ARC 32 E LRE), EFSREUEEEHBER, RERES FALSE , Auto Scaling
Bt ARC EFEBEUHEEM Auto Scaling ###H. ZXECHAEEHER K FTEEHERER
FALSE,

« ImpairedZoneHealthCheckBehavior — #1R 5% E A& replace-unhealthy , BEMREFTEN T
EREETHAESPRRAERPERER, MRERA ignore-unhealthy , BEEMRETRE
W TEEETESER AR UER T EFHEZI,

THlgEflEEIEERN Auto Scaling BHE ERUA EHER,

aws autoscaling update-auto-scaling-group --auto-scaling-group-name my-asg \
--availability-zone-impairment-policy '{
"ZonalShiftEnabled": true,
"ImpairedZoneHealthCheckBehavior": IgnoreUnhealthy
} 1

EENBENER  F2H BE. EFNECEESER,

XENEIR 23


https://docs.aws.amazon.com/cli/latest/reference/autoscaling/update-auto-scaling-group.html
https://docs.aws.amazon.com/r53recovery/latest/dg/arc-zonal-shift.start-cancel.html
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FMBABER

Auto Scaling BN EHEREES X

BREEEEE T A EE/M Auto Scaling 848 :

* us-east-1a
* us-east-1b

* us-east-1c

OERE RV K Mus-east-lad MK ERER. £ PREEHEREK , ERETITAus-

east-1la.

« EIMERE - Auto Scaling EEEFRERIFHAIAER (us-east-1b M) FRBFEHRNEER

Rus-east-1co

- BREER - Auto Scaling AIBF L IER R B D FIEMN A E, Auto Scaling A &M LLIBERBREINFTE

HEE,

« FITEBEHEE - Auto Scaling EHFAT ESEBHBIILENEAATERENREEFLERR

B o

TRAEESEFERERETAEERE

Replace unhealthy

Ignore unhealthy

ERAESEBNRERR

BERERETA

Instances that appear unhealthy will be
replaced in all Availability Zones (us-east-1
a ,us-east-1b ,and us-east-1c ).

Instances that appear unhealthy will be
replaced in us-east-1b and us-east-1
¢ . Instances are not replaced in the Avail
ability Zone with the active zonal shift (us-
east-1la ).

ERECAESERRERERARANS TN , RAEZBERATIREER,

B2 EventBridge BAl , LB RISERETAEEZ SN, NEFHEA
EventBridge B &1t Amazon EC2 Auto Scaling.

3
W
&
3

XENER
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https://docs.aws.amazon.com//autoscaling/ec2/userguide/automating-ec2-auto-scaling-with-eventbridge.html
https://docs.aws.amazon.com//autoscaling/ec2/userguide/automating-ec2-auto-scaling-with-eventbridge.html
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- FRAEEEERMENERER , URREERANSERZIVELXTARESR,

- REEFRERETD LA 100 BT ERERERK, ERALRTE , Auto Scaling EFFHTHITE
BERME  BRULEEFRETENRITER.

HRELBRENEF B EBEATINEE -

- BERZMEFERETEMAZETHARINEFRERETSA  BACEZEEHYBTIREENRE
FERETERHATEER.

* £ Auto Scaling ##8# ARC HEAEH B BEE, FHEDBBERIEE Amazon BAEXER
#2HI2R (ARC) AT £ AWS HRIZITRAERSFNRIER , AWS BERNREBBTHES. WF
FHES , FBEARC FHEEEHER.

HREAEREEFERAERTESRNEF  RMILES .

- ESHEN A ESE S MR T,

- WRETE Auto Scaling AN EH FEHER LLEAEFHER , B L %EBUE Auto Scaling B LH[E
EE, RE K BEINREEMEVAHEScEERTE, BECEERFTHRI LNEDEE,

- HAMAEEEBYFABESEFEANEHTLEHRN , FETHEETFE , ik Auto Scaling
EEENANER, NREBEBRREER , £ULUEBE RFHZEA R AWS EEEEA
HEMA CreateAutoScalingGroup, = FH skip-zonal-shift-validationff
FUpdateAutoScalingGroupRHEFELL AJREMEAttachTrafficSources,

Amazon Elastic Kubernetes Service

Amazon EKS REtH MR AR EREAEXHEFRERERTRAERHZEEEHEREN, BELHE
Amazon EKS B#EFHTTHEHK , BALEAESERIESREDHER  E-SUERARAR
BENREEDMERAEXNERED,

A Amazon Elastic Kubernetes Service { fi 215 E

EERAESHEE K BEATYHEHDR—EFELHZE, WEFMENR , 528 (Amazon Elastic Kubernetes
Service fEA&IER) P T ## ARC EBIFER,

Console
TEFTEY Amazon EKS 5 FRIAEHER (34
1. SREEM ARC MY Amazon EKS E£E BN EHE,

XENEIR 25


https://docs.aws.amazon.com//eks/latest/userguide/zone-shift-enable.html#zone-shift-enable-steps
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2. ¥ https://console.aws.amazon.com/eks/home#/clusters BERL Amazon EKS &,
3. ERNZHNESR.

4. EEEEFEEL , ZEEIEBERSIES.

5

6

EERSERT  EEEE,
#H¥ EKS BEER , RERASEA.

AWS CLI
EFH Amazon EKS 25 F A EFHER (AWS CLI)

BMALTHS

aws eks create-cluster --name my-eks-cluster --role-
arn my-role-arn-to-create-cluster --resources-vpc-config

subnetIds=string,string, securityGroupIds=string,string,endpointPublicAccess=boolean, enc
--zonal-shift-config enabled=true

FEIREM Amazon EKS BEE FRIAEZHE® (AWS CLI)

WMALTHT :

aws eks update-cluster-config --name my-eks-cluster --zonal-shift-config
enabled=true

BT LA Amazon EKS BB EFHER 1t JUESBRA RS EBHER AWS KA AEHT. £
A ARC BiF Amazon EKS B£EIHER % , B LA ARC AWS £# A, CLI SESEBENESE
BEBE® APIs BBESEESMAEDSEBER,

NERBESEBNFEET  F28 8. ENMNEUEESER,

MESHESEBBA Amazon EKS BIFFHHER , 5828 (Amazon Elastic Kubernetes Service f£
EEEE) B T Amazon EKS /Y ARC EiFE %2,

Amazon Elastic Kubernetes Service §J [ 15 % tn{aiE 4

£ Amazon EKS EEERHIE K 2 BEB#T ~NIIEE

XENEIR 26


https://console.aws.amazon.com/eks/home#/clusters
https://docs.aws.amazon.com//eks/latest/userguide/zone-shift.html
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- HESEETRESDNFTAETE, ETHLE Kubernetes HERR 2S4S HTHY Pod HERRZE/ERET (£
AZ R ET B,

- MREFEANSSZETHEE , THESSHTEHEEE , ME Auto Scaling BHESEH , UHER
#THY Amazon EKS BRI T HE M A SEEEREBRIFNAZSEE.

o BEEMREBRENAZPNWHHRTERL , BFSRELHHBE Pod, ERATHAEIEZ B
BUEER , SN FREURSRE{NETERAEN AZ,

« EndpointSlice ##I2S 2 EZBH AZ HIXEIFTE Pod i3 , M #AERIM EndpointSlices FBRE
. LLRETRREHTEEREBRIFTAREEPHN Pod inE , REWERTE, EEFEBEVE
HENH , EndpointSlice 2 #1854 E # EndpointSlices , SAEEERM ] A EBE M AIELIKE,

MEFMER  FESEAWS BERIER.

Application Load Balancer
{# A Application Load Balancer #J 215 %

£ EEEESEBFER Application Load Balancer , #2471 Application Load Balancer B+ B A
ARC EiHEBES, Application Load Balancer X EEEFHMAREEEEHAEENETHER,

A ARC B X FREREBRER A , Feb THER :

- BARHHE-TAES , BB EAETEFENESER, SELIAZEATARSRBESER.

- AWS EZBEERZGREESE BREK , XM DNS BRESSHTER P ik, ERBES
BBz , FELBRERNNTAERHSRE.

- BEHEBRTERRE—THESE B S8,

« & Application Load Balancer & Network Load Balancer # B &8 , 55§41 Network Load
Balancer BB EHE ., MRER Application Load Balancer X B [E 158 % , Network Load
Balancer A& LS E® | WHEES REFHEZE Application Load Balancer.

& ] LATE Elastic Load Balancing £ & ( K32 A AWS [BiF) =X ARC E#E AP B EH FHIW
EiHE®,
Console

EERTERIRAEREE (Ii24)

1. BIfE https://console.aws.amazon.com/ec2/ BB Amazon EC2 £1#2 A&,
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https://docs.aws.amazon.com//eks/latest/userguide/managed-node-groups.html
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2. EEEHAEMNEHFET  EEEFHTESR.

3. iZH Application Load Balancer & &,
4. EBMRIIERL , RE.
5. EUHAEEKHERET , ¢ >ARC ESEBES | BEBERA.
6. EERE.
AWS CLI

EERTHESR LA RERHER (AWS CLI)

BMALUTGS :

aws elbv2 modify-load-balancer-attributes --load-balancer-arn my-alb-arn --
attributes Key=zonal_shift.config.enabled,Value=true

NERBESEBNFEET  F2E 8. ENMNEUEESER,

BAILAE A keepaliveBERBEERFENHERE. NFFMENR , 528 (Application Load
Balancer fEFEER) BW HTTP AFmREFERGERBE,. RIRFEER , Application Load Balancer
S HTTP AR RISEERSERBERTEA 3600 W 1 /M, RABRBEHRIKE  FHEERRE
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Network Load Balancer
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BULUREMABLEESRRFEFAEHEBNESEBHEYR  URABEERXIENTRAERE AR, &
TH [0 43 R 4R 2% A1 P 2B Network Load Balancer,

BHERMABERESE Network Load Balancer A BFHE® , EEEZ 8 RV EHB[NME B EFELEATS
THER,
- EMABESEEHTE , 3§ 5REAH use_load_balancer_configuration,
- MEERHEBEESEHTENFRET  F2REEFHENBEESEHTE.
- BEEEBABESER TCP K TLS,
- #0FE Network Load Balancer B 2#HEBAMERNFMEF , F2RBHERE,
- BEFAEERENER FRAERKLE,
- MEEBEFHEERKRILINFRES  F2REERETEBENEREKL,
- BEEIBTBEEM Application Load Balancer 4 B &,
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aws elbv2 modify-load-balancer-attributes --load-balancer-arn my-nlb-arn --
attributes Key=zonal_shift.config.enabled,Value=true
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ERAEEEEFHFEHH Network Load Balancer BIFiEBHR , &% DNS # B KR EHE H P H#:S IP
i, BZETHESFEENREERSFERE  BERTMEKEN K MTNESTEERHBEZ
BuAEESFHEE,

WEFFMMERR |, 3528 (Network Load Balancer A& #§R) FH Network Load Balancer B [ 138
#%. Load Balancer

BB, ENEUEESER
ABRLESHBHEARS  SENDEAEBENIEEREE,

R E = ER

B R Y 5 BRER BE an{a /£ Amazon Application Recovery Controller (ARC) X2 & LB E FRBHN[E
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2. EEMESHHLT , BEESER,
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MREEMRR , AR L& CloudTrail SHEFERX AN E Amazon S3 #FiTE , SEERFEBEBNEH,
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S3 ffFiTEE, WA , EABEREEM AWS BT , WE—D oM MEE CloudTrail HEERATRERNS
HER, MFEFAEA  F2RERTIRE

- BEMNIEXHBIER

« CloudTrail X ENREMNES

 EXJE CloudTrail #§ Amazon SNS J&Al

« BRSEEEA CloudTrail HFEERMBER S EIRFR CloudTrail BFER

CloudTrail €587 ARC Bi4E , I 524%7E Amazon Application Recovery Controller B Fa 32 & AP
SZI5mB, Hl |, ¥ StartZonalShift BAX% ListManagedResources Eh#EE H IS 1E
CloudTrail HFERPELER.,

B-SEMNAREXRNSLSELFRENET. 5o EATHENEHE T3IEE !

« EREMFEARHE AWS Identity and Access Management (IAM) E & & AEEHEH,
- REBRBRE , REFATHREACEBMS I EAENERRLRRE.
- EREAHHEAMM AWS BRERE,
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MEFMEF , 552 CloudTrail userldentity 7T,

EEHELEEPRE ARC B4

CloudTrail AT & Event history (4B 08%k) RIARIENEY, WTEFMER ,
CloudTrail fFAE&ErE.1 RHEH CloudTrail E4F % 50 8%,
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2E TAWS

THESEBHRERER

BHR —EERE , EREBHUARERNEARAREIEEN Amazon S3 f#FRT#, CloudTrail B
BRUS-—VSEAFER, —EEHAEARFRENE-FR , AIESFRBDE. FROBHAE
B, ARBEFEA. CIoudTra|I BEENIEELE API IR EREREEF Rt RS MEMEEIR
FHE,.

T5|€8HIF R CloudTrail BFFER , REEIHEBListManagedResourceskyEfE,

{
"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "A1B2C3D4E5F6G7EXAMPLE",
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arn": "arn:aws:iam::111122223333:role/admin",
"accountId": "111122223333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AROA33L3W36EXAMPLE",
"arn": "arn:aws:iam::111122223333:role/admin",
"accountId": "111122223333",
"userName": "EXAMPLENAME"
},
"webIdFederationData": {3},
"attributes": {
"creationDate": "2022-11-14T16:01:51Z7",
"mfaAuthenticated": "false"

}
}
.
"eventTime": "2022-11-14T16:14:417",
"eventSource": "arc-zonal-shift.amazonaws.com",
"eventName": "ListManagedResources",
"awsRegion": "us-west-2",

"sourceIPAddress": "192.0.2.50",

"userAgent": "Boto3/1.17.101 Python/3.8.10 Linux/4.14.231-180.360.amzn2

exec-env/AWS_Lambda_python3.8 Botocore/1.20.102",
"requestParameters": null,
"responseElements": null,
"requestID": "VGXG4ZUE7UZTVCMTIGIAF_EXAMPLE",
"eventID": "4b5c42df-1174-46c8-be99-d67_EXAMPLE",
"readOnly": true,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "111122223333"
"eventCategory": "Management"

}

.X86_64

T5|#HHE R CloudTrail HFFEE , REEEEFHERFERAI/NStartZonalShiftAkREIBIE,

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
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"principalId": "A1B2C3D4E5F6G7EXAMPLE",
"arn": "arn:aws:iam::111122223333:role/admin",
"accountId": "111122223333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AROA33L3W36EXAMPLE",
"arn": "arn:aws:iam::111122223333:role/admin",
"accountId": "111122223333",
"userName": "EXAMPLENAME"
I
"webIdFederationData": {3},
"attributes": {
"creationDate": "2022-11-14T16:01:51Z7",
"mfaAuthenticated": "false"

}
}
},
"eventTime": "2022-11-14T16:10:38Z",
"eventSource": "arc-zonal-shift.amazonaws.com",
"eventName": "StartZonalShift",
"awsRegion": "us-west-2",

"sourceIPAddress": "192.0.2.50",

"userAgent": "Boto3/1.17.101 Python/3.8.10 Linux/4.14.231-180.360.amzn2.x86_64
exec-env/AWS_Lambda_python3.8 Botocore/1.20.102",

"errorCode": "ConflictException",

"errorMessage": "There's already an active zonal shift for that resource
identifier: 'arn:aws:testservice:us-west-2:077059137270:testResource/456apples’.
Active zonal shift: 'bac23b74-176e-c073-de8f-484ca508910f'",

"requestParameters": {

"resourceldentifier": "arn:aws:testservice:us-
west-2:077059137270:testResource/456apples”,

"awayFrom": "usw2-azl",

"expiresIn": "2m",

"comment": "HIDDEN_FOR_SECURITY_REASONS"

},

"responseElements": null,

"requestID": "OP40YXZ54HUPMIPGWH_EXAMPLE",

"eventID": "Obcab660-e999-43a5-9008-EXAMPLE",

"readOnly": false,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "111122223333"
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"eventCategory": '"Management"

}
}
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I, ERERELERKE  SUREINT EDHE , ARETEANRBETEES —EDFE, EHER
T, BYAERHITEMERFRFTT,

EREEDFRETEBRTHEMMBKEF ,

3
¢

ZERBRESEPHTHIERE :

« Amazon Route 53 Eifj#E %

ARC WERE A&
xERBAG . &
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/introduction_attribute-based-access-control.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/tutorial_attribute-based-access-control.html
https://docs.aws.amazon.com/elasticloadbalancing/latest/userguide/security_iam_service-with-iam.html#security_iam_service-with-iam-tags
https://docs.aws.amazon.com/elasticloadbalancing/latest/userguide/security_iam_service-with-iam.html#security_iam_service-with-iam-tags
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
https://docs.aws.amazon.com//service-authorization/latest/reference/list_amazonroute53applicationrecoverycontroller-zonalshift.html
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REACRRBEEN IAM AE , AIMREHTERE, IAM EEE UK IAM REY, SRR
Ae, MEFMESR  F2H (AM EREER) PHNEYABUEIRFFIHE AWS R,

ARC HIRIEFAE
TERKELAR . 2

BREFAGREGE N —EREAE AWS . BRBITUREAREATHENAR. REERS
AEgHRELN P AWS IRF |, YHREHE. IAM EEEFURE  EFERERTEEAEHN
G

EREBTEAREELAG.
EFHEBH IAM FEFFA]

A &R #t Amazon Application Recovery Controller (ARC) F BB E B I AEFF B N ENE
A, BRIREEMERARE Elastic Load Balancing & AWS HERIHIThaErRs, EE T ARC I
BELNAIBE AR IAM I —fREF A |, ERESEH EE P EFAARC R EFHEBH Identity and Access

Management,

=15 &% X & Application Load Balancer, Network Load Balancer, Amazon EC2 Auto Scaling &#8
M Amazon EKS, ZALAERA IAM RHEE£58 |, 1 IAM T BEREERERELER. ATEFEHAES
ZEITRBRERZRGRSIBNVEFIBUER

{
"Condition": {
"StringLike": {
"arc-zonal-shift:Resourceldentifier": [
"arn:aws:elasticloadbalancing:us-east-1:123456789012:1oadbalancer/net/
xu
"arn:aws:elasticloadbalancing:us-east-1:123456789012:1oadbalancer/app/
xu
"arn:aws:eks:us-east-1:123456789012:cluster/*"
]
}
b
"Action": [
"arc-zonal-shift:StartZonalShift"
1,
"Resource": "*",
"Effect": "Allow"
}
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-service.html
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WEFHER , F2RAENER.

BRT IAM BB EEFBIRWFF T 25 , THEAR IAM MFF T EEER

- EHRELMERE ARC HEAERHBBENT. IEFHET A F2EREHEBIEEFIMNE
HEBREF.

« BREEMFEA 1AM FBES\K Elastic Load Balancing 7 , BIA[ £ ARC FERARFHFSEAHT
EHRERNEHER,

« {24 Elastic Load Balancing T2 FZHEN AWS SEBREESHEAEHERNTT., NREHK
AWS ZEBER AR Elastic Load Balancing FE , BIFEE IAM FEVEMFF ] |, Bl T[EEE
B, LMEBEHFERNEHER , R Elastic Load Balancing £ &FER . WHEFHMENR , B
28 AWS Elastic Load Balancing B Z&BR,

ARC R EFER & 75 B BR 5]

RIFFER , EAENALKBELIER ARC BRNFT, eERTEAEHHMFERNITEIFEN
ATA , IAM BEE S A BUE N IAM BUR,

WNEE T MR fE RIS L8 ) JSON BRI IAM B 2R BER |, F2H (AM EREERE) FHE
V1AM BUR (£ 8).

ME ARC ERNBENERERNFRES , SEEEEREEMN ARNs KX |, F28 (RERES
#Y H# Amazon Application Recovery Controller (ARC) BV EI4E., B RFMIEH 58,

ES- |

- BRBEER

- EP: BEEWEFIZAFE
- S5 . EEER AP Bi1E

HRREER

FOEBREHEHSRFINEBASREAINEY., FHEMER ARC B, ELEEAEEREN
AWS IRFELXBM. ERBRNSRES 2 EBRE , BERE T EARERSHE !

- FIEER AWS SEBRRAEBRKEERTT - EERBRFTRTENCERAENTEER , BFEH
BT R TS EREARAN AWS REBR., ©MTELN PEMH AWS IRF, RAIZREESR
BREREARS AWS WEFZERXR , WE-FRDH . WFEZEA , F2H (AM E£REE
) T AWS REBURREBBEENAWS ZEBK.
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https://docs.aws.amazon.com/elasticloadbalancing/latest/userguide/managed-policies.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create-console.html
https://docs.aws.amazon.com/service-authorization/latest/reference/list_amazonroute53recoverycontrols.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_job-functions.html

Amazon Application Recovery Controller (ARC) HEABEE

- ERAREHERT - RE IAM BERNFAR  FERTHTERMTNAT. KERLEN , B
LESERERG T AUHBEERRENEE  EUBAREBERITT. WEER IAM ERAFFA
MNEZHEES , F2H (AM ERAEREE) B IAM FHBEERAEFT .

- £ 1AM BERAP I REE — S REIFEE - SRS REFTEEEER | URSBENERNFE.
Pl | B LIRBBORRN | IHELSAMEA SSL BIEMARR. NREBRE SEARKDHE
AWS BR# , &t AT LA AR 4 SR 4R T HLZ BV CloudFormation. MIEFFMEN , F2H (IAM £A
E5/) M IAM JSON BURTTE © R,

« M IAM Access Analyzer B& 3 IAM BUR |, BERFT AT 24 B 7 IE #1E4E - IAM Access Analyzer B
BABEMREBER , BRELBIREMR IAM BUEREE (JSON) #l IAM &EEH. 1AM Access
Analyzer 121 100 ZIEBERBRERVERTHWES  THBEREZLBEANEEER, NEHHEE
A, F2E AM FEHERRE) RPHEEA IAM Access Analyzer B 38 BUE

- EEZEEZRRF (MFA) - MREHNRFIFE IAM FRER FHREAE AWS 1RF |, BB MFA
DIREREM., MEERLN AP BERER MFA |, 18 MFA (R4 SIBSEHNBE. NEFME
#, F2E (AM FAEER) PHER MFA HZ£ APl 17HL,

WE IAM FREBEHNHEEE

S{_I_III

, w20 (AM EREER) 78 IAM 22 REEK,

g6 BEWmMEEAFE

% E 77 H Amazon Application Recovery Controller (ARC) 12 & |, B EHEE —HRIKFHF T, BELEF
A ABEARFEGIEHFIR F ARC ERHVFMEEN AWSIRF, MRERI EHEERUEFTF A EBRIEHN
BHoEBE , IBREGRBENER (FRAEIAR) MS , TRAMEEWFARERE,

HAEMW AWS CLI 5 AWS API IWEAE | BAZEEAHFREEEEHT. k2 , REAHFFIA
SHMERBM T AP BRIENEERTIAT,

EEETFEAEE PEHEHEBNZEFIE AWS BB IS  FEOTARNBEEREIER
&

JSON

"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"arc-zonal-shift:ListManagedResouxrces",
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-policy-validation.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa_configure-api-require.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html
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"arc-zonal-shift:GetManagedResource",
"arc-zonal-shift:ListZonalShifts",
"arc-zonal-shift:StartZonalShift",
"arc-zonal-shift:UpdateZonalShift",
"arc-zonal-shift:CancelZonalShift"

]I
"Resource": "*"
}I
{
"Effect": "Allow",
"Action": "ec2:DescribeAvailabilityZones",
"Resource": "*"
}

gl [EiHER AP BE
EiHER AP SEESHRERHTARED , WERERARER,

ATHRARERETLUGEAEREER AP BI{E , BEEYHEEFEREZTEMFAN AP RENBER |, il
THER :

JSON

{
"Version":"2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"arc-zonal-shift:ListManagedResouxrces",
"arc-zonal-shift:GetManagedResource",
"arc-zonal-shift:ListZonalShifts",
"arc-zonal-shift:StartZonalShift",
"arc-zonal-shift:UpdateZonalShift",
"arc-zonal-shift:CancelZonalShift"

1,
"Resource": "*"
}
]
}
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ARC FHEE BB ER

EREREEPERE , ERE AWS RREESHHRBRITARSE (AZ) EBEREANERRE , %
mEMmEERRE, ERNSENENEURKEEFNTAREZER , € AWS B BEHER., E
AWS B EBERE , CAESEBERRECERNERAEAREERKRRETHERER.

IR, ARC TEREREBIERNEEMRE, AWS BEEAEAIETREXERTFNTAEHZIE
B, EAWS RBEBER. AXERFAT  HRREFENER , RETURSER,

FRAERHEHER K SLEUURE ARERTHER AWS BREREANERRE , WETEHE
KHiT. BEHEBHEBREERTHT. ARC HHEBHTRBNESER , THEEREEDHER
HEGtTAESERRENSNERAERXRZLN. EXSEHAEENEREXRSIUERE —E
AAEBENERTEEEE , FERRBEHEYR  SERNRERHTAES., RETBHT X,
124 SUCCEEDEDSY S#RFAILED , MBI T BERERNEB MEREE,

/A Important

EEREEBHTIARABHEDER 20 , SRR ECEHERRAEAERNES S , AL
REMAUAEBETNEAENEREE, EEDERIERHNTHER , ETERRBERRS
R, BEHEBHER  SEFREHT. BIEF K METESEFEDREDFETR. KELBE
BEMARELRRE , TREeE3RAEAERERNEES RER,
NREEAEDERREEEHNREBY SRR EREADRENRERE  UEEX
EZUAEBEHNER TRELEREERE.

NMRETERAERHEBERIREERIT , FEALRERARRNERREZR , AIFENERARE
ARBAMNERE—BITABENERTERER, BRARAE—HN K FREOESER A SERNAE
BRI AR

BABRSEDERR BRRECHBATERFTERNTESER  UBRRENEAEAREIERER
HUARHNERTREEREE, AR , ARCHITHNERERSHBESERIEETEREANE
BETEBER,

ATHRAEEESEBNIEEN , SRLBBERESTNARREEEN AZ S,
I | Application Load Balancer 1 Network Load Balancer #&# Amazon CloudWatch Fi2 it & {@ 7l
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AESER K HEAKRER, RERBEIAFREECRHERNEERE K REYUASEEBRIER
O AZ WREBBEY, FREE-—STH  F2RRGTAHF REER KRR FERNEE,

WA LAE ARC EEEHAXENERAERE EBE®, 3E , £ Amazon EC2 #EAH , AL
BEAREEETEHRERRARHEBER, EEE—F 7HUAEEMA Elastic Load Balancing BtH
Ei5 B 8E% , 552 /Elastic Load Balancing fEA &™) M EHER,

ERERNEENTEIEERERN, EREHER K ESFENTAERIHERK , 8 AWSFiE
HERRERTHESER, EFNERAEXRESRE BETNAETRAER, EBHRBAT , R
BERE-BERNTHESER 30 28 , AREBEBLOESFHAETAESE,

& A LARXE Amazon EventBridge BA , AR ZEBEBNET T, WEFHEENR , FSEERE
Amazon EventBridge £ [Ei5 B B/ E %,

EFHEBEBMEFHNITHNEFTN

Amazon Application Recovery Controller (ARC) Y [E15 B B @B e o 5F KRR E RN RE
AWS BEERTAES , E AWS YEFEARFETAERSPEFNEER. ESEDHEBRERE
FIETRAEEPRALEENERMERET AWS B , AtERABRRNTUEREZ—BUARENERTE
EiEE,

EAERSREBERER K SEERTEBHIT , HP ARC EEHKERN RER —BETAESER, @
REGHEAEMBHCEBHITHENESMEER , ARC HIEEBEKNESBEHIT K. BEAERNEEH
TERMIHRE.

HREEKRENIT , ARC SRREER, IREXNTRHHRGEMPE  BEENTERTERERTAK
Y. MERBVTHERNFMES  FERRTATHER.

A LARXE Amazon EventBridge BAH , AMEXBBHERNRBLHITHHEBERAGE, WEFHER ,
5292 % Amazon EventBridge £ f [2 18 B B1E R,

B &

- BRESEBER

- EAWS BEBNFILEBER

- E ARC B2, RWBNEREREBANITH
- RERTHEERSE

- BERRTNEBEBHNEL

- EFWITHELIEF
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https://docs.aws.amazon.com/elasticloadbalancing/latest/application/zonal-shift.html

Amazon Application Recovery Controller (ARC) EEIN=ES)
- FLEFRNERTEBEBREBIT

- NAEBRE

- REHITHETR

- HENRENMALFFNEE (UTC)

FEREEHEDER

EFEBHEBI—ENE , Hh aRXREEEARNERRE AWS BETHESE ., EARIHENET
FEVREZEEFNTAREZER , 8§ AWS B EBER., ANENTEREZERENIEE ,
‘BIE AWS #B8& , LL% Amazon EC2 # Elastic Load Balancing AR#%.

BYARTEAWS WERFERABREHBEBER,

ECEEESZME (BEA=ME ) AZs NEFETESR LHBNHNIT AWS ERERX , YEFALRERAX
EREREMR , AWS AILZEBEBERERRERREER AZ PNEFEAREN. BEBHERR
BERBI BEPNEMAZs , AWS TLUBRDREE., AZ PR BEEEEBEREMEEFTEKAE
EHENSREENESEN.

ARC XEMERREHEIEE AZ BLABFERETENES  ESEHREBEHIEMN AZ

ELRERBARHAEBERR K LELERERREREHNIT. AWS ST ANETE —XWREH
17 30 7iE , UiH B ERREEEANBEINTEAREN , MRA BEHBFHET—ETRAES.

NEEHER  ELBEERLT  EHEHEBTSHREBRETARE. SlM, MR AZs PHE
BTV @R ERARAEANTEE  HEMEATEREERETE  AEHFHRIERRERK
ME , BEEEBHEP—E AZs.

EBE-STHRESHDER  BSHARC TNEFSESEY,
E AWS BMEILL B BHER

ELRERRAERHABERE A LRE AWS AREESHHNBRTAESEEERARANERR
B, NinBhREE R,

RTERLEN  EREDHERSEM AWS YRk  SFRAREFETRIEFFNTRAESE
B, EAWS RBEBERE K HEeREERNARESUNRARTERFEEFNZETRAEIHER,

ESEBHERR—HNE , ERACHYE PHAMATHRSRALEREBARAERNE FMERET AWS
EF. EEHEBREBATHRER , ETERBERER.
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AWS EEHETTAESEERREREBER,

E ARC #i2. BIBMNGEREBHITHR

ARC 28 BHREERNERINTI 30 7. ARC 2EHIE. RBNEESEAERNELH
1T ARC T ERFHREMERF P ERNERINIT. SR BTRERERENT , Uik
RENREHESRHEREHRET RS,

EEXHTEEREEREAEELRET  MIAEHHE  ©2 N RKZEFLSUCCESSFUL, EEZ%
EEM A4S R : FAILED., INTERRUPTEDCAPACITY_CHECK_FAILEDF PENDING., #ESREMHE
REEEHEEATHERERD,

ERLEERT , ARC EHHEBHTALE R, fl0 , MREHEBEELHTHBEAE , ARC EHE
BERIITERE R, 5—E#HHR , RREFYEBHIITEFTANNLE , SR EEERAREZREBHT
KB REA ALARM ARRE, ELLRMIF , ARC hEHET BB HITIE R,

s EEEBRT , ARC TERAERNIEEREHLANIT.
AT ORERN PN HELHNT , ARC ST FHIEME

- MREFNWEKATHEETHEFE , ARCEEESBEEATHRARER , YAERKEETENHE
BT, SIBBEKRREINTERRUPTEDTELRAFIH , AR FAILED, FAILED REHEERFEIHIT
NEREREREHTHREEA ALARM RER  SBHATHRTISHRE .

- MRERNWEBRHTHERBREHERS , ARC TERBEKHIT,. ARC SHRETHER , ¥
REENE-—RNZEHHRHRE, ERFEMHHRFE , ARC SRKERNEBHNIT,

LT 2MIE ARC MBI SEBEERER AT HRFI A :

- 4T AWS Fault Injection Service BBt lF , ARC TERMBREBEREHT. WR AWSFIS EHE
ARC BEHEBEHRAITRBEEREAPMRE , ARC TERBEKHT. ARC EEREEXHITH
RIESIR HSHPR 4] | 23E AWS FIS B4k, 1R AWS FIS B4 EEBHTERATERE , ARC SEX
EXHT , YETEERARD S —ERE , EFERN T —EEHHRERRTA L.

- MREFHDEEIHE AWS £, ARC TERHKRERNRBTHNT , AEREFSPNVERFRENT,

ERBHTZAMAEPE R , ARCEREHFE-BANT —EREHNT. IREXHNTERHEHR
FITAREE , FIANEIEEN AWS FIS BERSHHFE , ARC 2RBEELRBERIT , BT
BERHTAIL.
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REITHNRERE

EERHTHAR K ATEREREBHTRAREL , ARC EHTRE , UESSEHMTHAERE+TAE
BEHNERE  UEZL B REBMITARE. IRIBFEANTHARE , IRBUTHREEBTER
B, #ERITHEE R

4 £ ARC mREBEBRBNAEER 2 , ARCEEESHEDHEBRTRBFHITERTEHRE
BHNRERE, IRFEREXEEDHERERHERN , RETSBERHNTRAER,

REEHFHEFM Auto Scaling FHETRETH FERERE,

HREHRFEHRER  FERECERFESHTVESEEABNEFRERFNEIREST I BETHE
B, EEME K REREUTRAEMERNAETARSTEFRERFNERBERCS T, YRE
ERE A VEHEXRTSETAERSNEFAERFRERAMERAR , #NEEHR,

IR FERETEEMTFEE Lambda BREZ BERENEHTEHSS , t T2 ERZ Application
Load Balancer , A AEL B ETRRETRE.

Auto Scaling At EERXBEMRE., ¥M Auto Scaling Bl , REMESZERF Auto Scaling BEH
BEERERFNESHEAE , tREMETABE T EFRERTFNEMEE , K55 Auto Scaling
BEAMMENARESR,

EREMBRYE

ERERERHRERNTRABEARTLEHE K BREANTHHERAS CAPACITY_CHECK_FAILED, EEif—
STHAMTERERELAY , B2 NEHEMIZonalShiftSummary, EESKEBTIATEHER
RIEE RN , BEEIIT N Y ENE -

1. EF AWS CLI , BB & EMEA ListZonalShifts APl BEZEBHITIIEENERNEHER,

FOr €865 , #EEREFHER , BAUMTELUTINGS

aws arc-zonal-shift start-practice-run
--resource-
identifier="arn:aws:elasticloadbalancing:Region:111122223333:ExampleALB123456890"

2. BBIEEMZonalShiftSummary ¥ 4% , SREARTEREMARZERHTH EHER,
JHREANESER , FME Comment WP ER,
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BERITNEDEBHEMN

BRI LAUEIBER E Amazon EventBridge B A , BEWIERFBEATHNEHEBHEN, BIEERKRS
FRNERMAESHESHER K tHBABDHEREHEIFEAN , b LIERE EventBridge BHl, EiB B &
ERERERERY , £2WE ARC EHES THEZERMBNAEEBHEREHN., FIE K SE4AE
AWS E1F ERBBEANSE PEREIRE,

EECEMAEDERBERFBANSR A F2
B AEIE LN WA 7E EventBridge iR EIE L
BE.

EEE&FH:EFFH BEEEBERGEN, ARE—FTHE
1]

iB1E | 5528 £#& Amazon EventBridge 1§ f [E15 B &)

B BB AY B STIE

ERERBTEREZSAZANESES, tHRER A RE—EEXEHTERNERER. TREAN
EFSER, BBEBRH AWSFIS B, MBE_EESEBE , ARC 2EEE TIEF Y EE R
AR EFHERHE,

BEIEFHN—HRERAREUTFEIRBEND ERITE LN EMHIIEE, , AR, BRIEAT

AWSHREHTEMHE - ERBEERIHT.

HERA ARC FNBEIERF , THRELIEFESEHIREIPHEELTR :

EEAEHBBEE ESEBEAECHE R

AWS FIS BB REHT BERAITRELRK L BA
AWS FIS BRE%.

AWS FIS BB FHEHER AWS FIS BE#EHEBUE , i
ERFHESER,

AWS FIS B EEBBER AWS FIS BEEHEUE , i
EREREBEPER,

AWS FIS B AWS FIS B FRENEY AWS FIS BERAS &%

BE , EARITHNEREE
i T AWSFIS BB ERE
=
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FMBABER

EEAEHBBEE
REHT

REHT

REHT

FHEHER
FHEHER

FHEHER

EEEHER

EEEHER

EiE EEER

BEHEREMNREER  HEANEHBERKE

ESEBEACHE
FHEHER

AWS FIS E&

EEEBHER

WEAT

AWS FIS B8

EE B BHER

AWS FIS E&

FHEHER

WEAT

BRE

R

BREHITEEUH , YiSHERR
EZA INTERRUPTED , i8E
AEZER,

REHITEEUE |, WA R
E A INTERRUPTED |, %
AWS FIS ERHER,

REHITHEECH , IASERER
EA INTERRUPTED , ASE
AEEBEsER,

REAITRELRE,

AWS FIS BB 2 E |, =
EMRELEETS |, BIEE
B,

[Eig B BEBASACTIVEREE
JRAPPLIED L, FHEHER
B,

AWS FIS BEEEAME , =
EWMREEET , BEXK,

[EiF B BEBEACTIVEREE
JRAPPLIED L, FHEFHER
B,

BERIITREEIRD K RRE
HEBEBEST.

% APPLIED, FRHEHRAEE —EER

EXEA APPLIED, EMt#ETHHERIISERES NOT_APPLIED , {B{34R¥F ACTIVE AREE,
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FLERNEATBBEBREBIT

FEFLEREEETHEDER  LLABEESRER.

TERNGE  ERNEEHUTER., NMRECHEEFABBEBZIMFLERBENT , L4 AMERE
ERABBNARENITHERE,

EEMBREBHNTHEER , § AWS FLEBTERHNT , SERERNRERLTRAESER, i,
HRESBDEBREEREHNT , ELFEA ARC TEAMBREZTNITHER , LBEFELESEAERN
ESEBEE, T8, FIE K IREEAESEDHER AP BIREBHIT , ELAXFRERNE
HEBER,

MEFHMET  F2HEREESEDEBRBANERAEHESHER,

MAEBRE

HREFEBNRENTESER L RESER ARC AREFERESBBAERMS |, 1t7 AR
B, EFRERENEFES Amazon Route 53 #t DNS BUSEEIRMLFE IP st , IERTARESE
EMEQRE. MNERREASBHE PRNEMATHES AWS B .

ERAEBERE  ETMRAERHERIE AWS REMREBERE , ARC EREEFRERERERF , B
RIER Route 53 BFRERE., AR, FERFKRES P it , WREFEREREZF@EE , BT
RAEgEEREsERAEXNEHT,

ABER , EBEBYFUERESRTERIEARAEREFERENEFREREAER, ARC
EREERERERREXTRAREBHE , FERBREFREREREAEFERETE A RRER/R
HBEBERERERE , BASEEREREERALER.

REHITHETR
ZANAEDEBEEFNESRTIEEMESRN CloudWatch B : RETAMHHEER,
BRET (BE)

HRE—EEENER  BRET , ELFEEE—EAE . EREESE 30 7 ERBHUITHE
BRTHRIER  CRARERRERRELZEARENNEFERE.,

i

EREBHTER  BESEE—BRE THMBHEAED CloudWatch BRHARRET :

ERERIEARANER

BN
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AND
EfNEARARAE—ETRAESMZIAEER , B RS ALARM REEFE,
MEFEFHMET , F2E PEAREITEENET —HREESEHEBRKNREER,

RRETHRM ARC ¢ EEREMTIERNRERTEREN. NRBRETREA ALARM ik
BE ARC R RMATEHIT , WEE WHEBHATHRFAILED, MERBHITEK 30 7 EMAIF
B, mBZEENE MR RE REAREA ALARM AREE | BIEEM#ER A SUCCEEDED, FTERRE
WEELURRE , BEERTITHEREEDRE,

HEHET (EH)

HE L LUUEERF-RER , HEE R, E-—RSEETRER ALARM RER | HEHERE
REBSRRBTRENT. EEL—EERERN ALARM RER  HEBERERRENTREE
¥, EEEZME , X ELEMETHNRE AT,

i, EERZEMBRBEHAEERF , E—EMRERLEAER  CEREARFLEARNRE
THAMERMBE  SREHHEEKLHT. LA LIE ARC FETEHEHBRRTHRLLERE,
HENBEENAFFNEE (UTC)
BRIREHHESAMBETSE AR ERRNAREAT , hHE UTC hiEEMN B HMEE,

Flan  MREEHEE 2024 £5 A 1 BRINEREXEH K MAZTHFEMBREHNTERES
H o, AT LARRE M HHI2024-05-01,

HE , BREFEIT=RNEBEREHE. TUREP , ST FIBEMYE B NS EREREE
BFER , #lan , 1€ UTC H : MON-20:30-21:30 WED-20:30-21:30 FRI-20:30-21:30.

HE , BHUALUACTESH="MEHTRPFZE 5: 00 2 ARC HBEFZTHATHHERRE , LUR
RIEMERTE, ELRAIF | BT BEY B BPFMFERESFNEE |, fli , £ UTC
F : WED-12:00-17:00 FRI-12:00-17:00,

AWS B EE B BEBH A AT

EFEENESEHEREUEEE AWS BEUARFEEEGMER , tR2FE (tE ) EFHMH
(2EH) EF.

{# 8 Amazon Application Recovery Controller (ARC) WERAIgt B S HbEEBE1EH, MEFMEA |
ESEXENER,
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T ARC BiFi X EMN B mENFRAER , F28 (Amazon Web Services — 82 %) HHE Amazon
Application Recovery Controller (ARC) 3% 2t M EL 8

EHAEER T

TERFVEBDEBREBHETARENGES, EANENBERFEURFEEFNTHEAZER
2 AWS MBI B BB,

Zonal autoshift

(&) Practice runs configured (&) Practice runs not configured (%) Zonal autoshift enabled () Zonal autoshift disabled

/\ Autoshift started by AWS for the affected AZ

Managed resource

Availability Zone 1 Availability Zone 2 A Availability Zone 3
ALB 1 NLB 1 ALB 2 ALB 1 NLB 1 ALB 2 ALB 1 NLB 1 ALB 2
® 0 ®© ® 0 ® 0O ® © ® 0 ® 0O ® 0O ® 0O

LT R ARC HEE BB EB IR T,
EHBBER

ESEDHEREERERNAE K MATESKRIUEAEF. BEHEHERR ARC W—IHIEE ,
ERNSENENFEARSEEFNTRABREXER , € AWS BBEDER, Fis , £REER
AT ERTREER K MASELERE,

WEAT
ELARERMAEHEDEREK K LELXAAERREEHEDHEBRELHT. SAEK AWS

TESEBRNWSEHNTIO 0 7E, EHuaUUHERERITHNRE,

BRI TURAREHNEAEXNTUERHT , WEX—ETAEE. #EBHITH , ELAERHE
BRERNRE AWS BEi—ETRAES , AREEBATEREERER IR

REHITHERE
ERREHITHERE , BN ESR ARC AR UARREE B BHEBNERAARRE AT REH

( BHEESANEER ) . BHALIESR AWS BEHHITH CloudWatch B/R, &1 LARE KR B4R
BITHEE, MENSEREHJAFNREE , AEHREAITHER.
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EERARHEDER K SUERERREEBHITERE,

LU LRMBRERHT  EEALAFAESABER.
REATETR

EEREERHTH , EUURBENERNEAERNER , I CloudWatch R ( BHF—R#E
CloudWatch PEVWER ) . MRENEAEAZIRBHUTHERTE , CEENERTRE
HEERENTHRE , A MFLEETHRREHRIT.

MREEENEREA ALARM REE , ARC ERREBHTHESER  RERNRESSBRY
AEESER,

BRRBITEENERAMEREE  FRETR. £EREVTHRERERNEAREIXNEFR
&, URHHETR , EUUREELERERILRBHTRE  FLETHREAT. ELFE
—EFERE R ; HHEHBEREERN,

REATHER

ARC EREBEERIITHER. UTRARNERER

- BFE  BBRYITHNESEBAEARY (E1TH ). HELSRTERD,

- SUCCEEDED : #£RETRAEFREHTHAEA ALARM REE , BRBHTE TR TEMN 30 7iE
AEEE,

« INTERRUPTED : HRT 2R B REA ALARM MRENERER , EBHTER. ERTERSE
FRNERMmMPE. fli0 , ARARBHITIEENHHE REA ALARM AREME RESZ T
#&%RA INTERRUPTED, %03 INTERRUPTED ERMERFMEN , F2EEFNE R,

o K¥ mERPBGERETEA ALARM #REE,

« CAPACITY_CHECK_FAILED : & & ¥## Auto Scaling FHEERETAEESH B FEHERER
BERH,

REZEHRA

ARC RENZERATILER-—XBREZEREER, LRER , RE—EBFEFRBNESE
B, REYTEHER (HAWS EFRBSHEFRE )  ERNEDERIUEDERER
HMUARE, flu, MREEEFRENUEDERERRMEBXERNVEDER , ENESRER
B, MFRFMER , F2REABINELIERF

BRER

ERAESEHEB cERNERR , BIERMN Amazon Resource Name (ARN), &R EER ARC
XECZBERN REHD AWS NERBARESBEBER,

EiE A EBEE TS 55



Amazon Application Recovery Controller (ARC) HEABEE

ZEER

Application Load Balancer  B&i[q] ARC FMERUETESEBERE, B4 EFEEREMAHR
L ERAKT RSB BHER,
ERER

ARC HZEERNER,

ERMRRE
EANMEELERNREERREREN. EARCEESEHERN , ERUUEZEERSDRE
EHE K tHREAEITESER, EFERNESEBRBEHER. T8, " XRAeEA—HEER
£RH  ERE . REA NEBSAPPLIEDREEFNERAEARECEBN TAREE , UK
TEEBMARER,

Loplig i

EEESEBEE, EGRMTUETHHP—EER
« ZONAL_SHIFT

« ZONAL_AUTOSHIFT

- ¥ _RUN

« FIS_EXPERIMENT

[ 15 B B I R 1Y B R M 42 S T

EESEAERENLBERR K FERAEBEMTINGEN. RAEZRERRETEREHEKREN
BEEESETRAY  UEEKSBERTEECHEEH, KNS, CEZXSTAEARNBEIERE
BPEHEREY , AESRANAIRENBERD, ERIE—H , THERBHNIEUNMELGFEMESR
FHEz B, BRI AT LAGE A AR S 69 B8P R R Al i T SR

—mE , BHFETRLERTEAEEYEE , fINEY. ERNRMBRREFNER, ERFERALR
AR IhEE.

WMEERFE, BEHFEUR WM AWS ZERBLUAES ATRAEEENFMEES , 527 (Amazon
Builders' Library) FHEAATAESNFEREEARE,

ARC HEF BBEBHNERE

HRESEDHER , 8 AWS HFETREEFEAREXEXRAEXENEEHER , ARE
AWS BERETHESNREUNEXENER. MARSBBEBETEANER.
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% ARC MEEHFINHEEEET , HSH ARC EfE.
REBRESEDEBENRERR

B &1E Amazon Application Recovery Controller (ARC) A B B B1E B , FEXETIREEK
MEEEIHE,

EFREDERLEMESENREER  EDEBNKEINTEIER,
- EBEBEYR , TEEHPEARERTAESERERAENERRE , AWS R EERE
Faﬂo

- BBHREHIT , ARCERKREMBEFEY , ICRBHEFEBREHIT. AWS KEHTEHE
BPERRAERERNTHESER  RERSEFNRE, EBHNTAHBDERREAERSTNTRAE
BREEHNTE  BLNEARXIRTEX—ETRAE,

EEDEBNEXRATY  FRESEEBNZESHFTELE. ARAERSEDERIREERNE
B T8, BWE T 5 ERE,

ES]

o PRI i B AR Y Ui B AR T AR A BF
- BABRRENERFTEYAHERRE
« FABEREENERS

- BEERBHITHET

« AMERBHATAVRER

BRR il Fi /5 i R 450 B R 28 i R Y B

& Amazon Application Recovery Controller (ARC) & RERMEZE , flNFEHAEHEBRED
BEEE K ARC ARBEBEARENRENESEZE DNS Fi. DNS EFNSERMENMERFEERE
ZENVE. T8, EFRAFERAMERNAPKIRESEENZIBUERLER , EZIAFRK
EERAL, ATHRRARNRER K BEREERFIAFPHARBEREmRENER,

MREERA Application Load Balancer , BRI S E A keepaliveBEARREEMRIGENRRE, &
MEZEE R {Kkeepalivefd , FHEEARINERSEEEZREFE -, flw 300 ¥, B£4E
EkeepaliveWEK  FERNMEREEMEENMER BRI , EEXEILE , WEREAF
ERAFmBHZENTARENES,
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WEEELE Application Load Balancer keepaliveiRIEMFEME R , 52 BApplication Load
Balancer fEF &™) FH HTTP AFRFEERSFERE,

HAARRENERTEYASHERRE

EAWS BRERHESERNEDHEBNAAREN , FR4FZRGHNTHERAEHNERREHR
EENFERE, MEABLBEREN, NFFHEESR , 52/ Amazon Builder EXEHHEH
TAESNBREREMARE.

plan , MRENERAENEFE 30 EHTERRAEAFRREARYE  LERZE=ETRAESME

15 BT EES |, ¥4t 45 EHITEE. ZBERM  E CABBERREERHNTHER—ETA
EiE AWS BRRER , HARAWS A LA ERAREY A FiniR 4t W 1E T A EER R 30 EH1TE
2o

ARC FHEZSEBERIRAUHYEEEARALABRAE cERNEARNEEERERR , RIE
RATAEREEHT AWS WEHER, AERRAREEBHER 20 , FE PAAREN THEESPE
RERETE AWS EfEl, RE , AHERNESER , LARENEAERXNERERH TR EEK

REBEMAREEHT,

ERAEREBETAER  FRAESEDHER K UREEARXEFRNELINT. HITEECH
EREEXHT , UinbEARERERECNAR, £/ ESEDEBHTHNERER i B EiHER
REEBNREERE. EBETRAERENENTE  CNEABRXIUEEDERYBREARF
iR R, mAE P,

NERERRBESEBNFHEEN  F260 ARC FHEHER,
AE R EREE MRS

HRESEBRXENHRER A ESEDEBRXERSREBHTAES, ELEBEERREMH ,
ESEDHERTERRERTARHER,

plan , MR AEESPWEHF R B RHELEEANTER , REMERTEREFERER
=, IERTERSEAMERMRE. 0R FHFERT AWS MBAHTHERNEBER , A8
PEBTSREAHTEREANTHES  RASRTEHRCENKERMRE. ERAHMNIT
o AWS B MRAAAAREEEERYR (EFERETE ) , Al Autoshift FEEZEH—ERTH
EEEFERENE , BEEHEREERE PHEMGTAES.

EREEXREFRNFAES  SEMAFTEIENERNMIINMNRR , F2H XENER.
BEERTIITHNETR

BYAREAEBSREDERNERATREED —BEBETEE (FRETR ), KOTLLERMHER
EE—EER (HHETR).
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BERERBAERREHNITH CloudWatch BRI , FFefE THIHEIEA :

BYARBBYTHEHEREED —ARRER. HRERETR , RMERLHR CloudWatch B
REAEERIEARANERELRTAERHERREHMEEXE AT EREA ALARM ik
& Bl , EAILHETERBRENRE , AR BERRESEBBREREA ALARM AREE,
LEEEIREEENE R , SUER AWS BRHTAEEFAILEDHE R

RPIEBIEEE AWS Well Architected Framework , BB EBIEREREEIEE (KPIstiB
CloudWatch BR, MREERM , BUUFHELETRREIESETR , UAKZLHBE , U
Pr L EBREHTEVREHEARENER KPI K, EBTRTHEER ALARM ARRER: , ARC B1E
TREBERNEREHITHEABEE AT

- BRRENITHHEET  MRGRERE—E (HNZE ) , KUNERERARERETFE

AWS REHTHENKFERER , Sl , EBEREHRRENSHE,

HRETHITETR , B ABEEZ RIEE Amazon Resource Name (ARN) , E LR 4B 5%
£ Amazon CloudWatch FEXEE R, BIEER CloudWatch B TRAUREEER , IEET
FEARXNERNESEEENRE , UBRETREA ALARM RREE, HE , BRI LEREM5
BR, ARALNREHTHEEEEEEEANSEE R, NEFHMEEN , F28 (Amazon
CloudWatch EAE1ER) FHEHET,

- FRELAREBHATEEN CloudWatch B REERERBHNTHERVNEEE.
AHMEERHAITHER

ARC EREEEEBHTHRER, MEINTER , FILER  LHEHERESFTERNEE, flw , &7
REERRAENHBRE RWVAR,

LU R AT RERVEIRGE R -

SUCCEEDED : ##&EB#THIRE , REREREREA ALARM RE , BRBHITE THTER 30
o EREE,

AU EL—(EBERETERTUITHEEA ALARM R,

INTERRUPTED : HRATRERETREA ALARM RENRE , EXHTHER, EXPTIES
AEREFRRmMTE 6 SR/ THIER :

- WEBTEHER , BA E AWS BB EBHER , AWS BHE ST BEHFHERENS.
- WEBTERER , BACHRERNKREHNITAERE.

- MEPTERR , AAEREITESERIEERRENTAREY , EREHBDEFER
HERER.

- MEPTERR , RABLZEFIHEREHITHEEEERN CloudWatch B R,
- MEITERR , RAHEHREATEENHEE REA ALARM AREE,
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- WEHTRTARRE R
- RBYITERER , RACKBEXIEFA WESEDHER, F2REHEBNELIEF.

« CAPACITY_CHECK_FAILED : $& &% Auto Scaling B ERE T AEES 2 HLHAE

BRH.

« PENDING : EHR#TAERS (&17H ).

[Ei5 B B ER API R1E

oS R A EE,

TRILETUEEESEBEBREAN ARC API #1E, MERE £RAEREEDER AP RENEH

AWS CLI , 2R .

MEMMEE FHFE A EDBSEBER AP R/EMNEH AWS Command Line Interface
CLI ¥ [Eig B BEBER EH,

F2E AWS

Action £ ARC =24 £ ARC API

BUREHITHRE F2E RASEAEEBEEE §F2E CreatePracticeRunC
% onfiguration

MIBRE M 1T HE R RS RE, MEISMRER FF2[E DeletePracticeRunC

5,17 #E A8 onfiguration
FH BEER H20E ARC W EFHEHERE F2 B ListAutoshifts
H =1 B HEBNER ESH XENER $52: 8 ListManagedResourc
es

NEEHEEBHEBNER Aol XENER 55289 GetManagedResource

mEBEKHTHERE E2H RE. mMEISMERER 72/ UpdatePracticeRunC
HITHERE onfiguration

BASEA RS EBER w2k RASEAESEHE 2/ UpdateZonalAutoshi
% ftConfiguration

BASEHRESERERERRE FSRERBANFEHAESEEE §F2 /8 UpdateAutoshiftObs

A % erverNotificationStatus

AP $2&4E
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Action £ ARC 24 £/ ARC API
BAIRIR B AT E2E BREEREHTESEE 52/ StartPracticeRun
BUHRE 1T E2h BFUHRBSTEFSEE 528 CancelPracticeRun

AWS CLI i EE B EBEHBEH WEH

AERESNEEAERHEBEBNEERAREXES , £ AWS Command Line Interface £ API
#1E1E Amazon Application Recovery Controller (ARC) FR £ [E15 B B/ That, ELL &6l 5B
BT RUMER CLI FRES B BHER,

BB EBERE ARC FHVEE. EFARBEDHER , BUURE AWS EEAHBARER TR EE
BREXENERARAERMRE , AR EERSE, NETRESEDEBERERACERNFHRE
Eﬂ y nﬁ/ ﬁ i%ﬂﬁﬁﬁo

ESEBHERAEERHT , tERERRTRAES , UinbREABEBHENEAEARER
éo

MEEEBBHER AP BIMENBENFMHEANELE B0 EHEEHER AP 21E, WEMH B
HMEEA AWS CLI , 5528 AWS CLI i s 2,

B &

- BURBHITHE

- BRASEHABEBER
- FREREEREHT

- BUBETHINEBHNIT
- BUBETTHEBER
- MEEBHITHRE

- BBREHHITHE

BYREHTHERE
ERAERMAREEDER 20 , EXAREREVERHTHERE , LREMEERHTHNEE, &7

LAER create-practice-run-configuration®® , £ CLI BEREIEEHITHEE,

ERRERBMRBYTHEER  FEIZTIER
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- BRI —XENERERE CLOUDWATCH,

- BAAGH AWS B EREPBAENMER BR.
- FEEERRET. EEHHERZERN,

- EEHEHIATWAHSREZZAN,

B LAME create-practice-run-configuration®® , BB CLI B HEBTHITHEE,

Pl EEREREUKRENTHRE  FEAUTHAROST

aws arc-zonal-shift create-practice-run-configuration \
--resource-
identifier="arn:aws:elasticloadbalancing:Region:111122223333:ExampleALB123456890" \
--outcome-alarms
type=CLOUDWATCH, alarmIdentifier=arn:aws:cloudwatch:Region:111122223333:alarm:Region-
MyAppHealthAlarm \
--blocking-alarms
type=CLOUDWATCH, alarmIdentifier=arn:aws:cloudwatch:Region:111122223333:alarm:Region-
BlockWhenALARM \
--blocked-dates 2023-12-01 --blocked-windows Mon:10:00-Mon:10:30

{
"arn": "arn:aws:elasticloadbalancing:us-west-2:111122223333:ExampleALB123456890",
"name": "zonal-shift-elb"
"zonalAutoshiftStatus": "DISABLED",
"practiceRunConfiguration": {
"blockingAlarms": [
{
"type": "CLOUDWATCH",
"alarmIdentifier": "arn:aws:cloudwatch:us-west-2:111122223333:alarm:us-
west-2-BlockWhenALARM"
}
]
"outcomeAlarms": [
{
"type": "CLOUDWATCH",
"alarmIdentifier": "arn:aws:cloudwatch:us-west-2:111122223333:alarm:us-
west-2-MyAppHealthAlarm"
}
1,

"blockedWindows": [
"Mon:10:00-Mon:10:30"

2R CLI R4ER EEHI
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1,
"blockedDates": [
"2023-12-01"

RASEREBER
EALMER CLI ENER A BEBRE , UABAREALERNADES. ZELFEIHHEBMR

R& 55 update-zonal-autoshift-configuration@<,

Pl EERAERNEDER  FEANTHATINGS

aws arc-zonal-shift update-zonal-autoshift-configuration \
--resource-
identifier="arn:aws:elasticloadbalancing:Region:111122223333:ExampleALB123456890" \
--zonal-autoshift-status="ENABLED"

"resourceIdentifier": "arn:aws:elasticloadbalancing:us-
west-2:111122223333:ExampleALB123456890",
"zonalAutoshiftStatus": "ENABLED"

FRIRREEEE T
B LAMEA start-practice-runii® , FEiB CLI BBEERTHTEHER,

Pl EERBERNKRENT , BEROTARNSG S

aws arc-zonal-shift start-practice-run

--resource-
identifier="arn:aws:elasticloadbalancing:Region:111122223333:ExampleALB123456890" \
"awayFrom": "usw2-azl",
{
"awayFrom": "usw2-azl",
"comment": "Practice run started. Shifting traffic away from Availability Zone

usw2-azl.",

£/ CLI RAER &)
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}

BUEEITHRER T
A LAEA cancel-practice-runn® , EB CLI BUEETH I MHCERT,
il , EEBCEERNEREHT , AERANTATRH®GS ¢

aws arc-zonal-shift cancel-practice-run \
--zonal-shift-id="="arn:aws:testservice::111122223333:ExampleALB123456890"

{
"zonalShiftId": "2222222-3333-444-1111",
"resourceldentifier": "arn:aws:testservice::111122223333:ExampleALB123456890",
"awayFrom": "usw2-azl",
"expiryTime": 2024-11-15T10:35:42+00:00,
"startTime": 2024-11-15T09:35:42+00:00,
"status": "CANCELED",
"comment": "Practice run canceled"

}

BUEETHEEBER

A LAMER CLIBUEETHN EBER , FERICEERNESEBER., SEEESAEBER

ZE# A cancel-zonal-shift command.

aws arc-zonal-shift cancel-zonal-shift --zonal-shift-id
9ac9ecle-1df1-0755-3dc5-8cf573cd9c38

"awayFrom": "usw2-azl",
"comment": "Zonal autoshift started. Shifting traffic away from Availability Zone
usw2-azl.",

"expiryTime": "2024-12-17T22:29:38-08:00",

"resourceldentifier": "arn:aws:elasticloadbalancing:us-
east-1:111122223333:1oadbalancer/app/Testing/5a19403ecd42dc@5",

"startTime": "2024-12-17T21:27:26-08:00",

"status": "CANCELED",

"zonalShiftId": "9ac9ecle-1df1-0755-3dc5-8cf573cd9c38"
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FMBABER

mIBEBHITARE

ERLMER CLI iR BERNREATHERE , LEFTENERER , fINBEREATNER , ;N
E# ARC TERKRARBEANTHHEAPREHKGR, EEZREBFTYUTHERE , FER update-

practice-run-configuration®®,

ECREERNFREVTARER  FEIETIER

- BAIE—ZENERERR CLOUDWATCH,

- BMAGH AWS B EREPBIENMER BR.
- FEECERRETR, EEHHERREMAN.

- EEHEHA S HERGRZEAN,
- BIEENHEAPRHEBEERREMEENE.

plan, EEREBEFRNRENTHAEUEERTNBEAY , FEANTHRATINGS

aws arc-zonal-shift update-practice-run-configuration \

--resource-
identifier="arn:aws:elasticloadbalancing:Region:111122223333:ExampleALB123456890" \
--blocked-dates 2024-03-01

"arn": "arn:aws:elasticloadbalancing:us-west-2:111122223333:ExampleALB123456890",
"zonal-shift-elb"

"name" :

"zonalAutoshiftStatus":

"practiceRunConfiguration": {
"blockingAlarms": [

{

"DISABLED",

"type": "CLOUDWATCH",

"alarmIdentifier":

west-2-BlockWhenALARM"

]

}

"outcomeAlarms": [

{

"arn:aws:cloudwatch:us-west-2:111122223333:alarm:us-

"type": "CLOUDWATCH",

"alarmIdentifier":

west-2-MyAppHealthAlarm"

]I

}

"arn:aws:cloudwatch:us-west-2:111122223333:alarm:us-

£/ CLI RAER &)
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"blockedWindows": [
"Mon:10:00-Mon:10:30"

1,
"blockedDates": [
"2024-03-01"

R E R 1THERE

ETUMRERNESHTAL  EEAXELERERNESSDEE., BESRT LEERHNTAL
RAESEBEE. EHNTES TR ARR AN ERRREHERE — BT HERNER T E%H
7o

EEFEH CLI MIBREBHITHLE , FBAFEH update-zonal-autoshift SR EEEAES B BE
B, A%, EEMBREGHITHERE , 55F A delete-practice-run-configuration®®,

B, FRANTATRHNSSREAEFNESEDHER

aws arc-zonal-shift update-zonal-autoshift-configuration \
--resource-
identifier="arn:aws:elasticloadbalancing:Region:111122223333:ExampleALB123456890" \
--zonal-autoshift-status="DISABLED"

"resourceIdentifier": "arn:aws:elasticloadbalancing:us-
west-2:111122223333:ExampleALB123456890",
"zonalAutoshiftStatus": "DISABLED"

K&, ERANTHRASSMHEREEHTHERE

aws arc-zonal-shift delete-practice-run-configuration \
--resource-
identifier="arn:aws:elasticloadbalancing:Region:111122223333:ExampleALB123456890"

{
"arn": "arn:aws:elasticloadbalancing:us-west-2:111122223333:ExampleALB123456890",
"name": "TestResource",
"zonalAutoshiftStatus": "DISABLED"

}
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RAMERESEBER

AEIRH7E Amazon Application Recovery Controller (ARC) R fE A BB EBEBENEF. RAEEER
BERE , EULUEBEREHTHERE. BBEEREHT. BUCHETHRY , @BEAIHT , AR
BEBHEBFEL,

BASEFEARSEEBER

Lt BE#Y 25 BB ER BA IR /£ Amazon Application Recovery Controller (ARC) £#2 & FBASEAEE B 5
B¥, BEURARAAXNEAERSEHER K F2REAERIEREBEHER API 2E1EM,

BRAESEBERE , L8 E AWS RREESHPBRTAEHERERAERXERRE , NikBiEE
@EH%'Faﬁo

RASEARSEDER

1. 7£ BRI ARC E#E & https://console.aws.amazon.com/route53recovery/zonalshift/home#/
autoshift,

2. EEREZABEBARET  BEER,
3. EDFNRERY  ERRARSBEHER A ARREKBIBRZTREN.

MRERLAERUTERE , ABLEARAESEBEY, sERERTITAREIRARHEBHE
¥, 6 FEREREERSEDHER,

B &

- BRE., WEBHMBREZHITHE

- FUEESBBER

- RBREUITEEER

- FUHRBHITREHER

- BASGERRSEREERBEA

RE., mEIMRERATHERE

AEi T HY S BRER B A{AT £ Amazon Application Recovery Controller (ARC) 12 & L {mss = Ml BRE %
THE, BEURARFAAXNFEAERSEDHER K SREFHTEENEE  F2RESEBNERR
FEE API B2EEE,
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MREHEEEEPRREBUTEE , AESEDEREFR. ELARFRAEHREDHER , TaER
APl REMBREBTEE. SUUREERHT , MEFTRARSEBER. T8 K FEAEFRMA
ESEBEYE K ELAERAERREEBNT,

RERBHT

1. 7£ BRI ARC E#E & https://console.aws.amazon.com/route53recovery/zonalshift/home#/
autoshift,

2. EERTEEHBEDER.

3. EREREREBHEBNER.

4. WMRETEAWS £HE AWS EAFRBERNBBER K FEEFAERHEBER. LFLIE
BREFERNRERTUITHRE K MEFTRAEDER,

5. EEEREEHTHNEIE, SO SHHBETREIT TIIERE

c ((KE) BEES—ARRERREZMERNEBHNT,
- (B ) ALBERNERHTEE —NSEHHET.

MEFEFHMES , F2E PERRBITEENET—HREESEHEBRKNRETR,
6. |E K6 EEHHNKERIATHEER , UHE ARC RHEKREMIT , AT ARC RKRLERIER
B#1T. FIE BERMEBEL UTC RR.

7. EBUZEN BRLARERS A C RS R AL,
8. EBEHEV.

mEERE HITHERE

1. 7 BRI ARC E#E & https://console.aws.amazon.com/route53recovery/zonalshift/home#/
autoshift,

2. EEREHABEBARET  BEER,
3. EDFURERYP , ERFEEERHITAR.
4. BEEBYITHERE , LT T —RNZSESE :

o ST DA HBIRET T AR
- BRBHER , BULUHE -HSBEBESIMBRE R,

- BRERETR , BUUHE-HSEBEIIMBKRE R, ELFEZ—EERETR , BULEEER
BRIEEPHABHERE .
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- BRHENERMAFNKE , SUMERHNEE  taUBKRIAEFRREN BBNERE,
FrE BHIMEEEE UTC &R

5. BERRF.

MBRER N ITHERE

1. 1& BARB{ ARC X2 &https://console.aws.amazon.com/route53recovery/zonalshift/home#/
autoshift,

2. EERESEBEBARET  BEER,
3. EBFEMRRYP , BEERREBHITAER.
4. HERFEEAYELRD , WA Delete , REREMER,

AR EEEETRREENTHEEEEFRERNESEBEY. EHEDHERTERAERR
EEBHIT
HUH B8 B BB %

FREFLERNETHEHEDES  C4AEERESAEGER.
FLETHFNEREBHER

1. 7 BB ARC E#E & https://console.aws.amazon.com/route53recovery/zonalshift/home#/ o
2. ENLERENESEBER K ARZEIEEHER,
3. HERERERBHFELRY |, BRER

BRERE T RIER

AEFHLSRBRANME ARC A LRABEEREVTEGER, ERURNRI A ERAEESE
BNESEDHER A F2RELEBIESEHER API 2E15R,

BALUEREEHEHEBYZVRBNTAE 2R , MBRBNITEIER.
BBREHNTERER

1. 1& BARX ARC E 12 & https://console.aws.amazon.com/route53recovery/zonalshift/home#/o

2. EEHBEPERBERT K AEZCERERISBDEBHERIER.
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3. HEERBEEEL , EERRERTIT

4. BEMARAEE , ARBARBTHTNER. EBRITSRRELCERNTRAERER.

5. #E RKREM.

HUHRB AT ERER

REPHNSERRANAE ARC E28 LEUEERER, ®BUAERRGIAAEAESRERNESAE
B , K F2REEHERNESEBHER API 2EEE,

ZAUECEAC BN ESBREREEHNT. CHANEEAESEBEBRELHTHER AWS B
HERER.

EEICHRBHTREEER
1. 1& BAR ARC E 12 &https://console.aws.amazon.com/route53recovery/zonalshift/home#/o

2. ENLEICENREHNTESER K AREZFIEESERHBUCHRBEHNT,
3. HEWMRERBHELIRT  EEMER

BASEFEHEDEEHREREX

EBOLKESBBEBREATE AWS MR EBEZEF |, iEIB Amazon EventBridge BHIE |, L&
RERHUEIENTARERSE. ZN4EE AWS EBiF EZ2WENNSE PRELEE, BFFERE

AEHSEERRETMFEER , IURACLERNNEMN, WEFMENR , FSBEDL Amazon
EventBridge £ [E15 B B E %,

A Ei R R S BB SR BA aN{A] £ F§ Amazon Application Recovery Controller (ARC) 3 & B BB E B
REH, FEEUEXRFAXAEAEHEDHEY K F2RESERINESEHER API 2E1E5E,

RASEAEDERERSFEN

1. 7£ BB ARC E#E & https://console.aws.amazon.com/route53recovery/zonalshift/home#/o
2. EAMT , EERABDEBEEREA,
3. TEWMFHFEAIRT  BEMASSEEEA.
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A AR EE 8 EBEE AWS FIS

S&T LABER AWS Fault Injection Service REREMHATEER , XiGBEERERM RRG , SlWAAE
A AN BEHPERS  REEEEREZNTAESZENE  EERARDERBN ERLRBE
HEHBEBR AWS SREFEER.

BiBaws:arc:start-zonal-autoshiftEREEREERE AWS M ERAEH EBHERNE
FHEBERRE FHEMBESEMN AZ , WEHIT AZs AT ARG AWS B R |, SeMENR
RAZEME PEEMRERTN AZ,

flan | WETLAER AWS FIS REIBXNERERRERTPEFIERN AZ 18, ELER+T , AZER
FERBHN D ER , EEREEFaws:arc:start-zonal-autoshift @ HBBERREBHIEEN
AZ, RTEEEENDPENRE 25 2ERNER  UREERBENEZ AZ ZEK , IAUBZEHE

%, BEERTHE K REERESHER , BRESBXAHEBRAMETHAAZs, LEFTEHEEFEAZHN
EREHPEEER,

ERRESNEDERERNITHER

AWS FIS E%ﬁlﬁﬁﬁiﬁ?%%ﬁ#ﬂ"ﬂ’]?ﬁiﬁﬁ#‘ EEBHTHE , ARC EFERNRER—
BAZEBRBAEEREFN— , AERENEAEXNTURE AZ NEX, T8 , £ AWS FIS B
HAR , AWSFIS %T\%ﬁﬂuﬂﬁiﬁﬁﬁﬁaﬁiﬁﬁ BBEBCERN AZ BENEBER K ARETEEHR
REZEBUE B BER

EEEYITRER AWS FIS BN EEHER. A, MREE ASBUEREHER AWSFIS, AWS
FIS ERERER.

AWS FIS iBHA B! Z2 4 5

AWS FIS f#/ StartZonalShift, UpdateZonalShift #1 CancelZonalShift API IREREEEFHER | 8

LEERE expiresIn MNREAR 1 D EMAZTESME, MRBEZNEN , HINMRERFERRARD

25 ,5E AWSFIS Wi EREREFHERE, £ ARCAWS FISE#HAY | BHESERMUEERZEE M
ERNERBHERRESEEBHETEENSENE. IERTNTHFHEEN  F2HESEDE
BHHEIHTHEESR

ERERBTREZEEANESER., tHRRER K RE—FAEXEUTERNERER. FFERN
EZSER. BBHEBRN AWS FIS Hi. BMBF _—EESEBE , ARC 2EREE KIEF R EERN
BERESEBREE, NFESRMELIEFNFRER , F20 EERENELIER.

WME AWS FIS EREMENFEMENA , FS2FAWS Fault Injection Service ( EREERE) HHAWS
FIS ERE{E.
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£ Amazon Application Recovery Controller (ARC) FEC8& fES 1 (=15 B B i
B

&I LAEA AWS CloudTrail 1 Amazon EventBridge £ Amazon Application Recovery Controller
(ARC) FEEREIF BB E® , Lo mEX A B 5 PR RIRE,

TRE
- (FF C8IEITEEER API FEI} AWS CloudTrail
- ¥B Amazon EventBridge £ 235 B B E &

£ L= B EBER API LI} AWS CloudTrail

ARC MEHHBEBCE RIFEES AWS CloudTrail , ILIREREEAE. ABEK ARC F AWS R
FTEREN B ERIEC 8%, CloudTrail 4 EBIEEBWFTE API Il ASH., BEHNMWYEERE ARC
FEANFY  URBESHEBHN ARC APl RENEXBFU,

MRIEEMIRZR , AR B CloudTrail E4FFER M E Amazon S3 RFiTEE , BREEMBEBNEMF
BIEE AR EEHE , AT LUEIR CloudTrail T AP S4B ELCHEMB RIS

&R LAGER CloudTrail FRUREEMYE A |, HIETS ¥ [EEEER @ ARC IRHERIFER, RHEFRM IP k.
REBRNAE, RHBROKE , UAREMFHEER.

EEH—5 7 # CloudTrail , 528 "AWS CloudTrail fEH &M -

CloudTrail FHY [EiZ B BEBENA

EREMIRF AWS tRkF K, &880 LA CloudTrail, EEHEBEBR ARC FEAETFER , 308
B 5CHTE CloudTrail B4 H |, UREHELCHTAEMM AWS RBEH, L NE FR, B8
MTHKIENEH AWS tRF. MBEFMEEF , F2BEA CloudTrail S4FE# 5L 8.

EESERSE PHNEH AWSIRE , @I ARCHESEBHERBNEH |, FFEIEHR, REREEH
CloudTrail #% AFFE R T E Amazon S3 FEFETHE., KTER , ERETTRAETEVIEHE , RERS
ERAZMAEN AWS EfF, MEFELH AWS 2EEFFERBNEY , UK AFERIAERIEEN
Amazon S3 fFZETEE. AL, BRI BIEREH AL AWS BR#E , A — 5 94T CloudTrail B INENSE
HERTHERWTE. NEFHENR , F2ETIAS

- By BMHBIE
 CloudTrail ZEWRBMNES
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« %% CloudTrail B9 Amazon SNS &4
- EWZEEEI CloudTrail B 55HERMEWZEMRFER CloudTrail HEHER

CloudTrail €587 ARC Bj4E , I 524%7E Amazon Application Recovery Controller B FR#2 & AP
SEEER, Hl | ¥ StartZonalShift LA ListManagedResources B3 HAY I &1
CloudTrail BRERFELIER.,

B-EEMHUARERNSUTELEFRENET. B EATHEEHE T3IEH !

« EREMFEHRHE AWS Identity and Access Management (IAM) A& & AEEHEH,
- REZBRE , RECEATHEACEBMS I EAENERLZERE,
- EREEAHHEM AWS KR,

b
m

MEHMMET , 5528 CloudTrail userldentity T3,

HEEHELZEPRE ARC B4

CloudTrail AJZ#&E A Event history (BB &) MAKENEH, WEFMEER ,
CloudTrail fEA#&E1EM .1 PHEA CloudTrail EHFE £ 5L %o

T
¢

2R TAWS

THESBEDHER AFEREER

EHR —EERE  EREBHUARERNEAINAREIEERN Amazon S3 f#FRTE8, CloudTrail B
1’2’?@‘% FZEERER, —BASHAEMARREHNE—FBR , XSSHEREE. FRH BHME

FRBBEEN. CloudTrail BEEEILIFMELA AP AT EREREEF , Rt AU EIR
}-.-ﬁIE'O

T 5IgEHIEER CloudTrail BFFEE , REEEF B EBEBListManagedResources Bk,

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "A1B2C3D4E5F6G7EXAMPLE",
"arn": "arn:aws:iam::111122223333:role/admin",
"accountId": "111122223333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
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"principalId": "AROA33L3W36EXAMPLE",
"arn": "arn:aws:iam::111122223333:role/admin",
"accountId": "111122223333",
"userName": "EXAMPLENAME"

},

"webIdFederationData": {3},

"attributes": {
"creationDate": "2022-11-14T16:01:51Z7",
"mfaAuthenticated": "false"

}
}
.
"eventTime": "2022-11-14T16:14:417",
"eventSource": "arc-zonal-shift.amazonaws.com",
"eventName": "ListManagedResources",
"awsRegion": "us-west-2",

"sourceIPAddress": "192.0.2.50",

"userAgent": "Boto3/1.17.101 Python/3.8.10 Linux/4.14.231-180.360.amzn2.x86_64
exec-env/AWS_Lambda_python3.8 Botocore/1.20.102",

"requestParameters": null,

"responseElements": null,

"requestID": "VGXG4ZUE7UZTVCMTIGIAF_EXAMPLE",

"eventID": "4b5c42df-1174-46c8-be99-d67_EXAMPLE",

"readOnly": true,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "111122223333"

"eventCategory": "Management"

}

B Amazon EventBridge £/ B8 B B E#®

£/ Amazon EventBridge , A ARESHEDRAREREHEBEBER , LB ER Eid
AWS BRIEHY B REMF, Blun , BRI LUEEE EHBEBERNTHRARE L Amazon SNS EEAMR |,
LR EEAE FHABEAR A,

&A1 LAE Amazon EventBridge FE VKRR , AHEH A BHEBERINTEH. ESEHEBNSHEEE
EXRTIEHEBRNREENR , fin , EEBRTHER, ZUUREESEDHER , UHHERR
BRANERENE RSB BEBEN,

BRTYHEMBEM I, EHANEERABDERERSFEN  EEERE AWS B EEZRTHAE
BNEDERREMEBENSEN. ELCCRARSEDERCERNRERXTHESERK  BDERE
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ERBNREWINBATE, ELFECAERSABHERRETMNER , DTRAEDEBEERE
H, MEFEFHMAER , F2REBANEAREHEHER,

EEHIEREBNEEESEBHEREN , FFESR EventBridge A AREREHNEHRBEERN,
FEANGERERANTNEAEE, ZEX S| AR  TRESEESRHEE.

AREEREENH, EERRFERBAT , ©MELULFEIRR 5K ARC I E EventBridge. 18 ,
AREE B4 AR B S L RN B4R R,

#FE EventBridge REIMAEREHEANFMEF , F2 K EventBridge PRI EHMEHFE,

£ H EventBridge EEiZ [EiH B BIEBER

f£F EventBridge , BRI A Al , & ARC AHERZHSHRERINEIE, il , BT blE
VKA, EESEDEBRERRITHRAREEEFBHAS.

& Z1E EventBridge EE S AREREGERNLA L FEN BEUEEESHEAWARES
WiEIE, ATHEBEHETEEEZEANEHES  ATETEEHEHERSHLEEXNERES
EREANES , HEER,

BUEREHMNAA

1. BI{E https://console.aws.amazon.com/events/ BAEX Amazon EventBridge £ &,
2. BEAWS B ZEEHGEREIYRAN K EREFEBEESEHNES,

3. I#IE Create rule (B3I KA,

4. EARAHIName (B1) , RE@W AR,

5. HREHERHE , FREER

6. BET—-F,

7. HREESHEXNTSR  HRSBH4RIF , FREERE AWS B4,

8. HHFIEHT K BEGARBCHNEHK.

9. HREHIEH  MARERI I EEHERN,

5 B BB B E A &
EHEANGEREEAFNEMEE. RN AERLHNMMY  TRFEEESRNBE,

BRI LGt [ BV B R BRI BE S EventBridge F , LB A ARERES A BHEBBENERY
HA

SE TRt 75


https://docs.aws.amazon.com//eventbridge/latest/userguide/eventbridge-and-event-patterns.html
https://console.aws.amazon.com/events/

Amazon Application Recovery Controller (ARC) HEABEE

ELRAESEDEREHEYSHENR SR EETIME—EBdetail-type :

* Autoshift In Progress

* Autoshift Completed

* Practice Run Started

* Practice Run Succeeded

* Practice Run Interrupted

* Practice Run Failed

 FIS Experiment Autoshift In Progress
 FIS Experiment Autoshift Completed
 FIS Experiment Autoshift Canceled
* Manual Shift Started

* Manual Shift Updated

* Manual Shift Canceled

EERHTHEN  NBERPE 2 ERNEMAER |, 55208 additionalFailureInfo #1{Z,

BAILURERA AWS BB ERERER[BARERFMEESER., MAEDEREERBAR K B2
KOBH , BRERIES B HEEHMEAERENEMAutoshift In Progress, EE&EE/MAHE
HEBEREBANSER  F2E ANEHAEEEHER,

WMEHS  F2RELEE B BHEBEF -,

- REBBEBEBHNESRBHEBRTERMESH.

AR THEE
- MRELERAEDHEBERR[EAN , ARC EELFEEBEBSEH.

- MREBREBAEBEBEEREA , ARCREEEZAEHEDEBRENERESEEDER
TEFER B BEBEN,

"source": [
"aws.arc-zonal-shift"
1,
"detail-type": [
"Autoshift In Progress"
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]

}
- REREMITERRNESEDERPENESH.

{
"source": [
"aws.arc-zonal-shift"
1,
"detail-type": [
"Practice Run Started"
]
}

- RBHTAMNESEDERHERNRESEH.

{
"source": [
"aws.arc-zonal-shift"
1,
"detail-type": [
"Practice Run Failed"
]
}
(@13 B BV B = E

rHasESEBEBBENENE.

AR 2 Autoshift In ProgressEBENMEMVEEfIEM , B 1) BIA B BEBRERSZEL , UK 2) BiEK
RETEREDEBNESEBERE R

"version": "Q",

"id": "@05d4d2d5-9c76-bfea-72d2-d4614802adb4",
"detail-type": "Autoshift In Progress",
"source": "aws.arc-zonal-shift",

"account": "111122223333",

"time": "2023-11-16T23:38:14Z",

"region": "us-east-1",

"resources": [],

"detail": {
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"version": "0.0.1",
Ildatall: Illl’
"metadata": {
"awayFrom": "usel-az2",

"notes":"AWS has started an autoshift for an impaired Availability Zone.
This notification

is separate from autoshift notifications for resources, if any, that you
have configured for

zonal autoshift. For details, see the Developer Guide."

AR 2 Autoshift In ProgressBEMEMEHIEH , 1) EBHEBEBR[EHANCER , B 2) B#EF
AasEEsEBhNESEBEBREERE

"version": "Q",
"id": "@5d4d2d5-9c76-bfea-72d2-d4614802adb4",
"detail-type": "Autoshift In Progress",
"source": "aws.arc-zonal-shift",
"account": "111122223333",
"time": "2023-11-16T23:38:14Z",
"region": "us-east-1",
"resources": [

"TEST-EXAMPLE-2023-11-16-23-28-11-5"
1,
"detail": {

"version": "0.0.1",

"data": "",

"metadata": {

"awayFrom": "usel-az2",

"notes":

LAR R Practice Run Interrupted@{EMEHIEH :

"version": "Q",
"id": "@5d4d2d5-9c76-bfea-72d2-d4614802adb4",
"detail-type": "Practice Run Interrupted",
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"source": "aws.arc-zonal-shift",

"account": "111122223333",

"time": "2023-11-16T23:38:14Z",

"region": "us-east-1",

"resources": [
"TEST-EXAMPLE-2023-11-16-23-28-11-5"

1,
"detail": {
"version": "0.0.1",
"data": {
"additionalFailureInfo": "Practice run interrupted. The blocking alarm
entered ALARM state."
1,
"metadata": {
"awayFrom": "usel-az2"
}
}

LAR R FIS Experiment Autoshift In ProgressEi{ERIEIHIEH

"version": "Q",
"id": "@05d4d2d5-9c76-bfea-72d2-d4614802adb4",
"detail-type": "FIS Experiment Autoshift In Progress",
"source": "aws.arc-zonal-shift",
"account": "111122223333",
"time": "2023-11-16T23:38:14Z",
"region": "us-east-1",
"resources": [
"TEST-EXAMPLE-2023-11-16-23-28-11-5"
1,
"detail": {
"version": "0.0.1",
"data": "",
"metadata": {
"awayFrom": "usel-az2",

"notes":

LR R Manual Shift StartedBEMNEHIEH, FEER LMW StartZonalShift API K& -
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{
"version": "Q",
"id": "@5d4d2d5-9c76-bfea-72d2-d4614802adb4",
"detail-type": "Manual Shift Started",
"source": "aws.arc-zonal-shift",
"account": "111122223333",
"time": "2023-11-16T23:38:14Z",
"region": "us-east-1",
"resources": [
"TEST-EXAMPLE-2023-11-16-23-28-11-5"
1,
"detail": {
"version": "0.0.1",
"data": "",
"metadata": {
"awayFrom": "usel-az2",
"notes":""

B EEHA/EEEM CloudWatch HEEHE

1 EventBridge SR , BLAEETEEEXFESRAZEHNEE, WF EventBridge 7 A B /Y
BE | 5820 EventBridge AR AN BE, B LIFEZE EventBridge RAMNEF—EEHER
Amazon CloudWatch B3840, AHRAM CloudWatch BFEEFIEAEENER , YIRHEET
AR I8 A EENER.

B Z& CloudWatch BEEEFNERAER , BRUMTTIEP —IRIRE

- BIFTH HEEREE
- RERBNEFHEE

MRESEZRIRAEBFERATEAEENN BFEEE | EventBridge EEBAZEI AFEHE, FRER

FA1E EventBridge Bl B 42/ A E 8B LA BASE/aws/events, MR AR EREFERENAFEHA , 5%

E, CRAEHEA NWAFGHETEETNIERF /aws/eventsBRAIBIE, WEFHMEN , 28
{Amazon CloudWatch £ A& ER) PIEFH HFFEE,

ﬂﬂi,mﬁﬁﬁ F A S EBH CloudWatch BRAEE M HFEH CloudWatch HEEEMAEE | FREEHERE
REHT, MREFEHATIEAASEFEEEFIEE EventBridge R8I |, AIEFEENEREBREEEHE
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/Working-with-log-groups-and-streams.html#Create-Log-Group

Amazon Application Recovery Controller (ARC) HEABEE

o BR , MREFEH AWS Command Line Interface 5 AWS B ESRISTE HFEE , XN EEH
HRBEENEREEE, THSEMBERRBEVEE AFHENE REBRPESHET

JSON

"Version":"2012-10-17",

"Statement": [
{

"Action": [
"logs:CreateLogStream”,
"logs:PutLogEvents"

1,

"Effect": "Allow",

"Principal": {

"Service": [
"events.amazonaws.com",
"delivery.logs.amazonaws.com"

]

}I

"Resource": "arn:aws:logs:us-east-1:222222222222:10g-group:/aws/

events/*:*",

"Sid": "TrustEventsToStorelLogEvent"

}

FEEACERA IRARBFHERTERAEBER. FESMLENFUMEENERAERNBEER , #F
A CloudWatch PutResourcePolicy API ##E, A% , BWAILAfERA describe-resource-policies CLI 5
RBERRESBERER,

ABEREBEHEBIBAIIEE CloudWatch BEFEEHBEEZE

1. HI{E https://console.aws.amazon.com/events/ BB Amazon EventBridge 132 &
2. BELEAWS BE EHHARIRIN .
3. EEEVRRA 6 ARBMAZRIANTAHEHBER , SINSHEXRERFMEA,

WEA ARC E1I EventBridge SR AINFFHHEER , FSRAETEGEHNER,
4. TEEHMBEZEEMEL , 2 CloudWatch 1&2‘%1&3[3’] B1E,

y
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https://docs.aws.amazon.com/AmazonCloudWatchLogs/latest/APIReference/API_PutResourcePolicy.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/logs/describe-resource-policies.html
https://console.aws.amazon.com/events/
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5. WTHXEEAHEEF CloudWatch B 5EEHH,

ARC A [E1E B B E Y Identity and Access Management

AWS Identity and Access Management (IAM) 2 AWS fR# , AIiHBIEE SR £ ithiRFI¥ AWS &
BRHEFR. AM EEETRHHTNETEIERE (BA) MRE (EFFFT ) RKEHAARC E
Ro |IAM BEA LR EEH AWS BRI /Y .

B &

« ARC Y [E15 B By SR i 8d IAM BEEA

- ARC H BB BEBH 55 B BERE 5

- EARC HERARKEAAGKETEEEHER

- AWS ARC HEF HBIEBHN ZEBX

ARC Y [EiH B B)E R e IAM #E A

£ &4E A IAM £ Amazon Application Recovery Controller (ARC) HE R 215 B B @B N FZEE 2§ |
RRSE T ARTRLE IAM ThEE R EE (B B B E B R A A,

&R LAE ARC B EE B BNEBERAY IAM Zhae

IAM Zh&E EEEBEBXE
BoBEE =

BRBEBX e

BERBE =

BRER =
BRIEHZS|$# =

ACL &
ABAC(BURFHEHR) B
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IAM 3¢ EREBDEBXE
ERFA =
REAG &
REEEAG 2

HEHNE AWS RBMAEAZH IAM e EEANSHERRER  F2H (AM EFRERER) +
HYEE IAM AWS FEFLE AR ARHE .

ARC 9 & 7 B BUR
SESSPBEBE: B

SO BBERRALMME S (Fla0 IAM ERE, EREFHERAE) K JSON FFAIBERXSF, ELEHK
RS D EMERG TRREBPLEFRATHLEDE, NFTHROAMELSSEEEK |, F26H (AM
EAEER) PHEEBEFEEBREZ B IAM A,

FH IAM B2 EBER , BuEEAFIIEENEENER , UREMNERG T AFRIEBEE. W
ETHRIEE JSON R EANMAE TR , 5208 (IAM F£HEIER) P IAM JSON BERTEZS
ﬁo

EERE ARC B EBURKES| | 5528 Amazon Application Recovery Controller (ARC) ) & 9
BB RSB,

ARC A E RBE B XK
SEEREBEK B

BEREBREH IR EIRA JSON BERX . EREBRNRE REHIR IAM ASEEEEN
Amazon S3 fFITEBR. EXEEREBRRNEBHS  RBEEESTUEACMAREFHBEER
K IR

ARC HYBURE)
XEBOREME : =

ERE A LMER AWS JSON BURRIEEH AT ENAR, tWH2HR , BHMEERE A BT oAt
EEREIT LB F,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements.html
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JSON BURRE Action TEHRE TR AFHIEBBRFFIRNEF, BHREEADERRTH
1TAABABR BN ERVRT T,

FECEREGEBHEBMN ARC $MEBE |, F2H (RERESZE) FH Amazon Route 53 [EiFE R
E 2= EE,

ARC FHESBBERBRRBEEDFEEATIFE

arc-zonal-shift

EE2HEE-RARXPIEES@EEME  FRERS R, Hla, THEE :

"Action": [
"arc-zonal-shift:actioni",
"arc-zonal-shift:action2"

]

30
@

BHAILERBRAE T (*) RIEEZEEE, Hli , ZEIEEMRBER Describe XFWFATEENE ,
SLLTEE -

"Action": "arc-zonal-shift:Describe*"

EERAESBBERN ARC 57 BBUREEM , 260 ARC FESEHHEBHN S 2 A BEHH,

ARC H[EiH B BEBNBRER
TEBXRER : 2

EEESWLER AWS JSON BURRIEEH T AFHAR, tWpi2aR , BHMEEBE M BERA T oA
EERHAITHLEBF,

Resource JSON R tEZ WIS EEEAENYH. REEBKEFEHAE Amazon Resource Name
(ARN) RIEEEER. EHEFXZEERBRHT , FABAF R () X ZREAXNBARMEER.

"Resource": "*"

FEEREREERE ARNSHEE | URETUERSEERN ARN EENEIME , F2REBRBRE
BEPNTIIEE !
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https://docs.aws.amazon.com/service-authorization/latest/reference/list_amazonroute53recoverycontrols.html#amazonroute53applicationrecoverycontroller-zonalshift-actions-as-permissions
https://docs.aws.amazon.com/service-authorization/latest/reference/list_amazonroute53recoverycontrols.html#amazonroute53applicationrecoverycontroller-zonalshift-actions-as-permissions
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference-arns.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference-arns.html
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« Amazon Route 53 EEMNEE - EHER

EEEFVRKFHRCIBEEFHANEENER , F2RRERESZHRPTIE
« Amazon Route 53 - B ERBEHNIFH RS2

FERAEHEDEBN ARC S 20EBKES , F2H0 ARC FEFHEBEBHN S 5 BB,

ARC H[E#H BB E B BSR4 REI8
REBRBEERRRGEZR =

EREE A LMER AWS JSON BURRIEEHAILUERAR, WH2HR , BHMEEBRE A BERAAE T oAt
EEREITH LB F,

Condition TEERBEBRNIRY , BEERBXNAITRHE, ! TREIEFH%#L%-T—E’H&#E%’
X (PIHFERTPIR) , REHBRPHRGNFRDNVE. EBZEFTME AWS 2ERAFRSIE
B KIAM EREIER) PHIAWS £EFRFABTZREIHE,

EFECEEHBEBHEBMN ARC RURSIBEE  B2RARERESEZEFNTIE
« Amazon Route 53 EiFiEB N FE4 R #

EREEVRFRHSREREANEFENER

ﬂl‘ﬂ

SRR EESETNTHERE :
« Amazon Route 53 BB EE EHEMNENE

FERBESBEBEBN ARC S 0EBERES , F260 ARC HEFHESEBHN S 2 HBEREH.

ARC Y 1zHUE &5 E (ACLs)
TEACL: &

FHUZRHBE (ACL) ATH LR (IRFXE, ERAENAR) BEFHEERNFTA. ACL BEHUR
BEREBER , BEMFER JSON BRI HEN,

£/ ARC B R FHIE S (ABAC)
1% ABAC (BERHHER) : b5
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https://docs.aws.amazon.com/service-authorization/latest/reference/list_amazonroute53recoverycontrols.html#amazonroute53applicationrecoverycontroller-zonalshift-actions-as-permissions
https://docs.aws.amazon.com/service-authorization/latest/reference/list_amazonroute53recoverycontrols.html#amazonroute53applicationrecoverycontroller-zonalshift-policy-keys
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition_operators.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
https://docs.aws.amazon.com//service-authorization/latest/reference/list_amazonroute53applicationrecoverycontroller-zonalshift.html#amazonroute53applicationrecoverycontroller-zonalshift-policy-keys
https://docs.aws.amazon.com//service-authorization/latest/reference/list_amazonroute53applicationrecoverycontroller-zonalshift.html#amazonroute53applicationrecoverycontroller-zonalshift-actions-as-permissions
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BRFEUES] (ABAC) R—EREXE , REBARRNBMERFTAIE, BTN ERERE IAM
B AWS MEIR , ARRET ABAC B , LMEEZREANRBNSER LVERE RFHRE,

MERBERIZEFIER , B5FH aws:ResourceTag/key-name, aws:RequestTag/key-name
aws:TagKeys fRZR5|8 , TEHRNWEETEF , REEBEA.

MRBHEXESEEREEN B =ERG SR  DBEZBHEMS , EA Yes, IRBHBEIERLE
REEN =@ k4 iR , RIEA Partial.

% ABAC WEFHEF , 526 (AM EREERE) PHEM ABAC REESRT, IEEESH/R
TE ABAC ZERNHEZRE , F2H (AM E£REER) PREHABEEFEUES (ABAC).

ARC Ry B B BB IIE T 5H ABAC HERD & :

- ESEBERZELE ARCHARBERIMNZEEIR ABAC, MFEHEE ABAC for Network Load
Balancer # Application Load Balancer 2 E& RN FFMEN , 52 BElastic Load Balancing £ A&
$E®) 1 ABAC with Elastic Load Balancing.

& ARC EA R AE R
XEREEE B

REEAERIERE AWS BERNESER , YELFEABASRRACEKEETHEYL, AWS BEEE
HEEEHREBEAEN K MAREARMENRESS. NEFHMAENRA K F28 (AMFERERER) 1
IAM F YRR Z £ BHEE T E IAM EEIEENAWS BRI

ARC K5 BR %S E R8T A
XEEHFFIITFREER (FAS): B

ERER IAMER (EREHAR ) & RFHTHER AWS , BEWRRERFTA. BRESFFIRT
I, ERERELERKE  SUREINT EDHE , ARETEANRBETEES —EDFE, EHER
T, BYAERHITEMERFRFTT,

EREEDFRETEBRTHEMMBKEF ,

3
¢

ZERBRESEPHTHIERE :

« Amazon Route 53 Eifj#E %

ARC WERE A&
xERBAG . &
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/introduction_attribute-based-access-control.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/tutorial_attribute-based-access-control.html
https://docs.aws.amazon.com/elasticloadbalancing/latest/userguide/security_iam_service-with-iam.html#security_iam_service-with-iam-tags
https://docs.aws.amazon.com/elasticloadbalancing/latest/userguide/security_iam_service-with-iam.html#security_iam_service-with-iam-tags
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
https://docs.aws.amazon.com//service-authorization/latest/reference/list_amazonroute53applicationrecoverycontroller-zonalshift.html
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REACRRBEEN IAM AE , AIMREHTERE, IAM EEE UK IAM REY, SRR
At. IEFMAES  F2H (AM EFRERER) PHEILACUEIRET A AWS BRI,

ARC N ERAG
XERBERAS B

BHEFACREGE N —ERBAE AWS . BB TURERARENTHENAR. REER
AEghREEN F AWSIRFE |, YHEBHEE. IAM EES TR  EXRRERKERSEHN
AT A

MERVNEE ARC BB EFACHFHEENR , F260 £ ARC HERARKEEACETESEHE
EO

NMERVREERBEFEACHFMER , F2ETEL IAMEENAWS . EERRPSRR
#%, AT ERBEEHCHTHN Yes, BERER , SUREXBRBHNRBERE LM

ARC R EF B EEBBHN & 5 HBUIR A

RIFEFERR , FAENACREELSENR ARC ERNGF, EERTFEAEHEMEERMITEEN
& IAMBEBETRUEYT IAM BUR,

WMETHROAERIELEF JSON BERXHEIL IAM EPEBUR , F28 (AM FREERE) P2
M IAM BUR (E#AB).

ME ARC EXMNBENERERNFMRES , SEEEEREEMN ARNs KX |, F28 (RERES
#Y F# Amazon Application Recovery Controller (ARC) BV EI4E, B RMIEHZE5IE,

F&E

- BEREER

- g6l ERBEBTIELSFR
- &l : ARC API BjfE

HRREER

FOoEBREHEHSRFINEBASREAINEY., FHEMER ARC B, ELEEAEEREN
AWS IRFELXBM. BB SRES 2 EBURE , BERETHEARERSHE !

- FEER AWS SEBRRAE BRI RKEERTT - EERBRFTRTENCERAENTEER , BEH
BT R TS EREARAN AWS REBR., EMTELN REMA AWS IRF, RAIZREESR
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-service.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create-console.html
https://docs.aws.amazon.com/service-authorization/latest/reference/list_amazonroute53recoverycontrols.html

Amazon Application Recovery Controller (ARC) HEABEE

BERERARN AWS NEFZERXR , WE—FRDFA. NFEZER , F2H (AM EAEE
) FH AWS XEBRSAEBHENAWS XEBXK.

- EAREERFT - 5RE IAM BERNFAR  FERTHTERMENFT. KERLEN , &7
UERERERGE T AAUHBEERRINEE , EUBARBERTT. WEER IAM ERFFA
MEZMEENR , F260 (AM EREER) T/ IAM PR BERMETA,

- GER 1AM SRR AR — 5 IR SITFEVE - BT USRS EROE | LRSI BRI BRI,
Bitn , BASURBREGN | EEAARA SSLERFARR. NRBEKE M EARBEE
AWS BT , f5 T LA R SR8 T EL A7 EVME CloudFormation. MBEHERH , S8 (1AM
E{ERI) B9 1AM JSON BT - itk

£/ IAM Access Analyzer 5 IAM BUR |, #ERFF Al £ 2 B Al iEF1E4E - IAM Access Analyzer &
BHBRNBEER , BAELEBEFER IAM BERES (JSON) # IAM FEE., IAM Access
Analyzer 12fit 100 ZEBERERVEFATHESR , THHEREXLBEEANBE, NFEFHEE
A, F2E AM FRHERERE) PHEEA IAM Access Analyzer B 38 B

- FEZSEERRT (MFA) - NMRZHRPIFE IAM FEHES FHRERAE AWS tRFE |, FBBR MFA
DESZeM, WFEEFWY AP BERER MFA | 51§ MFA REFEBEENBER, NEHAE
A, F2E (AM FRAEER) FHER MFA HZ£ APl 17EL

WE IAM RREEENHEBEENR , F20 (AM FHEER) BH IAM Z£HEEK,

g5 EREBEREREATFE

# E77H Amazon Application Recovery Controller (ARC) £33 & |, B BHEE —HRIKHF T, BT
A ABAFEGIEHFRIR F ARC ERNFMEEA AWSIRE, MREEERI L HRERNLET A FBRIEHN
BHEBE , IBREGXRBENER (FRAEIAR) ME , TREMEEWFAERERE,

HREFI AWS CLI X AWS API (9ERE |, BTFFBERFREBEEEGHT. Rz , REAHFIA
B ERBMITZ API BIENBER AT,

BEHTEEEYR  EAELAEAEARCHEVEHESBBEBRHRN cREEZSCNTA, W
FAMET  F2R EARCHEARBERACETEREBHER.

EERFEAEBE AEAEHEDEBNTEFZTE AWS EBXEA | BB O TARNBEREZEE
FERE

JSON

{
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_job-functions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-policy-validation.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa_configure-api-require.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html

Amazon Application Recovery Controller (ARC)

FMBABER

"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [

"arc-zonal-shift:
:GetManagedResouxce",
"arc-zonal-shift:
:StartZonalShift",
:UpdateZonalShift",
:CancelZonalShift",
:CreatePracticeRunConfiguration”,
:DeletePracticeRunConfiguration”,

"arc-zonal-shift

"arc-zonal-shift
"arc-zonal-shift
"arc-zonal-shift
"arc-zonal-shift
"arc-zonal-shift

"arc-zonal-shift:

"arc-zonal-shift
"arc-zonal-shift

1,

"Resource":

Mg

"Effect": "Allow",

ListManagedResources",

ListZonalShifts",

ListAutoshifts",

:UpdatePracticeRunConfiguration”,
:UpdateZonalAutoshiftConfiguration"

"Action": "ec2:DescribeAvailabilityZones",

myn

"Resource":

"Effect": "Allow",

"Action": "cloudwatch:DescribeAlarms",

Mg

"Resource":

gif5] : ARC API Bk

BT AR BRI R ERE U EA RSB BERN ARC AP BERRERGEBER , BUE X
EREARNERRER TR AWS EBE REBEFRERFNAZs AWS B , LB E S+
BHNERKE, eERHEELHA , FERHEEEAEFTEEAN AP RENBER , TR,

BEPTREERER  ERAELAERE ARC HEABNRBEEACN T, EYRBEFAGHEN
AP ESETHIEAIBRT, MEFMEEF , F20 £ ARC PEARKEFACETESRHER,

ERERAESEHEBN APIRE |, FRTIIBRREZZFERAE
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Amazon Application Recovery Controller (ARC) HEABEE

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"arc-zonal-shift:ListManagedResources",
"arc-zonal-shift:GetManagedResource",
"arc-zonal-shift:ListZonalShifts",
"arc-zonal-shift:StartZonalShift",
"arc-zonal-shift:UpdateZonalShift",
"arc-zonal-shift:CancelZonalShift",
"arc-zonal-shift:CreatePracticeRunConfiguration”,
"arc-zonal-shift:DeletePracticeRunConfiguration”,
"arc-zonal-shift:ListAutoshifts",
"arc-zonal-shift:UpdatePracticeRunConfiguration”,
"arc-zonal-shift:UpdateZonalAutoshiftConfiguration"
1,
"Resource": "*"
},
{
"Effect" : "Allow",
"Action" : [
"cloudwatch:DescribeAlarms",
"health:DescribeEvents"
1,
"Resource" : "*"
},
{
"Effect" : "Allow",
"Action" : [
"arc-zonal-shift:CancelZonalShift",
"arc-zonal-shift:GetManagedResource",
"arc-zonal-shift:StartZonalShift",
"arc-zonal-shift:UpdateZonalShift"
1,
"Resource" : "*"
}
]
}
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% ARC RERRBEFACETEIREDER

Amazon Application Recovery Controller F # [E13 B BB & £ a AWS Identity and Access
Management (IAM) R ERFAE, REEFACREREEGZERBENE— IAM AFE  ZHER
T4/ ARC, RSERZACREH ARC BAER , YIEREA THEANKREFEWE A AWS BRI
ENFRE .

BYERAACTRETREMRE ARC , RALTUEHHEABNHT, ARC EERKERLAEH
%, BIEREES  BAIRE ARC TLBARA®. EENHTLEEERENSTLE  BF
AR R M I E E A 1AM R,

BLALERBRACHHEBRER  TRRRRBEELC, ENRELN ARC EFEBEBER , BA
BAETPMBRENERN,

NMEFEHMERBEFACNERENR , F2RRKELACHTE AWS IAM EERFEHNRE , XS
REARNEHK. BEEREENE , MeRZBRBNRBERS B

AWSServiceRoleForZonalAutoshiftPracticeRun K iR &% £ &5 7]

ARC fEF & & AWSServiceRoleForZonalAutoshiftPracticeRun #9 R ¥ E & A &R BT T FIEHE -
- EREFREMMN Amazon CloudWatch BRMEF Health &z E4 , WETEBHT

- EEBEBHIT (BEXEFHER )

RERARBEFZACHR , UREY., RENMEREEHHERER.
AWSServiceRoleForZonalAutoshiftPracticeRun ¥ iR %85 & @& 7]

R EEARER ZEBK AWSZonalAutoshiftPracticeRunSLRPolicy,

AWSServiceRoleForZonalAutoshiftPracticeRun RIS EE AR EFE T IRERBREZAR

* practice-run.arc-zonal-shift.amazonaws.com

BEMGUBERNET , F20 (AWS ZEBRSE) #H
AWSZonalAutoshiftPracticeRunSLRPolicy,

BAARERH , IAM B (NEAE, BERAR) T TR, REIMBRRBERSE, WEF
&, F2H IAM ERAEERTHREESA B,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_terms-and-concepts.html#iam-term-service-linked-role
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
https://docs.aws.amazon.com/aws-managed-policy/latest/reference/AWSZonalAutoshiftPracticeRunSLRPolicy.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#service-linked-role-permissions
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5 ARC E3I AWSServiceRoleForZonalAutoshiftPracticeRun fRIEE AR

BAREZEEFHE I AWSServiceRoleForZonalAutoshiftPracticeRun RIS ERE AR, EHE AWS EE
F1## A AWS CLI, = AWS SDK 2 —AFEHTHEHRER , ARC EALBRIRKEZAE,

HEMBRULBRBEZAS  cRFEBAEY , KUUERFHPEANREFEFEYAC, EARY
E—ERBNITARER , ARCEBRACEYBRKERAE,

#m#E ARC By AWSServiceRoleForZonalAutoshiftPracticeRun R EE AR

ARC T R #&4mE AWSServiceRoleForZonalAutoshiftPracticeRun RIS ER A, BIYRKELEA®
2 BEIEFACNER K RAHMERTEESZEXAG, Am , BFEH IAM RiGEACHE
R, MEFHMER , F28 "IAM FREEE) NREERKELZAR,

MiEX ARC B9 AWSServiceRoleForZonalAutoshiftPracticeRun RIS EL B

EETBEARERBEGACHIREIRY  RAEBERBRZAE. Ht—K , ERREREIDE
EHEENRERER. T8 A SXALERBHEEAGHNER , TEFEISEMER,

EHEBEBE , BB AWSServiceRoleForZonalAutoshiftPracticeRun RIS ER AR, WMEH
BEBIEENFMENR B2 ARC FHEFHER,

(® Note

R ARC BHEELEZMBRERFERAE , ARKACHBRAIES AR, WRBLEER
N, EETEDE  RRBXERAMNRAE.

£/ IAM FEIRBRERHEEAE

R IAM £3# 4 AWS CLI, = AWS API &fllBx AWSServiceRoleForZonalAutoshiftPracticeRun AR
BEEAE, NEFMAER , F28 "IAM FREER) PHRREEEEAE,

EFBBHEBHN ARC R EFEACEN

W% ARC R EFE AN AWS ZEBGREH , 52K ARC WAWS SEHEREHMER K, Bl
£ ARC WHFEF S EME TR BEE RSS R,

AWS ARC R EZEBEBHN SEBR

AWS SEHFEEH AWSAWS SEBRFEERYNEENBYREEEATSERARMEMET , UESR
AILABIRHS RIS RGAEAE . BFEAMNAR,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#edit-service-linked-role
https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#delete-service-linked-role
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FARCE , AWS ZEBRARTERTFTRECARFIINSEERTT , RAELFITAHAE AWS &
FfEM. RM2BEERRERNEARFINEFEERE  UEE -SRI,

BB E AWS SEBRPERNFA. MR AWS BEfHZ AWS EBRPERNTA , AIEHSR
ERREENAMEZRTAS D (E£RE,. BENAG ) . BFH AWS R BMEBRHH AP RET 4
BAERBERR , AWS RAAIEREH AWS ZEH XK.

WHFEFHMER , F2E AM EHEREEFH AWS ZEHE,

AWS ZEHE : AWSZonalAutoshiftPracticeRunSLRPolicy

""71' S4#% AWSZonalAutoshiftPracticeRunSLRPolicy Ei#ZH| IAM B8, HEBFDEZEIIRE
EEAE® | L5 Amazon Application Recovery Controller (ARC) ¥f[E 12 B BV @R #11T T S EhE

. EEEFRMA Amazon CloudWatch B RFEF Health &Rk B4 , UETEBHT
- EREKHT (EXESER)
- EEREUTNEDEBN LTHRERSE

MEFMET , F2HEEARC PEARKEFAGETESEHER,

EFEBEBH AWS SEBREN

MEBLREEHER ARC FESBEBHERN AWS SEBREMFMEN , F2H Amazon
Application Recovery Controller (ARC) AWS S EBEHNEH. MEHEHESENBEEHIRE , FiH
ARC X EH s HE LK RSS HE,

B BB ERE

Amazon Application Recovery Controller (ARC) R [EiZ BB EB Z T HEHEH R,

BE [
BEEEHNTHEHENERERIBE 10

A LGERESE .
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/8 ARC API

552 B CreateControlPanel

h

52 @) DescribeControlPanel

552289 UpdateControlPanel

52 DeleteControlPanel

ﬂlh

288 ListControlPanels

nl'-H-

$5 209 CreateSafetyRule

ﬂlh

82 @ DescribeSafetyRule

nliH-

82 B UpdateSafetyRule

$5 20 DeleteSafetyRule

$52:M ListSafetyRules

2B ListAssociatedRout
e53HealthChecks

#£28) GetResourcePolicy
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TRIIEE R ARC API 1 , BRI LERARBRFHERFEREERERERE | URAEBX4W

B

Action

HU 1S 3% R HIARRE

BI| i 3% e 422
SERTER R FIAREE

SR % {8 8% E 42 iR

£/ ARC X824
2R £ HES N E R 2

FIARRE AWS EEFEE

N/A

A2RE £ SN E R A2
FIARRE AWS EEFER

SR £ PISMENRKRME
FIARRE AWS EEFHEA

HE L AR 7S B2 AWS SDK #E A

/8 ARC API

$52:8 GetRoutingControlS
tate

5528 ListRoutingControls

5528 UpdateRoutingContr
olState

5528 UpdateRoutingContr
olStates

AWS HEEF B E 4 (SDKs) BRARFFZRAMIMNENRFTES. 5@ SDK HiR4t API, EXHBHHIMR
A, REBRASRATERMURINESRERARE,

SDK X #

EHARK C++ 89 AWS SDK

AWS CLI

EAR Go B AWS SDK

EAR Java B AWS SDK

BA R JavaScript B AWS SDK

E AR Kotlin ) AWS SDK

EARK NET 89 AWS SDK

EAR PHP B AWS SDK

RASEHI

BEARM C++ B AWS SDK 2R iS4l

AWS CLI I 584

BEAR Go K AWS SDK X 5l

BEAR Java B AWS SDK X iH £l
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B AR Kotlin ¥ AWS SDK iZX &£ 51
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BAR PHP B9 AWS SDK 2 15 £i /51
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SDK X # RSB

AWS Tools for PowerShell AWS Tools for PowerShell 2= i & i

B R Python (Boto3) B AWS SDK B AR Python (Boto3) BY AWS SDK 2 15 #i
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EHARM Ruby B AWS SDK B M Ruby B9 AWS SDK 2= 15 i i

B AR Rust B AWS SDK EAR Rust By AWS SDK F2 3\ i £i 5l

EAR SAP ABAP #) AWS SDK B SAP ABAP £y AWS SDK 2= G £ 4l
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MENBRENISESES , F2H F/H AWS SDKsHERERERE4BE B,

® T AEEES
BAEMENARE ? FEAARNEHRSHRASREHELSHFENBHEL,

i £ ARC BB H#EE AP| iR /ERV &5 AWS CLI

REHZZESNBEEARBEFNEERRARENXES , #£H8 AWS Command Line Interface £ Amazon
Application Recovery Controller (ARC) H i AP| RER R RIRFIThEE, L& S EHBIE T
fAIfER CLI ¥E1TEEHIEH,

3%iB Amazon Application Recovery Controller (ARC) R EV IR R4 , LA EEBR A EESFHIT
WiREEAERNER AWS EBif IEAHERREREBE,

LU B HEFESIEE LHAENBRAEFHERVEFE. ARC BER2HHNEN —AES IR
. BRERMERS RN AP, B0 LA REE MBS B2 GRS, WFEEE B R HThaE T A EF
&, F2R BEEH Tt
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® Note

ARC RXEZEiHHEN2HRE AWS Bifl, Fif , BUEEKZH ARC CLI fH--
region us-west-2HiEEXBIAES (RH#HM ) EE A6 LHRREE 28, fln, EELEIE
FEHE, BHImRMBER |, 38FH region 28,

ERBRUEER ARCERALRH—HEHIRE. SENSHNENBHEGFMRE , BXAE
CLI i HisEEEHE (AWS EiF FMikE URL),

WMEGSH NEFMAET AWS CLI, 552 AWS CLI s 2%, NERBEE APl BH{EMNBE |
BRG] API IR/ERN BR RIS AP B4,

3
¢
g

B, RMEEARARAIREYVERAEBEMENTH , REUEERK.
AR TE B HR R A T

BMNE-—SREVES, ARCEER—ERMERY A SHERIMES @ AWS EH, ARC E#3R
XEEL IR IHEER , URARTEBERENS TRAENERF — B,

1. B B&

la. B B5E., network-type REAM , ATLLE IPV4AS DUALSTACK, FEER{EA IPV4,

aws route53-recovery-control-config create-cluster --cluster-name test --network-type
DUALSTACK

"Cluster": {
"ClusterArn": "arn:aws:route53-recovery-
control::123456789123:cluster/12341234-1234-1234-1234-123412341234",
"Name": "test",

"Status": "PENDING",
"Owner": "123456789123",
"NetworkType": "DUALSTACK"

BERE—NEYN ARC BREE  CHEETEEPENDINGEMARAES . S LA KHEHE
Edescribe-cluster,

1b. HREE,

aws routeb53-recovery-control-config --region us-west-2 \
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describe-cluster --cluster-arn arn:aws:route53-recovery-
control::111122223333:cluster/5678abcd-abcd-5678-abcd-5678abcdefgh

"Cluster": {
"ClusterArn": "arn:aws:route53-recovery-
control::123456789123:cluster/12341234-1234-1234-1234-123412341234",
"Name": "test",
"Status": "DEPLOYED",
"Owner": "123456789123",
"NetworkType": "DUALSTACK"

EiR#ES DEPLOYED B , ARC ERIZVEF—HnMNES , HEEE, ST RFIHARE

#E&Elist-clusters,

1c. SIHEREE,

aws route53-recovery-control-config --region us-west-2 list-clusters

"Cluster": {
"ClusterArn": "arn:aws:route53-recovery-
control::123456789123:cluster/12341234-1234-1234-1234-123412341234",
"Name": "test",
"Status": "DEPLOYED",
"Owner": "123456789123",
"NetworkType": "DUALSTACK"

1d. EFEENRRER, 1#1EA IPV4 = DUALSTACK,

aws routeb53-recovery-control-config update-cluster \

--cluster-arn arn:aws:route53-recovery-
control::123456789123:cluster/12341234-1234-1234-1234-123412341234 \
--network-type DUALSTACK

"Cluster": {
"ClusterArn": "arn:aws:route53-recovery-
control::123456789123:cluster/12341234-1234-1234-1234-123412341234",
"Name": "test",
"Status": "PENDING",
"Owner": "123456789123",
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"NetworkType": "DUALSTACK"

2. B2 EIER

EHmEREAAES ARC BHEFINEBE H, EREVEER K ARC 2EHARIRME—(EESmE
#x , #A DefaultControlPanel, &a] LA BN{E A b $IE 4R

BREHERREFER —EEES, NREREERTERBES —BEE , BXEBEMBR , REES
—EEEPRIUE. BUNRY REFRFPHAEEGERList-control-panels, EEREF
BEBEPHNEFIEMR , FHE --cluster-arn WL

2a. B H 2 HIE R

aws route53-recovery-control-config --region us-west-2 \
list-control-panels --cluster-arn arn:aws:route53-recovery-
control::111122223333:cluster/eba23304-1a51-4674-ae32-b4cf06070bdd

{
"ControlPanels": [
{
"ControlPanelArn": "arn:aws:route53-recovery-
control::111122223333:controlpanel/1234567dddddd1234567dddddd1234567",
"ClusterArn": "arn:aws:route53-recovery-

control::111122223333:cluster/5678abcd-abcd-5678-abcd-5678abcdefgh",
"DefaultControlPanel": true,
"Name": "DefaultControlPanel",
"RoutingControlCount": 0,
"Status": "DEPLOYED"

mE , B AL RE T HOHEEERcreate-control-panel,
2b. B 12 HIE AR

aws routeb53-recovery-control-config --region us-west-2 create-control-panel \
--control-panel-name NewControlPanel2 \
--cluster-arn arn:aws:route53-recovery-control::111122223333:cluster/5678abcd-
abcd-5678-abcd-5678abcdefgh
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"ControlPanel": {

"ControlPanelArn": "arn:aws:route53-recovery-
control::111122223333:controlpanel/0123456bbbbbbb0123456bbbbbb0123456",

"ClusterArn": "arn:aws:route53-recovery-control::111122223333:cluster/5678abcd-
abcd-5678-abcd-5678abcdefgh",

"DefaultControlPanel": false,

"Name": "NewControlPanel2",

"RoutingControlCount": O,

"Status": "PENDING"

EREREY ARC BIREF , HEE VPENDINGEFHIAREER . BRI RigEEEdescribe-
control-panel,

2c. #HREHE AR

aws routeb53-recovery-control-config --region us-west-2 describe-control-panel \
--control-panel-arn arn:aws:route53-recovery-
control::111122223333:controlpanel/0123456bbbbbbb?0123456bbbbbb0123456

"ControlPanel": {

"ControlPanelArn": "arn:aws:route53-recovery-
control::111122223333:controlpanel/0123456bbbbbbb0123456bbbbbb0123456",

"ClusterArn": "arn:aws:route53-recovery-control::111122223333:cluster/5678abcd-
abcd-5678-abcd-5678abcdefgh",

"DefaultControlPanel": true,

"Name": "DefaultControlPanel",

"RoutingControlCount": O,

"Status": "DEPLOYED"

3. B R EHEH

RELCREREYEFRAER , BULMBERBAES, BIKHEGNE  SXEELEEER
FRIEHEIFTER ZEE /M Amazon Resource Name (ARN), &t 7] LUIE E B R Sl AV = I E R ARN, &€
FEEERAERMENESE.

MBEBAEEZRFER , FNBHEHSHEZTEHEINEHIEIR DefaultControlPanel,
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P SRz HiESlcreate-routing-control,

3a. EE%EE}?E%“o

aws routeb53-recovery-control-config --region us-west-2 create-routing-control \
--routing-control-name NewRcl \
--cluster-arn arn:aws:route53-recovery-control::111122223333:cluster/5678abcd-
abcd-5678-abcd-5678abcdefgh

{
"RoutingControl": {
"ControlPanelArn": " arn:aws:route53-recovery-
control::111122223333:controlpanel/0123456bbbbbbb0123456bbbbbb0123456",
"Name": "NewRcl",
"RoutingControlArn": "arn:aws:route53-recovery-

control::111122223333:controlpanel/0123456bbbbbbb0123456bbbbbb0123456/routingcontrol/
abcdefgl234567",
"Status": "PENDING"

PR HEEEEM ARC BRHEBNEYER , RItERLUER WD REREREER.
3b. HiREE EEHo

aws route53-recovery-control-config --region us-west-2 describe-routing-control \

--routing-control-arn arn:aws:route53-recovery-
control::111122223333:controlpanel/@123456bbbbbbb0123456bbbbbb0123456/routingcontrol/
abcdefgl234567

{
"RoutingControl": {
"ControlPanelArn": "arn:aws:route53-recovery-
control::111122223333:controlpanel/0123456bbbbbbb0123456bbbbbb0123456",
"Name": "NewRcl",
"RoutingControlArn": "arn:aws:route53-recovery-

control::111122223333:controlpanel/@123456bbbbbbb0123456bbbbbb0123456/routingcontrol/
abcdefgl234567",
"Status": "DEPLOYED"
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BT AR | H i mAR P A B eS| list-routing-controls, #&IER ARN 4B/,

3c. Flh kR,

aws routeb53-recovery-control-config --region us-west-2 list-routing-controls \
--control-panel-arn arn:aws:route53-recovery-
control::111122223333:controlpanel/0123456bbbbbbb0123456bbbbbb0123456

{
"RoutingControls": [
{
"ControlPanelArn": "arn:aws:route53-recovery-
control::111122223333:controlpanel/0123456bbbbbbb0123456bbbbbb0123456",
"Name": "Rcl",
"RoutingControlArn": "arn:aws:route53-recovery-

control::111122223333:controlpanel/@123456bbbbbbb0123456bbbbbb0123456/routingcontrol/
abcdefgl234567",
"Status": "DEPLOYED"

3,
{
"ControlPanelArn": "arn:aws:route53-recovery-
control::111122223333:controlpanel/0123456bbbbbbb0123456bbbbbb0123456",
"Name": "Rc2",
"RoutingControlArn": "arn:aws:route53-recovery-

control::111122223333:controlpanel/@123456bbbbbbb0123456bbbbbb0123456/routingcontrol/
hijklmnop987654321",
"Status": "DEPLOYED"

ETHIEHIF | BFEERR R ZGIRER | REREAWERBHESHRAE (Re1 M Re2), 1ELLEEH
b, BERAEHAREAEXNSERENTAESE,

4. BUZERA

ERRRERZERBZHEE  SALUREERANEACHRERN—LREEE  LESEANE
£, GIANEARAWER BEFEFIEFERERE, EERMELRBEE , BUNENKEBEFZER
Ao

Z2RAUAEWMESE  ERRAANFEERA, eB2E-STHZLRA A F2HEBIBHAEINZS
HAl,
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UTHURHEVEERINES , UBRONEEMEERE 6 MERHESPEDE—ERES .
EERZUHRA , AL assertion-rule BE#1T create-safety-rule,

WMERAR A AP REMNFEMER , 52/ (Amazon Application Recovery Controller Y 5§ i 2l
APl 2Z158) H B AssertionRule,

4a. BN EERA

aws route53-recovery-control-config --region us-west-2 create-safety-rule \
--assertion-rule '{"Name": "TestAssertionRule",
"ControlPanelArn": "arn:aws:route53-recovery-
control: :888888888888:controlpanel/zzz123yyy456xxx789zzz123yyy456xxx",
"WaitPeriodMs": 5000,
"AssertedControls":
["arn:aws:route53-recovery-control: :888888888888:controlpanel/
zzz123yyy456xxx78922z123yyy456xxx/routingcontrol/defl123defl23def"
"arn:aws:route53-recovery-control: :888888888888:controlpanel/
zzz123yyy456xxx78922z123yyy456xxx/routingcontrol/ghi456ghi456ghi"],
"RuleConfig": {"Threshold": 1, "Type": "ATLEAST", "Inverted": false}}'

"Rule": {
"ASSERTION": {
"Arn": "arn:aws:route53-recovery-control::888888888888:controlpanel/
zzz123yyy456xxx789222123yyy456xxx/safetyrule/333333444444",
"AssertedControls": [
"arn:aws:route53-recovery-control: :888888888888:controlpanel/
zzz123yyy456xxx789zzz123yyy456xxx/routingcontrol/defl23def123def"
"arn:aws:route53-recovery-control: :888888888888:controlpanel/
zzz123yyy456xxx789zzz123yyy456xxx/routingcontrol /ghi456ghi456ghi"],
"ControlPanelArn": "arn:aws:route53-recovery-
control: :888888888888:controlpanel/zzz123yyy456xxx789zzz123yyy456xxx",
"Name": "TestAssertionRule",
"RuleConfig": {
"Inverted": false,
"Threshold": 1,
"Type": "ATLEAST"
I
"Status": "PENDING",
"WaitPeriodMs": 5000
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}

THrpiliRtzE T RERANESS , AEFERFH—HEB SRAEHRREAERYN "FHEVER. =X
TEE, Y1, EUEETAFENRBERBES , Sl , BEELELIETRRRENERH, EILEH
B, PIEFRBIR H GatingControls B HIEEMAES , MHA TargetControls 2 IEENMIE
B%H T "gated”s

(® Note

BYREBERACH , SXFAEYRERBESG  HP T2 S DNS REBEH , URER
DNS REEBECHRER BRI RH,

EEEVHELA  EALER gating-rule BE#1T create-safety-rule,

MEEFRE AP RIENEFMAEIN , 5528 (Amazon Application Recovery Controller K& H 12 &l
API 2E158) Y GatingRule,

4b. B RER Al

aws route53-recovery-control-config --region us-west-2 create-safety-rule \
--gating-rule '{"Name": "TestGatingRule",
"ControlPanelArn": "arn:aws:route53-recovery-
control: :888888888888:controlpanel/zzz123yyy456xxx7892zz123yyy456xxx",
"WaitPeriodMs": 5000,
"GatingControls": ["arn:aws:route53-recovery-
control: :888888888888:controlpanel/zzz123yyy456xxx789zzz123yyy456xxx/routingcontrol/
defl23defl23def"]
"TargetControls": ["arn:aws:route53-recovery-
control: :888888888888:controlpanel/zzz123yyy456xxx789zzz123yyy456xxx/routingcontrol/
ghi456ghi4s56ghi",
"arn:aws:route53-recovery-control: :888888888888:controlpanel/
zzz123yyy456xxx789zzz123yyy456xxx/routingcontrol/1mn7891mn7891mn"],
"RuleConfig": {"Threshold": @, "Type": "OR", "Inverted": false}}'

"Rule": {
"GATING": {
"Arn": "arn:aws:route53-recovery-control::888888888888:controlpanel/
zzz123yyy456xxx789222z123yyy456xxx/safetyrule/ 444444444 444",
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"GatingControls": [
"arn:aws:route53-recovery-control: :888888888888:controlpanel/
zzz123yyy456xxx789222123yyy456xxx/routingcontrol/defl123defl23def"

1,
"TargetControls": [
"arn:aws:route53-recovery-control: :888888888888:controlpanel/
zzz123yyy456xxx789z22123yyy456xxx/routingcontrol/ghi456ghi456ghi”
"arn:aws:route53-recovery-control: :888888888888:controlpanel/
zzz123yyy456xxx789222123yyy456xxx/routingcontrol/1mn7891mn7891mn"

1,

"ControlPanelArn": "arn:aws:route53-recovery-
control: :888888888888:controlpanel/zzz123yyy456xxx7892zz123yyy456xxx",
"Name": "TestGatingRule",
"RuleConfig": {
"Inverted": false,
"Threshold": 0,
"Type": "OR"
1,
"Status": "PENDING",

"WaitPeriodMs": 5000

NMEEMEBZEHER &  SUNAERERUEBIENFERMAMER, 5 HHMER,

RE—HZERLRAE  FULBEREERS, RENHEIEBEHNMRE, MRset-
routing-control-stateiREFRETRZEIMRE , BEWFBEUATHFIAMRR

Cannot modify control state for [0123456bbbbbbb0123456bbbbbb01234560123
abcdefgl234567] due to failed rule evaluation
0123456bbbbbbb0123456bbbbbb0123456333333444444

£ —EE BT R A2 S ARN SERVIZHIEIR ARN, B ZEZBIFREL LB A ARN SFiER 2]
E#R ARN,

5. BILEFIRERE

BECARARHFHAEBRERE , B4 Amazon Route 53 REIEFRERE | REAEHEARE
WMEEEH DNS LBV . EEREBERE , ARC BRAZFSKEFREREREAKXY ,
LAE Route 53 EFfEHIRE, (EFREREHENEARINEEREER ; e RARAFEENKH
MER TG E. )
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i | BRREEMERER (ESRTAER ) . KA —E REAEARANIERER , 5—
BERERRERER , LREBEE,

BEXERHBENEFERERE  ETLBTTHEME , Hlm

1. £/ ARC CLI A ERERELRHEZES,
2. £ Route 53 CLI A& EEHIEH/7E Route 53 AR ARC EERERE,

3. £/ Route 53 CLI £ Route 53 FZE I MER#HZHE DNS 5ok , Wi EFRERERBERCEEL
)it

5a. REERERELKBE.

aws routeb53-recovery-control-config --region us-west-2 create-routing-control \
--routing-control-name RoutingControlCelll \
--cluster-arn arn:aws:route53-recovery-control::111122223333:cluster/5678abcd-
abcd-5678-abcd-5678abcdefgh

aws routeb53-recovery-control-config --region us-west-2 create-routing-control \
--routing-control-name RoutingControlCell2 \
--cluster-arn arn:aws:route53-recovery-control::111122223333:cluster/5678abcd-
abcd-5678-abcd-5678abcdefgh

5b. & &EHEFEILEFRERE.

@ Note
A LAEFH Amazon Route 53 CLI 2231 ARC ;E{ERER T,

aws route53 create-health-check --caller-reference RoutingControlCelll \
--health-check-config \
Type=RECOVERY_CONTROL, RoutingControlArn=arn:aws:route53-recovery-
control::111122223333:controlpanel/@123456bbbbbbb0123456bbbbbb0123456/routingcontrol/
abcdefgl234567

"Location": "https://route53.amazonaws.com/2015-01-01/healthcheck/11111aaaa-bbbb-
cccc-dddd-ffffff22222",
"HealthCheck": {
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"TAM: TXXXXXX=XXXX = XXXX =X XXX =XXXXXXXXXXXX",
"CallerReference": "RoutingControlCelll",
"HealthCheckConfig": {

"Type": "RECOVERY_CONTROL",

"Inverted": false,

"Disabled": false,

"RoutingControlArn": "arn:aws:route53-recovery-
control::111122223333:controlpanel/@123456bbbbbbb0123456bbbbbb0123456/routingcontrol/
abcdefgl234567"

},
"HealthCheckVersion": 1

aws route53 create-health-check --caller-reference RoutingControlCell2 \
--health-check-config \
Type=RECOVERY_CONTROL , RoutingControlArn=arn:aws:route53-recovery-
control::111122223333:controlpanel/@123456bbbbbbb0123456bbbbbb0123456/routingcontrol/
abcdefgl234567

"Location": "https://route53.amazonaws.com/2015-01-01/healthcheck/11111aaaa-bbbb-
cccc-dddd-ffffff22222",
"HealthCheck": {
"TAM: TXXXXXX=XXXX = XXXX =X XXX =XXXXXXXXXXXX",
"CallerReference": "RoutingControlCell2",
"HealthCheckConfig": {
"Type": "RECOVERY_CONTROL",
"Inverted": false,
"Disabled": false,

"RoutingControlArn": "arn:aws:route53-recovery-
control::111122223333:controlpanel/@123456bbbbbbb0123456bbbbbb0123456/routingcontrol/
abcdefgl234567"

1,
"HealthCheckVersion": 1

5c. B MEREBE DNS iiék , Wit EEREmEREERE K2 B,

A LAE A Route 53 CLI 7 Route 53 RE Y A #E% 8 DNS ok, AR EE V% , :581F change-
resource-record-sets s 5 HY Amazon Route 53 AWS CLI Command Reference FRIIE R, 1Eici%k
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B, EESEGFFHELN DNS & , LUK Route 53 BEFMRERER I ¥ EHealthCheckIDE (7E
2R3 6b),

HRTERER
{
"Name": "myapp.yourdomain.com",
"Type": "CNAME",
"SetIdentifier": "primary",
"Failover": "PRIMARY",
"TTL": O,
"ResourceRecords": [
{
"Value": "celll.yourdomain.com"
}
1,
"HealthCheckId": "XXXXXX=XXXX=XXXX=XXXX=XXXXXXXXXXXX"
}
HRRERBFR
{
"Name": "myapp.yourdomain.com",
"Type": "CNAME",
"SetIdentifier": "secondary",
"Failover": "SECONDARY",
"TTL": O,
"ResourceRecords": [
{
"Value": "cell2.yourdomain.com"
}
1,

"HealthCheckId": "yyyyyy-yyyy-yyyy-yyyy-yyyyyyyyyyyy"

B, EERTEFERAEBEEIRERMER , B LUBRESE 4b Y CLI &6 |, % HREE
#RoutingControlCelll’ OFF , % EHRoutingControlCell24 ON,

£ B Hi A58 57 % R 42 ) M ARRE AWS CLI

BUESE, RAEHMESERSE Amazon Application Recovery Controller (ARC) BiRz % , &7 LA
BHESEEE , LI HNENBEBENREHZEHRE,
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HREZEINSESESE  ARCEALRMIEEERY A SIHEREDPE—EAWS EFE, EAF
Ny# E L RS B IR AIARAERRE D OnEl B , B4 BRREHT —AEEHE (AWS EiF MiKE
URL)Off, E&MEMA AWS CLIZRERB S EHMEEHIEFIRER , RTEBEHHREZ , BEXEEERS
mE--regionty |, MAREIEHIFT R

BAERTMESEESE RN, ERENRRBRER RS  WERTFEASETANKRER. 0F
BFRAESABRRMNENRSS , 525 £/ AWS SDKsiY FEAE 15 R HI2RH B E.

MBER WHMAT AWS CLI , BB AWS CLI HSE, MEH L AP BIERFERALR
wHE , B BB AP BME,

/A Important
B ARIB T LATE Amazon Route 53 £ 4 EEHERBEFRE | BRMEZZFER AWS CLI =
AWS SDK E i HZEHIRE, ARC REEBESHNTEME ARC BHEEHERYHE , ARERH
REGRENEREEAIEBE, NEFEH ARCETAERENEZESE | 5208 ARC FKH
BHNREER.

B RAEGE , REBERA 0ff. EXRTRETERHIZBHEFN BRERFFH. BAUH
THT REFHHIEHNMEget-Touting-control-state,

EEYHERENEGMIEE , 81T describe-clustersin S AR ClusterEndpoints,
{8 #ClusterEndpoint @& —ERBANE A IH B , &7 LA REVS = FE TR B IE IR AE,
DescribeCluster @ —BERRIEHIHRE AP R1E, RMEREK ARC BEEERIRENAEEIRREE
EBD , IUEBHLEANBETERRE , LARERKE.

1. 5 & FR 22 )
BT LAMER S E R SR ARC B [ i 26 SRARAR BE B 42 5 M 3% R 12 SR G

1. SIS ER G ERA BB ZS. WREREERFER , Elist-routing-controlsEEEEF
HY PR B B 42 5 1R

aws route53-recovery-cluster list-routing-controls --control-panel-arn \
arn:aws:route53-recovery-
control::111122223333:controlpanel/0123456bbbbbbb0123456bbbbbb0123456 \
--region us-west-2 \
--endpoint-url https://host-dddddd.us-west-2.example.com/vl
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{
"RoutingControls": [{
"ControlPanelArn": "arn:aws:route53-recovery-
control::111122223333:controlpanel/0123456bbbbbbb0123456bbbbbb0123456",
"ControlPanelName": "ExampleControlPanel",
"RoutingControlArn": "arn:aws:route53-recovery-

control::111122223333:controlpanel/0123456bbbbbbb0123456bbbbbb0123456/routingcontrol/
abcdefgl234567",

"RoutingControlName": "RCOne",

"RoutingControlState": "On"

3,
{
"ControlPanelArn": "arn:aws:route53-recovery-
control::023759465626:controlpanel/0123456bbbbbbb0123456bbbbbb0123456",
"ControlPanelName": "ExampleControlPanel",
"RoutingControlArn": "arn:aws:route53-recovery-

control::023759465626:controlpanel/@123456bbbbbbb0123456bbbbbb0123456/routingcontrol/
2zZzzZXXXXyyyyl23456",

"RoutingControlName": "RCTwo",

"RoutingControlState": "Off"

2. NGBS B2 H

2. BUG B R IZ HIARRE

aws routeb3-recovery-cluster get-routing-control-state --routing-control-arn \

arn:aws:route53-recovery-
control::111122223333:controlpanel/@123456bbbbbbb0123456bbbbbb0123456/routingcontrol/
abcdefgl234567 \

--region us-west-2 \

--endpoint-url https://host-dddddd.us-west-2.example.com/vl

{"RoutingControlArn": "arn:aws:routeb53-recovery-
control::111122223333:controlpanel/0123456bbbbbbb0123456bbbbbb0123456/routingcontrol/
abcdefgl234567",

"RoutingControlName": "RCOne",

"RoutingControlState": "On"
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2. EXTEEEREH

FMBABER

EERRERHEHEHEFEHESNE SR  FERBEEEHREEHRS On, HITHD REHME
M4k update-routing-control-state, ( FERRIE , EEBZTH, )

2a. EFTEE EHIEFIRE,

aws route53-recovery-cluster update-routing-control-state \
--routing-control-arn \
arn:aws:route53-recovery-

control::111122223333:controlpanel/@123456bbbbbbb0123456bbbbbb0123456/routingcontrol/
abcdefgl234567 \

--routing-control-state On \
--region us-west-2 \
--endpoint-url https://host-dddddd.us-west-2.example.com/v1l

{3

7T 67 — 18 AP FFRUEIRS EHT 21 {5 424 : update-Touting-control-states, (HRA
W, EEAZA. )

2b. —RE BERR BHIZEFRE (HREH ) o

aws route53-recovery-cluster update-routing-control-states \
--update-routing-control-state-entries \
'[{"RoutingControlArn": "arn:aws:route53-recovery-

control::111122223333:controlpanel/@123456bbbbbbb0123456bbbbbb0123456/routingcontrol/
abcdefgl234567",

IlRoutingcontrolstatell: Iloffll}’ \
{"RoutingControlArn": "arn:aws:route53-recovery-

control::111122223333:controlpanel/@123456bbbbbbb0123456bbbbbb0123456/routingcontrol/
hijklmnop987654321",

"RoutingControlState": "On"}]' \
--region us-west-2 \
--endpoint-url https://host-dddddd.us-west-2.example.com/vl

{3

£ ARC A {5 F B% FR #2236l T 4

ES- |
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« £ ARC HEMERHZH TH

o £ ARC AP #4453 71 55 %7 2% F 2 ik A8
- BUBHESNLZERA

« X ARC HEENBIRF

£ ARC HE BRIt

AERANMAIRIIEE, ARG, EFEREBRENEHER , LMETE Amazon Application Recovery
Controller (ARC) A {85 F B& 3%

BRARUESE  UREECHNKRAZEFNARS ENEHER. REEURAEGHNEERERE , UE
AL REBER —ERFREMBHI S —ERERE  LEREBEABOES.

AAR , RESHEHZEUNEBEESRIHKE, FBEEREE—ERERTERHEFIMNE
HER , AEEREAEXNERES, i SR ER REEZRLA AWS Resource Access
Manager , B—EHRE T ERHAEFINZE HENWEHM ARC BiR AWSIRF, EET# ARC #F
WERLA , FXE ARC HEENEBIRF, MEEEEN , 528 Amazon Application Recovery
Controller (ARC) E1{&,

EEMFARBEFAEBERE , B ENRARFEERERE  WEFEEEAEXPERN
Amazon Route 53 DNS e 2 VBB, Hli , BEREEMBERES , Eb—REEREAERAEANE
EHER, S ECKREARERERISETEBE,

HBEREFHEBENEFERERE BT TIEBHHE

1. REEREEEMRBAES,
2. HEERHERELEFRERE.
3. MU W1{E DNS 528k , flnm{E DNS R ERC & , W EFREREESECHKE M FB.

BV EHNRZERA,

BELEREEE ARC EBALEVRHBHNTHLER, BETHINAEE ARC FRHEFREFIHARE
AP| 121E | B2 0 RS APl 2B1E,

£ ARC FEVEE
R AEVESE , BUE ARC FETERR 25 MIE HIE AR

EREEEH T o


https://aws.amazon.com/application-recovery-controller/pricing/
https://aws.amazon.com/application-recovery-controller/pricing/

Amazon Application Recovery Controller (ARC) HEABEE

EER—IAEENESRE , S UHHEIT API HILREMHEG —H S @R HIEFARE, B
BEETLGEEFZHEES,

/A Important

AR REHHERINESEEEE/ D ERE, —ERETUREFZHEESIMZESE
WEGETEFRIZERIER  BERUETEARR,

BYES

1. 7 B3R ARC E i &https://console.aws.amazon.com/route53recovery/home#t/dashboard,
2. #IE Clusters (B£),

3. EEEV , ARBWAEENERE.

4. &2 Create Cluster (B EE),

£ ARC M B% FR 2

AEERARENSEARERRLEHEZH. S, EENEREXERATEREMMMNERE
BEERETERNE —ERFEAWS BE , SEARSASETRARENERFEEE. EHRFS  £E
AEBERFENSEERBEREILKBES,

BN BEREGE B ERERs B EsARHERPSARE -,

BUBBZHUARENBHREZR , BUNSSEREEEFRERER B , ERERIKRE
FEREMEBIA DNS i , SRERBIRER. IREESFHERAUREALLRAUNEIRE
BREES , AN S ERERERERIEEEHEH,

b= vz g bl

1. 7£ BB ARC E#E & https://console.aws.amazon.com/route53recovery/homet#t/dashboard,
2. BERERREH,

3. ERHEFEEL , BEEY , AREBERBEE,

4

WARBREHNEE  EREENERGENESE  ARZEREFTEERGNVEHER , S BEH
TR HIER. HE , BUHAVRHER.

5. WMRSBEFRMHMHNZEGER  FEEEZVEHERNES  ARBAERRNERE,
6. BEIFEEVIRMIZH,
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7. RIRSERRER A MR H IR,

£ ARC HE R HZEFIEFRERE

FBa D EREFEEREREHEARENKRBARENSERARFEYRE . A&, BAUEA
Amazon Route 53 DNS FE#k R E B EEFRERE , fIINEFIEBE DNS idék. AR , ERFEEHME
EAEER IR HIRAREE | BRI 1E Amazon Application Recovery Controller (ARC) FEHEHARE , i$H
FHEH On 0ff,

® Note
FEERER AR B2 EIEFERERE | A5 E ST #1262 7 .

BB BRHEFERERE

1£ BARX ARC X 12 & https://console.aws.amazon.com/route53recovery/home#/dashboard.
BIER RS,

ERBESER L | BERBE,

ERBEFFAEAER L | BERLEERERSE,

WAEERERENER , RAREEREY,

o ~ wDh =

f% | EFAILRT Route 53 DNS 2% , LB MBBIEIERERERS ERSRIMER. N BR
£REEAME DNS FHE WG RS bR H RN ER TBIN . HER ARC AR MRS
ERAHBETE , HLHE Route 53 PRUMBRHBWERS | TBRNRE. NHRE DNS FHEB
WRBHHAAT  BeREREREHS

ELBVTEREBERCKE  SEERRNT

Name: myapp.yourdomain.com

Type: CNAME

Set Identifier: Primary

Failover: Primary

TTL: @

Resource Records:

Value: celll.yourdomain.com

Health Check ID: XXXXXX=XXXX=XXXX=XXXX=XXXXXXXXXXXX
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REREBEIHKERZOT !

Name: myapp.yourdomain.com

Type: CNAME

Set Identifier: Secondary

Failover: Secondary

TTL: @

Resource Records:

Value: cell2.yourdomain.com

Health Check ID: XXXXXX=XXXX=XXXX=XXXX=XXXXXXXXXXXX

B, BREGESFRENE , RAREHE, STEHE , FEMEHBNIKHRRE ST
BERERAERE S | OFF LR ERMBMRERTE S ON, EEITIIRER | BB E MRS
REGELRBNATEES , SUAKEBMEREEA, NEEAEHLHEHBERBOFEE
7, F2H £/ ARC AP| EVSME MR IEHIMAE (B ).

i

\

HEEEEM ARC AP BE2 M 38 B2 HI M AHEABLE (R IR B ER AWS CLI s T &6l , F2H £
£/ ARC Bt API #R4ERVEEH] AWS CLlo

£ ARC FR 2 2| HE iR

Amazon Application Recovery Controller (ARC) # B2 HIH#x 7] R AS BB iR H o AE— 8, 18]
AEBENEEME , #HERTUAEERREAELXAMBRENEHRES, BEERAESEASE—E
FERARER, BERBESSEIRSERNFES , RUUBERZBSIERERALZSHE LB RERE
HHEEE,

ELERVESER , ARC EEVEREHIER, S ERFERZEFIERETHRBES |, WA EY —
RS EZFERE R BEG 0E, FEE , EHERBBEIE ASCI F7Tt.

AHFEEE ARC THEHA LBV RSERNT R, NERE ARC FHERIRSIAEEE AP BENFEE
A, B2 BHIES AP| BE,

B iR

£ BIRX ARC 12 &https://console.aws.amazon.com/route53recovery/home#/dashboard,
e 3+ 3=kl

ERBEGHEE L, BERY , AREFZHER.

BEZRVEFEHRNES  ARBATRNERE,

BIEE V2 FIER.

o M w0 bd =
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£ ARC HH48 F 5 T 2% B 42 AR B8

A E3ER BA AN{AI £ Amazon Application Recovery Controller (ARC) @ #8 M E#H I iz sk A8, KAk
FIREENHEE , IEREROERFHEATRERNRE. FFHREE AWS EFHRERETE ERW
AAEE. ERHEFRES Hon , RESROBHZXEBEHEENEEE.

ERLGE R RS o AR ER  tRERRERERE . S, EREERE CRERSHER
B, B —RR 0 BN E R HES , UEERENRBVE.

&R BAE ARC £ ATEM ARC API EXTEEHZEFIRE, BREMEH API EMEHZHRE. &
5%, ARC EERFHEBEM API REBSH AR , LSTELEF, ELBEELNRER , ERE
E RAARBRCSFEERENKHERAEARE  BERFRAERE, I, MREERERNE
SIREEEMER , BULER API REZERBIRERITRNE SRR,

&R LAE T —EER R BIARRE | th A DA —IRE R BB R IR HIR G, Bl | EATRE R E A —EE% a2
RERESR Of f , MFLRERE —EREFR , fAlNEAENEIEREMNTHES. Fi, &7
RRBER S —ERmEHRERES On , LEBRE S —EREFEITABRENRE, EHERMS
18] LAE) B EE AT W MRIBE FR 2 R RS, MR ERERE.

ES- ]
-« £/ ARC API BUS M EH R IR HIIREE (25 )
o £ PEVSMEH R HIEFIARE AWS EEFES

£/ ARC API ER{S MR B2 HIARE (23] )

R EZBEME A Amazon Application Recovery Controller (ARC) API 1 £ 3R B 1S 5% 5 37 2% Fa 43 R
R, HERMEA AWS CLI 75, EAZHBENEXNBREEHH —ME AWS SDKs £H ARC API 1
£, B AP RERE CLI RERE , AFEARABESME , MARER AWS EEEEA,

ARC ZEBEM API EFRHEHRERERERFETEBENBS IRME (AWS BH) , RAKH
BERHERESTHENESES. ARC THEAERERHEFHNOABEARIRERMETFHNED = , DUET
BREAEHRERE, FEMER API NSRS ERHZHRE , SEREHP—EARIRERMN. 0K
ImREAMER BT NERERES —ERERRA,

A LAE Route 53 £ & |, S EH API B1{E DescribeCluster RI@IREEN EHBEIREEE,
BNEERARFIRENEFERTSEGRERSHERY K NAEERISB/RERNTHAMELEAN
AREE | LUEITERRMHERB R E R,

BAREFHEANEXNGEES , UEA ARC API REREUS M E R RZGEME | UREAEHE
KinH. WEFAEF , F2ETIRE :
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- UNEEER A AN Em 6 [ 19 2 SR v B DA BRIS M B2 E B IR AR B 2N IH & ) |, FE2 B £/ AWS SDKs
WEAREXEREFIREE.

- WFEMEM AWS CLI BN E R HZFIMENFHER , F2E £/ 5 F0 SR B B 12 5 AR RE
AWS CLlI,

£ AHSMERMSBZRERE AWS EEERE

BELE PESMEMRBEFIRE AWS EEIEA, TBFEIE , #ELEZIEAPEETREN
EiFEERE, BRER , BLEEBRMEA Amazon Application Recovery Controller (ARC) APl —
B, EXRAPEENBREERENER, I, EARC ERTHARMEBSHIEME , THAE
ZEEFEA, EREERR , RMBBEMEA ARC API REVE M EH £ ERIEN BT HRE,

MFEMER ARC ETRHEBENESREE , 5260 ARC HEAEFNSEER.
BERE TRETRANENMBEHERES  FERTIEFFHSER,

& EEUS IR B R EIRRE

1. 7£ BB ARC E# & https://console.aws.amazon.com/route53recovery/homet#t/dashboard,
2. EBEERHBREH,
3. WEEYD , EERFERILWREHEFIE,

SR — 2 S fEIRR FR IR AR RS

1. BRI https : // B9 Amazon Route 53 £# &, https://console.aws.amazon.com/route53/
home

2. EEARXERESISET , BEERHES,

3. 1%1%5171’!5 REBEBEEEERERA,

4. —RZEBBEHNAREERH R Off On , BURALELEREROIFELAEARERN KA
Eo

5. EXFAHEFBA confirm,

6. EEEMNREEKHB.

BURBEFNEZERA

B 16 b ) 2 fEIBG FR 12 I B "‘TLXJJ&EEB?HR{%?%?’*BE UG BANERR, Bl , B8 =
ERNOEREERAEXNAARMES , EEEHHERMRS. HE  SUREEEFERBERER
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—iEBR RS, ATRERATHILABLERKARE, HEHXE ARC FEMERMEFINE  FRIUR
£HRA

B LAE R EES, RAMSEEcHMEENESRRERBEFNZ2RA, SEZ2RAUME
E—-2HEREEE  BRIERTARZEZERR, EREYLZLRAR Bl 2R U28
EEEEHERP SRR/,

ES-]

- ZEHRANER

- EXRELEVZRLRA

« EERELEREIMBRZERA
- ERLZEBBUEHRBHRE

ZEHRAUNER
AMEEENZE2RA  BRRANEESRRY , EUURATRN T XRETEEE,
EHRA

EREERAR K ECSE — @ —ERAERHRER , ARC SREIHTEERER R KREMN K
f, BRARBRFHRETERE,

Hep—EE A4 20 L HEREMERS , flnEeE L RERE —EREE , EFREBRES —1E
REERHNRENER. ATHEEERR  EERATRAREHERT —EBHEFEREDR—
B R HIRONEEMIEERE, ERARREROEBARAED —EEANTHES.

FEERRVEERAULGAFFITIHRAAES AWS CLI a5 |, FERE PEYZT2RAREE &
F ARC B&H#2) API #R{ERVEEH] AWS CLlo

MERERAR L AP REBMNEFFEER , 5528 (Amazon Application Recovery Controller 8 2%
25l APl 2E15/) I AssertionRule,

RIER A

FERRERR , B — AR BT RS TEERAR/REERER  LLERBEERAFIEEN—
HEEREEFHTREEUUSEELERAEFIRE, REENKRGERRIEEAYRNE —KAEH 2
RE A ONZR OFF,

HREFIIHEE , BRI LIEY PR mRG | ER MARERMESE  URBERBRS , Nizd
RETEERSXTARBNRE, AR EEHLEFHIEDEREARERURER B FRHR
FIAREE |, FSRERREHRERES Off. BEEATERN , EUUBHERES On.
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EEREEEVEFILEZRRBIMNFERUNES AWS CLI 6%, F2HEE PEUZT2RAUER
£/ ARC BRFR#Z2) API #R{ERVEEH] AWS CLlo

W

MERERD AP REBMNFHEE , 5528 (Amazon Application Recovery Controller #2%H
2% AP 2Z158) FH GatingRule,

EEEALEVRE2BA

REFRSRRALAE ARC TRELBVRERA, BERECEVESRAUNFERA , ELSRER
REL. ZEESTHREEFT.

EE T HE UM E Amazon Application Recovery Controller (ARC) £ B R MR i=F API 24E |
20 BHES AP B1E,

3

ByZzeRA

1. 7 BB ARC E i & https://console.aws.amazon.com/route53recovery/homet#t/dashboard,

2. EEFERHES,
3. HERBEHEEL , BEESER,
4. EERHERFHEFEEDL  BESE, ARBEFRERLKAA,
5. EBEENMENRAER  EERAREERAL
6. BRESRE, EEMHHEBFESFHA,
7. EEZR£HAAIMNERERREE,
- HHHREERA , EESENBHES,
- HRFEERA , EEFERBZEFNE FEBBAEG,
SFHEMERA , BEERARE , UREERERA , UEERHERE,
@ Note
EEE—S THRNMIBEESEERA , 5528 (Amazon Application Recovery Controller #J
IR APl 2Z388) FM AssertionRule IRERENER. EEE—F THRINAIEE
REHRE |, 5528 (Amazon Application Recovery Controller 888 i 4] API 2Z155)
Y GatingRule R{ER ARV ERA.
8. IBIEEI,

ERBRRA e
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https://docs.aws.amazon.com/recovery-cluster/latest/api/safetyrule.html#safetyrule-model-gatingrule
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HEEE LIRESIMBREZERA

REPHSERRANAE ARC E#28 LIRBEIMBRLZERA. BREBLRLRUETHERNVES , U
PFLBAENSHHE, sEETHMRE  FMRAEHRELLZLHRA,

B TR E Amazon Application Recovery Controller (ARC) £ API &4 |, 5520 KhiEE
API 21E,

iR %2 £ 45 Al

1.  7£ BRX ARC F## & https://console.aws.amazon.com/route53recovery/home#t/dashboard,
2. EERmEH,

3. HERHEFIEEL , BEEFESIER.

4. HEERHERFHEFAEREDL  BERLHAA , ARBEMRIFEE.

BERZEAALENBBERE

EREERRT  BUREERBERELRERABHBTHIRAEGHRELE R, flW , EAEBRERE
REBEUETAHER , M-S ELL R TRES/NE L EEME B RHREAEN B HRE,
EEEMN "HhERE, Rl , EUNBER—HZELLHRR , UEERHRHRELTEBRELNE
AR,

&R LA A update-routing-control-states} update-routing-control-states AWS
CLI s H#H safety-rules-to-override 88 , TEFMHBHIZEFIME ( XS EHHBZFIAREE )
BHRBELZLER, FREEES2RER AN Amazon Resource Name (ARN) 87E 28 , i5ELL
EE 7R ARNs BERBEMEXZARLHKRA

ERcRBERBZEFHREETR , BRASSTSHHEERZRAN ARN. Hit , BANURET
ARN , AREAZ2RAUABRSBEBBHZHRE CLI B THEEE.

(@ Note
HREEMBRBRFEATREZEZERA , ALEAUHT CL T , £A—ERERA
BRREFBHZHRE , ERE S — B2 RAUHHERER, BESLE2HA ARNs #
WEFHoTHTEERSNRAUBE , WLERDFR , ERERN6G ST K.

EEH— 5 7 B ITEBE API ] SDKs £/ SafetyRulesToOverride Bt , 52 H
UpdateRoutingControlState,
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UTREBERZ2R A E R B EGRENWE CLI a7+ &5,

BR—ERZ2RA

aws routeb3-recovery-cluster --region us-west-2 update-routing-control-state \

--routing-control-arn \

arn:aws:route53-recovery-
control::111122223333:controlpanel/0123456bbbbbbb0123456bbbbbb0123456/
routingcontrol/abcdefgl234567 \

--routing-control-state On \

--safety-rules-to-override arn:aws:route53-recovery-
control::111122223333:controlpanel/0123456bbbbbbb0123456bbbbbb0123456/safetyrule/

yyyyyyy8888888 \
--endpoint-url https://host-dddddd.us-west-2.example.com/vl

BERMEZERA

aws route53-recovery-cluster --region us-west-2 update-routing-control-state \

--routing-control-arn \

arn:aws:route53-recovery-
control::111122223333:controlpanel/0123456bbbbbbb0123456bbbbbb0123456/
routingcontrol/abcdefgl234567 \

--routing-control-state On \

--safety-rules-to-override "arn:aws:route53-recovery-
control::111122223333:controlpanel/0123456bbbbbbb0123456bbbbbb0123456/safetyrule/

yyyyyyy8888888" \
"arn:aws:route53-recovery-

control::111122223333:controlpanel/0123456bbbbbbb0123456bbbbbb0123456/safetyrule/

qqqqqqq7777777"
--endpoint-url https://host-dddddd.us-west-2.example.com/vl

& ARC RESENEIRS

Amazon Application Recovery Controller (ARC) E2 & AWS Resource Access Manager AR & IR
HA, AWSRAM 2—ER#¥ , fEEEE M AWS 1RF HiEBR HHER AWS Organizations, ¥R
ARC BH#2% , BAUHLAEEER.

BAEREYERAE AWS RAM |, B2 HAGHANER, ERAFASEEEARANER , UARE
HANERSZHEE, 2HETNESE

- PHEMEERB AWS 1RF AP EB4EE AWS Organizations
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- FEIERLE AWS Organizations
- HE PHEEHEB AWS Organizations

WFE WEFHEEF AWS RAM |, FF2EAWS RAM ( EAEERM) -

FEiBFE A AWS Resource Access Manager £ ARC FBIRE R AREER , B FEA —ERERT
EHETRE BHENESIERFEBZEG AWS tRF. EREERLAEER , AWS IRF ZIEENH A
ALEARERFEE B CNEFIERMEBZEG , B ETREBRKE B ERAE S5 RS,

AWS RAM 2 —I8R#% , 7T AWS i#BiFFLZethiE XHAER AWS 1kRE, &R AWS RAM |, &7 LA
/A IAM B EFEAE AWS OrganizationsTt PHVEMHAME (OUs) ARLAEIR. AWS RAM
e—EBEFESRENAR , THAEE,

ECAABES  CUURSEATRENERAN. BRAARE TN RETHMBZ BHTH
SEMBARA  BERARAL ARC NES, (RUEREFTENERTRYRAEASRERS
FHRA, ) BIRFAARELTUMILSSERARIMA ARC WS , HAURNREHARES
B B S EIRS N SEEN.

EEMARMEA ARC FWEIREFRA , B EEPRYERAA AWS RAM, EREEEEEEE
HELRIRFBEEEENSEE, ??ié SEETLUER Si#EH AWS Command Line Interface AWS
SDKs AWS EEF A 1T ARC API 24 , EEEHPEVER , fluZ s EARMEEES,

AEERAMALREHRENSE , AR NAERRELRANS R

B $&
HABEM FREY
- HARE
- FUEHABAHAHEESE
- MAHAEE
HABENEEMETA
« IREERNAR
+ B®

H AR ER SRR

HARE A LBLEE PHREEE AWS IRF, ERTHEAELENRFHEESMEER. BE
/if—(ﬁ BEREHANERE,

EREEEH T e


https://docs.aws.amazon.com/ram/latest/userguide/
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- EEEBBS PBABENEHAESE AWS Organizations , A ERAE £ H AWS
Organizations., MEFMEA , F2H (AWS RAM EAEERE) FHEIB AWS Organizationsil
AH#A.

AWS RAM £ ERMNERLA , fInEE  LEEERRE (#HSEEIP ) B (us-east-1) B

—te
Ao

k-

A

\|
/

ESHAELHEANEER K CEEAZEENZHEETUEEEPEVYNEEESH ARC iR

EHARE  CXEAREGTEZEERAA, ERAARTELE AWSIRFZELAERN —&
AWS RAM EiR, ERLASEEELANER , UREALANSHEE, TELAEE , BLUE
MHFHWERRA , ERNTEERENERLA. EEEBUFNERLE , BRI UEA AWS RAM
E#E &, BB AWS Command Line Interface AWS SDKsfEf AWS RAM API 1k,

MREZ PR — , AWS Organizations BERIABEBANLA , BIABTFHSHEEEEE
EE/H Fﬁ%%ﬂ’]ﬁ-ﬂﬂgo ,EJJ SHAESWIMAERRZHBFE ,iﬁﬁﬁﬂﬁfﬁﬁ% LRABENT
EHE,

EALAEA AWS RAM E£# & , s#H. AWS CLI 5 SDK £/ AWS RAM AP| ##4E , REFEHEEW
#E&E, SDKs

I AWS RAM A HASRBEENES
Flﬁ = ﬁAWS RAM << ﬁﬁﬁ%?aﬁ» ':F'E’JE_Lﬁ/ﬁ/\?—o
FH RELEENEE AWS CLI

f£ A create-resource-share 55

o

RTHARENFT
ERFEAABETEE IAM TBEB HHBEENFTT AWS RAM,

RFIEZEMEA AmazonRoute53RecoveryControlConfigFullAccessZE IAM BUR |, AR
B IAM R EEHANGERALRAEERMENTT,

FHABET IAM R ABEFTEZEEN route53-recovery-control -
config:PutResourcePolicy, route53-recovery-control-
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https://docs.aws.amazon.com/ram/latest/userguide/getting-started-sharing.html#getting-started-sharing-orgs
https://docs.aws.amazon.com/ram/latest/userguide/getting-started-sharing.html#getting-started-sharing-orgs
https://console.aws.amazon.com/ram
https://console.aws.amazon.com/ram
https://docs.aws.amazon.com/ram/latest/userguide/working-with-sharing-create.html
https://docs.aws.amazon.com/cli/latest/reference/ram/create-resource-share.html
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config:GetResourcePolicy# route53-recovery-control-
config:DeleteResourcePolicy&f A, PutResourcePolicy#l DeleteResourcePolicy2fE

REFATR 1AM BfE, FERAELET AWS RAM 1R T ESIER 5 AR EEHREE,

I IAM AWS Resource Access Manager fER AN FFMER , FSBAWS RAM ( £EAEIER)
Ry an{a] 65 -l AWS Resource Access Manager IAM,

HOHAAARHES
ECBCEAREER K TIEBEBARSREENERE

- BR2REERSEETENRALANERESD,

- SRETNEEEFARAZETNERHAEFNRE , LEERAEXTEBENIKA,
- BREEZBRAHAMABEPELTNER,

- MRBEREEAAMABETNRER , ABREEEEZMBRARERSE,

EEBCHHACHENLAEE  BREFLATBRE, BAUER AWS RAM TR AHEE R
AWS CLI SDKs £/ AWS RAM API REXRH 1T IR E,

5/ AWS RAM = ABUHHA ALHEN L ARE

#F2H (AWS RAM EAEIER) FHNEFERRE,

£ BUE B EBAEN L AESE AWS CLI

5 disassociate-resource-share %%

o

MBI HRAERE

BEENSHEETJLUEBRE FRBEARBHHLAEE AWS RAM, It AT EIER ARC &AM
Hﬂ??/\ﬁﬁﬁlﬁm*ﬁggﬁﬁﬁ AWS CLI,

—RmE EEE— S THECHARCHEHLANEIR , 5528 AWS Resource Access Manager
CEREER) PHER

?ﬂh

- BABERE  BULNER BREEMALANMBER AWS RAM, MEFHMBER , F2HE ©@

HREAER AWS RAM,

- BRBEE  BULEA BRRESHANREER AWS RAM, MEFHER  FBEE FREL
AER AWS RAM,
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https://docs.aws.amazon.com/ram/latest/userguide/security-iam-policies.html
https://docs.aws.amazon.com/ram/latest/userguide/working-with-sharing.html#working-with-sharing-update
https://docs.aws.amazon.com/cli/latest/reference/ram/disassociate-resource-share.html
https://docs.aws.amazon.com/ram/latest/userguide/working-with-sharing-view-sr.html
https://docs.aws.amazon.com/ram/latest/userguide/working-with-sharing-view-sr.html
https://docs.aws.amazon.com/ram/latest/userguide/working-with-shared-view-sr.html
https://docs.aws.amazon.com/ram/latest/userguide/working-with-shared-view-sr.html
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SAEEE , BALUEBE FHEEA AWS BEE A RHEH AWS Command Line Interface #&E
ARC AP| IRERUETRREHFEE,

ERAEREBRIREHARAECHANES
HEHEEAWS EEFERANFAEARR L,

3
¢
g
e
i
S
H
=
i

R B EREHLAEHEENESE AWS CL
£/ getresource-policy i H. MRBEFEREX , - 2EEBXNWHEEBEENA.

BEAZHEE ERSHELHAR K CERELAEIHAR, I BEENEFERVTSEEHFTENIR
E.

HABENEEMFFT
BEENTH

EREAMAHAEHEANESRR AWS IRF | AERRENSRETUERERRIEFER, 8%
1 HI M At &R,

BRESHEE  CL/AEREN. EBNRMKGRES, SELZEUIMBRSRERNNER , HIWEH
BERMZERA, Flm, SEEIENSEEZIABEEH  UBERAZFINRE,

B, BA LU BRESEEcEETSEEMBETRATEHEHNFMEN. Flo , BaLER AWS
Command Line Interface AWS SDKs R4 ARC BRI AP| /B3R 45 1% BRI SR BE,

NREFEBUSHEEEUNER , MITNE IAM AREEEFFRERITNAG , YEEHNIRS
WMEEAR,

SERENTH

—RME , SREVUEREAANEETEV I EREHER, BHES, Z2RANEERER
E, MR EEHAERK , TR, BUIMBRLAABREPINESEER. Flm , SRETULMM
EEV ARG EREMMERZ 2R 8

THIRFEARSEE

- SREEZIRA., ERSMREIRSEHLREREE VR ER

- SREEZIRA. BUYSMEIEMRFEARBETEL cERNVIRHES , SEBEHRHIRE,
- BREEZEY, ERTREHABEPHMIRFRINZ SRR,

- SREBZEHABENAREHERTHEER , RATCEBRESHERSE,
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https://docs.aws.amazon.com/recovery-cluster/latest/api/resourcepolicy-resourcearn.html.html
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Wi  2EREZZEHXRAESENEREZEFHERTELEHES , RAREHEEERGRAREH@
o T8 , BEHEEALURIUEIIRS IAM A€  REFIEEERIZFERNTT. AR #EE
IURTF2HEERTACNT , LESEETUTRAREHERRERE  EREECEBAGH
nq:—.”:E}:Eo

MREE R A

ARC HEENERERXNEENEHERN. HRESHFENZHE  BUBRKEPRENERES
BAER,

MEFHMNEEEAMELF , 55 B Amazon Application Recovery Controller (ARC) EfE,

[

EHABEPRUNAAER , SFMAUERAREENSREMBINER , HEFTAEENEM
BERNBNERE , flmikmiEsl, MRAAZREERNVRFEESNREEHEENESE  NESHERE
HECEEE AN A ARFERE,

ERE-—STHEEFLN , F2ATIES . [TRVERNAERAERLR |, HEELHEA , KRR
BEEBAERERE K MCHARAEBEENIKRFRESHE,

122 ) T Al i 2
BERENHESEEHEREHS RFNTERE,

BN REREEEHSEEENZHENEES 50 Bz  mMBEEDE 13 ERFER. BRE ,
BRERSHEENHEERES 150, EURHHP  SHEREKSREEXAEEPET 37 BESEIR
( B 50-13),

s, MRAABENEMIRS WE TR ER , BLRF HERT A 50 BRI HRNEEEEE
o

B FR 122 I B 28

BRAEHERZELRSE  SEZFHERVES. SEEENESE  UARSEZLRANEE. #E
ENEREETAAELEHE.

Pl , REREEEHESERENRBEFHES 300 @ARE  MEREPEHE 300 ERHES, R
i, BER2RESUEERES 500, ERHF  SREELEHAABEPELFTNKBAERG,

Z2HRAERE
ftHEEEEHEREENEETELE R EHHTEE,
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https://aws.amazon.com/application-recovery-controller/pricing/
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Pl , BEEERFERNZERARENEREEES 20, BB HEERILETERS 80, FIR
Pl AREREENTRESL , SREEHAAEENEFERP RS REEEL 20 ALK A

MERBEFIRENTE , F20 BHEGNERE.
£ Amazon Application Recovery Controller (ARC) R 50 8& F1 ES 3= B 12 5l

&AL E R AWS CloudTrail 7 Amazon Application Recovery Controller (ARC) AR ESRE& iz H] |, BA
D HTE I 1 B S S HE AR R R

xR
- {EF 524 ARC API I} AWS CloudTrail

£ 528 ARC API 04 AWS CloudTrail

Amazon Application Recovery Controller (ARC) 282 RFEE S AWS CloudTrail , LRI IREERE.
A ARC 1 AWS IRIEFTIRENENfERVEC %, CloudTrail €% ARC HIFTE AP IR ASEH.
M ILZERE ARC AN |, ARE ARC API #ENENIFEM,

MREEMRR , AIAT L& CloudTrail SHEFER I E Amazon S3 #FATE , ©45 ARC WE#F, Al
EEREREEH , IKATLUEIR CloudTrail TR AN EHR LEHEBIBETTEH

&R LAEA CloudTrail FRURERHYEEA |, I ARC RHEMFER, REFRE IP ik, RHEBRHA
8, REFROKEE , AR HEMFHER.

EEH—5 T # CloudTrail , 528 "AWS CloudTrail fEH &M -

CloudTrail F#Y ARC &R

EHEVIRE AWS tRF B | 28 &8 CloudTrail, E5EEE ARC HE4K X THSHEHR
SEEPHEM AWS RIEEH — 524 E CloudTrall EHH, BAUE DR, EENTHRSRIEHN
EH AWS RF, MEFMEN , m2BF A CloudTrail E4F % 508,

BEFERHE TS AWS IRF | 8% ARC WEH , FEMIEHR, #RZRAERE CloudTrail #& HFEE
RERTE Amazon S3 #EFETEE, TR , EAETREPEVERE  FERSERAEFMEMN AWS
B, REGHCHEAWS FEEFARAERENEMS , I BAFEREIAIEIEEN Amazon S3 /7R
o A, BAIBIEREH M AWS BREE , BUE—F 5 i MEEE CloudTrail BFSHAIKRENEHER. W
FEAMER  F2RATIRE

- BEMIEHEE
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-user-guide.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/view-cloudtrail-events.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-create-and-update-a-trail.html
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« CloudTrail X BN RBENES

+ R CloudTrail B Amazon SNS & %l

- BEWZEREEH CloudTrail BFERMFEWZEIRFH CloudTrail BFESR

CloudTrail €52 #F7E ARC BifE , L EE#KTE Amazon Application Recovery Controller £
Recovery Readiness APl 2Z3§F. Amazon Application Recovery Controller By Recovery
Control Configuration APl 2Z 158 , LA& Amazon Application Recovery Controller Y Routing
Control AP| 2155 H, i , ¥ CreateCluster, UpdateRoutingControlState #
CreateRecoveryGroup EfEE HK &L CloudTrail ek iERPEEER,

B-EEMHUAREXRNSLSELEFRENETA. FoEATHEEHE T5IEE !

- REEMEAE R AWS Identity and Access Management (IAM) & ZE AERHEHE R,
- REBRBRE , REFATHREACEHMS I EAENERRLRBRE.
- ERERFHHEM AWS RERE.

WMESHMMER , 5528 CloudTrail userldentity JTT#,

BAEHEBELEEPH ARC B4

CloudTrail AJZE#&E A Event history (B4B S 8) MARIENEHN., BEMR ARC API ERHE
#, BUXEEETRASERNESRZIESPRIEXEAL (REM ). WEFHMEENR , BF2HE "AWS
CloudTrail &1 RHEA CloudTrail E44FF & 50 8%,

TH# ARC BFERER

BHR —EERE , EREBHUARERNEARAREIEEN Amazon S3 f#FRT#E, CloudTrail B
BRUS-—VSEEAFER, —EEHAEARFRENE-FR , AIEFRBDE. FRHBHAE
B, FRBHFEF. CloudTrail BFFEIIFELE API IR EREREEF Rt TS UEMEEIR
FH#E,.

T 5 HIE R CloudTrail BFSEE , REIREHHEHICreateClusterWEIE,

{
"eventVersion": "1.08",
"userIdentity": {
"type": "IAMUser",
"principalId": "A1B2C3D4ESF6G7EXAMPLE",
"arn": "arn:aws:iam::111122223333:user/smithj",
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-aws-service-specific-topics.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/configure-sns-notifications-for-cloudtrail.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/receive-cloudtrail-log-files-from-multiple-regions.html
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https://docs.aws.amazon.com/recovery-readiness/latest/api/
https://docs.aws.amazon.com/recovery-readiness/latest/api/
https://docs.aws.amazon.com/recovery-cluster/latest/api/
https://docs.aws.amazon.com/recovery-cluster/latest/api/
https://docs.aws.amazon.com/routing-control/latest/APIReference/
https://docs.aws.amazon.com/routing-control/latest/APIReference/
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-event-reference-user-identity.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/view-cloudtrail-events.html
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"accountId": "111122223333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "A1B2C3D4ES5F6G7EXAMPLE",
"arn": "arn:aws:iam::111122223333:role/smithj",
"accountId": "111122223333",
"userName": "smithj"
I
"webIdFederationData": {3},
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2021-06-30TQ4:44:417"

}
}
3,
"eventTime": "2021-06-30TQ4:45:46Z",
"eventSource": "route53-recovery-control-config.amazonaws.com",
"eventName": "CreateCluster",
"awsRegion": "us-west-2",

"sourceIPAddress": "192.0.2.50",
"userAgent": "aws-cli/2.0.0 Python/3.8.2 Darwin/19.6.0 botocore/2.0.0dev7",
"requestParameters": {
"ClientToken": "12345abcdef-1234-5678-abcd-12345abcdef",
"ClusterName": "XYZCluster"
},
"responseElements": {
"Cluster": {
"Arn": "arn:aws:route53-recovery-control::012345678901:cluster/abcl23456-
aall-bb22-cc33-abcl23456",
"ClusterArn": "arn:aws:route53-recovery-control::012345678901:cluster/
abcl123456-aall-bb22-cc33-abcl23456",
"Name": "XYZCluster",
"Status": "PENDING"

1,

"requestID": "6090509a-5a97-4be6-8eb6a-7d73example”,
"eventID": "9cab44ef-0777-41e6-838f-f249example”,
"readOnly": false,

"eventType": "AwsApiCall",

"managementEvent": true,

"eventCategory": '"Management",
"recipientAccountId": "111122223333"
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}

T5|€8 IR CloudTrail BFFIEER , R AEFIUpdateRoutingControlState &,

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "A1B2C3D4E5F6G7EXAMPLE",
"arn": "arn:aws:sts::111122223333:assumed-role/admin/smithj",
"accountId": "111122223333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "A1B2C3D4ES5F6G7EXAMPLE",
"arn": "arn:aws:iam::111122223333:role/admin",
"accountId": "111122223333",
"userName": "admin"
.
"webIdFederationData": {},
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2021-06-30TQ4:44:41Z"

1,

"eventTime": "2021-06-30TQ4:45:4627",

"eventSource": "route53-recovery-control-config.amazonaws.com",
"eventName": "UpdateRoutingControl",

"awsRegion": "us-west-2",

"sourceIPAddress": "192.0.2.50",

"userAgent": "aws-cli/2.0.0 Python/3.8.2 Darwin/19.6.0 botocore/2.0.0dev7",
"requestParameters": {

"RoutingControlName": "XYZRoutingControl3",

"RoutingControlArn": "arn:aws:route53-recovery-
control::012345678:controlpanel/0123456bbbbbbb0123456bbbbbb@123456/routingcontrol/
abcdefgl234567"

1,
"responseElements": {

"RoutingControl": {

"ControlPanelArn": "arn:aws:route53-recovery-
control::012345678:controlpanel/0123456bbbbbbb0123456bbbbbb0123456",
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"Name": "XYZRoutingControl3",

"Status": "DEPLOYED",

"RoutingControlArn": "arn:aws:route53-recovery-
control::012345678:controlpanel/0123456bbbbbbb0123456bbbbbb@123456/routingcontrol/
abcdefgl234567"

}
1,
"requestID": "6090509a-5a97-4be6-8eb6a-7d73example”,
"eventID": "9cab44ef-0777-41e6-838f-f249example”,
"readOnly": false,
"eventType": "AwsApiCall",
"managementEvent": true,
"eventCategory": "Management",
"recipientAccountId": "111122223333"

ARC AREEEIZRFIAY Identity and Access Management

AWS Identity and Access Management (IAM) 2 AWS ¥ , TiBIEEE R LB ¥ AWS &
RHFE. IAM BEEEWIRHHATLETS I RE (BA) NRE (EFHFY ) RFEHARCE
Ro IAM ZIEAT UG EFER AWS BRI &Y .

B #%

« Amazon Application Recovery Controller (ARC) Y 2§ 2 % an{a] E8 1AM & B fE

« ARC R HZEHIN & 5 B BEREH

« AWS Amazon Application Recovery Controller (ARC) H B& IR $I8) Z EBUR

Amazon Application Recovery Controller (ARC) 5 #Y % F 22  an{a B2 |IAM #& i {5 F

EIEER IAM EE Amazon Application Recovery Controller (ARC) iR FEE 5 , BT
FRURLE |AM Ihiee ol EEB% IR SR B E Ao

#& 7] LA1E Amazon Application Recovery Controller (ARC) BB FIZ 41 A/ IAM ThaE

IAM ZhE&E B EIEHIE
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BREBUR =
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IAM Zh&E B R ST
RSB =
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e A R °E =

e Hilal =
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R EFZFAE B
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RS0 EMERG TRREBLEFRATHLEDSE, NFTHROMELSSEEEK , F26H (AM
EREER) FTHEBEFEEBRERHEF] IAM 51,

FHIAM BDEBER | BUEEARRIEENBENER , UREMAERGET AFRIESEE, W
ETHRIETE JSON BERHPEANFAE TR |, 520 (IAM F£HEIER) B IAM JSON BERTES
EO

EERMAIAEFN ARC B2 BBKHES , FFS2H ARC I HEHIN 5 5 B BRI,

R 2R H R IR BBUR

XEEREBE : &
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BEREBERRH B EIRA JSON RN . EREBXNRE REHIR IAM ASEEEEMN
Amazon S3 REFATRER, EXEEREBRNERS  REEESTUERAEMARZEHHESEER
K IR

B R 122 I B9 BUR B 1F
XERRBE: B

EEE A LMER AWS JSON BUIRRIEEHAIUERMAR, WHER , BHMEERE A BERAE T oSt
EEREITHL B F,

JSON BURHY Action TERHRETUARAFRIEBERPEMNEF, BERECERABERKTH
ITHERABR BN ERVRT .

EEEERBAEFN ARC BMERE | B2ERBERESEFM Amazon Route 53 EFREFIEEZH
B4EM Amazon Route 53 EREEEHZNE1E,

ARC VB HEFH B RBFEEBFEZNFEATIIFE , RIEERN API IE

route53-recovery-control-config
route53-recovery-cluster

BREE-RAXNTEESBEFE  FRERSR. Hl , BT THIERE

"Action": [
"route53-recovery-control-config:actionl",
"route53-recovery-control-config:action2"

]

BT LERBRAZER (%) RIEESEEE, flin , EEEEMER Describe XFWAAEEE ,
SLLTEME -

3
@

"Action": "route53-recovery-control-config:Describe*"

EEMAIAEHN ARC B2 BBKES , 526 ARC I HEFIN 5 5 B BEREH,

ARC WBURE IR

TEBXRER : 2
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EESWLER AWS JSON BURRIEEH T AFHAR, thpER , BMEERE M ERE T oA
FEER#AT UL B

Resource JSON MR &S EEEAIENYH. REEKBRFEHAE Amazon Resource Name
(ARN) RIEEEER. EHFEFXZEEREBRHT , FABAF T () KT ZREAXNBARMEER.

"Resource": "*"

ERBERESES , BALEAEITSIE ARC MENER :

FEEREREERE ARNs WEE | URETUEASEERN ARN EENEME , F2EABRKRE
BEPNTIIEE !

« Amazon Route 53 EREHIBEEZNB/E
« Amazon Route 53 Recovery Cluster 2 81,

EEMARBEFE ARC B0 BBRSA , FFSE ARC FERMEFI 5 20 2 B 6.
ARC B BURfRIF 3R 5|8
XEBRBEERRRGEZR =

EESWLER AWS JSON BURRIEEH T AFHAR, twpEaR , BHMEERE M BERE T o
EERAITHLEBIF,

Condition TEERBEBRNKRY , BEERABXNATRE. EUNURMERFMESE FNFRHER
X (BINSFRTNR) , REBBRPORGNFBRINE, EEEFHME AWS £ERH4REIE , F2
B {IAM EAEIEE) FHAWS 2EHRGFRETREIE,

EREERHEFN ARC RHREIRFE  FE2RABBRESEFNTIERE

« Amazon Route 53 B R HIENE4E KRS8
« Amazon Route 53 Recovery Cluster B &4 3R 5|8

FEERVEFGSRBEEANDENER  F2ERBRESEPNTIER !

- EPESEEREMRHE ARNs B9EE | 5528 Amazon Route 53 18 R #2418 & & 1Y ) 1E M
Amazon Route 53 BR B EE &M EE,

- FEEFRVUFERASEERHN ARN IEENEEFE , 2K Amazon Route 53 Recovery
Controls E&MEJRHM Amazon Route 53 Recovery Cluster E&Z &R
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HEMAIAEFN ARC B2 BBERHS , FFS26 ARC A EHIN 5 5 B BRI 6]

ARC HH1ZEUZEH|/EE (ACLs)
XEACL: &

FHUZRHEE (ACL) AT L ER (IRFXE, ERAENAR) BEFHEERNTA. ACL EHUR
ERAPR , BEMAER JSON BERMXHER.

£ ARC B2 77EUE #| (ABAC)
18 ABAC (BUERHIVER) : b9

B RFEUES] (ABAC) R—EREXRE , REBARRNBHERFTAIHE, SUUSRERERE IAM
B AWS MER , RKKRET ABAC BUR , MEEZREANRERNTSER LVERE RFHRF,

MERBERIZHIER , 55FH aws:ResourceTag/key-name, aws:RequestTag/key-name
aws:TagKeys RZR5|8 , THRNWEETEF , REEBEA.

NMRBHEXESEEREEN S =ERG SR  RBEZBBEMS , EA Yes, IRBHEIERLE
REEN =@ k4 iR , RIEA Partial.

WMFT ABAC HEHHAEH , F2E (AM ERERERE) PHEA ABAC BRIEERF . NEEESHR
E ABAC ZBRN#HEZRE , F2H (AM EHEEmRM) FHEABEEFEZH (ABAC).

ARC EH#ZH 23 T 5% ABAC W& :

- BREFIEREZE ABAC,
- BEREBETXE ABAC,

B ARC ERRREAEHR
XERERE &

B AERRMYE AWS ERNEHFR , YEAFEABRESRURACKATHET., AWS EEE
BREELAHREAESN K MAREARMENER. UFEFMAEA  F2H (AM EAEER) F1
IAM 7 8 R s &2 2 B RE B 7] £ |AM FEECEERIAWS AR#S o

ARC W ERR#E ERTH
TEEFEFMIERE (FAS): 2
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EOER AV BB (ERENAG) £ PUTBERAWS  CRRRBETA. REGEHTTET
M, BEERRLEEE  CTRENT— BB, ARETANRBFBRS — BB, ELER
T, B4 BREHTEMEBAENTT,

EREEDFREETERRTHEMMEKRENE , F2RRERESZPHTIEE

« Amazon Route 53 ER&E &
« Amazon Route 53 15 Rz 4l

ARC WIREAE
XEBRBAG . &

REAGRREETN AM S€  AIREMTEE, IAM EEE LR IAM AE, 18R FNM BRIREE
Af, MEFHMEENR A F2R (AMERERERE) PHEITAGLUEIREF T AWS RS

ARC HIRIEFAE
TERKEZAG

BHEFAGRERE RBEN—E AWS REAE. BRBTUREARENTHENAR. REER
AEERTEESNIIRES AWS |, YHRBHSE. IAM EEESF RS , BT ERERKESACH
LB

BT EARBESAG,
ARC FRig R 25K & 5 B IR SR 5 41

RIBFEK , EAENALKBEELTER ARC BRNVFT, EERTEAEHHMEERAUTEFN
A, IAM EEE T EY IAM BUR,

T MR fE RIS LB ) JSON BUR U Y IAM B 2 RBUER |, F2H (IAM EREERE) FHE
M IAM BUR (E#8).

ME ARC EXNBENERERNFMRES , SEEEEREEMN ARNs KX , F28 (RERES
#Y H# Amazon Application Recovery Controller (ARC) BV EIE., B RFMIEH 58,

F&E

- BEREEK

- #6) - ARBEBEHN ARC THAKFER

- E5l : AARBIESIEREN ARC API BiE
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HERREEH

FOoEBREYESIRFINEBASREAINEY., FHEMER ARC B, ELEFATEEREN
AWS IRFELXEM. EREYNRES 7 EEXK , FEE I EARERER

- AR AWS SEBRL B O REERA - BERBREFAIRTENERENTHEER , FEA
REAFARTFHSEREARMIN AWS REBR. EMTEEN RER AWS tkF. RfIZBEER
BREREARI AWS WEFZEBXR , WE-FRDH . WFEZEA , F2H (AM EREE
) P AWS ZEBRSAEBBENAWS ZEBXK.

- EAREERFT - 52E IAM BERNFAR  FERTHTERMENFT. KSERLEN , &7
UERERERG T AIUHBEERKINEEF , EUBARBERTT. WEER IAM ERFFA
MEZEEENR , F260 (AM EREER) T IAM PR BERMETA,

« £ IAM BER PR EGE— S REIFEE - SO LUSHREFIEEBER |, UREIEBEMNERNEE.
flan | WAILARBBERRG , EEXEMEA SSL EEFAERR, MREBRIZE Sl FHRKEEE
AWS BRFS , &t a] LUGE A R4 3R % T H 7BV CloudFormation, MEHMET , 528 (IAM £H
HIEE) FH IAM JSON BUERTE : 4,

£/ IAM Access Analyzer & IAM BUR |, BRFF A1 £ £ B A IEF1E/E - IAM Access Analyzer B
BHBEANBEBR , BRELBERER IAM BUEREES (JSON) 7 IAM &{EEH. 1AM Access
Analyzer 12 100 ZIHBRRERVEATHER , THHERELXLBEEANBER., WEFAE
A, F2E AM FHERERE) PHEEA IAM Access Analyzer B FE BUE

- FEEZSEEZRRT (MFA) - MRBHRGIFE IAM FRER FHIRFEAE AWS IRF |, R MFA
DIESReM., MEEFWY AP BERER MFA |, 35 MFA S4B S ENBE, MEFASE
A, B2EH (AM EAEER) PHNEB MFA HZ £ API 7HL

WE IAM AREEBNEEES  F28 (AM EREER) $0 IAM 22 528K,

g6 - AN BEHN ARC TZAFH

# E17H Amazon Application Recovery Controller (ARC) 32 & , B4 EEE —HREHF T, BLH
AIABAFEGIH MR - ARC BRINFEMEERA AWS tRF, NREBETHRERNEHFTERIEN
SoBEEXK , IBREFRBENER (FAEIRAR)ME , TRAMELNARERE,

HAMERW AWS CLI 5 AWS API IWEAE | BAZEEAFREBEEEREHT, k2 , REAHFFIA
SMMERHNTZ AP BIENEERTIAT,

ATREEAENAGEEAFFIEE API RERMAIER ARC 124 , 1§ ARC fJReadOnly
AWS RERREZEZEE, WEFEEA , F28 (AM £REER) B ARC ZE B AR SH
B EAE.
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FERTHEAEBEBTEAMEA ARC BHARHI RN TREFIE , FR N T RHBSREREEH
&, URFEMERE ARC BHEZEHERMRENTERTT

JSON

"Version":"2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"route53-recovery-cluster:GetRoutingControlState",
"route53-recovery-cluster:UpdateRoutingControlState",
"route53-recovery-cluster:UpdateRoutingControlStates",
"route53-recovery-control-config:CreateCluster”,
"route53-recovery-control-config:CreateControlPanel”,
"route53-recovery-control-config:CreateRoutingControl",
"route53-recovery-control-config:CreateSafetyRule",
"route53-recovery-control-config:DeleteCluster”,
"route53-recovery-control-config:DeleteControlPanel”,
"route53-recovery-control-config:DeleteRoutingControl",
"route53-recovery-control-config:DeleteSafetyRule",
"route53-recovery-control-config:DescribeCluster”,
"route53-recovery-control-config:DescribeControlPanel"”,
"route53-recovery-control-config:DescribeSafetyRule",
"route53-recovery-control-config:DescribeRoutingControl",
"route53-recovery-control-

config:ListAssociatedRoute53HealthChecks",

"route53-recovery-control-config:ListClusters",
"route53-recovery-control-config:ListControlPanels",
"route53-recovery-control-config:ListRoutingContxrols",
"route53-recovery-control-config:ListSafetyRules",
"route53-recovery-control-config:UpdateControlPanel”,
"route53-recovery-control-config:UpdateRoutingControl",
"route53-recovery-control-config:UpdateSafetyRule"

]I

"Resource": "*"

}I

{
"Effect": "Allow",

"Action": [
"route53:GetHealthCheck",
"route53:CreateHealthCheck",
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FMBABER

"route53:DeleteHealthCheck",
"route53:ChangeTagsForResouxrce"

1,

"Resource": "*"

g5 . AR HZHEEN ARC API BifF

ATHRARERAETUFER ARC API BNERMER ARC iRHZHIELE  BEEZHESFEHRETEERAN

AP RERVBUR |, BT ANR,
B EREREFRRHERN APHRE , BREUTATHBREZEERE

JSON

"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"route53-recovery-control-config:CreateCluster”,
"route53-recovery-control-config:CreateControlPanel”,

"route53-recovery-control-config:CreateRoutingControl",

"route53-recovery-control-config:CreateSafetyRule",
"route53-recovery-control-config:DeleteCluster”,
"route53-recovery-control-config:DeleteControlPanel”,

"route53-recovery-control-config:DeleteRoutingControl",

"route53-recovery-control-config:DeleteSafetyRule",
"route53-recovery-control-config:DescribeCluster”,

"route53-recovery-control-config:DescribeControlPanel"”,

"route53-recovery-control-config:DescribeSafetyRule",

"route53-recovery-control-config:DescribeRoutingControl”,

"route53-recovery-control-config:GetResourcePolicy",
"route53-recovery-control-
config:ListAssociatedRoute53HealthChecks",
"route53-recovery-control-config:ListClusters",
"route53-recovery-control-config:ListContxrolPanels",

"route53-recovery-control-config:ListRoutingControls",

"route53-recovery-control-config:ListSafetyRules",
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"route53-recovery-control-config:ListTagsForResource",
"route53-recovery-control-config:UpdateContxrolPanel”,
"route53-recovery-control-config:UpdateRoutingControl",
"route53-recovery-control-config:UpdateSafetyRule",
"route53-recovery-control-config:TagResource",
"route53-recovery-control-config:UntagResouxrce"

1,

"Resource": "*"

ERERAEFRESERTE API £ ARC BRHEZFIPETESR , S0, SEERHREERTSELES
HHBAERE , LU T ARC IAM BEREZREZN IAM E£HE.

AllowSafetyRuleOverride M ERMT , UBRLECREAKRBHEFIHENZ LKA, &
THETIRIE ) RO, TeEF BT, THERBXBFHMRITEBERAPHRERLE. Fla,
REBTRFERRAEBEUETLBER  M—AZELLRRTEEE/NELEEMRARENE
MBR IR FIAR BB HT, WEF A AFFIRESEETT API RIS EHMRBEFRER  EEEBENTS
RAl, MEFEES  F2REELZ2HAAUETBHARE.

MRBEEA EEFFRAERESERTE AP, B LBERZEHA , BAIBUE
FAAllowSafetyRuleOverridesHMEMM FTATRHBREEE false, EEAFEEFEERS
#FAl , FAALllowSafetyRuleOverridesHiMERES true,

JSON

"Version":"2012-10-17",
"Statement": [

{

"Effect": "Allow",

"Action": [
"route53-recovery-cluster:GetRoutingControlState",
"route53-recovery-cluster:ListRoutingControls"

]I

"Resource": "*"

}I
{

"Effect": "Allow",
"Action": [
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"route53-recovery-cluster:UpdateRoutingControlStates",
"route53-recovery-cluster:UpdateRoutingControlState"
1,
"Resource": "*",
"Condition": {
"Bool": {
"route53-recovery-cluster:AllowSafetyRulesOverrides": "false"

}

AWS Amazon Application Recovery Controller (ARC) A B& FR 3 &89 Z EBUR

AWS ZEBRZH AWS AWS SEBREVNEENBIBKEEATSEARGIRMEFT , UESR
AR ARG ERE, FEANAE,

aclE , AWS XREBRTRIAERTFRHECARFNFERRETT , HAELFAIAHAE AWS &
FER., RM2BREERRENEARFINEFEERE  UEE -SRI,

FBEEEBE AWS SEHRPERNTA, 1R AWS EH T AWS EBRTERNGTT , AIEHER
EHREENMBEERRASY (ERE, HEANAG® ) . EMNN AWS R REBZHH API R
BERERBEME , AWS B TRERH AWS ZEHXK,

WEFMES , F2EH IAM EAERERP AWS ZEBKE,

AWS ZEHE : AmazonRoute53RecoveryControlConfigFullAccess

B LA#E AmazonRoute53RecoveryControlConfigFullAccess E#E IAM B, LWBERET
£ ARC HEAERZEFEEBBHENTEFIE, SHERIFETSFIERZHEEDEN 1AM
FEHEMEMEHE,

BAI LB 1T REF B E Hfth Amazon Route 53 EfERIFEUE |, BER B
2 B RIEHINEERERE, 6l , BUUAF T —HSEEENFT
A : route53:GetHealthCheck, route53:DeleteHealthCheck.
route53:CreateHealthCheck# route53:ChangeTagsForResource,

EEMAMNEENT , F2R (AWS RERKRSE) 71

AmazonRoute53RecoveryControlConfigFullAccess.
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AWS ZEHE : AmazonRoute53RecoveryControlConfigReadOnlyAccess

BT L% AmazonRoute53RecoveryControlConfigReadOnlyAccess EiEE IAM £, ©iEA
REERERAZEINZLRAUBENERAE, LBEREBETE ARC HEAERERHERBFENKEE
FEE, GEFRERLIEY. ENSMBREREFER,

HEMBMBORNEH , F2H (AWS REBRSE) hH

AmazonRoute53RecoveryControlConfigReadOnlyAccess,

AWS ZEHE : AmazonRoute53RecoveryClusterFullAccess

& LA AmazonRoute53RecoveryClusterFullAccess EiEE| IAM B8, HEBXRIZEFE ARC
HEAREENTFHCHFEN TR FIE., KEERIFEETEFIE ST sE E AT N MEEUE B2 6K
IAM EREME MR,

HEMBAMBORNEH , F2H (AWS REBRSE) hH

AmazonRoute53RecoveryClusterFullAccess,

AWS ZEHE : AmazonRoute53RecoveryClusterReadOnlyAccess

BALA#% AmazonRoute53RecoveryClusterReadOnlyAccess iE#EE IAM B, LBEEREF
ARC FESERFTHNMWEFIE, SLFERAE T UEEEHEGIRE | BREEHH,

EEMBAMBORNEEH , F2HE (AWS REBRSE) hH

AmazonRoute53RecoveryClusterReadOnlyAccess.

AWS ZEHE : AmazonApplicationRecoveryControllerRegionSwitchPlanExecutionPolicy

BRI LA#% AmazonApplicationRecoveryControllerRegionSwitchPlanExecutionPolicy
EEE IAMER., HBERER T ARC EBFTIRETERTHNAMENT T, SHEZEIAREETRGTE
HITH 1AM B,

AR
HBEREE LT

« arc-region-switch:GetPlan - AFFEREINER I #ET SRV HEERFRER.
« arc-region-switch:GetPlanExecution - AFFERERISEREFH VIR EHTHHEEER.
- arc-region-switch:ListPlanExecutions - fAFFE Y| H BRI EBINAAE T,

« iam:SimulatePrincipalPolicy - AFEBRERMTM IAM ACAHTHEE. HWFFTHEE
R IAM A€ , WHEFSFAHEER , LESTESNRASI I RERT EMLENFT I,
« cloudwatch:DescribeAlarms : A FrFE & #EEL Amazon CloudWatch B REIMHEEH.
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« cloudwatch:DescribeAlarmHistory — FF E8H#EEL Amazon CloudWatch 8 R FE 5 AR RE 2
¥,

« cloudwatch:GetMetricStatistics — R FFF & HFEL Amazon CloudWatch ¥ 8EEMNHKETE R

HERBRBERNFHREN , SEEFREL JSON BERX K |, F2R (AWS ZEBXRSEER) #

# AmazonApplicationRecoveryControllerRegionSwitchPlanExecutionPolicy.

BREIREN AWS ZEBEREMN

mE B LRI BARIE M ARC FEEHIEHI AWS ZSEBREMFMEN , 528 Amazon Application
Recovery Controller (ARC) AWS ZEBENEH. WENHEHMESFEN BEHIRE , 55518 ARC XHE
$ESEMH LM RSS HE,

B BRI B ER

Amazon Application Recovery Controller (ARC) FEVEHZEHIZRA T HERE ( LB ARH ).

B [
BEKRFNEEHE 2
BEESENEFEHRHE 50
100
FE 2SI AR B RS2 E
300
BEESNRHZHER (EFRARHIERF
)
BEZHERNZERAHE 20

#18 UpdateRoutingControlStates $#/ERFIL#Y 10
HEEEHEE

BRHBESRIMVEE API FFILE 3
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ARC HH (R ERE

(® Note
Amazon Application Recovery Controller (ARC) H E R EETBREREHEF£H,

REXFUBEBEEFRAZRE. WEFMEENR , 528 Amazon Application Recovery
Controller (ARC) BfgE ] ST,

&8 Amazon Application Recovery Controller (ARC) FHEBRRERE , WA LURA T BN ERRE
AMERRECEBIFETER. £ ARCHEY AWS EAERABEHATEVEHEERER K BESE
BERERARNMEBEEN , fll AWS EREHE,. FENERBHBE. AR, BUlEERIEE
WBEH K ELEeFgrEt i BEIEARINEARE4ERNED. EREREGHRRBRETI
FESZESEARAMSERENREURESEBEREMNMREE,

AERAMABBEIHRERARANERFENRTS , EARCHEVEARARE | LERER
EiRERERMEFNER. AR KUUMRKRSRNEEREERENEREESHE , FARC A2
BRERAEANEREE,

BURFERER K SUNERERNER/RE. ERERENHYERRETHRERABRAERRAEERE
BASENEEES  URREERAEANSTE, RABRNABERFMER. WRERTHAA,
BALHERENBEERE  RENEAENEXRBRYELE,

/A Important

EREREHNEERITERAEAENEENATHERERE —A&EMH. ERERETE
ARERENEESEAREERERE B TRRBEEREREFALBEHHBREBEN
ERERIRM
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REXFULBEBLEEFRAZRE. WEFMENR , 5528 Amazon Application Recovery
Controller (ARC) BfgE ] S E,

TRIMATARERER (ERERE ) B ARC B1E , BURMBEXXHFIER,

MEMARE £REREREMR AP RENEH AWS Command Line Interface , 2 £ £H
ARC E{E#E AP| R/ER &5 AWS CLI,

Action £ ARC £#8& £ ARC API

BIARER FSB EARCHEY, EF  552E CreateCell
R 18 R B4R

ISRER wF2R EARCHEY, BfFi  FSH GetCell
FH R 18 R B4R

R B £ 77 4% w2RE EARCHEY, BfF S DeleteCell
A BRE R B

EHRER N/A #5828 UpdateCell

Hl RPN RTHE AR EARCHEY, EfF  7F2H ListCells
A BRE R BEE

BNREIREA S £ ARC HEY, B #5288 CreateRecoveryGroup
A BRE R B E

SRR ESH EARCHEY, B  552[ GetRecoveryGroup
A BRE R AR

EHEREE RSB EARCHEN, B 572 UpdateRecoveryGroup
A ER1E R B AR
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Action

il BR 18 R B 48

5| H 1R R EHE

BYERE

MSERSE

EHERSE

iR &R

FIHERE

BVEipwsE

MEEHERE

EMBERE

MR B E

5l HEBRE

Bl HH 2455 R

£/ ARC 28

2B £ ARC Y, FH

M BR 18 SR B4R

2B £ ARC HEV, FH

0 M BR 18 SR B4

nﬁ/ 2/ £ ARC FRZE 7 BT

EipgmeE
=2 B £ ARC HEV M EHH

EigmE

nﬁ/ 2/ £ ARC RS A EFH

it
e Z 20 £ ARC REVMEH

EfRRE

w26 £ ARC HEV M EH

EinmsE
mS B £ ARC HEVHEH

EinmsE

w26 £ ARC HEV R EH

EiRmeE
R & ARC HEV MEHH

EiRmeE

- 2 2/ £ ARC R MEH

EipmeE

w2H & ARC HEV MEH

EipmeE
A2 ARC 7 HYmLiE & Al R

\

/8 ARC API

#£ 28 DeleteRecoveryGroup

%ﬁih

52 ListRecoveryGroups

3

52 B CreateResourceSet

3

22/ GetResourceSet

i
W

2:[ UpdateResourceSet

ﬂl'ﬂ

552 [ DeleteResourceSet

ﬂliH.

2R ListResourceSets

§52R CreateReadinessChe

| i

52 B GetReadinessCheck

=2 B UpdateReadinessChe
ck

55 2@ DeleteReadinessChe
k

(@)

3

2@ ListReadinessChecks

#E2 @ ListRules
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Action 5 ARC =124 £ ARC API

BERERZRERENAE F2H £ ARC HEREMHRMR  FF2E GetReadinessCheckS
R tatus

BEEROARRE E2E £ ARC PEREER 52 B GetReadinessCheckR
R esourceStatus

BERBERIARE E2E £ ARC PEREER 528 GetCellReadinessSu
R mary

REEFRFHENRE 528 £ ARC PERER/IR &2 M GetRecoveryGroupRe

|8 "'h

adinessSummary

B F£H8 ARC Z{EHZE AP| /ERV &5 AWS CLI

(® Note

Amazon Application Recovery Controller (ARC) R B {ERE TN BRBGTFEEEA,
REEFAUEEEEEAZKRE. MEFMENR , 552 Amazon Application Recovery
Controller (ARC) BfgEHMEE,

AHEELHRREENREAEXES , F£H AWS Command Line Interface 2R API I24ETE
Amazon Application Recovery Controller (ARC) H{f AR BREINAE. ELEH | 5 EHBIER T M
£F CLI E A E BB IhEE,

HEABRXEARNTFERNTHET ARC BEPHNERERE, fEXRERARANRERE , L4
AT ARC REFRPREIZELCHERAERNER , MFSLABARREMNER, AR , BB
EEBERERBKELER , UHHERATHERARAELIRAERFBTSENEEES

ZERMRE—AGENRS , HhZE5 B85 WEARXBUEERARY (#EFeEI) B
Simple -Service (us-east-1) 1T, B AILAEEEAESS ( BEM ) EiF (us-west-2) BRIGERAREXH
wElIAR, EHESlP  RMEREEEERERELBERBREAVEAER, ETERMBRSH

%ﬁ"ﬂ (RHH ) EHERFEIREBERGIPEE BHEBRE.

WMEMSH WEFHMEA AWS CLI,
B BE2E EEwE AP BE,

A2 AWS CLI i v 22E, MEE[E API BMENGFRERERZNE
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ARC FHRFERXSEAR (HUTAEASEY )  LREIERFES., ERBERROER
EARBHERRENEARS. IRRHRETHNHMET  BOW EEERE T/,

® Note

ARC 2—E2ER% 6 XEZHEKY , AWS EF BEEXBEKRKZH ARC CLI s oHIEESE
BT (R$E ) EE ( BIEE 88 --region us-west-2), i, B ER , HlE
FEEEASRERE,

ERMANVEARXEMNF  RASRASEREERNESRL —BRFERAK. AR K BABRIE
REHE , AR TR ERERENRE.

1. BIARER
1a. B3 us-east-1 FE1EK.

aws routeb53-recovery-readiness --region us-west-2 create-cell \
--cell-name east-cell

{
"CellArn": "arn:aws:route53-recovery-readiness::111122223333:cell/east-cell",
"CellName": "east-cell",
"Cells": [],
"ParentReadinessScopes": [],
"Tags": {3}
}

1b. B3I us-west-1 FEFEH,

aws routeb53-recovery-readiness --region us-west-2 create-cell \
--cell-name west-cell

{
"CellArn": "arn:aws:route53-recovery-readiness::111122223333:cell/west-cell",
"CellName": "west-cell",
"Cells": [],
"ParentReadinessScopes": [],
"Tags": {3}
}
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1c. RERMEMBERFE. SN list-cells API RBREREMHRERFE.

aws routeb3-recovery-readiness --region us-west-2 list-cells

{
"Cells": [
{
"CellArn": "arn:aws:route53-recovery-readiness::111122223333:cell/east-
cell",
"CellName": "east-cell",
"Cells": [1,
"ParentReadinessScopes": [],
"Tags": {}
.
{
"CellArn": "arn:aws:route53-recovery-readiness::111122223333:cell/west-
cell",
"CellName": "west-cell"
"Cells": [1,
"ParentReadinessScopes": [],
"Tags": {}
}
]
}

2. BN EREE

BEREER ARC PERERNZ LEER, ERFERNRERAEXRE, EUSRY  RAKEYE

FREARETEREAENNER  RALFERMAEILINREREE.
2a. B EREE,

aws routeb3-recovery-readiness --region us-west-2 create-recovery-group \
--recovery-group-name simple-service-recovery-group \
--cells "arn:aws:route53-recovery-readiness::111122223333:cell/east-cell"\
"arn:aws:route53-recovery-readiness::111122223333:cell/west-cell"

{

"Cells": [1,

"RecoveryGroupArn": "arn:aws:route53-recovery-readiness::111122223333:recovery-
group/simple-service-recovery-group",

"RecoveryGroupName": "simple-service-recovery-group",

£/ CLI RAER &)

173



Amazon Application Recovery Controller (ARC) HEABEE

"Tags": {}

2b. (A ) B list-recovery-groups APl REBENERFHEARACEREL,

aws route53-recovery-readiness --region us-west-2 list-recovery-groups

{
"RecoveryGroups": [
{

"Cells": [
"arn:aws:route53-recovery-readiness::111122223333:cell/east-cell",
"arn:aws:route53-recovery-readiness::111122223333:cell/west-cell"

1,

"RecoveryGroupArn": "arn:aws:route53-recovery-

readiness::111122223333:recovery-group/simple-service-recovery-group",

"RecoveryGroupName": "simple-service-recovery-group",

"Tags": {3}

}
]
}

RERMNEARACAER  RRMAFMEEEENER, EARCH , EEERN—HEFRBAER
£, BEREUESMANHEEENER. RMNELBERETNER , BB ERTFHENREBEER
BEE.

3. EVERE

RE& B MBI Simple-ServiceE AR EEIFEHE , BEA/ A DynamoDB EXlk, ©H—1@
DynamoDB & B R us-east-1 , B —ER us-west-2, EREHLTERHEEE , RIS EER
TDEEHDPWREFE,

3a. B K BSimple-Service ERRERXERNERE.,

aws routeb53-recovery-readiness --region us-west-2 create-resource-set \

--resource-set-name ImportantInformationTables \

--resource-set-type AWS::DynamoDB::Table \

--resources

ResourceArn="arn:aws:dynamodb:us-west-2:111122223333:table/
TableInUsWest2",ReadinessScopes="arn:aws:route53-recovery-readiness::111122223333:cell/
west-cell"

fEF CLI 1R &I 174



Amazon Application Recovery Controller (ARC) HEABEE

ResourceArn="arn:aws:dynamodb:us-west-2:111122223333:table/

TableInUsEastl",ReadinessScopes="arn:aws:route53-recovery-readiness::111122223333:cell/
east-cell"

{
"ResourceSetArn": "arn:aws:route53-recovery-readiness::111122223333:resource-set/
sample-resource-set",
"ResourceSetName": "ImportantInformationTables",
"Resources": [
{

"ReadinessScopes": [
"arn:aws:route53-recovery-readiness::111122223333:cell/west-cell"
1)

"ResourceArn": "arn:aws:dynamodb:us-west-2:111122223333:table/
TableInUsWest2"

},
{
"ReadinessScopes": [
"arn:aws:route53-recovery-readiness::111122223333:cell/east-cell"
1,
"ResourceArn": "arn:aws:dynamodb:us-west-2:111122223333:table/
TableInUsEastl"

}
1,
"Tags": {3}

3b. (EA ) BULUELY list-resource-sets API RBFERETTENAST. ESHH AWS
WRENFTEERE, £EE , BUUBIRMRAE—BALEEINERE,

aws routeb3-recovery-readiness --region us-west-2 list-resource-sets

{
"ResourceSets": [
{
"ResourceSetArn": "arn:aws:route53-recovery-
readiness::111122223333:resource-set/ImportantInformationTables",
"ResourceSetName": "ImportantInformationTables",
"Resources": [
{

"ReadinessScopes": [
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"arn:aws:route53-recovery-readiness::111122223333:cell/west-

cell"
1,
"ResourceArn": "arn:aws:dynamodb:us-west-2:111122223333:table/
TableInUsWest2"
I
{
"ReadinessScopes": [
"arn:aws:route53-recovery-readiness::111122223333:cell/east-
cell"
1,
"ResourceArn": "arn:aws:dynamodb:us-west-2:111122223333:table/
TableInUsEastl1l"
}
1,
"Tags": {3}
}
]
H
"ResourceSets": [
{
"ResourceSetArn": "arn:aws:route53-recovery-

readiness::111122223333:resource-set/ImportantInformationTables",
"ResourceSetName": "ImportantInformationTables",
"Resources": [

{
cell"
TableInUsWest2"

I

{

"ReadinessScopes": [
"arn:aws:route53-recovery-readiness::111122223333:cell/west-

15
"ResourceArn": "arn:aws:dynamodb:us-west-2:111122223333:table/

"ReadinessScopes": [
"arn:aws:route53-recovery-

readiness: :&ExampleAWSAccountNol; :cell/east-cell"

TableInUsEastl"
}
1,
"Tags":
}

15
"ResourceArn": "arn:aws:dynamodb:us-west-2:111122223333:table/

{3
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]

B, RMABY TRER,. EREENERSE | W ARC HE M Simple-Service EARRARE, #T
R, RO ELERBEERE , UERERREERHEIEBRHE,

4. B BiERE

EEnteS—HRAERENNERENEREFNESEER. RAEBASEERER, 2
iR , AWS: :DynamoDB: : Table, AWS::EC2::InstanceZEEAFREMKRE, HASREZRNZE
HE K SiEEE, RE (NRTABER ). B (WRTHEER ) MEHHERE,

(® Note

EEEEEAEERREDPERNAR , BALIER get-readiness-check-resource-
status APl , INEEE 5 FiiR, ZEEE ARC FrrERHHAIMNEE , BFH list-
rules®2 R ARC W RLEFR AR, ARC EFSHSRAEREEMTHHERRE ; Bal
BEERBEEBET.

4a. B ERE WEFERZEImportantinformationTables,

aws routeb53-recovery-readiness --region us-west-2 create-readiness-check \
--readiness-check-name ImportantInformationTableCheck --resource-set-name
ImportantInformationTables

{

"ReadinessCheckArn": "arn:aws:route53-recovery-readiness::111122223333:readiness-
check/ImportantInformationTableCheck",

"ReadinessCheckName": "ImportantInformationTableCheck",

"ResourceSet": "ImportantInformationTables",

"Tags": {3}
}

4b. (EH ) EERBETCKINBAURERE , 1T list-readiness-checks APl, Lt APl &
BERIRFPNEERERE,

aws route53-recovery-readiness --region us-west-2 list-readiness-checks
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{
"ReadinessChecks": [
{
"ReadinessCheckArn": "arn:aws:route53-recovery-
readiness::111122223333:readiness-check/ImportantInformationTableCheck",
"ReadinessCheckName": "ImportantInformationTableCheck",
"ResourceSet": "ImportantInformationTables",
"Tags": {}
}
]
}

5. ERERmERE

RERMCKERAEXERELHMEERERE , RACEFBEELRER, SUNERERRELERRE
ANERERE . EREREER (—HBER). BRERER. FRESER (TAERANESPH
FIEER)  URERFERELR (ERARIER ), UTRENSSEEFRENT T,

5a. ERERHMEMIRE,

aws routeb53-recovery-readiness --region us-west-2 get-readiness-check-status\
--readiness-check-name ImportantInformationTableCheck

"Readiness": "READY",
"Resources": [
{
"LastCheckedTimestamp": "2021-01-07T00:53:39Z",
"Readiness": "READY",
"ResourceArn": "arn:aws:dynamodb:us-west-2:111122223333:table/
TableInUsWest2"
.

{
"LastCheckedTimestamp": "2021-01-07T00:53:39Z",

"Readiness": "READY",
"ResourceArn": "arn:aws:dynamodb:us-west-2:111122223333:table/
TableInUsEast2"
]

5b. EREREFEFE - ERNFRRBRE , SRERENSERRAAIRE.
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aws routeb3-recovery-readiness --region us-west-2 get-readiness-check-resource-status \

--readiness-check-name ImportantInformationTableCheck \
--resource-identifier "arn:aws:dynamodb:us-west-2:111122223333:table/

TableInUsWest2"

{"Readiness": "READY",

"Rules":

{

}I

L

"LastCheckedTimestamp": "2021-01-07T00:

"Messages": [],
"Readiness": "READY",
"RuleId": "DynamoTableStatus"

"LastCheckedTimestamp": "2021-01-07T00:

"Messages": [],
"Readiness": "READY",
"RuleId": "DynamoCapacity"

"LastCheckedTimestamp": "2021-01-07T00:

"Messages": [],
"Readiness": "READY",
"RuleId": "DynamoPeakRcuWcu"

"LastCheckedTimestamp": "2021-01-07T00:

"Messages": [],
"Readiness": "READY",
"RuleId": "DynamoGSIsPeakRcuWcu"

"LastCheckedTimestamp": "2021-01-07T00:

"Messages": [],
"Readiness": "READY",
"RuleId": "DynamoGSIsConfig"

"LastCheckedTimestamp": "2021-01-07T00:

"Messages": [],
"Readiness": "READY",
"RuleId": "DynamoGSIsStatus"

55:

55:

55:

55:

55:

55:

417",

417",

417",

417",

417",

417",
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{

"LastCheckedTimestamp": "2021-01-07T00:55:4172",
"Messages": [],

"Readiness": "READY",

"RuleId": "DynamoGSIsCapacity"

"LastCheckedTimestamp": "2021-01-07T00:55:417",
"Messages": [],

"Readiness": "READY",

"RuleId": "DynamoReplicationLatency"

"LastCheckedTimestamp": "2021-01-07T00:55:4172",
"Messages": [],

"Readiness": "READY",

"RuleId": "DynamoAutoScalingConfiguration"

"LastCheckedTimestamp": "2021-01-07T00:55:417",
"Messages": [],

"Readiness": "READY",

"RuleId": "DynamoLimits"

5c. F2HEMEFHNERERER.

aws routeb53-recovery-readiness --region us-west-2 get-cell-readiness-summary

--cell-name west-cell

"Readiness": "READY",
"ReadinessChecks": [

{

"Readiness": "READY",
"ReadinessCheckName": "ImportantTableCheck"
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5d. &% A HEEFRHEABRREERARANEREZR.

aws route53-recovery-readiness --region us-west-2 get-recovery-group-readiness-summary

\

--recovery-group-name simple-service-recovery-group

{
"Readiness": "READY",
"ReadinessChecks": [
{
"Readiness": "READY",
"ReadinessCheckName": "ImportantTableCheck"
}
]
}

ERAERFENERERE

(® Note
Amazon Application Recovery Controller (ARC) FH B EREIIE T BREMGHTEFFER.
REZFULEBEEFRAZXERE. WEFMEENR , 528 Amazon Application Recovery
Controller (ARC) Efgp & A& E,

FERALRHERFENRBERENEF , @FEY. EFTRBRELER.
£ ARC FEI, EXTMMEREREHE

(® Note
Amazon Application Recovery Controller (ARC) RV BB T BRKEHEFEA,
REEFALBEEEFERAZRE. WEFMEER , 5528 Amazon Application Recovery
Controller (ARC) BfgE ] S E,

5 R B A X RIETE Amazon Application Recovery Controller (ARC) RV ERRER, CEEHMERZ
BEfEFEHRER , EEMBEREERNINESARAFUNER  REETUR—BAREFEEIEBEIS
—EfFEEE. SEREEHITE—E AWS EE=R 1A EIE/ER P &R Amazon Resource Name
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ARNs), &R EER Elastic Load Balancing B & ¥ #285. Auto Scaling A HEMER, KK%S—1E
ESfESNHERERESFEATRESTHREENFWER - BFTES5. Auto Scaling B
%,

RERAREAEANELR, ARC PN EREREANHYEHERARIRESEERER —EELR
EBEIS —EEL, T8 , CEZBRENEZNEFERERERR , REERERRBER KK ,
W BBRERASELRFENHTRE.

EREERERZKER  BEZEREEN - ERLERRAURNEFHEREE, EAEFRIERR
&, EALREREXPHNERNIE ARC BieteE , BME ARC BBIRAEAE -REBAEEHE
B AR EMAERE,

ES |

- BYEREA

- EFAMMBREREENREERE

By EREE

AEFHSRRANAE ARC ERAE LBUBREREFE, FE 7 HN{THEE Amazon Application
Recovery Controller (ARC) £ B[R % fig API 1F , B2 T APl B1E,

By EREE

£ BARR ARC X2 & https://console.aws.amazon.com/route53recovery/home#t/dashboard.
BEEREERERE.,

EEREREEL  BEEY 6 ARBEEREE.

WAERBENER A REBEET S,

BEBUMRTER , ARBENERES,

BMARERNERE, fln, MREEXEES (MAFEEEILE ) BEAEXNER , B LFE
A5 NREFHEMyApp-us-west-1,

7. BENEGER  AXVEE_(ERESNER. fl  UREEXERE (BB ) BEX,
B L8R A AT HE MyApp-us-east-2,

8. WMREREHMWENFEEFR (BEPTHEAPNESR )  FEREDE , BETRERFEES
REBAEHE,

9. ELARABRAEARNMEMERERNERFERR  BEET I,
10. MRENERFA , RARBERIBREEHE.

o g kA 0w N o=
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ST A BR1E R B A M 7

AREP SRR AN E R ANMBREREE , UMK ARC 124 LNRETFE. BE 7 HBOARE
Amazon Application Recovery Controller (ARC) AR R %(# API R1E , FF2E ERRE APl &1k,

HREMAMBREREE , RMERFEFSE

1. 7 BB ARC E# & https://console.aws.amazon.com/route53recovery/homet#t/dashboard,
2. BEEEBERE,

3. HEREMRBEEL , BEEREE

4. FEFRAERRE K FEEDE  AREBEZREEFERFAZMEREREE,

5. MEEREER K SUUFTEIBREERIERBETRL

- BEENERES  SERTEHETR.
- EEBRFETR  FERERSNEFEERT , EERRETE.

 ARC FE VY M EHMEfRRE

® Note
Amazon Application Recovery Controller (ARC) H B E T BREKGEHEF £,

REZFAULEELEEERAZXRE. WEFMEENR , 528 Amazon Application Recovery
Controller (ARC) EfeE MR E,

FERHEBRENERENEF , IFEL. EFNRBRELER.
BUNEFRRERE

AERNSRRBUMAE ARC EEA LBV EFERE, B 7 HI{ATHEE Amazon Application
Recovery Controller (ARC) £ A8 R 1E API #1F , F2E EleE API #1E,

EREHMBHERE  KUURERFERENERE. MMEIBKRER , IRFERNEHHE.
BYRERE

1. 7 B3R ARC E i &https://console.aws.amazon.com/route53recovery/home#t/dashboard,

2. EREERERSE
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Amazon Application Recovery Controller (ARC) BIRA RIS
3. ERMEEL, BEERY A6 ARBEERSE,

4. MARBRENERE K BRELERENERERE K RAREBET -5,

5. RENERFERENBERE. BRERTEEATHREEEN —BER. BETIHEF T .

- EREEERVNERETNEREYEFHRE.
- BUFHNERS

MRGEZEVHNERE , FWAHER , AR EEFHE,
6. HETLETEEESTINERERZE —ERIAL E Amazon Resource Name (ARNs) , AREEZET

_io
® Tip
WE ARC IS EERER M ARN ENEFIMEMER , 528 ARC R EREEA
ARN &=,

7. WMREFEE  FRE ARC RELENERRETPIENERELNEEANERBRA, REE
E-F_io

8. (BEA) #EFRBEERT A EZEFENEERFERERVBABNERSE K ARHHEMEER ARN,
REFAENTAANRRPEBEREER (EANTAER ), MREREAEXBRER , flm
DNS BRHEE , FFEE2HER (ERTH).

EEEERFERETERNERER.

/A Important

HAULSRZEZRN  ELAHMERFHEE  UNSERFEANRFENEERGE
Ao MREEBUSR  AERENEEFRBEHE SR FERERERFENEREIEE
Bt , ARC R ZEDERFARNBFHENBERBES.

9. igj%-lt_io
10. MERREELNENR , RAREZFEVERRSE,

i BRE B E

1. 1£ BRX ARC F#* & https://console.aws.amazon.com/route53recovery/home#t/dashboard,
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2. EEREREERE.
3. EEEMEWRE 6 AREEET , EEMR.

BYNRBERSE
—RME  BUNRIEREEARLERREN— , BB NEREYERSE, EHALR

BERERMELIBRER, KEH Eﬁf&??ﬁﬂﬂﬂﬂﬂﬁ ARC i J:E_Lj?.ﬁﬁiﬂﬁlﬁ o BE T
A ¥4 & Amazon Application Recovery Controller (ARC) £ 18 R %1 AP| 24 , 5526 "Eﬂtt’lﬁE API
B1E,

BYERE

1. 7E https : // BARX Route 53 £ &, https://console.aws.amazon.com/route53/home

2. EEAEXEREZHRT  BEERE

3. EBEEERI,

4. WMAERENER K AREFZECSEESTNERER,

5. EEFENE K ARWAENEELZEIRM Amazon Resource Name (ARN),
6. MWERZTHE  FRERVERE.

mEEIRE

1. 7 BB ARC E#E & https://console.aws.amazon.com/route53recovery/homett/dashboard,
BELERBERSE,

HERET  BEHE K RREERE.

HITUTEE—] :

> WD

- BERESTBRER , FEEBR.
- FERERMBEES , FHEEHE , ARE AEIRH Amazon Resource Name (ARN),
5, ZEANREERNEREE  HERETRANRFRELRB , IETERRE,
6. EERT.
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£ ARC A E12EfmAR &

(® Note
Amazon Application Recovery Controller (ARC) R B R ENETBREBEHES £,
REXFULBEBLEEFRAZXRE. WEFMEENR , 528 Amazon Application Recovery
Controller (ARC) BfgE ] B E,

& T LATE T BIE Ak A Amazon Application Recovery Controller (ARC) A &EFEARERANERREE :

- BREPERNERREERE

 ERIERER

- TRAEEH AWS BEFRAERNFHEFS (BARKERX ) BN
- BRAERAEREBNERBFERER

A AR BI RIEREBENBEA , AL Route 53 TR AR HEA ARC CLI in B REIZE[HARE
8E,
4 iR R A

& LAE A Amazon EventBridge ;R E S EREN R BIREE ARC BER , Y BHEEERENEE, W
THMER |, BFSHE ARC FF AEHEMEER Amazon EventBridge,

£ ARC Ei2aPERBmikRE
THRFRAMAE FEREREREE AWS EBEHA,

1. 7 B3R ARC E i &https://console.aws.amazon.com/route53recovery/homett/dashboard,
2. EEFEEREERE.
3. ENBEEMNEREET  BESEEREE (EAEX ) WERBEERBMRE,

Bt T U R4S E R AR SUE B B IR ERREE

£ CLI fp P EEf= 2B AR RE

REFLR A AWS CLI S 6| , FAREFEARANERETRRBMRAERMRRE.
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ERENERE

BEARERE (—HER) BUINEBRERE.

aws route53-recovery-readiness --region us-west-2 get-readiness-check-
status --readiness-check-name ReadinessCheckName

E-BRNVERE

EFENSEEREGE-ERNRE  SHESEACKRERHERINRE  FEERERESBNE
JR ARN, 0 -

aws routeb53-recovery-readiness --region us-west-2 get-readiness-
check-status --readiness-check-name ReadinessCheckName --resource-arn
"arn:aws:dynamodb:us-west-2:111122223333:table/TableName"

BEEHERE
E—RERNARE , tREEENTAE,

aws routeb53-recovery-readiness --region us-west-2 get-cell-readiness-
summary --cell-name CellName

FERENERE
ERERAEXEERFARRNMRE,

aws routeb53-recovery-readiness --region us-west-2 get-recovery-group-
readiness-summary --recovery-group-name RecoveryGroupName

£ ARC FHEUSRIEER

@ Note

Amazon Application Recovery Controller (ARC) F B e Bt T BREBKBHEFFER,
REEFPAUEEEEEAZKRE. MEFMEENR , 552 E Amazon Application Recovery
Controller (ARC) EfeE MR E,

MELEREREMRER , Amazon Application Recovery Controller (ARC) AT LAFH L FEFTE X AV 4248
MEEABBER , URHESUERITNER  WHEEARINEREYE, £ ARC PEURKEZEAREIHN
BREAR K BRBAHINTRIEGEAENEZEBNERS.

BSEBER 187


https://docs.aws.amazon.com/r53recovery/latest/dg/arc-readiness-availability-change.html
https://docs.aws.amazon.com/r53recovery/latest/dg/arc-readiness-availability-change.html

Amazon Application Recovery Controller (ARC) HEABEE

BMERELABERFEN DNS BEEEREEEEER , MREBHAREEEEER , MERMRE
FHENER. ERREMEMERN , ARC IUAZRREREFNER. Hl0, MRE#HA Amazon
Route 53 &JREC# X Network Load Balancer A BZEEIR , ARC JURMEREREAECELERE
HREHERTFENEN,

RN DNS BEER , FERTIEE .

- EIEEBBEERMN Route 53 BRI # L Network Load Balancer.
- BEERFERERTI—EDNS BEEIR,

- BE  ABERTFHREL—E DNS BEER.

- EAEEREK DONS BERERSEA—BERE.

THREFRBAWMMEIL DNS HEER , YENESEARIHNERERS.

MBS EMRBHNER

1. 7£ BB ARC E#E & https://console.aws.amazon.com/route53recovery/homett/dashboard,
2. EEREREERE.

3. HERBEERT  EERARLCEARINEREE.

4. EERBEFEHERAEAR LNEEIIGERL  BENSHERFENERERS.

5

WMRERAKREY DNS BERERRFERE , FEY @ , | ARC JURHRBER., BEFEY
DNS BERE&EIR.

% DNS B RE RN FMERNR | B ERERETH.

6. HEREIDNS BRERNERE K FEVEMFHERE. BARFRENER  REEERRERE
HiE#E DNS BEEIR.

7. MABERENERE,
8. WMAERREXNEMY 6 TIE DNS £, TEEH ARN MEE&E D,

3
B

® Tip
EEEEEET ARN 18 |, B2E FEEEEHMN ARN #£XARC RV EREE A
ARN &=,
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RNE , BRZIERTRENDEABM , IR M Network Load Balancer ARN Z#813#) Route 53
O EGE:

9. (A ) EEREMEMAREYT , ALK DNS HEZERBERER , URERRBEEHE,

10. ERBEVERE,

1. EERBEFAEAEIE L  BEIEEEER. ARCEEHELER—HER,

BEERFE. AR KULURERBURNMMETEE , LXERAEXNEFEML,

£ ARC FEVBIRFRE

® Note
Amazon Application Recovery Controller (ARC) RV B EETBREKGEHEF £,

REZFALEELEEERAZKRE. WEFMEENR , 528 Amazon Application Recovery
Controller (ARC) EfmiE] MR E,

B ERE RS HEZEAWS IRFE |, EUHSELH U ERAEARINNEMERE, hagEEH
OIS MEIREREMENER. A 7T HEIE{L Amazon Application Recovery Controller (ARC) A
WEBERE , B LAERHBERSRE,

ARC IV ESIR F R E T EH R HEMERELRER, BREIRFEE  BUUER —EHR AWS tkF
RERURZEAWS tIRFHNER, EEALEERCERNESERFY , EREPRIRFFIEL
BR. AR, FRIRFAAMBIREFNDRIFEFFNERZIERRE  EUNAERTEBENER
Bo

(® Note

FERAPEEERAERFRERE, Rz , B ARC API RERERENFEHEIRSRE,
AT HBERBER |, AEIRM AWS CLI an &6,

BEREAEXNE—ERFEERAI (R$E ) EiF (us-west-2) BEEER , EE—RIRFEEER
XERE (HESEEIE ) Bl (us-east-1) FEERE R, ARC JELFRABIRSIRE , R—ERS
us-west-2 EEIERIHE R
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B | BRERIEBTH AWS IR :

- XEIREIRS : 999999999999
o ZEIRIERS : 111111111111

£ us-east-1 tRF (111111111111) &, RFIATLUEBE us-west-2 IABMIRFHIEE (R ) £AE
) Amazon Resource Name (ARN) , B A B IR B &R LL/LFF us-west-2 1R P (999999999999) 77

BY : arn:aws:iam::999999999999:root., B EMER , us-west-2 1RF A L& us-east-1 HEEH
BERMEBZERE  WEVEBEREUAETERE L#IT,

THEHIRPRE —EIRFHBIRFRE. EXAEEBTER ARC RETEMER 2 AWS BRI EE
BIRF P RUABIRF R,

® Note

ARC E—E2ER®% , XEZEEE S AWS WixE , BEUNERLEAXZE ARC CLI s HiE
EXEAT (HEM) B (BMEE 28 --region us-west-2),

T%| AWS CLI S EERNAIER E L EHIR R F 124 -

aws routeb53-recovery-readiness --region us-west-2 --profile profile-in-us-east-1-
account \
create-cross-account-authorization --cross-account-authorization
arn:aws:iam: :999999999999:root

EREFRAWRE , FRTTHIEME:

aws routeb3-recovery-readiness --region us-west-2 --profile profile-in-us-east-1-
account \
delete-cross-account-authorization --cross-account-authorization
arn:aws:iam: :999999999999:root

EEALCRUEBIRFRENFEBRFREISEIIRSE , 38 H list-cross-account-
authorizations®f. imi= , BaifELtREEM A G, IR , RE AP BEMEIIRFER
EBEEGER , LIHERFEERSFIENEZRERRENFIERSE,

aws routeb3-recovery-readiness --region us-west-2 --profile profile-in-us-east-1-
account \
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list-cross-account-authorizations

"CrossAccountAuthorizations": [
"arn:aws:iam: :999999999999:root"

]

TERA, EFEFBEEF ARNS

(® Note
Amazon Application Recovery Controller (ARC) R B {HR BTN BRBRGTHEEEA,

REEFAUEEEEEAZKRE. MEFMENR , 552 Amazon Application Recovery
Controller (ARC) BfgEHMEE,

A TEERANBANSEZEN , URZENERER | UREHAREIREN Amazon Resource
Name (ARNSs) #& =X,

ARC HHYRh#E R Bl4EiA

g

(@ Note
Amazon Application Recovery Controller (ARC) R B ENETBRBKEHEF £,

REXFULUBEBEEFERAZRE. WEFHMEENR , 528 Amazon Application Recovery
Controller (ARC) EfeETHMEE,

g% Amazon Application Recovery Controller (ARC) X ENFIEERERMNEHRAER, Z#E
EE ARC XENEREHFE , F28 ARC HHEFRFEEM ARN # 3K,

B A LUE ARC I ASEH AP BERBRERAER | 50T ;

c FEEIRATRAERRA  FERTHIER  £X2E LREEGERA,
- ZEFA AP R BERA |, 582 E ListRules B1E,

ES- |

RAERAl. EREEA ARNS o
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Amazon Application Recovery Controller (ARC) HEABEE
« ARC H Y ERE R Al
- EXEALWEAEBERA

ARC RHY E{mE 5 Al
AREF|H ARC X ENBEEREENERERAUE.

ELERRUERE  BUURIAZHBIERENEIRESERENNE. B THELHELD
BRI EEREREPNEFESR , Uk ARC R ERBRRENHEMFEENR , FSHER
5 R AR E ZE fimsik B

EigERA
ARC RN T 2imHRAUREZER.

Amazon API Gateway £ 1 P& ER

+ ApiGwV1ApiKeyCount : 8 ZEFfH API Gateway FEER , UEREMESHEEEZNERHE API

 ApiGwV1ApiKeySource : BEFTHE APl Gateway FEER , LURBREMEGHEH BAPI Key
Source,

« ApiGwV1BasePath : ZEFFH API Gateway B ER , LR EMEZ T HENERKE,

« ApiGwV1BinaryMediaTypes : #ZFf7H AP| Gateway BEER , AR X EHBMN ZE K8
BH,

- ApiGwV1CacheClusterEnabled : ®&EFTA AP| Gateway PEER , ARERFTE AR CRAA =R
BCache ClusterRiA.

« ApiGwV1CacheClusterSize : R EFTA AP| Gateway FEER , LR EFEEMHEH Cache
Cluster Size, MREFBMEBK , AEMESERLS "R, o

« ApiGwV1CacheClusterStatus : #2ZFH API Gateway PEEX , LABE{R Cache Cluster BRAT
FIAR5E,

- ApiGwV1DisableExecuteApiEndpoint : #ZEFFH API Gateway FEER , AREIRFTE BEER
#RExecute API EndpointZfZH , Hi&HE.

« ApiGwV1DomainName : BZEFTHE APl Gateway EER , URBREMERL D ERNAEERE,

« ApiGwV1EndpointConfiguration : #ZFrH APl Gateway FBEEk , IR ERE S EEHEHE
fERER M,

» ApiGwV1EndpointDomainNameStatus : 8 ZFHE API Gateway FEE , URRREEZNBESEE
B AR R,

AR, ERBEERM ARNS 192
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« ApiGwV1MethodSettings : B ZEFTA API Gateway FEER |, LR EFEEHEH EMethod
Settings.

« ApiGwV1MutualTIsAuthentication : #2Z P& API Gateway FEEX , IR EMEEHEREH
fEMutual TLS Authentication,

« ApiGwV1Policy : EFTHE API Gateway FEEt , ATBIRFIE ERERA API BRBUCR |, S&,

« ApiGwV1RegionalDomainName : ¥ & FiH API Gateway FEER , LARER © 184 21 +H B A &1
HEER, 5 HRATEZERERE,

- ApiGwV1ResourceMethodConfigs : 8 & FiE APl Gateway PEER , LMBEREMEFELUNEIR
P8 , LIEMEBMNAERE,

« ApiGwV1SecurityPolicy : 8 ZFfHE AP| Gateway FBEE , IR EMEEHRBM ESecurity
Policy,
- ApiGwV1Quotas : #EFTHE API Gateway Bl , IFERAFS Service Quotas BRI ELEE (IR
#) o
« ApiGwV1UsagePlans : 2 FfH API Gateway BEER , UHEREfIUsage PlansAtEEIHIAEEE
EREE
Amazon API Gateway 5 2 hRPEER

- ApiGwV2ApiKeySelectionExpression : & API Gateway BEER , BREFIEEHEHN
fEAPI Key Selection Expression.

- ApiGwV2ApiMappingSelectionExpression : & A API Gateway PEER , AR EMEGHEE
#9 {EAPI Mapping Selection Expression.

« ApiGwV2CorsConfiguration : # & API Gateway PEER , LFEREFIE G EH CORS +HEE
HERE,

« ApiGwV2DomainName : ®&EFfH AP| Gateway FBEE , URBEREMEFEZBRMNAEEHE R,
« ApiGwV2DomainNameStatus : #ZEFTHE APl Gateway FEE , LR B BER I AiREE,

 ApiGwV2EndpointType : EFfA API Gateway FEER , LR EMESHEEBEM BEEndpoint
Typeo

« ApiGwV2Quotas : EFTAHE AP| Gateway B , LR TS Service Quotas BEEME S (R
#l ) o

« ApiGwV2MutualTIsAuthentication : 82 &E P API Gateway FEEt , IFBEREMEEMHEHN
{EMutual TLS Authentication,

+ ApiGwV2ProtocolType : B &EFTH AP| Gateway BEE , URBREMEEHER EProtocol
Typeo
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« ApiGwV2RouteConfigs : MZFTHE APl Gateway B , LR EMEE EAHERMALENHEBR

HFEE.

ApiGwV2RouteSelectionExpression : #EFHE AP| Gateway FEE , LR EMEFHEREN
{ERoute Selection Expression,

« ApiGwV2RouteSettings : EFiH API Gateway FEER , IR EMEEMHEH EDefault

Route Settings.

ApiGwV2SecurityPolicy : R ZEFTA AP| Gateway FEER , LR EFEEMHEN ESecurity
Policy,

ApiGwV2StageVariables : #8ZEFH API Gateway FEER , IR E MR H MM RStage
Variables#8[E,

« ApiGwV2ThrottlingBurstLimit : & FTE AP| Gateway BEE: , URBREMEEHEEHN

fEThrottling Burst Limit,

ApiGwV2ThrottlingRateLimit : # & Ff4H AP| Gateway BEE , IR EMEEHEHN
{EThrottling Rate Limit,

Amazon Aurora &5

RdsClusterStatus : M@ & & 1@ Aurora #5 , UEREARRES AVAILABLESE BACKING-UP,

 RdsEngineMode : &EPTE Aurora #£5 , UHEAREEEGHEH EEngine Mode,
- RdsEngineVersion : ¥8&FFH Aurora 5 , SIFRRHEBMEEM EMajor Version,

RdsGlobalReplicaLag : &= 1E Aurora £5 , UERHEEF DMK 30 ¥Global Replica
Laghy

 RdsNormalizedCapacity : BZ&EFfH Aurora 2% |, IEREEEEREFRAE 15% AWEE

LRE,

- RdslInstanceType : EFH Aurora #5 , UERTMEGHENHTREEBEE,
« RdsQuotas : REFFHE Aurora E#5 , LUBREPIRFS Service Quotas EEWELZE ( BRE ) -
Auto Scaling &8

AsgMinSizeAndMaxSize : ¥ &EFFH Auto Scaling ##l , UEREEGHEBEN RN MR AEMA KX

N,
AsgAZCount : EFFE Auto Scaling ### , UERCHEEHRHENTAESE,

AsglnstanceTypes : B&EPTH Auto Scaling Bl , IFERHEGHERNHTERER, 5 It
RATEREEFMRE,

AsglnstanceSizes : &FTA Auto Scaling &8 , UEREEEHRNHTERE K/,
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« AsgNormalizedCapacity : & Ff4H Auto Scaling ##fl , UERHEEEEREFRKAE 15% AK
BENVRE,
- AsgQuotas : BZEFTH Auto Scaling B8 , LAFERAFS Service Quotas BEXEMELRE ( BRH ) o
CloudWatch &R

+ CloudWatchAlarmState : ¥ 2 CloudWatch /R , LUERESEE REBAREM ALARME
INSUFFICIENT_DATA AREE,

EFRE
- CustomerGatewaylpAddress : MEFMEEZFFHE , MEREMEGHEEMN IP tbit,
« CustomerGatewayState : MEZXFHIE , MRS EREZHER AVAILABLE REE,
- CustomerGatewayVPNType : MEMEEFEE , MERKREMESHERBN VPN FHE,
DNS target resources

- DnsTargetResourceHostedZoneConfigurationRule : #ZFfE DNS B Z&R , UEREMES
#E/H Amazon Route 53 FEEEE ID , Y EBEFXERETRAEN, FE  HRAUTELE
iRk RE,

- DnsTargetResourceRecordSetConfigurationRule : 2 &FfE DNS BZ& R , LBERECMHEEME
EHERESFREVEE &R (TTL) , B TTLs’MAZHER 300,

- DnsTargetResourceRoutingRule : #ZEd 5| ERiC&HEMEBE A SE DNS BEER , UK
BRERBTEEERLEEN DNS 218, X5  WRATEHEEFMAE,

- DnsTargetResourceHealthCheckRule : 82 ZFiH DNS BREEIR , LURFREFREREETEE R
BEHERCHKEMEBE  FRATSEN, IE  LRATSHEEBRE,

Amazon DynamoDB & ¥}&

« DynamoConfiguration : 8#Z&FfH DynamoDB &#l&k , MBRCMEEMHEN £®, Bit. R
23 Um N 22 A R AH e

« DynamoTableStatus : ##Z &8 DynamoDB &¥ & , R HERAES ACTIVE,

« DynamoCapacity : 8 & F4H DynamoDB Eflk , UMBERHEGENENRENEARETERSE
hEE LRI 20% Ao

« DynamoPeakRcuWcu : & &{# DynamoDB £k , BRHEEGHEEMMERNKRBLUMNRIER
E , URERHAENEE,

« DynamoGsiPeakRcuWcu : & & DynamoDB Eflk , BAHEAHHEMERRBUNRK
BENNBEARE , LRBRRHEBNEBE,

- DynamoGsiConfig : @EEF2EHXERSIMWATAE DynamoDB Efl&k , SRR ERKRERERE
MWER5|, Ro|BREBEBNET.
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DynamoGsiStatus : EE B2 EHXERSIMFATE DynamoDB Bk , UBERLHRIERSIE
B ACTIVE &€&,

DynamoGsiCapacity : #EE B2 EHXERSIMNFATE DynamoDB Bk , UBERERKREHE
BEREFRABTEN 20% AK GSI FBRAEMN GSI BARE,

DynamoReplicationLatency : BEFTEBR£I1HE BRM DynamoDB Bk , UBEARECMER
MEREFIEE,

DynamoAutoScalingConfiguration : #2778 E.BA Auto Scaling # DynamoDB &3k , LiHE
REMESHENG)D. EANBEEBERNBEAZTE,

DynamoQuotas : #Z&EFfH DynamoDB Bk , LR EMRFE Service Quotas BRI HLRE

( BRI ) o

Elastic Load Balancing (Classic Load Balancer)

ElbV1CheckAzCount : ##Z & {# Classic Load Balancer , AR E RiEEE — @A AEE, 5
B R ATETERERE,

ElbV1Anylnstances : 8 & Classic Load Balancer , AFEREMELE —@ EC2 #11T{EE.
ElbV1AnylnstancesHealthy : 82 Ff& Classic Load Balancer , AR EMELHE —EE/EMRRE
B EC2 H1TEEE,

ElbV1Scheme : #Z77A Classic Load Balancer , AR EMEEHENER L EHEH R,

ElbV1HealthCheckThreshold : #Z&FfH& Classic Load Balancer , LAFE{R © 1 B & B HE R
RERERE.

ElbV1HealthChecklinterval : #2FfH Classic Load Balancer , SAFERE I E B HEHEERRE
REERE,

ElbV1CrossZoneRoutingEnabled : #Z&FfH& Classic Load Balancer , MR e EEHEHNE
[Ei3 & & ¥ #{E (ENABLED = DISABLED).

ElbV1AccessLogsEnabledAttribute : #2824 Classic Load Balancer , LR B EEHER
17HY H {8 (ENABLED = DISABLED),

ElbV1ConnectionDrainingEnabledAttribute : 8 & FfH& Classic Load Balancer , AR E EH
FIMYE 4% B8 (ENABLED = DISABLED),

ElbV1ConnectionDrainingTimeoutAttribute : 22 FfA Classic Load Balancer , AR EMER
HERERERREFE,

ElbV1ldleTimeoutAttribute : # &7 Classic Load Balancer , AR E I EGHEH HERE
=

ElbV1ProvisionedCapacityLcuCount : &% LCU KR 10 WFTE Classic Load Balancer , XA
BREMUNREREFMHESRS LCU W 20% A,

o
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« ElbV1ProvisionedCapacityStatus : #2#& & 1# Classic Load Balancer DI #fiEZ R E/RAE , LIFER
H 3% %6 DISABLED = PENDING HI{E,

Amazon EBS R [E

- EbsVolumeEncryption : REPFTEEBSHEE , UEREMEGHRBMNMEE (ENABLED =
DISABLED),

- EbsVolumeEncryptionDefault : R&EFFBEEBSHKEE , UBAHEREGHBNMZE
(ENABLED = DISABLED),

 EbsVolumelops : R&EFTEEBSHKRE , LEARTMEEHERBNSHE A /& LIRME (IOPS),

- EbsVolumeKmsKeyld : @ EFFEEBSHIRE , UEAREMEEHERNTERE AWS KMS €18 1D,

 EbsVolumeMultiAttach : R EFTEEBSHIREE , AMER %iE1E (ENABLED =X DISABLED) 644
Cil: k=

+ EbsVolumeQuotas : EFTEEBSHE , IR MRS Service Quotas FREMELRE ( PR
#) o

- EbsVolumeSize : REFTEEBSHEE , UERECMEGHBR TEERAK DN,

- EbsVolumeState : REFMBEEBSHRE , UBAREMEGHENHREMRE,

- EbsVolumeType : MEFMEEBSHRE , MBRREMEEHENHERERE,

AWS Lambda B

- LambdaMemorySize : @E A Lambda HE , UEREMEGHRNGER AN, MRHEP—
ERERRS , AHMEEREHRETRA NOT READY,

« LambdaFunctionTimeout : #&EFIH Lambda K , UEREMEEMHENRKE. WREREE
BA, AIEAMESHESLA NOT READY,

« LambdaFunctionRuntime : #&FA Lambda ¥ , EREMEHEHERBNIAITRRE,

« LambdaFunctionReservedConcurrentExecutions : ¥ & FfE Lambda EE , LHERTCHHEE

B/ {BEReserved Concurrent Executions. MIREEEE K , A/ HMESERL A NOT
READY,

« LambdaFunctionDeadLetterConfig : & PTH Lambda EE , LR EM#H EE 2Dead
Letter ConfigEHEMEE , NEMEHEEHIT.
« LambdaFunctionProvisionedConcurrencyConfig : & FfH Lambda HE , AR ECMHEEHEE

# {EProvisioned Concurrency.,

« LambdaFunctionSecurityGroupCount : EFTH Lambda HE , AR ECMHEEHEREH
{ESecurity Groups.

« LambdaFunctionSubnetldCount : ¥ &EffH Lambda & , LEREMEEHER ESubnet
IdSo
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« LambdaFunctionEventSourceMappingMatch : 8 &FFH Lambda BHE , AFERFIERE
BEvent Source Mapping Bt Tz EHE%.
« LambdaFunctionLimitsRule : #Z A& Lambda HE , LR EMFHFSE Service Quotas BEEHY
EEE (BB )
Network Load Balancer #1 Application Load Balancer

« EIbV2CheckAzCount : #Z&{# Network Load Balancer , AR E RiEEE — @A AEE, 5
B RATESEEEERE,

- ElbV2TargetGroupsCanServeTraffic : #2Z& {8 Network Load Balancer 1 Application Load
Balancer , MERHEZDHE —EEEMRERIFH Amazon EC2 #IT{EE.

« ElbV2State : ## & & 1B Network Load Balancer # Application Load Balancer , LAFEREE R
ACTIVE #R%E,

« ElbV2IpAddressType : #&Fi4H Network Load Balancer #1 Application Load Balancer , SARE{R
cMEEHEN IP it 3E5,

« ElbV2Scheme : #ZFi& Network Load Balancer 1 Application Load Balancer , LAFERE &
BHENEBIER,

 ElbV2Type : & Fi4A Network Load Balancer 1 Application Load Balancer , A\REREMEHE
HENEE,

« ElbV2S3LogsEnabled : #&FTH Network Load Balancer 1 Application Load Balancer , LA#E
REMEEHREHN Amazon S3 AR5 EX B #{E (ENABLED = DISABLED).

- ElbV2DeletionProtection : #ZFfH& Network Load Balancer # Application Load Balancer , LA
BREMEBHERRMBERARZE (ENABLED = DISABLED),

« ElbV2ldleTimeoutSeconds : ¥&FA Network Load Balancer F Application Load Balancer ,
DReMERERBYREEMHERERNE.

- ElbV2HttpDroplinvalidHeaders : & Fi& Network Load Balancer # Application Load
Balancer , S\ERHEEFHARMN HTTP EREMRRE.

« ElbV2Http2Enabled : #ZFfH Network Load Balancer #1 Application Load Balancer , LAFE{R
HE5EM HTTP2 {& (ENABLED 5 DISABLED).

 EIbV2CrossZoneEnabled : ¥ & FfH Network Load Balancer # Application Load Balancer , LA
BREMESHEENEESE S FEE (ENABLED 5 DISABLED),

- ElbV2ProvisionedCapacityLcuCount : #&E#fE LCU X1 10 BFTE Network Load Balancer
Application Load Balancer , AR EMUREREFRMHESZS LCU B 20% Ao

« ElbV2ProvisionedCapacityEnabled : ¥ &Fi& Network Load Balancer 1 Application Load
Balancer fiiZM R EAMRE , LUFERERE DISABLED = PENDING W{E.
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Amazon MSK #&

MskClusterClientSubnet : RESE MSK & , URBRRAERAEMERIR G =M Fi% FHREK.
MskClusterlnstanceType : 8EFTH MSK &£ , SIBRATCMEBMHEEHN Amazon EC2 #1T{E
A,

MskClusterSecurityGroups : 8 EFiE MSK #5% , UERcMEGHEN T LA,
MskClusterStoragelnfo : #8&EFFE MSK £5£ , LR EMEGHEH EBS RFHEEKX /N, W
REBESKX , IHMGESERS "RKHE .

MskClusterACMCertificate : MEME MSK & , UAERECMEEHENAF R RESRZE ARNs

= eg

BE.

MskClusterServerProperties : #8EFTH MSK 5% , UBEAHEEAHEH ECurrent Broker
Software Info,

MskClusterKafkaVersion : #2ZrfHE MSK ££ , UEREMEEHEM Kafka R4,

MskClusterEncryptioninTransitinCluster : 82 &ffHE MSK #5% , UERHEEEGHEEHN
{EEncryption In Transit In Cluster,

MskClusterEncryptioninClientBroker : & FH MSK 5% , UHEARHEEFMEHN
{EEncryption In Transit Client Broker,

MskClusterEnhancedMonitoring : @& T MSK 5% , LBEAHEEBHEHN EEnhanced
Monitoringe.

MskClusterOpenMonitoringIndmx : & fE MSK £5 , UBEAREEFHEH EOpen
Monitoring JMX Exporter,

MskClusterOpenMonitoringinNode : #EFfHE MSK £5 , SBEEAREEFHEERN & Open
Monitoring Not Exporter.

MskClusterLoggingInS3 : & B MSK #£5& , UERKREEBMHEMN EIs Logging in S3,

MskClusterLoggingInFirehose : #8EFfH MSK £#5 , SBAREEEMHEMN EIs Logging In
Firehoseo.

MskClusterLoggingInCloudWatch : 88 &FTE MSK #5£ , URRAEEGHERMN BIs Logging
Available In CloudwWatch Logs.

MskClusterNumberOfBrokerNodes : & fMA MSK #£5 |, UREHEESHEHN ENumber of
Broker Nodes, MIREEERK , AEMESERS "RMMEL -

MskClusterState : E&{E MSK #5 , UBEEREERM ACTIVE iRiE,

MskClusterLimitsRule : #ZFfH Lambda BB , AR EMIFS Service Quotas EEHBELXE
( BR&l)
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Amazon Route 53 EE{ERERE

R53HealthCheckType : & =@ Route 53 BEMRERE , URRKAETER CALCULATED ¥
B BEREHFEAMERER,

R53HealthCheckDisabled : #& & 1@ Route 53 E{EfRGEtr e | LAFERE KRB DISABLED ik
e,
R53HealthCheckStatus : #2Z & 1@ Route 53 E{EREERE | R EE G K INAREE,

R53HealthCheckRequestinterval : &7 Route 53 :ZEMRERE | LERECHHBEEHEHN
fERequest Interval,

R53HealthCheckFailureThreshold : ¥ Z&Ff& Route 53 B{EifERE , LEARTCHEEEHEE
B {8 Failure Threshold.

R53HealthCheckEnableSNI : ¥ & Route 53 E{EiRERE , LEREMHFEEHEBEN &
Enable SNI.

R53HealthCheckSearchString : ZEFTE Route 53 :BEREHRE | LUREATCHHEEHEEN &
Search String.

R53HealthCheckRegions : #8EFTH Route 53 EERERE , UERCMHFEHEBHN AWS E
HEE,

R53HealthCheckMeasureLatency : 82 FfHE Route 53 EERERE , LUERCMHFELEHEE
# fEMeasure Latency.

R53HealthCheckInsufficientDataHealthStatus : #Z P H Route 53 E{/EREHRZE | LUERTEH
HEFMHER EInsufficient Data Health Status.

R53HealthCheckinverted : #&EFH Route 53 EEERERE , LEKRCHLIRE , SHe3PkR
&,

R53HealthCheckResourcePath : #ZFfHE Route 53 :B{EREMHRZE , LR ECHHEEMEEN
{BEResource Path,

R53HealthCheckCloudWatchAlarm : # & Route 53 iE{EARAERE | UEREHABREEN
CloudWatch B REEHREMEREMMERE,

Amazon SNS ETE

SnsSubscriptionProtocol : ¥&E A SNS i1 , UHEAHEAMENERABE.

SnsSubscriptionSgsLambdaEndpoint : #E8H Lambda % SQS i HHIFTHE SNS TR , LA
REMEETENIHE,

SnsSubscriptionNonAwsEndpoint : B&EFTE EBIFAWS R IHZFER SNS 5187 , HlUEF
BH4 , UBRRITEEFHEN IR,
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- SnsSubscriptionPendingConfirmation : 88 & A SNS 516 , UEREMEEHRN FE-R
=

- SnsSubscriptionDeliveryPolicy : 8 &FIBE A HTTP/S B SNS 1B , AR EMEEHER/
'Effective Delivery Period' &,

« SnsSubscriptionRawMessageDelivery : ®&FTH SNS ;1B , AR EMEEHEHN 'Raw
Message Delivery' &,

« SnsSubscriptionFilter : ##&FTE SNS ;T , AR ECMEEHERBEH 'Filter Policy' {Bo

« SnsSubscriptionRedrivePolicy : #Z&FFH SNS ;T , LR M EE B 'Redrive Policy'
=

« SnsSubscriptionEndpointEnabled : & FA SNS iTH , UEATMEEHEREH 'Endpoint
Enabled' B,

« SnsSubscriptionLambdaEndpointValid : # & &8 Lambda 1% FTE SNS 518 , AHERTM
BEBMH Lambda W2,

« SnsSubscriptionSgsEndpointValidRule : #&EFTE A SQS WwmHA SNS TR , LUEATMESR
B¥H SQS wmH:

- SnsSubscriptionQuotas : #&EFTH SNS ;TR , AR ERFE Service Quotas EEMEIRE ( IR
#) o

Amazon SNS &
« SnsTopicDisplayName : ¥ & i SNS £ , LERHEEEHRMN EDisplay Name,

- SnsTopicDeliveryPolicy : ##ZE &8 HTTPS FTBEIEM A SNS £ , UBEREMEGHEEN
EffectiveDeliveryPolicy.

« SnsTopicSubscription : BZEFFHE SNS £ , UERESEEABENTREHREME.

« SnsTopicAwsKmsKey : ZFTH SNS £ , UWBARME TERRETMAEEEHE AWS KMS
S48,

- SnsTopicQuotas : B&EFTA SNS =& , IR EMAFE Service Quotas EEEHELEE ( PR
#) o

Amazon SQS 175l
« SgsQueueType : MEFTHE SQS 177 , UBREMHE R WHEREType,

- SgsQueueDelaySeconds : EFTA SQS 175 , LERECMEBEEHERH EDelay
Seconds.

« SgsQueueMaximumMessageSize : EFTE SQS 175 , UERCMEHBEEHEEH EMaximum
Message Size,
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- SgsQueueMessageRetentionPeriod : ZEFTE SQS 175 , UEEATCMEHEEHEELH
fEMessage Retention Period,

+ SgsQueueReceiveMessageWaitTimeSeconds : #EFTAE SQS 175 , LR CFHMEEHEEH
fEReceive Message Wait Time Seconds,

- SgsQueueRedrivePolicyMaxReceiveCount : EFFE SQS 175 , UERESMEEEHER
fERedrive Policy Max Receive Count,

- SqgsQueueVisibilityTimeout : 8 &EFTHE SQS 173 , UBEACMHBEEHEEH EVisibility
Timeout,

- SgsQueueContentBasedDeduplication : &EFFHE SQS 175 , UEREMEHEEHERL
{EContent-Based Deduplication,

« SgsQueueQuotas : BEFTA SQS 175 , AR EMAFS Service Quotas EEMELRE (R
#) o

Amazon VPCs
» VpcCidrBlock : &EPTE VPCs , SRR EMEMEGHRER CIDR BRI K/ME.

« VpcCidrBlocksSameProtocolVersion : ##E &5 4H[E CIDR BRI FTE VPCs , AERHEEHEH
[0 Y9 408 B 48 B 6 7 388 AL 180 TE hR 2 i 57 (Lo

« VpcCidrBlocksStatelnAssociationSets : & FTHE VPCs fFfHE CIDR EHREHE , LEEREM
BRI ASSOCIATED #REEM CIDR E#.

- Vpclpv6CidrBlocksStatelnAssociationSets : #&FiH VPCs MFTE CIDR EHREIBiS , UHER
cHEHEEEHREEEHuH CIDR B,

« VpcCidrBlocksInAssociationSets : 8 & FfHE VPCs KFfE CIDR EHREEE , IBARTFIHN K

N
« Vpclpv6CidrBlocksIinAssociationSets : 82 &FfiH VPCs KIFTE IPv6 CIDR EHREBE , SRR
EHK/ER

* VpcState : EFE VPC AR EEM AVAILABLE #R&E,

* VpclnstanceTenancy : #&FfHE VPCs , AR EMEEFMEEMN EInstance Tenancy,
« VpclsDefault : 8&EFTHE VPCs , IEREEEHHRMN B Is Default.

« VpcSubnetState : REFE VPC 785 , UEARHEER T AME,

« VpcSubnetAvailablelpAddressCount : 8 & &{E VPC F#EiE , UEARETAN IP thit ST B AR
=

T3 0

« VpcSubnetCount : BEFTE VPC F#E , UEATMEEHREEEN FHE%,
 VpcQuotas : EFTAE VPC F#i% , LUBEREFIRFS Service Quotas BEEMERE ( BRHl ) -
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Site-

Site

to-Site VPN Ei&

VpnConnectionsRouteCount : #8EFTHE VPN EiR , URBRREMELE—EREH , URHEEHE
MBS

VpnConnectionsEnableAcceleration : #&FTHE VPN EfR , UHEAEEGHEREHN EEnable
Accelerations,

VpnConnectionsStaticRoutesOnly : & FfHE VPN E#R , UBRAHESHEMN B Static
Routes Only.

VpnConnectionsCategory : 8 &rTE VPN E#R , UBEREMNVERA VPN,

VpnConnectionsCustomerConfiguration : 88&FfA VPN E# , UERKREEEHEN
fECustomer Gateway Configuration.

VpnConnectionsCustomerGatewayld : & &E VPN E#R , UERHESEREFHE
VpnConnectionsRoutesState : BZEFTA VPN E#R , LIFERTFIER AVAILABLE AREE,
VpnConnectionsVgwTelemetryStatus : &= VPN E#R , LUHEERHE VGW MRES UP,

VpnConnectionsVgwTelemetrylpAddress : &8 {E VPN EiZ , UEKRESE VGW EAEHET
FIRIHAER IP stk

VpnConnectionsTunnelOptions : #&FTE VPN E#R , LR cMEEMHENEERE,
VpnConnectionsRoutesCidr : #ZFHE VPN EiR , UEREMEGHBEMNE N CIDR E#,

VpnConnectionsinstanceType : ZEFFH VPN EE , UERECMEGHEMN Instance
Typeo

-to-Site VPN &

VpnGatewayState : & VPN & , IR EE R A AREE,
VpnGatewayAsn : ¥ &FiH VPN Fi& , J«)\Tlﬁﬁ T EEHEEHN ASN,
VpnGatewayType : EFE VPN BiE , UBRCHEEHBNER,
VpnGatewayAttachment : 82 &F7E VPN BiE , IREREEGHERMEREARE,

EEEAE ERBREHERA

ZA L E ERBEFERA AWS EEXEA | KEEAERERIE,

'E

1.
2

BE EeREERR

£ BBk ARC F 12 & https://console.aws.amazon.com/route53recovery/homett/dashboards

BEERERE.
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3. HEREET , ERLERARAUNERER,

ARC A ERER M ARN &=

@ Note

Amazon Application Recovery Controller (ARC) FH B s Bt T BREMKGHTEFFER,
REEFPAUEEEEEAZKRE. MEFMENR , 552K Amazon Application Recovery
Controller (ARC) e E MR E,

& I&1E Amazon Application Recovery Controller (ARC) AN ERER , B LIEEETEHEESH
NWERER  URESEWNEMEERN Amazon Resource Name (ARNs), ARC T& £ &8 & R 48 7 £8
BHEMN ARN £, REISH ARC TENERER , URSEEEMEEN ARN X,

BEBRXIURRN BiR, EREH ARN B | FR## X FRRR/EHNERSEERA,

@ Note

FEE , ARC HERFTEM ARN B WaEEREARSEWHERAMEN ARN X FE. i
m, RERESZEZFEERENERBEHEERFTIAN ARN X |, AIREF2 23 ARC X&
ARC RIEHHITHEEFTER AWS 1RF ID st EHMEA.

AWS::ApiGateway::Stage

Amazon API Gateway % 1 hRPEER.
« ARN = : arn:partition:apigateway:region:account:/restapis/api-id/

stages/stage-name

&l : arn:aws:apigateway:us-east-1:111122223333: /restapis/123456789/
stages/ExampleStage

MEFMERH , 552 B APl Gateway Amazon Resource Name (ARN) 8%,
AWS::ApiGatewayV2::Stage

Amazon API Gateway % 2 hRPEER.

« ARN #= : arn:partition:apigateway:region:account:/apis/api-id/
stages/stage-name
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gifj] : arn:aws:apigateway:us-east-1:111122223333:/apis/123456789/stages/
ExampleStage

MEFHMERN , 552 B APl Gateway Amazon Resource Name (ARN) 2%,
AWS::CloudWatch::Alarm

Amazon CloudWatch &R,

« ARN #&3 : arn:partition:cloudwatch:region:account:alarm:alarm-name

& : arn:aws:cloudwatch:us-west-2:111122223333:alarm:test-alarm-1

MEFHMENR , 528 Amazon CloudWatch EEMWERER,
AWS::DynamoDB::Table

Amazon DynamoDB & #l&,

 ARN %3 : arn:partition:dynamodb:region:account:table/table-name

#ifl : arn:aws:dynamodb:us-west-2:111122223333:table/BigTable

WMEFHMERR |, 5528 DynamoDB &R E/E,
AWS::EC2::CustomerGateway

EFREXRE.

« ARN &3 : arn:partition:ec2:region:account:customer-
gateway/CustomerGatewayId

&l - arn:aws:ec2:us-west-2:111122223333: customer-gateway/vcg-123456789

MEHMER , FHSE Amazon EC2 EEMERER,
AWS::EC2::VVolume

Amazon EBS B{REE.

« ARN #&3 : arn:partition:ec2:region:account:volume/VolumeId

gl : arn:aws:ec2:us-west-2:111122223333:volume/volume-of-cylinder-is-
pi

MF/FHMER , 5526 API Gateway Amazon Resource Name (ARN) 2%,
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AWS::ElasticLoadBalancing::LoadBalancer

Classic Load Balancer,

« ARN #&3 :
arn:partition:elasticloadbalancing:region:account:loadbalancer/LoadBalancerN

&5 - arn:aws:elasticloadbalancing:us-
west-2:111122223333:1oadbalancer/123456789abcbdeCLB

WMEFHMER , 5528 Elastic Load Balancing EFo
AWS::ElasticLoadBalancingV2::LoadBalancer

Network Load Balancer =% Application Load Balancer,

« Network Load Balancer # ARN #&3 :
arn:partition:elasticloadbalancing:region:account:loadbalancer/

net/LoadBalancerName

Network Load Balancer V&5 : arn:aws:elasticloadbalancing:us-
west-2:111122223333:1oadbalancer/net/sandbox-net/123456789acbdeNLB

« Application Load Balancer B9 ARN #&3 :
arn:partition:elasticloadbalancing:region:account:loadbalancer/
app/LoadBalancerName

Application Load Balancer ¥ #ifj] : arn:aws:elasticloadbalancing:us-
west-2:111122223333:1oadbalancer/app/sandbox-alb/123456789acbhdeALB

WEFFMEEA , 5582 Elastic Load Balancing iR
AWS::Lambda::Function

AWS Lambda B &,

« ARN #&3 : arn:partition:lambda:region:account:function:FunctionName
#if5l : arn:aws:lambda:us-west-2:111122223333:function:my-function

WMEHMER |, 5528 Lambda BER E R FEA
AWS::MSK::Cluster

Amazon MSK #%,
« ARN %3 : arn:partition:kafka:region:account:cluster/ClusterName/UUID
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&% : arn:aws:kafka:us-east-1:111122223333:cluster/demo-

cluster-1/123456-1111-2222-3333

WMEFHMER , 5528 Amazon Managed Streaming for Apache Kafka E& I &R ER
AWS::RDS::DBCluster

Aurora ERIEE £,
+« ARN %=\ :

arn:partition:xds:region:account:cluster:DbClusterInstanceName

& : arn:aws:rds:us-west-2:111122223333:cluster:database-1

MEFHMER , FSBTE Amazon RDS AfEH Amazon Resource Name (ARNS),
AWS::Route53::HealthCheck

Amazon Route 53 B{EAREMRE,
« ARN #3 : arn:partition:route53:::healthcheck/Id

&1l : arn:aws:route53:::healthcheck/123456-1111-2222-3333
AWS::SQS::Queue

Amazon SQS 1751,

« ARN &3 : arn:partition:sqs:region:account:QueueName
g1 : arn:aws:sqs:us-west-2:111122223333:StandardQueue

WMEHMER |, 5528 Amazon Simple Queue Service ERME/E,
AWS::SNS::Topic

Amazon SNS F8&,

« ARN &3 : arn:partition:sns:region:account:TopicName
&5 - arn:aws:sns:us-west-2:111122223333:TopicName

WMEFHMER |, 5528 Amazon SNS FJR ARN 3,
AWS::SNS::Subscription

Amazon SNS £TEd,

« ARN &3 : arn:partition:sns:region:account:TopicName:SubscriptionId
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&if§] : arn:aws:sns:us-
west-2:111122223333:TopicName:123456789012345567890
AWS::EC2::VPC

Virtual Private Cloud (VPC),
« ARN #&3 : arn:partition:ec2:region:account:vpc/VpcId
gl : arn:aws:ec2:us-west-2:111122223333:vpc/vpc-123456789

MEFHMEER , 528 VPC ER,
AWS::EC2::VPNConnection

ERA B (VPN) EiR,

« ARN #&3 : arn:partition:ec2:region:account:vpn-
connection/VpnConnectionId

i) : arn:aws:ec2:us-west-2:111122223333:vpn-connection/vpn-123456789

MBFHMEF , FSB Amazon EC2 EEWNERER,
AWS::EC2::VPNGateway

ERFE MR (VPN) FiE,
« ARN %= : arn:partition:ec2:region:account:vpn-gateway/VpnGatewayId

#if5l - arn:aws:ec2:us-west-2:111122223333:vpn-gateway/
vgw-123456789acbdefgh

MEFHMES , F28 Amazon EC2 EEHE R,
AWS::Route53RecoveryReadiness::DNSTargetResource

2{EEREN DNS BEERTIE DNS ii&HE | PHiEA#. Route 53 FEEEE ARN , MUK
Network Load Balancer ARN = Route 53 528%% ID,

- FEEEEM ARN X : arn:partition:route53::account:hostedzone/Id
AEEFES ;0 arn:aws:route53::111122223333:hostedzone/abcHostedZone

EE BN BEETERERSE ARNs FEEIRE ID , MERR, 1RFE ID B4 EH , ®it ARC
AL HER, B Z =8 Amazon Route 53 FFEEM ARN &N E , MREZESZEZSFH
Route 53 fR#E & R E A ATk,
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Network Load Balancer #J ARN # 3, :
arn:partition:elasticloadbalancing:region:account:loadbalancer/
net/LoadBalancerName

Network Load Balancer B9&if5l : arn:aws:elasticloadbalancing:us-
west-2:111122223333:1oadbalancer/net/sandbox-net/123456789acbdefgh

WEFFMEEA , 552 Elastic Load Balancing &R

#£ Amazon Application Recovery Controller (ARC) F iR #ME R EfRERE

®

Note

Amazon Application Recovery Controller (ARC) R B ENETBRBKGEHEF £,
REEFPAUEEEEEAZKRE. MEFMENR , 552 B Amazon Application Recovery
Controller (ARC) BEfeETHMEE,

&) LAE A Amazon CloudWatch AWS CloudTrailfl Amazon EventBridge 7£ Amazon Application
Recovery Controller (ARC) FREEIR BT | LAo HTAE =X 3 175 BY 5% B HE FR R R

®

ES]

Note

B ARIREBEES (BEM ) EF+ ARC B9 CloudWatch I8Z2M AR , @EFEANEH
BF AWS CLI, E&ER B AWSCLI , FFE2E THSEBREERTHEEAL (HEM) E
1§ : --region us-west-2,

« 1 ARC A {#H Amazon CloudWatch &l Z & E

. £/ ELHEEEHRZE API Y AWS CloudTrail

- 1£ ARC A A E M E B Amazon EventBridge
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£ ARC H{#F Amazon CloudWatch i g a

(® Note
Amazon Application Recovery Controller (ARC) R B {ER BTN BRBRGTHEEEA,

REEFALEEEECAZKRE. MEFMENR , 552 Amazon Application Recovery
Controller (ARC) BfgEHMEE,

Amazon Application Recovery Controller (ARC) & #%$& Kl 3% # Z Amazon CloudWatch , LAE1T %4
E®E, CloudWatch AIZEFEA —HFEFIERNEXRBEELERBENEBRTER , BRIE
B, ZaBEERAZEENEY  BEENEERRERETERBEENE, fl , B AEEEHE
RWEIRIEIR AWS EBIENRE, SEERENEBRHN BB EN ENREEN,

ZAIEREEREIRENEFERFESES. Sl EEERBLRARNEINEER , BTNEY
CloudWatch BRREZIEENEFRLHATEE (PINEEBANEE FEHAbL),

MEFEZES , 52 Amazon CloudWatch EHEIER.

FE

« ARC I8

- ARC EEHMTER

- 1£ ARC #1143 CloudWatch 151

ARC #E1&

AWS/Route53RecoveryReadiness i & EEEE T HEE,

EBE Description
ReadinessChecks K& ARC EENERREHE, BETWUNKEHREETHE  WTFT

TNo

E{¥ : Count,

HE R - BHEFE,

METER  H—BRRFERRE Sum.
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EE Description
HWE

* READY
 NOT_READY

* NOT_AUTHORIZED
¢ UNKNOWN

Resources RFZ ARC EENERYE  "HEZRZRBIFFIMLAME | 1 API FTE
Fo

E{¥ : Count.,

WE R  BHREE,

METER  fE—FRANRITERR Sum.
HE

« ResourceSetType :ELRERER , ik ARC FHEHNBEEE
FANERYMEETER

a0 : AWS: :CloudWatch: :Alarm

ARC EENHETER

CloudWatch €1R4% ARC MM IEFRERMREHREFTEN. RTENREEHRRNERERNER,
EEBREHERE  BENENRRROERSBNERMEL . #ERRARERHREENERE/
B8,

UTRETRERAAANEFRMERSEM

- W1 ARC FMENEREEREHE.
« B8 ARC FHMt 2 EEEREFENERBE
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£ ARC ##1R CloudWatch 151&

B LAEA CloudWatch AT #17 ARC B CloudWatch 384 AWS CLI, £ £# &7 , EEgHE
TRERER.

BN BEREERAES (R#M ) EiFH ARC B9 CloudWatch 512 , ERERETRARFER B AWS
CLl, &M B AWSCLI , FEETHSHREEWTHWEHAL (RHHM ) EF : --region
us-west-2,

£/ CloudWatch & BRIgE

1. 7E https://console.aws.amazon.com/cloudwatch/ BBk CloudWatch £ &,
2. HEEBERT , BEER

3. iZEH! Route53RecoveryReadiness T & Z= M,

4. (ER) EERGMAEHRENER K FEESRUTRAELERE,

£ WBIEZE AWS CLI
EA T % list-metrics apH 2K %I HH 7] g€ -

aws cloudwatch list-metrics --namespace AWS/Route53RecoveryReadiness --region us-west-2

£/ IS TEENHFTER AWS CLI

FERALLT get-metric-statistics R RIBIEEREEZMERENRITER, XX , CloudWatch #IL#E
WEBRBESRAENEE, AELIFARSINZMVEEESHIVRITER, BXEREERIEER
FRfE MR HEE

THIEHI5H ARC FikF &2 EFENRRBERE.

aws cloudwatch get-metric-statistics --namespace AWS/Route53RecoveryReadiness \
--metric-name ReadinessChecks \

--region us-west-2 \

--statistics Sum --period 60 \

--dimensions Name=State,Value=READY \

--start-time 2021-07-03T01:00:00Z --end-time 2021-07-03T01:20:00Z

LUTRRE s wHEESlEH -
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FMBABER

"Timestamp": "2021-07-08T18:00:00Z",

"Timestamp": "2021-07-08T18:04:00Z",

"Timestamp": "2021-07-08T18:01:00Z",

"Timestamp": "2021-07-08T18:02:00Z2",

"Timestamp": "2021-07-08T18:03:00Z",

"Label": "ReadinessChecks",
"Datapoints": [
{
"Sum": 1.0,
"Unit": "Count"
iy
{
"Sum": 1.0,
"Unit": "Count"
iy
{
"Sum": 1.0,
"Unit": "Count"
iy
{
"Sum": 1.0,
"Unit": "Count"
iy
{
"Sum": 1.0,
"Unit": "Count"
}

£ SLEEEHRE API 04 AWS CloudTrail

(® Note

Amazon Application Recovery Controller (ARC) R B ENETBRBKGEHEF £,
REXFULUBEBEEFERAZRE. WEFHMEENR , 5528 Amazon Application Recovery

Controller (ARC) Efatp & AHEE,

2 fRIEE S AWS CloudTrail , lWIRIEIRMFERAE. ABE ARC 1 AWS BRIEFMEREEI/ER R
#%., CloudTrail 4% ARC MIFFE API FIUEERASH., HEEHNMHWIFERB ARC EEEHFEW | 2L

K ¥ ARC API RENENIHFRMU,

SE TRt
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MRIERBIURR , ALK CloudTrail B4 ERXYE Amazon S3 #FAT#E , 2 ARC WEH. Bl
EEREREEH , IRATLUEIR CloudTrail TR AHFHNEHRELEHBMIBETTEH

£/ CloudTrail FRUXEERYE A , AT LAYIETIE) ARC IRHEAVFER, RHEFERM IP ik, RHEFRHA
B, RUEBRNEBD , UREMFHEA.

EEHE—FTH CloudTrail , 5528 "AWS CloudTrail fEA&ER . -

CloudTrail Y ARC EFA

EBRENIRSE AWS IRF B | 88 €A CloudTrail, £ ARC FE4FZER  ZEHEHEEHFRESL
SR E M AWS IRIBEM4 — #2524 E CloudTrail B4, SAUE #1E. EENTRBENS
# AWS tRE, WMEFMEN , HSBEH CloudTrail E4F ¥ 50 8%,

BEFERHE PNSEMH AWS IRF |, 8% ARC WS4 , FEIVIEH, #RZKREERE CloudTrail #& BFE
RXATE Amazon S3 #EFETHE, KER , EAEIRAPEVERE  FERSEREMEMN AWS
B, REGHLHE AWS FEEFAERBNEMS , XK AFERINELIEEN Amazon S3 fEEFET
B2 UeHh , EHBEREE M AWS BREE , BUE—F o MEIE CloudTrail BEHATRENSHER, M
FHAMES  FBRTIAR

- By BMHEIE
 CloudTrail X EMNRENES

« %% CloudTrail B9 Amazon SNS &4l
- EWZEEEI CloudTrail B 55HERMFWZEMRFER CloudTrail HEHER

CloudTrail €52 #F7E ARC BifE , L FE#KTE Amazon Application Recovery Controller B
Recovery Readiness APl 2Z3§F. Amazon Application Recovery Controller By Recovery
Control Configuration APl 2Z 158 , LA& Amazon Application Recovery Controller Y Routing
Control AP| 25/ s, i , ¥ CreateCluster, UpdateRoutingControlState #
CreateRecoveryGroup EfEE HKFILETE CloudTrail ek ERPEEER,

B-EEMIARERFE LS ELFRENENA. FOERATHEHE THIEE

« REMEABRHR AWS Identity and Access Management (IAM) A& EAERHEHFER,
- REBHERE , REFEATREACEHME I 2 FEFRAENERELRE.
- EREAHHEM AWS BRIFREE.

MEFHMMET , 5528 CloudTrail userldentity T3,
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-user-guide.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/view-cloudtrail-events.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-create-and-update-a-trail.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-aws-service-specific-topics.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/configure-sns-notifications-for-cloudtrail.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/receive-cloudtrail-log-files-from-multiple-regions.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-receive-logs-from-multiple-accounts.html
https://docs.aws.amazon.com/recovery-readiness/latest/api/
https://docs.aws.amazon.com/recovery-readiness/latest/api/
https://docs.aws.amazon.com/recovery-cluster/latest/api/
https://docs.aws.amazon.com/recovery-cluster/latest/api/
https://docs.aws.amazon.com/routing-control/latest/APIReference/
https://docs.aws.amazon.com/routing-control/latest/APIReference/
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-event-reference-user-identity.html
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BASHELRRHEPH ARC B4

CloudTrail 7] & F Event history (B4 E L&) MRRIENENH, ZEEMA ARC API FERHE
#, BXBEEETRAERVEDZMESFREZRAS (BEH ), WEFMENR , BFSHE AWS
CloudTrail £/ %?‘éﬁﬂp A CloudTrail E#4FE S 508%.

TH# ARC BFERER

B2 —FERE  EEEHUBARERNEIRFREIEERN Amazon S3 #Fir#. CloudTrail H&E
Fﬁ??z@ —FZEEFER, —FAEHAEMARFRRENE—FER , YIEFREE. FROBHPME

5, FERBEEEH, CloudTrail BFEIIEMRAE API R HEEEMEF , Rt ASLUE S EIE
f%'d:'.fﬂo

T 5 FIFE R CloudTrail BFFIEE , REEHEEMECreateRecoveryGroup ek,

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "A1B2C3D4ES5F6G7EXAMPLE",
"arn": "arn:aws:iam::111122223333:role/admin",
"accountId": "111122223333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AROA33L3W36EXAMPLE",
"arn": "arn:aws:iam::111122223333:role/admin",
"accountId": "111122223333",
"userName": "EXAMPLENAME"
},
"webIdFederationData": {3},
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2021-07-06T17:38:05Z"

}
}
I
"eventTime": "2021-07-06T18:08:03Z7",
"eventSource": "route53-recovery-readiness.amazonaws.com",
"eventName": "CreateRecoveryGroup",
"awsRegion": "us-west-2",

"sourceIPAddress": "192.0.2.50",
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"userAgent": "Boto3/1.17.101 Python/3.8.10 Linux/4.14.231-180.360.amzn2.x86_64
exec-env/AWS_Lambda_python3.8 Botocore/1.20.102",
"requestParameters": {

"recoveryGroupName": "MyRecoveryGroup"
1,
"responseElements": {
"Access-Control-Expose-Headers": "x-amzn-errortype, x-amzn-requestid, x-amzn-
errormessage, x-amzn-trace-id, x-amzn-requestid, x-amz-apigw-id, date",
"cells": [],
"recoveryGroupName": "MyRecoveryGroup",
"recoveryGroupArn": "arn:aws:route53-recovery-readiness::111122223333:recovery-

group/MyRecoveryGroup",
"tags': "xF**"
I
"requestID": "fd42dcf7-6446-41e9-b408-d@96example”,
"eventID": "4b5c42df-1174-46c8-be99-d67aexample”,
"readOnly": false,
"eventType": "AwsApiCall",
"managementEvent": true,
"eventCategory": "Management",
"recipientAccountId": "111122223333"

£ ARC H{Ff A Z{mEEE Amazon EventBridge

(@ Note
Amazon Application Recovery Controller (ARC) RV B {HRE AT BRRGTHEEEA,
REEFAUEEEEEAZKRE. MEFMENR , 5528 Amazon Application Recovery
Controller (ARC) BfgEHMEE,

£/ Amazon EventBridge , A LAGRES4ERE R A , LLEEFE Amazon Application Recovery
Controller (ARC) FHZEREEZIR , AEMBERAHMRKN B FRE8E AWS . Hltn , BRI AEERE
REARENR READY £F % NOT READY Kr# i Amazon SNS AR , UREEXEFBHFEHN
A,
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® Note

ARC REEXBAES ( BR¥MA ) (us-west-2) AWS [EiF #2345 EventBridge B LUETE
famE, HEEW EventBridge BHLETEBRE , FEXEAES (RH¥M ) BEPEY
EventBridge # 8,

& ] LATE Amazon EventBridge FEER A , LURE T3 ARC BigEE4 -

- BEREREER, SHSETRHEREREREHR READY £F A NOT READY,
EERREREBNEE ARC B4 |, 55ES EventBridge AJARERAZSHHNEH B EER, SHER
WEBHEEEANEHER, ZEXSIAERLEENRN , WIRHEEESRNEE.

BURERHEN, EEEREBRLT , eMELUEFERHN SR ARC RS ZE EventBridge, Fi8
ATREE B A GBS I B4R AARIE R

% EventBridge R BI{AIERASHEXNFMEN , 5526 EventBridge PRV EHMEHER,

£ EventBridge EE# B HEREE R
{8 EventBridge , AL N Al , EFE ARC $H Y BEREERH HEHFERINNE/E,

#E1E EventBridge TR EPBAREREARAL L | FEFTEATER U AR EHSHEE,
AT HBEHE TREEERANSEHER  FTELSERREESHESEL,

BUERSHNSRA

—

AI{E https://console.aws.amazon.com/events/ BB Amazon EventBridge 12 &,
EEAWS B £ PEVRA , FHEEZEAST (RYPHE ) . EREBBHNLEES,
iZ1Z Create rule (IR A,

AR B Name (B18) , HEBW AR,

HREHERSE , FREER

BET-%

HRBESHEXLR , HREBEHNR , FREFERE AWS B4,

EEHSHT  BEERARBCHNES,

SretEEfIEH  MARNERL EEHER, RS , F2RT—H,

© © N o a0 bk~ w0 DN
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https://docs.aws.amazon.com//eventbridge/latest/userguide/eventbridge-and-event-patterns.html
https://console.aws.amazon.com/events/
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Mt B E

SEHEANEREEANTNEHER. 2EXSIAERLENRL , YR{EEEESKNBE,
FAISAS I B B SR E R BEE] EventBridge # , MUY ATAREEE ARC BEMEIRIR A,
THEHERRAE T LE EventBridge AR ARC R G EIBERI FE 6,

- 1€ ARC BEmEHENRBESH.

"source": [
"aws.route53-recovery-readiness"”

]
}

- EERINEREREENEN.

{
"source": [
"aws.route53-recovery-readiness"”
1,
"detail-type": [
"Route 53 Application Recovery Controller cell readiness status change"
]
}

- EEINEERA WEERFHEMEENESHMyExampleCell,

"source": [
"aws.route53-recovery-readiness"”

1,
"detail-type": [

"Route 53 Application Recovery Controller cell readiness status change"
1,

"resources": [

"arn:aws:route53-recovery-readiness::111122223333:cell/MyExampleCell"
]
}

- REEFMER#HE, RERIBEREMREER K, T BIEHNOT READY,
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{
"source":[
"aws.route53-recovery-readiness"”
1,
"detail-type":{
"new-state":{
"readiness-status":[
"NOT_READY"
]
}
}
}

- AEEEAEREE. RERIBBRESAERT DOV EMEB R, B#IEH READY

{
"source":[
"aws.route53-recovery-readiness"”
1)
"detail": {
"new-state": {
"readiness-status":[
{
"anything-but":"READY"
}
]
}
}
}

LT REREERBRESEN ARC EHEH

"version": "Q",

"account'":"111122223333",

"detail-type":"Route 53 Application Recovery Controller recovery group readiness
status change",

"source":"route53-recovery-readiness.amazonaws.com",

"time":"2020-11-03T00:31:542",

"id": "1234a678-1b23-c123-12fd3f456e78",

"region": "us-west-2",
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"resources":[
"arn:aws:route53-recovery-readiness::111122223333:recovery-group/BillingApp"

1,
"detail": {
"recovery-group-name": "BillingApp",
"previous-state": {
"readiness-status": "READY|NOT_READY |UNKNOWN|NOT_AUTHORIZED"
1,
"new-state": {
"readiness-status": "READY|NOT_READY |UNKNOWN|NOT_AUTHORIZED"
}
}

LT REFEHREREZEN ARC S4EH

"version": "Q",
"account'":"111122223333",
"detail-type":"Route 53 Application Recovery Controller cell readiness status
change",
"source":"route53-recovery-readiness.amazonaws.com",
"time":"2020-11-03T0Q0:31:542Z",
"id": "1234a678-1b23-c123-12fd3f456e78",
"region": "us-west-2",
"resources":[
"arn:aws:route53-recovery-readiness::111122223333:cell/PDXCell"
1,
"detail": {
"cell-name": "PDXCell",
"previous-state": {
"readiness-status": "READY|NOT_READY |UNKNOWN|NOT_AUTHORIZED"
I
"new-state": {
"readiness-status": "READY|NOT_READY |UNKNOWN|NOT_AUTHORIZED"

LT REFBRERESEN ARC B4-84)

"version": "Q",
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"account":"111122223333",
"detail-type":"Route 53 Application Recovery Controller readiness check status
change",
"source":"route53-recovery-readiness.amazonaws.com",
"time":"2020-11-03T00:31:5472",
"id": "1234a678-1b23-c123-12fd3f456e78",
"region": "us-west-2",
"resources":[
"arn:aws:route53-recovery-readiness::111122223333:readiness-check/
UserTableReadinessCheck"

1,
"detail": {
"readiness-check-name": "UserTableReadinessCheck",
"previous-state": {
"readiness-status": "READY|NOT_READY |UNKNOWN|NOT_AUTHORIZED"
.
"new-state": {
"readiness-status": "READY|NOT_READY |UNKNOWN|NOT_AUTHORIZED"
}
}

EEEHEEEMN CloudWatch Bi6EHE

3 EventBridge S AR , BLAEEEEXFESRAZEHNEBEE, WF EventBridge A A B FRY
JBE | 528 EventBridge AR RN EBEZE, BRI LAFIEE EventBridge RAWEFA—EEHER
Amazon CloudWatch B8, AEIERAAME CloudWatch B BB EEENER , YIREEHERY
RARE AFBENER.

B E# CloudWatch BEEEHEMEAER , BAIUIIT T E P —HIRE

- BIFTH BEERHE
- EFRAMN HFERHE

MBEBERMRABEEAERAEEHN AEEE | EventBridge BB AR BtE A, FRESL

FﬁﬂE EventBridge # Bl B2/ A 584 LL BISE/aws/events, MREEERIZH MW AFEHAE L Hi3

2 OREHEEA NWAFHEESIEETHRNIIEERT /aws/eventsBBRARE, NMEFHEF , F2HE
{Amazon CloudWatch £ A& EmME) PHEIFH BHFEE,

R IEEH EE A ER CloudWatch IREE N S A CloudWatch BB EMABE , FREECE
MEREHFT, MREFEATEAGBFHEREE EventBridge R A , BIAFHENEREBEESEH
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/Working-with-log-groups-and-streams.html#Create-Log-Group
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i, BR , MREMFEH AWS Command Line Interface 3 AWS B EHRIEEBFEE K AINEE
MEFEEAMNEREBEKR., THEHBRRPELEVEEEFHENEREBRPESMWET ;

JSON

"Version":"2012-10-17",

"Statement": [
{

"Action": [
"logs:CreateLogStream”,
"logs:PutLogEvents"

1,

"Effect": "Allow",

"Principal": {

"Service": [
"events.amazonaws.com",
"delivery.logs.amazonaws.com"

]

}I

"Resource": "arn:aws:logs:us-east-1:222222222222:10g-group:/aws/

events/*:*",

"Sid": "TrustEventsToStorelLogEvent"

}

BEEFER TREAABFHERTEEREBER., FEBYENFIMEEUNERAERNBEER , BE
A CloudWatch PutResourcePolicy API #4E, % , &ABAEA describe-resource-policies CLI a8
RREREREEREM.

REREHEVIHANIETE CloudWatch BFEEHHEB &

1. HI{E https://console.aws.amazon.com/events/ BB Amazon EventBridge £ 5&,
2. BELEAWS BE EHHARIRIN .

3. EEEVRRA 6 ARBMAZRIANTAHEHBER , SINSHEXRERFMEA,

TR EventBridge R R SUETRIBHFMER , FFSEEMA EventBridge SEREEREER,
4. FEHRBHZEEMEL , ##Z CloudWatch A &H B R
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https://awscli.amazonaws.com/v2/documentation/api/latest/reference/logs/describe-resource-policies.html
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5. WTHXEEAHEEF CloudWatch B 5EEHH,

ARC AR EfgERER Identity and Access Management

® Note

Amazon Application Recovery Controller (ARC) F i E R E T BREKGEHEFEH,
REEFAUBEEECAZRE. MEFMENR , 5528 Amazon Application Recovery
Controller (ARC) EfgEHMEE,

AWS Identity and Access Management (IAM) 2 AWS k¥ , i BB E R LB ¥ AWS &
RHFE. IAM EEETIRHHATLETESRE (BA) NRE (EFHFY ) RFEHARCE
Ro |IAM BIEALAREER AWS BRI /Y .

B #%

« Amazon Application Recovery Controller (ARC) A # Z {f#a 2= ana] 82 IAM & B 5 F

« ARC FEEREN & 25 B BREHI

- EARC HEARKERZACETERRE

- AWS ARC H ¥ EN ZTEBX

Amazon Application Recovery Controller (ARC) 5 HY Z {2 an{a 2 |IAM #& i 5 F
LML 1AM B3 ARC NEEUE A |, 5% 7ML 1AM ZIBE T B2 ARC #BEEMA.

E&EH IAM B Amazon Application Recovery Controller (ARC) ARG ENFEEH , BT
FRTRLE |IAM ThRERT AR EFERE,

&\ LATE Amazon Application Recovery Controller (ARC) F 4 El R E=FE A/ 1AM Thae

IAM T8 EREREXRE
S BBEX =
EIREBUR B
BREE =
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https://docs.aws.amazon.com/r53recovery/latest/dg/arc-readiness-availability-change.html
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A EREREXE
B RE 2
LGS &
ABAG (B3 o 0 ) 2
BREB g
EEERTH g2
BBAE =
B ERAE 2

EEWMS AWS RBNMEXSZE IAM e EEANSERZERER , F528 (AM EREER) F
RYEZ IAM AWS FE L (2 B9 AR

ERmENS 2 BBER
XESOBEBEK: B
SO BBERR ALK ME S (Fla0 IAM ERE, EREFHERAE) K JSON FFAIBERXH, ELEHK

REEH &7 EMERG TRREBPLERATHEDE, NFTHROMELSSEBEK |, F26H (IAM
ERERERE) FREBEFERBRESRBR] IAM A,

FHIAM BDEBER | BAEEARRIEENBENER , UREMAERGET AFRIESEE, W
ETHRIETE JSON R EANFAE TR |, 520 (IAM F£HEIER) B IAM JSON BERTES
EO

EEMR ARC BB BUERHEH , 582 E Amazon Application Recovery Controller (ARC) A EY & %
BB RSB,

BiaRETNEREBE

XEEREBEE : &
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements.html
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BEREBERRH B EIRA JSON RN . EREBXNRE REHIR IAM ASEEEEMN
Amazon S3 REFATRER, EXEEREBRNERS  REEESTUERAEMARZEHHESEER
K IR

ERmENBREE
XERERBE: B

EIRE A LMER AWS JSON BUIRRIEEH AIUERMAR, WHER , BHMEEBRE A BERA T oAt
EEREITH LB F,

JSON BURHY Action TRHRETUARAFRIEBERPEMNEF, BERECERABERKTH
ITHEBAER BN ERVRT .

EEEEERREN ARC BIMEEE , F2E0 (REER#ESE) B8 Amazon Route 53 Recovery
Readiness &2 MY B11E,

ARC HRAREBRENBRBEEDEZERATIFE :

route53-recovery-readiness

BR2EE-RRAXPIEESEEE  FRERS R, Fla, T3EE :

"Action": [
"route53-recovery-readiness:actionl",
"route53-recovery-readiness:action2"

]

WA LERERET () RIEESEEE, FlM , BEREMER Describe XFHAEENE
SLLTEE -

30
@

"Action": "route53-recovery-readiness:Describe*"

EEMBEBEREN ARC HDEBKHES , 5260 ARC PERREN 55 B BUREH,
ERERENHERER
XEBRER : &

EEEWLER AWS JSON BUERRIEEH T UAFRAR, tWH2R , BMEEBE M BERA T o E
EEREIT LB F,
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Resource JSON R ZUEEEEABENYH., REEKE2MEAHE Amazon Resource Name
(ARN) RIEEER. BREFZXEERERFT , FABAF R () XK ZREXNBEAREER.

"Resource": "*"

EEEEEHEBHN ARC BMEBE , 28 Amazon Route 53 Recovery Readiness 7E 2 f 811k,

HEERARFHEREN ARC B0 BBERES , FF2H ARC HEREREM 5 2 B BREH,

ERERENBERFG RS2
XEBRBEERRRG SR =2

EESWLER AWS JSON BURRIEEH T AFHAR, twpEaR , BMEEREERE T T
FEER#T UL B

Condition TEERBERNIKRY , EERBXNBITHRHE, LRI ERRTEETFNRTER
X (PIUFERTIR) , REHWBRPHFRGNBRPNE. BEERHE AWS £2EKGREI8 | F2
B KIAM EREIER) PHIAWS ERFABTZREIHE,

EESEERREN ARC BIMEBE |, 328 Amazon Route 53 Recovery Readiness B &4 3R 5|

EEEELVURREEEFERENRUESBERANESENER , 528 Amazon Route 53
Recovery Readiness & /) B4

HERARBEMEN ARC B0 BB , FFSH ARC HEREREMN 5 0 B BEEH,

ERERETHNFIURHEIEFE ACLs)
XEACL: &

FHUZRHBE (ACL) ATZH LR (IRFXE. ERAENAR) BEFHEERNFTA. ACL BEHUR
BEREBER , BEMFER JSON BRI HEN,

BEEEFERENBMHEREFEIES (ABAC)
% 1& ABAC (BIERHMER) : S5

B RFEUES] (ABAC) R—EREXRE , REBAEBRNBHERFTAIE, SUUSRERERE IAM
B AWS MER , R&KRET ABAC BUR , MEEZREANRBRNTSER LWERE RFHRF,
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MERBERIZHIEE , 55FH aws:ResourceTag/key-name, aws:RequestTag/key-name B
aws:TagKeys R %58 , EEERNFRGELED , RUHEBREA.

MRBHEXESEEREEN LB =ERG SR  RBEZBHEMS , EA Yes. IRBHBEIERLE
REEN =@ k4 iR , RIEA Partial.

MF ABAC WFMAT , HSH (AM AEIER) FHEAE ABAC BEESHT., NESEEHR
7 ABAC SBNHBRE  HSH (AM EAEIERM) FHEABIEREIIRH (ABAC),

ER%ElE (EEERE ) XE ABAC,
FREFEAESREEFEERSE
TERIEERE 2

BEEAERERYE AWS BERNESER , YELFEABASRACEKEETHEYL, AWS BEE
HREEEREBEAEN K MAREARMENRSE. NEFMAEA K F28 AMFEHERERE) B1
IAM R R Z < BRE T E IAM EEIEENAWS RIE.

ERERENERE TR

XEEHFFHITFREEER (FAS): B

EREAIAMER (EAEIAC) £ PHITEER AWS , KERRR/ETA. BEREZKFIRT
IR, ERERELERKE  SUREINTEDHE , ARETENRBTBES —EDE, EHER
T, RS AEBHITEMERENFT,

EECEEERETNEERESERRPHHMIMEMKEE , 528 Amazon Route 53 Recovery

Readiness

ERERENREAS
xERBAE . &

REAGRREETN AM A€  ATREMTEE, IAM EES LK IAM RET, 15K F M BRIRKE
Af, MEFMEENR , BF28 (AM FAEERE) RWEIAGUE R TiE AWS R,

ERERENRBELAE

xERBELAG : 2
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BREEACRERE H—ERBAE AWS . BETUBERREATHENAS, HER
ABGHLRELN B AWS IEF | WABBHE, AV ERETLRE , BT LRBREEERA SN
A,

MERVRNEE ARC R EFACHFMENR , F260 £ ARC HERARBEREACETERRE,

NMERVREERHFEEACHFMER , SR AEL IAMEENAWS . EERKRPSRR
¥, A ESRBEGACHTH Yes, BERER , SIREKRBHRIERS XM

ARC HEEREN 5 o B B &5

RIFFER , EAENARKRERUIEN ARC BERNFT, eERTEAEHHMBERNITEIEN
ATA , IAM EE S A BUE N IAM BUX,

WET MR E | JSSON BURX M2 IAM S5 RBR |, 20 (AM EAEER) PHE
M IAM BUER (EE),

ME ARC EXMEBENEREENFHEET , S BRESEEREEN ARNs KX |, F2E (RERES
£ H# Amazon Application Recovery Controller (ARC) VB, B RMEHRSIE,

ES-

- BRBEER

- 516 EBEEREFEAFR

- 5l ERBERSE API BENERERS

HRREEHR

FOoEBREHEHSRFAINEBASREAINEY., FHEMER ARC B, ELEEATEEREN
AWS IRFELXBM. ERBRNRES 2 EBRE , BERE T EAREREHE !

- FIEER AWS SEBRRAEBRRKEERTT - EERBRFIRTENCERAENTEER , B
BT R TS EREARGIN AWS REBK., ©ATELN REMA AWS IRF, RAIZREESR
BREREARI AWS WEFZERXR , ME-FRLFH . WFEZEA , F2H (AM E£REE
) T AWS ZEBURREBBEENAWS ZEBR.

- EAREERFT - 52E IAM BERNFAR  FERTHTERMENFT. KSERLEN , &7
UERERERG T AAUHBEERRINEEF , EUBARBERTT. WEER IAM ERFFA
MEZEEENR , F260 (AM EREER) T/ IAM PR BERMET,

o EA IAM BUER ARV IR — S IREIFEVE — B U R FTEEEE , URFIBENE R FE
Blan | U LRBBOREM | BEL AL SSL BEMBRER. MREBBE FIi0 £HREEIE
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AWS BRFE , &t o] LAGE R4 2R 32 F HL FZEU#E CloudFormation, MFEFMER , F2H8 (IAM £EH
EEFE) P IAM JSON BETE : &4,

£/ IAM Access Analyzer & IAM BUR |, BRFF A1 £ 2 B A iEF1&/E - IAM Access Analyzer B
BIHBEANBEBCR , BARELBRER IAM BERES (JSON) 7 IAM &{EEH. 1AM Access
Analyzer 12 100 ZIHBRRERVEATHER , THPERELXLBEEANBER., WEFAE
A, F2E AM FHERER) PHEEA IAM Access Analyzer B FE BUR

- FEZEFEERE (MFA) - MREHRFIZE IAM FHER PHBEFEHRE AWS IRFE | R MFA
HiEEReM., MEEMNN AP BERTER MFA |, 3518 MFA 4B EENBE, WEFEE
A, F2E (AM FRHEER) PHEBE MFA E £ APl 77H

WE IAM FREEHNEEBENR , F20 (AM EAEER) v IAM 22 KEEK,

g6 EiBEREZELEFN

# E17H Amazon Application Recovery Controller (ARC) £ 4 |, 4 BHE —HAKIKFT, BN
A AB RS HFEE B ARC ERIWFMAEA AWS IRE, MREENHKERNNLE T F BRIEH
BoBBEK , AIBREEZBERNER (EAENAG) ME , TRAMBELZNRIREE.

HREFW AWS CLI X AWS API (IERE |, BTAFEAFREBEEEAHNT. Rz , REAFFIA
B ERMITZ API RIENBER AT,

ATHREAENACHEEAFEINEE AP RERNAEARRBRETES , FEEERE
FIReadOnly AWS REBKKMEEER., NFFHMEET , F2ERFERENELEREZIEREE
|, % (AM EREER) BT AEERE.

BEHTREEEE  FAEYLEEFE ARC YEVREFREHEBR BB ELZACNTA. WEF
HMER , F2H £ ARC PEARBERAGETERRE.

FERMEAEZBTEEEARFREYENTETEIE  FROTHINBREREERE

JSON

"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"route53-recovery-readiness:CreateCell",
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"route53-recovery-readiness:CreateCrossAccountAuthorization"”,
"route53-recovery-readiness:CreateReadinessCheck",
"route53-recovery-readiness:CreateRecoveryGroup",
"route53-recovery-readiness:CreateResourceSet",
"route53-recovery-readiness:DeleteCell",
"route53-recovery-readiness:DeleteCrossAccountAuthorization"”,
"route53-recovery-readiness:DeleteReadinessCheck",
"route53-recovery-readiness:DeleteRecoveryGroup",
"route53-recovery-readiness:DeleteResourceSet",
"route53-recovery-readiness:GetArchitectureRecommendations",
"route53-recovery-readiness:GetCell",
"route53-recovery-readiness:GetCellReadinessSummary",
"route53-recovery-readiness:GetReadinessCheck",
"route53-recovery-readiness:GetReadinessCheckResourceStatus",
"route53-recovery-readiness:GetReadinessCheckStatus",
"route53-recovery-readiness:GetRecoveryGroup",
"route53-recovery-readiness:GetRecoveryGroupReadinessSummary",
"route53-recovery-readiness:GetResourceSet",
"route53-recovery-readiness:ListCells",
"route53-recovery-readiness:ListCrossAccountAuthorizations",
"route53-recovery-readiness:ListReadinessChecks",
"route53-recovery-readiness:ListRecoveryGroups",
"route53-recovery-readiness:ListResourceSets",
"route53-recovery-readiness:ListRules",
"route53-recovery-readiness:UpdateCell",
"route53-recovery-readiness:UpdateReadinessCheck",
"route53-recovery-readiness:UpdateRecoveryGroup",
"route53-recovery-readiness:UpdateResourceSet"

1,

"Resource": "*"

gl . ERERE AP BIFNERERS

BTHREREABETUMSEA ARC AP Bi{EREA ARC ZBiemEin4|FHE , fINELEREHE. ERE
MEERE K BERYEZEEHAETEFEHN APIHRENER | TR,

BEHTHEEER  EAELAERE ARC HEVHEGREMER CRBELABNTA, MFEF
MER , F2H EARC HEARBERAGETERRE.

BEMER API RIFETRIERE , FRU T RHNBREZEERE
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JSON

"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"route53-recovery-readiness:CreateCell",
"route53-recovery-readiness:CreateCrossAccountAuthorization"”,
"route53-recovery-readiness:CreateReadinessCheck",
"route53-recovery-readiness:CreateRecoveryGroup",
"route53-recovery-readiness:CreateResourceSet",
"route53-recovery-readiness:DeleteCell”,
"route53-recovery-readiness:DeleteCrossAccountAuthorization"”,
"route53-recovery-readiness:DeleteReadinessCheck",
"route53-recovery-readiness:DeleteRecoveryGroup",
"route53-recovery-readiness:DeleteResourceSet",
"route53-recovery-readiness:GetArchitectureRecommendations",
"route53-recovery-readiness:GetCell",
"route53-recovery-readiness:GetCellReadinessSummary",
"route53-recovery-readiness:GetReadinessCheck",
"route53-recovery-readiness:GetReadinessCheckResourceStatus",
"route53-recovery-readiness:GetReadinessCheckStatus",
"route53-recovery-readiness:GetRecoveryGroup",
"route53-recovery-readiness:GetRecoveryGroupReadinessSummary",
"route53-recovery-readiness:GetResourceSet",
"route53-recovery-readiness:ListCells",
"route53-recovery-readiness:ListCrossAccountAuthorizations",
"route53-recovery-readiness:ListReadinessChecks",
"route53-recovery-readiness:ListRecoveryGroups",
"route53-recovery-readiness:ListResourceSets",
"route53-recovery-readiness:ListRules",
"route53-recovery-readiness:ListTagsForResources",
"route53-recovery-readiness:UpdateCell”,
"route53-recovery-readiness:UpdateReadinessCheck",
"route53-recovery-readiness:UpdateRecoveryGroup",
"route53-recovery-readiness:UpdateResourceSet",
"route53-recovery-readiness:TagResource",
"route53-recovery-readiness:UntagResource"

1,

"Resource": "*"
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1

£ ARC HEARKEZACETERBE

Amazon Application Recovery Controller £/ AWS Identity and Access Management (IAM) AR #5:E#E
A, REEEACRERERZRBNME— IAM A2EE  HFHERTA ARC, BREEZAREH
ARC HLEER , YEBEHRBATHEBNRKREFIUHEM AWS RREFAENFTER .

BRHEEFACATREEERMFRE ARC , RALTLFEFMELENTT, ARC ERERKEREAE
REFA , BRIFFSAER , BRIRE ARC LUEAHAG., EENFIUIFEEERRNFFABE , B
ATRBUREEM I E Ak IAM BE.

BXATHBRACHARER , TfRBEHERAC, EWRELN ARC ER , RAZTEF /DO
BREFNERNFTT,

NMFHMXERBEFACNEREN , F2RERBELGACHTE AWS IAM BERFEANRE , 8
REARNERE, BEEFEENRE , SURERBHRIERS S XM

ARC ERTIIRKERAS , WAEMR

« ARC & A& Route53RecoveryReadinessServiceRolePolicy BRI E R & & R ZENE R AAERE |
D EEfmiR A8,

- ARC FREA WRKEFACETEDERREHT. EREFIRMMN Amazon CloudWatch ER
MEF Health &Rk & B4 , URFABRERT.

Route53RecoveryReadinessServiceRolePolicy B R E S A &3 1

ARC & A& Route53RecoveryReadinessServiceRolePolicy # BRI ER & @ REFZEE RMERE | LL
BEEFRE, FHERABRBEESHLNTT , AREY, GENRBRACHEEER.

Route53RecoveryReadinessServiceRolePolicy B R E & & &3 1
WREEZARMER SEBX Route53RecoveryReadinessServiceRolePolicy,

Route53RecoveryReadinessServiceRolePolicy R ERE A BEE T REREZAG -

* route53-recovery-readiness.amazonaws.com
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HEMBMBORNEH , F2H (AWS REBRSE) hH

Route53RecoveryReadinessServiceRolePolicy,

BYMERERNT , IAM ER (WERAE, HENAe) TURY, REIMREKERASE, MFEFM
&, F2H IAM EREERPHNREEEA G,

A ARC 217 Route53RecoveryReadinessServiceRolePolicy FRIEERE &

IBREEFEE T Route53RecoveryReadinessServiceRolePolicy FRISEFE AR, EIEIE AWS CLI,
3 AWS APIAWS EEFEAFRVE —[ERHEREIBIRFRER  ARC EALEYRKERLS
1=

HEMBRLBFERAE  cBRFEBREYL , KAULUERFHFEANREFENEYAC, ESEY
F-EARBREIBIRFEER K ARCEBRAECEURBERZ AR,

#m¥8 ARC #9 Route53RecoveryReadinessServiceRolePolicy FRIEERE B G

ARC 7F A #F#&#m %8 Route53RecoveryReadinessServiceRolePolicy BRI EE AT, B REES A
z# CRIBFACHER  RAHMERTUREESEZAG, AW, ZAEH IAM RGEACH
W, MEFHMEF , F2H AV FHAERERE. WRERBELZASG,

fiB& ARC B9 Route53RecoveryReadinessServiceRolePolicy BRI E#E & &

EETBEARTERBEGACHIIEDRE , RAZRERHERZAC., -, ERREREDE
EHEENARERAER. AW EFDRERBRBESACZH , ELAXBTRER.

BRERRENBRSRESZ% , BH LM ER Route53RecoveryReadinessServiceRolePolicy AR ¥
BiEAG, IERERENHEEN , F28 ARC PN EHEERSES, NEBRFRENFEEN 3
28 £ ARC FEUBIRFRE.

(® Note

R ARC BHEELEZMBRERFERAES , AIRKACHBRAIRES AR, WRBLEER
n, BERESE  ARBRERMKRAR,

£/ IAM FERREEESSE

R IAM £ 5 AWS CLI, =% AWS API B} Route53RecoveryReadinessServiceRolePolicy AR
BKEZEAG, WEFHHEESA , #28 "IAM £AEER. FHRREREEEAE,
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E# ARC RISER A B UETRRERE

WE ARC R EZ AN AWS ZEBERER , 28 ARC WAWS SEHEEMK, B LE
ARC XS es& 5 H FFTR B 8 RSS 12,

AWS ARC HE{sREN ZTEBEX

AWS SEHFEEH AWSAWS SERFEEYNEENBYREEEATSEARMEMET , LUESR
AILABIRHS RIS RIGAEA &, BHEMNAR,

FARCE , AWS REBRARTERTFRECARIINSFEERT , RRAELFITAHAE AWS &
FfEM. RMI2BEERRERNEARFINEFEERCE , UMEE-SRDFFT.

BEEETE AWS SEREPESNHT, IR AWS EF S AWS EHEPESWNGTT , IEHSE
ERREZNTEEIAED (FEAE. BENAR® ), AWS R S50 BBRFH AP BETH
RIEERME , AWS REAREEH AWS ZEBK.,

WEFMEF , F2EH IAM EAEREREPR AWS ZEHXE,

AWS ZEHR : Route53RecoveryReadinessServiceRolePolicy

BT 184 Route53RecoveryReadinessServiceRolePolicy iE#EE| IAM B, WEREEREE
RIS ELE A , 5 Amazon Application Recovery Controller (ARC) ZZEX AWS H ARC £ A= E &
MWIRERER. MEFHMENR , FSHEARC PEARKERACEITEBRE,

AWS ZEHE : AmazonRoute53RecoveryReadinessFullAccess

& LA#E AmazonRoute53RecoveryReadinessFullAccess EiZEE] IAM BB, BERFE
ARC HERABERER (ERERE ) 2BENZEFIE., SHEEISETEFNEREREEN
IAM fE & ME MR,

HEMBAMBERNEH , F2HE (AWS REBKRSE) hH

AmazonRoute53RecoveryReadinessFullAccess,

AWS ZEHE : AmazonRoute53RecoveryReadinessReadOnlyAccess

BT L% AmazonRoute53RecoveryReadinessReadOnlyAccess E#EE| IAM B8, HWEXZEF
EARCHEEEREFCBENHEFTIE, CEARESERGEMREBNERFAEBNFERE.,
BUFERAERLEEY. BEMIARBRERERREERER.

HERAUNEERNT , F2H (AWS RERKRSE) 71

AmazonRoute53RecoveryReadinessReadOnlyAccess,
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BRAREEN AWS SEBREH

TFEHHREHBREMELEBELUR , ARC PEEHERREN AWS ZEBXREFNFHEN , F2H
Amazon Application Recovery Controller (ARC) AWS SEHEXHNEH. NMELEEMEEN EHERE ,
nﬁn]—ﬂa ARC I{*WEHE%EELE@ RSS ﬁgo

EiRmENEE

® Note

Amazon Application Recovery Controller (ARC) R B R ENETBREBGEHES £,
REXFULBEBLEEFRAZRE. WEFMENR , 5528 Amazon Application Recovery
Controller (ARC) BfgE ] S E,

Amazon Application Recovery Controller (ARC) P EBEREZ THIHEE ( EBARE ) HR,

B [
BERFHERBFEBE 5
BERFHREEREE 15
BEREBNERBERBE 3
BEERBFENRTFREHE 3
BEREBRNERHE 10
SEERFENEREE 10
BREERENERHE 6
BERFHNERESHE 200
BEKRFNEFRBREHE 200
BikFRENHE 100
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ARC /Y [E 15 ] #

B LAMER ARC A EEH I , A AWS IRFIWNEARRNERGBAARE, BMNEREE , Ui

BREAREEFEMIREEERS. EEUREHEPFPETRENBRER , BUUFHHT , IFEH
Amazon CloudWatch Z/RIEZREE{. R AWS EiF Zi8 , ZUUFERAESRAELEREE
RY0E S —EREE , RETEELNGE. ERAKEHNERAENTUEERE , X EEERERYT
W FE1T AWS B,

EFRRBBEAREERFTRFTNRENTEMSMEE, SEFIBISHIERERNTER
B, SEASRFENT-HSEHTER , ZESNVBREFTHRFUT , ATRERAEXNER. 5@
BITERFEREFCRANES , IR EFNEZRARANREENREG, WFEZEM , BN
EBAG TR EEER N ERELREE

EEHUBREESTHER

s XREFE/MMBNEE/ETBHER. MREEFAF/EBNZEHEER  AATUAREBBNREDE ;
NRENEARAEZBAREAPRER/FERDMERS , AITLERYEH .

- BIRFXELERARAERPEESNEARRER, S ERS LA BT,

- BERREBEGYE , FERBE Amazon CloudWatch B REHETEHIT. HE , BALNEEFH
AT R IIRETE,

- DREEENERR  IREHKTBERER,
- ZE FHERFTEAWS BE , RItETUATEATRTE K MAEFERBEEEFANESE,

Bt TEEH EE AWS, FHRESIRAREZIZNERTENEYN K ZTAZEREBAERANE
EFR A MIARREVNERETE , URFDHREFRERNER.

B = Y]
FERBSR , BTUHRBESBRIBR AWS B $EHERARIHNTAEN .

ESVBRERBEABREERFTRETNRENGEBSAREE, SEFIHTESHIREKN THER
B, SESRFENT -HASEHNTER , IESNREFTIRFHT , ATRERERXNER, SE
BITERFFEREFRNES , fIMIRERNEERARANREENREG, WFEZEM , BTN
EBHTIE F T EREILRRFTE,

BELBRMRNEMTER , EEVBREHNTEEFMG , SRR IAM FFE, EREEHAITREREH
B, BEEUBREEHATELTME  IHEBRRNEMNREELES,

21t 236



Amazon Application Recovery Controller (ARC) HEABEE
EFRtbSHESEFESMTNERERSEE , UHBEFAFTEEEFEENEE, BallE
WEFSTRERIRPBEERBEANGTERTHHMFMENR AWS EEXRE, NEFMENR , F2
B EE YR ERR.

ZBE—STRESNRINEEES , FSHTIEH,
B HRETE

Bt ERERYIRP R LENER, SCEZIBENFIEEREEREZEHARARK, T8/
BEEEEN B, ST -RIESVRITEARBANEAECNEARAREER , 2 BERFE
B, WBETERERER AWS EE BAER,

HEIRE NS ETEREER  TREMARBEARETERRE AWS B, £TUETHERETR
EATERNEFHT , TSR EERT THT.

HREATEH/HBZEHFEZRENTE , BAURY —ETARBAER —EEZSN THERE , &
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BAFEFLN —H o MAENRE
MREERFHLAE , BFtEITBEGTENERFLA , BEEUBRFAASEEHSEINES
Amazon EC2 Auto Scaling B¥#H#11T[E 11

EC2 Auto Scaling #HHHTERRITBLEZEFEREFTER EC2 #11TEER. BAUUERMBEHRE
ESBEANES (RFEMENTE ) NEEE .

AR 266



Amazon Application Recovery Controller (ARC) HEABEE

Configuration

B RELE EC2 Auto Scaling BHAHTERE , B ARESHNFTEERBN S EEFEE# A EC2 Auto
Scaling ARNs, ZEZEFEIHTHEAER LEENSHEES S A EC2 Auto Scaling ARNs,

/A Important

REHTERZE  BRECESHZERN AV BH., NEFEET , HSHEC2 Auto
Scaling 17 B EHIBE.

£ EELE EC2 Auto Scaling BHEAHTER , FRATIE :

-

SRER BARRE,
SBHER ()  MASBHRER,
[EiE# EC2 Auto Scaling B4 ARN : & A ZEHEIMN SEEH+ EC2 Auto Scaling ###HH ARN,

HERARSRENBE DL | @A Auto Scaling HEFHTHHATERBENERESL , UFE
BB ESE,

5. REERFE  ERTHHD—FEHEREE EC2 Auto Scaling HEMNAE -

« 24 PRRBENSAPITRE | EFWREFETEA EC2 Auto Scaling B BEEHEENFER
BEH, EATSENHENNRA |, B getbE M % — @& CloudWatch I5RE T %HE,

> w0 DN

EEEH APl | BIEHERIEE sampledMaxInLast24Hours,

WMEFHMER , 5528 (Amazon EC2 Auto Scaling fEf & 1ER) FHIERE Auto Scaling Ef4EHY
EEPRHl, Auto Scaling

« £/ CloudWatch £ 24 NEFEAREN R KBITEE | BIFLIRIBELIFER Amazon CloudWatch for
EC2 Auto Scaling FIEERIEE. A BETUEERE , A CloudWatch IEEEEL AN
A,

FEEFHER API & | WBEEERIEE autoscalingMaxInLast24Hours,

\

%

EEFRAEE | SS4ALEA Auto Scaling BHEMNEEEE, MEHEET  F28
{Amazon EC2 Auto Scaling £ &5r) FPEIRA Auto Scaling #8354, Auto Scaling

6. WEF : T AREF{ES

Rk BEREIR.
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https://docs.aws.amazon.com/autoscaling/ec2/userguide/asg-capacity-limits.html
https://docs.aws.amazon.com/autoscaling/ec2/userguide/asg-capacity-limits.html
https://docs.aws.amazon.com/autoscaling/ec2/userguide/ec2-auto-scaling-metrics.html#as-enable-group-metrics
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BERRX

8% 7E EC2 Auto Scaling #{TEHR 2% , BEEtIRERFERE —ERIR Auto Scaling B F —{& B & it
Auto Scaling F#H. MRAEZ1E Auto Scaling ###H , BIBTERRGEFEFABEXKR. BERERE
RAWTERHEMNMAEES InService, WHEFMEN , 528 EC2 Auto Scaling HITERE £
B

ESFEREEREEZAETESLIBEENE ( EEERE Auto Scaling BI1TESRAEE ) , 5TE B i Auto
Scaling B#EMNFFFIERE, FNWFTEAESHEB MVt Auto Scaling BHEFFENAEETHR. EiF
PRARTERESEN LRI T : ceil(percentToMatch * Source Auto Scaling group
capacity) , E& ceil() RETMIBERUBR T ANKE, MR E M Auto Scaling B4/ B BIFT
EREARREREFVIIRETE 2 Auto Scaling HEMMERE , AIBTERSHEE, F1=E  E
IR EHERE Auto Scaling BERE,

B EEH I #1T Auto Scaling BHREF , B E ERER B Z[EHH Auto Scaling FHEBE , UFE
FIENARE, A% , BHRSEE B ZEEH Auto Scaling BB im 255 R Auto Scaling B#ERA
2 A6 ESYRSIERELTTENT —ESE.

(® Note
HITH EREE R Auto Scaling FHEMNR/NFFERERE , MREFEBinfrastructure-as-
codeTERHMBEBVERELE , TASEIEERH, BFRENEECEEREFEREELSE
F , UFIEENEIR,

NMREERTB/EB S L, EFBVRECEAEMWREN BEEMARE, WHRER , MRXEESIESE
=/, BEgtfatRs —EEATESHARE , MRS ERENE D .

BEABKXEEENMTIRNATEN. EAUEEEERATELHNETTETILTR , RRE
YRS BT RPN T —EASR , LRETRAT.

BT B — 35 TRRERAE

ERE VTSN EIRE | Bt EY EC2 Auto Scaling BHEH 1T [EIRAA BT 7 #11T BERI#
BE, BFIRFTEESRIMME RSP EEE Auto Scaling Bl , BREMREE#BAIFE , i
TEERSFHTHINHATERYE ., ©EREEFRELN Auto Scaling FHEFHNRABTE R R
ERRERENEELAILLHBE S T,
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https://docs.aws.amazon.com/autoscaling/ec2/userguide/ec2-auto-scaling-lifecycle.html
https://docs.aws.amazon.com/autoscaling/ec2/userguide/ec2-auto-scaling-lifecycle.html
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Bttt SBRBEHEN IAM AR EFEA Auto Scaling WIEREFA, MEEESBRAITERTES
AINFFMAER , B2 8 ARC FEFYIMHN S B BERES, MREEMARELY , Eﬁ’@?ﬁ‘é%@@“i
AR, EBUILE ERAFRIR, BE , B LUEER EventBridge S £ API IRIERZWNERRES,

Amazon EKS BERIEEHITESR

EKS EREEHNITERITREEZEHEREFTER EKS Ef, EERENTERK , BAUESR
ERENBEES L AR EFAEETHNEE.

AXE EKS FEUEBFFA

TE#iE EKS EREBERNSB2A , BXARBEHUBAFNTTT , ¥ EKS 25+ M Kubernetes
ERENESE, EERUEFSIRNTEE  SXEFATIESREIRBE , ARHBRAR
ETEIBITH IAM AR EKS FHUEE : arn:aws:eks::aws:cluster-access-policy/
AmazonARCRegionSwitchScalingPolicy

B EKS FEUBUR
UTERARMBR EKS FRBEERNFMER,
% AmazonARCRegionSwitchScalingPolicy

BIK ARN : arn:aws:eks::aws:cluster-access-policy/
AmazonARCRegionSwitchScalingPolicy

Kubernetes API B8 Kubernetes &R Kubernetes B (55 )
* */scale get, EH

* */AR BE get

BEER horizontalpodautoscaler get. &4

By B EKS FHURR

T 5 EE5IFR BA oA 22 37 P S MY 77 IR B MR EUBCR B E |, BRI A LA /B Kubernetes &
RIREUS EEE, FEUEFIS | FLERAR IAM A€ 0 EKS #B5E my-cluster ###### my-
namespacelarn:aws:iam: :555555555555:r0le/my-role,

T}

IRE8

EELF AR , ARLHBEHNTERPVME EKS BEXRIELLS R,
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FRMRAF

a2 Hl , B EENE BB ERNETETS API_AND_CONFIG_MAPE; API, £FREENSHIY
FHEBEK APl, MEFMET , 52 (Amazon EKS FRERRE) PHNEE S0 BRFERUE
AEEIEER,

BMFHURER

E—TRERABLITIIE AWS CLI  mREMYFHUIER :

aws eks create-access-entry --cluster-name my-cluster --principal-arn
arn:aws:iam: :555555555555: user/my-user --type STANDARD

WMEHMES |, 5528 (Amazon EKS A EIER) FHEIFEUER,
B3 7HUE B A B
BE | FAELT A AWS CLI ayo 2 37 B [E 5 Y] R 7 EUBUCR 1Y BE B -

aws eks associate-access-policy --cluster-name my-cluster --principal-azrn
arn:aws:iam::555555555555: r0le/my-role \
--access-scope type=namespace,namespaces=my-namespacel --policy-arn
arn:aws:eks::aws:cluster-access-policy/AmazonARCRegionSwitchScalingPolicy

MEFHMES , F2H (Amazon EKS R EER) PR FIERSEFEUE B 27 BB,

EHLES —EESTHHTEATHE =6 EKS REBEELSH | LREESRTLFNER
%,

Configuration

/A Important
T EKS BRBERIS R 28 , FARELCREERNFT. NFFHAET  F2REE
EKS FEUEE A, UtAHh , FEEECmZIERN IAM BUER. WEFMAEH , F2HAmazon

EKS BRiER AT R RO K,

IR, EBEYIRAE & T 5 ReplicaSet iR : apps/vl, Deployment Fl app/v1,

SHHEHITEREERE , WA TIIE,
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https://docs.aws.amazon.com/eks/latest/userguide/setting-up-access-entries.html
https://docs.aws.amazon.com/eks/latest/userguide/setting-up-access-entries.html
https://docs.aws.amazon.com/eks/latest/userguide/creating-access-entries.html
https://docs.aws.amazon.com/eks/latest/userguide/access-policies.html

Amazon Application Recovery Controller (ARC) BRABER
TBER BARRE,

SRIER (1BA)  MATBROHER,

FERREXNAME . WA EKS ERREXNMNEE , A120 myApplication.

Kubernetes EREE : M AEARXNERER |, flusHE,

EFER : stHEEESE , @A EKS BEENEF , T EKS EE ARN, ERGEZEMEE,
REBARHAEN A L WMARRESPHITH Pod ERARBHFRFENAERE S L.
REERFE  CENAEEENE—RE , £ 24 MERERENSRAHITEE.

N o g b~ w0 Dbdhd =

WAREERSEEMEH EKS IRFEFERReplicaCounti{E, MEFMEN , 5528 (Amazon
Elastic Kubernetes Service A& IER) F M 7 # Amazon EKS Y ARC EiFER,

8. REF : I ARF{E.

RE  REREIR,
BER K

EFTEIBTHE , ESURSEHNERBzERFEEERBE 24 NMERERENELREE LR,
AR  CEEAUTARNTEENERMMENEARITE : ceil(percentToMatch * Source

replica count)

MRENHREENTRERTENE , ESRRESSENLEREFTEREANMENEE, CEFH
EAXREEHRE  YELERINACHNSBREDRERFREBNGHRE,

mEZEMAhpaNameMU T BZEW , BEVIRFERA T IEHEZERRE4 HorizontalPodAutoscaler
LRIt STHIE S e BT EBMBEE . {"spec":{"behavior":{"scaleDown":
{"selectPolicy":"Disabled"}}}}

BEMREEMRERELR , flW GitOps TE , ARKBRBHEEXNPERNESEMY , UK

HorizontalPodAutoscaler 811,
A ENTE —Br MEEHNARR

B EGREENETEE | EERSYREN EKS SITERMZFTHTHERE, EHRER
FETEIN IAM AERREEHA EKS E5 M HMEBEEFIEE XN ERTT. BEEYREERE
IAM A& 2 REEERNFEERB BUREREE , UEEESTI#EFE Kubernetes ERFREVTEIFTFMET
A, &% , BEYRERITREN EKS £5EM Kubernetes ERER T,

A, BEREREARTERANRELFRLENEIRER (Kubernetes BAFHE ) |, ILHELFATT
BRI ERENHITH Pod HE,
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https://docs.aws.amazon.com/eks/latest/userguide/zone-shift.html
https://docs.aws.amazon.com/eks/latest/userguide/zone-shift.html
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Amazon ECS [RGIERHTEHR

ECS B¥ERHITERITREESEIAEREFTREBNEESPH ECS B, LKUNERRTER
okt HERESRE REBENFRANES,

Configuration
BERE ECS RBERMITER , FATINE,

/A Important

REMITER A , FREECHZ E®N IAM BEEK, MFEFMER , F2BAmazon ECS
AR 75 8 R 04T (8 SR B B BR 3R

1. PREB BAER,

SRER (ER)  WASRWHER,

EiFER : $StEEEESE , @A ECS #5% ARN F1 ECS BR# ARN,
REaRREHEIHABENEI L  GBARFESTERESNAMERTHFESE D .
REEERRFE  ENTEAP —EHFERERR Amazon ECS HAE :

« 24 PRERBENEAPITHRE | BFEWRIFETE Amazon ECS RIS+ £ F#1T P RVIEREET
BE, LBEETSENBENNRA |, B getbE M % —E:EH CloudWatch IEHRE T %HE,

o > 0D

FEEF API & | BRI ERIEE sampledMaxInLast24Hours,

MT/HMMER , 728 (Amazon Elastic Container Service B ASIERE) PN EHBIER
Amazon ECS BR#8.

- BBARB[BEE 24 MNEARKNRABTEE | BB ZIBLIFER Amazon ECS Container
Insights 1§48, £/ BERILAE%ER | {EEA Container Insights 8 E £ AR KA,

FEEFHIER API & |, WBIEEERIEE autoscalingMaxInLast24Hours,

EEMAIIEE | S 8% Container Insights, MFEHMER , 5528 (Amazon
CloudWatch EFEEm) PHRERBR,

6. WEF : T ARAF{ES

R&k  BEREEIR.
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https://docs.aws.amazon.com/AmazonECS/latest/developerguide/service-auto-scaling.html
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/service-auto-scaling.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/deploy-container-insights-ECS-cluster.html#set-container-insights-ECS-cluster
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BERRX

HEFEPREVTERR  BEBREREEIE —ERIF ECS RBMN —E B MRE. NREZER
%, EHRAEELITERANES, EBVRERLENFHRELTERENAMEREHS. BRERE
E&ERA ECS BRI LR ER TR,

HREB/EEBHE , EFIREAEENE (BB ) BEP ECS RENHAERE. N
FMERESHEEN ECS RENAEREETLER., EFSVIRARFAEMEREN AR

T : ceil(percentToMatch * Source Auto Scaling group capacity) , HF ceil() U
EAEASBEROEE, MRBRM ECS BRBH B RIMEBSERN ECS RBNAEHRAERE
R8T SREET, FIE  ESYBTEEMN ECS REAE.

IR ECS R 2 RXA Application Autoscaling , [EIF Y] # & & #T1 Application Autoscaling P &/NAE
B  thBFH ECS RIEPFTEMETEL

EESRHIT ECS RBEHRE , ERURSEARREBRED ECS FE , UASHENEE, A
%, BERYIRESI B EEEMN ECS R MER RN ECS RBAE , EEVRT SREETE
T —ELR. MREEES , EUNERARERGRSSRERTHRIRG , $STRRE/ERT
TR Z B TEFo

NMREERTE/EB S E , EFGVRECAEMREN BEREMAREF, WHRRHR , MRREESIESE
=/, BEgtfaERs —EEAPESMARE , MRS ERENBE D .

BT EF LN - MAEHARR

EESREFHE SN ER , EEREY ECS REMNTRRAEBNFITATERERE, BERYIRE
BERFNEEREFREFE ECS K , YRELRTE B FREEN ECS RBBRENZABTER
DREERESRENEER D LY., BTN ESREIN IAM AEREESA ECS BV IEH
ATA, MFEEETRATERAAEFAINFEES , FF260 ARC P RETIRN S 5 R BESH,

e, BERERE ResourceMonitor REEKINEMR#TF ECS BB L EERER | IR
1T PR RVET B

MBEAMRELY , BEEYRSEOELAL , BAUE THEFHRE, HE , BALEBR
EventBridge S AP R{ERIZUEBBES

Ho

ARC B2 HI# 1T R

MREE A ERAERERE Amazon Application Recovery Controller (ARC) 8§32 %] | &1 LAFT 8 ARC
RARFSRREFEQEARIRE. WTBUREEE -2 E ARC BHEHIWARE | KERARE
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NAREEFHELE B AWS ElE, ARC HEZEHIEFH Amazon Route 53 AR EERERERE
HEMHRE | EEEFERERE I ERRIZEFI/EREBIM DNS FR&FTERE,

/A Important
Amazon Application Recovery Controller (ARC) 3 HIZ#I{EBEH A AWS BE D EE,

Configuration

EERERHEHAITER  FEATIE.

/A Important

REHTERZE  BRECEHEERN AV BE. NBFHEER , BSBARC B2
4T B PIBE.

1. PREB WARH,
2. TRER (B )  WMASRVER,

3. MEMEHES : $HHLERARERANSEREY , W ARBIZES ARN MEBEHNIIHRARE , B
R ERA

4. REF : B AREFE

R& | BREEIR.

#TEENAPEAREERBAEFANDERE  UAFSEERE PREBABRANSGR AWS E
H. Hlm, MRENFAETRER/EARARARE A NEH B, AIETEE —EED A VIREE
# , PSR RERERRY , MARERESRMES B AEHEG,

AR, ESGRTHEYEELRERARE AR , 88 ATERN TERESSIEENKAEEE
HARY , EERREERES A,

BTN

BEBERE ARC BRHEZEHBITER , EUUSEARAREENKHIBMNE , AWS BEHE , HR
FE/EHSE, FLRERAIEGERANES. NRENFETELB/IERE , FRELAMERE
FIEHI#EITERA DNS ez AR R E A
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e ERTZET RHTH,
R BTN — B TSR

EESVRFMEENFEE , EERSRRBEFATEREENFAIHNTERERE, EHHESR
HIEENRHEFREC EEREL A F.

EF Rt ERETEN IAM AR FRMEMNEBZHRERFNFTT. NFEEHRNBRBTESR
FRIRFFAINFMER , F2E ARC R EFIHRN 5 2 B BUEREEH,

IEFERY IAM FF AT R HEFIMITERN EF EFZEHEE, MRE(ELRIFLAKR , BEEREE
EEREBENES LIRS EHR[AS |, HBEEERFT T RERERE, ERRENEETEHT
BT SRE  BELENFIEREENSE ARC BHZEHESR,

LB ARC B2 #IF Route 53 BEAREMEFHTER

B U1 Y Amazon Route 53 E{FIREREHTER S DNS REERRHE T HABRENENRS
R, T8 , kBT ERIURN AWS B BEERAN , Qit EBXETR, ENEAZSHEFNE
R, BAMMEERAEFRERFNES.

ARC BEHZEFIIRHESE TSN DNS 2REEE , BH 100% WAIAM SLA, ZEBER RIS , BHE
ERBKAUACAZBRETRECHAEBRRE. MBEFRHEESE 100% SLA WE—HF#ERS
R, BHENEEIBELERSE , TUARTRERZRE R NMREASEBRENEAREN  FEBE
FB% e EHl,

ERAESBRTERRBEG, SUNEABRBRRERBREENRER , 5EREM Route 53 B
REREHTER , BERHEH,

ET5ERS , BRmESSER RERTEE !

- BEERERFIMEARZH 100% 7 AM SLA,
- BNEBEEEERREAEINRERAANFEIRERS,
- &3 HEdefense-in-depth , AEEEEKIUREEFHEEHBRERH,

Route 53 EFREREHUTER T EBENZH FH, EFRERELHKSEFRENTE , AEFH
ERABEREEERER. £ TIHHERT , Route 53 EFREREHTEREEH

- BNERRBEATUEBURAEEERA AWS EBE & .
- EERIERESD , BBREENEQFSENFTER,
« RARE(LZEELEEE, Route 53 EFREMEHITERARAEREEHIZH
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RZHEFH Route 53 EFRERENTERMIG  MATRRREBIKRAKRS  YEAFTEERSREE
EMF RN REREAREITERBES,

Amazon Aurora £ E R EHTEHR
Amazon Aurora £ EREHTER TEEHTESEHERENREBEFRERITERE.

- REBE - FHARKFEREAPENERER. £ALEZE , BIUE Aurora £HERERHHEHF
—EREERNEEEHTEESRERE, KA ZNERYEEE (RPO) BERUVWABEMAEMIE
EEH, ERHEAEIURN AR AWS EiF ks 1 Aurora 2B EREEBILE, MEFMER  F2
B8 {Amazon Aurora fEAEERM) PHREEAPEER Amazon Aurora £HERE,

« Y1 - WIREXNBASEERERE, BULEZANZERS , flREHENEMETEINE
ER2RF  HPEEEBMAE Aurora BEENHMRKEHER RIFRE, ARSI EERE
EERTTERERERSEE , BEHTMHMEE , Kkt RPO A 0 (TRIEXER), WEFHH
& , 28 (Amazon Aurora fEAE1Em) FHIEIT Amazon Aurora £15 & B ER Y1,

Configuration

£ EEXE Aurora Global Database #{TE#E , S8 A T 5I{E,

/A Important

REHTERZE , FREECECIHEZIEEN IAM BEK, MEFMET , 5528 Aurora Global
Database ¥ 17 [E #2 £ 5 B 2R .

1. TRER WAER.

CSBRER (BA) mASBRHER,

. Aurora Global Database BEA W : A £ HE R EAREIAF.

. BENESE ARN : BAZEFTETESEAERSEFPEANESE ARN,

. 387 Aurora EREREE  RIBFLBENHTANBEYRITERE (ERIEX)
. Aurora Global Database #&E &8

CIREF - B AREE,

~N oo o B~ WD

Rk | BEREISR.
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https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/aurora-global-database-disaster-recovery.html#aurora-global-database-failover
https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/aurora-global-database-disaster-recovery.html#aurora-global-database-disaster-recovery.managed-failover
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BERRX

EIBERE Aurora Global Databases #{TE# , B ERARRXERBETAERER YR EHER
E. MRZFEATE/EH % EFGUBRSERAEMOREN BEEMAKRE, LRER , REEES
FHEER , EYReFERES —EERATESHARE  UFEEEENE S,

EERERZEEEFNTROPTER. TRENKESHIT Aurora 2HENERTIERE  ET/kE
EYERNEX.

% Aurora Global Database X2 & RNFMEN , SEBEBEMYR | 7526 (Amazon Aurora
EAEIER) FMTE Amazon Aurora 2 EREFFEHY RS BHEE,

AT ERAN -2 MAEIRE

ERE VBTSN | BEREH Aurora TRRAEBNFTHTERERE, BEYVEER
#HNHIHERELERE

- HREFRISEM Aurora =B EFH,

- R B it [BIHEE Aurora ERIERSE.

- RFEMBENHERERERER LFF2EER EHRAMRE,
- REMBMBEHEEREHTER

- VRBENSEBESIZMAES, ETRRI[EEESSTVAEENEE, RENEHRERMEEK , B
Aurora X 51 i — L6514k

Bt ERIFIEN IAM SEREEA Aurora FREEBEMIRAMERNTT. WEESRMTE
RATRTAIMNFFMER , B2H ARC R EFRMN 5 9 B BUERE S,

EFER IAM EF AT ¥R Aurora SITERN EREEZHEE, MREEMELHIF LN  EEYBSED
BAERMBENES  WIRESEHERBRAL | BB AT RARERE, ERAREHNITEIETEITE
BT TRE e ENEFEEREEMEE Aurora BE),

Amazon DocumentDB £ iS5 E#H T EHR
Amazon DocumentDB £ EHTER IZLEHTLEEENBEBESVRERIERE.

- REDE - FRALAFERENATPEHNERER. FHAAE , &L Amazon DocumentDB £ 15
EETNEF—EREXEEHTEESRERE, WA ZENEREEE (RPO) BE UM AENA
EMETE, EREAERIURAME AWS EIF B B9 Amazon DocumentDB £ EE B IEE,
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https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/aurora-global-database-disaster-recovery.html
https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/aurora-global-database-disaster-recovery.html
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o U1 - BT ERARZERES , SINREEENE M ENRERSF , HPFHE Amazon
DocumentDB S EEN RIFIRE. HRULIERERETENEMBE A , AL REEEHEE
EEE RILRPOKBO (FEEXEH),

Configuration

£ EERE Amazon DocumentDB £ Ei# EHTEMR , F@ A TIIE,

/A Important

REMITER A , FRELCHZ EEN IAM B, WEFMAER , F2BAmazon
DocumentDB £ 5 & £ #17 B 5 EHIBUR

i

TRER BARRE,

SRER (EAH) mASBWER,

Amazon DocumentDB £33 #E & BIAF : & A 235 H MBI

EFHESE ARN : BAZEETESREESPEANESE ARN,

}&§E Amazon DocumentDB #5ERVRIE | BEYIRIBETE (ERHEX),
REF : WARKE.

© a0 k~ w D =

Rk, BERELSR.
BER R

ZEIBERE Amazon DocumentDB £ B £ HTEHR , B ETEARNERBEHRREBESR®RS
HEELE, NREFERATE/TH I, EERSEAEMREN BEEHARR. tHMER , REE
EFEEER , BEEReERAS —BEATESHANRER , UFSEERNBE ST,

HWEREBSEEFENFTRNHTESN, TRENREEHIT Amazon DocumentDB £ EERER
H EnREgERERIEX,

EUBRAREBEREND  EFARBAN DNS KM EERE, EFEERARMGATRFETHERE
P IE#ERYum R

AR EF AN - MAEHAR

2RI L AN | BiEYIREY Amazon DocumentDB #1T B3R AHEEFFF o] 11T 2 HE
&, BEEYBRERETYIEEESIERE
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- #HREFIEEM Amazon DocumentDB £ # EF 1,

« RIRF B K i [E 15 EBH Amazon DocumentDB #E 5,

« FORA B Ay HEE A 1] ARG,

- RRME W BEPEHBEHTEE,

- DIMBESIEREHER

EFYIE b EBRFITEN IAM & EH Amazon DocumentDB BREEBEMYIBAENFA, NEES
PR TERMEF UTNGFMER , 520 ARC R EETIRN 5 5 B BUERE 4,

IEFERY IAM EF AT ¥ Amazon DocumentDB #{TERHW EEEEZTHEE, MRETMISLERFE LY ,
Bt EORAERENEYS | WIS EERERIAR | BB AN T RIBAERRE, EREREMNET
B EETEISTHEHRTH DR  EEXLENFIEREEME Amazon DocumentDB E &),

Amazon RDS R AHEMBERE AR ITELR

Amazon RDS Promote Read Replica #11T [E 1 Al & 4§ Amazon RDS EMHEBEREARRAABIER
E#HTEE A MAZEHEREFN—B2. EURLEXESPHNERENERAREAAFTNEEER
E, UREBREEEEREBEFNES,

Configuration
#HEE Amazon RDS Promote E#EEERHTESR , F@A T IIE,

/A Important

RENTERZE  BREEDHZERN AM KE. NBFMER , HSMAnazon RDS
1T EREHRE,

1. TREW  WABHE,

2. TRER (FA)  WATRIER,

3. EHK RDS BRI EHITER ARN : BAGTE P EEESHERFNERNENEHTER ARN,
4. REF : B ARKE

R& , BERESR.
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BERRX

EBEE Amazon RDS A EHFREAATENR , EUUSERBENERREARBLENEANTE
2, MARRAEXERN -0, BELHTHER , BEERERACEERANEDSFVEHRERE
A, BRABMHEREHNTER,

® Note
I [ERE X BB/ BT E

ERAHE  SCRAREREERER DNS s REFTE, T8 , RANSTERSTIBREREE
BREER, CREARAEEBAERAREAERETREEA EMRARE.

BA#Z , BEANHTERSREREIZEHTERBEATIEEE -
- Backup retention period (7R &8 Hi &)
. R RFER

- ZHAREERE

AT EF LN - MAEHARR

EEMYRTELHFHEE | ERREY Amazon RDS T ERECNF THTRERE. @Y
RERETHERRBER |

+ HEREPIEEN Amazon RDS HHEHITEMAHE.

¢ EEBESTWENENT AR ERRDES,

. BRI RRA T AR,

. BREHTERE ERREETERNER.

BBt ERFETERN IAM A EHF Amazon RDS EHEBENESRAMENFTA, MEERFH T
ITERRFIRTAIMRFMEN , 5268 ARC R EFIRN S 5 BB,

IERERY IAM FF AT /R Amazon RDS #HI{TERNEFEFZEHEE, REMELRE RN , BEHTIE
SENRABMENES , YRHEBEHERAL | HEIEFRFTIRERRE, ERARENTEETS
BITHBRATHIRE L ENFIEREENE Amazon RDS &),
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Amazon RDS B Y B EIHEAH 1T EHR

Amazon RDS Create BEIHEAHTERAIZLEEREZEFFT A Amazon RDS EREHTEEE
VEEFHERBEIRER, LBTERBESERAEHEBENERUEREIEEHESCEMER , BR
EHEAREN CE T RERRY EFHEH.

Configuration
#HEE Amazon RDS Create 5 BEHERHITELR , FATIIE,

/A Important

RENTERZE  BREEDHZERN AM KE. NBFMER , HSMAnazon RDS
1T EREHRE,

1. PREB WARH,
2. TRER (BA)  WAZRIER,

3. BEEMRER EHITER ARN : GAGTEIFSEESFRFENENEREHNTER ARN. H1T
EREEAREBRARRERE ZBHVEBIA , REMEEHERFRER,

4. BAEREHITEE ARN : B AZR RN EHBRESNHITERE ARN.
5. REF 1 I AR EF{E.

RE , REREIR,

BER R

EIBEXE Amazon RDS Create iSEHEANTER , BT AEEMESTEEHBERNER , BAE
REEEFN -0, LHATEREEKDREBERYNT , UEFRLEERHER.

b5 38 R sEHT 18 EAE A /AR BN ET B,

EHTHE , BN ETEHTERSEFH DRI renamedByRegionSwitch 52, A% , SERAREX
EFSRHENTIRER LN EMBEIREARHATER -

« HITEIBER BT
- ENESREA
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- BREFHEREE

- KMS £18

« VPC security groups (VPC &£ E#H)

- EIEFH

- WBES D BEWE ARN

/A Important

EfTENEIERTERSREIATHEEEEELER. BERSFEH
renamedByRegionSwitch #Ei2 E AETHEE , EFSUHMAXNBXBMRE. BEEEERE
FBNHTER  SERERDBHTERSERT. FLBTER  MRBENREFNER
ARERAGE MR,

@ Note

hHTRAEA/ERRTFEREMKT  SERFESEREFBFI. BZXEXNBTER
BRER , LEMELIERIER.

AT ER AN o MAAIAR
E BTG ST RN |, BEEIEY Amazon RDS #1TERMBREMFF THTHERE., EE
HERETIRERTIER

- HMEPHNEREZNITER ARNs B AR ER,
- FREHEHTEBFEREZEN BEP,
- RREREHTREEER TARE,

EFRtERIFETEN IAM A€ EHFEI Amazon RDS EHBERERFTENFTAI, WF EEHTHH
TEREPTRFTANFEER , F28 ARC FEEYIIRA 5 2 B BERE S,

IEFER IAM 5T ¥4 Amazon RDS #{TE#RWEEEEEZBEEE, NREELREFLY , EEIER
SEOBLEENES  TEREAEESEHEBRIAS |, BB EERFATRERERRE, ERERENTEIETS
HTHRBMITHSRE | EELENFEREREEME Amazon RDS &,
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FEBRAEHNITER

FHREFTERITREHEAE AM AEHEBRNZESR, ERENACHNERE TUKETIEER
TSR, EESR , EERTRE AR LLFTEET,

ATHRAEFEJNTHEEETFDRE  FUNEIERBTNRENEBATFDHRES R , RERE
IAM £ & B35 TE 7 il BA R D B

Configuration

EEREFDRENTER  FEATIE.

/A Important

REHFERZY | BREACHZERN AM KR, NBHAEY  ASRFDRANGE
REHIE,

s
3

1. TREW  WABHE,
2. TRER (FA)  WATRIER,

.IAMBEAR  REGHAW IAM A€ A ARN , UF B ERER SR ENHT. IAM A
BLAMNRFTEIERENIRE A,

4. REF : B ARKE
Rk, BERELSR.
BERRN

BEBREFDREHATER , BN ERARAERBEERZE. BRFHUTER , EETREH
ITTHIEME -

- EREUBRBTFHUTERE , CEEEAT  WKFTENHIITRERER TR,
- BRENHITERPERZACNEMABITURESIEBHNITEIR,
- MRBMRESRAT , BEUBREREATHIE. NRGMAEE , ESIRSEUEFEIFT,

BERFERNRATER,
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AT EFMEN —Bo MAEHNRE

B 5 SR & T B TF BV RO BT [E SRRV 5F A4

BET81E Lambda 1T EHR

BT E1F Lambda #11T RS AT REMEA Lambda B BG BT R EEEE,
Configuration

& EiRJE Lambda HTESR , BB A T HE,

/A Important

REHTERCH , FRELCIHZERD IAM BER, NFEFHEER ,
Lambda #1417 & 38 €8 6 LK

ﬁﬂlﬂ
\)it

CIEHENE

1. TREB BAEE,

SBER (EA)  WASBWER,

BAREAREHREWAKN Lambda BB ARN : EEEEE NS BHITH Lambda BE ARN,
E#1T Lambda HBH B : £ TR XIEERSP , BEEHIT Lambda EERI[EHE,

WEF : WARKE,

ERER G AEREER , MRELBRAKRKS , AIEFH#MIT Lambda B,

o o k~ w D

R | BEREIR.

BRI

- BRI EFTEME Lambda BITEREE , EFRER/BZNTHSRIEEWE Lambda BB , SEFTE

AY [ 35 & —

« BULERELFE Lambda EHEERBHET , fINERAEBARFAEREF, T8 , MREERF

REZSFHT , AFKREXES. BATEREHERESRBIEKRE.

FEEARFEEENFRHUTEN, EFRIATERND , BEIIRSHE Lambda #TERS

B
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284



Amazon Application Recovery Controller (ARC) HEABEE

R EF LN - MAEHARR

EEFHRFTAENE SR , EEREY Lambda #TEREAEBFFIHTEERE, EFEYIRE
RETHIEEREER
- {HAEFISEM Lambda BREUFETE,
 Lambda MBI AETREFSHE , BRI THIEE -
o WITHRRER 0o
- BLE-EXTHTTAH , AEEREBRLIT,

B IR EHIT Lambda RN EE |, UBRBIEEHWSEMNFT , MABTERNREEE, EEH
TEER K SELEX Lambda KA,

EFRtERIEN IAM AEBES Lambda BITAAENTA, NMFEEETTRAITESRATESF T
AHMES , F2HE ARC FEE VRN S 9 B BRI,

IERER IAM FF AT/ Lambda TRV EFEFZEBEE, MREMELRIALY , EEVIREE
EREBENES  WIRFSEHRALS |, HEVEHERFT T REREREE, ERRENFTEETEHANT
BT RE , EA4ENFIEREEME Lambda &,

Amazon Route 53 E{EAREREHITESR

Amazon Route 53 BEREREHTER I ELSEEEAERA REEREPEHPBSERERENE
B, BITEREE I Amazon Route 53 EERERE | AR EEFEIRS FH Route 53 DNS 2 #%.
BT EIIYIRGTEIR | Route 53 BEMERERESEN , MAESEIBEN DNS HREEHE
6o

/A Important
Route 53 FEE B E4 AR IRV REE 2 B[R,

Configuration

£ EFLE Route 53 EEREREHITER , FFRATYE,
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/A Important

REMITER 2 , FRELCHZEEN IAM BEEK, WEFMENR , F2BRoute 53 E/E
IREEMR B 1T [ 50 £ B BUR

1. PREB BARRE,
SRER (BA) MATERNER,
FEE & ID : Route 53 H##1EF1 DNS E&HFEE EiF 1D,

ROSRER MALEANRKICHER (HEE8 )  URMEBBNEFRERE  UEREHE
ARANRE, BFEYRESKFTHEEBH Route 53 FLHEE | WIRBILHENERRERBIFRH
EZEE , ERSEEREERFEE.

5. REBEHBMT (EA) MRESUBREIERUER K RIR 4 PRUNEHABEBERLE
SMRHFIES , BUNRZEFHRHACEEHNFT. WRFTEAFEERES  BHFBREEZEN
AL FRCER R BIATRERGTE , FEARHHESEERTETIIEE !

. FOEREERBIRT  MACHEEN REBNFR NEMBHRE.
- Bl MAREACEERBIRE AN EEMEEABNES,
6. BEERTIR,
7. 7 Route 53 HEREEEMRERE,

> w0 D

EFSVBREHHEHTERTERNAERITNEELHEE  AERIRHEEFRERE D,
FATEEIRTE Route 53 R AIRF AV ERC R EREEFRRERE , UERSTIRTAETEHMTH
BERENEQEARANRE. EFFSFEEFN AR LNEFRERERSIRED , BTURER
FIESTERN EHNEFERERSE,

BERRN

BRI EERERESRNEEEFRTERE  LEKREEMEAEXERESE. ARERAG/
WBEE , AAMMERATMERPIERE , ECFRANEDS. NREKSETHERENEEE , FA
£ FA+H[E DNS FEs M T EEREBRETERREHMEBMNERE,

BRBEEREVDTERFREANES  BEHVYREERVETETFSEEDN EREERE. —KRMS ,
ftEES ID MK BBA RANEFRH B CRENEEABMNER, MRRE , ERGVRELEY
ATEIRBTEBBEFMGE  SERES  RENEFEESZEA.
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EFt)E A EE Route 53 EFREMREHNITEREMEFRERE, HREATB/HEBERESTEN
it TEESNEFRERESHAEFRERY K MEwEINEFRERERIEREREFENR
AR, BREREZE/ETBERFENE , MERSNEFREREDSUEEEFERERLA,

HERBFHVBRDBENTEMTHHITER , BXAGEEREREINEEEH DNS L.
HRERTMERSE  BITSRNEFSRNT

- EESHTERIERER  EFRERESRERAEFRENE , AREFTEBERKES.
- E BENRAITERERNTE  EFRERESREALFERF , MAESKHAE B,

HREB/WEFE  STTERNEFETDT :

- E BENRAITERERNTE  XESNEFRERESHAEFRERF K MABRSHEHE B
B, B, FFEFEEEINEFRERESREAEFRETE  MAESFLEOXER,

MAFTEFEN —HoMAENAR

EEESUBTGENETER  ESUREY Route 53 EEREREHTERERENFIHTZIES
B, B ReRFEERERERTEEIHMNTERBRFIZEN DNS iLéfk,. ERER , BiE)R
SERTEISTE AWS [E1F ) DNS LB R AR EAFEAXETNEERERE,

& ARC BB HiZE4|H Route 53 E/EMREREHITER

[EiF 1R Amazon Route 53 B{EREEREHTEHR A DNS 2 REEERM T RARENBERS
R, T8, EETERIUAA AWS EiF B EERAN |, At EE4ETH, ENFEAZEEFNE
R, RAMPEERAEERERFHNESE,

ARC BRHIZFIIRESETEN DNS 2REEE , BEH 100% (AT AM SLA, BBIRmES , BHE
ERBAUAEAZ2BRFTRECHERRE. REEFREESR 100% SLA WE-HF R
R, BRHZHBEEIBELERESE , TUREWERESRMR. IREESERRNEREN  FEEE
FABE B4R

ERAESRTERRBEG, SUNEABRBRREBEREENRER , 5EREM Route 53 EfF
RERENITER , EFERRAERS)

ET5IERSD , BRmESSEH RS EE

- BEEREBRFHEIARHA 100% ATAM SLA.
- EREBEEEABREARRNZER AN FBRFERG,
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- B HEdefense-in-depth , AEE EEKITUREEFHESHBRERH,

Route 53 EFRERENTERTEBENZSFEH. EFRERECHKSBECEAENTE , RLTE
ERAREREEARER, ETIHERF , Route 53 BEMREREHNTEREEH :

- BNEARKATUEAREEERA AWS BE B .
- EERITFERED , BEBREENEQFSENTER,
« BAREILRELSEER. Route 53 EFREREYNITEIRA RAEREEHIEH,

RZHEF# Route 53 EfFREREHNTENNE , MAERAERBME  YEAFTESSRES
R R SR Y SR BR SR FE AR A2 TR B ER 42

BYFEE

EEXREEMNRERS , S MEARVIRFTEITERITE TFE , WELTHE. BERS
AMERR , E—ERXFETNISZEFEE,

/A Important

BYTFTECH , FREELCHZERN IAM BER. MFEFMET  F2EESBTEINT
(55 35 8 Bl BUR

RTHBMY , FREXEXBRFTEXENAMEEE. A, KIANFRFENERSE , T8/TH
NEB/KE , HEMEE,

et , FRIESUTIAXEEEH XFENHERLIFBNEE,

c RRPTERSEMEFRATENHEPHEEATERTHKRERBET Ko
« MREFFHEFHNEASRIAR , AIXFETNEATBRAEHNTERE KK,

- EESURSRHBERXRFETRBAEHEE , SINEEF, EEITRNVRHECE , HEET
RETELEDER EMTRIATEBENNSRAMA,

- BIBREFERTA SHBRRFE  BFRAENEHNT

- MRFHECERERERDHAIT , ATHEHREEENT  BEUBRSTEFIIERTENE
A, MRFHEBNERFSXFENER , BEREK 78R AR KB,

- MRFFHEERTHENEES BT , KA ELREERY , TR :
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- FRIBEEETENESFERE
- EERESVIIRFEHTCHTRARER , FAEEERTERRE

- MRFHEBERXFTETFHBRNTHK , ReTEFERXFTERERA,

By B En gk

NREREZERFVBRTEDHEREAER  KAUARSVBRFAEEY —NZAHE. BRIVEBE
BEIZHY CloudWatch BRfkft , B ENBABEIT RETIRET &,

REFRETEE M 55

1. BMFER A EFEFEEFAEREL  EEERER,

2. BREEEBRIRMG

3. ENSEEBLHTHNIERE , REBEFEE,

4, RUEBERAOEIR,

5. #BE CloudWatch B/R , REZIEEEZZ 10 {8 CloudWatch B R IRE I 55 K4

i}

IEM S AR, XAXTEREHRGE , STET SFB BT

E CloudWatch B REHURFSBRIRAS , BRESMETENIT. SBEXFEEFTEE , MREFE
e, BIFTBITE3T , UL EAREBESEN,

PITEFSRETEINEREAER

EEE AWS B SEBERERRER , 557 Amazon Application Recovery Controller (ARC) #1117
EiFtI#ET &,

- MRENERABRAERATE/TB S ERE L ETNITHERESFRAZENES , IEENHME
FERTESEERE  YRBRERENIARAZENRE,

« MREHEARXERZH/HNE T EZHE , AETN ITERESFRAZIRESYRAZwES ,
FERBEEEMEREER  YRERAERXREENERZFwESE,
HZFHITEARNER , BT TIBERAITEISREE.

F—EREREALRKEEMB T EHMITHIE Amazon CloudWatch B REBBRHT. BUUEEY
REHMTE S ERT EBITHRBR RS, WEFHAES , F2REL EFSRTEREE,
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AT R I

1. EHRAWS EBXZE  SEBEZLEREARIMAAWS BF 1 .

2. £ Amazon Application Recovery Controller (ARC) £i#2& L | BEEFH{IR  RRBREBLEHT
HETEl

3. EEITHE,
4. MREHNFETSFRIRAESR  FELRRTIERESESR.
EFFE8BTHR , SUNEHTHAEAER DEREERE  ZEESELERATTERFHR

BTN EESVRERR EBRETHIEARXERNEAEET. EESVRIZANCASER
BT  BETIHEFP - .

- 2EERIR

« BEBRBRNHT

AR MRESPEFERE  2HEBERRURTEETIENRETEEN. Rit , RAIZBEEERE
SHNEERBERISNTERR. BEAHTERRESEYE K RACEARNKESTIRERFH,

EHBBTRAE  ETUEHBATEL RERE BN AFEETEEL , EEHHSTHAE
&, URELYREHTHE M,

& 5 E i R AR

BRI ELEERNR , TARBERZEEBN RSN BEHRERE, BESREEEENTE
®’ik , A REB R WESPHFTEIZT AWS EEEXZA,

AR MRESPEFERE  2HEBERRURTEESENRETEEN. Rit , RAIZBEEERE
SHNBEERBERINTERR. ERAHTERRESEYE K RACEARNKESTIRERFH,

PR = S ] & B R AR

1. 1£ BARBX ARC X1 & https://console.aws.amazon.com/route53recovery/home#/dashboard.

2. EESTHRT , BELEHERR.

B K (& 5 B 442 (R s R R AR

1. 1£ BARBX ARC E 1 & https://console.aws.amazon.com/route53recovery/home#/dashboard.
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2. EERSUET , BEESERK.

B APRYEBIR S X &

EREERF , SRS EMRFNERTEEENGTE, ShaEREM kF LA RETIRETE,
WEFHES , FBRATIER,
Bk &R

Bl AFERIECHISEGYIRTENIRE2BNIIREh, EEEIBRHATHERS  ©e
{]R5% executionRole, MR FTEIFEARBHEFTAETEIZIRFTARN IRFWER , MESYBRSFEH
executionRole RIB{E crossAccountRole JRIFEUE L& R,

EERETNEEEREMEIZFAMWAL : crossAccountRole 1 externalldo

« crossAccountRole : ttABAFER t(REPEFAEEEHVBRTENIRFTAENE R, S REEFH
A, AT ERE RN EREETE , FEEHA , A HEE EE RS IR E & RREYT
g,

« Externalld : ERRBIIRFEEBRN STSHIBID , EHEEEE BENER, TR—EREF
B, EMERSE BN EAME,

HA B #RE &

[EiF 138 AWS Resource Access Manager (AWS RAM) B4 | AlE&E L AE AWS IRE, B
HAFTEIR  BIEENIRFAIURKRFEIFMHEN. T8, URREFTENHT , ERNATEERK
WERIheER M E S G &,

FERBEARSBRTWERFAA , EUNEHPETERLA AWS RAM, ERAEREERE
HEBIRFAREATENSEE, 2EETUEBEEA. CLI X AWS SDKs RBEMAITHAF

&,

BEE  BXEAWSIRF HEEHANGE, fEILACHESLANGTE, EERMBEMDE PHAS
B (v F 58] AWS Organizations , &R FAEE Organizations M,

wnE WEMER AWS RAM |, 52 F8 ZEE ARC EiFY) ik~ AT E,
Y EE ARC EEtIBRF X AFTE

Amazon Application Recovery Controller (ARC) E2 & AWS Resource Access Manager SAR A & IR
#HA, AWS RAM 2—ER#% , WEEEHEAM AWS 1RF HiER £ AER AWS Organizations, ¥
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A ARC EF{#  Bu L EAEEBRTE, (ZEEFRLHEG S —EIRFNER , B LA
crossAccount B, BEE—STH 6 FSE BIRFER, )

ZEIB AWS RAM |, BALIEBERVERARARARALEENER,. ERARASEEERAANER , U
EHHANERSEE, SHEHETUIE

- PHMEERB AWS 1RF AEBHAEB4EE AWS Organizations
- PIEBAEH AR E 2 AWS Organizations
- HE PHEMEHEB AWS Organizations

WE WEERR AWS RAM |, 382 BAWS RAM ( FREEM)

BB E A AWS Resource Access Manager £ ARC FREBIRE HAETEl | B LEA EEBETEE
HETEI AWS IRF, BRRZELAFTEIR , AWSIRF SIEEENHM AT EIRHATEARERNE
;38

AWS RAM 2 —IEfR¥ , i AWS BEIEF 22l LHER AWS IRF, #EiB AWS RAM , &0 LA
/A IAM S EFEAE AWS Organizations , £ FHABEBSEBE (OUs) ANEIR. AWS RAM
EHAFENEREFEN,

EEAEER , SR EBMENTERE, EBREE , BUUSBEETRAERK BT
BIMVBEAE |, R EMARARI ARC WEZ, BiIRFHAFE b UELESERRAENINA ARC
MERF  HIRNREFERERAER 7 BESZEIRFNEEBRK,

HEMRBEM ARC WVEBIRFHA , BBV ERAA in AWS RAM, BERAZEEREAER
MR FRBERFTEIN SRS,

AEFERANMAHXREHENSE , URNFAERRERANSE

B s
HAFTEMN FREH
HAFE

- BB R AR E

- BAIHEFE
HAFENEEMETA

« BRERA

+ BE
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HAFTEM SRR

- FEHAFE , BXEE PHEEHFTE AWS IRF, ERXRTHMEELNIRFTEERIMEER. &
LA EREHLANETEL
- PEBEABS POEBENHEAE AWS Organizations , B4 BRUAE H A AWS
Organizations., MEFMENR , F28 (AWS RAM FREERE) T HIEE AWS Organizationsl
AHA.

ERARER  KEEARFENSRETIURE , MRERTHMFT , FHT

-I-EO

EHAFE  EXEREFEEERAA, ERAARTELE AWSIRFZELEAERN —&
AWS RAM &R, EREASEEEAANER , UREESANSEE, EEHAE , BOUE
MFHEREA , S ERNIE f:ﬁﬁﬂ’]ﬁﬁ tH, FEBUFNERRE , & BUEA AWS RAM
A, BB AWS Command Line Interface AWS SDKsfE AWS RAM API 24k,

MRER PHABH— , AWS Organizations BEERABABANLE , BB HESEHE
'%%;E‘I'iﬂﬁ’ﬂ?ﬂﬂ@o EJJ , BHRESWIEIMAERREZENES , L EEIBFREBSHLAFENER
¥,

BRI LAEA AWS RAM 125 |, Si#EEL AWS CLI ¢ SDK £ AWS RAM API #4F , REREHEERY
#t&l, SDKs

£ AWS RAM A {EEBHEEETE
HZEAWS RAM ( A& FHEITEREE,
FH REEEENETE AWS CLI

£/ create-resource-share #5$

o

BT A MBI

BiRFHAEFEEATHEAN T , BHEAFEN IAM ZELRFTE AWS RAM :

# read and execute plan permissions
"arc-region-switch:GetPlan",
"arc-region-switch:GetPlanInRegion",
"arc-region-switch:GetPlanExecution",
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"arc-region-switch:ListPlanExecutionEvents",
"arc-region-switch:ListPlanExecutions",
"arc-region-switch:ListRoute53HealthChecks",
"arc-region-switch:GetPlanEvaluationStatus",
"arc-region-switch:StartPlanExecution",
"arc-region-switch:CancelPlanExecution",
"arc-region-switch:UpdatePlanExecution",
"arc-region-switch:UpdatePlanExecutionStep"

# A RIS EXARE TSN T, NRAEREELHT AWS RAM K157 T EHEAE A5
#, BlewEEs,

"arc-region-switch:PutResourcePolicy" # Permission only apis
"arc-region-switch:DeleteResourcePolicy" # Permission only apis
"arc-region-switch:GetResourcePolicy" # Permission only apis

EE IAM AWS Resource Access Manager fER A RNMFEMER , FSBAWS RAM ( fEA&EER)
YT 58 -l AWS Resource Access Manager 1AM,

HUHH A AT E
ERBUEH AR ER  UTARBERARSHEENERE -
- SREELBRANPTRIAANE,

EEACHAASHENXAE  BREFLADBRE., BOLUER AWS RAM TR ASHER &
AWS CLI SDKs f#/ AWS RAM AP & /ERRE 1T I IR 4E,

A AWS RAM =2 ABCHEHR ABEEN LA
EZ2E (AWS RAM FRAEER) PHNEHFERLE,
R BUCERAEZEEN L AFTEl AWS CLI

£ A disassociate-resource-share a5 $o

S&Eu /\?—;-I-EIJ

BEENZEETIEBRE PREEARBIHEZETE AWS RAM, ffitb AT AERH ARC £ A& H
BEBHXAERNIMEEBER AWS CLI,
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—RmE EEE— S THECHARCHEHLANEIR , 2B AWS Resource Access Manager
(ERAEERE) PHER

- BABRE  BUNER BREEMALANMBER AWS RAM, MEFHBER , F2HE T®
RIEAEIR AWS RAM,
- BAZEE  LULNER BRESHANAEER AWS RAM, MFFMES K F2EE Taidt

AEIR AWS RAM,

BAHEE  EBHLLBBE BREEF , AWS EEF#EA =5if#H AWS Command Line Interface #&
Bl ARC AP| IR1EZRH KRR HEFE,

ERAEREBRIRERAZEHANGTE

HFTE AWS EEFEZANFHREARE L , EFFTEXRAMNRE,
BEAZHEE  EFfHELHAR  CERLAEIHAR  TRENGE,
HAFTEINEEMETA

BEENTH

SEETMLRARHTHE (NREMEFERNFT ).

ZEENTH
EXLREMALREHEENTEIR AWS 1RF , 2ERETUBRIINTHE (WROGFAEFERLGF
7)o

BER ARSI, AWS RAMﬁEﬂ%fﬁnx,\ﬁuﬁnﬁnﬁ—Io EEREESRMOMEEFTEE
BoH HETT. 2REFEENTITRBTEGYIRGE, EEHTHENSHETZHAMNGT
A, dEE , BELZETYIRENTTRT AWS RAM 2E#

':iﬂh }Hn}

« ApprovePlanExecutionStep

* UpdatePlan

R EE AN

ARC FETEINHEREREXNEEHENER. HRHEHEENSHEE  BUNEPREENERE
FHENEH.

MEFHMANEEEAMEH , 5528 Amazon Application Recovery Controller (ARC) E1E,
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EHAFEPRINABEERSBEST AT BB ENET,
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Ro IAM RETIAGRE-EA AWS BRI 19 .

B #%
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E£48EH |IAM £ Amazon Application Recovery Controller (ARC) H &2 Bt ZEE 2 &1 |
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IAM Zh#E B 3 4
B 5 B =
Ed il 2
BEAES a
RBEEA G &

EEHE AWS RENATEARZE IAM HEEEE AN SRERRIR , 528 (AM FREER)
K EZ AWS IAM #EEE A R,

(& 330 U Y & 70 BUBUR
XESIBEBK: B

o RBRERMME S S (Fla0 IAM /A&, EREFEANAR) K JSON FFATBERN A, BELR
RAEH S EMERG TREBEERATHERF, NFTHRUMELSDEBER , F2H (IAM
ERERE) PHEBEFEEBRRERBL] IAM T,

A IAM BHBRE | BAALUSEAFREBNBENDR , UREMAEEETAFRESDAE, 1
T 7T JSON BETERNFETE , F2H (AM EAEISE) Hi IAMJSON BETES
=,

EEWIR ARC B0 BBERHEH , 5528 Amazon Application Recovery Controller (ARC) ) & %
BB R &I,

[ 35 ] R Y B R B BUR
XEEREBXR : B

ERBPBERZMINEERN JSON BERXH, BEREBRNGEE REFIR IAM B EEEEERAN
Amazon S3 fEFEITREBIR. EXEEREBRNBHETS  RBEEESTUEACAREFHBEER
R IR

[E YR BUR B 1
XERRBE: R
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JSON BURRE Action TEHRE TR AFHIEBBRFFIRNEF, BHREEADERRTH
1TAABABR BN ERVRT T,

BERAREES RN ARC FHBRRBEEBENERAUTFE !

arc-region-switch
HERE-BRAXNPIEEZEESE , FRERI K. flwn, T5EE :

"Action": [
"arc-region-switch:actionl",
"arc-region-switch:action2"

]

BT UAERERFT () REES@EEBE. Sl , EEEEMRER Describe XFWABEEE , F
SUTEME :

p=[1]]
il

"Action": "arc-region-switch:Describe*"

HEZREEHTIRN ARC B0 BBKES , FFSE ARC RN 5 2 B BEEF,
[E ST HREY R E R
XEBRER : &

EEEWLER AWS JSON BURRIEEH T AFHAR, twpi2aR , BMEEBE M ERS T oA
EERHAITHLEBIF,

Resource JSON BUR £ WIEEEEABEN YT, REEBEHKRMEAE Amazon Resource Name
(ARN) RIEEER. BBEFTXEERERFT , FAEBAFR () KRR EXNBEBARFEER.

"Resource": "*"

HEMAEFIRN ARC 2 BBKHES , 526 ARC P EEVIRE 5 5 B BURE S,
E IR BUOR R 3R 5| &
RERBBFEBRFGER - =R

ERE A LMER AWS JSON BURRIEEH AU ENAR, WHEHR , BHMEERE A BERAET oAt
EEREIT LB F,
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Condition TEERBEBRNKRY , BEERBXNATRE, EUURMERFEMESE FNVIFRHER
X (BINFRTIR) , REBBRPORGENBRINE, EEEFHME AWS £8RH4REI82 , F2
B KIAM EEREIER) PHAWS £EFRFABTREIHE,

EERGEEHIRMN ARC B2 RBEREH , F528 ARC F EFTIRN 5 5 B BUEEE |,
= 35 {0 #: R Y FERIR HIVE B ACLs)
XEACL: B

FEUEFIEE (ACL) TEFIMLEXRE (RFKE., FRAENAG) BEFHEERRNFFAT. ACL EER
EREBR , BEMAER JSON BERXAFHEN,

SR EGREBHEEFEEZS (ABAC)
X ABAC (ERHHER) : B

BRI FEUES] (ABAC) R —EREXRE , MBEAEBNBUERERTA, SUUSEREEE IAM
B AWS &R , RRRET ABAC B , UMEEZREANRBNSER LVERE RFHRE,

MERBERILHIEE , 55FH aws:ResourceTag/key-name, aws:RequestTag/key-name B
aws:TagKeys RHR5|8 , EERNWHFEELESP , REEBEA.

MRBHEXESEEREEN M =ERG SR  DBEZBBEMS , EA Yes, IRBBEIERLE
REEN =@ k4 iR , RIEA Partial.

WMFT ABAC MEHHEH , F2H (AM ERERERE) PHEA ABAC BREERF . NEEESHAR
E ABAC ZBRN#EZRE , F2E (AM EAEEmRM) FHEABEREFEUZH (ABAC).

REERSREAGRREAER
xERBEE: &

REFEAERHEMEE AWS BERNEHER , Y EEREABSIRAREEHEI., AWS BEZ
BREELABRREAER K MTREARBEFENE®E, MEHMAEH , F20 (AM FREER) F1
IAM RS2 2 BB B IAM EEHEEMAWS RIE.

& 13 ] 2 0 5 IR 75 3 BR BT T
TEEEFNITERR FAS): 2

ELRERAIAMER (FREIAR) £ FHTHER AWS , BEHRATTEA. BERESFTRT
T, ERFRAREREN  SUAESIT—(EERE , ARETEANREHERE —ESE, EHER
T, B4 BEEHITEMEBENT,

o MFEEER 299


https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition_operators.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/introduction_attribute-based-access-control.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/tutorial_attribute-based-access-control.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html

Amazon Application Recovery Controller (ARC) HEABEE

EESTBRNRESE

XERBAE . &

REAGRRBEEN IAM AE , AIREHTER, IAM EES UK IAM REY, SRR
A, MEFEESA  F2R (AM EREER) PNELAGUEIRET IS AWS R,

EESTBRNREEESE
xERBELAG . &

BHEFACGREGE N —ERBAE AWS . BB TUREARENTHENAR. REER
AEgHREEN F AWSIRF |, YHERBHEE. IAM EEE TR  EXRRERBERSEHN
AT A,

NMERVREERHFEEACHFMER , FSEATEL IAMEENAWS . EERRPSRR
%, A ESRBEGHACHTH Yes, BERER , SIREKRBHRIERS XM

ARC R Bt AY & 5 B B SR E45

RIFEFERR , FAENACREELSE N ARC ERNGT, EERTFERAEHEMEERMITEEN
A, IAM BEEE R BRI IAM BUR,

WEE T MR fE AR IE L] JSON BURSIMHE I IAM 55 BBER | 528 (AM FAEER) $HE
M IAM BB (E#8).
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« EARGTEBITAGS A

HERREEH

B BERREHEECIRFINEBASREAUEY., FHEMER ARC BER, ELBFERREEREN
AWS IRFELXBEM. ERRNIRES 2 HBRE |, FERETHEAREREHE !

- FIEER AWS SEBRRI B REERTT - eERBRFTRTENCEAENTERR  FEH
BAARTFHSEREARIN AWS REBER. ©MTELN RER AWS tkF. RfIRBREES
BERERARM AWS HEFZERR , WE—FRDFA. MFESEA , F26H (AM ERAEE
) P AWS ZEBURHEBBEENAWS ZEBK.

- ERAREERFT - 5RE IAM BERNFAR  FERTHTERMENTT. KERLEN , &9
UESERERG T TUEREERRINEE K SELBARKKEBRITT. WHEEA IAM ERFFT
MEZHEER , F2E8 (AM EAEER) P IAM PR BERMFT A,

« £/ IAM BER PR R — 5 IR B F U - ST BRI EBUR |, URBIBENE RO FH.
Bl , EEURBBREFS , EEXAMER SSL BEMAFER. NRBBRE HIM £HREBH
AWS BRH , 8t AT LUGE R R4 SRR T EL 7 HU CloudFormation. MEFHMEN , F26 (IAM &£ A
EI5/E) Y IAM JSON BUETLE : f&ff.

- M IAM Access Analyzer B& 3 IAM BUR |, BERFT AT 24 B W IE EiE4E - IAM Access Analyzer 5
BHBEMBEEER |, BRELBERER IAM BURFES (JSON) Ml IAM FRIEEH, 1AM Access
Analyzer 12t 100 ZIEBRRERVEATTHNER , IHBERERLBERANBE. WFEFEE
#, F2E (AM FEREER) FHFEA IAM Access Analyzer B BUE,

- FEZEEERE (MFA) - IREHRPIFE IAM £RESR FHRERE AWS IRF |, BRI MFA
DIREREM, MEERU AP BERER MFA |, 1§ MFA REFTEZEHNER. MEFEE
7, F2H (AM EREERE) FHEIRE MFA &% APl FHL.

WE IAM AREEENHEBRENR , F20 (AM FHEER) B IAM Z£HKEEK,

REBITHEEEBRX
ERMEFTACMENEEEER , it ARC AT HTEE I,
JSON

{

"Version":"2012-10-17",
"Statement": [
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{
"Effect": "Allow",
"Principal": {

"Sexvice": "arc-region-switch.amazonaws.com"

},
"Action": "sts:AssumeRole"

}

]
}
SEEFEGEFA

T35 IAM BERE R TR EEI X8R APIsHY TR FZEE !

JSON

"Version":"2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": "iam:PassRole",
"Resource": "*",
"Condition": {
"StringEquals": {
"iam:PassedToSexvice": "arc-region-switch.amazonaws.com"
}
}
}I
{

"Effect": "Allow",

"Action": [
"arc-region-switch:CreatePlan",
"arc-region-switch:UpdatePlan",
"arc-region-switch:GetPlan",
"arc-region-switch:ListPlans",
"arc-region-switch:DeletePlan",
"arc-region-switch:GetPlanInRegion",
"arc-region-switch:ListPlansInRegion",
"arc-region-switch:ApprovePlanExecutionStep",
"arc-region-switch:GetPlanEvaluationStatus",
"arc-region-switch:GetPlanExecution",
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"arc-region-switch:StartPlanExecution",
"arc-region-switch:CancelPlanExecution",
"arc-region-switch:ListRoute53HealthChecks",
"arc-region-switch:ListRoute53HealthChecksInRegion"”,
"arc-region-switch:ListPlanExecutions",
"arc-region-switch:ListPlanExecutionEvents",
"arc-region-switch:ListTagsForResouxce",
"arc-region-switch:TagResource”,
"arc-region-switch:UntagResource",
"arc-region-switch:UpdatePlanExecution",
"arc-region-switch:UpdatePlanExecutionStep"

1,

"Resource": "*"

BT
T3 1AM B &8 T B RM W B IET T -

JSON

"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"arc-region-switch:GetPlan",
"arc-region-switch:ListPlans",
"arc-region-switch:GetPlanInRegion",
"arc-region-switch:ListPlansInRegion",
"arc-region-switch:GetPlanEvaluationStatus",
"arc-region-switch:GetPlanExecution",
"arc-region-switch:ListRoute53HealthChecks",
"arc-region-switch:ListRoute53HealthChecksInRegion"”,
"arc-region-switch:ListPlanExecutions",
"arc-region-switch:ListPlanExecutionEvents",
"arc-region-switch:ListTagsForResource"

1,

"Resource": "*"
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}
1
}

TR
TH&BREIH IAM B | RECHT A EBADRH BB ERTERTBOHT,

B #%

+ EC2 Auto Scaling 17 [& 58 £ BUR

« Amazon EKS ERIER#1T EREHIBUR

« Amazon ECS IRIIER #1751 £ 51 BUR

« ARC B2 HIH T[RRI BER

+ Aurora Global Database $117 [& 2 &5 B %
+ Amazon DocumentDB £ 5 # 5 ¥ 1T [E 5 & I BUR
« Amazon RDS #1172 5 £ 51 BUR

s FERREHITEREFIBR

- BEFTEE Lambda 1T EREHIECE

* Route 53 BEAREREHITERETHIBEEK

- BB EMITEREEBR

EC2 Auto Scaling $11T = SR & 51 B R
MREEHITERFTIEE EC2 Auto Scaling FFHERY RIS , ANEE T HIEEHIBUER,

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"autoscaling:DescribeAutoScalingGroups"

]I

"Resource": "*"

SO NEFHEEE 304



Amazon Application Recovery Controller (ARC) HEABEE

},
{
"Effect": "Allow",
"Action": [
"autoscaling:UpdateAutoScalingGxoup"

]I
"Resource": [

"arn:aws:autoscaling:us-
east-1:123456789012:autoScalingGroup:123d456e-123e-1111-abcd-
EXAMPLE22222:autoScalingGroupName/app-asg-primary",

"arn:aws:autoscaling:us-
west-2:123456789012:autoScalingGroup:1234a321-123e-1234-aabb-
EXAMPLE33333:autoScalingGroupName/app-asg-secondary"

]

},

{
"Effect": "Allow",
"Action": [

"cloudwatch:GetMetricStatistics"

]I

"Resource": "*"

Amazon EKS BiRiRRE 1T EREHIBUER
WMREHREHITRIFTIEE Amazon EKS BRIERI EEHEIRTE | ALEETEHIBUR,

JSON

"Version":"2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": [
"eks:DescribeClustex"
1,

"Resource": [
"arn:aws:eks:us-east-1:123456789012:cluster/app-eks-primary"”,
"arn:aws:eks:us-west-2:123456789012:cluster/app-eks-secondary"
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]
3,

{
"Effect": "Allow",

"Action": [
"eks:ListAssociatedAccessPolicies"

1,

"Resourxce": [
"arn:aws:eks:us-east-1:123456789012:access-entry/app-eks-primary/*",
"arn:aws:eks:us-west-2:123456789012:access-entry/app-eks-secondary/*"

EECRTIHIAMBRZA , BEESR FRBERETEFTABHIEE Amazon EKS 5
#IAmazonArcRegionSwitchScalingPolicyFHUER ., MEFHMEN , FFSHRE EKS FHUER

Amazon ECS RIEE R # 1T [E R &5 BUR
MRIEAEHITERFIEZE Amazon ECS [RISER W EIFDHERETE] | AliEE LT &8 6IBUER,

JSON

"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"ecs:DescribeServices",
"ecs:UpdateService"
1,
"Resourxce": [
"arn:aws:ecs:us-east-1:123456789012:service/app-cluster-primary/app-

service",
"arn:aws:ecs:us-west-2:123456789012:service/app-cluster-secondary/app-

service"
]
},

{
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"Effect": "Allow",

"Action": [
"ecs:DescribeClusters"

]I

"Resource": [
"arn:aws:ecs:us-east-1:123456789012:cluster/app-cluster-primary”,
"arn:aws:ecs:us-west-2:123456789012:cluster/app-cluster-secondary"

]
},
{

"Effect": "Allow",

"Action": [
"ecs:ListServices"

]I

"Resource": "*"

}I
{

"Effect": "Allow",

"Action": [
"application-autoscaling:DescribeScalableTargets",
"application-autoscaling:RegisterScalableTaxrget"

]I

"Resource": "*"

}I
{

"Effect": "Allow",

"Action": [
"cloudwatch:GetMetricStatistics"

1,

"Resource": "*"

}
]
}

ARC 3% H 42 58117 [E 3R S 5 BUR

SE% : Amazon ARC J5 ST EBRERE A EHEIHTA GNIABRBIRBE (SCPs) A
FHUE LRI THIES
* route53-recovery-control-config: us-west-2

* route53-recovery-cluster: us-west-2, us-east-1, eu-west-1, ap-
southeast-2, ap-northeast-1
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FMBABER

MRERPITERITEE ARC BEBEFIN BETIRETE , EEETHSE6BER.

JSON

"Version":"2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"route53-recovery-control-config:DescribeControlPanel”,
"route53-recovery-control-config:DescribeClustex"

]I

"Resource": [
"arn:aws:route53-recovery-control::123456789012:controlpanel/

abcdl1234abcd1234abcdl234abcd1234",

"arn:aws:route53-recovery-
control::123456789012:clustexr/4b325d3b-0e28-4dcf-basa-EXAMPLE11111"

]

},
{

"Effect": "Allow",

"Action": [

"route53-recovery-cluster:GetRoutingControlState",

"route53-recovery-cluster:UpdateRoutingControlStates"

1,

"Resourxce": [

"arn:aws:route53-recovery-
control::123456789012:contxolpanel/1234567890abcdef1234567890abcdef/
routingcontrol/abcdef1234567890",

"arn:aws:route53-recovery-
control::123456789012:contxolpanel/1234567890abcdef1234567890abcdef/
routingcontrol/1234567890abcdef"

]

ST LAGER CLI #RENGR R B E AR ID MELE 1D, MFEFFHMEF ,

3
$

2B X E R R 2 & T .
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Aurora Global Database #17 [& 3 &35 B 3K

MRIERBITERNIEE Aurora BRI ER EE VRS, AEETIHHBER.

JSON

"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"rds:DescribeGlobalClustexrs",
"rds:DescribeDBClusters"
1,
"Resource": "*"
},
{
"Effect": "Allow",
"Action": [
"rds:FailoverGlobalClustex",
"rds:SwitchoverGlobalClustex"
1,
"Resource": [
"arn:aws:rds::123456789012:global-cluster:app-global-db",
"arn:aws:rds:us-east-1:123456789012:cluster:app-db-primarxy"”,
"arn:aws:rds:us-west-2:123456789012:cluster:app-db-secondary"
]

Amazon DocumentDB £ 15 # 5 317 [& 58 €56 B R
MRIBAEHITERFTIEE Amazon DocumentDB £ iE# E M [EIFTIIR5TE| |, A[EE T IS HIBER,

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
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FMBABER

rds:DescribeGlobalClusters",
"rds:DescribeDBClusters",
"rds:FailoverGlobalCluster",
"rds:SwitchoverGlobalCluster"

]I

"Resource": "*"

Amazon RDS #1117 [E 58 &4 B R

MRIESHAITEIRATIEE Amazon RDS EHENMEREARNERBEEANEL N REFHNRETE , AIRE

ET SIS HIBUER,

"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"rds:DescribeDBInstances",
"rds:PromoteReadReplica”,
"rds:CreateDBInstanceReadReplica",
"rds:ModifyDBInstance"

1,

"Resource": "*"

FEREIITERABHIBER
MREKBITERTEZE RGBT ELUETFEIROE |, WTEET SISEHIBEK,

JSON

"Version":"2012-10-17",
"Statement": [
{

SO MEREEE
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"Effect": "Allow",
"Action": [
"arc-region-switch:ApprovePlanExecutionStep"

1,
"Resource": "arn:aws:arc-region-switch::123456789012:plan/sample-
plan:0123abc"

}

BETEF Lambda #1T[E3REEHIBUXR
MREEPITERITEE Lambda BREW BETIRETE , EET FIEHBUER.

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"lambda:GetFunction",
"lambda:InvokeFunction"
]I
"Resourxce": [
"arn:aws:lambda:us-east-1:123456789012: function:app-recovery-primary",
"arn:aws:lambda:us-west-2:123456789012: function:app-recovery-secondary"
]
}
]
}

Route 53 iE{EiREEMR EH 1T E R EHIEEK
MREBITERFTIEE Route 53 BIEREREN EIFHIIRETE , 7LEETHIEEHIBUER,

JSON
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"Version":"2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": [
"route53:ListResourceRecordSets"
1,
"Resource": [
"arn:aws:route53:::hostedzone/Z1234567890ABCDEFGHIJ]"
]
}

Bl RET E 8T R SR AR
MR T BRI IE E R EIABIT F5TE | EET IS AIBUR,

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"arc-region-switch:StartPlanExecution”,
"arc-region-switch:GetPlanExecution",
"arc-region-switch:CancelPlanExecution”,
"arc-region-switch:UpdatePlanExecution”,
"arc-region-switch:ListPlanExecutions"
]I
"Resource": [
"arn:aws:arc-region-switch::123456789012:plan/child-plan-1/abcdel”,
"arn:aws:arc-region-switch::123456789012:plan/child-plan-2/fghij2"
]
}
]
}
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FER R EFIREFT A CloudWatch BR

LT 2iE#E U EIEARRNEEMRERN CloudWatch BREVEHIEER , AR EIY BT BN E R
Faﬁo

JSON

"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"cloudwatch:DescribeAlarmHistoxy",
"cloudwatch:DescribeAlarms"
]I
"Resource": [
"arn:aws:cloudwatch:us-east-1:123456789012:alarm:app-health-primarxry"”,
"arn:aws:cloudwatch:us-west-2:123456789012:alarm:app-health-secondary"

B B BB IR T T
NEEABHYRHABTADEERE | DEEUTOHRE. KEEDL$8HEEA Amazon
S3. ZH CloudWatch BRER | SURMIIR REHEI T HBIERANHT.

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": "s3:PutObject",
"Resource": "arn:aws:s3:::your-bucket-name/*"
},
{
"Effect": "Allow",
"Action": [
"cloudwatch:DescribeAlarms",
BAMEREERE
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"cloudwatch:DescribeAlarmHistory"

1,

"Resource": [
"arn:aws:cloudwatch:us-east-1:123456789012:alarm:app-health-primary"
"arn:aws:cloudwatch:us-west-2:123456789012:alarm:app-health-secondary"

1,

1,

{

"Effect": "Allow",

"Action": [

"arc-region-switch:GetPlanExecution",
"arc-region-switch:ListPlanExecutionEvents"

1,

"Resource": [
"arn:aws:arc-region-switch:us-east-1:123456789012:plan/child-plan-1/abcdel",
"arn:aws:arc-region-switch:us-west-2:123456789012:plan/child-plan-2/fghij2"

1,

AE  MNMREE Amazon S3 REFIBMEREEZTFZE AWSKMS £ , REXEASHBIE
kms:GenerateDataKey#l kms:Encrypt& .,

EiRkFEIRFT A
MREFRMNATENERFES  BRFEEBIRFAR., UTERERFACNEGFERR.

JSON

"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::123456789012:role/RegionSwitchExecutionRole"
},
"Action": "sts:AssumeRole",
"Condition": {
"StringEquals": {
"sts:Externalld": "UniqueExternalIdl123"
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T2t E8TAREELEBIRFESGNETT !

JSON

{
"Version":"2012-10-17",
"Statement": [

{
"Effect": "Allow",

"Action": "sts:AssumeRole",
"Resource": "arn:aws:iam::987654321098:ro0le/RegionSwitchCrossAccountRole”,
"Condition": {
"StringEquals": {
"sts:Externalld": "UniqueExternalIdi123"

TERETEIBITAGR A

BYSEMANTERATNZERRRZEMEANER, BRL  SEZRCSLEREEHEA
HYBAT B BRAYET T o

LT REHIHE , BALAEFERTAGBRRNER, FHRLFESEAETESNEENITERMN
FENEHMBER, Ef8EHEPERANBENTERFNT , LIEERERREFRA

JSON

"Version":"2012-10-17",
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"Statement": [

{
"Effect": "Allow",

"Action": "iam:SimulatePrincipalPolicy",
"Resource": "arn:aws:iam::123456789012:role/
RegionSwitchExecutionRole"

},
{
"Effect": "Allow",
"Action": [
"arc-region-switch:GetPlan",
"arc-region-switch:GetPlanExecution"”,
"arc-region-switch:ListPlanExecutions"
]I
"Resource": "*"
}

£ ARC FRRcig M B2 (R t)#2

B LAfE A Amazon CloudWatch AWS CloudTrailfl Amazon EventBridge 7£ Amazon Application
Recovery Controller (ARC) FRESIZ[EiE {1 , LIEVSIREE, 2 MTER |, WifBh SR S HEFERE,

F&E

- £/ REEEHLE API B} AWS CloudTrail

- £ ARC H A B {1 ##E A Amazon EventBridge

5 A e E Iy APl B} AWS CloudTrail

Amazon Application Recovery Controller (ARC) EiZit]#: 2 €8 fRIEE S AWS CloudTrail , ZRFIR
A%, AR ARC H AWS RIEFTERENBIERIEE 8%, CloudTrail €% ARC KIFTE API FEALFEE A
=4, EEHNFWEERE ARC ERANFELN | BURH ARC API RENEX B,

MRERIMRE , Al LU CloudTrail E4FFEX I E Amazon S3 f#7iT# , 2 ARC WE#4. I
EEREREEHR , IRATLUEIR CloudTrail TR AHFHNEHELLEH MBI EH

A LAfE A CloudTrail FRURERIE A , BT ARC IEHMEER. EBHERW IP ik, BHFBROA
8. BHERNEE , URHEHMFMAET.
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EEE—LFTH# CloudTrail , 5528 "AWS CloudTrail fEFA&ER . »

CloudTrail H#y ARC &

ELEMIRE AWS 1RF B, 88 EERA CloudTrail, ESEEE ARC HE4ER , THSHEHE
SEReERP RV E M AWS BRIESEH— ﬁ_ﬁﬂﬁﬁ: CloudTrail B4, B NE Fiai, BSMNTHKIELH
EH AWS 1RF. MEBFMEEF , FSEREA CloudTrail E4FFE £ 508

EERHELE FHEHF AWSIRE , 235 ARC WS4 , FEIIEHR, HFREEE CloudTrail #% B 518
RRXZE Amazon S3 EEFETE, KFER  EL/EIRAPETEME  ZEHSEREFMEN AWS
EiF, RRBFEHEAWS PEIEFFAEERENEYN , ¥ ARFERINELIEEN Amazon S3 FEEET
BB, WAL, BEBIEREH A AWS R , SIE— S 9T REREE CloudTrail BHEEPIWENSEHER. WF
HMER , FBETIAS

EIIERAEIE
» CloudTrail X EHRBEMES
« ERE CloudTrail #) Amazon SNS &Al
- BWEZEEE CloudTrail BFERKRERZEIRFH CloudTrail HFFER

CloudTrail 528277 H ARC Bi/E , Y E24%7E TBD API REFERENCE LINK ®, #it0 , ¥ TBD. TBD
0 TBD EMER HH S TE CloudTrail iESEERPELERE,

B-FEMHVARERNSLTELEFRENET. B EATHBIEHE T5IEE !

R AERARE AWS Identity and Access Management (IAM) & EAERHEHFER,
- REZBRRE , RERFEATHEACEMS I EAENERZLEH.
- BEREAHHEM AWS BRIEREHE.

MEFHMMET , 5528 CloudTrail userldentity T3,

BAREHERRREPHNESREN

CloudTrail BJ &M Event history (BB E L) MRKIENEH, EFTIHR API BERHAZEHE
HENASER BB BN ES S |, FINEENHESNBTHENES, T8 , £ ARC 14
FHTHRLEEGREERFEREGFTE APIRE , MARERNFHEHIRE. HREFFEHRE , £
AUBREERI (MSEEEE ) WEH, BETHML AP FIUIEETEHRE , 528 EEY
# AP| #24E,
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T# ARC BFSIE=RIER

EMtE—EEHRE  sEEEHUAFERNERARMSRZRIEERN Amazon S3 f#FETEE. CloudTrail B&
*E??@ —HZEAFER, —EEHATARFREMNE—FER , XITSEREBIE. BFRWB PG

5, FBERBEEEHF. CloudTrail BFENIEMRAE API RIUMHEEEREEF , RETFEUMEAESEEIE
f%&fﬁo

T3 HIEER CloudTraill BF$EEB |, REEEI#StartPlanExecutionf E{E,

"eventVersion": "1.11",
"userIdentity": {
"type": "AssumedRole",
"principalId": "A1B2C3D4ES5F6G7EXAMPLE",
"arn": "arn:aws:iam::111122223333:role/admin",
"accountId": "111122223333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AROA33L3W36EXAMPLE",
"arn": "arn:aws:iam::111122223333:role/admin",
"accountId": "111122223333",
"userName": "EXAMPLENAME"
},
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2025-07-06T17:38:05Z2"

}
}
},
"eventTime": "2025-07-06T18:08:03Z",
"eventSource": "arc-region-switch.amazonaws.com",
"eventName": "StartPlanExecution",
"awsRegion": "us-east-1",

"sourceIPAddress": "192.0.2.50",
"userAgent": "Boto3/1.17.101 Python/3.8.10 Linux/4.14.231-180.360.amzn2.x86_64
exec-env/AWS_Lambda_python3.8 Botocore/1.20.102",
"requestParameters": {
"planArn": "arn:aws:arc-region-switch::555555555555:plan/
CloudTrailIntegTestPlan:bbbbb",
"targetRegion": "us-east-1",
"action": "activate" }
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"responseElements": {
"executionId": "us-east-1/dddddddEXAMPLE",
"plan": "arn:aws:arc-region-switch::555555555555:plan/
CloudTrailIntegTestPlan:bbbbb",
"planVersion": "1",
"activateRegion": "us-east-1" 3},
"requestID": "fd42dcf7-6446-41e9-b408-d@96example”,
"eventID": "4b5c42df-1174-46c8-be99-d67aexample”,
"readOnly": false,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "111122223333",
"eventCategory": "Management",
"tlsDetails": {
"tlsVersion": "TLSv1.3",
"cipherSuite": "TLS_AES_128_GCM_SHA256",
"clientProvidedHostHeader": "us-east-l.arc.amazon.aws"

£ ARC H A R t1#1#8 E Amazon EventBridge

£/ Amazon EventBridge , A LAGRES4ERE R A , LLEEFE Amazon Application Recovery
Controller (ARC) FHEEFHIREIR , ARMBEAEMREHN B EEBE AWS . S0, BAUERESE
PGB R AT Amazon SNS A , UREEEEFEHABANRE,

& ] LATE Amazon EventBridge IR A , LURE T3 ARC BEFI#REH .

- BEBREFTERT. BHEEERFEURECSHT (BIT).

- EFYIRETEFNL. EHEEESYRFTEFLETH.

EEHIEBEBEE ARC B4 |, 55E% EventBridge TAREAESHNE4EBERER, EHER
WEBHEEEANEHER, ZEXSIASRLEENEN , WIRHEEESRNEE.

BARENEN, EERRFERAT , eMELUEFEIRN S XK ARC XY E EventBridge, Fi ,
A BB B A HE R S PR L SEH AR EIE T

% EventBridge RRAIMAEREHEXNNFMEET , F2H EventBridge PRI EHMEHER,

{#F EventBridge B2 B 1 E R
£ EventBridge , BRI R A | E& ARC BEFH{IRE R HE4EERIAEE,
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& E1E EventBridge TEAHPBMAREREAEALL L | FETEATER U AR ESHIEE,
AT HBEYE T RE A RANEAER | ATEESEHH EFHRER.

BUEREHHAA

1. BIfE https://console.aws.amazon.com/events/ B Amazon EventBridge £# &,
2. REAWS EBEE & PEVRA K FEELEVEERSEHZFTENER,

3. i#IZ Create rule (B3R A,

4. WARABIName (B1) , RE®W AR,

5. HREHERE , FREFERE .

6. BET—-F,

7. HREESHEXISR  HRNSBHRIF , FREERE AWS B,

8. HEHHIEHT , EEWAKRBCHSH,

9. SHHEHIEM  WANERYE EEHEN., WEHH , FSET .

RGP RER

EMEANEBREAFNEHER. EXSI ASRLEENEM , YRHEEESRIWEE,
B LR RN EHERNER I AR EventBridge 1 , SIE Y AJAREEE ARC BIMEME R AL,
THEHERIREE T LIE EventBridge AR ARC B YIH AR E 5.

- R Y APIRE PlanExecution BIFTEE#

{

"source": [ "aws.arc-region-switch" ],

"detail-type": [ "ARC Region switch Plan Execution" ]
}

. RESBENFEEHLUES PlanEvaluation.

{

"source": [ "aws.arc-region-switch" ],
"detail-type": [ "ARC Region Switch Plan Evaluation" ]
}

T RESTIRFTENITHES ARC B4 :
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{

"version": "Q",

"id": "1111111-bbbb-aaaa-cccc-dddddEXAMPLE", # Random uuid

"detail-type": "ARC Region Switch Plan Execution",

"source": "aws.arc-region-switch",

"account": "111122223333",

"time": "2023-11-16T23:38:147",

"region": "us-east-1",

"resources": ["arn:aws:arc-region-switch::111122223333:plan/aaaaakxample"], #
planArn

"detail": {

"version": "0.0.1",

"eventType": "ExecutionStarted",

"executionId": "bbbbbbEXAMPLE",

"executionAction": "activating/deactivating {region}",

"idempotencyKey": "1111111-2222-3333-4444-5555555555", # As there is a possibility
of dual logging

LT REEERET 8IS BB R BT S| ARC B4

{
"version": "Q",
"id": "1111111-bbbb-aaaa-cccc-dddddEXAMPLE", # Random uuid
"detail-type": "ARC Region Switch Plan Execution",
"source": "aws.arc-region-switch",
"account": "111122223333",
"time": "2023-11-16T23:38:14Z",
"region": "us-east-1",
"resources": ["arn:aws:arc-region-switch::111122223333:plan/aaaaaExample"], #
planArn
"detail": {
"version": "0.0.1",

"eventType": "StepStarted",

"executionId": "bbbbbbEXAMPLE",

"executionAction": "activating/deactivating {region}",

"idempotencyKey": "1111111-2222-3333-4444-5555555555", # As there is a possibility
of dual logging

"stepDetails" : {

"stepName": "Routing control step",

"resource": ["arn:aws:route53-recovery-control::111122223333:controlpanel/
abcdefghiEXAMPLE/routingcontrol/jklmnopqrsEXAMPLE"]
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}
}

LT RESRETEFHEBES M ARC B4,

HRESVRETERNMG  SEERBESRBEEN, IRRBERES , IRES 24 MREH KBS
B, BREMHR , TEHYRBETRHEMSEN.

"version": "Q",

"id": "@05d4d2d5-9c76-bfea-72d2-d4614802adb4", # Random uuid
"detail-type": "ARC Region Switch Plan Execution",
"source": "aws.arc-region-switch",

"account": "111122223333",

"time": "2023-11-16T23:38:14Z",

"region": "us-east-1",
"resources": ["arn:aws:arc-region-switch::111122223333:plan/a2b89be4821bfdld"],
"detail": {

"version": "0.0.1",

"idempotencyKey": "1111111-2222-3333-4444-5555555555",
"metadata": {
"evaluationTime" : "timestamp",
"warning" : "There is a plan evaluation warning for arn:aws:arc-region-
switch::111122223333:plan/a2b89%be4821bfdld. Navigate to the Region switch console to
resolve."

}

EEEHA/EHEM CloudWatch BE:EHE

#1 EventBridge R A , BLEREEEEEAFSRACEHNWEIE, WFE EventBridge AT A B M
JBE , 552 H EventBridge X AF AN EBE, BULHIEZE EventBridge RAIMHE P —ERER
Amazon CloudWatch B3840, AHRAM CloudWatch BFEEFIEAEENER , WIRHEET
AR I8 A EENER.

HEZ& CloudWatch BEEEFNERER , BRUITTIEP—IRRE

« BIATRY HEEEEE
- RERANHERHE
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MRBERIRABERAERAEEHN BFEEE |, EventBridge BB AEEN B E, BRESL

FB4E EventBridge 3R 8 B Z/Y B 5B 4H L BISE/aws/events, MRGEETRZHEW AFEME , B

E L CREHEE WBAFEHEASISE THNINERP /aws/eventsBERAIRE, MEFMENR , F2H
{Amazon CloudWatch £ A& ERE) PHEIFMH BFEE,

MREEATERENEH CloudWatch BRI EMA CloudWatch BFEREMABRRE , FRELCLE
BERET T, WREFEATEANK BFRFEFHIEE EventBridge 8 , AIBFHENEREBEESEH
i, BER , MREAEH AWS Command Line Interface 5 AWS BISE4RIEE BFFEE , AIXEE
¥ AFBHENEREBER, THEHGFBRRALKEEAFHANERREBEDERNETY

JSON

{
"Version":"2012-10-17",
"Statement": [
{

"Action": [
"logs:CreateLogStream",
"logs:PutLogEvents"

1,

"Effect": "Allow",

"Principal": {

"Sexvice": [
"events.amazonaws.com",
"delivery.logs.amazonaws.com"

]

}I

"Resource": "arn:aws:logs:us-east-1:222222222222:10g-group:/aws/events/

%okl
© ’

"Sid": "TrustEventsToStoreLogEvent"

BEEFER TREAARFHERTEEREBER., FEBYENFIMEEUNERAERNBEER |, BE
A CloudWatch PutResourcePolicy API #&4F., % , &ABAEA describe-resource-policies CLI a8
RBERRSEBERER,
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FMBABER

AREREHEINRRIIEE CloudWatch BEEEHE B &

BI1E https://console.aws.amazon.com/events/ BAR Amazon EventBridge 125,

TR EventBridge R A SUETRIBHFMER , F2EEMA EventBridge SEREHEREER,

1.

2. BESLEAWS BE £HPEIRAW

3. EBEENHA K ARBWARNEMERBENR  SINE4EXNBEREFMAER,
4, EENMBZEMEL , #EF CloudWatch A EH B E,

5. RTHXEEFERE CloudWatch BFHEH#H,

[&@ 15 Y] 2 /Y Bt K8

Amazon Application Recovery Controller (ARC) F#J [EiF 135232 T FIELEE PR %l

B’

i

FERSHETEIHE

BEFENHITEREE
BEFENESVRTINTEREE
BESBRHFTHTERHE

BEBBFMAH CloudWatch B REE

B @58 Route 53 EEREREHITERATE
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£/ AWS SDKsH FE ATE 1B R 2R 2 S\ iR S8 4

T o EE 5 RE an{a# A Application Recovery Controller $#£#t AWS B85 &4 (SDK),

Actions RAHEEBANEXNBRE  LEAEATTHUT, HABFESEHFENAFLER RBEHS , B
LA UEEABRERFEFTRARPHNEF,

W7E AWS SDK REAEEMANEABHIINTREE , F260 SIRITE AWS SDK FEEEH, It
THEUISEBEAMNEAMER SDK WFHER,

B HE A
« A AWS SDKsHY E AR BREHIzRE A 814
M AWS SDKsH AR B RIZHIERAV B F
+ GetRoutingControlState ¥&E AWS SDK £
+ UpdateRoutingControlState #& &t AWS SDK & F

A AWS SDKsH FE A TE\1E R 12 & 2 B AR & 4l

T 5172 =X 75 &6 45 7= &5 an{A $2 B £ FH Amazon Route 53 FEARE R E R 4I85M E A ThaEEE AWS SDK,

i1
« £/ AWS SDKsHVFE ARER BRI HIZsH B 1E
+ GetRoutingControlState #&E AWS SDK £ F
» UpdateRoutingControlState & AWS SDK & f

£/ AWS SDKsH FE RN 1B R HI 23V B 1E

THRA GBS REBUAER AWS SDKsHTEBIEARAEREGRBE. SEEHHEE GitHub
RER | SR MEEE P RIRENHTEXBNEERS.

THEHETSHRFEERANEE, NFTRFE , F26H (Amazon Route 53 FEAE N EFRIZH=E
API 2E) .

23451
+ GetRoutingControlState ¥&E AWS SDK £
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- UpdateRoutingControlState ¥ &t AWS SDK i F

GetRoutingControlState & AWS SDK £ H
THREX GG REBUMAER GetRoutingControlState,

Java

AR Java 2.x B9 SDK

(® Note

GitHub LR EZ&H|, SHTEEHH , I 7HNAE AWS EXFH R FEFRE
METo

public static GetRoutingControlStateResponse
getRoutingControlState(List<ClusterEndpoint> clusterEndpoints,
String routingControlArn) {

// As a best practice, we recommend choosing a random cluster endpoint to
get or

// set routing control states.
// For more information, see
// https://docs.aws.amazon.com/r53recovery/latest/dg/route53-arc-best-
practices.html#route53-arc-best-practices.regional
Collections.shuffle(clusterEndpoints);
for (ClusterEndpoint clusterEndpoint : clusterEndpoints) {
try {
System.out.println(clusterEndpoint);
Route53RecoveryClusterClient client =
Route53RecoveryClusterClient.buildex()
.endpointOverride(URI.create(clusterEndpoint.endpoint()))
.region(Region.of(clusterEndpoint.region())).build();
return client.getRoutingControlState(
GetRoutingControlStateRequest.buildexr()

.routingControlArn(routingControlArn).build());
} catch (Exception exception) {

System.out.println(exception);

}

return null;
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. WIZE AP| EHHEF , 528 (AWS SDK for Java 2.x APl &)
GetRoutingControlState.

Python

E AR Python #9 SDK (Boto3)

(® Note
GitHub FIRHEZ &6, SHTREH , I THMAE AWS EX B IR FEPRE
M#AT,

import boto3

def create_recovery_client(cluster_endpoint):
Creates a Boto3 Route 53 Application Recovery Controller client for the
specified
cluster endpoint URL and AWS Region.

:param cluster_endpoint: The cluster endpoint URL and Region.

:return: The Boto3 client.

return boto3.client(
"route53-recovery-cluster",
endpoint_url=cluster_endpoint["Endpoint"],
region_name=cluster_endpoint["Region"],

def get_routing_control_state(routing_control_arn, cluster_endpoints):

Gets the state of a routing control. Cluster endpoints are tried in
sequence until the first successful response is received.

:param routing_control_arn: The ARN of the routing control to look up.
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:param cluster_endpoints: The list of cluster endpoints to query.
:return: The routing control state response.

# As a best practice, we recommend choosing a random cluster endpoint to get
or set routing control states.
# For more information, see https://docs.aws.amazon.com/r53recovery/latest/
dg/route53-arc-best-practices.html#route53-arc-best-practices.regional
random.shuffle(cluster_endpoints)
for cluster_endpoint in cluster_endpoints:
try:
recovery_client = create_recovery_client(cluster_endpoint)
response = recovery_client.get_routing_control_state(
RoutingControlArn=routing_control_arn
)
return response
except Exception as error:
print(error)
raise error

- WEE API FHHIER , 5828 (AWS SDK for Python (Boto3) API 2Z) H
GetRoutingControlState.

SAP ABAP

HAMN SAP ABAP WEREH

(@ Note
GitHub LR EZ&i6|, SHTEEH , I 7 HRMMEIE AWS BERIEFIFHFEDRE
M#1To

CONSTANTS cv_pfl TYPE /awsl/rt_profile_id VALUE 'ZCODE_DEMO'.
DATA lo_exception TYPE REF TO /awsl/cx_rt_generic.

DATA lo_session TYPE REF TO /awsl/cl_rt_session_base.

DATA lo_client TYPE REF TO /awsl/if_z15v.

DATA 1t_endpoints TYPE TABLE OF string.
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DATA 1lv_endpoint TYPE string.
DATA 1lv_region TYPE /awsl/rt_region_id.

" Parse the comma-separated cluster endpoints

" Expected format: "https://endpointl.com|us-west-2,https://endpoint2.com|us-
east-1"

SPLIT iv_cluster_endpoints AT ',' INTO TABLE 1lt_endpoints.

" As a best practice, shuffle cluster endpoints to distribute load

" For more information, see https://docs.aws.amazon.com/r53recovery/latest/
dg/route53-arc-best-practices.html#route53-arc-best-practices.regional

" For simplicity, we'll try them in order (shuffling can be added if needed)

" Try each endpoint in order
LOOP AT 1t_endpoints INTO lv_endpoint.
TRY.
" Parse endpoint and region from the format "url|region"
DATA(1lv_pos) = find( val = lv_endpoint sub = "'|' ).
IF lv_pos > 0.
DATA(1lv_url) = substring( val = lv_endpoint len = lv_pos ).
lv_region = substring( val = lv_endpoint off = lv_pos + 1 ).
ELSE.
" If no region specified, use default
lv_url = 1lv_endpoint.
lv_region = 'us-east-1'.
ENDIF.

" Create session for this region
lo_session = /awsl/cl_rt_session_aws=>create( cv_pfl ).

" Create client with the specific endpoint
lo_client = create_recovery_client(
iv_endpoint = 1lv_url
iv_region = lv_region

io_session = lo_session ).

" Try to get the routing control state
oo_result = lo_client->getroutingcontrolstate(
iv_routingcontrolarn = iv_routing_control_arn ).

" If successful, return the result
RETURN.

CATCH /awsl/cx_r5vendpttmpyunavailex INTO DATA(lo_endpoint_ex).
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" This endpoint is temporarily unavailable, try the next one
lo_exception = lo_endpoint_ex.
CONTINUE.

CATCH /awsl/cx_r5vaccessdeniedex
/awsl/cx_r5vinternalserverex
/awsl/cx_r5vresourcenotfoundex
/awsl/cx_r5vthrottlingex
/awsl/cx_r5vvalidationex
/awsl/cx_rt_generic INTO lo_exception.

" For other errors, re-raise immediately
RAISE EXCEPTION lo_exception.
ENDTRY.
ENDLOOP.

" If we get here, all endpoints failed - re-raise the last exception
IF lo_exception IS BOUND.

RAISE EXCEPTION lo_exception.
ENDIF.

- WIE API BT , F2E CGERAM AWS SAP ABAP B SDK APl 2#) dify
GetRoutingControlState,

W%E AWS SDK REASEMANEABHIINTREE , F2M0 SIRITE AWS SDK #EEEH, It
THEUISEBEAMNEAMER SDK WFHER,

UpdateRoutingControlState & AWS SDK i/

THRXFEF RE M A UpdateRoutingControlState,
Java

BAR Java 2.x B SDK

® Note
GitHub ERUEZ &SI, SRTREH , ¥ THIAE AWS BXIRHH| R FERRE
MET,
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public static UpdateRoutingControlStateResponse
updateRoutingControlState(List<ClusterEndpoint> clusterEndpoints,
String routingControlAzrn,
String routingControlState) {
// As a best practice, we recommend choosing a random cluster endpoint to
get or
// set routing control states.
// For more information, see
// https://docs.aws.amazon.com/r53recovery/latest/dg/route53-arc-best-
practices.html#route53-arc-best-practices.regional
Collections.shuffle(clusterEndpoints);
for (ClusterEndpoint clusterEndpoint : clusterEndpoints) {
try {
System.out.println(clusterEndpoint);
Route53RecoveryClusterClient client =
Route53RecoveryClusterClient.builder()
.endpointOverride(URI.create(clusterEndpoint.endpoint()))
.region(Region.of(clusterEndpoint.region()))
.build();
return client.updateRoutingControlState(
UpdateRoutingControlStateRequest.builder()

.routingControlArn(routingControlArn).routingControlState(routingControlState).build());
} catch (Exception exception) {
System.out.println(exception);

}

return null;

. WIZE AP| EH#HEF , 528 (AWS SDK for Java 2.x APl &) dhf
UpdateRoutingControlState,
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Python

EAR Python B9 SDK (Boto3)

® Note
GitHub LRt EZ%i6l, SKTEEH , X THRINME AWS BXHEFIFEFEPRE
MEITo

import boto3

def create_recovery_client(cluster_endpoint):
Creates a Boto3 Route 53 Application Recovery Controller client for the
specified
cluster endpoint URL and AWS Region.

:param cluster_endpoint: The cluster endpoint URL and Region.

:return: The Boto3 client.

return boto3.client(
"route53-recovery-cluster",
endpoint_url=cluster_endpoint["Endpoint"],
region_name=cluster_endpoint["Region"],

def update_routing_control_state(
routing_control_arn, cluster_endpoints, routing_control_state

Updates the state of a routing control. Cluster endpoints are tried in
sequence until the first successful response is received.

:param routing_control_arn: The ARN of the routing control to update the
state for.

:param cluster_endpoints: The list of cluster endpoints to try.

:param routing_control_state: The new routing control state.

:return: The routing control update response.
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# As a best practice, we recommend choosing a random cluster endpoint to get
or set routing control states.
# For more information, see https://docs.aws.amazon.com/r53recovery/latest/
dg/route53-arc-best-practices.html#route53-arc-best-practices.regional
random.shuffle(cluster_endpoints)
for cluster_endpoint in cluster_endpoints:
try:
recovery_client = create_recovery_client(cluster_endpoint)
response = recovery_client.update_routing_control_state(
RoutingControlArn=routing_control_arn,
RoutingControlState=routing_control_state,
)
return response
except Exception as error:
print(error)

- WEE API FHHIER , 5828 (AWS SDK for Python (Boto3) API 2Z) H
UpdateRoutingControlState.

SAP ABAP

HAMN SAP ABAP WEREH

(@ Note
GitHub LR EZ&i6], SHTEEH , X 7T HRMMEE AWS BEXIEHFIFHFEDRE
M#1To

CONSTANTS cv_pfl TYPE /awsl/rt_profile_id VALUE 'ZCODE_DEMO'.
DATA lo_exception TYPE REF TO /awsl/cx_rt_generic.

DATA lo_session TYPE REF TO /awsl/cl_rt_session_base.

DATA lo_client TYPE REF TO /awsl/if_x5v.

DATA 1t_endpoints TYPE TABLE OF string.

DATA lv_endpoint TYPE string.

DATA lv_region TYPE /awsl/rt_region_id.
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" Parse the comma-separated cluster endpoints

" Expected format: "https://endpointl.com|us-west-2,https://endpoint2.com|us-
east-1"

SPLIT iv_cluster_endpoints AT ',' INTO TABLE 1lt_endpoints.

" As a best practice, shuffle cluster endpoints to distribute load

" For more information, see https://docs.aws.amazon.com/r53recovery/latest/
dg/route53-arc-best-practices.html#route53-arc-best-practices.regional

" For simplicity, we'll try them in order (shuffling can be added if needed)

" Try each endpoint in order
LOOP AT 1t_endpoints INTO lv_endpoint.
TRY.
" Parse endpoint and region from the format "url|region"
DATA(1lv_pos) = find( val = lv_endpoint sub = "'|' ).
IF lv_pos > 0.
DATA(1lv_url) = substring( val = lv_endpoint len = lv_pos ).
lv_region = substring( val = lv_endpoint off = lv_pos + 1 ).
ELSE.
" If no region specified, use default
lv_url = 1lv_endpoint.
lv_region = 'us-east-1'.
ENDIF.

" Create session for this region
lo_session = /awsl/cl_rt_session_aws=>create( cv_pfl ).

" Create client with the specific endpoint
lo_client = create_recovery_client(
iv_endpoint = 1lv_url
iv_region = lv_region
io_session = lo_session ).

" Try to update the routing control state

oo_result = lo_client->updateroutingcontrolstate(
iv_routingcontrolazrn = iv_routing_control_azrn
iv_routingcontrolstate = iv_routing_control_state
it_safetyrulestooverride = it_safety_rules_override ).

" If successful, return the result
RETURN.

CATCH /awsl/cx_r5vendpttmpyunavailex INTO DATA(lo_endpoint_ex).
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" This endpoint is temporarily unavailable, try the next one
lo_exception = lo_endpoint_ex.
CONTINUE.

CATCH /awsl/cx_r5vaccessdeniedex
/awsl/cx_r5vconflictexception
/awsl/cx_r5vinternalserverex
/awsl/cx_r5vresourcenotfoundex
/awsl/cx_r5vthrottlingex
/awsl/cx_r5vvalidationex
/awsl/cx_rt_generic INTO lo_exception.

" For other errors, re-raise immediately
RAISE EXCEPTION lo_exception.
ENDTRY.
ENDLOOP.

" If we get here, all endpoints failed - re-raise the last exception
IF lo_exception IS BOUND.

RAISE EXCEPTION lo_exception.
ENDIF.

« WIE AP| FHHEF , F2EH (EAMN AWS SAP ABAP #J SDK APl &) iy
UpdateRoutingControlState,

WNZE AWS SDK FiZE A EEmMENITEFINTEEE B2 S RGE AWS SDK #ZEFEH, 1t
FTEHLIESEEAFPNEAMNERN SDK BFFEHAER.
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