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B M IAM B0 BBUER | AR AT8EE A M AWS Organizations B BR#EIE &I B (SCPs) AWS tRF,
FIEENEREBRE AWS RAM ZEEFTEHM IAM BERHB N BERFTEEE, MEBSRTENT
BEFMENR , URNAHEEENGT , F28 (AM FRAEER) PHBERF L EE,

AWS RAM EiB 1R fteasy-to-use MR ERHBER , BHEERAZ+NERLHEER,

HRAIEEFREBRNERERE , AWSRAM EEHALERNEBEEREBER, HAEENER ,
AWS RAM B ERBELSXERCEERLANEN , LEEEREBK, flm , FERBEER
H A/ Amazon SageMaker Al Ei& , AWS RAM Y BEEMEFRNERLAS, EALER—@E
ERAZREMZEEBVMBECZIE, RE , SULSERAEMEREE | £3% SageMaker Al #1TFF
ARFE—IRF, AWSRAM 28BS EMETANTIHEREEZERRANE-ERBEK, A
% TEKAHNEREBFERZIEEE R, B LUEIBML GetResourcePolicyi® SRR th B 1
ERBE. AWS IR ARCEAZEREBRRREERELAERBTHENTAERTA,

HARUUFHEIUERAERWEBER | WEBTFW EHBEEELNERPUtResourcePolicy ,
BRMEBZLEER AWSRAM , RATCREEHTIES :

- HAHBENTHEEMY - MREFEH LHASER AWSRAM , FRETUEEERERBNERETE
A API BEFEFEMMAANMEER , GELEREEEEABEREF—&K, fln , R
CERE IR B H FH AWS CodeBuild BR |, BIFE AR £ & o BATE CodeBuild £ & FMEITHY
CodeBuild AP| REFERHEFER, B EEUNERAERNBRMMAANERTEUNERELSRE
Toe R2Z , BHEBIBE ARN FERIAESEER,

- HABEENTEEM - MREEH LHASRE AWS RAM , £ HIRFHANEREEETLUEFET
MLEMIREAUEREER, MREAFERAUERAERNBERAAER , IR EEMHEREEES
= AP FREEBERNBEK , TEEFEARKRE,

« WE-_MREMHER HAER AWS RAM |, BIFfUUHEAZEER , ¥EEEE—BEMETEE, £
FREREBRAANER , EERERNBREZIEEANESEER.

- fHE - EB AWS RAM , BAFE T LL JSON BEBH IAM BIEREES . AWS RAM ££{#ready-to-
use AWS SEHT | B ARPEEEZIERLA,

EBFER AWSRAM , ZEZAUHAA-—LCHAXEERABERNERER, HRNEEERER ,
AWSRAM EEBEEUNERAERNBR , MABKRFITNRTR. £RAE TR T &
~GetResourcePolicy, EBIETHERER .

« Amazon Aurora - EX|EEE
« Amazon EC2 - RERBMNEH ¥
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https://docs.aws.amazon.com/ram/latest/APIReference/API_GetResourcePolicies.html
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« AWS License Manager — 1Z#E#H &8

« AWS Outposts — A< E K AT, B 0E 5 A5

« Amazon Route 53 — Ei% 157 8l

« Amazon Virtual Private Cloud - EF#EM IPv4 #hiit, FEFE, FAK. REFSFEE. E&HE

EAERREE S L
AWS RAM E4A MW E R BEREHI

R REREBIMRF H A EC2 Image Builder & EIR , AWS RAM 8 EL W T RAEBUER |, WAEHE
BEIERLAP I ENTAREER.

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::123456789012:root"
},
"Action": [
"imagebuilder:GetImage",
"imagebuilder:ListImages"
1,
"Resource": "arn:aws:imagebuilder:us-east-1:123456789012:image/
testimage/1.0.0/44"
}
]
}

MBRETRE FH IAM BEHEHE LA EC2 Image Builder B&E R AWS 1RF , AWS RAM 2
EMTAIRWBER , Y HEEIERAAT SN EMARGEER,

JSON

"Version":"2012-10-17",

LERAEBNBE 12
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3]

"Statement": [

{
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::123456789012:role/MySampleRole"
}I
"Action": [
"imagebuilder:GetImage",
"imagebuilder:ListImages"
]I
"Resource": "arn:aws:imagebuilder:us-east-1:123456789012:image/
testimage/1.0.0/44"
}

MREEGEB PRI FTER S OU tRF A EC2 Image Builder REE IR , AWS RAM 8 EE WA
TBER , W EEEIERA AT SN EMREER.

® Note

WBERAFEA "Principal”: "*" |, REMA "Condition"TEEHF IR EFEAIEENE

#PrincipalOrgID, MEFHMEF , FSREUNERASERMNBER" Principal": "R {EA B
=480

FVHE=o

JSON

"Version":"2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Principal": "*",

"Action": [
"imagebuilder:GetImage",
"imagebuilder:ListImages"

1,

"Resource": "arn:aws:imagebuilder:us-east-1:123456789012:image/

testimage/1.0.0/44",

RERAERHBE
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"Condition": {
"StringEquals": {
"aws:PrincipalOxgID": "o0-123456789"
}

£ E IR AEBAYBER"Principal": """ {ER W&

EXENERAERNEE "Principal": "*"HhaEE K , ZABKRSBFIER TIRFHFISERN
iR IAM 88 , R FHE |, AIZConditionwEBE MM EMBRFFIR. BRI EBEVEFEEH
KB Deny AN EB B BRE T T, 718 , FMEANSDBR, FFHURRBKRRNTFEREER
HEHPHEE Deny ( RTRDBEN Allow) FEEH Deny HULBEEREBRRTFEN BENE
Ft Ao

WMRETATESENRS , AETUEAEDenyRAXFTEESHLEMBACNERENS 2K
H, SRR TERERBER , LIRFILITR.

ZET

REFTERTREER—AEPIENEREE EAEBERGTHTNEE, ECEVERAZR
BYAEERHBERAZETESNEBEEREEEABEZIES T, SEFTSIHETLATUER
HRAERHITH—4E actionsH 4 AWS RAM,

BRERERAETHNEEEFEEEE—EXENT, SREIBVERASZ  HPELERERENE
BEMA—EZEFT  MEGEREENEREATENIERTT. BRERMNM  KEERIMETE
MERAE  YEHFSEHER , ABEERHTEANZEFT. ZEFITAMETRER !

AWS BEHT
AWS EEHTH RIAMLEAWS | TETRREFRANKT, BRSHELENDRER AWS

RAM EEED—E AWS ZEF A, FEEREEXESZE AWS ZEFHT , HAF—EXEFT
EER AWS FRE, BRIFBENMEE , BRIFER AWS ZEFT I SHEEB,

EEEEHT

EFZENTRERENERENZENT , FLE2RIEEWMLEENEER LAERNKRETH
1T AWS RAM, filan | 48 E R %] Amazon VPC IP Address Manager (IPAM) £ [E /Y BEZEUE |

SEHT 14
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ETBHEAREEE P ik, CTNBUEFSEHT , RERABIER P 4 , BRI
SABRABIRFRY 1P i E. STNERREERNSERS  RETHAADRNITE
BB,

BUNEERAZTAEFRERERACHA , WAREREGRG , 2SR B SR BHE
EER , UEEERTUENERN GRS, ELFITARAR-HZME AWS RAM A, EFZEFF
AREHEE,

AWS RAM £ ¥ SEHFTHABA , AERANDRESUSRAERNIE.
RETAMRA

REFITNEMREREURIEFANTRART. FTRAZMEFERLANERE. SEZEF
— A —EEERBARMANRE, BB AWS BN ZEFAIMAR | SXERBREHRSER
RERAENZEFN T, BUNELRSTRIEBEERTERAZ ZRINMLEE, MAEFTNERLAEMR
SEDHAURNERBERERANRENZES .

AWS ZEHFhRA

AWS ERE AWS ZEFTHNARE, IWEBE RN DN BERERNRE, BREKAR
REMARAERAZERAA,
EEZEFARA

BALUREBEEFZENTNMERE., SRUEBYFNERRE, $RERARESFARRAE , 5
fiBR T BEAMERAAERABONRE, 8EAFFZEFTRS TURAERS,

3
¢
&n
i3
>
=
0))
e

ELBVNEHNERARER , CAREREESEFFUTNERMRAE, NMEFEESA ,
ERT A T E BHRA

HAER AWS &R

EEMH LAZEENER AWS RAM , BT T HIENME !

- £ FRAAERE A AWS Organizations (ZF)
- BYERHA

ZEFFARA 15
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© fHE
. BAWS IEF HEERY ABNIBAAER , tTEREEATR TR IES PERY
2 A A
- AWS RAM EESIRS. ZHANETEAREERYER AWS B 1 HERERLA.
. BEERARKERNMAN LRGN, NEHEET  BSETLA AWS HER,

£ FRUAEIREL A AWS Organizations

ERMRF B EEEF AWS Organizations , BRI UFACRERRHAER. BREEE
Organizations , fEAE A UEBERIRF LA, FiB , MREHNIRFLAEBF , BT EBRIRSS
M= OU R FrEIIRFHA , MAXSIBEERSE,

ETEEABALAER , B4AKFER AWS RAM T2 &5 AWS Command Line Interface (AWS
CLI) 2REA A A AWS Organizations, E&EMHABHFHAERE , AWS RAM A 2EXBHEGET
Ao HEBHPHNETREEIHBFEN T EFIRFALANER.

ESEHEBAMAERLAR , § AWSRAM EYBA HWIREEL A
f.AWSServiceRoleForResourceAccessManager, t&A® 2 EEH AWS RAM R
BT , XIRF AWS RAM 5F 7] , BAEA AWS ZEBUR MIHEFIBHABHNEREE

#FAWSResourceAccessManagerServiceRolePolicy.,

® Note
RIBTER , EERAE HHE AWS Organizations , #8481 #Y E R 3 F & BR 4148 BE 4848 A ER
AEFR. MRBAERFHBAES  XIRFEELEHNERREZPNER., EREHEOU,

EEASSESTNENRFHLAEIR , #HEALLRE,

¥ 4 maccount-to-accountt A , BRI ER U FHE R A
RfRetainSharingOnAccountlLeaveOrganization#§ BREA , UERF BB Truel R
BHAEFEEE, BALKRER , & AWS RAM EXBFERZAIRS ( EUURENISIRS &
A) . BMERFEER  IRFNMEREHLAERNFEE,
RetainSharingOnAccountlLeaveOrganization :REEA THERMERA :

« allowExternalPrincipals FEZ True
- AREEEVHERLARRE
- TEARE OUsZEHABILA

£ FRUAE R A AWS Organizations
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« B RetainSharingOnAccountlLeaveOrganization 84 BTrue , BEEAFEAERH

RRAAAEEABRIHEANER,

MELFBEERREELSS OU LAER , £ULEAESRLH., NEFHAEH , F2BEH =4
¥R A AWS Organizations,

RIKFF
EEZITTIIER , BLAUEATIFTNEABERERRFANZEIATIEA

« ram:EnableSharingWithAwsOrganization
* iam:CreateServicelLinkedRole
* organizations:enableAWSServiceAccess

* organizations:DescribeOrganization

B3R

- RAEMEBNERIRFANEIRE DB AR , TRIATELDSER,

- HEBYERAFEIIRE. WEFMENR , 5828 (AWS Organizations A EIEE) PHRAHAB+
E,\JFﬁ-ﬁIjJ ﬁbo

/A Important

IBAAER AWS RAM £ & 5 enable-sharing-with-aws-organization

AWS CLI 5% AWS Organizations 2REA S WA, LWAREREILT
AWSServiceRoleForResourceAccessManager [RIEEZE AR, MREMEH AWS
Organizations £# A= enable-aws-service-access AWS CLI 5% AWS Organizations 3REX
B NZEEEFER, BIFEEIAWSServiceRoleForResourceAccessManager BR¥GE#E A
& MmABSEEEEBRLAER,

Console

HENBBARRAERHA

1. # AWS RAM = &H MR ERH.

£ FRUAE R A AWS Organizations 17


shareable.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_org_support-all-features.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_org_support-all-features.html
https://docs.aws.amazon.com/cli/latest/reference/ram/enable-sharing-with-aws-organization.html
https://docs.aws.amazon.com/cli/latest/reference/organizations/enable-aws-service-access.html
https://console.aws.amazon.com/ram/home#Settings:
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2. BERAE XA AWS Organizations , REBBIZBREERTE,

AWS CLI
EENARABAEIRLA

£ enable-sharing-with-aws-organization %

&5 A B AMEMR AWS B3 |, 37T AWS RAM %38 AWS Organizations BFfHE [EiE EE 3
Ao

$ aws ram enable-sharing-with-aws-organization

{

"returnValue": true

}

BIUERLH
BHALHANER  BRUERLA. FHALRFOHRR :

1. B EERAANER.

2. HHEEHAPLIENEAEREE  EEARZEREENZEF .
- BULEREHP—ETAN AWS ZEFT. BANEFZENT , IBUHNEFZEFT,
- AWS BV ZEFT AWS |, BUREZREFARM
- EFXEFAAURECESTEECHNIERNT , MAFSENRENERFER.

(® Note
MEERNZEFTEZSMERSE , Bl AWS RAM 8 B BIEREFRRRAE., SREEREER
AR E R RS,

3. EEEREEFHERNETA,

ZEER

« MREHRFEMRESELATHN AWS BER , EREARETMNISHAERLATBRER , M
BR&E IR A
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- BUNEERRAZEHIENERERIIN ATHA AWS WEIR,
REERHEERE , TRAAER. CEEHAESZHAANEIR,

- AWS RAM 2Bk, EREHEHM PN EREAERI AWS IRF |, BEERBMEREIER
AWS EiF MR EEIREEER. ¥11§‘~‘3‘z¢§ﬂ@éﬁ§/ﬁ BUURZERNREEEANTIE
AWS B X ENEM FEUELER, BRAEEE AWS RAM ENEEEHERRL (#SEELL
B ) B I?S“:l‘:ﬁl]IﬂﬂFﬁﬁln_iEﬁﬁ/\Fﬁ&Eﬁﬁﬁﬁo us-east-141%E AWS RAM M £ H& R
WEEAER , F2E HegEREL  HARHER.

- MREHAM IRER FHABMN—2ZB2 , AWS Organizations EERAABRNERE , AL ANE
BHANEAEIEASESESERLANEIRE K mEESEHEE. f&‘iE%ﬁﬁ&WﬁZ%EﬁE%;E’Wﬁ
EFHRHNEZETASKRIMAERAZMNEE  YEREEMAMESIEFERTSESHETERNEFIE,

- MREBEBRBKEFTARA , AIBRLIETNEMEFEARERLAR IR,

- MRAAREBMNEZS—SoMIEEFRNETE A , EBREERNEMEETHSHEFEHRERHL
A8 1EEL

« MRIEHE AWS IRF HEEABRAFMERAZN OU , AIZFAERFEEBFMERAE,
BHANRF EE B EE T AR A AP ERNFIER TIRS v @5 £ 58,

. ﬂﬂ%"‘ﬁ%ﬁ%ﬁ—lﬁﬂlﬁﬁ {ZH OU hBKRIRF |, AIZIRFHPNENEBERBREERKE
/\;ﬁﬂyﬂ’]§/ﬁﬁﬂy*§o

- MREERERERFHIXEIRFTH IAM BEHEAELR , ARREBHPBEZIRE |, A
RE RN ERFEREFIEBXERLAFINER,

/A Important

ERBARMS OU A , BEREESSHEERLANIRSE , XAKRF PHFTE 8
SEHFRAATNER. BTN FRERHEAAMEBNZENIMER. E2AR
AWS RAM EEZH AT EEERNEREBEMER "Principal": "*", WEFHEE
A, BF2REUERAER B "Principal: """ P £ H WEE,
HttEAIRF PN ERATS LA FREANER. HRFHNEEESXNALK T 2 BT
BREEZEENER, BEBRYXERTERAZHEEIZERARNs AllowiFEUE, L
BEPHFATEEBREE R AMEBNZETREENF T,

- BREKIRFFTBAVEBMZAEEN OUs EZERAE, KEEIERE B SEMBINEROUs SR
LERBSSMEETERAE., T8 , BAIUA AWS IRF ZER R , SRBEBAE IAM A6
NEREFTRAERAHNER,
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® Note

FFBEERERHEATE IAM AENFEAELA, UFEATUREELETALANERE
y nﬁ/ﬁ —.l- FﬁAWS E’})ﬁﬂ?\o

W

- BRTIERER  LAELtRNBEEIMATIERERAZTNEG. IREEBFBH T
Z#FE e aBE8BHE.

/A Important

HRAETIREFHNARERER  £8 12 MR UESMAERLANEE, 120
R, BEERY  BERAETNEREAEZBRSHURRB . SREAEELIBESE

==*
ABo

« Amazon Aurora - BRI E#E

- Amazon EC2 - RERBMEA E#

« AWS License Manager — 1Z#E#H &8

« AWS Outposts — A< E K T, B 0E U5 A @5
 Amazon Route 53 — Ei% 17 8l

« Amazon VPC - &F#EAR IPv4 ik, FEFE. TRK. RERFERE. ERFE. EWEE
ZHEE R

Console
E—Lﬁ J?\/\?—

1. BFRBAWS RAM ££&,

2. HAAWSRAM BREBAEEREE 7 AWS BE , AWS BHE ZFRTHEAALAN TR
BEPEEBEEEN . EEEETE2HERNERLA , B4EK AWS Bl REAXBR
B (HEFEEEIEEP ) . (us-east-1). ﬂﬂ%%ﬁﬁéﬁﬁﬁﬁﬂﬁnﬁﬁiﬁaﬂ , FESR B4 &R
b, HAEHER, MRESEEFERAZHIELHER , AILNEEEREENEZES , XK
RE (#MEFREIEIE ) |, us-east-1,

3. MRERHFHF AWSRAM , FREREZFRVERAS., B FREAHAH ERABAEERS

EEEBVERKEA, https:/console.aws.amazon.com/ram/home#OwnedResourceShares:
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4.

ESR1 EEBERARAFHEEAF , ST THIEME :

a. EEWWAUF , WABRLRANEREEE, EBUNEEFZEFR. B
() FEFHR (-)e EHLEDR 256 BFT.

b. HERT , BREEFRZERAMANER , MTAF :

40
H3
o
a
=

- HHHENEREE  EEZHANEREE., SERTHAERFEGEAEMMERE

FOR=P
- EEENERFED  ERNEEAMENERSNVZET R, ERNEREERIE
ERTBHE.

MREEHLARESE A REBEEBAER , AIEA AR ID (AZ ID) AT i B &4 E
ELERERF 2ENHEEVE, WEFMEER , F2EAWS R ATAEE IDs.

c. (BA) FENEREEZERAZ  FEERTAAERRSIBNE, EENEEREXR
MEEHMER, SEEZERLSR. GLEREBARERRALE  TERARERALA
PRV EIR,

&E-F_io

ELR2 . BETEFITHESEERELEVABD , B LEER BUNZEFT AWS HE

RENEVEE, EEREANEFRZENY , IELTUAXENEREEEVACHEFRS

B, MEFMAES  F2RIEFANEE,

BEEUEFZERNT , UEBHSHRAEARIERNEFZE
A, MEEZENA , F2RELUEFZERNMT. THEFR , FE

g | C
ERSEHT TR BN RN RS S RN,

(® Note

MRFENNZEFIAZSERES , Bl AWS RAM & BB EETRRMRA . SR egEEE
TE R TERRER A,

BEETZETUATNEE  FREABGUZIEFINIEREL,
EET_*JFO
EFZR 3 BEFIHERTFETIAT , BITTIIEE
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a.

RIBFE  SENAMHREMARA  EXTHRXETCHERASR , S EARZN
B AWS 1RF BWERAAER, ET%%%R%‘EE%E%%W {ANERERE | 120 Amazon
VPC 7%, BrLE IAM BENMERELRA - SXENEREE,

FERERLARFAGHEBINIRFNIR  FEEEAHELNESTHLA
HREFA , BT THIEME

- BEMEER. BBEML AWS IRF (OVU) SIBREEA  FREBEEREREE. 88
BrASNERER. AR, BERNEERENESEIZEZ NI,

/A Important

EREEMS OU A , EREECSHEERLANIKRSRE , LARSH

WATEEXEHLEBFREATNER. BRFHNFEVER HEHHHEBE
SEHTMES. EREA AWS RAM EEZZEH AT ESEERNEREK

KEA "Principal": "*", MFFHFMAEF , F2EEUERAEBRNE

K "Principal": "*"P{EH WEE,

HUWARFPNEEATSLHNFRHANER. HiRFHNEESMESL

BEHBEFTBREEZHENTRE, EEBRESARTFERRAZHERER

ARNs Allow/7EUfE, BLBERFMFAITEEBEERLAMEBEBMANZENTT

RIEEMETH,

- WRLEEVES (D X BiSHo-) , BB ATE AWS 1RF P ERBAIUFEER
HH,

- WMREZEE OU (ID LA BA%Bou-) , AR OU REF OUs AWS tRF R FA B4R
A LAFEE R

- MREEIREA AWS 1RF | BIRAZRIRFHFHNERATUAFIHERLE,

(@ Note

BEREBAEBYRIAGEE £ H AWS Organizations ERA , BEEEAAE
E’J"“IEIIJEJEH%} , TEHER
BESEERLL G EEERBS AWS IRF AFH |, 3 IAM BESERAE. k2,
BV ERRBEREREE  YEATHRNFEMNXFHRRE A ID =5 ARN,

BUERAA
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« HEMKID HARN EEZRFA , fFEBNBNEREA , FABEZREAZNZRAE
B, #%F 8D (CBRAR AWS tkF, M5 OU) 5 ARN (BRAR IAM A E
A#E ) , RREZHE. TRHNEFEAREMN ID M ARN XM TR :

- AWS IRF - HE#HIE AWS 1RF |, B8 A 12 L BAVIRS 1D, fl

123456789012
- A8 - FEHE AWS 1RF EBITHRE |, FEAHESA ID. i :

o-abcd1234
- {AMBE (OU) - ZEEFIE OU , A OU B9 1D, flan -

ou-abcd-1234efgh
- IAM A - ZEHIE IAM A6 FRAASEBHN ARN, FEATHEE

arn:partition:iam::account:role/role-name
filgn

arn:aws:iam::123456789012:ro0le/MyS3AccessRole

® Note

EEHNSE IAM BN — ARN , F5E IAM EEATRESEFE, £
get-role AWS CLI fn 55k GetRole API Bk

« IAM ERE - HEHIE IAMERE  FRAEREN ARN, EATIFEE
arn:partition:iam::account:user/user-name
f5ian

arn:aws:iam::123456789012:user/bob

® Note

EEWME IAMFEHENE— ARN , BE IAM ERETREFEHEZE. &
A get-user AWS CLI s 5= GetUser API Ei1E,
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https://console.aws.amazon.com/iamv2/home?#/users
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« BBEFA - EENEBBETA , FRENZAABRETUABTETERRBE
Ao BA AWS BRRIEEREHE M. {EFHTﬁlJnm

e service-id.amazonaws.com

Flan -

pca-connector-ad amazonaws.com
c. HREBRMZETA , FHIALEENZTALREZESR,
9. EET &,
10. BSR4 @ENEVS  RRERAZTNEBHFHEN, FESEXTMTRNER  FEE
HEEEERD 2 STRNER  WETXENEE,
1. BRTERAER K FEEEBEVERHAE,

BERMEZFAAVRERL T ENKETRETHER. EEEAEAER_AZEZH , AFFLER
Ko

12. BULERFAENBRERNEIR K EETERERZTERAA. BSRXEEBHERZER
THEE  LUUSFERAATESNEREENZENT, EETEBHAERE , 72U
MEBRERHAA. MEFMET  F2ELALHES AWS WER,

AWS CLI
BYERAE

£ create-resource-share 8. FHHTERERIE AWS IRF BB+ rrE ANERLA, #
A8 & AWS License Manager IR#EHRE K YR FRERERNTERZIER T,

@ Note

MREREFEAMREFRAZTHEREENETFZENA , BUUERARANEFZET TR
BYFNEFZENA, fTEFZEN TN ARN , AREVERAZ., MEFMEA ,
nﬁ/ﬁ}\_igﬁ Eq:ﬁ.l-o

$ aws ram create-resource-share \
--region us-east-1 \
--name MyLicenseConfigShare \
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--permission-arns arn:aws:ram::aws:permission/
AWSRAMDefaultPermissionLicenseConfiguration \

--resource-arns arn:aws:license-manager:us-east-1:123456789012:1icense-
configuration:lic-abcl23 \

--principals arn:aws:organizations::123456789012:o0rganization/o0-1234abcd

{
"resourceShare": {
"resourceShareArn": "arn:aws:ram:us-east-1:123456789012:resource-
share/12345678-abcd-09876543",
"name": "MylLicenseConfigShare",
"owningAccountId": "123456789012",
"allowExternalPrincipals": true,
"status": "ACTIVE",
"creationTime": "2021-09-14T20:42:40.266000-07:00",
"lastUpdatedTime": "2021-09-14T20:42:40.266000-07:00"
}
}

EALA AWS &R

EERBEAESHNRS X BAMNEIR AWS Resource Access Manager , 852K T 51{E#,

%
° IE”EEI \/\¥ nﬁ
- FRAESHANER

@Jﬁﬁl \/\? nﬁ
MBRBRBMAERREZMEEE SO EAESZBBESEEREAER,

THRFITSER B

- MRER PRHEBH— , AWS Organizations X EEBHPARA , EBSTNEIREEEDE
/\Fﬁﬁ;ﬁ y ﬁ'ﬁ,ﬂ‘ﬁ\%ﬁ% nﬁo

- MREEBERER AWS 1RF 1 HA , AIRRFINEIREEDHFIHARER , MEFBH.
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Console
[B] FE B 5E
1. &£ E#EAH AWSRAM BERBER LR : ERAHAEM,

(® Note

RERVERH ;AWS EfE B A ERRKRER~E. IRBHERAZRER
EEEZED  LUEFEAWS B FAA LAN TR ZH BRI FTRNERH

¥o

2. REACKRTEFIENERLABE,

\EMELEB N ERAZEZHERE, Pending RERTREECHEEERAE , BERKE
R HIEBEF.

3. FENEER‘REBE 6 FENEFRHAH D, ARREEIERAANESEF , HELER
HANERBE, WREIEEEE &8 ,m/fﬁﬂyﬁl ., MREEZBEF , M EFEN B,

AWS CLI

ZERK S THEFEANEELZREFTE, THEHHHSEE us-west-2EIFHFHIT
WHER—EERALZTE PENDING AREET A,

$ aws ram get-resource-share-invitations

{
"resourceShareInvitations": [
{
"resourceSharelInvitationArn": "arn:aws:ram:us-
west-2:111122223333:resource-share-invitation/1234abcd-ef12-9876-5432-aaaaaallllll",
"resourceShareName": "MyNewResourceShare",
"resourceShareArn": "arn:aws:ram:us-west-2:111122223333:resource-

share/1234abcd-ef12-9876-5432-bbbbbb222222",
"senderAccountId": "111122223333",
"receiverAccountId": "444455556666",
"invitationTimestamp": "2021-09-15T15:00:32.568000-07:00",
"status": "PENDING"
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& T LA ME A £ —@dr 5855/ Amazon Resource Name (ARN) AT —E®SHHS 8 |, UiES

S gh ==
a ABo

$ aws ram accept-resource-share-invitation \
--resource-share-invitation-arn arn:aws:ram:us-west-2:111122223333:resource-
share-invitation/1234abcd-ef12-9876-5432-aaaaaallllll

{
"resourceShareInvitation": {
"resourceShareInvitationArn": "arn:aws:ram:us-west-2:111122223333:resource-
share-invitation/1234abcd-ef12-9876-5432-aaaaaallllll",
"resourceShareName": "MyNewResourceShare",
"resourceShareArn": "arn:aws:ram:us-west-2:111122223333:resource-

share/1234abcd-ef12-9876-5432-bbbbbb222222",
"senderAccountId": "111122223333",
"receiverAccountId": "444455556666",
"invitationTimestamp": "2021-09-15T15:14:12.580000-07:00",
"status": "ACCEPTED"

BN status B2 ¥ A ACCEPTED, B EXERAEZHMNERBEHEZESIREFNTEME
=8

EHEREHXANEIR

EZNMABERAZENBHFR  SUUHARERATEHERF. SLBFERERBEEME. WEFHE
B, F2EAHA AWS HER, BRTEEESEERVRBEZESN API/CLI REPEM. MR
ERREFHER , MIEXEERBEEED API/CLI G5 F AWS EBif PEAERN . IRERRLHE
B, RIS AEREENERESE , XERS (MEEEILE ) , us-east-1E5EHE PREER AWS
RAM , BAERBMEYERLA AWS B 1) AWS RAM £ A&
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EHAEH AWS &R

& T LAMEF AWS Resource Access Manager (AWS RAM) Rt B #&5EH AWS WER , SZE AWS
HELANER,

AR
- BEH2EERML , HAERER

- EHERNLXEREATRE ?

- ERAARHEE
- HALHESE AWS HER

- BREE PEVHNERLA AWS RAM
£ PEVERAZ AWS RAM
£ PEFHERLA AWS RAM
£ PRRENHAER AWS RAM
BRELE PRHEERNHEFEA AWS RAM
£ PRIBRERLE AWS RAM
- FHESLH AWS HER

- BEZNEBERLRABE
REESHAANERLA
RBESLANEIR
RBESHLANETEA
BEERA=Z

- BERERLAZH LR
- NARBERLE

- AWS ERH AT A EF IDs

Eﬂéiﬁﬁiﬁ*ﬁtt ’ /\FH I“__"i_kﬁlﬁ

A EFE5FHH AWS Resource Access Manager (AWS RAM) ffEE @M R EREREANZER,

BERULURESH£E. EALUEEH Amazon Resource Name (ARN) Hr i 58 PO 1E 48 12 3 35 B & R = [=
HEeE, BEEERLERAWS B, 1RAZH , ERASSE.
BB A2 RER 28
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EHERMEKEREGARE ?

B EIR

BAIUHANASEHER AWS RAM 2 EFMHER. BEEEN AWS BiEFHPELEFHER
%, ELERMEFEEAXRET Y, EEEEFELERIHEEES  BXEKRESQEZXES,
fFlin |, ZEMEH #II Amazon Elastic Compute Cloud (Amazon EC2) #11T{E 8 AWS EIE X%
B, BaLLEE AWS BEHEEHGPEBRYHTERYN . WREFEAH AWS Command Line Interface
(AWS CLI) REMN H{TEE 6 BIESE --region 28, =8 AWS SDKs #8E HC KBS ##| 2R
EEREERN BiF,

ERAERERNEREEME, —ERFHRREEMREAERNERREFEERY RS GRS A8
EF, EMEERERERRESNE. 5 ARRRERHRHAR, ERECEZEAERGPE
VEVNEREA  U2RERINETRES, B, EUEERKILEHUES T AL,

MRIEE AWS Bl FRAH AWS CLI i THEEFREN , MIGBEBERIHREEE L —EAREE
RAILE RN ERER,

BREEERERMN (Amazon Resource Name (ARN)) B 2888 RN EHIEES ARN F
B EREAL, B0, Amazon EC2 #IITERREFHER. HRN us-east-1EFHFHFEHN VPC ,
EREREEEERELUTHIEEFA ARNs,

arn:aws:ec2:us-east-1:123456789012:instance/i-0a6f30921424d3eee
2HEIR

B AWS REZEZUULEHEFENER , EXTEUUARE MBS FEAZER. BRESEHR
BHEEAE AWS BiF FIEE . EEEFRSEER , EEFEHREH AWS CLI 1 AWS SDK #4
B, T8IEE --region B8,

EHERXE-XRAFE—EAREERVTEBEBEENER. £EEBRT , TRESFE
AZENEZTHELERH, LEAFME-—2HRE (ETRSEMNEE) BAEHINEE  UER
BERIVHEBERMUAFIMEMEE, il , EELEY AWS Cloud WAN OB M A S HERE |
CHMAERE -, CETAEMERIENE - EESXBK,

£ ERM (Amazon Resource Name (ARN)Y T EEEHE., EE ARN WENE#EVEZH , F
T~ %l Cloud WAN #2089 i 45] ARN,

arn:aws:networkmanager::123456789012:core-network/core-network-0514d38fa6f796cea
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ERAAKEESR

AWS RAM R EEMRYE L BERAZEEEMERE. it , EFRAATUNISRERLA AWS B
MENER , UREMZXENEHER, CEVERAZNEARERAZNEES,

/A Important
Bl , EREEEENEEFHXERE (HFEDILE ) B FEVESHERNERHK
Mo us-east-1HMABARERE-—TEHPEVERHLA K BREEZBRBNEZER
CLI ¥ SDK #®RFpiils , FMHA AN HERFERESARELHER. TEHNRHIEER
RARERAE K MAREFEZENER,

EFEHALE EEPEVYHEHERus-west-2 , BAE AWS RAM 2 AREAMER | us-
west-2UWERBEEVERLA., ZELZEVCETE BEHERNERLA AWS Eif, ERT~EER
us-west-2F A& Reu-north-1 , ZXERBYMEFTEANERLA., EELIEREMETEESE
NWEREHAE—ERHE,

ZEE AWSRAM == AT HASEHER , BH4EE AWS RAM AR ECAFRAIBENEES , =
BRI (MSEEILEP ) us-east-1, A%, EEENEZESHIEVERAE, EREZSERAZES
HemEREERNERESuUs-east-1,

BELHERRAEEREENEREH AWS RAM WERAATRE , BEELRAZR , eMAREH
ER, SULRAERSE PERCHEAEST , AWS IRF EHXAHN FFIRE AWS 1kF.

ZBER
- BEHXE AWSRAM EERAHEVERAR B4 ACREISLEHACERN BE, IRERES

E2BER , AN EFEREENETESREIHRE, 0, ZEHLH AWS Cloud WAN ZO0HEEE |
BIAETE us-east-1EHPEVERELA,

« BEEE AWSRAM FEAFTHRBHBUNERAE B4 EAFHRLEERAENESE. Bt , AWS
RAM AWS CLI 1 SDK 2 EA B ER A RETREENESFTNERLARES, EEZERE ISR
TELHERNERLA  SXAFREBENEED , ERERZ (MFEEILE ) |, us-east-1,

- ZEE AWSRAM X AEFRGEEFERUSHIESEERRAEDR , X AFATEEHERNE
o

- ZEE AWSRAM X AEFRELHERUEHTEEERLAEHR , X AFAEENEES : £
BRE (#MSFEIEItEP ) us-east-1,
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- BREEEENTERSE - XERE (MESERIE) # , FARENEHREREVERAE.

us-east-1

HHEHE AWS NEIR

& T LAME A AWS Resource Access Manager (AWS RAM) BB B EMESTA L ABEENE R, A&
MAMARIHNERLAEZ, BURENERLE  URMBRTFTEEENERLE,

&

- BERLE PEYNERLA AWS RAM

- £ PEVEFRHRE AWS RAM

- K& PEHERFLH AWS RAM

- E PRELEHHAER AWS RAM

- BIBLE PHEERHEFTLA AWS RAM

- E PRBRERAE AWS RAM

WIREHE PEUNERALA AWS RAM
AR ERYMNERLABE, SUlEELEHAANER , UREEHANETEA
Console

BIBEHNERL=E

1. £ AP AWSRAM BRAERLER  ERLHER,

2. HR AWSRAM EBRHAEEREE . AWS Bif , AWS BE FRIEAALANTHR
BERREEEN ., BEEEFCLS2HERNERLA , BX4EK AWS B REAZBR
I (MEREIEB ). (us-east-1), MEHALFHERNFHEN , F2H EHLHERE
b, HAEEER,

3. MRERHAAEFERPEANTAZENTEAEEARRENTIRANIENT , IEEE
FERBIERIZELR, SULVEEEEERNBEYERME  WEE-AEFMESEHFTR
Ko

gE K HREA-JZEHRZEFTREANELNERLA , REMSB S TRANEN, BEX
ERERAREAEMN SEHFTRE , YREECMERAZERAZFHEERERETMR
o
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4. (ER) EAGERGUSKEEERLE. ZUNERZEGREG BB NESEHE,
LU mARREY  SINERAAEBHN -2 , WEIHBBHESRXFHNERLA. &
BXFHRAEEEZBNEERMUNTHNEE, BE—EAEZR , SRR TAE
BERRE, SR EEMGBEREEY  EEKRITENERA L,

5. ERERAMNERAMAENE. T EAEETRTIAEERAANERR

- WE-JHERAAEME,. ID. #EEE. Amazon Resource Name (ARN), B B, BR&
ARFENTREHA , URHBAREE,

- REFT - HERIBERAZNZETT. ERAATESNEEEREESES NS
—EXEFT. BEAZEFITHESRENRERLAEEBMNZIESTTRA, MRFEEK
X, AFREEGERENMRARRANER. MREEEZERE , IEHRESENERLAURE
FTERRAR AN .

- HABR -JHERAATIESNELNER. EFERN ID URBFNBERRSITER ,
EREBRBNEZEPRIBER,

- HAEE -JHEZHRAERNER,

- BR-JHEZRZERAAXRINERB/EY  EETRERZERAATES ZERER
KRR

AWS CLI
BRENERAE

AT LA R get-resource-shares T F , YA§ S8 --resource-owneri&EA SELF , SUETRER

By REMN  BRHARANFHAER AWS 1RFE.

T 555 B R LAY AT B BT AWS B35 (us-east-1) FHANEREA AWS IRE, ZEMBETRE
EFHRBRINEREA , BEMA --region <region-code> 28, EEGEEE2HERNE
BHA , BXEEEXER (#FEEIE ) EFus-east-1,

$ aws ram get-resource-shares \
--resource-owner SELF

{
"resourceShares": [
{
"resourceShareArn": "arn:aws:ram:us-east-1:123456789012:resource-
share/2ebe77d7-4156-4a93-87a4-228568d04425",
"name": "MySubnetShare",

"owningAccountId": "123456789012",
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"allowExternalPrincipals": true,

"status": "ACTIVE",

"creationTime": "2021-09-10T15:38:54.449000-07:00",
"lastUpdatedTime": "2021-09-10T15:38:54.449000-07:00",
"featureSet": "STANDARD"

"resourceShareArn": "arn:aws:ram:us-east-1:123456789012:resource-
share/818d71dd-7512-4f71-99c6-2ae57aa0@10bc",

"name": "MylLicenseConfigShare",

"owningAccountId": "123456789012",

"allowExternalPrincipals": true,

"status": "ACTIVE",

"creationTime": "2021-09-14T20:42:40.266000-07:00",

"lastUpdatedTime": "2021-09-14T20:42:40.266000-07:00",

"featureSet": "STANDARD"

EHEIVEREE AWS RAM

ERAREHANER , FEVERAA. TIALEFNES

1. MREELANER,
2. HHEBEHAPLENESEAEREE  EEARNZEREENZEF .
- BEHBVREHP—ETHN AWS REFHA. BANEFXERNT , BN EFZER T,
- AWS BBV ZEFT AWS |, BUREZRE/REARH
- EFZEFIAREESTEACHIERNT , MFEENRENEBER.

(@ Note
MREMNSEF T ESMERAE , Al AWS RAM € B BNEETERIRE, BREEEEEER
FERR B MRS,

3. BEELBEFHERNETA.
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ZEBER

- MREHREATEMRTEEXLAFTH AWS BER , BERLARTMIEXERRAPBRER , M
BREFRHA,

s BALEERAZEFIENERERIMN aTHAH AWS WER,

RECEEHEERN , THARER, CEILAAREHLANER,

- AWS RAM 2Bk, EREHM PN EBEAERI AWS IRF |, BEERBMEREIER
AWS EiE WHENEFENSEER, HAXENSIER , BuLRZXERNEREETZEANTEA
AWS EiF X BT FEELER, B HAEE AWSRAM BENEEEHERRY (#MHSFREEt
) W ERENIETREEEERLARESEHER. us-east-1MF AWS RAM #l £ &R
WEIENR , F2M HegERMEE  HAESER,

- MREHAM IRER FHABMH—2ZB2 , AWS Organizations EERABABRNER , RIS ANE
BPHEMEEHASEDHESERLANEEE K MEFEHBE. £ E%ﬁ%&ﬁmzmﬁiﬁ 0]
FHRNZETASREMAEREAZMNEE  YEREGEMMESIEFEL I SESHZTERNFIVE,

- MREBHERKEEZFIAHRA , AELIBTAEMETEAREREHE B,

c RHARAREBREB —MoNIREFRETE o , ESKEERNEIMNEEHEHESEHERHA
AW EEL,

« MRIEHE AWS IRF HEEABRAFMERAZN OV, AIZFAERFEEBFMERAE,
BHANRF EE B EE T AR A AP ERNFIER TXIRS v @5 £ 58,

. ﬂﬂ%"‘ﬁ%ﬁ%ﬁ—lﬁﬂlﬁﬁ {ZH OU hBKRIRF |, AIZIRFHPNENETBERBREERZE
/\;ﬁﬂyﬂ’]§/ﬁﬁﬂy*§o

- MREERERERFHIXEIRFTHN IAM BEHEAELR , ARVEBHPBEZIRE |, A
RE RN ERFEREIFIEBXERLAFINER,

/A Important

ERBARMS OU A , BEREETSHEERLANIRSE , XAKRF PHFTE 8
SEHFRAATNER. BTN FRERHEAAMBEBNZENIMER. E2AR
AWS RAM EEZH AT EEERNEREBEMER "Principal": "*", WEFHEE
A, BF2REUERAERNBER" "Principal """ P £ H WEE,
HttEAIRF PN ERATS LA FREANER. HRFHNEEESXALK T 2 BT
BREEZEENER, BEBRYXERTERAZFEEIEZERARNs AllowiFEUE, L
BEPHFATEEBREE R AMEBNZETREENF A,
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- BRESIRFAMBNABNZERN OUs FTBZERAE, SEEHRE B S AMINIOUs A
DEBESFHEBEERHRE, T8, BULUA AWS IRF XEHN R , SREMABIIBHN IAM BE
MEAEMER/AERLANER.

® Note
WMBERBEREAAE IAM AENEAELA, IFETUEELETALANERE
A, B2 THA AWS WEIR.

- BRTIERER K LAELtRNBEEIMATIERERASZTNEF. IREEBFBH T
Z#FE e aBE8BHE.

/A Important
HRAETIBEFNWHAERER , 85 12 ) EFANESMAERLANEE. 12 )
& BFEERY  BERAZTFNEKREREIRSICEER. BREAERLIBESE

===
ABo

« Amazon Aurora - BRI E#E

« Amazon EC2 - REREBEMEATH

« AWS License Manager — 1Z#E#H &8

« AWS Outposts — A< E K TR, B 0E U5 A5
 Amazon Route 53 — Ei% 17 8l

« Amazon VPC - &F#EAR IPv4 ik, FEFE., TRK. RERFERE. ERFE. EWEE
ZHEE R

Console
BIUVERHEE
1. BB AWS RAM Ei2 A&,

2. BR AWSRAM ERALAEEREE + AWS B , AWS B FRTEEE AN TR
BEFREEEN . EEEEEELHERNERLR , B2 EH AWS EiF REAXER
B (HEFEEEILEB ). (us-east-1), MEHALBERNFMENR , F2H HEHERE
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tb, HAEEHER, MREEEEERAZEHEELEHER IV AREEENEES , XEH
RE (#FEEEIEER ) |, us-east-1,
3. WMREBEHTF AWSRAM , FEREEEEEVERRE, Al , ARELA . ERAFAEES
BEBRVERAA, https://console.aws.amazon.com/ram/home#OwnedResourceShares:

4. HELZBR1 BEEERHAAFEEAD , T THIEME

Het

a. HEBEBMRUT K BABRXANERMEE, EBAULESFEFR, 8F.
() FEFR (-)o ELHEDR 256 BF T

b. BERT , BEEENEZTERAENER , WTHR :

%, A

- SHEENEREE  EEFEEHANEREE., SERUTHABRFEGRAEMESE

B &R,
- EEENERBFED  ENEEAAERNERENZEG R, ERNERSERIH
ERTBHE,

MRESEH AR ETHESMEEHRNER , RFERATTAES ID (AZ ID) o i Bh & ¥ g
BEERERE CENBEENE, MEFMAET , F2BAWS EFRNTHRES IDs,
c. (BR) EEREREEZERAEZ  BEEBRTOAEZERSIBNE, BEFEERK
FigEMER, REEEENSR, EEEBEEANEREALS  TEARERLA
FHER,
5. igg-l:_ﬁo
6. ELB2:  KIBEHVHESEEREREVEE S K SLUREE BYNZENTT AWS HE
FREMNEVER, ZEERENERISENT , E5EUATENEREREVHCHNERS
BT, MEFHMAET  BSEZTEFUINER,

BEEVEFXERNT , UEBHSHRAEARIERNEFRZE
A, MEEZEA  F2HEELUTFZENT. THEFR , FiE

g | C
RSB T EE RS E S SR,

® Note
MEERNZEFTRSMERAE , Al AWS RAM & H BIERFERRA . BRAeEEE
ERTERER R
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BEETEZENIATNEE K FREARGUZIEFAINBEREL,
7. igj%-lt_io
8. HEFLR3: BRFEREFHEF , FITTHIEE

a.

RIFEFERR , FENAFETMALR , ERXRTERIEZE RV RLEFRER | SRoJLlE
B AWS 1RE AN EREAER, EFEFERETEBRNLANERER | 4l
Amazon VPC F#., Bt rlLlE IAM AefERERLA - ENERER,

HERERAARGSEEBPINIRFNER  FEZEAFEENEARPHA,
HREFA , BT THIEME:

. BEFRER. BRBEQ OU) REREBN AWS IEF | BRAETAREE. B8
BRARNERRIE. K% EREEFE0SEIRS BN,

/A Important
EREERSS OU A , EREECSHEERLANIKRSRE , LARSH
WATEEXEHLEBFREATNER. BRFHNFEVER HEHHHEBE
SEHTMES. EREA AWS RAM EEZEH AT ESEERNEREK
KEA "Principal": "*", MFFHFMAEF , F2EEUERAEBRNE
K "Principal": "*"P{EH WEE,
HMEARFPNERATELNTFTRHANER, HMRFNEEEMNESL
BEHBEFTBREEZHENTRE, EEBRESARTFERRAZHERER
ARNs Allow/7EUfE, EBLBERFMFAITEHEBEERLAMEBEBMANZENTT
RIEEMETH,

- MRLEEES (1D UL F¥Ro-) , RIEBPFIE AWS 1RF R =R T UFIREIR
A,

- WRZEE OU (ID LA BASHou-) , BIRZ OU RE ¥ OUs AWS tRF FHIFTE XA
AUFRERLA,

- MRLBEEA AWS IRF |, BIREZXIIRFPN TR ITUAFERERLE,

BUERAE
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ERAEER

« HEKID HARN EEZRFA , SFEABINFNETEA |
B, #%F ,8A D (CBRAR AWS tRF, M5 OU) 5 ARN (BRAR IAM A E
A#E )  RREZHE. TRANEZFEAREMN ID M ARN XM TR :

- AWS IRF — HE#HIE AWS 1RF |, @A 12 L BAVIRS 1D, fl

® Note

FRABEBIRAEEE £ AWS Organizations ERA , BEEEABE

MEBIRFE , T 88T

ECEER LSRR ERB AWS 1RF SRRy | S IAM BEeHERE. Rz,

B ARBB R ARER  YEATHNFEMFHHRE A ID = ARN,

123456789012

- 1AM - BEIE AWS 1RF BBPHNAE | FRABSN 1D, Fli

0-abcdl1234

- BB (OU)- EEFHE OU , FFWA OU Y ID, fian :

ou-abcd-1234efgh

- IAM A - ZEHIE IAM A6  FRAASEMN ARN, FATHEE

arn:partition:iam::account:role/role-name

Bl

arn:aws:iam::123456789012:ro0le/MyS3AccessRole

® Note

EEmHE IAM AN — ARN , 587 IAM EEREFPRIA/EEE, £H
get-role AWS CLI fn 55k GetRole API k.

- IAM ERE - HEHIE IAMERAE  FRAEREN ARN, EATIFEE

arn:partition:iam::account:user/user-name

Blgn -

nrn°nwc°inm°°172ARR7RQM17°Hcpr/hnh

AABEEREAEZENETEAR

BUERAE
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® Note

EENSE IAM ERAENME— ARN , 5B IAM ERAPRGEFERESE, £
A get-user AWS CLI s 5= GetUser API Ei1F,

« BRBEFA - EEFNEBRBETA , FRENZRABRETAXNBEFERERBEE
Ao BA AWS BRI ETRIEHE. £ TIIFE:

e Sservice-id.amazonaws.com
Hiln -

pca—ConneCtOI—ad.amazonaWS.Com
c. HREIMZEFA , FHEILEENEZFEALBRETEEH,
9. igg-lt_io

10. ELR 4 MENEYH  BRERAENEARHAET. " EL2FEAMNSRNERE K FRE
HEZERRE cSRNER  WETHENEE,

1. BEATERAER K FREEVERAE.

3

ERMEFATRERELDENREFRETRED, TEEACRERAMZE , RFILER
SERko

12. B LRERTENBRERNEIR  EEFTERERZERAE. BRXEEBHERIER
THEE  LUUSFERAATESNEREENZENT, ELTEBHAZRKE , AT
RBRERLA. WFEFHMET  F2ELALEES AWS WER,

AWS CL
BYERHAE

£ create-resource-share i H. FH S EEVLE AWS IRFE A8+ e LANERLH, #
F@& AWS License Manager IR #EHE , YR TFTHEREENERZIENRT,
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® Note

NMREBREEHRERAZTERAEFEREENETFZENT , BAERARENEFZE

HREBEIFNECZEHR T, Mt N EFPZETMN ARN , RARBUVERHRE, NEFHF
MER  B2REIEFZEN,

$ aws ram create-resource-share \

--region us-east-1 \

--name MyLicenseConfigShare \

--permission-arns arn:aws:ram::aws:permission/
AWSRAMDefaultPermissionLicenseConfiguration \

--resource-arns arn:aws:license-manager:us-east-1:123456789012:1icense-
configuration:lic-abcl23 \

--principals arn:aws:organizations::123456789012:o0rganization/o0-1234abcd

{
"resourceShare": {
"resourceShareArn": "arn:aws:ram:us-east-1:123456789012:resource-
share/12345678-abcd-09876543",
"name": "MyLicenseConfigShare",
"owningAccountId": "123456789012",
"allowExternalPrincipals": true,
"status": "ACTIVE",
"creationTime": "2021-09-14T20:42:40.266000-07:00",
"lastUpdatedTime": "2021-09-14T20:42:40.266000-07:00"
}
}

EHEHEREAH AWS RAM

&R AR AWS RAM BLTFBI A REH PERALA
- BULKER, ERIEBRMEELRINERLA,

- HRIEHEBHER AWS ZEAINEREE  SUNEEREIEAFTERARNSERENER,
- BEEEFERASNZEFIEANNERMRAR | &0 LUEH X E 5 o UER R,

- BULNEBREFAZTPBREIBIERRBEHHLAERNEN,. NREHEFIE K ZEASE

EBEIRARAER,

EHERHA

‘h:
Hio
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® Note

MRARARZW , WELESXEHREFRAANEREE  MRELARERNEFTA TR
BERAH, MREFAALETXERFANEREE , ISHRAR , BEAEZRMMLEBIE
HABBE, EUBERT , BRAERAABRENELAREFRAATBRER. UFEFIXE
LBENEREREBE A F2H BHEERAZH TRES.

Console

1. EBEZE FEAEHBHAWSRAM "THEHA,  ERELAEE,

2. BAR AWSRAM ER{LAEEREE + AWS B , AWS B FRTEEE LAV TR
BERREEEN . EEEEEELHERNERLR , B2 E#E AWS EiF REAXER
B (HEFEEEILEB ). (us-east-1), MEHLALBERNFMENR , F2H HEHERE
kb, HAEEER,

3. EMERHEA 6 AREEEN

4. #EHZR 1 BEEERHAAFREAY  RRERAAFAET  IRFEEF FIEMER

a. (EF) FE2FERLANEE  SHRESRE.

b. (EA) EERERNEZERAA , FEERTEERERER , ARENERZHNKE
FHR, SEFTEEERLA, REELE PEESREAZERE (#FEEILE) .
(us-east-1) i , £BMERTFHIR AWS EE X2 A,

c. (ER) FERERHATBRER , FEEINERTESKRER , AREEZELZRID 3
9 Xo

d (EH) FEXESNEZERAA  FEEEBT , AZEaXFHRIPEAZR RS8N
B, BEFMESAESERSIENEY A SRENEEE. £ IUHE 50 BER.

e. BEREFRHAADBHRESR K FEEBETRIEE K RBBEZENBR.

5. ig]%-lt_*/':o

6. (ER) ESR 2. ¥EEFVHESEEREAEVENMYD , B LUEES BEYNZEFA
AWS BEERERNEVE, BEREGNEFISEHNTY , RELTUERIBCHNEFZEN
A, MBEFMENR , F2RZTEFINEE,

BETNRERVEFZENA , UBRBNSHAEARMBZRNEFRE
A, MFEFHMER  F2HEEILTFZENT. TRUHEFR K FRE

ENRRAS e
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| C
ARBRZEF T TR BERENENHELZENT,

ERETIZENFUANDE , FRARKRLZEFFAIRNBEREL,

7. MREBAERGERAENZEFARATRBNERRAE , RIETNREEHNHRRRA
REH BFERRA

(® Note

ERR—ELSRcRBRFERAENEE 20T, "‘TL;{EEEJ?E?E%E’JWZIKEEHR}‘E'W
REH. T, HNW AWS ZEH A , EEREERREZR EEANARKEE
EEBIRE KRR AR .

8. EET_*JFO
9. HEFR3 BEAFFEWIR., wFEERNER  UYRFEEHM NIEMER .

(1R ) rELERECHAREBANIBNAR  FEETIHIHP —ERE

o

- BEHEBBEAIE AWS RF SER IAM BEHERELRER , FREAFENTE

A,
- EERERAAREAGEBIIZETEA AWS Organizations , BiRIZE R FFELEE
HIEFEARA,

b. HBREFEA , FHTTHENME:

- (EA) BEAWS IRF EEBAREAR. BREN (OVU) IS , FHRBERAR
ERUERMEBNERRE. ARBNEEMNENSETESHORETT IR,

/A Important
EREERMS OU A , EXEECSHEERLANIIRER , AR S
WArEXRHESEBFREAATNER. BRTFHNFEER HE L AHEBED
SEHUMER, ELRASB AWS RAM EEZHHFESEERNERIK

KA "Principal": "*", MFEFHMEEF A FSREUERAERN K
&K "Principal": """ EH WEE,
HWARFHANEFEATSLAFRAENER, HRFHNEESNSNAL
BELBEFTBREEZEEN TR, EEBREXSARTFERRAEZHRERER
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10.
11.
12.

13.

ARNsAllowfrEUfE, ELBERPHNFF AT EEIBRE R AMEBZETT
PREENFF,

(® Note

BRBBE BRI EEE £ AWS Organizations ERUA , M BELUEEE
BIRFFNERAG S BEAFIEET,

BESEER LA EEEARB AWS IRFE AHH |, = IAM AESEAE. R
i, WABEWAELTRBMEAINGY  EEBTEENEENMIBERYBRTS
MXFHEF, FSET—EEE /F5RE.

- (BA ) BERETABIITHEETA  FRTHNXBFETFZEZEAERE , REH
AEFEAR ID X ARN, &% , BEHRE,

MREEREA AWS IRF |, AIRBRIRF T UFRERRE. BULLEETIEH -
EiEE,

- Hitb AWS tRF ( ERBEREERN ) - RERAUUEM RFER. RIRFHEEI &
AERANESRERNFITEE , BARBERNEIERTENAGNERSE , A%
BRLERF, BLFTAREERERINER_AENZEFTHERNTT,

- W AWS IRF ( BREERE ) - ERERIRFTFNMAEACNERAERS 8 BEuE
EFERASZSNZEFAMERNFIE,

- MEEEEVEERERNNERAFBER,

RE , BUEENRSRIGTEEMIRS, OUs SRR
- (BEA ) BEBRESRA , FEENNZRATRIZRA | EREKEER , RARE
EHUHZE.
BET—F,
SR 4 BENEHD  BREERAENAEARBFABEA.
FESEAMSRNERE  FREHEEZLERO 2 TRNER  RRETHENRE,

MREMZERF AN RRRAUINVARA | 8T SR EE A TR RARA SRR I B
ERTREBER  FERENERAE,
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AWS CLI

EHMERKE
BRI LAERA T3 AWS CLI n B RIE RN ERLE -

- PEEVOHRERAE B ERBAHINE T  BFEHD D update-resource-share, T &l
fleEHwRiEENERLA  UHHEEAEAFHBERN IR, BLEHE AWS EiF 25
ERLAN £/ REIHE,

$ aws ram update-resource-share \
--region us-east-1 \
--resource-share-arn arn:aws:ram:us-east-1:123456789012:resouxce-
share/7ab63972-b505-7e2a-420d-6f5d3EXAMPLE \
--name "my-renamed-resource-share" \
--no-allow-external-principals

{
"resourceShare": {
"resourceShareArn": "arn:aws:ram:us-east-1:123456789012:resource-
share/7ab63972-b505-7e2a-420d-6f5d3EXAMPLE",
"name": "my-renamed-resource-share",
"owningAccountId": "123456789012",
"allowExternalPrincipals": false,
"status": "ACTIVE",
"creationTime": 1565295733.282,
"lastUpdatedTime": 1565303080.023
}
}

- FERERNEZERLE ,
EEENEREA,

s

£ iy associate-resource-share, T &5 €S F 1B £18

$ aws ram associate-resource-share \

--region us-east-1 \

--resource-arns arn:aws:ec2:us-east-1:123456789012:subnet/
subnet-0250c25al1f4el5235 \

--resource-share-arn arn:aws:ram:us-east-1:123456789012:resouxce-
share/7ab63972-b505-7e2a-420d-6f5d3EXAMPLE
{

"resourceShareAssociations": [

"resourceShareArn": "arn:aws:ram:us-east-1:123456789012:resource-

share/7ab63972-b505-7e2a-420d-6f5d3EXAMPLE",

EHER
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"associatedEntity": "arn:aws:ec2:us-east-1:123456789012:subnet/
subnet-0250c25alf4el5235",

"associationType": "RESOURCE",

"status": "ASSOCIATING",

"external": false

- EEMESIBRAREREEZEHRERBENZERNT , BBEMA B list-permissionsF associate-
resource-share-permission, ZFERHEF , BEAEREERGEER—EZEFT. IREEHR
BEEFUHEZCESETTINERER |, AIMXETE --replacei®BlE , FRIGHTE XKL
TR,

T 5|g86l& &%) H Amazon Elastic Compute Cloud (Amazon EC2) F#3E& Al A Z &= 1
ARNs , REFAHE DB — @ ARNs REMRIEEERLEZHHEREE B ol {ERK AWS ZEFTF
A,

$ aws ram list-permissions \
--resource-type ec2:Subnet

{
"permissions": [
{
"arn": "arn:aws:ram::aws:permission/AWSRAMDefaultPermissionSubnet",
"version": "1",
"defaultVersion": true,
"name": "AWSRAMDefaultPermissionSubnet",
"resourceType": "ec2:Subnet",
"creationTime": "2020-02-27T11:38:26.727000-08:00",
"lastUpdatedTime": "2020-02-27T11:38:26.727000-08:00"
}
]
}

$ aws ram associate-resource-share-permission \

--region us-east-1 \

--resource-share-arn arn:aws:ram:us-east-1:123456789012:resource-share/
f1d72a60-dal9-4765-b4f9-e27b658b15b8 \

--permission-arn arn:aws:ram::aws:permission/AWSRAMDefaultPermissionSubnet

"returnValue": true
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s FERERLATBKBRER , BEA @05 disassociate-resource-share, TFHIEHIERIEENE
B RAPBBRESIEE ARN B Amazon EC2 F#35%.

$ aws ram disassociate-resource-share \

--region us-east-1 \

--resource-arns arn:aws:ec2:us-east-1:123456789012:subnet/
subnet-0250c25al1f4el5235 \

--resource-share-arn arn:aws:ram:us-east-1:123456789012:resouxce-
share/7ab63972-b505-7e2a-420d-6f5d3EXAMPLE

{
"resourceShareAssociations": [
"resourceShareArn": "arn:aws:ram:us-east-1:123456789012:resource-
share/7ab63972-b505-7e2a-420d-6f5d3EXAMPLE",
"associatedEntity": "arn:aws:ec2:us-east-1l:ubnet/

subnet-0250c25alf4el5235",
"associationType": "RESOURCE",
"status": "DISASSOCIATING",
"external": false

- PEBHNERZEREZMNER  BFEH ddtag-resourceM untag-resource, T HNEHIEHE 2
BB Eproject=limalEENERHLE,

$ aws ram tag-resource \

--region us-east-1 \

--resource-share-arn arn:aws:ram:us-east-1:123456789012:resource-share/
f1d72a60-dal9-4765-b4f9-e27b658b15b8 \

--tags key=project,value=lima

TrEHEREENERHAAPBIRRSIBS projectIER,

$ aws ram untag-resource \

--region us-east-1 \

--resource-share-arn arn:aws:ram:us-east-1:123456789012:resource-share/
f1d72a60-dal9-4765-b4f9-e27b658b15b8 \

--tag-keys=project

BRGTRIETEELR .
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£ FRRENERAEIR AWS RAM

UL RREEHEMAEERAAPHANERNEREE, WEETHEEHHENEEHANER,. &
BRERANBE , URAEFREMNEFEARE,

Console
BEZERXANER

1. EEXESTHBERAA HAEREE. AWS RAM

2. HRAWSRAM ERAAEERKE H AWS E1F , AWS Eif FREZEAE LAV TN
FEREZEEN . FEEECE2HERNERLA  BXEE AWS BiE SREAXER
#B (MEFREILE ) . (us-east-1), MEHALBERNFMES A F2H L2HERM
b, HEESER.

3. SYEEHAMANER , THERATHER :

- BIR ID- &R ID, FEFHRW ID UFERFNBAERRSIER , URRERERBEES
PR EIR,

- EREE - ERNVEE,

- ERAMBH - ERERAANBH,

- BRAA -2 EFNERLAHE. EEETERARANBE , FEERR,
- IR -TEFERERNEIRHE. EREEUBRERA.

AWS CLI

BIBEBEMEANER

AT LA(E A list-resources ti sy , A% ¥ --resource-owneri®¥EA SELF , UEREBRI LA
ZERIEFAER.

THIgEFIRER AWS B (us-east-1) FARFUNERLATIENEIR AWS tRF. BEERE
BETEAESSPHANER , 5FM --region <region-code> B¥,

$ aws ram list-resources \
--region us-east-1 \
--resource-owner SELF

"resources": [
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{
"arn": "arn:aws:license-manager:us-east-1:123456789012:1icense-
configuration:lic-ecbd5574fd92cb@d312baea260@e4cece",
"type": "license-manager:LicenseConfiguration",
"resourceShareArn": "arn:aws:ram:us-east-1:123456789012:resource-

share/818d71dd-7512-4f71-99c6-2ae57aa@10@bc",
"creationTime": "2021-09-14T20:42:40.266000-07:00",
"lastUpdatedTime": "2021-09-14T20:42:41.081000-07:00"

}I
{

arn": "arn:aws:license-manager:us-east-1:123456789012:1icense-
configuration:lic-ecbd5574fd92cb@d312baea260@e4cece",

"type": "license-manager:LicenseConfiguration",

"resourceShareArn": "arn:aws:ram:us-east-1:123456789012:resource-share/
a477f3b2-4001-4dcb-bd54-7c8d23b4f07d",

"creationTime": "2021-07-22T11:48:11.104000-07:00",

"lastUpdatedTime": "2021-07-22T11:48:11.971000-07:00"

BREE FHZEERNEZFEA AWS RAM
EARRFTE BRI R SRR ERTA . AR T 5T A 5 151 B 400 B e T A TR AR £t
PR,
Console
EERRLER $AERNETLA

1. B8E FRAPHNAWSRAM "HEHA,  FREME.

2. HR AWSRAM ERHAEEREE 7 AWS Bif , AWS BE FRIEAAGLANTHR
BEPEEBEEN . EEEECLE2HERNERLA , BXEK AWS Bl REAXBER
I (HEHFEEIEER ) . (us-east-1), MEHALHERNFHMERNR , F20H EHeHERE
tb  HAESER.

3. ERBERANSRBEIN. LANEASEFRES  BLE 2SNE. ERXTS
BUBERROBEMC N THXEE. B EEZ% | ST TR EEE R
. BTUFAREBERBRT  EHERITEOERBL,

4. HRBETNEBEZTA  FRESERTIENR
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« ZFEAID-ZFEAW ID, 2IF ID UHBHNBBERRSITR , MEEREFTRAPREE
8

ﬁﬁ/\ —j@ﬁ‘i*ﬁfﬁé%* Fﬁﬂ'gﬁfﬁ mﬁio ﬁgﬁﬁ: %L/L*ﬁ*ﬁﬁﬁ/\mm;%ﬁo
- B - CHEHEFIALANEREE., BERBUBRALAERNEE,

AWS CLI
EERGLEERR AAERNZEFTA

R LABEA list-principals R REVBEBERF AWS BiF AFWUERFBRIMNEREATSENE
ANEBE,

THEFFI L EREENEERESTAFURFEN cHANEFEA, FitEsH , ZFEARFY
REH EBMERN AWS IRF |, FARBTRERREN -2, SL4FAHYH AWS B 228
RIERE £ BB

$ aws ram list-principals \
--region us-east-1 \
--resource-owner SELF

"principals": [
{
"id": "arn:aws:organizations::123456789012:o0rganization/o-alb2c3dr",
"resourceShareArn": "arn:aws:ram:us-east-1:123456789012:resource-share/
a477f3b2-4001-4dcb-bd54-7c8d23b4f@7d",
"creationTime": "2021-09-14T20:40:58.532000-07:00",
"lastUpdatedTime": "2021-09-14T20:40:59.610000-07:00",
"external": false

"id". "111111111111",

"resourceShareArn": "arn:aws:ram:us-east-1:123456789012:resource-
share/6405fa7c-0786-4e15-8c9f-8aec02802f18",

"creationTime": "2021-09-15T15:00:31.601000-07:00",

"lastUpdatedTime": "2021-09-15T15:14:13.618000-07:00",

"external": true

BRELANEE 49


https://docs.aws.amazon.com/cli/latest/reference/ram/list-principals.html

AWS Resource Access Manager EREEmR

£ AR EREZE AWS RAM

B L RERRRERARE, EEMBRERAR  RERAAERBMOMEIRHERAEZLARERNE
Wi, MBRERAATEMRAANER,

© MB AWS EF

MREFEMRTEE AWS ERAEFNER , AWS BRELREARESERAZTHBER
'R, MBRERLE,

MM ERAZEMREBSEEREE AWS RAM =484 |, BHREEEE A Deleted,
Console
MERERE=E

1. EEERATHBERAA  EFRAAER. AWS RAM

2. HRAWSRAM ERAAEERRE ® AWS EfF , AWS EiF FREZEAE LAV TN
BFEREEZEEN . AEEFCS2HERNERAA  BL4ER AWS B SREAXER
& (MEEREEALEE ) . (us-east-1), MFEHALFERNFMEET  F2H HLHERME
b, HAESER,

3. ENEZEMRNERLA.

/A Warning
ABAMERERNERLA. MBRERAZECR  REZERRERAE.

4. BREMER , RREHTASS , BEMBR.
RN ERAZEEMPRRBER, EZH , EEETEEPRETRRESEMER,

AWS CLI
MBRERHLE
A LAE R delete-resource-share i S RMIBREFBEENERLH,

THEHIEEMER get-resource-shares i H RIS EEM Rz EIREZH Amazon Resource
Name (ARN), &% , ©&# M delete-resource-share RMiBrIEENER LA,
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$ aws ram get-resource-shares \
--region us-east-1 \
--resource-owner SELF

"resourceShares": [

{

"resourceShareArn": "arn:aws:ram:us-east-1:123456789012:resource-
share/2ebe77d7-4156-4a93-87a4-228568d04425",

"name": "MySubnetShare",

"owningAccountId": "123456789012",

"allowExternalPrincipals": true,

"status": "ACTIVE",

"creationTime": "2021-095-10T15:38:54.449000-07:00",

"lastUpdatedTime": "2021-09-10T15:38:54.449000-07:00",

"featureSet": "STANDARD"

}
$ aws ram delete-resource-share \

--region us-east-1 \

--resource-share-arn arn:aws:ram:us-east-1:123456789012:resouxce-
share/2ebe77d7-4156-4a93-87a4-228568d04425

{

"returnValue": true

FEEEEHE A AWS WEIR

B AWS Resource Access Manager (AWS RAM) , BRI LIRAEHENEREA. AIFENNEAE
R, UREREHAERAWS IRF 1 . ERTEEEFNHARERE , I UREERHLA,

B &%

- BEZNERERLAEE

BRELRSHANERLA

BEEEHANEIR

BRAESHANETA

BAERAE

B2
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EZNERERHLAEBE

FEFDHARER , ERAANBEELARENBAZTEA. BEETURTIE[REHMERER
HAMNZEFTA

- BIRF AR EMNER
TEERFHEBEN (OU)
- ZBHERIRF
- HAXEMNERER  SHEE IAM AGRFERE

MREFEIR AWS 1RF FEBIKER B EERILA AWS Organizations , B ERUAMBBAK LA
RlgaaFRAAER , MAXEZER. REFRBREUTUEBHFRHLAER , MEFEZEE, 0R
HEREREEBREAZBHINGFIRENIIES , IRRFPNEERSEHAEZEBZERAZTFIN
EREEE,

MRERTIHIEP-—BEHFEETERAE , CSRIMABRAZAEGE

- VRS EBIR S AWS Organizations
« AWS Organizations R EE £ A , ABARNIIRS

MREREMABERAENEE , ELARIZEFIRENEARER. NREEREF , IEERF
Hy/:ttﬁﬁ Eﬁﬁlﬁo

HRTHERERE , ERLRNKBESIMATIEREEAZNERF, NMREEEFER 2o TEZ
BEE , Rlg B BIEREH,

/A Important

HRAETIREPHNHAAERER | £8 12 MR UEIMAERLANEE, 12/J\E=*r
%, BFEEBY , AERAEINERERAEZR ISR, SREAZEREIBEIERE.

 Amazon Aurora - BRI E#E

- Amazon EC2 - RERBEMEAEH

« AWS License Manager - {2 iE#H4E

« AWS Outposts — N¥ERERK B R, BIEEMBELL
« Amazon Route 53 — % 157 Al
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« Amazon VPC - EF AN IPv4 ik, ZEFE, THE. RERHFEE. BaFHE. ERARES
HEEEE

Console

Bl E &R A Z/EF

1. BEZE AWSRAM XEEFHERHLA ERAAEME,

2. HRAWSRAM ER{AFEERRKE B AWS EHF , AWS EE mREEAAE AN TN
/%EEPEEE%?E’\J . BEEFELSLHERNERLA  BX4AM AWS Bl REAZER

B (#MESERBEILE ). (us-east-1), ﬂﬂm,\}ﬂéﬂiﬁﬁﬁ’hﬁlﬂﬁnﬂ , B2 R HeEEIRE

b, HAEHEIR.

3. BREGEHENERLASE
RERMEHEB RN ERLZSEMRE, Pending RERTECHBZERAET |, BEMKRE
ﬂj?ﬁ@lﬁnﬁo

4. FZEOEERHLARE 6 FENERHEA D, ARBEESERAAUETESRE , ELER
HAEREF, REEREF , ORELIFENER, WREEZEF  HOFN &R

AWS CLI

Bl R E R Z/EGE

R

/Ch

ALAER T oo B REZHIERERA ZNBFH

get-resource-share-invitations

accept-resource-share-invitation

reject-resource-share-invitation

5']@15']11)’5@% get-resource-share-invitations fn R , MEERE TRHNMESHEE
B AWS 1RE, AWS CLI query SEAIZEE KA HIRE AR AR L statusiRES KR

S5PENDING, WHEIBIFEERKBEIKRE 111111111111 89— @255 , B RIPENDINGE ARIEE
1234567890127 Y B BItRF AWS [EiF,

$ aws ram get-resource-share-invitations \
--region us-east-1 \
--query 'resourceSharelInvitations[?status=="PENDING ]'
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{

"resourceShareInvitations": [

{

"resourceShareInvitationArn": "arn:aws:ram:us-
east-1:111111111111:resource-share-invitation/3b3bc@51-
fbf6-4336-8377-06c559dfees9",

"resourceShareName": "Test TrngAcct Resource Share",

"resourceShareArn": "arn:aws:ram:us-east-1:111111111111:resource-
share/c4506c70-df75-4e6c-ac30-42ca®3295a37",

"senderAccountId": "111111111111",

"receiverAccountId": "123456789012",

"invitationTimestamp": "2021-09-21T08:56:24.977000-07:00",

"status": "PENDING"

2. REGCERTNBER , FaEBEresourceSharelnvitationArtnF 2 TEE T —@AR ST
RN, IEZEE,

$ aws ram accept-resource-share-invitation \

--region us-east-1 \

--resource-share-invitation-arn arn:aws:ram:us-east-1:111111111111:resource-
share-invitation/3b3bc051-fbf6-4336-8377-06c559dfee49
{

"resourceShareInvitation": {

"resourceShareInvitationArn": "arn:aws:ram:us-
east-1:111111111111:resource-share-invitation/3b3bc@51-
fbf6-4336-8377-06c559dfees9",

"resourceShareName": "Test TrngAcct Resource Share",

"resourceShareArn": "arn:aws:ram:us-east-1:111111111111:resource-share/
c4506c70-df75-4e6c-ac30-42ca®3295a37",

"senderAccountId": "111111111111",

"receiverAccountId": "123456789012",

"invitationTimestamp": "2021-09-21T09:18:24.545000-07:00",

"status": "ACCEPTED"

R , SEEE=CIERR statusE % 8% A PENDING ACCEPTED,

MREEEIER B , AEAERBNS BT reject-resource-share-invitation o
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$ aws ram reject-resource-share-invitation \

--region us-east-1 \

--resource-share-invitation-arn arn:aws:ram:us-east-1:111111111111:resource-
share-invitation/3b3bc051-fbf6-4336-8377-06c559dfee49

{
"resourceShareInvitation": {
"resourceSharelInvitationArn": "arn:aws:ram:us-east-1:111111111111:resource-
share-invitation/3b3bc@51-fbf6-4336-8377-06c559dfee49",
"resourceShareName": "Test TrngAcct Resource Share",
"resourceShareArn": "arn:aws:ram:us-east-1:111111111111:resource-share/

c4506c70-df75-4e6c-ac30-42ca®3295a37",
"senderAccountId": "111111111111",
"receiverAccountId": "123456789012",
"invitationTimestamp": "2021-09-21T09:18:24.545000-07:00",
"status": "REJECTED"

RREGHANERLH
BRLRREREREINERIA, ZUUEERETRREHARER , UARMEFAHLABLEER,
Console

BRIRERLA

1. BEZFE TRAEPWAWSRAM EHEHA - ERAAEMR,

2. HAAWSRAM BREBAFEEREE 7 AWS B , AWS BHE ZFRTHHEAALAN TR
BEPEEBEEN . EEETEIE2HERNERLA , BXEK AWS Bl REAXBR
BB (#ESEEEIEE ) . (us-east-1), MEHALFHERNFMEN , F2HE ELEERE
kb, HAESER.

3. (EA) EAMERNUSHREEERRE, B EASERERYE , BlitHE/ N ESHE,
B ARBET , fInERAABBHN —IBy , MEFHERPIERNFTNWERRA, &
BXFHRUEEERNBMERMUNTANEE, EE—EAE2% , £UURZRUNTHE
BEREE, ZUMFEHGBESERET  BERERIMENERAL,

4. AWS RAM X#EASHERTYENR :

- AW -BRAANERE,
- ID-ERLAM ID, BEF ID URRERAZNFAEAEE,
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- WBEE -AWS IRF B ERALA/ ID.
- MREE - ERALANBRIARE. TeENESHE
« Active - ERHZEERNEATME , ATHER,
* Deleted - ERHEZEMBR , TEAHEA.
« Pending - R ERAZTN BB EEESFOE,

AWS CLI
BEERAA

{# /A get-resource-shares % , & - -resource-owner Z2EEREA OTHER-ACCOUNTS,

THIEBIREREM AWS B LB URFFIEE PHANERAHBE AWS 1RFE.

$ aws ram get-resource-shares \
--region us-east-1 \
--resource-owner OTHER-ACCOUNTS

"resourceShares": [
{
"resourceShareArn": "arn:aws:ram:us-east-1:111111111111:resource-
share/8b831ba@-63df-4608-be3c-19096bleelbe",
"name": "Prod Env Shared Licenses",
"owningAccountId": "111111111111",
"allowExternalPrincipals": true,
"status": "ACTIVE",
"creationTime": "2021-09-21T08:50:41.308000-07:00",
"lastUpdatedTime": "2021-09-21T08:50:41.308000-07:00",
"featureSet": "STANDARD"

"resourceShareArn": "arn:aws:ram:us-east-1:222222222222:resource-share/
c4506c70-df75-4e6c-ac30-42ca®3295a37",

"name": "Prod Env Shared Subnets",

"owningAccountId": "222222222222",

"allowExternalPrincipals": true,

"status": "ACTIVE",

"creationTime": "2021-095-21T08:56:24.737000-07:00",

"lastUpdatedTime": "2021-09-21T08:56:24.737000-07:00",

"featureSet": "STANDARD"
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]

BRREEHANER

BRRBREUERNERER, ZUUEEMETRESHLAER , UARBLEERLAAITSER.

Console

BREEHANEIR

1. BEZR IRATH AWSRAM ERHEA  HAHEREM.

2. HR AWS RAM BRAAEEREE b AWS B, AWS B FREEAE AN TN
BEREBREEN . FEEECRHERNERLA , BX4EK AWS Bl SREAXER
B (#HEEJEEB ) . (us-east-1), MEHALEHERNWFMEN , F2HE HaEEFME
b, HAEFHER.

3. EFBERFURSKBELAER. EUNEAZAGEEYH K BtE M ESEHE,

4. THEMER :
- IR ID-&FRW ID, BREEEZBRBEZEATRENEIR D,
- ERER - ERMNER,
- EXHAABH  BEXAERNBH,
- BRAA-T2ERNERIARE. EREURGEERLA.
- BEE ID-HREFRNEFA ID,

AWS CLI

BREEHANER

BT LA(E A list-resources iR P RB B RSB LAV EIR.

THEH s TERREAWS B 5 —E EEN 7, BREFRAATEFNERVFMER AWS
RS

$ aws ram list-resources \

--region us-east-1 \
--resource-owner OTHER-ACCOUNTS
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{

"resources": [
{
"arn": "arn:aws:license-manager:us-east-1:111111111111:1icense-
configuration:lic-36be@485f5ae379cc74cf8e9242abl43",
"type": "license-manager:LicenseConfiguration",
"resourceShareArn": "arn:aws:ram:us-east-1:111111111111:resource-
share/8b831ba0-63df-4608-be3c-19096bleelbe",
"status": "AVAILABLE",
"creationTime": "2021-09-21T08:50:41.308000-07:00",
"lastUpdatedTime": "2021-09-21T08:50:42.517000-07:00"

BRREGHANETA

UL RBREELAERNIEERARE, SAUEFMMAREHANERNER.

A
A

Console
BIAESAHAERNEZTEA

1. 7 https : //nttps://console.aws.amazon.com/ram/home BARX AWS RAM £# &,

2. HRAAWSRAM BER{AFAEEREE 7 AWS B , AWS B BFREEAFLELAN TN
BEREEEEN . EEEECS2HERNERREA , BX4EK AWS BE SREAZER
BB (#ESEEEIEE ) . (us-east-1), MEHALFHERNFMEN , B2HE B2 ERE
b HAEFHER.

3. EEEEIKD | EIF Shared with me (E2FK ). Principals (E5EA).

4. (EA) BULEAGERERSEBERFTA. BUNERAZEEGRYG , BitHENMESE
B,

5. FEAEETRTIER:

- ZFEAID-EHEHLANEFA ID,
- BRAR - ZERACHBENERLABE, EERBURRERLANEE,
- BR - ZRRAREGHANERBE, BEEEURREREE.
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AWS CLI
BRESLAERNETA
B LAEA list-principals i RHEEEE A E RN EFEABE AWS 1R,

TrEH s TERRERREEE PR RENIRSE AWS IRF LRERN FHEEF AWS E
o

$ aws ram list-principals \
--region us-east-1 \
--resource-owner OTHER-ACCOUNTS

"principals": [
{
"id". "111111111111",
"resourceShareArn": "arn:aws:ram:us-east-1:111111111111:resource-
share/8b831ba®-63df-4608-be3c-19096bleelbe",
"creationTime": "2021-09-21T08:50:41.308000-07:00",
"lastUpdatedTime": "2021-09-21T09:06:25.545000-07:00",
"external": true

}
]
}
BAERAE

NRETBREFNREHRANER , B UERREERAMH. ECHRAER—AR K £EXEHA
ERNFHE,

BRI ER A E M SRR

- AEEERAARUEAGDEEGHA AWSIRE A MAREABABTHHAR , £S48 ﬁ%ﬁiﬁ
HA, WREHAWS IRF AR FIEEERT FH B AWS Organizations AR H/H |, HE
ZHEAERLAA, RS FEEARANNE RS

- FEMRAERLA  FRNEFAAREN  IRRLEXEHALANEREE,

UTRXEFEERAANE-EREE,

BRER

‘h:
Hio
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ERAEER

AR 7%

Amazon Aurora

Amazon EC2

AWS License Manager

AWS Outposts

Amazon Route 53

Amazon VPC

AR EBEREE
Console

REERKE

Resource Type (ERER)
rds:Cluster
ec2:CapacityReservation
ec2:DedicatedHost

license-manager:LicenseConf
iguration

ec2:LocalGatewayRouteTable
outposts:Outpost
outposts:Site
route53resolver:ResolverRule
ec2:CoipPool

ec2:PrefixList

ec2:Subnet
ec2:TrafficMirrorTarget
ec2:TransitGateway

ec2:TransitGatewayMulticast
Domain

1. BEZE TRAEPWAWSRAM EHEHA - ERAAEME,
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2. HR AWSRAM ER{AEERKEE 7 AWS B , AWS B EREHAFLAN TN
BEREREEEN . FEEFCSLHERNERLA , BX4EK AWS B SREAEER
B (HEFEEEILEB ). (us-east-1), MEHALBERNFMENR , F2H HE2HERE
te , HAEREBEIR.
3. ENZAERMNERILA
4., BERBERLE K ARERFIYUFEFIRPBERE,
AWS CLI

REERKE

B A LA A disassociate-resource-share i SRR ZERIL A,

THEH B TEERFU 75 AWS 1RF B K% ARN FTEEERAEFMAAE RN FEIE, &4
ARBERER P AWS B RFER L HPaSE8ERRANERAA,

1. 8%, HNERLRABE , UEEUEERRA 2B RN ARN,

$ aws ram get-resource-shares \
--region us-east-1 \
--resource-owner OTHER-ACCOUNTS

"resourceShares": [

{

"resourceShareArn": "arn:aws:ram:us-east-1:111111111111:resource-
share/8b831ba®-63df-4608-be3c-19096bleelbe",

"name": "Prod Environment Shared Licenses",

"owningAccountId": "111111111111",

"allowExternalPrincipals": true,

"status": "ACTIVE",

"creationTime": "2021-09-21T08:50:41.308000-07:00",

"lastUpdatedTime": "2021-09-21T08:50:41.308000-07:00",

"featureSet": "STANDARD"

}

2. K&, BT D ERAREZERAE. FIRE  LHLEBIKRS DEEA

123456789012FFEA , LMEEIRE HANEEE RAZEUEE111111111111,

$ aws ram disassociate-resource-share \
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--region us-east-1 \
--resource-share-arn arn:aws:ram:us-east-1:111111111111:resouxce-
share/8b831ba0-63df-4608-be3c-19096bleelbe \
--principals 123456789012
{

"resourceShareAssociations": [
{

"resourceShareArn": "arn:aws:ram:us-east-1:111111111111:resource-
share/8b831ba0@-63df-4608-be3c-19096bleelbe",

"associatedEntity": "123456789012",

"associationType": "PRINCIPAL",

"status": "DISASSOCIATING",

"external": false

AWS &IRrY ] H[EE IDs

AWS 2 ERTHESRBEEEISETARSENEE AWS RS, A EEBRBERD HE FH
A AEE AWS Bif, , MARAREFESEERSNTAER "ay PREIR. ALt , us-east-1a#

AWS IRFH A A EH ATsE R XKk Eus-east-1aFE AWS IRFHEMNERNE., MEFMES ,
2B (Amazon EC2 A EER) PR ELEAAEH.

TEEREEERFH T AESE IDs 21{A#E , BESERSHNTARSSBHEERE,

fz Region us-east-1
us-east-1a E Availability Zone 5 us-east-1c
i usel-azl !
> 3
Account us-gast-1c ! Fwanabqnyéfne || us-east-1b Account
i usel-a '
111111114111 —_',.. ..‘ 223322332233
us-east-1b E Availability Zone ' |us-east1a
usel-az3 !
> b
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HRARLEER , BREXEERR AWS Bl , E4ERR AR, 20 , Amazon VPC 7k,
BE—iRFd  THEHESESBNMSFYTRTEE, B2 , EE8FEH HHEM AWS RAM AEEER
RFAWS IRF , MEREE, EMMNSFEFERAAERNIRFAEESEMNET A RN DB
it BTHBENERLEN  EEEROAEEMER AZ ID REBAEFHAERERFHNERNVE, AZID
eFETAEGNM —B—BHEBIRF AWS RS, fla0 , usel-azl 2 us-east-1[EFHH Al A [EH
B AZID , REXEE AWS tREFHENERNE.,

BRI LAER AZ IDs R¥ET—ERE P EREERE —ERFHRERNMLE, Hlan , REES — @R
EHE AZID B usel-az2 WATHAEE 4 , Bl AZID 2 usel-az2 2R A EEFHXIEFE A
DEALFHE. 5@ FHEEN AZID €8/R1E Amazon VPC &%  WHAUER #1T7EH AWS
CLl,

Console
BREREFRTARESEMN AZID

1. EEZE AWS RAM Fi#EAFH AWS RAM F# A5 EME,
2. WO LAEHEM AZ IDs AWS EiF TR B8 8 AZ ID,

AWS CLI
HARIEHR S P A A EIER AZ ID

THI&E 4l fr S8R us-west-2 BIE A A EFA AZ IDs , AR e T EZE ML AWS IR,

$ aws ec2 describe-availability-zones \
--region us-west-2

{
"AvailabilityZones": [

{
"State": "available",
"OptInStatus": "opt-in-not-required",
"Messages": [],
"RegionName": "us-west-2",
"ZoneName": "us-west-2a",
"ZoneId": "usw2-az2",
"GroupName": "us-west-2",
"NetworkBorderGroup": "us-west-2",
"ZoneType": "availability-zone"

.

{
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"State": "available",
"OptInStatus": "opt-in-not-required",
"Messages": [],

"RegionName": "us-west-2",
"ZoneName": "us-west-2b",
"ZoneId": "usw2-az1l",

"GroupName": "us-west-2",
"NetworkBorderGroup": "us-west-2",
"ZoneType": "availability-zone"

"State": "available",
"OptInStatus": "opt-in-not-required",
"Messages": [],

"RegionName": "us-west-2",
"ZoneName": "us-west-2c",
"ZoneId": "usw2-az3",

"GroupName": "us-west-2",
"NetworkBorderGroup": "us-west-2",
"ZoneType": "availability-zone"

"State": "available",
"OptInStatus": "opt-in-not-required",
"Messages": [],

"RegionName": "us-west-2",
"ZoneName": "us-west-2d",
"ZoneId": "usw2-azs4",

"GroupName": "us-west-2",
"NetworkBorderGroup": "us-west-2",
"ZoneType": "availability-zone"

A AESE ID
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AHA AWS WEIR

B AWS Resource Access Manager (AWS RAM) , Bal A R EM BT MEBEHNER AWS R
%, BALIEBEALAER AWS IRF, St bl AR EZSSEBEN (OUsHFIREXHER
AWS Organizations, L BN ERBER b 0] FEREE{E B AWS Identity and Access Management
(IAM) AEFNERELAEIR.

THEEF HETER RERA EREE AWS BRI , DHEMKIRES AWS RAM, ERRFHERHE
EESEERREXEWLEINEE

AL IAM - o -BRTIRFZH , ZETLAEME R AWS Identity and
ERENA Access Management (IAM) A& MFERELALERNE
BHA o

®
7
X
|
13

£
AHEEE oR - ZREEEABANNELNRSEXALEENER, W
BOAEBRYIR  HEAMEF  FBREESE,
FHHA

ALEAT  AWSRAM X AWS ZEFANMAEERER |, BB+ H
FRENT RERTIUHEBRBEEGXEEFEFZEFT,

o - HEANERXEEATEFZEFFT,

oF - HWEENERIXBEERATFZEFT,
ALAERRRR  oR - SRR HALERNER AWS BRI,

FHRHAA
R - SEEE LHLERNER AWS R

AWS App Mesh

BAILAER REHA T 5 AWS App Mesh &R AWS RAM,
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EREHAER  EARM L8
-3 IAM £
EMNAE
£t/
@5 EREVNEEMEE, of
LI EHZHEM AWS
SEPmREnE L B AR, £
250 PRTERE BUNE
JRAE AR RO 4B R L
AWS 1ES B, WE
FHMER , FBEAWS
App Mesh ( EF&
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AJLABEME
i %A

AWS 1k

E.

& LAMER KA T 5 AWS AppSync GraphQL APl &R AWS RAM,

EREHENERX
%

AppSync
GraphyQL APls

appsync:A
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IEESY] A LABE
IAM £
ENAE
H*H
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EREENENX EHARG A LABE ALAERE WBMER ATBAEERAR
% IAM £/ BBAE FFXE - BIEH
EMAE  WRFHE A H
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MEFHHEN , F2HE
< AWS AppSync B
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APIs.

Amazon API Gateway

&L MER 2 AT % Amazon API Gateway &R AWS RAM,

HRELNBRR  EARA TR TURE TNER TURE

® AM R @A EFEE  BIms
BRRE  WEFX  #T i
s 7

APl Gateway #A SHEUYNEEREEHE B c} =3 OF: OF:
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Amazon Aurora
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- EEEE - SEIESEFITERIERLA,
- MR- ZEHFATRBER , BIAEMER,
- ERIER - EMEBRZEFAT, ERZEFARINEFHRZH , EERETRARER N E,

m

i
A

WYy .

=]

BUNRESREFTNER , MEREAREFTNHAES. SEFITNFAEARESRT
THER :

- BREE - HZEHFITEANERERE AWS,

- RABE - BHRZUTUBRERENHEFZEHF T,

« FARRAE - EEMERARERERAE , BitE 8BEREGERLEZEFINMERERS
A, AAEATERFANREEFRLABNSRETRETR , REKERLRERAEARRE,

« ARN - ZEFAH Amazon Resource Name (ARN), AWS ZEZFAARNs AU THER :

arn:aws:ram::aws:permission/
AWSRAM[DefaultPermission]ShareableResourceType

FF& [DefaultPermission] ( BB ARN FREHEH ) EFERNEERREZERE
BN —EZEFFANEBED,

. BEFTNA - CULEEREL THREE TR EEHERIMERS &R,
. BEETREIEE -
- EYBER - R B S AARAN BRI,
. DREFEE — DREFLRANSEHTH B HRB,

« BUREIAREIRE - REBENRGNBE , MREANGE , ERAINZEFAIAFEE
HHBEBNERERAT .

- BENERLR - ERAKBRANZEFTNERRABE,
AWS CL

WA P AZEFFATAVEFER AWS RAM
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B LAE A list-permissionsin S RIS AT AR S BE AERLA AWS B WEEFAF

[=1=]
o

$ aws ram list-permissions
{
"permissions": [
{
"

"arn": "arn:aws:ram::aws:permission/
AWSRAMBlankEndEntityCertificateAPICSRPassthroughIssuanceCertificateAuthority",

"version": "1",

"defaultVersion": true,

"name" :
"AWSRAMBlankEndEntityCertificateAPICSRPassthroughIssuanceCertificateAuthority",

"resourceType": "acm-pca:CertificateAuthority",

"status": "ATTACHABLE",

"creationTime": "2022-06-30T13:03:31.732000-07:00",
"lastUpdatedTime": "2022-06-30T13:03:31.732000-07:00",
"isResourceTypeDefault": false,

"permissionType": "AWS_MANAGED"

"arn": "arn:aws:ram::aws:permission/
AWSRAMBlankEndEntityCertificateAPIPassthroughIssuanceCertificateAuthority",

"version": "1",

"defaultVersion": true,

"name" :
"AWSRAMBlankEndEntityCertificateAPIPassthroughIssuanceCertificateAuthority",

"resourceType": "acm-pca:CertificateAuthority",

"status": "ATTACHABLE",
"creationTime": "2022-11-18T07:05:46.976000-08:00",
"lastUpdatedTime": "2022-11-18T07:05:46.976000-08:00",
"isResourceTypeDefault": false,
"permissionType": "AWS_MANAGED"

.

. TRUNCATED FOR BREVITY ... RUN COMMAND TO SEE COMPLETE LIST OF
PERMISSIONS ...

"arn":
AWSRAMVPCPermissionsNetworkManagerCoreNetwork",
"version": "1",

"arn:aws:ram: :aws:permission/

"defaultVersion": true,
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"name": "AWSRAMVPCPermissionsNetworkManagerCoreNetwork",
"resourceType": "networkmanager:CoreNetwork",
"status": "ATTACHABLE",
"creationTime": "2022-06-30T13:03:46.557000-07:00",
"lastUpdatedTime": "2022-06-30T13:03:46.557000-07:00",
"isResourceTypeDefault": false,
"permissionType": "AWS_MANAGED"

. {
"arn": "arn:aws:ram:us-east-1:123456789012:permission/My-Test-CMP",
"version": "1",
"defaultVersion": true,
"name": "My-Test-CMP",
"resourceType": "ec2:IpamPool",
"status": "ATTACHABLE",
"creationTime": "2023-03-08T06:54:10.038000-08:00",
"lastUpdatedTime": "2023-03-08T06:54:10.038000-08:00",
"isResourceTypeDefault": false,
"permissionType": "CUSTOMER_MANAGED"

BB LATE list-permissions AWS CLI 85 --query 287 , KEEBERFEZENH
) ARN, TFHIEHlEEFERL K ERHASEEEBNpermissionsfilFERHPRITERTHR, Bt
EEREEERTH ARN 1 , WA FRIETR , MA2EKZMN JSON,

$ aws ram list-permissions \
--query "permissions[?name == 'My-Test-CMP'].arn \
--output text
arn:aws:ram:us-east-1:123456789012:permission/My-Test-CMP

KRIEGCBEBNEESELSTHN ARN 2% |, BAETHS RENESHEEE |, 95 JSON B
L Fget-permission.

$ aws ram get-permission \
--permission-arn arn:aws:ram:us-east-1:123456789012:permission/My-Test-CMP

"permission": {
"arn": "arn:aws:ram:us-east-1:123456789012:permission/My-Test-CMP",
"version": "1",
"defaultVersion": true,
"name": "My-Test-CMP",
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"resourceType": "ec2:IpamPool",

"permission": "{\n\t\"Effect\": \"Allow\",\n\t\"Action\": [\n
\t\t\"ec2:GetIpamPoolAllocations\",\n\t\t\"ec2:GetIpamPoolCidrs\",\n\t
\t\"ec2:AllocateIpamPoolCidr\",\n\t\t\"ec2:AssociateVpcCidrBlock\",\n
\t\t\"ec2:CreateVpc\",\n\t\t\"ec2:ProvisionPublicIpv4PoolCidr\",\n\t\t
\"ec2:ReleaseIpamPoolAllocation\"\n\t]I\n}",

"creationTime": "2023-03-08T06:54:10.038000-08:00",

"lastUpdatedTime": "2023-03-08T06:54:10.038000-08:00",

"isResourceTypeDefault": false,

"permissionType": "CUSTOMER_MANAGED",

"featureSet": "STANDARD",

"status": "ATTACHABLE"

E REINEAEFZEST AWS RAM

AWS Resource Access Manager (AWS RAM) A& U AN S EERERREHREZL —E AWS ZE
FH. Tif , BESEFTIEITEACHHLACARMIRESEERTR. SEEP—ERMH AWS
SERUELEER , AUUEVECHNERFZENT.

EFZENTRARBNEENZEN , EBERIEEMEBEANEFERA HAERNKRETET
AWS RAM, flan , A8 ER & Amazon VPC IP Address Manager (IPAM) £ [E§ BEVFEVE |, EW
MBEARRIEEE IP thit, BANEVEFZENA , ERBASER IP it , BEERR A M
ABIRFIERN IP i@, SUNERKEERNSZEER AR FHLAAERATEHAMENT
A,

s, BRI R EE M BRE R ZER .

ES |

- BUEFXERA

- BUHHEFEZEFFAIRAE
EEEFEREFXER T RRENTRRA
i BR % = 2 EFF A AR A

MiprE EZEFTH

BANFEREFZENY 123


https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#grant-least-privilege

AWS Resource Access Manager EREEmR
BIUERFZENA

EFZEMUEBR AWS BH, FR4EEENEBEPRIILEFZEFFT,

Console

1. BTUTEE—E]:

- EEZZEFAELNE , AREBEBVYEFZEN .
- EREEE FRAPNEVEFZE T RE,
2. HHEFXEMITHMES  BAFFXENITRHE,
3. BEEEALZENFINEREE.
4. HRBREXR , BULERAFFEREREE EHITHERE,

- BALLEZEEAZERNW , MEAREZEFIFNEE,
- ERBARERDPENHBCEZMFEUBRESR , UFSLBHFER.
« £/ JSON ifm %5 35 AT I8 Sl ko

5. (ER) fEXEREREIENT , FEERTRARRRSIBNE, EEMERERNE
HtE®R, AEEEEHRISR.

6. TR A6 FEEEBUEFZEN.

AWS CLI

«  HITE S create-permission , WIEEZH, EEFZENTEANERER  URBEKREAAX
XF,

T 586l E 5 imagebuilder : Component EREH BT ZEHF T,

$ aws ram create-permission \
--name TestCMP \
--resource-type imagebuilder:Component \
--policy-template "{\"Effect\":\"Allow\",\"Action\":
[\"imagebuilder:ListComponents\"]}"
{
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ERAEER

"permission": {
"arn": "arn:aws:ram:us-east-1:123456789012:permission/TestCMP",
"version": "1",
"defaultVersion": true,
"isResourceTypeDefault": false,
"name": "TestCMP",
"resourceType": "imagebuilder:Component",
"status": "ATTACHABLE",
"creationTime": 1680033769.401,
"lastUpdatedTime": 1680033769.401

BUYNHNEFZEFFARAN

MREHEFSEFTHEARARE | ATNRTFNSEFTRE, ETSVEERENDRL
T, RARREALEFSEEHTOHARLE,

BEXEFTRZSUUARLERE , BEREEBRERMRA.

Console

BMHNEFZEFFURA

1. BEEZEHIERE.
2. MEFREGEIENEE , IBSLEEENEFZEHNTER,
3. EFEFTHHENEENZETTIREERT , BEEIRL,
4. HRBXRER , BRUERARBLRESRN JSON RESFFE N BREER R,
BHALLUBEEAZENY , AMEARENBEER,
5. %, FEEEEREINEILRE,
AWS CLI
BIUMNEFZEFIRE
1. SREEREBIFRANZEHFTH Amazon Resource Name (ARN), £/ --
permission-type CUSTOMER_MANAGED ZE(F MY list-permissions MEBEEFZEF
A,
BUFNEFZEFIRE 125
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$ aws ram-cmp list-permissions --permission-type CUSTOMER_MANAGED

{
"permissions": [
{
"arn": "arn:aws:ram:us-east-1:123456789012:permission/TestCMP",
"version": "2",
"defaultVersion": true,
"isResourceTypeDefault": false,
"name": "TestCMP",
"permissionType": "CUSTOMER_MANAGED",
"resourceType": "imagebuilder:Component",
"status": "ATTACHABLE",
"creationTime": 1680035597.346,
"lastUpdatedTime": 1680035597.346
}
]
}

2. H\8 ARN 2% , #&a LAY create-permission-version @ 4E | WA EH W BERE A,

$ aws ram create-permission-version \
--permission-arn arn:aws:ram:us-east-1:123456789012:permission/TestCMP \
--policy-template {"Effect":"Allow","Action":
["imagebuildex:ListComponents"]}
{
"permission": {
"arn": "arn:aws:ram:us-east-1:123456789012:permission/TestCMP",
"version": "2",
"defaultVersion": true,
"isResourceTypeDefault": false,
"name": "TestCMP",
"status": "ATTACHABLE",
"resourceType": "imagebuilder:Component",
"permission": "{\"Effect\":\"Allow\",\"Action\":
[\"imagebuilder:ListComponents\"]1}",
"creationTime": 1680038973.79,
"lastUpdatedTime": 1680038973.79

B B = TR AN B9 AR AN 57
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EEEFEAFFZEMIERENTERE

B LA 5 — B F F X EF A IRAER TE A R B TR RR AR AN

Console

1. BEEZEMIENE.
2. KEFZEFUH RIARE  ESKERENEFZENIRRE.
3.

EEFEXEMIHAMENRANZENTIRAERT , FATAXNFERELERESNER
EI AR

4. BRERATERRA.

5. HMBRYFERHE  FHEALFEEALEFZIEFINMEFTERLANARESLRER, &
ﬁ,R\l_.I ._n,nﬁlg]% gﬁ H&zko

AWS CLI
ABEFZEFIRENMNFERRAR
1. WY list-permission-versions , X B EFRTE A TR ERRZAKI R AR5 o

TH&EF s SHEEEEZEF UM B /R,

$ aws ram list-permission-versions \
--permission-arn arn:aws:ram:us-east-1:123456789012:permission/TestCMP

"permissions": [
{

"arn": "arn:aws:ram:us-east-1:123456789012:permission/TestCMP",
"version": "1",
"defaultVersion": false,
"isResourceTypeDefault": false,
"name": "TestCMP",
"permissionType": "CUSTOMER_MANAGED",
"featureSet": "STANDARD",
"resourceType": "imagebuilder:Component",
"status": "UNATTACHABLE",
"creationTime": 1680033769.401,
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"lastUpdatedTime": 1680035597.345

"arn": "arn:aws:ram:us-east-1:123456789012:permission/TestCMP",
"version": "2",

"defaultVersion": true,
"isResourceTypeDefault": false,

"name": "TestCMP",

"permissionType": "CUSTOMER_MANAGED",
"featureSet": "STANDARD",

"resourceType": "imagebuilder:Component",
"status": "ATTACHABLE",

"creationTime": 1680035597.346,
"lastUpdatedTime": 1680035597.346

2. BIRAEBREATER2E , B AL set-default-permission-version #&4E,

$ aws ram-cmp set-default-permission-version \
--permission-arn arn:aws:ram:us-east-1:123456789012:permission/TestCMP \
--version 2

MR/, kS FEEREME L, & ABEXEIT list-permission-versions , X HEFEFTE
WRA#y defaultVersion BIUIREERES true,

B F ZERFF A ARA

BEEFZENURSTURLEERE, EFBERTEATEEAREE , BULEEMBR. SEEMBR
EFEZEMUNERRAR, MERORAEEZZEPRETRRERENE , REARMBRRIETER

Console

fiBRE 5 2 EFF A RA

1. BEEZEHMIRENE.

2. MEFZEMEIENRE  IEALERBRNREESEFZETTNER,
3. FEEEEMRNRARNTRERE,
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4. HHEEMNREER  BEEBNERLARSIER , UEEREEEALAEMA LR,

MREEMEBOHA , ELAXTBERFZEFFAIMRAE , FBeMERILARA,
5. BEFERAERSGABMBERRA,
6. TEMRRHFEART  EEMRAERCEERBRIERANEFZEF T,

MREFBMRLIRAN T FZEFA |, HEFIE.

AWS CLI
IR E 5 2 EFF AT — B

1. WEMY list-permission-versions &4 UFRER 7] A B9 MR AN w555
2. HUSMAMmIER , BRERHTCHA delete-permission-version FIS 8,

$ aws ram-cmp delete-permission-version \
--permission-arn arn:aws:ram:us-east-1:123456789012:permission/TestCMP \
--version 1

MR, kST EEREA®H L, S ABXET list-permission-versions , WHEFZIRA
THEaGsEwHP,

iERE F 2 EFF A

MEFBERERFTEHT , BRED , CTUSHMR. CREMNREORATHNBNES ZEH
T, MBROEFIEATREMNBEME. El2H , CRECMRREN S EHTRRESRET
.

Console
MEREFEZEHA

1. EREZEHTRLM,
2. HEFSENTHESENTAE  NRBLEMBNEFSEFTLER,
3. EREEFEENTLY  BRBTEHTHEDE 0 MREMBNLA.

WRDEERHLAEZENTHRD K SXAXEAMESENTERGHEERLA |, T8
o
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4. EEFZEFIHHEAEENEG LA  EEMRIEHT,
5. EMFDBFLAMERE  EEMBRUAMBRZE T,

AWS CLI
MERE 2 ERFA

1. ZEBMER --permission-type CUSTOMER_MANAGED ZE(FAY list-permissions RBKIEE
MRz ZEFF T ARN , METEEFZEF T,

$ aws ram-cmp list-permissions --permission-type CUSTOMER_MANAGED

{
"permissions": [
{
"arn": "arn:aws:ram:us-east-1:123456789012:permission/TestCMP",
"version": "2",
"defaultVersion": true,
"isResourceTypeDefault": false,
"name": "TestCMP",
"permissionType": "CUSTOMER_MANAGED",
"resourceType": "imagebuilder:Component",
"status": "ATTACHABLE",
"creationTime": 1680035597.346,
"lastUpdatedTime": 1680035597.346
}
]
}

2. EEBMEERMBRESETTN ARN 2% , FRHETCHABMEBRITINSE.

$ aws ram delete-permission \
--permission-arn arn:aws:ram:us-east-1:123456789012:permission/TestCMP

"returnValue": true,
"permissionStatus": "DELETING"
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A& AWS 32 &7 1] BT E BT RS

BEE AWS EfTAREZEREEREECERAZEN AWS ZEFFT. E AWS HTIERFE |
CERIFN AWS ZEFTRE, SeEEEREENERAATESHDENACRASRHREN 2
B, BLARRENSEERAENIENT. REASRAVESR  BETUULTEEE B
REERAZEERAE,

Console

EXEAETIHREERAAMABBIUNEER , BES S @EFF A ERAFF I EREUIAAR
i, IRASEIRARARRENMEIE. BERTENERZEEEAEREUNRA,

Lo, BRAMRAT RIEFRMRAE | EBI5F 7 o] LATE B BTARA MRt 55 SR BT E R R A &4

BEZEASRBENERLAZRE. ARENSR 2 P, BUUEME[IETRRFF TRRA , B
152 A L FERR AR AN

HETRBEECH , TERTFEE  FERERENRR —RRERX,

(@ Note
EHRREEETERRA |, T BEREREHARA
HREFZERNT , EERHIEMAEAERRAZE , RIFBEBZEMRARERER
K, BAEER S —BARAEAZERAM. flW , MRESFFAEFARRRAR , A&
BARERRNER , U ERNRANEERRRERAR. & , BTURITRIRE
REBZBAEERERE,. BTEHP—ERBEZR , CEEFERAA  MERRENE
AXARAR o

AWS CLI
EF# AWS ZEFFAIHYARA

1. get-resource-shares £/ --permission-arn 28T &% , MEELEEHNIETF TN
Amazon Resource Name (ARN), EB®EH G ESERCEAXZIETNTNERLA,

plan , TH &G HEEEER Amazon EC2 REREER AWS REFANESEERLAMNG
HMEA.

$ aws ram get-resource-shares \
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--resource-owner SELF \
--permission-arn arn:aws:ram::aws:permission/
AWSRAMDefaultPermissionCapacityResexrvation

BWHIESSEERLAN ARN , EFELE—AEFRN IR BEXZ EFT R ATES,

2. ¢t F—ESTHFEENBEEREA , #11TH T associate-resource-share-permission, @&
--resource-share-arn AIEEEEHFWERLA, --permission-arnAigELEEETHH
AWS ZEFFT , UK --replace BBLUEELREEHM AR USEARZIETINRIRE, &
TEREBERARS ; S 8BERAEARRT,

$ aws ram associate-resource-share-permission \

--resource-share-arn < ARN of one of the shares from the output of the
previous command > \

--permission-arn arn:aws:ram::aws:permission/
AWSRAMDefaultPermissionCapacityReservation \

--replace

3. ¢t¥iResourceShareArnEEL B 1 FRRGPREFERNEE K EEL—RBSRHIHN 5,

EHFEAZFZETFINZEZE AWS RAM

EFSENTEBRAREGEEDETHTAWS BE B, YIFMAESREENIERFSENT, W
E b ENEREREE AWS Resource Access Manager , 52828 T3 HA AWS HWE IR,

TREEAZEREANEFZEN . ERREEFZENITFEAE-—FEEERE T,
EEZEFUAIETHIRY
- AREHEFEABENRERSIE

* aws:PrincipalOrgId
* aws:PrincipalOrgPaths

* aws:PrincipalAccount

- AREHIREER/FEMFREZRS| 8 -
* aws:SourceArn
* aws:SourceAccount

* aws:SourceOrgPaths
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ERAEER

e aws:SourceOrgID
* aws:PrincipalTag/aws:
* aws:ResourceTag/aws:

* aws:RequestTag/aws:

(@ Note
B RS EEARAE 2B FHIEA aws:SourceAccountiB,

ZEFTANEERN

MEBRIREE

FEREUTER , 78 SEFIJUARGEAWSRERRFHNREEREARAE &
BRo

Bk RENRRREERNSREERRESNAMESFZEFT. NFEFAEA ,

s
9
dn
~
~N
~

ZEFUNEERR
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ELEVERAAE  BUUBAWSREN TREZZAANEBEAEREEEVER, WRIZEHFTE
BEERAE , AMERAE - FEEAEERERENRE.

HERMNER{ARAZE , AWSRAME A REFIRELEEESALAERNERE B K,
ZEFATPHNBRERSEETSIEE :
Effect
EHREBE Deny ALlowHEAAELRAER LIT BRENFT, BRIEHT , MR —EA
Allow., MEFMEN , FSH (AM EREERE) PHRR,

Action

RTFEFAMTIHINRMESZTE, ETUR PHEEAWS EEXES , B AT LLZEAWS Command
Line Interface(AWS CLI) RAWS API 1Y #E. BIEFRAWSHFAIER. NEFHETF , F2H8
CIAM EAEER) #HEE,

Rt

ZREAMARARMARERAZPNERED, e BREMTEEAAER, £REMN
RRFHHLAERBBRBENFR. SlW , BT EERBERESENR IP i SEEH K
f, RELARERSEEZRBNERAENTIE. UFERGNFEET  F20 (AM EHE

FERAMERAR e
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EE) PHAWSEEIRHFRE SR, NFERBB/EFRADFAET , F20 (REEES2E) b1
AWSHER BV E ., EIRMRFFR 518,

® Note

REEAREFZEFAINMZAWSERF IXENERER,
NFHREEFZEFUERERANKHET  F2REPEREFZERANEE
AWS RAM,

S AR

EERUABAAN  CANEEIERT  URARAATESNSEORARRIEE, FAWS
B TR ER L MAWSEBAWS RAM, ZRENMEEESHESSEHT,

« AWSEEHT - 8@ IENEREEHE —BFEZNWAWS RAMZEF I, ARZEFITRARE
FREABWEET , RIFCHBEEREREMZETTZz— ARZEFTIEEXEHLABEREAERNGRE
REFRH, EXRZTEFITAHERYITH KA ERBEERNISERE. a0, BHH Amazon
VPC ec2:Subnet ER¥EE  FERZEFUAFERBHITTIEE -

* ec2:RunInstances

 ec2:CreateNetworkInterface

e ec2:DescribeSubnets

FERAWSZEF TN EBEAUTH
3 : AWSRAMDefaultPermissionShareableResourceType., #li , ¥ ec2:Subnet ERE
B FARRAWSEEFFAIW A A AWSRAMDefaultPermissionSubnet,

® Note
BRXEFIRBRRANZEFITE. AEXENT , BRI ARG U ERELERE
BEXENEMRENAz—  SRBUNZENT , EAETANRRNZETRAHARMIN
BiF , PINRBHMMERIFN. EAZEHT , BWRAWSEREFXE , IR SER
A, B —{ERR AN 2 R%ET A AV TR AR AN
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fitn |, EELAERZETEFE (Read M Write) ZEFITMERZEF TN ERERE , &7
UAERZEFRZENTNERERY —BAERLAA, AR , BULEAERIEFTAERFER
ABBVEBNERAE  LERRTREEREE,

(® Note

M WATBEAWSIRISEAWS RAMXEE D — B ZERF . ST UEAWS REZE5T

niEXEEE REEE NTAT. LtERREERSETASIEFINFEER I
BB SERAT M BB EMERLAA  AREEAFENBIRAA , WREANGE. 0F
FHBER  F2ERAZER

AT X EHMZEFITNRYE L ELELERAZR , AWS RAME BB E A ¢ 232

MWERERERNERDTT, NRXE SO EEEENIENTEELEYRFSE
Ao

- ERFREFU-FFRFZEFIRARENHEBENZENT , EBRREEIEMERGTEA A
BRREITHLEEAWS RAM, 0 , LB EFRH Amazon VPC IP Address Manager (IPAM) £
ENEEFEE  EHBEAREEE IP hit, ZANBYEFZIENT , EHBASERIP i
i, BEESFHMRAZASIIRFIERN IP it &E, SUlERKERRNSEEYR  ARTYH
HAE R TERFIENT,
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Y Z 2 AWS Resource Access Manager

MERZ2M AWS REEEBEIEF. 55 AWS BF |, BAUZHRNER P OMMBRERE  ELRE
EAmEREZEHRABHNEFIRMEES.

ZEMR AWS BECBNARRE, AFSEEE SHERAERNZENERANT S

- ERMEZELM - AWS BEREE PHIT AWS RENWERLE AWS Elff. AWS th AREM TR
2FEANRERE. £ AWS e EF  FEAREZEEEHAIFRLRERMANLLIIN. EETHE
FAM AWS Resource Access Manager (AWS RAM) & #HR5TE] , ESRE AT EIEERANAWS R
%o

EimN R LM - BNEFEORNEER AWS R, ShLAHHMRZEE K SFEHNER
. BRFNERNERERNER,

AR BY R T MR EE A RER A ESEERE AWS RAM, T3 EERBAMNAERE AWS RAM
UReENZ2RBaRB R, BHBa 7T HRMMAERAEM AWS BRH K B REEZ MR E AWS RAM &

Mo

&

. FERRE AWS Resource Access Manager

H 52 MEEEE AWS Resource Access Manager
£ PEC sk A EEE AWS RAM

H &R BT AWS Resource Access Manager

F Y38 AWS Resource Access Manager

) B ERE &R £ AWS Resource Access Manager

AWS Resource Access Manager {5 F 5 [ i 26 77 X (AWS PrivateLink)

Y& EHRE AWS Resource Access Manager

AWS HESEERBHAR PHERIRE AWS Resource Access Manager, Mt ERFHR , AWS &
EREBEHITE NEBERME AWS B, FEEHEBTHERIE LEEATHERFE, SdE
REEFFER AWS R HRLEBNEETE. IEERBIAENFRES  F2RERELEE
RAEEE. NEBUNERMREBENMERENR , F20 " —RERREESR (GDPR) F/4v .
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https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/compliance/programs/
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ERERREEN , RARZBERE AWS IRF 2 AER , W H AWS IAM Identity Center 5 AWS
Identity and Access Management (IAM) X EEBBIEAE, Mt—K , SEACHEDBRISESRETK
HEKMAANGT T, BMHtEEBEEEATIHARNRBESR

- BERFHECRAZEZEZRE (MFA),
- £ SSL/TLS B AWS EifEBH. RMEFEE TLS 1.2 WEZRFEA TLS 1.3,

- M RE API MEAEZEIFZ 8 AWS CloudTrail. 2EEEAEA CloudTrail BHHAREER AWS SEEIH
B , FF2BAWS CloudTrail  fEAEIER) FHIERA CloudTrail B,

- EF AWS MEMARAR , UREPWAERERZ S AWS R,
- FRERNZELZSRE (B0 Amazon Macie) , #BIEREMIRZEMFE Amazon S3 HEIRE R,

o MREE AWS FZBGTTHIRES AP FE BFEE FIPS 140-3 BREN R IGH=EHR |, 55EH FIPS
imEh. MEFR FIPS M FIPS in MM EXHEAE , FES R I EFEEZ%E (FIPS) 140-3,

B RZIBRCBETEREFNE B4 SRERBBEN , HEEERS B HEERN X FRA
o, flnEBEN, ETEERMER AWS RAM SERAEEAS. API AWS CLIEM AWS AR AWS
SDKs B, BHEEZEEREHBANFETHUPRANTAERBAEARTERIZE AR, MREREA
A ARESHY URL , HPIEAZIEBFB I EREB LU MAREEFE RN URL 2 EBEREA.

0 5 9 FEFEEEE AWS Resource Access Manager

AWS Identity and Access Management (IAM) 2 —%& AWS fR# , ATHBIEE SR £ hiRFI¥ AWS &
BRNFE. IAMZ2HPNEERSTURE (BA) MRE (EF5FT ) REA AWS ER. EBE
A IAM , BRI E FEVER  flnAse, FRENBE AWS IRF, BARGIELRFTEAMERS
B AWS ERITEBRNTT, BAUREFER IAM, MESTEMET BT IAM BERNEEER , 5
20 (IAM FAEER) PHEE IAM BUE,

FE

- AWS RAM 2{AE A 1AM

- AWS By ZE B AWS Resource Access Manager

- EA WRBEF A AWS RAM

- HEEH] IAM BUER AWS RAM

- AWS Organizations 1 K9 R 12 5 BUE & 5] AWS RAM
- £/ ERERIEA AWS Organizations
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https://aws.amazon.com/compliance/fips/
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AWS RAM Z{AIEA IAM

BRI , IAM TR BEUHIE R AWS RAM BERHIFFA, BHEFT IAM BBV SIS HERILH
TR BRI TIEP—ESER, ELBHFERTEABEERM API BIMENFFT.

ERREMFERE  FNEEREECNERAE, FETAR !

- FEEERAEMEAE AWS IAM Identity Center :

BUHERESE, FRE (AWS IAM Identity Center R EERM) HHEVERESERAETRE
- BB OREEE IAM PEENFERE .

BUBMSEINAG, BE (AM ERAEER) NAE=S52EHE BE) BYAEHNET.
- IAM EA#E :
- BYSHNERETRENAC, FRR (AM E£AEERE) W5 IAM EREET AEPRETR.

- (TER) BBREENNEERE K UREAEMEEEAERHE. FERE (AM EREER)
HUFTIEETAIZIEAE (EEE) FIETR.

AWS RAM REEESTUERN AWS ZEBX , AIBRFSEAENE R, IFELEENFHEE
A, BESEAWS B ZE B AWS Resource Access Manager,

NMRECEEEREHIEFHERTFEAENGTT , BAUE IAM EREFEBECHER. NEEEE
NBERIAGHEEE IAM BEMNFERAENER , 52 BAWS Identity and Access Management ( &£
BEERE) B 1AM PR BEMEFT,

THEERHEEE IAM FF AR AWS RAM BV EFHER.

R
- BEREE
+ Effect

» Action
- ER
- R
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BERER

IAM FFAT R R EE THIBARA JSON X4+ : R, B, ERVMESE. IAM BERBERA T
o

{

"Statement": [{
"Effect":"<effect>",
"Action":"<action>",
"Resource":"<arn>",
"Condition":{

"<comparison-operator>":{
"<key>":"<value>"
}
}
1]
}
Effect

MRERRAXEHBRREAFNIEBEAANTEENF T, AIRNERE : Allowi Deny,

Action

En
¢

BERRNIEEBR AFFRIEBFFTH AWS RAM API B, MEATBENTREE , F28 (AM

FHEER) P EEMEE AWS Resource Access Manager,

&R

ERFEAXEREZHREE AWSRAM WER, BEE RAXPEEER  LEECLHEE—N
Amazon Resource Name (ARN), MEAHFERNTEEE |, 5208 (IAM ﬁﬁﬁ%?eﬁ>> PR EHH
&R AWS Resource Access Manager,

Rt
AKX RERN . ERTRARE-SHEEABREANKRSE. AWS RAM XETIIFRM4REI

- aws:RequestTag/${TagKey} - AR EBERER TS EFEEERLESIBNER K YEFEE
ORI=S

- aws:ResourceTag/${TagKey} - BIHHBREFERHITHEREEEEMNESR , HhaELE
BRPEENERRSI#,
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THEFAFRGERERBFRTFSENERREEEAMMER , HEBEBA "Owner" BfEAR "Dev

Team",

"Condition" : {
"StringEquals" : {
"aws:ResourceTag/Owner" : "Dev Team"
}
}

« aws:TagKeys - EEMSERARBUSFLERLENERSIR,

« ram:AllowsExternalPrincipals - BIERBFERFNERLARTAFEATEZETZALA, A
IREFEARIEIBH AWS tRF 54 E8 AWS Organizations, MIREFF LA False , BIE R LR —
HEPHRFHLAERRLA

« ram:PermissionArn - BIFERRIEERFIEEMNZFT ARN BEFSEBEBEKFIEEN ARN F&,

« ram:PermissionResourceType - AIFARBEBERFEENFIREEAREEBRPIEENER
R, FATHAEREAEEPRETINERNEEERESR,

« ram:Principal - AIFERBFBRFIEENZTLT AN ARN BEFSEEBEPEEN ARN F&H,

- ram:RequestedAllowsExternalPrincipals - BIEREFERE2EEE
allowExternalPrincipals 28 , UK HSIMRERELEBERPIEENE,

« ram:RequestedResourceType - Al EEEE2ERNERBERSRSAERERIEENE
FRAEFE, FATHASEREAEEPETNERIEEEREE,

« ram:ResourceArn - B BRBEHBERFIRE2ERN ARN BEFESEBEBEKRFIBEN ARN,

- ram:ResourceShareName - A REBERMEEN E REZEERREAHSEEHREREFEENF
==

- ram:ShareOwnerAccountId - AIERBEERAMEECERXEZNRS ID 35RIE , FEEBEBEH
BEWNF R,

AWS By ZE B AWS Resource Access Manager

AWS Resource Access Manager B B2 2({E AWS RAM S EBUR , AR EEFTIR,

AWS ZEBEK
« AWS ZE K : AWSResourceAccessManagerReadOnlyAccess
- AWS ZEHZE : AWSResourceAccessManagerFullAccess

AWS SEHE 141



AWS Resource Access Manager EREEmR

- AWS ZEHZE : AWSResourceAccessManagerResourceShareParticipantAccess
- AWS ZEHZE : AWSResourceAccessManagerServiceRolePolicy
- AWS RAM AWS ZE BRI E#

ELRBES , BELUER ZEBRERIEN IAM &, FENERE , URTFHT. BEHNR
#—EABXREREHE AWS RAM R IR EEHE,

AWS SEHEEH AWS AWS SEREEYHEENBIBNESEALSEARGIEMTT |, LUER
AR ARG E A E, HEANAE,

FARCE , AWS ZERRARTERTFTREEARIINSIEERTT , RAELFITAHE AWS &
FfER, BNEBREERBENEARFNEFEERCR , MEE—FRBDFF .

FBEEEBE AWS SEHRRPERNTA, 1R AWS EH T AWS EBRPERNGTT , IIEHER
ERREENAMERTAS D (£RE, BENAG ). BFHN AWS R BMEBRTH AP RET A4
BRRBEME , AWS B RERH AWS REHK,

WMEFEFHMER , F2E AM EHEREETH AWS ZEHE,

AWS ZEBUER : AWSResourceAccessManagerReadOnlyAccess

&A% AWSResourceAccessManagerReadOnlyAccess BUREREE| IAM &5,

HWBERA HENERLAREMEST AWS 1RF,

TEBRTFHITEM Get*S List*BRENFFAIRBMITILEE, STREESIEAERLANEMTY

AEo

ATARFEER

BRI EU T,

« ram- RAFERRAIRFAERERAZNFRER.

JSON

"Version":"2012-10-17",
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ERAEER

"Statement": [

{

"Action": [
"ram:Get*",
"ram:List*"

]I

"Effect": "Allow",

"Resource": "*"

}

AWS ZEBUER : AWSResourceAccessManagerFullAccess
#RAT4 AWSResourceAccessManagerFullAccess BUKEEE] IAM &5,
HBRRETENERFIE , IRESEREHEENERLA AWS 1RF,
CEBR T AT EMramiRENFF AT RBAT IR,

A RFE R

BRI E AT,

- ram- AFERBEIEREE MEFERLANEMER AWS 1RF,

JSON
{
"Version":"2012-10-17",
"Statement": [
{
"Action": [
"ram:*"
1,
"Effect": "Allow",
"Resource": "*"
}
]
}
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AWS ZEBUR : AWSResourceAccessManagerResourceShareParticipantAccess

& A #& AWSResourceAccessManagerResourceShareParticipantAccess BUREEZE IAM &
)J o

LEBCR AR S ERENHANERLA AWS IRF |, ARBRRELERAANFRAEN. ©F
R B ELERAANE MR,

TCEBR T HITELEramRERET A REMIT LLERAE.

AT EFAE A

BRI EU T,

« ram- AFETRESHERERLABFE YRR RFLACERLANFHREN,

JSON

"Version":"2012-10-17",
"Statement": [
{

"Action": [
"ram:AcceptResourceShareInvitation"”,
"ram:GetResourcePolicies",
"ram:GetResourceSharelInvitations",
"ram:GetResourceShares",
"ram:ListPendingInvitationResouxces",
"ram:ListPrincipals",

"ram:ListResources",
"ram:RejectResourceShareInvitation"
1,
"Effect": "Allow",
"Resource": "*"
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AWS ZEBUR : AWSResourceAccessManagerServiceRolePolicy

AWS ZEHE RAEEE MRS E#E A BAWSResourceAccessManagerServiceRolePolicy & B fF
F AWS RAM, SEEEER, D8, SRIMERLBER.

LLBUR AWS RAM Al BEMBEFEEMSNGEE. E2MA AWS RAM Ml 2B E SR AWS
Organizations , AWS RAM € BB 1 & & AWSServiceRoleForResourceAccessManager B R #E
EAG ERBESECHASREERFNEEENR  SINEHE AWS RAM A P RREMN &
B,

CEBR T MBI AR IT organizations:Describefl organizations:Listi®/E , LURHAE
BEENIRS W EHERARBITIRE,

ATARFAEER
BRI EUTHT,

- organizations - AFETRRREBEEBNEBENR , SFBEBELRE AWS 1RF FIEE/ .

JSON

"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"organizations:DescribeAccount",
"organizations:DescribeOrganization",
"organizations:DescribeOrganizationalUnit",
"organizations:ListAccounts",
"organizations:ListAccountsForParent",
"organizations:ListChildren",
"organizations:ListOrganizationalUnitsForParent",
"organizations:ListParents",
"organizations:ListRoots"
]I

"Resource": "*"

"Sid": "AllowDeletionOfServicelLinkedRoleForResouxrceAccessManager",
"Effect": "Allow",
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"Action": [
"iam:DeleteRole"

1,

"Resource": [
"arn:aws:iam::*:role/aws-service-role/ram.amazonaws.com/*"

AWS RAM AWS Z & BRI EH

BB EHREHRERELEE AWS RAM MR , AWS SEBSREMNFMEN. NEHEEEE
E’J QEJ?EEE y nﬁn]—ﬂa AWS RAM I{*EEHE%EELE’J RSS ﬁgo

g% iR Date
AWS Resource Access AWS RAM EfRts&HBEENW ¥ 202159 A 16 H
Manager FARIBHt & E EBCRAMBREMEBE,

A WREERAE AWS RAM

AWS Resource Access Manager use AWS Identity and Access Management (IAM) fR#&iE#E & &,
RS EREACGRBEZERZE AWS RAM [REHK — IAM AER, R ELACGH HEAEE , AWS
WIS REEUEA AWS BRIE AWS RAM FREMIFTEFF A,

R ERL B EHRMEE AWS RAM BERMIETHRE , RABRTSLFEFH WL ENTFT, AWSRAM &
ERERBEFACHET , RIESEEE , BRI R AWS RAM BEEHRBRBEE AR, EENHT
SREEEBEMFUBER , ZFTBERELEZDTMEAM IAM BB,

NERARXERBESACHEMRBNES  F2REIEE IAM EERNAWS R , HIKX Service-
Linked Role (R EREAE) META Yes (B) K. REESERNR LR BB RBERS
BEMH,

H AR IEERE A BT AWS RAM

AWS RAM E &R HFHAWSServiceRoleForResourceAccessManagerfy , SFHEA WK
HEFE A AWS Organizations, LtAEIZRF AWS RAM RIS ABFMERANET , SR ER
FiEgE , URSERFFIENBEMEN,

EABBERAE T
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
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tRBEFAGEETIRBEEIXAS

 Tam.amazonaws.com

£ A AWSResourceAccessManagerServiceRolePolicy B & & ] BUR e E IR EF AR | X
R HIEERER AWS RAM 5E&K T FIE4E

- BiE MEEAREBHEAETNEESE, NEBENTEERE , BAUE IAM £# & PHIEK

%R : AWSResourceAccessManagerServiceRolePolicy,

HRRZEAFRBIEBAN AWS RAM £/ , REZFEA (ERE, HEIARLE AMER ) 448
REUBKEEACNT. WEFMAES  F2H (AM EHEERE) PHEZEEA S,

A BIURBEZAE AWS RAM

BIAEEFHEIRKELAE , BEBE PHM AWS RAM ABAMNHEA AWS EBXEA |, SifEA
AWS CLI 2 AWS API TEIRE F#11T EnableSharingWithAwsOrganization B , €&%& AWS RAM &
IREEZEAE,

P} enable-sharing-with-aws-organizations AEZEHNIRE R B R ERE AR,
MREMBRLREERE AR |, Bl AWS RAM TB E MR ERE B EERANEET,
mEE HRBEREAE AWS RAM

AWS RAM 7 R 5F & 4mEE AWSResourceAccessManagerServiceRolePolicy (RIS ERE A, HAEE
EERTHESERBELAC  FMUSELIEEINACGCABFEAGER, Am , BUMEH IAM R
REAGER, MEFMEN , F20 (AM FREER) PRFRERSEE/E,

fHBR B9 BRI ERE A E AWS RAM
WA LAERA IAM £32 4. AWS CLI 5 AWS API FEIMIBRIREEZ AR,
FH IAM FEMRBEKEESE

fEF 1AM £ A AWS CLI, = AWS API 2 i
ERAWSResourceAccessManagerServiceRolePolicyRIGEFE A B, MEFMEN ,
(IAM EAEER) FHRIREBEEEE,

T
W
&

EABBERAE =


https://console.aws.amazon.com/iam/home#/policies/arn:aws:iam::aws:policy/aws-service-role/AWSResourceAccessManagerServiceRolePolicy$jsonEditor
https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#service-linked-role-permissions
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AWS RAM R EFACTENESE

AWS RAM X BHEFERERENESFEARBEEAR, NEFAEN ,
Amazon Web Services —fix & [& 15 B2 B,

ﬁn'lﬂ
%

28 AWS F 1

RYEE 451 IAM BR AWS RAM

AEEIE M IAM BUERES AWS RAM |, REHAREERMNEFRERNRSI LA

IAM BUR Y £ 451

- Eifl1: AFHARBEER

- Hifl2: AFHAREERER

- #ifl 3 : BRFIFEANIE LA AWS RS

ghl 1 RFHABEER
BT LAER IAM FF AT BUR SRR B E BB E RS E B IR R E R R 2 M BAB

flan |, FHIBR PR ) E 88 R AEERHE E MY Amazon Resource Name (ARN) AR F R, WRFEXR
T8 EResourceArnBE A REWRFLBERTEXSY , AEE FStringEqualsIfExistsAFFiE
R, R EZTLEFEEEN ARN,

WMFEMBMBMER . . . IfExistsER FHNFMEEF , F20 .. (AM EREERE) T IfExists &
HEE T,

JSON

"Version":"2012-10-17",
"Statement": [{
"Effect": "Allow",
"Action": ["ram:CreateResourceShare", "ram:AssociateResourceShare"],
"Resource": "*",
"Condition": {
"StringEqualsIfExists": {
"ram:ResourceArn": "arn:aws:route53resolver:us-
west-2:123456789012:xresolver-rule/rslvr-xr-5328a0899aexample”
}
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}

3]

w6l 2 . AFHAREERER
T UBER 1AM BRSP4 E BN T B RR R SR S A 2 1 B

B4 AssociateResourceShare®ll CreateResourceShared[##2 ¥ 8 # resourceArnstf A
BUBMASE., Hit, 88 AWSRAM RESEZFEANER , FtTEEEZEBZRAE. &

RREZFTAE AWS RAM ERHEHRIERF | ram: RequestedResourceTypelf RSB FEFTE
REBERABEH, B , EEHEEAWS RAM ERA BB | ram: Principal F4&REIRTE
EREBERRED, it , EEAFF AssociateResourceSharefl i AWS RAM ERHHE

iICreateResourceSharef@ i , WA LAFEH Nul LIFHEE ¥,

fitn |, THIBERERERREABERLA Amazon Route 53 SRR A , I A EREF
TR 2 S B

JSON

"Version":"2012-10-17",
"Statement": [{
"Sid": "AllowOnlySpecificResourceType",
"Effect": "Allow",
"Action": ["ram:CreateResourceShare", "ram:AssociateResourceShare"],
"Resource": "*",
"Condition": {
"StringEquals": {
"ram:RequestedResourceType": "route53resolver:ResolverRule"

}

3,
{

"Sid": "AllowAssociatingPrincipals",
"Effect": "Allow",
"Action": ["ram:CreateResourceShare", "ram:AssociateResourceShare"],

"Resource": "*",
"Condition": {
"Null": {
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"ram:Principal": "false"

gl 3 : BRHBIEESNEE KA AWS tRF
R LAGER IAM BSRBRE IE FREEEE AWS fEESNER AWS 1RF Y HAEIR,
Blan , T3 IAM BURAIFr L 88 AWS 1RF EERLA 2 AT

JSON
{
"Vexrsion":"2012-10-17",
"Statement": [{
"Effect": "Allow",
"Action": "ram:CreateResourceShare",
"Resource": "*",
"Condition": {
"Bool": {
"ram:RequestedAllowsExternalPrincipals": "false"
}
}
H
}

AWS Organizations # B9 AR #132 $l BUR E56] AWS RAM

AWS RAM % BRI HI B SCPs), SCP 2EMMBAMP TRNBEER , B EBEZEBANGT
A, SCPEMAM AWS tkRF &E1% SCP ¥ TR THWME . SCP A& EGIEB AT ERS AN
A LR, A iRB SRR AWS IRF EFEBHNFEURHIZER, MEFMENR , F28 (AWS

Organizations fEA &) 1Y IRIEE GBI,

TORARAF

HEMER SCP , BHLEHIT T HIEE
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- BRABEBIFTE TR, MEFMEN , FSBAWS Organizations ( FAEERE) BB ERS
FRINFTE IhEE

« B SCP UEREMMBEBAER. MEFMEENH , FSBAWS Organizations ( FRAEERM) &
/Y B A= A BUR | R

s BUMBEER SCP, MEE SCPsHFFMEM , 2 BAWS Organizations  fEAEERE) #F
A I FIFEFT SCPs.

AR 75 422 1 B SR Y B 451

&

« SO 1 BhIESNERAA
2 Bk fEAEEZREEBNIBIRSNEFRAL BB
3: RAIRERFHARBEEREE

- P4 B RBEEESEBEVHA
5
6

EAHEBERRALA
: By 1E BB A RetainSharingOnAccountLeaveOrganization B &R 3 F

THIE AR RET AR AP ERAZN S EEE.,
501 BN A
T35 SCP afs b EAEZY RFREAREAERABNATERAANERLA,

AWS RAM £ &I 5 HN SEZFEANERS BIRE APIs,

JSON

"Version":"2012-10-17",
"Statement": [
{
"Effect": "Deny",
"Action": [
"ram:CreateResourceShare",
"ram:UpdateResourceShare"

1,
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"Resource": "*",
"Condition": {
"Bool": {
"ram:RequestedAllowsExternalPrincipals": "true"
}

816 2 : By ERAEEZREEBINIIRFEHNERAL B

T SCP €L ZEERFHINEMEIREZICERAER—AZNER, EAAKRFARER SN HE R
FHANER—AATEELBFE , RF2 1t SCP &4,

JSON
{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Deny",
"Action": "ram:AcceptResourceShareInvitation",
"Resource": "*"
}
]
}

g6 3 : RARERFHAAREERER

T5% SCP EAIRSE 11111111111151 222222222222 B HWERLH , LA Amazon EC2
FEREISFEEERREEREAE BB,

AWS RAM & &t I I rh 51| Y BB ZFEA N E IR 2 Bl R APIs,

MRBRTIEERERZY , RENRTCIEXSE , MIEEE FStringEqualsIfExists i
X, HEXZ2HFEEENERER, WREETEEFEA , BM4ERES ... IfExists,

MEMEBENBMAER. . . IfExistsBEEFNFAENR ... \IAM SEREIER) P HY IfEXists &
HEEF.

SCP i 152


https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition_operators.html#Conditions_IfExists
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition_operators.html#Conditions_IfExists

AWS Resource Access Manager EREEmR

JSON

"Version":"2012-10-17",
"Statement": [
{

"Effect": "Deny",

"Action": [
"ram:AssociateResourceShare",
"ram:CreateResourceShare"

]I

"Resource": "*",

"Condition": {

"StringNotEquals": {
"aws:PrincipalAccount": [
"111111111111",
1222222222222"
]
}I
"StringEqualsIfExists": {
"ram:RequestedResourceType": "ec2:PrefixList"

}

g6 4 : By R EAMSABENVHA

5| SCP a5t E A& E Y HEFEBNEMEABEVLRERNERHLA. E£RAETLE AWS tk
F @PnEALR , L IAM ACHEREHRA.

AWS RAM & & I I 51| i Y BB ZFE AT E IR 2 BIRHE APIs,

JSON

"Version":"2012-10-17",
"Statement": [
{
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"Effect": "Deny",
"Action": [
"ram:CreateResourceShare",
"ram:AssociateResouxrceShare"
1,
"Resource": "*",
"Condition": {
"StringlLike": {
"ram:Principal": [
"arn:aws:organizations::*:oxrganization/*",
"arn:aws:organizations::*:ou/*"

g5 EAFRBERFALH

T5I&%] SCP AFFERA&EEo-12345abcdef, #AMEN ou-98765fedcba, M AWS IRF #H
&iF111111111111,

MRIGFERER SEERHEE TN "Effect": "Deny"tEStringNotEqualsIfExists , BIfiE
BRUERSIBREFE  BRMOLEIERL. FA N1l RHEEETRERERRESSERERSIE,

AWS RAM & &t I I 5 Y BB EFE AT E IR 2 BIRHE APIs,

JSON

{
"Version":"2012-10-17",
"Statement": [

{

"Effect": "Deny",

"Action": [
"ram:AssociateResourceShare",
"ram:CreateResourceShare"

1,

"Resource": "*",

"Condition": {
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"StringNotEquals": {

"ram:Principal": [
"arn:aws:organizations::123456789012:0rganization/o-12345abcdef",
"arn:aws:organizations::123456789012:0u/0-12345abcdef/

ou-98765fedcbha”,
"111111111111"
]
}I
"Null": {
"ram:Principal": "false"

&5 6 : B5LE ERUA RetainSharingOnAccountlLeaveOrganization &R i F

T %) SCP AIBh L & fEram: RetainSharingOnAccountlLeaveOrganizationf& &R ESB
REYRIERERZLAtrue,

{
"Version": "2012-10-17",
"Statement": [
{

"Effect": "Deny",

"Action": [
"ram:CreateResourceShare",
"ram:AssociateResourceShare",
"ram:DisassociateResourceShare"

1,

"Resource": "*",

"Condition": {

"Bool": {
"ram:RetainSharingOnAccountlLeaveOrganization": "true"
}
}
}
]
}
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£ EHERLA AWS Organizations

MREZHEMALE £ , AWS Organizations BT BEEHREEEMBEMREBEN (OUs) HAE
R, AIRTLERHEA, EXERE LA AWS Organizations , FTAEBE OUs HEREBINER
HADBER A MESAEZHRAERNEFEIE. AMIRE (ZRBBFEHEEERAZNIRS ) T€2F
¥Ee K BHEBERERRZEIREE,

£ A5 A AWS Organizations

1. AWS Organizations £/ AWS Organizations disable-aws-service-access AWS CLI #512 F ¥
M EEFE.

$ aws organizations disable-aws-service-access --service-principal
ram.amazonaws.com

/A Important

BI8ERY NEEFEEF AWS Organizations , AN TR ERMAEEREATBS |
WAREEBELHAERNFE.

2. A IAM E324& AWS CLI, = IAM API #2455 R
AWSServiceRoleForResourceAccessManager [RIGER A€, MEFMER , F2E (AM FH
EiEm) PORKBREEEZAE,

£ FPECEEFESIE AWS RAM

ERERHE N AWS R RN ATHEM, TAM AWS RAM MIBENEER D . BEKIE AWS R
FROFAMS WEEZEEN  UEERLESHAMBEER AR, AWS RHBEIEREZREN
AWS RAM &R O fEBEE S

Amazon EventBridge

R #tnear-real-timef RIKBHBR , IR AWS ERHEE, EventBridge BIA B BN EHERENIE
K NALUUESELEARER  MEEERESHHETHM AWS REABR BB LEENR
B, MEFMEA , F2HAWS RAM £ EventBridge #17 B2,
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https://docs.aws.amazon.com/cli/latest/reference/organizations/disable-aws-service-access.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#delete-service-linked-role
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AWS CloudTrail

FREVE B HSARE AT AP FEIUAAHEES 44, AWS IRF Yi§ BRERE RN ELEREER Amazon
S3 AT, B LGB EREMIRS AWS, ETHILA IR IP #hit | SUR FEOLAY B
B, MFEFMENR , F2EEH K& AWS RAM AP L AWS CloudTraile

AWS RAM £ EventBridge #1TE512

£/ Amazon EventBridge , BRI EHPRERESHHNBEEBEMN AWS RAM, RE HNEH AWS
RAM & LUE FEIBRF A 5 X R4 ZE EventBridge. BB LAFRE EventBridge REEIZFEH4 WA BE , X
EEELHERAZEENEYN., SFERLIASHRERAAEEENSG  URBRTERLAFEE
MEFEA-

EREVEMHERE  RER aws.ram,

(® Note

APMOEREENR  EEEXABREURRELSEHN., ELESEHEERE  BEERABHEE.
R AWS RAM EEBHEAHREEER  REEEERBR. T8 , cURERE , XEH
ZBESMHEX.

WMEFHMER , 528 "Amazon EventBridge FEA &SR -

g6 ERAARMNIRE

EZREHFLEHRABPWEAIRFHLA Amazon EC2 ZEREBMER. ERBEBRERENET S ZE,
T8 , MRETHEHLATERENAE ARG , A SER R E L THEA A EREENEE
HEH. MREARELRR  MEMKRFANEAEEEARDEEREF —BARERENITERE , A

Amazon EC2 R REREC A —&K A YXRUEFHTEEBN BB AITER, ETEREERS
iSRG )5

EEESRERAA K , BRTE Amazon EventBridge 388l , LUEE AWS RAM &R &K B {288
18, THIZEREFFER Amazon Simple Notification Service (SNS) 8 , 7£ EventBridge B &R
RAXMEBAREEETRAE, WFE Amazon SNS WEFHHER , 5528 Amazon Simple Notification
Service A& ABEM,
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https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/capacity-reservation-sharing.html#sharing-cr-prereq
https://docs.aws.amazon.com/sns/latest/dg/
https://docs.aws.amazon.com/sns/latest/dg/
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BB, R ERARRBFEE

1. BABX Amazon EventBridge £## A&,

2. EEEERT  BERA K RABEHRAEBES  REEVHL,
3. WMARAMEBNERER , RREET X,

4. BTEBEBHEXSR , ABRBEFBFTER (JSON HEHR ) .
5. HEIWE FTHEHES

"source": ["aws.ram"],
"detail-type": ["Resource Sharing State Change"],
"detail": {
"event": ["Resource Share Association"],
"status": ["failed"]
}
}

BET—F,

SHER1, EEEEET |, #E AWS K.

EEHRERT , 2E SNS £&,

HYTE  EELERMBAN SNS THE, ATELAEFE.
10. BEET—F K ARBREET-—F , £F URELHER.

1. ERHERRIAEN , FEEELSA,

12. RERAEE A BRENFRVELACKA. NELE  FRESRNSESNERRG , RERE
BRA.

© ® N 9

REMAZBRL , FALXB AWS RAM WEREZE 2 H R824 B IR AEE SNS 1REE,

LA LESRRIELIRFE Amazon EC2 AT BIEHARERE |, LUER
AR FE1ZE.

o

YEREFAHRER

0%

H %

£/ 528% AWS RAM AP| FE014 AWS CloudTrail

AWS RAM BEE fRIEES AWS CloudTrail , LR RHERAE. ARH AWS BREEEFFEIR T
ERYE2 8% AWS RAM, CloudTrail &% AWS RAM MIFFE API FEILEEN A4, HEENH M0 A3E 3K
B AWS RAM FiZAMWMEEW | LR E AWS RAM API I2EMERNBFI, MBEREVESR SO

= 524% AWS RAM API FE0Y AWS CloudTrail 198


https://console.aws.amazon.com/events
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/capacity-reservation-sharing.html#identifying-shared-cr
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CloudTrail E4FEBRSEEIEEMN Amazon S3 FEFETHE | 2 NEH AWS RAM, BIEERKEREER
Mt AT LUEIR CloudTrail TR AN EHB I LHEBERHEN. A CloudTrail FTINENER
RHETIRHAVEER AWS RAM, 3K IP sk, FEsk#E. REFERNERE , Uk HMFFMAEA.

WEBRE CloudTrail BVHEEEE A , 7528 AWS CloudTrail & IERR,

AWS RAM CloudTrail P&

EERENIRE AWS tRF B | 889 L&A CloudTrail, EEEIE 9L AWS RAM |, X E8E
BREH4RSIEHPIEM AWS REEH —EEEKTE CloudTrall E4H, EBAE AR, BEEMNT
HEENEHS AWS 1RF . IEFMER , F20 (£ CloudTrail EHE H EHWMREH) hitps:/

docs.aws.amazon.com/awscloudtrail/latest/userguide/view-cloudtrail-events.html,

MER AWS IREIRFHRIEEEHITEHNH (B8 AWS RAMKEH) , BRI BM, HRRLE
CloudTrail #% B ERRX{FE Amazon S3 RFETE. RIFFER , EREFEEHPEIRERR , RRE
ERZEMAE AWS EBiF, ZEMSEC&EKRE AWS ‘EUIn__nEFFﬁﬁEiIE’JEFF W B BRI REE
EHM Amazon S3 fETZETEE, LA\ |, BAILAREE M AWS RFE , Ll — S 2 FEE CloudTrail B
FRIRENSEHER ., MEFMER  F2ETIAE :

- BIBH BIABR AWS IR

« AWS fR# B2 CloudTrail B3 ES

« %% CloudTrail B9 Amazon SNS EHI

- EWZEEFEK CloudTrail BFERKEWZERFR CloudTrail BFEFER

CloudTrail €52 #FTE AWS RAM BiE , M EE&k7E AWS RAM APl 2Z 1,
520 |, ¥ CreateResourceShare, AssociateResourceShare AKXk
EnableSharingWithAwsOrganization BFE HEFFAYETE CloudTrail BFFERPELIER,

BEEHHAFEE RS TS IR EREBRBELENEN.

- AWS tRF RBF
« X EH AWS Identity and Access Management (IAM) BE&RBE 5o FERAENRELZEEAER,
- IAM ERAERHHRPRLBR,

5 —18 AWS R,

HI‘H

MEEFHME , 528 CloudTrail userldentity T3,
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/view-cloudtrail-events.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/view-cloudtrail-events.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-create-and-update-a-trail.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-aws-service-specific-topics.html#cloudtrail-aws-service-specific-topics-integrations
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/getting_notifications_top_level.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/receive-cloudtrail-log-files-from-multiple-regions.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-receive-logs-from-multiple-accounts.html
https://docs.aws.amazon.com/ram/latest/APIReference/
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-event-reference-user-identity.html
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T AWS RAM BHFFERIER

EME—EERE  sEEEHUAFERNERARMSRIZRIEERN Amazon S3 #FEFEE, CloudTraill B&
EREE—SZERFER, —ESEHAEMRFREME—FER , XISHEREIE. BFRWB PG
B, BFRSEEEH. CloudTrail BHFEEIL IEKAHE API FREIYMHEEBEMEEF , R A LMEMEEIE
FHE,

LA T &%~ CreateResourceShare EfEH CloudTrail BEER,

"eventVersion": "1.05",
"userIdentity": {
"type": "IAMUser",
"principalId": "NOPIOSFODNN7EXAMPLE",
"arn": "arn:aws:iam::111122223333:user/admin",
"accountId": "111122223333",
"accessKeyId": "BCDIOSFODNN7EXAMPLE",

"userName": "admin"
},
"eventTime": "2018-11-03T04:23:1972",
"eventSource": "ram.amazonaws.com",
"eventName": "CreateResourceShare",
"awsRegion": "us-east-1",

"sourceIPAddress": "192.0.1.0",
"userAgent": "aws-cli/1.16.2 Python/2.7.10 Darwin/16.7.0 botocore/1.11.2",
"requestParameters": {

"name": "foo"
.
"responseElements": {

"resourceShare": {

"allowExternalPrincipals": true,

"name": "foo",
"owningAccountId": "111122223333",
"resourceShareArn": "arn:aws:ram:us-east-1:111122223333:resource-share/

EXAMPLEQ@-1234-abcd-1212-987656789098",
"status": "ACTIVE"

I
"requestID": "EXAMPLEQ-abcd-1234-mnop-987654567876",

"eventID": "EXAMPLEQ-1234-abcd-hijk-543234565434",
"readOnly": false,

"eventType": "AwsApiCall",

"recipientAccountId": "111122223333"
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}

&R ERTE AWS Resource Access Manager

EETHAWS B REERESHBEER , F2HAWS RE SRFEEEARRRZCAEE
MERETE. ME-REF , F2EAWS SHRETE,

O LAER THEE=ZHREEZIME AWS Artifact, NEFHMER , F2E THEES in AWS Artifact

BER BN SREE AWS R BURRERNBRM, BLANEGREER , URBRAKNEZENER.
WMERER BREREENFMET AWS R , F2H AWS £ X,

FHEY5EM AWS Resource Access Manager

AWS £IKEMERMERU AWS BiE M TRERFBAEREZE. AWS BEE RHSEER S RAREHN
TAESE , EETHESERKEE. ShrENsHEMNAEE. SBTRAES , BARETRRFENIE
REANERE  BENETRAEE.BEBRERE K NAeR4EPEH. TABSN AN, RiEge
HM|RRES |, HRE-RSEERPONERERREES

m AWS B TR ESNFMET , BSM AWS £ REBLIE,

R EREREZ £ AWS Resource Access Manager

EBZER , AWS Resource Access Manager 2 F| AWS £HKBRZLHNRE. WFE AWS Z2 R
BRI AWS REEBZBNET , F2BAWS Eixts, PEFAEBRNRELZLNREELK
RETIEW AWS IRIE | B2 BR £ AWS Well-Architected Framework 5B E /5% HE R &

BA LA AWS 248 APl LY | AWS RAM SEBMEKREFE . FAEREVEATETIESE

- Transport Layer Security (TLS), EMFE TLS 1.2 WEZEEH TLS 1.3,

. Big=EEEHZ(PFS)HWZIEELE , 10 DHE (Ephemeral Diffie-Hellman)s ECDHE (Elliptic
Curve Ephemeral Diffie-Hellman), RARH (M Java 7 MEFHIRA) AL EELER,
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https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/programs/
https://docs.aws.amazon.com/artifact/latest/ug/downloading-documents.html
https://docs.aws.amazon.com/security/
https://aws.amazon.com/about-aws/global-infrastructure/
https://aws.amazon.com/security/
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/infrastructure-protection.html
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AWS Resource Access Manager i F 5 i B 7 HL (AWS
PrivateLink)

B LAMER £ VPC # 2 B AWS PrivateLink 23 FAHE#E AWS Resource Access Manager, &
AL AWS RAM 72 VPC F —E7FE , |MEFEAMEREEFEE. NAT £E, VPN E# Direct
Connect E#R. VPC AHVEITERBAEFELE IP thut B A FE AWS RAM,

SETT LA B AWS PrivateLinki2 it XEM M E IR B RE L LA ER, RASELANTERHBBAN
BEFEPELRIHARNE. ELEFREEENMEBNE , THEABNES AWS RAMZRER
AR

MEFHMET , 5528 (AWS PrivateLink 1£5) 8 Ti%EiB AWS PrivateLinkizEL AWS R,

WZEEE1H AWS RAM

HEERENHinBZH AWS RAM |, 5B  AWS PrivateLink $§F) #HEZEEIE,
AWS RAM X &8 S Eim 2P I EFTE API BiE,

X VPC in B BUR AWS RAM, RIRFEEE , AWS RAM AFFEBN Hin B TBIFE .
EY N EHwR AWS RAM

& T LAME A Amazon VPC AWS RAM E3#2 &5 AWS Command Line Interface () B3 B EwE
AWS CLI, WNEFME , 5528 (AWS PrivateLink 188y #M "2 HEHE ]

AWS RAM EA T 5 RIEBBEY WA HwE -

com.amazonaws.region.ram

MRERNEimBEAFAE DNS , ZAILEA AWS RAM HFERHEH DNS £#m R H API XK.

530 ram.us-east-1.amazonaws.com,

#3 I8 09 97 THI Ui 26 2 ML i R BUR

ImEMBES IAMER , BUHHEZENHRM, RRWHBERLFF AWS RAM EiB /) Hin R TR 7
., HELE R AWS RAM R4/ VPC 7E |, Fi B B BEREEE T EIRH,

ImMBOREIEENTER
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https://docs.aws.amazon.com/vpc/latest/privatelink/privatelink-access-aws-services.html
https://docs.aws.amazon.com/vpc/latest/privatelink/create-interface-endpoint.html#considerations-interface-endpoints
https://docs.aws.amazon.com/vpc/latest/privatelink/create-interface-endpoint.html#create-interface-endpoint-aws
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ERAEER

- AEITEIME (AWS RS, IAM EAERN IAM A€) W EE,
- AERITHEE,
- AHBITEENER.

MFFHMER , F26 (AWS PrivateLink 18/) Y " 6EH in R0 BURZ G RFBHFEL -

6l : AWS RAM EiEH VPC i B BUER

LT 2 BRImMBERNVES, BEM I BEREED T wm R

AWS RAM BN ERY 7 ERAE.

JSON

"Version":"2012-10-17",
"Statement":

[
{
"Effect": "Allow",
"Principal": "*",
"Action": [
"ram:CreateResourceShare"
]I
"Resource": "*"
}
]

CERTHREERLMAEEERNAAZ
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https://docs.aws.amazon.com/vpc/latest/privatelink/vpc-endpoints-access.html
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¥ RREEETHERZ E AWS RAM

FRIEEAGTHPNENR , HBEIERETMIEIE#ER AWS Resource Access Manager () BV & R &
AWS RAM,

R TR 1RE ID AEER AWS B

. "AccessDeniedException |

§

- ey

aa2 - UnknownResourceException
- EXEEENTNIRS L AKRERR
- EENMIREFETIHRAER

- $HFR ;. HIBRH

« RIEBTH 5 — @R F EARWEBE

- BEEHA VPC FHEE

§HER ¢ "M WRF ID NEFEER AWS B
EY]

EERBEBBHNIRSREBEN (OVU) LBAERE , £SWIIEEE TENIRE ID T1EFE AWS R
ﬁI:FJ o OUs

R &

MR ZBRL AWS Resource Access Manager M1 2 B EAE | ARIEBIRKELEAE
AWSServiceRoleForResourceAccessManager , B AIBE & 3 4 b §552 AWS Organizations,

RRA =
EEEFRVABNREEAAS  BRTTHSRREMES  REERHBK,

/A Important

EIEREEN FHEF AWS Organizations , fABAN T BERMEEREATRBER , ¥kE
HELHAERNEE.
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https://console.aws.amazon.com/iam/home#/roles/AWSServiceRoleForResourceAccessManager
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1. ERAEREENTHN IAM BemEREZEABBHERIRS,

EEZE AWS Organizations AT REEHE.
EE RAM,
EEFAZEENER.

BHEZ AWSRAM IR AFHREEM,
EEU S5 B EE 2 B AWS Organizations , REIBERFERE.

o g kA w0 D

R EZ A LUER AWS RAM 2B H rIIR S M OUs A E IR,

#5582 . " AccessDeniedException |

E3Y]
ERHAERNBAERLAE | SRR FIRIEN HISAR R
RE

MREEZEVLEFTIRERAEVERREE , WJESREILIER., ETERHAMNERESIEN AWS
Identity and Access Management (IAM) ZFEAZBENHF I TR, tLAseEARE AWS
Organizations 12 HIB3 (SCP) ¥ ERFEM R HIM B L EEER AWS RS,

FRIR T &
EERMTFIE L FHEEREZSNERE. BESASG
- FREREZEMEE AWS IAM Identity Center :

BUHEREE, FRME (AWS IAM Identity Center EREER) FHEVERESERBEITRE
- BB SREERE IAM A EENEARE

BUBSEINAG, BE (AMEREER) NAE=F87EHE @) BEI1ACHFHET.
. IAM ER#E :
- BUYEBNERAETRINAC, FER (AMEAEER) WA IAM EAEEIAGHER.

o (TER) BBREENNEERE , UBEAEMEEEHEHE. 78R (AM EREER)
MFTEFT A RIEAE (E2E8) FIETR.
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https://console.aws.amazon.com/organizations/v2/home/services
https://console.aws.amazon.com/ram/home#Settings:
https://docs.aws.amazon.com//singlesignon/latest/userguide/howtocreatepermissionset.html
https://docs.aws.amazon.com//IAM/latest/UserGuide/id_roles_create_for-idp.html
https://docs.aws.amazon.com//IAM/latest/UserGuide/id_roles_create_for-user.html
https://docs.aws.amazon.com//IAM/latest/UserGuide/id_users_change-permissions.html#users_change_permissions-add-console
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BERMARER  CEERARBUFERNERAFMEANFF TBRPHALLowRIA KR FFFA, LI, &
B8R SCPs TEHEHFTH,

BREVERRE  SFETIME :

« ram:CreateResourceShare

e ram:AssociateResourceShare

FERBRERAE  BFETIIFFA

* ram:GetResourceShares

BERFERIERAE  BFEETHIEFFT :
* resourceOwningService:PutPolicyAction

EREEMNE, SFXEBERREEELELRAERZRBEH "PutPolicy, 0

(REZEHT ), Hlan , WREHA Route 53 BTN |, AIFFENHFTE

£ : route53resolver:PutResolverRulePolicy, MREEEAHFEV TS ZMERERM
ERAR X ESEEASEERER WM.

THEHRBRER IAM FF AT BURRIAAE,

JSON

"Version":"2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": [
"ram:CreateResourceShare",
"ram:AssociateResourceShare",
"ram:GetResourceShares",
"resourceOwningService:PutPolicyAction"
1,
"Resource": "*"
}
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1

§8585 : TUnknownResourceException

ESY]|
588 T B EL R — (RS

« TCannotCreateResourceShare : UnknownResourceException : ¥ %l OrganizationalUnit
OU-XXXX 1

« T'CannotUpdateResourceShare : UnknownResourceException : 7 %] OrganizationalUnit
OU-XXXX1 o

R H

MR B AWS Organizations £/ Organizations F 2 & 5% Organizations EnableAWSServiceAccess
AP| TI3EEF AWS RAM =S REA AWS RAM Ml ZEHEES , RITTsEEREEY

$858, EME A Organizations TR AW AP BAARAE  RETSELNIREHE
SIAWSServiceRoleForResourceAccessManager A, EEXACT REFIEABNEREER.
HABGEARY , AWS RAM EXFEUEEBHIRE SEMEN (OUsHEFIEA.

R R

EEFREE , 55 AWS RAM M 2 B E S AWS Organizations, RAEMEIW AWS RAM
EnableSharingWithAwsOrganization API #4E , SEA BT TSR AWS EEEEE |, BIKEHER
58

/A Important

B ERAEEN FHEF AWS Organizations , AN I BERFTEEREATRBER , Wi E
HELHAERNEFE.

1. FHEEEEHTHN IAM BESFEAEEAEBNERIRS,
2. EEZ AWS Organizations E2 AT REEME,

$HER . THNERBIFMRR 167


https://docs.aws.amazon.com/organizations/latest/userguide/orgs_integrate_services.htm
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_integrate_services.htm
https://docs.aws.amazon.com/ram/latest/APIReference/API_EnableSharingWithAwsOrganization.html
https://console.aws.amazon.com/organizations/v2/home/services
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3. #E#E RAM,

4. BEEFRAZEENEI

5. HEZFE AWSRAM I AHTNBREEMR.

6. EHUSHE BAAEE H A AWS Organizations , REIBIEFEFRE.

R A LER AWS RAM E2BEH rIIR S M OUs L RHE IR,

EREEBINEBYIRF KX AR AERER
=4

ELERRBERNSRFARERE , LTSI HP—EER -

MEBETEABABLAER. |
- THRERHANERREEEEH AWS Organization A, 4

MInvalidParameterException : EEIRF ID RELEWHABP AWS , BREEERRAZZ/HHE
AWS RS BIFFAT. |

"OperationNotPermittedException : LERLANERREEEN AWS ABRHLA, |
A RERY IR R M R 5 =2

REERERAREMEASTNIRFEHA

ﬁ‘kbﬁiﬁ*ﬁmﬁifiﬁiéli#%ﬁﬁﬁiéﬂ’]ﬁ.ﬂmﬁﬁ tA. WRFINEHIERER BN Amazon Elastic
Compute Cloud (Amazon EC2) —&B 4% K EE #EFA B B4R (VPCs),

EERVERETREBNBNIRFNZRARAREEREE , B2 AWS HAER.

AR5 E 45 M8 B R A T AL

MREE AWS RAM F 2 BB E S EAWSServiceRoleForResourceAccessManager R R IhiE
MR EEAE , AIR sS4 ILREE AWS Organizations.

MBEREEREBR BB —SoWIRE L AERENESLEEEY — | BHT T HS BRI EH
BURBEEAE,

BE . A ATERRNDI -


https://console.aws.amazon.com/ram/home#Settings:
https://docs.aws.amazon.com/ram/latest/userguide/shareable.html
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https://docs.aws.amazon.com/sdk-for-cpp
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/cpp
https://docs.aws.amazon.com/sdk-for-go
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/gov2
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https://docs.aws.amazon.com/ram/latest/userguide/shareable.html#shareable-cloudfront
https://docs.aws.amazon.com/ram/latest/userguide/shareable.html#shareable-cloudfront
https://docs.aws.amazon.com/ram/latest/userguide/shareable.html#shareable-bcm
https://docs.aws.amazon.com/ram/latest/userguide/shareable.html#shareable-bcm
https://docs.aws.amazon.com/ram/latest/userguide/shareable.html#shareable-cloudmap
https://docs.aws.amazon.com/ram/latest/userguide/shareable.html#shareable-cloudmap
https://docs.aws.amazon.com/ram/latest/userguide/shareable.html#shareable-r53-app-rec-controller
https://docs.aws.amazon.com/ram/latest/userguide/shareable.html#shareable-r53-app-rec-controller
https://docs.aws.amazon.com/ram/latest/userguide/shareable.html#shareable-r53-app-rec-controller
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https://docs.aws.amazon.com/ram/latest/userguide/shareable.html#shareable-mpa
https://docs.aws.amazon.com/ram/latest/userguide/shareable.html#shareable-sagemaker
https://docs.aws.amazon.com/ram/latest/userguide/shareable.html#shareable-sagemaker
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https://docs.aws.amazon.com/ram/latest/userguide/shareable.html#shareable-network-firewall
https://docs.aws.amazon.com/ram/latest/userguide/shareable.html#shareable-network-firewall
https://docs.aws.amazon.com/ram/latest/userguide/shareable.html#systemsmanager
https://docs.aws.amazon.com/ram/latest/userguide/shareable.html#systemsmanager
https://docs.aws.amazon.com/ram/latest/userguide/shareable.html#shareable-codeconnections
https://docs.aws.amazon.com/ram/latest/userguide/shareable.html#shareable-codeconnections
https://docs.aws.amazon.com/ram/latest/userguide/shareable.html#shareable-billing
https://docs.aws.amazon.com/ram/latest/userguide/shareable.html#shareable-billing
https://docs.aws.amazon.com/ram/latest/userguide/shareable.html#shareable-vpc-lattice
https://docs.aws.amazon.com/ram/latest/userguide/shareable.html#shareable-vpc-lattice
https://docs.aws.amazon.com/ram/latest/userguide/shareable.html#shareable-api-gateway
https://docs.aws.amazon.com/ram/latest/userguide/shareable.html#shareable-api-gateway
https://docs.aws.amazon.com/ram/latest/userguide/shareable.html#shareable-vpc
https://docs.aws.amazon.com/ram/latest/userguide/shareable.html#shareable-vpc
https://docs.aws.amazon.com/ram/latest/userguide/shareable.html#pinpoint
https://docs.aws.amazon.com/ram/latest/userguide/shareable.html#pinpoint
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https://docs.aws.amazon.com/ram/latest/userguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/ram/latest/userguide/shareable.html#backup
https://docs.aws.amazon.com/ram/latest/userguide/shareable.html#backup
https://docs.aws.amazon.com/ram/latest/userguide/shareable.html#elb
https://docs.aws.amazon.com/ram/latest/userguide/shareable.html#elb
https://docs.aws.amazon.com/ram/latest/userguide/shareable.html#shareable-bedrock
https://docs.aws.amazon.com/ram/latest/userguide/shareable.html#shareable-bedrock
https://docs.aws.amazon.com/ram/latest/userguide/shareable.html#cloudHSM
https://docs.aws.amazon.com/ram/latest/userguide/shareable.html#cloudHSM
https://docs.aws.amazon.com/ram/latest/userguide/shareable.html#shareable-sagemaker
https://docs.aws.amazon.com/ram/latest/userguide/shareable.html#shareable-sagemaker
https://docs.aws.amazon.com/ram/latest/userguide/shareable.html#shareable-sagemaker
https://docs.aws.amazon.com/ram/latest/userguide/shareable.html#shareable-sagemaker
https://docs.aws.amazon.com/ram/latest/userguide/shareable.html#shareable-sagemaker
https://docs.aws.amazon.com/ram/latest/userguide/shareable.html#shareable-r53
https://docs.aws.amazon.com/ram/latest/userguide/shareable.html#shareable-r53
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https://docs.aws.amazon.com/ram/latest/userguide/shareable.html#shareable-systemsmanager
https://docs.aws.amazon.com/ram/latest/userguide/shareable.html#shareable-systemsmanager
https://docs.aws.amazon.com/ram/latest/userguide/shareable.html#shareable-systemsmanager
https://docs.aws.amazon.com/ram/latest/userguide/shareable.html#shareable-fsx
https://docs.aws.amazon.com/ram/latest/userguide/shareable.html#shareable-fsx
https://docs.aws.amazon.com/ram/latest/userguide/shareable.html#shareable-s3
https://docs.aws.amazon.com/ram/latest/userguide/shareable.html#shareable-s3
https://docs.aws.amazon.com/ram/latest/userguide/shareable.html#shareable-arex
https://docs.aws.amazon.com/ram/latest/userguide/shareable.html#shareable-arex
https://docs.aws.amazon.com/ram/latest/userguide/shareable.html#shareable-r53-app-rec-controller
https://docs.aws.amazon.com/ram/latest/userguide/shareable.html#shareable-r53-app-rec-controller
https://docs.aws.amazon.com/ram/latest/userguide/shareable.html#shareable-r53-app-rec-controller
https://docs.aws.amazon.com/ram/latest/userguide/shareable.html#shareable-datazone
https://docs.aws.amazon.com/ram/latest/userguide/shareable.html#shareable-datazone
https://docs.aws.amazon.com/ram/latest/userguide/shareable.html
https://docs.aws.amazon.com/ram/latest/userguide/shareable.html#shareable-sagemaker
https://docs.aws.amazon.com/ram/latest/userguide/shareable.html#shareable-sagemaker
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https://docs.aws.amazon.com/ram/latest/userguide/shareable.html#shareable-sagemaker
https://docs.aws.amazon.com/ram/latest/userguide/shareable.html#shareable-sagemaker
https://docs.aws.amazon.com/ram/latest/userguide/shareable.html#shareable-sagemaker
https://docs.aws.amazon.com/ram/latest/userguide/shareable.html#shareable-sagemaker
https://docs.aws.amazon.com/ram/latest/userguide/service-quotas.html
https://docs.aws.amazon.com/ram/latest/userguide/shareable.html#shareable-appsync-graphql
https://docs.aws.amazon.com/ram/latest/userguide/shareable.html#shareable-appsync-graphql
https://docs.aws.amazon.com/ram/latest/userguide/shareable.html#shareable-appsync-graphql
https://docs.aws.amazon.com/ram/latest/userguide/shareable.html#shareable-vpc
https://docs.aws.amazon.com/ram/latest/userguide/shareable.html#shareable-vpc
https://docs.aws.amazon.com/ram/latest/userguide/security-ram-permissions
https://docs.aws.amazon.com/ram/latest/userguide/security-ram-permissions
https://docs.aws.amazon.com/ram/latest/userguide/shareable.html#shareable-vpc-lattice
https://docs.aws.amazon.com/ram/latest/userguide/shareable.html#shareable-vpc-lattice
https://docs.aws.amazon.com/ram/latest/userguide/shareable.html#shareable-vpc-lattice
https://docs.aws.amazon.com/ram/latest/userguide/shareable.html#shareable-marketplace
https://docs.aws.amazon.com/ram/latest/userguide/shareable.html#shareable-marketplace
https://docs.aws.amazon.com/ram/latest/userguide/working-with-sharing-update-permissions.html
https://docs.aws.amazon.com/ram/latest/userguide/working-with-sharing-update-permissions.html
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