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ERNFEVE (BB BE) FEHIELEE AWS IR , 0 AWS CloudFormation, MFEFFMER , 55
28 1AM FREEEFH IAM JSON BUERTE : &,

£/ IAM Access Analyzer 53 IAM BUR , BARFT 7] £ £ B W IEF&4E - IAM Access Analyzer B
ENBRMAFBR , MAISLBIRERE IAM BIRFES (JSON) M IAM HAEEH. 1AM Access
Analyzer £ 100 ZIHERRRERVBEATHER , IHBHERSLLEBANER, NFESE
A, B2 IAM EREERTH |IAM Access Analyzer BUEERFE .

- TEEZREHHEE (MFA) — NMREBHNRGIEE AM EAEIBEAE AWS RFE | BB MFA
LIEBENANZ SN, MEEMY AP IRERER MFA | 3358 MFA RE4FIBZENBE, NEE
ZEA , FSE AM FRHERERPERE MFA REN API ZEL

WFE IAM FREBBWERENR , F26H IAM EREEERTH IAM Z2KEEH,
RFFERAERAMMABECHFT

e flE RE MR BE |, 05 IAM EAERGHMEMERES SN ABRRZEBRER, WEHRE
BEEEEA LFUERNRF A AER AWS CLI 5 AWS API TR LB EATHERR.

{
"Version": "2012-10-17",
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_job-functions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-policy-validation.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa_configure-api-require.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html

AWS RE: FAABEX TRAEEER

"Statement": [

{
"Sid": "ViewOwnUserInfo",
"Effect": "Allow",
"Action": [
"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"
1,
"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]
},
{
"Sid": "NavigateInConsole",
"Effect": "Allow",
"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"
1,
"Resource": "*"
}

R R

NBRRAREEVNEENERL, BUUKABRBEEEABRIEAE. FHIAEHP, TIHBEXR
5451 78 7R AN{AT$E MRRT AT A 4T AWS RE: POST FAB BifE, MFERRBURN —MRER , 552 AWS
IAM FEFZIERETINERE IAM B, BLAER AWS Management Console, AWS Command Line
Interface (AWS CLI) 2 AWS Identity and Access Management API 2 3 Fl#k A AERBUR .

*rE
« Re WHEBZEVERR : FAASREL
- ¥ Re WESFHEER : FAARH

RERBER 14


https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_manage.html

AWS RE: FAA BAX FREAEEIER
Re M EBEZEEER : FAAREL

THBERRE IAM 52 F/.0M RE: POST A XEENBERERGERAE, LRATREAENTA
MERRRY T ERTFAREL BiF.

"Version": "2012-10-17",
"Statement": [
{
"Sid": "VisualEditor@",
"Effect": "Allow",
"Action": [
"organizations:DescribeOrganization",
"organizations:DescribeAccount",

"sso:DescribeRegisteredRegions",
"sso:ListDirectoryAssociations",
"sso:GetSSOStatus",
"sso:GetManagedApplicationInstance",
"sso:ListProfiles",

sso:GetProfile",
"sso:ListProfileAssociations",

"sso-directory:DescribeDirectory",
"sso-directory:SearchUsers",
"sso-directory:SearchGroups",

"repostspace:GetSpace",
"repostspace:ListSpaces",
"repostspace:ListTagsForResource"

1,

"Resource": "*"

¥ Re WELHEER : FAARH

THBERRE IAM &2 /08 RE: POST MAZEENEREZEEFIE, KRAATRERAENITAH
B TEMAARG, B,

AR 15



AWS RE: FAABEX TRAEEER

{

"Version": "2012-10-17",
"Statement": [
{
"Sid": "VisualEditor@",
"Effect": "Allow",
"Action": [
"organizations:DescribeOrganization",
"organizations:DescribeAccount",

"sso:DescribeRegisteredRegions",
"sso:ListDirectoryAssociations",
"sso:GetSSOStatus",
"sso:GetManagedApplicationInstance",
"sso:ListProfiles",
"sso:GetProfile",
"sso:ListProfileAssociations",

"sso:CreateManagedApplicationInstance",
"sso:DeleteManagedApplicationInstance",
"sso:AssociateProfile",
"sso:DisassociateProfile",

"sso-directory:DescribeDirectory",
"sso-directory:SearchUsers",
"sso-directory:SearchGroups",

"kms:ListAliases",
"kms:DescribeKey",
"kms:CreateGrant",
"kms:RetireGrant",

"repostspace:*"

1,

"Resource": "*"

AR 16



AWS RE: FAABEX TRAEEER

AWS AWS RE WS B : FAABEX

A AWS ZEEBNRAITTRAEERE, HENACNER  LECERERXRERSZ. EY IAMF
FEEBRXRFERBNERANER K MIEBRRAASECHERREHEERENTT. £/ AWS EBRR
HREABEA,. EEBEREERFARA , XEEHN AWS IREHRFER. IFE AWS ZEBERN M
&, F2H IAM EREERPHAWS ZEBR.

AWS BRFZE#EMER AWS SEENEMK, SEEEE AWS SEEFRAPHNER. RBERFARE
SR EMERTEE AWS SEENRE  UXEHYRE. LEENENEXECERRRNAES D
A (EAE. HENAG), ENIEMBIFERTAR , REKRA TRER AWS ZEZAYRE,
BHEAERE AWS SEBNBRBRER , RLBREFTSHRERFHER,

A B AWS XEBEZERKE 2 THEBRENZEERE, fl0 , ReadOnlyAccess AWS ZEEH
RERMHAE AWS RENERWKHERR. ERBEBIIVER K SRAMEENERT AWS B
BER, MEFHMET  F2H (AM FEREEER) T AWS ZTEBE,

&

- AWS ZEEWREL : AWSRepostSpaceSupportOperationsPolicy
- AWS ZEEMERE : AWSrePostPrivateCloudWatchAccess

« AWS RE : BIAEHBMEZ AWS EHE

AWS ZEEHREE : AWSRepostSpaceSupportOperationsPolicy

WER A FF AWS RE: A BEURIEE N, EE MM RIEIR Re: Private Web BRAERNE I AWS
Support ZE4l,

{
"Version": "2012-10-17",
"Statement": [
{

"Sid": "RepostSpaceSupportOperations",

"Effect": "Allow",

"Action": [
"support:AddAttachmentsToSet",
"support:AddCommunicationToCase",
"support:CreateCase",
"support:DescribeCases",
"support:DescribeCommunications"”,
"support:ResolveCase"

AWS SEEEEK 17


https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies

AWS RE: FAABAXC

1,
"Resource": "*"
}
]
}

FEREEEER

AWS SEEREBL : AWSrePostPrivateCloudWatchAccess
WEAIAH TEF AN REEEREME, CloudWatch

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "CloudWatchPublishMetrics",
"Effect": "Allow",
"Action": [
"cloudwatch:PutMetricData"
1,
"Resource": "*",
"Condition": {
"StringEquals": {
"cloudwatch:namespace": [
"AWS/rePostPrivate",
"AWS/Usage"

AWS RE : BFAAAEFEBMEIZT AWS BB

WA Re: AR Z AWS ZEEBREMNFEET , RAKRBFKRERELEE, NEAH
LEESENBEIRE | B E XFELEE A RSS fE,

TRIRAB 2023 F 11 A 26 AL , RE: MAM EZEENRKBNEEEN.

AWS SEEEEK



AWS RE: FAABEX TRAEEER

8 HiR =p:

TR -AWSrePostPrivateCl ARBERRHENHZEE 20234 11 A 26 H

oudWatchAccess BUER CloudWatch

ﬁﬁ%-AWSRGQOSt AWS RE : FAABEX A AWS 2023 11 A 26 H

SpaceSupportOperationsPolic ~ Support ZHEER T S EBE

y

RE: Z#MFAARBEHMEE Re: AAMXFREMEZE 2023 £ 11 A 26 B
BBRN AWS 28

AWS RE F#tHEfE : sRAYFAE B 2 MEH

FEATHEF BB ELE NS EFEH RE: Private 1 IAM Bt 282N E RREE,
=B

s REIEEEE Re : AABETIHHITEE

o BEEFEHIT iam : PassRole

s REAFRUNHVATSEER AWS IRFE 9 RE : POST #AEER

R BREE Re : MARXHHITEIE
MRABBIER , EACKRERBHTEHE  CHBELEEN , AFERTBE

THgEpIgEREEmateojackson IAM ERAEERFEA TR ARE —EER ny-example-widget
BERMEEME , (BAEEMR repostPrivate:GetWidget RFAIBEEE 4,

User: arn:aws:iam::123456789012:user/mateojackson is not authorized to perform:
repostPrivate:GetWidget on resource: my-example-widget

HEHBERT , HAEEH mateojackson FRAENBEK , AFFEA repostPrivate: GetWidget B
YETZE my-example-widget BiRo

MRIEFEME , BEIEEN AWS RIREES., ENEESRHUENEZRE.



https://docs.aws.amazon.com/repostprivate/latest/caguide/security-with-iam-managed-policy.html#cloudwatch-metric-manpol
https://docs.aws.amazon.com/repostprivate/latest/caguide/security-with-iam-managed-policy.html#cloudwatch-metric-manpol
https://docs.aws.amazon.com/repostprivate/latest/caguide/security-with-iam-managed-policy.html#support-case-manpol
https://docs.aws.amazon.com/repostprivate/latest/caguide/security-with-iam-managed-policy.html#support-case-manpol
https://docs.aws.amazon.com/repostprivate/latest/caguide/security-with-iam-managed-policy.html#support-case-manpol

AWS RE: FAABEX TRAEEER

REEEEHIT iam : PassRole

MBBREIARERESHTiam: PassRoleBMEMEERAL , AIMEBEEHRENWER , UAKEEARE
&4 "Re: Private o

BE AWS B# A EEREACEEGERE K MAREVFNEBXACIRBEELE, NFH
TR , ELARERACBEEZ BB,

ERZAN IAM FEHEmarymajor EX A £IE A Re: post Private FEITENVER: , IERETHIE
filgEER. BER , BB RBREERBEEACKR TN T. Mary REKAGEEEZRBHFT .

User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
iam:PassRole

EEEERT , Mary R AEERH , RAFFMHIT iam: PassRole Bk,
MREFERGE , BHEEN AWS RREES, FNEESRHENEZRE.
KAEAFRUNBAGSEE AWS tRF #9 RE : POST SAEER

BENRN—EAE  BEMRFTNERENEEBATNAEFIENER, LU UIEEZ R
EEENHENEXAR, HHXEERERNBIRNFEUEHIEE (ACL) BVARES , BT LUERA ALK
KRBT AETFRENE RN,

WMFE-FTH L F2EUTRE

- BEEE TEMMANBUN ., REXERELNE , F2H. Re : R AR IAM FEE A

EETHRNEMEEFEEER AWS tRFE WEEE | F28 (AM FREER) FEEENS
— AWS 1R F @ IAM {f F & 1R FEUVERR.

- BETRNMIEE=FEEHERNEEE AWS IRF | 5208 IAM FAEERERWREHE=H
AWS 1RF 5 N FEUE,

- METHIAEBHS S0 IREFEE , 20 IAM FAEREETNEFIERMGENDETS
PRENERAE BISED).

- METHERAAGNEREBRETEIRFFINCENEZR , F2H (AM £REER) P IAM
Y ES IR F B IR L



https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html

AWS RE: FAABEX TRAEEER

AWS RE: FABRBE X SRR

BERE AWS R REBREERBERSRNEER , F2EAWS RIS EESAETEHFRFH,
WREFELRBBNSRLSR, WFE-WEHA , FSHEAWS REETEAWS,

BRI LAEA TESE = H S AWS Artifact, WIEFMEN , F2R TEHPHHEHH AWS
Artifact,

BECEARNSRETEUR AWS R REERNBRM, QANER B RUREREENER,
AWS R TIIER A BNE AR

- ZEeMHESHAMREAPIERE — ELHEEHNRRABEE  YREMBUZEMNSHRE AWS
AREMNEERBNISR,

« 7£ Amazon Web Services E 284 HIPAA 242 M EEGEME — AARERPLTANAERAEIFTE
HIPAA E1&HFE AWS AER,

(® Note
WA A AWS BRHE EAFS HIPAA Big, MFBFMET , 526 HIPAA ERBHES R,

« AWS SREFAWS — W THEBMEEMES AEEARNENEXNAE L.

- AWS EFEHERE — BRERANAERBARNEEEN. ENEERAB TESERE (B8FX
BB RZER MBS (NIST), XN FEXLZEBFREZEE (PCl) MBEKRFEELAR (1SO) #+ , &
AWS fR#% ZiESI U HEE RS RHNREER.

« EFAAWS Config Fi 2% A E155 VR BIFHE &R — It AWS Config IR 5L BN ERBERFS
AEHBEK, EXEATNEIRNEE,
« AWS Security Hub— i& AWS RS 124 7 REf = £ MREEN 2 H1E B AWS, Security Hub A% 2

=E nzHE"‘EI’J AWS ERIMELN EIHEBEETERLEREZENREER, NEXXENR
MR EEE | 5526 Security Hub controls references

« Amazon GuardDuty — EIBEE#RIRIEHH AWS IRE A RMBEESE |, itk AWS R SRS T
EEE, ARNERWEBERE., GuardDuty BB ERESEESHRMEER , im0 PCIDSS , WmE
BEERMEEEBAMREN ARBENER,

« AWS Audit Manager— & AWS R#& B BN EFERZEN AWS FRER , UE{LEEE RN
B, UREFERFMERZENS R,

EREERRE 21


https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/programs/
https://docs.aws.amazon.com/artifact/latest/ug/downloading-documents.html
https://aws.amazon.com/quickstart/?awsf.filter-tech-category=tech-category%23security-identity-compliance
https://docs.aws.amazon.com/whitepapers/latest/architecting-hipaa-security-and-compliance-on-aws/welcome.html
https://aws.amazon.com/compliance/hipaa-eligible-services-reference/
https://aws.amazon.com/compliance/resources/
https://d1.awsstatic.com/whitepapers/compliance/AWS_Customer_Compliance_Guides.pdf
https://docs.aws.amazon.com/config/latest/developerguide/evaluate-config.html
https://docs.aws.amazon.com/securityhub/latest/userguide/what-is-securityhub.html
https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-controls-reference.html
https://docs.aws.amazon.com/guardduty/latest/ug/what-is-guardduty.html
https://docs.aws.amazon.com/audit-manager/latest/userguide/what-is.html

AWS RE: FAABEX FEREEEER

AWS RE FRYSEME : FAANREN

AWS £IKERRBEER AWS B MATHEESEVLN. AWS EE RESEER S BR8N TA
EE , BEERFHERKILE, SWEENSERENRKER. SBTRAER , B URTEREFENE
RAEXANERE , ETRAES BEBREBEMASRETE. TRESNTAL, FEEINERERE
RN, IBE-HSEERPONERERREES.

0% AWS B T ABHANREET  FSWAWS 2 HEREE,

AWS RE HIWEBREZ M : AR

AWS RE: Private &R , %l Amazon Web Services : & AWS £ FHBE QR EFMAN £
KB ZEREFNRE,

BRI CAER AWS EE#MH API 0 | FEBERKRFE "RE: AARX L . AFmMSAZE Transport
Layer Security (TLS) 1.0 REFIRAK, BJEEA TLS 1.2 REHMEAE, AFHBSETEERT
XEXEAR (PFS) WEBEMH , HlEREF Diffie-Hellman (DHE) Sk #5[E th #2 iR BF Diffie-Hellman
(ECDHE), BARMK (N Java 7 MEFMA)AZEXEELER,

WA | BRAAFEHAEFEREE ID ME AWS Identity and Access Management ¥ 28 #H BR B 19 # B3 17 HY
SWMRHER., RE , BUBUERA AWS Security Token Service (AWS STS) MELX TRZE RBEUES

REEE S 22


https://aws.amazon.com/about-aws/global-infrastructure/
https://d0.awsstatic.com/whitepapers/Security/AWS_Security_Whitepaper.pdf
https://d0.awsstatic.com/whitepapers/Security/AWS_Security_Whitepaper.pdf
https://docs.aws.amazon.com/STS/latest/APIReference/Welcome.html

AWS RE: FAABEX FEREEEER

RE: s&kRaFAANECER

AWS RE: AAMXEAAREEEMX , BUUEEEESNIRSPEAELEEX, AWSE &M Re:
FAANBEX B SEHBEUUEIHNIABE X EMFA Re: post B K/NERAWSTETEFRELEE (5T HI
BART).

Service Quotas

LUTREWRFHN "EH AR, WAWSTEREZE, BALAERA "Service Quotas FiEARKRIRTE
REEE, EEEEYT AR, SEEZERESEE.

BiR 54 R EIEGES
AMABEE : th¥ 3 LR F B g & A FA =
A Re: A X R K
Ho
REBIARE  BBEEK 10 SEBIA REWEK B
N K/ (LGB AE
) : POST,
EEF A RE : BBK 100 Z#FE RE : POST ey
) RER AKX (LGB
BEN ),

AP| g7 R i

THERRHEERR Re: AMXHESEEZRNBERS. ELEBRLEN,

BE KRR ER BERR
CreateSpace 1 1
ListSpaces 10 10
GetSpace 10 10

Service Quotas 23


https://console.aws.amazon.com/servicequotas/home/

AWS RE: FAABAXC

FEREEEER

BF
UpdateSpace
DeleteSpace
RegisterAdmin
DeRegisterAdmin
Sendlnvites
TagResource
UnTagResource

ListTagsForResource

K¥EmrER
10

1

10

10

1

10

10

10

/|

BRE

10

100

100

10
10

10

AP 8575 R 1

24



AWS RE: FAABEX TRAEEER

B, REMBFTENFA Re: POST

£

« BEUFMFAA Re: BAX

+ 1£ Re: A A B HEE AWS Support REIE I NEEHNE
RER EE M A A FIHE AWS IAM Identity Center

- BEREWFAARE : #5F
BEEEAEMALNFAA Re: 5REL

BIFHBFAA Re: BAX
EERYHFHFA Re: POST |, HRE T oI5BT

1. §51E https://console.aws.amazon.com/repost-private/ BIEk T EFEMFAANRE ) FEH,
2. TXEAEHEL , EBE[BIYMA Re: BiX].

3. MBLEWIES MAKE IAM 550 | RIS BIRS 2 00]. BB AWS IAM &2 MER B
RISR B A PSR i T IR

4. F TENMAEFEM B BEEL , #8 "EE)  RBENEARJENRE L RIEE
B, MRENIRFEEAREBELR  BEEEARELSRER,

5. EFMERT , BT TR -

£ "2, &, WAFA Re: post WHE—ZHE,
(EIEM) ERAD , W AFAA Re: post WEERA,

# TEFTL FREY A ATHEENBTEH.

6. (RIFM) BEBITENNERE , FE "ERMNE, TEN "BFIMEREL . AR, BITTIHE
h— BB

HHIZIZE AWS KMS £88 |, 5512H€ AWS Key Management Service $88, Amazon ER& &
(ARN),

8-

BIEEY AWS KMS £i§. A% , 8l AWS KMS #if.

BIMHMFAA Re: BEXX 25


https://console.aws.amazon.com/repost-private/
https://docs.aws.amazon.com/singlesignon/latest/userguide/getting-started.html
https://docs.aws.amazon.com/kms/latest/developerguide/create-keys.html

AWS RE: FAABEX FEREEEER

7. (E#EM) £ Sup port ROIBEHRKEFEET |, EEEA L RE: POST HAREFE.

® Note
B LAEEVFAA Re: POST 2 & BHRRLLEIE,

FETHERREN IAM S8 , RE IAM ERAFRUFAE  FEARSISKREN IAM A&

5§~
BEE IAM TERAHRUHAG,

MRBEREFEAR  BLBZRBAWREETRIERL IAM A,

NMRGERERARENRBAC  FEESIPWAZEA ZABH ARN, R#RTHXBFETEESR
&

MBHMET , BB % Re: AT FEE AWS Support EHIE Y MERHEE,
8. (RIEME) E TRE. T, EE HMREL . REBAUTES

£ Key F , IABH BT EBR SR,

£ TE) P, BALNBITERE

EENEESEE , FRE (HEER].
9. #IE "EIIt Re: BIR, ©

BREEERENELNFA Re: POST EEEVH, BAIE "ARE, WuP@R "N Re: ik
Bh WAREE, EEMIFAA Re: POST B, THREE, MUSER "B,

BIFA Re: POST AKIEE 30 piE. EEMFAA Re: POST Bl , "iE, MUSET "R
oo B AWS EEN FREBAR "5RE) REIFEBRTAIINFAE RE: POST , FEUENFLEA
RE: POST, B&TME , BAILE "8RE) BB TMREFA Re: Post B9 "HFT L Fi#8H,

EIHHFA Re: B 26



AWS RE: FAA B53C IRAEEES
£ Re: FAANBY X HEE AWS Support S22 37 F & Y 17ZEY

BB AWS Identity and Access Management (IAM) &€ | FEEXE AWS RE: Post Private &
AWS Support REIZIMNEBNEFZIE, LtBEEAEH AWS Support 17 FHIEE :

* CreateCase

* AddCommunicationToCase

* ResolveCase

By IAMABR , & IAMBERHNEtA®  UEZACERTHELDFRENFTT. EEE Re:
POST MAEEAEHREVFAA Re: post i, BAINEELAE,

FAA RE: POST HIE A EHEEEHZR T IAM ACHEENEFT,

/A Important
MEEEE IAM A IAM BER |, AIENEEFSERZTARENTE RE: POST,

mRRELREFEY IAM BEMBER,

£

- FEAX AWS ERRREVEFEENEE
« |AM BREE

- BV IAM A8

. HED

EHX AWS EBRBELFTFEBENEE

BERBENACHER , BTUER AWS ZEBRIFFEENEK,

® Tip
MREFEFHELFA , BEREA AWS SEENFRL , YERBILERF, SEENKKS
BEHEN L ERR AWS Supporte BAFEFEIEMBIR, MBFHMEF , F2H AWS Z
ERWERRME : AWSRepostSpaceSupportOperationsPolicy.

£ Re: FAABE XX EE AWS Support 4612 3 FMEEH IFE 27


https://docs.aws.amazon.com/awssupport/latest/APIReference/API_CreateCase.html
https://docs.aws.amazon.com/awssupport/latest/APIReference/API_AddCommunicationToCase.html
https://docs.aws.amazon.com/awssupport/latest/APIReference/API_ResolveCase.html

AWS RE: FAABEX FEREEEER

AERLER  AENAGEYEFEEIR., WEFE IAM 5P ER JSON BUERMmER.

HEHY "EMMMAR BYEFEENEER

1. & A AWS Management Console YRR G D R FEVEEE RS |, BUEA https://
console.aws.amazon.com/iam/.

EEEHERD , BEEBX,

i#1Z Create policy (B3I BUR).

FHIEIE JSON EE,

B ASBHY JSON , AR EREIR TP HLTEER JSON. B LUEA S5 BUR,
BET—F . BR,

(ER) BAIEAEREASBREY A SHEERMEEBER,

BET-F : &,

£ Review policy (BREIBUR) HE , #i A Name (&) (Bl rePostPrivateSupportPolicy)
F Description (8R83) (ZHA).

10. BB (HE) EEUEFERAUAFHER , RRRE [BAFR.

© © N o 0o K 0N

LBRRERAGALURNNEE, ERFEEA , F2R (AM EAERER) PRET IAM BUER (2
ﬁzo

IAM B &5 45

A THEPIBREZEZRN IAM A, LRAAFACGHEENFIELERENTERER AWS
Support, FRAZABIREFA Re: post # , FAA RE: POST SRR & 2R A BRI RER

{
"Version": "2012-10-17",
"Statement": [
{

"Sid": "RepostSpaceSupportOperations",

"Effect": "Allow",

"Action": [
"support:AddAttachmentsToSet",
"support:AddCommunicationToCase",
"support:CreateCase",
"support:DescribeCases",
"support:DescribeCommunications",

1AM IRE B 28


https://console.aws.amazon.com/iam/
https://console.aws.amazon.com/iam/
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create-console.html

AWS RE: FAABAXC

TRAEEER

"support:ResolveCase"

1,

"Resource": "*"

}
]
}

® Note

WE "TEMABARNL HAWS SEEREFRAKE

D8

18 7] A R AU LA B BRAEFR AWS Support,

FSB., AWSAWSRE WSEHE : #AA

NEBEDENRNA , FE2E (RBERESZ) PN TIIESE !

« JEAR AWS SupporttV EiE, ERRIFG SR
+ Service Quotas B EBIE, ERFMFH SR

« THIEEHNBE. ERMNFEHERSIE AWS Identity and Access Management
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{
"Effect": "Allow",

"Principal": {

"Service": "repostspace.amazonaws.com"
},
"Action": [
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"sts:SetSourceldentity"
]
}
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{

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AROAQM47QIR7WLEXAMPLE:user",
"arn": "arn:aws:sts::123456789012:assumed-role/User/user",
"accountId": "123456789012",
"accessKeyId": "EXAMPLE_KEY_ID",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AROAQM47QIR7WLEXAMPLE",
"arn": "arn:aws:iam::123456789012:role/User",
"accountId": "123456789012",
"userName": "User"
I
"webIdFederationData": {3},
"attributes": {
"creationDate": "2023-11-06T19:24:397",
"mfaAuthenticated": "false"

}
}
1,
"eventTime": "2023-11-06T21:37:447Z",
"eventSource": "repostspace.amazonaws.com",
"eventName": "CreateSpace",
"awsRegion": "us-west-2",

"sourceIPAddress": "205.251.233.176",

"userAgent": "Mozilla/5.0 (Macintosh; Intel Mac 0S X 10_15_7) AppleWebKit/537.36
(KHTML, 1like Gecko) Chrome/118.0.0.0 Safari/537.36",
"requestParameters": {

"spaceName": "Test space name",
"spaceSubdomain": "customsubdomain",
"tagSet": {3,

"tier": "2000",

"roleArn": "",

"spaceDescription": "Test space description"

iy

"responseElements": {
"spaceId": "SPLPWvQmvOSIWYF3QEXAMPLE",
"Access-Control-Expose-Headers": "x-amzn-errortype, x-amzn-requestid, x-amzn-
errormessage, Xx-amzn-trace-id, x-amz-apigw-id, date"
},
"requestID": "71d815e0-6632-4ec9-9fac-92af3e4a86dc",
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"eventID": "30a6bc3da-ce2e-4931-ba5d-b3cc7cfl6ec8",
"readOnly": false,

"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "123456789012"
"eventCategory": "Management"

T 5§55 B8 R R #IRegisterAdminE) ¥R CloudTrail sL4%IE R

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AROAQM47QIR7WLEXAMPLE:user",
"arn": "arn:aws:sts::123456789012:assumed-role/User/user",
"accountId": "123456789012",
"accessKeyId": "EXAMPLE_KEY_ID",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AROAQM47QIR7WLEXAMPLE",
"arn": "arn:aws:iam::123456789012:role/User",
"accountId": "123456789012",
"userName": "User"
.
"webIdFederationData": {3},
"attributes": {
"creationDate": "2023-11-07T21:17:1972",
"mfaAuthenticated": "false"

},

"eventTime": "2023-11-07T21:24:23Z",

"eventSource": "repostspace.amazonaws.com",

"eventName": "RegisterAdmin",

"awsRegion": "us-west-2",

"sourceIPAddress": "205.251.233.183",

"userAgent": "Mozilla/5.0 (Macintosh; Intel Mac 0S X 10_15_7) AppleWebKit/537.36
(KHTML, like Gecko) Chrome/118.0.0.0 Safari/537.36",

"requestParameters": {
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"adminId": "08612310-a0f1-7063-3e54-fb2960444dd1",
"spaceId": "SP1YNZE-ylQEmAXpmEXAMPLE"
+

"responseElements": {

"Access-Control-Expose-Headers": "x-amzn-errortype, x-amzn-requestid, x-amzn-

errormessage, Xx-amzn-trace-id, x-amz-apigw-id, date"
},
"requestID": "9939ebbe-8599-4f9a-827b-4995e3006001",
"eventID": "el873b18-f80c-4934-9ff2-bf5b35c78031",
"readOnly": false,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "123456789012",
"eventCategory": "Management"

TH&EHIFE R REListSpacesB#EM CloudTrail 528 E 8B,

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AROAQM47QIR7WLEXAMPLE:user",

"arn": "arn:aws:sts::123456789012:assumed-role/User/user",

"accountId": "123456789012",
"accessKeyId": "EXAMPLE_KEY_ID",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AROAQM47QIR7WLEXAMPLE",
"accountId": "123456789012",
"userName": "User"
.
"webIdFederationData": {},
"attributes": {
"creationDate": "2023-11-09T22:28:237",
"mfaAuthenticated": "false"

Iy

arn": "arn:aws:iam::123456789012:role/User",
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"eventTime": "2023-11-09T22:38:3472",

"eventSource": "repostspace.amazonaws.com",

"eventName": "ListSpaces",

"awsRegion": "us-west-2",

"sourceIPAddress": "205.251.233.176",

"userAgent": "Mozilla/5.0 (Macintosh; Intel Mac 0S X 10_15_7)
(KHTML, 1like Gecko) Chrome/119.0.0.0 Safari/537.36",

"requestParameters": null,

"responseElements": null,

"requestID": "95be587b-c04f-4eb0-9269-12fee33ae2e3",

"eventID": "9777da32-545f-44c4-af@®b-1d9109b8cbc3",

"readOnly": true,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "123456789012",

"eventCategory": "Management"

AppleWebKit/537.36

THIEHIFE R ~EResolveCaseBI4ERY CloudTrail 5C8%3EH ., Ea]LAEALLEE8%ER F
Msourceldentity TR RFMBIFBRIEHNFERE,

"eventVersion": "1.09",
"userIdentity": {
"type": "AssumedRole",

"principalId": "AROAQM47QIR76DQZ7N5WX:create-support-case-
Uk1iHNTWQEOLmMR2BR1FDJQ",

"arn": "arn:aws:sts::123456789012:assumed-role/AWSRepostSpaceRole/create-
support-case-Uk1iHNTWQEOLmR2BR1FDJQ",
"accountId": "123456789012",
"accessKeyId": "EXAMPLE_KEY_ID",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AROAQM47QIR76DQZ7N5WX",

" "arn:aws:iam::123456789012:role/AWSRepostSpaceRole",
"accountId": "123456789012",

"userName": "AWSRepostSpaceRole"

arn :

1,
"attributes": {

"creationDate": "2023-11-17T21:46:427",
"mfaAuthenticated": "false"
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+
"sourceldentity": "28e17330-10f1-705d-7cba-3a62a6bl0e2e"

}
I
"eventTime": "2023-11-17T21:46:447",
"eventSource": "support.amazonaws.com",
"eventName": "ResolveCase",
"awsRegion": "us-west-2",

"sourceIPAddress": "54.68.27.29",
"userAgent": "aws-sdk-nodejs/2.1363.0 linux/v16.20.2 exec-env/AWS_ECS_FARGATE
promise",
"requestParameters": {
"caseld": "case-123456789012-muen-2023-75d2c35481b96357"

iy

"responseElements": {
"initialCaseStatus": "unassigned",
"finalCaseStatus": "resolved"

iy

"requestID": "594b91c6-dflc-47e4-a834-d67d67f34b9d",
"eventID": "7fc9cbes4-c8d5-4d61-a016-e076de272fff",
"readOnly": false,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "111111111111",

"eventCategory": "Management",
"tlsDetails": {

"clientProvidedHostHeader": "support.us-west-2.amazonaws.com"
}
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