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FXE) Windows = Linux E#RH , ARZBHAERAREINEREN, EEETUIERKEHEN
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B, Pt IUABINERZREREE , U LBEXAER. ARERERHRERE , EFH0ANEET
RES ARMBUMEAERE , UREACHER.

RES AR EfH , BRAEAMTEAESMEN AWS ERHAE,

A3 #E EA Research and Engineering Studio #18 AWS, HESZREMH. REFPBHNEE
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LR R TF2 Studio AWS EHTHIThEE :
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https://docs.aws.amazon.com/res/latest/ug/overview.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/AMIs.html
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https://aws.amazon.com/amis/
https://docs.aws.amazon.com/general/latest/gr/glos-chap.html

HZREE TR Studio EREEmR
EEBE

AERMUEKER - EFBZENEBE.

ZEEE

EAERSHBBLERSEELN PRI T I TH AWS IRF,

1: AWS 2 L WHRE T Studio

(® Note
AWS CloudFormation &R Z# AWS Cloud Development Kit (AWS CDK) Z#E#EHZE I K,

B AWS CloudFormation i B 2 EM TN SRERRENOT -

1. RES %4 Web AOWBUENTH , AR :
a. BEARERAIEEHNIREEST (eVDl) TH
b. IEETH

Amazon CloudWatch €% eVDI jtiiZIRIEE,
c. BEF#Mlt

EEETLFER SSH EFFEREFT M TH REBEEMERRE,
2. RES 87 NAT HEBRANME FRBFRELHY, EIEEIFEIR Application Load Balancer (ALB)
RESFETHTFIRE FRE.

3. Amazon DynamoDB 2 FIRIEHRE,
4. AWS Certificate Manager (ACM) & E 4 3 7 5 Application Load Balancer (ALB) BV A B R

(® Note
BEEMER AWS Certificate Manager BEWHBEHEEETHNEE.

5. Amazon Elastic File System (EFS) st & R &K EE A ERERIEEEA eVDI Linux TERER L/
FE5%/home R A,

RiEE 4
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6. RES f#£H Amazon Cognito £ AN B A "clusteradmin, H¥IEEIEFEAE , WiSHREFEEAE R
EXAETLHEERENE FEHbit, ‘clusteradmin' K BEE —XEABEERE,

7. Amazon Cognito RN Active Directory MIfFRE B9 EES |, UETHIEE,
8. R EEHWEEESRIFFAURHEHERARE THNFE.

AWS WERFH IRIE

AWS BR#& Type iR

Amazon Elastic Compute L5720 REERESRYE , EAHEM

Cloud EBNEXERTNEBHEERE
MIERSEE,

Elastic Load Balancing B 28, EEXEESM VDI =#

SEAEHFEHFIERIH Auto
Scaling B+ E, ELB &
FEHEE Web A OB E
RES FH#HHRE,

Amazon Virtual Private Cloud  #/» IR OEmRTHHEELN
VPC 21,
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%, Active Directory EES
B&TZE Amazon Cognito &
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FHNERRRF , UREAW
AEBERRRR
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B, ER, BERRXKENTH
RE,
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https://aws.amazon.com/ec2/
https://aws.amazon.com/ec2/
https://aws.amazon.com/elasticloadbalancing/
https://aws.amazon.com/vpc/
https://aws.amazon.com/cognito/
https://aws.amazon.com/efs/
https://aws.amazon.com/dynamodb/
https://aws.amazon.com/systems-manager/
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AWS Lambda L7200 SEEmMIEE , HILEF
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X&) Active Directory B T
R UREHMFEBE,

Amazon CloudWatch & RHFTE Amazon EC2 E#H]
Lambda B &M IEERNEE B
o

Amazon Simple Storage & EHRAREHIERMBERNE

Service AEX —H#AUE,

AWS Key Management & AR E Amazon SQS 17

Service 5, DynamoDB &R KA
Amazon SNS FEH#EITERREM
A

AWS Secrets Manager Y& KEIRISIRE 2 AERREE
Active Directory # , 2L K&
VDIs B HRE#EBREH,

AWS CloudFormation & REERVIIBHEE,

AWS Identity and Access XE BR il = ) FEUB Ko

Management

Amazon Route 53 & BUINERE BRI AENT AL
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8
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Service 1T

Amazon Simple Notification & X & VDI stz BIRY 2 4T BY

Service EEAE | RS E,
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https://aws.amazon.com/lambda/
https://aws.amazon.com/cloudwatch/
https://aws.amazon.com/s3/
https://aws.amazon.com/s3/
https://aws.amazon.com/kms/
https://aws.amazon.com/kms/
https://aws.amazon.com/secrets-manager
https://aws.amazon.com/cloudformation/
https://aws.amazon.com/iam/
https://aws.amazon.com/iam/
https://aws.amazon.com/route53/
https://aws.amazon.com/sqs/
https://aws.amazon.com/sqs/
https://aws.amazon.com/sns/
https://aws.amazon.com/sns/
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AWS AR 7% Type iR

AWS Fargate -3 £/ Fargate (EIERE, EH
M ERIRIR

Amazon FSx &= /Hi& EA RENABHLARBRRR,

Amazon FSx for NetApp EA REATHAERRR,

ONTAP

AWS Certificate Manager %2 H ALHBITREBELEEENE
&

AWS Backup %A % Amazon EC2 =##, BEZR
## %0 DynamoDB 2 1& 3 h
o
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https://aws.amazon.com/fargate/
https://aws.amazon.com/fsx/
https://aws.amazon.com/fsx/netapp-ontap/
https://aws.amazon.com/fsx/netapp-ontap/
https://aws.amazon.com/certificate-manager
https://aws.amazon.com/backup/
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BB AH RS EBREA Research and Engineering Studio AWS, It REIERAWS REIRIEH B
72 _F# Research and Engineering Studio , BEEERLSHENFEERE. ©FEA Keycloak fi
fRES ST SSO,

AR MEBHBCR  CLAXEELERIBTIERE , £ REPREERE , FEEA,

By — 8§\ R R

It AWS CloudFormation 8 &% 37 Research and Engineering Studio FTEEHI A T

EREER : ~00 45
TORIFRAF

e

« AWSIRF EREEEREREY
« B3 Amazon EC2 SSH £ ¥
- EINRKEEEE

AWSIRF FREBEFRER
BABEEER AWS IRF B EEBFERAEN

1. BB https://portal.aws.amazon.com/billing/signup.
2. REERLETRET
HoEMEFFEHPCRELEA , U EEFRER ARSI,

E8EEM BF AWSIRFE , AWSIRFREAEESRN . REAEFEFEIRFFHRE AWS Bk
¥ ANER, FARLREEY K FHEEFIERENGERE  YEEERAREAERUTEE
BEAEFIEES.

#3 Amazon EC2 SSH £ ig¥

MR IEEE Amazon EC2 SSH €i8% | RIEER Y — @, MEFHMAEF , 528 (Amazon EC2 £/
Z¥E/m) PHEA Amazon EC2 By €88¥%, Amazon EC2



https://github.com/aws-samples/aws-hpc-recipes/blob/main/recipes/res/res_demo_env/assets/res-demo-stack.yaml
https://github.com/aws-samples/aws-hpc-recipes/blob/main/recipes/res/res_demo_env/assets/res-demo-stack.yaml
https://portal.aws.amazon.com/billing/signup
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/create-key-pairs.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/create-key-pairs.html
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18 hn AR #S B #R

BMEZFENT RIS EAE

* Amazon VPC
- ASEE NAT RERYEM IP it BCEERE 5 RS F 8
- BEETAREEN NAT FiE# 5 EEMnE 10 @
* Amazon EC2
- #§ EC2-VPC %1% IPs ft 5 &% 10

AWS ZIRF EE&EE AWS IRIEHTEERELRE , kB ARS, BRIEZERA , SRS EEREE 2
EEBERE, BB RREELESE  MEMEEELRS, NEFHENR , 52 Bthe section
called “LtE G AWS IRIEHIELEE",

BYERM@ASH

1. & A AWS Management Console 3¢ 7£ https : //https://console.aws.amazon.com/cloudformation
B AWS CloudFormation £ &,

(® Note
AEEREEESRESP,

2. HE EREPRE X
3. HZET A WMELEREANSH 6 ARFEBR.

| ¥R R
EnvironmentName #res-demo# Bt RESIRENH —F

B, HEAres- , RETHE
B11EFExT, BFEREF
&,

AdministratorEmail FEREEKRERBRENS
FEMH i, IR Active
Directory E— B A G X

BUERNEAASE 9


https://docs.aws.amazon.com/servicequotas/latest/userguide/request-quota-increase.html
https://docs.aws.amazon.com/vpc/latest/userguide/amazon-vpc-limits.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-resource-limits.html
https://console.aws.amazon.com/cloudformation/
https://console.aws.amazon.com/cloudformation/home?region=us-east-1#/stacks/quickcreate?templateURL=https://s3.amazonaws.com/aws-hpc-recipes/main/recipes/res/res_demo_env/assets/res-demo-stack.yaml
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B8 FEER iR
B, hERAELERERE M
FERE,

KeyPair FAREREERRETHENS
@,

ClientIPCidr <0.0.0.0/0> |P i 31k &5 28 R {4 & PR I B 3R
BHER, BUUERB%
E T ClientlpCidr,

InboundPrefixList (EA) ARFFEEFRE

2P Web Ul 1 SSH
B IPs REZEFEFE,

HERL R

1. BREALUEM clusteradmin EAEZRATRERE , UKERBREIELERENBAANE
BEEETEMH. RRERTEEE-RBEAREUTRR.

2. WMRGREFEH "EHER SSO 2 A, e, BAELABERANESEFERAEERZE, &7
LA# AWS Directory Service Eft A EZ G, REMBSFAFEHEEBELNEFERS -

admin1, user1, admin2 #1 user2,

a. HI{E Directory Service £ A,
b. EZEUSIREN B ID, B LUE<StackName>*DirectoryService*#&fyE HES B

IDo
c. RALANBETANNEERD  ENEREAEER.
d. HREEFEANMEERE  BACRERR K BASRENTESR  ARREERER.

3. EREAEERR A FHEENEE-BEAZARBUAFEURE.

BN BEEEHERE. ERALEEFEH KRN EnvironmentUrl R7ZE Ul , SiEE o[ AR E SR
EHBNEEPIEHEBN URL, BIBIE T LUEREIE Active Directory F A EXRFBHNERENR

%% A Research and Engineering Studio I:RE,

HERIR 10
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22N

LHW3EH TAE Studio AWS AIREMfEM , BRFA AWS TERABRKAMENERNE, NEFME
A, F2EAWS KEmMPH R,

(® Note
BEEBEXNHITIHE REMERAN AWS RIER .
RIFEBEEINTEERAWS Cost Explorer , AGBIEB R4, ERATAEESE, METEEM
B, F2EALERTPERANESE AWS RN EERE,

ZE

MERZEM AWS RESEBEIEF. 558 AWS BF |, LA UZHRNER P ONMEHERE | L8
RATMERRLHRBEBNERMEE.

ZEMR AWS BECEBNARRE, AFEEEEAREERRERZEUNERTEM

- BiRNR 2N - AWS EEREJHE FHIT AWS BRBHERFTE AWS Elf, AWS LBERHAR
EEANERE. FAWS ER1EP B RUASEEMAANRIERMAZENENME. FET
FREAR LAV T Studio MERFTE AWS , FSEHAWS SR8 RBHE.

- BT et - ENEEEURREER AWS NIR®, SH4AHHMRREE  SF/RERIRE
. BRFNERNERERNER,

3
¢
8

EE 7RISR R EFEEEERZ Research and Engineering Studio FIfEF 89 AWS BRFE |
HERT BRENEZLEE, W1F AWS Z2HWFHEER , FSEAWS Eix 2414,



https://docs.aws.amazon.com/cost-management/latest/userguide/budgets-create.html
https://aws.amazon.com/aws-cost-management/aws-cost-explorer/
https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/compliance/programs/
https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/security/
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IAM B &

AWS Identity and Access Management (IAM) B &1 ZEE Bl FEBEE N isiRkie EA9REM
EAE AWS Eif, WERSEY IAM A& , BFEMK AWS Lambda BEF Amazon EC2 #1718
B2 EFHERNFEE,

RES X IAM HWV B D EBE, BN A RESEEUBRREREEEHFTNFEIE, BEEERNE
EE®EH RES BEMWEBEF Active Directory PEV MEESREAENEREEE, NEFA
B3, 528 < AWS Identity and Access Management £ &#/) HIVEI IAM BUER,

AR EE S LUIEA Active Directory EEFEAEFN., ERKFEAEFR RES FAENTE
B¥ , RES €[ Amazon Cognito 1T & 72 B3

R RHE

hERPEYNZ2EEEERH MBS Lambda BB, EC2 #TEER. ERRM CSR HITERH
Eik VPN in M2 BN RE. BRERAZ2HE YT EEMBERAFTEELE —SRHEF

ERE

BIBEFEER , &£ AWS (RES) £H Research and Engineering Studio € F RES #E N £ INHRFEM
BERHTNEFER, 8 RES &, LA LUEE AWS KMS key, RES FEARZHEAERREZEF BT
B, MRESREEESHEMNEEN AWSKMS key , RIEEAZSRNEREEFER.

RES €/ SSL/TLS mEFEERHPHNEFER ., RMEETLS 1.2, BEEFEH TLS 1.3,
WERT BRENEZEEZEE

1% Research and Engineering Studio FIEARB 2 XM EZENFMEN , FERB TRPHES !

AWS R L £ B ARFS X E fR##E RES HHIEAF X

Amazon Elastic Compute Bty REERESRLE , FAHEM

Cloud EBNEXERRNERBHEERE
MERSEE,

Elastic Load Balancing B 28, EEEEEM VDI = #

SEEHTEHFRIH Auto
Scaling B+, ELB &

IAM £ £ 12


https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html
https://docs.aws.amazon.com/cognito/latest/developerguide/what-is-amazon-cognito.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-security.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-security.html
https://docs.aws.amazon.com/elasticloadbalancing/latest/userguide/security.html
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ERAEER

AWS BRI L £ &

Amazon Virtual Private Cloud

Amazon Cognito

Amazon Elastic File System

Amazon DynamoDB

AWS Systems Manager

AWS Lambda

Amazon CloudWatch

Amazon Simple Storage

Service

ilbr kil

B

X &
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AR#HE RES R EAA X

F#RE Web A QB E
RES E#AVRE,

BV ERTHHSEEN
VPC R &1,

EEERESSNG DR

. Active Directory FHES
BRETZE Amazon Cognito 5
EMEAE , BB FEER.

B /homeERBIEZF VDI
FHOERRRK , UREAN
HAEERRK

FRIAREES , fINERE.
B, BEX. ERRBENTH

O

aX E o

AT VDI TERREE SN
SR X

XEEmMYEE , flAEHR
DynamoDB &Rl &R HERE.
BX& Active Directory B T
R, UREHMFEBE,

IBHLPTH Amazon EC2 E#F0
Lambda BEMEERNEE H
Fie

FRAREMEIEMBERENE
AR A,



https://docs.aws.amazon.com/vpc/latest/userguide/security.html
https://docs.aws.amazon.com/cognito/latest/developerguide/security.html
https://docs.aws.amazon.com/efs/latest/ug/security-considerations.html
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/security.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/security.html
https://docs.aws.amazon.com/lambda/latest/dg/lambda-security.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/security.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/security.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/security.html
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ERAEER

AWS BRI L £ &

AWS Key Management
Service

AWS Secrets Manager

AWS CloudFormation

AWS Identity and Access
Management

Amazon Route 53

Amazon Simple Queue

Service

Amazon Simple Notification

Service

AWS Fargate

Amazon FSx &= RE

Amazon FSx for NetApp
ONTAP

AWS Certificate Manager

AR A
x &

x &

x &

x&

x&

x&

x&

x&

®H
®H

®H

AR#E RES REEAS K

FR#EE Amazon SQS {7

5, DynamoDB & ¥l &K
Amazon SNS FREHETFRREN
o

BRERFEEAERNRBEE
Active Directory 1 , A K&
VDIs WER#EBREH,

REERBOEPERE,
PR E BB Z BUB AR o

BYMBRE BB RN AE
BHTERNESTHRBER
o

BYEBTIAXEERSH
7o

X & VDI juttz B & ME] E
EER | Pl s 3R,

£/ Fargate (E#%& 8, FH
FMBRIRE

RENBHHERRL.
RENBHEHAERRL.

AENBITHEEELEFENE
o



https://docs.aws.amazon.com/kms/latest/developerguide/kms-security.html
https://docs.aws.amazon.com/kms/latest/developerguide/kms-security.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/security.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/security.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/security.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/security.html
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/security.html
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/SQSDeveloperGuide/sqs-security.html
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/SQSDeveloperGuide/sqs-security.html
https://docs.aws.amazon.com/sns/latest/dg/sns-security.html
https://docs.aws.amazon.com/sns/latest/dg/sns-security.html
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/security-fargate.html
https://docs.aws.amazon.com/filegateway/latest/filefsxw/security.html
https://docs.aws.amazon.com/fsx/latest/ONTAPGuide/security.html
https://docs.aws.amazon.com/fsx/latest/ONTAPGuide/security.html
https://docs.aws.amazon.com/acm/latest/userguide/security.html
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AWS R Z £ &N RigE|A R RES FREA AR
AWS Backup 2/ % Amazon EC2 =##, X%
##£ A DynamoDB 12 {13 Ih
e,
gL
FRISELZE (B ARE) 2 AWS IREFHNREERNIRENEAEE,
LthEmP AWS RIS ECEE

ARELHLERTEFNESERBHEEANEE. NFTESHBEES  FSH AWS Service

Quotas,

HRLER , RMERES THREVEEE -
¢ Amazon Virtual Private Cloud

« Amazon EC2

= EERIEINEEE |, 3528 Service Quotas FRAEEFEHPNERIESEFE, WR Service Quotas A j=
RIBHERE  BEFEAENREEERE,

AWS CloudFormation Bt %8

EHERDREEHER  BEZEE AWS tRF B9 AWS CloudFormation EtZ8, EiB T ##ISLEFIEE |

B R REHERIEER BB ERMNER. NWEFMER , 528 ( AWS CloudFormation
AEEE)Y P/ AWS CloudFormation fit %8,

HLEE 4

mEHEEA Amazon EC2 #TEB K/ NBEN A/ DMNRRERRME , LBERK. ATHERSR
BEEREPNEYE BRI MERIEME Auto Scaling B8 (ASG) RN ERRNBERE. BER
—EHTEEENIRENTERTRASETHAERE (AZ) WEH , TMEERESAERBRFE
JRR I RERY B

ASG FRET7E Amazon EC2 A BT , #utA https : //https://console.aws.amazon.com/ec2/o
EMAREEILNE ASGs , BEBBIU HE-asqg. BAUBR/NMENMEEREABSRLEEIR

[iT%:E] 15


https://docs.aws.amazon.com/aws-backup/latest/devguide/security-considerations.html
https://docs.aws.amazon.com/general/latest/gr/aws_service_limits.html
https://docs.aws.amazon.com/general/latest/gr/aws_service_limits.html
https://docs.aws.amazon.com/servicequotas/latest/userguide/request-quota-increase.html
https://console.aws.amazon.com/support/home#/case/create?issueType=service-limit-increase
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/cloudformation-limits.html
https://console.aws.amazon.com/ec2/

#5EEE T2 Studio EREER

BENHE. ENEESUNEE , AREERE AR BIRE. WF ASGsHFMEEN , F2H
{Amazon EC2 Auto Scaling £ & ¥Er) FHVIERE Auto Scaling F4EHY K7\, Amazon EC2 Auto
Scaling

XEN AWS [E1F

WEREABIMEAEMRE PEEMAWER®E AWS BiF, BXEEAFER AWS BiF A REHN PEE
WER. WFE AWS SEFHREVZFHAIAY , 5528 AWS [EiF al Services List,

LR AWS X FRWZE A T2 Studio AWS [E1F :

BiE 48 3] BhR A B ARA (2025.03)
EBERE (MFEEdt  us-east-1 = =
1)

BRI (HxE) us-east-2 B =
BRI (MRIFEEE  us-west-1 = =
s[4:1))

EETEE (REMA) us-west-2 = =
RXREE (RR) ap-northeast-1 = =
ZAREHE (BW) ap-northeast-2 = =
ZKREHE (ZE) ap-south-1 = =
SEAREE (Fhnigk) ap-southeast-1 = =
TXRESE (ER) ap-southeast-2 = =
INEX (FE) ca-central-1 = s
BN CER =) eu-central-1 = =
BN (CKE) eu-south-1 = =
BN (BEEH) eu-west-1 3 =

TEN AWS B 16


https://docs.aws.amazon.com/autoscaling/ec2/userguide/scale-your-group.html
https://aws.amazon.com/about-aws/global-infrastructure/regional-product-services/
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fEREER
Ep =Ry 5 35 BRA RHTARAS (2025.03)
BUM (fm3) eu-west-2 = =
BN (B2) eu-west-3 = =
Europe (Stockholm) eu-north-1 B =
&5 (B X) il-central-1 2 =
AWS GovCloud (%  us-gov-west-1 = =

BIFER )

TN AWS B
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EPEEm

(® Note

WERER AWS CloudFormation 24 F 4 & 3R B Bj{L &2, CloudFormation E34<538A Lt
ERTPAEE AWS WEREHEBM, CloudFormation B EHEEAPMRNER,

RBERZE , FREAKNEELANRAAA, 28, EEZeMEMWEESEE,

ES]

< TREH

- BYATER

- SR BEEmMm

« FR2:E-RBEA

TORIRHF

&

- AWSIRF FRAEEFEAEEY

« B3 Amazon EC2 SSH £##&¥%}

- EINRKEEEE

- BV BFTBE (ER)

« BEMNHEE (£ GovCloud)

. REABER

- EEMIREPERE LDAPS (EH)

« £%7%E Microsoft Active Directory B IRIEIR F
- BREAE VPC (EA)

AWS tRFE EREEFEHAEZEY

L ERE AWS IRF BR EEERAEN -

TORIRE 18


https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/cfn-whatis-concepts.html
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1. BARK https://portal.aws.amazon.com/billing/signup.
2. FFEREMLETRET,

HoEMEFFEPCRENGF , TEEFRBNARER.

B B AWSIRE , AWSIRFREAESRN . REAEFEFEKIRFFHFRE AWS Bk
®MNER. FAZRSREEY  FREEFIEETGERE  YHECRARERERPTEE
BEAEFEERES.

3 Amazon EC2 SSH &%

WMREEE Amazon EC2 SSH €i8¥% | BIEER Y —ELeY . MEFMENR , 5528 (Amazon
EC2 ERAEEE) 9 FEH Amazon EC2 By £88% ., Amazon EC2

18 0 Bk %5 Bo 8B
BP0 T 5 AR A A -

* Amazon VPC
- E{E NAT FHEREMY IP it R R 5 RS F 8,
- HEETHEEN NAT FMER 5 8zl 10,

* Amazon EC2
- 1§ EC2-VPC 51t IPs f€ 5 &% 10

AWS &Rtk F EAEE AWS RNV TRRECHE , LaiBARE. RESERA , FRASEARENRRE
BRERE, EULUBRESELERSE K MEGCERRELZRES, WFEFEES , F2RELERS AWS
AR F AV EC R

By BTHEE (ER)

BRLRERERABITHEE , UHEEZREAN URL, BT RMBTAE , WEEH AHRER
o

ARERERPE—EREF , TACRUNBITRBEYEE., IREEEILREFEAINSERHESR
RBRELRE , TURBLENDER,

HE , BB TSR , £H Amazon Route 53 Xf#8iE |, WFEA E AR EE AWS Certificate
Manager,

Y Amazon EC2 SSH & &% 19


https://portal.aws.amazon.com/billing/signup
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/create-key-pairs.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/create-key-pairs.html
https://docs.aws.amazon.com/servicequotas/latest/userguide/request-quota-increase.html
https://docs.aws.amazon.com/vpc/latest/userguide/amazon-vpc-limits.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-resource-limits.html

#5EEE T2 Studio EREER
1. {KERIERM Route53 A, LEZSWINERE FEH,
2. HEEENGEEEE., ERH Route53 BEIEIM,

a. BB Route53 =12 A,
b. REAIEEHNREFTEET,
c. FRAZHWREEBEINWFEERERSE A2 TERFTERESE D,

3. BB AWS Certificate Manager kR T3S BRFERPEBE. BELURTEISRBHRAEN
=i,

RE\FHEZIHEBE  ARSHRENBREFBR. FREERSEMRE,
BEZKIRE ID UBER,

HEREERT , EBEE Route53 FEIMNRHK. BEFRANFEE+DE,
HHBRER  FREBRREERERER ARN,

N o g &

BN S ({ZBR GovCloud)

MREERE AWS GovCloud ( XBIFEES ) BEHPHE , BEEEAEAR Research and
Engineering Studio ¥ BFT #8148 , AIEEXHEL ERGFHT R,

1. EEBRILEFRERINEESZIE AWS IRFEHPIEERFE AWS CloudFormation &,

2. 158 CloudFormation B , SR IFE T CertificateARNH PrivateKeySecretARN,

3. 7£ GovCloud 2 E|EtRF® , By EHBCertificateARNE HEMNWHE, FI=ZHMOME ARN
WS EZEBRIEENE , BUE vdc-gateway AJLATFEURE(E -

a. res : ModuleName = virtual-desktop-controller
b. res : EnvironmentName = [RFEZE] ( TLLRZ res-demo, )

4. 7£ GovCloud B EIERFEH , B EBPrivateKeySecretArn#i i EN M,
ARN , WA REZRBIHIEERS , LM vdc-gateway AT SAEEIRERE :

3
b
ah
i*a
&
=
%)

a. res : ModuleName = virtual-desktop-controller

b. res: EnvironmentName = [IREBE] ( TEL=E res-demo. )

RN EIR

LAYFFEM T2 Studio AWS FRHIEIRFZRFEFE T IIAHER.

BI#E (MR GovCloud) 20


https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/domain-register.html#register_new_console
https://docs.aws.amazon.com/acm/latest/userguide/gs-acm-request-public.html
https://console.aws.amazon.com/cloudformation/home?region=us-east-1#/stacks/quickcreate?templateURL=https://s3.amazonaws.com/aws-hpc-recipes/main/recipes/security/public_certs/assets/main.yaml
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- W (VPC., B FHRBNILE T )

EIER , BRHITHMNEEE RES I]RIE. Active Directory (AD) M FAfEFHEH EC2 HITEEE.
- f#7F (Amazon EFS)

RBEUREDSERSEEREE (VD) IENERNER,
- B &R (AWS Directory Service for Microsoft Active Directory)

B #&RE S FEHERFE S RES IRIE,
- B HhasKXtBR/IEYHM Active Directory IRISIRFEEAERBNEE (FRERE. B
i)

Research and Engineering Studio €A FEUERENME , SREBRBIRFEBHBAWS Secrets
Manager.

/A Warning
B BBERSHFTE Active Directory (AD) A EIREE RN E FE bt

® Tip
MREGERETBREARE , BRFELNTERTA , AIRTUER AWS SREEEER 5 RE
ENAHER. FSET—H EINBER , LEENIRFHBEER.
¥ AWS GovCloud ( XEI#EE ) EEFHNREHE , ERFETHK PHEREGESREL
#8318 ( f£PR GovCloud).

FEIRRIREDERE LDAPS (#H )
MREETEIEIRZFFEH LDAPS B , AIXAZHUA TSR , TR BRI HEEE AWS
Managed Microsoft AD (AD) #B1E12%I88 , ARt AD # RES 2 EHEA.

1. BHEBUMAE BUAMRES LDAPS AWS Managed Microsoft ADFR IR HY HER, MRS RA
LDAPS , RITJ ARS8 L5 ER
2. TFE1E AD LERTE LDAPS % , [EHH AD B :

a. BI{EEH Active Directory fAIPR2S .

EEHIRFEPERE LDAPS (:ERA) 21


https://docs.aws.amazon.com/secretsmanager/latest/userguide/intro.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/intro.html
https://aws.amazon.com/blogs/security/how-to-enable-ldaps-for-your-aws-microsoft-ad-directory/
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b.
C.
d.

e.

f.

g.

DEE S &7 Bk PowerShell,
#1T certmgr.msc LAHARBUBEIBE.
BERRBEENREIFRERE K AEFAMEBRBE.

B RE (HABERRBE-T ) EAD ARFERNER A RRBEMFEHK  ARE
BEH,

JE2HY Base-64 #miEM X.509 (.CER) , AR&BET—%,
ENMB& K RRBEET—F,

3. 1 FEIME AWS Secrets Manager :

£ Secrets Manager PEN#ZE , ERFEA T EEHABERNOKER | 45 PEM mISHSFER

B FRALA,
4. FEXEEINH ARN , YiGHE A A Y DomainTLSCertificateSecretARN Z28FEE 1 : &
BE M.

5% E Microsoft Active Directory BRI R 5

N R &% # Microsoft Active Directory (AD) 64 RES BV & 2 KR , B AD &8 AFERREHEEM
fRIEIRF . 1A RES REN—y , BLAFEARKIIRFHNEAEREERE, REKRFEETIH

2

- ®EAD BLEME : RES AEM AD AL EAE , UAFMMIZEA Web AORY. BSEFER
IRIIR S &R LDAP B AD ( AHEEMLEAENEFETA ) .

« I AD #8335 : EE2HTEEMA AD #8182 Linux EREENER NI #ZHE/E, £ RES
i, ERMHA DisableADJoin 288 #l, LS EIERA False , EXRR Linux ERESHEERT
FERRAHREH DA AD #35.

- EREAD : 1R Linux ERKSEMEREREEMAKMA AD B , BIEERZE AD 81
(DisableADJoin = True), & T RUIHEEIEFEEN , RBIRFEEE UsersOUM HEAEMEBHE
A EBEFEEGroupsOU,

R RFEFEEZRIIFT

- EZFERAELERZE AD > UsersOUFN A {E A& M EHE A BEEFEUHREGroupsOU,
« ZEMA AD i3 - £ P Computer¥#Computers0ou,

Microsoft Active Directory B9 fRF51E 5 22
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https : //https://github.com/aws-samples/aws-hpc-recipes/blob/main/recipes/res/res_demo_env/
assets/service_account.ps1 BWIEFHRHUMARFEERERSFETFINES, BOTLUREESH AD
EITIE R,

REMEB VPC (EH)

1EFEBERY VPC HEBE Research and Engineering Studio T2 i L4 | LUR2ABHN SR
EEER, TiB , 2% RES MBEMEFBRBFECRZEM KM, EEEME VPC L% RES , &
TEME T YRGS

FRE

 %4{§ Amazon Machine Image AMIs)

« BRTE VPC imFh

- ERE VPC ImEHER TERE R
- REFRE VPC HESH

%1% Amazon Machine Image AMIs)

1. THMAKE., sE2&EREEN VPC HEfE , RES ERREFEFHRUENTAY K MAFTELER
PR B 17 B

2. {£/H Amazon S3 MEEFEUH Amazon EC2 NS EEE S EM IAM B,

a. HI{E https://console.aws.amazon.com/iam/ BARX IAM £32 A&,
b. AT 6 EEFRIAE,
c. EERGEENERERL

- EEENERERET , EF AWS B,
- HHBBEREARPITHEARS  BEEC2, REBET -5,
d. WAL, BIRTIFABR , RARBET —F .

* AmazonS3ReadOnlyAccess
» AmazonSSMManagedinstanceCore
» EC2InstanceProfileForimageBuilder
e. FEACEBNHER A ARBBERIYAE,
3. BIEC2ZREEESRTH

ERE VPC (ZR) 23



https://github.com/aws-samples/aws-hpc-recipes/blob/main/recipes/res/res_demo_env/assets/service_account.ps1
https://github.com/aws-samples/aws-hpc-recipes/blob/main/recipes/res/res_demo_env/assets/service_account.ps1
https://research-engineering-studio-us-east-1.s3.amazonaws.com/releases/latest/res-installation-scripts.tar.gz
https://console.aws.amazon.com/iam/

#5EEE T2 Studio EREER

a. 7t FRK EC2 Image Builder 12 & https://console.aws.amazon.com/imagebuilder,
b. HEEREFEERT , EExh K ARBRERITH.
c. EEURHEEL, WATIFEMEER

- SHETHEE | BEERE
- WETHFRER , FHEE

B FRAEER
Image operating system (OS) Linux
Compatible OS Versions Amazon Linux 2, RHEL8, RHEL9, or

Windows 10 and 11

Component name Enter a name such as: <research-
and-engineering-studio-inf
rastructure>

Component version We recommend starting with 1.0.0.

Description Optional user entry.

d. HEEVYRHEEL K BEREERXHRE.

. HEBMAERENHRBZE , BFE tar.gz BRMNEZR URI, #§ RES BHM targz BRE
&= Amazon S3 #FATEE , YRR FITEBEERERMN URL

i. WATHEHR :

(® Note

AddEnvironmentVariables REAN , MRECEEREBEETHPAIFTEBR]
RIFEY , AU HEBR,

MRBELTE http_proxyH https_proxyRELZE , AIFEE
Yno_proxyB# , U E#ITEIREEAKEREM localhost, #ITERPEE
BIP ik |, AR E VPC i H R

REFE VPC (EH) 24


https://console.aws.amazon.com/imagebuilder
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# Copyright Amazon.com, Inc. or its affiliates. All Rights Reserved.

#

# Licensed under the Apache License, Version 2.0 (the "License"). You may
not use this file except in compliance

# with the License. A copy of the License is located at

#

# http://www.apache.org/licenses/LICENSE-2.0

#

# or in the 'license' file accompanying this file. This file is
distributed on an 'AS IS' BASIS, WITHOUT WARRANTIES

# OR CONDITIONS OF ANY KIND, express or implied. See the License for the
specific language governing permissions

# and limitations under the License.

name: research-and-engineering-studio-infrastructure

description: An RES EC2 Image Builder component to install required RES
software dependencies for infrastructure hosts.

schemaVersion: 1.0

parameters:
- AWSAccountID:
type: string
description: RES Environment AWS Account ID
- AWSRegion:
type: string
description: RES Environment AWS Region
phases:
- name: build
steps:
- name: DownloadRESInstallScripts
action: S3Download
onFailure: Abort
maxAttempts: 3
inputs:
- source: '<s3 tar.gz file uri>'
destination: '/root/bootstrap/res_dependencies/
res_dependencies.tar.gz'
expectedBucketOwner: '{{ AWSAccountID }}'
- name: RunInstallScript
action: ExecuteBash
onFailure: Abort
maxAttempts: 3
inputs:

REME VPC (EA) 25
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ERAEER

- name:

action:

onFailure:

commands:

'cd /root/bootstrap/res_dependencies’
- 'tar -xf res_dependencies.tar.gz'
- 'cd all_dependencies'
- '/bin/bash install.sh’

AddEnvironmentVariables

ExecuteBash

Abort

maxAttempts: 3
inputs:

commands:

echo -e

http_proxy=http://<ip>:<port>
https_proxy=http://<ip>:<port>

no_proxy=127.0.0.1,169.254.169.254,169.254.170.2,1ocalhost,
res, {{ AWSRegion }}.vpce.amazonaws.com,

{{
{{
{{
{{
{{
{{
{{
{{
{{
{{
{{
{{
{{
{{
{{
{{
{{

AWSRegion
AWSRegion
AWSRegion
AWSRegion
AWSRegion
AWSRegion
AWSRegion
AWSRegion
AWSRegion
AWSRegion
AWSRegion
AWSRegion
AWSRegion
AWSRegion
AWSRegion
AWSRegion
AWSRegion

1.
13
1.
33
1.
33
1.
33
1.
33
1.
33
1.
33
1.
33
1.

amazonaws.
amazonaws.

.elb.amazonaws.com, s3.

com,s3.dualstack.
com,ec2.{{ AWSRegion }}.amazonaws.com,ec2.

api.aws,ec2messages.{{ AWSRegion }}.amazonaws.com,ssm.

amazonaws
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws

.Com, ssmmessages.

com, kms.

com, secretsmanager.

com, sqs.

com,elasticloadbalancing.

com,sns.{{ AWSRegion }}.amazonaws.com,logs.

.com, logs.

api.aws,elasticfilesystem.

amazonaws.
amazonaws.
amazonaws.
amazonaws.

com, fsx.{{ AWSRegion }}.amazonaws.com,dynamodb.
com,api.ecr.

com, .dkr.ecr.

com, kinesis.{{ AWSRegion }}.amazonaws.com, .data-

kinesis.{{ AWSRegion }}.amazonaws.com, .control-
kinesis.{{ AWSRegion }}.amazonaws.com,events.

{{
{{
{{
{{
{{

>

e.

AWSRegion
AWSRegion
AWSRegion
AWSRegion
AWSRegion

BERY T

1},
1},
1},
1},
1},

amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws

com, cloudformation.
com,sts.
com, application-autoscaling.

com,monitoring.{{ AWSRegion }}.amazonaws.com,ecs.
.com, .execute-api.{{ AWSRegion }}.amazonaws.com

" > Jetc/environment

REME VPC (EA)

26
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ERAEER

4. BURBGEERMEES.

a. EERVEFEEL, GBATIRE

-

Bl S RFAEEA

ERERE&

YT EERAERE

IS

iR

BEEE
EERR

SRR MRS

RS

B By AR A2 HE IR

EREEE

Enter an appropriate name
such as res-recipe-linux-x
86.

Enter a version, typically
starting with 1.0.0.

Add an optional descripti
on.

Select managed images.

Amazon Linux or Red Hat
Enterprise Linux (RHEL)

Quick start (Amazon-m
anaged)

Amazon Linux 2 x86, Red
Hat Enterprise Linux 8
x86, or Red Hat Enterprise
Linux 9 x86

Use latest available OS
version.

Keep everything in the
default settings, and make
sure T EEBHTERE

& SSM RIBFER is not
selected.

REME VPC (EA)

27
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ERAEER

- 28

TEE % TFRE 8RR

T BETH
RETH

b. BEEEVE.

5. BUREGEERERREARE,
a. HOREERT , REE#RREHER.
b. EEFEMEMREERE,

c. HEVERRBEREEL K @ATIAR:

- 28

— i =g
iR
IAM A&

EREEE

[root/bootstrap/re
s_dependencies

BEIWENTHEE

+ Amazon % : aws-cli-
version-2-linux

+ Amazon %% : amazon-
cloudwatch-agent-linux

- HIBHER : ZRIEIH
Amazon EC2 ti, A5#&
B AWS tRFE ID f1B &1
AWS EiF BMIE WAL,

S I68H

« Amazon 2% : simple-
boot-test-linux

EREEE

Enter an appropriate name
such as res-infra-linux-x86.

Add an optional descripti
on.

Select the |IAM role created
previously.

REME VPC (EA)

28
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=4 2% EREEB
AWS E /% HiTERBHE Choose t3.medium.

VPC., FHBEMLLEHE ERAFARBEREIRAN
fZH Amazon S3 ﬁﬁﬂ?ﬁﬂ
HBIE, IREEEEYT
S84, B|EbR Amazon
EC2 X#AMFEA TS AE
MEEEE

« VPC : EEVARERR
FEfBRERYAR[E] VPC, Lt

VPC &8 B 5 HERRAR
=ZH.
- EARA

« Type (¥EZ) : SSH
* Source (2KR) : BHET
« CIDR E# : 0.0.0.0/0
d. EEBRJVEBEHERE,
6. EIMHFH EC2 Image Builder Ei& :

a. BIEMRGEE K RRBERVREBEE
b. EEEEEFHMEARTRL  WANTARLEET - :
- EEARBNERAER
- HREEHRE , REEEFHHE AMI REEF | FREHEIEEFH.
c. HEEEFEEL, BEERARAERS  ARBALIRINESEE. BET -,
d. EEEMBEFEEL , BHERIERE  AREET I,

e. EEREMNGHEEERL  BREFHRENERGEHERE A ALTEINERRER
EER, BET—%,

f. EERSHREEEL , $HHENREZETIER .
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#5EEE T2 Studio EREER

- MHRGUAELEN RES RENVRMEEMNES , JE RES sefft ERMEBERR
ETHRBTER. ERARKERE  BHRESEM/EM EC2 Image Builder BRISHY R H E

M,
- MREVEAEZEREPEE RES , BANEFERYHNIMHRE , U ERRHEESE
o

g WEALKHEE A AREEEUEE
7. #4117 EC2 Image Builder Ei& :

a. RREEFEF , SKIWERNEEINEE,
b. BEEFBE K RREHITEE,

EETREEALN 45 2 ER —/MFH R EREIL AMI R,

8. FEEELEM AMIH AMIID , WA ERE & InfrastructureHostAMI 2 E /Y& A the section called
“H/:,EE% 1: E&E"’Elﬁlﬂ”o

RE VPC %

HELE RES YRABIERRE , AWS R FEEIENRLE TR, BLERE VPC inRb LR
VENFEE K MESLEARSERMERSLESR,

1. WRFEEARRERS  FEEAWS B FEATE VPC mEFE HREMNE T,
2. HEME A EEHZEN—ELE R,

AWS FR#% R¥s &8

Application Auto Scaling com.amazonaws.region.application-autoscaling
AWS CloudFormation com.amazonaws.region.cloudformation

Amazon CloudWatch com.amazonaws.region.monitoring

Amazon CloudWatch Logs com.amazonaws.region.logs

Amazon DynamoDB com.amazonaws.region.dynamodb ( EEREIRE )
Amazon EC2 com.amazonaws.region.ec2
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https://docs.aws.amazon.com/vpc/latest/privatelink/create-interface-endpoint.html
https://docs.aws.amazon.com/autoscaling/application/userguide/application-auto-scaling-vpc-endpoints.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/cfn-vpce-bucketnames.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/cloudwatch-and-interface-VPC.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/cloudwatch-logs-and-interface-VPC.html
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/privatelink-interface-endpoints.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/interface-vpc-endpoints.html

oEEE T2 Studio

ERAEER

AWS BR#%

Amazon ECR

Amazon Elastic File System

Elastic Load Balancing

Amazon EventBridge

Amazon FSx

AWS Key Management Service

Amazon Kinesis Data Streams

AWS Lambda

Amazon Simple Storage Service

(Amazon S3)

AWS Secrets Manager

Amazon Elastic Container Service

Amazon SES

AWS Security Token Service

Amazon SNS

Amazon SQS

RIS A

com.amazonaws.region.ecr.api
com.amazonaws.region.ecr.dkr
com.amazonaws.region.elasticfilesystem
com.amazonaws.region.elasticloadbalancing
com.amazonaws.region.events
com.amazonaws.region.fsx
com.amazonaws.region.kms
com.amazonaws.region.kinesis-streams
com.amazonaws.region.lambda

com.amazonaws.region.s3 ( BEFEFRE RES FEIH
FEimH, )

fREHRIE PN B HEREFITBEZHEIN Amazon S3 It
HinZ, 2 M7FH Amazon Simple Storage Service It
H i B

com.amazonaws.region.secretsmanager
com.amazonaws.region.ecs

com.amazonaws.region.email-smtp ( %I ° @15
X, : use-1-az2, usel-az3, usel-az5, uswil-a
z2, usw2-az4, apne2-az4, cacl1-az3 # cac1-az4. )

com.amazonaws.region.sts
com.amazonaws.region.sns

com.amazonaws.regi on.sqgs
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https://docs.aws.amazon.com/AmazonECR/latest/userguide/vpc-endpoints.html
https://docs.aws.amazon.com/efs/latest/ug/efs-vpc-endpoints.html
https://docs.aws.amazon.com/elasticloadbalancing/latest/userguide/load-balancer-vpc-endpoints.html
https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-related-service-vpc.html
https://docs.aws.amazon.com/kms/latest/developerguide/kms-vpc-endpoint.html
https://docs.aws.amazon.com/streams/latest/dev/vpc.html
https://docs.aws.amazon.com/lambda/latest/dg/configuration-vpc-endpoints.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/privatelink-interface-endpoints.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/privatelink-interface-endpoints.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/privatelink-interface-endpoints.html#accessing-s3-interface-endpoints
https://docs.aws.amazon.com/AmazonS3/latest/userguide/privatelink-interface-endpoints.html#accessing-s3-interface-endpoints
https://docs.aws.amazon.com/secretsmanager/latest/userguide/vpc-endpoint-overview.html
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/Welcome.html
https://docs.aws.amazon.com/ses/latest/dg/send-email-set-up-vpc-endpoints.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_sts_vpce.html
https://docs.aws.amazon.com/sns/latest/dg/sns-vpc.html
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/SQSDeveloperGuide/sqs-internetwork-traffic-privacy.html#sqs-vpc-endpoints

M

WFRE TR Studio EREE
AWS AR RIS &8
AWS Systems Manager com.amazonaws.region.ec2messages

com.amazonaws.region.ssm

com.amazonaws.regi on.ssmmessages

HiRAB VPC iIm BB TERE R

EEHEFTE VPC HENRKEES |, B LE VPC WAE FRRFRERERRES. BHKEBTIL
B, R AWS B 0MATRN S HiRMHE | 11858 Research and Engineering Studio E8&FrEE
REFEVEN R IE R RER.

1. EHKAR RES HEM VPC 2B FHEERPRE Linux #ITERE,

Linux &%l — Amazon Linux 2 % Amazon Linux 3

- 2248 - x86

HITEREEA - t2.micro RE S IRA
Z2BHE - 12 0.0.0.0/0 #2EIEE 3128 EH TCP

2. EREHITERIRENEMMRES.

o

C.
d.

e.

BRI http E 4R,
AR A MEE FREERE T 5IRE

» .amazonaws.com (EAR—#K& AWS R )

- .amazoncognito.com ( EAM Amazon Cognito)
- .awsapps.com ( EAMR Identity Center)

- .signin.aws ( BAR Identity Center)

- .amazonaws-us-gov.com ( B Gov Cloud)
BB HMELR,

A I R Ep 3R R AR B8R o

B A E A RREFEN PORT,

3. WMELHRARUAFEIRRERRES.

a.

BI{E VPC £ 4 , BBl EARNEREREEMMN VDI THEYFRRIRH R,

REME VPC (EA)
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https://docs.aws.amazon.com/systems-manager/latest/userguide/sysman-setting-up-vpc.html

M T Studio ERERER
b. WMEXRAHRK, UAFEEAERNTIANTRPEINRERRSEHTER.
c. HHLEAREMRRM/NVDIs WA FHEE (ERBEREN) NEBER , BTHERE,

4. EHAEMRSE EC2 ATHEENZ 3 E  YRAREAFREMRKFERZ PORT ENEA
TCP E#R,

REME VPC HESH

£ Hthe section called “EE 1 : MEBIEmR” , BWEETE AWS CloudFormation S8R ABESE., 8
BURRRARE T ISR, AR HEINEMZRENLE VPC,
28 A
InfrastructureHostAMI Use the infrastructure AMI ID created in the
section called “%4@ Amazon Machine Image
AMIs)”.
IsLoadBalancerinternetFacing Set to false.
LoadBalancerSubnets Choose private subnets without internet access.
InfrastructureHostSubnets Choose private subnets without internet access.
VdiSubnets Choose private subnets without internet access.
ClientlP You can choose your VPC CIDR to allow

access for all VPC IP addresses.

HttpProxy Example: http://10.1.2.3:123
HttpsProxy Example: http://10.1.2.3:123
NoProxy 6l -

127.0.0.1,169.254.169.254,169.254.17
©.2,localhost,us-east-1.res,us-east-
1.vpce.amazonaws.com,us-east-1.elb.a
mazonaws.com,s3.us-east-1.amazonaws.
com,s3.dualstack.us-east-1.amazonaws
.com,ec2.us-east-1.amazonaws.com, ec2
.us-east-1.api.aws,ec2messages.us-ea
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ERAEER

B8

EUNEEIR

A

st-1.amazonaws.com,ssm.us-east-1.ama
zonaws.com, ssmmessages.us-east-1.ama
zonaws.com, kms.us-east-1.amazonaws.c
om,secretsmanager.us-east-1.amazonaw
s.com,sqs.us-east-1.amazonaws.com, el
asticloadbalancing.us-east-1.amazona
ws.com,sns.us-east-1.amazonaws.com, 1l
0gs.us-east-1.amazonaws.com,logs.us-
east-1l.api.aws,elasticfilesystem.us-
east-1.amazonaws.com,fsx.us-east-1.a
mazonaws.com,dynamodb.us-east-1.amaz
onaws.com,api.ecr.us-east-1.amazonaw
s.com, .dkr.ecr.us-east-1.amazonaws.c
om,kinesis.us-east-1.amazonaws.com, .
data-kinesis.us-east-1.amazonaws.com
, .control-kinesis.us-east-1.amazonaw
s.com,events.us-east-1.amazonaws.com
,cloudformation.us-east-1.amazonaws.
com,sts.us-east-1.amazonaws.com, appl
ication-autoscaling.us-east-1.amazon
aws.com,monitoring.us-east-1.amazona
ws.com,ecs.us-east-1.amazonaws.com, .
execute-api.us-east-1.amazonaws.com

It CloudFormation B2 VB, FEFHR. (EFAPEHNBEHEE (WREH
PortalDomainName), &X4EHERIELNIBER , TEHEER.

IERLAEBRE 2B T S 5 S A,

EREEERE : 4 40-90 piE

1. & A AWS Management Console I 7E https : //https://console.aws.amazon.com/cloudformation

BIRX AWS CloudFormation £ 4&.

BIUNDEIR
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https://s3.amazonaws.com/aws-hpc-recipes/main/recipes/res/res_demo_env/assets/bi.yaml
https://console.aws.amazon.com/cloudformation/

#5EEE T2 Studio EREER

® Note
RIEELEEERREF,

2. E EBATME &7,

MRBEE AWS GovCloud ( XBIFEHER ) EBiFEHEE |, 557 GovCloud 7 &l [E 1R F H B E) £
7, GovCloud

3. WMAEHAZHY

25 FEER iR
DomainName corp.res.com RARER B sk,

RESERESIEFEH
EWLDIFERTRRRM, W
REREFEAERERE
i EREATERE. B
E8FEHE, FEMLREE
BILDIFWEER. ETEER
& AR Active Directory EJ#3

13,
SubDomain ( R B HREEETAER ,
GovCloud) {B¥ A GovCloud [Bi8 A &
=,

R R MH SubDomain , 8l
SHEERMMN DomainNam
e B, MM Active
Directory #1B & B & F
.

AdminPassword Active Directory B2 S &
B (EAES®B Admin). Itk
EREEEVRSISEBENE
A BE&HFEN , 2EBTEHE
Ao

BIUNDEIR 35


https://console.aws.amazon.com/cloudformation/home?region=us-east-1#/stacks/quickcreate?templateURL=https://s3.amazonaws.com/aws-hpc-recipes/main/recipes/res/res_demo_env/assets/bi.yaml
https://console.amazonaws-us-gov.com/cloudformation/home?region=us-gov-west-1#/stacks/quickcreate?templateURL=https://s3.amazonaws.com/aws-hpc-recipes/main/recipes/res/res_demo_env/assets/bi.yaml
https://console.amazonaws-us-gov.com/cloudformation/home?region=us-gov-west-1#/stacks/quickcreate?templateURL=https://s3.amazonaws.com/aws-hpc-recipes/main/recipes/res/res_demo_env/assets/bi.yaml

3R EE T2 Studio

ERAEER

Xa

B8 i

ServiceAccountPassword

=

iRy

iR

BEE BRI
= (1) XFEBR (2) 1%
Nt AW/ EHZ AWS
WEH ARN{"passwor
d":"somepassword"}

o

AR WEAENBBLAR
4 Active Directory K 1518
HMMER,

FAZREE L AR I IR P Y 2515
(ReadOnlyUser ). LLiRF
ARELRE,

BE . WACEX T
= (1) HXFEBR (2) 1%
LR ER/IEHZ AWS
WM ARN{"passwor
d":"somepassword"}

o

AE  WERAENZRLER
& Active Directory B B i51E
HMEER,

£/ SSH R FimiEEEE
1T{ERE .

AEE : AWS Systems
Manager Session Manager
WAL A RERERITER.

BIUNDEIR
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https://learn.microsoft.com/en-us/windows/security/threat-protection/security-policy-settings/password-must-meet-complexity-requirements
https://learn.microsoft.com/en-us/windows/security/threat-protection/security-policy-settings/password-must-meet-complexity-requirements
https://learn.microsoft.com/en-us/windows/security/threat-protection/security-policy-settings/password-must-meet-complexity-requirements
https://learn.microsoft.com/en-us/windows/security/threat-protection/security-policy-settings/password-must-meet-complexity-requirements

3R EE T2 Studio

EAEE

M

B8

LDIFS3Path

ClientlpCidr

ClientPrefixList

EnvironmentName

faRR

aws-hpc-recipes/ma
in/recipes/res/res

_demo_env/assets/r

es.ldif

res-[environment
name ]

iR

£ Active Directory & EH#I 5|
SRR AR E AR LDIF 2
M Amazon S3 B, N
RHMEA , BB LDIF
Support, 2 & LE

%* ; &gxa;ﬁ Actlve

Directory F % 37 21 {£ F
&

EERAER A F2H
GitHub AT res.Idif 18
3o

B P EEELRY 1P i
o, Hlg0 , A LUEEY IP
iyt , G{EAH [IPADDRES
S1/32 EARFFREEER.
BRI LB R IE,

WAFRRENRHKHERS
B EEMMNEN. NFER
UREFERENEA , 2
REAEFZEFHEE.

&R PortalDom
ainName #Eft , LBEE
ﬁ%ﬂ%#‘%ﬁ%ﬁfgiéiﬂ’ﬂw

, UMBEEREFEH, E
%EHAE_L RES # BB F
FA#WEnvironmentName 2
B, MREBEERFPHES
ERE K ESLEBERE—MN,

BIUNDEIR
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https://github.com/aws-samples/aws-hpc-recipes/blob/main/recipes/dir/demo_managed_ad/README.md#ldif-support
https://github.com/aws-samples/aws-hpc-recipes/blob/main/recipes/dir/demo_managed_ad/README.md#ldif-support
https://github.com/aws-samples/aws-hpc-recipes/blob/main/recipes/res/res_demo_env/assets/res.ldif
https://github.com/aws-samples/aws-hpc-recipes/blob/main/recipes/res/res_demo_env/assets/res.ldif
https://docs.aws.amazon.com/vpc/latest/userguide/working-with-managed-prefix-lists.html

3R EE T2 Studio

ERAEER

B8 i

Xa

PortalDomainName

4. FEFSIIBERMATAREGR K RREBFEIUMEE,

TEB1 . BRBESR
FEK RSB Y step-by-stepiR B |, BREN A ERITEEZLHKRS,
EREBER : 460 DiE

B\ EHB2a FTHEEMRMW CloudFormation 28,

MREEEE in AWS GovCloud ( EEAEP ) , BEALLEAE,

iR

¥ GovCloud H& , 2@
ALBE, BRINZEREL
FRGEHEFBHEILN,

¥R 5 4£ Amazon Route 53
WA, MREMLD
g, AIFELEY FENER
B MIER AWS Secrets
Manager. MIREEED
WARE AR LS8
EnvironmentName #JLA{R

[~ las
EE/IL' o

res-stack - FEALLEAMBERNAAAABRBN TH, RREESEHE RES TEHBNF DBE,. Al

iR M E IR ER.

@ Note

AWS CloudFormation R 2% AWS Cloud Development Kit (AWS CDK) (AWS CDK) &

fEEIH

AWS CloudFormation Ei8 &7 AWS B L EB¥ Research and Engineering Studio AWS Eif, &%

AXTELERGMSE , TRREHEER,

SR BMBER

38


https://research-engineering-studio-us-east-1.s3.amazonaws.com/releases/latest/ResearchAndEngineeringStudio.template.json
https://research-engineering-studio-us-gov-west-1.s3.us-gov-west-1.amazonaws.com/releases/latest/ResearchAndEngineeringStudio.template.json

#5EEE T2 Studio EREER

1.

E A AWS Management Console , ¥7E https : //https://console.aws.amazon.com/
cloudformation B AWS CloudFormation £# &,

M

EEEBE in AWS GovCloud ( EEIFESR ) , BREILLE A,

RIBFE  SASEXBRS (HSFEZILE ) EEME, EEETREN PREBERTR AWS
B, FEAEREAEEI PN ERERER,

® Note
WEmEA Amazon Cognito fR% , B Bl AREME PIRM AWS BE, BXEEAFEH
Amazon Cognito AWS B B FRIBIEm. IESFEBNSZHAATAMY , 528 AWS
[E315 al Services Listo

HSET  RALEREANZY  IRFEBR. REHETABCARER , BT REINE
BERHERNE RS RERPRIELSZH,

28 FEER iR
EnvironmentName #res-demo# REt4E RES IRIBHME—F

7, Llres- B , RETT
g 11 E=Fx , B FRaEA
RXREFH,

AdministratorEmail FRETHNEmMIXENEFH
ik, MRBERDEKE
—BAEBSRE , KEAED
SREFEIREBEERAE,

InfrastructureHostAMI ami-###HEH# I (A ) BaRHEAR
FAIEEMER M BT
AMI ID, B BEIZEMOSesAH
Amazon Linux 2, RHELS,
RHEL9. Windows Server
2019 # 2022 (x86) , A K
Windows 10 11, mEFEFH
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https://console.aws.amazon.com/cloudformation/
https://console.aws.amazon.com/cloudformation/
https://console.aws.amazon.com/cloudformation/home?region=us-east-1#/stacks/quickcreate?templateURL=https://research-engineering-studio-us-east-1.s3.amazonaws.com/releases/latest/ResearchAndEngineeringStudio.template.json
https://console.amazonaws-us-gov.com/cloudformation/home?region=us-gov-west-1#/stacks/quickcreate?templateURL=https://research-engineering-studio-us-gov-west-1.s3.us-gov-west-1.amazonaws.com/releases/latest/ResearchAndEngineeringStudio.template.json
https://aws.amazon.com/about-aws/global-infrastructure/regional-product-services/
https://aws.amazon.com/about-aws/global-infrastructure/regional-product-services/
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ERAEER

B8

SSHKeyPair

ClientlP

ClientPrefixList

IAMPermissionBoundary

Vpcld

IsLoadBalancerinternetFacin
g

LoadBalancerSubnets

X.x.x.0/24 = x. x.x.0/32

BN
&R , F2E %R Amazon
Machine Image AMIs).

AREREEBR BTN
- E 2

IP 31t EF iR S PR FIEE R
BRER, BALERB2®
E T ClientlpCidr,

(ER ) ARFFEEFIE
2P R Web Ul 1 SSH
B IPs REZREFEFE,

(EA) BAARRIER
K ARN , EBURBEMAFTH
RPREEE RES HEMYHFR
ARG, MFFAER K F2
BYEXE B I 5T A MR

HITERBSEEH VPC ID,

ZEY true LASHE H M HAFR

BNEHTEHSE (BHTE

HEELNETBEE ). HRE
ERFIFEBRERFINIE
FHIREY false,

ERHFERSRBNTET
AEZH , ZBREDWETFHE
o HNTEERFBIERAR
FHHNEE  HENLE T
. HNTFEMRMEERFIE
BE  FEDNLE MK, W
SRONERESA A HE A 2 T 18 R
, mENFTEEEUMNIER.

SR BMBER
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3R EE T2 Studio

ERAEER

B8

InfrastructureHostSubnets

VdiSubnets

ActiveDirectoryName

ADShortName

LDAP E##

LDAPConnectionURI

ServiceAccountCred
entialsSecretArn

UsersOU

corp.res.com

corp

DC=corp,DC=res,DC=
com

iR

FEERRE T EEREBNTE
AAEEF , EINEDHETL
BT, MRNDEEEDR
ByEBmE , FEINAEE
BIYMNEE,

£ VDI ST ERA BB T
B AEES , ENEDRHE
B TR, WRINEDEEME
BEVEBME , FRENAR
BEEUMNIERR.

ERH B &HIBE. EAEE
REAOBELERER.

ERFEENEEETE, Et
785 NetBIOS £,

LDAP B &+ E# 1 LDAP
B

Al E A B #EY EHEE AR
FEME— |dap : // BB, W
RIGFEATER AD REZEH
BN EIR , BIAAER

Idap : //corp.res.coms,

REWE ARN , HFEE
Active Directory ServiceAc
count EAFEWFEHE BB
S , A username :
password key/value ¥{,

AD A& E LR E M &RV AR
BV,

SR BMBER
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B B4 HiR

GroupsOU AD WA REZ 2 BHER B EE
fiZo

SudoersGroupName RESAdministrators Sl HposhERE
RFEN1T1E 88 £ EBsudoer 7
BENMEERE , URkE
RES tEEEEEFEEN
FIEfERE,

ComputersOU AD W#LTEIREAS I A By AR 8
B,

DomainTLSCertifica (2R ) REAE TLS BF

teSecretARN W3 ARN , SARUAEE AD B9

EnableLdaplDMapping

DisableADJoin False

ServiceAccountUserDN

SharedHomeFilesystemID

TLS B

SRZE UID 1 GID #7152 H
SSSD E4& , ERFEM AD 12
HEEET. %A True LIEH
SSSD E4£/ UID M GID ,
;EXA False BAER AD 12
f#t#) UID M GID, FERZH
BT , LBEEREES
Trueo

ZEHRHIE Linux =N B 8
e B EEA True, &
A , BR S False WTEERER

Eo

£ B SFRRURBIRFERE
K ##5I& % (DN)o

AR Linux VDI ¥ A E
ERERFKEM EFS ID,

SR BMBER
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B8 i iR

Xa

CustomDomainNamefo (iEFH ) Web AO#EM AR
rWebApp R RFE Web S0 ELEMN F
B,

CustomDomainNameforVDI (iEA ) Web ADO#M AR
RMERHK VDI Zp0EEH T
B,

ACMCertificateARNf (ER ) EATAERERER ,

orWebApp EmE MBI amazonaws
.com F5EE Web FEARE
Ro BAUERETREE
BB, MREHLET HE
{EATER , IEAEEEY
BIR , A LATE res-bi B
e PR B ER. RE
.—:%EZ% Web ERARXELR
&, B2 HEEE.

CertificateSecretARNforVDI (i#A ) It ARN RBE/HE
Web A OB AEREHL
BRE, MELHEBEBIE
ERFEAOMPLBHEE
BT LAE res-bi HEE R H
R EBTHRIELE,

PrivateKeySecretARNforVDI (#A ) It ARN BE/HE
Web AOB@LBENLESE
. MRZABEBILABER
REAOPLEFEE , B9
LAE res-bi By & 3R 5|
BRTRIE,

5. iZIZE Create stack (BRI HB) LI BHE

SB1 . BRBER 43
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& O] LATEARRERRHY AWS CloudFormation £ A HREHEENRE, BREZEE KL 60 pERKE
CREATE_COMPLETE #R&E,

TER2: B—IREA

EmERNEINENIRFR , EERITEEAERNETBN. £ URL ZEALNIRS , W AHA
ERAERETER,

B—RBEAR , BALTE Web AOMIEPERTE SRTELUERT) SSO HER, NENRBERMBEET , &
S0 {HREIEM, X E , clusteradmin RRBEMMNIIRE — BuLMFERATCREVER | WiEFERAE
RFEREERERRELER . cEZETERKEHENTERME,

SB2 . E—REA 44
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EHEm

Research and Engineering Studio (RES) EMEEMEmMN B ZE , BURRIRAEH R EEEMER
EEW,

RES A BHIAERNRAERH LR, TBRAEAFNA , RERAERFZZNEFR. B
M, 2024.01 lREM 2024 &£ 1 ARITATERA ; 2024.01.01 IRBZRAVREREER,

ES |
- FEREEH
« RERAERH

EERAER

Research and Engineering Studio fEARIBRZEM LRI RES IRIEBBEZHEMN , MABEXREL
MIRERTE, BEAUEMACRAEZH , FALERFRREMERSRENERN.

B EERARIMRAN RES EXMEAVIRER

1. BIBHIREMNMREE, 5528 the section called “Z I REE”,

2. FRAFMAEFRIE RES, FHZH the section called “FTEE 1 : BB ER",
3. BRBEAZTCEHWIRIE, 520 the section called “E F1RER",

4. BBFIBEERRBRIBEENIRE.

NN

¥ RES WARERAEFH , FTEEFNLZE, B LAEHRERE RES HEH AWS CloudFormation £
R, EBBEFH AWS CloudFormation Z & , S8 A EH 5] RES IRIBMARAS, &0 AIEE 4K B
BB RA R o

{530 : "Description": "RES_2024.1"
EEETRERAER

1. £ P TERHFH AWS CloudFormation &i45the section called “45EE 1 : BREIE TR,

2. ¥ https : //https://console.aws.amazon.com/cloudformation BiEX AWS CloudFormation &,

EERAERR 45


https://console.aws.amazon.com/cloudformation/

#5EEE T2 Studio EREER

& Stacks A , ERWIBMFEHE, CEKETRA <stack-name>,
EEFEH,
EEEK B RTE A,

&+ ¥ Template source (EZAIR) , ##F Upload a template file (L EEAER),
BEREERY FEETHNER,

EEEHBHMEAL  BET Y. ELEEEFHZE.

EREHEBREL BET -5,

10. fE#B9 <stack-name> B , BIEER,

© © N o 0 kW
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BREZEEM

AT LA AWS Management Console S £ AWS 7 i LR BRZ % Research and Engineering
Studio AWS Command Line Interface. &8 F EhMiBRItZE R LB Amazon Simple
Storage Service (Amazon S3) E T, MRECEERENRFERFER , LERTEEBHMER

<EnvironmentName>-shared-storage-security-group.

£ AWS Management Console

1. & A AWS CloudFormation 2 &,
2. EEEE L BRI ERNZEME,
3. B#IE MBR

£ AWS Command Line Interface

Y| AWS Command Line Interface (AWS CLI) REEZNREF T, MEFERERA , F2HE
AWS CLI fER&1Erm) FHTELE AWS Command Line Interface, MEF AWS CLI A B B8R E AP
EERMEEENEESIRFR , BRI TS5,

$ aws cloudformation delete-stack --stack-name <RES-stack-name>

fifl Br shared-storage-security-group

/A Warning
EmFARESRELBERRE , UBLEAEER, NREZEMREZ S EFHEMARABRESR
Rt EERBERARBENEMNERREXRAMER, BREHEOERNTEEREFTEREGTNE
£EHE.

1. & A AWS Management Console , ¥¢7E https://console.aws.amazon.com/efs/ : // BIRX Amazon
EFS £ &,

2. MIBRER FERAEAY T A R RM<RES-stack-name>-shared-storage-security-group., =™
&, BUUKBELERRMRENERGS —BLL8E , IHEEER,

f£F AWS Management Console 47


https://console.aws.amazon.com/cloudformation/home
https://docs.aws.amazon.com/cli/latest/userguide/cli-chap-welcome.html
https://console.aws.amazon.com/efs/
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3. &EAAWS Management Console , 7 https://console.aws.amazon.com/ec?/ : // BIRL Amazon
EC2 EE f= =} IZ o

4. MBR<RES-stack-name>-shared-storage-security-group.

I B& Amazon S3 FE1ZETEE

IR IEREMBER AWS CloudFormation BB IEZNERIER  HERSREAREBEREILMN
Amazon S3 FFITR (ARTEEENAEBEFHE ). BREZEERE K NRETEEREBER &
AT AF EMIBRILL S3 FEFETEE, FBAKRR T SIS BRMIBR Amazon S3 REETER,

1. BEAAWS Management Console , I 7E https : //https://console.aws.amazon.com/s3/ BERX
Amazon S3 £ &,

BEEKFH ChooseBuckets,

# % S3 fffEstack-namebrHg,

BEEUE{E Amazon S3 fFETRE  AREEZH, KX ARTEEEARETE,
BHE S3 RETFATRE | AREBRBEMIBR,

o ~ w0 b

ZESH MKk S3 REFEE AWSCL, FHITTHHS :

$ aws s3 rb s3://<bucket-name> --force

® Note
--force I EBEEHRNEANWREETE,

MIBR Amazon S3 f#1FErEE 48


https://console.aws.amazon.com/ec2/
https://console.aws.amazon.com/s3/
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HHRETE

WA RERmARMERIEHTBENIETR , RPMNME—PSBETIE AWS Em LK Research and
Engineering Studio 4,

FE

- §HEE

- BV FEE

« BY ACM B=FE

» Amazon CloudWatch Logs
« REHBHFFARR

« EXE RES Fi#& AMIs

SoER

Research and Engineering Studio AJ AAfE A SAML 2.0 B S piRfitE, ZEFEA Amazon
Cognito AREFEAEES , AFEAEEZEAERS Cognito FAESHH Web A O#UEH Linux B
VDIs , 552/ 5% Amazon Cognito £ &, MREFEAAIPERSETEIEA IAM Identity Center Zf
£ RES , 528 £/ IAM Identity Center 2R EEE—&E A (SS0), MREEEHCDH SAML 2.0 BEE S
REtE  F28H ABE—EA (SSO) RELNEniRMEE,

FE

« i%7%E Amazon Cognito fE &

+ Active Directory E%

 f£/ IAM Identity Center X EEE —& A (SSO)
- BE—FA (SSO) RELN S o IRMHE

- RECAENER

5% E Amazon Cognito EFA &

52 EE T2 Studio (RES) A EIEAE Amazon Cognito SR ERREMFEAEB %, EEFERHEMFEH
Amazon Cognito & & 2 & A Web AO#BLA Linux B VDIs, BEER K AWS =& FEH
csv EREZEACRAEEACRERE. NEAREFEAEEANFMEN , 528 (Amazon Cognito

BoEE 49
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FEABER) PR CSVEXZSHEAEEAEAEEE, RES XERKFEMA Amazon Cognito &R
4+ fEAE B %M SSO.

EERE

BRRES BEEE , HEEM RES IRIERERMEA Amazon Cognito HAEAER % , BEARKREE
BEEEFRN S EEEE YR Amazon Cognito AR E B &kilt. BEEANERAEBTHE
fit , FYBMEEEE LN ERE 8 TEMRRE.

EREEREREMZEA

MREHAERAEGREM , EUNAERERM Web EAERHN URL, EHE , EFHESRIE
METRERENERE? EEEHEM,

AR

BRFETREMAENERSE ? EHERE  RREERCOAREFBANBRREL 1RF,

HEMAESR , RESEERCEAEWAEFBHPRINBRES  UxKEMRERF.

NREAEREM , FAESTFERGFMER. EEENAE RES H\EE Amazon Cognito FE%E
A&, (7E2H (Amazon Cognito B ABIERE) FHUEEBESSEUFERERE, )

BEAEHEEE

MR ERRA SSO M Amazon Cognito , BIERBRERAMES SSO BAMNEER, EFAER —THER
i, CEREEMKHEHR SSO B AEH. RIFEFERR , WWREA Amazon Cognito , FAESEHELT
o 8RE,

BR

« &K Amazon Cognito FEEBRZUEANEFE ; REZPNEFH,
« Amazon Cognito EEfF o FF R B £ 5 18 [ 2 F & & BB T [ 4815 ith 11k 1) E F BB stb ik

Amazon Cognito & %588 E 50


https://docs.aws.amazon.com/cognito/latest/developerguide/cognito-user-pools-using-import-tool.html
https://docs.aws.amazon.com/cognito/latest/developerguide/how-to-create-user-accounts.html
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- WREEFRA Active Directory #l Amazon Cognito , BRRERZNEENEHAEER , AERH
Active Directory FAEETH P HRFE. EESEKEIT R , TEE Amazon Cognito B2H Active
Directory 2 MW EEFEHAE R,

« FARFF Cognito & B E Windows & VDIsE A& RES A% # Windows #1TEEA Amazon
Cognito B & 7 E& &%,

EE7

RES /MRS HE R EERE Amazon Cognito WERAEMEHEN. BREE 88, NEM
FREHSEH VDIs P15 sudo R,

B A LA Lambda A FBREES,
FHREBESER :

1. BIRX Lambda A&,

2. 12 Cognito % Lambda, Itt Lambda EfELt @& 1E
51 - {RES_ENVIRONMENT_NAME}_cognito-sync-lambda,

3. EHUAIE.
4. EARABHERYP , BEALANAIERE. SHAAXBALFEE,

Cognito N &Z£EZE

£ 202412 lRA& 2z 8l , FEERERUAFE A EEEEC S , I~ Amazon Cognito Plus FHEIZhEER —ZB 5.
BRREERBHBRILER K ANEEHR RES WEFEERL. BuLIREEEHMAALLINEE , XU
BAEBNERLERE.

Active Directory [@5

FITHAMERE
ZHHAR |, B2 Active Directory (AD) tBBERIFTE CFN SEHE Z:Z M.
HRAITRREIREMEMIE ARN (I8 ServiceAccountCredentialsSecretArnsl

DomainTLSCertificateSecretArn) , FHEL4H THEBIHMIEBE RES W% , UEESERMEE
WYETH -

Active Directory B2 51


https://console.aws.amazon.com/lambda
https://docs.aws.amazon.com/cognito/latest/developerguide/feature-plans-features-plus.html

#5EEE T2 Studio EREER

- £#8 : res:EnvironmentName , f§ : <your RES environment name>

- £#8 : res:ModuleName , {H : directoryservice

Web AO#EMEFREM AD MAEEFNHEET —XHERN AD AL HEEBENE (81 ). EAF
AREFEEEE AD BREREMKE SSO ( filin , MRLNIREFEH AD).

MRZHEE K EEEAUESSEEHE M RES Web A DR NARE AD A5 :

Ht
ERIE R

EERENLUEACEAESENFAGRZRMEZRINERAERFE, ERFLFER LDAP &
BIRUFEE, BOIERRES

X3
wit

(sAMAccountname=<user>)

HE] SSSD 2%

EEESTHUREMRSIBEHNFTHE HhISEZAEEHTER L SSSD HEBER
[domain_type/DOMAIN_NAME] [BERKY SSSD ¥ M{E. RES EBEEM SSSD BT - ©EE#
RENE S ITEE LA SSSD fR¥ , A #E% AD AL EF. WFE SSSD HEERNTERE , F2H
8 Linux M EMESSSD,

SSSD 2 A{E X4 /HEd RES SSSD #HREEMZA , W TR :

« id_provider B RES RAERERE , FHBIEH,
« AD tHEBfERE | B#E 1dap_uri. ldap_search_baseldap_default_bind_dn#l
ldap_default_authtok RRBFHEMBEMN AD HEREE , TEB K.

THEHIERUA SSSD HEFEMHIEHER

W F BB SELLRE (2025.03 R EFHRA )

BEZHHEEEE , ARIEE Active Directory fI AR P HIEE) AD Bk , LABEEEZE AD [F
&,

Active Directory [E£5 52


https://ldap.com/ldap-filters/
https://ldap.com/ldap-filters/
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EEEILIFEN AD B2 |, F512H Active Directory 8BRS H =L AD ES %,

&t W] LATE Active Directory IR FRE AD AL RENMKHNR LSRR,

WA FBFITEZ (2024.12 F 2024.12.01 kR )

Active Directory 2527 E & Cluster Manager RE E#B EFZ K — X Amazon Elastic Container
Service (ECS) £#., BFHFEAT/DEHIT X , B E<res-environment-name>-ad-
sync-cluster# & TH Amazon ECS Fi##A K EHTHH ECS F5.

EZEFERET :

1. BEZE Lambda TEAWIESHEA W lambda<res-environment>-scheduled-ad-sync,
2. BARX Lambda BREE AT AIE
3. HEEHJISONH  BATHIER :

"detail-type": "Scheduled Event"

4. ZEERE.

5. 7 CloudWatch T#IE#1TH AD Sync E#H B ~ BFEAHE - <environment-name>/ad-
sync., B ERESMEBITH ECS KM B, BIEME SRR B,

(® Note
- MRGBE AD SEIHIE AD EERM , RES ERBHIEENSBRME/ERE | LBER
ZAERLSETBEEE LDAP BEZHHNERAE.

- RES #EBRIBERGERNERAE/FE, ELARERTBIREAE , | RES #RIRE
hE R

Active Directory B2 53


https://console.aws.amazon.com/lambda
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SSO #H#E

R AD HRER | FRENERTEE—FA (SSO), FHELLAD FHES S E A RES Web A4
Yo SSOMECR—MRRTETEABEZTFN I, EEET, MERT SSO WFMEN , EF2H 598
2,

£/ IAM Identity Center 3R EE—& A (SSO)

MRBERZEEEFZE Active Directory WE D H O, B BBRTE1 . BEEDF L. MREEE
B2 & Active Directory B F oA , Bt BBTE 2 . BEZES 5 H Do

(® Note

MREEZILEE| AWS GovCloud ( EBIFEEP ) B , F5E AWS GovCloud (US) &
Research and Engineering Studio #9% Z|[E#RF FERE SSO.

TR REFSDHO
XA 1AM Identity Center

& A AWS Identity and Access Management £#2 A&,
BARK Identity Center,

BEE BA

#ZBMFEA BA AWS Organizations.

BEEE

o kb w0 Dd =

(@ Note
REESMNREERZE Active Directory FYAE[E [EiF,

#& 1AM Identity Center E#RZE 2 & Active Directory
A 1AM Identity Center 2% , BERATEZNRES R -

1. EEEERT , BERE.
2. EEIRERT , BEBE K RAREBESFEH 5 KR,

& A IAM Identity Center %7 SSO 54


https://console.aws.amazon.com/iam

3R EE T2 Studio

ERAEER

3. ERBR&KT , ENENA %,

4. BET—

5. WEIEHEBEACCEPT , REERBARPEA
6. EEEFHHRR,

AEEREMEER D 2 & 5 o

£ PRI EER IAM Identity Center BiEEZE

Active DirectorySe % , & HIRFEEFEEIR.

1. HEREFREED  ZERKSIERE,

2. RREBMEMRHT  BET-F.

3. HEAEERT 6 WALERSHNERE,

4. IEEHHE,

5. EET—%,

6. RELHEE ARREEREFAR.

7. ESEFAURFEELSENKE. MREWINEHRCAERFRINEESAR
BAERE

1. feIheERe , BECERE,

2. ENEERHBAEDEN (£RE ),
3. RERMAEAEEFN.

EREF DO

£ IAM Identity Center FEREEARER

SR 2

BARR IAM Identity Center £ A,
i#1Z Applications (FEARE),
EEMEEARS,
TEREMEFHR
EEARENERET | &1 SAML 2.0,
BET—
WASEFERANERESBNHELR,

N o g b~ N -

, mIEEREERS,

ET , BEERARERENEAERX.

& A IAM Identity Center %7 SSO

55


https://console.aws.amazon.com/singlesignon/

3R EE T2 Studio

ERAEER

8. 1£ IAM Identity Center F#EERIT , 3 IAM Identity Center SAML REERERNERE, FH

RES A O#LERE IAM Identity Center B | IS EE N IER,

9. HEEABRIBMT , M ALWEARERXEE URL, #l <your-portal-domain>/sso.

10. EFEAERX ACSURL T, # RES ADBuLM A EHEM URL, EESHKIER

a. EREEET , BE-KEE.
b. EM&S7REERSIER.
c. EE-—FAT, EEHI SAML EFEM[ URL.
11. EERAREN SAML R T , 8 A Amazon Cognito URN,

EEREIT umn :

a. 1 RES ACMUABR—RRERTE.
b. EHTRHERSIFEET , REERAELRE ID,
c. BEMAEEREIDMEEUFS

urn:amazon:cognito:sp:<user_pool_id>

12. A Amazon Cognito URN 2% , FEiREZRER.

REME AR BIERS

—

# Identity Center FARKFIT 2 FEF R X W EEME A,

BEDME , ARBEZHFEEB MRS,

EEXEET , WA ${user:email}.

FEHXT , #EF emailAddress.

BEATEEERE,

EEARXPHERAEZBMT , WA email.

£ IAM Identity Center P Z W FREHFEHAEBMET , @A ${user:email},
ERRT , @A "RIEEL .

© ®© N o g bk~ b

£ IAM Identity Center Fi4E A EFEEZERARER
1. 1€ Identity Center TRV EABRXNIERERAE , ARBEZEREAE.

& A IAM Identity Center %7 SSO

56



WFRE TR Studio EREER
2. ERMZERREAERIXTEIENEARE,
3. i#IE Assign users (¥ERFEAEH),

£ RES REFERE IAM Identity Center

1. EREEETHHRNILE Studio RIEF |, BM—MRERE.

2. RRETRHEERSIER.
3. HE—E2AT , BERE (RE32 ),
4. ERATIEFERRE :

#1E SAML,

a.
b. ERHEERBT BAFEAEIRNER,
c. BEWATEER MRS URL,
d. HWALE HREAERM URLTE IAM Identity Center FEREFEAER .
e. ERMUEBEFHBHEMET , WA email,
f. BERR
5. ENEEEEIREREESSERAEHA,

RE—FA (SSO) RELNETiIRHEE

Research and Engineering Studio E{E{i] SAML 2.0 B0 iR ERE , LUBRFBFEHEYH RES AO#
W FEL, EESRREMHESIEIEN SAML 2.0 5o RMEBRENER. MREEEFER IAM Identity
Center , 5528 £/ IAM Identity Center X EE —Z A (SSO),

@ Note

FHAENE FEHLEAERTS IDP SAML ZBAA Active Directory, EBEEAS H oI EE Active
Directory E#% , Y EHRLSEAE.

ES]

- REEN S DRHE

« FXTE RES MAEREHN S S RMHE

« EFRLEEREPREENSI D REHEE

£ SSO RELM B HIRME 57
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- {H3$5 SAML IdP RRE

RELNEDIREE
AEIREFE AR E RES Amazon Cognito FREE BN ERARRES P IREENTE,

1. RES BEXEHE — 18 AD (AWS Z& AD i BEME AD) , HEAE S 2 AFFEFEE RES A OHELLA
HR, B8N AD EEELN S RKEHE  YEASEAEFTD. RESPREENXY , TH
W{MiERE AD MRS ERAES D, Hlin, FSEAWS IAM Identity Center ( FEREIERE) FHER
Active Directory 5 & 2 KRR

2. EEWE P IREE (IdP) B8 RES 5%7E SAML 2.0 FEARER, EREETIISE .

« SAML EFE M URL — IdP I REix SAML 2.0 Bl FELR RFEIREHEEM URL,

(® Note
RIZ 1dP , SAML E#E @ URL AIRE B TR &
- BAEX URL
- BHERERK (ACS) URL
+ ACS POST %i& URL

=EHE URL
1. LIEHEE clusteradmin 492 A RES,
2. EEBEFRIEEE - —RNE > §oiEMHE,

3. B SAML EFE [ URL,

« SAML R URI — RIFIR &% SAML BHREBHME— ID,

(® Note
BH% IdP , SAML ##5R URI AIREEETFEMNER !
+ ClientID
- BRAEN SAML B R

7 SSO RELM S D iREE 58



https://docs.aws.amazon.com/singlesignon/latest/userguide/gs-ad.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/gs-ad.html
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U5 R M@ A,
urn:amazon:cognito:sp:user-pool-id

SREH SAML HR URI

1. BB B clusteradmin &% & A RES,
2. EEFREEE - —MREE > FoRME,
3. EEFERELEID.
3. iRBAE| RES Y SAML ERAML AR TIIM/EERERAEAENE FE Mty
- SAML F§83 NamelD
- SAML EFE#

4. BH |dP SIRIBERE , BW/SEHIEE SAML B, RES FEELHN, RIFER , AZE M
EEeEBEASERL. MRELARE , 2R T W@ ANE,

« AudienceRestriction — §%E A urn:amazon:cognito:sp:user-pool-id. £ Amazon

Cognito A EEER ID B user-pool-id,

<saml:AudienceRestriction>
<saml:Audience> urn:amazon:cognito:sp:user-pool-id
</saml:AudienceRestriction>

« [EIfE — InResponseToiXEA https://user-pool-domain/saml2/idpresponse, #%
user-pool-domain B BRI Amazon Cognito FHEEENREEE,

<saml2p:Response
Destination="http://user-pool-domain/saml2/idpresponse"
ID="id123"
InResponseTo="_dd0a3436-bc64-4679-a0c2-cb4454f04184"
IssueInstant="Date-time stamp"
Version="2.0"
xmlns:saml2p="urn:oasis:names:tc:SAML:2.0:protocol"
xmlns:xs="http://www.w3.0rg/2001/XMLSchema">

A SSO RELN T HRIEE 59
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* SubjectConfirmationData — RecipientfXEAENFEAEEK[Esaml2/idpresponsel B
FMInResponseTo/R# SAML &R ID,

<saml2:SubjectConfirmationData
InResponseTo="_dd0a3436-bc64-4679-a0c2-cb4454f04184"
NotOnOrAfter="Date-time stamp"
Recipient="https://user-pool-domain/saml2/idpresponse" />

« AuthnStatement — 1 SR EATHIER

<saml2:AuthnStatement AuthnInstant="2016-10-30T13:13:28.152Tz"
SessionIndex="32413b2e54db89c764fh96ya2k"
SessionNotOnOrAfter="2016-10-30T13:13:28">
<saml2:SubjectlLocality />
<saml2:AuthnContext>

<saml2:AuthnContextClassRef>urn:oasis:names:tc:SAML:2.0:ac:classes:Password</
saml2:AuthnContextClassRef>
</saml2:AuthnContext>
</saml2:AuthnStatement>

5. MR SAML EAEXBEH URL W ,

3

HBHEERES : <domain-url>/saml2/logout,

V54818 URL

1. LAEEED clusteradmin &9 % A RES,
2. EEBEFRIEEE - —ERE > §oEMHE,
3. BE#HE URL,

6. MRIEH 1P EZHBR/FELLE Amazon Cognito B E1F , 58 F & Amazon Cognito 2B RHE I
HH EEEIEB 1dP,

EENSEERE

1. & AP9 AWS Management Console Bt Amazon Cognito £ &

2. ERENERAEEREE, ZNERAEELEERERRE res-<environment name>-user-pool,
3. ERMEABRRSIER,

£ SSO RELM B HIRME 60



https://docs.aws.amazon.com/awsconsolehelpdocs/latest/gsg/getting-started.html

#5EEE T2 Studio EREER

4. EBEEIREEZAERRY , RERBEZERRE.

& AT AR R R BB 2R ER IE Active Directory IDP, ¥38 relying party trust , AREAL
KFEHFH SAML £ &,

(® Note
IETE AR Keycloak 1 IDC,

5. BARARETHRE , 7 N8 SAML 2.0 BAREAPEER XML = URL, &R LET —HiF
Eﬁ EO

SE RES UWERLN S 2 RAE
%M RES WE—BARE

1. LAEHEE clusteradmin 9% A RES,
2. BEEFBIETE - —RNRE o> BoEMHE,

3. HE—2AT , ZEREEFESNREEETS  UFERE-—BABEEH.

a. #HHESFTRHEE  BEEF SAML
b. ERMELBD K WAFSRHENE-—ER,

® Note
TRIHMERTSEHE
» Cognito
* IdentityCenter

c. HEHFHEERNHFRET , BEEEEMBREY HETEER XML X4, KIS oRMEERMS
URL,

d. HERHESEFEHBEMED , WAXFE email,
e. iEE}iEEBEO

7 SSO RELM S D iREE 61
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4. EFBARERREHH. RERER  ASHAE-ZA,

HIFEEREFRELN S RHEE

MREEARMNNTEFRRELIELEE RES JRE , WA% IAM Identity Center FRE R EH & 7 R4
& BUREERTETREN S DRME , Hl0 Okta, RES SSO BMAXRESER=EELESH :

1. HEMEE — EEBN®

2. FREE R THEH URL — AT BAER

3. EME FHHF BN — ATMEHR

3

BEBUTRERMHNREEETEBHEN ST TIEE

1. B1{#E Amazon Cognito £ &,

2. EEEBAH  EECAELRE.

3. BENMEMEREREEURREAELEHE.

4., REBEABRRSIER , sidBE o RUHEZALFAMEREN T TREE,

5. —HmME , KFRFESFIEERN  TREMERFRETE, EEETEURS , FEERE. &
EFEMPEER M  FEERRPEESR,

6. WMREHFEEBMHEMS  BFEEEH DynamoDB Hfi<environment name>.cluster-
settings&Hl&K,

a. BRIt DynamoDB X##& , AR HEBEPEEFER R,

b. &I iEH<environment name>.cluster-settings&EHREK , RENBEDRER PR
BIRZEEE,

c. ERWHEHEET , IEHRRAALBATIIZH
- BHERE —key

« {§ — identity-provider.cognito.sso_idp_provider_email_attribute
d. BEEFIT,
7. EEEMNEBET , &ikidentity-

provider.cognito.sso_idp_provider_email_attributeF&H , REZBEHFELUERF
8, BLIFE B TE Amazon Cognito FEVEE,
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{5#5 SAML IdP =&

QWLEW%—ﬁWﬂ%ﬂLﬁﬁﬁﬁ#Cmmmﬂ%% LLEME SAML 5k M & SAML EBH
B, MFTFHMET , 5528 Chrome Web Store 1§ SAML EHEEE,

SAML B8 A BT E — Onelogin IR 0] AR LS SAML fRIGEMN TE | ¥RE SAML BEHHME
WL, WMEFMER , 552M Onelogin #h £ Base 64 Decode + Inflates

Amazon CloudWatch Logs — & A LAfE CloudWatch Logs F#Z&E RES H—REEHERIEL. £X
HESMAZBERE WAFEEE P res-environment-name/cluster-manager,

Amazon Cognito X4 — M SAML EZ Amazon Cognito B&KFFMER , 5528 (Amazon Cognito
M ABIERE) FME SAML B REENEEFEAEER,

RE L F & B

1. #& AWS Directory Service £ aF | BEFTEHEEWN B #.
2. EBEIDERRT , ENEREAEER.

3. EEEAELEATER.

4. BEEREH.

B RS

MREEANREIRE , IFEREFHERIEAOMEN Web M VDI &7,

(@ Note

MREEHEE AWS GovCloud ( XEIFEE ) BHEH , FHEAERIBLRAERINERE D A
[E#Rk S ERE Web BRI VDI T8,

BB Route 53 £ A

ERECEINMESE K REBBEEVZE,

WA ‘'web' AL HER.

#EL CNAME AR 83E 8,

SHEHME , MALREYVRE FE4PRBINER,
BERE %,

o a0 A w N~
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https://chromewebstore.google.com/detail/saml-tracer/mpdajninpobndbfcldcmbpnnbhibjmch?pli=1
https://www.samltool.com/decode.php
https://docs.aws.amazon.com/cognito/latest/developerguide/cognito-user-pools-saml-idp.html
https://console.aws.amazon.com/directoryservicev2/
https://console.aws.amazon.com/route53/

#5EEE T2 Studio EREER

7. BFEEY VDC KIFcsk , FFREE NLB Hi3it,

a. BARX AWS CloudFormation £# &,
b. ### <environment-name>-vdc,
c. EEERWHMA <environmentname>-vdc-external-nlb,
d. % NLB &% DNS &,
8. BB Route 53 £ &,
9. EBREMMEE K ABREBEEVIIK.
10. ERLHERBT , WA vdc,
1. ERSHEET |, EE CNAME,
12. &% NLB , 8 A DNS,
13. BEEM K,

EY ACM BFE

BIEFERR , RES & A#8E amazonaws.com EEABERNE & FEHER TFEE Web AOMRU. BEER
LECWREE , BREERELRMRK AWS Certificate Manager (ACM) FERHIAF SSL/TLS BFE.
MBEMHEH ACM , BRI EEREHESH AWS WEREE , UNBAFHEM Web RIS
B SSL/TLS &i&,

® Tip
MREBERBARERTEEN , AIFEEE PHBALEREEPortalDomainNamef¥F |, £
g A RRENBEE IS ER,

HEEV B HENERE

1. & X ABARK AWS Certificate Manager SRR QB BRE. MREEHE AWS GovCloud ( XEIF
I8 ) IR | B GovCloud P EIEIRE HE I EBE.

BEBRLERE K REREET S,

EMIGERT , K *.PortalDomainName# K BEPortalDomainName,

EREHET , EE DNS BE.

BEFR,

RBI|EESD , AREBERNEE. SERIHEGTRERERHMARE,

o a0 kA 0w b
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https://console.aws.amazon.com/cloudformation
https://console.aws.amazon.com/route53/
https://console.aws.amazon.com/acm/home#/certificates/request
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® Note
MREREEINENTE K FENEEEE,

7. BTUATEE-E:
- EXRHE:
REEBRBENBEFMEAD , BIEE Route 53 HEV LK. BRENREEBELCH

1T
« GovCloud Zp2 :

MRIEEIRE in AWS GovCloud ( EEFEE ) , FEHR CNAME 28 ME. EHEDIER
F,ER EBELEREREPEIFNGCHE. BENREEEEADRT,
8. K¥BFT ARN EHE mAMA B BHACMCertificateARNforWebApp,

Amazon CloudWatch Logs

Research and Engineering Studio 8§ &% #E 7 CloudWatch & T 5| BHFF#4H. WF
B 6 BE2ATX:

CloudWatch Log &#H Retention
/aws/lambda/ <installation-stack- KA iBHA

name>-cluster-endpoints

/aws/lambda/ <installation-stack- KT IBH
name>-cluster-manager-scheduled-

ad-sync

/aws/lambda/ <installation-stack- KT BH

name>-cluster-settings

/aws/lambda/ <installation-stack- KTBH
name>-oauth-credentials

/aws/lambda/ <installation-stack- KB H
name>-self-signed-certificate
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CloudWatch Log &#H Retention
/aws/lambda/ <installation-stack- KB HA

name>-update-cluster-prefix-list

/aws/lambda/ <installation-stack- KTBH
name>-vdc-scheduled-event-transf

ormer

/aws/lambda/ <installation-stack- KTIBH

name>-vdc-update-cluster-manager
-client-scope

/<installation-stack-name> / 3{@A
cluster-manager

/<installation-stack-name> /vdc/ 3{@A
controller
/<installation-stack-name> /vdc/ 3 @A

dcv-broker

/<installation-stack-name> /vdc/ 3 @A
dcv-connection-gateway

MREEES T HFHANTERRE , B9 LLE11E CloudWatch £1#2 4 |, KBS RE CloudWatch
Logs PEFE AFERRE,

REETHTRRE

B 2024.04 i , LR LREBZBEZAFTARMRRKIEN RES BUNAE, BRIFFARRIUNUERS
RES AWS CIoudFormation ZHEN -0 , HERAAFFTRREHN ARN ¥4 IAMPermissionBoundary
BN —Hr. MRUSHREFZEZR , IFSEEW RES AR LEEFITRR, A T2 RES &%
VﬁFﬁ%E’JEWE%ﬁo ERELTEIE AN AR AT SRRARE T T IEE -

"Effect": "Allow",
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/Working-with-log-groups-and-streams.html#SettingLogRetention
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"Resource": "*",

"Sid": "ResRequiredActions",

"Action": [
"access-analyzer:*",
"account:GetAccountInformation",
"account:ListRegions",
"acm:*",
"airflow:*",
"amplify:*",
"amplifybackend:*",
"amplifyuibuilder:*",
"aoss:*",
"apigateway:*",
"appflow:*",
"application-autoscaling:*",
"appmesh:*",
"apprunner:*",
"aps:*",
"athena:*",
"auditmanager:*",
"autoscaling-plans:*",
"autoscaling:*",
"backup-gateway:*",
"backup-storage:*",
"backup:*",
"batch:*",
"bedrock:*",
"budgets:*",
"ce:*",
"cloud9:*",
"cloudformation:*",
"cloudfront:*",
"cloudtrail-data:*",
"cloudtrail:*",
"cloudwatch:*",
"codeartifact:*",
"codebuild:*",
"codeguru-profiler:*",
"codeguru-reviewer:*",
"codepipeline:*",
"codestar-connections:*",
"codestar-notifications:*",
"codestar:*",
"cognito-identity:*",
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"cognito-idp:*",
"cognito-sync:*",
"comprehend: *",
"compute-optimizer:*",
"CUI:*",

"databrew:*",
"datapipeline:*",
"datasync:*",

"daX:*",
"detective:*",
"devops-guru:*",
ndlm:*n’

"de:*",

ndrs:*n’

"dynamodb:*",

nebs:*n’
"ec2-instance-connect:*",
"ec2:*",
"ec2messages:*",
"ecr:*",

"ecs:*",

"eks:*",
"elastic-inference:*",
"elasticache:*",
"elasticbeanstalk:*",
"elasticfilesystem:*",
"elasticloadbalancing:*",
"elasticmapreduce:*",
"elastictranscoder:*",
nes:*n’

"events:*",
"firehose:*",

"fis:*",

"fms:*",

"forecast:*",

"fox:i*",

ugeo:*u’

"glacier:*",

"glue:*",

"grafana:*",
"guardduty:*",
"health:*",

"iam:*",
"identitystore:*",
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"imagebuilder:*",
"inspector2:*",
"inspector:*",
"internetmonitor:*",
"iot:*",
"iotanalytics:*",
"kafka:*",
"kafkaconnect:*",
"kinesis:*",
"kinesisanalytics:*",
"kms:*",

"lambda:*",
"lightsail:*",
"logs:*",
"memorydb:*",
"mgh:*",
"mobiletargeting:*",
"mg:*",
"neptune-db:*",
"organizations:DescribeOrganization",
"osis:*",
"personalize:*",
"pi:i*t,

"pipes:*",
"polly:*",

"qldb:*",
"quicksight:*",
"rds-data:*",
"rds:*",
"redshift-data:*",
"redshift-serverless:*",
"redshift:*",
"rekognition:*",
"resiliencehub:*",
"resource-groups:*",
"routeb3:*",
"route53domains:*",
"route53resolver:*",
"rum:*",

"s3.*",
"sagemaker:*",
"scheduler:*",
"schemas:*",
"sdb:*",
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"secretsmanager:*",
"securityhub:*",
"serverlessrepo:*",
"servicecatalog:*",
"servicequotas:*",
"ses:*",
"signer:*",
"sns:*",

"sqs:*",

"ssm:*",
"ssmmessages:*",
"states:*",
"storagegateway:*",
"sts:*",
"support:*",
"tag:GetResources",
"tag:GetTagKeys",
"tag:GetTagValues",
"textract:*",
"timestream:*",
"transcribe:*",
"transfer:*",
"translate:*",
"vpc-lattice:*",
"waf-regional:*",
"waf:*",

"wafv2:*",
"wellarchitected:*",
"wisdom:*",
"xray:*"

A% E RES mi& AMls

#EIB X # RES #Y Amazon Machine Image (AMIs) , A LAE HE] AMI LR AT £ ER S EHITERE
VDIs) B RES AMIs 1Bk tE, 6 RES-ready AMIs T ciZ i B 78 Sc RAEBRR Y VDI 1171 58 BE M i
B, £ EC2 Image Builder , A LA#§ AMIs ZE XA EEHE, NFEREGEESNFHEE
7, FERGEERFEREER.
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HREIE Studio RS
&

- %{§ IAM B EUFH RES RE

« ¥ EC2 Image Builder Jt#

« X{HEH EC2 Image Builder i 5

+ EXJE EC2 Image Builder /%M

- REMGEERMGEEE

- BITRGEERBIGEE

- £ RES MM RBHEE

%1 1AM A& LLZE RES IRIE

Z ¢ EC2 Image Builder 7H! RES IRERK , WS BEE I RIS RSB A RES-
EC2InstanceProfileForimageBuilder ¥ IAM A€, WERE IAM SEUARMRGEEH[NVFHEEN ,
E2H (MBREEBRMFEAEREE) BB AWS Identity and Access Management (IAM),

THNAGEE .

« @& Amazon EC2 R EEER K.
+ AmazonSSMManagedinstanceCore 1 EC2InstanceProfileForimageBuilder BU3&
- HWIBH RES BEEF AR DynamoDB 1 Amazon S3 ZEUER BT RES Bk,

(WBER A LR EFZERRIEFEF RRBUR XM, )

1. B, BEY—EERIENBSENFBEX | IAM > BEX > BYBX
2. fREERImERPIRE JSON,

3. BRYWEBRNNWBERILBEIREEET , 4§ us-east-1 BUIKAFTE AWS B, #
111122223333 BB AWS &R F ID , A& {RES-EnvironmentName} BU{X % RES
EnvironmentName,

RES BUE :

JSON

{
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"Version": "2012-10-17",
"Statement": [
{

"Sid": "RESDynamoDBAccess",

"Effect": "Allow",

"Action": "dynamodb:GetItem",

"Resource": "arn:aws:dynamodb:us-east-1:111122223333:table/{RES-

EnvironmentName} .cluster-settings"”,
"Condition": {
"ForAllValues:StringLike": {

"dynamodb:LeadingKeys": [
"global-settings.gpu_settings.*",
"global-settings.package_config.*",
"cluster-manager.host_modules.*",
"identity-provider.cognito.enable_native_user_login"

"Sid": "RESS3Access",
"Effect": "Allow",
"Action": "s3:GetObject",
"Resource": [
"arn:aws:s3:::{RES-EnvironmentName}-cluster-us-
east-1-111122223333/idea/vdc/xes-xready-install-scrxipt-packages/*",
"arn:aws:s3:::research-engineering-studio-us-east-1/
host_modules/*"

1

}

BET—F , TREEBNRAERUATRBEREL,
EERVAG , BANE IAM-> A6 >BIAR,
EEENERERT | &l "TAWS R, .

TE AR R ARG TR X EE IR EC2,
EEARGIERS , BELEC2 , RAZBET -,
Es ,%?&ﬁéﬂwﬁ'&ﬁﬁ@ﬁﬁ’m%ﬁ%ﬁo

10. BET—¥  UREEBNEZRAERUAZRAGEY,
1. ERENFAE , TRFEEEHRNE TIHRE

© ® N o o &
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EENBRER

JSON

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Principal": {
"Service": "ec2.amazonaws.com"
}I
"Action": "sts:AssumeRole"
}

313 EC2 Image Builder jt#

B
WA

1.

(REEZERHFERERER) THWET , FARGESSFEREET TH,
IEHY T EFAERR
SHEER  BEERE,

SHEBGIEE R (0S) , 3B Linux =X Windows.

HETHER WABEENE® , HlW research-and-engineering-studio-vdi-
<operating-system>,

A TUHR AR ARSR | 03 R R

EEENXMH4D  BATIERER, IRBEINTMER , YAML EREESZH , MEKEEN
R&o

Linux

# Copyright Amazon.com, Inc. or its affiliates. All Rights Reserved.

#

# Licensed under the Apache License, Version 2.0 (the "License"). You may not
use this file except in compliance

# with the License. A copy of the License is located at
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#
# http://www.apache.org/licenses/LICENSE-2.0
#
# or in the 'license' file accompanying this file. This file is distributed on
an 'AS IS' BASIS, WITHOUT WARRANTIES
# OR CONDITIONS OF ANY KIND, express or implied. See the License for the
specific language governing permissions
# and limitations under the License.
name: research-and-engineering-studio-vdi-linux
description: An RES EC2 Image Builder component to install required RES software
dependencies for Linux VDI.
schemaVersion: 1.0
parameters:
- AWSAccountID:
type: string
description: RES Environment AWS Account ID
- RESEnvName:
type: string
description: RES Environment Name
- RESEnvRegion:
type: string
description: RES Environment Region
- RESEnvReleaseVersion:
type: string
description: RES Release Version

phases:
- name: build
steps:
- name: PrepareRESBootstrap
action: ExecuteBash
onFailure: Abort
maxAttempts: 3
inputs:
commands:
- 'mkdir -p /root/bootstrap/logs'
- 'mkdir -p /root/bootstrap/latest'’
- name: DownloadRESLinuxInstallPackage
action: S3Download
onFailure: Abort
maxAttempts: 3
inputs:
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- source: 's3://{{ RESEnvName }}-cluster-{{ RESEnvRegion }}-
{{ AWSAccountID }}/idea/vdc/res-ready-install-script-packages/linux/
res_linux_install_{{ RESEnvReleaseVersion }}.tar.gz'
destination: '/root/bootstrap/
res_linux_install_{{ RESEnvReleaseVersion }}.tar.gz'
expectedBucketOwner: '{{ AWSAccountID }}'
- name: RunInstallScript
action: ExecuteBash
onFailure: Abort
maxAttempts: 3

inputs:
commands:
- 'tar -xvf
{{ build.DownloadRESLinuxInstallPackage.inputs[@].destination }} -C /root/
bootstrap/latest'

- '/bin/bash /root/bootstrap/latest/virtual-desktop-host-1linux/
install.sh -r {{ RESEnvRegion }} -n {{ RESEnvName }} -g NONE'
- name: FirstReboot
action: Reboot
onFailure: Abort
maxAttempts: 3
inputs:
delaySeconds: 0
- name: RunInstallPostRebootScript
action: ExecuteBash
onFailure: Abort
maxAttempts: 3
inputs:
commands:
- '/bin/bash /root/bootstrap/latest/virtual-desktop-host-1linux/
install_post_reboot.sh'
- name: SecondReboot
action: Reboot
onFailure: Abort
maxAttempts: 3
inputs:
delaySeconds: 0

Windows

# Copyright Amazon.com, Inc. or its affiliates. All Rights Reserved.
#
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# Licensed under the Apache License, Version 2.0 (the "License"). You may not
use this file except in compliance

# with the License. A copy of the License is located at

#

# http://www.apache.org/licenses/LICENSE-2.0

#

# or in the 'license' file accompanying this file. This file is distributed on
an 'AS IS' BASIS, WITHOUT WARRANTIES

# OR CONDITIONS OF ANY KIND, express or implied. See the License for the
specific language governing permissions

# and limitations under the License.

name: research-and-engineering-studio-vdi-windows

description: An RES EC2 Image Builder component to install required RES software
dependencies for Windows VDI.

schemaVersion: 1.0

parameters:

AWSAccountID:
type: string
description: RES Environment AWS Account ID

RESEnvName:
type: string
description: RES Environment Name

RESEnvRegion:
type: string
description: RES Environment Region

RESEnvReleaseVersion:
type: string
description: RES Release Version

phases:
- name: build
steps:
- name: CreateRESBootstrapFolder
action: CreateFolder
onFailure: Abort
maxAttempts: 3
inputs:
- path: 'C:\Users\Administrator\RES\Bootstrap'
overwrite: true
- name: DownloadRESWindowsInstallPackage
action: S3Download
onFailure: Abort
maxAttempts: 3
inputs:
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- source: 's3://{{ RESEnvName }}-cluster-{{ RESEnvRegion }}-
{{ AWSAccountID }}/idea/vdc/res-ready-install-script-packages/windows/
res_windows_install_{{ RESEnvReleaseVersion }}.tar.gz'
destination:

'{{ build.CreateRESBootstrapFolder.inputs[@].path }}\res_windows_install_{{ RESEnvRelec

expectedBucketOwner: '{{ AWSAccountID }}'
- name: RunInstallScript
action: ExecutePowerShell
onFailure: Abort
maxAttempts: 3

inputs:
commands:
- 'cd {{ build.CreateRESBootstrapFolder.inputs[@].path }}'
- 'Tar -xf

res_windows_install_{{ RESEnvReleaseVersion }}.tar.gz'
- 'Import-Module .\virtual-desktop-host-windows\Install.psl'
- 'Install-WindowsEC2Instance'
- name: Reboot

action: Reboot

onFailure: Abort

maxAttempts: 3

inputs:

delaySeconds: 0

6. BEVEMBEARR A ARAREBEFEEIUTH,

#{m 889 EC2 Image Builder Bt /5

EC2 Image Builder B A EEREARREG , SUIAR RGN ER | UREHEH —HETHREE]
BREG , AR — I MAMRER, ELRBYSENES , UEALEN RES HBEAKRMEREEER
AMI, MFEFTVFHAER , F2REEE S,

RES <& T HRREBAERRH

« Amazon Linux 2 (x86 1 ARM64)

Ubuntu 22.04.3 (x86)
RHEL 8 (x86) # 9 (x86)
* Windows Server 2019, 2022 (x86)

* Windows 10, 11 (x86)
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Create a new recipe

1£ BRX EC2 Image Builder 12 & https://console.aws.amazon.com/imagebuilder,
EEREFEERT , BERGE S,

BEEIBEES.

A M — B9 B B A AR AR AR o

EH RES X EMERBRE,

EHTERERET , MRAFALLE SSM RERR , FETRZR., EEAEERNTTHM
VENEREERPAET.

2 e

(® Note
mFEMALZE SSM REEXNER , F2H :

£ Linux By EC2 #1788 t F8) =T % SSM REREX,
- TEEA M Windows Server By EC2 #1T{EEE £ FE) LM AR EZ E SSM Agent,

7. ¥R Linux BB |, #& Amazon Z&aws-cli-version-2-linuxZ2E THHIEE
BL75. RES ZE#IETTEER AWS CLI 1214 DynamoDB E £ EHAEER VDI FE
. Windows ~FZE ittt

8. ¥#A Linux 5 Windows BRIEE I # EC2 Image Builder T#f , ARWAEASENS
BE, THSHELENE A : AWSAccountlD, RESEnvName, RESEnvRegion #
RESEnvReleaseVersion,

/A Important
R Linux IRE |, BUALHBaws-cli-version-2-linuxZBE Tt , FEEKFH
WE L T,

9. (BE) ¥i8 Amazon 2&simple-boot-test-<linux-or-windows>IEtH , LLFERR
ATLARRE) AMI, ERREES. B LUEREMFSEERNBERTH,
10. REETKEAEARE , MEETAHMGAENTHE K ARBEFERIBS.

Modify a recipe

WMREBBRAR EC2 Image Builder Bt 5 , B E T THREAT :
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1. R Linux BE 5 , # Amazon ¥ &aws-cli-version-2-linuxZETHHEE
Bi5. RES ZH#IETTEER AWS CLI 21 DynamoDB # £5¢ EHREER VDI 7E
#., Windows ~EZ it té,

2. ¥t8 A Linux 5 Windows IRIZEZE I # EC2 Image Builder t#f , REW AT AIMSENS
BE, THSHELENE A : AWSAccountlD, RESEnvName, RESEnvRegion ¥
RESEnvReleaseVersion,

/A Important
B Linux IRE |, BUALF®aws-cli-version-2-1linuxZEB Tl , FEEKEHT
s T,

3. BREBXTMEMEAER , MBEMEMAENTH , RAREZRIES.

% 7E EC2 Image Builder E7#5%

SR LA A ER R R RIEERGEZE R A REENAEREREERRBEHN Amazon EC2 EffEsx
fE. BERE RES £/ , BAILLEZF RV HAVERREER  EARENERREERE,

- FERVHOVERRBAR  F2RELERRGEERE.
- FEEARANERREAR  FENMERKREHERE,

FERTERERRERERR

1. $H¥ IAM A  WARLHE PRENASCER IAM A6 LIFE RES RE,
2. SrEMITERBER  EEFLVEFI4IGBRRERANER  WXELBENER AMI B, F2H
Amazon EC2 #{T{EEEA,

3. BHRVPC, FRENZLEE  SYXAATREREEEERUTRERES. EXEAFTFHRRES
IRIEM cluster-settings DynamoDB & ¥R M Amazon S3 EE/ZITE,

RERGBEERMEEE

MEZEFRMGEESHSERRE, AREENAEN T, ERZREEENSBRE, BEA
RES ®i#& AMIs SREMRBGEE , B LEFRIFTNEE , AEARBENEE. WEFHBEA ,
B (REBEERFEHERERM) PRI MER AMI REEE,

T
s
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Create a new Image Builder pipeline

£ BRI R R B 85 X #8 Ahttps://console.aws.amazon.com/imagebuilders

REBHKRT , BEERGEE,

BEEIMREGEE,

WAK—2E, EAER, HFRNERRIEEEEFAENR.

SHERIFR S  BECEARAES , ARERE PEIYMNE S EHEEN EC2 Image Builder Ft
J5. WERREHEL AR EF EHERR,

6. SHHERMGEVUER , REEH Eﬁ]i&%ﬁs’“jﬁﬂlﬂimﬁio ERZHIERT , BERIHE
RIECEH, MEFMEN , F2EERE EC2 Image Builder EEH & 1& TERE,

7. SHHERERREAL  BERERANERREERE  ARENE PEVNERSRBHEREE
7E EC2 Image Builder E# 5%, MIREHNEMEREFMHENAERER,

8. HHERDMRE , BECARBAREZLSMRE, BHRELAMRERZRN RES RE
AWS B3 HE/ . EARBERE  SECARGERERNESTEIRE.

9. REAEEFMET A AREBEEFERVUEE.

o M 0N o=

Modify an existing Image Builder pipeline
1. FEFEARANEE  FEIGFAEAUERE PRV MBS EHER EC2 Image Builder Bt
B
2. EBEREFEE,

HITREBRERMREEE

FEELERENHEREG , ELARBREEE, ZEEEFURFERE—/KNERE , ERIURR
BREGEC S R TR E.

ERYTREBEE

1. RRGEEED , BRE PEUNEERERGEERZREEE.
2. HEBES , EEFEITEE.

£ RES AR e rY 2K e st

1. BfF P Rthe section called “EEEHE B (AMIs) REF SRR KB,
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2. &#¥ AMIID , mARER 2@ HRERN AMI IDITRIEZERREEE,
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ERAEER

BEEERE

HWEESEMARNYRREEEBNME S BFTIE AWS Em LR Research and Engineering

Studio BE R H AR,

ES |

- WEEE

PR 2 B 12 42 )
AT B RAR
THERERERE

RIEEHE

MWEEE

Research and Engineering Studio &£/ # & T 5323 AWS Secrets Manager. RES BEREE
HEEBHRINE. EEEERREVHBWANMESBALSE,

WEZH

<envhame> -SSO-
client-secret

<envhame> -vdc-
client-secret

<envhame> -vdc-
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vdc-gateway-
certificate-pr
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RENE-—ZA
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vdc ClientSecret

vdc Clientld
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WMENBEREERRE

E4R RES

v

EEEEWMA
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W32 EE T2 Studio EREER
DRI iR E4XM RES EEEEmA
certificate-ce
rtificate
<envname> cluster-manager v
-cluster- ClientSecret

manager-c

lient-secret

<envname> cluster-manager v
-cluster- Clientld

manager-c

lient-id

<envname> - BB BEREERR v

external - IELE

private-key

<envname> - BB BEREEERR v

external-

certificate

<envname> - B EREERE v

internal- IELE

private-key

<envname> - BEHERFERE v

internal-

certificate

<envname> ServiceAccount £ v
-director EHH5IZ 7 (DN) B

yservice- .

ServiceAc

countUserDN
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iR HIR

identity-provider.cognito.sso_client_secret

vdc.dcv_connection_gateway.certifica HE
te.certificate_secret_arn
vdc.dcv_connection_gateway.certifica b::f )
te.private_key_secret_arn
cluster.load_balancers.internal_alb. HE
certificates.private_key_secret_arn
directoryservice.root_username_secret_arn
vdc.client_secret b:if )
cluster.load_balancers.external_alb. by}
certificates.certificate_secret_arn
cluster.load_balancers.internal_alb. b:if )
certificates.certificate_secret_arn
directoryservice.root_password_secret_arn
cluster.secretsmanager.kms_key_id
cluster.load_balancers.external_alb. HE

certificates.private_key_secret_arn

cluster-manager.client_secret

DN ]

(® Note

AWS Budgets A% ##% Research and Engineering Studio EZ 82 2 7 B3 AWS GovCloud
(US),

AR BRI MR
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ASRELRHEEFIE. BNEZSRERARErERAZENEARSRFIES. SUNEMRRERER
BN BRI RBAE ERE

(® Note
EmMmATEEE N Amazon S3 EFENEGER, ZKEERK T RAEEREFEEDA
5,

BERFF IS EREFATR

1. REFTEBEPENEELNFEERTE,
EHLET AT 3R 5| R

£ Bucket policy (RfFRTREEER) T 77 , i##E Edit (fR¥E).

B TR EERETRBE, WEACHERRELE !

w0 N

« 111122223333 -> AWS #&HIRFE ID

« {RES_ENVIRONMENT_NAME} -> {&f RES IREZ
« us-east-1-> 1M AWS B

« amzn-s3-demo-bucket -> &) S3 FFITEERE

/A Important

SEAMRARFERR AWS, WFEFMER , 552 Bhttps://docs.aws.amazon.com/IAM/
latest/UserGuide/reference_policies_elements_version.html,
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JSON

"Version": "2012-10-17",
"Statement": [
{

"Sid": "Export-Snapshot-Policy",

"Effect": "Allow",

"Principal": {
"AWS" :

"arn:aws:iam::111122223333:role/{RES_ENVIRONMENT_NAME}-cluster-manager-
role-us-east-1}"

}I

"Action": [
"s3:GetObject",
"s3:ListBucket",
"s3:AboxrtMultipartUpload"”,
"s3:PutObject",
"s3:PutObjectAcl"”

1,

"Resource": [
"arn:aws:s3:::amzn-s3-demo-bucket",
"arn:aws:s3:::amzn-s3-demo-bucket/*"

"Sid": "AllowSSLRequestsOnly",

"Action": "s3:*",

"Effect": "Deny",

"Resource": [
"arn:aws:s3:::amzn-s3-demo-bucket",
"arn:aws:s3:::amzn-s3-demo-bucket/*"

]I

"Condition": {

"Bool": {
"aws:SecureTransport": "false"

},

"Principal": "*"
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}

HEEVRR

1. ##2 Create Snapshot (B3I RE).

B AR Amazon S3 RFEEERE,
WALHFLERBEREREITERPAIRE, M0 october2023/23,
BERR,

A w0 DN

5 5% 10 98EE K ARBEELEZESHEEBURERE, TRER IN PROGRESS #F 4
COMPLETED 2 &i , tREBASEM,

ERRER

BURERRR  EULASZRRBEAZHREUEBER. CETESTNBRFEERETRE , 2
APREREUR R,

ERARBREERER , fINEAEFT. EX, BRHEE, FUREENERRREALENIRE
WEAE, FRAEITERBRSTEERS, EANER K CeRESEEREENELRER , LYK
EREFHE. HREENES  RERSKBEHMRETEVER, HREL Wik , SlniAR
BIEHR  BHMEAEREASENMTE , cEFEAUNTENRIEEBXBEBNER/OIRK

% : RecordName_SnapshotRESVersion_ApplySnapshotID. ApplySnapshotID &2 RE&E
BEERE , TRISXERERARR,

ARREAERAYE A RESVWEERNTHAM, FRRBELEANERETEEY, HREAHEKE
BRHER , RBSREMKERNTAM, MRAKERBEIERA  CeBEYRAEHERKERNEIESR

o

MBFIRETMFBHRR LAY , BOLIREHFEHEHATKFH CloudWatch B /res-<env-name>/
cluster-manager MEGF¥MIEN. SEAFHEE [EARRKR] ER. EAREER , BUURK
the section called “HRFAEE HHBEEAEE,

BERFF A ERETRE

1. REFEFETRBFEPFENCEYNFERE.
2. EEGFUREIERER,
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M T Studio ERERER
3. 7 Bucket policy (fFETBER) T 5 , ##Z Edit (W)
4. BTIRARXNFEERFFEEER, UEECSWERRELE

111122223333 -> AWS ZRIEF ID

{RES_ENVIRONMENT NAME} -> &8 RES IRIEZHE
e Us-east-1->128 AWS EiF
e amzn-s3-demo-bucket -> &) S3 TR ERE

JSON

"Version": "2012-10-17",
"Statement": [
{
"Sid": "Export-Snapshot-Policy",
"Effect": "Allow",
"Principal": {
"AWS":
"arn:aws:iam::111122223333:role/{RES_ENVIRONMENT_NAME}-cluster-manager-
role-us-east-1}"
}I
"Action": [
"s3:GetObject",
"s3:ListBucket"
]I
"Resource": [
"arn:aws:s3:::amzn-s3-demo-bucket",
"arn:aws:s3:::amzn-s3-demo-bucket/*"

"Sid": "AllowSSLRequestsOnly",

"Action": "s3:*",

"Effect": "Deny",

"Resource": [
"arn:aws:s3:::amzn-s3-demo-bucket",
"arn:aws:s3:::amzn-s3-demo-bucket/*"

]I

"Condition": {

"Bool": {
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"aws:SecureTransport": "false"

}
},

"Principal": "*"

EEERMRE

1. EEEARR.

2. BMATEREH Amazon S3 REFTEER,
3. mAREIEPIRENERREE,

4. EBERXR.

5. 5310 0ER K EREEEAH L REENEEIUREMRE,

Amazon S3 f#7hrge

Research and Engineering Studio (RES) &% Amazon S3 f#FEFEE ##Z Linux Virtual Desktop
Infrastructure (VDI) #1788 . RES BEE S AL S3 fEFErRBMA RES, SHEEFEER, FEH
fHRE  UIRBRIREEET S3MEFTFERIEETINRETIE,

S3 mETERERRERETRNENA S3 MEIFEEE, 1t S3 MEIrBERR , &L .

1. ERAFIEREFETRAE S3 RFETEMA RES,
2. J&H S3 EFrREYFEABENREREK
- WEBRTEE
- BRETEE
3. FAEESMNKREFIrREBES  YSWMAN S3 F#FrE.

T3 EERAI{AE RES ERFEE Amazon S3 FFETE,
FE
« [S8 VPC 2/ Amazon S3 fE1FEFEE & RIGH

Amazon S3 fF#FETE 112


https://docs.aws.amazon.com/AmazonS3/latest/userguide/index.html

oEEE T2 Studio

ERAEER

- $i#8 Amazon S3 fFziTEE

- #m¥8 Amazon S3 fF1FETEE

- ¥ Amazon S3 FzETEE

- BIRFRFITEFR

- BhIEFRE VPC FHERAR
- WED

« EXHA CloudTrail

PR3t VPC ZFEHK Amazon S3 fE1ZETEE R IGH

MREEEFRE#A VPC FEBE Research and Engineering Studio ,

% KB T AL EBREH lambda {HEESH,

1. B AEE Research and Engineering Studio 2 AWS 1RF Y Lambda £ &,

A AWS tkRFH##E RES 2

2. ERWEBEEZTL S M Lambda BEI<RES-EnvironmentName>-vdc-custom-credential-

broker-lambda.

3. EH HBMERERSIRR,

4. HEM , BERREBHLREKER.
5. EERE A WS TIMRESBETEEREI

- 35|88 : AWS_STS_REGIONAL_ENDPOINTS
« { : regional

6. BEMTF.
118 Amazon S3 f#1FErgE

HEM S3 RETEMEEEN RES RE !

1. EEFRFEERTE,
2. MAREITREFEES  AINREFFEEE. ARN MHEE,

Amazon S3 1z 88
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/A Important

- RENFHFITE ARN, #HMHNEXBLIERUREE,
- RFATER ARN TUEEFE  XTEERMAN S3 RFFREZFERE.

3. ENEmMARFIENEN,

/A Important

i

\

- EXEEE MECEARERARRERNFHAENR  F2H8 .

4. FEEMRRET , SRS IAM A2 ARN REEHFEFIEBUETEIRFFR. Ef PHNLRE
IRERFAEEFNR , EUBRFEFINAEN IAM €,

5. (BA) SRFFEEEREVER 6 WHRAULEBE. 78 , S #FETRELZHHINERNRE
VDI THFiEER. REEREREFTERELBH RRBN TFERSI SHIARETE,

6. EBEFEREX.

#m¥E Amazon S3 ffE1FETEE

1. %&£ S3 AT/ E DI S3 fEFEhTHE,
2. REBMEINRERTP , EEURE.
3. WALHEN.

/A Important

- BERE S FRETEEUBEBIESRFrEHAIZERN AR ERKRAERER
(VDI) #11TER. RAEERFTREXERMERAB R  METEISHIINERPR
B VDI TR

- BUFERE S RFTFENERIEXE S RFFETNER  EESIRALRAE
BEFHRER,

4. ERREREFIERE.
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#B& Amazon S3 7T

1. 7% S3 @FATI/FETIZER S3 fEhTiE,
2. BMFEMRERY , EEBR.

/A Important

- BUAKRBRETERTBRAAERE.
- BRRFETEXE S RFFETNER. ©R 28R S3 fEFITIRE RES AVEH.

- BRRERFETRESHHRAN VDI THEBREXTERERNEAELBIBIE (~1 )
BLEFIZEEFTENAR,

BRIt

B SIRETRMEE RES Kk, KU UEEKREFFRINENRERGREERNERE, £F
BEFTEEEL , SLLERER (R) HES (RIW) &

MER

WREE Read Only (R) , AIZiRIBZFEFETE ARN (Amazon Resource Name) B9 & 58 I #11T
ERiEEE, i, mEEESMFEHA ARN BREFTEIIEE RES, arn:aws:s3:: :bucket-name/
example-data/MAGILREFITEESER A MERB BB , AIRER A F1IEXR B AEE VDIs B9
FREREBIER bucket-name T FHIE R /example-data. MFIASEEFENEER LAWY
R, MREZEFEMMEIGFZE® ARN , AIZERETRBEREMGHEAMEBBNTMANER,

ARMBA

WNERIEE Read and Write (R/W) , MERBHEFITE ARN WEZEEFSTERIER , 0 EFF
R, WEXEHMEE K EEEEA SIMETrEBRHUEHAEBNFE, Read and Write
(R/W) ZH B, B e ERSERTH , EHEETHEEMN TR IhAE

- REBITFE

* /%p

* /%p/%u
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EEFTER R

ABFTFEIER No custom prefix B , @HiEMETE K MEEETMABETERR

B, SURERKTFITRBEBBNTINEREEENNEAEFZIE, fln, MREESFE
Farn:aws:s3:::bucket-nameNo custom prefixiZHH ARN #SREFEFEFIEZE RES , I
KL FArREER ANIEX B EV M  AIRER A NEX B AME VDIs WERESHERF
FERNERGHERNNE AFIUE,

BEERBERNERREH

ABEFTFEERN /%5 B, @RETFRBPINENSREZEAHEBBNSESEERER, sp EHRAX
BEREAE, i, WREBEMF Harn:aws:s3: : :bucket-nameBH /%pFm& M / #####
AW ARN #BFEFEEITIEE RES , YHEFIBEERANERBEVRE , AIERAF
WERE A TLUBRERBA /2414, BERATNFEREB LUAUUNEEERE AR/ ##4BTR
BEWRER, T8 , MEFEHE B EERB FME VDI X 7&E / ###BHPSHK , P TEERE
AEAREBENER K FAEHNRHEXRGERH. EX FAEABAMNN S3REFETRBNFET , /
ProjectAMfEAE B REEREZR B F£AH VDIs/ProjectBRFFE o
BREXR. SECAEBLNER R

ABFIFEEN /%p/%u K BTN ERSEXEZHBHNESEASEER
MEAERRE, sp BERAKRERERG , M 2uARFHERRE, fln, EEEFEH
arn:aws:s3:::bucket-name ARN &8 /%p/SuiBENH) FIBEE / #r4# , BREETEEE
RES., WWREFIFRESZANEXZBHBK, ERAPNERAE ATUBEREA / #1441, B
SR ERBENERTESp , EUERT , FAEBITEFIFERAEAE/ #1t/BNERATE
ANER , IAEHRHERNEAEFESH. EX FAEABAMNR S3REFITRBNFET , /
ProjectA/UserATfEA#& B REEEEHER A FFEHHE VDIs/ProjectA/UserBEEEL

Bk F fEF AT 7 E

RES gefAfEH Mt AWS IRFHEfEFIE  IRRELRTFTREABENT. ETIERMF | ik
F A iy RES IRIRBEHIRF B P H S3 #FATE.

HBR1: EEE RES WIRFHEIL IAM A8 ( ERBARIRF A) !

1. BAZEFHSIFEFEE (RF A) 2 RESIRFH AWS EB XA,
2. BRUIAM E#5
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ERAEER

3.

6.

BIUBUR :

a. BEEBRVBX.
b. EH JSON £,

c. BYET%IJSON B3R (amzn-s3-demo-bucket AMMAIRE B # S3 fEIrEBEBEMR )

JSON
{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"s3:GetObject",
"s3:PutObject”,
"s3:ListBucket",
"s3:DeleteObject"”,
"s3:AboxtMultipartUpload"
]I
"Resource": [
"arn:aws:s3:::amzn-s3-demo-bucket",
"arn:aws:s3:::amzn-s3-demo-bucket/*"
]
}
]
}
d =HEET-F,
BRI BUR

a. RBEHBERWE®E (#l, "S3AccessPolicys )o
b. MEERMNERREEBRNEN,

c. BMEABXE, RAREBEFBRIBX.

BB IAM 24 -

a. EEZE AM EXRR.
b. EEBEHKF 6 BEAE,
BiUAG:

Amazon S3 f1FETEE
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HZREE TR Studio EREEmR
a. EBEENAG,
b. EBEBIEEBRXREAGTERNER,

c. BYET%IJSON B (1111222233335 MR AIRE A NERIRE
ID. ENVIRONMENT_NAME# EXfX A RES ZBEMNIIREZR , us-east-1314& RES HE A
AWS B ) :

JSON
{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"AWS":
"arn:aws:iam::111122223333:xrole/<ENVIRONMENT_NAME>-custom-credential-
broker-lambda-role-us-east-1"
},
"Action": "sts:AssumeRole"
}
]
}
d =HEET-—-F,

7. EEFFAUER

a. BESWERELEINBE,
b. igj%-lt_io
8. Hid. MEANEVASG

a. WARBREM (Hlm, "S3AccessRoles ).
b. LR3I T , BEWEER K ARG ATIRS|ENE .

- R5|# : res:Resource
- {8 : s3-bucket-iam-role
c. BMEAG® K ARBEEVAG,
9. % RES FfEM IAM A&
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ERAEER

a. BEREEINIAM AT ARN,

b. &ARES X#8&,

c. EEMBEE®S , #EF S3 FMEirE.

d. EFFMEREFIR  XEMABIRS S3 #FE ARN EERE.
e. EREMRRE - BATHNNRE,

f. & IAM A& ARN RiLPEAAE ARN,

9. EEFNEREIR,

HER 2 BNIRF B FVREITEER

1. BARFE BH AWS EEXZEA,
2. BB S3 A

a. BEZE S3E&XRR,
b. ENEERTFEIENMEFIE.
3. mEFREFIEBCK

a. EBEEFFAURSIER A AREBEREFIFRBIGK.

b. FETHHE , LRFIRE A HEFTEN IAM BRFEE (4§ 111122223333 IR BIR

E AREKERE ID, X% amzn-s3-demo-bucket BB S3 RETENERE )

JSON

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {

"AWS": "arn:aws:iam::111122223333:xro0le/S3AccessRole"

},

"Action": [
"s3:GetObject",
"s3:PutObject"”,
"s3:ListBucket",
"s3:DeleteObject"”,

Amazon S3 f1FETEE
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"s3:AboxtMultipartUpload"
1,

"Resource": [
"arn:aws:s3:::amzn-s3-demo-bucket",
"arn:aws:s3:::amzn-s3-demo-bucket/*"

}
C. &Eﬁﬁo

Bk FAE VPC REYERIR IR

BEFILEERERENREZSM S3 REFFBEEIHIRFHBECH S3 AR |, B LUERE VPC
IR FRRBENFAE VPCo THILZERRAMAA S3 IRBEY VPC Infh , UXBEHFEUERF /Y S3
REME  UREAERFRFIENEMEMWIRS.

1. B Amazon VPC Ei2 A

a. BAAWS EEI#EA,
b. BRI https : //https://console.aws.amazon.com/vpc/ By Amazon VPC &,
2. B S3HVPC inH :

a. TEARIEBEEEDIEE Endpoints (ImEH).

b. EEFERMIRH,

c. FRWETETE Service category (ARFEHER) #{L , L EEEFE AWS services (AWS BRFE).

d. TEREZBBMWAD , MA com.amazonaws.<region>.s3(<region>EXIEH AWS E

) S "S3"

e. MBEHIEE S3 R
3. BERMNRE :

a. &% VPC, BEUEEEIIKEMN VPC,

b. #¥FH#EE , ZFIHEHREARN VDI FHERNMETLE 7R,

c. StYRAA DNS &8 , FHEC AR 1BH, EFZEMSE DNS TR EBHENT An AT EH,
4. FREBRUABRFIEE :

a. EHXET ,EEAF.
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b. TEHXRimERT K6 AARTHEIZIRFIISTERFARERNWBER, UTR2EFBEKR (4
amzn-s3-demo-bucket MR BIEH) S3 AT ERE , WA 111122223333
444455556666 BN AFBBEFRMEE AWS 1RF IDs) :

JSON

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Principal": "*",
"Action": "s3:*",
"Resource": [
"arn:aws:s3:::amzn-s3-demo-bucket",
"arn:aws:s3:::amzn-s3-demo-bucket/*"

]I
"Condition": {
"StringEquals": {
"aws:PrincipalAccount": [
"111122223333",
"444455556666"

5. EBITiwE

a. REZHERE.
b. EEFEEVIKHM.
6. EEimE
a. BIURH®%, BEZE VPC EHATHNRBEER,
b. EEGREIAIRS
c. WFEMREAAH,
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BEAT SR, BARY VPC %, 7 S3 FHUERR RS REEIIRS ID REER.
R E

IARERFIFBREEEE VDI LHEH

MRBEFEREEE VDI LHE | SO ELECEREIRR. FRETISRET,
1. ®ZE VDI A& :

a. BAAWS BEEFERA,

b. BB EC2 XEAWEBEEHITERE.
c. EREMBHN VDI #ITER.

d. i&EiB Session Manager E#EZE VDI,
e. HITTIGS

sudo su
cd ~/bootstrap/logs

EEE , BULKBSIEAFE. HAXBNFRERATBEMNMN configure.log. {time} &
ES
WA |, EWE /etc/message HFLIEB EZFEMERA,

2. REBIIEAERHBNEE Lambda CloudWatch Logs :

a. BAAWS BEEIiA,
b. BIEX CloudWatch == AWEEZE H5EE4E,

c. EESHBEE /aws/lambda/<stack-name>-vdc-custom-credential-broker-
lambda,

d. REF—ETANBEREEHE , YEARHPRIEMER. ELARKTSARREERER
ABERLHE S3 REFrBa B EEENFEEA.

3. REBITEAERFRNEE APl Gateway CloudWatch Logs :

a. BAAWS BEIiA,
b. BIEX CloudWatch == AWEEZE H5EEH4E,

c. EE2HE8E <stack-name>-vdc-custom-credential-broker-

lambdavdccustomcredentialbrokerapigatewayaccesslogs<nonce>,
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ERAEER

d. WMEF—EATAMNBFEE , YEAZPRIEMER, EL
F =

o &
Gateway EIFERVEFHEF , LAEUSHEL S3 fEITEATER

MAEMARRERAFITRN IAM SEERE

& A AWS DynamoDB &,
ERER K

a. EERAIEBEERED , EEF Tables (ERR)
b. SIIRE <stack-name>.cluster-settings.
RHEERE
a. EERRERKRER,
b. BEEIEEUFHE,
B ER R
a. EFERFUGURBEEFREEEER,
b. BREEREUFESENSI -
° E’l"lt . iﬁk ﬁﬁo
. R EEBEEE,
« B WAUZEEBUANERERKEshared-

A EEMFERN API
AIBRAER,

storage.<filesystem_id>.s3_bucket.iam_role_arnBUfX <filesystem_id>.

HITHRHA -

BERITUEREEZRGATRRE,

BEE

WMRIFEB 7 |, FHARER EH#N IAM A€ ARN EMREE.
MREEFFE :

a. ﬁgﬁﬁlﬁﬁ o
b. WAEBFMENR :

- HHHSWMEMY , @A shared-

storage.<filesystem _id>.s3_bucket.iam_role_arn,

Amazon S3 f1FETEE

123


https://console.aws.amazon.com/dynamodbv2/home
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- FIEIEEHN IAM B ARN,
c. EEREUNEIER.
7. EFRE VDI #ITER

EXNRBHITER , SREABRXHBHZTIER IAM B ARN RZ£VDIs,

B A CloudTrail

ZEFE A CloudTrail XA EZKIREFBA CloudTrail , 55& & AWS CloudTrail EAEERTHE
A CloudTrail A2 TEMAIRENIE R, CloudTrail AEIBFC#FE S3 RFTEMN IAM BRI
LERY S REETEBMNERN. EVNERKEEZZERIFEAENHTHER ID,
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-create-a-trail-using-the-console-first-time.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-create-a-trail-using-the-console-first-time.html
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EH Em

AERBREAECRERKRAREMERERFNES,

£
- SSH FHX

SSH f7EX
EEER SSH FIMESTH .

1. % RES Ihgexk |, 212 SSH =FHL
2. KBEM@MLEWIER , F£H SSH = PuTTY #1TFEL

FEBESRH

EBESERE (VD) BETEFAEELMEE Windows = Linux EfSE AWS, FHETUFERHE
RN IEMELEZEWRENERAENREE Amazon EC2 #1T{EE.

X ENEERR
RES BRIXEMEATIERRERBERRE

« Amazon Linux 2 (x86 1 ARM64)

» Ubuntu 22.04.03 (x86)

« RHEL 8 (x86) # 9 (x86)

» Windows Server 2019, 2022 (x86)
* Windows 10, 11 (x86)

ES |
- BB R E
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ERAEER

- FRANEE

- BRSNS EARE

- BRERSE

- HEITEREBRER

- HEERSE

- ERRESAEHBEFL

RREDHT Y R TE

1. RymEXRP  EERNERRE,
2. ERERDFNERKME,

3. BWANKENFHESN.
4. BEREX.

BELRAEANFTFEYER , SNKERE 10-15 SEARTHER. REBKBEUARNZEHIR

%. RES 17 GPU #1T{EER I R AR BRI IE
FEUEH R
FEFINERKHE , FEERENFH , XEM Web 5 DCV A FimETTIER.
Web connection
EiB Web BIERFNRHEEXEENERSG E.
EEER , NEEEE  EREERBERFIENRE.

DCV connection
EiB DCV AFmFEEN KH iRt &R EMEE, HEFEB DCV FH :
1. BEDCV IERRERUTHR.AcVER, REEERFKLLZE DCV AF R,

2. WERERH , FRE ? BR

FREDRT Y R
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2R S E AR RE
EERHKEARE :
1. BIEBEE,

2. BEEBSERE. TENERETHEES
. it

FLENTERRTITEEHEREX , MASTUBRENREE LN THERE,
- EXNRE

EXRE B BTA THEREER
« #&1E

KABRIIERE, MREERATRERT  RLETERETRSEEHERER, EERLEZHT,
IEEZRKEMEE RES BRRHK.

« {KER

THRERERFEEFECRED, ELENRBDRER , CNEAEASEE , B REmER
AR, WHFAEHTEERBBENRE , MERFEIATEREHERAR , F8EER
BE, EERIYTERBREXEWMRE , FSRKELRES.

N EERE

EANEFERRANERRBE TEREERE,

1. EREHUTEBRANZE  EUEELE TR :
a. EEBE,

b. BRIEBEEISEME,
c. EEEIL,

B GR R AR =


https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/hibernating-prerequisites.html

#5EEE T2 Studio EREER

® Note
A ENRIR THERBREE KD,

—BEMRKECFL  FREFE  RRBEEHN THERR.
BFTHREREE  ERERENKRE AN,

BEREX

PITERENR  FEFTREBRAE :

o ~ w0 b

a. iggﬁ'ﬂzo
b. EBEERKEME,
c. EiFE RBER

PR TEFRRERE
1. BEBE,

%II

2. EEETEA.

FFREER R

BIBER , ERKREEFEEEANEBEBFL. BAlFEARENRE LNEBEDNRERTFRNEERE
RERFBEELNKENHRE , MT—HAR. EEE—FTH , EEEREPREARFEFSHRZX
BHi. REHBAUERERFL , IHBREKAN. 720 EREEAEHEHFL E—-F T VDI
Autostop.

ES |
- RREMER ZEHEE
- EEEREPRERRIE

xE BB R EBEE
1. BEEE,

FRER TYEPEEREFA 128
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2. ##E Schedule (H&).
3. RELFRNIERE.
4. BERF.

EREREDPRERRHRE
AJLATE DynamoDB R EF AR HEE -
1. BESLRENEBEERTEERRK . <env-name>.cluster-settings,

2. EHURREH.
3. EENEMRAT , mATIIMEESEERE

ER R4 1

- BHEE = key

- &% = Contains
- A = String

« {E =vdc.dcv_session.schedule

BmE R 2

- BMETE = key

« &4 = Contains
- A =String

- {E =type

EgETLEEE K BLEBEARRKE SRANERES
#lvdc.dcv_session.schedule.<day>.type, BRES :
* NO_SCHEDULE

« STOP_ALL_DAY

» START _ALL DAY
EERIE 129
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¢ WORKING_HOURS
« CUSTOM_SCHEDULE

4. YIRCUSTOM_SCHEDULEERRE , B4 ERMHEFTNWHEBNELERE. EEE&KM , BESER
EE R FR B EA T SRR

- BHERB = key

- {&# = Contains

- A =String

« {B = vdc.dcv_session.schedule

5. BELEREBIHEZ/EIXBENERILE
vdc.dcv_session.schedule.<day>.start_up_time#l
vdc.dcv_session.schedule.<day>.shut_down_time WWIEB., £EEB R , MR Null B
B, YERRAFHRER , WTFAR:

- BMHE =value
o {B = <The time>

- A =String

R EELAER 24 NFHIRHILA XX XX #Hltn, EF9FA09:00, T4 5 %A 17 : 00,
AR —RYEE RES IRIFEHEME AWS BN E i,

ERSEAEAEEFL
EREUMRE RE  UAFELRKLEMEVDs, B 4 BTREHHE -

1. AERE : CPU EARENREN B8l TERRFAESSRE,

2. CPU £AXRE : REEHAERRLRENTHFERSVRELRE. WRBILRES 0, B THEREER
KEFEHERARE.

3. BURRE : AEREFR , THEREBRAMRE (EFLEZEILE) .
4. BEBATHER | MELERULEE |, AICRBAEME LA TR T HES B HIERE,

EERERBEREARSERAIBRTHAAREEE L. RECHBERENBES | HH— TR
BRE. HIERBSEAERNRE  BHIE, R TARENSEARDREENRE,

VDI BEfZLE 130
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WEER  THERRSBBEEERKIESRERA STOPPED_IDLE ARRE, FRAEMSREMRE Ul B
B)STOPPED_IDLE T 4EBEER,

HHASKM|

EHRAKEL  SUNSIEHEEHANREH. FRERERA , RFECEREEESIHEE , BRITHE
P ER R B th L R

HATERER , BUUAREREENT. Sl , BALUEHERFIER FTRESENBRKEKE.
ES -]

- HAKM|

- ERAAREE

HARE
1. ERETHERET  EEHE
2. BERIERBHT,

. EEERAENMFFAIER. St UREBHRE,
4. BERRE.

WEFANFFMEER , 5F2H the section called “FF AT BUR,

FEHASRH

REARE , BKURAESHANSEYEREN/TER. EATLUEIR Web BIESR DCV A,
HRER  FER PHEIRIFRENRH.

ERBER

BERIBHRTREER Web ADPUENEEHA EFS BRERK, EUTUEELEERERRKL
ERFHFIUNATRAESR. ER Linux EREEAANHRERRRE. EFERSE LNERRE
B IRHE Web ERBIEREMERMEE,
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|

- LEERX (s)

« MBREE (s)

- EERENRE

- MEBIER

- BERER
EEER (s)

1. BELERER,

2. REERIBEZLENER.
3. BELE@NMER.
fHBR HE=F (s)

1. EREEMBRINER (BXR).

2. BESE,
3. EEUMBRER,

RE , FHTUEEARERERR LE-TREAR  REERMKREE,
EERNEE
EEHEEENRENERR , CAUBCHAFLERNEE.

1. EERERRERR,

2. EERNRE.

FE , BUNEEMERRENR LR -TEEAR  RARENENRE,

FEEZE (s) 132
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® Note
BNBRESRFIFAMEER. MRECEBFAERIEHRRN , BEEZETHERNSE,

LS
AL Web A Q#BSS PRI FRERNAR,
1. ERMEEEFNER. HESEHK, HTEEENRE,

2. ETEH A RBRERET.

BmER
EARRERRERNSEREREARARERER. CTURTIEARNFEN  WEEER
TR,

+ FileZilla (Windows., MacOS, Linux)
* WiIinSCP (Windows)
» AWS Transfer for FTP (Amazon EFS)

miBAEs 133
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5E 2 HF A7

AR E AN R R AR ] S B R R W] RE B AE 2 1S E B RE RV ARBA E AL

&

- —RIEFEMEE
+ 317 RunBooks
- EAEE

HHEAR

- —RESEREE
- BANBFENSHEARR
- SRREEHNVE
« IR3E Amazon EC2 #{TEE LW AFESR
+ CloudFormation &
- RREEMmMRERKHE , WH Amazon EC2 Auto Scaling 48 & 8 Iz Bk
- BRI Amazon EC2 E#EANE
- EREREEH
- BRI ERSE
« BRI T
- B Active Directory (AD) #HEBdr S LAt &
+ Windows DCV {&§#
« &3 Amazon DCV IRAE
%17 RunBooks
- RERBE
- REEHERE RES 2R EBFTHASE

+ AWS CloudFormation #f & E2E 7 | WHE/RFHAE "WaitCondition WEI KBHIFAE . Error :
States.TaskFailed"

o MEBE K IIE AWS CloudFormation & W ZIE B 44 & A
o FITERBERIER X BURRER vdc-controller
o HAMMKYIHEEEES | I]IE CloudFormation £ 2 5% Ml B

134
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- RIEEIHAE CIDR ERS B4 HA
o RIFETHIEM CloudFormation #8337 5k BX
+ {#H AdDomainAdminNode CREATE_FAILED BN A\ ZpER ( ~&1 ) HB LMK
- §OEE”E
o RAREFBEIT iam:PassRole IR
- BEERFT AWS IRF AR ABFEIEAM Research and Engineering Studio on AWS &R
« BAREHN , RVAREIZBAER
- ERBRARRYE "RTIEAE, R
« 7£ Active Directory F¥TEHFERA®E , /8 RES HiEX
c BYTHEREBRRELERAEAE
+ CloudWatch cluster-manager B 557 #8 H K /)NBR #I#Y $5 52
« RZEB RES BEVRERRMK , BREHE VDI EH L
« RZEB RES MARERR#E , BREHE VDI EH L
o BREAR VDI THEIVEA
- RECEARGIAF IS5
« &% RES B3I Amazon FSx for NetApp ONTAP , 1B R i1 A B A8 3E

- R
< REBEVGRES/ KK
- REBEZEAERTELIEAER RN HF.
- BRI
- RAEFERERFHITERNRH THRE FEE
- BBESRSE

« Windows EZENBARFREAEES

o [FRANEBER CertificateRenewalNode B |, BB Hf

- ZEEEFHNERISEELEBRIER

- RAERE S BAERRE

- SE Windows ERER KK , YT "ERCEM. ERiER
« VDIs{ERFEAREE

135

- BB# , VDIsgHE ARRREE




ZEEE T Studio EREER

EH S E TS

Amazon EC2 #H{TEBEEXEATEERBA KL
vdc-controller H{TERIEEMRERST , RAEEMA AD/eVDI #E48 | BiR AP BIEiRERME K
R E L FEERE  ERTFTSHBEETNNNEEF

cluster-manager Amazon CloudWatch HFER "<user-home-init> IRF H AR, EEES
ERERS, (HPIRFREAEER)

Windows REEAEHKE R ENIRFEEFH. FafENEES"
ShEB/IE F AD #ERER) DHCP EIHERE
Firefox #5528 MOZILLA_PKIX_ERROR_REQUIRED_TLS_FEATURE_MISSING

Env B

res-xxx-cluster #BEA "DELETE_FAILED, ikAE , EEZF MR , BA "ACERSHELE
£, $8ER

WEBF

T& VDI B

# Linux EC2 B11TEB THRAF

# Windows EC2 /TR TH A
W& WaitCondition $538#9 ECS HE#

REIRE
- BRESOIRHMENS D BEFRHRE RHERFEE AHR

REIHER keycloak FEEIEE

« 2024 .x EXEE

2024 .x EXIEE

(2024.12 1 2024.12.01) EEM# Cognito £ & B4 Regex k¥
(2024.12.01 RERRA ) FEAEFTHEERE VDI BFHBRBERNBEHR
(2024.12 F1 2024.12.01) Active Directory i fJ & 3% SSH BB & 1
(2024.10) $H4 EPBIE RS VPCs Fi9 RES B35 , VDI B BHE L P
(
(
(

2024.10 RERRRA ) #ERE VDI for Graphic @R #1TEEER
2024.08) EfmE#ER#E AMI XK
2024.08) ERESHELHHEEBRHEITE ARN MIBF]FEMWER/E A Amazon S3 fHEET

[

136
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A T#E Studio ERERER
+ (2024.06 REFMRA ) AD BFHBEKRRELSE RES WEERKE
« (2024.06 REFHRA ) CVE-2024-6387. RegreSSHion. RHEL9 # Ubuntu VDIsH R 2R

bl

* (2024.04-2024.04.02) RHEKREEE VDI SITHEEAEH IAM BFATRR
¢ (2024.04.02 RERHRA ) ap-southeast-2 ( EF ) FH Windows NVIDIA 41T B 88 F LR ED
« (2024.04 # 2024.04.01) GovCloud &) RES MIBk kB
* (2024.04 - 2024.04.02) EFEEEF , Linux ERSE A FE "B e

+ (2024.04.02 RERIRA ) FEFH SAMAccountName BHBEABEFRRSHF LM AD £
AE

¢ (2024.04.02 REERAE ) ARTHESZTHNAESHBEN

— xRS M B2

AEHEEFE RES R IIWEF.
- EANBRENEHEARR
- ERREBHNNE
« IRIE Amazon EC2 #{TERE LM AFER

« CloudFormation Hf &

- AREEMRLERKEHFE , WH Amazon EC2 Auto Scaling B¥#8 & B iz Bk
« BEAHY Amazon EC2 X#EANE

- ERREIEH

- ERSREIMIERSE

o BRKIEARRER 4

« B Active Directory (AD) }HEB@ S A8 E
+ Windows DCV {&§#
« &3 Amazon DCV IRAEFA

BRN ERNEHERARR

RETHEEEFARE , TRARHEDENEZAR,

—RERNER —
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SHRESLHNNE

RIBTERR , BUMETINERIRESY , SINTHFEREREERERR

e Linux : /etc/environment

* Windows : C:\Users\Administrator\RES\Bootstrap\virtual-desktop-host-
windows\environment_variables. json

IR¥E Amazon EC2 #i/T{E# LA BEHER

HEEERFERN RES EAK Amazon EC2 #117188 L. SSM Session Manager 7] F 2R B R 1T {E &
MW IERER  UREELER,

HEHEEEESH vdc-controller FERREHATEE L , TETIHVEKRIIEARXMEA B,

« /opt/idea/app/logs/application.log
* /root/bootstrap/logs/

 /var/log/

* /var/log/sssd/
 /var/log/messages

* /var/log/user-data.log

* /var/log/cloud-init.log

« /var/log/cloud-init-output.log

Z Linux EREEL , UTEEEANBGRESR

* /var/log/dcv/
+ /root/bootstrap/logs/userdata.log

 /var/log/messages

£ Windows EHRKEHATEE L , BFEMR

» PS C : \ProgramData\nice\dcv\log
+ PS C : \ProgramData\nice\DCVSessionManagerAgent\log

BERAKNBFNBHERARER 138
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£ Windows k , REEAEXRHE T EUTVNERT

« PS C : \Program Files\NICE\DCV\Server\bin

£ Windows Lt |, B LAELL T E K E NICE DCV BEER :

* C : \Windows\System32\config\systemprofile\AppData\Local\NICE\dcv\

Amazon CloudWatch B5sE¥4R

Amazon EC2 1 AWS Lambda :EE &R 24§ & A #E] Amazon CloudWatch Log Groups. HHHY
BAEE RSB ERESLNE —REARFRAEBEANEA,

ELEFHENEBUT

« /aws/lambda/<envname>-/ - lambda related
* /<envname>/
* cluster-manager/ - main infrastructure host
* vdc/ - virtual desktop related
» dcv-broker/ - desktop related
* dcv-connection-gateway/ - desktop related
 controller/ - main desktop controller host

* dcv-session/ - desktop session related

BERFHER  FANTHABNIEZSRETHESREEY. ERgRHEESLTFRNALS

?"ERROR" ?"error"

BRI B —E 5 2 2 I Amazon CloudWatch Dashboards , EF @@ RREBERN/NT

>=<o

i, By —EPTE , SHEFHRERN ERROR WHIR |, WHER AT, WA ETREEER
FAZERENRE  IEHOCRERABENES,

UTR ERREIHNES, FECRALIIE  FHEHTHRE , YUEENERNR <envname>Hl
<region> B,
Rty 139
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{
"widgets": [
{
"type": "log",
"x": 0,
"y oo,
"width": 24,
"height": 6,
"properties": {
"query": "SOURCE '/<envname>/vdc/controller' |
SOURCE '/<envname>/cluster-manager' |
SOURCE '/<envname>/vdc/dcv-broker' |
SOURCE '/<envname>/vdc/dcv-connection-gateway' |
fields @timestamp, @message, @logStream, @log\n|
filter @message like /(?i)(error|ERROR)/\n|
sort @timestamp desc|
stats count() by bin(30s)",
"region": "<region>",
"title": "infrastructure hosts",
"view": "timeSeries",
"stacked": false
}
}
]
}

BRARNEG| TRREHBNT -

CloudFormation &

ERREIHBEIK CloudFormation # &9 S EIRIFHEEMHEBRNER., S4HNHLHEHA.,
HRASEHME K WMEHEBNMEEEF K TUSEEH. ERNEHRIER,

RES # & :

* <envname>-bootstrap
e <envname>-cluster
e <envname>-metrics

« <envhame>-directoryservice

BANBFNE4HERARE 140
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» <envname>-identity-provider
» <envname>-shared-storage
« <envname>-cluster-manager
+ <envhame>-vdc

* <envname>-bastion-host

TEHRFEHE (WMREEENBRERE , BRAEENBERTR , BAUER AWS EMEEER
BRRELERERRENER, )

« <envname>

* <envname>-Networking

» <envname>-DirectoryService

» <envhame>-Storage

+ <envname>-WindowsManagementHost

B R RE T 3% 4 R WFE |, 3 Amazon EC2 Auto Scaling #4857 B iz AR
IR RES Uls 5 AIfRRHEE , RE R REAE BB HMWEE,

FSEEBELE Amazon EC2 HI{TERE BEERE (ASGs) a2 —EEER5IZEER , TARERSE
TEEBNERTE. R U EEEEIEMAERRELFR , HRE Amazon EC2 X HEREEZE
HIEN TR | WHME Auto Scaling EHEB RS ERE2SEHEH ASG , LB Amazon EC2 #,
TEBEREERR.

MRRBERK , FEATERANMEE Amazon CloudWatch HEEEHERHIE BB ECEKEER | EATRERT
BENRERE, SR SSM TR EEARMBRERPTHATERN TFEER , TREHNIT
ER8 LM B ERIUNMETRRE , BRHTERBERAEMFRERE , WM ASG K1k,

WMRBAELRERE , ASC TEAARSETELUTIEER,

EAA Amazon EC2 X2 & NH

AU ESEERETRENRREFENER.

BRI Amazon EC2 TR & HE 141
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B 5

ERBREHTE , Amazon EC2 TEABERRERELUUTAR., BANHTERR RES £/
Amazon EC2 £#, HTEREEINFER RES REEH,

ER IR ERRE

f£ Amazon EC2 X# &7 , EEBKSEHTE , cMAEEREUTAREL, FHERT , EBE@E
SLHIEETR, BTEREBHNEBREISEANEAE, PTENEBRBEBNREN TERREE ,
AT LA R FEERH "MyDesktop, SERAEREN B,

BRI LEARREAY 44

E Amazon EC2 FR B REKRIEWHATERE K EMBEERERELNEEEHE, NRFERAETE
R IERENERERETH | SRS EMAFEEENEH K ETRRIRBEETETH.

TEERERLENSEATEE.

& F /Y Active Directory (AD) HHEG S A& ZE

LT RAEERRETH L@ AR Idap HREGTEH , SRR AD HEHBRER. ERANMEMNE
SREZRRERREZFEANS

ldapsearch "(cn=AWS Delegated Add Workstations To Domain Users)" -x -h corp.res.com
-b "DC=corp,DC=res,DC=com" -D "CN=Admin,OU=Users,OU=CORP,DC=corp,DC=res,DC=com"
-w <password>

ldapsearch "(&(objectClass=group))" -x -h corp.res.com

-b "DC=corp,DC=res,DC=com" -D "CN=Admin,OU=Users,OU=CORP,DC=corp,DC=res,DC=com"
-w <password>

Windows DCV 18§
£ Windows SE b , ] bUE R T 5175 =5 H ST E AR BA MY TER £ -

PS C:\Windows\System32\config\systemprofile\AppData\Local\NICE\dcv> & 'C:\Program Files
\NICE\DCV\Server\bin\dcv.exe'list-sessions

Windows DCV 1884 142
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Session: 'a7953489-9dbf-492b-8135-7709dccc4cab’ (owner:admin2 type:console
name:windows1)

£ Amazon DCV A&

Amazon DCV AR EBRRE T/ERE. AWS Amazon DCV, T %I &5 /R & an{a ¥ i 2 248 DCV &
B,

Linux

[root@ip-10-3-157-194 ~]# /usr/bin/dcv version

Amazon DCV 2023.0 (rl4852)
Copyright (C) 2010-2023 NICE s.r.l.
All rights reserved.

This product is protected by copyright and
licenses restricting use, copying, distribution, and decompilation.

Windows

PS C:\Windows\System32\config\systemprofile\AppData\Local\NICE\dcv> & 'C:\Program Files
\NICE\DCV\Server\bin\dcv.exe' version

Amazon DCV 2023.0 (rl5065)
Copyright (C) 2010-2023 NICE s.r.l.
All rights reserved.

This product is protected by copyright and
licenses restricting use, copying, distribution, and decompilation.

21T RunBooks
T—EZ 8 eeEREE, NAEREE , AR REENER.

- ZEEE
s REERLHE RES v AR TEEHITHEE
« AWS CloudFormation ¥ & L2 | WHE/RFHAE "WaitCondition WEI K BEVEAE . Error :

States.TaskFailed"

2% Amazon DCV A& 143
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ERAEER

- HEBE I RIE AWS CloudFormation K UNEIE FEHBE A

- PITEBERIERXBGRRER vdc-controller

- HRAMEMRYIHEEES | IRIE CloudFormation 3B £ 54 MBR

- RIEEIHAE CIDR ERS B4 HA

- REBEVHREM CloudFormation H B 7 KB

+ £ AdDomainAdminNode CREATE_FAILED B /&R ( RE ) HBLHK

- §HEE”E

o EAREFBEIT iam:PassRole iR

- BEE AT AWS IRF AR ABFEIEM Research and Engineering Studio on AWS &R

« BAREHN , RVAREIZBAER
- ERBRARRYE "RTIEAE, R
« 7£ Active Directory F¥TEHFERA®E , /8 RES HiEX
c BYTHEREBRRELERAEAE
+ CloudWatch cluster-manager B 5548 H K /NBREIAVEE S
« RZEB RES BEVRERR#MK , BREHE VDI EH L
« RZEB RES MARERR#E , BREHE VDI EH L
o BREAR VDI THEIVEA
- RECEARGIAF IS5
« &% RES B3I Amazon FSx for NetApp ONTAP , 18R il A B B 4835
- REHAMRER KK
- RBEZEAERTELEAGRRN B
- REEERERFHTERNSH FERE S5
- BRBERKHE
« Windows EREANBEARFEERAEES
o FRANEBER CertificateRenewalNode B |, BB H
o SHNE/ER W EE S MEE BN INEE

2% 1T RUNBOOKS

- BRBERE 5 AEREKE

144



HRETR Studio (R
« SRME Windows ERERAK , WS NERCERM. SRiER"
* VDIs{E /AR AE
- BB , VDIsEHE A SHERAREE
- EEKEH
« Amazon EC2 TR EZESPEEE KL
« vdc-controller BI{T{ERBEREEIRT , RAEZEMA AD/eVDI 18 , BT AP EERERE XK
- MERBHEEUNEERK  ERTEHRETHNBESF

« cluster-manager Amazon CloudWatch HF# R <user-home-init> iR P B EFEH. EEZFEFE
RAEES, (AYIRFREAEER)

« Windows SEEAERBET 'EHIEFEER, BAALNEES"

- S\E&B/EF AD #HRER) DHCP ;ZIHRE

 Firefox #5582 MOZILLA_PKIX_ERROR_REQUIRED_TLS_FEATURE_MISSING
« Env iR}

» res-xxx-cluster #2E "DELETE_FAILED, & , EEFEMER , KA "ACENSNELE
£, $8ER

- WEHR
- F#H VDI HF
« f& Linux EC2 i1TEER TH B
« & Windows EC2 #4TEIB T&H B
- IKEE WaitCondition §#52K) ECS HE
. REIRIE
- REGOREENS ) BEFRHRETHREBTAER
o REIHEE keycloak FEEIEE

REME
T

- BREERE RES 2BRERFME

» AWS CloudFormation & L2 | WH/RFHAE "WaitCondition WE| KEHIFAE ., Error :
States.TaskFailed"

“HPEE T Ih#% AWS CloudFormation 7k Uk ZI S + B 448 AN 145
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o FITERBERIER X BURRER vdc-controller

AR EEEES | IRIE CloudFormation 3t & 8 5% Ml BR

RIEEVERE CIDR ERSHELEHR

IRIEZE  HARM CloudFormation & %8 37 2k B

&l AdDomainAdminNode CREATE_FAILED B AZER ( =& ) HBKLHK

BREERELRE RES < RREBHHEE

@ Note
FORMREF - AT Certificate M PrivateKey A7 1E Secrets Manager #&H , F#g
HITELSE,
BB E Web A F iR

1. EFNEEEINE-alb AHFEHRZREANERE

a.
b.
C.
d.

e.

BE AWS E#AH EC2 > Load Balancing > Load Balancer #J RES s\ Zf& & F 25,
BESEREGREN NEEFEEE<env-name>-external-alb,
REEZZARFEHRNERERX,

EMEREMBBHMERERECTER SSLITLS BRAVEREN,
RELENEE,

2. ERERTEERERP

a.

b.

#£ DynamoDB -> Tables -> F & B EREE K&K <env-name>.cluster-settings,
AIERREE W GRBHEENE - B "key". BH "string". &4 "contains" F{E
"external_alb",

cluster.load_balancers.external_alb.certificates.provided ;8&8E A Trueo

SEHT BY

{fEcluster.load_balancers.external_alb.certificates.custom_dns_name,

ER Web £ & NMHERK BT HEEE R,

REME

146
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e.

3. EH

EHT B

{Ecluster.load_balancers.external_alb.certificates.acm_certificate_arn,
iERE M Amazon Certificate Manager (ACM) A ¥ FEXR Y Amazon Resource Name
(ARN),

185 Web A FIRE M AYH FE Route53 FHEEIRCE , LB MM ER alb B # F#2:H DNS &

fB<env-name>-external-alb.

4. MREEREHRE SSO , FFEAE RESWeb AOMUEHIRIEEE > FHEE > E—FA > M
R > R R R E AR I ARERRRE SSO.

& IBRRBHTI®E VDIs

1. BTIEBHEENE | BT RES ERAEXEHMRZHIT GetSecret RIEMEFT -

e res:EnvironmentName : <env-name>

* res:ModuleName : virtual-desktop-controller

2. ERERTEERRP

a.

b.

#£ DynamoDB -> Tables -> F &k B LR EE Bk <env-name>.cluster-settings,
BIEFREIEE WKBHEIE - B8 "key". FHE "string". &4 "contains" F{&E

"dcv_connection_gateway",

vdc.dcv_connection_gateway.certificate.provided FXEA True,

¥ ¥ B9{Evdc.dcv_connection_gateway.certificate.custom_dns_name, iE=

VDI FEH BT & .
i)

fEvdc.dcv_connection_gateway.certificate.certificate_secret_arn., iE=

FHBEARBT ZHWEN ARN,
ERT

fEvdc.dcv_connection_gateway.certificate.private_key_secret_arn., iE=

FRALBERABRZWEL ARN,

3. ENRARBEINTERHNMEIHA

£ AWS £ AR EC2 > Auto Scaling > Auto Scaling 48 T BIRX Auto Scaling B4l
ENHEEZ RESRENHAESBERRFE, EBER/WBEH <env-name>-vdc-

gateway-asgo

HFFMEARR P SKRIA MR EA,

RERE
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M T Studio ERERER
d. EFHEEF > B> BERERE LR (BYFKRE )
e. MTHEBEERFMEA.
f. BBEREL, EEAEEH.
g. S¥REZF CERTIFICATE_SECRET_ARNA PRIVATE_KEY_SECRET_ARN, ffFAREEENE
& (FF2ES B 2.ARNs EFELE,

h. X Auto Scaling B R EAFRAREEZ I MEEAMRA ( #& Auto Scaling #EE
M)

4. EFERERKREEMAHIE Route53 TR , LUEMNEE nib & FEEFHY DNS &

8 : <env-name>-external-nlb,

5. #IEIBEBEM dev-gateway H{TIEEE : <env-name>-vdc-gateway I EFHANHITEREED,

AWS CloudFormation & & £ | WERFE "WaitCondition U Z| 5k BRRIEA
B, Error : States.TaskFailed"

EERREE  BFRESRA I Amazon CloudWatch BEEE i <stack-name>-
InstallerTasksCreateTaskDefCreateContainerLogGroup<nonce>-<nonce>, MR EZE
SEEHEERBNBFHE , FREE—ETANBFREE, AFPNERASSRUEEBRENFHAE

(® Note
BRSBERRZE

B3R 3T K % AWS CloudFormation R UL E E FER 4B A
WMRERIIEI AWS CloudFormation & & RIEIE F B85 , FHRTHEE .
1. FERE T4t S8 A ERE,
MNREFEAF i T ERER ML , MR EHT R Research and Engineering Studio 3

B,
2. %% Amazon EC2 XA RBERRIITEENEIE,

REBE e



WFRE TR Studio EREER
MEHF<envname>EHERA DK IER Amazon EC2 #/T{EE , AZLUFNHTEEIU , BIA
B% 2% Active Directory #ERETJBE S Hi IR B RE,

3. MRECHEAWS SHEERERARELADER , FHEFBHEBERN VPC, RENLEFH
8%, R EALERR S R,

'#

MBAMBEFER , FUEEEMBRLEFDE RES BE, NEHEET
e

4. MREFEAECHABERIBER , FHERBMAMN Active Directory FF& TARIAERE,

%u’ﬂh

ASRBEREERE

MERERREHITEEA I A Active Directory ZRIEE, B F#F B the section called “¥
TR B EIRSE R K BUREER vdc-controller” SR fi# SR RS RE

FITREBERIER XBAREER vde-controller
LB AT REMY R R R EIRE L EZ R A Active Directory (Active Directory)o
EERFEE

1. #aw3% , & vdc-controller FIEL1THR#/TERE LA SSM BRE TERSER.
2. #17 sudo su -,
3. #1T systemctl status sssds

MRMREREEAF. XML EBFPERER , IBTERBEEMA Active Directory,

EEMRARE
RABRN TS AITEESHNIT cat /root/bootstrap/logs/userdata.log LAFZE HES.
HWREERREE =B URENREAREZ —,

BARR 1: WAR dap ERFAET T ERE
BEAR. MREBINTIEESZ K, AIBTEEELINA Active Directory.

REBE 70
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local AD_AUTHORIZATION_ENTRY=

([ -z "' 11

[[ @ -1e 180 1]

local SLEEP_TIME=34

log_info '(@ of 180) waiting for AD authorization, retrying in 34 seconds ...'
++ date '+%Y-%m-%d %H:%M:%S, %3N’

+ echo '[2024-01-16 22:02:19,802] [INFO] (@ of 180) waiting for AD authorization,

+ o+ o+ o+ o+

retrying in 34 seconds ...
[2024-01-16 22:02:19,802] [INFO] (@ of 180) waiting for AD authorization, retrying in
34 seconds ...
+ sleep 34
+ (( ATTEMPT_COUNT++ ))

1. W RES HEEVHBCEE#HBATIEENSRIE,

« directoryservice.ldap_connection_uri
« directoryservice.ldap_base

« directoryservice.users.ou

+ directoryservice.groups.ou

« directoryservice.sudoers.ou

« directoryservice. computers.ou

« directoryservice.name

2. ¥E% DynamoDB BER XK ME AR EHE. ERFKATE DynamoDB EIEANER KT RE, &
RIREMWEL <stack name>.cluster-settings.

3. EMmERFKE , BRHEREHTREANITHERD cluster-manager H vdc-controller, B BiERE &
KB DynamoDB B Rl &R R EREFH 1T E R,

BAER 2 : 8@ AR ServiceAccount A& BB ERE

MR BEFEE Insufficient permissions to modify computer account , BITEHEERE 3 Hf
R # A ServiceAccount AR A BETR IEFE,
1. & AWS 5B Secrets Manager,

2. ¥5 directoryserviceServiceAccountUsername, W& ES <stack name>-
directoryservice-ServiceAccountUsername,

3. FRMELURGRFMEARE. EWEET , BEHIMEE K RARBEHEXF,
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4, WMBZECEH , FMEE B#ITERER cluster-manager A vdc-controller #11TEE ., BEHER
#&6EF Secrets Manager I & FTERX BV FTE11TEIRE

BARER 3 : 8 A K ServiceAccount ZiET EFE

MR AFES Invalid credentials , BITE#EEE 7 HiE 8 AR ServiceAccount ZiFAIRER IE
%,
1. #% AWS Fi#E 5Bk Secrets Manager,

2. ¥#8 directoryserviceServiceAccountPassword, WZHEA <stack name>-
directoryservice-ServiceAccountPassword,

3. FRMEBUMGHMEAER, EREET  EEEIMNEE A RARBEAXF,

4. MRLBSEER  ITHRERANBRIBILEER , AL Active Directory 1 Secrets Manager
hERE,
a. EEfE PERFE AWS Managed Microsoft AD :

i. BIRCAWS AW HIF AWS Directory Serviceo
i. JEHERES B#HB# ID, REBEHE,
i. ENEREAEER
iv. A ServiceAccount fER& B,
v. BAFERR K AREEERER.
b. #&ZEE Secrets Manager FERZE :

i. BIRUAWS A HF Secrets Manager,

i. 1#3 directoryserviceServiceAccountPassword. WEEL <stack name>-
directoryservice-ServiceAccountPassword,

i. FARBMEBLURKFAEAER, ERZET , BEEHEIRZE , ARBEHXE,
iv. &Eﬁﬁﬁo
v. 2 ServiceAccount fEFI B EF R , AREERE,

5. WMREEHT H , BEMBRE BIFITEEN cluster-manager # vdc-controller #1T{E#E., BHEERE
H& 55 F SR T 9 (B R ED ST Y 01T ML B

REBE =
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HRAMAYIEEEEE | IR1E CloudFormation 3 & £ 5% Wi kR

W& <env-name>-vdc CloudFormation 32 #Y Ml Bk K AB Ak ¥4 E5 52 M S B , 4520
vdcdcvhostsecuritygroup , EAREREAEAEEAE RES EUN FHEBRINZLEETPREN
Amazon EC2 AWS #1T1E B& Fr 2K

BEMRALEE , FERALKIELLEBS AMBNAE Amazon EC2 #H1TER, A& , SRTLIEEM
BRIRIR

RIBEVHIE CIDR BERSHEBERER

BURIEE [OERREAS [FAILED] ® CIDR B2 e HIRER,

gl

Failed to update cluster prefix list:

An error occurred (InvalidParameterValue) when calling the
ModifyManagedPrefixList operation:

The specified CIDR (52.94.133.132/24) is not valid. For example, specify a CIDR
in the following form: 10.0.0.0/16.

EEMABE  AHNERA xxx.0/24 = x.x.x.0/32,
BRI E T HIRA CloudFormation #8337 5k By

BIURESR—RIINERETRE, EREEEEF , et REREBE , B CloudFormation
BE KW,

MBBREEEEN , BRRREYEREN, 5F , U ETFRNEGSFEREL,
5 AdDomainAdminNode CREATE_FAILED B A EIR ( & ) HELHK

MRTEHREHBEV AR HRTHHER , TEREERAFTERRBDRARHEEINEE Amazon
EC2 &%,

REERE 152



W32 EE T2 Studio EREER

AdDomainAdminNode CREATE_FAILED Failed to receive 1 resource signal(s) within the
specified duration

EEHIBTRBHRR

1. X SSMREEEESF , RERBCHRESH , AREBCHEMBENTERREBSH.

2. 1& SSM RunCommand/Automation #1TEE S ;o8& , ME(SHEIERI SSM XHWE TR EEIIT
1 88 B B — B,

3. TEIRIE Amazon EC2 F{TEBK BFERY , REAHHMTERAFE  MHEHTERBRSEM
BUEERKE.

MRBERRBHER  FERBRED 15 7EME RES H1TERNIEH,

B EBBE
B—BA(SSO) ML EEMNAZHREHNERNABERIERMEBE, WMFERE SSO HENENR |, F2
B

- the section called “f£F IAM Identity Center 5% & SSO”
« the section called “% SSO RELN D iREE"

EERHYMES ) EBEMHBANEGEE  F2ETIIEHERETE

&

« RAREBHIT iam:PassRole HIRH#E

 REEAREF AWS IRESH A BEFEFKAE Research and Engineering Studio on AWS &R
- BARER , RIREZEAER

- EREARRE "RARFERAE, #BR

« 7£ Active Directory FR¥TEHEA®E , B RES HiEX

s BUTERBRELIFERAERE

+ CloudWatch cluster-manager H 558 H K/ R &RV 52
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K AEEHIT iam:PassRole HIFZ#E

MRBWBERR | HEHAEEREHIT iam : PassRole BiE , BHBRLEERH , UAHELE B CEER
RES.,

BEAWS BRTREKEFTALBERZERYE K MARBIUFNEEACIBBELAC, WFENT
ER |, BUARERAREREEXRBNFTT,

E & A marymajor By IAM EREERERAEEEE RES HHTEIMFR , SRETIEHIER. B
=, BFERBEERBRBHCRTHT. Mary REKAGBEEEZ BB,

User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
iam:PassRole

EEFERBRT , Mary WBURABEEH , AAFFE11T iam : PassRole BifE, MMREBEEHE) , BB
BH AWS BEEEE, ZNEEESRBENESERE.

REE AT AWS IREAHI A EFEIE M Research and Engineering Studio on AWS &
i
BANEY ARG, EHMRFPNEAESISCEBINBHABFERENER. BRI IEEEAFH

EEEMHDEZRAR, HUXEERERNBERNFIUERIBE (ACL) IR , &R SUERA FBL R
KRBT AETFRENE RN,

MEE—FTH , F2EUATRE .

- BETHBOMELSHER AWS WIRFHRHAEBERNEFEE |, F268 (AM EAERERE) PHNAEHES
Y 5 —{B AWS 1RF P RY IAM £ A & R EFEE.

- BEETRINMEERNEIERMBE=H AWS IRF |, 528 (AM FAEER) TS FEER
HiaE = A AWS WIRE,

- FETHNMEBRKE S RUEIE , F28 (AM E£REER) FHRERAFIREIE/ARFEN
ERE (BESD ).

- BETHERACGNEREBRETEIRFFNCENEZR , F2H (IAM £AEERE) T/ IAM
AEREREBRNER,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_compare-resource-policies.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_compare-resource-policies.html
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BRARER , RUREZAEHR

SO BEKREHRE , R EEE, FEVNEEE , FREESRNITEE B REA

1. BARX CloudWatch £# &,
2. RAFEHEAF  SHEA WEE/<environment-name>/cluster-manager,
3. HRBFEELUESBAFRERPHNEMER

EEREBHEERTE
1. B#RX DynamoDB Fi# &
2. REBEXRSP , SEXREAH WERK<environment-name>.cluster-settings,
3. FRMERXR, AREERZERRIER,
4. REABEMRGER , RABBATIEH
- BiEAE - R5l@
- R -a7
« E-sso
5. EEHT.
6. EE@MMFHEP , BFE SSO HMRBERTEH., MRFIEHR , 57518 sso_enabled TRNERESR
False,

7. IREl RES EAENEMAEFRFRE SSO,

ERZARRE "RABERAE) R

MREAFEEHE A RES N HEFWIBIER "HRAIERE, L BEMAEHBRAE Active Directory H
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https://console.aws.amazon.com/cloudwatch
https://console.aws.amazon.com/dynamodb
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- MRERAETFEN RES 7, BEKIIHERAEREE AD

FEHETRENKREDLE RES, RES B/MRFREILS—X , HLEREESEST , UREFHERS
ET—REASEHNE, EEVHRY , FEEPHLSERE Active Directory FHTIERNEAE |, B
RES HiE %k,

- MREMAEFER RES §:

1. BMEBMMRFSERRE, NFFMENR  F2RAE—F A (SSO) RELN S DIRHE,
2. ®fR SAML £ M SAML EF B4 HHEIEHENE T E 41kt

s

£ Active Directory H#Ti8RIEA#E , 18 RES HIEX

(® Note

AEEAR RES 2024.10 RERARA, ME RES 2024.12 REHARA , FSBH A F BT
F% (2024.12 #1 2024.12.01 iR ) » WE RES 2025.03 REF A , B2 AT BRI
{Z1EE% (2025.03 BREFA ) o

MRECAEREFICE Active Directory , {BfE RES D EAE , AIZEM|E AD @S, AD @%
=HA& AD BB [E A RES IRIEM Lambda RE B/ NREHIT. ERR , EEHMEERAESEHECcR , 2
HEER T —RERLSREFHITHELE., EALAE Amazon Simple Queue Service FEIBEIRE L,

FORBRIERF

1. BBt Amazon SQS i &,

2. RfrHI4 | EE <environment-name>-cluster-manager-tasks.fifo.
3. EEGEAREWAER.
4, EREAXH  BWA :

{ "name": "adsync.sync-from-ad", "payload": {3} }
SEEASEME ID, WA : adsync.sync-from-ad

6. HYHASERERMER D, MABBNERFLFH, WAL REBERSERNETHE W
WARE , BRKEZHER,
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https://console.aws.amazon.com/sqs
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BYTFERGEEAERERE

MEEBRBVTIEREBENEES , BRBEET THERERFEZEMSER Active Directory FHIERAE |, Bl
FERETVREEEE—RBEA, REEAEATFERERI ITERR, EFAFERAESAZOBREARE—

Nrd
Ao

CloudWatch cluster-manager B & #H H K/ R &R EEER

2023-10-31T18:03:12.942-07:00 1dap.SIZELIMIT_EXCEEDED: {'msgtype': 100, 'msgid': 11,
'result': 4, 'desc': 'Size limit exceeded', 'ctrls': []1}

MR EFE CloudWatch cluster-manager AFEF KR EILLEEER | ldap BETREEERAZERAERLE. &
EEIELERE , 55125 IDP B Idap BESERRH.

&

- RiFIB RES EVERRE , BREEE VDI EH L

- KiFIB RES MAERRHE , BREEHE VDI TH L

« REET VDI EHMEIVEA

« % RES 23 Amazon FSx for NetApp ONTAP , {E RN A KKV #81E

FiFEB RES BIUERRME , BXRBEE VDI =¥ L

ERRELARRN "W AL ARE , el VDI TREE, FRETITR  RFERRKRTERAL
ERE

Amazon EFS

1. BI¥ Amazon EFS 12 &,
2. REERRXFRERSTH,
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https://console.aws.amazon.com/efs/home#/file-systems
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3. MRERRFEMRESTTH , FEF BRI VDI £#,

Amazon FSx ONTAP

1. BI4¥ Amazon FSx ¥ &,
2. BMBEMREREAHA,
3. MEMREARTA , FESF BRE VDI £,

FiEB RES IMAERRLE , BRBEE VDI EH L

£ RES LIMANERZRERELENZ AR , RS VDI THBHERRKE. ARNEBELER
RifRHE RES AASFEY , RES TEEEMEBMN LS HERA,

EMANERRBEBEBMNZLHER AT THEARE

« KRB linux VDC E£#H NFS RE (EH#EE : 2049)
« KRB Windows VDC EH#HK SMB RE (E#EIR : 445)

BEZK VDI THBEUR A

ONTAP X ERHBEER UNIX, NTFS #l MIXED Z£HR . ZEHEINRE ONTAP AR EHIEREFEN
IAER | UERBER AR A LSS T,

Bl , NBHBESH UNIX 228X , B ONTAP WZHEME , SMB AEH{MATTUFEER
(FIRRMPIEREEREMZTE ), T8 , ONTAP A UNIX 357 , RE UNIX AFIRTUERRLET
B,

BE X {55 F SR 51 9 B ) 45
B Linux THEEEFEA UNIX BRXEERE

sudoer AJ AR HMFERAERET. Bl , L TREER T /<project-name>H & LA <group-
ID>ZEEBIVEAFFARNKE :

sudo chown root:<group-ID> /<project-name>
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https://console.aws.amazon.com/fsx/home#file-systems
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sudo chmod 770 /<project-name>

B Linux F Windows TEE &M NTFS BN E

BOUERAREERRNEABMRRELAF. i, BEEEAFuser_01ME KR
myfolder , A B4 Full Control. ChangeZk MYEF A% E A ReadAllowsk Deny :

IR Linux M Windows A FinEfgEAMKRE , RMFEE SVM LERELRBMS , XRFEEM
Linux £ A & & #BELAH [ fiF F§ & & #8 B2 domain\username B NetBIOS Bifi B BN BB, &
Linux 1 Windows A E 2 BH#ITREREEMRD. WESZE , FSRB LA Amazon FSx for NetApp
ONTAP RAZWHETIEAR.

I % RES E 31 Amazon FSx for NetApp ONTAP , 1B R il A K B9 4835

Bl , &% RES £ A% Amazon FSx for NetApp ONTAP i | RIS MHERRERSK , BF
EMAMBE., EESEIMN ONTAP ERRHM SVM ALK , 2845 SVMs fIA Microsoft
Active Directory Y &f& Amazon FSx £ & LT R, MELENFF I E IR AD FH Amazon FSx
Service lRF o, —H SVM BINIMAME |, 55801F SVM A E > ix 3 > SMB DNS &1 , AEER DNS
28 K IABEETEEL,

AR ® , FFEHRERE DynamoDB ER &R #mEE SMB DNS {HEE R

-_—

. BI¥¥ Amazon DynamoDB A,
OBEERR , ARBIBIE <stack-name>-cluster-settings.
ERZERREAT , RASERMG , AR AT IS REMS
- BUHATE - Rol#
- R -EFR
« {8 - shared-storage.<file-system-name>.fsx_netapp_ontap.svm.smb_dns
CERERNIER  REREMEE. wRE\EHEE,
. ERELFIERN SMB DNS 2 BEHE.

w N

o O b~

A | BRAEERAFRHEEBRN RSB RS Amazon VPC EERBFIEGFPEENRE. £
BRRENH VDI THBEAREAHIMA SVM MERRERBEE.
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https://aws.amazon.com/blogs/storage/enabling-multiprotocol-workloads-with-amazon-fsx-for-netapp-ontap/
https://aws.amazon.com/blogs/storage/enabling-multiprotocol-workloads-with-amazon-fsx-for-netapp-ontap/
https://docs.aws.amazon.com/fsx/latest/ONTAPGuide/self-managed-AD-join.html
https://docs.aws.amazon.com/fsx/latest/ONTAPGuide/self-managed-AD-join.html
https://console.aws.amazon.com/fsx/home#file-systems
https://docs.aws.amazon.com/fsx/latest/ONTAPGuide/self-managed-AD-best-practices.html#connect_delegate_privileges
https://docs.aws.amazon.com/fsx/latest/ONTAPGuide/self-managed-AD-best-practices.html#connect_delegate_privileges
https://console.aws.amazon.com/dynamodbv2/home
https://docs.aws.amazon.com/fsx/latest/ONTAPGuide/limit-access-security-groups.html
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§E , BALER RES MARRRRDENARBNERRM - RRETEEZEERRRK, WMAER
%\l Lo

£
- REMNRESIHK
- REELZEAERTELEAGRRN A

REGHVRRE R KR

ERESHREBEEL , MRREBIRERKE , BITTL R FHEEETEEMN Amazon CloudWatch H 58
R TSR ER B A IV EF A,

[2023-11-19 03:39:20,208] [INFO] [snapshots-service] creating snapshot in S3 Bucket:
asdf at path s31

[2023-11-19 03:39:20,381] [ERROR] [snapshots-service] An error occurred while
creating the snapshot: An error occurred (TableNotFoundException)
when calling the UpdateContinuousBackups operation:
Table not found: res-demo.accounts.sequence-config

RBEEZERERTEEAEAGRRD B

MR LE—Eenv HEWRBEZLIETFTN env FEH , FEFEEETEEM CloudWatch BFEAE B!
B, NRBEREARAEAVENERNRER , BERIBERERRE,

1. T& metadata.json R , WEFRSEEER KM ExportStatus £F COMPLETED k&, BEREE
BB KREAE ExportManifest HUE, MREHRFT LABUE , RBRSEAENRE | BEZ
HERARRBRINGEREFER.

2. BREIREREEI % |, FRARRBIRESE RES #8458 COMPLETED, REBEUEFHRZETE 55 10
DE, ENBARENRARBEERER , MERRBERIIEL, EEBRARBINRBEREBX
AREE,
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ES]

RAEFERERFHTERN SR TR REAE

MR Ul FHBRARSFFERASSFTHE , ARETFERERELER , EWRRTERRE Amazon EC2
PATIERE 3% & R RE

¥ i SRR SRR 53 zaﬁ'ﬁ’IﬁE Amazon EC2 £ & BB EE{A Amazon EC2 T EEK L |, I
DB TEEBERA. MRIEERER , ME Amazon CloudWatch logs Al BEE R ER K,

S-EBHARBERRINEHFEHR. WR Amazon EC2 T2 & LR RAMEHFEHRRETETMT
EFERERFNBTEE  ARTRETER—EE,

IEENBREHM TR

MEIEEMREEER A 0, RREE Amazon EC2 H/TEE T AREEZDER,

MREEMREFERNEE A 0, KRR Amazon EC2 #ITER AR EERIIR, EARRRAERERN
ERAEAREBREBEFRERE,

MREFERERIFNEFERETENEERR O, i’«’zi‘x?&‘&ﬂ’]ﬁﬂ%%ﬂ“’éﬁ‘ﬁ“ plgn | NENFE TR
ARERBHEN AZs, MRBEEERN , TRALARSERBENANNT , BEHEBBRRERFE,

BB E R R E

3]

« Windows EREHNEARFREATES

« FEANEEIR CertificateRenewalNode B | BB HA
. SANEERNEREEEEBRINELR

E@BIE o
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- RAERB 5 BERREE

- RMH Windows EMRERAK , TR "ERDEEM. ShiEiR"
 VDIsEHEMEIEE

- BB , VDIsEHE AR

Windows EREHMNEAIRFREAEES

WMRIBEEHMTE RES Web A OB RE Windows ERKHE , BEEEARFELERFREAEE
& , RI#28 Windows VDI AJ&E{= AR Zh BN A Active Directory,

EERE , 5% Amazon EC2 A EHFEZE Windows #IT{EEE , WE TH5IEHFEC:\Users
\Administrator\RES\Bootstrap\virtual-desktop-host-windows\. LA FASERYEE
SRFAE[Join AD] authorization failed: R RHITEEEEMA AD, ME KB <res-
environment-name>/cluster-managerfFFMli&EN , FSR BFEFHEBRET CloudWatch Iy
Cluster Manager H#% :

 Insufficient permissions to modify computer account
- WEBRRTENRBIIRSZERKEKITIEE AD WEEFF T, BE 5%E Microsoft Active Directory
HY AR 75 i = [ ER ARG AR 0k B PR EE RV EF Al

e Invalid Credentials

« B AD PWIRBIRFEAERECEHY , IBREUNBEAERNTER, EEREREHENRE
IREEAER , BBFEE Secrets Manager AP FEHREBH W, BHEELWEN ARN £
RES IRIE G2 EE HEHR Active Directory #15 THIRISIRF B A E B M Z ARN ML ERE

&8

RN o

AN EIR CertificateRenewalNode B |, B3E 1B H

MREHMBTHLERE S , WEELZE Linux VDIs "The connection has been closed.
Transport error"HFBE 8552 , ZRUNERRBEER , AA Linux LK pip ZEBERIERM
AEBDEHEE, BREE I EARBHE,

Amazon CloudWatch H&&#<envname>/vdc/dcv-connection-gateway TAERFERAELUAT
RENASCHERERAER
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https://console.aws.amazon.com/secretsmanager/listsecrets
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| 2024-07-29T21:46:02.651Z | Jul 29 21:46:01.702 WARN HTTP:Splicer Connection{id=341
client_address="x.x.x.x:50682"}: Error in connection task: TLS handshake error:
received fatal alert: CertificateUnknown | redacted:/res-demo/vdc/dcv-connection-

gateway | dcv-connection-gateway_10.3.146.195 |

| 2024-07-29T21:46:02.651Z | Jul 29 21:46:01.702 WARN HTTP:Splicer Connection{id=341
client_address="x.x.x.x:50682"}: Certificate error: AlertReceived(CertificateUnknown)
| redacted:/res-demo/vdc/dcv-connection-gateway | dcv-connection-gateway_10.3.146.195

ERERE
1. HEZEWIRFH AWS | 81 EC2, lIREEA *-CertificateRenewalNode-* W#I{TER ,
ARt b BT IERE,

2. BIfE Lambda, BFEZEEZ|E A *-CertificateRenewallLambda-* B Lambda & , 51
& Lambda BRABEEEHLUUNTHAR :

export HOME=/tmp/home
mkdir -p $HOME

cd /tmp

wget https://bootstrap.pypa.io/pip/3.7/get-pip.py

python3 ./get-pip.py

pip3 install boto3

eval $(python3 -c "from botocore.credentials import
InstanceMetadataProvider, InstanceMetadataFetcher; provider =
InstanceMetadataProvider(iam_role_fetcher=InstanceMetadataFetcher(timeout=1000,
num_attempts=2)); c = provider.load().get_frozen_credentials();
print(f'export AWS_ACCESS_KEY_ID={c.access_key}"'); print(f'export
AWS_SECRET_ACCESS_KEY={c.secret_key}'); print(f'export
AWS_SESSION_TOKEN={c.token}')")

mkdir certificates

cd certificates

git clone https://github.com/Neilpang/acme.sh.git
cd acme.sh

3. HIEESKRBMNWABEIR Certs HBEH X, HEHAPZIK Lambda BN : EIF -
CertificateRenewalLambda - Bt - B, SEESHRIELONTHARZA -

sudo yum install -y wget
export HOME=/tmp/home
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https://console.aws.amazon.com/ec2
https://console.aws.amazon.com/lambda
https://github.com/aws-samples/aws-hpc-recipes/blob/main/recipes/security/public_certs/assets/main.yaml
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mkdir -p $HOME

cd /tmp

wget https://bootstrap.pypa.io/pip/3.7/get-pip.py

mkdir -p pip

python3 ./get-pip.py --target $PWD/pip

$PWD/pip/bin/pip3 install boto3

eval $(python3 -c "from botocore.credentials import
InstanceMetadataProvider, InstanceMetadataFetcher; provider =
InstanceMetadataProvider(iam_role_fetcher=InstanceMetadataFetcher(timeout=1000,
num_attempts=2)); c = provider.load().get_frozen_credentials();
print(f'export AWS_ACCESS_KEY_ID={c.access_key}"'); print(f'export
AWS_SECRET_ACCESS_KEY={c.secret_key}'); print(f'export
AWS_SESSION_TOKEN={c.token}')")

mkdir certificates

cd certificates

VERSION=3.1.0

wget https://github.com/acmesh-official/acme.sh/archive/refs/tags/$VERSION.tar.gz -
0 acme-$VERSION.tar.gz

tar -xvf acme-$VERSION.tar.gz

cd acme.sh-$VERSION

4. ¥ *-CertificateRenewalLambda-* Lambda HEFSEE 2 M BRI AL R 3 WER
B, BENHBISSEFEABEFTLEN.

5. BEEF#HEHE Lambda EHE , Bl ARAZESIER , AREIAE. TEERINNBWA, EEX
SEVEE EC2 H{TIEBE , LLFEH Secret Manager HHYEE M PrivateKey B,

6. #RIEBEAEM dev-gateway HITEEE : <env-name>-vdc-gatewayWEFEEERFH A BHNE
MHBITESE,

FERNE/ER Y E R R A B A IER

MRKREMEREARCEEFREER , BETREREASER Amazon EC2 HTEEHE , =
Amazon EC2 #{T{EB A E1E RES IR Z MR L FiF 1L, EEE Ul IREF SR BER TRMEMRRE |
BERERIH.

FEERA Amazon EC2 TR ARHEHTHERESCKRLEREL, MREL  FEABLAERS., mER
BRI AIMEERYE—REXEE. FAETEHLERNERAER BB T ERRSEFHERH4E
A,
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MREBTABOBITEEMERE Admin Ul £, BIFTEEEZEMEAH Admin Ul #E#KIE,

HARERE 5 EERRHE

FERAETUMBNERREBERRRHA 5. EESALEA Admin Ul ETEE |, INTFAR

« BIERMERE,.

- BR-RRSIER.

- ENBEERSEEAEERAFTFEERAANFEEER S , YRERSERMENHE.
- BEREXR,

- BRI A E BRI RE S ML

SH Windows EREHKXR , XER "ERCHEM. E@iER"

W Windows SHEIEARLN , WHER Ul #5588 NEHRCER. EWiasR" , KRR Windows #]
1TIERE - E 7 SFEMEEEN DCV RREs BN B L EE,

Amazon CloudWatch HiE##H<envname>/vdc/dcv-connection-gateway RERFERELUAT
AENFAREHERERIER

Nov 24 2@:24:27.631 DEBUG HTTP:Splicer Connection{id=9}:
Websocket{session_id="1291e75f-7816-48d9-bbb2-7371b3b911cd"}:
Resolver lookup{client_ip=Some(52.94.36.19)
session_id="1291e75f-7816-48d9-bbb2-7371b3b911cd"
protocol_type=WebSocket extension_data=None}:NoStrictCertVerification:
Additional stack certificate (@): [s/n: OE9E9C4DE7194B37687DC4D2COF5E94AFQDD57E]

Nov 24 2@:25:15.384 INFO HTTP:Splicer Connection{id=21}:Websocket{
session_id="d1d35954-f29d-4b3f-8c23-6a53303ebc3f"}:

Connection initiated error: unreachable, server io error Custom {
kind: InvalidData, error:

General("Invalid certificate: certificate has expired (code: 10)") }

Nov 24 2@:25:15.384 WARN HTTP:Splicer Connection{id=21}:
Websocket{session_id="d1d35954-f29d-4b3f-8c23-6a53303ebc3f"}:
Error in websocket connection: Server unreachable: Server error: I0 error:
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unexpected error: Invalid certificate: certificate has expired (code: 10)

MRBEEEER , BRAERFEH SSM Session Manager BIEREE Windows #{TEBERER |, X
BRT% 2 BERHHEBER :

PS C:\Windows\system32\config\systemprofile\AppData\Local\NICE\dcv> dir

Directory: C:\Windows\system32\config\systemprofile\AppData\Local\NICE\dcv

Mode LastWriteTime Length Name
-a---- 8/4/2022 12:59 PM 1704 dcv.key
-a---- 8/4/2022 12:59 PM 1265 dcv.pem

ELEREZSEDHENEY , ERAENERELTESRY.

MR FEBRERE , AR Windows KERVHTRAEEEERBNIRR , FEMAZMREHEERRE ,
ERAEHRELENBRERERRELEENTERNIT Windows HEHER, EREEEESL Windows ZXEE
B, o ARIIE R E FELR,

VDIs{EHEMEEAREE
MRS HENTE Admin Ul RREREERE | ETAER HALERRM K,

SZUHRE  AREREHTER LN ABNRE  UBRTESRMANHN, A0S A HY
%71 Amazon CloudWatch BS$BHEMBE | i Q2R AKA BRHANSHERR—DHHRBE
Ao

LT REEERNEERR,
- EAK AMIID EEMAKEMR , E RES T &,

S| EMEESHEELZSAK , A Amazon Machine Image (AMI) aﬁFﬁ%E’Ji‘EE@%ﬁ B TE, #1T

EBE LA BEERES | Bl /Toot/bootstrap/logs/ Linux ${TMEEE , ATeE St HEANERE

aﬂo # AWS Marketplace HUSH AMIs ID AgEE £ A RES S EHTEE., E1F3%Eiﬁﬂ%‘:ﬁlfiﬁﬁ?’n
A&,

« €857 AMI BB Windows ERKEHTREER , TEHTEAEER/ETR.
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RIETERR , B Amazon EC2 HITRIEBRBIE , FAEERESHENT K. NREERENESR
KEHMTEREIL AMI, A&RME AMI GEMHREHER  YEREALREBERRB S —EERKT ,
AEAEERETBRTEENNERKEANITER AT,

HEREELREE , FECRAREL AMINRBERKEATER L , LEES 5 5B PowerShell
WERE , ARHMTTHEGT

C:\ProgramData\Amazon\EC2-Windows\Launch\Scripts\InitializeInstance.psl -Schedule

ARBIEHTEREILTN AMI, BRI SUERF AMI REMKRBHE T ERRBINERS
Ho, IR , BUTUERFMERENHTER LBTHRNSG T , YENBBUTERUE EE
BRRETFEER  EELRREHRN AMI BB S —BERKEE  #EBOERMEENEE,

BB % , VDIsEHE A SEERARRE
AREMREIRE 1 . TERREN BERANEESTRE POSIX FAERE,

METHNRBIRIL , EF LR E R ERE
1. EBBM RES WA A 2024.01 HEFRA,
2. 588 RES # B , 9 BMEnableLdapIDMappingi&EA Trueo

3. £ RES #EBHEHBEENEIRBRRMAR RES 2024.01 ZHIMRA , RELETIREFFEH ,
7% EnableLdapIDMappingi&E4A False,

RS ER - MR BERREPNEAE B &%,

1. SSM EBEEESFTH,

cd /home.

ls- BIHBEREB/ASFEAEEBEE , HlW adminl, admin2.. %,

MBRE & sudo rm -r 'dir_name', &R ssm-user M ec2-user B #,
WMRERAECRASEFN env , BFREAEH DDB EREXRMBREAEM (clusteradmin BRHL),

& AD B - E#EEEE Amazon EC2 sudo /opt/idea/python/3.9.16/bin/
resctl ldap sync-from-ad¥#i17,

7. %f RES 8 H LA Error AREEEHENE) VDI E11TERE. B VDI 2EEAKN 20 pEERERA
Ready #R&E,

o g bk~ w b
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FE Bt SR TE T AT

T
 Amazon EC2 #i{TEREXEAPEERE KL
+ vdc-controller #{T{EBE FEMRES , KAEEIMA AD/eVDI &4 , BR AP BIEIRERE KK

- WEHEMELHIEERE  ERTEHRAE THNFEH

+ cluster-manager Amazon CloudWatch H&E# T~ "<user-home-init> R E i EEFEH, EESEER
ERS, (HAPIRFRFERAEER)

« Windows SEEAEHBFET 'ENIRFEEHA. FRAENEES"
« S\E/EF AD #HEERY DHCP ;EZIEMEE
« Firefox $8§38 MOZILLA_PKIX_ERROR_REQUIRED_TLS_FEATURE_MISSING

Amazon EC2 MI{THEBEF AP EEEREKLE

MRERREHITEERE Amazon EC2 TR ATFERBIRACKILE , RRAREEERAE , WHUR
RERREATEREE, UTRYUEFRRN G E.

R vdc-controller 1TIERETE Amazon EC2 £ AP RERRKR LIRS  EURERHRTERNME
’f“ﬁ)’ﬁﬂlo RES HENRZEEESR , HAEZEIEREE Amazon EC2 #M'_I{IE-E’J |IAM 77 B2
BRI —EB% . R vdc-controller IEFEfEIR , B CloudWatch BB EHHE THIEEEE , FERWAER
W *IETJE*%EEO AAER  WEEEERTHES

"res:EnvironmentName": "<envname>" # e.g. "res-demo"
"res:ModuleName": "virtual-desktop-controller"

L #EE8RY Amazon CloudWatch BEssA B TR :

An error occurred (AccessDeniedException) when calling the GetSecretValue

operation: User: arn:aws:sts::160215750999:assumed-role/<envname>-vdc-gateway-role-us-
east-1/i-043f76a2677f373d0

is not authorized to perform: secretsmanager:GetSecretValue on resource:
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arn:aws:secretsmanager:us-east-1:160215750999:secret:Certificate-res-bi-
Certs-5W9SPUXF@8IB-F1sNRv
because no identity-based policy allows the secretsmanager:GetSecretValue action

BE Amazon EC2 #F{TER LHVER , XS LIREE

vdc-controller H{TEREERBIRT , RAEEMA AD/eVDI 4R |, BR AP E/EAREE
BmELHK

R eVDI BEEFERERERY , ASEREREERTERTIERB,

FEEBRT , REN —MBEREFREEHES CloudWatch BFS, (BKEA W HAFEH<env-

name>/cluster-manager, )
Al EERY I RE -

- MRHEFBEXFE Insufficient permissions , FEEEREI res HBFIRMHM ServiceAccount
FEREEBBEIER,

HESITHA :

Insufficient permissions to modify computer account:
CN=IDEA-586BD25043,0U=Computers, OU=RES, OU=CORP,DC=corp,DC=res,DC=com:

000020E7: AtrErr: DSID-03153943, #1: 0: 000020E7: DSID-03153943, problem 1005
(CONSTRAINT_ATT_TYPE), data 0, Att 90008 (userAccountControl):len 4 >> 432 ms -
request will be retried in 30 seconds

- BAILAE SecretsManager £ & FH RES IPEEIERMH ServiceAccount FHERE, &
Secrets Manager F &R HENHE K AR BEHIHENF. IREAEEBTER , FEER
BLUEHRRE, KRIEBNWEEEEERN vdc-controller B1TERE ., FHNHITEERGEABER

&,

- MEBFEARRHANTEFRHEBEINER , FAERBAEAR "ServiceAccounty o HRTEED
2 RES HifE#% DisableADJoin B8R E A False , 55HEE "ServiceAccount" fEHEEHBE AD
FEY BT,

- MBEFANEAEZBER , ERFEEXF Invalid credentials , BIf& & A #2355 A BE
BB,
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AESATES)

{'msgtype': 97, 'msgid': 1, 'result': 49, 'desc': 'Invalid credentials', 'ctrls': [],
'info': '80090308: LdapErr: DSID-0C090569, comment: AcceptSecurityContext error,
data 532, v4563'}

« BELUEIBFEIE Secrets Manager TR AR EREBRNHE , BIEEEL env HIBEWANE
15, ZBEZ (I <env_name>directoryserviceServiceAccountPassword) , AR%i&
BRI F,

- MRBBHNEZIBFER  SEEFEUAEHBEPNE, RLEBTHNEEEESN vdc-
controller #{TEIRE. FBMITEBKEAEFNNEE , WEABEMREE,

- MRRIFIERE , WEER SIEAR Active Directory FHZIEEBH, B4 A K EER Active Directory
RRRE , RBFHWR, B LLE Directory Service 32 A Active Directory FERFEHEN
S
1. BEFEEENEID
2. BERE. EREAERE  AREAFERAEERE (BHIW "ServiceAccount, ) MFHEBIEE

xRE,
3. MRFEBENHRBHEETNNBRTRE , FBFEHEMN Secret Manager MEBEHEFHEZE (il

<env_name>directoryserviceServiceAccountPassword,

4. RIFERTNEEEEE M vdc-controller A 1TEEE, HATEEASEABEMEE,

mETRERLTRERK  ERTEHRETHNFESR

WEERREE T YA FEAEIRFE AD RS HENEEEE, IRHBALEE 6 BREEEEE
& Amazon CloudWatch B8R A E R "<user-home-init> account not available
yet. waiting for user to be synced) , MA¥ERXEEHEEHERET,

cluster-manager Amazon CloudWatch HFERER " <user-home-init> tR P 5 &L E A,
FEZFFEAERDLS) (EFIRFREAESR)

SQSFTHEIKRAFHEERER T , RATEEINEFMAERF, EEAERASHEEARERER
MERERRMN , SERLEXR.
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HEIEFAERPHVERTTER RES KRIEMERE AD A, f5lan |, £ BI/RES IRIEE Y A FEHAMN
ServiceAccountCredentialsSecretArn 28R EEME.,

Windows KEEAERBFE TR 'ZHNIRFEEH., BaHNEERE"

MREAEEEZZAHENER , EARRTMEAEREER SSO ANEAR , CEHY RES FRER
AD R{ER,

MREMERFEE AD FFH , SSO BEARZE XK

S\ER/ZE AD #HEERY DHCP Z1ER5E

MBI "The connection has been closed. Transport error"#§ RES EEZHCH
Active Directory & &t £ A BF B 2 £ Windows E# R HEAVEEER , M E dcv-connection-gateway
Amazon CloudWatch B R A EHLUUNTHAR :

Oct 28 00:12:30.626 INFO HTTP:Splicer Connection{id=263}:

Websocket{session_id="96cffabe-cf2e-410f-9eea-6ae8478dc@8a"}: Connection initiated
error: unreachable, server io error Custom { kind: Uncategorized, error: "failed to
lookup address information: Name or service not known" }

Oct 28 00:12:30.626 WARN HTTP:Splicer Connection{id=263}:
Websocket{session_id="96cffabe-cf2e-410f-9eea-6ae8478dc08a"}: Error in websocket
connection: Server unreachable: Server error: I0 error: failed to lookup address
information: Name or service not known

Oct 28 00:12:30.627 DEBUG HTTP:Splicer Connection{id=263}: ConnectionGuard dropped

mREEHH BSH VPC £/ DHCP EIEM AD fgizdlss , IIFE .

1. #& AmazonProvidedDNS 718 Z W {E #8132 &35 IPs,
2. BB B BREA ec2.internal,

WEBERES, MRRZELERE  Windows RHEAFIREMERHIEER , A RES/DCV 85K

ip-10-0-x-xx.ec2.internal hostname,
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Firefox #5738 MOZILLA_PKIX_ERROR_REQUIRED_TLS_FEATURE_MISSING

ERER Firefox Web BIERF , ELERERIEREHE , JE2iER
MOZILLA PKIX_ERROR_REQUIRED TLS FEATURE_MISSING $EEasA 285,

JRE 2 RES Web A RES2# A TLS + Stapling On :%7E , {E KM Stapling Validation EIfE ( 552
https://support.mozilla.org/en-US/questions/1372483 : //,

&1 LUK BR https : //https://really-simple-ssl.com/mozilla_pkix_error_required_tls_feature_missing §J
RIS IE L ERE,

Env MIER

3]

» res-xxx-cluster 2 E "DELETE_FAILED, R&E , EZEZFEMER , A "ACENSRELEE,
$ER

- WEHE

- TH VDI BF

« # Linux EC2 BIITEETRA

- # Windows EC2 #1TEE T&H B
« UWE WaitCondition §§52#Y ECS HE

res-xxx-cluster 2 EEA "DELETE_FAILED, & K S EFEIMR K EA TAGREN
:E /fF'EEJ iﬂ'

MRESEZEF "res-xxx-cluster” HBEEMN "DELETE_FAILED" ARE& , BEEFEIMER , BRIUBT TSI
*/Fsﬁﬂqﬁﬂﬂﬂllé%o

MREFEFHBER "DELETE_FAILED, MREE , FERERFBHHEAMER. TURESEL —EHES
iﬂ y EEWE\HH'IJF;%iEEo 1%% HH'IJIZ;%O
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Bix , BMEERBRAAELENHERER  ZNTREFIASRENZRENER, TEEBERT ,
AENFBERMA "ERENER. , RAREEMER.

BAge e ERNE L 8858 Role: arn:aws:iam::... is Invalid or cannot be assumed

ERTMERHEEBIENACEEME A TR, EEARLEE A FERAGNERE, BIE IAM X
Be  YEANTHAANSBEIEEZEBNAR® , TR :

- HYEENERER | BIE AWS R,
o $tEERAZEM , /£ TUse cases for other AWS servicesi®i® CloudFormation.

BET—%, FESLEMREAEE 'AWSCloudFormationFullAccess' # 'AdministratorAccess' F
A, BHREEEEEREXN TR

R IR[E CloudFormation X2 A W MIERiEE, BBEEZTMUEEYACEEEMR. &% , g
IAM AN MBREEINAE,

WE R
 EC2 A ZE A EC2 #{TEE

- BIRBIELIEREALK Linux EC2 S{TERE.
R RIELIE B ALK Windows EC2 #ITEEE. AEBIR Windows PowerShell A {TE A a5

T o

h

b

WEERREEM A

1. Cluster-manager : f FIMUEMBREEESN AT , WEHERIIFER
a. B CloudWatch A& E’ﬂﬁﬁﬁEl§'¥\<env—name>/cluster—managero

b. <env-name>-cluster-manager EC2 #1T{8# Lt /root/bootstrap/logsB & ~THMHE
A&, BEAEHMER "t EC2 AT A EC2 HITEE. ERFE WIETR , WBEALHHTE
B®.
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2. Vdc-controller : & 54z EH18 vdc-controller W B , WS HEREZTER,
a. R B CloudWatch R & # BFTE BiS<env-name>/vdc-controller,

b. <env-name>-vdc-controller EC2 #{T{E# L /root/bootstrap/logs B # THIFTHE H
. BEAEMEN "R EC2 EEAFEAEC2 HTHEE, EET WIER , UBEALWHITHE
e,

BRIEHFRNEP—ESERER € Linux EC2 HTER THHF —HPRIER, KEEBEEREH
TERERE.

Y £ VDI B
B ¥ FERY Amazon EC2 #h1T{EEE
MBFEAELL TR B VDIVDI1 , Amazon EC2 At T ERYUELBIEA

<env-name>-VDIl-<user name>,
I £ Linux VDI B

BEAEGRAE "% Amazon EC2 £ A& A EC2 Hi1TEE, ERLE WIETR , % Amazon
EC2 XA E ALY EMN Amazon EC2 11788, HWYS VDI Amazon EC2 #1T{E# £ /root/
bootstrap/logs#l /var/log/dcv/E & THFTHE B,

MEBAFNER—ELZEZREAFZLEE 3, REXZXETHEFR. Bt , BALMKB TSR ,
w—EESIEBFMERR , RELEEH :
1. SBIKBT 5SS |, £ /root/bootstrap/logs B & T# & dev B :

sudo su -

cd /root/bootstrap

mkdir -p logs/dcv_logs

cp -r /var/log/dcv/* logs/dcv_logs/

2. B BB T —EHENSBTE VDI BHiE , TEHAR.
I €€ Windows VDI B

BEAEBITE "% Amazon EC2 £ A X A EC2 # T, hEEE WIS , % Amazon EC2
FIEABEAHEMN Amazon EC2 #11T{E#8., £ VDI EC2 #1T{EH $env:SystemDrive\Users
\Administrator\RES\Bootstrap\Log\ B & FEBFTE B,

MEHERNER-ELEZREEM LES S3, ARKBETHEM. EEEHRM , FHRET—H5
HE S RHEST : T, VDI HFE,
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T# VDI B

1. ¥ VDI EC2 #11T{E# IAM S & LLRFF S3 FEL.

2. BIff EC2 =24 , RZRBIUEH VDI #1TEE

3. ERHIEFERANIAM &,

4. EFEHFUTHANERNFTBRERS | BEEEBER | ARIER AmazonS3FullAccess I
8

5. BIEFIEI T LUEEKBUR,

6. Z#& , BIFEW VDI EE  MRTHITRTHAR. KEBRBERIATERERE,

a. & Linux EC2 #1TEE T HF BRAR Linux.
b. & Windows EC2 #1T{E & T = H & B A M Windows #
7. B#  REASCEUBKANazonS3FullAccessBEK,

(@ Note
FiE VDIs #{EAHERE IAM &€ , <env-name>-vdc-host-role-<region>

#& Linux EC2 /TR TH AE
ABERPTHEFZN EC2 B1THEE  ¥BTTH s , SFAEHFELEE 3 FHFEITHE -

sudo su -
ENV_NAME=<environment_name>
REGION=<region>
ACCOUNT=<aws_account_number>
MODULE=<module_name>

cd /root/bootstrap

tar -czvf ${MODULE}_logs.tar.gz logs/ --overwrite

aws s3 cp ${MODULE}_logs.tar.gz s3://${ENV_NAME}-cluster-${REGION}-${ACCOUNT}/
${MODULE}_logs.tar.gz
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2% FHESIEERE  ERNEBA WRAEIHE , <environment_name>-cluster-<region>-
<aws_account_number>fA% T LA EE<module_name>_logs.tar.gziER

# Windows EC2 #1T{EfE T & H 3%
ABERPTHEFEN EC2 B1THEE  ¥BT T , SFAEHEFELEE S3 REFE

$ENV_NAME="<environment_name>"
$REGION="<region>"
$ACCOUNT="<aws_account_number>"
$MODULE="<module_name>"

$logDirPath = Join-Path -Path $env:SystemDrive -ChildPath "Users\Administrator\RES
\Bootstrap\Log"

$zipFilePath = Join-Path -Path $env:TEMP -ChildPath "logs.zip"

Remove-Item $zipFilePath

Compress-Archive -Path $logDirPath -DestinationPath $zipFilePath

$bucketName = "${ENV_NAME}-cluster-${REGION}-${ACCOUNT}"

$keyName = "${MODULE}_logs.zip"

Write-S30bject -BucketName $bucketName -Key $keyName -File $zipFilePath

2% BRI S3 Eirs  BENMEEAE WREEITE | <environment_name>-cluster-<region>-
<aws_account_number>fA% FH %A LE<module_name>_logs.zipMIER

IR WaitCondition $552#9 ECS B

1. BIESENHE K ARENERRSIER.
2. RBAEE - ResearchAndEngineeringStudio - R - £ - CreateTaskDef -
CreateContainer -~ LogGroup , A% 1ZH H 5554 LABA R CloudWatch B,

3. frit BESEHE P EEEHH B,

REIRIR

ES- |
- RESSREENS P REFRGBRLE THREEAER
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- REMER keycloak FELIEE

BRESTREAEN S IRIFFBRHRETHAREEAHR
Ll

MREBEHBAALUTERESDIRUEN S I RBFRWE "IEFEHNERL | EHNRRUESIBH,
EARERERERHN FoBR ANFERAENEE , WEEM Active Directory FRIEIRF

=R

1. B SR EHEEPERMEHEMREIRSZE,
2. 7t Secrets Manager FEFRKEIIRFZR , SUFES BT LEWANFTEE

- BAR Keycloak & : PasswordSecret-...-RESExternal-...-DirectoryService-... EBH#iiR
Microsoft Active Directory HJ %15

- for RES : res-ServiceAccountPassword-... with Description : Active Directory Service 1§ F &
1]

3. BIEEC2 TEAWKRIBEEESHITMER. Auto Scaling RAIE B BBEFHNITEBAIIE.

REIHEBR keycloak HELIEE
B8

MRIEE keycloak AR EH , BELEHNBMEBFARSEFE , BTERN IPEEE K EUEEER
keycloak A Kl — RES AOMLHNEABMEEZBAR FERRBITWEAME,

=

CEEMMREBEENERRME , W EH B Keycloak HEE | 1§ Keycloak BREEEMRER L,
THZER -

3

B

1. ®HI{E Cloudformation, & & E AR1EE IR EEE keycloak HHERHE
« <env-name>-RESSsoKeycloak-<random characters> ( & 1)

<env-name>-RESSsoKeycloak-<random characters>-RESSsoKeycloak-* (Stack2)
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https://console.aws.amazon.com/directoryservicev2
https://console.aws.amazon.com/secretsmanager
https://console.aws.amazon.com/ec2
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2. fMBR Stack1, MBRHKIRTEMEREAM MR BRI RMIBREAM S,

EEHE S T2 MER,

3. TEMT# RES SSO Keycloak # & & ZAhttps://s3.amazonaws.com/aws-hpc-recipes/main/recipes/
res/res_demo_env/assets/res-sso-keycloak.yaml,

4. FHRECERPREEBZSHENSBEFBHIIBIHESE, % CloudFormation EEAIEE , HER
HARYHEE > FAMER (E£) - ﬁ%fﬂﬁﬁﬁzﬁ tESHAER, FRAEDHBREERER
M AEALENSE, BT BLFE CloudFormation E}Eétﬁﬁﬁﬁ&ﬂ%#jﬁﬁﬁﬁﬁﬁiglﬁﬁ :
EOMBREEERPRIELTMA, FRERESRE, SRENEMSHFTSRBHESH,

5. HBHBRZ A FCWRREATEAER. S ECHBHENH ERSIEBPRE
ApplicationUrl,

E A2

« 2024.x EX1REE
+ (2024.12 1 2024.12.01) sEM# Cognito £ i & K& 4 Regex kM
« (2024.12.01 REERA ) FHEFTHEEERE VDI RSN BEER
* (2024.12 #1 2024.12.01) Active Directory £ i & % SSH FIE 2 X
+ (2024.10) $H¥EPBIEMEEE VPCs Y RES 1RIE , VDI BE= .- P ER
+ (2024.10 RERMA ) #ERKE VDI for Graphic @R & 1T{ERER
+ (2024.08) EBER I AMI KB
+ (2024.08) B EEELZHBEERFAEIE ARN MBTFENER/E A Amazon S3 fFETE
. (2024.06) E AD BHEE BRI EZRE , EARBAK
+ (2024.06 REFMRA ) AD BFHBEREZ E RES WEHEKE
*« (2024.06 R EFHRA ) CVE-2024-6387, RegreSSHion, RHEL9 #1 Ubuntu VDIsH M Z 2 RE
+ (2024.04-2024.04.02) REAREEE VDI SITHEEAEH IAM FFAIRR
* (2024.04.02 RE R ) ap-southeast-2 ( FEH ) FHY Windows NVIDIA 1T EREEERKE
« (2024.04 F1 2024.04.01) GovCloud F# RES Bk kB
+ (2024.04 - 2024.04.02) EF B , Linux EREETAEFE "HE) e

+ (2024.04.02 REEMA ) FEEFP SAMAccountName BB EAXBEFZRREHFETH AD FH
%
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https://s3.amazonaws.com/aws-hpc-recipes/main/recipes/res/res_demo_env/assets/res-sso-keycloak.yaml
https://s3.amazonaws.com/aws-hpc-recipes/main/recipes/res/res_demo_env/assets/res-sso-keycloak.yaml

#5EEE T2 Studio EREER

* (2024.04.02 RERRAE ) ARENEETHRNILESREN

2024 .x EHIERE

(2024.12 #1 2024.12.01) FEM# Cognito £ B BF 4 Regex k¥
AR

MREBEHFFERE Web AOPUFMEFHBHEFESTE "." B9 AWS Cognito fEAE |, 4l
<firstname>.<lastname>@<company>.com , EAEHIHIR , $5H Cognito FREBRBTHFEE
M regex 3,

WHERER RESREAENEFBHFTEEDELEEAERBMER. T8 , £ RES XENEE
Linux B{ThRA+F  EE""HNEAEEBTE VDIs WERERAE, MErEEELEEAEEBREBR
ETFEHHFEPNEM """, EEAEBMBE RES Linux VDIs EBER,

S HBWIEA
RES 2024.12 #1 2024.12.01 kR
R

1. ST THSSRTH 2024.12 cognito_sign_up_email_fix.patchhX=l 2024.12.01
hRcognito_sign_up_email_fix.patch® patch.pyM , <output-directory>#§ Bt
AZETHEHEXESTHRNCHERNERNEHK , Ai§ <environment-name>EX A RES IR
BHER

a. WEHRERNEAR RES 2024.12 # 2024.12.01,

b. RN HBEEE AWS CLI v2, Python 3.9.16 EFARAS , LLK% Boto3,

c. AEPE AWS RES MIRFMEEMERE CLI , XEFREEBFE A RES FTEM#FETEA S3 5F
A,

OUTPUT_DIRECTORY=<output-directory>
ENVIRONMENT_NAME=<environment-name>
RES_VERSION=<res-version> # either 2024.12 or 2024.12.01
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#5EEE T2 Studio EREER

mkdir -p ${OUTPUT_DIRECTORY}

curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/releases/
${RES_VERSION}/patch_scripts/patch.py --output ${OUTPUT_DIRECTORY}/patch.py
curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/releases/
${RES_VERSION}/patch_scripts/patches/cognito_sign_up_email_fix.patch --output
${OUTPUT_DIRECTORY}/cognito_sign_up_email_fix.patch

2. BEEFTHEHEAESHNEHEERNEHZ, BT TIEHERGT

python3 ${OUTPUT_DIRECTORY}/patch.py --environment-name ${ENVIRONMENT_NAME} --
res-version ${RES_VERSION} --module cluster-manager --patch ${OUTPUT_DIRECTORY}/
cognito_sign_up_email_fix.patch

3. REMIRIZEHE Cluster Manager #{TER, WA LA Amazon EC2 BEE XA K L#HIT
g,

INSTANCE_ID=$(aws ec2 describe-instances \
--filters \
Name=tag:Name,Values=${ENVIRONMENT_NAME}-cluster-manager \
Name=tag:res:EnvironmentName,Values=${ENVIRONMENT_NAME}\
--query "Reservations[@].Instances[@].InstanceId" \
--output text)

aws ec2 terminate-instances --instance-ids ${INSTANCE_ID}

4. WEUEE HENBBHERFETE , LB Cluster Manager #1T{E8ARAE<RES-
EnvironmentName>-cluster-manager-asqg. ST ERERIIRE,

(2024.12.01 REE/RZA ) FHBFTHBEERZE VDI R EUHRFHR

§RaER R

ERMFERBTAO@MGEIEZBIBINIERE 5 M RES B |, CertificateRenewalNode #EEE R EH
BB VDI ERW TLS BF , YHE /R 5§53 /var/log/user-data.log :

"type": "urn:ietf:params:acme:error:unauthorized",

"detail": "Error finalizing order :: OCSP must-staple extension is no longer
available: see https://letsencrypt.org/2024/12/05/ending-ocsp",

"status": 403
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#5EEE T2 Studio EREER

}

Hit , B8 RES Web A O#3U5 B ZE VDIs B |, ASEiB3
(net::ERR_CERT_DATE_INVALIDChrome) 3 Error code:
SSL_ERROR_BAD_CERT_DOMAIN(FireFox) Hy§55R,

ZHEHMA
2024.12.01 RE R
=

1. BEZFEC2 XA, NEERA WHT(EBCertificateRenewalNode- , FH# IEFIT{EEE,
2. BEZFE Lambda =&, BB A Z Lambda EHE W RBEZEXE-

CertificateRenewallLambda-. #AIER 8917 , . /acme.sh --issue --dns dns_aws
--ocsp-must-staple --keylength 40963 #BR--ocsp-must-staples| &,

. ERSBYEFEAREEFEN.
4. FEFHBE Lambda HE : FREAEZESIER , ARERAE. TFEEEANBA. EEX
SEYVRH EC2 #1TERE |, LLEH Secret Manager FHYBE M PrivateKey W%, WBREHE |
HITERS KL,

5. #&1EEAEAH dev-gateway HITEEE : <env-name>-vdc-gatewayW EHFEBERF A BB
MHEITESE,

SRERFTMERA

Let's Encrypt #$17 2025 G453 OCSP 18, #2025 F 1 A 30 AR , BRIFFBRIRF LT ESRTS
2 OCSP AAMNEMKBE , TR OCSP XEMRBREE LK, MEFHMEN , F2H https:/
letsencrypt.org/2024/12/05/ending-ocsp/ : //o

(2024.12 F1 2024.12.01) Active Directory {# & &% SSH E|£8 & I 14

SRR
Active Directory SEF & KR RES Web AOMRUNEREREEE TR , SIRBIFFAIEENSE
Ro

HRRDREEY , TEEFTH EFHTH Python BAENEEME) SSSD BR#K. Hit , AD ERAEYH
FEERERA , EEEA
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#5EEE T2 Studio EREER

ZREENRA

2024.12 1 2024.12.01
=

1. fREC2 XEA/EXREES T HIITER.
2. 1£ IDEA_CLUSTER_NAME T#Rr¥/etc/environmentIi# ¥ environment_name=<res-
environment-name> ¥E&# 1T

3. EBITEBLHIT TGS :

source /etc/environment
sudo service supervisord restart
sudo systemctl restart supervisord

4. FAHKE RES Web AOWUMNET , ERBRNEREEETH,

(2024.10) st EPEBEfREE VPCs F#Y RES IRIE , VDI BB L KR
SRR

£ 2024.10 RES frZA<d , EAFE —RIEBM VDIs BE{ELL, LR EAESAENE - ARE - TH#
B B ER TE o

TEERBE VPCs Y RES RIFEB I A& VDI BBF L,
ZRENRAE

2024.10

=

RPBEEEREBESEEERRRAFWIEE, TiB , HATLE RES REFRFHE LB ERE
VPCsH#J VDlIs,

(2024.10 RERIRA ) £EEE) VDI for Graphic 188 R # T EEER

ERAER
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#5EEE T2 Studio EREER

EER LRI TEEER (g4. g5) LEXE Amazon Linux 2 - x86_64, RHEL 8 - x86_64 = RHEL 9
x86_64 VDI i§ , ITERS FEMEMRE, EXRTHTERBKETZEA "FiE, RE , Bl HER
FH.

‘_E'IZ%XServer ELAEYTER LERATERL. EALBHERXN R , RMNLEBEEETH
TERNVEEHEBARUREX/NMEME 50gb , BRAEEANZHZEAABMEMKME,

ZHENRAR
"8 RES 2024.10 ARk & B AR AN,
=R

1. T& patch.py M graphic_enhanced_instance_types_fix.patch , 7% 2# Bft<output-
directory>RZAETHRHERNETHNBHEXNERMNE S , Ai§ <environment-
name>BRA TG HHH RES RIERTRE !

a. BHREXNEERR RES 2024.10,

b. EHERNIESTHEEZE AWS CLI v2, Python 3.9.16 SREFTARA , AR Boto3,
c. BEE AWS RES WIREMEFHERE CLI , WRREZEEBEA RES FIE fH#FETEM S3 7F
A,

OUTPUT_DIRECTORY=<output-directory>
ENVIRONMENT_NAME=<environment-name>

mkdir -p ${OUTPUT_DIRECTORY}

curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/
releases/2024.10/patch_scripts/patch.py --output ${OUTPUT_DIRECTORY}/patch.py

curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/
releases/2024.10/patch_scripts/patches/graphic_enhanced_instance_types_fix.patch --
output ${OUTPUT_DIRECTORY}/graphic_enhanced_instance_types_fix.patch

2. BEEFTHEMEXAESRIASHEARRNE K, JTTIEHEXNST !

python3 ${OUTPUT_DIRECTORY}/patch.py --environment-name ${ENVIRONMENT_NAME} --res-
version 2024.10 --module virtual-desktop-controller --patch ${OUTPUT_DIRECTORY}/
graphic_enhanced_instance_types_fix.patch

3. EERILSRENEBESMEZFIES (vde-controller) #ITEEE | BT FHH+S , BVKERH RES
iﬁiﬂ% ﬁo
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#5EEE T2 Studio EREER

INSTANCE_ID=$(aws ec2 describe-instances \
--filters \
Name=tag:Name,Values=${ENVIRONMENT_NAME}-vdc-controller \
Name=tag:res:EnvironmentName,Values=${ENVIRONMENT_NAME}\
--query "Reservations[@].Instances[@].InstanceId" \
--output text)

aws ec2 terminate-instances --instance-ids ${INSTANCE_ID}

4. EEBHEALS NBEBE<RES-EnvironmentName>-vdc-ext EEEE#R , BREBFHNHITE
B, RMAEBRECAEEFITEEIMN T FEHEEEREDES 50GB WEEEM.

(2024.08) ZEfmEREELHE AMI K B
R

B SRR AR X R B B RE A EC2 Image Builder 24 AMIs i , BEREFE XK , YBR
THISERAL

CmdExecution: [ERROR] Command execution has resulted in an error

BB K EC2 Image Builder B :
( MRERARS RES #ITERER AMISTHEERIUTSER )

1. TEEHH res-infra-dependencies.tar.gz %R,
2. FREBELIREMHEME L% Amazon Machine Image AMIs) 5| HEY 5 B8,

EEMFEMA %A EC2 Image Builder B :
( REE A RES MITERER AMISTFIEEATHER )
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https://research-engineering-studio-us-east-1.s3.amazonaws.com/releases/latest/res-installation-scripts.tar.gz

#5EEE T2 Studio EREER

TEEHMN res-infra-dependencies.tar.gz &%,

EEF EC2 Image Builder -~ 7t - #&— T & %{&E RES AMIsTt,

EEEAZA - DownloadRESInstallScripts FE8 - @A - RE T/ HH S3 L E,

LHEEREN S3UETSEMEANEKEER , FELEERBRAE —ESBPTEHNER,

0N~

(2024.08) EREHEELHIEEFRFBEITE ARN MBFTFZEWEEVE A Amazon S3
AT

SRER IR

W2 T#2 Studio 2024.08 EFFHRFEZETE ARN (B ) MATFE (EXZBIERZEBANEA
EEW) B ErEEBEEMERRME (VDlarn:aws:s3: : :example-bucket) #{T{EEE LB
B/E A S3 T,

TR EEENFEFIrBERaRE

- EERTITR

- BEEFEHMARETE ARN (Bl arn:aws:s3:::example-bucket/example-folder-
prefix) IBIFE (EXERIEREBAEAEER ) —HBoNBNEARTIRE

- BEERRAEFIR ARN BEREHITFENBENE ARFITR

#HE VDI HiiTEEZ% , X SSRETFENEEHRE KBTS ERFFITE. ¥4 VD Loy
BESKEE , EEHSAZT , BT ERETFBNETRS. EAERAKRREIEERSAB K

Bf , Permission denied, unable to write a filef$E#EE:E K MARRERRNBITFTELED
YFERY S3 RE17ETEE,

ZRENRAE
2024 £ 8 A
=

1. BEETELFHERIESBINEHEIER (patch.py #
s3_mount_custom_prefix_fix.patch), BHTTH&HS , & Bfl<output-
directory>RZETHBHEXNETHNEHEXERNE K , I#§ <environment-
name>HU{ A RES IREEMN B :
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#5EEE T2 Studio EREER

a. WiEMENEEAR RES 2024.08,

b. BHEIIESHHEE AWS CLIv2, Python 3.9.16 EHRA , LUK Boto3,
c. AIPE RES MIRFMEEERE AWS CLI , IEREESR Amazon S3 EA RES B 2 f#1F
BrEERVEF T,

OUTPUT_DIRECTORY=<output-directory>
ENVIRONMENT_NAME=<environment-name>

mkdir -p ${OUTPUT_DIRECTORY}

curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/
releases/2024.08/patch_scripts/patch.py --output ${OUTPUT_DIRECTORY}/patch.py
curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/
releases/2024.08/patch_scripts/patches/s3_mount_custom_prefix_fix.patch --output
${OUTPUT_DIRECTORY}/s3_mount_custom_prefix_fix.patch

2. BEEFTHEFAEAESHNEHEERNESK, BT TIEHERST

python3 ${OUTPUT_DIRECTORY}/patch.py --environment-name ${ENVIRONMENT_NAME} --res-
version 2024.08 --module virtual-desktop-controller --patch ${OUTPUT_DIRECTORY}/
s3_mount_custom_prefix_fix.patch

3. FERITRBENERSEESES (vde-controller) BT BT TGS, (LEEFE—E
SEBHISENVIRONMENT_NAMEZ BIERE A RES IRENER, )

INSTANCE_ID=$(aws ec2 describe-instances \
--filters \
Name=tag:Name,Values=${ENVIRONMENT_NAME}-vdc-controller \
Name=tag:res:EnvironmentName,Values=${ENVIRONMENT_NAME}\
--query "Reservations[@].Instances[@].InstanceId" \
--output text)

aws ec2 terminate-instances --instance-ids ${INSTANCE_ID}

(® Note

HHNFHE VPC :RE , MREBEREEM , A <RES-EnvironmentName>-
vdc-custom-credential-broker-lambdaf® , FELHIEEEE
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#5EEE T2 Studio EREER

AWS_STS_REGIONAL_ENDPOINTSEH{EEnvironment variable B9 regional., 0
EHMES , E2BERE# VPC EE M Amazon S3 AT EE IR IGH

4. LIEBBRENBEEBEE<RES-EnvironmentName>-vdc-extiBEMRER T % K BEERETH
VDIs , B EFC EEHBREFFITE ARN IETFENERS A S3 f#17irHE,

(2024.06) & AD FHEEBOESZRE , EARBARK
5]
MR AD BERBHI LK, RES 2024.06 EHE A Sk AT RARRE,

£ AD RIS HIE , #EEE S CloudWatch Bi# ( fE<environment-name>/cluster-manager H
WEHET ) BBEETHIHEER .

[apply-snapshot] authz.role-assignments/<Group name with
spaces>:group#<projectID>:project FAILED_APPLY because: [INVALID_PARAMS] Actor key
doesn't match the regex pattern ~[a-zA-Z0-9_.][a-zA-Z0-9_.-1{1,20}:(user|group)$

1. ZBETHEBEINESHBENESHERNER (hitps : //patch.py M groupname_regex.patch) , F&H
TT5a% , <output-directory># X ALEKREBERE RN E & , A% <environment-
name>HU{ A RES IREEMN B :

a. IE@HEENEBHAR RES 2024.06
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https://research-engineering-studio-us-east-1.s3.amazonaws.com/releases/2024.04.02/patch_scripts/patch.py
https://research-engineering-studio-us-east-1.s3.amazonaws.com/releases/2024.06/patch_scripts/patches/groupname_regex.patch

WFRE TR Studio EREER
b. BHEXESIEEE AWS CLI v2, Python 3.9.16 REFHRAS , LAK% Boto3,

c. AIEE RES WiRFMEEERE AWS CLI , WHEREEEEA RES B 2 fEFFHEM S3 5F
A

OUTPUT_DIRECTORY=<output-directory>
ENVIRONMENT_NAME=<environment-name>

mkdir -p ${OUTPUT_DIRECTORY}

curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/
releases/2024.06/patch_scripts/patch.py --output ${OUTPUT_DIRECTORY}/patch.py
curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/
releases/2024.06/patch_scripts/patches/groupname_regex.patch --output
${OUTPUT_DIRECTORY}/groupname_regex.patch

2. BEZFTHEFAEAESHINEHEERNESK, BT TIEHERST

python3 patch.py --environment-name ${ENVIRONMENT_NAME} --res-version 2024.06 --
module cluster-manager --patch ${OUTPUT_DIRECTORY}/groupname_regex.patch

3. FBEEWREBHEIIREN Cluster Manager Z1T{ERE , FBFET TN HW S BB AL Amazon EC2
EEFEAKILEHTER.

INSTANCE_ID=$(aws ec2 describe-instances \
--filters \
Name=tag:Name,Values=${ENVIRONMENT_NAME}-cluster-manager \
Name=tag:res:EnvironmentName,Values=${ENVIRONMENT_NAME}\
--query "Reservations[@].Instances[@].InstanceId" \
--output text)

aws ec2 terminate-instances --instance-ids ${INSTANCE_ID}

(® Note

RN 5T AD BHEABEENNE ASCII 28, BF, BITH (). I (). KL () M@
REMR 13 30 ZBRIZ
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https://docs.aws.amazon.com/cli/latest/userguide/getting-started-install.html
https://aws.amazon.com/sdk-for-python/

#5EEE T2 Studio EREER

(2024.06 R EF WA ) AD RS HEIERELS E RES WEEKE

SRR

R GroupOU EE UserOU @ , BEREAS &L ERRS E RES,

RES £ Bt AD AR L FHEREI |dapsearch BHEE4H. BB EHBREH T ERME
A UserOU 8%, MT = GroupOU 28, FREESE&LEETMAFERAE. HITARSRERE
UsersOU # GroupOU FEIH#TEE S,

FiE RES 2024.06 k= E Rk
=g
AR KR T 5l 20 BROR AR R

1. EETH patch.py ¥ 8 M group_member_sync_bug_fix.patch &% , FF#IT T Hd
T, <output-directory># BIXABLETHERNABBE & , WiAE <res_version>BXA
IREIEIEM RES MRS :

(® Note

- BEHENESTBEE AWS CLIv2, Python 3.9.16 REFHMA , LK Boto3,.

- BEE AWS RES WIRFMEFHERE CLI , YRR EHEEEA RES B 2 fRFFEM
S3 .

- WIEFHERNEZE RES 2024.04.02 #1 2024.06 . IREFEHEZ 2024.04
2024.04.01 , WA LLESE P HNTRAERAEL , ESREEHA 2024.04.02
REBERBEHEN

« RES W7~ : RES 2024.04.02

BHEN TEHIEL : 2024.04.02_group_member_sync_bug_fix.patch
« RES WA : RES 2024.06

EEHERN TEIER : 2024.06_group_member_sync_bug_fix.patch

OUTPUT_DIRECTORY=<output-directory>
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https://docs.aws.amazon.com/cli/latest/userguide/getting-started-install.html
https://aws.amazon.com/sdk-for-python/
https://research-engineering-studio-us-east-1.s3.amazonaws.com/releases/2024.04.02/patch_scripts/patches/2024.04.02_group_member_sync_bug_fix.patch
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#5EEE T2 Studio EREER

RES_VERSION=<res_version>
mkdir -p ${OUTPUT_DIRECTORY}

curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/releases/
${RES_VERSION}/patch_scripts/patch.py --output ${OUTPUT_DIRECTORY}/patch.py

curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/releases/
${RES_VERSION}/patch_scripts/patches/${RES_VERSION}_group_member_sync_bug_fix.patch
--output ${OUTPUT_DIRECTORY}/${RES_VERSION}_group_member_sync_bug_fix.patch

2. BEFTTHEFAEESBASHEEAERNEE, HTTIEHERNSTT , <environment-
name>#§ R ALK RES IRIEEH :

cd ${OUTPUT_DIRECTORY}
ENVIRONMENT_NAME=<environment-name>

python3 patch.py --environment-name ${ENVIRONMENT_NAME} --res-
version ${RES_VERSION} --module cluster-manager --patch $PwWD/
${RES_VERSION}_group_member_sync_bug_fix.patch

3. EEEFREEIREMN cluster-manager HTERE , FHTTHGS :

INSTANCE_ID=$(aws ec2 describe-instances \
--filters \
Name=tag:Name,Values=${ENVIRONMENT_NAME}-cluster-manager \
Name=tag:res:EnvironmentName,Values=${ENVIRONMENT_NAME}\
--query "Reservations[@].Instances[@].InstanceId" \
--output text)

aws ec2 terminate-instances --instance-ids ${INSTANCE_ID}

(2024.06 R E R4 ) CVE-2024-6387. RegreSSHion, RHEL9 # Ubuntu VDIsH Y
Z LR

OpenSSH fAfR2E+ 2% BI#E A regreSSHion Y CVE-2024-6387, ttiRAAIEABREBENRFEREEL
HEZRRSE LHTEERRNE , AF A OpenSSH #ITR L BAMRKEHRBRERS
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https://nvd.nist.gov/vuln/detail/CVE-2024-6387

#5EEE T2 Studio EREER

A RES , EEHESFBEETMEAN SSHEAERSH K MEEXTHUIZHREELE, TiB ,
KPITEFTA RES KRAH 5 RHELY F Ubuntu2024 VDIs ( EFSEEMEME ) 2AMNTERE AMI
(Amazon Machine Image) A2 Z XL REBFER OpenSSH 7,

ERREAN RHEL9 M Ubuntu2024 VDIs AT AR , B BEZEEFNES T,
NEMENRMET  FSMLE.

S BB IRA

FTE RES 2024.06 IR E R4,

i

RHEL9 #1 Ubuntu #E &t ¥t OpenSSH 1T HEN , MBERELMRE. ZUlFEATEEENE
HEBEERIUELEH,

MREAHBAR RHELY 5 Ubuntu VDIs , BEEEAE T PATCH EXISTING VDIsSRE. EEBHK
W9 VDIs , BEZBE PATCH FUTURE VDIsiE R, ELIETRAMNAHITIESE , £EH VDIs £
ERTEEN.

E#EEH VDIs
1. BT THGSRIEFBFIEEEAER Ubuntu $1 RHELS VDIs :

a. BHEEXAESHHEE AWSCLIV2,

b. AT AWS RES WiIRFFMEEERE CLI , IEREEFEHEX AWS Systems Manager Run
Command #J Systems Manager & 7o

aws ssm send-command \

--document-name "AWS-RunRemoteScript" \

--targets "Key=tag:res:NodeType,Values=virtual-desktop-dcv-host" \

--parameters '{"sourceType":["S3"], "sourceInfo":["{\"path\":\"https://
research-engineering-studio-us-east-1.s3.amazonaws.com/releases/2024.06/
patch_scripts/scripts/patch_openssh.sh\"}"], "commandLine":["bash
patch_openssh.sh"]}'

2. BAULERTHTEELLRBETHRETHIAIT. BT TELRHRSIEER , ENEHNG
T ID, AHEFZFr B HITERR IDs#EA SUCCESS FA L.
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https://vulcan.io/blog/cve-2024-6387-how-to-fix-regresshion-vulnerability/
https://docs.aws.amazon.com/cli/latest/userguide/getting-started-install.html
https://console.aws.amazon.com/systems-manager/run-command

#5EEE T2 Studio EREER

1E#EARE VDIs

1. BETHEHEIESBNEHERNER (https : //patch.py # update_openssh.patch) , FE#
T3S , <output-directory># BIXAZETHERMNB & , 4§ <environment-
name>H\{X B RES IRIEMN B :

® Note

- igmREXEEAR RES 2024.06,
- BREXESEES AWS CLIv2. Python 3.9.16 iEHARA , LUK Boto3.

« A#FE AWS RES MR FMEFFRE CLI 84 , YRREHEE A RES FRELRES
RBHY S3 FF

OUTPUT_DIRECTORY=<output-directory>
ENVIRONMENT_NAME=<environment-name>

curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/
releases/2024.06/patch_scripts/patch.py --output ${OUTPUT_DIRECTORY}/patch.py

curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/
releases/2024.06/patch_scripts/patches/update_openssh.patch --output
${OUTPUT_DIRECTORY}/update_openssh.patch

2. BITIEMERNDT

python3 ${OUTPUT_DIRECTORY}/patch.py --environment-name ${ENVIRONMENT_NAME} --res-
version 2024.06 --module virtual-desktop-controller --patch ${OUTPUT_DIRECTORY}/
update_openssh.patch

3. HEATIGTEHRMBEIRRN VDC 2H32HITERE

INSTANCE_ID=$(aws ec2 describe-instances \
--filters \
Name=tag:Name,Values=${ENVIRONMENT_NAME}-vdc-controller \
Name=tag:res:EnvironmentName,Values=${ENVIRONMENT_NAME}\
--query "Reservations[@].Instances[@].InstanceId" \
--output text)
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#5EEE T2 Studio EREER

aws ec2 terminate-instances --instance-ids ${INSTANCE_ID}

/A Important

HE RES 2024.06 R M EFHARAF X BIE@AREKH VDIs, EEE RES REFFEHAER
2024.06 BYARAIE AR KA VDIs , AL THIE~4E RES IREHAHMKE 2024.06 : FERRA
E#.

(2024.04-2024.04.02) IRHKEEZE VDI FTEEBAGH IAM FFAT R
FSRE

ERSHTERERREREREIRNFIRRERE, ER IAMPermissionBoundary 28 E &M ET A
RAREEVERBEREREREERNER,

EEENRA

2024.04 - 2024.04.02

=g

AR THSER | 7T VDIs [EFEHEAIERIGE R SR -

1. BETHBHEEIIESHNEHEENESR (patch.py M
vdi_host_role_permission_boundary.patch) , 58#1T F 5@ % , <output-directory># B A
BENERENABE &%

a. BHRENEERR RES 2024.04.02, MREFERAMNRE 2024.04 5 2024.04.01 ki , LA LAHK
BABXHPIHNTRETREZRAERN , SRIEEHE 2024.04.02,

b. EHERNIESHEEZE AWS CLI v2, Python 3.9.16 SREFHTARA , AR Boto3,

c. AEPE AWS RES MIRFMEEFRE CLI , XREREEFE A RES FTEM#FATEM S3 5F
A,

OUTPUT_DIRECTORY=<output-directory>
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curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/
releases/2024.04.02/patch_scripts/patch.py --output ${OUTPUT_DIRECTORY}/patch.py

curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/
releases/2024.04.02/patch_scripts/patches/vdi_host_role_permission_boundary.patch
--output ${OUTPUT_DIRECTORY3}/vdi_host_role_permission_boundary.patch

2. BEEFTHEAERNESHBANESHEERXNERNEBE %K, HTTIEHBERD T , <environment-
name>i§ R B RES IRIZERTE -

python3 patch.py --environment-name <environment-name> --res-version 2024.04.02 --
module cluster-manager --patch vdi_host_role_permission_boundary.patch

3. #FITHHHL RES IRiFE<environment-name>MZBEUX |, LEFHREFRIRETH cluster-
manager #{T{EE., Et AL Amazon EC2 BE i A K IEFITEE,

ENVIRONMENT_NAME=<environment-name>

INSTANCE_ID=$(aws ec2 describe-instances \
--filters \
Name=tag:Name,Values=${ENVIRONMENT_NAME}-cluster-manager \
Name=tag:res:EnvironmentName,Values=${ENVIRONMENT_NAME}\
--query "Reservations[@].Instances[@].InstanceId" \
--output text)

aws ec?2 terminate-instances --instance-ids ${INSTANCE_ID}

(2024.04.02 R EFMRAS ) ap-southeast-2 ( EF ) FH Windows NVIDIA #4171 88 &
SERE

Ll

Amazon Machine Image AMIs) AREE B EMEN RES FRABEHRKE (VDIs). B AMI HEE
EEEHAEEE ID, £ RES FEREABTE ap-southeast-2 ( EH ) HELE Windows Nvidia #11TEEE#Y
AMI ID B B IE#,

FHT{EEHREami-0e190T8939a996cafh) AMI-ID §4333t: 5I7E ap-southeast-2 ( EF )
EFO ami-027cf6e7le2e442f4 FEZTA AMI ID,
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ESFE AT ami-0e190f8939a996caf AMI RAEIFIITIEEE R  ERAESWIITHIEE,

An error occured (InvalidAMIID.NotFound) when calling the RunInstances operation: The
image id ‘[ami-0el190f8939a996caf]’ does not exist

ERERNIR , aFH/EEESR .

« £ ap-southeast-2 &g Zf& RES,
- fEF Windows-NVIDIA TEZR 8B # & (AMI ID ami-0e190f8939a996caf) EREI# T {HEE.

SHENRAK

FiB RES 2024.04.02 RN ERRAHEZITE
=R

RES 2024.01.01 AR B T SIBAEIEHE -

« EATHREEMEA R HER
* AMIID : ami-027cf6e71le2e442f4
- EERH : Windows
- GPU ®&m : NVIDIA
- &/ME #EFEX/(GB) : 30
- &/ME RAM (GB) : 4
o R L ERRE HE B RERE) Windows-NVIDIA #i1T{E %

(2024.04 1 2024.04.01) GovCloud H Ky RES filBR 2% Bx
Ll

£ RES MIBR THEFREHMA , UnprotectCognitoUserPoollLambda €% A& iEMIBRAY Cognito fiE
RAEEENMBRRE, Lambda #1TH BB InstallerStateMachine,

HAE %M GovCloud AWS [EiF 2 BRI FEER CLI lRARZERE | Lambda Afupdate_user_pool FEAY
&7 GovCloud &35 %k B,

2024.x BHRERE 195



3R EE T2 Studio

ERAEER

E MR GovCloud B HH RES I , EFEWEIT SR

Parameter validation failed: Unknown parameter in input: \"DeletionProtection
", must be one of: UserPoolld, Policies, LambdaConfig, AutoVerifiedAttributes,
SmsVerificationMessage, EmailVerificationMessage, EmailVerificationSubject,
VerificationMessageTemplate, SmsAuthenticationMessage, MfaConfiguration,
DeviceConfiguration, EmailConfiguration, SmsConfiguration, UserPoolTags,
AdminCreateUserConfig, UserPoolAddOns, AccountRecoverySetting

ERGROIR

« ¥ GovCloud [Eig+ & RES
 fHER RES #&

ZRENRA

RES 2024.04 1 2024.04.01 kR

=g

RES 2024.04 hix 28I T 5I#R##E R

BARX UnprotectCognitoUserPool Lambda

- BB : <env-name>-InstallerTasksUnprotectCognitoUserPool-...
TR E -> fmiE > BREITRRE Python 3.11 -> 17,

BB CloudFormation,

fiBx RES #& -> RERELEEXEIR UNCHECKED -> filBR,

(2024.04 - 2024.04.02) EFEEF |, Linux ERESEAAEFE "H#EL ARRE
]
EFBSHREIL > S EHMEN | Linux ERSETASRE TREL R,

EFEEITEEE , AWS Systems Manager T E#{TEMRHSREILFH DCV T ERK
B , mA vdc-controller CloudWatch HiEEH R T 5 HEFEA R (<environment-name>/vdc/

controllerft CloudWatch BEE#ET ) :
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Handling message of type DCV_HOST_REBOOT_COMPLETE_EVENT

ZRENRA

2024.04 - 2024.04.02

o3

FEERFE "IRE. MENERKHE

1. #€ EC2 £#24 SSH EAREHITEEE.

2. EHTEBLATTIGS

sudo su -

/bin/bash /root/bootstrap/latest/virtual-desktop-host-linux/
configure_post_reboot.sh

sudo reboot

3. FRHYTHERBENKE.

BERLEFNERSEHNTIARNEE

1. ZETHEHEIAESENBSHERNER (patch.py M vdi_stuck_in_resuming_status.patch) ,
BITT 5T , <output-directory># BMNALRERBERNE & :

3

(® Note

. EHEIEEAR RES 2024.04.02,
- BREXIESHEES AWS CLIv2. Python 3.9.16 iEHARA , LUK Boto3.

- REPE AWS RES Wik FMEFHFRE CLI , YRREEFEA RES FTR M RFErEHN
S3 F .

OUTPUT_DIRECTORY=<output-directory>

curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/
releases/2024.04.02/patch_scripts/patch.py --output ${OUTPUT_DIRECTORY}/patch.py
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curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/
releases/2024.04.02/patch_scripts/patches/vdi_stuck_in_resuming_status.patch --
output ${OUTPUT_DIRECTORY}/vdi_stuck_in_resuming_status.patch

2. EEETHESHEAESCHNSHEIERNEB %, ST THEHERXNDST , <environment-
name>i§ BMA AR RES IRERZT |, WA <aws-region>EMXAEE RES WIELT :

python3 patch.py --environment-name <environment-name> --res-version 2024.04.02
--module virtual-desktop-controller --patch vdi_stuck_in_resuming_status.patch --
region <aws-region>

3. BEFHREEIREMN VDC B HIZSETERE , BT THH®S , <environment-name>#§ BUX
BIEH RES RIEETR -

ENVIRONMENT_NAME=<environment-name>

INSTANCE_ID=$(aws ec2 describe-instances \
--filters \
Name=tag:Name,Values=${ENVIRONMENT_NAME}-vdc-controller \
Name=tag:res:EnvironmentName,Values=${ENVIRONMENT_NAME}\
--query "Reservations[@].Instances[@].InstanceId" \
--output text)

aws ec? terminate-instances --instance-ids ${INSTANCE_ID}

(2024.04.02 RERRA ) #EERZEH SAMAccountName BB EXBEFEHBKRETT
By AD ER &

[ElE

SSO REEZELME/NEER (WfEl AD BFBH ) , RES EBEFF AD £AE. BEEEES
CloudWatch B& ( £<environment-name>/cluster-manager HFEMET ) £ AD BX HEa
ET5ISEER

Error: [INVALID_PARAMS] Invalid params: user.username must match regex: ~(?=.{3,20}%)
(R DR o3 JE25 ) Lemr=E) o 5 (B2 s S

RES EAMEEREEZIHFESTHERMN SAMAccount FFHERRE :
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- EREEE/NE ASCIFE, BF. A% (). K& ()
« ARVERTAFHAE —EIZE—EF T,

. RREEMEEENIRIER (HW ... . . )
ZRHENRAE

2024.04.02 RE R

=

1. ZEETHEHEINESHBNSHERER (patch.py M samaccountname_regex.patch) , FEH{T
T3+ , <output-directory>#§ MK ALENERERE & -

® Note

- RN EERAR RES 2024.04.02,
- EHRERNIESBEEE AWS CLIv2, Python 3.9.16 REHARAS , AKX Boto3,

- AT AWS RES WIRFMEFHELE CLI , YHEFREZESE A RES RN #EFITEN
S3 EtF—.I-o

OUTPUT_DIRECTORY=<output-directory>

curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/
releases/2024.04.02/patch_scripts/patch.py --output ${OUTPUT_DIRECTORY}/patch.py

curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/
releases/2024.04.02/patch_scripts/patches/samaccountname_regex.patch --output
${OUTPUT_DIRECTORY}/samaccountname_regex.patch

2. BEETHEAEREAESHBNSCHENERWE &, ST TIEHEERSTS , <environment-
name>#§ K AEH RES IRIERH :

python3 patch.py --environment-name <environment-name> --res-version 2024.04.02 --
module cluster-manager --patch samaccountname_regex.patch

3. FBEEWRBHEIIRIEM Cluster Manager #1T{E5 , BT 5@ H , <environment-name>#§
MR AZN RES RIERHE, BHAILifE Amazon EC2 EE X AKX IEHTER
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ENVIRONMENT_NAME=<environment-name>

INSTANCE_ID=$(aws ec2 describe-instances \
--filters \
Name=tag:Name,Values=${ENVIRONMENT_NAME}-cluster-manager \
Name=tag:res:EnvironmentName,Values=${ENVIRONMENT_NAME}\
--query "Reservations[@].Instances[@].InstanceId" \

--output text)

aws ec2 terminate-instances --instance-ids ${INSTANCE_ID}

(2024.04.02 RERRA ) ARFRESETHNALESREN
Ll

EfEAER RES Web AR THUECRUETMEBEIHE SRR TER - ZITTHA/ET,
EEETREN. EFRAEEEALATENSRENEEIHE , SRIITHIHR

Load key "<downloaded-ssh-key-path>": error in libcrypto
<user-name>@<bastion-host-public-ip>: Permission denied (publickey,gssapi-keyex,gssapi-
with-mic)

ZEENRA

2024.04.02 R E R4

=R

KPIZFELMER Chrome THEW® , RARBABERTIRE,

NE , AERE REEYHIT----- BEGIN PRIVATE KEY----- , REBE FIERMIHITREFIE
I SRER----- END PRIVATE KEY----- o
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A Y n
T =

18 Amazon EC2 #{TERREFEM MR MR E RS (HKinkRE ) BE , UHEBZ A, LEAT
HEIEAEEEMBIELRE, B LIER AWS Systems Manager Session Manager , JER[# £
28 RDP WM1&L TiEiHE A Amazon EC2 #1T{E#E , M EE RDP &£, MRFEHANERIREE
BRI%1%#E , BIFEM Microsoft = Microsoft IRERLEHBERIKEEEAE CALs, EEERHBREN
RIFREFEAE CALs EERETEMES , XAFHA AWS 8% (H£H ) HAFRE., WEFBE
REBRABIZETEMEANZNERTHESRENES , F2E EREEENEE,

EFAEEABEAXHAINEFALETECHEILFTE, AXH . (a) EHBE | b) K&K AWS BRIWE
MERMER , THEEEEE JFAZTEH. #(c) AR AWS REKBL IR FMAAERR
&, M licensors. AWS products SiIRIEELL TR, ARNIES , THMEMRE , RTZE. R
FAERNGEY , ERPREEE TR, HEFE AWS WEEMNEEHE AWS R4 | XX4ETB
R ErRgER AWS EBEEF 2 BNEAHE.

L HIHF3E R TF2 Studio AWS 24848 Apache Software Foundation $£#t#J Apache License 2.0 MR{&K
HEITRE,
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ERAEER

837

MEFHAEA

B

2025 £ 3 A

2024 £12 B

2024 £ 10 A

2B GitHub f#FEF# CHANGELOG.md 2%,

-3:d

 EETHRZS 2025.03

MR —
- FREE.
- MIBREE.
« EAEDHERR.

CEENER —
- ERSMH.
. BREEHEE (AMIs).

« XXE RES Rif& AMls.

« REE.

« EXTE SSH fFHEX.

« Active Directory E25.

* BITARA 2024.12

HIEEE —

« Active Directory E25.

. BEAEH.
. BERRHESER.
- B2 SSH &R,

« ERTE Amazon Cognito EH&.

EE2FNER —
- IRESRR.

- RENE VPC (EA).

+ 2024.10 hi : ¥I8Y AIRE
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B gE
- IREBEFRR.
- REHARERE.
- ERKSEREBBEL.

2024 £ 8 A + 2024.08 Ky : #IEH HZE

* & Amazon S3 fEFETRBHEE Linux
Virtual Desktop Infrastructure (VDI) #117{&
B8, 5520 Amazon S3 FITE,

- BFIERHY , —EEaBFER  AF
BRI REACNMERTAR, B2E 5T
ABE.

- FREER: CRE BHIERER.

2024 £ 6 A * 2024.06 fix — Ubuntu X &, EXREFET
Al

- EREER T BYREIRE

2024 £ 4 A 2024.04 hix — RES Ri#& AMIsTIE R B E A

2024 £ 3 A HhF PR E B, CloudWatch Logs R&E. &
BREZFERBIRA

2024 F£ 2 A X 2024.01.01 — EF B &

2024 £ 1 A BEATRRA 2024.01

2023 £ 12 A E#718 GovCloud 7 8 F &4

2023 F 11 B AR RR A
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