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Web AO#Bls , HBBRMNIEMERE EHTRIMEETEEE AWS, RES RMHE—BRMHERE
BEBREMERKEE , LABTRBHR,. ERFET. TEERIENIMIEES., ERETUERR
BENATBRAERERE RES AOMY , WEEEARBIEER.

BEEEAUA— AR EFAZSEUBASRNERBESEZE , UFRRAERNGREE. BE
ETMLUEREHCHERREHEMSE (FH Amazon Machine Image 5 AMIs) , ¥ 725F RES A&
FXE) Windows = Linux E#RH , ARZBHAERAREINEREN, EEETUIERKEHEN
BRRF , LERELERFAEEN. EEESTUCEAARENRERREASN FHFREHER
B, Pt IUABINERZREREE , U LBEXAER. ARERERHRERE , EFH0ANEET
RES ARMBUMEAERE , UREACHER.

RES AR EfH , BRAEAMTEAESMEN AWS ERHAE,

A3 #E EA Research and Engineering Studio #18 AWS, HESZREMH. REFPBHNEE
EI1F , LR RES ZfEE Amazon Web Services (AWS) EixHEES B,

TheERES
LR R TF2 Studio AWS EHTHIThEE :
Web BEERENE

RES {25l Web RERNA DMWY , EEE, ARAESNIEMTUEAZA ORWEREFRNE
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https://docs.aws.amazon.com/res/latest/ug/overview.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/AMIs.html
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SRHEE
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HEMHBEBREER RES #EFRERH Amazon Machine Image (AMI) , AER & A VDI E#IEZE
HENTAEERRAER,

VDI EH#
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https://aws.amazon.com/amis/
https://docs.aws.amazon.com/general/latest/gr/glos-chap.html
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ZEEE

EAERSHBBLERSEELN PRI T I TH AWS IRF,

1: AWS 2 L WHRE T Studio

(® Note
AWS CloudFormation &R Z# AWS Cloud Development Kit (AWS CDK) Z#E#EHZE I K,

B AWS CloudFormation i B 2 EM TN SRERRENOT -

1. RES %4 Web AOWBUENTH , AR :
a. BEARERAIEEHNIREEST (eVDl) TH
b. IEETH

Amazon CloudWatch €% eVDI jtiiZIRIEE,
c. BEF#Mlt

EEETLFER SSH EFFEREFT M TH REBEEMERRE,
2. RES 87 NAT RERAMNALE FRBFRE LY, EFEEWER Application Load Balancer (ALB)
RESFETHTFIRE FRE.

3. Amazon DynamoDB 2 FIRIEHRE,
4. AWS Certificate Manager (ACM) & E 4 3 7 5 Application Load Balancer (ALB) BV A B R

(® Note
BEEMER AWS Certificate Manager BEWHBEHEEETHNEE.

5. Amazon Elastic File System (EFS) st & R &K EE A ERERIEEEA eVDI Linux TERER L/
FE5%/home R A,

RiEE 4
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6. RES f#£H Amazon Cognito £ AN B A "clusteradmin, H¥IEEIEFEAE , WiSHREFEEAE R
EXAETLHEERENE FEHbit, ‘clusteradmin' K BEE —XEABEERE,

7. Amazon Cognito RN Active Directory MIfFRE B9 EES |, UETHIEE,
8. R EFHAFEEESRBFURHEHERARE THNFE.

AWS WERFH IRIE

AWS BR#& Type iR

Amazon Elastic Compute L5720 REERESRYE , EAHEM

Cloud EBNEXERTNEBHEERE
MIERSEE,

Elastic Load Balancing B 28, EEXEESM VDI =#

SEAEHFEHFIERIH Auto
Scaling B+ E, ELB &
FEHEE Web A OB E
RES FH#HHRE,

Amazon Virtual Private Cloud  #/» IR OEmRTHHEELN
VPC 21,
Amazon Cognito 0 EEFERAES NS5 R

%, Active Directory EES
B&TZE Amazon Cognito &
EMEAE , UBEBFIEBR.

Amazon Elastic File System B B4t /homeERBIEEEF VDI
FHNERRRF , UREAW
AEBERRRR

Amazon DynamoDB Bt EHHEEESR |, flanERE.
B, ER, BERRXKENTH
RE,

AWS Systems Manager L5720 ER#E{T VDI THERREESD
SR

AWS L7 & 9 RIS 5


https://aws.amazon.com/ec2/
https://aws.amazon.com/ec2/
https://aws.amazon.com/elasticloadbalancing/
https://aws.amazon.com/vpc/
https://aws.amazon.com/cognito/
https://aws.amazon.com/efs/
https://aws.amazon.com/dynamodb/
https://aws.amazon.com/systems-manager/
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AWS Lambda L7200 SEEmMIEE , HILEF
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X&) Active Directory B T
R UREHMFEBE,

Amazon CloudWatch & RHFTE Amazon EC2 E#H]
Lambda B &M IEERNEE B
o

Amazon Simple Storage & EHRAREHIERMBERNE

Service AEX —H#AUE,

AWS Key Management & AR E Amazon SQS 17

Service 5, DynamoDB &R KA
Amazon SNS FEH#EITERREM
A

AWS Secrets Manager Y& KEIRISIRE 2 AERREE
Active Directory # , 2L K&
VDIs B HRE#EBREH,

AWS CloudFormation & REERVIIBHEE,

AWS Identity and Access XE BR il = ) FEUB Ko

Management

Amazon Route 53 & BUINERE BRI AENT AL
ERTFHFNES T HPITA
8

Amazon Simple Queue & BUEKTIAZEERTH

Service 1T

Amazon Simple Notification & X & VDI stz BIRY 2 4T BY

Service EEAE | RS E,
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https://aws.amazon.com/lambda/
https://aws.amazon.com/cloudwatch/
https://aws.amazon.com/s3/
https://aws.amazon.com/s3/
https://aws.amazon.com/kms/
https://aws.amazon.com/kms/
https://aws.amazon.com/secrets-manager
https://aws.amazon.com/cloudformation/
https://aws.amazon.com/iam/
https://aws.amazon.com/iam/
https://aws.amazon.com/route53/
https://aws.amazon.com/sqs/
https://aws.amazon.com/sqs/
https://aws.amazon.com/sns/
https://aws.amazon.com/sns/
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AWS AR 7% Type iR

AWS Fargate -3 £/ Fargate (EIERE, EH
M ERIRIR

Amazon FSx &= /Hi& EA RENABHLARBRRR,

Amazon FSx for NetApp EA REATHAERRR,

ONTAP

AWS Certificate Manager %2 H ALHBITREBELEEENE
&

AWS Backup %A % Amazon EC2 =##, BEZR
## %0 DynamoDB 2 1& 3 h
o

AWS HERTFH RIS 7


https://aws.amazon.com/fargate/
https://aws.amazon.com/fsx/
https://aws.amazon.com/fsx/netapp-ontap/
https://aws.amazon.com/fsx/netapp-ontap/
https://aws.amazon.com/certificate-manager
https://aws.amazon.com/backup/
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BIUREIRE

BB AH RS EBREA Research and Engineering Studio AWS, It REIERAWS REIRIEH B
72 _F# Research and Engineering Studio , BEEERLSHENFEERE. ©FEA Keycloak fi
fRES ST SSO,

AR HEHBRCR  LLAXTERIZESBETIET £ REFREERE , FEEA

By — 8§\ R R

It AWS CloudFormation 8 &% 37 Research and Engineering Studio FTEEHI A T

EREER : ~00 45
TORIFRAF

e

« AWSIRF EREEEREREY
« B3 Amazon EC2 SSH £ ¥
- EINRKEEEE

AWSIRF FREBEFRER
BABEEER AWS IRF B EEBFERAEN

1. BB https://portal.aws.amazon.com/billing/signup.
2. REERLETRET
HoEMEFFEHPCRELEA , U EEFRER ARSI,

E8EEM BF AWSIRFE , AWSIRFREAEESRN . REAEFEFEIRFFHRE AWS Bk
¥ ANER, FARLREEY K FHEEFIERENGERE  YEEERAREAERUTEE
BEAEFIEES.

#3 Amazon EC2 SSH £ ig¥

MR IEEE Amazon EC2 SSH €i8% | RIEER Y — @, MEFHMAEF , 528 (Amazon EC2 £/
Z¥E/m) PHEA Amazon EC2 By €88¥%, Amazon EC2



https://github.com/aws-samples/aws-hpc-recipes/blob/main/recipes/res/res_demo_env/assets/res-demo-stack.yaml
https://github.com/aws-samples/aws-hpc-recipes/blob/main/recipes/res/res_demo_env/assets/res-demo-stack.yaml
https://portal.aws.amazon.com/billing/signup
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/create-key-pairs.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/create-key-pairs.html
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18 hn AR #S B #R

BMEZFENT RIS EAE

* Amazon VPC
- ASEE NAT RERYEM IP it BCEERE 5 RS F 8
- BEETAREEN NAT FiE# 5 EEMnE 10 @
* Amazon EC2
- #§ EC2-VPC %1% IPs ft 5 &% 10

AWS ZIRF EE&EE AWS IRIEHTEERELRE , kB ARS, BRIEZERA , SRS EEREE 2
EEBERE, BB RREELESE  MEMEEELRS, NEFHENR , 52 Bthe section
called “LtE G AWS IRIEHIELEE",

BYERM@ASH

1. A AWS Management Console , ¢ 7E https : //https://console.aws.amazon.com/
cloudformation B3R AWS CloudFormation 2 &,

(® Note
AEEREEESRESP,

2. HE EREPRE X
3. HZET A WMELEREANSH 6 ARFEBR.

| ¥R R
EnvironmentName #res-demo# Bt RESIRENH —F

B, HEAres- , RETHE
B11EFExT, BFEREF
&,

AdministratorEmail FEREEKRERBRENS
FEMH i, IR Active
Directory E— B A G X

BUERNEAASE 9


https://docs.aws.amazon.com/servicequotas/latest/userguide/request-quota-increase.html
https://docs.aws.amazon.com/vpc/latest/userguide/amazon-vpc-limits.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-resource-limits.html
https://console.aws.amazon.com/cloudformation/
https://console.aws.amazon.com/cloudformation/
https://console.aws.amazon.com/cloudformation/home?region=us-east-1#/stacks/quickcreate?templateURL=https://s3.amazonaws.com/aws-hpc-recipes/main/recipes/res/res_demo_env/assets/res-demo-stack.yaml
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B8 FEER iR
B, hERELEXRERSE
A&

KeyPair AREREEBRETHENS
@,

ClientIPCidr <0.0.0.0/0> |P i 31k &5 28 R {4 & PR I B 3R
BHER, BUUERB%
E T ClientlpCidr,

InboundPrefixList (EA) ARFFEEFRE

2P Web Ul 1 SSH
B IPs REZEFEFE,

HERL R

1. BREALUEM clusteradmin EAEZRATRERE , UKERBREIELERENBAANE
BEEETEMH. RRERTEEE-RBEAREUTRR.

2. WMRGREFEH "EHER SSO 2 A, e, BAELABERANESEFERAEERZE, &7
LA# AWS Directory Service Eft A EZ G, REMBSFAFEHEEBELNEFERS -

admin1, user1, admin2 #1 user2,

a. HI{E Directory Service £ A,
b. EZEUSIREN B ID, B LUE<StackName>*DirectoryService*#&fyE HES B

IDo
c. RALANBFETHNNEES  BENMEREAERR,
d. HREEFEANMEERE  BACRERR K BASRENTESR  ARREERER.

3. EREAEERR A FHEENEE-BEAZARBUAFEURE.

BN BEEEHERE. ERALEEFEH KRN EnvironmentUrl R7ZE Ul , SiEE o[ AR E SR
EHBNEEPIEHEBN URL, BIBIE T LUEREIE Active Directory F A EXRFBHNERENR

%% A Research and Engineering Studio I:RE,

HERIR 10
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Studio I ZE AWS,

22N

LHW3EH TAE Studio AWS AIREMfEM , BRFA AWS TERABRKAMENERNE, NEFME
A, F2EAWS KEmMPH R,

(® Note
BEEBEXNHITIHE REMERAN AWS RIER .
RIFEBEEINTEERAWS Cost Explorer , AGBIEB R4, ERATAEESE, METEEM
B, F2EALERTPERANESE AWS RN EERE,

ZE

MERZEM AWS RESEBEIEF. 558 AWS BF |, LA UZHRNER P ONMEHERE | L8
RATMERRLHRBEBNERMEE.

ZEMR AWS BECEBNARRE, AFEEEEAREERRERZEUNERTEM

- BiRNR 2N - AWS EEREJHE FHIT AWS BRBHERFTE AWS Elf, AWS LBERHAR
EEANERE. FAWS ER1EP B RUASEEMAANRIERMAZENENME. FET
FREAR LAV T Studio MERFTE AWS , FSEHAWS SR8 RBHE.

- BT et - ENEEEURREER AWS NIR®, SH4AHHMRREE  SF/RERIRE
. BRFNERNERERNER,

3
¢
8

EE 7RISR R EFEEEERZ Research and Engineering Studio FIfEF 89 AWS BRFE |
HERT BRENEZLEE, W1F AWS Z2HWFHEER , FSEAWS Eix 2414,



https://docs.aws.amazon.com/cost-management/latest/userguide/budgets-create.html
https://aws.amazon.com/aws-cost-management/aws-cost-explorer/
https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/compliance/programs/
https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/security/
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IAM B &

AWS Identity and Access Management (IAM) B &1 ZEE Bl FEBEE N isiRkie EA9REM
EAE AWS Eif, WERSEY IAM A& , BFEMK AWS Lambda BEF Amazon EC2 #1718
B2 EFHERNFEE,

RES X IAM HWV B D EBE, BN A RESEEUBRREREEEHFTNFEIE, BEEERNE
EE®EH RES BEMWEBEF Active Directory PEV MEESREAENEREEE, NEFA
B3, 528 < AWS Identity and Access Management £ &#/) HIVEI IAM BUER,

AR EE S LUIEA Active Directory EEFEAEFN., ERKFEAEFR RES FAENTE
B¥ , RES €[ Amazon Cognito 1T & 72 B3

R RHE

hERPEYNZ2EEEERH MBS Lambda BB, EC2 #TEER. ERRM CSR HITERH
Eik VPN in M2 BN RE. BRERAZ2HE YT EEMBERAFTEELE —SRHEF

ERE

BIBEFEER , &£ AWS (RES) £H Research and Engineering Studio € F RES #E N £ INHRFEM
BERHTNEFER, 8 RES &, LA LUEE AWS KMS key, RES FEARZHEAERREZEF BT
B, MRESREEESHEMNEEN AWSKMS key , RIEEAZSRNEREEFER.

RES €/ SSL/TLS mEFEERHPHNEFER ., RMEETLS 1.2, BEEFEH TLS 1.3,
WERT BRENEZEEZEE

1% Research and Engineering Studio FIEARB 2 XM EZENFMEN , FERB TRPHES !

AWS R L £ B ARFS X E fR##E RES HHIEAF X

Amazon Elastic Compute Bty REERESRLE , FAHEM

Cloud EBNEXERRNERBHEERE
MERSEE,

Elastic Load Balancing B 28, EEEEEM VDI = #

SEEHTEHFRIH Auto
Scaling B+, ELB &

IAM £ £ 12


https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html
https://docs.aws.amazon.com/cognito/latest/developerguide/what-is-amazon-cognito.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-security.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-security.html
https://docs.aws.amazon.com/elasticloadbalancing/latest/userguide/security.html
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ERAEER

AWS BRI L £ &

Amazon Virtual Private Cloud

Amazon Cognito

Amazon Elastic File System

Amazon DynamoDB

AWS Systems Manager

AWS Lambda

Amazon CloudWatch

Amazon Simple Storage

Service

ilbr kil

B

X &

x&

AR#HE RES R EAA X

F#RE Web A QB E
RES E#AVRE,

BV ERTHHSEEN
VPC R &1,

EEERESSNG DR

. Active Directory FHES
BRETZE Amazon Cognito 5
EMEAE , BB FEER.

B /homeERBIEZF VDI
FHOERRRK , UREAN
HAEERRK

FRIAREES , fINERE.
B, BEX. ERRBENTH

O

aX E o

AT VDI TERREE SN
SR X

XEEmMYEE , flAEHR
DynamoDB &Rl &R HERE.
BX& Active Directory B T
R, UREHMFEBE,

IBHLPTH Amazon EC2 E#F0
Lambda BEMEERNEE H
Fie

FRAREMEIEMBERENE
AR A,



https://docs.aws.amazon.com/vpc/latest/userguide/security.html
https://docs.aws.amazon.com/cognito/latest/developerguide/security.html
https://docs.aws.amazon.com/efs/latest/ug/security-considerations.html
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/security.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/security.html
https://docs.aws.amazon.com/lambda/latest/dg/lambda-security.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/security.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/security.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/security.html
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ERAEER

AWS BRI L £ &

AWS Key Management
Service

AWS Secrets Manager

AWS CloudFormation

AWS Identity and Access
Management

Amazon Route 53

Amazon Simple Queue

Service

Amazon Simple Notification

Service

AWS Fargate

Amazon FSx &= RE

Amazon FSx for NetApp
ONTAP

AWS Certificate Manager

AR A
x &

x &

x &

x&

x&

x&

x&

x&

®H
®H

®H

AR#E RES REEAS K

FR#EE Amazon SQS {7

5, DynamoDB & ¥l &K
Amazon SNS FREHETFRREN
o

BRERFEEAERNRBEE
Active Directory 1 , A K&
VDIs WER#EBREH,

REERBOEPERE,
PR E BB Z BUB AR o

BYMBRE BB RN AE
BHTERNESTHRBER
o

BYEBTIAXEERSH
7o

X & VDI juttz B & ME] E
EER | Pl s 3R,

£/ Fargate (E#%& 8, FH
FMBRIRE

RENBHHERRL.
RENBHEHAERRL.

AENBITHEEELEFENE
o



https://docs.aws.amazon.com/kms/latest/developerguide/kms-security.html
https://docs.aws.amazon.com/kms/latest/developerguide/kms-security.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/security.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/security.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/security.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/security.html
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/security.html
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/SQSDeveloperGuide/sqs-security.html
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/SQSDeveloperGuide/sqs-security.html
https://docs.aws.amazon.com/sns/latest/dg/sns-security.html
https://docs.aws.amazon.com/sns/latest/dg/sns-security.html
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/security-fargate.html
https://docs.aws.amazon.com/filegateway/latest/filefsxw/security.html
https://docs.aws.amazon.com/fsx/latest/ONTAPGuide/security.html
https://docs.aws.amazon.com/fsx/latest/ONTAPGuide/security.html
https://docs.aws.amazon.com/acm/latest/userguide/security.html

#5EEE T2 Studio EREER

AWS R Z £ &N RigE|A R RES FREA AR
AWS Backup 2/ % Amazon EC2 =##, X%
##£ A DynamoDB 12 {13 Ih
e,
gL
FRISELZE (B ARE) 2 AWS IREFHNREERNIRENEAEE,
LthEmP AWS RIS ECEE

ARELHLERTEFNESERBHEEANEE. NFTESHBEES  FSH AWS Service

Quotas,

HRLER , RMERES THREVEEE -
¢ Amazon Virtual Private Cloud

« Amazon EC2

= EERIEINEEE |, 3528 Service Quotas FRAEEFEHPNERIESEFE, WR Service Quotas A j=
RIBHERE  BEFEAENREEERE,

AWS CloudFormation Bt %8

EHERDREEHER  BEZEE AWS tRF B9 AWS CloudFormation EtZ8, EiB T ##ISLEFIEE |

B R REHERIEER BB ERMNER. NWEFMER , 528 ( AWS CloudFormation
AEEE)Y P/ AWS CloudFormation fit %8,

HLEE 4

mEHEEA Amazon EC2 #TEB K/ NBEN A/ DMNRRERRME , LBERK. ATHERSR
BEEREPNEYE BRI MERIEME Auto Scaling B8 (ASG) RN ERRNBERE. BER
—EHTEEENIRENTERTRASETHAERE (AZ) WEH , TMEERESAERBRFE
JRR I RERY B

ASG FRET7E Amazon EC2 A BT , #utA https : //https://console.aws.amazon.com/ec2/o
EMAREEILNE ASGs , BEBBIU HE-asqg. BAUBR/NMENMEEREABSRLEEIR

[iT%:E] 15


https://docs.aws.amazon.com/aws-backup/latest/devguide/security-considerations.html
https://docs.aws.amazon.com/general/latest/gr/aws_service_limits.html
https://docs.aws.amazon.com/general/latest/gr/aws_service_limits.html
https://docs.aws.amazon.com/servicequotas/latest/userguide/request-quota-increase.html
https://console.aws.amazon.com/support/home#/case/create?issueType=service-limit-increase
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/cloudformation-limits.html
https://console.aws.amazon.com/ec2/
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BENHE. ENEESUNEE , AREERE AR BIRE. WF ASGsHFMEEN , F2H
{Amazon EC2 Auto Scaling £ & ¥Er) FHVIERE Auto Scaling F4EHY K7\, Amazon EC2 Auto
Scaling

XEN AWS [E1F

WEREABIMEAEMRE PEEMAWER®E AWS BiF, BXEEAFER AWS BiF A REHN PEE
WER. WFE AWS SEFHREVZFHAIAY , 5528 AWS [EiF al Services List,

LR AWS X FRWZE A T2 Studio AWS [E1F :

=5 B 5 15, B R (2024.10)
EBERE (MFEEdt  us-east-1 = =
1)

BRI (HxE) us-east-2 B =
BRI (MRIFEEE  us-west-1 = =
s[4:1))

EETEE (REMA) us-west-2 = =
RXREE (RR) ap-northeast-1 = =
ZAREHE (BW) ap-northeast-2 = =
ZKREHE (ZE) ap-south-1 = =
SEAREE (Fhnigk) ap-southeast-1 = =
TXRESE (ER) ap-southeast-2 = =
INEX (FE) ca-central-1 = s
BN CER =) eu-central-1 = =
BN (CKE) eu-south-1 = =
BN (BEEH) eu-west-1 3 =

TEN AWS B 16


https://docs.aws.amazon.com/autoscaling/ec2/userguide/scale-your-group.html
https://aws.amazon.com/about-aws/global-infrastructure/regional-product-services/
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fEREER
Ep =Ry 5 35 BRA RHTARAS (2024.10)
BUM (fm3) eu-west-2 = =
BN (B2) eu-west-3 = =
Europe (Stockholm) eu-north-1 B =
&5 (B X) il-central-1 2 =
AWS GovCloud (%  us-gov-west-1 = =

BIFER )

TN AWS B
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HEEm

® Note

WERFER AWS CloudFormation A F &R B B){L HEE, CloudFormation EE4<E3 B8R Lt
ERPEE AWS WERKEEM, CloudFormation &SR &E AP RN ER,

BBERZE , AREANEELANRIRAS, 25, BRZeMEMWEEEE,

ES- |

« TRIERE

- BYAHER

- SR BBEM

o« L2 E—REA

FORIRAF

&

« AWSIRF EREEEAEREY

« B3 Amazon EC2 SSH &£#&¥%}

- IR EEE

- BUXNERE (EAR)

- B ({£FR GovCloud)

. REABER

- EEREPERE LDAPS (A )
- BREME VPC (EA)

AWS IRF FHEEBMEREEIL
EEGEE AWS IRF BE SEEREN

1. BB https://portal.aws.amazon.com/billing/signup.

TORIRE


https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/cfn-whatis-concepts.html
https://portal.aws.amazon.com/billing/signup

#5EEE T2 Studio EREER
2. BERERLETET.

BoEMEFFREREREA , AESFRBHARER,

B B AWSIRF , AWSIRFREAESEY . REAEFRTFEIRFFHIFRE AWS IR
#NER. FRAZERAERR  FREEFIEERGERE  YEECRAREAERUTER
REMEFIENER,

3 Amazon EC2 SSH €&

WRIERHE Amazon EC2 SSH £#8¥%  AIEEE Y — @, MEFMEN , 552 (Amazon EC2 £/
EEr) PEA Amazon EC2 By £88% . Amazon EC2

18 n B 75 B 28

BMESEMT I AREECE

* Amazon VPC
- E{E NAT FEREMY IP it FEERE 5 RS F 8,
- BEETTAEEN NAT FER 5 #iE 10,

« Amazon EC2
* % EC2-VPC &M IPs £ 5 2 &% 10

AWS ZHIRF EBEE AWS RBNVFERER , ToBARS. BREZERA  FASEARERRE
BREERE. CAUBRESEERSE A MEMEREZRS, NFFEES  F2RLERT AWS
AR FE AV ECHE

By ERE (ER)

BERGAERMERATEE , WEEZAEAN URL, BEZEMFH Amazon Route 53 s E bt EREE
miEsE , ER BEAMRENEE AWS Certificate Manager, 1R EEELAEMENERE | TUKIBILL
SR,

1. {kERIERM Route53 sEMidE, LEZSWIEIREFEH,
2. HEREBMFEEREE. ERH Route53 HEIEIM.,

a. BB Route53 =2 A,

Y Amazon EC2 SSH & &% 19


https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/create-key-pairs.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/create-key-pairs.html
https://docs.aws.amazon.com/servicequotas/latest/userguide/request-quota-increase.html
https://docs.aws.amazon.com/vpc/latest/userguide/amazon-vpc-limits.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-resource-limits.html
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/domain-register.html#register_new_console

HZREE TR Studio EREEmR
b. #RERESEHEEFFTEERE.,
c. FRALHNAEEZEBEINTERSE , YEHFTEES ID,

3. BARX AWS Certificate Manager Y& R T 5 RFERWEBE. FRELNNFTEISNBMRAEEN
R

REBHEEIHEBR , ARSRENBEFR.
BIBLHEE ID UBREER.

EREERD , EEHE Routeb3 FEVZHK. EEFRANTE+5E,
BHBER 6 FREBINEBERER ARN,

s

REERFEMRE,

R L

BN AE ({ZBR GovCloud)

MEBEFBEE AWS GovCloud ( EEFESR ) EF+H2E , mAEFEHERR Research and
Engineering Studio K BiT#818 , RIZETHEL L RIFRG TR,

1. EBRIALEFAERENEEDZIE AWS 1RF HEB/RE AWS CloudFormation H &,

2. 1B CloudFormation B , S IFE T CertificateARNH PrivateKeySecretARN,

3. £ GovCloud #EIEWRFEH , B EHFCertificateARNEI HENME, B THIME ARN ,
WA MEZEIIEEWE , SUME vdc-gateway A AEERMREE :

a. res : ModuleName = virtual-desktop-controller
b. res : EnvironmentName = [R#FEZE] (ERBER res-demo, )

4. 7£ GovCloud D EIEWRE® , B EBPrivateKeySecretArndi HEMNME, B T HPRE
ARN , Y WERBHIEEZWE , LUE vdc-gateway AISAFIMEE :

a. res : ModuleName = virtual-desktop-controller

b. res: EnvironmentName = [RIFEHE] (IEEER res-demo, )

REABER
LHHRA TR Studio AWS FEIESHE R FHISBER
- #85% (VPC, NETRBNLE THEHE)

EEE |, BT HNEEE RES IR, Active Directory (AD) Mt A FEH EC2 HITERE,
« f#7% (Amazon EFS)

BI#E (MR GovCloud) 20


https://docs.aws.amazon.com/acm/latest/userguide/gs-acm-request-public.html
https://console.aws.amazon.com/cloudformation/home?region=us-east-1#/stacks/quickcreate?templateURL=https://s3.amazonaws.com/aws-hpc-recipes/main/recipes/security/public_certs/assets/main.yaml
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ERAEER

FBFUEECOSERESAERSR (VD) FTENERNER,
- B &R (AWS Directory Service for Microsoft Active Directory)

BSREEREAERES RES RE.
« @& Active Directory IRFIRFERAESBNBRBTONE , RXAR/EH (£AEEHE. BH)

Research and Engineering Studio 2/ FEUERMHENNE , BIERBEIRS BBAWS Secrets
Manager.

® Tip

MRBLEEFEREIRE  BREELENTERATA , BITUER AWS S REEREER S RE
EAHER. BSET—H EINBER , LELWIREHBEER.

¥ AWS GovCloud ( XEIFEER ) BEFHNREHE , SBFETK PHERFESREL
#8138 (PR GovCloud).

"&

RYIRIR FEXE LDAPS (ZEH )

MREETEIEIREFFEA LDAPS B , AIXAZTHA TSR , TR BRI A IELEREE AWS
Managed Microsoft AD (AD) #B1E12%I88 , ARt AD # RES 2 EHEA.

1. BEFNAA BARRSERK LDAPS AWS Managed Microsoft ADFRIZIEHFER, WREERLA
LDAPS , Al al LARE B 1t 25 B

2. HEFRETE AD LFRE LDAPS #& , [EHH AD B :

a
b.

C.

f.

g.

BI{ESEHY Active Directory fal IRE5.

DEE 8 & 7 B R PowerShell,

#1T certmgr.msc UABIBUBRBE,
BEFBMEENREERREME K RAERHBEBREE,
BRYEE (RABEARIR—T ) HAD ARFEBNER
EEL.

JZHN Base-64 fRIEH X.500 (CER) , RILBET—5,

BEHES% , RREET -5,

3. 1 FEIME AWS Secrets Manager :

 RBREFMBAER , ARE

EEHIR

EXE LDAPS (EH )

21


https://docs.aws.amazon.com/secretsmanager/latest/userguide/intro.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/intro.html
https://aws.amazon.com/blogs/security/how-to-enable-ldaps-for-your-aws-microsoft-ad-directory/

WFRE TR Studio EREER
1t Secrets Manager FEVEZR  EHZEERTEEHMBERENEE WA PEM RISHYISERL
EIFE F R,

4. FEEEENM ARN , IS EE AL T# DomainTLSCertificateSecretARN &L 1 Bk
BEM,

REMEB VPC (EH)

FEFRBER VPC R EREBHZE M T2 Studio AIRRMAIFEN LM | UREEBNERNEEER, 78 ,
R RES MEMBRREBFIREEMEKYE, EEEME VPC HLE RES , BFERETHILR
R4

X8

- %4 Amazon Machine Image AMIs)

« X% VPC im2h

- 28 VPC ImHHNEBERTERE RKE

- BREME VPC FESH

¥4#% Amazon Machine Image AMIs)

1. TEEMGKRME, EEEZREN VPC PEE , RES ERFREFTEGHKMENTAYL K MATELER
PR 4 2% 77 E o

2. M Amazon S3 KEFEEZEIA Amazon EC2 W EEE D EIM IAM BB,

a. BIfE https://console.aws.amazon.com/iam/ BIRX IAM £ &,
b. EAEYF , BEEIUAE,
c. EERNEANERERL

- EEENEREET , 2E AWS R,

- SHERBHEARG THEARS , BEEC2, RREET -,
d. HEFEFAL , BRTIFUBER , AREET -5 .

* AmazonS3ReadOnlyAccess

+ AmazonSSMManagedinstanceCore

» EC2InstanceProfileForimageBuilder

REFE VPC (EH) 22


https://research-engineering-studio-us-east-1.s3.amazonaws.com/releases/latest/res-installation-scripts.tar.gz
https://console.aws.amazon.com/iam/

#5EEE T2 Studio EREER

3.

e.

MEACEBANEL K RAREBEEUAG,

BY EC2 REEBERTH

a.
b.

C.

1£ BARX EC2 Image Builder 12 & https://console.aws.amazon.com/imagebuilder,
EEREERT , BBl REREEERYTH,
ERYHEEL  MATIFMEER

- SHETHEE | BEERE

- MERHFHMER , FRE

28 EREEE

Image operating system (OS) Linux

Compatible OS Versions Amazon Linux 2, RHELS, or RHEL9

Component name Enter a name such as: <research-
and-engineering-studio-inf
rastructure>

Component version We recommend starting with 1.0.0.

Description Optional user entry.

ERITHEEL , BEERNHRS.

. HEBMAEREXHRBZE , BFE tar.gz BRMEZR URI, #§ RES BHMY targz BRE
&= Amazon S3 #FATEE , YRR FITEBEERERMN URL

i. WATHEHR :

(® Note
AddEnvironmentVariables REAN , MREBEERBEETHPAIFEBR]
RIFEY , AU HEBR,
MRBELTE http_proxyH https_proxyREEZE , HIFEE
Yno_proxyB# , U E#ITEIREEAKEREM localhost, FITERPEE
BIP ik |, AR E VPC i H R

REME VPC (EA) 23


https://console.aws.amazon.com/imagebuilder
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# Copyright Amazon.com, Inc. or its affiliates. All Rights Reserved.

#

# Licensed under the Apache License, Version 2.0 (the "License"). You may
not use this file except in compliance

# with the License. A copy of the License is located at

#

# http://www.apache.org/licenses/LICENSE-2.0

#

# or in the 'license' file accompanying this file. This file is
distributed on an 'AS IS' BASIS, WITHOUT WARRANTIES

# OR CONDITIONS OF ANY KIND, express or implied. See the License for the
specific language governing permissions

# and limitations under the License.

name: research-and-engineering-studio-infrastructure

description: An RES EC2 Image Builder component to install required RES
software dependencies for infrastructure hosts.

schemaVersion: 1.0

parameters:
- AWSAccountID:
type: string
description: RES Environment AWS Account ID
- AWSRegion:
type: string
description: RES Environment AWS Region
phases:
- name: build
steps:
- name: DownloadRESInstallScripts
action: S3Download
onFailure: Abort
maxAttempts: 3
inputs:
- source: '<s3 tar.gz file uri>'
destination: '/root/bootstrap/res_dependencies/
res_dependencies.tar.gz'
expectedBucketOwner: '{{ AWSAccountID }}'
- name: RunInstallScript
action: ExecuteBash
onFailure: Abort
maxAttempts: 3
inputs:

REFE VPC (EH) 24
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ERAEER

- name:

action:

onFailure:

commands:

'cd /root/bootstrap/res_dependencies’
- 'tar -xf res_dependencies.tar.gz'
- 'cd all_dependencies'
- '/bin/bash install.sh’

AddEnvironmentVariables

ExecuteBash

Abort

maxAttempts: 3
inputs:

commands:

echo -e

http_proxy=http://<ip>:<port>
https_proxy=http://<ip>:<port>

no_proxy=127.0.0.1,169.254.169.254,169.254.170.2,1ocalhost,
res, {{ AWSRegion }}.vpce.amazonaws.com,

{{
{{
{{
{{
{{
{{
{{
{{
{{
{{
{{
{{
{{
{{
{{
{{
{{

AWSRegion
AWSRegion
AWSRegion
AWSRegion
AWSRegion
AWSRegion
AWSRegion
AWSRegion
AWSRegion
AWSRegion
AWSRegion
AWSRegion
AWSRegion
AWSRegion
AWSRegion
AWSRegion
AWSRegion

1.
13
1.
33
1.
33
1.
33
1.
33
1.
33
1.
33
1.
33
1.

amazonaws.
amazonaws.

.elb.amazonaws.com, s3.

com,s3.dualstack.
com,ec2.{{ AWSRegion }}.amazonaws.com,ec2.

api.aws,ec2messages.{{ AWSRegion }}.amazonaws.com,ssm.

amazonaws
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws

.Com, ssmmessages.

com, kms.

com, secretsmanager.

com, sqs.

com,elasticloadbalancing.

com,sns.{{ AWSRegion }}.amazonaws.com,logs.

.com, logs.

api.aws,elasticfilesystem.

amazonaws.
amazonaws.
amazonaws.
amazonaws.

com, fsx.{{ AWSRegion }}.amazonaws.com,dynamodb.
com,api.ecr.

com, .dkr.ecr.

com, kinesis.{{ AWSRegion }}.amazonaws.com, .data-

kinesis.{{ AWSRegion }}.amazonaws.com, .control-
kinesis.{{ AWSRegion }}.amazonaws.com,events.

{{
{{
{{
{{
{{

>

e.

AWSRegion
AWSRegion
AWSRegion
AWSRegion
AWSRegion

BERY T

1},
1},
1},
1},
1},

amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws

com, cloudformation.
com,sts.
com, application-autoscaling.

com,monitoring.{{ AWSRegion }}.amazonaws.com,ecs.
.com, .execute-api.{{ AWSRegion }}.amazonaws.com

" > Jetc/environment

REME VPC (EA)
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ERAEER

4. BURBGEERMEES.

a. EERVEFEEL, GBATIRE

-

Bl S RFAEEA

ERERE&

YT EERAERE

IS

iR

BEEE
EERR

SRR MRS

RS

B By AR A2 HE IR

EREEE

Enter an appropriate name
such as res-recipe-linux-x
86.

Enter a version, typically
starting with 1.0.0.

Add an optional descripti
on.

Select managed images.

Amazon Linux or Red Hat
Enterprise Linux (RHEL)

Quick start (Amazon-m
anaged)

Amazon Linux 2 x86, Red
Hat Enterprise Linux 8
x86, or Red Hat Enterprise
Linux 9 x86

Use latest available OS
version.

Keep everything in the
default settings, and make
sure T EEBHTERE

& SSM RIBFER is not
selected.

REME VPC (EA)

26



3R EE T2 Studio

ERAEER

- 28

TEE % TFRE 8RR

T BETH
RETH

b. BEEEVE.

5. BUREGEERERREARE,
a. HOREERT , REE#RREHER.
b. EEFEMEMREERE,

c. HEVERRBEREEL K @ATIAR:

- 28

— i =g
iR
IAM A&

EREEE

[root/bootstrap/re
s_dependencies

BEIWENTHEE

+ Amazon % : aws-cli-
version-2-linux

+ Amazon %% : amazon-
cloudwatch-agent-linux

- HIBHER : ZRIEIH
Amazon EC2 ti, A5#&
B AWS tRFE ID f1B &1
AWS EiF BMIE WAL,

S I68H

« Amazon 2% : simple-
boot-test-linux

EREEE

Enter an appropriate name
such as res-infra-linux-x86.

Add an optional descripti
on.

Select the |IAM role created
previously.

REME VPC (EA)
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=4 2% EREEB
AWS E /% HiTERBHE Choose t3.medium.

VPC., FHBEMLLEHE ERAFARBEREIRAN
fZH Amazon S3 ﬁﬁﬂ?ﬁﬂ
HBIE, IREEEEYT
S84, B|EbR Amazon
EC2 X#AMFEA TS AE
MEEEE

« VPC : EEVARERR
FEfBRERYAR[E] VPC, Lt

VPC &8 B 5 HERRAR
=ZH.
- EARA

« Type (¥EZ) : SSH
* Source (2KR) : BHET
« CIDR E# : 0.0.0.0/0
d. EEBRJVEBEHERE,
6. EIMHFH EC2 Image Builder Ei& :

a. BIEMRGEE K RRBERVREBEE
b. EEEEEFHMEARTRL  WANTARLEET - :
- EEARBNERAER
- HREEHRE , REEEFHHE AMI REEF | FREHEIEEFH.
c. HEEEFEEL, BEERARAERS  ARBALIRINESEE. BET -,
d. EEEMBEFEEL , BHERIERE  AREET I,

e. EEREMNGHEEERL  BREFHRENERGEHERE A ALTEINERRER
EER, BET—%,

f. EERSHREEEL, ABNREZRTIIER .

REME VPC (EA) 28
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- MHRGUAELEN RES RENVRMEEMNES , JE RES sefft ERMEBERR
ETHRBTER. ERARKERE  BHRESEM/EM EC2 Image Builder BRISHY R H E

M,
- MREVEAEZEREPEE RES , BANEFERYHNIMHRE , U ERRHEESE
o

g WEALKHEE A AREEEUEE
7. #4117 EC2 Image Builder Ei& :

a. RREEFEF , SKIWERNEEINEE,
b. BEEFBE K RREHITEE,

EETREEALN 45 2 ER —/MFH R EREIL AMI R,

8. FEEELEM AMIH AMIID , WA ERE & InfrastructureHostAMI 2 E /Y& A the section called
“H/:,EE% 1: E&E"’Elﬁlﬂ”o

RE VPC %

HELE RES YRABIERRE , AWS R FEEIENRLE TR, BLERE VPC inRb LR
VENFEE K MESLEARSERMERSLESR,

1. WRFEEARRERS  FEEAWS B FEATE VPC mEFE HREMNE T,
2. HEME A EEHZEN—ELE R,

AWS FR#% R¥s &8

Application Auto Scaling com.amazonaws.region.application-autoscaling
AWS CloudFormation com.amazonaws.region.cloudformation

Amazon CloudWatch com.amazonaws.region.monitoring

Amazon CloudWatch Logs com.amazonaws.region.logs

Amazon DynamoDB com.amazonaws.region.dynamodb ( EEREIRE )
Amazon EC2 com.amazonaws.region.ec2

REME VPC (EA) 29


https://docs.aws.amazon.com/vpc/latest/privatelink/create-interface-endpoint.html
https://docs.aws.amazon.com/autoscaling/application/userguide/application-auto-scaling-vpc-endpoints.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/cfn-vpce-bucketnames.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/cloudwatch-and-interface-VPC.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/cloudwatch-logs-and-interface-VPC.html
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/privatelink-interface-endpoints.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/interface-vpc-endpoints.html
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ERAEER

AWS BR#%

Amazon ECR

Amazon Elastic File System

Elastic Load Balancing

Amazon EventBridge

Amazon FSx

AWS Key Management Service

Amazon Kinesis Data Streams

AWS Lambda

Amazon Simple Storage Service

(Amazon S3)

AWS Secrets Manager

Amazon Elastic Container Service

Amazon SES

AWS Security Token Service

Amazon SNS

Amazon SQS

RIS A

com.amazonaws.region.ecr.api
com.amazonaws.region.ecr.dkr
com.amazonaws.region.elasticfilesystem
com.amazonaws.region.elasticloadbalancing
com.amazonaws.region.events
com.amazonaws.region.fsx
com.amazonaws.region.kms
com.amazonaws.region.kinesis-streams
com.amazonaws.region.lambda

com.amazonaws.region.s3 ( BEFEFRE RES FEIH
FEimH, )

fREHRIE PN B HEREFITBEZHEIN Amazon S3 It
HinZ, 2 M7FH Amazon Simple Storage Service It
H i B

com.amazonaws.region.secretsmanager
com.amazonaws.region.ecs

com.amazonaws.region.email-smtp ( %I ° @15
X, : use-1-az2, usel-az3, usel-az5, uswil-a
z2, usw2-az4, apne2-az4, cacl1-az3 # cac1-az4. )

com.amazonaws.region.sts
com.amazonaws.region.sns

com.amazonaws.regi on.sqgs
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https://docs.aws.amazon.com/AmazonECR/latest/userguide/vpc-endpoints.html
https://docs.aws.amazon.com/efs/latest/ug/efs-vpc-endpoints.html
https://docs.aws.amazon.com/elasticloadbalancing/latest/userguide/load-balancer-vpc-endpoints.html
https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-related-service-vpc.html
https://docs.aws.amazon.com/kms/latest/developerguide/kms-vpc-endpoint.html
https://docs.aws.amazon.com/streams/latest/dev/vpc.html
https://docs.aws.amazon.com/lambda/latest/dg/configuration-vpc-endpoints.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/privatelink-interface-endpoints.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/privatelink-interface-endpoints.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/privatelink-interface-endpoints.html#accessing-s3-interface-endpoints
https://docs.aws.amazon.com/AmazonS3/latest/userguide/privatelink-interface-endpoints.html#accessing-s3-interface-endpoints
https://docs.aws.amazon.com/secretsmanager/latest/userguide/vpc-endpoint-overview.html
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/Welcome.html
https://docs.aws.amazon.com/ses/latest/dg/send-email-set-up-vpc-endpoints.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_sts_vpce.html
https://docs.aws.amazon.com/sns/latest/dg/sns-vpc.html
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/SQSDeveloperGuide/sqs-internetwork-traffic-privacy.html#sqs-vpc-endpoints
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AWS BR#5 A% & %

AWS Systems Manager com.amazonaws.region.ec2messages

com.amazonaws.region.ssm

com.amazonaws.regi on.ssmmessages

HiRAB VPC iIm BB TERE R

EEHEFTE VPC HENRKEES |, B LE VPC WAE FRRFRERERRES. BHKEBTIL
B, R AWS B 0MATRN S HiRMHE | 11858 Research and Engineering Studio E8&FrEE
REFEVEN R IE R RER.

1. EHKAR RES HEM VPC 2B FHEERPRE Linux #ITERE,

« Linux &% — Amazon Linux 2 3 Amazon Linux 3

- %218 - x86

o BITEBER — 12 micro HEBIMA

- REFHE - 1£0.0.0.0/0 EE#E 3128 L&Y TCP
2. EREFTERIURERNERRES.

BRI http E 4R,
b. AFFRATEMEETRKERETFESE

o

» .amazonaws.com (EAR—#K& AWS R )
- .amazoncognito.com ( EAM Amazon Cognito)
- .awsapps.com ( EAMR Identity Center)
- .signin.aws ( BAR Identity Center)
- .amazonaws-us-gov.com ( B Gov Cloud)
c. IEEBPEHMER,
d. RAALRENEMRKER.
e. mARREMMRFEREN PORT,
3. BRELHNEBARUATFIREMAERES.

a. BIfE VPC x4 , BAlEHARNERREIMN VDI THEYFRERIEH R,
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https://docs.aws.amazon.com/systems-manager/latest/userguide/sysman-setting-up-vpc.html

M T Studio ERERER
b. WMEXRAHRK, UAFEEAERNTIANTRPEINRERRSEHTER.
c. HHLEAREMRRM/NVDIs WA FHEE (ERBEREN) NEBER , BTHERE,

4. EHAEMRSE EC2 ATHEENZ 3 E  YRAREAFREMRKFERZ PORT ENEA
TCP E#R,

REME VPC HESH

£ Hthe section called “EE 1 : MEBIEmR” , BWEETE AWS CloudFormation S8R ABESE., 8
BURRRARE T ISR, AR HEINEMZRENLE VPC,
28 A
InfrastructureHostAMI Use the infrastructure AMI ID created in the
section called “%4@ Amazon Machine Image
AMIs)”.
IsLoadBalancerinternetFacing Set to false.
LoadBalancerSubnets Choose private subnets without internet access.
InfrastructureHostSubnets Choose private subnets without internet access.
VdiSubnets Choose private subnets without internet access.
ClientlP You can choose your VPC CIDR to allow

access for all VPC IP addresses.

HttpProxy Example: http://10.1.2.3:123
HttpsProxy Example: http://10.1.2.3:123
NoProxy 6l -

127.0.0.1,169.254.169.254,169.254.17
©.2,localhost,us-east-1.res,us-east-
1.vpce.amazonaws.com,us-east-1.elb.a
mazonaws.com,s3.us-east-1.amazonaws.
com,s3.dualstack.us-east-1.amazonaws
.com,ec2.us-east-1.amazonaws.com, ec2
.us-east-1.api.aws,ec2messages.us-ea
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ERAEER

B8

EUNEEIR

A

st-1.amazonaws.com,ssm.us-east-1.ama
zonaws.com, ssmmessages.us-east-1.ama
zonaws.com, kms.us-east-1.amazonaws.c
om,secretsmanager.us-east-1.amazonaw
s.com,sqs.us-east-1.amazonaws.com, el
asticloadbalancing.us-east-1.amazona
ws.com,sns.us-east-1.amazonaws.com, 1l
0gs.us-east-1.amazonaws.com,logs.us-
east-1l.api.aws,elasticfilesystem.us-
east-1.amazonaws.com,fsx.us-east-1.a
mazonaws.com,dynamodb.us-east-1.amaz
onaws.com,api.ecr.us-east-1.amazonaw
s.com, .dkr.ecr.us-east-1.amazonaws.c
om,kinesis.us-east-1.amazonaws.com, .
data-kinesis.us-east-1.amazonaws.com
, .control-kinesis.us-east-1.amazonaw
s.com,events.us-east-1.amazonaws.com
,cloudformation.us-east-1.amazonaws.
com,sts.us-east-1.amazonaws.com, appl
ication-autoscaling.us-east-1.amazon
aws.com,monitoring.us-east-1.amazona
ws.com,ecs.us-east-1.amazonaws.com, .
execute-api.us-east-1.amazonaws.com

It CloudFormation B2 VB, FEFHR. (EFAPEHNBEHEE (WREH
PortalDomainName), &X4EHERIELNIBER , TEHEER.

IERLAEBRE 2B T S 5 S A,

EREEERE : 4 40-90 piE

1. & A AWS Management Console , Y7 https : //https://console.aws.amazon.com/
cloudformation B3R AWS CloudFormation 2 &

BIUNDEIR
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https://s3.amazonaws.com/aws-hpc-recipes/main/recipes/res/res_demo_env/assets/bi.yaml
https://console.aws.amazon.com/cloudformation/
https://console.aws.amazon.com/cloudformation/
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® Note
RIEELEEERREF,

2. E EBATME &7,

MREBERE AWS GovCloud ( XBEIFESES ) BHHEE , 557E GovCloud 7 &l [EIRF P REE &8
7, GovCloud

3. WMAEHAZHY

25 FEER iR
DomainName corp.res.com RARER B sk,

RESERESIEFEH
EWLDIFERTRRRM, W
REREFEAERERE
i EREATERE. B
E8FEHE, FEMLREE
BILDIFWEER. ETEER
& AR Active Directory EJ#3

13,
SubDomain ( R B HREEETAER ,
GovCloud) {B¥ A GovCloud [Bi8 A &
=,

R R MH SubDomain , 8l
SHEERMMN DomainNam
e B, MM Active
Directory #1B & B & F
.

AdminPassword Active Directory B2 S &
B (EAES®B Admin). Itk
EREEEVRSISEBENE
A BE&HFEN , 2EBTEHE
Ao
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https://console.aws.amazon.com/cloudformation/home?region=us-east-1#/stacks/quickcreate?templateURL=https://s3.amazonaws.com/aws-hpc-recipes/main/recipes/res/res_demo_env/assets/bi.yaml
https://console.amazonaws-us-gov.com/cloudformation/home?region=us-gov-west-1#/stacks/quickcreate?templateURL=https://s3.amazonaws.com/aws-hpc-recipes/main/recipes/res/res_demo_env/assets/bi.yaml
https://console.amazonaws-us-gov.com/cloudformation/home?region=us-gov-west-1#/stacks/quickcreate?templateURL=https://s3.amazonaws.com/aws-hpc-recipes/main/recipes/res/res_demo_env/assets/bi.yaml
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EAEE

M

B8 i

Xa

ServiceAccountPassword

=

iRy

iR

BEE BRI
= (1) FEXFER , (2
BRILBSWEHZ AWS
WM ARN{"passwor
d":"somepassword"}

o

AR WEAENBBLAR
4 Active Directory K 1518
HMMER,

FAZREE L AR I IR P Y 2515
(ReadOnlyUser ). LLiRF
ARELRE,

BE . WACEX T
= (1) HXFEBR (2) 1%
LR ER/IEHZ AWS
WM ARN{"passwor
d":"somepassword"}

o

AE  WERAENZRLER
& Active Directory B B i51E
HMEER,

£/ SSH R FimiEEEE
1T{ERE .

AEE : AWS Systems
Manager Session Manager
WAL A RERERITER.
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https://learn.microsoft.com/en-us/windows/security/threat-protection/security-policy-settings/password-must-meet-complexity-requirements
https://learn.microsoft.com/en-us/windows/security/threat-protection/security-policy-settings/password-must-meet-complexity-requirements
https://learn.microsoft.com/en-us/windows/security/threat-protection/security-policy-settings/password-must-meet-complexity-requirements
https://learn.microsoft.com/en-us/windows/security/threat-protection/security-policy-settings/password-must-meet-complexity-requirements
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EAEE

M

B8

LDIFS3Path

ClientlpCidr

ClientPrefixList

EnvironmentName

faRR

aws-hpc-recipes/ma
in/recipes/res/res

_demo_env/assets/r

es.ldif

res-[environment
name ]

iR

£ Active Directory & EH#I 5|
SRR AR E AR LDIF 2
M Amazon S3 B, N
RHMEA , BB LDIF
Support, 2 & LE

%* ; &gxa;ﬁ Actlve

Directory F % 37 21 {£ F
&

EERAER A F2H
GitHub AT res.Idif 18
3o

B P EEELRY 1P i
o, Hlg0 , A LUEEY IP
iyt , G{EAH [IPADDRES
S1/32 EARFFREEER.
BRI LB R IE,

WAFRRENRHKHERS
B EEMMNEN. NFER
UREFERENEA , 2
REAEFZEFHEE.

&R PortalDom
ainName #Eft , LBEE
ﬁ%ﬂ%#‘%ﬁ%ﬁfgiéiﬂ’ﬂw

, UMBEEREFEH, E
%EHAE_L RES # BB F
FA#WEnvironmentName 2
B, MREBEERFPHES
ERE K ESLEBERE—MN,
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https://github.com/aws-samples/aws-hpc-recipes/blob/main/recipes/dir/demo_managed_ad/README.md#ldif-support
https://github.com/aws-samples/aws-hpc-recipes/blob/main/recipes/dir/demo_managed_ad/README.md#ldif-support
https://github.com/aws-samples/aws-hpc-recipes/blob/main/recipes/res/res_demo_env/assets/res.ldif
https://github.com/aws-samples/aws-hpc-recipes/blob/main/recipes/res/res_demo_env/assets/res.ldif
https://docs.aws.amazon.com/vpc/latest/userguide/working-with-managed-prefix-lists.html
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ERAEER

B8 i

Xa

PortalDomainName

4. FEFSIIBERMATAREGR K RREBFEIUMEE,

TEB1 . BRBESR
FEK RSB Y step-by-stepiR B |, BREN A ERITEEZLHKRS,
EREBER : 460 DiE

B\ EHB2a FTHEEMRMW CloudFormation 28,

MREEEE in AWS GovCloud ( EEAEP ) , BEALLEAE,

iR

¥ GovCloud H& , 2@
ALBE, BRINZEREL
FRGEHEFBHEILN,

¥R 5 4£ Amazon Route 53
WA, MREMLD
g, AIFELEY FENER
B MIER AWS Secrets
Manager. MIREEED
WARE AR LS8
EnvironmentName #JLA{R

[~ las
EE/IL' o

res-stack - FEALLEAMBERNAAAABRBN TH, RREESEHE RES TEHBNF DBE,. Al

iR M E IR ER.

@ Note

AWS CloudFormation R 2% AWS Cloud Development Kit (AWS CDK) (AWS CDK) &

fEEIH

AWS CloudFormation Ei8 &7 AWS B L EB¥ Research and Engineering Studio AWS Eif, &%

AXTELERGMSE , TRREHEER,

SR BMBER
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https://research-engineering-studio-us-east-1.s3.amazonaws.com/releases/latest/ResearchAndEngineeringStudio.template.json
https://research-engineering-studio-us-gov-west-1.s3.us-gov-west-1.amazonaws.com/releases/latest/ResearchAndEngineeringStudio.template.json
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1.

E A AWS Management Console Y 7E https : //https://console.aws.amazon.com/cloudformation
BARX AWS CloudFormation &,

M

EEEBE in AWS GovCloud ( EEIFESR ) , BREILLE A,

RIBFE  SASEXBRS (HSFEZILE ) EEME, EEETREN PREBERTR AWS
B, FEAEREAEEI PN ERERER,

® Note
WEmEA Amazon Cognito fR% , B Bl AREME PIRM AWS BE, BXEEAFEH
Amazon Cognito AWS [EiF ¥ PREILLER. WEREFENSEHTRAY , F28 AWS
[E315 al Services Listo

HSET  RALEREANZY  IRFEBR. REHETABCARER , BT REINE
BERHERNE RS RERPRIELSZH,

28 FEER iR
EnvironmentName #res-demo# REt4E RES IRIBHME—F

B, HEAres-, RETHE
B11EFExT, BFEREF
&,

AdministratorEmail FRETHNEmMIXENEFH
ik, MRBERDEKE
—BAEBSRE , KEAED
SREFEIREBEERAE,

InfrastructureHostAMI ami-###HEH# I (A ) BaRHEAR
FRIEERR MM BT
AMI ID, BHIZEROSesA
Amazon Linux 2, RHELS
RHEL9, MFEFHMENR , 3B
2B %% Amazon Machine

Image AMis),
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https://console.aws.amazon.com/cloudformation/
https://console.aws.amazon.com/cloudformation/home?region=us-east-1#/stacks/quickcreate?templateURL=https://research-engineering-studio-us-east-1.s3.amazonaws.com/releases/latest/ResearchAndEngineeringStudio.template.json
https://console.amazonaws-us-gov.com/cloudformation/home?region=us-gov-west-1#/stacks/quickcreate?templateURL=https://research-engineering-studio-us-gov-west-1.s3.us-gov-west-1.amazonaws.com/releases/latest/ResearchAndEngineeringStudio.template.json
https://aws.amazon.com/about-aws/global-infrastructure/regional-product-services/
https://aws.amazon.com/about-aws/global-infrastructure/regional-product-services/
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ERAEER

B8

SSHKeyPair

ClientIP

ClientPrefixList

IAMPermissionBoundary

Vpcld

IsLoadBalancerinternetFacin
g

LoadBalancerSubnets

Xx.x.x.0/24 = x. x.x.0/32

iR

RAREREERFEEENE
WY,

|P i 11t &5 28 R {4 & PR I B 3R
R ERR, BUUERBE2R
E T ClientlpCidr,

(R ) ARAFFEEFIE
2R Web Ul 1 SSH
B IPs REZEFEFE,

(EA ) BULRHBIER
K ARN , BURBEMAFTH
RPREEE RES HEMYHFT
ARG, MFFAESR  F2
BYEXE B &I 5T A PR

YT ERAREBH VPC ID,

ZEY true LAZBEHE @I BMRB
BHERTESE (ARTE
BREENETFHEE ). BRE
ERFIFEBRERFINITE
FEIEHY falseo

ERHFERSRBNTET
AEZF , ZBREDWETFH
B, HREERBIERAR
FHHNEE  HENLE T
B, HREERREEFIN
E  FENLE MK, W
SRONER B HE R 2 NI R R
, mENFTEEEUMNIER.

SR BMBER
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ERAEER

B8

InfrastructureHostSubnets

VdiSubnets

ActiveDirectoryName

ADShortName

LDAP E##

LDAPConnectionURI

ServiceAccountCred
entialsSecretArn

UsersOU

corp.res.com

corp

DC=corp,DC=res,DC=
com

iR

FEERRE T EEREBNTE
AAEEF , EINEDHETL
BT, MRNDEEEDR
ByEBmE , FEINAEE
BIYMNEE,

£ VDI ST ERA BB T
B AEES , ENEDRHE
B TR, WRINEDEEME
BEVEBME , FRENAR
BEEUMNIERR.

ERH B &HIBE. EAEE
REAOBELERER.

ERFEENEEETE, Et
785 NetBIOS £,

LDAP B &+ E# 1 LDAP
B

Al E A B #EY EHEE AR
FEME— |dap : // BB, W
RIGFEATER AD REZEH
BN EIR , BIAAER

Idap : //corp.res.coms,

REWE ARN , HFEE
Active Directory ServiceAc
count EAFEWFEHE BB
S , A username :
password key/value ¥{,

AD A& E LR E M &RV AR
BV,

SR BMBER
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B B4 HiR

GroupsOU AD WA REZ 2 BHER B EE
fiZo

SudoersGroupName RESAdministrators Sl HposhERE
RFEN1T1E 88 £ EBsudoer 7
BENMEERE , URkE
RES tEEEEEFEEN
FIEfERE,

ComputersOU AD W#LTEIREAS I A By AR 8
B,

DomainTLSCertifica (2R ) REAE TLS BF

teSecretARN W3 ARN , SARUAEE AD B9

EnableLdaplDMapping

DisableADJoin False

ServiceAccountUserDN

SharedHomeFilesystemID

TLS B

SRZE UID 1 GID #7152 H
SSSD E4& , ERFEM AD 12
HEEET. %A True LIEH
SSSD E4£/ UID M GID ,
;EXA False BAER AD 12
f#t#) UID M GID, FERZH
BT , LBEEREES
Trueo

ZEHRHIE Linux =N B 8
e B EEA True, &
A , BR S False WTEERER

Eo

£ B SFRRURBIRFERE
K ##5I& % (DN)o

AR Linux VDI ¥ A E
ERERFKEM EFS ID,

SR BMBER
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B8 i iR

Xa

CustomDomainNamefo (iEFH ) Web AO#EM AR
rWebApp R RFE Web S0 ELEMN F
B,

CustomDomainNameforVDI (iEA ) Web ADO#M AR
RMERHK VDI Zp0EEH T
B,

ACMCertificateARNf (ER ) EATAERERER ,

orWebApp EmE MBI amazonaws
.com F5EE Web FEARE
Ro BAUERETREE
BB, MREHLET HE
{EATER , IEAEEEY
BIR , A LATE res-bi B
e PR B ER. RE
.—:%EZ% Web ERARXELR
&, B2 HEEE.

CertificateSecretARNforVDI (i#A ) It ARN RBE/HE
Web A OB AEREHL
BRE, MELHEBEBIE
ERFEAOMPLBHEE
BT LAE res-bi HEE R H
R EBTHRIELE,

PrivateKeySecretARNforVDI (#A ) It ARN BE/HE
Web AOB@LBENLESE
. MRZABEBILABER
REAOPLEFEE , B9
LAE res-bi By & 3R 5|
BRTRIE,

5. iZIZE Create stack (BRI HB) LI BHE

SB1 . BRBER 42
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& O] LATEARRERRHY AWS CloudFormation £ A HREHEENRE, BREZEE KL 60 pERKE
CREATE_COMPLETE #R&E,

TER2: B—IREA

EmERNEINENIRFR , EERITEEAERNETBN. £ URL ZEALNIRS , W AHA
ERAERETER,

E—RBAE , BALUE Web AOMBILHERTE SRELLEZ S SSO #ERE., MENBRBREET , &
20 HEEM., AR , clusteradmin R HIKEIRS — S LUFEHATCREBEVER , WKFERAE
RPFEXEEREREELER , cEEZETERGBHESRIBEME.
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EHEm

Research and Engineering Studio (RES) EMEEMEmMN B ZE , BURRIRAEH R EEEMER
EEW,

RES A BHIAERNRAERH LR, TBRAEAFNA , RERAERFZZNEFR. B
M, 2024.01 lREM 2024 &£ 1 ARITATERA ; 2024.01.01 IRBZRAVREREER,

ES |
- FEREEH
« RERAERH

EERAER

Research and Engineering Studio fEARBRZER EHH RES RIREBRERHN , MAFEXE
MIRBEERE,. BEAUUFEAKEFRRAIBNREBRENES , ARBMASERE,

B EERARIMRAN RES EXMEAVIRER

1. BIBHIREMNMREE, 5528 the section called “Z I REE”,

2. FRAFMAEFRIE RES, FHZH the section called “FTEE 1 : BB ER",
3. BRBEAZTCEHWIRIE, 520 the section called “E F1RER",

4. BRBAIEERRBCHRIEBBRETIRE.,

NN

BN RESHAERAEN , FTEEHMNTE, SULUEHREMN RES HE S EEFHE AWS
CloudFormation &4, ZFZF # AWS CloudFormation Z8i , %% T HEl RES RIEBMMA, &
A] LA S35 Y R 5B 3% B AR A 4R 5%

{530 : "Description": "RES_2024.1"
EEETRERAER

1. £ P TERHFH AWS CloudFormation &i45the section called “45EE 1 : BREIE TR,

2. ¥ https : //https://console.aws.amazon.com/cloudformation BiEX AWS CloudFormation &,

FERAERH 44


https://console.aws.amazon.com/cloudformation/
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& Stacks A , ERWIBMFEHE, CEKETRA <stack-name>,
EEFEH,
EEEK B RTE A,

&+ ¥ Template source (EZAIR) , ##F Upload a template file (L EEAER),
BEREERY FEETHNER,

EEEHBHMEAL  BET Y. ELEEEFHZE.

EREHEBREL BET -5,

10. fE#B9 <stack-name> B , BIEER,

© © N o 0 kW
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BREZEEM

AT LA AWS Management Console S £ AWS 7 i LR BRZ % Research and Engineering
Studio AWS Command Line Interface. &8 F EhMiBRItZE R LB Amazon Simple
Storage Service (Amazon S3) EZiTE. NMRELEREERBNER , LERT 2B BHMER

<EnvironmentName>-shared-storage-security-group.

£ AWS Management Console

1. & A AWS CloudFormation 2 &,
2. EEEE L BRI ERNZEME,
3. B#IE MBR

£ AWS Command Line Interface

Y| AWS Command Line Interface (AWS CLI) REEZNREF T, MEFERERA , F2HE
AWS CLI fER & 1B FHTELE AWS Command Line Interface, fEfERR AWS CLI AT A BREE
HEERN BEPNEEBIIRFZ2E , BRI IG5,

$ aws cloudformation delete-stack --stack-name <RES-stack-name>

fifl Br shared-storage-security-group

/A Warning
EmFARESRELBERRE , UBLEAEER, NREZEMREZ S EFHEMARABRESR
Rt EERBERARBENEMNERREXRAMER, BREHEOERNTEEREFTEREGTNE
£EHE.

1. & A AWS Management Console , ¥¢7E https://console.aws.amazon.com/efs/ : // BIRX Amazon
EFS £ &,

2. MIBRER FERAEAY T A R RM<RES-stack-name>-shared-storage-security-group., =™
&, BUUKBELERRMRENERGS —BLL8E , IHEEER,
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https://console.aws.amazon.com/cloudformation/home
https://docs.aws.amazon.com/cli/latest/userguide/cli-chap-welcome.html
https://console.aws.amazon.com/efs/
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3. &EAAWS Management Console , 7 https://console.aws.amazon.com/ec?/ : // BIRL Amazon
EC2 EE f= =} IZ o

4. MBR<RES-stack-name>-shared-storage-security-group.

I B& Amazon S3 FE1ZETEE

IR IEREMBER AWS CloudFormation BB IEZNERIER  HERSREAREBEREILMN
Amazon S3 FFITR (ARTEEENAEBEFHE ). BREZEERE K NRETEEREBER &
AT AF EMIBRILL S3 FEFETEE, FBAKRR T SIS BRMIBR Amazon S3 REETER,

1. BEAAWS Management Console , I 7E https : //https://console.aws.amazon.com/s3/ BERX
Amazon S3 £ &,

BEEKFH ChooseBuckets,

# % S3 fffEstack-namebrHg,

BEEUE{E Amazon S3 fFETRE  AREEZH, KX ARTEEEARETE,
BHE S3 RETFATRE | AREBRBEMIBR,

o ~ w0 b

ZESH MKk S3 REFEE AWSCL, FHITTHHS :

$ aws s3 rb s3://<bucket-name> --force

® Note
--force I EBEEHRNEANWREETE,

M Amazon S3 fE1FETEE 47


https://console.aws.amazon.com/ec2/
https://console.aws.amazon.com/s3/
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HHRETE

AR ERmARMERIEEHTBENIE R , RPMMAE—FSBETIHE AWS Em LK Research and

Engineering Studio 4,

ES- |
- BRERE

- BY 781
« B3 ACM BFE

* Amazon CloudWatch Logs
- REHFARR
« XX RES Fi#& AMIs

SoEE

Research and Engineering Studio AJ AT SAML 2.0 B S piRfitE, ZEFEA Amazon
Cognito AREMFEHEBE K , LAFEAEZEEARE Cognito FAE S 2K Web A OMHBILH Linux
# VDIs , 5528 5%E Amazon Cognito A&, MREMEHIHEEERFETEIER IAM Identity Center
¥ RES , 2/ #/ IAM Ildentity Center 5% E&E —& A (SSO), MREEFEHZH SAML 2.0 HEF
PRME | BESE AE—EA (SSO) RELN E S RMEE,

&
« 5%%E Amazon Cognito £ #&

+ Active Directory [E

+ {5 IAM Identity Center 2 E8E —& A (SSO)
- RE—BA (SSO) RELN G piRME

- REEBENRE

5% E Amazon Cognito EA &

2 EE T2 Studio (RES) AEEA$ Amazon Cognito ;REAREFEAE B, EEFERAEMFEH
Amazon Cognito fEF & & 75 & A Web AO#IEA Linux & VDIs, BEEALE AWS iR AFEH

BoEE 48
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csv BRKZEERAEEAERAERE. WEARECAEEANFHEN , 2B (Amazon Cognito
FEABER) PR CSVEXZSHEAEEAEAEEE, RES XERKFEMA Amazon Cognito &R
4+ fEAE B %M SSO.

EERE

BB RESBEE , £ERTE RES BELUER Amazon Cognito #iABFERAEEH% , BEURBEE
BEEEFNN S 2 EEEE EYI#MEH Amazon Cognito #AEAE B #iLiE, EEANEAEHTH
m, BYEEEEE LN EREBTEMIR,

FREEREPEMEA

MREBRAEAEEREM , BV AFEHERE Web ERARENK URL, EH0E , FHESKRIE
NETRMEAENRE ? FLHEEMR.

HMRE

BFETREMAENERE ? ANGERELEER , MAAREFBANBRBREL 1RF,

HEMRES  RASEREAEWAETEHFPRINBRIR , AxKEMREF.

MREAEREM , FAEKTSEIFTMES. EEB LA RES /3K Amazon Cognito FEEE
FRHE. (F2E (Amazon Cognito BB AEER) PHUAEEESHEUFEAERF. )

BEARMRE

AR EFRUA SSO M Amazon Cognito , RIS B /REAER SSO BEANIEE, EFEMAEE - THRE
B, CEREEMKRHELR SSO B AHE. RIFERK , MRAA Amazon Cognito , EAEMEHELT
D BRE,

BR 1

« &K Amazon Cognito FEEBRZUEANEFT ; REZPNEFH,

Amazon Cognito &% 5% E 49


https://docs.aws.amazon.com/cognito/latest/developerguide/cognito-user-pools-using-import-tool.html
https://docs.aws.amazon.com/cognito/latest/developerguide/how-to-create-user-accounts.html

WFRE TR Studio EREER
 Amazon Cognito &M 75T R 8 £ 5 48 [5 52 A & & BB 1[5 48 13 i 31k B9 B 7 B4tk

- MREERA Active Directory 1 Amazon Cognito , BRMREABNEENEHERTE , AERH
Active Directory fEFlEH]TH P 5FE. EEEEKEI R , TERE Amazon Cognito B2H Active
Directory 2N ERERE LB,

« Cognito 1 F & i E LR E Windows # VDIsE A& RES 7% Windows #1T{EEE A Amazon
Cognito B & 7 E& &%,

EEZ

RES #/IMNFE1E Amazon Cognito BIZHER ERFEMENEHEET. BRARE "EE8, NEME
RE#EEH VDIs H¥E15 sudo #R.

&t AT LAfE Lambda =R & FBREIFD.
FERBRIERF :

1. BARK Lambda E# A&,

2. #3 Cognito % Lambda, It Lambda BELkGHEIE
$5 - {RES_ENVIRONMENT_NAME}_cognito-sync-lambda,

3. EEUAIE.
4. EANESBHERTD  EREALANIRERE. SAAXEALEFEE,

Cognito HEZ£ZE

£ 2024.12 fRA 281 , AR S EUA B Amazon Cognito Plus 5t EIhRE— S0 W FEFH & ZE 8. K
MREERBHBRUMIER  ALEEZER RESHEFHERS, BuREEZEHMALLIIEE | URF
SHEBNERELLSHRTE.

Active Directory [@5

PITHIAARE

ZHHIE | B2 Active Directory (AD) #HEERIFTE CFN ZE#2EZAM,

MRZkE®R K EEEFULUESSEEEME MY RES Web A AR siimE AD 5 :

Active Directory B2 50


https://console.aws.amazon.com/lambda
https://docs.aws.amazon.com/cognito/latest/developerguide/feature-plans-features-plus.html

#5EEE T2 Studio EREER

EEESRLUEBHNEREEHENFEGREE  FEERSNEAERTE, HERESFER
LDAP EnZE{RAFE L. EHIERERMAA

(sAMAccountname=<user>)

HRAITRREIREMEMIE ARN (I ServiceAccountCredentialsSecretArnsl
DomainTLSCertificateSecretArn) , FHL4H# THEBIHMIEBE RES W% , UESERREE
EFHE -

- £#8 : res:EnvironmentName , fE : <your RES environment name>

- &8 : res:ModuleName , {§ : directoryservice

Web A O#BuEFREEM AD HEFHEBLET —XHEN AD IS HEEBHHE (BNE), FHE
AREEEREETE AD HREEEHRE SSO ( Hlin , MRENIRBFEH AD).

WA FEITREZ (2024.12 REFHIRA )

Active Directory R #2721 Cluster Manager AZ E#B EH R K — X% Amazon Elastic Container
Service (ECS) £, BFRHEAB/PMEHIT IR , B ME<res-environment-name>-ad-
sync-cluster# &£ TH Amazon ECS E#AFHREFITHH ECS E7-

EEFBRET :

1. BEZE Lambda TEAWESHEA # lambda<res-environment>-scheduled-ad-synco
2. BB Lambda B#3E A1 2RI
3. HEEHJISONH , WATHIER :

{
"detail-type": "Scheduled Event"
}
4. EEAH.

5. & CloudWatch TEE#1TH AD Sync M B - BiEE#H > <environment-name>/ad-
sync. BB BEHITH ECS EHKM B, BIGEHH LURE B,

Active Directory B2 51


https://ldap.com/ldap-filters/
https://console.aws.amazon.com/lambda

#5EEE T2 Studio EREER

® Note

- MREBE AD SHIFE AD GEFY , RES SHERENEENEENSH , XBR
FRIEELS ETBERE LDAP BEZ=EHHNERE.

« RES #EBRIBDEMGERNERE FE. ELARERTBERMERE & RES #RIRR
R ERAEF o

SSO #H#E

Rt AD HHRER  FAELEAREE—F A (SSO), THELL AD EAES 5 E A RES Web A D48
Yho SSO MEER-—RFREEHEBENNSIEEREE. WHERE SSO WFHMEN , F2H 55 E
H,

£ IAM Identity Center 5 EE —& A (SSO)

MRBRREEZTZE Active Directory WG D H O, B BRI E1 . BEESDF L. MREEE
E2ZE Active Directory BN EDH L , B BBRIBE 2 EEEFDF D,

(® Note

MREZILEE AWS GovCloud ( EBIFEEP ) EiE , F5E AWS GovCloud (US) &
Research and Engineering Studio #9473 Z|[E#RF R E SSO,

TR REFSDHO
B 1AM Identity Center

1. & A AWS ldentity and Access Management 24,

2. BARK Identity Center,

3. BEERMA.

4. BREMEMA BUA AWS Organizations,
5. EEHEE,

& A IAM Identity Center %7 SSO 52


https://console.aws.amazon.com/iam

#5EEE T2 Studio EREER

(@ Note
ERELMVREEZE Active Directory KR [EiF,

#& 1AM Identity Center E#RZE 2 & Active Directory

A 1AM Identity Center 2% , BERATEBHNRES R -
1. EEBEBEED , BERE,

2. EEFPRRT , BEDE , AREEEES IR,
3. ERBBR&KT , ENENA %,

4. BET-%,

5. REIEWEEACCEPT , RBEMBDARPEA
6. EEEFEFHXRIR,

AEERENFERS R & 5 i

£ RATIAEERE IAM Identity Center SE#RZE 2 E Active Directory5E i # , IR ZEHERER.

1. HERFREED  ZERKSIERE,

2. RREBMERHT  BET-F,

3. EEREERT A WALERSNERE.

4. BEWHE

5. EET—F,

6. RELHEE ARREEFEFAR.

7. ESEFURFEELSENKE, NREBINEECLAERFRINEESTALS  FREEERS,
RRAERE

1. RIEERAF | BEFERSE,
2. EREREAHRAREIEN (FHE).
3. RERACFAERE.

& A IAM Identity Center %7 SSO 53
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ERAEER

T2 EREFTHO
£ IAM Identity Center FEREEARER

1. BABX IAM Identity Center £#2 A&,

iZ1Z Applications (FEARE),

EEHEEAREN,

ERERFRET  EERERERENEARAER,
EEARENERET | &8 SAML 2.0,

BET-%,

WACEFANETREBANHER,

© N o o bk~ w0 DN

a. EREEET , BEE-KRHE,
b. EWMETREERSIRR.
c. HE-BAT, £EK3 SAML E#E[ URL.

11. AR SAML BRT , @ A Amazon Cognito URN,

EEET umn ;

a. 1 RES AOMUABR—RRERTE.
b. EHTRHERSIFRET , KEERAELRE ID,
c. BERAELREIDFERWUFS

urn:amazon:cognito:sp:<user_pool_id>

12. B A Amazon Cognito URN 2% , SBiBIZERER,

RERAEN Y EBERS

1. 1€ Identity Center FRAFTE L EABRXNFHEA,
2. EEDE, AREBERFEBEMS,

£ IAM Identity Center FREE R T , S IAM Identity Center SAML & RIE R ERE, FH
RES A O#LERTE IAM Identity Center B | IBASEEIIER,

9. HEEARIBMT , B ALNWEARERXEE URL, #Il <your-portal-domain>/sso.
10. EEABERX ACSURL T, #f RES AOMRLM AEHE M URL, EESHKIIER :

& A IAM Identity Center %7 SSO
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https://console.aws.amazon.com/singlesignon/

3R EE T2 Studio

ERAEER

EEET , WA ${user:email},

ERRT , ##F emailAddress.

B EATEE MRS,

HEEAEAPHNERAEEMT WA "EFEM4. .

7 1AM Identity Center Rt FRERFEREBENRHAT , @A ${user:email},
ERAT , @A "REE. .

© © N o o b~ ©

£ 1AM Identity Center FASERAEFNBERARER

1. 1% Identity Center FARAFFEZ L ERARBERANIEREAE K RBBEBRREASE,
2. EBERLEREREAEXNTFIENFERE,
3. I#JE Assign users (EERFEAE).

£ RES IRIFEHERE IAM Identity Center

1. ERREETHHEMIRE Studio :REFP , B—KRERE
FRE 7 RRMHERIER.

EE-BAT , BEEHEE (RE3ZE ),
ERATIERERTRE :

A w0 D

a. 1E#E SAML,
b. ERMHELEBT A BWACEREILTNER.
c. EEWAPEERHImR URL,
d. HALE HEERM URLTE IAM Identity Center iR EFEARE,
e. ERMESFHHEMET , WA 'email.
f. BEEX,
5. ENfEEREEEYKRERERSERACEA

& A IAM Identity Center %7 SSO
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HZREE TR Studio EREEmR
AE—F A (SSO) RELN G niRftE

Research and Engineering Studio 8{F{i] SAML 2.0 B2 ERE , LUBRBFEHEY RES A0
W EEL, LS RIEMELEIEN SAML 2.0 S REHEBRENIETR, NREBEMEA IAM Identity
Center , 5526 £/ IAM Identity Center X EE —& A (SSO).

(® Note

FRAENETBHLARS IDP SAML BB H Active Directory, BEEH 5 712 EH Active
Directory ##% , Y EHRSEAE,

F&E

- BRELNSSRHEE

- FE RES AFEALZNE S RME

- EFLEERBPRELNE D RME
. {585 SAML IdP F9f&

RELN G DRMEE
AERUEBREGDIREENSE , HHhEERKE RES Amazon Cognito EH&EEENE A

1. RES RE&4&HE —{& AD (AWS ZE AD S B RME AD) , HEAE S D AFFFEH RES AOMHLE
R, BENAD EEZLN SO RBREE  YRSEAESD. REFJVREENS , UTH
WMMERE AD MRS HERAES D, Hlan, FFSEAWS IAM Identity Center ( FER&EIERE) FHER
Active Directory #8582 KR

2. BN G5 1RHEE (IdP) 54 RES 2E SAML 2.0 EAREN, HEERZEETISH

- SAML E#TE [ URL — IdP AREix SAML 2.0 BIEMRRIER A FE R URL.

® Note
BIR IdP , SAML E#E [ URL AR BTN AT .
- FEAEXN URL
- BHHEER (ACS) URL
+ ACS POST % URL

£ SSO RELM B HIRME 56


https://docs.aws.amazon.com/singlesignon/latest/userguide/gs-ad.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/gs-ad.html

#5EEE T2 Studio EREER

3.

4.

HEHS URL

1. LIEHEE clusteradmin 9% A RES,
2. EEFRIETIE 5 —RRTE > BoEME,

3. EiF SAML EFE@ URL,

« SAML & URI — RIFIREEiw SAML BEREEHME— ID,

(® Note
RIF IdP , SAML % URI AJEE TR ERE :
» ClientID
- EEARN SAML Hi%
- SPEREID

T HIX R HEEA

urn:amazon:cognito:sp:user-pool-id

2 EM SAML R URI

1. LAVEE BT clusteradmin %2 & A RES,

2. BEFREEE > —RERE > FoRHEE,

3. EEFERAELEID,
iRAGE| RES ) SAML BHAMX AR TIIML/EEREREAENE FE M
- SAML 8= NamelD
« SAML EFHH¥

£ 1dP SIRBERE  BRMA/EEMEE SAML B8, RES EEELEML. BIFHER , KSHH
EEERBEASLERL, WRELERTE , FE2RATIRLEATNE,

« AudienceRestriction — §%¥E A urn:amazon:cognito:sp:user-pool-id. f£F Amazon
Cognito EFEEER ID B user-pool-id,

7 SSO RELM S D iREE 57
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<saml:AudienceRestriction>
<saml:Audience> urn:amazon:cognito:sp:user-pool-id
</saml:AudienceRestriction>

 [EIfE — InResponseToiXEA https://user-pool-domain/saml2/idpresponse, M
Amazon Cognito A& L ERE B BE user-pool -domain,

<saml2p:Response
Destination="http://user-pool-domain/saml2/idpresponse"
ID="id123"
InResponseTo="_dd0a3436-bc64-4679-a0c2-cb4454f04184"
IssueInstant="Date-time stamp"
Version="2.0"
xmlns:saml2p="urn:oasis:names:tc:SAML:2.0:protocol"
xmlns:xs="http://www.w3.0rg/2001/XMLSchema">

« SubjectConfirmationData — RecipientiXEABRKERAEELEsaml2/idpresponselii B
MInResponseTo/R#E SAML 3K ID,

<saml2:SubjectConfirmationData
InResponseTo="_dd0a3436-bc64-4679-a0c2-cb4454f04184"
NotOnOrAfter="Date-time stamp"
Recipient="https://user-pool-domain/saml2/idpresponse" />

« AuthnStatement — #& ;REA T HIEE :

<saml2:AuthnStatement AuthnInstant="2016-10-30T13:13:28.152T2"
SessionIndex="32413b2e54db89c764fb96ya2k"
SessionNotOnOrAfter="2016-10-30T13:13:28">
<saml2:SubjectlLocality />
<saml2:AuthnContext>

<saml2:AuthnContextClassRef>urn:oasis:names:tc:SAML:2.0:ac:classes:Password</
saml2:AuthnContextClassRef>
</saml2:AuthnContext>
</saml2:AuthnStatement>

5. tNREH SAML ERERNEEH URL 1L , BEHRER : <domain-url>/saml2/logout.

A SSO RELN T HRIEE
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ES#8E URL

1. LUEHEES clusteradmin 49 & A RES,
2. EEFREETE > —RERE > BoRMEE,
3. EEMSE URL,

6. MREH 1P EFHBB/FHIKE I E Amazon Cognito BIE{E , & T & Amazon Cognito B RE
WA H EEFEW 1dP,

MEHZRH

1. & APF9 AWS Management Console# BIE{ Amazon Cognito £ &

BRANERAEERE, ZNERAEELEERZRE res-<environment name>-user-pools
ENEARBRRSIER.

EHES s REEZAERRT , EERAEZERAE.

R

&0 LAfE A b /R 7% 3R EXZE Active Directory IDP, #7138 relying party trust , ARBALL
KFEH Y SAML K&,

® Note
iEFE AR Keycloak # IDC,

5. EARXKRETHE 6 BT SAML2.0 ERAEXHEER XML = URL, ZBAILAET—&iH
FRAT,

ARE RES UEREN o iREE

TR RES MNE—BARE

X

1. LB E clusteradmin 9% A RES,
2. EBZFRIEEE - —iREKTE > SoRMEE,

3. HE-FAT, BEENEETEZNHEEET , UAARE-—ZEAEEREH,

5SSO RELHW B I RMEE 59


https://docs.aws.amazon.com/awsconsolehelpdocs/latest/gsg/getting-started.html

#5EEE T2 Studio EREER

a. $HEEDREME | EIE SAML,
b. ERMHEZREF WASGDREREENE —ZHE,

® Note
ARFFEATIIER

» Cognito
* IdentityCenter

c. HEHFHEERNHFRET , BEREEEMBREY HETEER XML X4, KIRSFoRMEERMS
URL.

d. $rEREESEFEHBMY , MANXFEE email,
e. EEET&O
4., EFBARERTEEAE. NREETRE  ISBHAE—EA,

HFEERETRELN T RHE

MREGEARMNNTEFRRELIELEE RES ;RIE , WAF IAM Identity Center FREREH & 7214
&  BUREBERTETREN S 2EME | Hl0 Okta, RES SSO MAXRESER=EEESH :

1. HEEEE — R EXK
2. FRERNHE URL — ATBME R
3. HEBmEFEHHEM — ALlEH

ERERAPRERHNREHREE BB , FUT THIEME

BI{E Amazon Cognito £#2 A&

REESP  BECAELRE.

ENENEREEEUARREAEEEHE.

REBEABBZRSIER , B S REEBZALFABREREN S S REE,

—RME K GRFESEFFREN  WRBUERFRETE, FEEFBUERS , FEERE. &
EEHMPRRERNNS , FEEIRAPREER,

o K~ 0D =

7 SSO RELM S D iREE 60
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ERAEER

6.

MBS IREBMBE | BFEEEH DynamoDB Ffy<environment name>.cluster-
settings&ERIK,
a. BB DynamoDB 24 , ARRBERBELE R K,

b. Sk iEH<environment name>.cluster-settings&HREk , RERBEDRER PR
BURZRIER,

c. ERWHEHEET , IEHERRAALBATIIZH
- BHEEE —key

« {§ —identity-provider.cognito.sso_idp_provider_email_attribute
d. EE#IT.
EMENEET , Bkidentity-
provider.cognito.sso_idp_provider_email_attribute®& , REBEFHFERIERE
&, UFEETE Amazon Cognito FHVEE,

{HE SAML IdP RS E&

SAML Eiftes — AT LA A Chrome BIESH L IER hRERIEHE SAML S5k E SAML BHAE,

m

SHHME , 5528 Chrome Web Store 18y SAML B H#ES,

SAML FiE A BT & — Onelogin 2 ] AR NS SAML fRISEN T E , WHE SAML Z2HEPHMLE
WL, MEFMEF , 5520 Onelogin #Y5 _EHY Base 64 Decode + Inflate,

Amazon CloudWatch Logs — & A BA7E CloudWatch Logs F#Z& RES H

B MNAZBERE WAFREHEDres-environment-name/cluster-manager,

Amazon Cognito X4 — % SAML EZ Amazon Cognito B&HFEMEA , 52/ (Amazon Cognit
M ABIEE) PME SAML B REENEEFEAEER.

HEEAENEZS
1. % AWS Directory Service £ &7 , BEFTEILHEM B &,

2
3.
4

EBFENERT , BEMERERAERR.

BEEE A& Wi AT
BREBERER.

mEARERNES. BN

(0]

REMEAENH
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https://chromewebstore.google.com/detail/saml-tracer/mpdajninpobndbfcldcmbpnnbhibjmch?pli=1
https://www.samltool.com/decode.php
https://docs.aws.amazon.com/cognito/latest/developerguide/cognito-user-pools-saml-idp.html
https://console.aws.amazon.com/directoryservicev2/

HZREE TR Studio EREEmR
B F#E

MREEANREFTAE , AIFEREFRERIEA DMK Web M VDI #5.

@ Note

MREEHEE AWS GovCloud ( XEIFEE ) BE , FHEAERBLRAERIENER D E
[E#Rk S ERE Web BRI VDI F#8HE,

1. BIRX Route 53 £# &,

EREERYNMESE A REBBEEVLE,

WA 'web' R E R,

#EL CNAME R8s a,

SHEHME , MAGREYRE FE4PRBINER,
BER R,

EEEY VDC WEEek , 55HEEN NLB Hbhit,

N o o bk~ w0 b

a. BB AWS CloudFormation 12 &,

b. i##E <environment-name>-vdc,
c. EEERWHMA <environmentname>-vdc-external-nlb,
d. &t NLB #% DNS £,

8. BB Route 53 £ &,

9. BREMBEE 6 AREBEEIZK.

10. HEEHEBET , WA vdc,

1. ERHEET |, EE CNAME,

12. %3 NLB , # A DNS,

13. BEEM K,

EY ACM BFE

RIZFERL , RES 2 AMB1E amazonaws.com AR B HFHIRT TFEE Web A O, BEMEHA
ZECHBE , BEERELRIRMEM AWS Certificate Manager (ACM) FERHIAHE SSL/TLS &JEo
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https://console.aws.amazon.com/route53/
https://console.aws.amazon.com/cloudformation
https://console.aws.amazon.com/route53/

#5EEE T2 Studio EREER

WMREMER ACM , BRBIFEREBASH AWS WERER , SUNERAFinHM Web IR E#2 H
fy SSL/TLS Bi&,

® Tip
MREGERBABERREEY, , AIEER REHBNIPEREEPortalDomainNamel¥ | £
g A RREBNBEE TN ER,

BEEYBITHEENEE

1. & EE AR AWS Certificate Manager AFBER A EBFE., MRMEEE AWS GovCloud ( EBIFE
I8 ) HEE , FB1E GovCloud 7 EIEIRFE FEILEE

BEBRAERE , RRBET S,

EHFEEBT , K *.PortalDomainName#l K& PortalDomainName,

ERFEHET , EE DNS BE.

BEBR.

RBFFEF , FREERNER. BABREEGHFERIMAMRE,

o o & 0w DN

® Note
MREZBEICHNBE  FENBEFE,

7. BITUTEE—E:
. EEIE
REEZEREBNRIFFMEAD | BIEHE Route 53 FEN L. BRENREESEAD S
7o
«  GovCloud %% :
WMREEEZE in AWS GovCloud ( EBEIFEER ) , FFHEE CNAME €8 HE., #iE¥EsZER
E,EREELAERAEESPEIFTNGLE. BENREEEERC T,
8. E¥FBE ARN EHRE W AMA N BHACMCertificateARNforWebApp.

B ACM BF 63


https://console.aws.amazon.com/acm/home#/certificates/request

3R EE T2 Studio

ERAEER

Amazon CloudWatch Logs

Research and Engineering Studio 8§ Z%& &7 CloudWatch &M T 5| HFF#4H. WFE
2 #2BETx:

CloudWatch Log E¥#H Retention
/aws/lambda/ <installation-stack- KT B H

name>-cluster-endpoints

/aws/lambda/ <installation-stack- KT IBH
name>-cluster-manager-scheduled-

ad-sync

/aws/lambda/ <installation-stack- KT IBH

name>-cluster-settings

/aws/lambda/ <installation-stack- KTBH
name>-oauth-credentials

/aws/lambda/ <installation-stack- KA BH
name>-self-signed-certificate

/aws/lambda/ <installation-stack- KA iBHA
name>-update-cluster-prefix-list

/aws/lambda/ <installation-stack- KT IBH
name>-vdc-scheduled-event-transf

ormer

/aws/lambda/ <installation-stack- KT IBHA

name>-vdc-update-cluster-manager
-client-scope

/<installation-stack-name> [/ 3 @A
cluster-manager

/<installation-stack-name> /vdc/ 3 @A
controller

Amazon CloudWatch Logs
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CloudWatch Log &#H Retention
/<installation-stack-name> /vdc/ 3@ A

dcv-broker

/<installation-stack-name> /vdc/ 3{@A
dcv-connection-gateway

MBS EESTE AZHEANTERFRE , BB CloudWatch 124 |, WKBIERE CloudWatch
Logs #E€FE HFERHRE.

AXE BRI FF AT SR

£ 2024.04 BHtR , B ARFEFBEZBIIFFIRRRIEX RES BEYNAE, BEIFFAR

BRA] LAEE A RES AWS CloudFormation ZE MW —# 49 |, HERSIH SRR ARN 5
IAMPermissionBoundary 88 M — &7, MRLBEREFEZH , IFTESHEEM RES A& LREFAR
BR. A TR RES SREMENEEZE., BRESFEEANEMT I RRAEART T HIEHE

"Effect": "Allow",
"Resource": "*",
"Sid": "ResRequiredActions",
"Action": [
"access-analyzer:*",
"account:GetAccountInformation",
"account:ListRegions",
"acm:*",
"airflow:*",
"amplify:*",
"amplifybackend:*",
"amplifyuibuilder:*",
"aoss:*",
"apigateway:*",
"appflow:*",
"application-autoscaling:*",
"appmesh:*",
"apprunner:*",
"aps:*",
"athena:*",
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"auditmanager:*",
"autoscaling-plans:*",
"autoscaling:*",
"backup-gateway:*",
"backup-storage:*",
"backup:*",

"batch:*",
"bedrock:*",
"budgets:*",

"ce:*",

"cloud9:*",
"cloudformation:*",
"cloudfront:*",
"cloudtrail-data:*",
"cloudtrail:*",
"cloudwatch:*",
"codeartifact:*",
"codebuild:*",
"codeguru-profiler:*",
"codeguru-reviewer:*",
"codepipeline:*",
"codestar-connections:*",
"codestar-notifications:*",
"codestar:*",
"cognito-identity:*",
"cognito-idp:*",
"cognito-sync:*",
"comprehend:*",
"compute-optimizer:*",
"cur:*",

"databrew:*",
"datapipeline:*",
"datasync:*",

"dax:*",
"detective:*",
"devops-guru:*",
"dlm:*",

"dms:*",

"drs:*",

"dynamodb:*",

"ebs:*",
"ec2-instance-connect:*",
"ec2:*",

"ec2messages:*",
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"ecr:*",

"ecs:*",

"eks:*",
"elastic-inference:*",
"elasticache:*",
"elasticbeanstalk:*",
"elasticfilesystem:*",
"elasticloadbalancing:*",
"elasticmapreduce:*",
"elastictranscoder:*",
"es:*",

"events:*",
"firehose:*",
"fis:i*",

"fms:*",
"forecast:*",
"fox:i*",

"geo:*",

"glacier:*",
"glue:*",
"grafana:*",
"guardduty:*",
"health:*",

"iam:*",
"identitystore:*",
"imagebuilder:*",
"inspector2:*",
"inspector:*",
"internetmonitor:*",
"iot:*",
"iotanalytics:*",
"kafka:*",
"kafkaconnect:*",
"kinesis:*",
"kinesisanalytics:*",
"kms:*",

"lambda:*",
"lightsail:*",
"logs:*",
"memorydb:*",
"mgh:*",
"mobiletargeting:*",
‘mg:
"neptune-db:*",

REBFFFASRR 67



#5EEE T2 Studio EREER

"organizations:DescribeOrganization",
"osis:*",
"personalize:*",
"pi:*",

"pipes:*",
"polly:*",
"qldb:*",
"quicksight:*",
"rds-data:*",
"rds:*",
"redshift-data:*",
"redshift-serverless:*",
"redshift:*",
"rekognition:*",
"resiliencehub:*",
"resource-groups:*",
"routeb53:*",
"route53domains:*",
"route53resolver:*",
"rum:*",

"3 x",
"sagemaker:*",
"scheduler:*",
"schemas:*",
"sdb:*",
"secretsmanager:*",
"securityhub:*",
"serverlessrepo:*",
"servicecatalog:*",
"servicequotas:*",
"ses:*",
"signer:*",
"sns:*",

"sqs:*",

"ssm:*",
"ssmmessages:*",
"states:*",
"storagegateway:*",
"sts:*",
"support:*",
"tag:GetResources",
"tag:GetTagKeys",
"tag:GetTagValues",
"textract:*",
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"timestream:*",
"transcribe:*",
"transfer:*",
"translate:*",
"vpc-lattice:*",
"waf-regional:*",
"waf:*",
"wafv2:*",
"wellarchitected:*",
"wisdom:*",
"xray:*"

X E RES Fif& AMls

EiB X #E RES B9 Amazon Machine Image (AMIs) , A LA BE] AMI LA AR EEBREEHITEE
VDIs) B9 RES AMIs 4k, /8 RES-ready AMIs o] 22 i F 78 e RERRKAY VDI 3417 {7 B8 B 4 B
B, £/ EC2 Image Builder , A LA#§ AMIs BZEX M AHFNEREHE, IFEREEESNFHEE
7, FERGEERFEREER.

G l , BYBEEEZHRAH RES,

£

. %{% IAM &6 FH RES B

« #3I EC2 Image Builder Jt#

- E{gHH EC2 Image Builder Bt 5
« EXXE EC2 Image Builder E 5%

- RERGRERRGEE

- BITREERERREEE

« 1£ RES HEMMHNHREHES

%1& IAM A& LULFZE RES IRIE

& Z1t EC2 Image Builder #7HR RES R3R 1 , L EE U HIERE A RES-
EC2InstanceProfileForimageBuilder By IAM A€, WMFHRE IAM A€UARREEESNFHEER ,
B (MBEERFEHEER) FH AWS Identity and Access Management (IAM),
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ERAEER

THAEBREE .

- EEMEEESEFE Amazon EC2 BR#E.

« AmazonSSMManagedInstanceCore H EC2InstanceProfileForimageBuilder B3,
- BEEE3E RES RiE 2 AR DynamoDB H Amazon S3 ZEUER B ET RES BE,

(HBRTUAREFZERRIEFARBIRX M. )

EENBRER

JSON

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": "ec2.amazonaws.com"

},

"Action": "sts:AssumeRole"

RES BUR :

JSON

"Version": "2012-10-17",
"Statement": [
{
"Sid": "RESDynamoDBAccess",
"Effect": "Allow",
"Action": "dynamodb:GetItem",

"Resource": "arn:aws:dynamodb:us-east-1

EnvironmentName} .cluster-settings"”,
"Condition": {

2111122223333 :table/{RES-

#1 IAM A& UER RES IRE
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ERAEER

"ForAllValues:StringLike": {

"dynamodb:LeadingKeys": [
"global-settings.gpu_settings.*",

"global-settings.package_config.*",
"clustexr-manager.host_modules.*",

"identity-provider.cognito.enable_native_user_login"

"Sid": "RESS3Access",
"Effect": "Allow",

"Action": "s3:GetObject",

"Resource": [

"arn:aws:s3:::{RES-EnvironmentName}-cluster-us-
east-1-111122223333/idea/vdc/res-ready-install-script-packages/*",
"arn:aws:s3:::research-engineering-studio-us-east-1/host_modules/

# 3 EC2 Image Builder st#

B (RBEEFREAEERM) PHET  FRARBEERTEAEYTH,

BASNTHFRAES
1. #HER  RERE.

2. STHBRIEEREK (0S) , B Linux = Windows.
3. HETHEBE K BWAEEZENERE , HlW research-and-engineering-studio-vdi-

<operating-system>,
4. WATHIRARSR |, WRE IR HER

5, EEEXHHF  BATIEBRBRER, MRE
R&H.

o

BEEEE

M, YAMLERSESZE , mMBZAEEWN
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Linux

# Copyright Amazon.com, Inc. or its affiliates. All Rights Reserved.
#
# Licensed under the Apache License, Version 2.0 (the "License"). You may not
use this file except in compliance
# with the License. A copy of the License is located at
#
# http://www.apache.org/licenses/LICENSE-2.0
#
# or in the 'license' file accompanying this file. This file is distributed on
an 'AS IS' BASIS, WITHOUT WARRANTIES
# OR CONDITIONS OF ANY KIND, express or implied. See the License for the
specific language governing permissions
# and limitations under the License.
name: research-and-engineering-studio-vdi-linux
description: An RES EC2 Image Builder component to install required RES software
dependencies for Linux VDI.
schemaVersion: 1.0
parameters:
AWSAccountID:
type: string
description: RES Environment AWS Account ID
RESEnvName:
type: string

description: RES Environment Name
RESEnvRegion:

type: string

description: RES Environment Region
RESEnvReleaseVersion:

type: string

description: RES Release Version

phases:
- name: build
steps:
- name: PrepareRESBootstrap
action: ExecuteBash
onFailure: Abort
maxAttempts: 3
inputs:
commands:
- 'mkdir -p /root/bootstrap/logs'
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- 'mkdir -p /root/bootstrap/latest'’
- name: DownloadRESLinuxInstallPackage
action: S3Download
onFailure: Abort
maxAttempts: 3
inputs:
- source: 's3://{{ RESEnvName }}-cluster-{{ RESEnvRegion }}-
{{ AWSAccountID }}/idea/vdc/res-ready-install-script-packages/linux/
res_linux_install_{{ RESEnvReleaseVersion }}.tar.gz'
destination: '/root/bootstrap/
res_linux_install_{{ RESEnvReleaseVersion }}.tar.gz'
expectedBucketOwner: '{{ AWSAccountID }}'
- name: RunInstallScript
action: ExecuteBash
onFailure: Abort
maxAttempts: 3

inputs:
commands:
- 'tar -xvf
{{ build.DownloadRESLinuxInstallPackage.inputs[@].destination }} -C /root/
bootstrap/latest'

- '/bin/bash /root/bootstrap/latest/virtual-desktop-host-linux/
install.sh -r {{ RESEnvRegion }} -n {{ RESEnvName }} -g NONE'
- name: FirstReboot
action: Reboot
onFailure: Abort
maxAttempts: 3
inputs:
delaySeconds: 0
- name: RunInstallPostRebootScript
action: ExecuteBash
onFailure: Abort
maxAttempts: 3
inputs:
commands:
- '/bin/bash /root/bootstrap/latest/virtual-desktop-host-1linux/
install_post_reboot.sh'
- name: SecondReboot
action: Reboot
onFailure: Abort
maxAttempts: 3
inputs:
delaySeconds: 0
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Windows

# Copyright Amazon.com, Inc. or its affiliates. All Rights Reserved.
#
# Licensed under the Apache License, Version 2.0 (the "License"). You may not
use this file except in compliance
# with the License. A copy of the License is located at
#
# http://www.apache.org/licenses/LICENSE-2.0
#
# or in the 'license' file accompanying this file. This file is distributed on
an 'AS IS' BASIS, WITHOUT WARRANTIES
# OR CONDITIONS OF ANY KIND, express or implied. See the License for the
specific language governing permissions
# and limitations under the License.
name: research-and-engineering-studio-vdi-windows
description: An RES EC2 Image Builder component to install required RES software
dependencies for Windows VDI.
schemaVersion: 1.0
parameters:
AWSAccountID:
type: string
description: RES Environment AWS Account ID
RESEnvName:
type: string

description: RES Environment Name
RESEnvRegion:

type: string

description: RES Environment Region
RESEnvReleaseVersion:

type: string

description: RES Release Version

phases:
- name: build
steps:
- name: CreateRESBootstrapFolder
action: CreateFolder
onFailure: Abort
maxAttempts: 3
inputs:
- path: 'C:\Users\Administrator\RES\Bootstrap'
overwrite: true
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- name: DownloadRESWindowsInstallPackage
action: S3Download
onFailure: Abort
maxAttempts: 3
inputs:
- source: 's3://{{ RESEnvName }}-cluster-{{ RESEnvRegion }}-
{{ AWSAccountID }}/idea/vdc/res-ready-install-script-packages/windows/
res_windows_install_{{ RESEnvReleaseVersion }}.tar.gz'
destination:
'{{ build.CreateRESBootstrapFolder.inputs[@].path }}\res_windows_install_{{ RESEnvRelec
expectedBucketOwner: '{{ AWSAccountID }}'
- name: RunInstallScript
action: ExecutePowerShell
onFailure: Abort
maxAttempts: 3

inputs:
commands:
- 'cd {{ build.CreateRESBootstrapFolder.inputs[@].path }}'
- 'Tar -xf

res_windows_install_{{ RESEnvReleaseVersion }}.tar.gz'
'Import-Module .\virtual-desktop-host-windows\Install.psl'
- 'Install-WindowsEC2Instance'
- name: Reboot

action: Reboot

onFailure: Abort

maxAttempts: 3

inputs:

delaySeconds: 0

6. EBIUEMBARE A ARREEZEIUTH,

(%21 EC2 Image Builder B 5

EC2 Image Builder B A EEREARREG , SMIAR RGN ER | UREHEH —HETHREE]
BREG , AR —IMAMRER, ELRBYSTENES , UEALEN RES HBEAKRMEREERR
AMI, MFEFVFHAER , F2REEE S,

RES X&E T FIRBAEERME :

« Amazon Linux 2 (x86 1 ARM64)
* Ubuntu 22.04.3 (x86)
- RHEL 8 (x86) F 9 (x86)
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#5EEE T2 Studio EREER

- Windows 2019, 2022 (x86)

Create a new recipe

1. 7£ BB EC2 Image Builder F 18 & https://console.aws.amazon.com/imagebuilder,

2. ECEREFEERT  BEREKES.

3. EEERVUMEKER.

4. WAME—HNBBANRARSR.

5. EH RES XEMNERBRE.

6. HEHTERBERET , WRAFLRE SSM REREX , FRE SSM REREX, EEAEERMN

FAEMBLENEREERPRAET.

@ Note
mFEMALZLE SSM REEANER , F2H .

 1£ Linux ¥ EC2 14T L F L% SSM KEEX,
- 7£ Windows Server ) EC2 #i1TEI#8 L F B L EMMARETE SSM Agent.

7. ¥R Linux BB |, # Amazon E&Eaws-cli-version-2-linuxZEETHHIEE
Bi5. RES ZH#IETTEER AWS CLI 121 DynamoDB # £ EHREER VDI 7E
#., Windows ~EZ b té,

8. A Linux 5 Windows IRIEZE T # EC2 Image Builder T#f , ARWAEALENS
BE, THSHELENE A : AWSAccountlD, RESEnvName, RESEnvRegion ¥
RESEnvReleaseVersion,

/A Important
R Linux IRIB |, BUELHIBaws-cli-version-2-linuxBEtl , FEEMKFH
L i,

9. (EE) ¥i8 Amazon Z&simple-boot-test-<linux-or-windows>BIER T , LAFERR
AILARE) AMI, ERRIEER. SAERHEMASEZRVWBETH.

10. REBEZREMEAER , EEAHMEAFENTH  AREFRIKRES.
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Modify a recipe
MREFHRAEM EC2 Image Builder Bit /7 , BRI E T THERERT -

1. R Linux BE 7 , # Amazon ¥ &aws-cli-version-2-linuxZETHHEE
Bi5. RES ZH#IETTEER AWS CLI 121 DynamoDB # £ EHREER VDI 7E
#., Windows ~EZ i té,

2. ¥#8A Linux 5 Windows IRIEZE T # EC2 Image Builder T#f , AZWAEALENS
BE, THSHELENE A : AWSAccountlD, RESEnvName, RESEnvRegion ¥
RESEnvReleaseVersion,

/A Important
R Linux IR |, BUELHIBaws-cli-version-2-linuxBEtl , FEEKFH
L i,

3. HREBZTMEMBAER , MBEMEMAENTH , ARBEZRIES.

% E EC2 Image Builder ER#5%

& LA A B R ER e AR RE 2R fE E MR R IR B AR A 2 BN RIS MR 2 B BRBR 1R @Y Amazon EC2 E R
M. HEME RES £/ , B LLEREV TN EREREERE , SEARANERREARE,

- BERVHOVERREAR  F2RELERREERE.
- FEEARANERKREARE  FEMERKRGHERE,

EERERBEEREWR

& IAM At | WmARLEE PERENAEREMR IAM A6 LFE RES RIE,
BT EEEL  BEFLVEFI4GCBREERENER  WYXEMRBENER AMI 218, BF2E
Amazon EC2 #{T{EEEA,

3. HRVPC, FRENLZLEE A SLEAFRBBEREFERUTHRBES. BEXAAFFHR RES
IRIEM cluster-settings DynamoDB E#&# Amazon S3 B EfEFETHE,

-_—

N
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https://docs.aws.amazon.com/imagebuilder/latest/userguide/update-infra-config.html
https://aws.amazon.com/ec2/instance-types/

HZREE TR Studio EREEmR
REMGEERMEEE

MEZEFVGEESHSERRG, AREEMIEN T, ERREEENS BRE, BEA
RES mi#& AMIs SRERBGEE , B NEERUFTNEE , IEARRFNEE. NFFHEEF , F2
B <<59%{%L%%§{§FH%?E@>> EPE’JL.LJ’FI]E*)T AMI B E B

Create a new Image Builder pipeline

£ BIRR IR R B 85 18 A https://console.aws.amazon.com/imagebuilders

REFEHERD , BERGEE,

BIEEVMEGEE,

WAM—ZR, ERER, FERNEARREEEEFHEA,

SHYNEER S  BEECEARAERS , ARERE PEYMNE S EHEERN EC2 Image Builder Et
7. HEFRENE A FMERAERER,

6. SIHERMGEVERF , REBEARFZBERZRIBITIERE. Ek%?ﬁ%/ﬁﬂ_ BRI
RIECEH, WEFMEN , BF2EAEH EC2 Image Builder BB E MG TIERTE.

7. SHHEREWRREAL  EEERERANERRBERE  ARENE PEVNERREHEEE
7E EC2 Image Builder E# 5%, WEREHNEREREFMENAERER,

8. HYERIMIRE , ERECARBERERUSMHRE. BHREGXANVRNEEN RES IRIE
AWS B3 HE . EARBERE  SECARGEERNENTEIRE.

9. REAEEFMES A AREBEEFRVUEE.

o & 0 Db =

Modify an existing Image Builder pipeline
1. FEFRARENEE , FEUFREAUERE PEINE S EHEERN EC2 Image Builder Bt
B
2. BERETEE,

HITRERERREEE

FEELERENHEREG , ELARBREEE, ZEEFURIFERE—/KNERE , ERIURR
BREGEC S R TR E.

ERYTREBEE
1. RBREEED , ERE FRINEERERGEEFREEE.
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2. EBEH  EEWITEE.

£ RES R R Y X8 3t

1. EfE P IS ~the section called “BXEEHEE (AMIs) REF M ENEE KB,
2. ¥ AMIID , MARER 28 HREHN AMI IDETREEBESREEE,
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ERAEER

EEEEE

HWEESEMARMERREEENTE - BETIE AWS Em L# Research and Engineering

Studio BEH HAFRHA,

ES -]

- WEEE

o EAEERNES
- TFFERERE

- IRIEEE

WREE

Research and Engineering Studio &/ #5& T 53 % AWS Secrets Manager. RES BEREE L
HEBBEUNE, EEEEREEVHBGANNESRARSE,

WEZE R

<envnhame> -SSO-
client-secret

<envhame> -vdc-
client-secret

<envhame> -vdc-
client-id

<envname> -
vdc-gateway-
certificate-pr
ivate-key

<envname> -
vdc-gateway-
certificate-ce
rtificate

iR

RENE—FA
OAuth2 f F i &

vdc ClientSecret

vdc Clientld

WMENBEREERRE
MEE®

WENEREZRRE

E4XR RES EESEWA

v

WEEE

80



T3 #2 ARN E2E 7 DynamoDB B <envname>-cluster-settings&H&RF :

W32 EE T2 Studio EREER
DRI iR E4XM RES EEECAA
<envname> cluster-manager v
-cluster- ClientSecret

manager-c

lient-secret

<envname> cluster-manager v
-cluster- Clientld

manager-c

lient-id

<envname> - BEH B RFERE v

external- IELE

private-key

<envname> - B ERFERE v

external-

certificate

<envname> - BN B RFERE v

internal- hELE

private-key

<envname> - BEN B REERE v

internal-

certificate

<envname> ServiceAccount {# V4
-director EHPEIEZTE (DN) B

yservice- .

ServiceAc

countUserDN

WEEE
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iR HIR

identity-provider.cognito.sso_client_secret

vdc.dcv_connection_gateway.certifica HE
te.certificate_secret_arn
vdc.dcv_connection_gateway.certifica b::f )
te.private_key_secret_arn
cluster.load_balancers.internal_alb. HE
certificates.private_key_secret_arn
directoryservice.root_username_secret_arn
vdc.client_secret b:if )
cluster.load_balancers.external_alb. by}
certificates.certificate_secret_arn
cluster.load_balancers.internal_alb. b:if )
certificates.certificate_secret_arn
directoryservice.root_password_secret_arn
cluster.secretsmanager.kms_key_id
cluster.load_balancers.external_alb. HE

certificates.private_key_secret_arn

cluster-manager.client_secret

DN ]

(® Note

AWS Budgets A% ##% Research and Engineering Studio EZ 82 2 7 B3 AWS GovCloud
(US),

AR BRI MR
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FRIIEZRZIEIR AWS Cost Explorer B FEE | HBIEERA, EBEUEEE., METEFMEE
F, F2EEE WEEBHEthe section called “AWS tLE BT BRIE

ZEGBI R ARH , AT LA RES EREEFB Y WAEE BB AWS Budgets, XA SRAR

BERADEEBEANRREER,

1. & A AWS Management Console It 7E https : //https://console.aws.amazon.com/
costmanagement/ BIRK AWS IREEEERAEE T A,

2. EBENETIEER.

3. ESWEH res:Project# res:EnvironmentNameiZH,

4. BE Activate (BXH).

@ Note
HMER  RESEERZUREE-RNBHFFHR,

HEHEY RES ERNTEH :

1. RIREXRAH | EERE.
BERVAER.

HEEERET , BEBHF] (#F).
ERERAET  BENAEE - 2%
BET—F,

o » 0D

6. EFMEAT , ALCNREEAAGERNEERR , USHRGIRFTWEMESEEDFHR. M

<EnvironmentName>-<ProjectName>-<BudgetName>,
7. EREREESET  WAERRNEESHE,
8. HAHEER , BEGERE AWS RAMHE,
9. EEMEEERME,
10. EMEET , REER,
1. EEET , EH res : Project,
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® Note
EBNETETEMRNEEBTEER, KANEERERERNTAKREYREE,

12. #ET , BERERER.
13. BEERGBRMKMS , KERGEFRMERERE,
14. igj%-lt_io

15. (EH, ) #MERERE,

16. BET—%,

17. (BH, ) WREHRERE , FEMAEEBFERREERRENIEZEDE.
18. BET—%,

19. MEAREAR  IHRICEEMEESHTRELENER.

20. EEEVEAR,

HEFAECRY , ZULIBAERNEE, AEFRMERNTEAE , 552 [ the section called “fiRig =
£, MREBREE K ERFEEELINE, NIRETRDEEREERE A SHEEEERE,

NMREFELERE  FRE IRARFEERESH. SFE RESHESURFE 15 vETELE
M. HE , BALRBERUEATEER.

TERRERERE

THRRERRREEEEDINAE  ARNBNARTERE. SAEREAE , CTUAKER
HERSRRE TR NEREDK THRE,

T

© BRIR

. LfeBeeR

- HEHEDR (AMIs)
- BRiE

TERERERE 84
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« RERE

BRI

THEREEERRITREESRERR

BITERER
T EREERAR ARG
EREERRK
BHR

A A2

L7¢ Bt ]

o o A~ v bh =

LS EEERM

7. ENERERRAEREA.
8. REMR THEERUEEE THFRER,

T YERSER

T ER X2 RFTE £ Research and Engineering Studio F VW EHRSH., R I/ERBRER , &7
DAEHEFRA TERBREARE LN TIERER,

1. FAERE  EEEHBEERARLLENN TERBREEER.
2. BT EFERIEAEETIRER K ¢

a. MBI ERER (s)

b. = 1E/{KER THERFER (s)

c. MEHIE L/ REE TIERS ER (s)

d. #& 1 TERER (s)

e. MBI IE TEREER (s)

f. Session(s) EE{EARRE

g BUEEHE
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3. BIERV TR UEBIMN THERER,

4. IEBESTERR  TRAREBNEXRREHE.

5. EMTERERBBURBESFHEEN.

B T/ERE

1. BEBRVTHEME. BN ERSEEEREEIBRR.

2. WA TEEERBFHEER.

3. (EA. ) ARERERRE  DURMHEBFEES  SIWF4E5% ID M DCV THEEEREE,
4. BERX.

T {ERE BREF A E A

RTHERBEES , BN TEREREBURE TERERFHEER,

BB (AMIs)

(® Note

EEE PHITIRMEM CentSO7 EiEEHEE AWS GovCloud (US) , BEE AWS Marketplace
FERZNEERFE PFTE AML,

MEEHEBE®E , BT LLEEE Amazon Machine Image (AMIs) S E B IR BRI B &,

1. EEESRANHREBHEE  FEAEERR TN BERERRREE,
ENREBHENEE  URGHERNFRES.

ENHEHRR  FEABFEHERGREED W ERERIGESR.
A T 22K BE 4 A 26 ] FRAGUE SRRV SR

w0 DN

1. BEGMEEHE,
2. EAFEHBEMEBNFHEENA,

BRERHEE (AMIs) 86


https://docs.aws.amazon.com/govcloud-us/latest/UserGuide/getting-started-standard-account-linking.html
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3. BEEX.

EEREHERERIGER

EERNTNRBHERR  SUMEHBERGER, NIRETEEVNEBRL RS HEEMETER
AT T HIEE

1. REEHELREEENENEEERNUEHEDR,

2. EE#F.
3. EERE.
4. FAERTHAFEENER,
5 EERX.

B R R EA A EmEREMED,

WA RBHERFAER

RREBHEBEED  EHNRBHEEBEBURAFTEN. EHEEARRT , BB E{RERIFE
R,

BREE

REEREEFRERSEANBOASTRE. CUNEALERRERIMCBHED. VD THRK
SIEMEERHTERSEED , i VD THRBREIEREERLT T THEREED,

RHEERE

BUERARERERERRERERKAMEBBRNER, ARSFRIEBIREFIEE , flW
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DCV T{EFEER B R B

Z%DCV T REEBTENERNKE. ETTLERE TEMENMRE , 1E1 DCV AFK
5 Web BB 25EARA T/ERE R

A B R b B

ZEBOAFRERBEESHER,
CPU R XRE

BERARERN CPU ERAE,
BEEAEN I TERER

BRIEAEREFERBATUERN VDI THEERBE, NRFEAEFSEBLLE , EAFHE a1
RENERISEHAEBEBFN TERR. BB TERREEME TERENIETZLLERE,

REREXN LR

EHE R E TEMRER L RHMARERN TR AN,
RFFREITEREE
A Al RES REMBNATERRIIFMANEE, BREZIHTERRIINATERANMS.

g, MREEE 'm7a’, Bl m7a RIIWFAAE X NRAILMES VDI TIEEERRE ., MREEE

'm7a.24xlarge’ , B2 m7a.24xlarge Al A VDI TERBRE, EESHERETNMESR

=

RIEEE

£ Research and Engineering Studio WIRIZEEERH , EEFEAEIUAEMENIEEREIM
EERHARE, EEREVISEEER, BRENEMXENTH  2BELLNREPET. FH
ENLURENMBTELRE , MRRHERNBESR K , ®#MERRER., AHNEKEBRER
MAgwEHLMERYIRER,

*rE

- RIBMEE

- RIBRE
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- BHE

- Bl

- BX

- FFEER

- BRERE

- REBEE

 Amazon S3 f#1FETEE

IRIEARE

REVNEEASETERTEHENKENEIN, CESHRBRE. BERBNEGRREAFEN.

IRIEERTE

Ka

R

ERHRSENEMARFEESN , flm

ks

. -

BRMEERNERENEESEAERBNETEAZENA, LULURE Web A QB REME
X T,

- BoRHEE

HRER , fIE—ZF AMEE,
Gy

R VPC ID, ARFHHFEIBE IDs.

+ Directory Service

BRERAERBAEGNERT B SERENRBIRFHBEEES ARN,

ER &

RIEATFERRSNAEERENERETEEREEE L. EEEESEHESEEmERYRBRIE
&, MENRERESEENFEES  F26R AEER.
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® Note

EEEREAERAPERERY THERE, RIFFER , MEERAERSENEFEATRE , E
HMBRAERRREAL, MREAEERFEATRE  FHMALEA K BAERI TR
Eﬁo

EEMAERET , B :

1. BEFERE,
2. BEFERAELRE  BEAEEDNERRE

a. REAEEHEFRE
b. EHAEAE
Fcp ]

feteARERRASHAEREF SR EREET L. IERAACNERNHAER
5.

s
W%
dn
i
i

EEHERES , B

1. BSEREHE
2. EEEAEFAER A FEABFEDERRERAIMAEFE,
3. EEMEAERER K LUUERREEKSNEAEES  URBAFHETNERE,

252X

ERTHERKE. BRMNEENAR. BUERE , ZUUERHERTE , flnER. HRNRER
B, ERBEOUE—HZARE , TATUFSEENRERR , AINEFERNERN, BBH#
BB EERE,

ES- |

- BRER

A 90
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- BYER

- MEBER

- RERMEIBEER

- BREEREEBNERRE
- FTIERE A

mIRER

=

1.
2.

3.

RERRREALCTANERFE, RERERR , L7 :

ZAUERESHURSBRER,
BEERE , R EABEIIRERRK
a. MEER

b. FARMAER

c. EMERER

BB ERVERREIHNER,

BMAERFHEA.

HEID 2UAKER AR B ERZER AWS Cost Explorer Service, MEFFMENA |
BEEAEHAEERNRAD BRER.

3
B

/A Important
EXIDBEEBIUREE,

MEERRBENFHAENR , F260E FERBEA,
(BR ) ARERNAE, NERENFRES , F2E SRR,

FTEHHEERRRAUEALAETEERSE (8% ). EFS. FSxfor Lustre, FSx NetApp ONTAP
= EBS MR E/FEF.

91
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BRLEE , HANEEERRM. EFS, FSxfor Lustre Fl FSx NetApp ONTAP AJ A ZEEH R
M VDIs #£fH. i , EBS WRERFEREERZBRFTNEE VDI HEECHEAK , S
BT EEHM VDIs RERZBHA,

5. EiREAEN/SFHEBENAR (TERXKE. N "EREFE, ), NESEACTURINE
FHRRFIARER , F2H .
6. BERER.

1. EERFETENESR,
2. ®BFEMRRY  EEFEER.
3. BWALWER,
MRERERRAEAE  F2H AEERNES UNEFEET. ELREERNEAER , BET

NXBREEZEEARSAAVENRALE MREETIMBYNEE , FENTHANBEZNE
IR,

MEERRBENFHAENR , F260E FERBEA,
4. BEREX.

RERFTEUBRER
ERERENRRE MG EXER TRANFEHTER.

1. EERFETENER,

2. BFENRERT  EEEFER.

3. BRENESR K ARGATHRHE.

4. HEBBRER K FREEELEBRIEBZNBER.

B EERMAABNERRR

ENERRK , EULURAEARKBHERIKES , AR BEREEBNERIRK,

ki
i
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ESIE )5 EIE SRS

BUSMEERE , S EAEREEPRERBEAITERBELR, MBEA[/ERTHFRE VDI
PITERREHBEANER , fINRLEE, IAM BERNBRBETE.

B R

BT LA 8 IAM BURRIZHER T HE I AHTERN VDI Fl. E2NAEK , BERA THIRE
HRECBUR

res:Resource/vdi-host-policy

WFE IAM BENEFHMER B2 IAM PRV BERAFT .

iR RE

BB RSB ERZEHERTHE VDI STERNBENGAEN, EENAZLEE , FER
THREHFRLLEHAE

res:Resource/vdi-security-group

MELZERENFMEF , 7528 (Amazon VPC ERAEER) FHNEAZEEEZRFIER AWS B

=
/ﬁ%o

MEREBESH

BRI ERBESE  ELETREEERDTNAE VDI THEME LB, RES X Linux M
Windows KYE T IRRE . WRIETHRE , BT LURE

VDI B RHITIETT

WBRIESEHTEM RES HRERZH 5] , £ VDI BT EEBHHEEREIESTE.
EXE VDI B TIETE

LB EE RES BT EMEBE S,

BT ETIRE .

gt
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html
https://docs.aws.amazon.com/vpc/latest/userguide/vpc-security-groups.html
https://docs.aws.amazon.com/vpc/latest/userguide/vpc-security-groups.html

3R EE T2 Studio

ERAEER

BT WA AE
S3 URI
HTTPS URL (HTTPS URL)

AHER

HREIH , FRELUER 2 BRI R

CE S A
AT AT BUR

kY]]
s3 : //bucketname/script.sh
https://sample.samplecontent.com/sample

file : ///luser/scripts/example.sh

Research and Engineering Studio (RES) A EEFEAERI BT URERE , URTMEFEHEE
HHMBERNENTT. SEASRFEMEERTURERS . "EXZNE) N "TEXEFHE, |, AE

HERAG

Bel , EEESWUERAFAIREERTMETES

1. EREEFTES 'ENERNEER,

, TREENEAESEMERENRENEEER

PR, UKk TERERRE, | UAFEENERAERARFRESR,

2. VDI TERBREBHFUEES "B TERE.
DR TRIA/MEIES —EEREN TERR.

YERE R

, RAHEENEREERERPEYT VDI TERE ,
, RAHEENERAERY IR EERPEMERENT

BREESN  EEE UK EREHAIZRGHEREFHIFEES,

FE

- EREEHA

- VDI T/EREREENT
- BEEFARERE

- FERRFTAIRRERE

- RERR

- SEHARER

EEFE:
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EREENT
EMERKEER

LR AESRTHIEESEAERERNENBREMAEIFE, CEAFBMAREF TR
ERE , WARERERMAHMERENFANEIER,

EHMERME

LA AHESRENFEESHERECAERERN LNBFRERANEFERESR,

VDI T/EREERE ]
B TERSER

REHREAACAERENERISOEERB ACH VDI THRR, FRALBETERIFEESR
REMEBECH VDI TIEER, ERE-—FAUUELNEILEASH VDI THERR.

MRFEBEEFHERBELIEREBNGT , ISAMMEAMBFTNERSEIZE , 0P
N

B IEE A AR TERER

ARFFEEECAERCASESRFNTFERER, ELEEAESEAERGUITFINERS
AEMERERE VDI THEEER,

MRFEEECAEEFAHMERERB TEEERNT , EEASEERKER THEERER
THTEEEER , TR

MRIEEEFAEREAEMABRY ITERBRNGT  EAAEEERETSE R ITERRE
B WTAR:

EEHNRERE

5% RES BEE , BT NI BMEREEFF A RER,
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B 5 AT R E

RN LI Studio TEAHE , BEEEAISEERTNFTEE, EHERL , BAIEY,
EH. S, WA MMERAFRIRERE.

AR AT R A
1. EXBHAREMEEL  BRERANHTRENSB. ELEEL  STURERMRERY

AR,

2. ENZXENERRIER , IRBEBERF TREENESR,

BMFFERER
1. EXFEBFITREEREL , ERFRVRERUEUMIRER.
2. BATUREEEBINHEE K ARENERTFEETIGIRER 2 EAEHFHENFTT,

MREEET O] 5 EAE

EEXEAURERERL , B—TEZSENERBRZINRER , BIEFHF K ARBEREREEN
ERTRXET AT RRER

il BR 5T A &% E AR

EEEAUREREERL , B—TEZSENERREZINRER , BEE  ARBEMERREE.
IREERBRE MR B ERAERRFF AIRER.

FEERFT A R EAE

B8 RES EXHEHMETRRFTARER , IHEREEERE. (M, 2HEESTUEINE
HERNHFTFUREE, ) TRETERTAREEN AT . "EXRRE, W 'ERE/E, . &
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AREERAERTENEREAENGT , EEARNETBNER ;| 2 XEESREMAERERTUT
AR AN BRERE,

5 iR RE EREEE
BT TERER BUEBECEHI X
ERE R, EAE
— A LA
6 A L EF A] 3R
FiEMZIEEE
B THEREER S
ByU/MRIEEMA EERPEBIUD X
B THEREER RIEHMERE
B THEREER
EMERKEE EWNHEEZRAEE X
¥ Bt e f55 AR & RN B
I%H-O
EERARRE BASERAE X
$O
IRIBESIR

IR¥E S PR W] Research and Engineering Studio (RES) BB SR ES B EERAELERMNHFT, E
DIEERBESREMN SSH FFrl. REFAINKREERREZFITT,

RERREEER

RES EE S AU EERBERTT TRRIERAFNER. NREMAEFNER  €RAEKEIEH
Web ARBUHEIERIEREE  tBELERTHEZZHLBERRENEN, RAFTNE
B, ERETUEE Web ADRBURFRERAERSE  UAKFGMALERTHRERIE2EHE
REENESR.

FREFIER L HEERRE , E8A Web AORUMNERESEL LERTHER | LM
REENEE L, i SENEREEEFEERERIE K.
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FXE SSH FH

EESALURRREEAERMANFA RES IRIFR SSH, SSH 7HX VDIs 2ZFBE 2 FHREHE.
EERALIRE  RES ENEERETH  YREMETLUEE SSH FRETREHR. ERERR
¥, RES €15/ SSH 7Hl, #RILEBEF# K IBREAEN SSH FEUEREH. LYIMERAEF
Ao

® Note

E RES HEBEREEFTHEF K SHELHIIRE B t3.medium Amazon EC2 #1TEE AWS ,
BEAESINENFTEREBNMEER. MEFMENA , 528 Amazon EC2 EEE
Mo

A SSH 7ER

1. ERES FREMEASESEET  EFREEE  RARBEFIYBER, £RREAT , EH SSH
R

2. FFRAA SSH FHL

3. WHEEEF#% , BIERA SSH FHL.,

ERAETREZAEESKEES SSH FRUEREH.

£ H SSH 71

1. ERES EREMEASESEET  EFREEE  RARBEFUYBR, £RREAT , EH SSH
FELI#E

2. FF5=H SSH 7 L

3. BFEA#& , €M SSH #FHL,

FFRTEER 98


https://aws.amazon.com/ec2/pricing/on-demand/
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RESREA

EESWURBMEBAREA , A2HEEME TERBR#EEEN VDI Thet. FIEELHASF&E
HUARBYIKEHLARERE  URAEHEEELANERETHTHLEEE, MRERAEAKEFA ,
EEERFARALAREETNWEEN T, EEFUTEERA "£iEER. . IEEESEHRAMAL
KSEHNT , RELXAREETNFINEREEANRE  EEEEFBMAARL.

KEHARERE

EESTWURYHMNZEELBFTEM. MAEEAESRTUEIELRER , WHEEMA LA TFER
REM, EERERFRTFNRAFIAEEBLEAFFNRET .

BMERER

EEENLREEVRERRBIFNNREEL, AR, T AREERRE. REEER, REM
TR, UREEHEHEE,

fmEEER ERE
B EmERER

1. BERENRER.

2. BEEBF  ARBIRERBUMERRERE,
3. BREEHEF,

4. EBERFEE.

HEREEMENETASERSAEAE B AR THERER.

BERRHR

RERREEE , B

1. BSERRZR.
2. ERERRKKR , FEABFEDRRE
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a. BERIEHEEER.
b. RERBRERIK

3. MAFHERRZRR,

4. BIERRRR , SUURREHKRDHER , IREERREFAES.

ES]
- MARRRE

MABERRR

1. BEEMAERRLR.
2. RTHXBEPRIERRRE, RESUHMFRERRERR.

3. BABRRKFEENA,

@ Note
RIBEFRE  EEENERMEETUERYFERFEEIERRLR , 2 RREERE.
EEAEER LT AGNERRRLAZRKHEE HBERESR RIMA/home, Ei&
EXEHERRRE TN FEZRE LEAMANERRR, LIEARERESERNE
#, EAREHEEZMEBNERAE T REBH VDIs FEUERRK. VDIsEFERRMR
HEEEZREMA BRI IR,

4. EBEEREXR,
REREE

REERTHCERECEHRBENEBENNER  BR-BMNERYE, FHARR , EUURFRE
REE , WKENEBEREEFHEERENTIRE,

RRREEEE , B
1. MEFFAE YNV REREARE,
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2. BRI, BLAXEVEREENTNREFIE  FTREMRE,

3. REFTAERRIRBREAMREE,

4. ERRE.

ES]
- BYRER
- ERARE

IR

18R ZASE R Amazon S3 RFATRRIBEHLAENGR , FRREVREK, NFHEENRFIEMEENEN
ASRELRHEEFIE. BNEZSRERARErERAZFNEARSEFIES. AR, TURRETE
HEBE R RBRBAELRE.

(® Note
EmMmATEEEIN Amazon S3 EFENEGER, ZKEERK T RAEEREFEEDA
5,

BERFF IS EREFATR

1. REFTEBEPENEELNFEERTE,
EHLET AT 3R 5| &

£ Bucket policy (RfFRTREEER) T 77 , i##E Edit (fR¥E).

B TR EERETRBE, WEACHERRELE :

R

« 111122223333 -> AWS #&HIRFE ID

« {RES_ENVIRONMENT_NAME} -> {&f RES IREZ
« us-east-1->1EH AWS B

« amzn-s3-demo-bucket -> &) S3 FFITEERE

REREE 101


https://docs.aws.amazon.com/AmazonS3/latest/userguide/create-bucket-overview.html
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/A Important

SENIRAFEER AWS, MEFMER , 552 Bhttps://docs.aws.amazon.com/IAM/
latest/UserGuide/reference_policies_elements_version.html,

JSON

"Version": "2012-10-17",
"Statement": [
{

"Sid": "Export-Snapshot-Policy",

"Effect": "Allow",

"Principal": {
"AWS" :

"arn:aws:iam::111122223333:role/{RES_ENVIRONMENT_NAME}-cluster-manager-
role-us-east-1}"

}I

"Action": [
"s3:GetObject",
"s3:ListBucket",
"s3:AboxrtMultipartUpload"”,
"s3:PutObject",
"s3:PutObjectAcl"”

1,

"Resource": [
"arn:aws:s3:::amzn-s3-demo-bucket",
"arn:aws:s3:::amzn-s3-demo-bucket/*"

"Sid": "AllowSSLRequestsOnly",

"Action": "s3:*",

"Effect": "Deny",

"Resource": [
"arn:aws:s3:::amzn-s3-demo-bucket",
"arn:aws:s3:::amzn-s3-demo-bucket/*"

1,

"Condition": {

REBEE 102
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"Bool": {
"aws:SecureTransport": "false"
}
}I

"Principal": "*"

BEEVRR

i#1Z Create Snapshot (B 1RH),

B AR Amazon S3 fEEETE BT,
WALHLERBTFRERFITBPRIRE, HIW0 october2023/23,
BERR,

R e

5. 5310 pE#R K ERBEELEZEENMEREURENRE, EiRER INPROGRESS 28 4
COMPLETED 2z i , TR &M,

ERRER

BURERRER  EULASZRBEAZFREUEBER. CTESTNBRFEERETRE , 2
FTERIZREUR IR

ERARREERER , fINERAEF T, EX, MBHE, FUREENERRREAENRE
eI, FAEITERBREIEEE. EARKRE , cenEsEEREHENERERA , LT
EREHFE. HREENRH  RESRBEMREPEVER, HREL Wik , fltAR

B el  BHMEXEREASEMTE , c8EAUTENRIEFEREZBNESWMAVITR

#% : RecordName_SnapshotRESVersion_ApplySnapshotID. ApplySnapshotID &t RE&HE
BEGRE , YERIBRXEHAEARR,

ARREAERAYE RESVWEERNTHM, FRRBLEANERETEEY, HREAHEKE
BHER , RBESREMKERNTAM, MRAKEREEZER , ISERAERERNERLTEL
FEER.

MRFIREARMFEHAH LY , B LAwE AEBEHEPHREH CloudWatch BF/res-<env-name>/
cluster-manager NENEFHMEF . SEAFEHEE [EARKR] E£8. EARKRE , Bk
the section called “R R EE " HHEMEHAREE,

REREIE 103



#5EEE T2 Studio EREER

BERFF A ERETRE

1. REFREETENEEYNR TR,

2. EEFFARG|ER,

3. 7 Bucket policy (fFETBER) T 5 , ##Z Edit (RE).

4. BTIRAXFEZRFTEBE. UEECHERRELHE :

111122223333 -> AWS ZRIEF ID

{RES_ENVIRONMENT NAME} -> &8 RES IRIEZHE
e uUs-east-1->1&H AWS EiF
e amzn-s3-demo-bucket -> &) S3 TR ERE

JSON

"Version": "2012-10-17",
"Statement": [
{
"Sid": "Export-Snapshot-Policy",
"Effect": "Allow",
"Principal": {
"AWS":
"arn:aws:iam::111122223333:role/{RES_ENVIRONMENT_NAME}-cluster-manager-
role-us-east-1}"
}I
"Action": [
"s3:GetObject",
"s3:ListBucket"
]I
"Resourxce": [
"arn:aws:s3:::amzn-s3-demo-bucket",
"arn:aws:s3:::amzn-s3-demo-bucket/*"

"Sid": "AllowSSLRequestsOnly",
"Action": "s3:*",

"Effect": "Deny",

"Resource": [
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"arn:aws:s3:::amzn-s3-demo-bucket",
"arn:aws:s3:::amzn-s3-demo-bucket/*"

1,
"Condition": {
"Bool": {
"aws:SecureTransport": "false"
}
}I
"Principal": "*"
}
]
}
EEERARR

1. BEEARR.

WASERBH Amazon S3 FEFITE A,
WARFIRPREBEHERRE,
BERR,

w0 D

5. 5310 7E#R K EREBEEEEH L BEEREEIREMRE,

Amazon S3 e

Research and Engineering Studio (RES) X #&#% Amazon S3 f#FEFEE# & Z Linux Virtual Desktop
Infrastructure (VDI) #1788 . RES BEE B AL S3 fEFATEMA RES, SHEBEZEESER, FEH
fARE  UIRBRIREERET S3REFITERSIEEPNRTIE.

S3 mETERERREHRETRANENA S3 MEIEBE, 1t S3 MErBERNR , &L .

1. EERFTEFAFRTEMS S3 EATBMA RES,
2. 1EH S3 R FATR A BIFIhAER K !
- WERETE
- BREERE
3. ERESMUKRFIrERBES  USKEMAN S3 REE.

Amazon S3 fF#FETE 105


https://docs.aws.amazon.com/AmazonS3/latest/userguide/index.html
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T3 ZERBPUME RES ERFHPEE Amazon S3 FEFETE,

FE

PEEE VPC ZBEBH Amazon S3 12T EE SO RIGH
« ¥7#8 Amazon S3 fE7FETEE

. #%% Amazon S3 fEFETEE

. BBR Amazon S3 fEfFETEE

- ERifmE

- BIRFRFIEF

« B5lEFAE VPC B ERBIR

- WEDE

« BUA CloudTrail

PR3t VPC ZEHK Amazon S3 fE1ZETEE R IGH

MREEEIREA VPC & Research and Engineering Studio , 557 AWS IRE %8 RES 2
% , BT IISBER lambda HES .

1. & AEE Research and Engineering Studio 2 AWS IRF# Lambda £ A&,

2. ERWEBEEZELA B Lambda BBI<RES-EnvironmentName>-vdc-custom-credential -
broker-lambda.

3. EE HEMERESIER,

4. TEEM , BEERREZUBEXER.
BERE , W TINRESEETRE .
« R5|# : AWS_STS_REGIONAL_ENDPOINTS
« {f : regional

6. BERTF.

#7118 Amazon S3 f#1FETEE

24 S3 REFTEMNEESLN RES RIE

1. EEFEFEETE,

Amazon S3 f#ZEr 8 106



#5EEE T2 Studio EREER

2. WAREREFAENR  SUREFITEEE,. ARN MHEHE,

/A Important

- REVFHEEITRE ARN, HERBNEXNELZERELREE,
- AT ARN TEEFE , BIMAK S3 REFREXTERH,

3. ENEMAREFIENEN,

/A Important

i

\

- BXfERE WEERARERAREERNFEEN , F2R .

4. FEERRIERT , B LURMH IAM A2 ARN REHFEFTEUETEIRFFR. FSRRTNSRE
iR P RFATEFEEVBIRFFIAEN IAM B,

5. (ER) SEFrEREREVEN K BRUUEBE, T8 , S3HETrEEIHIEINERNER
VDI TR, RAEERERFTEEZLBH < RRBN TFERSI SHIARERE,

6. BIEREX.

#m& Amazon S3 f#FETEE

1. % S3 AT/ E P S3 fEFEhTE,
2. REBMEIhEERP , EEURE.
3. BALBHEN.

/A Important

- BERE SIFEETFEEVARTESMHErBESIRERNREERSEERR
(VD) $i1TEE. REEREFREZEREVEBR R  fEFRISHEIERS
BB VDI T4EREER

- BUFERE S RFTFENERIEXE S RFFETNER  EESRALRAE
BEAFIZER,

4. EEREREREFIERE.

Amazon S3 fF#FETE 107
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#B& Amazon S3 7T

1. 7% S3 @FATI/FETIZER S3 fEhTiE,
2. RBMFEMRERY , EEBR.

/A Important

- BUAKRBRETERTBRAAERE.
- BRRFETEXE S RFFETNER. ©R 28R S3 fEFITIEE RES AEIH.

- BRRERFETRESHHRAN VDI THEBREXTERERNEAELBIBIE (~1 )
BLEFIZEEFTENAR,

BRIt

B SSRETRMEE RES Kk, KU UEEKREFFRINENRRCREERNERE, £F
BEFTEEEL , SLLERER (R) HES (RIW) &

MEFH

Read Only (R) MREH , AIZiRIBEFHZETE ARN (Amazon Resource Name) BY 7 & 58 i 1T
EREEE, i, mEREESMFEHA ARN BREFTEIIEE RES, arn:aws:s3:: :bucket-name/
example-data/MAGILREFITEESER A MERB BB , AIRER A F1IEXR B AEE VDIs B9
FREREBIER bucket-name T FHIE R /example-data. A% EEFEUEER LAWY
R, MREZEFEMMBIGFZE® ARN , AIZERETRBEREMGHEAEAMEBBNTMANER,

ARMBA

Read and Write (R/W) MRZH , NFRBHEFITE ARN NEZEEFSTERIER , LT
R, WEXEHMEE K EEEEA SIMETrEBRHUEHAEBNFE, Read and Write
(R/W) ZBH B, B e ERSERTH , EHEETHEEMN TR IhAE

- REBITFE

* /%p

« 1%pl%u
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EEFTER R

ABEITFHEIERN No custom prefix B , @¥i8REFZIE K MIEEMBETERE

B, EUEERZTIBEBEHNETMNEREESERNNEAGFTIE, fln, MREESF
Farn:aws:s3:::bucket-nameNo custom prefixiZHIHY ARN A FETEEHIEE RES , ¥
KL FErREER ANEXEB EVBK , AIRER ANEX B AKE VDIs WERAESHERY
RBFIRNERAIERNE AZRE,

BREERBEHRNER RRE

BBEIIFEHEN /5 & , RPN ERSRUZHAEEBNSEBEER, sp EERARE
KENE, Hln , mMREEEFEHarn:aws:s3:: :bucket-nameEHE /%pFmi&E B9 ARN 1 / ##
RN ERTIRNEE RES, UKHRBFIRESERANERBEVEH , IERAH
MERE ATBERBA / #1tt. ERATHNEREBUUNEELAE AL / #1188 PiR
BHER, T8, MREMEHE B EERB #/E VDI X / ##+BHSK , IS TE2ERER
EAFRENER  FAEHNRHEXRGEH. ERXR FAEABAMNN SIREEETRBNFET , /
ProjectATifEA#& B REEERER B FHH VDIs/ProjectBEFE .

BEEXR, SEACLAEERNER R
ABIIFEEN /%p/%u K, BTN ERSEZEREBEHNEABEER
MEAERRH, sp BHRKRERERR , MuRREAEER, flw , EEEFEH
arn:aws:s3:::bucket-name ARN &8 /%p/SuiBENMY MBEE / #rr4 |, BREFITRIEE
RES., WRFIRESEZANEXB HBNK, EXRATNERAE A TUBEREA / #4144, H
ERERBNBERTRESp , EHIBERT , FAEBTEEIFERAE AL/ #1#BNERATRE
ANER , HAERNRHERNEAEEH, EXFEAEABANR SSREETRNFET , /
ProjectA/UserAMfEAE B ReetBER A FEHAH VDIs/ProjectA/UserBEEHL

BiRkF IR

RES REsAfEH M AWS IRFHIEIfEFITE  IRRELRERFTBERSEENT. ETHRMF | ik
F A 8y RES IRIFBEEIRF B P#EE S3 fEFE.

$EB 1. 58 RES WIRFHEIN IAM A ( ESBAIRE A) :

1. BAZEFH S3 HEFE (RF A) 2 RESIRFH AWS BEEIEA,
2. BRUIAM 25
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a. BEZEIAM BRI
b. EEEBEERKRYP , BEFEHX,

3. BIYBXK:

a. EBEEVBX.
b. 3&H JSON EZ#,
c. BYET%IJSON B (amzn-s3-demo-bucket AIRE B Y S3 REEHFEZBENR )

JSON
{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"s3:GetObject",
"s3:PutObject"”,
"s3:ListBucket",
"s3:DeleteObject"”,
"s3:AboxtMultipartUpload"
]I
"Resource": [
"arn:aws:s3:::amzn-s3-demo-bucket",
"arn:aws:s3:::amzn-s3-demo-bucket/*"
]
}
]
}
d =HEET-F,

4. WBEIWEITHER

a. RBEHBERWE®E (#l, "S3AccessPolicys )o
b. HFEZERMERRRABRNBEN,
c. BMEABXE, RAREBEFBRIBX.

5. BARUIAM X824 .
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a. HEZE AM BRI
b. HEEEE®RT  EEAEG,

6. BIUFAE:

a. EBEEMNAEG,
b. BEBIEEIBRIEAGEERNEE,

c. BEET%|JSON B3R (1111222233335 BRBIRE A NERIRSE
ID. <ENVIRONMENT_NAME>#% BUX A RES FEBWIRER M , us-east-1¥4% RES HE A
AWS [E1F )

JSON
{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"AWS":
"arn:aws:iam::111122223333:role/<ENVIRONMENT_NAME>-custom-credential-
broker-lambda-role-us-east-1"
}I
"Action": "sts:AssumeRole"
}
]
}
d =EET-F,

7. EEEFFATHR

a. ESIWERESCEEINBUER,
b. igg-l:_*/':o
8. £i. RENEIAE .
a. WAABREME (Hl, "S3AccessRole ).
b. EFR3IT , BEMEER , ARWATHZES|EMNE .

« &5 : res:Resource
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« ff : s3-bucket-iam-role
c. BEAG K ARRBREEEBEIAG,
9. ZERESHfEH IAM A :

a. HEREEMNN IAM B2 ARN,

b. EARES X##A,

c. EEXRBEEHET , BE S HEAE,

d. BEMNMEHEFATRE  LEMABSIKS S3 MEIE ARN ERRE,
e. EBEEFEMRE-EATURNEE,

f. 7 IAM A€ ARN B FEASE ARN,

9. EBEEMEREFATRE.

HER 2 BNIRF B FHVREITERER

1. BARFE BH AWS EEF#EA,
2. BERS3 EEE

a. BEZE S3E&XRW,
b. EREERTENENFHEIR.
3. WEMEFITEBCR:

a. EEFFAURSIER A AREEREFIFBIK.

b. FETHHE , URFIRE A UREETEN IAM AREFEEHE (45 111122223333 BIREBIR
E ARNERIRE ID, ¥4 amzn-s3-demo-bucket BB S3 RETENERE )

JSON

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::111122223333:role/S3AccessRole”
}I
"Action": [
Amazon S3 f#FETRE 112
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"s3:GetObject",

"s3:PutObject"”,

"s3:ListBucket",

"s3:DeleteObject"”,

"s3:AboxtMultipartUpload"
]I

"Resource": [
"arn:aws:s3:::amzn-s3-demo-bucket",
"arn:aws:s3:::amzn-s3-demo-bucket/*"

}

C. Egﬁﬁo

Brib#E VPC FIVERIRR

ATHIEEREREN RSN S3REFB2EINHIIRFTFECH S3 REFFTE , BWLERE VPC
IR FRRBENFAE VPCo THILZERRAMMA S3 RIBEY VPC Ik , AXBEFEUERS Y S3
RERRE  UREABRFREFENEMEMIRS.

1. BIBX Amazon VPC E# 45 :

a. BEAAWS BEEXHESH,
b. BRI https : //https://console.aws.amazon.com/vpc/ By Amazon VPC &,

2. B S3H VPCim% :

a. HEAEAEEEKTDIEE Endpoints (imE).
b. EIEFEVIKH,
c. mEMEETE Service category (AR EI) W{L , B E1EE AWS services (AWS BRFE).

d. HEREBBEAD , @A com.amazonaws.<region>.s3(<region>B{EH AWS E
) S "SI

e. TBEHIEE S3 KK

a. &% VPC , ERBER IR VPC,
b. & Tk , EINHFFHEAR VDI FHEENWELE TR,
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ERAEER

c. #¥RIAI DNS £ , FHEEC4E EIH, SR HALHE DNS TRBBEM AWM N E.

4. FRREBRAPRFIFE :
a. EHET ,EEAF.

b. EBCRmESRT , AR FERERFRBFIERFRNERNBEE, UT2EHBER (#
amzn-s3-demo-bucket MR BEH S3 REFTEEE , ¥H§ 111122223333 H

444455556666 BN AFBBEFRREE AWS 1RF IDs) :

JSON

"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Principal": "*",

"Action": "s3:*",

"Resource": [
"arn:aws:s3:::amzn-s3-demo-bucket",
"arn:aws:s3:::amzn-s3-demo-bucket/*"

]I

"Condition": {

"StringEquals": {
"aws:PrincipalAccount": [
"111122223333",
"444455556666"

5. EBIiwE

a. *ﬁﬁﬁ,ﬂxﬂggﬁio
b. BEBRIImH,
6. BRFIREH

a. BEVinH®, K SEZE VPC TEAFHNIKHER,

Amazon S3 f1FETEE
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ERAEER

b.

C.

B EUHT M AV R E o
REREREATH,

BEELSER BT LR VPC Ik , /off S3 FEUERNEIRFHEERS ID AN EIR,
HER B
MR EFEITEREEAE VDI L

MRBEFERELE VDI LHH SN ELEVEREE

1. ®BE VDI B :

a
b.

o

BAAWS EEIEA

R EC2 TR AL EEZHTEM,
BEUARRENEY VDI BTE R,

&8 Session Manager E# = VDI,
BT RIGT

sudo su
cd ~/bootstrap/logs

§RaR. AIKBRT IS ERETT,

B , BALKEIIE A, EARRNFEEABEMR configure. log. {time}

EU
A | BB /etc/message B UUEUS E Z 554

&l

2. BEHTBEAERFPNEE Lambda CloudWatch Logs :

%ﬁ}\Ayvsgﬁﬂﬁaij:ﬂo
BHRX CloudWatch £ & WEE F HiHEHH,

¥ S H5848 /aws/lambda/<stack-name>-vdc-custom-credential-broker-

lambda,

WEX—ET A AFEEFA , XK B FSPRIEME
AERLHE S3 RETENEERENFAER.

iRk, EERWKESABRMARKATE

3. MEBHITEAERPNEE API Gateway CloudWatch Logs :

a.

%ﬁ)xAVVSgﬁﬂEHE::mo

Amazon S3 f1FETEE
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b. BIRK CloudWatch =2 AWEEE HFFEHE,

c. ¥ESBHFBE <stack-name>-vdc-custom-credential-broker-
lambdavdccustomcredentialbrokerapigatewayaccesslogs<nonce>,

d. REE—ETANBEREEE , YEAFPRIEMER. ELBFKISEM[AFRM AP
Gateway EIFERVEFHIEF , LAEUGHE S3 MEEAMFENEIIZEAER,
WMAEMARRERFITRN IAM SEER

1. & A AWS DynamoDB FiE &,
2. EBHERK:

a. EELfIBEEKTP , EEF Tables (EFK).

b. SIIBE <stack-name>.cluster-settings.
3. RHBERK:

a. EE RRERMRIER .

b. WHECDERIEHM.
4. FEBEREMRMG

a. EEGBREMLEIMEGEREED B,
b, BEEBBEMLGELHEE -

- B WA 2R
- R4 REEHE,
« B BANFEBANERRKEshared-

storage.<filesystem_id>.s3_bucket.iam_role_arnBUX <filesystem_id>.
5. BT :
BIEH T A A BRI BATIR
6. WMEME:
MREBFE , FRAREH ERN IAM A€ ARN ERREE.
MREETFE :
a. EEFEVEH,
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b. BWAEBFMEN

- SHEISMBY |, WA shared-

storage.<filesystem_id>.s3_bucket.iam_role_arn,
- ¥TIEIEFRMN IAM A& ARN,
c. EEREIUNEIER,
7. EFRE VDI #TERE :

EXNRBHITER , SRERBRXHHZTIER IAM B ARN RZ£VDIs,

B F CloudTrail

EZEMHA CloudTrail 2 AELRKIRS F A CloudTrail , 5#&1& AWS CloudTrail fEA &R E
A CloudTrail E2&AEEMAPRMHAIER. CloudTrail #EBFCEFE S3 FFETEMN IAM AR
oY S3 RIFFENER, ETNEROEEEERAFEAENHITER ID,

Amazon S3 fF#FETE 117


https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-create-a-trail-using-the-console-first-time.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-create-a-trail-using-the-console-first-time.html

#5EEE T2 Studio EREER

EH Em

AERBREAECRERKRAREMERERFNES,

£
- SSH FHX

SSH f7EX
EEER SSH FIMESTH .

1. % RES Ihgexk |, 212 SSH =FHL
2. KBEM@MLEWIER , F£H SSH = PuTTY #1TFEL

FEBESRH

EBESERE (VD) BETEFAEELMEE Windows = Linux EfSE AWS, FHETUFERHE
RN IEMELEZEWRENERAENREE Amazon EC2 #1T{EE.

X ENEERR
RES BRIXEMEATIERRERBERRE

« Amazon Linux 2 (x86 1 ARM64)
» Ubuntu 22.04.03 (x86)

« RHEL 8 (x86) # 9 (x86)

* Windows 2019, 2022 (x86)

ES |
- BREHTH R E
- FRENRE

SSH 77EL 118
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- BHENIEAME

c BRERSE

- BT EREERE

- FEERSE

- ERRESAEEBEL

RREDRTRY SR
1. RIEERT  EERNERSE,
2. EIEREHNEREE,

3. WAFMKEHAFHER.
4. BEREXR,

DELREEFANHFEVNETR , ENKRESE 1015 7ERTHER, RERFEEURAZEAIBR
%. RES 128 GPU #1T{ERR I TR AR EEEN
FEUENRE
SEFIERKE , FEEREN R , YA Web 5 DCV A Fim 1TER,
Web connection
BB Web BIERFIRHEEXEENERT E.
BIEER  EERE , ERZRRBERTENENRE.

DCV connection
iEiB DCV AFmEFEEN S H iR REMEE, &EFEB DCV FH :

1. BEDCV IEBRERIUTH . .dcvER, BEEERMK LKLE DCV A F iR,

2. WERERH , FRE ? BR

RREVHTHY R E 119
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EH S REARE

EREFREARE

1. BIEBEE,

2. BEERKEMRE, ZEOERETHEE .

. it

FLENTERRTIEEHEREX , MASTUBRENREE LN THERER,
- EXNRE

EXRE B BTA THEREER
« #&1E

KABRIERE, MREERATRERT  RLETERETRSEEHERER, EERLEZHT,
IEEZRKEMEE RES BRRHK.

« {KER

LHRERERFEEFECRRED, ELENRBDRER , CHNEAEASEE  EEERE
WmEAREER. WHAFHTERBBEARE , MA BEAREHTEER L HBBARS T
M. EERIYPTERBREXELMRE , FSRKELRES.

N EERE

EANEFERRANERRBE TEREERE,

1. EREHUTEBRANZE  EUEELE TR :
a. EEBE,

b. BRIEBEEISEME,
c. EEEIL,

BEIRE R EARRE 120
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ERAEER

® Note
A ENRIR THERBREE KD,

BFTHREREE  EBRLERENKRE AN,
BEREX
PITERENR  FEFTREBRAE :

o & 0N

a. iggﬁ'ﬂzo
b. EBEERKEME,
c. EiFE RBER

FEEN TEFEEREFA
1. EEBE

2. EEETEA.

FFREER R

BEKRECFELR  FEEDE , AREEENTHERE,

RIBEER , ERKEREHE , BRREERAPRE , ERGEFELERRETHFERAL, REHEER
BRFL , BIEEMELE. AEREERRED 15 7 ERREEATERE CPU AEERR 15%.

B ESEREBRBNEFLRE,
1. EEHKE,
2. ##E Schedule (H&).

3. WRELBRIVHE.
4. BERRE.

HRE TP ERE
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ERIKEAEBBFEL

EESRLURE RE , AAFHFLEHELEFEVDIs, B 4 ERRENKE :

1. AERE : CPU EAREAREN B TERRAESSRE.

2. CPU A XRE  REEBERRLREEN TFEESHRARE. MRMLRA 0, I TEREER
KEFEWRAA/HEE,

3. BIRRE : MERRFR , THABREBREWRE (SFELZKEL ).
4. BEHEBATHER | MEERULEE |, AICSRBEMF LA TR T HES B HIERE,

ELEREEENEMARFAERTHNRAREAR L, BRBENFEREFRER , FR-TREIUR
FRRE. MTHEBBREEREMNRE  BFEE  BETERRNEEARBFETNRE.

BREFR , TERRSRIBHERKRIESERA STOPPED_IDLE AREE, FRAEMEEMR Ul B
B)STOPPED_IDLE T {EFSER,

HHSKMH

EHAKEL  SUNSIEHEAHANRE. "R2ERERA , RFEECEREESIHEE , BRTHE
P ERBER & th L HE R

HATHEERE , BAUREBEENFTT. Fl , BULEEFFIER TRESENERKE.
£

- HAKM|
- FRAAREE

HARE
1. ERETHERET  BEBE

2. ERTEREEREFT,
3. EREAENFUER. SHBUUREBHFRE.
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4. BERRE.

eSS
FRHEMARHE

REARE , KA URREEHANRELEREN/TER, LALLEIR Web BIE2RS DCV A
FEER  FER PHESEFRENRH.

ERBE=R

BRBBETHLER Web ADPUEEFIERRFK. SUUEBELAEERERRKLEEEEFTN
FIETRER., RiK#1F (Amazon EFS) BAMRFTE Linux B1%, ¥M Linux A Windows &% , FSx
for ONTAP AT, EfEREE L WEREZEBRIHEN Web ERBABHEFHERER.

A, 552 the section called “SF A B

£}

- LEER (s)
X EO)
- EEBNEE
- fREERER

- BRER

LFEEZR (s)
1. BELERER,

2. BREERIIABELENER,
3. EELE(nER

flER B2 (s)

1. EREEMBRNER (ER),
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2. EBEFE,
3. EEUMIERIER,

FE  BETUEEAERIERRLE-TEEAR , REERIMEBRESR,
BEEENRE

EEHTEENERNERNRK , BAUKEMATEERNEE.

1. BHERJEMRK,

2. EERNRE.

HE , BUNEEMERIENR LR -TEEAR A RARENENRE,

(® Note
BNREEREFIAMAER. NREEFJRRFHRRN , ERFEENHERNRE,

mEER
AL Web A Q#BSS R IR FRERNAR,
1. EREEEFNER. HESEHRK, HTEERNRE,

2. HITEH , RRBEFME

(ELZEES
ERERERREANIERERERARRERNE, ATMRETHRARKPER  YErEER
LRI TR,

+ FileZilla (Windows., MacOS, Linux)
* WinSCP (Windows)
* AWS Transfer for FTP (Amazon EFS)

EEENRE 124



W32 EE T2 Studio EREER

ELop oS 125



ZEEE T Studio EREER

5E 2 HF A7

AR E AN R R AR ] S B R R W] RE B AE 2 1S E B RE RV ARBA E AL

&

- —RIEFEMEE
+ 317 RunBooks
- EAEE

HHEAR

- —RESEREE
- BANBFENSHEARR
« IR3E Amazon EC2 #ITEB LW AFESR
+ CloudFormation &
- RREEMEERKHFE , WH Amazon EC2 Auto Scaling E¥4H & 8 Iz Bk
« HAM Amazon EC2 XA NE
- BT
- ERREEMNERSE
o BRI IEARREH T4
« B/ Active Directory (AD) tHEB@ S LA B E
+ Windows DCV {&§#
« &3 Amazon DCV IRAE
%47 RunBooks
- RERE
- REEHERE RES 2R EBTHEE
+ AWS CloudFormation 3 & XE Y , WHERFAL "WaitCondition WE| KEHFAL. Error :
States.TaskFailed"
o MBI RI%E AWS CloudFormation & UWZEIE FHHBEA
s FITERBRIERKXBAREER vdc-controller
- BRAMEKYHEEES , IRIB CloudFormation Hf & A MR
- RFEVHRE CIDR ERS BB EHR
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- REBEVHREM CloudFormation H B 7 KB
+ {#H AdDomainAdminNode CREATE_FAILED By /A ZpER ( ~&1 ) HB LMK
- §OEE”E
o RAREFBEIT iam:PassRole IR
- BEERFT AWS IRF AR ABFEIEAM Research and Engineering Studio on AWS &R
- BARER , RYREZRAEH
- ERBRARRYE "RTIEAE, R
« 7£ Active Directory F¥TiE{F A% , {8 RES HiEX
c BYTHEREBRRELERAEAE
+ CloudWatch cluster-manager B 5658 H K /) BR $1l #Y $5 5
« RIZEB RES BEVRERRMK , BREHE VDI EH L
« RZEB RES MARERR#E , BREHE VDI EH L
o REEM VDI ETHBEIVEA
- RECEARGIAF IS5
« &% RES B3I Amazon FSx for NetApp ONTAP , 18R il A #4835

I
piC]

- R

< REBEVGRES/ KK

- REEZEAZSEHENRELZEAN B,
- B

- RAEFERERFHITERNRH THRE FEE
- BBESRSE

o SERNE R AY E B R A B R R AR

A RERRED 5 {BIE B R H

« RME Windows EREFAN , WHER "ERCEHM. ERisR"
* VDIsFEMEIRE
- BB , VDIsEH A SHERIRAE

- ERSE T

« Amazon EC2 #i{TAEF TS hEEE RO
127
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ZEEE T Studio EREER
- IMENEBHEUNEERK  ERTEHRAETNFER

« cluster-manager Amazon CloudWatch HF# R <user-home-init> IRF B EFEH. EEZFHF
ERERS, (HPIRFREAEER)

« BAKR Windows RE#ET "EHNIRFEEFER. FafAENEES"
- S\EB/ZF AD #HRERY DHCP 1EIH &
+ Firefox #5588 MOZILLA_PKIX_ERROR_REQUIRED_TLS_FEATURE_MISSING

. Env B
» res-xxx-cluster #2E "DELETE_FAILED, &€ K EEZFEMER , KA "ACENSNELE
£, $8ER
- WERR

- T# VDI HF
« f& Linux EC2 i1TERR TH B
& Windows EC2 #{TEE T&R A
- IKEE WaitCondition 552K ECS HES

- REIRIE
- RESOREENS I BBFERGRLE RHERFEARR
« REIMER keycloak HEIEIEE

s 2024.x BN E
s 2024.x BN E

. (2024.08) EFSEFEHBEE RN ARN ABITTEHENEA Amazon S3 BEE
B

(2024.06) & AD BHHEBOSZEK , EARBEAK

(2024.04-2024.04.02) 12 4t#0 IAM FF AT SRR KRIEHEE) VDI ST EENAE

* (2024.04.02 REEMRA ) ap-southeast-2 (EFL ) ## Windows NVIDIA ST{EEE LK
(
(

2024.04 %1 2024.04.01) GovCloud H#) RES Mk % Bt
2024.04 - 2024.04.02) EFEB B |, Linux ERSE A EE THE, RE

+ (2024.04.02 REEMA ) #EEF D SAMAccountName B S EXBZRREHETH AD £
A&

+ (2024.04.02 RERIRA ) ARERESTHNTLELBER
. (202406 RERRRA ) AD [E] HIR o
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+ (2024.06 REEMRA ) CVE-2024-6387. RegreSSHion, RHEL9 1 Ubuntu VDIsSHHI Z £ 8
G

— xRS M B2
AEEE T RES FRENWET,

- BANBRASHEARE

« IR Amazon EC2 BTHEEB LMW HERESR

+ CloudFormation &

- AEEMBERKEWRE , WH Amazon EC2 Auto Scaling B4l & B iz Bk
o HAM Amazon EC2 A NE

- BT

- ERREERAERSE

o BRI IEARREH

- B M Active Directory (AD) HHEIS S SE
+ Windows DCV {88
« &3 Amazon DCV IRAE

AN BGFENEHERANRE
RETEEEARR , TARBEDEMEREAIE,
IRIE Amazon EC2 #1TEE LA BFESR

HEEERFERN RES K Amazon EC2 #117{88 L. SSM Session Manager 7] F 2R B R 1T {E 8
M T/ERSEY , UREELEER,

EEEEEE M vdc-controller EEBREHTEEB L  IETINERIEAENMEMBF.

 /opt/idea/app/logs/application.log

/root/bootstrap/logs/

Ivar/log/

/var/log/sssd/

/var/log/messages
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* /var/log/user-data.log
« /var/log/cloud-init.log

+ /var/log/cloud-init-output.log

 Linux ERSEL K UATE2ERANBERER

 /var/log/dcv/
* /[root/bootstrap/logs/userdata.log

 /var/log/messages

£ Windows EESHEHTEE L , BFVR

« PS C : \ProgramData\nice\dcv\log
« PS C : \ProgramData\nice\DCVSessionManagerAgent\log

£ Windows Lk , REEAEXRHETEUTNERT

* PS C : \Program Files\NICE\DCV\Server\bin

£ Windows £ |, B LELA TEKE| NICE DCV BRERIER :

* C : \Windows\System32\config\systemprofile\AppData\Local\NICE\dcv\

Amazon CloudWatch Log Groups

Amazon EC2 1 AWS Lambda EE &R S &L #%Z Amazon CloudWatch Log Groups. HHH
AFFIEE AR SR BEEBERNE —REARRMEEANENR.

ELHENBBUT :

 /aws/lambda/<envname>-/ - lambda related
* /<envname>/
* cluster-manager/ - main infrastructure host
* vdc/ - virtual desktop related
» dcv-broker/ - desktop related
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* dcv-connection-gateway/ - desktop related
* controller/ - main desktop controller host

* dcv-session/ - desktop session related

BERFHAEAR  EANTHABNIBEZSRETHESREEY. ERSRHAISKETFRHF

v
o

?"ERROR" ?"error"

ERBENS —EAHERE T Amazon CloudWatch Dashboards , EFASBE RBEBERMN/NT
a

=0

—EEFREY —ENTE , tEFHRERN ERROR WK , YiHERAT, A EAREER
R ERBERENRE  NEHERERABENES.

TR ERREEIENESG ., SECALIIEE  BFHEFTHE , YLUEENERNR <envname>Hl
<region> B,

m

{
"widgets": [
{

"type": "log",
"x": 0,

"y": 0,
"width": 24,
"height": 6,

"properties": {
"query": "SOURCE '/<envname>/vdc/controller' |

SOURCE '/<envname>/cluster-manager' |

SOURCE '/<envname>/vdc/dcv-broker' |
SOURCE '/<envname>/vdc/dcv-connection-gateway' |
fields @timestamp, @message, @logStream, @log\n|
filter @message like /(?i)(error|ERROR)/\n|

sort @timestamp desc|

stats count() by bin(30s)",

"region": '"<region>",
"title": "infrastructure hosts",
"view": "timeSeries",

"stacked": false
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}

BRARNEFITTRREHBNT -

CloudFormation &

FERIREIHBRIK CloudFormation # &9 S EIRIFEEMHERNER. S4HNEHLHEA.,
HRSEME K WHRHEENHEBEER , AUSEEH, ERVAHRSIER.

RES # & :

* <envname>-bootstrap

+ <envname>-cluster

* <envhame>-metrics

« <envname>-directoryservice
+ <envnhame>-identity-provider
« <envhame>-shared-storage
« <envhame>-cluster-manager
* <envhame>-vdc

* <envhame>-bastion-host

TEHREHE MRLEEHERERE  BRLEELNBERTR , BALUER AWS SREER
BARELERBRENER. )

« <envname>

+ <envname>-Networking

« <envname>-DirectoryService

+ <envhame>-Storage

+ <envname>-WindowsManagementHost

K R RE T 3% 4 KA WFE | 3 Amazon EC2 Auto Scaling £$487E B i AR

R RES Uls 5 A fRERERR , RRTREREAERXEBHEtEE,
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SEEBELHE Amazon EC2 11T B BiEREH (ASGs) HEBE —EEFBRSIEE , WAMNMERIH
TEENEREZE. MR Ul EEEERETAHEBERELZTE , FHE Amazon EC2 TR AREEZE
RIEMBITER , MR E Auto Scaling BHEEBIREIZEB RS EHEEIMN ASG , SLHIET Amazon EC2 #
THEEEREERR.

WRRER , BEAHTERNIEE Amazon CloudWatch BFBHERYIET R SRR , EWRERT
BENRRE, Bl AR SSM TERREZEMAMBBEEATHATERN THERER , XREHNITE
BN ERERMMERR BT EEBRERAEHFRETE  dH ASG K1k,

WMRBAEMERE , ASC TEA AR TELUTIREER,

BAAI B Amazon EC2 FiE & 48
AT EERERETRENRKEBERINER,
HEskne M

ERBREHTE , Amazon EC2 TR ABERRRELUTRAE, BRINHTERR RES £/
Amazon EC2 £#, HITEREEINFER RES REEH,

ERREIHNERKE

£ Amazon EC2 X# &7 , EERREHTE , cMEEREUTAREL, ERHERT , EREE
B EER, BTEEEENERRELRENFEAE., PENEBEREREREN TERERERE ,
AT LARFEERM "MyDesktopy SEFAEREN B,

BRI LEARRERY E 44

E Amazon EC2 I ABREKILMNHATERE  CMBEERERLNEEEIH. NRFRAETRE
RIGIEIRENEREREEH | SR ZEMAREENEIHE K ETRRTIRBEETETH.

TEERERLENREHITER.

B F /Y Active Directory (AD) HHE@ S LAt

T RUZEMREEH 8B AR dap HEADTES , SRR AD HEEREF. ERNAEMNE
ZHERRRERRELFRANS R

BRI Amazon EC2 TR & HE 133
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ldapsearch "(cn=AWS Delegated Add Workstations To Domain Users)" -x -h corp.res.com
-b "DC=corp,DC=res,DC=com" -D "CN=Admin,OU=Users,OU=CORP,DC=corp,DC=res,DC=com"

-w <password>
ldapsearch "(&(objectClass=group))" -x -h corp.res.com

-b "DC=corp,DC=res,DC=com" -D "CN=Admin,OU=Users,OU=CORP,DC=corp,DC=res,DC=com"

-w <password>

Windows DCV {& &

# Windows RME £ , BRI BUERA T 5175 X 51 H B2 E AR BRERAY TR ER

PS C:\Windows\System32\config\systemprofile\AppData\Local\NICE\dcv> & 'C:\Program Files

\NICE\DCV\Server\bin\dcv.exe'list-sessions
Session: 'a7953489-9dbf-492b-8135-7709dccc4cab’ (owner:admin2 type:console

name :windowsl)

£ Amazon DCV A~ &EH

Amazon DCV AR ER S HE T/ERER. AWS Amazon DCV, THEHRE MY E S L Em DCV &
B,

Linux

[root@ip-10-3-157-194 ~]# /usr/bin/dcv version
Amazon DCV 2023.0 (rl14852)
Copyright (C) 2010-2023 NICE s.r.l.

All rights reserved.

This product is protected by copyright and
licenses restricting use, copying, distribution, and decompilation.

Windows

PS C:\Windows\System32\config\systemprofile\AppData\Local\NICE\dcv> & 'C:\Program Files
\NICE\DCV\Server\bin\dcv.exe' version

Amazon DCV 2023.0 (rl5065)
Copyright (C) 2010-2023 NICE s.r.l.
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All rights reserved.

This product is protected by copyright and
licenses restricting use, copying, distribution, and decompilation.

21T RunBooks

T—EHYSTRELNEE, NMEIBE , ARNTHEREBENESR,

ZEEE

- RBMERERE RES 2 BRERFI M

AWS CloudFormation &8 EE vy | WHE/RAE "WaitCondition R K BEVFAE . Error :

States.TaskFailed"

#EBFE T AL Zh % AWS CloudFormation & ¥ ) & F B 4B Al
#ATERERIER K BUKREER vdc-controller

AR HEEER | IRIE CloudFormation 38 4% 5 Ml BR

IRIFEV IR CIDR ERS AR

IREE M BB/ CloudFormation &2 37 5k

& AdDomainAdminNode CREATE_FAILED BN /\ZBER ( ~E ) HBLK

S EEBE

« RAEBHIT iam:PassRole HIiZ#E

FAEEAFF AWS IRE S A EFEEFEM Research and Engineering Studio on AWS &R
BARER , RVAREZARR

ERSARELE "RTIERE) HR

£ Active Directory F#i8F A% , {8 RES FiEX

BEuITFEBERELIERAEAE

CloudWatch cluster-manager H & /i H K/ PR &I# §5 52

fit

HZiB RES BUERRM , BREEHE VDI FH L

« BBEIB RES MAERRME , BREEE VDI EH L

o RE\EEN VDI THBEUE A
o BRIE A RBIAYEF oI £ 45

« &% RES 23 Amazon FSx for NetApp ONTAP , 1B R 1A B HAEE

2%1T RunBooks
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- R

- RENARERKK

- REEZEAZSEHENREZEAN B,
- EfER

- RAEFERERFHITERNRH THRE FEE
- RBERSE

« ERNEFEPHE R R B HEBRINER

- BARERE S FERRE

« RME Windows EREFAN , WHER "ERCEHM. ERisR"
* VDIs1E ik

- BB , VDIsEH A SHERIRAE

- ERIZATH
+ Amazon EC2 H{TEREEEAPEEBERCKRIE
» vdc-controller SI1TEE IEE@EIRT , KA EMA AD/eVD| iR API BIERERE LXK

« MENREHEEBLHIEERE  ERTEHRAETNNFESR

+ cluster-manager Amazon CloudWatch B8R "<user-home-init> IR F i EEFEH, EESS

fiE

AERS, (HPIRFREREER)
- BEAK Windows SEER® "EWIEFEEH. BAHLNEES"
- S\EB/%F AD #H5EM DHCP #IERE
« Firefox 552 MOZILLA_PKIX_ERROR_REQUIRED_TLS_FEATURE_MISSING
« Env R
« res-xxx-cluster #&EHR "DELETE_FAILED. MEE , AT HRR , BA "ACENIELRE

f£. #8:R
- WEHE
- TH VDI BF
« #& Linux EC2 #i1T{ER TH B
« # Windows EC2 #i1TEE T&H A
« UWE WaitCondition §§52#Y ECS HES
- REIRIE
- RESIREENSIRBEFRERETHRFEEARR

=N V=
BITR = AN/ TF
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TR EE

&
« RIEEHXLHE RES 2R EHITHEE
« AWS CloudFormation #t&#£2 7 | WERHAE "WaitCondition WEIKBEHEA S, Error :

States.TaskFailed"
o MBI RI%E AWS CloudFormation & WK ZIE FEHHBEA
« FITERERIERXBGREER vdc-controller
- BRAMEKYHEEES , IRIB CloudFormation 3 & S A MRk
- IRIFEVHIE CIDR ERSE LA
- RIBEVHEM CloudFormation HEBEE T KK
« /A AdDomainAdminNode CREATE_FAILED B A ZBER (=& ) HBEK

BRIEERELE RES < RREBHEE

(® Note

TR - BUEFEBFEMN PrivateKey RBIFHXIE Secrets Manager MEH |, T &E
PR,

i}
(aif

BB HIEE Web AAF IR
1. EFEEEN-alb ERTPEHSBZEEXNEE

a. BEEZE AWS E# A EC2 > Load Balancing > Load Balancer T RES & & & ¥ #25,
b. ESEBEWAREN WEBFEEE<env-name>-external-alb,
c. BEEEFARFEHJ/HEREER,
d. EMEREFNBIRFMERAEE 2R SSL/TLS BENEEREN.
e. RBRERENEE,
2. EBREF[REERKRD

a. 71 DynamoDB -> Tables -> SR EEREE R FK<env-name>.cluster-settings,

REME 37



#5EEE T2 Studio EREER

b. BIFRREE WKBUEHE - BB "key". TR "string". &4 "contains" F{E

"external_alb",

c. cluster.load_balancers.external_alb.certificates.provided 8&E4 True.

d EH W
fEcluster.load_balancers.external_alb.certificates.custom_dns_name,

1ER Web FRENHAN BRTHEAR,
e. EFH

{fEcluster.load_balancers.external_alb.certificates.acm_certificate_arn,
iE 2 FFE Amazon Certificate Manager (ACM) H¥§ FERE Y Amazon Resource Name
(ARN).,

3. E#HEAR Web AFIREYHEIE Route53 FHBERCEk , LAIE@INER alb B & F# 274 DNS &

#<env-name>-external-alb,

4, WMREAEFREBEHERE SSO , EFEAKESEE RES Web AOP@IH —MREERE > BoRHEE>E—F
A > AREE > {mEE 1R ah h R ) £ F AV AR R 8 A SREFTERE SSOo

S BHEMEE VDIs
1. BTIEBFEERE , BT RES EAEXNHMEINIT GetSecret BRIENFTH :
* res:EnvironmentName : <env-name>
* res:ModuleName : virtual-desktop-controller
2. HEERTERRT:
a. 7t DynamoDB -> Tables -> F &k E LR EE FlFK<env-name>.cluster-settings,
b. BIFRKRIEE ARBHEHE - B8 "key". FH "string". &4 "contains" F{E

"dcv_connection_gateway",
c. vdc.dcv_connection_gateway.certificate.provided FREA True,

d. E# B{Evdc.dcv_connection_gateway.certificate.custom_dns_name, E=Z

VDI ZEH BRTBIE A B,
e. BN W

fEvdc.dcv_connection_gateway.certificate.certificate_secret_arn., E=

FRIBRAR ZWER ARN,
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f. BEHH
fEvdc.dcv_connection_gateway.certificate.private_key_secret_arn. iE=

FRALBERABRZWER ARN,
3. ENRARBEITERHNMBEIHA

a. & AWS A EC2 > Auto Scaling > Auto Scaling B 48 T R Auto Scaling & #H.
b. ENHEE RESRENFEEEHERERME. BBEB/WAREN <env-name>-vdc-

gateway-asgo.
c. EFHHMEFERTBSRIFREBIEL,
d. EFMEEF > B> BEERE LR (BYFRE )
e. BTHEBEHERFMAENA,
f. BBEREI, EFEREER.
g. S¥WEF CERTIFICATE_SECRET_ARNH PRIVATE_KEY_SECRET_ARN, f#AIRHEENRE
(52 RSB 2.ARNs EFIELE,
h. X Auto Scaling HAEREAFAREZIHMEBEAMRA ( #& Auto Scaling #EE
H) o
4. EFLRERSEEIMNEE Route53 FHFEE S , LUIEEAEE nb EHFHEE5H DNS &

8 : <env-name>-external-nlb,

5. #IEIBHEM dev-gateway HITIEBE : <env-name>-vdc-gateway X EFHANHAITEEEED,

w

AWS CloudFormation &8 X2 | WE/RFAE "WaitCondition U8 E L BYRYEA
B, Error : States.TaskFailed"

EERFIMEE  BFRESRA B Amazon CloudWatch BEE#<stack-name>-
InstallerTasksCreateTaskDefCreateContainerLogGroup<nonce>-<nonce>, MR EZE

Eﬁ*ﬁﬂ%ﬁﬁ’]ﬂ?ﬁ%ﬂ AAmES—ETRAN BEHE. AFTHNERASSREHEHERENFRE

o

(® Note
BRBBERBZEE.
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HEEE T X Ih % AWS CloudFormation KUK EIE FE 4B H

WMRERIIE I AWS CloudFormation &% K INEIE FE4B5E , BERTYIEHE !
1. WREFEHu S A LR,

MREFEMH it R IE LTI , EMERIE EFHEE Research and Engineering Studio IR
B
2. BE Amazon EC2 XEARBERRIATEENER.

IR Amazon EC2 #1TEIf M <envname>F HERA DKL , ARBBRAWNWIITER , RFEK
=% Active Directory #H A8 AT L& H 3 B RE,

3. WMRESIE AWS SHEEEEM AREBUNRER , FHERHEBEEY VPC, RENLE 1
%, UREMBRNSE,

MREMSBAIERE  EURFEEMRAEENIME RES KRR, WEFMET K F2EERLEE

—_
HHo

4. MREFERBCHNFERBEER , FHEFSBMRMN Active Directory FFETRHARVAERE.

MERER R EHITEERINMA Active Directory ZEEE, EfF P HIFEfthe section called “H
TR EIRSE R K BUIRRERY vdc-controller” SR fi# SR RS RE

HEMFEEE

1. R&®H5|, 7 vdc-controller I {TH#AITEEE EEH SSM BB TIERSER,
2. #1T sudo su -,
3. #1T systemctl status sssdo

MRRERIFEAT., KRB EEBFPERER , HIFTEREEMA Active Directory,
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SSM §&R H &S

HEMREE

«  REFNDSHHTEEHNIT cat /root/bootstrap/logs/userdata.log LAFAZE B,

LEEARRA =AU RNREREZ—.
BARRE 1 BWAR dap ERFHEAT ERE

BB AR, MREFBINTIHEESZ X, AIBTEEELIMNA Active Directory.

local AD_AUTHORIZATION_ENTRY=

(L -z ' 11

[[ @ -1e 180 1]

local SLEEP_TIME=34

log_info '(@ of 180) waiting for AD authorization, retrying in 34 seconds ...'

++ date '+%Y-%m-%d %H:%M:%S, %3N’

+ echo '[2024-01-16 22:02:19,802] [INFO] (@ of 180) waiting for AD authorization,
retrying in 34 seconds ...'

[2024-01-16 22:02:19,802] [INFO] (@ of 180) waiting for AD authorization, retrying in
34 seconds ...

+ sleep 34

+ (( ATTEMPT_COUNT++ ))

+ + + o+ o+

1. W RESHBEVHBCEHBATIEENZRIE,

« directoryservice.ldap_connection_uri
« directoryservice.ldap_base

« directoryservice.users.ou

« directoryservice.groups.ou

« directoryservice.sudoers.ou

+ directoryservice. computers.ou

* directoryservice.name

2. 3% DynamoDB BERI&RHMEMNEHE. ERRMUMN DynamoDB FEAMEREKX T, ERR
BWES <stack name>.cluster-settings,

3. FEHERRKXEZ , BMEREATIREANTEEM cluster-manager F vdc-controller, B EIER
AR E DynamoDB &R R KFERBFHAITEE,

REBE e
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BARER 2 : 8 AR ServiceAccount EFAEZ B IERE

MR AFEL Insufficient permissions to modify computer account , BIfEHEE I
¥ A B ServiceAccount BB A RER IE7E,
1. & AWS X &R Secrets Manager,

2. ¥5 directoryserviceServiceAccountUsername, W& ES <stack name>-
directoryservice-ServiceAccountUsername,

3. FRMMEBELURGRHFMAETARE., EWEET , BEHENMEE K RARBEEXF,

4. WMRZECEH , EMERE BTHITIRIEMN cluster-manager 1 vdc-controller #{T{EE. BEBERE
#{E F Secrets Manager BB FEREBFETEE.

BABER 3 : 8 AR ServiceAccount BRiEF E#E

MR AFE R Invalid credentials , RITE#&2E I Hif# AR ServiceAccount ZiE AJBER IE
.
1. & AWS 5B Secrets Manager,

2. % directoryserviceServiceAccountPassword, WA <stack name>-
directoryservice-ServiceAccountPassword,

3. FARMELUMEFMHEAETH, EREET , EEHEIREE K RAREEHXFE,

4. MRELSHER  ATHRERANBIBLSEER , LA LIE Active Directory 1 Secrets Manager
P ERER,
a. EE7E FEFRZEE AWS Managed Microsoft AD :

i. BAIRK AWS &I FIFE AWS Directory Service,
i. IEHERES B#ME D, ARFEZEF,
i. BNEREAERS.
iv. A ServiceAccount fE& B,
v. BAFEE K ARBEIERZE.
b. #&ZEE Secrets Manager FERZE :

i. BIRXAWS &I T Secrets Manager.

i. ¥& directoryserviceServiceAccountPassword. M#HE S <stack name>-
directoryservice-ServiceAccountPassword,
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FRMEZEARRFHEARE, EWEET , BEERUTE  REBREAXF.

BERE,
REHMBE , AREERT
=5 I BR B BT #11TBRE M cluster-manager 1 vdc-controller #1{TEEE. BEER

iv.
A ServiceAccount fEH &

V.

5. MREEHTEH, F
%158 P B R BY (B RRBY R Y BT (B B8

HRABMYEEEES | IRIE CloudFormation 3 & £ M BR

W& <env-name>-vdc CloudFormation 32/ Mk R AB Ak WSR2 M 2 B |, 4520

vdcdcvhostsecuritygroup , EFREREAFEAEEAE RES BEUN FREINLLFERREN
, & O] LU A T R

Amazon EC2 AWS #,17 {E B2 At 2%
EESREARIELLEES AR FTE Amazon EC2 #{TEEE, A%

EERREAE
RE,

IRIEIEVHIRS CIDR B S B a4 88
) CIDR BB e HERER,

BYREE , OERES [FAILED]
SEEREM
For example, specify a CIDR

Failed to update cluster prefix list
An error occurred (InvalidParameterValue) when calling the

ModifyManagedPrefixList operation

The specified CIDR (52.94.133.132/24) is not valid

in the following form: 10.0.0.0/16

EERREE  FHOERAE xx.x.0/24 = x.x.x.0/32,

BERERME , E CloudFormation it

RIS T HIRIAY CloudFormation &3 37 2k BX
, JREE

BYRRSR-RINEREMEFE, ERERFEH , 7]
BEVKRH,
143
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MRBEEFEER , FRHRREIERAEN, HE , EUUEREANEGFEREI,

& AdDomainAdminNode CREATE_FAILED BN A\ZE IR ( & ) HEB KK

MRTEHREHBET AR HRTHHER , TREERAFTERRBRAEHEEINEE Amazon
EC2 &%,

AdDomainAdminNode CREATE_FAILED Failed to receive 1 resource signal(s) within the
specified duration

ERYET R RE

1. HE SSMREEEESF K RMERBCHREMSH , AREBCHYEMEANTERREBH.

2. 1E£ SSM RunCommand/Automation 11T L L& , MESHERE SSM X4MWHITREEHT
1%.%;&@_&0

3. TEIRY¥E Amazon EC2 HIfTEBAN BAFERTD , REAKHTEB A , LHESTERBRRSEMR
BB ENRE.

MREERREHER , FEMBERED 15 DIELE RES #MITERNIEH,

E—2A(SSO) MEIEENASHBEERRRAAMBREERMBE, MFERE SSO HENEF ,

3
¢

« the section called “f£ A IAM Identity Center §%27E SSO”
« the section called “% SSO FRELKN G D iR E”

EERBHMES )EEMENEMEE  BF2E TSRS EE

*rE

- BAREBHIT iam:PassRole R E

- BEEAFF AWS IRESWAEFEIEM Research and Engineering Studio on AWS &R

S EEEE 144



HREIE Studio RS
- BAREN , BYAREZRAER

- EEBRARRE "RTBERE, BR

* 7 Active Directory R ¥TiEEA#E , {6 RES HiEX

- BUTERBRELFRACHRE

+ CloudWatch cluster-manager B & FP 8 H K /)R #il By §5 53

K AREEBHIT iam:PassRole BIR#E

MREWBEHEER | EHEEEHIT iam : PassRole BifE , BHBRLEERH , UAFEEBBEERE
RES.,

BEAWS BRTREKEFTALBERZERYE K MARBUFNEREACIBBELSAC, WFENT
ER |, BUARERAREREEXRBNFTT,

E & A marymajor B IAM FREERFERAFE AT RES FHTEMER , SB4ATH&EHIFER, B
2 BEBRBREEBEREACR TN, Mary REKAGEEEZRBHOFT,

User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
iam:PassRole

FIEBEERT , Mary WEBURXAEH , LLAFFHEIT iam : PassRole BifE, MREFERBY , FBHE
£ AWS BEEE, SHNEESRHELNEERE.

BEE AT AWS IRE A A EFEIM Research and Engineering Studio on AWS &
iR

AR —EAE  BEMRFTNERENEEBATNAEFIENER, LU IEEZ R
EEENHENEXAR, HHXEERERNBERIFEUEHIEE (ACL) VRS , &I LUERA ALK
RRBEFAETFRENE RN,

MFEE-FTH K FL2EUTRE

- BETHOAESHES AWS NIRFHREERNEIE , F2R (AM EREER) FHAEHES
Y5 —{E AWS 1RF RV IAM B & R FEE.
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HZREE TR Studio ERERER

- FEETHRINMUEERNFERERMEEE=5 AWSRF , F28 (AM FERAEER) PR FEER
MIGE=F#E AWS HIRF,

- FETHRIMIEBKE SO RMEFIE , F28 (AM EAEER) PHREAEFEIERIITEREN
EAE (BEE5 ).

- FETHREAACNERARRETERFFRCENEZR |, F28 (AM EAEERE) 78 IAM
ARHEREBENEER,

SO BAREHRN , MEREUBEE, FEHEHBE  FeERHRNITER B FALREA

1. BB CloudWatch £ 4,
2. WEFEET K SHRABAH WEE/<environment-name>/cluster-manager,
3. HRBFEHELUESAEFERPNEMES

1. B#RX DynamoDB FiE#&

2. EREXRSP , SKEH WERK<environment-name>.cluster-settings,
3. FRERR, AREERZERKRER.

4, EBHRTERGER , AR2BATIES .

- BHEE - Rol@
- -8
« B -sso
5. BE#T.
6. EEREMNFHEF , BFEF SSO HEERSER. MRTIER , 751% sso_enabled £WMNWELRER

False,

7. BB RES EAEMEUEHRRE SSO,
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EREARRE "HTIERE) BR
MRERFEERE A RES NMHEFWEIHER "HRAERE,  BEMAEHERAE Active Directory H
- MRERAEFTFENR RES 7, BEKITHKEREREE AD

ERETEENKRESE RES, RES B/ AL —K AN ETHEEESE  THREFEHAER
BET—XARASHFE, EEVHRS , HERPHLSEE Active Directory FEIEFEHRE | B
RES AiE %k,

- MREMAEFENR RES §:

1. BEBMRFSERRE, NFFHEER , F2RAE—F A (SSO) RELN S DIRHE,
2. ®f{R SAML £ M SAML EF B4 HERIEHENE T B4t

£ Active Directory R #iEEAE , B RES FiEX%

(® Note

AEHEAR RES 2024.10 RERRZA, NE RES 2024.12 REFHIRA , F5SE A FE#H1T
B (2024.12 REFHRAE ) o

MREBEAEEAEFIEE Active Directory , {87 RES AR ERE |, BIEERER AD B, AD @S
=M AD IEH E A RES IRIEH Lambda HEE NEHT. AR , ERHECHAEDRFHEcER g
BRI T —ERSEFHT AL, BL% Amazon Simple Queue Service FEIREIRE S

FEHRBRIER

1. BB Amazon SQS F#2 &,

2. ffr%|F | #E <environment-name>-cluster-manager-tasks.fifo,
3. EREEAREWEAER.
4. HEHABRXH , @A :

{ "name": "adsync.sync-from-ad", "payload": {3} }
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5 &¥AEEME ID, WA : adsync.sync-from-ad

6. SHFASEREMMERID, WABENREF TFSH, WLIHE LHHNE 17 EREITHAREFY
TE , BRFEREHELE,

BYTFERBELIERERE

MEEBRBITIERENEES , BRBEET THERERFEZEMSER Active Directory FHIERAE | Bl
FERENREEEE - RBEA, REEAEATFERERIITERR, EFAFERAESAZTOBREARE—

Nrd
Ao

CloudWatch cluster-manager B & H K/ R #lfY $5 35

2023-10-31T18:03:12.942-07:00 ldap.SIZELIMIT_EXCEEDED: {'msgtype': 100, 'msgid': 11,
'result': 4, 'desc': 'Size limit exceeded', 'ctrls': []1}

MR BT CloudWatch cluster-manager BRI EEER | |dap St ERASFERAEL K, &
EEFIRERE , 5125 IDP W ldap £ S&ERER4,

&

- RiEB RES BEUERRM , (BRHHE VDI THLE

- RiEB RES MABRRM , BRHEHE VDI T L

- REENR VDI EHMEIEA

« &% RES 1 Amazon FSx for NetApp ONTAP , B RN A KK 815

FiFEB RES BIUERRME , BXRBEE VDI =¥ L

BRRABSEARR "W ARE , T8EH VDI THEF, FRETITRRIERRAERETENLE
REE,
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Amazon EFS

1. BI7¥ Amazon EFS i A&,
2. RERRRARERETH,
3. IRBRRKMRERTA , FESF BRE VDI =4,

Amazon FSx ONTAP

1. Bi4E¥ Amazon FSx Fi2 &,
2. mEREREATH,
3. MRMREARTHA |, BFEST BRE VDI £#,

FiFEB RES IMAERRLE , BXRBEE VDI =¥

£ RES ELIMANERRRERELENZ2BFERA , LR VDI THEBHERRK. ARELER
RIRRE RES MR , RES TEEEMBBMNZ2EER A,

EMANERRBEBABMNZLHER AT THEARE

« 3REH linux VDC EH#M NFS RE (EHIE : 2049)
« B Windows VDC TH#H SMB iiE ( E#EIE : 445)

REENR VDI THEEUE A

ONTAP ZERERER) UNIX. NTFS H MIXED 22X, REHRAIRE ONTAP AR ZHIE R 7
AFATEEEL | DU WRLE A 5 b B B ] USO8 LT Ao

Flan , MBHBERMEA UNIX 228X , R ONTAP WZIHEARE , SMB AEB{MATLUEFERER
(BRI ERERBNTE ), TiIB , ONTAP £A UNIX 557 , RE UNIX AFmAI AMEAR4ET
B &,

BRI {55 F SR 51 9 B T E 45
B Linux TESHEFEA UNIX RNHERE
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https://console.aws.amazon.com/efs/home#/file-systems
https://console.aws.amazon.com/fsx/home#file-systems
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sudoer AJABHMFERAERET. Bl , L TREER T /<project-name>H & LB <group-
ID>ZEBIVEAFATRNKE :

sudo chown root:<group-ID> /<project-name>
sudo chmod 770 /<project-name>

¥ Linux M Windows T/EE# A NTFS B K E

BOUERAREERRNLABMRRELAFT. i, BEEEAFuser_01ME XK
myfolder , A B4 Full Control. ChangeZX HYEFTJE%E A ReadAllowE} Deny :

R Linux M Windows A FinEf & A#KRE , BMFEE SVM LREBBMRE , RRFSHEM
Linux fi£ fi#& & TR EEAE[E) 49 66 A & & BB EE domain\username Y NetBIOS #E £ BN E LB, EE
Linux § Windows EA& 2 EETHEREEAD. MESE | F2 R LA Amazon FSx for NetApp
ONTAP RiA Z 1% E TFEH.

% RES 3T Amazon FSx for NetApp ONTAP , 1B R il A F Y4315

Bl , &% RES £# A% Amazon FSx for NetApp ONTAP i | RIS MHERRERMK , BF
EMAMBE, EESEIMN ONTAP ERRHM SVM ALK , F2 845 SVMs fIA Microsoft
Active Directory 8§ Amazon FSx £ & LT R, MELENFF I ZE i AD FH Amazon FSx
Service lRF o, —H SVM BINMAME |, 35801F SVM HE > ix 3 > SMB DNS &1 , AEER DNS
28 IABEEEEL,

ABiE % | FEEEEERTE DynamoDB R X #wEE SMB DNS {HESR -

1. BI1¥ Amazon DynamoDB i &,
2. BEERK , REEIE <stack-name>-cluster-settings,
3. ERRERKRERT , RREERMREM , REBWMAT HIENERMT
- BUHAE - Rol®
.« REF-FR
« {§ - shared-storage.<file-system-name>.fsx_netapp_ontap.svm.smb_dns
4. EMERNIEE , RAREEHE. REEAR,
5. ERBLRERM SMB DNS EBE#{E,
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https://aws.amazon.com/blogs/storage/enabling-multiprotocol-workloads-with-amazon-fsx-for-netapp-ontap/
https://aws.amazon.com/blogs/storage/enabling-multiprotocol-workloads-with-amazon-fsx-for-netapp-ontap/
https://docs.aws.amazon.com/fsx/latest/ONTAPGuide/self-managed-AD-join.html
https://docs.aws.amazon.com/fsx/latest/ONTAPGuide/self-managed-AD-join.html
https://console.aws.amazon.com/fsx/home#file-systems
https://docs.aws.amazon.com/fsx/latest/ONTAPGuide/self-managed-AD-best-practices.html#connect_delegate_privileges
https://docs.aws.amazon.com/fsx/latest/ONTAPGuide/self-managed-AD-best-practices.html#connect_delegate_privileges
https://console.aws.amazon.com/dynamodbv2/home

#5EEE T2 Studio EREER

6. EERIFEREMR,

A FRAEERZREEBN RSB NS Amazon VPC EXRBFIEGFPEBNRE. £
BRRZFEHH VDI EHBETEHBEHMA SVM MERRFENEE

HE , BAULER RES MAERZENRMARANERRE - tREEEREERRRE,. MAER

ko

ES |
- REHRESKK
- REELZEAZEHERRELEAN B,

REBAVIRRE R KR

E RESHREML , MERBHREALY , AT FEEEE S Amazon CloudWatch H&EEE
TR TSR R B A VB R

[2023-11-19 03:39:20,208] [INFO] [snapshots-service] creating snapshot in S3 Bucket:
asdf at path s31

[2023-11-19 ©3:39:20,381] [ERROR] [snapshots-service] An error occurred while
creating the snapshot: An error occurred (TableNotFoundException)
when calling the UpdateContinuousBackups operation:
Table not found: res-demo.accounts.sequence-config

REBELZEAEEHERREZEAN B,
WRME £ —1E env HERVIRBEEZEFHH env FER , FEFEEEESM CloudWatch HEEEAER!
BE. IREERRAREASCBENERRER , FRESRBERERIRE,

1. T# metadata.json &R , WERSEER KM ExportStatus £8F COMPLETED #t&E, BEREE
ERKRHE ExportManifest MUK, MREHRTE LIABWUE , RESEABYIRE , BEZ
HEEMARRBIEREER.
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https://docs.aws.amazon.com/fsx/latest/ONTAPGuide/limit-access-security-groups.html
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2. MREYRIRE , FEEREREE RES #8285 COMPLETED, REEVEFHZZFES5F 10
S, ENEARENRARREEZEER , MBRRECKDEL., EFEREYHRBEREN
REE,

Eif 5z
8
- REBERERFHITERNERT 45 E E3E

RAEEFRERFHTHEENE R TERB A

MR Ul FHBRARBFFERASSFTHE , ARETFERERELER , EWRKRTERRKRE Amazon EC2
YT EEE B A IR,

YETEERRN G E , REME Amazon EC2 £ A 2B EEM Amazon EC2 #I{THEELIFEER
IE, AT BTEBERA. MEREERER , E Amazon CloudWatch logs A 86 &R E R A,

S-EFERRERRINEH TR, MR Amazon EC2 £ A LB RAMEHFHHFAREREM
BFERERIFNHMTER , AIRTIURFERKBE.

IEENBREH M TR

MFEEAMEIER S 0, KRR E Amazon EC2 #TER AT AREEFE R,

MR EEMEFENEE A 0, R Amazon EC2 #ITERAEEERIIR, EARRRAERERN
EREXZRBEREREFRERSE,

MREERERIFMNEFERETENHB AR 0, RMBIRTRERERR. flW , 2BENLE FHEER
R AYIEN AZs, MRBAEEEBIFRN , TEA LTREAHMXT , BEHERREFE,

B E B R TH

ES- |
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o SEENEET Y E R A B KRR

- BRRERE 5 BAEREHE

« RME Windows BIREB AR , WS "ERCEEMN. S@winsR"

* VDIsFHEfEIRRE

- BB#E , VDIsEHE AERAREE

FERNE/ER Y E R R E R A B A IER

MRKREEREARCEEZERELER , BETREREASER Amazon EC2 HTEEHE , =
Amazon EC2 #{T{ERR ATAEHE RES IR L TF L, EEES Ul RET e SHRER RIEMEE |
BERERIH.

FE#EM Amazon EC2 X2 A RYEFHTRERTERLIFL, MREFL , FEABRREE ., MFER
BRIE , AIRARN S —ERE, FAEEZEZLFANEMAER  ERNTEERBENETHE
o

MR EABVETEEMAEEE Admin Ul £, BIFTEEEEM#F A Admin Ul #EE#KIE,

RABRE 5 EERKME

EREVUARMBNERSEBREERRH S 5. EEERLUER Admin Ul #1T8F , IR :
- BIERERE,

- ERNMARIF[ESIER,

- £ DCV TEEBRERF , B— T HAIRVIREER .

- BEBUEREAFIERERINESEAMENTE.

* &E;IEEBEO

- EWEEHEEUHEREHRE ML,
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FH Windows EREHKXR , XER "ERCHEM. B@iER"

R Windows RENEMRKHY , WHR Ul $558 NEREREM. SWwiER" , JKEAERE Windows
1TIERE LM BEARRIR DCV RSB R ERME.

Amazon CloudWatch B & #l<envname>/vdc/dcv-connection-gateway AJRERFERAELUT
RENASRHERERER

Nov 24 2@:24:27.631 DEBUG HTTP:Splicer Connection{id=9}:
Websocket{session_id="1291e75f-7816-48d9-bbb2-7371b3b911cd"}:

Resolver lookup{client_ip=Some(52.94.36.19)
session_id="1291e75f-7816-48d9-bbb2-7371b3b911cd"

protocol_type=WebSocket extension_data=None}:NoStrictCertVerification:
Additional stack certificate (@): [s/n: OE9E9C4DE7194B37687DC4D2COF5E94AFODD57E]

Nov 24 2@:25:15.384 INFO HTTP:Splicer Connection{id=21}:Websocket{
session_id="d1d35954-f29d-4b3f-8c23-6a53303ebc3f"}:

Connection initiated error: unreachable, server io error Custom {
kind: InvalidData, error:

General("Invalid certificate: certificate has expired (code: 10)") }

Nov 24 2@:25:15.384 WARN HTTP:Splicer Connection{id=21}:
Websocket{session_id="d1d35954-f29d-4b3f-8c23-6a53303ebc3f"}:

Error in websocket connection: Server unreachable: Server error: I0 error:
unexpected error: Invalid certificate: certificate has expired (code: 10)

MRBESEER , BRS5ERMEA SSM Session Manager BIEKEE Windows #TEBEAER , A&
BRT 5 2 ERFMEEIER

PS C:\Windows\system32\config\systemprofile\AppData\Local\NICE\dcv> dir

Directory: C:\Windows\system32\config\systemprofile\AppData\Local\NICE\dcv

Mode LastWriteTime Length Name

-a---- 8/4/2022 12:59 PM 1704 dcv.key

-a---- 8/4/2022 12:59 PM 1265 dcv.pem
\==b

EREZEAPENEY , BRENERERATERENL,
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MRS EBRERE , AR Windows KERVHTREEEERBNIRR , FEMAZMREHEERE ,
EREREENBRERRELEEHN/TERAI Windows BB#SE, EREFELE Windows HEE
B, o ARIIE R E MELR,

VDIsFTEMEEARAE
R S EMENE Admin Ul RREREERE | IETALR HALERE R,

EZEYEERER  FREZEIHTERBLNEFER , ISKUEEREENER. AX4ETEEFE
R Amazon CloudWatch A EENEE , EH 3 SERLRAER E?%ﬂ%#ﬁnﬂﬂiﬁ R EEEE
Fo

LT R RENEBERR,
- EFM AMIID EEFTMAEBEHE B RES TXE&E,

S EMBIESBEETR , A Amazon Machine Image (AMI) R EFFENTAHEERTE, H1T

B LW EEER , HlW0 /root/bootstrap/logs/ Linux #1T{EEE , 74 ’@,EEEEHHBEE’JEFHE

Jl.o £ AWS Marketplace BX{SH#I AMIs ID AIgef& A A M RES KHETERE. ©MEZAEHUERSR
BXE,

« {EBFT AMI BB Windows [ERKREHTERER , FTERITEATE/METH,

RIBTERR , B Amazon EC2 HITEIEERBIE , FAEERESHEHNT XK. NREERENER
KEHATEEREN AMI, A&KE AMI GEHEEHER  YEREALKEERRE S —EERSHE ,
AEHEERESTRISENNERKSEHTEE LT,

EREENEE , FEAREY AMINREERSENTER L LIEES 52 FR PowerShell &7
THRE K ARITTIGS

C:\ProgramData\Amazon\EC2-Windows\Launch\Scripts\InitializeInstance.psl -Schedule

ARBRREMITER B AMI, ERLERR AMI REMAREHEE X HE 2 RABIBVERR
Ho IR , BTN ERFMERENATER LMTHRNSG T , YENRBHTERUSEE
BRETFEER , EELRRERERN AMI BB S —EAERKEE , SEBXERMEEEE,
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FREIE |, VDIsEHE A SEERREE

AREMREE 1 ERERKEN BHBRANEBTE POSIX FFAWERE,

MRBTHRBIKI , EFRERZHE R KA -
1. SPEH RES R4 A 2024.01 =HEFh A,
2. 7£E%8E RES #t B , # BMEnableLdapIDMappingi&EA Trueo

3. £ RES #HEBIJFBHMIEEMNERERMAN RES 2024.01 ZBTHIMRA , RELBIREFFER |
4% EnableLdapIDMappingiRES False,

FRRSER - MR BRRBKPNERE B &%,

1. SSM ZREEESFH,

cd /home.

ls - EFH B SERTEEAESBNESE , HIW adminl, admin2.. %,

MBR B & sudo rm -r 'dir_name'. FEZMIBR ssm-user # ec2-user B &,
WREAECBSEFN env , BREAEHN DDB ERRMBREAEN (BEEEIRN).

& AD B - EEEEEE Amazon EC2 sudo /opt/idea/python/3.9.16/bin/
resctl ldap sync-from-ad™d#i1T,

7. % RES B Exrror ARAEEE#HENE VDI #1TER. BT VDI EE KK 20 P EARNERA
Ready #R&E,

2

EE L HTH

FE

+ Amazon EC2 H{TEREEXTEAPEERERCKRIE

 vdc-controller #{TEE EERIRS , KA LA AD/eVDI i~ AP| B/ERERE LK

mEHEMEERUNIEERE ERTEHRETNXEESF

cluster-manager Amazon CloudWatch B8R "<user-home-init> R F S B EFEH, EEEEFEH
EEX, (HPiRFEFEAEERR)

Z AR Windows £HER "#EWIRFEER. SBaHfNEgEs"
SNER/EZE AD #EERY DHCP 215
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« Firefox #78 MOZILLA_PKIX_ERROR_REQUIRED_TLS_FEATURE_MISSING

Amazon EC2 HI{TEREXTE AP EERREKLE

MRERRFEHITERE Amazon EC2 TR ATFERBTRACK L | RRAEEEEREMEEE , WHUR
RERREHITEREE, UTRYUEFRRN G E.

#N R vdc-controller #1T{E#7E Amazon EC2 £ AP ETREEKILARE | EUREEHRT ERN R
ﬁﬁ)’ﬁﬁlo RES HEBENRZEEER  MABEEIERRE Amazon EC2 H{TEEHN IAM 1ZHUZE &
BRI —EB% . R vdc-controller IEFEfEIR , B CloudWatch BB EF HE THIEEEE , EEWAER
@M\*IEEEE—EEEO AAER  MWEEEERTHEAS

"res:EnvironmentName": "<envname>" # e.g. "res-demo"
"res:ModuleName": "virtual-desktop-controller"

L8529 Amazon CloudWatch B A EEETROT

An error occurred (AccessDeniedException) when calling the GetSecretValue

operation: User: arn:aws:sts::160215750999:assumed-role/<envname>-vdc-gateway-role-us-
east-1/i-043f76a2677f373d0

is not authorized to perform: secretsmanager:GetSecretValue on resource:
arn:aws:secretsmanager:us-east-1:160215750999:secret:Certificate-res-bi-
Certs-5W9SPUXFO8IB-F1sNRv

because no identity-based policy allows the secretsmanager:GetSecretValue action

®E Amazon EC2 #{TER LWER , Y#IECMFSE LRFE

vdc-controller H{TEREERBIERYT , RAEEMA AD/eVDI B R AP| E/EiRER
R

MR eVDI BEEHERERERY , AGEREREERTERTIERB,

EEEERT , REN—REREEEFTEEEEE CloudWatch BiS. ( SHREBA HWAFEH<env-

name>/cluster-manager, )
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https://console.aws.amazon.com/cloudwatch/home#logsV2:log-groups

#5EEE T2 Studio EREER

ATBERY T RE

- MRAFBEENF Insufficient permissions , BEERI res HBIFIRMHA ServiceAccount
EREERHE LR,
HEsTEIHI

Insufficient permissions to modify computer account:
CN=IDEA-586BD25043,0U=Computers, OU=RES, OU=CORP,DC=corp,DC=res,DC=com:

000020E7: AtrErr: DSID-03153943, #1: 0: 000020E7: DSID-03153943, problem 1005
(CONSTRAINT_ATT_TYPE), data 0, Att 90008 (userAccountControl):len 4 >> 432 ms -
request will be retried in 30 seconds

A LA SecretsManager = & 17H RES ZPEHARI IR MY ServiceAccount FRAE R, &
Secrets Manager P2 RBENHE , ARBEHEIMXF. WRFEAEEBTLER  FEER
BLUEHRRE, RIEEFNWEEEESMN vdc-controller BT, FHATEEASEABEMN
e,

MREFERAERENNABEREEEVNER , FAEBBLER "ServiceAccounts . MREED
2 RES Hif#& DisableADJoin S EEREA False , FBHERE "ServiceAccount" £ & EEE AD
I ERYHIETA,

- MBFEANERAEZBLRE , (BEAEEXE Invalid credentials , BI&E# A KR5S 0] se s
AR p: N

AESATEA)

{'msgtype': 97, 'msgid': 1, 'result': 49, 'desc': 'Invalid credentials', ‘'ctrls': [],
'info': '80090308: LdapErr: DSID-0C090569, comment: AcceptSecurityContext error,
data 532, v4563'}

A LUEIB FENE Secrets Manager RSP EREBHHE , BREERI env HiEW ANE
15, BEZ (0 <env_name>directoryserviceServiceAccountPassword) , R&i#E
EREEXF,

MEARMEZPHEBIER  FEEFEUETREFNE, RLANEEEESMN vdc-
controller H{TEEE., METERSEAETNER , WEABEME,

MRFRGER , ATRER EEAR Active Directory PRI 2iBHI, BAEFLEER Active Directory
FHRE  RABREFWR, EA LA Directory Service £32 A ER Active Directory R F & %
B

1. REEERHEID
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https://console.aws.amazon.com/secretsmanager/listsecrets
https://console.aws.amazon.com/secretsmanager/listsecrets
https://console.aws.amazon.com/directoryservicev2/identity/home

HZREE TR Studio EREEmR
2. BERE. ERTEREER K AREAEAEZERS (HlW "ServiceAccounts ) M HIFIER
RE,
3. IRFMBREMHIBEENNBIBTRE , FBELHIER Secret Manager MEHREMZE ( Hl

<env_name>directoryserviceServiceAccountPassword,

4. ¥IEBRIVEREEE S M vdc-controller MATER. FEATEREAREMEE,

FESMABLF NSRS SEFEHRE TR EES

WEETRREE T ERLEAEIRSE AD HENWEEESR, RHBRLLEE  SREEEEES
Amazon CloudWatch BiEHHE B EEEE "<user-home-init> account not available
yet. waiting for user to be synced, , M¥EFREEREHEHEEE.

cluster-manager Amazon CloudWatch B8R <user-home-init> kP = EEE A
FESFERAERS, (EPIRFREREESR)

SQS FTHEIKRAFHEERER T , RATELINEFAERF, EEAERASHEEARERER
MERERRME , SEBRLERR.

HERECFHAERFNWERTEER RES RErHFEHFM AD IEFERRE, Hla0 , £ BI/RES IRIEEILH
fEAM ServiceAccountCredentialsSecretArn 28 AR IEENE,

BAR Windows RE#ETR "EHIRFEFH. FRAENEER"

?&

MREAEEEZAHENER , SRR TEAERLER SSO AUWEAR , CEHY RES FRER
AD H{E R,

MREMERFEE AD HFH , SSO BEARZE XM
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SAER/I%Z F AD #8RERY DHCP #IE &

MREEAR RES "The connection has been closed. Transport error" EEZEHTCH
Active Directory &t F BF B 2 £ Windows E# R HEMVEEER , BEME dcv-connection-gateway
Amazon CloudWatch BFRAEELUNTHAR :

Oct 28 00:12:30.626 INFO HTTP:Splicer Connection{id=263}:

Websocket{session_id="96cffabe-cf2e-410f-9eea-6ae8478dc@8a"}: Connection initiated
error: unreachable, server io error Custom { kind: Uncategorized, error: "failed to
lookup address information: Name or service not known" }

Oct 28 00:12:30.626 WARN HTTP:Splicer Connection{id=263}:
Websocket{session_id="96cffabe-cf2e-410f-9eea-6ae8478dc@8a"}: Error in websocket

connection: Server unreachable: Server error: I0 error: failed to lookup address
information: Name or service not known

Oct 28 00:12:30.627 DEBUG HTTP:Splicer Connection{id=263}: ConnectionGuard dropped

MREHEH HSH VPC £/ DHCP ZIER AD M2 HIE , AIFE

1. #& AmazonProvidedDNS #7118 = @ {E @13 12 &l ¥5 IPs,
2. BB BRES ec2.internal,

L ERERES, WRRABUERE , Windows REEAKREHAERIER | BS RES/IDCV 8%

ip-10-0-x-xx.ec2.internal hostname,

Firefox 638 MOZILLA_PKIX_ERROR_REQUIRED_TLS_FEATURE_MISSING

E&EM Firefox Web BB , ERERERIERKEK , TREES
MOZILLA_PKIX_ERROR_REQUIRED_TLS_FEATURE_MISSING #8525 2 E,

JRE 2 RES Web falfR2zE £ A TLS + Stapling On 5%%E , {B &£ Stapling Validation EIfE ( F2HE
https : //https://support.mozilla.org/en-US/questions/1372483,

&7 LMK BR https : //https://really-simple-ssl.com/mozilla_pkix_error_required_tls_feature_missing &Y
ERRIGIE M ERE,
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https://support.mozilla.org/en-US/questions/1372483
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Env fER

B

« res-xxx-cluster #2EM "DELETE_FAILED, R&E , EZFEMIK K AA "ACERNREELET,
$HER

- WERR

- F#H VDI BF

« & Linux EC2 #{TER TH A

- & Windows EC2 #{T{EE T& A&
- IEE WaitCondition 553/ ECS HE

res-xxx-cluster #E2ER TDELETE_FAILED, REE A EEFEIMPR , BA TACRENX
NEERE, B

MBLSEEE "res-xxx-cluster” #BER "DELETE_FAILED" jR&E , BFAF MR , BT BT T3
SR EMIBR,

MREEFHEFERN "DELETE_FAILED, MEE , FAERF DM EMER. TAURESEL —EHES
B, TERMIBRHER, 1BIF MR,

Bix , BMEERBRAAELENHEERER  BNTREFIASRENZRENER, TEEBERT ,
AENFBERMA "ERENER. |, RAREEMER.

walge 2 ERE Ll ;988558 Role: arn:aws:iam::... is Invalid or cannot be assumed

EXRTMERERIENACSHEMR A TR, EEARLBE K FERAGNEHE, BIE IAM X
Be  UEANTATNSHEYEAXEBNARS , TR :

- SHEEEINERER | BE AWS R,
- $HEEHAZEM , £ TUse cases for other AWS servicesi®i® CloudFormation,
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BIET—%, BB SIEMAR AWSCloudFormationFullAccess' M 'AdministratorAccess' &F
A, BB EEERREZN TR :

A#%IEE CloudFormation TR AW MERHER, LREEZAUERLAGERKEMER. K&  6E
IAM EZ2EXMBREELNBE,

WEEHE

Xy

an

R EC2 = AE A EC2 #T{HEEE

o BMBELIEREALEK Linux EC2 #I1TEEE.
. FEIERIELIEREALZN Windows EC2 #1TERE, AREBIE Windows PowerShell LA {T{E A a5
5

WEERREEM A

1. Cluster-manager : f TV ERSEEEEEN AR , WiHERTER
a. X B CloudWatch R & #H BFTE B <env-name>/cluster-manager,

b. <env-name>-cluster-manager EC2 #1T{El#8 £ /root/bootstrap/logsH# THFE
A&, BREAEMER "R EC2 XEAZAEC2 HTHEE., EFEE WETR , UBEALHWHITHE
.

2. Vdc-controller : ## TH{z BH{S vdc-controller B B 5% , WHSHER T EH,
a. 28 CloudWatch B8 # MFTE BiS<env-name>/vdc-controller,

b. <env-name>-vdc-controller EC2 #1T{E% L /root/bootstrap/logsE #®TWFTE B
o BEAETREM T EC2 EHEAEA EC2 H/TERE. ERET MR , UBALNITHE
%,

W%’HS& BN EP—ERERER 1€ Linux EC2 HITEE THHF —HHHNETR. REXBEERY
TR A,

& VDI BHES

Env B 162


https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/connect-with-systems-manager-session-manager.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/connecting_to_windows_instance.html
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% BIE FERY Amazon EC2 #h1T{EEE

WMREAEUTFEERET BE VDIVDI1 , Amazon EC2 =2 & LW HTERHEERBK AR

<env-name>-VDIl-<user name>,

UL £E Linux VDI B

BREAEBE "% Amazon EC2 =A% A EC2 #/THE ., EREZE WIET , £ Amazon
EC2 XA E AL FER Amazon EC2 #1T{ER. HWYS VDI Amazon EC2 #1T{E#8 £ /root/
bootstrap/logs# /var/log/dcv/B & FHFFE B,

NEBAFNEP—EBELEZRE AR LEE 3, RAEEKETHAF. Alt , BUUMKB TSR
R—EBSMEMERG , AR LEEM
1. BB T 5SS , i /root/bootstrap/logsH#& TER dev HES :

sudo su -

cd /root/bootstrap

mkdir -p logs/dcv_logs

cp -r /var/log/dcv/* logs/dcv_logs/

2. B BT —EH5HNSRTE VDI BFE , TEBER.

I g€ Windows VDI B

BEAERE "% Amazon EC2 £ A% A EC2 #{TEEE, PEZEE IR , # Amazon EC2
FEABEAHEN Amazon EC2 #11T{EEE, £ VDI EC2 #1TEEHK $env:SystemDrive\Users
\Administrator\RES\Bootstrap\Log\ B & T~EUSFTE B &,

MEAFNEP—ELSZEZRETCMLEES S3, AERRBETHEM. BEEEM , FHREBT —&5
HE LS BEST : TH VDI BiE,

T# VDI B

1
2
3
4

¥ VDI EC2 #11T{EEE IAM A& AR5 S3 FHL
BI{E EC2 £ A , REBZZBEUEH VDI #1TEE,
ENMEFEEFAN IAM A,

EFRER A TR RN ATRRERP , BEEZBOR , A%EZEE AmazonS3FullAccess I
Ro

BIE AT A LUE R BUR
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6. 2%, REBEH VDI EE  KRTITRTHAR. REGEGEIATERER,

a. & Linux EC2 #1718 T2 B & @AM Linux.
b. #% Windows EC2 #1718 & H 5 EAM Windows &Y .
7. B, REAGBUBKRANazonS3FullAccessBiE,

(® Note
FE VDIs #BEAHERE IAM B , <env-name>-vdc-host-role-<region>

& Linux EC2 #ifTER T&H A&
ABERPTHEFZEN EC2 BTHEE  ¥BT T , SFAEHFELEE 3 FHFITHE -

sudo su -
ENV_NAME=<environment_name>
REGION=<region>
ACCOUNT=<aws_account_number>
MODULE=<module_name>

cd /root/bootstrap

tar -czvf ${MODULE}_logs.tar.gz logs/ --overwrite

aws s3 cp ${MODULE}_logs.tar.gz s3://${ENV_NAME}-cluster-${REGION}-${ACCOUNT}/
${MODULE}_logs.tar.gz

2%, FERIE S3 A, BINEBA WREFIE |, <environment_name>-cluster-<region>-
<aws_account_number>A%E T &L H LE<module_name>_logs.tar.gzBER

£ Windows EC2 #1T{Ef T& B &
ABERBPTEH BTN EC2 HTEE XTI T , iSFMERELEE S3 #EFireE

$ENV_NAME="<environment_name>"
$REGION="<region>"
$ACCOUNT="<aws_account_number>"
$MODULE="<module_name>"
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ERAEER

$logDirPath = Join-Path -Path $env:SystemDrive -ChildPath "Users\Administrator\RES

\Bootstrap\Log"

$zipFilePath = Join-Path -Path $env:TEMP -ChildPath "logs.zip"
Remove-Item $zipFilePath

Compress-Archive -Path $logDirPath -DestinationPath $zipFilePath
$bucketName = "${ENV_NAME}-cluster-${REGION}-${ACCOUNT}"

$keyName = "${MODULE}_logs.zip"

Write-S30bject -BucketName $bucketName -Key $keyName -File $zipFilePath

2% ,RBRIE S3 A, BINEBA WREFIE |, <environment_name>-cluster-<region>-

<aws_account_number>fA% FTH % H L& <module_name>_logs.zipHE=R,

I g€ WaitCondition 558/ ECS H%

1. BIESBHHE K REBENEFRRSIESR.
2. RBAEE - ResearchAndEngineeringStudio - R — £ - CreateTaskDef -
CreateContainer —» LogGroup , A% 1ZH H 5554 LABARR CloudWatch B,

3. et AFEEPEISTN EE.

REIRIR

*rE
- RESFREHEEN S IREFBREGHLE RERFEEAGER
- REIMEBR keycloak HEEIEE

RESZTREENSDBEFREBLETHREZARR

L))

MREGEFBAAERES S RUEN S BEFBRFKD "ERPNER, |, EHBHAUEDIBEH,
EAREREERHN FoBR ANFERAENEE , WEEM Active Directory BRIEIRF

o3

AR 165
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1. EE SR EHEEPERMEHEMREIRSZE,
2. 7t Secrets Manager FEFREIIRFZH , UFS BT L EWANTEE

- BAM Keycloak # & : PasswordSecret-...-RESExternal-...-DirectoryService-... B2 3R
Microsoft Active Directory B %15

« for RES : res-ServiceAccountPassword-... with Description : Active Directory Service 1§ F %
1]

3. HIfEEC2 FEAWKRILBEEESHITMER, Auto Scaling RAISHBBRFTHITERNITE,

REIHER keycloak HEEIEME
ERE

WMREM keycloak ARFRER , EELERNMBAMERE , BITERN IPERE
keycloak F i - RES AO#MMAYE A BB EHA R FERRBETNEAAMRE,

=R

CEEMREENERRME , W EHIE Keycloak HE | #§ Keycloak BREEERERY ., HEMR
TﬁU*F%E% :

fu'|'|||
a|
e
e
Yk
W

1. ®HI{E Cloudformation, &fEEE1E AREE EIMEEE keycloak HHERHE
« <env-name>-RESSsoKeycloak-<random characters> ( & 1)

<env-name>-RESSsoKeycloak-<random characters>-RESSsoKeycloak-* (Stack2)

2. fHBER Stackl, MRRFKIETEMERERKME BRI RMERERKSE,

eEHE S T2 MR,

3. U TH RES SSO Keycloak 3 & & Z<https://s3.amazonaws.com/aws-hpc-recipes/main/recipes/
res/res_demo_env/assets/res-sso-keycloak.yaml,

4. FHECERPREEBZSMHENSBEFHIBIHEE, % CloudFormation EEAIEE , HER
HARVHEE - FAFER (F%) - BERAEHLA - LEHAER., FHECHBRERER
Mg ABEALENSE, B LEIBEE CloudFormation EiF J:E’Jﬁﬁlgfl“#jtﬁﬁ?ﬂ“:gﬁﬁﬁlg
B, K CECORBRHNEEPSKRELB A, FRERESE. SRENHEMSHFTSRBHEESH,

5. HBEHER K LNRBATBEREAR. Sl EEHSHENGHRSIFERPIKD
ApplicationUrl,
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https://console.aws.amazon.com/directoryservicev2
https://console.aws.amazon.com/secretsmanager
https://console.aws.amazon.com/ec2
https://s3.amazonaws.com/aws-hpc-recipes/main/recipes/res/res_demo_env/assets/res-sso-keycloak.yaml
https://s3.amazonaws.com/aws-hpc-recipes/main/recipes/res/res_demo_env/assets/res-sso-keycloak.yaml

W32 EE T2 Studio EREER

B A& &

+ 2024.x EXREE
« (2024.08) EREEEEHHEERHFITE ARN M HTFENER/E A Amazon S3 fFrE
« (2024.06) E AD BB OS=RE  ERARBEAK
 (2024.04-2024.04.02) #ZHH IAM BT RERAREZS VDI STEEBHNAE
¢ (2024.04.02 REEhZA ) ap-southeast-2 ( FEH ) HH Windows NVIDIA #1718 88 L RE
* (2024.04 1 2024.04.01) GovCloud F# RES Bk % B
*+ (2024.04 - 2024.04.02) EFEEEF , Linux ERESE AR FE A RE

+ (2024.04.02 REEMA ) FEERSP SAMAccountName BB EABFZRRSHFEITH AD FH
%

¢ (2024.04.02 RERRE ) ARTFREETHNLEESREN
+ (2024.06 RERHRZA ) AD BEIFZHEARESE RES WEHEKE
+ (2024.06 REFHRA ) CVE-2024-6387. RegreSSHion, RHEL9 # Ubuntu VDIsH 2 £ %

2024 .x EHIERE

(2024.08) EREHEELHEFEERFBFITE ARN MBFTFEWEEUE A Amazon S3
RETE

sEEAHR

EARGEIFITE ARN (B)) METTE (EXE4BREXLBANERAEEE) B, HRAIE

Studio 2024.08 EEE ER S EEREME (VDlarn:aws:s3:: :example-bucket) #{T{EEE E#&H
BEUE A S3 REEATE,

TRUBESENRFIrREARaE

- WERTITR

- BEEFEHMBMERE ARN (Bl arn:aws:s3:::example-bucket/example-folder-
prefix) MBI FE (EXRERIEREBAEAEER ) —HBoNENEARTIE

- EARREIR ARN EREE8FTFENBI/EARER
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i VDI BT EE % K % SIFFIFENEEHEE KK TERRRB TR, #A VD LA
HE#KTE , EE#EAT  BEF2CSsRTFFRENEBIAR. EEEAKRREEREAB &

B , Permission denied, unable to write a filef§EEsEss K BREZABTEIE LES
HIER S3 /17T

F BRI
2024.08

=R

1. BETHEHEINESHENEHERNER (patch.py M
s3_mount_custom_prefix_fix.patch), B#{T 54T , <output-directory>#§ B
ABETHEFRENESBNEHEAERNVE K , W& <environment-name>E{ A RES IR
RNER

a. BHENEEARN RES 2024.08,
b. SHRENIESHEEE AWS CLIv2, Python 3.9.16 REHARAS , AKX Boto3,

c. ABIPE RES WIREMEEERE AWS CLI , EHFEEESR Amazon S3 EA RES B 2 f#1F
;\TE%EIQ EtF—.I-o

OUTPUT_DIRECTORY=<output-directory>
ENVIRONMENT_NAME=<environment-name>

mkdir -p ${OUTPUT_DIRECTORY}

curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/
releases/2024.08/patch_scripts/patch.py --output ${OUTPUT_DIRECTORY}/patch.py
curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/
releases/2024.08/patch_scripts/patches/s3_mount_custom_prefix_fix.patch --output
${OUTPUT_DIRECTORY}/s3_mount_custom_prefix_fix.patch

2. BEETHEHEAETHASCHEARERNE &K, JTTIEHERNGT

python3 ${OUTPUT_DIRECTORY}/patch.py --environment-name ${ENVIRONMENT_NAME} --res-
version 2024.08 --module virtual-desktop-controller --patch ${OUTPUT_DIRECTORY}/
s3_mount_custom_prefix_fix.patch

3. EERILSIRENERSMEEZEHIES (vde-controller) FITHEEE |, BFHITFHHGS. (LESEE—E
SERFAEENVIRONMENT_NAMEEEERE S RES IRIEN B, )
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https://docs.aws.amazon.com/cli/latest/userguide/getting-started-install.html
https://aws.amazon.com/sdk-for-python/
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INSTANCE_ID=$(aws ec2 describe-instances \
--filters \
Name=tag:Name,Values=${ENVIRONMENT_NAME}-vdc-controller \
Name=tag:res:EnvironmentName,Values=${ENVIRONMENT_NAME}\
--query "Reservations[@].Instances[@].InstanceId" \
--output text)

aws ec2 terminate-instances --instance-ids ${INSTANCE_ID}

@ Note
¥AFE VPC 3RE , MR ZREKREEM , ¥ <RES-EnvironmentName>-
vdc-custom-credential-broker-lambda & , FHESLIHIER
FAWS_STS_REGIONAL_ENDPOINTSHI{EEnvironment variable® ® regional,
WEFFMER |, 52RER VPC 2B R Amazon S3 fE1FETBE JE I RIGH

4. LIZBHREMN BEBB<RES-EnvironmentName>-vdc-extiBERERF % K BEEREBTHN
VDIs , Ei$EEC ERHBIRFETE ARN BTN ER/E A S3 f#IFirE,

(2024.06) & AD FHEBBOESZRE , EARBARRK
FSRE
MR AD BEZBHITEZMH |, RES 2024.06 &1 E A S ATRARHRE,

£ AD RIS HIE , #EEE S CloudWatch Bi# ( fE<environment-name>/cluster-manager H
WEAET ) BB THIHEER .

[apply-snapshot] authz.role-assignments/<Group name with
spaces>:group#<projectID>:project FAILED_APPLY because: [INVALID_PARAMS] Actor key
doesn't match the regex pattern ~[a-zA-Z0-9_.][a-zA-Z0-9_.-1{1,20}:(user|group)$

RES REEIMFETHERNWEHERT , SBULER !

- BRABREESPBMAE ASCH F&, BF. WK (). DR () MER ()
« FAFFRITE () MAFE—EFT
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- HPFATERER.

ZREENRA
2024.06
=g

1. ZETHEBEIESENBSHERNER (patch.py M groupname_regex.patch) , BHIT T 5y
T, <output-directory>#§ K AZEKREERH B , I#§ <environment-name>EX
# RES IREMNERE :

a. WiE@MREXNEBERAR RES 2024.06
b. BHEXESTHEE AWS CLIv2, Python 3.9.16 EFAA , JAK Boto3,

c. HIE RES WIRFMEEIRE AWS CLI , WHEREHEEEA RES BY 2 H1ZrEA S3 &
1S

k=111
_H

OUTPUT_DIRECTORY=<output-directory>
ENVIRONMENT_NAME=<environment-name>

mkdir -p ${OUTPUT_DIRECTORY}

curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/
releases/2024.06/patch_scripts/patch.py --output ${OUTPUT_DIRECTORY}/patch.py
curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/
releases/2024.06/patch_scripts/patches/groupname_regex.patch --output
${OUTPUT_DIRECTORY}/groupname_regex.patch

2. BEETHEMAEAESTHACHEAERNB &, JTTIEHEXST !

python3 patch.py --environment-name ${ENVIRONMENT_NAME} --res-version 2024.06 --
module cluster-manager --patch ${OUTPUT_DIRECTORY}/groupname_regex.patch

3. FEEWREEIIRKEM Cluster Manager #1T{ERE , FEIT T Hlw S B AL Amazon EC2
EEFEAKRIEHTERE,

INSTANCE_ID=$(aws ec2 describe-instances \
--filters \
Name=tag:Name,Values=${ENVIRONMENT_NAME}-cluster-manager \
Name=tag:res:EnvironmentName,Values=${ENVIRONMENT_NAME}\
--query "Reservations[@].Instances[@].InstanceId" \
--output text)
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https://research-engineering-studio-us-east-1.s3.amazonaws.com/releases/2024.04.02/patch_scripts/patch.py
https://research-engineering-studio-us-east-1.s3.amazonaws.com/releases/2024.06/patch_scripts/patches/groupname_regex.patch
https://docs.aws.amazon.com/cli/latest/userguide/getting-started-install.html
https://aws.amazon.com/sdk-for-python/
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aws ec2 terminate-instances --instance-ids ${INSTANCE_ID}

(@ Note

EMRERA R AD BB IERNE ASCII 28, BF. BRITH (). G (). KK () NE
RENMR 1 5 30 2MEH 2=,

(2024.04-2024.04.02) 1REEH IAM FF A SRERARERES VDI SITEBHNAE
FiRE

ERESEHTEREREREREERNFITRRAERE, iEZ IAMPermissionBoundary S8 E&MEF T
RRERIERPBEREBEBERAERNER,

RE BN

2024.04 - 2024.04.02

=

AR TSR, oFF VDIs EREEERIGERNFTIRR

1. BETHBHEEIIESHNEHEENESR (patch.py M
vdi_host_role_permission_boundary.patch) , 58#1T F 5@ % , <output-directory># B A
BENERENABE &%

a. BHRENEERR RES 2024.04.02, MREFERAMNRE 2024.04 5 2024.04.01 ki , LA LAHK
BABXHPIHNTRETREZRAERN , SRIEEHE 2024.04.02,

b. EHRERNIEDSBEE AWS CLI v2, Python 3.9.16 REFHIRA , LA Boto3,

c. AEFE RES WIRFMEERE AWS CLI , XEFREEFE A RES B 2 /7MY S3 5F
A,

OUTPUT_DIRECTORY=<output-directory>
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https://research-engineering-studio-us-east-1.s3.amazonaws.com/releases/2024.04.02/patch_scripts/patch.py
https://research-engineering-studio-us-east-1.s3.amazonaws.com/releases/2024.04.02/patch_scripts/patches/vdi_host_role_permission_boundary.patch
https://research-engineering-studio-us-east-1.s3.amazonaws.com/releases/2024.04.02/patch_scripts/patches/vdi_host_role_permission_boundary.patch
https://docs.aws.amazon.com/cli/latest/userguide/getting-started-install.html
https://aws.amazon.com/sdk-for-python/
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curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/
releases/2024.04.02/patch_scripts/patch.py --output ${OUTPUT_DIRECTORY}/patch.py

curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/
releases/2024.04.02/patch_scripts/patches/vdi_host_role_permission_boundary.patch
--output ${OUTPUT_DIRECTORY3}/vdi_host_role_permission_boundary.patch

2. BEEFTHEAERNESHBANESHEERXNERNEBE %K, HTTIEHBERD T , <environment-
name>i§ R B RES IRIZERTE -

python3 patch.py --environment-name <environment-name> --res-version 2024.04.02 --
module cluster-manager --patch vdi_host_role_permission_boundary.patch

3. #FITHHHL RES IRiFE<environment-name>MZBEUX |, LEFHREFRIRETH cluster-
manager #{T{EE., Et AL Amazon EC2 BE i A K IEFITEE,

ENVIRONMENT_NAME=<environment-name>

INSTANCE_ID=$(aws ec2 describe-instances \
--filters \
Name=tag:Name,Values=${ENVIRONMENT_NAME}-cluster-manager \
Name=tag:res:EnvironmentName,Values=${ENVIRONMENT_NAME}\
--query "Reservations[@].Instances[@].InstanceId" \
--output text)

aws ec?2 terminate-instances --instance-ids ${INSTANCE_ID}

(2024.04.02 R EFMRAS ) ap-southeast-2 ( EF ) FH Windows NVIDIA #4171 88 &
SERE

Ll

Amazon Machine Image AMIs) AREE B EMEN RES FRABEHRKE (VDIs). B AMI HEE
EEEHAEEE ID, £ RES FEREABTE ap-southeast-2 ( EH ) HELE Windows Nvidia #11TEEE#Y
AMI ID B B IE#,

FHT{EEHREami-0e190T8939a996cafh) AMI-ID §4333t: 5I7E ap-southeast-2 ( EF )
EFO ami-027cf6e7le2e442f4 FEZTA AMI ID,
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ESFE AT ami-0e190f8939a996caf AMI RAEIFIITIEEE R  ERAESWIITHIEE,

An error occured (InvalidAMIID.NotFound) when calling the RunInstances operation: The
image id ‘[ami-0e190f8939a996caf]’ does not exist

ERERNIR , SREEEER !

- £ ap-southeast-2 &g Zf& RES,
« f Windows-NVIDIA Tk ek B8t & (AMI ID ami-0e1901f8939a996caf) FREN# 1T EEE,

SHENRAK
B RES 2024.04.02 IR E R IRAHEZ R TE
B

RES 2024.01.01 ix 2RI T 5IiR#EE R

- EATIREZEMMAREHER
« AMIID : ami-027cf6e7le2e442f4
- fEER# . Windows
- GPU &i&7 : NVIDIA
- R/ME #EFEX (GB) : 30
- &/ME RAM (GB) : 4
- fEF LB BRE Windows-NVIDIA #4788

(2024.04 F1 2024.04.01) GovCloud FH) RES fifl Bk % B
R

£ RES MIBR T/EFREHIA , UnprotectCognitoUserPoollambda &= A& &MIERA Cognito
AEEENMBRIRE. Lambda #1172 H BlEInstallerStateMachine,

HRE %M GovCloud EiE 2 BRI FEEE AWS CLI lRARZEZE | Lambda Afupdate_user_pool HAY
&7 GovCloud EF %k,

EHEMIER GovCloud EEHHY RES i , EFEWEIT SIS !
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Parameter validation failed: Unknown parameter in input: \'"DeletionProtection

\", must be one of: UserPoolld, Policies, LambdaConfig, AutoVerifiedAttributes,
SmsVerificationMessage, EmailVerificationMessage, EmailVerificationSubject,
VerificationMessageTemplate, SmsAuthenticationMessage, MfaConfiguration,
DeviceConfiguration, EmailConfiguration, SmsConfiguration, UserPoolTags,
AdminCreateUserConfig, UserPoolAddOns, AccountRecoverySetting

ERGERNDR

« 1£ GovCloud [EiF+ 228 RES
- Mk RES # &

ZEENRA

RES 2024.04 kix# 2024.04.01

=

RES 2024.04 2RI TSR HETE

« BB UnprotectCognitoUserPool Lambda
- WHB1EH : <env-name>-InstallerTasksUnprotectCognitoUserPool-...
« BITRERRE -> Wi -> BIMITRE Python 3.11 -> /&,
- BARK CloudFormation.
- MIBX RES # & -> REZEEAEIR UNCHECKED -> iR,

(2024.04 - 2024.04.02) EFEEF |, Linux EREEAREFE "H#EL ARRE
5]
EFBNHREIL A EHAENE | Linux ERSETASFE TREL HRE,

EFEHITEREE , AWS Systems Manager T2 HTEMEH S REILFHH DCV TR
Et , M A vdc-controller CloudWatch BiEEHRERA T3 HEEAE ( £ <environment-name>/vdc/
controller CloudWatch BEEEET )

Handling message of type DCV_HOST_REBOOT_COMPLETE_EVENT
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ZREENRA

2024.04 - 2024.04.02
=
FEREFE "HE AENERSE

1. € EC2 £#25 SSH EAREHITHEE.
2. EHTEBLEHTTIGS

sudo su -

/bin/bash /root/bootstrap/latest/virtual-desktop-host-linux/
configure_post_reboot.sh

sudo reboot

3. FHHITERENKI.

FEMLFNERSEHNTIARNEE

1. BETHEBEENESHENEBHERENER (patch.py M vdi_stuck_in_resuming_status.patch) , &
BT TS , <output-directory>i§ BMVALERNEERWE &

1l
il

® Note

- EHENEERAR RES 2024.04.02,
- BHEXEREEE AWS CLI v2, Python 3.9.16 SHEHThRZS , SAK Boto3,

- AEBE AWS RES MIEEFMEFHELE CLI , YRREEEBE A RES B2 FFITEN
83 Eq:—.l-o

OUTPUT_DIRECTORY=<output-directory>

curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/
releases/2024.04.02/patch_scripts/patch.py --output ${OUTPUT_DIRECTORY}/patch.py

curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/
releases/2024.04.02/patch_scripts/patches/vdi_stuck_in_resuming_status.patch --
output ${OUTPUT_DIRECTORY3}/vdi_stuck_in_resuming_status.patch
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https://research-engineering-studio-us-east-1.s3.amazonaws.com/releases/2024.04.02/patch_scripts/patch.py
https://research-engineering-studio-us-east-1.s3.amazonaws.com/releases/2024.04.02/patch_scripts/patches/vdi_stuck_in_resuming_status.patch
https://docs.aws.amazon.com/cli/latest/userguide/getting-started-install.html
https://aws.amazon.com/sdk-for-python/

#5EEE T2 Studio EREER

2. BEEFTHEXAFEEANBESHBNSERERNESZ. T TIHIBHERSTT , <environment-
name>i§ R AEH RES IRIFEEHW , LA <aws-region>BRAZPE RES WIEH, :

python3 patch.py --environment-name <environment-name> --res-version 2024.04.02
--module virtual-desktop-controller --patch vdi_stuck_in_resuming_status.patch --
region <aws-region>

3. EEFHRIMEIIREMN VDC B HIZSETERE , FHTTHHES , <environment-name>#§ HUX
BIEM RESRIEEHE :

ENVIRONMENT_NAME=<environment-name>

INSTANCE_ID=$(aws ec2 describe-instances \
--filters \
Name=tag:Name,Values=${ENVIRONMENT_NAME}-vdc-controller \
Name=tag:res:EnvironmentName,Values=${ENVIRONMENT_NAME}\
--query "Reservations[@].Instances[@].InstanceId" \
--output text)

aws ec?2 terminate-instances --instance-ids ${INSTANCE_ID}

(2024.04.02 REERA ) #ERFLH SAMAccountName BB EXREFBFIFHKRF T
#Y AD £ &

Ll

£ SSO EELM/NE (MfE AD RIZFBE ) 2% , RES E\ERS AD £AE. BEEEES
CloudWatch B ( fE<environment-name>/cluster-manager Bi&#T ) £ AD L HES
TR -

Error: [INVALID_PARAMS] Invalid params: user.username must match regex: ~A(?=.{3,20}%)
DAL 1{2) [a-20-9. _1+(?<![_.1)$

RES EXHEEREEIAS THEREN SAMAccount FRHE R :
- TRESE/NE ASCI F&, BF, 9% (). K& (.

- AEBEKRETAHFHEE—ERHZEE—RBZET,

- ETHESERMEEENDBIRE (Hl0 ... . . _)o
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ZREENRA

2024.04.02 RE R
=g

1. ZBETHEBEIESEBENSHERNER (patch.py M samaccountname_regex.patch) , FH#IT
T 58 , <output-directory>#§ R ALEXRBERMNE & :

(@ Note

- @R EERAR RES 2024.04.02,
- EHRENIESHBEE AWS CLIv2, Python 3.9.16 REFHARA , BAK% Boto3,

. BEPE AWS RES WIEFMEHRE CLI , ¥R ELEEEA RES B2 HFTEN
S3 .

OUTPUT_DIRECTORY=<output-directory>

curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/
releases/2024.04.02/patch_scripts/patch.py --output ${OUTPUT_DIRECTORY}/patch.py

curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/
releases/2024.04.02/patch_scripts/patches/samaccountname_regex.patch --output
${OUTPUT_DIRECTORY}/samaccountname_regex.patch

2. BEEFTHEAEIESBANSHEEAERNBE K, ST TIEHERXNDT , <environment-
name>i§ R A& RES IRIER T

python3 patch.py --environment-name <environment-name> --res-version 2024.04.02 --
module cluster-manager --patch samaccountname_regex.patch

3. FBEEWRBIHEIIREM Cluster Manager #1T{E5 , BT 5@ H , <environment-name>#§
AR AR RES REZR, B LAfE Amazon EC2 BB XA K IEHTEE.

ENVIRONMENT_NAME=<environment-name>

INSTANCE_ID=$(aws ec2 describe-instances \
--filters \
Name=tag:Name,Values=${ENVIRONMENT_NAME}-cluster-manager \
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Name=tag:res:EnvironmentName,Values=${ENVIRONMENT_NAME}\
--query "Reservations[@].Instances[@].InstanceId" \
--output text)

aws ec2 terminate-instances --instance-ids ${INSTANCE_ID}

(2024.04.02 REEMRE® ) ARTFRES2THNIE E|/EN
]

EffAENR RES Web ARRBUE THLAERUTNEEIHE  SRRATER - ZITTHR/ET,
EEEEREN. EEAEERACATENERENEEIHE  FIRTITHIHER

Load key '"<downloaded-ssh-key-path>": error in libcrypto
<user-name>@<bastion-host-public-ip>: Permission denied (publickey,gssapi-keyex,gssapi-

with-mic)
ZHEN R
2024.04.02 R E R4
B
KMEBEMEA Chrome THREH , RARBBRTINE,
RE , TEBE REEMHT----- BEGIN PRIVATE KEY----- , REBE BIHBMFITRENE
RILEBER----- END PRIVATE KEY----- o

(2024.06 RE R/ ) AD BAFHIE KRR E RES WEHHEKE
FHERHIR
IR GroupOU EE UserOU @ , BHEKNEAS B L ERRFESP ZE RES,

RES £ ER %t AD BHHRL FHEREI ldapsearch BHEEM. B BT EHBEH4 T EREME
F UserOU 2% , A= GroupOU B8, RRRESELIEETMAFEAE. MITARSRLEE
UsersOU # GroupOU R EIMHTEE+,

ZRENRAE
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HREEEEMA RES 2024.06 M= E A

=g
AR R T 5l D ER R AR R R

1. ZEETH patch.py 58 group_member_sync_bug_fix.patch &% , BHT T~
¥, <output-directory># BKALETHERNABB 8% , YAF <res_version>EBXAE
ZLEEHH RES IR

® Note

- EHEIXESHEZE AWS CLIv2, Python 3.9.16 REFMARA , BAK Boto3,

. AEPE AWS RES WIRFMEEEEE CLI , WREREESEA RES B 2R EFHEN
83 EtF—.I-o

o SR EXE RES 2024.04.02 1 2024.06 k., fMREFEANZ 2024.04 =
2024.04.01 , S&ALLETE AL BIXZEMRAER , THIREEHNA 2024.04.02 ,
REBEREMHREN,

« RES hx7< : RES 2024.04.02

BaERN TEER : 2024.04.02_group_member_sync_bug_fix.patch
* RES IRA : RES 2024.06

BHER TEHER : 2024.06_group_member_sync_bug_fix.patch

OUTPUT_DIRECTORY=<output-directory>
RES_VERSION=<res_version>
mkdir -p ${OUTPUT_DIRECTORY}

curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/releases/
${RES_VERSION}/patch_scripts/patch.py --output ${OUTPUT_DIRECTORY}/patch.py

curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/releases/
${RES_VERSION}/patch_scripts/patches/${RES_VERSION}_group_member_sync_bug_fix.patch
--output ${OUTPUT_DIRECTORY}/${RES_VERSION}_group_member_sync_bug_fix.patch

2. BEEFTHEAHAEIESBANSHEEANERNEE, HITTIEHERXNSTS , <environment-
name>#% R B RES IRIERHE
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cd ${OUTPUT_DIRECTORY}
ENVIRONMENT_NAME=<environment-name>

python3 patch.py --environment-name ${ENVIRONMENT_NAME} --res-
version ${RES_VERSION} --module cluster-manager --patch $PwWD/
${RES_VERSION}_group_member_sync_bug_fix.patch

3. FEENMMBLRENEEEESHTHERE , FHT TGS :

INSTANCE_ID=$(aws ec2 describe-instances \
--filters \
Name=tag:Name,Values=${ENVIRONMENT_NAME}-cluster-manager \
Name=tag:res:EnvironmentName,Values=${ENVIRONMENT_NAME}\
--query "Reservations[@].Instances[@].InstanceId" \
--output text)

aws ec2 terminate-instances --instance-ids ${INSTANCE_ID}

(2024.06 REBIRA ) CVE-2024-6387. RegreSSHion. RHEL9 #1 Ubuntu VDIsH &
ZER
ECE P

OpenSSH fAlfR2SH E & BI#E A regreSSHion #Y CVE-2024-6387, LR A EARBNRHEREEE
HEZRRSE LHTESERNE , AF A OpenSSH #ITREBANRKERBZERL,

A RES , EEHESEBREETMEAN SSHEAERSH K MEEXTHUIZILREFE, TiB ,
RMEFTE RES A F A RHELY A Ubuntu2024 VDIs ( B S EERRE ) REMNTER AMI
(Amazon Machine Image) A2 X+ REFER OpenSSH R,

ERTEAEN RHELY 1 Ubuntu2024 VDIs AT BAFIA , BEREBEZEFNEE T,
MEMBENFHMED , FSELE,

SHENRAK

WRIES EAHE RES 2024.06 RS E 2R,

B
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RHEL9 #1 Ubuntu #E & ¥t OpenSSH 1T HREN , MBERLMRE. ZUlFEATEEENE
HEBEERIUELEH,

MREAHBAR RHELY 5 Ubuntu VDIs , B 8B T PATCH EXISTING VDIsSRE. &EB#HK
W9 VDIs , BEZBE PATCH FUTURE VDIsiE R, ELIETRAMNAHITIESE , EEH VDIs £
ERTEEWF.

E#EEH VDIs
1. BT THGSRIEFBFIEEEAER Ubuntu $1 RHELS VDIs :

a. BHEEXAESHHEE AWSCLIV2,

b. AT AWS RES WiIRFFMEEERE CLI , IEREEFEHEX AWS Systems Manager Run
Command #J Systems Manager & 7o

aws ssm send-command \

--document-name "AWS-RunRemoteScript" \

--targets "Key=tag:res:NodeType,Values=virtual-desktop-dcv-host" \

--parameters '{"sourceType":["S3"], "sourceInfo":["{\"path\":\"https://
research-engineering-studio-us-east-1.s3.amazonaws.com/releases/2024.06/
patch_scripts/scripts/patch_openssh.sh\"}"], "commandLine":["bash
patch_openssh.sh"]}'

2. BAULERTHTEELLRBETHRETHIHAIT. BT TELRHRIEER , BRNEHNG
T ID, AHEFZFr B H1TERR IDs#EA SUCCESS FA LK.

1EREARZE VDIs

1. ZETHEBHERNESBNEHERER (https : //patch.py M update_openssh.patch) , FEH
TT3aT , <output-directory># BMXALETHERNWBE & , W% <environment-
name>Ef{ A RES IRIEBEMN BT :

(® Note

- &R EEAR RES 2024.06,
- EHRERNIESHBEE AWS CLI v2, Python 3.9.16 REHARA , LA Boto3,

- BEE AWS RES WIREMEIFERE CLI X |, WEREHEEE A RES Fr2 L FET
R S35,
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OUTPUT_DIRECTORY=<output-directory>
ENVIRONMENT_NAME=<environment-name>

curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/
releases/2024.06/patch_scripts/patch.py --output ${OUTPUT_DIRECTORY}/patch.py

curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/
releases/2024.06/patch_scripts/patches/update_openssh.patch --output
${OUTPUT_DIRECTORY}/update_openssh.patch

2. BITTIEMERGT

python3 ${OUTPUT_DIRECTORY}/patch.py --environment-name ${ENVIRONMENT_NAME} --res-
version 2024.06 --module virtual-desktop-controller --patch ${OUTPUT_DIRECTORY}/
update_openssh.patch

3. FATIGTEHRMEBEIRRN VDC 2HI32HITER

INSTANCE_ID=$(aws ec2 describe-instances \
--filters \
Name=tag:Name,Values=${ENVIRONMENT_NAME}-vdc-controller \
Name=tag:res:EnvironmentName,Values=${ENVIRONMENT_NAME}\
--query "Reservations[@].Instances[@].InstanceId" \
--output text)

aws ec2 terminate-instances --instance-ids ${INSTANCE_ID}

/A Important

HE RES 2024.06 R EFRAS T EE@B AR VDIs, EEE RESIREFRFEHER
2024.06 YR AMEFEARREY VDIs |, FEEMERA T H3E RS RES IREAMRE 2024.06 : EE[RA
E#.
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A Y n
T =

18 Amazon EC2 #{TERREFEM MR MR E RS (HKinkRE ) BE , UHEBZ A, LEAT
HEIEAEEEMBIELRE, B LIER AWS Systems Manager Session Manager , JER[# £
28 RDP WM1&L TiEiHE A Amazon EC2 #1T{E#E , M EE RDP &£, MRFEHANERIREE
BRI%1%#E , BIFEM Microsoft = Microsoft IRERLEHBERIKEEEAE CALs, EEERHBREN
RIFREFEAE CALs EERETEMES , XAFHA AWS 8% (H£H ) HAFRE., WEFBE
REBRABIZETEMEANZNERTHESRENES , F2E EREEENEE,

EFAEEABEAXHAINEFALETECHEILFTE, AXH . (a) EHBE | b) K&K AWS BRIWE
MERMER , THEEEEE JFAZTEH. #(c) AR AWS REKBL IR FMAAERR
&, M licensors. AWS products SiIRIEELL TR, ARNIES , THMEMRE , RTZE. R
FAERNGEY , ERPREEE TR, HEFE AWS WEEMNEEHE AWS R4 | XX4ETB
R ErRgER AWS EBEEF 2 BNEAHE.

L HIHF3E R TF2 Studio AWS 24848 Apache Software Foundation $£#t#J Apache License 2.0 MR{&K
HEITRE,
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$52M GitHub 7 E i CHANGELOG.md #4%,
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WIEES —

« Active Directory E25.
- RERE.

- BREERZERFE.
.« FRIE SSH ZHL.

 §RTE Amazon Cognito fFf #.
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- ERKRESEBBEL.
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+ # Amazon S3 EFEFBHEF Linux
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£
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AR,
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