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I RR AN 1Y {5 P & F5 R B & 2024.08 FRHY Research and Engineering Studio AWS, #1%E B &iR
X B2 (FERAEEE) LW AWS HF3RE T Studio.

Research and Engineering Studio (RES) 2 — & AWS X ENBEHRRRBER , UH T EEEREMH
Web ACO#Y , HNERNIREMEE LHTRIMEETEEH AWS, RES REE-—ERMUERAE
BBZEMERKE , UABTREMAR, ERFRET. IBERIENIMIEESH., ERAETUERAR
BNARBEAERHERE RES AOMHEY , YEBAARBEERR,

EESTWUA—HEECAZEELBAERNERGESEZE , AERAAERNGREEGE. EEE
AEEBCHERARINREHEE AMIs) , I 5T RES /& ME Windows = Linux EREME ,

RAFZEBHAERARENERER, EESTUERKBHENERRRK  LERELERFEAE
EH, EEETUFAREEIRERREASYRHEBREAERE, ML TULENERZER
5, UL BEXAER. ARERSRRBERKBE , FFHEALIBEET RES AORUNFERAEREE , XU
MEECHER,

RES AIREMER , ERAFRUTEARIMEN AWS ERMNE,

AIEEHIR EK Research and Engineering Studio AWS, HEZ2Z8EMxH,. REMENEES
18 |, LIK#E RES #EZE Amazon Web Services (AWS) EixiVAHREL BE,

IhEEF B E
R T2 Studio AWS 2ETFITHEE :
Web B EHENE

RES {2 Web REBRMWADOREY , EEE, HRAENITEMAINERARA QB RFERMNE
BEHMANIELFRE, BERNIEMTIFTELR AWS IRF EWEXAE , BT A RES,

ERAERE

ERAERRER - EEBIEBNFNEGT, REEFNEERE. SHERBRHER (BEREN
BENERAER ) IfFEREREGER , UBRR-BHINSH L, ERNEESEERNXE,
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https://docs.aws.amazon.com/res/latest/ug/overview.html
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ETR

MERNIEMAUBFERNAEMKERMMASHE  REMMAFEELRASHANFTTER, 8
WASAUEA RES UERFIELRH.

HRES S EREBREEA
SERAENSHEENE SRBERREES  UEAERERANLTS S MARE RES AN
SRR | WA TS EARAEAENRER R KNSR,

HERTAEDERER

FERHCEAEEEREEIERBRLAERNTIE 6 FERELRAENERRM , 27 RES
PEVHIVERRK. XENRBEFERESFEEAR Linux £EB Amazon Elastic File System , 5L
X E AR Windows 1 Linux S EHA Amazon FSx for NetApp ONTAP,

EENEZE

ERADTERBRERDTEREE. SEERNERIREENERERARR. BRIREREAK
ERNERAERME , RS

AEMRAEE
AWS Budgets E#EZ=EH RES X , SERSESERNVEAR, NMREEBEE , AIRSE VDI T
YERE ERA RRED

BENESR

FERAERE S ERLERISENMEE
ERBE=R

ERBERRE RES HAENHEN -2 , BB ANERE TURREERRR,
BRRK

HERRLEEREHNESR (BHBRARNE ). CESRRRRNEHMERANE  BUED
RA R B,

SHEES
EEERARTFME RES RALAM RES B, BEANFTHLSERE. HMATURIRE

RERAGERERAERE. CATUARRIERFAIGEREFTENERKE. FK , RIBEBD
R, BA—EARE RES EEE&,
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SXEMARIANEESHE , THASNAIEHERNTRRAR  RRESENRE | WL
BEESMENF VDI T,
ERBHT

SEMF THARMRERAN VDI THOBEHEE , AP THEES AR, CAEYERNE
£ VDI THOER  RAREHBEBNAS (8L). YEASEEAEEEFDNERISTE
B (RERREEN ). B8 EASERBEREREEE  BLFRERDRA VDI,

CEL T
RES ¥R (VDI, fifFl% ) WRKEAE. BENTTERMIRGEANEER, HASEER
RITAL AL .

SRHEE
BAREERFRRNFEENERERAE. BENFTERRLEEN (SH) TR, M
EPEYE o0 E LR EL

TP )

HEMHBEBREER RES #EFRERH Amazon Machine Image (AMI) , AER & A VDI E#IEZE
HENTAEERRAER,

VDI EH#

ERSEHTER (VD) TRTRERXAEFNERBENERNERTRE  BREZLARENT
1/E§ Fﬂﬁo

ME AWS BN —WBE | BSWAWS —BBEhPAWS HEE,



https://aws.amazon.com/amis/
https://docs.aws.amazon.com/general/latest/gr/glos-chap.html
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EEBE

AERMUEKER - EFBZENEBE.

ZEEE

EAERSHBBLERSEELN PRI T I TH AWS IRF,

1: AWS 2 L WHRE T Studio

(® Note
AWS CloudFormation &R Z# AWS Cloud Development Kit (AWS CDK) Z#E#EHZE I K,

B AWS CloudFormation i B 2 EM TN SRERRENOT -

1. RES %4 Web AOWBUENTH , AR :
a. BEARERAIEEHNIREEST (eVDl) TH
b. IEETH

Amazon CloudWatch €% eVDI jtiiZIRIEE,
c. BEF#Mlt

EEETLFER SSH EFFEREFT M TH REBEEMERRE,
2. RES 87 NAT HEBRANME FRBFRELHY, EIEEIFEIR Application Load Balancer (ALB)
RESFETHTFIRE FRE.

3. Amazon DynamoDB 2 FIRIEHRE,
4. AWS Certificate Manager (ACM) & E 4 3 7 5 Application Load Balancer (ALB) BV A B R

(® Note
BEEMER AWS Certificate Manager BEWHBEHEEETHNEE.

5. Amazon Elastic File System (EFS) st & R &K EE A ERERIEEEA eVDI Linux TERER L/
FE5%/home R A,

RiEE 4
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6. RES £/ Amazon Cogmto £ PEBIUE A clusteradmin WA EIEFERAE , XA EREEAERHEIX
ELREBIBHMNE FEM4 L, clusteradmin HBEEE —XBEABEERE,

7. Amazon Cognito € E2&48 MY Active Directory MIEREF SRS , LLETHIER
8. R ERIFHWEEESRIFIFURFHERABETHNFE.

AWS LLEm R BREE

AWS fR#& EiR
Amazon Elastic Compute Cloud B, REERESRLE , EFAEMEMNEER

AR MR R E R R H .

Elastic Load Balancing B, B2, EEEESN VD RS EEH
SP#785% 5 Y Auto Scaling B4+ 23, ELB
BFERE Web A OMME RES EHETR

=,

Amazon Virtual Private Cloud Bt. FIEROEmMITHESEELRN VPC
o

Amazon Cognito B, BEEFEAEFSNEDEBE. Active

Directory £ i & &85 E Amazon Cognito £
FAEFMEE , UIRBEEUER.

Amazon Elastic File System Bl RM/homelEBRBIESRM VDI EHHIE
REM , URHAWABERRK,

Amazon DynamoDB B, FHAERRER  flinERE. B4E.
. BRRXENTHERE.

AWS Systems Manager Bilvo BT VDI TEBREBEG SN
.

AWS Lambda B, XEEMINEE , HlANEF DynamoDB &

RRPUERE. BE Active Directory EH T
i, UREHMFEEE,

AWS L7 & 9 RIS 5


https://aws.amazon.com/ec2/
https://aws.amazon.com/elasticloadbalancing/
https://aws.amazon.com/vpc/
https://aws.amazon.com/cognito/
https://aws.amazon.com/efs/
https://aws.amazon.com/dynamodb/
https://aws.amazon.com/systems-manager/
https://aws.amazon.com/lambda/
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AWS BR#%

Amazon CloudWatch

Amazon Simple Storage Service

AWS Key Management Service

AWS Secrets Manager

AWS CloudFormation

AWS Identity and Access Management

Amazon Route 53

Amazon Simple Queue Service

Amazon Simple Notification Service

AWS Fargate

Amazon FSx {& =&

Amazon FSx for NetApp ONTAP

AWS Certificate Manager

AWS Backup

DU

X, BMHFFA Amazon EC2 £#F] Lambda
HEH BN EE B .

xE, FHRANEHSIEMERNERERXN &
g,

X, FAREE Amazon SQS {75, Dynamo
DB B &M Amazon SNS EREHEITFFRENM
o

&, BREIREZAERFREFTE Active
Directory # , A% VDIs W BB EZEBRIZ D,

x&E. RHEROEEMRE
X&E. RE|EHHNEFIER.

XE. BEYAERERSUBENT RS FER
NESFTHRPIERE.

XE. BAEBTIINZEFBLSNIT,

xE, <& VDl B mEIRERE
Bl aniz Hl2E M E 4

X8, A Fargate {FH 22, FHFFMERIR
iﬂ:

o

EAL . BRESNSHEABRRM.
EAL . REINSBHABRRM
"BRL . ALNBTEBELEFENER,

M&A.) . A Amazon EC2 T#, ERRHKM
DynamoDB 121§ 3 Th&E.

AWS thERFH R


https://aws.amazon.com/cloudwatch/
https://aws.amazon.com/s3/
https://aws.amazon.com/kms/
https://aws.amazon.com/secrets-manager
https://aws.amazon.com/cloudformation/
https://aws.amazon.com/iam/
https://aws.amazon.com/route53/
https://aws.amazon.com/sqs/
https://aws.amazon.com/sns/
https://aws.amazon.com/fargate/
https://aws.amazon.com/fsx/
https://aws.amazon.com/fsx/netapp-ontap/
https://aws.amazon.com/certificate-manager
https://aws.amazon.com/backup/
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BIUREIRE

BB AH RS EBREA Research and Engineering Studio AWS, It REIE#FEHAAWS REREH
B &4 LY Research and Engineering Studio , SfBEE RV SEBENIELEERE. ©HEA Keycloak
AR ESHEST SSO,

AR HEHBRCR  LLAXTERIERSBETINSR £ REPREEHE , BEA

By — 8§\ R R

It AWS CloudFormation 8 &% 37 Research and Engineering Studio FTEEHI A T

EREER : ~00 45
TORIFRAF

e

« AWSIRF EREEEREREY
« B3 Amazon EC2 SSH £ ¥
- EINRKEEEE

AWSIRF FREBEFRER
BABEEER AWS IRF B EEBFERAEN

1. BB https://portal.aws.amazon.com/billing/signup.
2. REERLETRET
HoEMEFFEHPCRELEA , U EEFRER ARSI,

E8EEM BF AWSIRFE , AWSIRFREAEESRN . REAEFEFEIRFFHRE AWS Bk
¥ ANER, FARLREEY K FHEEFIERENGERE  YEEERAREAERUTEE
BEAEFIEES.

#3 Amazon EC2 SSH £ ig¥

MR IEEE Amazon EC2 SSH €i8% | RIEER Y — @, MEFHMAEF , 528 (Amazon EC2 £/
Z¥E/m) PHEA Amazon EC2 By €88¥%, Amazon EC2



samples/res-demo-stack.zip
samples/res-demo-stack.zip
https://portal.aws.amazon.com/billing/signup
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/create-key-pairs.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/create-key-pairs.html
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RMBREMTHIREEE -

* Amazon VPC
 HSEE NAT BERGEM IP it R 5 2E 3 8
- SEETAREEN NAT FBiEH 5 E8MnE 10 @
* Amazon EC2
- #§ EC2-VPC 51k IPs f€ 5 2 &% 10

AWS IR F EE&{E AWS IRIEHTERRELRE , kI BARS, BRIEZERA , THSEEREE2
EBESERE, BuUBERESELRE K mMEMEERELZRES, WEFMEN , 552 Bthe section
called “LLE G AWS IRIEHIELEE",

BUEFRMEASH

1. & A AWS Management Console It 7£ https : //https://console.aws.amazon.com/cloudformation
BRI AWS CloudFormation £# &,

® Note
REELEERRRS T,

2. K EBREPRE HA,
3. EZET A RELERERNSH , YRFEEI.

28 AR BV

EnvironmentName #res-demo# Rt RES IRENH —R
B, BEA res- BFHEIB 11
B=FT,

AdministratorEmail FERAEEREMKZENE

FE Mk, R Active
Directory BE— & A B S %X
B, WEAELERERBEM
EAE,

BUERNEAASE 8


https://docs.aws.amazon.com/servicequotas/latest/userguide/request-quota-increase.html
https://docs.aws.amazon.com/vpc/latest/userguide/amazon-vpc-limits.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-resource-limits.html
https://console.aws.amazon.com/cloudformation/
https://console.aws.amazon.com/cloudformation/home?region=us-east-1#/stacks/quickcreate?templateURL=https://s3.amazonaws.com/aws-hpc-recipes/main/recipes/res/res_demo_env/assets/res-demo-stack.yaml
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B8 FERY iR

KeyPair ARERZERSEEIENE
®¥,

ClientIPCidr <0.0.0.0/0> IP bk B R 2 PR FIEER
BHER, B LESREC®
E T ClientlpCidr,

InboundPrefixList (EA) ARFEERFRE

2 F#HPRY Web Ul 1 SSH
B IPs REZEFEFE,

HERISER

1. 1 hERFHESZE AWS Directory Service- REiMBEEFRAFAERBEYNEFER

# : adminl., admin2. userl# user2.

a. BifE Directory Service £ A&,
b. EZEURIRIEN B ID, B LUE<StackName>*DirectoryService*#&fyE HES B
IDo

c. RAELANBETHXNERYP , ENEXFEAEER.

d HREECEANFEERE K BRERAEEBN BALZEZRENER , ARENERER.
2. ERFEAEZBR , BEEZF Research and Engineering Studio B3R5 iy £

#, Research and Engineering Studio 8/NF&TE xx.00 AL ERAE. EANESEEERF

T, KR P 5 HE S BB ENTE Active Directory REIEFEHA#E | {H RES HiEBLAERSERE,

BN BREEHGERE. EALEEFEHHWRIM EnvironmentUrl R1ZE Ul , SiE R A AR B AT
EHBNEEPIREHEBN URL, BB LAEREIE Active Directory F A EXRFBHNEHENR

5% A Research and Engineering Studio 3:RE,

BERIR 9
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X, 2
FHHZEMIIE Studio AWS TJREFEH , BREAE AWS HITEARXAMENERGE, NMEFMAE
A, F2EAWS KERTH RF.

® Note
LEEEZFRTIERBFHERN AWS BRIER A,

RPEZEEINFAERAWS Cost Explorer , GBI EER A, EETEEE, METEFH
B , F2RLHERPERANESE AWS RENEEHRE.

ZE

?E?""E AWS B FBERMKE , BN cHeREERRLZLEE AWS, KAFSEERTRER
EESRE K FA S AWS BF, EENZGTA  SHRERERRE., ERLE , UARBREEER
E SEMNERZT SN, MF AWS T2 MNFMAER , F2HEAWS EiRx Z2 4.

IAM B &

AWS Identity and Access Management (IAM) A& T EE F B HTFEBE M UE RS LRI
EAE AWS Eif, LEREEY IAM AE , RFEMW AWS Lambda BEEF Amazon EC2 #1T &
B2V EHERNTFEE,

RES X & IAM vy B EBEK, B , RESEEUBRREREEEFTNFIE, BEEFERNE
HE®E RES BEHNEAEEF Active Directory F RV MEBRRFERHENEREESE, NEFHNA
B , 28 ( AWS Identity and Access Management £ &) PHEI IAM BUE,

AR EE SR LAE A Active Directory EEFAEFR. ERREAEEN RES FAE E
B , RES &8 Amazon Cognito 1T & 2 B .

R R

hERPEYNZT2EEEERF MBS Lambda BB, EC2 FT{EER. ERRM CSR MITERH
Eiw VPN inH 2 BRI AR, RMEZERRAZLHE  YENEERRATEE—SRHEFN.

B 10


https://docs.aws.amazon.com/cost-management/latest/userguide/budgets-create.html
https://aws.amazon.com/aws-cost-management/aws-cost-explorer/
https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/security/
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html
https://docs.aws.amazon.com/cognito/latest/developerguide/what-is-amazon-cognito.html

HZREE TR Studio EREEmR
BRIz

RIFFERR , £ AWS (RES) £# Research and Engineering Studio & RES B M £ N ZiFEEM
BRINEFER, P8 RES B , O LUEE AWS KMS key, RES ERZEHNEAERREFTEBE
g, MREREFZFHEENEEN AWS KMS key , lIEFAZERBNZBEEFER,

RES £/ SSL/TLS inHEHFNEFER, RMPFETLS 1.2, BEREFEM TLS 1.3,

[
BBEE (LBBEE) £ AWS 15 KRS SRR NS ANE,
tEEmP AWS RISHYECEE

AREELHLERTEFNESERBHEEANEE, NFEFEEF , F2H AWS RBEEE.
HRILER , RAEBRS THIRBHEHE

* Amazon Virtual Private Cloud
+ Amazon EC2

EEFEREINERE , 52 B Service Quotas FAEIREHRNFERIESERE, R Service Quotas A &
RIBMHECEE |, A MREE RERE,

AWS CloudFormation Bt %8

EHERPREEHEER , SEZSEE AWS RS B9 AWS CloudFormation Bt£8, EIB 7 #RIELEHIEE |
B R REERIEERIINBIHERMWIEIR., WEFMER , 528 ( AWS CloudFormation £
A&EEE) FH AWS CloudFormation BtE.

HEE

mEHEEA Amazon EC2 #TERK/NBENM A/ NMNRRERRE , LUBRERK. ATHERSR
BEEREPNEYE  BRSEMMEREME Auto Scaling B (ASG) RN ERRNBERE. BER
—ETEERENIRENTERTRERASETHERELS (AZ) WEH , TMEEREBAERBRFE
RZ R A,

ASG & E A 7£ Amazon EC2 XA BT , it A https : //https://console.aws.amazon.com/ec2/o
ERTEREEILME ASGs , BEBBU #£R-asg. BAUBK/NMENFEEEFABSHRLEERE

AR -~


https://docs.aws.amazon.com/general/latest/gr/aws_service_limits.html
https://docs.aws.amazon.com/servicequotas/latest/userguide/request-quota-increase.html
https://console.aws.amazon.com/support/home#/case/create?issueType=service-limit-increase
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/cloudformation-limits.html
https://console.aws.amazon.com/ec2/
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NWEE, BERELESRINEE  RARBEBENRE. 0F ASGsHFHENR , 5528 (Amazon EC2
Auto Scaling fEF&1ER) HHVIERE Auto Scaling B K7\, Amazon EC2 Auto Scaling

X EH AWS [EiF

HWERERABIEKRERE PEMVRE AWS Bif, BS4EEAER AWS B8 FrEREHN FEE
WEmM. MEAWS FEGHRBHEHATAMY , 5528 AWS [E1F al Services List,

LR AWS T FRTZE A TFE Studio AWS [E1F :

EE A =i 2024.06 RERRA  2024.08 iR
XEIRH (#EFEEI  us-east-1 = =
1)

BRI (HxE) us-east-2 B =
EEME (MRIFEEE  us-west-1 = =
sl

EETE (REMA) us-west-2 = =
DXREE (RR) ap-northeast-1 = =
ZAREHE (BHW) ap-northeast-2 = =
ZXREHE (ZE) ap-south-1 = =
SEAREE (Fhngk) ap-southeast-1 = =
ZXRESE (BR) ap-southeast-2 = -
NEX () ca-central-1 B =
BN CER =) eu-central-1 = =
BN (CKE) eu-south-1 = =
BN (BEE®) eu-west-1 = =
BN (fm3X) eu-west-2 = =

TEN AWS B 12


https://docs.aws.amazon.com/autoscaling/ec2/userguide/scale-your-group.html
https://aws.amazon.com/about-aws/global-infrastructure/regional-product-services/

#5EEE T2 Studio EREER

EiFE B = I3 2024.06 K& B R fr7< 2024.08 ki
BN (E2R) eu-west-3 = =
Europe (Stockholm) eu-north-1 = =
&5 (BFhHEX) il-central-1 = =
AWS GovCloud (%  us-gov-west-1 = B

BIFEER )

TEN AWS B 13
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HEEm

® Note

WERFER AWS CloudFormation A F &R B B){L HEE, CloudFormation EE4<E3 B8R Lt
ERPEE AWS WERKEEM, CloudFormation &SR &E AP RN ER,

BBERZE , AREANEELANRIRAS, 25, BRZeMEMWEEEE,

ES- |

« TRIERE

- BYAHER

- SR BBEM

o« L2 E—REA

FORIRAF

&

« AWSIRF EREEEAEREY

« B3 Amazon EC2 SSH &£#&¥%}

- IR EEE

- BUXNERE (EAR)

- B ({£FR GovCloud)

. REABER

- EEREPERE LDAPS (A )
- BREME VPC (EA)

AWS IRF FHEEBMEREEIL
EEGEE AWS IRF BE SEEREN

1. BB https://portal.aws.amazon.com/billing/signup.

TORIRE


https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/cfn-whatis-concepts.html
https://portal.aws.amazon.com/billing/signup

#5EEE T2 Studio EREER
2. BERERLETET.

BoEMEFFREREREA , AESFRBHARER,

B B AWSIRF , AWSIRFREAESEY . REAEFRTFEIRFFHIFRE AWS IR
#NER. FRAZERAERR  FREEFIEERGERE  YEECRAREAERUTER
REMEFIENER,

3 Amazon EC2 SSH €&

WRIERHE Amazon EC2 SSH £#8%  AIFEEE Y —EL£B8Y, MEFMENR , 5528 (Amazon
EC2 EREEE) M FEH Amazon EC2 By £i8% ., Amazon EC2

18 n B 75 B 28

BMESEMT I AREECE

* Amazon VPC
- HE{E NAT FHER M IP it sERE 5 RS F 8
- BEETAREEN NAT FiEHR 5 8z 10

« Amazon EC2
- #§ EC2-VPC %1% IPs f€ 5 &2 &% 10

AWS R F EESE AWS RIFHVTFEREEE , LB ARS, RIEZSERYE , FRISEELEE2
EEBERE. BAUBRRESELESE  MEMEERLIRS, NEFMEENR , 52 Bthe section
called “LLE G AWS IRFSHIELEE",

BIYNEMRE (EA)
EPEBCAEREABME , UHEESZRERAN URL, BEZEMFH Amazon Route 53 S HE iR 4

HIMMEE  WEH EAMERERE AWS Certificate Manager, MIREEELAEREIEE , o LUK
B ER,

1. {kERIERM Route53 sEMidE, LEZSWIEIREFEH,
2. HEREBMFEEREE. ERH Route53 HEIEIM.,

a. BB Route53 =2 A,

Y Amazon EC2 SSH & &% 15


https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/create-key-pairs.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/create-key-pairs.html
https://docs.aws.amazon.com/servicequotas/latest/userguide/request-quota-increase.html
https://docs.aws.amazon.com/vpc/latest/userguide/amazon-vpc-limits.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-resource-limits.html
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/domain-register.html#register_new_console

HZREE TR Studio EREEmR
b. #RERESEHEEFFTEERE.,
c. FARMALHNBEEBEINTAERE , XERFEEES ID,

3. BB AWS Certificate Manager I #k R T3S BRFE R BEBE. BELURTEISBHRAEN
=i,

REEFEZIHBE , ARSHENBRFBR. FREERSTEMRE,
BIEENERE D UFEBER,

HEREEERT , EEE Route53 FEMN K. BEFRANFEE+DE,
HHBRER  FREBRREERERER ARN,

N o o &

BN AE ({ZBR GovCloud)

WMRIEETE AWS GovCloud ( XEFEH ) BEPEE , AIFETRELTRKG TR,

1. BEERUNEFAEBRENEESIE AWS 1RF R EE/ERFE AWS CloudFormation &,
2. {8 CloudFormation BiHs , SRIWE T CertificateARNH PrivateKeySecretARN,

3. 1 GovCloud D EIEIRF & , B EHCertificateARNEIHENHE, FEIZHMOWE ARN ,
WS R EZEB I EWE , BUME vdc-gateway AJLATFEUE(E -

a. res : ModuleName = virtual-desktop-controller
b. res: EnvironmentName = [RIFEZHE] ( A2 res-demo, )

4. 7 GovCloud P EIEWRSE® , B EBPrivateKeySecretArn#i HEMNMHE, FEEMWRE
ARN , Y WERBHEEWE , LUE vdc-gateway AISAFERBEAE :

a. res : ModuleName = virtual-desktop-controller

b. res: EnvironmentName = [RIFEZE] ( ATELE res-demo, )

READBER
LHWRM TR Studio AWS BEEBERFIE FHISBER,
- @ (VPC, N TRBNALE T )

TEER , B HITHANEEE RES IRIK. Active Directory (AD) ML A&7 EC2 #11TER.
* f#7F (Amazon EFS)

BI#E (MR GovCloud) 16


https://docs.aws.amazon.com/acm/latest/userguide/gs-acm-request-public.html
https://console.aws.amazon.com/cloudformation/home?region=us-east-1#/stacks/quickcreate?templateURL=https://s3.amazonaws.com/aws-hpc-recipes/main/recipes/security/public_certs/assets/main.yaml

3R EE T2 Studio

ERAEER

FBFUEECOSERESAERSR (VD) FTENERNER,
- B &R (AWS Directory Service for Microsoft Active Directory)

BSREEREAERES RES RE.
- BERBIRF ETHHHE

Research and Engineering Studio 2/ FEUERMHENNE , BIERBEIRS BBAWS Secrets
Manager.

® Tip

MRBLEEFEREIRE  BREELENTERATA , BITUER AWS S REEREER S RE
EAHER. BSET—H EINBER , LELWIREHBEER.

¥ AWS GovCloud ( XEIFEER ) BEFHNREHE , SBFETK PHERFESREL
#8138 (PR GovCloud).

"&

RYIRIR FEXE LDAPS (ZEH )

MREETEIEIREFFEA LDAPS B , AIXAZTHA TSR , TR BRI A IELEREE AWS
Managed Microsoft AD (AD) #B1E12%I88 , ARt AD # RES 2 EHEA.

1. FBEENAASEH BUAMARSER LDAPS AWS Managed Microsoft ADF RS ER, MREE K
Fi LDAPS , BIR]LARKIB It 258X

2. HEFRETE AD LFRE LDAPS 2% , [EH AD B :

a
b.

C.

f.

g.

BI{ESEHY Active Directory fal IRE5.

DEE 8 & 7 B R PowerShell,

#1T certmgr.msc UABIBUBRBE,
BEFBMEENREERREME K RAERHBEBREE,
BRYEE (RABEARIR—T ) HAD ARFEBNER
EEL.

J2IZ Base-64 fRIEH X.500 (CER) , RLBET—5,

BEHES% , RREET -5,

3. 1 FEIME AWS Secrets Manager :

 RBREFMBAER , ARE

EEHIR

EXE LDAPS (EH )


https://docs.aws.amazon.com/secretsmanager/latest/userguide/intro.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/intro.html
https://aws.amazon.com/blogs/security/how-to-enable-ldaps-for-your-aws-microsoft-ad-directory/

WFRE TR Studio EREER
1t Secrets Manager FEVEZR  EHZEERTEEHMBERENEE WA PEM RISHYISERL
EIFE F R,

4. FEXEENH ARN , WiSHE AL /) DomainTLSCertificateSecretARN Z&the section
called “FEB 1 : MBER

REMEB VPC (EH)

FEFRBER VPC R EREBHZE M T2 Studio AIRRMAIFEN LM | UREEBNERNEEER, 78 ,
R RES MEMBRREBFIREEMEKYE, EEEME VPC HLE RES , BFERETHILR
R4

X8

- %4 Amazon Machine Image AMIs)

« X% VPC im2h

- 28 VPC ImHHNEBERTERE RKE

- BREME VPC FESH

¥4#% Amazon Machine Image AMIs)

1. TEEMGKRME, EEEZREN VPC PEE , RES ERFREFTEGHKMENTAYL K MATELER
PR 4 2% 77 E o

2. M Amazon S3 KEFEEZEIA Amazon EC2 W EEE D EIM IAM BB,

a. BIfE https://console.aws.amazon.com/iam/ BIRX IAM £ &,
b. #BEF K BEEIUAE,
c. EERNEANERERL

- EEENEREET , 2E AWS R,

- SHERBEHEARG THEARS , BIEC2 , RAREET -,
d. HEFEFAL , BRTIFUBER , AREET -5 .

* AmazonS3ReadOnlyAccess

+ AmazonSSMManagedinstanceCore

» EC2InstanceProfileForimageBuilder

REME VPC (EA) 18


https://research-engineering-studio-us-east-1.s3.amazonaws.com/releases/latest/res-installation-scripts.tar.gz
https://console.aws.amazon.com/iam/

HZREE TR Studio EREEmR
e. HMEBACEBINER 6 AREBEEBRIASG,
3. BN EC2HMEEESRTH :

a. 7t FRK EC2 Image Builder 12 & https://console.aws.amazon.com/imagebuilder,
b. EERFEERT , BEExM4 6 ARBEEEITH.
c. EEVUHEMEL, WATIFMAER -

- SHETHEE | BEERE

- MERHFHMER , FRE

28 EREEE

Image operating system (OS) Linux

Compatible OS Versions Amazon Linux 2

Component name Choose a name such as: <research-
and-engineering-studio-inf
rastructure>

Component version We recommend starting with 1.0.0.

Description Optional user entry.

d. EEVYRHEEL , BEEERXHRE.

. HEBMAEREXHRBZE , BFE tar.gz BRMEZR URI, #§ RES BHMY targz BRE
&= Amazon S3 #FATEE , YRR FITEBEERERMN URL

i. WATHEHR :

(® Note

AddEnvironmentVariables REAN , MREBEERBEETHPAIFEBR]
RIFEY , AU HEBR,

MRBELE http_proxyM https_proxyIRESE , AIFEEE
Yno_proxyB# , U E#ITEIREEAKEREM localhost, FITERPEE
BIP ik |, AR E VPC i H R

REME VPC (EA) 19


https://console.aws.amazon.com/imagebuilder

#5EEE T2 Studio EREER

# Copyright Amazon.com, Inc. or its affiliates. All Rights Reserved.

#

# Licensed under the Apache License, Version 2.0 (the "License"). You may
not use this file except in compliance

# with the License. A copy of the License is located at

#

# http://www.apache.org/licenses/LICENSE-2.0

#

# or in the 'license' file accompanying this file. This file is
distributed on an 'AS IS' BASIS, WITHOUT WARRANTIES

# OR CONDITIONS OF ANY KIND, express or implied. See the License for the
specific language governing permissions

# and limitations under the License.

name: research-and-engineering-studio-infrastructure

description: An RES EC2 Image Builder component to install required RES
software dependencies for infrastructure hosts.

schemaVersion: 1.0

parameters:
- AWSAccountID:
type: string
description: RES Environment AWS Account ID
- AWSRegion:
type: string
description: RES Environment AWS Region
phases:
- name: build
steps:
- name: DownloadRESInstallScripts
action: S3Download
onFailure: Abort
maxAttempts: 3
inputs:
- source: '<s3 tar.gz file uri>'
destination: '/root/bootstrap/res_dependencies/
res_dependencies.tar.gz'
expectedBucketOwner: '{{ AWSAccountID }}'
- name: RunInstallScript
action: ExecuteBash
onFailure: Abort
maxAttempts: 3
inputs:

REME VPC (EA) 20
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ERAEER

- name:

action:

onFailure:

commands:

'cd /root/bootstrap/res_dependencies’
- 'tar -xf res_dependencies.tar.gz'
- 'cd all_dependencies'
- '/bin/bash install.sh’

AddEnvironmentVariables

ExecuteBash

Abort

maxAttempts: 3
inputs:

commands:

echo -e

http_proxy=http://<ip>:<port>
https_proxy=http://<ip>:<port>

no_proxy=127.0.0.1,169.254.169.254,169.254.170.2,1ocalhost,
res, {{ AWSRegion }}.vpce.amazonaws.com,

{{
{{
{{
{{
{{
{{
{{
{{
{{
{{
{{
{{
{{
{{
{{
{{
{{

AWSRegion
AWSRegion
AWSRegion
AWSRegion
AWSRegion
AWSRegion
AWSRegion
AWSRegion
AWSRegion
AWSRegion
AWSRegion
AWSRegion
AWSRegion
AWSRegion
AWSRegion
AWSRegion
AWSRegion

1.
13
1.
33
1.
33
1.
33
1.
33
1.
33
1.
33
1.
33
1.

amazonaws.
amazonaws.

.elb.amazonaws.com, s3.

com,s3.dualstack.
com,ec2.{{ AWSRegion }}.amazonaws.com,ec2.

api.aws,ec2messages.{{ AWSRegion }}.amazonaws.com,ssm.

amazonaws
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws

.Com, ssmmessages.

com, kms.

com, secretsmanager.

com, sqs.

com,elasticloadbalancing.

com,sns.{{ AWSRegion }}.amazonaws.com,logs.

.com, logs.

api.aws,elasticfilesystem.

amazonaws.
amazonaws.
amazonaws.
amazonaws.

com, fsx.{{ AWSRegion }}.amazonaws.com,dynamodb.
com,api.ecr.

com, .dkr.ecr.

com, kinesis.{{ AWSRegion }}.amazonaws.com, .data-

kinesis.{{ AWSRegion }}.amazonaws.com, .control-
kinesis.{{ AWSRegion }}.amazonaws.com,events.

{{
{{
{{
{{

AWSRegion
AWSRegion
AWSRegion
AWSRegion

1},
1},
1},
1},

amazonaws.
amazonaws.
amazonaws.
amazonaws.

com, cloudformation.

com,sts.

com, application-autoscaling.
com,monitoring.{{ AWSRegion }}.amazonaws.com

" > Jetc/environment

REME VPC (EA)
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ERAEER

e. &EEXZE{*O
4. BUMGBERERREETS.

a. EERVEFEEL, GBATIRE

-

Bl S RFAEEA

ERERE&

YT EERAERE

TEB %

T

IS

iR

EER
EERR
SRR MRS

RS
B By AR A2 HE IR

TFRE IR

BETH

EREEE

Enter an appropriate name
such as res-recipe-linux-x
86.

Enter a version, typically
starting with 1.0.0.

Add an optional descripti
on.

Select managed images.
Amazon Linux

Quick start (Amazon-m
anaged)

Amazon Linux 2 x86

Use latest available OS
version.

Keep everything in the
default settings, and make
sure Remove SSM agent
after pipeline execution is
not selected.

[/root/bootstrap/re
s_dependencies

BEIWENTHEE

REME VPC (EA)
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ERAEER

RETH

b. BEEEVE.
5. BUREGEERERREARE,

a. HOREERT , REE#RREHER.
b. EEFEMEMREERE,
c. HEVERRBEREEL K @ATIAR:

3] 2
— % =L

iR

IAM A&
AWS ELfEE% TR EE

VPC., F#HRMZLEE

EREEE

« Amazon & : aws-cli-
version-2-linux

« Amazon 2% : amazon-
cloudwatch-agent-linux

- HIGHER : EEIRIM
Amazon EC2 o, A&
# AWS 1R~ ID #1 B 81
AWS [EiF WRAE B,

Search for and select:

« Amazon 2% : simple-
boot-test-linux

EREEE

Enter an appropriate name
such as res-infra-linux-x86.

Add an optional descripti
on.

Select the |IAM role created
previously.

Choose t3.medium.

Select an option that
permits internet access

REME VPC (EA)
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ERAEER

d. EEBRJVEBEHERE,
6. EIMHFH EC2 Image Builder Ei& :

a. BIEMRGEE K RRBERVREBEE

b. EEEEEHMEEARRL , WAUTARLERET -5

- BEERBAERER

- HREEHRE , IREBEFHRE AMI RIEEF |

EREEE

and access to the Amazon
S3 bucket. If you need to
create a security group,
you can create one from
the Amazon EC2 console
with the following inputs:

« VPC : EEVARERR
FEfBRERYAR[E] VPC, Lt

VPC &8 B 5 HERRA
=ZH.
- EARA

« Type (F#) : SSH
+ Source (R) : HET
- CIDR E# : 0.0.0.0/0

AR EHESEREFE.

c. HEEEFEEL, BEERARAERS  ARBALINBRINELSEE. BET -,

d EEEMEEFEEL , EBINERIERRE

, RREET %,

e. EEREMEEEAEL , RECARANERRGERE K REWA LRV VERREE

R, BET—%,

f. EERSHREEEL , $HHENREZETIER .

- MHRGUAETEN RES RENVRMEENES , JE RES et ERMEBERMR
ETHRBITER. ERARKERE  BHRESEM/EM EC2 Image Builder BRISHY R H

o

REME VPC (EA)

24
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« MREBBEZSEEHPHE RES , EUNRERVFINIMHRE , T EXENEESE
o

g BEENEE K RAREEEUEE,
7. #4117 EC2 Image Builder Ei& :

a. RMEEEYT , SKABRMEEINEE.
b. BEFEBEE A6 ARREBEITEE,

EETRFEEALN 45 7ED — /MR EREREL AMI BRE.
=

FEXEELEN AMI B AMIID |, SEHEEFA/E & InfrastructureHostAMI 2 B#Y# A the section called

8. B
“SB1:BRBER

RE VPC %

HELE RES YRABIERRE , AWS R FEFIENRLE TR, BLERE VPC inRb LR
VENEFIRE K MASKEALASERBERELS R,

1. WRFRERRERS  FEEAWS B FEATE VPC R FE HREMNE T,
2. EMETAERESSEFER—ELE FEE.

AWS AR RIEE B

Application Auto Scaling com.amazonaws.region.application-autoscaling
AWS CloudFormation com.amazonaws.region.cloudformation

Amazon CloudWatch com.amazonaws.region.monitoring

Amazon CloudWatch Logs com.amazonaws.region.logs

Amazon DynamoDB com.amazonaws.region.dynamodb ( EEREIRE )
Amazon EC2 com.amazonaws.region.ec2

Amazon ECR com.amazonaws.region.ecr.api

com.amazonaws.region.ecr.dkr

REME VPC (EA) 25


https://docs.aws.amazon.com/vpc/latest/privatelink/create-interface-endpoint.html
https://docs.aws.amazon.com/autoscaling/application/userguide/application-auto-scaling-vpc-endpoints.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/cfn-vpce-bucketnames.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/cloudwatch-and-interface-VPC.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/cloudwatch-logs-and-interface-VPC.html
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/privatelink-interface-endpoints.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/interface-vpc-endpoints.html
https://docs.aws.amazon.com/AmazonECR/latest/userguide/vpc-endpoints.html

M

HRE TR Studio ERAEE
AWS AR RIS &8
Amazon Elastic File System com.amazonaws.region.elasticfilesystem
Elastic Load Balancing com.amazonaws.region.elasticloadbalancing
Amazon EventBridge com.amazonaws.region.events
Amazon FSx com.amazonaws.region.fsx
AWS Key Management Service com.amazonaws.region.kms
Amazon Kinesis Data Streams com.amazonaws.region.kinesis-streams
Amazon Simple Storage Service com.amazonaws.region.s3 ( FEETFEEKE RES FEIKY
(Amazon S3) LPENE )
AWS Secrets Manager com.amazonaws.region.secretsmanager
Amazon SES com.amazonaws.region.email-smtp ( %7 f &1

A% # : use-1-az2. usel-az3. usel-az5. uswi-a
z2. usw2-az4, apne2-az4. cacl1-az3 # cac1-az4. )

AWS Security Token Service com.amazonaws.region.sts
Amazon SNS com.amazonaws.region.sns
Amazon SQS com.amazonaws.region.sqs
AWS Systems Manager com.amazonaws.region.ec2messages

com.amazonaws.region.ssm

com.amazonaws.region.ssmmessages

HRAE VPC in R BR T ERE R

EEHEIFTE VPC mBNRKEES , BULE VPC LB FREPREREMRES. BRETIS
B, R AWS B 0MEATRN E piRMHE | 1 8%E Research and Engineering Studio Z8&F &
RIEFERENRIE MRS,

REME VPC (EA)

26


https://docs.aws.amazon.com/efs/latest/ug/efs-vpc-endpoints.html
https://docs.aws.amazon.com/elasticloadbalancing/latest/userguide/load-balancer-vpc-endpoints.html
https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-related-service-vpc.html
https://docs.aws.amazon.com/kms/latest/developerguide/kms-vpc-endpoint.html
https://docs.aws.amazon.com/streams/latest/dev/vpc.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/privatelink-interface-endpoints.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/privatelink-interface-endpoints.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/vpc-endpoint-overview.html
https://docs.aws.amazon.com/ses/latest/dg/send-email-set-up-vpc-endpoints.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_sts_vpce.html
https://docs.aws.amazon.com/sns/latest/dg/sns-vpc.html
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/SQSDeveloperGuide/sqs-internetwork-traffic-privacy.html#sqs-vpc-endpoints
https://docs.aws.amazon.com/systems-manager/latest/userguide/sysman-setting-up-vpc.html

#5EEE T2 Studio EREER

1. &%

AR RES #ZE# VPC 28 FHEPRE Linux F1TEE.

« Linux &%l — Amazon Linux 2 2 Amazon Linux 3

. 3
. %
. %

2. R

0

c.
d.
e.

3. RE
a.
b.

C.

4. B
TCP

1 - x86

TIEBEER — t2.micro HE S ARA

2848 - #£ 0.0.0.0/0 #2E#HIR 3128 LK TCP
EPTEBRENE MRS

BARK http B4R
AFFRFTEHEEFRKERE T 5

« .amazonaws.com ( ERAR—#% AWS BR# )

- .amazoncognito.com ( EARM Amazon Cognito)
- .awsapps.com ( EAR Identity Center)

- .signin.aws ( EAR Identity Center)

- .amazonaws-us-gov.com ( B AR Gov Cloud)
BB PR A HE AR

RUR 36 R BN K IR R AR 2R o

BN EMARREFEN PORT,

R BEARAAFFIRAERRSS.

HIfE VPC £#24 , WEBI S ARERRE TN VDI 42 FRIRAVEER,
MERAR , UAFFIEBAERNELNSRIEY VK ERRSFATER,
STHEEARERERME/VDIs ATE T ( BRRBREFER ) HBEEBEKR , STIHIRE,

RIEMMREE EC2 HTERBNZ2FA , WiREREAFFNEMMRF[ZERZ PORT LHWEA
R

REME VPC HESH

1 Hthe section called “FE 1 : B EMR” , BEEHE AWS CloudFormation E4& i A4 EZ .

3

LMK IR

RARETIIZH , U EERERRENTE VPC,

REFE VPC (EH) 27
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28 WA

InfrastructureHostAMI Use the infrastructure AMI ID created in the
section called “%4& Amazon Machine Image

IsLoadBalancerinternetFacing Set to false.

LoadBalancerSubnets Choose private subnets without internet access.

InfrastructureHostSubnets Choose private subnets without internet access.

VdiSubnets Choose private subnets without internet access.

ClientlP You can choose your VPC CIDR to allow

access for all VPC IP addresses.

EUNEEIR

It CloudFormation & 2R VB, TR, EADEHNBEER (MRREM
PortalDomainName), &X%EERIELNIBER , TEHEER.

IERLAEBRE 2 Bl T S 5 S0 A,
B : 9 40-90 88

1. & A AWS Management Console 3¢ 7E https : //https://console.aws.amazon.com/cloudformation
B AWS CloudFormation £ &,

(® Note
BELEEESRFH,

3

2. fE EBATME &7,

MREEE AWS GovCloud ( EBIFEEP ) EIEFHHIFE |, 557E GovCloud 2 E[EIRF RSN &
7K, GovCloud

3. BMAHAZH

BIUNDEIR 28


https://s3.amazonaws.com/aws-hpc-recipes/main/recipes/res/res_demo_env/assets/bi.yaml
https://console.aws.amazon.com/cloudformation/
https://console.aws.amazon.com/cloudformation/home?region=us-east-1#/stacks/quickcreate?templateURL=https://s3.amazonaws.com/aws-hpc-recipes/main/recipes/res/res_demo_env/assets/bi.yaml
https://console.amazonaws-us-gov.com/cloudformation/home?region=us-gov-west-1#/stacks/quickcreate?templateURL=https://s3.amazonaws.com/aws-hpc-recipes/main/recipes/res/res_demo_env/assets/bi.yaml
https://console.amazonaws-us-gov.com/cloudformation/home?region=us-gov-west-1#/stacks/quickcreate?templateURL=https://s3.amazonaws.com/aws-hpc-recipes/main/recipes/res/res_demo_env/assets/bi.yaml

3R EE T2 Studio

ERAEER

B8

DomainName

SubDomain ( R
GovCloud)

faRR

corp.res.com

iR

FRAER B S,

*’“Eﬁﬁaﬁfi%l%ﬁ}ﬂ
EMLDIFERPRME, &

R EFAHER ﬁﬁi%
S EREATERE. B
E8EHE, FEMLREE
BILDIFMIER, EFHER
& AR Active Directory EJ#8
o

B EHREEEHAER ,
{B¥ A GovCloud [EiF & 44
=,
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SHEERMMN DomainNam
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Directory #1B & B & F
B,
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B8
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iR

Active Directory B B &
% (EAES® Admin), It
EREEEVNRSISEBENE
A B&%PEL , 2ERTEME
Ao

BE . RACEXT
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o

AR WERAENERYLER
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ARESREE,
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o

AE WERAENBBXAER
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HHEER,
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B8 AR iR
iRy £/ SSH R FimiEEEEH
1T1ER

AEZE . AWS Systems
Manager Session Manager
A A A REREFITERE,

LDIFS3Path aws-hpc-recipes/ma £ Active Directory 52 E#Y 5|
in/recipes/res/res ERBREBEARN LDIF 8
_demo_env/assets/r ZM Amazon S3 &, MW
es.ldif TFER , F2E LDIF

Support. BBEHELEA
EBR , ZERIZE Active
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E,

EEREER  F2HE
GitHub R A] Y res.Idif 15
2
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3

ClientlpCidr B R P FEELH P iy
i, N | O LGRER IP
iyt , 6{EA [IPADDRES
S1/32 EAFREHFEL
B LEFHHERITE,
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ESEEHHENEFR, mFEE
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B FEER
EnvironmentName res-[environment
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4. FERSIIRERMATARETHR  RREFEIMEL,

TR BBER

Ak RN R i step-by-stepfR B , ERELASE mABFE EIEWIRS

HRERE 4 60 DiE

B\ EHB2a FHEERMW CloudFormation 78,

MREEEE in AWS GovCloud ( EEAEP ) , BEEALLELE,

res-stack - fE AL EE AR B = R A FT E BB B Y otk . FERRAE

i M R i B R o

iR

MR PortalDom

ainName #Eft K KHZEE
ARG EBNEEZEENR
7, UBEEREPFERH, E
EEHFAEI RES HBEE
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., MREEERFHPHES
EIRE , EMSNERHE—W,

#H GovCloud & , F2&@
ALBE, BRINZEREL
RRGEEFBHREILN,
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WREEE, mMEREMHIY
B, AISEAY LELAEER
B EEER AWS Secrets
Manager, fIREEFEEHS
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® Note

AWS CloudFormation &R 2 # AWS Cloud Development Kit (AWS CDK) (AWS CDK) 2 #&1&
I,

AWS CloudFormation EBA &7 AWS B L EBE Research and Engineering Studio AWS Eif, &
RAERETRIRE , TREREHE,

1.

A AWS Management Console , ¥7E https : //https://console.aws.amazon.com/
cloudformation B AWS CloudFormation £# &,

M

EEEBE in AWS GovCloud ( EEIFESR ) , FBREILLE A,

RIBFE  SAGEXBRS (HSFEZILE ) EEME, EEETREN PREBERTR AWS
B, FEAEREAEEN PN ERERER,

® Note
WEmEA Amazon Cognito fR% , B eI AREME P1RME AWS BE, BXEEATFEH
Amazon Cognito AWS B B FRIBEBILtEm. IESFEBNSZHATAMY , 528 AWS
[E35 al Services Listo

HSET  RALEREANZY  YRFEBR. OREHETABCARER , BT LN
BERHERNE RS RRPRIELSZEH,

28 JEER iR

EnvironmentName #res-demo# R4S RES IRIBNME—F
B, REA res- BFHEIB 11
B=FT,

AdministratorEmail FERAEEREMIZENE FE

fribat, MRBERSEKE
—BABRSKRY , HEAED
EREPEHBEERE.
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SSHKeyPair
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ClientPrefixList
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IsLoadBalancerinternetFacin
g

faRR

ami-#######H#

Xx.x.x.0/24 = x. x.x.0/32

iR

(ZA ) BALURMHARAR
BERRETHNBERT AMI
ID., BEIXENEREERR
&= Amazon Linux 2, INEFH
HWERR , F2REE RES B
#& AMls,

AREREEBR BTN
- E 2

IP 31t EF iR S PR FIEE R
BRER, BALERB2®
E T ClientlpCidr,

(ER ) ARFFEEFIE
SEFHPH Web Ul 7 SSH
B IPs REZEFEFE,

(BR ) BALEHSER
5 ARN , B AT

FIREEE RES $E 17 K7
EAG, NEREET B
WA H I RR.

PATERSEE 2 VPC B
P,

ZEY true LASHE H M HAFR

BNEHFEHSE (BHTE

REELNETBEE ). HRE
ERFIFEBRERFINIE
FHIREY false,
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B8 4

LoadBalancerSubnets

InfrastructureHostSubnets

VdiSubnets

ActiveDirectoryName corp.res.com

ADShortName corp

LDAP E DC=corp,DC=res,DC=
com

LDAPConnectionURI

iR

EEHFERERBNTE A
RAEES  ZNEDMETHE
Bo A E ERFIERAER
FHHEE  FEELE T
. HRFERRRARFIH
HE , FEELR TR, W
SRONER B HE B 2 T 18 R
, mENFTEEEUNIERR.

FEEBERE T EEREBNTE
AAEEF , EINEDHERL
BT, MRNDEEER
ByERmE , FEINAEE
BYMNEE,

# VDI ST ERARMEBH T
B AEES , EINEDRHE
B FRER, WRINEDEEME
BEVEBME , FENAR
BEEUMIERR.

ERH B &HIBEE. EXEE
HEAOBELERER.

ERPEENEEERE, Bt
B4 NetBIOS B,

LDAP FEE R E &R LDAP
S

Al E A R B #EY = HEE AR
FEMNE— |dap : // BB, W
RIGFEATER AD REZE R
LI EIR , BIAAER
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DomainTLSCertifica
teSecretARN

faRR

ServiceAccount
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EREER. WIRFXEER
£ ComputersOU A3 37 E fi§
MY 17 ERHE,

RMMWE ARN , Hh3E
ServiceAccount L X F 2
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AD AR By fE A & BV AR
B,

AD A EL 2 BBV R E
i,

£ ¥ksudoers AD ARV EE
fiL,

BiEsR , HhaosaERE
BF¥11T{E 88 = EHsudoer &
BRENFEERE , URTE
RES tEEEESFEEN
FIEERE,

AD AT E RS IO A BB
B,

(B ) RMHASE TLS B
W2 ARN , SABUHE AD B9
TLS &,
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B8 TR

EnableLdaplDMapping

DisableADJoin False

ServiceAccountUserDN

SharedHomeFilesystem|D

CustomDomainNamefo
rWebApp

CustomDomainNameforVDI

iR

SRTE UID M GID 552 H
SSSD E4X£ | E2FH AD £
MEERTE. %A True AEH
SSSD E4# UID # GID ,
HERA False LAER AD 12
£/ UID #1 GID, EAZH
BRT , LBBEXRES

True,

% EBHIE Linux E4 A B 8
Wi, FBASBEAR True, &
Al , B3R & False FWTEEREX
Eo

B SR RERBIRFERE
KB &7 (DN),

AR Linux VDI E#z LB+
BERRHEM EFS ID,

(B ) Web AO#us AR
RMERS Web o EREN T
s,

(iEA ) Web AO#A R
RERS VDI B EREN T
.
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ERAEER

B8 i

Xa

ACMCertificateARNf
orWebApp

CertificateSecretARNforVDI

PrivateKeySecretARNforVDI

5. B Create stack (B HB) LI BHE

B LATEARBEAE /Y AWS CloudFormation £ 4
CREATE_COMPLETE #R&E,

/NN

HER2 . F—

EmEERNEINENIRFR &
A ERE TR,

Rt B AR,

iR

(EA ) ERARRERE
EREEMIH amazonaws
.com FFEE Web FEAE
RN. BALNEHBTFRAEE
R, MRENBT B
{LASBEIR , IEREEEL
BIR , BALATE res-bi B
e PR B ERA. RE
EEEZ% Web EARXELR
#& , A2H EHEEE.

(iEH ) Ikt ARN RBEFHE
Web A O AEBEHL
B8R, WREBABEB{LIED
BRBEAOMBLRESEERE
& B LATE res-bi 3B A H
REIEBETHEILE,

(#A ) It ARN RBE/HE
Web AORIEBENILES
w, WREZRBBIATER
REAOMLEHERE |, &9
LAE res-bi By % 5]
BER TR E,

IEEREE AR 60 T EAKE

ERIEESEAERNETFEMA. £/ URL ZBAEHIRE , AHt
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FE—IREAE , BALE Web A OMUMAPERE SRELUERE SSO HER, MENBREREENR , 5
20 HEEM., BEE , clusteradmin R RIKEIRE — SUUFEHAECREBEVER , WKFEHRAE
REEREERERRELER  eEZETERREHENTBERHE,
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EHEm

Research and Engineering Studio (RES) EMEEMEmMN B ZE , BURRIRAEH R EEEMER
EEW,

RES A BHIAERNRAERH LR, TBRAEAFNA , RERAERFZZNEFR. B
M, 2024.01 lREM 2024 &£ 1 ARITATERA ; 2024.01.01 IRBZRAVREREER,

ES |
- FEREEH
« RERAERH

EERAER

Research and Engineering Studio fEARBRZER EHH RES RIREBRERHN , MAFEXE
MIRBEERE,. BEAUUFEAKEFRRAIBNREBRENES , ARBMASERE,

B EERARIMRAN RES EXMEAVIRER

1. BIBHIREMNMREE, 5528 the section called “Z I REE”,

2. FRAFMAEFRIE RES, FHZH the section called “FTEE 1 : BB ER",
3. BRBEAZTCEHWIRIE, 520 the section called “E F1RER",

4. BRBAIEERRBCHRIEBBRETIRE.,

NN

BN RESHAERAEN , FTEEHMNTE, SULUEHREMN RES HE S EEFHE AWS
CloudFormation &4, ZFZF # AWS CloudFormation Z8i , %% T HEl RES RIEBMMA, &
A] LA S35 Y R 5B 3% B AR A 4R 5%

{530 : "Description": "RES_2024.1"
EEETRERAER

1. £ P TERHFH AWS CloudFormation &i45the section called “45EE 1 : BREIE TR,

2. ¥ https : //https://console.aws.amazon.com/cloudformation BiEX AWS CloudFormation &,
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& Stacks A , ERWIBMFEHE, CEKETRA <stack-name>,
EEFEH,
EEEK B RTE A,

&+ ¥ Template source (EZAIR) , ##F Upload a template file (L EEAER),
BEREERY FEETHNER,

EEEHBHMEAL  BET Y. ELEEEFHZE.

EREHEBREL BET -5,

10. fE#B9 <stack-name> B , BIEER,
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BREEEM

B E] LAfE AWS Management Console £ £ AWS ZE fm L #BRZ 2 Research and Engineering
Studio AWS Command Line Interface, #&%EF B BRI ZE RE I Amazon Simple
Storage Service (Amazon S3) #EFiriE., NREECRTFERENER , KERTESEEBMER

<EnvironmentName>-shared-storage-security-group.

f£A AWS Management Console

1. & A AWS CloudFormation £ &,
2. EEEELE  BEHMERNZEHE,
3. EIF MIER,

£ AWS Command Line Interface

¥|# AWS Command Line Interface (AWS CLI) RBELEWREDTH, MELERP , FSEAWS
CLI  ER#&ER) PR ER AWS Command Line Interface. #&8 AWS CLI AItEA B ERES
DEEREESNEEESRSE , BT IG5,

$ aws cloudformation delete-stack --stack-name
<RES-stack-name>

fiflBr shared-storage-security-group

/A Warning
EmARESREFUERRG , UBLEEABERER. IREEEMRZEFHEAMEEBNER
R EERBRARENEMERBERKAMER. EREFHOERNTEERNERE RGN L
o7

1. & A AWS Management Console , ¥7E https://console.aws.amazon.com/efs/ : // BRI Amazon
EFS £ &,

2. BREZ <RES-stack-name>-shared-storage-security-group HHEIBIHIFTIERERR K. IE , &9
DR ELERRRENERGS —ELx28E , UHEEH,

f£F AWS Management Console 42


https://console.aws.amazon.com/cloudformation/home
https://docs.aws.amazon.com/cli/latest/userguide/cli-chap-welcome.html
https://console.aws.amazon.com/efs/
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3. &EAAWS Management Console , 7 https://console.aws.amazon.com/ec?/ : // BIRL Amazon
EC2 EE f= =} IZ o

4. MBR <RES-stack-name>-shared-storage-security-groupo

I B& Amazon S3 FE1ZETEE

IR IEREMBER AWS CloudFormation BB IEZNERIER  HERSREAREBEREILMN
Amazon S3 FFITR (ARTEEENAEBEFHE ). BREZEERE K NRETEEREBER &
AT AF EMIBRILL S3 FEFETEE, FBAKRR T SIS BRMIBR Amazon S3 REETER,

1. & A AWS Management Console , Y7 https://console.aws.amazon.com/s3/ : // BAEX Amazon
S3 A,

BEEKFH ChooseBuckets,

# % S3 fffEstack-namebrHg,

BEEUE{E Amazon S3 fFETRE  AREEZH, KX ARTEEEARETE,
BHE S3 RETFATRE | AREBRBEMIBR,

o ~ w0 b

ZESH MKk S3 REFEE AWSCL, FHITTHHS :

$ aws s3 rb s3://<bucket-name> --force

® Note
--force I EBEEHRNEANWREETE,
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HHRETE R

LHABIERmARMERIEHBBERNIET , RPWNMAE P BFTIE AWS EfMm LA Research and
Engineering Studio 4,

eS|

- EEMEHENFE
- B TS

« BJ ACM EE

* Amazon CloudWatch Logs
« REBEIFFARRE
- XX RES Fi#& AMIs

ERFEREMEE

Research and Engineering Studio A LAEF{E{T SAML 2.0 A S o iRHE ., MREFHEHINEERE
& RES ST EIFE A IAM Identity Center , 5528 £/ IAM Identity Center 52 EE —& A (SSO), R
#EBCH SAML2.0 HASDiRME |, F2H AE -8 (SSO) RELNFHREHEE,

F&E

+ {8 IAM Identity Center ¥ EE —& A (SSO)
- RE—FA (SSO) RELN G riIRHE

- RECHENER

£/ IAM Identity Center 3R EE—& A (SSO)

MR BREREEEEIZE Active Directory W& H 4 |, BR FEHRIR 1 BEFHH L. MREEH
EEZ & Active Directory BN F o0 , Bt MBI R 2 . BREES 5P 0.

(® Note

MREEILEE AWS GovCloud ( EBIFEEP ) B , F5E AWS GovCloud (US) 3FE
Research and Engineering Studio #9% Zl[E#RF FEEE SSO.
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SB1:RESDHD

B A IAM Identity Center

1. & A AWS Identity and Access Management £## &,
2. BARX Identity Center,

3. #H Enable (BUA).

4. EEUEA BUA AWS Organizations,

5 EEGEE.

(@ Note
ERELVREEZE Active Directory KR [EiF,

#& 1AM Identity Center E#RE 2 & Active Directory

A IAM Identity Center 2% , BT A TEZRNREL R -
1. EBEBEEED , BEERE.

EE7RET , ENEE K RREEEESH KR,
EREE®T , EREMNAB &,

EHR—F_ﬁo

BEZNEEACCEPT , RAEEWIBDARFBA
ENEE S5 RKR.

© a0 > W b

A EREMEER D 2 & 5 o

£ PATEEER IAM Identity Center iE#R E 2 & Active DirectorySe % , EHHIRZ BHEREIRE.

1. HEREED  EHFAKLIERE,

2. HREBMEMSGH  BWT-—F,

3. EEREERT  WALERSHNERE.
4. EERTE,

& A IAM Identity Center %7 SSO 45
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HRE IR Studio A% ER
5. EWMT—%,

6. MRMELHEE K ARRENREFAER.

7. BSEFURFELIENKE. NREBINEBECAERFRINESTALS , FENEERS,

RRAERE

1. fRIBERT  EHERE.
2. ERCLERHBAGEIEN (£RE),
3. EHRAEAERFH.

SBR2 . BREFHHD
£ IAM Identity Center FEREEARER

1. BAEX IAM Identity Center £32 A&,

EREARER,

ERFIEERRER,

ERERFHRET , BRRBERENEAER,
EEARINEET |, EESAML 2.0,
EWT—%,

WALEEANETEBAIER,

£ 1AM Identity Center FH#EE R T , 3 IAM Identity Center SAML A ERERNERE, FH
RES A O#LERE IAM Identity Center B | IS EE N IER,

9. EEAEXBMUT , W ALNWERAREXRE URL, flfN <your-portal-domain>/sso.
10. EFEEARRX ACSURL T, ## RES AWM AEHER URL, RESKRILIER
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a. HEREEET , BER—MKEE,
b. EEFHFRHEERSIER.
c. HE—EAT,6 £8#%KE SAML EfE @ URL,
11. AR SAML BRT , B A Amazon Cognito URN,

EEEIT un;

a. 1 RES ACMUABR—RRERE.
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https://console.aws.amazon.com/singlesignon/
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b. EEIRMERSIEET , KEFEHAELE D,
c. BERBEEIDFHEELFS

urn:amazon:cognito:sp:<user_pool_id>

12. B A Amazon Cognito URN 2 # , FEiZEUE R,

ARE R AR T Y B M ARG

—

#¢ Identity Center FRAFF2 L EAR XN FMHEA.

BEEME , RRIZEUREB RS,

EEXEET , WA ${user:email}.

%X T , BE emailAddress.

12 EHT I B M RS

EEABRKPHERAEZEBMT , WA email.

£ IAM Identity Center Flt FREHFEAEBENRHNT , @A ${user:email},
ERRXT , WA TREEL .

ENRTEE,

© ®© N o g bk~ w0 N

£ IAM Identity Center Fi4E A EF B EERARER

1. 1t Identity Center TRV EABRXNERERAE , AR BEFEREAE,
2. ERLERREARXFRNERE.
3. EEUBRERAE.

£ RES REHELE |IAM Identity Center

1. EREBEEETHHEMNIRE Studio RIFF , HE—MRERTE.

2. BB DRMHERSIER.
3. EE—EBAT , EERE REZE ).
4. FFATIHIEHREETRE :

a. 1EIE SAML,

b. ERHEERWT A WAEREZTHER,
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c. EHUMAFEER N HinE URL,
d. EWALE HEERMN URLTE IAM Identity Center FEZEEAER .
e. ERHEEFHHEMET , @A email,
f. EERXR.
5. ENEBEAYHREREESERABEMA,

RE—FA (SSO) RELNH DIRME

Research and Engineering Studio E2{Efi] SAML 2.0 7R HEES , UBRBFEHAEY RES ADH
WL FEL, EESBRREMHESIEIEN SAML 2.0 5o RMEREWER. MREBEFEA IAM Identity
Center , &2 B the section called “£f 1AM Identity Center %€ SSO",

® Note

FHENE FBHLERTS IDP SAML ZBAA Active Directory, BEEAS G oI EEE Active
Directory i#43 , W EHIRELS FEHRE.

ES]

- RELHWS D RHEE

« FXJE RES LAMEREMN & 0 RA4tE

- EFREEREPREENI I RHEE
- {888 SAML IdP RRE

RELZNE D RMEE
AERHBRES ST RHENS R , HFEERE RES Amazon Cognito R EEENEN.

1. RES RE&HE —{E AD (AWS ZE AD B RME AD) , HEAES D AFFFEH RES AQMHLFE
R, BB AD ERELN S RBRME  URASERETD. REGIRBHENMG , UTH
W{MiERE AD MRS ERAES D, Hlin, FSEAWS IAM Identity Center ( FEREIERE) FHER
Active Directory 5 & 2 R

2. EIEN B REE (dP) F5 RES 3RE SAML 2.0 EAREN, HHEETETISH

« SAML EFE M URL — IdP I REix SAML 2.0 Bl FELR IRFEIREHEEM URL,
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ERAEER

® Note

B¥% IdP , SAML E#7i& [ URL AREEREIM BT :

- FEAER URL
- BIHBER (ACS) URL
« ACS POST %4t URL

£ZEHE URL
1. LIEHEE clusteradmin 9% A RES,
2. BEEFBIEEE - —BRTE > BoEME,

3. #EiF SAML EfE M@ URL,

« SAML & URI — RIFIREE IR SAML HREEHMKE— ID,

® Note

Bi% IdP , SAML B URI AIREETEINERE !

» ClientID
- EARER SAML R
- SPEEID

AT BN R R A,

urn:amazon:cognito:sp:user-pool-id

EHEH SAML HFR URI

1. EE B clusteradmin %4 & A RES,
2. EBEBEFRIBETE 5 —RRTE > BoEME,
3. EEMFHAEEREID,

RE_BA (5S0) RELH B HEHRE
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iRESE| RES By SAML BRAXAR TR/ ESTREAERENE FEH bt -
- SAML E#5{ NamelD
- SAML EF#H4

4. B0 |dP £RIBMHERE | BEB/ESHIEE SAML BH, RES EE S, RIBTER , AZ&H
FEEeHEEANELEHY, MRENKERTE , F2ETHH @ ANE,

« AudienceRestriction — §XE A urn:amazon:cognito:sp:user-pool-id. £ Amazon
Cognito fEA&EEER ID B user-pool-id,

<saml:AudienceRestriction>
<saml:Audience> urn:amazon:cognito:sp:user-pool-id
</saml:AudienceRestriction>

« EIfE — InResponseToiRES https://user-pool-domain/saml2/idpresponse,
Amazon Cognito £ & £ ERHEHEBEUR user-pool-domain,

<saml2p:Response
Destination="http://user-pool-domain/saml2/idpresponse"
ID="id123"
InResponseTo="_dd0a3436-bc64-4679-a0c2-cb4454T04184"
IssueInstant="Date-time stamp"
Version="2.0"
xmlns:saml2p="urn:oasis:names:tc:SAML:2.0:protocol"
xmlns:xs="http://www.w3.0rg/2001/XMLSchema">

* SubjectConfirmationData — RecipientfRERENFEAEE[Esaml2/idpresponsein#h
FMInResponseTolR#E SAML 3K ID,

<saml2:SubjectConfirmationData
InResponseTo="_dd0a3436-bc64-4679-a0c2-cb4454T04184"
NotOnOrAfter="Date-time stamp"
Recipient="https://user-pool-domain/saml2/idpresponse" />

g RERTHIRE :

<saml2:AuthnStatement AuthnInstant="2016-10-30T13:13:28.152TZ"
SessionIndex="32413b2e54db89c764Th96ya2k"
SessionNotOnOrAfter="2016-10-30T13:13:28">
<saml2:SubjectlLocality />
<saml2:AuthnContext>
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<saml2:AuthnContextClassRef>urn:oasis:names:tc:SAML:2.0:ac:classes:Password</
saml2:AuthnContextClassRef>
</saml2:AuthnContext>
</saml2:AuthnStatement>

5. NRIEH SAML BAEXNAEH URL #fr

B0

HHERES : <domain-url>/saml2/logout,

NS48 URL

1. LB B clusteradmin %% A RES,
2. EEBEFRIEEE - —RNE > §oEME,
3. EEHE URL,

6. REH |dP EZHBR/FHKE I E Amazon Cognito BI{S{E , 5 T & Amazon Cognito B/ H
WAEHE EEEEH 1dP,

MESEERF

1. & AP9 AWS Management Console Bt Amazon Cognito & &

EBRZNEREERE, ZNERAELEERKR res-<environment name>-user-pool,
i#1Z Sign-in experience (B A ER) R5|EHK,

EBMESITRMEBRAERY K BERREERE.

R

& ] LA A R B SR ER TE Active Directory IDP, #7138 relying party trust , AREAIlL
KEEHFH SAML X8,

(® Note
ERE AR Keycloak # IDC,

5. BARARETHE , 75 N8 SAML 2.0 BARAPEER XML = URL, EATLET —HiH
{Eﬁ '-EI-'O
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https://docs.aws.amazon.com/awsconsolehelpdocs/latest/gsg/getting-started.html
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AXTE RES IEREH &2 ZHEE
SR RES ME—BARE

1. LIEHEE clusteradmin 49 % A RES,

2. BEEFREEE > —RBE > FoRHEE.

3. HE-FAT, BEENEETEZNHEEET , UAFARE-ZEAEBEREH,

a. #H¥HTRHEE  EE SAML
b. ERHEERED K BAFIRHENE-BE.

(® Note
TAFFEATIERE
+ Cognito
* IdentityCenter

c. EHEEMNHRET  EFEEMNEEY HEFEER XML X4, it oREER M
URL.

d SHRUESTHHEY K BAXFE email,
e. igE}IEEBEO
4. EFEAREREE@E. MRMERER  BSRAE—ZA,

HHREERETRELN T RMEE

MREFERREMNINTEFRREUIFEE RES F]RIT |, A& IAM Identity Center REREN & D RH

E  BUENELETRANS pIEME | fli0 Okta, RES SSO A ARESER=(AHESE :

1. HEEERE — EEBX
2. REEE R A URL — AT &R
3. HEBETHHBMY — TMEH

RE_BA (5S0) RELH B HEHRE

52
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EERERPRERHNREHRES TEHEMYE , FHTTHIEME

1. BI{E Amazon Cognito £ &,

2. REBEH  ERFEAERE.

3. ERGHNERESREURGEAERERSSE.

4. RBEARBRRSIER  ABESIREEZALFREREN S D RHUE,
5

—RME K CRFTESEFFREN  IRBERFRETE, sEEFBUERS  FEERE. &
EFEHPRER NG FEEIRADEER,

6. MREFEBUEME , BIFEEFH DynamoDB Ff<environment name>.cluster-
settings&ERIK,
a. BB DynamoDB 24 , ARRBERIBELE R K,

b. S IiEH<environment name>.cluster-settings&HRIEK , RERBEHRER DB
BERREH,

c. HERWREHEET , siAHEEGLMATISEH
- BHEBBE — key

« { — identity-provider.cognito.sso_idp_provider_email_attribute
d. BEE#HT,
7. EEEHNEBRT , 2Kidentity-

provider.cognito.sso_idp_provider_email_attribute®& , RZBIBHRERIERF
8, IS I87E Amazon Cognito R E,

{HEE SAML IdP RS5&

SAML JEHftE: — BRI BAER Chrome BIBRERA LIRS ThAERIEHE SAML FER AR E SAML BHAE.
WMEFHMER , 528 Chrome Web Store F1#9 SAML JEtES,

SAML FAZ A BT E — Onelogin 127 ARRIE SAML fRISENITE , WRE SAML BHFPHHKE
WL, MEFMENR , 552 M Onelogin #L E# Base 64 Decode + Inflates

Amazon CloudWatch Logs — #& B LA#E CloudWatch Logs F#Z RES HSREEHERREL., BN
HEMRAEBERE WA B res-environment-name/cluster-manager,
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Amazon Cognito X # — 1% SAML E& Amazon Cognito BEMFEME , 52 E (Amazon Cognito
HEABER) P SAML SoRUENEEFAEER.

REMEHENER

1. #®AWS Directory Service E#E & H , BIEFEMEHEMN B #.
2. EBREIDERT , ENEREAEER.

3. EEFRAZEYRAFEE.

4. EHERER.

= RVAR R b

MREEANREFAE , AIFEREFRERIEA DM Web M VDI #5.

® Note

MRIEELEREE AWS GovCloud ( XEIFEH ) BHE , FELEBBLARRERENER D E
[E#R S P ERE Web EAREAM VDI Fi8E,

1. BIRX Route 53 £# &,

SREEUNMEE , RABRBEEVUCK,

B A ‘web' B HER.

B CNAME #ERFCEHEE,

$HEME , M ALEYHRE FEBAPRBINERS.
BEEVRLHE,

EEE Y VDC HyFcsk , FEHEEN NLB thiit,

N o g M b

a. BIBX AWS CloudFormation 2 &,

b. & <environment-name>-vdc,
c. BEZRIFE <environmentname>-vdc-external-nlb,
d. % NLB &% DNS &7,

8. PBARX Route 53 £ &,
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https://console.aws.amazon.com/directoryservicev2/
https://console.aws.amazon.com/route53/
https://console.aws.amazon.com/cloudformation
https://console.aws.amazon.com/route53/
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9. ESRENER A6 RBEBEFEIULH,

10. HREHEBT , WA vdc

11. ERRHEET |, EE CNAME,

12. ¥ NLB , # A DNS,

13. BEEV K.

2 ACM BFE

BIRFEER , RES S AR amazonaws.com EEARX AR FHaR TFEE Web AOHY, BEMEA
BECWREE , REERTELEMTK AWS Certificate Manager (ACM) FEREIA%E SSL/TLS BHE.
MBHEHEH ACM , BRI EERHBASH AWS HERERE , UNBEFHM Web RIS #
#9 SSL/TLS B\i&E,

® Tip
MREGERBABERREEY, , AIEERE REBNIEREEBPortalDomainNamel¥ | £
R A BB IZBNBEE LA ER,

HEEVBFIEENER

1. & £ ABIRLAWS Certificate Manager AFER A BB . WREEHE AWS GovCloud ( EEF
8 ) PEE | B GovCloud P EIEIRE HE I BE.

BEBERLERE K RREET S,

EMWIFBBT , K *.PortalDomainName#l KB PortalDomainName,

ERFEHET , 1B DNS BFE.

BEFR,

RBEFED , ARAEERNEE. BEARESESFERIMAMRRE,

o a0 K~ WD

(® Note
MREZBRIACHBE  FENBETE,

7. BTUTHEE—E:
. HEXE

B ACM BF %


https://console.aws.amazon.com/acm/home#/certificates/request

#5EEE T2 Studio EREER
REBEFERBENBRFMETS |, B1ZE Route 53 FEVUCHK. BENREEEFACD
170
«  GovCloud ZpE :

WMRIEELRE in AWS GovCloud ( XEIFEHR ) , FHEHE CNAME &RAE, XD IRk
F ., R BEELRRERSTRMMNGCE. BENREESERE T,

8. HEHFHIRE ARN LU A A BB BACMCertificateARNforWebApp,

Amazon CloudWatch Logs

Research and Engineering Studio £ Z& B CloudWatch 23 T3 H5FE#H., MEFEER
B K #F2ETXR:
CloudWatch Log &#H Retention

/aws/lambda/<installation-stack-name>-cluster- K418 &f
endpoints

/aws/lambda/<installation-stack-name>-cluster- KB HA
manager-scheduled-ad-sync

/aws/lambda/<installation-stack-name>-cluster- 7k 8 &f
settings

/aws/lambda/<installation-stack-name>-oauth-c =~ KA i8 &f
redentials

/aws/lambda/<installation-stack-name>-self-si KTIBH
gned-certificate

/Jaws/lambda/<installation-stack-name>-update- KB HA
cluster-prefix-list

Jaws/lambda/<installation-stack-name>-vdc-sch KB HA
eduled-event-transformer
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CloudWatch Log &#H Retention

/aws/lambda/<installation-stack-name>-vdc-upd KB Hf
ate-cluster-manager-client-scope

/<installation-stack-name>/cluster-manager 3 @A
/<installation-stack-name>/vdc/controller 3{@EA
/<installation-stack-name>/vdc/dcv-broker 31EA

/<installation-stack-name>/vdc/dcv-connection- 3{@EA
gateway

MRGAEESTE AFHEANTERRSE , B LEIE CloudWatch 324 |, WK BIE/RE CloudWatch
Logs P2 F HFERHMRE.

AE BRTFF AT SR

1 2024.04 R , B AEEEBEZBIFIRRKIEN RES BYN AR, HEJFFAR
BRAILAEZ A RES AWS CloudFormation R —E 45 , FERAEFFAIRRH ARN fEA
IAMPermissionBoundary 88 M — &7, MRLBEREZH , AIFSHEEM RES A& LREFAR
BR. A TR RES SEREMENEEZE., BRESFEEANEMT T RRAEART T HIEHE

[
{
"Effect": "Allow",
"Resource": "*",
"Sid": "ResRequiredActions",

"Action": [
"access-analyzer:*",
"account:GetAccountInformation",
"account:ListRegions",
"acm:*",

"airflow:*",
"amplify:*",
"amplifybackend:*",
"amplifyuibuilder:*",
"aoss:*",
"apigateway:*",
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https://console.aws.amazon.com/cloudwatch
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/Working-with-log-groups-and-streams.html#SettingLogRetention
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/Working-with-log-groups-and-streams.html#SettingLogRetention
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"appflow:*",
"application-autoscaling:*",
"appmesh:*",
"apprunner:*",
"aps:*",

"athena:*",
"auditmanager:*",
"autoscaling-plans:*",
"autoscaling:*",
"backup-gateway:*",
"backup-storage:*",
"backup:*",

"batch:*",
"bedrock:*",
"budgets:*",

"ce:*",

"cloud9:*",
"cloudformation:*",
"cloudfront:*",
"cloudtrail-data:*",
"cloudtrail:*",
"cloudwatch:*",
"codeartifact:*",
"codebuild:*",
"codeguru-profiler:*",
"codeguru-reviewer:*",
"codepipeline:*",
"codestar-connections:*",
"codestar-notifications:*",
"codestar:*",
"cognito-identity:*",
"cognito-idp:*",
"cognito-sync:*",
"comprehend:*",
"compute-optimizer:*",
"cur:*",

"databrew:*",
"datapipeline:*",
"datasync:*",

"dax:*",
"detective:*",
"devops-guru:*",
"dlm:*",

"dms:*",
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"drs:*",

"dynamodb:*",

"ebs:*",
"ec2-instance-connect:*",
"ec2:*",
"ec2messages:*",
"ecr:*",

"ecs:*",

"eks:*",
"elastic-inference:*",
"elasticache:*",
"elasticbeanstalk:*",
"elasticfilesystem:*",
"elasticloadbalancing:*",
"elasticmapreduce:*",
"elastictranscoder:*",
"es:*",

"events:*",
"firehose:*",

"fis:i*",

"fms:*",

"forecast:*",

"fox:i*",

"geo:*",

"glacier:*",

"glue:*",

"grafana:*",
"guardduty:*",
"health:*",

"iam:*",
"identitystore:*",
"imagebuilder:*",
"inspector2:*",
"inspector:*",
"internetmonitor:*",
"iot:*",
"iotanalytics:*",
"kafka:*",
"kafkaconnect:*",
"kinesis:*",
"kinesisanalytics:*",
"kms:*",

"lambda:*",
"lightsail:*",
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ERAEER

"logs:*",
"memorydb:*",
"mgh:*",
"mobiletargeting:*",
‘mg:*,
"neptune-db:*",

"organizations:DescribeOrganization",

"osis:*",
"personalize:*",
"pitt,

"pipes:*",
"polly:*",
"qldb:*",
"quicksight:*",
"rds-data:*",
"rds:*",
"redshift-data:*",

"redshift-serverless:

"redshift:*",
"rekognition:*",
"resiliencehub:*",
"resource-groups:*",
"routeb53:*",
"route53domains:*",
"route53resolver:*",
"rum:*",

"3 x",
"sagemaker:*",
"scheduler:*",
"schemas:*",
"sdb:*",
"secretsmanager:*",
"securityhub:*",
"serverlessrepo:*",
"servicecatalog:*",
"servicequotas:*",
"ses:*",
"signer:*",
"sns:*",

"sqs:*",

"ssm:*",
"ssmmessages:*",
"states:*",
"storagegateway:*",

* 10
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"sts:*",
"support:*",
"tag:GetResources",
"tag:GetTagKeys",
"tag:GetTagValues",
"textract:*",
"timestream:*",
"transcribe:*",
"transfer:*",
"translate:*",
"vpc-lattice:*",
"waf-regional:*",
"waf:*",

"wafv2:*",
"wellarchitected:*",
"wisdom:*",
"xray:*"

A% E RES #i& AMls

£/ RES-ready AMIs , BRI LAE HE] AMI LTEALRRERIEHTER VDIs) B RES AMIs FE 4k
. £ RES-ready AMIs A] & &£ A FE S REREHY VDI #{TEREMERE. A EC2 Image
Builder , AL AMIs BE WM AN NEEMEER, NMERGEER[/NFMER  F2RRGESES
ERAEER.

FRIG Bl , BYBEAEBZIMRAH RES,

£

- %{i IAM B LUIFE RES RIE

« #3I EC2 Image Builder Jt#

« X{HIRH EC2 Image Builder fit /5
+ E%%E EC2 Image Builder E®EE% i
- RERGERERREEE

- WITHRERERREEE

« 1£ RES MM KBS
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https://docs.aws.amazon.com/imagebuilder/latest/userguide/what-is-image-builder.html
https://docs.aws.amazon.com/imagebuilder/latest/userguide/what-is-image-builder.html
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% 1AM A LUZE RES IRIE

% ZE# EC2 Image Builder 7H RES RERYK , BUL AR U FIENAE A RES-
EC2InstanceProfileForimageBuilder # IAM A€, MERE IAM SEUERGEESRTPEANERE
7, EoE (MBEERFEHAERRE) PH AWS Identity and Access Management (IAM),

THABEE .

- EEHEIFREIE Amazon EC2 R
« AmazonSSMManagedInstanceCore 1 EC2InstanceProfileForimageBuilder B3

- BEEE#E RES IREZHR DynamoDB # Amazon S3 FHUER BT RES BE

(WBERAUREFZEBRIBTFABRBRN G, FECEALERTRHNBER , 18 us-
east-1 MR BFTE AWS EiF, #§ 123456789012 BI{X % your AWS AccountID , ¥ #%
{RES_ENVIRONMENT_NAME} BXfX A& RES EnvironmentName.)

EENERER

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Principal": {
"Service": "ec2.amazonaws.com"
},
"Action": "sts:AssumeRole"
}
]
}
RES BUR :
{

"Version": "2012-10-17",
"Statement": [
{
"Sid": "RESDynamoDBAccess",
"Effect": "Allow",
"Action": "dynamodb:GetItem",
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https://docs.aws.amazon.com/imagebuilder/latest/userguide/image-builder-setting-up.html#image-builder-IAM-prereq
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"Resource": "arn:aws:dynamodb:us-
east-1:123456789012:table/{RES_ENVIRONMENT_NAME}.cluster-settings",
"Condition": {
"ForAllValues:StringlLike": {
"dynamodb:LeadingKeys": [
"global-settings.gpu_settings.*",
"global-settings.package_config.*"

"Sid": "RESS3Access",
"Effect": "Allow",
"Action": "s3:GetObject",
"Resource": "arn:aws:s3:::{RES_ENVIRONMENT_NAME}-cluster-us-
east-1-123456789012/idea/vdc/res-ready-install-script-packages/*"
}

33 EC2 Image Builder st#

B (REEEREAEER) PHET  FARGERERFTREEYTH.

BAGNTHFRAES

-

SR | BEERE

S IRIRIEZE R (OS) , IEIZE Linux = Windows,

HYETHER K BMAEEENERE , §lW research-and-engineering-studio-vdi-
<operating-system>,

Bl A TTHFRYMRAS MR SR | 3002 1 i BT IR AR

EEBEBXMHT , BATIIERER, MREBIEMER , YAML ERSESZH , MAKAIEER
R

Linux

# Copyright Amazon.com, Inc. or its affiliates. All Rights Reserved.

#

# Licensed under the Apache License, Version 2.0 (the "License"). You may not
use this file except in compliance
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# with the License. A copy of the License is located at
#
# http://www.apache.org/licenses/LICENSE-2.0
#
# or in the 'license' file accompanying this file. This file is distributed on
an 'AS IS' BASIS, WITHOUT WARRANTIES
# OR CONDITIONS OF ANY KIND, express or implied. See the License for the
specific language governing permissions
# and limitations under the License.
name: research-and-engineering-studio-vdi-linux
description: An RES EC2 Image Builder component to install required RES software
dependencies for Linux VDI.
schemaVersion: 1.0
parameters:
- AWSAccountID:
type: string
description: RES Environment AWS Account ID
- RESEnvName:
type: string
description: RES Environment Name
- RESEnvRegion:
type: string
description: RES Environment Region
- RESEnvReleaseVersion:
type: string
description: RES Release Version

phases:
- name: build
steps:
- name: PrepareRESBootstrap
action: ExecuteBash
onFailure: Abort
maxAttempts: 3
inputs:
commands:
- 'mkdir -p /root/bootstrap/logs'
- 'mkdir -p /root/bootstrap/latest’
- name: DownloadRESLinuxInstallPackage
action: S3Download
onFailure: Abort
maxAttempts: 3
inputs:
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- source: 's3://{{ RESEnvName }}-cluster-{{ RESEnvRegion }}-
{{ AWSAccountID }}/idea/vdc/res-ready-install-script-packages/linux/
res_linux_install_{{ RESEnvReleaseVersion }}.tar.gz'
destination: '/root/bootstrap/
res_linux_install_{{ RESEnvReleaseVersion }}.tar.gz'
expectedBucketOwner: '{{ AWSAccountID }}'
- name: RunInstallScript
action: ExecuteBash
onFailure: Abort
maxAttempts: 3

inputs:
commands:
- 'tar -xvf
{{ build.DownloadRESLinuxInstallPackage.inputs[@].destination }} -C /root/
bootstrap/latest'

- '/bin/bash /root/bootstrap/latest/virtual-desktop-host-1linux/
install.sh -r {{ RESEnvRegion }} -n {{ RESEnvName }} -g NONE'
- name: FirstReboot
action: Reboot
onFailure: Abort
maxAttempts: 3
inputs:
delaySeconds: 0
- name: RunInstallPostRebootScript
action: ExecuteBash
onFailure: Abort
maxAttempts: 3
inputs:
commands:
- '/bin/bash /root/bootstrap/latest/virtual-desktop-host-1linux/
install_post_reboot.sh'
- name: SecondReboot
action: Reboot
onFailure: Abort
maxAttempts: 3
inputs:
delaySeconds: 0

Windows

# Copyright Amazon.com, Inc. or its affiliates. All Rights Reserved.
#
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# Licensed under the Apache License, Version 2.0 (the "License"). You may not
use this file except in compliance

# with the License. A copy of the License is located at

#

# http://www.apache.org/licenses/LICENSE-2.0

#

# or in the 'license' file accompanying this file. This file is distributed on
an 'AS IS' BASIS, WITHOUT WARRANTIES

# OR CONDITIONS OF ANY KIND, express or implied. See the License for the
specific language governing permissions

# and limitations under the License.

name: research-and-engineering-studio-vdi-windows

description: An RES EC2 Image Builder component to install required RES software
dependencies for Windows VDI.

schemaVersion: 1.0

parameters:

AWSAccountID:
type: string
description: RES Environment AWS Account ID

RESEnvName:
type: string
description: RES Environment Name

RESEnvRegion:
type: string
description: RES Environment Region

RESEnvReleaseVersion:
type: string
description: RES Release Version

phases:
- name: build
steps:
- name: CreateRESBootstrapFolder
action: CreateFolder
onFailure: Abort
maxAttempts: 3
inputs:
- path: 'C:\Users\Administrator\RES\Bootstrap'
overwrite: true
- name: DownloadRESWindowsInstallPackage
action: S3Download
onFailure: Abort
maxAttempts: 3
inputs:
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- source: 's3://{{ RESEnvName }}-cluster-{{ RESEnvRegion }}-
{{ AWSAccountID }}/idea/vdc/res-ready-install-script-packages/windows/
res_windows_install_{{ RESEnvReleaseVersion }}.tar.gz'
destination:
'{{ build.CreateRESBootstrapFolder.inputs[@].path }}\res_windows_install_{{ RESEnvRelec
expectedBucketOwner: '{{ AWSAccountID }}'
- name: RunInstallScript
action: ExecutePowerShell
onFailure: Abort
maxAttempts: 3

inputs:
commands:
- 'cd {{ build.CreateRESBootstrapFolder.inputs[@].path }}'
- 'Tar -xf

res_windows_install_{{ RESEnvReleaseVersion }}.tar.gz'
- 'Import-Module .\virtual-desktop-host-windows\Install.psl'
- 'Install-WindowsEC2Instance'
- name: Reboot

action: Reboot

onFailure: Abort

maxAttempts: 3

inputs:

delaySeconds: 0

6. BUEMBERAERER A ARBEFEEITH,

#{F & H EC2 Image Builder Bt 75

EC2 Image Builder B A B EREARRE , SMIAR Y FRGHER | SUREHEH —HETHREE]
BRE , WHERE — I MNTRHAAELF, BAABRNTERE T , EALERN RES MEBMEKEREBER
AMI, MFEFVFHMER , F2EREEE S,

RES X & T HIRREIERRE

« Amazon Linux 2 (x86 1 ARM64)
* Ubuntu 22.04.3 (x86)
* Windows 2019, 2022 (x86)

Create a new recipe

1. 7 BHRX EC2 Image Builder F 12 & https://console.aws.amazon.com/imagebuilder,
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HRE IR Studio A% ER
2. HEREERT , BERKES,

BERVMRGES.

LN : R DR R RN

E#E RES XEMERREZ,

EPTERBERT , MRKRFALRE SSM RERR , FETRER., EEAEERNTMHM
FENEREERPRAET.

o 0 &~ w

(® Note
mFEMALZE SSM REEXNER , F2H :

« fE Linux By EC2 #{TEIfE t F 8= % SSM REER
- TEE AR Windows Server By EC2 #{TEE t F B REMFEBRZ EE SSM Agent

7. R Linux BB , # Amazon Z&aws-cli-version-2-linuxZETHHFHIEE
Bi5. RES ZH#IETTEER AWS CLI 1214 DynamoDB E £ EHAEER VDI FE
. Windows ~FE T,

8. ¥it8A Linux 5 Windows IRIZEZE I # EC2 Image Builder tff , REW AT AIMLENS
BE, THSHELENE A : AWSAccountlD, RESEnvName, RESEnvRegion ¥
RESEnvReleaseVersion,

/A Important
R Linux IRIE |, BU4ELFHIBaws-cli-version-2-linuxBE& Tl , FEEKFH
gL i,

9. (BE) ¥i¥ Amazon 2&simple-boot-test-<linux-or-windows>8IETH , LAFESR
AILARKE) AMI, ERREER. BULEREMASEERWAETH
10. REETKEAEARE , MEEAHMGAENTHE K ARBEFERIBS.

Modify a recipe

MREFHREMN EC2 Image Builder Bt /5 , BRI TS THRERE -

1. R Linux B2E 5 |, #& Amazon ¥ 8aws-cli-version-2-linuxZETHHiBE
Bl75. RES REEIETIEER AWS CLI 124 DynamoDB # £ 5% EHAEER VDI 7E
#, Windows ~EZE b té,
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2. ¥85 Linux 5 Windows BiE#E Y # EC2 Image Builder Tt , REBW AT AHXENS
BE, THS2HELEMNE A : AWSAccountlD, RESEnvName, RESEnvRegion #
RESEnvReleaseVersion,

/A Important
R Linux IRE |, BU4AELHBaws-cli-version-2-linuxBE Tt , FEEKFH
i T,

3. BRFEBETHEMBAER , MBEMEMAENTH , ARBERIES.
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G LA A B REER e AR RE SR FE E MR R IR B AR A 2 BN RIS MR 2 B 2R BR 1R BY Amazon EC2 E R
M. BHEME RES £/ , B LLERZV TN EREREERE , SEARFNERREARE,

- BERVHNVERRGEAR  F2RELERRGERE.
- FEEARANERKREARE  FENMERKGHERE,

EERERBRERFEWER
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Y IAM B | AR LFITE REREMN A Bthe section called “%1E IAM A& LAFE RES IR
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SHEHTEBER  BEEFEL 4GB REERMNER W XERBENER AMI 18, F2H
Amazon EC2 #{T{ERER,

3. HRVPC, FREBNLZLEE A S4EAAFTRBERFERUTERBESG. EXAAHFFHR RES
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A

RERBEERMEEE

MEZERMGEESHSERRE, AREEMAEN T, ERREEENSBRE, BEA
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BEETMGEE,

MAM—ZE, BRAER, FFENERRIEEEEFMENR.
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o
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1. ZEFRRENEE , BIENFHERALUERTE PEIHWE Sthe section called “YE{F R
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2. BERTFEE,

HITRERERMREEE

FEELACRENBHREG  SLAMBREEE. ZEEFURFERE—/NENKRE , RRIURRN
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EBUTREEE
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TEFEERFFHEE A
RITERERBES , BEETERERRBURE TFEEERFHRER,

ERREHED (AMIs)

@ Note

EEH PHITIRMMN CentSO7 EREHEE AWS GovCloud (US) , IREZE AWS Marketplace
FRERNEEIIRFE PETR AMI,

e EMBERE , BT LAERE Amazon Machine Image (AMIs) M1EREHH AMIs,
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res:Resource/vdi-security-group

MEREBHENFRE

L=
IME o

nlh

28 (Amazon VPC £ R & Er) FHEAZSEEEST AWS EIRAY
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ARE VDI B#ITIE T

LB EEE RES HHETKEREBIESH.
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S3 URI s3 : //bucketname/script.sh
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4. BMERRM.
5. ERERRER , EUUERRERKRINES  UBRERRKFEET.

BURERRE

1. iB4Z Create File System (B ERRHK),

2. BMAFREERRWEFMAENA,

3. R VPC R F#E% IDs, B LEREETE > 58 E > HRESIEE+HPHRT IDs,
4. BEREX,

MAERRK

1. BEEMAERRLR.
2. RTHABEPRIERRE. REKUAEMFAEARERRA.
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4. BEREX.

IRIEARE

REREEESHERERTEHENRENIN, CERBRE, BEHEBNACRREAFEN.

RIREE

REEEVHLERECARBRENEBERNESF  BE-EMNERYE. EARRK , EAURERE
R , WK EREREEFHERENTRE,

RRBEEEE , &L

1. MRFAEEUAVRBR R ERE,

2. BB, BLARBAEREENINRENE , FREMRE,
3. A AERRIRB R EARE,

4. ERMRE.

BIRE

I8BASK S Amazon S3 REFAFEBIRMHALEMNFTA , FRRBMIRR, MFHEENFEITEMERNES
ASHRELREFIE. BNE2SCRARErERAZENEARSFFIES. ARER , TURREFTE
HEB R EBRBAELRE.

(@ Note

EmATEZEEL Amazon S3 REFFENERER . EHFER TRAEERETRETE
o

BERFF A EREFATE

1. REFEFETREETERSEYNFERE.
2. BREFURSIEERER,
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3. 7 Bucket policy (fFETBER) T 5 , ##Z Edit (W)
4. BTIRARXNFEERFFEEER, UEECSWERRELE

111122223333 -> AWS ZRIEF ID

{RES_ENVIRONMENT NAME} -> &8 RES IRIEZHE
e Us-east-1->128 AWS EiF
e amzn-s3-demo-bucket -> &) S3 TR ERE

/A Important

SENRAFEER AWS, FFMEF , 552 Bhttps://docs.aws.amazon.com/IAM/
latest/UserGuide/reference_policies_elements_version.html

JSON

"Version": "2012-10-17",
"Statement": [
{

"Sid": "Export-Snapshot-Policy",

"Effect": "Allow",

"Principal": {
"AWS":

"arn:aws:iam::111122223333:role/{RES_ENVIRONMENT_NAME}-cluster-manager-
role-us-east-1}"

}I

"Action": [
"s3:GetObject",
"s3:ListBucket",
"s3:AbortMultipartUpload"”,
"s3:PutObject”,
"s3:PutObjectAcl"”

]I

"Resource": [
"arn:aws:s3:::amzn-s3-demo-bucket",
"arn:aws:s3:::amzn-s3-demo-bucket/*"

1,
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"Sid": "AllowSSLRequestsOnly",

"Action": "s3:*",

"Effect": "Deny",

"Resource": [
"arn:aws:s3:::amzn-s3-demo-bucket",
"arn:aws:s3:::amzn-s3-demo-bucket/*"

]I

"Condition": {

"Bool": {
"aws:SecureTransport": "false"
}
},

"Principal": "*"

HEEVRR

1. ##2 Create Snapshot (B3I RE).

B ASRE K Amazon S3 R FET AR,
WASHRLERBEREREFITEBPAIRE, M0 october2023/23,
BERR,

) w0 D

5 5310 98EE K ARBEELEESHEBURSERE, TRER IN PROGRESS #F 4
COMPLETED Z#i , tREBHGEEK,

ERMRR

BYRRERBR  BUURZRBEAZTHRZUEBEN, SREESFTNIRHNEEREIRE , 1
ATIRIR AR R

ERARBEERER  SINERET. BEXR, KEHE, STUREEBNERRRELRENIRE
HEAEE, ERE TERBRETEER. EARKRE K ceRESEAEREENERES  BHET
RECFE. HRNEENCHE , RBEERBEMRETELER. HRNEL &K, SIOHAR
BYER K BERMEFEFREASAMTE , c8fAUTEMNZLERERBBNEWMIHLC
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# : RecordName_SnapshotRESVersion_ApplySnapshotID. ApplySnapshotID & i2HR&E
BEERE , YERFNBRXEAERARR,

ERREAEXYE A RESEVWEZBRN TN, FRRBEIEANERETEEY, HREFHEKE
BRHER , RESREMKERNTAME, NRAKEREZER  ISERFHERERNERATEL
EFRER,

MRFIRBEARMFEHAH KLY , BT BB EPHREH CloudWatch BF/res-<env-name>/
cluster-manager NEVBFHHEN . BERAFKHEE [EARRKR] E8. ERAREBR , EU®R
the section called “HRFEEE HHBREHAEE,

EERFF A E TR

1. RRBETREETEELEYNR TN,

2. EEFURSIEBRER.

3. 7£ Bucket policy (f(RTFETBRRIZE) T4 , EIE Edit ({RH).

4. BTIRARXFTEZRFTBBR, UEECSHERRELHE !

« 111122223333 -> AWS &HIRE ID

« {RES_ENVIRONMENT_NAME} -> {&f RES IREZ
« us-east-1->1EH AWS B

« amzn-s3-demo-bucket -> 8 S3 FFTEEE

JSON

"Version": "2012-10-17",
"Statement": [
{
"Sid": "Export-Snapshot-Policy",
"Effect": "Allow",
"Principal": {
"AWS" :
"arn:aws:iam::111122223333:role/{RES_ENVIRONMENT_NAME}-cluster-manager-
role-us-east-1}"
}I
"Action": [
"s3:GetObject",
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ERAEER

"s3:ListBucket"

]I

"Resource": [
"arn:aws:s3:::amzn-s3-demo-bucket",
"arn:aws:s3:::amzn-s3-demo-bucket/*"

]
},
{

"Sid": "AllowSSLRequestsOnly",

"Action": "s3:*",

"Effect": "Deny",

"Resource": [
"arn:aws:s3:::amzn-s3-demo-bucket",
"arn:aws:s3:::amzn-s3-demo-bucket/*"

1,

"Condition": {

"Bool": {
"aws:SecureTransport": "false"
}
},
"Principal": "*"
}
]
}
EEERARR
1. BEEARE,
2. HMAGEREHN Amazon S3 REFETEERE,
3. BMARTFIEPRBHERER,
4. BEREXR,
5. 5F109ER K AREEEALZEENREBEUREMRE,
BRI
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BBk Amazon S3 REFEETHE
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- HERHE

- BtA CloudTrail

HE Amazon S3 fE1ZErEE

Research and Engineering Studio (RES) X #&#% Amazon S3 f#FET#8# & Fl Linux Virtual Desktop
Infrastructure (VDI) #1T{EE8. RES BEXEER L S3 REFEFHEMA RES, BHEEZFTER, FEH
A URBRRIEEERET S3RFITBRIEETNRTIR.

S3 mETERERERETRANENA S3 EEBE.

1. EFAFEREFRT S S3 MIFRFEINA RES,
2. 1EH S3 R FATRL E R BIFIhAERE !

i S3 RIFATERERR , B
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EEE S3 BETEFNEEALEN RES IRIE -

1. BRENERETR,

2. BMARGETRHMAEN , HINREFEETERE. ARN B3,
/A Important

- RENFHEEITE ARN, HEBNEXNELZERYREE,
- MEIFE ARN TEEFE , XFEERNARN S3 RiFrBREAFa R,

3. ENEMARFIENEN,

/A Important

\

%

- EXEEE MECEARERARRERNFHAENR  F2H .

4. FEEMRRET , B LUREM IAM A ARN REBEHFEFIBUETEIRFFR. EfF PHLRE
IRERFAEEFN , BEUBRFEFINAEN IAM €,

5. (BA) SREFFBESREVEN 6 WRALUBE. 718 , S3METBELZHHIERNRE
VDI TEFEER. RAEREREFTREM BB KRB TERRS SHERFR,

6. BERER.

#m&E Amazon S3 fEFETEE

1. 7% S3 @FATE/FEFIZER S3 EhTiE,
2. REEMEThEERTP |, BRIEFERE.
3. BMALWER,
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/A Important

- BERE S RETREEYEARIESREFTRHRIRERNERERREEREK
(VDI) #1T{EEE. ARERETREXSERMEEH R  RErET SHRTERPR
B VDI TR

- HUEERE S RFETENERIEXE SSAFrETNEY  CeEREERE
BEEAFINZER,

4. EEREREIERE.

#BR Amazon S3 fE1FErEE

1. % S3 AT/ E PR S3 T,
2. RBMFEMRERYD  EEBR.

/A Important

- BUAZRBETRIBRABERE.

- BRRFETEXE S REFFETNER. ©R 28R S3 fMEITIRE RES AVEIH.

- BREFTESEFRAN VD THEEEREXTHERERNEABERIBIE (~1 )
BLAFIZEEFIBNAR,

ERifmat

ERK SSRETENEERES K , BN EERRAFrETNENRRGBEERNERE, £
BEFTEEEL , SULLERER (R) HES (RIW) B,

]
L

WERIBH Read Only (R) , BIZRIFFEZETE ARN (Amazon Resource Name) B9 = & 58 #3117
EXfEet, Sl mMREEEMEA ARN BFEFETRAIEE RES , arn:aws:s3:: :bucket-name/
example-data/MAGLLREFITHEEER A MIERB BB , AIRER A F1IEXR B AEKE VDIs B
FHE REEBERI A KK /example-data TREFE####FNER, MMASEEENZBEUANER,
MEREFEMMEFEZESE ARN , AIZEREFESERGEEMBEBNTAER,
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AIAME A

WRFEE Read and Write (R/W) , PERBHETFATE ARN WFZERFBTERRRE , LA
B, WEXNAEMBIER K TREESEAR S RAFTFBEANUBHAERNFTE, Read and Write
(R/W) BN &, BFI7EEREERTH , REEFTIIEEN T8

- RBEHIIFE
* /%p
* /%p/%u

EEFTER R

ABFTFEIER No custom prefix B , @HiE/REETE K mMRIETMBETERR

B, EVRERTIEMEBEHNEMNEREGENNEAFTIE, fl, mREEEFE
Farn:aws:s3:::bucket-nameNo custom prefixiZHUH ARN B REFITEHIEE RES, I
BUREFITRESZANERBEVEAN , AIRER A NEXR B AMKE VDIs WEAESES R
BT ZRHENERMNE AFEUE,

BREERBEHRNER REE

REFTFEERN /5p B, BETFRBTHNENSHRREZEAEBBENEERBEER. sp BHEAKE
REXB, flm , MREEEFHarn:aws:s3:: :bucket-name BB /%pFniE M / ####HE
L9 ARN #RFETRIIEE RES , W HRFIFREER A NERB EUEB , IER A B/
EREAATUBERBA /4414, BREATNFERAEB LUAUNEEERE AR/ ##BTRE
WER, TiB , MRFEHAE B EERB HEE VDI X E / ##4BHEK , BT LEREA
EAFRENER  FAEHNRHEXRGERH. EX FAEABAMNN S REEFTEBNFET , /
ProjectATifEA#& B REEERER B FHH VDIs/ProjectBEEE .

BEER. SAEAEBERNER R

ABIIFEEN /%p/%u K, BTN ERSEREREBHNESASEER
MEAERRH, sp BHRRERERNR , MuRREAEER, flw , EEEFEH
arn:aws:s3:::bucket-name ARN B /%p/SuiBENMY MBEE / #ray | BREFITRIEE
RES., WWRFIFRESEZANEXZB HBNH, EXRATPNERAE A TUBEREA / #1444, H
ERERBNBERTRESp , EUHIBERT , FAEBTEEIFERAE AL/ #1#BNERATRE
ANER , HAERNRHERNEAEER, EXFEAEABANR SSRETRHNFET , /
ProjectA/UserATfE#& B REEEEHER A FEHHE VDIs/ProjectA/UserBEFEEL
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3]

Bk F fEEAT 7

RES gefAfEH Mt AWS IRFHEfRFIE  IRRELRTFTREABENT. ETHERMF | ik
F A iy RES IRIRBEHIRF B P H S3 @ FATE.

HEBR 1 EEE RES WIRFHEIL IAM A8 ( ERBARIRF A) !

1. BAZEFHSIHFEFEE (RF A) 2 RESIRFH AWS EB XA,
2. BARRIAM EiEA -

a. HEZE |AM BRR.
b. EEEHKF , BH Policies (BUR).
3. BYHEXR:

a. &HREEIE&%O
b. ##F JSON E%,

c. BEET%|JSON B (& amzn-s3-demo-bucket BUR B AIRE B Y S3 7R
/) -

JSON

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"s3:GetObject",
"s3:PutObject",
"s3:ListBucket",
"s3:DeleteObject"”,
"s3:AboxtMultipartUpload"”
1,
"Resource": [
"arn:aws:s3:::amzn-s3-demo-bucket",
"arn:aws:s3:::amzn-s3-demo-bucket/*"

Amazon S3 f1FETEE
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}

d. EHE-F_Z’FO
4. WEWEIBUR

a. RBEHBERWE®E (#l, "S3AccessPolicy] )o
b. HEZERMERRRABRNBEN,
c. BMEABE, ABREBEEIBX.

5. BARUIAM X4

a. EEZE IAM BRI
b. EEEHHKH , EH Roles (Af),
6. EBIUAG:

a. ENMEBIAG,
b. BEBIEEIBREAGEEENER,

c. BEET%|JSON BUR (#§ 111122223333 EURAIRE A WEBEIWRFE ID, #
<ENVIRONMENT_NAME> BWfX A RES #EWIREZ M , Wi§ us-east-1 XA AWS RES
RBHIES ) -

JSON

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"AWS":
"arn:aws:iam::111122223333:xole/<ENVIRONMENT_NAME>-custom-credential-
broker-lambda-role-us-east-1"

},

"Action": "sts:AssumeRole"

}

d. igﬂy r-F_Z’FJ o
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7. EEEFFAUHR

a. BESWERELNEINBE,
b. igﬂy r-F_iJ o
8. Fid. MENEYASG

a. WARGBREM (Hlm, "S3AccessRole ).
b. LR3I T , BEFEER , AW ATIRS|ENE .

- RB|# : res:Resource
- {8 : s3-bucket-iam-role
c. BEAAE K ARENEIAE,
9. % RES HfEM IAM A&

a. HWREEIHNIAM AT ARN,

b. &A RES X4,

c. HEEMBEE®S , HEH S3 fEFEiTE.

d. EHGTERFR  XEMABIRS S3 #FE ARN ERRE,
e. EHUEMRRE - BATHNFBE,

f. 7 1AM B ARN WP A S E ARN,

9. EEGTEREEFR,

HBR 2 BUIRF B PR FATREBUR

1. BARF BH AWS EEFEA,
2. BRS3 EEA

a. BEZE S3E&XRW.
b. ENEERTFEIENFMEFIE.
3. mERFEFITEBCR

a. EEFURSIER 6 RRENREFEEXR,

b. FETIBER , URFIEF A BHRBEFETEN IAM ACTFEE (1% 111122223333 IR AR
E AWEBEIRE ID, 314§ amzn-s3-demo-bucket X% S3 BN ERE )
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JSON

{
"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Principal": {

"AWS": "arn:aws:iam::111122223333:x0le/S3AccessRole"

}I

"Action": [

"s3:GetObject",
"s3:PutObject",
"s3:ListBucket",
"s3:DeleteObject",
"s3:AboxtMultipartUpload"”

1,

"Resource": [
"arn:aws:s3:::amzn-s3-demo-bucket",
"arn:aws:s3:::amzn-s3-demo-bucket/*"

]

}
]
}

c. 1#EH Save (RF).

Bt #E VPC RV ERIRR

ATHIEEREREN RSN S3 RETBZ2EINHIIRFPFECH S3 REFFTE , BWLERE VPC
IR R RBIENFAE VPCo THILZERERAMAA S3 IRIEEYM VPC Ik , A BEFEUERS /Y S3
RERRE  UREABRFREFrENEMEMIRS.

1. BB Amazon VPC £# 4 :

a. BEAAWS BEEX#EA,
b. £ https : //https://console.aws.amazon.com/vpc/ B Amazon VPC £ &,
2. ¥ S3H VPC imH :

a. EERISEERTD , EHURM,

Amazon S3 fF#FETE 96
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b. EINEMUiwmI.
c. FBHETETE Service category (FRIEHERI) ML , £ 21 AWS services (AWS BR#).

d. HERBBBEWMAIT , @A com.amazonaws.<region>.s3 ( # <region> XA EH
AWS [EiF ) HE S "S3",

e. TBERERE S3RK,

3. REWBRE :

a. $t¥ VPC , ZEUEERMIBEM VPC,

b. &H¥ 7 , ENEFHBAR VDI FHERNMEE 78S,

c. S¥RE(A DNS 21 , FHEECAE B1H, EAZEFE DNS THEBHEN Hin BHERTH.
4. FREBERURSIFE

a. HEBEKT , EHHF.

b. TFEHXRMmERT K AR EFEIRZIRFIIIFERFRNERNBR, UT2EFBER (#
amzn-s3-demo-bucket MR BIEK S3 HEITHEEE , WA 111122223333
444455556666 BIX AEEEFIMEE AWS IRF IDs) :

JSON

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Principal": "*",
"Action": "s3:*",

"Resource": [
"arn:aws:s3:::amzn-s3-demo-bucket",
"arn:aws:s3:::amzn-s3-demo-bucket/*"

1,

"Condition": {

"StringEquals": {
"aws:PrincipalAccount": [
"111122223333",
"444455556666"
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ERAEER

a. BEEHHRE,
b. BEEIIRE,
6. BERFEImE -

a. BMimFH® K EEEVPC £#4

b. EETEIAYR R
c. MEFLRRERIA,

BEELLSR  EWLUEYM VPC ink

HWIEZ

I
\

mmERFIFEEAEEE VDI LHH

o B i R (BB R

¥ S3 FRERMEIRSRITEIRS D AHER.

MRFREFITRELE VDI LHE | S ELEVERERR, FRRTIIRET.

1. ##&E VDI B :

B2AAWS EEXEL

a.
b. B EC2 XEAWEBEEHITERE.

c. EHUEREIR VDI FATEER.

d. &8 Session Manager E# = VDI,

e. HITTHHS:

sudo su
cd ~/bootstrap/logs

FER , BULKBSIEAFE., TAXBRNFRERATBEMMN configure.log. {time} &

=,

A | BB /etc/message BHUESE ZFAE T
2. BEHITEAERTPNEE Lambda CloudWatch Logs :

Amazon S3 f1FETEE
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%ﬁ)xAVVSgﬁﬂEHE::mo
BRX CloudWatch £ & W EE F HEEE 4R,

B S H5848 /aws/lambda/<stack-name>-vdc-custom-credential-broker-
lambdao

WEE—ET AN BFEE , X AFPRIMEMER, ELHS
ABRUEE S3 MFr@r B EEENFEEA.

HESRRRERRETE

m

3. REEITEAERHBNEE APl Gateway CloudWatch Logs :

EAAWS BEFIEA
BRX CloudWatch XA W EE F A 5584,

S AFEBME <stack-name>-vdc-custom-credential-broker-
lambdavdccustomcredentialbrokerapigatewayaccesslogs<nonce>,

BEF—ETANBFFE , XEAFPRIEMER, EEBFBITEEMEBERM API
Gateway EIFEMVFEMIER , SUEVSHE S3 RFIFRAIENBITIEAER,

MAENARBERFATEN IAM A&EE

1. & A AWS DynamoDB i A&,
2. BEHEBRRX:

a.

b.

EEREESRT , BRERK.
SWIIEE <stack-name>.cluster-settings,

3. RBHEERK:

a.

b.

BHRRREMKRER,
HEECEEIRH,

4. FEENERGRM

a.

b.

EIENE R AR RE R R ER BR,
REGRREUFES LN SR -

° Egttziﬁ)\éEﬁ%o

o R4 BIEFE,
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- B : B A # <filesystem_id> shared-
storage.<filesystem_id>.s3_bucket.iam_role_arnBMRAZTESUNERRK
=

5. HITIRHE

RENE T UAE A BRI IR - BT IR IS
6. WEE:

MRIBEEFE , FEREAREHAEREN IAM B ARN EHEREE.,

WMRIEEFFE :

a. EHEVIER,
b. EABHFFMEN :
- S SMBMY | WA shared-

storage.<filesystem_id>.s3_bucket.iam_role_arn,
- MTIEEREN IAM AT ARN,
c. EEHRETFUFEEA,
7. E#FKE VDI HITER :

EFREBHITER  URARBIHEZTIERE IAM A€ ARN F£VDIs,

EYF CloudTrail

EEMHA CloudTrail 2 AELKIRS F A CloudTrail , 5&1& AWS CloudTrail fEA&EERHHE
A CloudTrail T AEIEM PIRMEMIE R, CloudTrail # BB #%EZE S3 fEEFETEMN IAM AEBR
FOHY S3 TN EN., EVNERKAEERZERSEAENHTER D,

MEREE

Research and Engineering Studio &£ #& T 5|3 % AWS Secrets Manager. RES §ERIEE
HEEBEUWNE., EEEEREEVHBGANMESRARSE,

WEREE 100
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WFRE TR Studio EREER
MEAR N EXEM RES EEECWA
<envname>-sso-clie RIEME—Z A v
nt-secret OAuth2 fi Fim &
<envname>-vdc-clie vdc ClientSecret v
nt-secret
<envname>-vdc-clie vdc Clientld v
nt-id
<envname>-vdc-gate  #BIHMN B REBERE v
way-certificate-pr MESEH
ivate-key
<envname>-vdc-gate  BIHMN B REXBERE v
way-certificate-ce
rtificate
<envname>-cluster- cluster-manager v
manager-client-secret  ClientSecret
<envname>-cluster- cluster-manager v
manager-client-id Clientld
<envname>-external-  fBIHHN B RESBE v
private-key LESE
<envname>-external- BIENEREZEBERE v
certificate
<envname>-internal-  BEHHN B REBEE v
private-key LESE
<envname>-internal-  #BIHHN B REBEE v

certificate

WEEE
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WEE B iR E4M RES EESEWA

<envname>-director v
yservice-ServiceAc
countUsername

<envname>-director v
yservice-ServiceAc
countPassword

T3#% ARN {2 & 1 DynamoDB K <envname>-cluster-settings BRI &RH :

TR HIR

identity-provider.cognito.sso_client_secret

vdc.dcv_connection_gateway.certificate.certificate_secret_arn HE
vdc.dcv_connection_gateway.certificate.private_key_secret_arn HE
cluster.load_balancers.internal_alb.certificates.private_key_se HE
cret_arn

directoryservice.root_username_secret_arn

vdc.client_secret HE
cluster.load_balancers.external_alb.certificates.certificate_se HE
cret_arn

cluster.load_balancers.internal_alb.certificates.certificate_se HE
cret_arn

directoryservice.root_password_secret_arn
cluster.secretsmanager.kms_key_id
cluster.load_balancers.external_alb.certificates.private_key_se HE

cret_arn
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TR HIR

cluster-manager.client_secret

DN ]

® Note

AWS Budgets 7% ##% Research and Engineering Studio B3R 82 2 37 B3 AWS GovCloud
(US),

RIIEZRZIEIB AWS Cost Explorer BV FEE | HBIBEEBKA,. EREAEES, METEFHMEE
F, F2EEE NWEEBMEthe section called “AWS tLERFH R

ATHEERRA , £ RES EXREHEPEVHESEE Y @B AWS Budgets. &4 EERAK
ElA D BEERANREER.

1. & A AWS Management Console , Y7 https : //https://console.aws.amazon.com/
costmanagement/ BAR{ AWS IREBERAERE XA,
2. EEREAIEER.
. ESIEH res:Project res:EnvironmentNameiZH.
4. BIE Activate (BLA).

(® Note
HER A RESEEBZURFE-RNKEISHE,

Z£EREYV RESEFRNFAEE :

1. felREXEAS  BERE.
2. EEREVAEFR,
3. ERERET , BEBF (#M),
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https://console.aws.amazon.com/costmanagement/
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HZREE TR Studio EREEmR
4., HEREEEET , BENLTEE - EE.
5. igj%-lt_io

6. EFMEFAT , ALNFEEAAGEENAEER  UBHESIRFINEMRAEESFR, 5

@, [EnvironmentName] - [ProjectName] - [BudgetName] .
7. EREHEESET K WAERNEESE.
8. HGREHERA , BEFHREE AWS BAEHE,
9. EBEMEENEMRMG.
10. BHET , BEEX.
1. #E&ET , EH res : Project,

® Note
ERNESRZUEEEMATREMER., EUUEEREBERTABELEE,

12. #ET , BEMERER,
13. BEEEAGERGT , KEXGERMERERE,
14. igj%-lt_io

156. (EH, ) #iERRERE,

16. BET—F,

17. (R, ) MRERERE , FEAERDERREERRENIEZEDE.
18. BET—F,

19. WMEAEAR  YHFCEHMREES Y TREERNERER,

20. EEEVEAR,

HEFAECRY , ZULIBAERNEE, AERMERNWTEAE , 552 [ the section called “fiRig =
£, MREBREE K EREFEEELINE, NIRETHDEEREEREE A SHEEEERE,

NMREFELERE  FRE IRARFEERESH. SFE RESHESURFE 15 vETEE
M. HE , BALRBERUERAEER.

ARAES R AN & 104
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EH Em

FERUEAECRERKAEEMERERFENES,

ES |

- EESME
- HAKM|
- BRBES

- SSH #7E}

B R

ERRERE (VD) REATREAEEYMEE Windows 5 Linux E#RHE AWS, ERAETLUEAR
REFHNTEMBA LR ELRENRAENREE Amazon EC2 #1TERE.

X ENEXRRR

RES BRIXEMEA THERRAERBERSE :

« Amazon Linux 2 (x86 1 ARM64)
+ Ubuntu 22.04.03 (x86)
* Windows 2019, 2022 (x86)

RREDHT Y R TE

RrERT  EERNERKE,
BEMBHHERRE.

WA K ERFAES.
BERX

-

nal

BELRAEANFT FEYETR , ZFNKEMKE 10-15 SERAHER. REBRBEUARNZEHIR
&, RES €8l GPU S{TEB I ZEMBHEEEN.
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ERAEER

TFEUEH R
HEFIERKE  FEEREN TR , YA Web 5 DCV A Fimi 1TE#R,
Web connection
EiB Web B BERFINREARRKEENERS E.
BIEER  EEEE , ERZERBEREFNENRE.

DCV connection
iEiB DCV AFmEFEREN K T RMEFEMEE. FEFEBE DCV 7 :

1. EEFEDCV IEEBRERIUTH dcv BXR, BEEERRK LKZE DCV AF K,
2. WERERH , FERE ? BF

R S E AR RE
B SEHRA -

1. BEE®E,
2. EBEERSEMERE, SENEREFHEE

. 1k

FLENTERRTITEEHERER , MASTUBRERREF LN THERE,
- EXNRE

EXTRE B BTaY TIFFEER.
- ®1E

KABRIIERE, MREERTRERT  RETFEEETREEHERER, ERLEZHT,

IBEZAAE R R RES BRRM,
« {KER

FRENSE
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BHRERERFHEFECRED, ELENRBDRER , CHNEAEASEE , B EmER

AR, WHFAEHTERBBENRE K MEARFEINTERELHERAR , TaEER
BE, EERIYTEEBREXEWMRE , FSRKELRES.

12 WE B R EH

BRLENERKANERYBE THERERERE,
1. HE2EHTERBADZE , BLEAFLETERE

a. iggﬁ'ﬂzo
b. EEERIEME,
c. EBEFIL,

® Note
BEAEENRIR THERBREE KD,

—BEMRKECFL  FRERFE  RRREEHN THERR.
BFTHREREE  NEBRLRENKRE AN,

BEREX

PITERENR  FEFTREBRAE :

o A 0N

a. iggﬁ'ﬂzo
b. EBEERKEME,
c. HEiFE RBER

HRE TR ERE R

1. BEBE,
2. BEBEREA.

ERERRE
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ERAEER

FFREER R

RIBFER , ERKEREHE , ARRIFEADRE ,
BRFL , B IEEMFLE, REREERRED 1
BRI EHEREBRBNFILELRE.

1. EEHE,

2. 1##E Schedule (3ER8).
3. RELFRHHE

4. BEERE.
HARMA
EHXARAEL

P R & L L REAR

BREFLHEIULETERERERILE. KREESER

5 7 ERNRBEATERE CPU HEER 15%.

, BB EREHANRE. FEERERAE , RIFCEEESHHEE  BRTHE

HATERERE , BAUREBREENT T, flu , BULUSEHEFTIRER FRESENBERKE.
HAKRH

1. EREIERES , BEFEBE,

2. BIEI MR,

3. BEMGHEBENHFUBR, ST LREBHER-,

4. BERE.

TR ER |, 3528 the section called “FF A5 EFE"

FRHEARE

AR , B RRESLANSEIERE HTEE, ST LUER Web BIESS=, DCV A,

HRIER

HEE P AYIE Rthe section called “IFEUEH RE,

PRERSE
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CE R

EBRABRETELER Web ADWLFERERRZRK, B UEBELATERERRR L EEGEFETHN
FETRAER, RIWF#F (Amazon EFS) BARFIE Linux Bifh. ¥ Linux M Windows Ei%: , FSx
for ONTAP AT, EMERKHE LWEREEBR IR Web ER BB EHERMERE,

FEEZ (s)

1. BELEER,
2. REERIIBELENER,
3. BELE@MER

MER BR (ZH@)

1. BEEEMBRIER (BXR),

2. BEFE,

3. BEMBRER,

HNE , BUAUETAREERERRLIE-TEBERAR , REZEMRESR,
EEBNER
FEHTEENERNERR , BB CHAREZERNEE,

1. BEERFERR,

2. BEBHNRE

FE , BUNEEMERRENR LR -TEEAR A RARBERNRE,

(® Note
BNREEREIIMBES, IRECBFAVHRIEHRREN , ERFTEENHERNRE,
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mERER

&R BAE Web AQBUPRENFHERNAR,

1. BELEEFNER. EEEERM, EHE2ERNIRE.
2. ETEH A RBRERET.

BwE=R

EAEREAREANPEREOEARAREGESR, CUUARTIEARXPER , WRKEE
EHERERESR.

+ FileZilla (Windows., MacOS, Linux)
* WiIinSCP (Windows)
» AWS Transfer for FTP (Amazon EFS)

SSH 7EX
B SSH FMEBTH .

1. 1% RES IhgEkH , i#1F SSH FHL
2. KBEM@MLEWIER , F£H SSH = PuTTY #1TFEL
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5E 2 HF A7

AR E AN R R AR ] S B R R W] RE B AE 2 1S E B RE RV ARBA E AL

&

- —RIEFEMEE
+ 317 RunBooks
- EAEE

HHEAR

- —RESEREE
- BANBFENSHEARR
« IR3E Amazon EC2 #ITEB LW AFESR
+ CloudFormation &
- AEEMBERKEWE , WH Amazon EC2 Auto Scaling B4l & B i Bk
« HAM Amazon EC2 XA NE
- BT
- ERREEMNERSE
o BRI IEARREH T4
« B A Active Directory (AD) HHBI@m S LA S =
+ Windows DCV {&§#
« 23 NICE DCV A&
%47 RunBooks
- REBE

« AWS CloudFormation #t&&E:xE 7 A WERHALE "WaitCondition WEIKBKHEFA L. Error :
States.TaskFailed"

o MEBEE T K IIE AWS CloudFormation KU EIE 7 B 4B A
- BATERBRIERN KBAREER vdc-controller

- BARAMKYHEEES , IRIE CloudFormation Hf & A MRk

- RFEVHRE CIDR ERSE T LR

o IRIEE T HIRM CloudFormation &% 37 & BL
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+ {#H AdDomainAdminNode CREATE_FAILED By A ZpER ( ~&l ) HB LMK
- §OEE”E
o RAREFBEIT iam:PassRole IR
- BEERFT AWS IRF AR ABFEIEAM Research and Engineering Studio on AWS &R
« BAREHN , RUVAREIZBAER
- ERBRARRYE "RTIEAE, R
« 7£ Active Directory F¥TiE{F A% , {8 RES HiEX
c BYTHEREBRRELERAEAE
» CloudWatch cluster-manager B 5558 H K/ R EIRYEEER
. @tz
« RZEB RES EVRERRMK , BREHE VDI EH L
« RZEB RES MARERR#E , BREHE VDI EH L
o BREAR VDI THEIVEA
- RECEARGIAF IS5
« &% RES B3I Amazon FSx for NetApp ONTAP , 18R il A #4835

- R
< REBEVGRES/ KK
- REBEZEAZSEHERREELZEAN B,
- BRI
- RAEFERERFHITERNRH THRE FEE
- RBESRSME

- ZEERFHNERISEELEBRER
- RAERE S BAERRE
- SH Windows EREHKRK , YT "ERCEM. ERiER
* VDIs<HEMEMREE
- BB , VDIsEHE A SHEAAR AR
- EEKEH
« Amazon EC2 TR EZEAPESEEREKL

HE8 R AP| iB{EAR BB BT S BY
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ERAEER

« cluster-manager Amazon CloudWatch B <user-home-init> IR B EFEH. EEZFHF

ERERS, (HAPRFRERAERHE )

« B AR Windows £HZET "EHNIERFEEA,

- S\EB/ZF AD #HRERY DHCP 1EIH &

+ Firefox #8358 MOZILLA_PKIX_ERROR_REQUIRED_TLS_FEATURE_MISSING

« Env MR

» res-xxx-cluster #2E "DELETE_FAILED, & , K BEZFEMER , 1A "ACENREE

BiE. SR
- WEHR
- T# VDI HF
« f& Linux EC2 i1TERR TH B
 # Windows EC2 #{TEE T&R A
- IKEE WaitCondition 552K ECS HES

. RGBS

- BRESORHMENS D BEFRHBRE RHERTEE AHR

« 2024.x EXEE
« 2024 .x EXEE

2024.06) E AD BHiHEBISZHRE , EARRKBEK

2024.04-2024.04.02) $24H IAM B RBRAEES VDI ST EEHAE

2024.04 %1 2024.04.01) GovCloud H#) RES Mk % Bt

(
(
* (2024.04.02 REEMRA ) ap-southeast-2 (EFL ) H#9 Windows NVIDIA ST {EEE LK
(
(

2024.04 - 2024.04.02) EFEB B |, Linux ERSE A EE THE, RE

+ (2024.04.02 REEMA ) #EEFD SAMAccountName B S EXBZRREHETH AD £

ik

¢ (2024.04.02 REERAE ) ARTHESZTHNAESHBEN

+ (2024.06 REFMRA ) AD BIFHBEKRESI E RES WEHEKE

+ (2024.06 REE/MRA ) CVE-2024-6387. RegreSSHion, RHEL9 1 Ubuntu VDISHHIZ £ 8

A
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— xRS M B2

AEEE A RES HK BN EF.

- BANBRNSHEARR

« IR¥E Amazon EC2 #fTER LW AFER

+ CloudFormation &

- KRR EE RHKHEE | WH Amazon EC2 Auto Scaling 48 & B iz Bk
« BHAM Amazon EC2 XA NE

- BT

- ERSREEMANERST

o BREIEAREH

« B A/ Active Directory (AD) tHRIf S LA it 8 &
+ Windows DCV &
« &3k NICE DCV A&

BRN BFNSEHEFARR
RETHEEFRR , TARKESHNELARE,
IR Amazon EC2 #{T{ER LY BEEER

HFFERFERN RES K Amazon EC2 #11T{8# L. SSM Session Manager 7 F 2R B R 1T {E &
M ITERER , UmEiELER,

EEEEEE M vdc-controller EEBREHTEEL  IETINERIEARENMEMBFE.

+ /opt/idea/app/logs/application.log
 /root/bootstrap/logs/

» /var/log/

+ /var/log/sssd/

» /var/log/messages

+ /var/log/user-data.log

* /var/log/cloud-init.log
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+ /var/log/cloud-init-output.log

7 Linux ERREL K UATE2ERANBRER

 /var/log/dcv/
+ /root/bootstrap/logs/userdata.log

 /var/log/messages

£ Windows EHKEHATEE L , BFALR

+ PS C : \ProgramData\nice\dcv\log
« PS C : \ProgramData\nice\DCVSessionManagerAgent\log

£ Windows + , REEAEXRHETEUTNERT

* PS C : \Program Files\NICE\DCV\Server\bin

#£ Windows £ |, B ELATE K E NICE DCV BRIER :

* C : \Windows\System32\config\systemprofile\AppData\Local\NICE\dcv\

Amazon CloudWatch A E58H4E

Amazon EC2 1 AWS Lambda :EE ¥ R #§ & A28 2 Amazon CloudWatch Log Groups. HH#
HESIEE A E R BB T RE SIS —MREAFREERANEN.

EBLEFHENEBUT

« /aws/lambda/<envname>-/ - lambda related
 /<envname>/
* cluster-manager/ - main infrastructure host
* vdc/ - virtual desktop related
* dcv-broker/ - desktop related
* dcv-connection-gateway/ - desktop related

* controller/ - main desktop controller host

BERAKNBFNBHERARER
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* dcv-session/ - desktop session related

BERFHAEAR  EANTHABNINEZHRETHESREEY., ERGBHISLTTFENAR.

?"ERROR" ?"error"

ELRAREM B — [l 5 2 28 I Amazon CloudWatch Dashboards , EfF 9@ RREBERN/NT

>0

Bl By —@ENTE , FEFHEERN ERROR WHER |, WK EBRAIT. LA EAREEER M
FAZRERENRE  IEHOCRERABENES,

DT ERSEEIHAES, ZEFEALIEE  BEERTERE  YUEENERNK <envname>H
<region> Bk,

{
"widgets": [
{
"type": "log",
"x": 0,
"y oo,
"width": 24,
"height": 6,
"properties": {
"query": "SOURCE '/<envname>/vdc/controller' |
SOURCE '/<envname>/cluster-manager' |
SOURCE '/<envname>/vdc/dcv-broker' |
SOURCE '/<envname>/vdc/dcv-connection-gateway' |
fields @timestamp, @message, @logStream, @log\n|
filter @message like /(?i)(error|ERROR)/\n|
sort @timestamp desc|
stats count() by bin(30s)",
"region": "<region>",
"title": "infrastructure hosts",
"view": "timeSeries",
"stacked": false
}
}
]
}
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BRARAEFI TG HIRMOT

CloudFormation 3t &

ERREIHBEIK CloudFormation &3S EIRIFEEMHERNER., SHNEHLHEH.,
HRSEHE K NFEHEBNVMEEEF K TUSEEH, ERNGHRSIER,

RES #& :

« <envhame>-bootstrap

« <envhame>-cluster

* <envname>-metrics

« <envhame>-directoryservice
* <envname>-identity-provider
« <envname>-shared-storage
« <envhame>-cluster-manager
+ <envhame>-vdc

* <envname>-bastion-host

TEHRRHEER (WREEERBRERE  BREELNTERTA , BALUER AWS SHEER
BARELERERRENER, )

« <envname>

+ <envnhame>-Networking

» <envname>-DirectoryService

» <envname>-Storage

+ <envname>-WindowsManagementHost

K R RE T 3% 4 KA WEE | 3 Amazon EC2 Auto Scaling #4857 B i AR
IR RES Uls 5 AIfRRHEE , FE R REAE BB HMEE,

SEEBELE Amazon EC2 TR BEBER#E (ASGs) #as —EEBR5IZEER , TARERS
TEEBNERTE, R U EEFEIEMHERNELER , 8% Amazon EC2 ¥ AR B EZHE
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RIEWEITIER |, W E Auto Scaling BHEEIN RS ZEEE2 S EMEEMN ASG , LAHIE Amazon EC2 #
TEBREEERR,

WRRER , BEAFTEENIEE Amazon CloudWatch BFBHERYET R BRCEIER , EWRERT
BENREE, SrLERA SSM TEMER TR A RMRERNTHIATERN THERR , AwENT
ER8 LAY RS ERHETRE , BRHTERERAEMFRERE , WA ASG K1k,

MRBEWEE , ASC TR EWRSEREL T IRER.

BRI Amazon EC2 Fi= & /8
AT EESERETRENRKEERETNER,
HRa 4

ERBREYTE , Amazon EC2 TR ABEFTRRELUTAR., BANHTERR RES B
Amazon EC2 £#, $TEEABEHINFE R RES RERR,

BRI HANERRE

£ Amazon EC2 £#Z2&%H , EERFZEHITH , eMEEREUTARE L., EUERT , EREHE
LI EETR. BTEEEBNERREVRENERE. PEANBBRERBNREN THERERERE ,
A AR TARRH "MyDesktop SEAERENE R,

BRI L ARRERY 44

E Amazon EC2 IR ABREKRILENHATERE K EMEERERLNEEEIHE. NRFRAETE
R IERENERERETH | SRS EMEEEENEIH  EWRRFIRBRETETH.

TEERERLENSEATEE.

B A/ Active Directory (AD) HHEEG S A&

LT RUEEMRRETH LB AR Idap HEADTES , SRR AD EEEREF. ERANAEME
SREZRRERBEE KA ANS

ldapsearch "(cn=AWS Delegated Add Workstations To Domain Users)" -x -h corp.res.com

BRI Amazon EC2 TR & HE 118
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-b "DC=corp,DC=res,DC=com" -D "CN=Admin,OU=Users,OU=CORP,DC=corp,DC=res,DC=com"

-w <password>
ldapsearch "(&(objectClass=group))" -x -h corp.res.com

-b "DC=corp,DC=res,DC=com" -D "CN=Admin,OU=Users,OU=CORP,DC=corp,DC=res,DC=com"

-w <password>

Windows DCV {&#&
1£ Windows £H L , oI LAEA T 51753 51 H 62 H AR EA B Y T1ERREER -

PS C:\Windows\System32\config\systemprofile\AppData\Local\NICE\dcv> & 'C:\Program Files

\NICE\DCV\Server\bin\dcv.exe'list-sessions
Session: 'a7953489-9dbf-492b-8135-7709dccc4cab’ (owner:admin2 type:console

name :windows1)

23X NICE DCV A&

NICE DCV AR E# S H TEME. AWS NICE DCV, T FI&54I/REE ¥ E 2248 DCV BB
7,

Linux
[root@ip-10-3-157-194 ~]# /usr/bin/dcv version
NICE DCV 2023.0 (rl4852)
Copyright (C) 2010-2023 NICE s.r.l.

All rights reserved.

This product is protected by copyright and
licenses restricting use, copying, distribution, and decompilation.

Windows

PS C:\Windows\System32\config\systemprofile\AppData\Local\NICE\dcv> & 'C:\Program Files
\NICE\DCV\Server\bin\dcv.exe' version

NICE DCV 2023.0 (rl15065)
Copyright (C) 2010-2023 NICE s.r.l.

All rights reserved.

This product is protected by copyright and

Windows DCV {&§
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licenses restricting use, copying, distribution, and decompilation.

21T RunBooks

T—HESTRERENEE, WAEIBE , URNAEREENER,

- RREE
« AWS CloudFormation # &S X7 , WETRAE "WaitCondition W EI KBRS, Error :
States.TaskFailed"
BRI % AWS CloudFormation KU EIE FE 4B A
1T E R ERSER K BARAER vdc-controller
HAMBKYHEEES | IR CloudFormation &8 £ 5% il Br
IRIEEVHR CIDR B SHE R
RIEE T HEM CloudFormation &2 17 2k
« {8 AdDomainAdminNode CREATE FAILED B AEFER ( T8 ) kK
- BHEEEE
« BAREEH T iam:PassRole KR
 RAEEAREF AWS IREHH A BFEFKAE Research and Engineering Studio on AWS &R
BARER , RIREBRAER
EXRBAREL "RTBEAE,) BB
£ Active Directory F T8 A% , B RES FiEX

s BUTHRBRELIFEACRE
+ CloudWatch cluster-manager H & % 1 K/ R HlAY 8552

- BEIB RES BVERRK , BEREEHE VDI TH L
« BEIB RES MAERRME , BREEHE VDI EH L
o REER VDI EHBEIEA
- REFERARINFT IS5
« Bt RES E I Amazon FSx for NetApp ONTAP , B8R iN A F A #B15

+ RE
- RENRERKK
- RESZEAFRHENRMAEAN A5,
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- B
- RAEFERERFHITERNRH FHRE FEE
- BRBESRSE

« ERNEFEEE RS B HEBEINER

- BRBERE 5 AEREKE

« RME Windows EREFAN , WHER "ERCEHM. ERifR"
* VDIsFEMEMRE

- BB , VDIsEH A SHERIRAE

- EREHE Y
+ Amazon EC2 H{TEREETEAPEEBERCKRIE
« vdc-controller #{T{EBE EEMRIRD , KAEEMA AD/eVDI BB R AP| BIEiRERME KB

« MENREHEBLHIEERE  ERTEHRETNNFESR

« cluster-manager Amazon CloudWatch HF# R <user-home-init> iR P B EFEH. EEZFEHE
RAEES, (AYIRFREAEER)

o BAKE Windows RE#ET 'EHNIRFEEFER. FaHfNEES"

« S\E&B/EF AD #HRER) DHCP ;ZIHR &

* Firefox #5582 MOZILLA_PKIX_ERROR_REQUIRED_TLS_FEATURE_MISSING
« Env iR}

+ res-xxx-cluster B "DELETE_FAILED. iRiE , BELZF MR , KA 'AEENSELE
£, $8ER

- WEHFE

- T#H VDI B

« f# Linux EC2 /TEBTHAR

« £ Windows EC2 #/TEIB TERAF

+ I WaitCondition $552fY ECS HFS
- REIRE

- BRESORHMENS D BEFERHBRE RHERFE AHR

TR EE
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+ AWS CloudFormation #t &8 £2 7 | WHERHAE "WaitCondition WEIKBEHEFAE ., Error :
States.TaskFailed"

o HBEIRINE AWS CloudFormation K IKEIE FE#AEA

« FITERBRIERXBAREER vdc-controller

- BRAMKYHEEES |, IRIB CloudFormation 3 & A MRk

- RIFEVHRE CIDR ERSE B EHR

« IRIBEIHEM CloudFormation B 7 KB

+ fH AdDomainAdminNode CREATE_FAILED B AHER (=& ) HBKHK

AWS CloudFormation &8 £ |, WHERFE "WaitCondition U Z| %k BRI EA
B, Error : States.TaskFailed"

EERREE , FRESRA 1 Amazon CloudWatch A& #<stack-name>-
InstallerTasksCreateTaskDefCreateContainerLogGroup<nonce>-<nonce>, MR EZE
SEEHEERBNBFEE , FREE—EBTANBFRE, AFPNERASSRUEEBRENFHRE

(® Note
BRSBERBZEE.

HEBEE ST AL Th# AWS CloudFormation kU EIE ¥ B 4418 A
NSRAE R BN E I AWS CloudFormation # B # K INEIE 7 B4 i85 | R THIEE -
1. BRETHH LIS E@A LR,
0 REFE ¢ it T ERERMAEFE , EMERYL EH26F Research and Engineering Studio 3

5.
2. % Amazon EC2 XA RBHABRUTERNI IR,

IR Amazon EC2 # 1T <envname>FHERA DKL , AR TERBEN , BIFERK
=% Active Directory #ERE I g€ 3R B E,
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3. WMREEHEAWS SNEERE T REVNNBER , FFREFMHEBERM VPC, RENLE T
B, AR HAZERH2E,

ASRBREEE

MREMSHFIER  ERREFEMRALEHETE RES RIR, MFFMESA ,

Af o

4. MREFEAECHABERSBER , FHEFEBMAMN Active Directory FF&TARIAERE,

MESRERREHITERRIIMA Active Directory ZEEE, B T HI P Bthe section called “H
TR fAIR SRR K IR BEAY vdc-controller” 3R fi# SR R RE

AT E R EIRERN K BUHRRER vde-controller

LB AT REMY R R R E IR B L EAR A Active Directory (Active Directory).
EEMBEE

1. fe@ww%l, 1 vdc-controller WEITH#AITIERE LEMA SSM BB TIER R

2. #1T sudo su -,

3. 1T systemctl status sssde

MRRERIEEAT., KRIEEBFPERER , AIFTEREEMA Active Directory,

EEMRMEE -

o HRAERMNSHTIIBITEESIT cat /root/bootstrap/logs/userdata.log AFAEH.
HEEREE =R EARERz—,

BARE 1 : BAY |dap ERFAEAT ERE

BEAF. MREFINTIEEZX , AIBTEREZLZMA Active Directory.

+ local AD_AUTHORIZATION_ENTRY=

REERE 123
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(L -z ' 11

[[ 0 -1e 180 1]

local SLEEP_TIME=34

log_info '(@ of 180) waiting for AD authorization, retrying in 34 seconds ...'

++ date '+%Y-%m-%d %H:%M:%S, %3N’

+ echo '[2024-01-16 22:02:19,802] [INFO] (@ of 180) waiting for AD authorization,
retrying in 34 seconds ...'

[2024-01-16 22:02:19,802] [INFO] (@ of 180) waiting for AD authorization, retrying in
34 seconds ...

+ sleep 34

+ (( ATTEMPT_COUNT++ ))

+ o+ o+ o+

1. WL RES HEBEVHECE#RRBATIIEENZHIE,

« directoryservice.ldap_connection_uri
« directoryservice.ldap_base

« directoryservice.users.ou

« directoryservice.groups.ou

+ directoryservice.sudoers.ou

+ directoryservice. computers.ou

« directoryservice.name

2. 3% DynamoDB & Rl&RHMEMFEHE., ERKAE DynamoDB EEAMNERK TR, &
FIREWES <stack name>.cluster-settings,

3. EWERRKRRE , BMEREMTREMNTERD cluster-manager # vdc-controller, BENERHE
KB DynamoDB BRI RN R ERE IV EITERE.

BABRR 2 : 8 AR ServiceAccount £ E BB ERE

MR AFEL Insufficient permissions to modify computer account , BIfEHEEZE T HA
¥ A B ServiceAccount BB AJRER IE7E,

1. % AWS FEi#E 5 BIRK Secrets Manager,

2. ¥ 3 directoryserviceServiceAccountUsername, WS <stack name>-
directoryservice-ServiceAccountUsername,

FRREBURBEFAETER. EHEET | EEEIMEE , RRBEFEEXF,

4, MBRZECEH , FMERE sI#TREN cluster-manager # vdc-controller $11T{EE ., BEHIER
H& 6 F Secrets Manager M & ¥ ER B FT & 1TEEE,

REERE 124
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BARER 3 : 8 A K ServiceAccount ZiET EFE

MR BFEHER Invalid credentials , RIfE &2 T HIRE A K ServiceAccount ZiE AJRET IE

&,

1.
2

5

£ AWS 2 A BB Secrets Manager,

¥ 3 directoryserviceServiceAccountPassword, WHES <stack name>-
directoryservice-ServiceAccountPassword,

FREZARRFREFAER. EWEET , EEHRREE K AREEAXF.
MRETHRER , ITEERMANBBRESER , LALUE Active Directory 1 Secrets Manager
hERBR.

a. EEfE PERFE AWS Managed Microsoft AD :

i. BIRCAWS A I HIF AWS Directory Serviceo
i. JEHERES B#HB# ID, REBEHE,
i. BEEREAEER
iv. A ServiceAccount fER& B,
v. BAFERR K AREEERER.
b. #&ZEIE Secrets Manager FERZE :

i. BIRUAWS AW HF Secrets Manager,

i. 1#3 directoryserviceServiceAccountPassword., WH A <stack name>-
directoryservice-ServiceAccountPassword,

i. FARBEBLURKFAEAER, ERFET , BERENRRE , ARBERXE,
iv. igﬁffﬁﬁtﬁﬁiﬁh
v. 2 ServiceAccount fEFI B EF R , ARERNRE,

MRIEEFHT E , FFMERE BIFITEREM cluster-manager A vdc-controller #11TEE . BEHER
H& 55 F SR T 9 (B R ED ST Y 01T ML B
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HRAMAYIEEEEE | IR1E CloudFormation 3 & £ 5% Wi kR

IR <env-name>-vdc CloudFormation 3 & #9 il B K ARk ¥ 4- & 52 o< B , 4520
vdcdcvhostsecuritygroup , EAREREAEAEEAE RES EUN FHEBRINZLEETPREN
Amazon EC2 AWS #17{E 88 Fr 2

HEEFOREE  FSRAKRIELUERS XAMBAIFTA Amazon EC2 H{TEE., A& , SR UEEMER
RR.

RIBEVHIE CIDR BERSHEBERER

BURER  gHBERBEMES [FAILED] # CIDR EiRSHEER,

Failed to update cluster prefix list:

An error occurred (InvalidParameterValue) when calling the
ModifyManagedPrefixList operation:

The specified CIDR (52.94.133.132/24) is not valid. For example, specify a CIDR
in the following form: 10.0.0.0/16.

EEMABE  AHNERA xxx.0/24 = x.x.x.0/32,
BRI E T HIRA CloudFormation #8337 5k By

BIURESR—RIINERETRE, EREEEEF , et REREBE , B CloudFormation
BE KW,

MBBREEEEN , BRRREYEREN, 5F , U ETFRNEGSFEREL,
5 AdDomainAdminNode CREATE_FAILED B A EIR ( & ) HELHK

MRTEHREHBEV AR HRTHHER , TEREERAFTERRBDRARHEEINEE Amazon
EC2 &%,
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AdDomainAdminNode CREATE_FAILED Failed to receive 1 resource signal(s) within the
specified duration

EEHIBTRBHRR

1. X SSMREEEESF , RERBCHRESH , AREBCHEMBENTERREBSH.

2. 1& SSM RunCommand/Automation #1TEE S ;o8& , ME(SHEIERI SSM XHWE TR EEIIT
1 88 B B — B,

3. TEIRIE Amazon EC2 F{TEBK BFERY , REAHHMTERAFE  MHEHTERBRSEM
BUEERKE.

MRBERRBHER  FERBRED 15 7EME RES H1TERNIEH,

B EBBE
B—BA(SSO) ML EEMNAZHREHNERNABERIERMEBE, WMFERE SSO HENENR |, F2
B

- the section called “f£F IAM Identity Center 5% & SSO”
+ the section called “BE —%& A (SSO) FRELRK § niRfitE”

EERHYMES ) EBEMHBANEGEE  F2ETIIEHERETE

&

« RAREBHIT iam:PassRole HIRH#E

 REEAREF AWS IRESH A BEFEFKAE Research and Engineering Studio on AWS &R
- BARER , RIREZEAER

- EREARRE "RARFERAE, #BR

 7£ Active Directory F#TiE{E A% , 1B RES FiEX

s BUTERBRELIFERAERE

+ CloudWatch cluster-manager H 558 H K/ R &RV 52

SO EERE 127
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K AEEHIT iam:PassRole HIFZ#E

MREBWBIERR | FHEEREHIT iam : PassRole BiE , ENBRLEEH , UAHEKBREERE
RES.,

BEAWS BRTREKEFTALBERZERYE K MARBIUFNEEACIBBELAC, WFENT
ER |, BUARERAREREEXRBNFTT,

E & A marymajor By IAM EREERERAEEEE RES HHTEIMFR , SRETIEHIER. B
=, BFERBEERBRBHCRTHT. Mary REKAGBEEEZ BB,

User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
iam:PassRole

EEFERBRT , Mary WBURABEEH , AAFFE11T iam : PassRole BifE, MMREBEEHE) , BB
BH AWS BEEEE, ZNEEESRBENESERE.

REE AT AWS IREAHI A EFEIE M Research and Engineering Studio on AWS &
i
BANEY ARG, EHMRFPNEAESISCEBINBHABFERENER. BRI IEEEAFH

EEEMHDEZRAR, HUXEERERNBERNFIUERIBE (ACL) IR , &R SUERA FBL R
KRBT AETFRENE RN,

MEE—FTH , F2EUATRE .

- BETHBOMELSHER AWS WIRFHRHAEBERNEFEE |, F268 (AM EAERERE) PHNAEHES
Y 5 —{B AWS 1RF P RY IAM £ A & R EFEE.

- BEETRINMEERNEIERMBE=H AWS IRF |, 528 (AM FAEER) TS FEER
HiaE = A AWS WIRE,

- FETHNMEBRKE S RUEIE , F28 (AM E£REER) FHRERAFIREIE/ARFEN
ERE (BESD ).

- BETHERACGNEREBRETEIRFFNCENEZR , F2H (IAM £AEERE) T/ IAM
AEREREBRNER,
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BRARER , RUREZAEHR

SO BEKREHRE , R EEE, FEVNEEE , FREESRNITEE B REA

1. BARX CloudWatch £# &,
2. RAFEHEAF  SHEA WEE/<environment-name>/cluster-manager,
3. HRBFEELUESBAFRERPHNEMER

EEREBHEERTE
1. B#RX DynamoDB Fi# &
2. REBEXRSP , SEXREAH WERK<environment-name>.cluster-settings,
3. FRMERXR, ARENRZERRIER,
4. REABEMRGER , RABBATIEH
- BiEAE - R5l@
- R -a7
« E-sso
5 EE#T.
6. EE@MMFHEP , BFE SSO HMRBERTEH., MRFIEHR , 57518 sso_enabled TRNERESR
False,

7. IREl RES EAENEMAEFRFRE SSO,

ERZARRE "RABERAE) R

MREAFEEHE A RES N HEFWIBIER "HRAIERE, L BEMAEHBRAE Active Directory H
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- MRERAETFEN RES 7, BEKIIHERAEREE AD

EAE AR RE L E RES, RES B/ KES—X , RtBTRFESS , IREEAER
BET-XEL&EHME, BELANRS , FERETPNLERE Active Directory PHTIEFEAE , B
RES HiEX.

- MREMAEFENR RES §:

1. HEBMRFCERRE, MRFMEENR  F2RAE—F A (SSO) RELN S DIRHE,
2. TR SAML £ M SAML EFBA4HERIEHENE T B4kt

£ Active Directory R #iEEHAE , B RES FiEX%

MBREEFEREFIEE Active Directory , {87 RES A ERE |, RIEEMRHE AD A%, AD A%
M AD IHE E A RES RIEH Lambda BB/ NRHIT. ARE , TENEERERFEZR ., g
EERR T —ERFEFATAELL, BRI Amazon Simple Queue Service FEIRAEIRS .

FERBRIERF :

1. BB Amazon SQS A&,

2. #fFHld | #H <environment-name>-cluster-manager-tasks.fifoo
3. EBEEUEEMEBURAR.
4. FEABANXH , @A

{ "name": "adsync.sync-from-ad", "payload": {} }
5 &HFAEEMEID, WA : adsync.sync-from-ad

6. HYASERERMER D, MARBNRRF TS, WHE KREN I ERETHRTAFWY
TE , BRIFRBRZH,

BYTFERBELAERERE

MREREBITERBENEERES , BRFAETE L TERBRBEEEMEMA Active Directory FHIERAE |, Al
FRAETNREEE—RBEA, REEBAEATFERERI ITERR, FAFERAESLEAEZOBRARE—

Sk
Ao
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https://console.aws.amazon.com/sqs
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CloudWatch cluster-manager B & #H H K/ R EIRYEEER

2023-10-31T718:03:12.942-07:00 ldap.SIZELIMIT_EXCEEDED: {'msgtype': 100, 'msgid': 11,
'result': 4, 'desc': 'Size limit exceeded', 'ctrls': []}

WM RZFE CloudWatch cluster-manager BEEF IR EIILERES | ldap S REEERASEAERLHZ. &
E{SERERE , 5125 IDP Y Idap B S&ERRH,

- BEB RES BEUERRMR , BRHHE VDI EHLE

« BEB RES MAERRMR , EXRHEHE VDI EHLE

« REER VDI THMEIEA

+ &K RES E3II Amazon FSx for NetApp ONTAP , {E RN AR K815

#iEB RES BV ERRH , (EREEE VDI EH L

BRIABLEARRN "WML RE , THEH VDI THEBF, FRETITRRRERIRARETERNLE
&,

Amazon EFS

1. 811 Amazon EFS 4,
2. RERERRAMRERETTH,
3. MERERRFKMEFRTH , FEF BRE VDI £#,

1. 811 Amazon FSx =i #&,
2. REMREERETA,
3. MBRAREARTH , FEFF BRE VDI =#,
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https://console.aws.amazon.com/efs/home#/file-systems
https://console.aws.amazon.com/fsx/home#file-systems
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FiEB RES IMAERRLE , BXRBEE VDI =¥ L

£ RES ELIMANERRRERELENZ2FERA , UAFF VDI THEBHERRK. ARELER
R RHE RES AASFEY , RES TEEEMEBN LS HERA,

EMANERRBEBEBMNZLHER AT THEARE !

« 3REH linux VDC EH#M NFS RE (EHIE : 2049)
 RE Windows VDC T #H SMB & ( E#IR : 445)

BEAER VDI THBEVEA

ONTAP X ERREER UNIX, NTFS #1 MIXED Z2HK . Z2HEIARE ONTAP AAREIERIZEHY
FAER | DR FinEE ] LS BB LT,

Bl MRHBESH UNIX 228X , A ONTAP WEZBELRE , SMB AFR{MATUFEIER

BRI {55 i SR 51 9 B v E 45
B Linux THESHEFER UNIX EXNEERE

sudoer AJABHMFEAFERET. Bl , L TREREER T /<project-name>H & ELFiBE<group-
ID>ZEBIVEAFATRNKE :

sudo chown root:<group-ID> /<project-name>
sudo chmod 770 /<project-name>

¥ Linux A Windows T/EE & A NTFS B K E

BUUERAREERRNEABMRRELAF. i, BEEEAFuser_01ME XK
myfolder , A B4 Full Control. ChangeZX MIFF A% E A ReadAllowsk Deny :

R Linux M Windows Al FinEEEAHMERE , KAFRE SVM LERESBRE , ZMRFSHEM
Linux £ & & T8 EEE [ /Y 62 F & & BB EE domain\username #9 NetBIOS i B BHE N E LB, E&E
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Linux 1 Windows A&z BH#ITRERETEMRD. WESZE |, FSRBEA Amazon FSx for NetApp
ONTAP A ZHEIEH.

F % RES E3I Amazon FSx for NetApp ONTAP , {B R 10 A 3 #4315

Bal , &% RES A2 Amazon FSx for NetApp ONTAP B | RIFEMBRERK , X
SARE, EEKEITHN ONTAP ERRHK SVM MALZKMIE |, 552875 SVMs A Microsoft
Active Directory 381 Amazon FSx £ & LS R, BESENFTAIZRIE AD F# Amazon FSx
Service 1RF . —B SVM I AMIE , 5F8#E SVM FHE > i % > SMB DNS &8 , AEBEH DNS
28, EAREERETE,

AR % , FFEHRERE DynamoDB ER &R #mEE SMB DNS HHEE K

-_—

. B1¥¥ Amazon DynamoDB 2 A,
OEEERIR , RBIBEE <stack-name>-cluster-settings,
ERZERREAT , RASERMG , AEREA T IS REM
- BEARTE - Rol&#
.« R -FR
« {§ - shared-storage.<file-system-name>.fsx_netapp_ontap.svm.smb_dns
CEIEEMIER  AREIME. RI\ERB
. EREEEERA SMB DNS EBEHE,
EHREILRER.

w N

o O &

A | ERAREERRFHEEBN RSB A Amazon VPC EERFFIERGFPEBRNRE. £
ERRMAVF VDI EHBE T MA SVM MERREABE,

HE , BHALEA RES MAERRTUEMARENERRR - RRBEEZIERRMK. MAE
REM

£
- REHRESKK
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https://aws.amazon.com/blogs/storage/enabling-multiprotocol-workloads-with-amazon-fsx-for-netapp-ontap/
https://aws.amazon.com/blogs/storage/enabling-multiprotocol-workloads-with-amazon-fsx-for-netapp-ontap/
https://docs.aws.amazon.com/fsx/latest/ONTAPGuide/self-managed-AD-join.html
https://docs.aws.amazon.com/fsx/latest/ONTAPGuide/self-managed-AD-join.html
https://console.aws.amazon.com/fsx/home#file-systems
https://docs.aws.amazon.com/fsx/latest/ONTAPGuide/self-managed-AD-best-practices.html#connect_delegate_privileges
https://docs.aws.amazon.com/fsx/latest/ONTAPGuide/self-managed-AD-best-practices.html#connect_delegate_privileges
https://console.aws.amazon.com/dynamodbv2/home
https://docs.aws.amazon.com/fsx/latest/ONTAPGuide/limit-access-security-groups.html
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- REEZEAZTEHENREZEAN B,

REGHVIRRE R KR

£ RESHREML , MERBHRELELY , AT FEEEE S Amazon CloudWatch HEEEE
HERYBTEEER B A RV B,

[2023-11-19 03:39:20,208] [INFO] [snapshots-service] creating snapshot in S3 Bucket:
asdf at path s31

[2023-11-19 03:39:20,381] [ERROR] [snapshots-service] An error occurred while
creating the snapshot: An error occurred (TableNotFoundException)
when calling the UpdateContinuousBackups operation:
Table not found: res-demo.accounts.sequence-config

REBEZLZERAEEHERREELZEAN AR

BE. MREAERRABEALBENERRER , FRARBERBRRE,

1. T& metadata.json &R , WEFREEER KM ExportStatus £F COMPLETED k&, BREE
ERREPE ExportManifest MUE. MRERTE LARMUE , REGEABWRE , BEZ
HERRBINGEREFEA,

2. AREBNRBE , FRERBIRELE RES B85 COMPLETED, RBEIEFHEZEE5F 10
S, EFNBEARENSARBEEER , UERRBERIIEL, EEREINRBEREN
ARRE,

ES]
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REEEMRERFHITEBNEH FHEEE F5E

MR Ul FHBRARSFIFERASSTHE , ARETERRELER , EWREKRTERRE Amazon EC2
AT EES B A IR,

Y ERERERRI A%, REWE Amazon EC2 £# A REEEM Amazon EC2 #{TERLIFEER
IE, AT ETERBERA. MREREEFER , 8E Amazon CloudWatch logs AT 86 &R E R A,

E—RBAHEIEREREPTNEHTEHE, WE Amazon EC2 £ 4 F BRB (A BT E S KB REMA
BEMRERFNETER  ARRUEEERRKBE,

ERABNEFM TR

MFEEAMEIER A 0, KRR E Amazon EC2 #TER AT AR EEFE R,

MBEEMREFERNEE A 0, KRR Amazon EC2 HITER AR EERIIR. EFRERAEREN
EREAZRRBREBEFERERE.

MREFERERIFNMEFERETENEERNR 0, RAIMIARERTERR. flM , 2ENALE FAEKT
RERBYIEN AZs, MRBAEEERERN , TRELTURSAEMXT , BEHRRRERE,

B E R TE

ES |

o SEENE{E Y E B R A B KRR

- BRRERE 5 AEREHE

+ RME Windows EIREF AR , WS "ERCEEMN. SWwinsR"
* VDIsF1EfEiRE

- BBE , VDIsEHE AERAREE

FERNE/ER Y E R R A B A IER

NMRESEEFEARRSELHEEEE K BETERERAER Amazon EC2 #$I1TEEHE | 5
Amazon EC2 #{TEEE AAEE RES IRIBEZAKRILHEL, BEE Ul RETESHERRIEREE |
BEHER KM,
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FE#EM Amazon EC2 X2 & RYEHATRERTERLTFL, MRFL  FEABRRE, MR
Rk AIRARN S —BRE. FAEEERLFRNEMAER  ERATERRB S NERHE
Mo

MR FBRBNHATERBMALRE Admin Ul £, BIFTTEEFEEREA Admin Ul s EKLE,

 ABERLE) 5 EEHKE
EREVUARBNEREEBEFERRH S 5. EEEALUEA Admin Ul £17T8F , lITAR :
BIERERE
B AR R 5| ER,
£ DCV T{EEBREMRF , B— T HAIRREER .
BEAERAE AT TERBRPNESEAMENTE.
° EHE?IEEBEO
- EWEEHEUEEHRE SR,

SH Windows EREHKXR , XHER "ERCHEM. E@iER"

R Windows RENERKY , WA Ul #5538 "EREEMA. BWiER", REAERE Windows 3
1TIERE L2 REAEEER DCV AR E R AR E,

Amazon CloudWatch H & #<envname>/vdc/dcv-connection-gateway TAERFERAELULAT
RENASCHEREAER

Nov 24 20:24:27.631 DEBUG HTTP:Splicer Connection{id=9}:
Websocket{session_id="1291e75f-7816-48d9-bbb2-7371b3b911cd"}:

Resolver lookup{client_ip=Some(52.94.36.19)
session_id="1291e75f-7816-48d9-bbb2-7371b3b911cd"

protocol_type=WebSocket extension_data=None}:NoStrictCertVerification:
Additional stack certificate (0): [s/n: OE9ESC4DE7194B37687DC4D2COF5E94AFQODD57E]

Nov 24 2@:25:15.384 INFO HTTP:Splicer Connection{id=21}:Websocket{
session_id="d1d35954-f29d-4b3f-8c23-6a53303ebc3f"}:
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Connection initiated error: unreachable, server io error Custom {
kind: InvalidData, error:
General("Invalid certificate: certificate has expired (code: 10)") }

Nov 24 2@:25:15.384 WARN HTTP:Splicer Connection{id=21}:
Websocket{session_id="d1d35954-f29d-4b3f-8c23-6a53303ebc3f"}:

Error in websocket connection: Server unreachable: Server error: I0 error:
unexpected error: Invalid certificate: certificate has expired (code: 10)

MRBESEER , BRS5ERMFEA SSM Session Manager BEKEE Windows #TEBEAER , A&
BRT % 2 ERFBMEEER

PS C:\Windows\system32\config\systemprofile\AppData\Local\NICE\dcv> dir

Directory: C:\Windows\system32\config\systemprofile\AppData\Local\NICE\dcv

Mode LastWriteTime Length Name
-a---- 8/4/2022 12:59 PM 1704 dcv.key
-a---- 8/4/2022 12:59 PM 1265 dcv.pem

A

EEEREZERBENEY , BERENEREH TREER .

MR FEEBRERE , AR Windows KERVHTREEEAERBNIRR , BEMAZMREHEERE ,
ERAEHRELENBRERERRELEENTERNIT Windows HEBHER, EREEEESL Windows X
HAB , o ARE B FELR,

VDIsFIEMEARE
MR SEREE Admin Ul {HERAEIREE | SR BALERE .

EFEYEERER  BREEZEIHTERBLVAFER  ISKUEEHEENESR. AXHISHFEE
=M Amazon CloudWatch BEENEE  HEhEsERAERAGNEHEARR—SHHNHEEE
Ao

AT R REENEBERR,
- EFM AMIID EEFTMAEEHE B RES TXE&E,
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SIEMBECSBEEIER , BA AMIREEHNERRFENIE, HTERLELNAFER , flm
/root/bootstrap/logs/ Linux #1T{E#E , At @S LLEEMNEREMN. £ AWS Marketplace
ESH9 AMIs ID ATRESESE I RES S H#HTEE., SAEEHRUERREEIE,

« #€B5T AMI BB Windows ERKEHTEER , TEHTEAEER/ETR.

RIETERR , B Amazon EC2 $ITEERRBIR , EAEERESHEUT —X. NRERRBNER
KEHTEREIL AMI, A&RE AMI GEMEREHER Y EREALREERRE S - EERKT ,
AEEERESRISENNERKEHTEE LT

EEEIENEE  BFELSAREL AMINRRERSEHNTERL , LEEE 5 2B PowerShell
WHRE  RBHT TGS :

C:\ProgramData\Amazon\EC2-Windows\Launch\Scripts\InitializeInstance.psl -Schedule

ARBRREMITER B AMI, ERLERFE AMI REMARBHEE X HE 2 RABIVERR
Ho IR , BTN ERFMERENHATER LHMTHRNG T , YEHRBBHTERUMEEE
BREET/ERE , EELRREREHRN AMI BB —BAERKER , #EHFERHRNEE.

RREN& , VDISEHE ASEERARAE
FTAEMRIEE 1 - ERRREN BKEAREETE POSIX FFAINEAE,

WMRTHIRBGIKIL , EFTEREE R EE :

1. EBE M RES MR %A 2024.01 HEFTARA

2. E58¥8 RES B , 9 BMEnableLdapIDMappingi&EA Trueo

3. E RES # B I EHBIEEN ERERRMAN RES 2024.01 ZRIMMA , HELIIREREA ,
¥ # EnablelLdapIDMappingi&E A False,

FRRSER - MR BRAEPHEAE B &,

1. SSM EREEEET#,

2. cd /home.

3.1s- BIH B HEBASEAESBNE S , HIW adminl, admin2.. %,

4. MEB % sudo rm -r 'dir_name'. FEZMIBR ssm-user A ec2-user B #.

B EHSE 138
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5. MEFRECRS RN env , BREAEN DDB BRI RMERFEHA B (clusteradmin BRHL).

6. B8 AD B - EEEEEE Amazon EC2 sudo /opt/idea/python/3.9.16/bin/
resctl ldap sync-from-ad®#1T,

7. #t RES #f8E L Error AREEEFRE VDI #1TERE. 5% VDI EEKLN 20 s ERNERA
Ready R&E,

FE B = TH A

TE
+ Amazon EC2 #{THEEE AP EEBEREKILE
« vdc-controller #{T{EBE EAEREIRT , KAEEMA AD/eVDI| {HEBRE R API BIERERE KB

« MENEHEERLUIIBEERE  ERTEHBRETNFESR

« cluster-manager Amazon CloudWatch HE# T <user-home-init> R F M EEFEH. EEZEFEH
ERS, (HPIRFRFERAEER)

« BAK Windows RE#ET "EHNIRFEEFER. FaAENEES"
« S\ER/FF AD #BRERY DHCP Z#IE R E
« Firefox #8588 MOZILLA_PKIX_ERROR_REQUIRED_TLS_FEATURE_MISSING

Amazon EC2 H{TEREFXTE AP EEBRREK L

MRERRFEHITERE Amazon EC2 TR AT EFBRACK L | RRAERAEAREMEE , WHUR
RERERENTERER., UATEHEHRENITE,

W8 vdc-controller #{T{EREE Amazon EC2 EE AP TREEKRILIRE | EMRERART ERAOME
EEMHY. RES#HENRZEFER , HAEZIEREE Amazon EC2 #/TEEAY IAM ZEUZEHI
BEK—E 9. MR vdc-controller EE{&IR , B CloudWatch BB HEPHE THEER , FEWEER
MEREBER, FEE , REFEZERTHER

"res:EnvironmentName": "<envname>" # e.g. "res-demo"
"res:ModuleName": "virtual-desktop-controller"

ERKETH 139



#5EEE T2 Studio EREER

}

L EEE8RY Amazon CloudWatch BEssA B SR T :

An error occurred (AccessDeniedException) when calling the GetSecretValue

operation: User: arn:aws:sts::160215750999:assumed-role/<envname>-vdc-gateway-role-us-
east-1/i-043f76a2677f373d0

is not authorized to perform: secretsmanager:GetSecretValue on resource:
arn:aws:secretsmanager:us-east-1:160215750999:secret:Certificate-res-bi-
Certs-5W9SPUXFO8IB-F1sNRv

because no identity-based policy allows the secretsmanager:GetSecretValue action

#E Amazon EC2 #i1TE# ELHER , YRS LREE,

vdc-controller H{TEBIEERIRST , KRAEEMA AD/eVDI B R AP E/EiRER
BB

MR eVDI HHEEHERERERY , IGEREREERTERTHERB,

EEBERT , REN—RECREEFEEEES CloudWatch HiS. ( SHREA WAFEH<env-
name>/cluster-manager, )

A RERY AR

- MRAFBEXNF Insufficient permissions , FBEEREI res HBIFIRMHEA ServiceAccount
FEREERHEER,

AESITHA :

Insufficient permissions to modify computer account:
CN=IDEA-586BD25043,0U=Computers, OU=RES, OU=CORP,DC=corp,DC=res,DC=com:

Q00020E7: AtrErr: DSID-03153943, #1: 0: 000020E7: DSID-03153943, problem 1005
(CONSTRAINT_ATT_TYPE), data 0, Att 90008 (userAccountControl):len 4 >> 432 ms -
request will be retried in 30 seconds

« RAILAfE SecretsManager £ & FH RES SPE R B R M ServiceAccount FRAEERE, &£
Secrets Manager F SR ¥ EHNHE , RRBHEM T, IREAESZBTER , FEIRR
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https://console.aws.amazon.com/cloudwatch/home#logsV2:log-groups
https://console.aws.amazon.com/secretsmanager/listsecrets
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BEUEHMMEE, KIEBANEEEESMN vdc-controller MITIERE, #E1TERMKEARBEM

&

MREEARRHEAONTEFRHEBETINER  FHERBAER "ServiceAccount o HIRTEE
2 RES HifEH#8 DisableADJoin 28R E A False , i5FEE "ServiceAccount" FHEEHFE AD

RN ERYMAFET,

- MRFEANERAEZBLERE , BEAEEXE Invalid credentials , BI&E# A KRS o] EdE

RBEBH,

AESATES)

{'msgtype': 97, 'msgid': 1, 'result': 49, 'desc': 'Invalid credentials', ‘'ctrls': [],

'info': '80090308: LdapErr: DSID-0C090569, comment: AcceptSecurityContext error,
data 532, v4563'}

- BAILUEBFEE Secrets Manager TR AR FREBNWE , BEURTEL env S8 ANE
05, BEUME ( HlW0 <env_name>directoryserviceServiceAccountPassword) , A%KIE

HU AL 3L F

« MRBMBRHRNEBAER , FENREUERMZEFNE, RIEEBHNEEEESMN vde-
controller #{TEER. HTATEBRSEERAEFRNER , WEAREMRE,

- MRBRIFIERE , TJEER SEMR Active Directory P ZIFEBHI, &4 A K EER Active Directory

R R , REFHWE, EA L Directory Service £33 & E 5% Active Directory HEF &

i
1. REEENB& ID

2. BN EME. EREAERR K AREACAEZERR (HlW0 "ServiceAccount ) M HIFIER

RE,
3. MEFMBENFIBHEABNRIETRRE , FFELFER Secret Manager MZRHPEFHZNE (4l

<env_name>directoryserviceServiceAccountPassword,

4. ¥IEBRIVREEE S M vdc-controller MATER. FEATERKEAREMEE,

mMETRERUNRERK , ERFTEHRETHNFESR

WEERREE YRR EAERSE AD HENWEEERE, NRHRLLEE K FREBREETES
Amazon CloudWatch B8R EEEEE "<user-home-init> account not available
yet. waiting for user to be synced, , M¥ETFREREHEHEEE,

ERKETH
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https://console.aws.amazon.com/secretsmanager/listsecrets
https://console.aws.amazon.com/directoryservicev2/identity/home
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cluster-manager Amazon CloudWatch B8R <user-home-init> 1k P = S EE A
FEEFFERERS, (HPIRFRERAEER)

SQS TR E KR A FEERER+ , RATCELIEFEHAERSE. EEHZERASHBEARERER
VEERRMER , SERLERR.

|EIEFAERFNVREEITEER RES KREHFEAPH AD [EFERE. Hlin , £ BI/RES RIFE
A HEAMServiceAccountUsername 28~ 2 EFEMNE , HlanfEH "ServiceAccounts M3E
TAdminJ »

Z A Windows 2HER "#WIRFEER. BaEENEES"

MREAEEEZAHENER , SRR TEMAEREER SSO AWEAR , CEHY RES FRER
AD H{E R,

MREMERFEE AD 5/ , SSO BEAEZE XM

SNER/EF AD #RERY DHCP EIH &

WMRIEEAR RES "The connection has been closed. Transport error" EEZEHTH
Active Directory ¥t £ A P& I Windows E#R R ERE#HER , MW E dev-connection-gateway
Amazon CloudWatch BF#REEELUNTHASR :

Oct 28 00:12:30.626 INFO HTTP:Splicer Connection{id=263}:

Websocket{session_id="96cffabe-cf2e-410f-9eea-6ae8478dc@8a"}: Connection initiated
error: unreachable, server io error Custom { kind: Uncategorized, error: "failed to
lookup address information: Name or service not known" }

Oct 28 00:12:30.626 WARN HTTP:Splicer Connection{id=263}:
Websocket{session_id="96cffabe-cf2e-410f-9eea-6ae8478dc@8a"}: Error in websocket
connection: Server unreachable: Server error: I0 error: failed to lookup address
information: Name or service not known

Oct 28 00:12:30.627 DEBUG HTTP:Splicer Connection{id=263}: ConnectionGuard dropped
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WMRESHH HSH VPC £/ DHCP ZIEM AD #iE2 68 , IFE

1. #& AmazonProvidedDNS #7118 = fM{E #1312 &l 1 1Ps,
2. BB BERES ec2.internal,

LERBRES, WMRRBUAERE , Windows REEAKIRHMERIER | KA RES/DCV 88K

ip-10-0-x-xx.ec2.internal hostname,

Firefox 638 MOZILLA_PKIX_ERROR_REQUIRED_TLS_FEATURE_MISSING

EISEH Firefox Web 2Bz  ELERESIERESER  FJee2a3
MOZILLA_PKIX_ERROR_REQUIRED_TLS FEATURE_MISSING $538sA 2888,

FERE R RES Web @RESE A TLS + Stapling On 5% , {ERE Stapling Validation EIfE ( FFZ2E
https://support.mozilla.org/en-US/questions/1372483 : //,

& O] LMK ER https : //https://really-simple-ssl.com/mozilla_pkix_error_required_tls_feature_missing /R

YIS RIS E LA RES

Env filBR

£}

« res-xxx-cluster G "DELETE_FAILED. & , BEZFBMER , RA "ACENSNELRE
£ $HER

- REBFE

- T# VDI HF

* f£ Linux EC2 #{T{ER T& A

« & Windows EC2 #{TEIB T&H B

« £ WaitCondition §#52K) ECS HES
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https://support.mozilla.org/en-US/questions/1372483
https://really-simple-ssl.com/mozilla_pkix_error_required_tls_feature_missing
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res-xxx-cluster # & EH "DELETE_FAILED, #R&E , BEZFEMKR A TAaE
)&jz /Z-EB%'EEJ %H'

MRLESEZEF "res-xxx-cluster” HBEEHN "DELETE_FAILED" A& , BEEFEIMER , BRIUBT TSI
bF%iﬁﬂqEﬂﬂwﬁo

MREERMHBEN "DELETE_FAILED, REE , BAERFHEEMER, cuseEl —EYES
¥R, FESRMIBRIMEE , SZEUMIBR

AR , EMEEMBRATA L ERYHEDR DU RERNFASRENEZRENER, TEBERT ,
AENAAERMA "ERENER. ,%élgﬂﬂﬂﬂﬂﬁﬁo

BAe e ERE L VEEER Role: arn:aws:iam::... is Invalid or cannot be assumed

EXTHBEBFTENACSELR 2 HEMNE. EERANEE  FERACHER. W& IAM X
ph, YEANTHRNSHRY REREBHAS TR

- SHEEENERER | ERAWS R,
- $HEEHAZEM , £ TUse cases for other AWS servicesi®iE CloudFormation,

ENT—%, FHESEAAE 'AWSCloudFormationFullAccess' Ml 'AdministratorAccess' 5
A, BWHNREEEEEREZXN TR

R1#IR[E CloudFormation EiZ= AW MIERMHEE, BREEZIAUEERYACEZEERKR. &, siE
IAM E AL MERIEEINEE,

FERBIELIEREALY Linux EC2 #14T{E 8,

SR BRI LIS RE AR Windows EC2 #1T{EEE, AEBIE Windows PowerShell LA# {T{E A dp
AL

T o
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https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/connect-with-systems-manager-session-manager.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/connecting_to_windows_instance.html
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WEERREEM A

1. Cluster-manager : £ FHUEMSHREEEESN A , WKHEZIRE,
a. kB CloudWatch A& #E WWFTHE BiE<env-name>/cluster-manager,

b. <env-name>-cluster-manager EC2 #1T{El#8 £ /root/bootstrap/logsH# THFE
Hit. EEAEMER "R EC2 XEAEZ A EC2 HTHEE. EFEE WIETR , UBEALHNHITHE
B,

2. Vdc-controller : & F5I{Z EH48 vdc-controller WA , WS HEETER,
a. 88 CloudWatch BE#E E’JﬁﬁﬁElEFE\<env-name>/vdc-controllero

b. <env-name>-vdc-controller EC2 #1T{E#8 L /root/bootstrap/logsB & T~HFTE H
5. BREASHHEEN "R EC2 TEAE A EC2 HTEE ., EEE WIET , UBEALHHITE
.

F?Hﬂ BN EP—EREREMR #€ Linux EC2 HITERE TH AR —HHHETR. RESEERY
TEERERE.

W £ VDI B
kB ¥ FERY Amazon EC2 #1T{EEE
MBFEAELLT/EREREZRE KB VDIVDI1 , Amazon EC2 A FHNHTHEEYBELBIES

<env-name>-VDIl-<user name>,

W EE Linux VDI B

BEAEBE "% Amazon EC2 =A% A EC2 #Hi/TEE ., EEZE WIETR , # Amazon
EC2 XA E AL FER Amazon EC2 #11T{EE. HWYS VDI Amazon EC2 #1T{E#8 £ /root/
bootstrap/logs#l /var/log/dcv/E & THIFTHE B,

MEERNER-—ELEREER LEE 3, ARRBRETHBF. Al , BAILKRTIIZER
R—EEHEERAERR , AR LEEM .

1. BB THLSE , £ /Troot/bootstrap/logs B #& TER dov HES

sudo su -

cd /root/bootstrap

mkdir -p logs/dcv_logs

cp -r /var/log/dcv/* logs/dcv_logs/

2. RE BB T—EHIENPSERTE VDI B , TEHAR.
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I 8& Windows VDI B &

BEAGRE "% Amazon EC2 X2 A& A EC2 #i1TEE, ERLZE WiER , % Amazon EC2
FHEABAHERN Amazon EC2 #1TMEEE, £ VDI EC2 #H1TEEM $env:SystemDrive\Users
\Administrator\RES\Bootstrap\Log\ B & T~EUSFTE B,

MEERNER-ELGEZREEM LES S3, ARKBETHEM. EEEHRM , FHRET—H5
HE S RHEST - T VDI B,

T# VDI B#%

1. E# VDI EC2 #{TEE IAM &€& L5 S3 7HL,
2. HIff EC2 2 A& , RZBIUEH VDI B1TEE,

3. ENHIEFERANIAM AR,
4

FERTEEF A TR XA RVFF I BERERS |, REUEEBUR , RRIERE AmazonS3FullAccess
Fo

LR85 AT LUBE LR
6. &, BRIFEH VDI BE  KBTHIRTHAR. FHEEBERIATERERE,

o

a. & Linux EC2 #1718 T2 B 5 @AM Linux.
b. #% Windows EC2 #1718 & H 5 EAM Windows &Y .
7. B#  FEEAEUBKANazonS3FullAccessBiE,

(® Note
FiE VDIs #EAHERE IAM &€ , <env-name>-vdc-host-role-<region>

& Linux EC2 BT ERETHR A
BALBERPTHAZNEC2 #HTEE  YHT TGS , SFAEBRLEE 3 #FITE

sudo su -
ENV_NAME=<environment_name>
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REGION=<region>
ACCOUNT=<aws_account_number>
MODULE=<module_name>

cd /root/bootstrap

tar -czvf ${MODULE}_logs.tar.gz logs/ --overwrite

aws s3 cp ${MODULE}_logs.tar.gz s3://${ENV_NAME}-cluster-${REGION}-${ACCOUNT}/
${MODULE}_logs.tar.gz

2% BRI S3 EirA  BENEEA WREEE | <environment_name>-cluster-<region>-
<aws_account_number>fA® TH %8 L& <module_name>_logs.tar.gzME=R,

#& Windows EC2 #1T{Ef T & H 5%
EALERDTHBEFW EC2 HT(EE , XHTTHHS , AMEBEFLEE S3 iz .

$ENV_NAME="<environment_name>"
$REGION="<region>"
$ACCOUNT="<aws_account_number>"
$MODULE="<module_name>"

$logDirPath = Join-Path -Path $env:SystemDrive -ChildPath "Users\Administrator\RES
\Bootstrap\Log"

$zipFilePath = Join-Path -Path $env:TEMP -ChildPath "logs.zip"

Remove-Item $zipFilePath

Compress-Archive -Path $logDirPath -DestinationPath $zipFilePath

$bucketName = "${ENV_NAME}-cluster-${REGION}-${ACCOUNT}"

$keyName = "${MODULE}_logs.zip"

Write-S30bject -BucketName $bucketName -Key $keyName -File $zipFilePath

2%, BRI S3 XA, BNEEA NMEFITE |, <environment_name>-cluster-<region>-
<aws_account_number>fA% T & L H LB <module_name>_logs.zipHER,

IR &€ WaitCondition #5528 ECS B

1. HIEMENHE  RAREEFERRLIER.
2. REBEE > ResearchAndEngineeringStudio - Z# &3 - F3 - CreateTaskDef -
CreateContainer —» LogGroup , A#ZEE A 558 AR CloudWatch A&,
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3. et BFSEHEP IS B,

AR

ES |
- RESSTRBENS T BREFBREBRE RERREAGR

RESTR{EENE T BEBRERETHRERAGR
il

MRBEABRAVERESSIRHEN S I RBEFRFGWE "EEHNER) | FHRBTESIBH,
ERRREZESU BoB2 ANEAENEE , IA=REH Active Directory BRIEIRF

=R

1. B SR EHEEPERMEHEMREIRSZE,
2. 7t Secrets Manager FEFREIIRFZH , UFS BT LEWANTEES

- EAR Keycloak #t& : PasswordSecret-...-RESExternal-...-DirectoryService-... & ELiER
Microsoft Active Directory B %15

« for RES : res-ServiceAccountPassword-... with Description : Active Directory Service 1§ F &
1]

3. HIfEEC2 FEAWKRILBEEESHITMER, Auto Scaling RAIEHBBRFTHITERNITE,

& XEE

« 2024.x BHREEE
.+ (2024.06) B AD #EEBOTSZHE , EARBAK
* (2024.04-2024.04.02) {REH IAM BRI R BRAKEES VDI BiiTEEBHNAE

REIRIR 148


https://console.aws.amazon.com/directoryservicev2
https://console.aws.amazon.com/secretsmanager
https://console.aws.amazon.com/ec2
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(2024.04.02 RERHIRA ) ap-southeast-2 ( E5L) F# Windows NVIDIA $iTBEE SRS
(2024.04 %1 2024.04.01) GovCloud F# RES ik 5% B
(
(

2024.04 - 2024.04.02) EF KB | Linux EESE A TS, R
2024.04.02 RERMA ) #EXEH SAMAccountName BHE S ABEFZRHIEHFTH AD FH

| ke

(2024.04.02 R ERRA ) AREREEFHNLETREN
(2024.06 RERMRZA ) AD EFHEARESE RES WEHERKE
(2024.06 R EF/RA ) CVE-2024-6387. RegreSSHion, RHEL9 #1 Ubuntu VDIsH K Z£RE

2024 .x EHIERE

(2024.06) E AD FHEEZBOS=KE , EARBARK
Eif:E]
MR AD BEZBEHPALEZH , RES 2024.06 E X ERH L RTRAR R,

£ AD RIS HIE , #EEEE CloudWatch Bi# ( fE<environment-name>/cluster-manager H
HEAET ) BEETHER

[apply-snapshot] authz.role-assignments/<Group name with
spaces>:group#<projectID>:project FAILED_APPLY because: [INVALID_PARAMS] Actor key
doesn't match the regex pattern ~[a-zA-Z0-9_.][a-zA-Z0-9_.-1{1,20%}:(user]|group)$

RES B4MEREESHA THERNBAETE -
. EREARNENAEASCI TR, BF. BIFH (). 9% () AES ()
. RARIFE () MAE—BFR

. HEFRTREEHK.

S HBHIRA

2024.06

=R
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1. BETHEHEINIESBNEHERNER (patch.py M groupname_regex.patch) , FEHIT T 568
T, <output-directory># BIRALEKREERMWB % , A#§ <environment-name>E{
A RESIRENEZTR :

a. LSRN EERAR RES 2024.06
b. EHEXNIESEEE AWS CLI v2, Python 3.9.16 REHMRAS , LAK Boto3,

c. AEE RES WIRFFMEEFEE AWS CLI , WEREEEEA RES B 2 R FITEA S3FF
1S

OUTPUT_DIRECTORY=<output-directory>
ENVIRONMENT_NAME=<environment-name>

mkdir -p ${OUTPUT_DIRECTORY}

curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/
releases/2024.06/patch_scripts/patch.py --output ${OUTPUT_DIRECTORY}/patch.py
curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/
releases/2024.06/patch_scripts/patches/groupname_regex.patch --output
${OUTPUT_DIRECTORY}/groupname_regex.patch

2. BEFTHEMEXAESHISHEAERNE K, JTTIEHEXNDT !

python3 patch.py --environment-name ${ENVIRONMENT_NAME} --res-version 2024.06 --
module cluster-manager --patch ${OUTPUT_DIRECTORY}/groupname_regex.patch

3. EEEWREEIREM Cluster Manager B1TEIEE , AT F AT : BHEA K Amazon EC2
EEFEAKRILEHITERE.

INSTANCE_ID=$(aws ec2 describe-instances \
--filters \
Name=tag:Name,Values=${ENVIRONMENT_NAME}-cluster-manager \
Name=tag:res:EnvironmentName,Values=${ENVIRONMENT_NAME}\
--query "Reservations[@].Instances[0].InstanceId" \
--output text)

aws ec2 terminate-instances --instance-ids ${INSTANCE_ID}
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https://research-engineering-studio-us-east-1.s3.amazonaws.com/releases/2024.04.02/patch_scripts/patch.py
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® Note

EMREA L AD BHESBIERNNE ASCI 28, BF, BRITH (). I (). KL () M@
REMR 13 30 ZBHIZ

(2024.04-2024.04.02) {R£HY IAM FFA] SRERREH S VDI TREEHNAE
FiEE

ERSHTERBEREREREERNFITRRHERE, iE2 IAMPermissionBoundary S8 E&MEF T
RRERIERPBEREREBRAERNER,

2024.04 - 2024.04.02
R
AR TSR, AFF VDIs EREEERIGERNFTIRR

1. BETHBHEERIIESHNEHEENESR (patch.py M
vdi_host_role_permission_boundary.patch) , 58#1T F 5@ % , <output-directory># B A

REREERNVAKE X

a. BHRENEERR RES 2024.04.02, MREFERAMNRE 2024.04 5 2024.04.01 ki , LA LAHR
BOB X HE S BET R ERAER |, REEHRA 2024.04.02,

b. RN HBEEE AWS CLI v2, Python 3.9.16 EFIRAS , LAK% Boto3,

c. BEE AWS RES WIEFHEMEE CLI , YRELEEHA RES RY 2 REFEHHRN S3 3
T,

OUTPUT_DIRECTORY=<output-directory>

curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/
releases/2024.04.02/patch_scripts/patch.py --output ${OUTPUT_DIRECTORY}/patch.py
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https://research-engineering-studio-us-east-1.s3.amazonaws.com/releases/2024.04.02/patch_scripts/patch.py
https://research-engineering-studio-us-east-1.s3.amazonaws.com/releases/2024.04.02/patch_scripts/patches/vdi_host_role_permission_boundary.patch
https://research-engineering-studio-us-east-1.s3.amazonaws.com/releases/2024.04.02/patch_scripts/patches/vdi_host_role_permission_boundary.patch
https://docs.aws.amazon.com/cli/latest/userguide/getting-started-install.html
https://aws.amazon.com/sdk-for-python/
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curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/
releases/2024.04.02/patch_scripts/patches/vdi_host_role_permission_boundary.patch
--output ${OUTPUT_DIRECTORY3}/vdi_host_role_permission_boundary.patch

2. BEFTTHEFAEESBANSHEEAERNEE, HITTIEHERNSTT , <environment-
name>#§ R ALK RES IRIEEH :

python3 patch.py --environment-name <environment-name> --res-version 2024.04.02 --
module cluster-manager --patch vdi_host_role_permission_boundary.patch

3. HITHHH L RES BiE<environment-name>MEZBEUX |, LEHKRBETRIEDRM cluster-
manager #1T{EE, BT LA Amazon EC2 BB X AR IEHITEE,

ENVIRONMENT_NAME=<environment-name>

INSTANCE_ID=$(aws ec2 describe-instances \
--filters \
Name=tag:Name,Values=${ENVIRONMENT_NAME}-cluster-manager \
Name=tag:res:EnvironmentName,Values=${ENVIRONMENT_NAME}\
--query "Reservations[@].Instances[@].InstanceId" \
--output text)

aws ec?2 terminate-instances --instance-ids ${INSTANCE_ID}

(2024.04.02 R EFMRAS ) ap-southeast-2 ( EFL ) FH Windows NVIDIA #4171 88 &
ERE

il

Amazon Machine Image AMIs) FAATE 4 EALREMN RES RREEH R E VDIs). =@ AMI HFEEEE
B ID, £ RES HEREATE ap-southeast-2 ( E3 ) FE(E Windows Nvidia #1TE & AMI
ID BB IEf&,

EEHTERAREami-0e19018939a996cafhy AMI-ID $5E511 517 ap-southeast-2 ( FF )
F, ami-027cf6e71le2estb2f4 FEZ A AMI ID,

EXEATER ami-0e190f8939a996caf AMI BB #ITIERE: , FAESWRI T IR,
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An error occured (InvalidAMIID.NotFound) when calling the RunInstances operation: The
image id ‘[ami-0e190f8939a996caf]’ does not exist

ERBERNIR , SEAEHIERESR

. £ ap-southeast-2 &g Zf& RES,
« £/ Windows-NVIDIA TR EXEE# & (AMI ID ami-0e190f8939a996caf) RAEN I 1T EEE,

ZRERRA

FFE RES 2024.04.02 IR E R IR A E 25
=%

RES 2024.01.01 AR B I3 T 5B MR -

« £/ T3IEREZMH VKR
« AMIID : ami-027cf6e7le2e442f4
- EERH : Windows
- GPU &i&7 : NVIDIA
&/ME #EFBE K/ (GB) : 30
&/ME RAM (GB) : 4
- L ERBE HE B R(E) Windows-NVIDIA #1718

(2024.04 F1 2024.04.01) GovCloud H#Y RES il Bk % B&
FiRE

£ RES MIBR TEFREHA , UnprotectCognitoUserPoollLambda €% A& iGMIBREY Cognito fiE
AEERENMBRRE, Lambda #1TH BB InstallerStateMachine,

AR EZEF GovCloud AWS [E1F 2 BRI TEER CLI lRAZE , Lambda M update_user_pool Y
27£ GovCloud [EiF %k B,

E MR GovCloud B HH RES I , EFEWEIT SR
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Parameter validation failed: Unknown parameter in input: \'"DeletionProtection

\", must be one of: UserPoolld, Policies, LambdaConfig, AutoVerifiedAttributes,
SmsVerificationMessage, EmailVerificationMessage, EmailVerificationSubject,
VerificationMessageTemplate, SmsAuthenticationMessage, MfaConfiguration,
DeviceConfiguration, EmailConfiguration, SmsConfiguration, UserPoolTags,
AdminCreateUserConfig, UserPoolAddOns, AccountRecoverySetting

ERGERNDR

« 1£ GovCloud [EiF+ 228 RES
- Mk RES # &

ZEENRA

RES 2024.04 kix# 2024.04.01

=

RES 2024.04 2RI TSR HETE

« BB UnprotectCognitoUserPool Lambda
- WHB1EH : <env-name>-InstallerTasksUnprotectCognitoUserPool-...
« BITRERRE -> Wi -> BIMITRE Python 3.11 -> /&,
- BARK CloudFormation.
- MIBx RES M -> REFELERZENER UNCHECKED -> MR,

(2024.04 - 2024.04.02) EFEEF |, Linux EREEAREFE "H#EL ARRE
5]
EFBNHREIL A EHAENE | Linux ERSETASFE TREL HRE,

EFEHITEREE , AWS Systems Manager T2 HTEMEH S REILFHH DCV TR
Et , M A vdc-controller CloudWatch BiEEHRERA T3 HEEAE ( £ <environment-name>/vdc/
controller CloudWatch BEEEET )

Handling message of type DCV_HOST_REBOOT_COMPLETE_EVENT
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ZREENRA

2024.04 - 2024.04.02
=
FEREFE "HE AENERSE

1. € EC2 £#25 SSH EAREHITHEE.
2. EHTEBLEHTTIGS

sudo su -

/bin/bash /root/bootstrap/latest/virtual-desktop-host-linux/
configure_post_reboot.sh

sudo reboot

3. FHHITERENKI.

FEMLFNERSEHNTIARNEE

1. BETHEBEENESHENEBHERENER (patch.py M vdi_stuck_in_resuming_status.patch) , &
BT TS , <output-directory>i§ BMVALERNEERWE &

1l
il

® Note

- EHENEERAR RES 2024.04.02,
- BHEXEREEE AWS CLI v2, Python 3.9.16 SHEHThRZS , SAK Boto3,

- AEBE AWS RES MIEEFMEFHELE CLI , YRREEEBE A RES B2 FFITEN
83 Eq:—.l-o

OUTPUT_DIRECTORY=<output-directory>

curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/
releases/2024.04.02/patch_scripts/patch.py --output ${OUTPUT_DIRECTORY}/patch.py

curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/
releases/2024.04.02/patch_scripts/patches/vdi_stuck_in_resuming_status.patch --
output ${OUTPUT_DIRECTORY3}/vdi_stuck_in_resuming_status.patch
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https://research-engineering-studio-us-east-1.s3.amazonaws.com/releases/2024.04.02/patch_scripts/patch.py
https://research-engineering-studio-us-east-1.s3.amazonaws.com/releases/2024.04.02/patch_scripts/patches/vdi_stuck_in_resuming_status.patch
https://docs.aws.amazon.com/cli/latest/userguide/getting-started-install.html
https://aws.amazon.com/sdk-for-python/
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2. BEEFTHEXAFEEANBESHBNSERERNESZ. T TIHIBHERSTT , <environment-
name>i§ R AEH RES IRIFEEHW , LA <aws-region>BRAZPE RES WIEH, :

python3 patch.py --environment-name <environment-name> --res-version 2024.04.02
--module virtual-desktop-controller --patch vdi_stuck_in_resuming_status.patch --
region <aws-region>

3. EEFHRIMEIIREMN VDC B HIZSETERE , FHTTHHES , <environment-name>#§ HUX
BIEM RESRIEEHE :

ENVIRONMENT_NAME=<environment-name>

INSTANCE_ID=$(aws ec2 describe-instances \
--filters \
Name=tag:Name,Values=${ENVIRONMENT_NAME}-vdc-controller \
Name=tag:res:EnvironmentName,Values=${ENVIRONMENT_NAME}\
--query "Reservations[@].Instances[@].InstanceId" \
--output text)

aws ec?2 terminate-instances --instance-ids ${INSTANCE_ID}

(2024.04.02 REERA ) #ERFLH SAMAccountName BB EXREFBFIFHKRF T
#Y AD £ &

Ll

£ SSO EELM/NE (MfE AD RIZFBE ) 2% , RES E\ERS AD £AE. BEEEES
CloudWatch B ( fE<environment-name>/cluster-manager Bi&#T ) £ AD L HES
TR -

Error: [INVALID_PARAMS] Invalid params: user.username must match regex: ~A(?=.{3,20}%)
DAL 1{2) [a-20-9. _1+(?<![_.1)$

RES EAMEEREEZIHTESTHERMN SAMAccount FHERRE :

- EREEE/NE ASCI ZR, BF. G (). K& ().
« PAFEAIHRNERMAE —BRRE—EF T,
- ENRREEMEERNVARBER (HW ... . . )

/
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ZREENRA

2024.04.02 RE R
=g

1. ZBETHEBEIESEBENSHERNER (patch.py M samaccountname_regex.patch) , FH#IT
T 58 , <output-directory>#§ R ALEXRBERMNE & :

(@ Note

- @R EERAR RES 2024.04.02,
- EHRENIESHBEE AWS CLIv2, Python 3.9.16 REFHARA , BAK% Boto3,

. BEPE RES WIREMEERE AWS CLI , IR EEEE A RES B 2 HFHTEN
S3 .

OUTPUT_DIRECTORY=<output-directory>

curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/
releases/2024.04.02/patch_scripts/patch.py --output ${OUTPUT_DIRECTORY}/patch.py

curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/
releases/2024.04.02/patch_scripts/patches/samaccountname_regex.patch --output
${OUTPUT_DIRECTORY}/samaccountname_regex.patch

2. BEEFTHEAEIESBANSHEEAERNBE K, ST TIEHERXNDT , <environment-
name>i§ R A& RES IRIER T

python3 patch.py --environment-name <environment-name> --res-version 2024.04.02 --
module cluster-manager --patch samaccountname_regex.patch

3. FBEEWRBIHEIIREM Cluster Manager #1T{E5 , BT 5@ H , <environment-name>#§
AR AR RES REZR, B LAfE Amazon EC2 BB XA K IEHTEE.

ENVIRONMENT_NAME=<environment-name>

INSTANCE_ID=$(aws ec2 describe-instances \
--filters \
Name=tag:Name,Values=${ENVIRONMENT_NAME}-cluster-manager \
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https://research-engineering-studio-us-east-1.s3.amazonaws.com/releases/2024.04.02/patch_scripts/patch.py
https://research-engineering-studio-us-east-1.s3.amazonaws.com/releases/2024.04.02/patch_scripts/patches/samaccountname_regex.patch
https://docs.aws.amazon.com/cli/latest/userguide/getting-started-install.html
https://aws.amazon.com/sdk-for-python/
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Name=tag:res:EnvironmentName,Values=${ENVIRONMENT_NAME}\
--query "Reservations[@].Instances[@].InstanceId" \
--output text)

aws ec2 terminate-instances --instance-ids ${INSTANCE_ID}

(2024.04.02 REEMRE® ) ARTFRES2THNIE E|/EN
]

EffAENR RES Web ARRBUE THLAERUTNEEIHE  SRRATER - ZITTHR/ET,
EEEEREN. EEAEERACATENERENEEIHE  FIRTITHIHER

Load key '"<downloaded-ssh-key-path>": error in libcrypto
<user-name>@<bastion-host-public-ip>: Permission denied (publickey,gssapi-keyex,gssapi-

with-mic)
ZHEN R
2024.04.02 R E R4
B
KMEBEMEA Chrome THREH , RARBBRTINE,
RE , TEBE REEMHT----- BEGIN PRIVATE KEY----- , REBE BIHBMFITRENE
RILEBER----- END PRIVATE KEY----- o

(2024.06 RE R/ ) AD BAFHIE KRR E RES WEHHEKE
FHERHIR
IR GroupOU EE UserOU @ , BHEKNEAS B L ERRFESP ZE RES,

RES £ ER %t AD BHHRL FHEREI ldapsearch BHEEM. B BT EHBEH4 T EREME
F UserOU 2% , A= GroupOU B8, RRRESELIEETMAFEAE. MITARSRLEE
UsersOU # GroupOU R EIMHTEE+,

ZRENRAE

2024.x BHRERE 158



#5EEE T2 Studio EREER

HREEEEMA RES 2024.06 M= E A

=g
AR R T 5l D ER R AR R R

1. ZEETH patch.py 58 group_member_sync_bug_fix.patch &% , BHT T~
¥, <output-directory># BKALETHERNABB 8% , YAF <res_version>EBXAE
ZLEEHH RES IR

® Note

- EHEIXESHEZE AWS CLIv2, Python 3.9.16 REFMARA , BAK Boto3,

. AIE RES WIRFMEEEE AWS CLI , WHREREESEA RES B 2R EFHEN
83 EtF—.I-o

o SR EXE RES 2024.04.02 1 2024.06 k., fMREFEANZ 2024.04 =
2024.04.01 , S&ALLETE AL BIXZEMRAER , THIREEHNA 2024.04.02 ,
REBEREMHREN,

« RES hx7< : RES 2024.04.02

BaERN TEER : 2024.04.02_group_member_sync_bug_fix.patch
* RES IRA : RES 2024.06

BHER TEHER : 2024.06_group_member_sync_bug_fix.patch

OUTPUT_DIRECTORY=<output-directory>
RES_VERSION=<res_version>
mkdir -p ${OUTPUT_DIRECTORY}

curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/releases/
${RES_VERSION}/patch_scripts/patch.py --output ${OUTPUT_DIRECTORY}/patch.py

curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/releases/
${RES_VERSION}/patch_scripts/patches/${RES_VERSION}_group_member_sync_bug_fix.patch
--output ${OUTPUT_DIRECTORY}/${RES_VERSION}_group_member_sync_bug_fix.patch

2. BEEFTHEAHAEIESBANSHEEANERNEE, HITTIEHERXNSTS , <environment-
name>#% R B RES IRIERHE
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https://docs.aws.amazon.com/cli/latest/userguide/getting-started-install.html
https://aws.amazon.com/sdk-for-python/
https://research-engineering-studio-us-east-1.s3.amazonaws.com/releases/2024.04.02/patch_scripts/patches/2024.04.02_group_member_sync_bug_fix.patch
https://research-engineering-studio-us-east-1.s3.amazonaws.com/releases/2024.06/patch_scripts/patches/2024.06_group_member_sync_bug_fix.patch
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cd ${OUTPUT_DIRECTORY}
ENVIRONMENT_NAME=<environment-name>

python3 patch.py --environment-name ${ENVIRONMENT_NAME} --res-
version ${RES_VERSION} --module cluster-manager --patch $PwWD/
${RES_VERSION}_group_member_sync_bug_fix.patch

3. FEENMMBLRENEEEESHTHERE , FHT TGS :

INSTANCE_ID=$(aws ec2 describe-instances \
--filters \
Name=tag:Name,Values=${ENVIRONMENT_NAME}-cluster-manager \
Name=tag:res:EnvironmentName,Values=${ENVIRONMENT_NAME}\
--query "Reservations[@].Instances[@].InstanceId" \
--output text)

aws ec2 terminate-instances --instance-ids ${INSTANCE_ID}

(2024.06 REBIRA ) CVE-2024-6387. RegreSSHion. RHEL9 #1 Ubuntu VDIsH &
ZER
ECE P

OpenSSH fAlfR2SH E & BI#E A regreSSHion #Y CVE-2024-6387, LR A EARBNRHEREEE
HEZRRSE LHTESERNE , AF A OpenSSH #ITREBANRKERBZERL,

A RES , EEHESEBREETMEAN SSHEAERSH K MEEXTHUIZILREFE, TiB ,
RMEFTE RES A F A RHELY A Ubuntu2024 VDIs ( B S EERRE ) REMNTER AMI
(Amazon Machine Image) A2 X+ REFER OpenSSH R,

ERTEAEN RHELY 1 Ubuntu2024 VDIs AT BAFIA , BEREBEZEFNEE T,
MEMBENFHMED , FSELE,

SHENRAK

WRIES EAHE RES 2024.06 RS E 2R,

B
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https://nvd.nist.gov/vuln/detail/CVE-2024-6387
https://vulcan.io/blog/cve-2024-6387-how-to-fix-regresshion-vulnerability/
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RHEL9 #1 Ubuntu #E & ¥t OpenSSH 1T HREN , MBERLMRE. ZUlFEATEEENE
HEBEERIUELEH,

MREAHBAR RHELY 5 Ubuntu VDIs , B 8B T PATCH EXISTING VDIsSRE. &EB#HK
W9 VDIs , BEZBE PATCH FUTURE VDIsiE R, ELIETRAMNAHITIESE , EEH VDIs £
ERTEEWF.

E#EEH VDIs
1. BT THGSRIEFBFIEEEAER Ubuntu $1 RHELS VDIs :

a. BHEEXAESHHEE AWSCLIV2,

b. AT RES WIRFMEFHELE AWS CLI , IEREEFEHEX AWS Systems Manager Run
Command #J Systems Manager & 7o

aws ssm send-command \

--document-name "AWS-RunRemoteScript" \

--targets "Key=tag:res:NodeType,Values=virtual-desktop-dcv-host" \

--parameters '{"sourceType":["S3"], "sourceInfo":["{\"path\":\"https://
research-engineering-studio-us-east-1.s3.amazonaws.com/releases/2024.06/
patch_scripts/scripts/patch_openssh.sh\"}"], "commandLine":["bash
patch_openssh.sh"]}'

2. BAULERTHTEELLRBETHRETHIHAIT. BT TELRHRIEER , BRNEHNG
T ID, AHEFZFr B H1TERR IDs#EA SUCCESS FA LK.

PATCH k3 VDlIs

1. ZETHEBHERNESBNEHERER (https : //patch.py M update_openssh.patch) , FEH
TT3aT , <output-directory># BMXALETHERNWBE & , W% <environment-
name>Ef{ A RES IRIEBEMN BT :

(® Note

- &R EEAR RES 2024.06,
- EHRERNIESHBEE AWS CLI v2, Python 3.9.16 REHARA , LA Boto3,

- BEPE AWS RES WIREMEEREELEN CLI B | WEREHAEA RES B 2 f#
178728/ S3 55 W,
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https://docs.aws.amazon.com/cli/latest/userguide/getting-started-install.html
https://console.aws.amazon.com/systems-manager/run-command
https://research-engineering-studio-us-east-1.s3.amazonaws.com/releases/2024.06/patch_scripts/patch.py
https://research-engineering-studio-us-east-1.s3.amazonaws.com/releases/2024.06/patch_scripts/patches/update_openssh.patch
https://docs.aws.amazon.com/cli/latest/userguide/getting-started-install.html
https://aws.amazon.com/sdk-for-python/
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OUTPUT_DIRECTORY=<output-directory>
ENVIRONMENT_NAME=<environment-name>

curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/
releases/2024.06/patch_scripts/patch.py --output ${OUTPUT_DIRECTORY}/patch.py

curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/
releases/2024.06/patch_scripts/patches/update_openssh.patch --output
${OUTPUT_DIRECTORY}/update_openssh.patch

2. BITTIEMERGT

python3 ${OUTPUT_DIRECTORY}/patch.py --environment-name ${ENVIRONMENT_NAME} --res-
version 2024.06 --module virtual-desktop-controller --patch ${OUTPUT_DIRECTORY}/
update_openssh.patch

3. FATIGTEHRMEBEIRRN VDC 2HI32HITER

INSTANCE_ID=$(aws ec2 describe-instances \
--filters \
Name=tag:Name,Values=${ENVIRONMENT_NAME}-vdc-controller \
Name=tag:res:EnvironmentName,Values=${ENVIRONMENT_NAME}\
--query "Reservations[@].Instances[@].InstanceId" \
--output text)

aws ec2 terminate-instances --instance-ids ${INSTANCE_ID}

/A Important

HE RES 2024.06 R EFRAS T EE@B AR VDIs, EEE RESIREFRFEHER
2024.06 YR AMEFEARREY VDIs |, FEEMERA T H3E RS RES IREAMRE 2024.06 : EE[RA
E#.
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18 Amazon EC2 #{TERREFEM MR MR E RS (HKinkRE ) BE , UHEBZ A, LEAT
HEIEAEEEMBIELRE, B LIER AWS Systems Manager Session Manager , JER[# £
28 RDP EXEE RDP #EMNE R THBE Amazon EC2 #{TEE, MREBH/NNEIRSERHE
¥ , B[ Microsoft = Microsoft IREREFBERKRREFEHAE CALs, EFEENHUBRIFNEIRR
HEFEAE CALs EERBTEMED , YTHAAWS &R (£A ) HAFRE, NEEBEREHR
BAZIRETHEIZNER TIRNESRENET , F2HE -%EFEJK%E’JZIKE”O

EFAEEABEAXHAINEFALETECHEILFTE, AXH . (a) EHBE | b) K&K AWS BRIWE
MERNER , JHEEKEE BRI TEH. #(c) TEH AWS &EM‘IE’A%E&&@%%&@R
&, M licensors. AWS products SIRIE =L TR, #H | TMEMRRE , XRTZE, IEM
HRWHRYE , ERPATRERRTR. HEEFS AWS WEEMNEEHEH AWS HEEs, AXHETFBR
R EEHR AWS EEEF 2 BNEMHER.

M I Studio AWS ZRIE Apache BB E £ =14 Apache License 2.0 fRIFFEITIR
R,
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https://aws.amazon.com/solutions/implementations/rd-gateway/
https://docs.aws.amazon.com/systems-manager/latest/userguide/session-manager.html
https://aws.amazon.com/windows/faq/#need-lm
https://www.apache.org/licenses/LICENSE-2.0
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WMEFMENR , 558208 GitHub #EFEFH CHANGELOG.md =X,
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2024 £ 8 A « BITHRAS 2024.08 —

- ¥18#% Amazon S3 REFEFEHEE Linux
Virtual Desktop Infrastructure (VDI) #117{&
B E, 520 Amazon S3 EZETE,

- MEHETERFINXE  E2—EiHRE
BEAER  AFBITREAGNMEEET
Ae., F2H FAURER.

- EAEER . CRFE SEERER.

2024 £6 A « 2024.06 lx — Ubuntu X, BEREFEF
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- EREER O BYREIRE

2024 F 4 A 2024.04 ik — RES R4 AMIsTIE REAE & 74

2024 £ 3 A Hih BB EE, CloudWatch Logs fRE. fi#
BREFIXERA
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