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https://aws.amazon.com/lambda/
https://aws.amazon.com/cloudwatch/
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https://aws.amazon.com/route53/
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https://aws.amazon.com/fargate/
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https://aws.amazon.com/fsx/netapp-ontap/
https://aws.amazon.com/certificate-manager/
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W32 EE T2 Studio EREER

BIUREIRE

BB AH RS EBREA Research and Engineering Studio AWS, It REIEEAWS REIRIEH B
g7 L £/ Research and Engineering Studio , SBBEE RSB ENFLEEIRKE. ©FEHA Keycloak
Al AR 2T HE T SSO,

AR HEHBRCR  LLAXTERIZESBETIET £ REFREERE , FEEA

By — 8§\ R R

It AWS CloudFormation 8 &% 37 Research and Engineering Studio FTEEHI A T

EREER : ~00 45
TORIFRAF

e

« AWSIRF EREEEREREY
« B3 Amazon EC2 SSH £ ¥
- EINRKEEEE

AWSIRF FREBEFRER
BABEEER AWS IRF B EEBFERAEN

1. BB https://portal.aws.amazon.com/billing/signup.
2. REERLETRET
SAMEFN—Bo IFEEREEFIANFALS , LESFHRE g ARFS.

E8EEM BF AWSIRFE , AWSIRFREAEESRN . REAEFEFEIRFFHRE AWS Bk
¥ ANER, FARLREEY K FHEEFIERENGERE  YEEERAREAERUTEE
BEAEFIEES.

#3 Amazon EC2 SSH £ ig¥

WMRIERE Amazon EC2 SSH £88% | AIEEEY —ELBY ., MEFMEA , 5528 (Amazon
EC2 ERAEEE) 9K EH Amazon EC2 By £88% ., Amazon EC2



https://github.com/aws-samples/aws-hpc-recipes/blob/main/recipes/res/res_demo_env/assets/res-demo-stack.yaml
https://github.com/aws-samples/aws-hpc-recipes/blob/main/recipes/res/res_demo_env/assets/res-demo-stack.yaml
https://portal.aws.amazon.com/billing/signup
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/create-key-pairs.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/create-key-pairs.html
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https://docs.aws.amazon.com/servicequotas/latest/userguide/request-quota-increase.html
https://docs.aws.amazon.com/vpc/latest/userguide/amazon-vpc-limits.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-resource-limits.html
https://console.aws.amazon.com/cloudformation/
https://console.aws.amazon.com/cloudformation/
https://console.aws.amazon.com/cloudformation/home?region=us-east-1#/stacks/quickcreate?templateURL=https://s3.amazonaws.com/aws-hpc-recipes/main/recipes/res/res_demo_env/assets/res-demo-stack.yaml
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https://docs.aws.amazon.com/cost-management/latest/userguide/budgets-create.html
https://aws.amazon.com/aws-cost-management/aws-cost-explorer/
https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/compliance/programs/
https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/security/

#5EEE T2 Studio EREER

IAM B &

AWS Identity and Access Management (IAM) B &1 ZEE Bl FEBEE N isiRkie EA9REM
EAE AWS Eif, WERSEY IAM A& , BFEMK AWS Lambda BEF Amazon EC2 #1718
B2 EFHERNFEE,

RES X IAM HWV B D EBE, BN A RESEEUBRREREEEHFTNFEIE, BEEERNE
EE®EH RES BEMWEBEF Active Directory PEV MEESREAENEREEE, NEFA
B3, 528 < AWS Identity and Access Management £ &#/) HIVEI IAM BUER,

AR EE S LUIEA Active Directory EEFEAEFN., ERKFEAEFR RES FAENTE
B¥ , RES €[ Amazon Cognito 1T & 72 B3

R RHE

hERPEYNZ2EEEERH MBS Lambda BB, EC2 #TEER. ERRM CSR HITERH
Eik VPN in M2 BN RE. BRERAZ2HE  YTENBERRATEE —SRHEF

ERE

BIBEFEER , &£ AWS (RES) £H Research and Engineering Studio € F RES #E N £ INHRFEM
BERHTNEFER, 8 RES &, LA LUEE AWS KMS key, RES FEARZHEAERREZEF BT
B, MRESREEESHEMNEEN AWSKMS key , RIEEAZSRNEREEFER.

RES £/ SSL/TLS inH#EHFNEFER, RMPFETLS 1.2, BEREFEM TLS 1.3,
WERT BRENEZEEZEE

1% Research and Engineering Studio FIEARB 2 XM EZENFMEN , FERB TRPHES !

AWS R L £ B ARFS X E fR##E RES HHIEAF X

Amazon Elastic Compute Bty REERESERLE , WMEAH

Cloud FIBNEERBENRBHEE
MERSEE,

Elastic Load Balancing B 28, EEEEEM VDI = #

SEEHTEHFRIH Auto
Scaling B+, ELB &

IAM £ £ 12


https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html
https://docs.aws.amazon.com/cognito/latest/developerguide/what-is-amazon-cognito.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-security.html
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https://docs.aws.amazon.com/vpc/latest/userguide/security.html
https://docs.aws.amazon.com/cognito/latest/developerguide/security.html
https://docs.aws.amazon.com/efs/latest/ug/security-considerations.html
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/security.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/security.html
https://docs.aws.amazon.com/lambda/latest/dg/lambda-security.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/security.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/security.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/security.html
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AWS BRI L £ &

AWS Key Management
Service

AWS Secrets Manager

AWS CloudFormation

AWS Identity and Access
Management

Amazon Route 53

Amazon Simple Queue

Service

Amazon Simple Notification

Service

AWS Fargate

Amazon FSx &= RE

Amazon FSx for NetApp
ONTAP

AWS Certificate Manager
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x&

x&

x&
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®H
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AR#E RES REEAS K

FR#EE Amazon SQS {7

5, DynamoDB & ¥l &K
Amazon SNS FREHETFRREN
o

BRERFEEAERNRBEE
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VDIs WER#EBREH,
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https://docs.aws.amazon.com/kms/latest/developerguide/kms-security.html
https://docs.aws.amazon.com/kms/latest/developerguide/kms-security.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/security.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/security.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/security.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/security.html
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/security.html
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/SQSDeveloperGuide/sqs-security.html
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/SQSDeveloperGuide/sqs-security.html
https://docs.aws.amazon.com/sns/latest/dg/sns-security.html
https://docs.aws.amazon.com/sns/latest/dg/sns-security.html
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/security-fargate.html
https://docs.aws.amazon.com/filegateway/latest/filefsxw/security.html
https://docs.aws.amazon.com/fsx/latest/ONTAPGuide/security.html
https://docs.aws.amazon.com/fsx/latest/ONTAPGuide/security.html
https://docs.aws.amazon.com/acm/latest/userguide/security.html
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AWS lREZ L&A PR HE A FR#EE RES FMIERAAR
AWS Backup =A A Amazon EC2 £#. f#=RR
##£ A DynamoDB 12 {13 Ih
fEo
[ihE:C]

RISEE (LBARH) £ AWS IRFHRBERRRENRAYE,
tEmP AWS FRIEHECEE
BRELELERTEENSEREHEZANESR. NEESMMER , FBH AWS Service

Quotas,

HRLER , RMERES THREVEEE -
¢ Amazon Virtual Private Cloud

« Amazon EC2

= EERIEINEEE |, 3528 Service Quotas FRAEEFEHPNERIESEFE, WR Service Quotas A j=
RIBHERE  BEFEAENREEERE,

AWS CloudFormation Bt %8

EHERDREHEE  BESSTE AWS EFE &89 AWS CloudFormation Bit¥8, EiB T RS L

B, AU RBERHSHEILEZKIITBHERNER, NEFMER , F28 ( AWS CloudFormation
FEAEEEY P/ AWS CloudFormation Bt ZE.

HLEE 4

mEHEEA Amazon EC2 #TEB K/ NBEN A/ DMNRRERRME , LBERK. ATHERSR
BEEREPNEYE BRI MERIEME Auto Scaling B8 (ASG) RN ERRNBERE. BER
—EHTEEENIRENTERTRASETHAERE (AZ) WEH , TMEERESAERBRFE
JRR I RERY B

B LATE Amazon EC2 = A H BET ASG FRE , M8t A https : //https://console.aws.amazon.com/
ec2/, EMMAREFEVMNE ASGs , BEEBIU EE-asqg. BB K/NMENFIREEERBESEE

[iT%:E] 15


https://docs.aws.amazon.com/aws-backup/latest/devguide/security-considerations.html
https://docs.aws.amazon.com/general/latest/gr/aws_service_limits.html
https://docs.aws.amazon.com/general/latest/gr/aws_service_limits.html
https://docs.aws.amazon.com/servicequotas/latest/userguide/request-quota-increase.html
https://console.aws.amazon.com/support/home#/case/create?issueType=service-limit-increase
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/cloudformation-limits.html
https://console.aws.amazon.com/ec2/
https://console.aws.amazon.com/ec2/

#5EEE T2 Studio EREER

ERENBE, ENEESRNEE  RRZ2EFE , ARENRE. NFE ASGSHFHAENR , F2H
{Amazon EC2 Auto Scaling £ & ¥Er) FHVIERE Auto Scaling F4EHY K7\, Amazon EC2 Auto
Scaling

XEN AWS [E1F

WEREABIMEAEMRE PEEMAWER®E AWS BiF, BXEEAFER AWS BiF A REHN PEE
WER. WFE AWS SEFHREVZFHAIAY , 5528 AWS [EiF al Services List,

LR AWS X FRWZE A T2 Studio AWS [E1F :

=i &8 =15 B B FTARA (2025.06.01)
EBERE (MFEEdt  us-east-1 = =
1)

BRI (HxE) us-east-2 B =
BRI (MRIFEEE  us-west-1 = =
s[4:1))

EETEE (REMA) us-west-2 = =
RXREE (RR) ap-northeast-1 = =
ZAREHE (BW) ap-northeast-2 = =
ZKREHE (ZE) ap-south-1 = =
SEAREE (Fhnigk) ap-southeast-1 = =
TXRESE (ER) ap-southeast-2 = =
INEX (FE) ca-central-1 = s
BN CER =) eu-central-1 = =
BN (CKE) eu-south-1 = =
BN (BEEH) eu-west-1 3 =

TEN AWS B 16


https://docs.aws.amazon.com/autoscaling/ec2/userguide/scale-your-group.html
https://aws.amazon.com/about-aws/global-infrastructure/regional-product-services/
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EiEE 8 B 15, B RFTARAS (2025.06.01)
BUM (fm3) eu-west-2 = =

BN (B2) eu-west-3 = =

Europe (Stockholm) eu-north-1 B =

&5 (B X) il-central-1 2 =

AWS GovCloud (%  us-gov-east-1 = =

B REE )

AWS GovCloud (%  us-gov-west-1 = =

B 756 )

TN AWS B



W32 EE T2 Studio EREER

EPEEm

(® Note

WERER AWS CloudFormation 24 F 4 & 3R B Bj{L &2, CloudFormation E34<538A Lt
ERTPAEE AWS WEREHEBM, CloudFormation B EHEEAPMRNER,

RBERZE , FREAKNEELANRAAA, 28, EEZeMEMWEESEE,

ES]

< TREH

- BYATER

- SR BEEmMm

« FR2:E-RBEA

TORIRHF

&

- AWSIRF FRAEEFEAEEY

« B3 Amazon EC2 SSH £##&¥%}

- EINRKEEEE

- BV BFTBE (ER)

« BEMNHEE (£ GovCloud)

. REABER

- EEMIREPERE LDAPS (EH)

« £%7%E Microsoft Active Directory B IRIEIR F
- BREAE VPC (EA)

AWS tRFE EREEFEHAEZEY

L ERE AWS IRF BR EEERAEN -

TORIRE 18


https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/cfn-whatis-concepts.html
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1. BARK https://portal.aws.amazon.com/billing/signup.
2. FFEREMLETRET,

HoEMEFFEPCRENGF , TEEFRBNARER.

B B AWSIRE , AWSIRFREAESRN . REAEFEFEKIRFFHFRE AWS Bk
®MNER. FAZRSREEY  FREEFIEETGERE  YHECRARERERPTEE
BEAEFEERES.

3 Amazon EC2 SSH &%

WMRIEEHE Amazon EC2 SSH £i8¥ , BIEEE T — @, WMEFMAEA , F2E (Amazon EC2 £
EEr) PHEA Amazon EC2 By £88% . Amazon EC2

18 0 Bk %5 Bo 8B
BP0 T 5 AR A A -

* Amazon VPC
- E{E NAT FHEREMY IP it R R 5 RS F 8,
- HEETHEEN NAT FMER 5 8zl 10,

* Amazon EC2
- 1§ EC2-VPC 51t IPs f€ 5 &% 10

AWS &Rtk F EAEE AWS RNV TRRECHE , LaiBARE. RESERA , FRASEARENRRE
BRERE, EULUBRESELERSE K MEGCERRELZRES, WFEFEES , F2RELERS AWS
AR F AV EC R

By BTHEE (ER)

RMERECREREABME , UERZNEAN URL, ERIRABIME  INEFMESHERE
HB=E.

ARERERPE—EREF , TACRUNBITRBEYEE., IREEEILREFEAINSERHESR
RBRELRE , B UBIBILEN D ER,

HE , BB TSR , £H Amazon Route 53 Xf#8iE |, WFEA E AR EE AWS Certificate
Manager,

Y Amazon EC2 SSH & &% 19


https://portal.aws.amazon.com/billing/signup
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/create-key-pairs.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/create-key-pairs.html
https://docs.aws.amazon.com/servicequotas/latest/userguide/request-quota-increase.html
https://docs.aws.amazon.com/vpc/latest/userguide/amazon-vpc-limits.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-resource-limits.html

#5EEE T2 Studio EREER
1. {KERIERM Route53 A, LEZSWINERE FEH,
2. HEEENGEEEE., ERH Route53 BEIEIM,

a. BB Route53 =12 A,
b. REAIEEHNREFTEET,
c. FRAZHWREEBEINWFEERERSE A2 TERFTERESE D,

3. BB AWS Certificate Manager kB T 5| ZBRFE R IQEEBE. BELVURABEEINBHRREEN
=i,

RE\FHEZIHEBE  ARSHRENBREFBR. FREERSEMRE,
BEZKIRE ID UBER,

HEREERT , EBEE Route53 FEIMNRHK. BEFRANFEE+DE,
HHBRER  FREBRREERERER ARN,

N o g &

BN S ({ZBR GovCloud)

MR BEZBIE an AWS GovCloud EiFH , B IEEEABEAR Research and Engineering Studio
WEETRE , AIEETHELERRGTER,

1. BRI NETXERINEEDEIE AWS IREFEBREF AWS CloudFormation H &,

2. 158 CloudFormation B , SR IFE T CertificateARNH PrivateKeySecretARN,

3. 7£ GovCloud 2 E|EtRF® , By EHBCertificateARNE HEMNWHE, FI=ZHMOME ARN
WS EZEBRIEENE , BUE vdc-gateway AJLATFEURE(E -

a. res : ModuleName = virtual-desktop-controller
b. res : EnvironmentName = [RFEZE] ( TLLRZ res-demo, )

4. 7£ GovCloud B EIERFEH , B EBPrivateKeySecretArn#i i EN M,
ARN , WA REZRBIHIEERS , LM vdc-gateway AT SAEEIRERE :

3
b
ah
i*a
&
=
%)

a. res : ModuleName = virtual-desktop-controller

b. res: EnvironmentName = [IREBE] ( TEL=E res-demo. )

RN EIR

LAYFFEM T2 Studio AWS FRHIEIRFZRFEFE T IIAHER.

BI#E (MR GovCloud) 20


https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/domain-register.html#register_new_console
https://docs.aws.amazon.com/acm/latest/userguide/gs-acm-request-public.html
https://console.aws.amazon.com/cloudformation/home?region=us-east-1#/stacks/quickcreate?templateURL=https://s3.amazonaws.com/aws-hpc-recipes/main/recipes/security/public_certs/assets/main.yaml
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- W (VPC., B FHRBNILE T )

EIER , BRHITHMNEEE RES I]RIE. Active Directory (AD) M FAfEFHEH EC2 HITEEE.
- f#7F (Amazon EFS)

RBEUREDSERSEEREE (VD) IENERNER,
- B &R (AWS Directory Service for Microsoft Active Directory)

B #&RE S FEHERFE S RES IRIE,
- B HhasKXtBR/IEYHM Active Directory IRISIRFEEAERBNEE (FRERE. B
i)

Research and Engineering Studio €A FEUERENME , SREBRBIRFEBHBAWS Secrets
Manager.

/A Warning
B BBERSHFTE Active Directory (AD) A EIREE RN E FE bt

® Tip
MRBIEELBREIRE  BRAELENTERTA , AITTAER AWS SXEEEEL HRE
ENEHER, B2ET—H BEUNSER , LELNIREHRHBER,
¥ an AWS GovCloud B REHE , BEFEETR PR ERAEGTBELHEE (ER

GovCloud),

FEIRRIREDERE LDAPS (#H )
MREETEIEIRZFFEH LDAPS B , AIXAZHUA TSR , TR BRI HEEE AWS
Managed Microsoft AD (AD) #B1E12%I88 , ARt AD # RES 2 EHEA.

1. BHEBUMAE BUAMRES LDAPS AWS Managed Microsoft ADFR IR HY HER, MRS RA
LDAPS , RITJ ARS8 L5 ER
2. TFE1E AD LERTE LDAPS % , [EHH AD B :

a. BI{EEH Active Directory fAIPR2S .

EEHIRFEPERE LDAPS (:ERA) 21


https://docs.aws.amazon.com/secretsmanager/latest/userguide/intro.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/intro.html
https://aws.amazon.com/blogs/security/how-to-enable-ldaps-for-your-aws-microsoft-ad-directory/

HREIRE Studio (R
b. HEEE S5 HE PowerShell
c. 1T certmgr.msc UBBUBRBE,
d. BERRMEENREBRERE K ARBEBMEBRBEE.

e. ENYZRE (HUBBEERER—T ) HAD ARFEBHNER K ARBEMELH , ARBE
BEH,

f. 12Hl Base-64 fmiBHY X.509 (.CER) , REZEBET —F,
g EWBEHK, RREET X,
3. & FEIWE AWS Secrets Manager :

£ Secrets Manager FEV#ZR  EFHFEER TREHMBERENEE WA PEM RISHIEERL
B FRALA,

4. FEEEENM ARN , g EE AL T# DomainTLSCertificateSecretARN SE L 1 : Bk
BEM,

5% E Microsoft Active Directory BRI R 5

R 252 2 Microsoft Active Directory (AD) 65 RES B 23R |, B AD A28 AFER R FIN
RIEIRF . %A RES REN—HD , BUXEFARBIRFNZAEREERE, WENEISXENT
Fi7Ro

i

BEEEE , username MR ZER B NT X E A B FBDOMAIN\username,
RERFEETYERE :
- R AD RIZEA%E : RES ABRYL AD WERE , UAFMMEA Web AORY, FIXEFEFEH

FRISIR FREHMEA LDAP B AD ( UFEEWLEFERAEMEETH ) -

« IO AD #3835 : iER Linux ERSEMERRGEERAZRERE , HhHTEESMA AD @5, &
RES # |, EE M DisableADJoin 2824, WS BTERA False , EXRR Linux EREEZE
ATETARRMERER A AD i,

« E{RZEAD : MR Linux EREEMERREEZHARIMA AD B , AISERE AD #F
(DisableADJoin =True), & T RUIHEEIEFEEN , RBIRFHLEE UsersOUM HEAEMEHE
K EBEFEEGroupsOU,

RBRFEERIIFA

Microsoft Active Directory B9 fRF51E 5 22
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- BFFERELERE AD - UsersOUH A EHE MEE K BEEFEUHREGroupsoU,
« ZEA AD 818 - £ P Computer¥#Computers0ou,

https : //https://github.com/aws-samples/aws-hpc-recipes/blob/main/recipes/res/res_demo_env/
assets/service_account.ps1 FIECIHRMAMMAR FEERKKRSEFFAINES, EARIRBESH AD
EITIE R,

REFE VPC (EH)

HIREER VPC R EFE A TIE Studio TR ENEZ SN |, URREBNSRNERER, T8 ,
B2 RES HEMBEBRRFIRZEMMKM, FEELE VPC FRE RES , BREERE FHILR
fRAF

£

- %1 Amazon Machine Image AMIs)

- B VPC i E

- ERE VPC ImBEHNER T ERE R
- BREME VPC HEZE

4% Amazon Machine Image AMIs)

1. 7E https : //https://research-engineering-studio-us-east-1.s3.amazonaws.com/releases/latest/res-
installation-scripts.tar.gz TEMEAME ., EEEMRBHMN VPC REE , RES ER AT EEMHAMR
ARt MAEELBBBRERFE.

/A Important

MREK RES REMATFTZHIHH , FHETH URI latestPH BN ALY R Fmo%
( flt0 2025.06),

2. {#H Amazon S3 HEZHF Amazon EC2 WS EFEEHEI IAM A€,

a. BI{E https://console.aws.amazon.com/iam/ BARX IAM £ &,
. kAeY  BEEIUASG,
c. EENEENEREEL

- EEENERERT | #E AWS B

REME VPC (EA) 23


https://github.com/aws-samples/aws-hpc-recipes/blob/main/recipes/res/res_demo_env/assets/service_account.ps1
https://github.com/aws-samples/aws-hpc-recipes/blob/main/recipes/res/res_demo_env/assets/service_account.ps1
https://research-engineering-studio-us-east-1.s3.amazonaws.com/releases/latest/res-installation-scripts.tar.gz
https://research-engineering-studio-us-east-1.s3.amazonaws.com/releases/latest/res-installation-scripts.tar.gz
https://console.aws.amazon.com/iam/

HZREE TR Studio EREEmR
- SPHRBERFEARGTHERRS , BEEC2, REEET—F,
d. EFEFFITL , ERTIFATERE , REEET—F .

* AmazonS3ReadOnlyAccess
* AmazonSSMManagedinstanceCore
» EC2InstanceProfileForimageBuilder
e. WMEACLEBAHER K ARBERVASG,
3. BY EC2REBERTH :

a. 7t FRK EC2 Image Builder 12 & https://console.aws.amazon.com/imagebuilder,
b. HEEREERT , EExh K ARBRERITH.
c. EEURHEEL, WATIFEMEER:

- SHETHEE | BEERE
- WETHFRER , FHEE

B FRAEER
Image operating system (OS) Linux
Compatible OS Versions Amazon Linux 2, Amazon Linux 2023,

RHELS8, RHEL 9, or Windows 10 and 11

Component name Enter a name such as: <research-
and-engineering-studio-inf
rastructure>

Component version We recommend starting with 1.0.0.

Description Optional user entry.

d. EEVYRHEEL , BEEERXHRE.

. HEBMAERENHRBZE , BFE tar.gz BRMNESR URI, #§ RES BHMY targz BRE
&= Amazon S3 #FATEE , YRR EFITEBEERERMN URL

i. WATHEHR :

REFE VPC (EH) 24


https://console.aws.amazon.com/imagebuilder
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ERAEER

® Note

AddEnvironmentVariables @ZEAN , MREEERBHEEIHPAIFERR]
RIBEE , AITLUEEBRR,

MRBELE http_proxyH https_proxyRELZE , HIFEEE
Yno_proxyB% , UL HTERERAKEREN localhost, HITERPEE
BHIP huk | AR ZE VPC in BRI RS

# Copyright Amazon.com, Inc. or its affiliates. All Rights Reserved.

#

# Licensed under the Apache License, Version 2.0 (the "License"). You may
not use this file except in compliance

# with the License. A copy of the License is located at

#

# http://www.apache.org/licenses/LICENSE-2.0

#

# or in the 'license' file accompanying this file. This file is
distributed on an 'AS IS' BASIS, WITHOUT WARRANTIES

# OR CONDITIONS OF ANY KIND, express or implied. See the License for the
specific language governing permissions

# and limitations under the License.

name: research-and-engineering-studio-infrastructure

description: An RES EC2 Image Builder component to install required RES
software dependencies for infrastructure hosts.

schemaVersion: 1.0

parameters:
- AWSRegion:
type: string
description: RES Environment AWS Region
phases:
- name: build
steps:
- name: DownloadRESInstallScripts
action: S3Download
onFailure: Abort
maxAttempts: 3
inputs:
- source: '<s3 tar.gz file uri>'

REME VPC (EA)

25
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ERAEER

destination:

installation-scripts.tar.gz'

- name: RunInstallScript

ExecuteBash
onFailure: Abort
maxAttempts: 3
inputs:
commands:
- 'cd /root/bootstrap/res-installation-scripts

action:

'/root/bootstrap/res-installation-scripts/res-

- name:

action:
onFailure:

- 'tar -xf res-installation-scripts.tar.gz'
- 'cd scripts/infrastructure-host'
- '/bin/bash install.sh'

AddEnvironmentVariables

ExecuteBash

Abort

maxAttempts: 3

inputs:
commands:

echo -e

http_proxy=http://<ip>:<port>
https_proxy=http://<ip>:<port>

no_proxy=127.0.0.1,169.254.169.254,169.254.170.2,1localhost,
res,{{ AWSRegion }}.vpce.amazonaws.com,

{{
{{
{{
{{
{{
{{
{{
{{
{{
{{
{{
{{
{{
{{
{{
{{
{{

AWSRegion
AWSRegion
AWSRegion
AWSRegion
AWSRegion
AWSRegion
AWSRegion
AWSRegion
AWSRegion
AWSRegion
AWSRegion
AWSRegion
AWSRegion
AWSRegion
AWSRegion
AWSRegion
AWSRegion

1.
.elb.amazonaws.com,s3.
1.
1.
1.
1.
1.
1.
1.
1.
1.
1.
1.
1.
1.
1.
1.

1}

amazonaws.
amazonaws.

com,s3.dualstack.
com,ec2.{{ AWSRegion }}.amazonaws.com,ec2.

api.aws,ec2messages.{{ AWSRegion }}.amazonaws.com, ssm.

amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.

com, ssmmessages.

com, kms.

com,secretsmanager.

com, sgs.

com,elasticloadbalancing.

com,sns.{{ AWSRegion }}.amazonaws.com,logs.
com, logs.

api.aws,elasticfilesystem.

amazonaws.
amazonaws.
amazonaws.
amazonaws.

com, fsx.{{ AWSRegion }}.amazonaws.com,dynamodb.
com,api.ecr.

com, .dkr.ecr.

com, kinesis.{{ AWSRegion }}.amazonaws.com, .data-

kinesis.{{ AWSRegion }}.amazonaws.com, .control-
kinesis.{{ AWSRegion }}.amazonaws.com,events.
{{ AwWSRegion }}.amazonaws.com,cloudformation.

REME VPC (EA)

26
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ERAEER

{{ AwWSRegion }}.
{{ AwWSRegion }}.
{{ AwWSRegion }}.
{{ AwWSRegion }}.

e. RERMITH.
4. BUBRBEERMREES.

amazonaws.com, sts.

amazonaws.com, application-autoscaling.

amazonaws.com,monitoring.{{ AWSRegion }}.amazonaws.com,ecs.

amazonaws.com, .execute-api.{{ AWSRegion }}.amazonaws.com

" > Jetc/environment

a. EERVEFEEL, BATIRE

-1

B S RFEER

ERRE

IS

iR

e 3G
R

FBRIR MRS

RS

B By AR A2 HE IR

EREEE

Enter an appropriate name
such as res-recipe-linux-x
86.

Enter a version, typically
starting with 1.0.0.

Add an optional descripti
on.

Select managed images.

Amazon Linux or Red Hat
Enterprise Linux (RHEL)

Quick start (Amazon-m
anaged)

Amazon Linux 2 x86,
Amazon Linux 2023 x86,
Red Hat Enterprise Linux 8
x86, or Red Hat Enterprise
Linux 9 x86

Use latest available OS
version.

REME VPC (EA)
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ERAEER

= B

17 {ERE A -

THE% THE BB

A REH
A

b. EBEEEVE,
5. BUMREGEERERREARE,

a. HOREERT , REE#RREHER.
b. BEEEVEBREERE,
c. HEVERRBEREEL K BATIAR:

3 28
— % =L

EREEE

Keep everything in the
default settings, and make
sure T EEBHITERE

& SSM RIEFFER is not
selected.

/root/bootstrap/res-install
ation-scripts

BEIWENTHEE

+ Amazon % : aws-cli-
version-2-linux

+ Amazon %% : amazon-
cloudwatch-agent-linux

- HIZHER : ZRTEIH
Amazon EC2 ti, A5#&
B a8 AWS EIFME 8
S,

S I68E

« Amazon 2% : simple-
boot-test-linux

ER&EIEE

Enter an appropriate name
such as res-infra-linux-x86.

REME VPC (EA)
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ERAEER

=4 2% FEAEEE
B Add an optional descripti
on.
IAM A& Select the IAM role created
previously.
AWS E s HiTERBHE Choose t3.medium.

VPC., FBEMLLEHE ERAFARBREIRAN
1ZEY Amazon S3 fEZErE
WiEE, MREEEETR
284 , B LI Amazon
EC2 X#AMFEAT Y AE
MEEEE

« VPC : EEVARERR
FEfBRERYAR[E] VPC, It

VPC &8 B 5 HERRER%
=ZH.
- EARA

« Type (¥EZ) : SSH
+ Source (R) : HET
« CIDR E# : 0.0.0.0/0
d. EEBRVEBEHERE,
6. EIMHFH EC2 Image Builder Ei& :

a. BIEMRGEE K RREERVREBEE.
b. EEEEEFHMEEARRL , BWAUTAR , REBET -5 .
- BEERBANERER
- HREEHRE , REGREFDHRE AVMI RERERF , FREHEIEEFH,
c. HEEEFEEL, BEERARAERS  ARBALIBRINELSEE. BET -,
d. EEEMRBEFEEL , BHERIERE K AREET I,
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3R EE T2 Studio

ERAEER

e. EEREMEEEEEL , BECARANERRGERE K REWA LRV VERREE

i’é\%ﬁo &E-F_io

f. EERSHREEEL , HHENEEER TSR :

- BHMRGULAREIEN RES RENVRMEENES , JAE RES ATt ERMEBERER
FHIATER, EARBERE  WHRESEEM EC2 Image Builder FRIEH [EEHE

Mo

- MRBBEEZEREPIF RES , BANEZFERYHMMN O MRE , U EREFEESZE

o

g. REZHEE K ARABREERVEE.

7. #4117 EC2 Image Builder Ei& :

a. RMEEEYT , SKAREEINEE.

b. ZEEDE K RREBMHITEE.

BB AREEBR AL 45 5B —/NESAYRERIRE L AMI B4R,
8. FEEEBELEM AMIK AMIID , SEAEE AE # InfrastructureHostAMI S B(#Y & Athe section called

“ZF,%;% 1: FD&EJEF%”O

RE VPC %

HEAE RES YRABERRE , AWS R FEEIENRLE TR, BLERE VPC inRb A R#H
VENFEE K MEASLEARSERBEREELESR,

1. MRERERRERR , FEBAWS BRI FEATE VPC in b FE PRANIER.
2. HEMEE A EEHZEN—ELE R,

AWS A&

Application Auto Scaling

AWS CloudFormation

Amazon CloudWatch

Amazon CloudWatch Logs

AR5 &8
com.amazonaws.region.application-autoscaling
com.amazonaws.region.cloudformation
com.amazonaws.region.monitoring

com.amazonaws.region.logs

REME VPC (EA)
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https://docs.aws.amazon.com/vpc/latest/privatelink/create-interface-endpoint.html
https://docs.aws.amazon.com/autoscaling/application/userguide/application-auto-scaling-vpc-endpoints.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/cfn-vpce-bucketnames.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/cloudwatch-and-interface-VPC.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/cloudwatch-logs-and-interface-VPC.html

oEEE T2 Studio

ERAEER

AWS BR#%

Amazon DynamoDB

Amazon EC2

Amazon ECR

Amazon Elastic File System

Elastic Load Balancing

Amazon EventBridge

Amazon FSx

AWS Key Management Service

Amazon Kinesis Data Streams

AWS Lambda

Amazon Simple Storage Service

(Amazon S3)

AWS Secrets Manager

Amazon Elastic Container Service

Amazon SES

AWS Security Token Service

RIS A
com.amazonaws.region.dynamodb ( EEREIRE )
com.amazonaws.region.ec2
com.amazonaws.region.ecr.api
com.amazonaws.region.ecr.dkr
com.amazonaws.region.elasticfilesystem
com.amazonaws.region.elasticloadbalancing
com.amazonaws.region.events
com.amazonaws.region.fsx
com.amazonaws.region.kms
com.amazonaws.region.kinesis-streams
com.amazonaws.region.lambda

com.amazonaws.region.s3 ( EEFERTE RES AR
FEmE. )

BEHREPHNERHRRBFERBEZENN Amazon S3 It
Hin R, 5287F7H Amazon Simple Storage Service It
TE Uit 2 o

com.amazonaws.region.secretsmanager
com.amazonaws.region.ecs

com.amazonaws.region.email-smtp ( 37 A &1
A% : use-1-az2, usel-az3. usel-az5, uswl-a
z2, usw2-az4, apne2-az4. cacl1-az3 # cac1-az4. )

com.amazonaws.region.sts

REME VPC (EA)
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https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/privatelink-interface-endpoints.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/interface-vpc-endpoints.html
https://docs.aws.amazon.com/AmazonECR/latest/userguide/vpc-endpoints.html
https://docs.aws.amazon.com/efs/latest/ug/efs-vpc-endpoints.html
https://docs.aws.amazon.com/elasticloadbalancing/latest/userguide/load-balancer-vpc-endpoints.html
https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-related-service-vpc.html
https://docs.aws.amazon.com/kms/latest/developerguide/kms-vpc-endpoint.html
https://docs.aws.amazon.com/streams/latest/dev/vpc.html
https://docs.aws.amazon.com/lambda/latest/dg/configuration-vpc-endpoints.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/privatelink-interface-endpoints.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/privatelink-interface-endpoints.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/privatelink-interface-endpoints.html#accessing-s3-interface-endpoints
https://docs.aws.amazon.com/AmazonS3/latest/userguide/privatelink-interface-endpoints.html#accessing-s3-interface-endpoints
https://docs.aws.amazon.com/secretsmanager/latest/userguide/vpc-endpoint-overview.html
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/Welcome.html
https://docs.aws.amazon.com/ses/latest/dg/send-email-set-up-vpc-endpoints.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_sts_vpce.html

#5EEE T2 Studio EREER

AWS AR RIS A

Amazon SNS com.amazonaws.region.sns

Amazon SQS com.amazonaws.region.sqs

AWS Systems Manager com.amazonaws.region.ec2messages

com.amazonaws.regi on.ssm

com.amazonaws.regi on.ssmmessages

#RA VPC in MM BER T ERE BRHK

EEHETTE VPC mBNRKEES , BULE VPC WAE FRBPIRERERRESE. BRETHIE
B, A AWS o0 BATRN S HRME , 11I.EF Research and Engineering Studio E8E T
RIRFERENRIERARSE.

1. EHKAR RES #FEH VPC 28 FHEEPRE Linux #ITERE,

« Linux &%l — Amazon Linux 2 = Amazon Linux 3

- %218 - x86

- BITEBEE - t2.micro REBIRA

- REFE - £ 0.0.0.0/0 #E#EIE 3128 LH TCP
2. EREFHITERURENEMMRSR.

a. BARK http E#R,
b. AFEFIEMEEEFRBERE TR :

« .amazonaws.com ( ERAR—% AWS BR#E )
- .amazoncognito.com ( EMARM Amazon Cognito)
- .awsapps.com ( EAR Identity Center)
- .signin.aws ( EAR Identity Center)
- .amazonaws-us-gov.com ( B AR Gov Cloud)
c. IEEFREHMER,
d. BAXRENERERSS.
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https://docs.aws.amazon.com/sns/latest/dg/sns-vpc.html
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/SQSDeveloperGuide/sqs-internetwork-traffic-privacy.html#sqs-vpc-endpoints
https://docs.aws.amazon.com/systems-manager/latest/userguide/sysman-setting-up-vpc.html

HZREE TR Studio EREEmR
e. AEEREMRRIFEEN PORT,
3. RELWEARUAFEFINRERRES.

a. HIfE VPC £#4A , XBFIEEANERR BN VDI TH < FHRENEEK.
b. MWEMHEX , UAMAMEBAERNIENSRTIERINAERMKRAITER,
c. HHEEANEMERME/VDIs WA T (EBREREFN ) NIRBRATIHERE,

4. ERREMMRER EC2 MTEBNZ2HE YRR AFFREMMRIRIEFEZ PORT LHEA
TCP E#R,

REFE VPC BB

£ Hithe section called ‘T8 1 : BBEMR" , BHEHE AWS CloudFormation EEAFBWAKRES ., F
BUEBRARE T IS8, UKD E R ERRERFE VPC,
S #|A
InfrastructureHostAMI Use the infrastructure AMI ID created in the
section called “¥4& Amazon Machine Image
AMIs)”.
IsLoadBalancerinternetFacing Set to false.
LoadBalancerSubnets Choose private subnets without internet access.
InfrastructureHostSubnets Choose private subnets without internet access.
VdiSubnets Choose private subnets without internet access.
ClientIP You can choose your VPC CIDR to allow

access for all VPC IP addresses.

HttpProxy Example: http://10.1.2.3:123
HttpsProxy Example: http://10.1.2.3:123
NoProxy & :

127.0.0.1,169.254.169.254,169.254.17
©.2,localhost,us-east-1.res,us-east-

REME VPC (EA) 33
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ERAEER

B8

EUNEEIR

A

1.vpce.amazonaws.com,us-east-1.elb.a
mazonaws.com,s3.us-east-1.amazonaws.
com,s3.dualstack.us-east-1.amazonaws
.com,ec2.us-east-1.amazonaws.com, ec2
.us-east-1.api.aws,ec2messages.us-ea
st-1.amazonaws.com,ssm.us-east-1.ama
zonaws.com, ssmmessages.us-east-1.ama
zonaws.com, kms.us-east-1.amazonaws.c
om,secretsmanager.us-east-1.amazonaw
s.com,sqs.us-east-1.amazonaws.com,el
asticloadbalancing.us-east-1.amazona
ws.com,sns.us-east-1.amazonaws.com, 1
0gs.us-east-1.amazonaws.com,logs.us-
east-1.api.aws,elasticfilesystem.us-
east-1.amazonaws.com,fsx.us-east-1.a
mazonaws.com,dynamodb.us-east-1.amaz
onaws.com,api.ecr.us-east-1.amazonaw
s.com, .dkr.ecr.us-east-1.amazonaws.c
om,kinesis.us-east-1.amazonaws.com, .
data-kinesis.us-east-1.amazonaws.com
,.control-kinesis.us-east-1.amazonaw
s.com,events.us-east-1.amazonaws.com
,cloudformation.us-east-1.amazonaws.
com,sts.us-east-1.amazonaws.com, appl
ication-autoscaling.us-east-1.amazon
aws.com,monitoring.us-east-1.amazona
wS.com,ecs.us-east-1.amazonaws.com, .
execute-api.us-east-1.amazonaws.com

It CloudFormation B2 2 VB, ®7T7HE. FADBSNBEEER (MREM

PortalDomainName), #&%EHEE
A LATE SR B 2 Bl T~ B E 5 E AN

EREEFRE : Y 40-90 88

3

B

ENER , F

RSB Em.

1. A AWS Management Console , ¢ 7E https : //https://console.aws.amazon.com/
cloudformation B3R AWS CloudFormation 2 A&

BIUNDEIR
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https://s3.amazonaws.com/aws-hpc-recipes/main/recipes/res/res_demo_env/assets/bi.yaml
https://console.aws.amazon.com/cloudformation/
https://console.aws.amazon.com/cloudformation/

#5EEE T2 Studio EREER

® Note
RIEELEEERREF,

2. E EBATME &7,

MRIBEZBIE an AWS GovCloud EIFH |, 557 GovCloud £ E|EWRF P RENEA (4
i , GovCloud AWS GovCloud ( EBIFES ) EFHELE ) -

3. WMAEHAZHY

25 FEER iR
DomainName corp.res.com RARER B sk,

RESERESIEFEH
EWLDIFERTRRRM, W
REREFEAERERE
i EREATERE. B
E8FEHE, FEMLREE
BILDIFWEER. ETEER
& AR Active Directory EJ#3

13,
SubDomain ( R B HREEETAER ,
GovCloud) {B¥ A GovCloud [Bi8 A &
=,

R R MH SubDomain , 8l
SHEERMMN DomainNam
e B, MM Active
Directory #1B & B & F
.

AdminPassword Active Directory B2 S &
B (EAES®B Admin). Itk
EREEEVRSISEBENE
A BE&HFEN , 2EBTEHE
Ao
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https://console.aws.amazon.com/cloudformation/home?region=us-east-1#/stacks/quickcreate?templateURL=https://s3.amazonaws.com/aws-hpc-recipes/main/recipes/res/res_demo_env/assets/bi.yaml
https://console.amazonaws-us-gov.com/cloudformation/home?region=us-gov-west-1#/stacks/quickcreate?templateURL=https://s3.amazonaws.com/aws-hpc-recipes/main/recipes/res/res_demo_env/assets/bi.yaml

3R EE T2 Studio

EAEE

M

B8 i

Xa

ServiceAccountPassword

=

iRy

iR

BEE BRI
= (1) FEXFER , (2
BRILBSWEHZ AWS
WM ARN{"passwor
d":"somepassword"}

o

AR WEAENBBLAR
4 Active Directory K 1518
HMMER,

FAZREE L AR I IR P Y 2515
(ReadOnlyUser ). LLiRF
ARELRE,

BE R
= (1) MXFER, =(2)
BRILASWEHZ AWS
WM ARN{"passwor
d":"somepassword"}

o

AE  WERAENZRLER
& Active Directory B B i51E
HMEER,

£/ SSH R FimiEEEE
1T{ERE .

AEE : AWS Systems
Manager Session Manager
WAL A RERERITER.

BIUNDEIR
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https://learn.microsoft.com/en-us/windows/security/threat-protection/security-policy-settings/password-must-meet-complexity-requirements
https://learn.microsoft.com/en-us/windows/security/threat-protection/security-policy-settings/password-must-meet-complexity-requirements
https://learn.microsoft.com/en-us/windows/security/threat-protection/security-policy-settings/password-must-meet-complexity-requirements
https://learn.microsoft.com/en-us/windows/security/threat-protection/security-policy-settings/password-must-meet-complexity-requirements

3R EE T2 Studio

EAEE

M

B8

LDIFS3Path

ClientlpCidr

ClientPrefixList

EnvironmentName

faRR

aws-hpc-recipes/ma
in/recipes/res/res

_demo_env/assets/r

es.ldif

res-[environment
name ]

iR

£ Active Directory & EH#I 5|
SRR AR E AR LDIF 2
M Amazon S3 B, N
RHMEA , BB LDIF
Support, 2 & LE

%* ; &gxa;ﬁ Actlve

Directory F % 37 21 {£ F
&

EERAER A F2H
GitHub AT res.Idif 18
3o

B P EEELRY 1P i
o, Hlg0 , A LUEEY IP
iyt , G{EAH [IPADDRES
S1/32 EARFFREEER.
BRI LB R IE,

WAFRRENRHKHERS
B EEMMNEN. NFER
UREFERENEA , 2
REAEFZEFHEE.

&R PortalDom
ainName #Eft , LBEE
ﬁ%ﬂ%#‘%ﬁ%ﬁfgiéiﬂ’ﬂw

, UMBEEREFEH, E
%EHAE_L RES # BB F
FA#WEnvironmentName 2
B, MREBEERFPHES
ERE K ESLEBERE—MN,

BIUNDEIR
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https://github.com/aws-samples/aws-hpc-recipes/blob/main/recipes/dir/demo_managed_ad/README.md#ldif-support
https://github.com/aws-samples/aws-hpc-recipes/blob/main/recipes/dir/demo_managed_ad/README.md#ldif-support
https://github.com/aws-samples/aws-hpc-recipes/blob/main/recipes/res/res_demo_env/assets/res.ldif
https://github.com/aws-samples/aws-hpc-recipes/blob/main/recipes/res/res_demo_env/assets/res.ldif
https://docs.aws.amazon.com/vpc/latest/userguide/working-with-managed-prefix-lists.html

#5EEE T2 Studio EREER

28 ¥EER iR
PortalDomainName ¥ GovCloud ZpE , F 0%

ALBE, BRINZEREL
RIGHEHBFBEILIN,

¥R 5 4£ Amazon Route 53
WA, MREMLD
g, AIFELEY FENER
B MIER AWS Secrets
Manager. MIREEED
WARE AR LS8
EnvironmentName #JLA{R

[~ las
EE/IL' o

4. FEFSIIBERMATAREGR K RREBFEIUMEE,

TR BBER
B AE P Hstep-by-stepiR B , BRENASERIPEZZNIRS,
EREEER : 4060 o8

B\ EHB2a FTHEEMRMW CloudFormation 28,

MREEEE in AWS GovCloud ( EEAEP ) , BEALLEAE,

res-stack - FEALLEAMBERNAAAABRBN TH, RREESEHE RES TEHBNF DBE,. Al
IR M E IR E IR

@ Note

AWS CloudFormation R 2% AWS Cloud Development Kit (AWS CDK) (AWS CDK) &
I,

AWS CloudFormation Ei8 &7 AWS B L EB¥ Research and Engineering Studio AWS Eif, &%
ARBEIRGH , TEREHE,

SR BMBER 38


https://research-engineering-studio-us-east-1.s3.amazonaws.com/releases/latest/ResearchAndEngineeringStudio.template.json
https://research-engineering-studio-us-gov-west-1.s3.us-gov-west-1.amazonaws.com/releases/latest/ResearchAndEngineeringStudio.template.json

3R EE T2 Studio

ERAEER

1. & A AWS Management Console , Y7E https : //https://console.aws.amazon.com/

cloudformation BB AWS CloudFormation £ &,

2. BB,

EEEBE in AWS GovCloud ( EEIFESR ) , BREILLE A,

3. RBER A SASEXERI (HSFEZILE ) BEME ., EEETREN PREBERTR AWS

B, FEAEREAEEI PN ERERER,

® Note

WEmEA Amazon Cognito fR% , B Bl AREME PIRM AWS BE, BXEEAFEH
Amazon Cognito AWS B B FRIBIEm. IESFEBNSZHAATAMY , 528 AWS

[E15 al Services List,

4. HBET K RELERSELINSH  IRFTEBR. NRERKET EDLNBER , B BENE

BERHERNE RS RERPRIELSZH,

B ¥EER
EnvironmentName #res-demo#

AdministratorEmail

InfrastructureHostAMI ami-#H#H###HH##

iR

R#ie RES IREBMME—F
B, Ures-HE , REFTH
il 11 @Fx , BFAFEH
REFH,

ERETRERRENETE
fribat, MRBERSEKE
—BARSKY , LEAEH
EREPEHBEERE.

(1BA ) B R AR
EERREEHNBET AMI
ID., BHEIXENOSesBIE
Amazon Linux 2, Amazon
Linux 2023, RHELS,
RHEL9, Windows Server
2019 # 2022 (x86) , A K
Windows 10 11, mEFEFH

SR BMBER
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https://console.aws.amazon.com/cloudformation/
https://console.aws.amazon.com/cloudformation/
https://console.aws.amazon.com/cloudformation/home?region=us-east-1#/stacks/quickcreate?templateURL=https://research-engineering-studio-us-east-1.s3.amazonaws.com/releases/latest/ResearchAndEngineeringStudio.template.json
https://console.amazonaws-us-gov.com/cloudformation/home?region=us-gov-west-1#/stacks/quickcreate?templateURL=https://research-engineering-studio-us-gov-west-1.s3.us-gov-west-1.amazonaws.com/releases/latest/ResearchAndEngineeringStudio.template.json
https://aws.amazon.com/about-aws/global-infrastructure/regional-product-services/
https://aws.amazon.com/about-aws/global-infrastructure/regional-product-services/

3R EE T2 Studio

ERAEER

B8

SSHKeyPair

ClientlP

ClientPrefixList

IAMPermissionBoundary

IAMResourcePrefix

IAMResourcePath

Vpcld

IsLoadBalancerinternetFacin
g

X.x.x.0/24 = x. x.x.0/32

BN
&R , F2E %R Amazon
Machine Image AMIs).

AREREEBR BTN
- E 2

IP 31t EF iR S PR FIEE R
BRER, BALERB2®
E T ClientlpCidr,

(ER ) ARFFEEFIE
2 PR Web Ul §1 SSH
B IPs REZREFEFE,

(EA) BAARRIER
K ARN , EBURBEMAFTH
RPREEE RES HEMYHFR
ARG, MFFAER K F2
BYEXE B I 5T A MR

(2R ) EREBERERA K
RES RIEFTEE 2 IAM ER
MFEE- , TAER 12 @F
To

(:F ) EREMH RES BE
HEBZ AV ERHHEE , B
BITRAIER/ -

HITERSRE 2 VPC B
IDo

AN true SAEPEE @R
BNE8TESE (BETE
BEENETEE) . HRE
ERFIFEBR AR FENITE
FHIEEN false,

SR BMBER
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#5EEE T2 Studio EREER

BY B4 iR
LoadBalancerSubnets EERFEEHSIERENTEA

AEEF , ERNEDME T
Bo A E ERFIERAER

FHHERE | FERRE T
. HRFERRRARFIH
E , FENLR TR, W
SRONER B HE B 2 T 18 R
, mENFTEEEUNIERR.

InfrastructureHostSubnets EERRETHMEREBNTE
AAEEYF , BERELMEFA
B, MRS
ByEBME , FENMEE
BAWIEAB,

VdiSubnets # VDI ST ERARMEBH T
B AEES , EINEDRHE
B FRER, WRINEDEEME
BEVEBME , FENAR

ERIKMIER,
ActiveDirectoryName corp.res.com ERPEHNBER. ETEE
FEAOMUBEE LR,
ADShortName corp ERFPEHENEEEE. Bt
A NetBIOS £,
LDAP ELi# DC=corp,DC=res,DC= LDAP BB E /A9 LDAP
com B,
LDAPConnectionURI A EH R P B SREY A AR R

FEMNE— |dap : // BB, W
R ERATER AD BiEREH
L ATEIR , BRI AEA

ldap : //corp.res.com,

SR BRBER 41



3R EE T2 Studio

ERAEER

B8

ServiceAccountCred
entialsSecretArn

UsersOU

GroupsOU

SudoersGroupName

ComputersOU

DomainTLSCertifica
teSecretARN

EnableLdaplDMapping

RESAdministrators

iR

REMWEZ ARN , HbhEE
Active Directory ServiceAc
count EAENFERAEBBA
#Z5 , XA username :
password key/value ¥{,

AD AR By fE A & B AR
B,

AD AR 2 BB RV AR E
i,

HiEEE  Hbagsar#

B 1T1E8 B4 sudoer 7
BENAMERERAE , URE

RES LEAEESFEHERN
FIEERE.

AD A#ITEREAS IO A BB
B,

(ER) EH\ETLS BE
B ARN , BIRRAIEE AD B
TLS &

SRZE UID  GID SEIBR—R A

H SSSD E4X , 2B FEH
AD RMEREE. 524 True
LAfEF SSSD E4H) UID M
GID , =& A& False LAfEH
AD 2% UID M GID, TEX
ZEERT , S BEZKRTE
A True,

SR BMBER
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3R EE T2 Studio

ERAEER

B8

DisableADJoin

ServiceAccountUserDN

SharedHomeFilesystem|D

CustomDomainNamefo
rWebApp

CustomDomainNameforVDI

ACMCertificateARNf
orWebApp

CertificateSecretARNforVDI

False

iR

EEFLE Linux E#H0A B 8
B, B BER True, &
Al , 55RE False WTEERER
Eo

i EHEPRBEBRBIRSEHE
K527 (DN),

FR Linux VDI E# 2z A E
ERRHEMN EFS ID,

(iZA ) Web ADO#HEM AR
RERFE Web EB0EFEHR T
B,

(iEA ) Web AO#A R
RIERS VDI B EREN T
.

(EA ) ERATRRERE,
EREEMIH amazonaws
.com FFEE Web EEARE
No BALEHEBRTREE
BRI, MREHLET HE
{EATER , IEREEEL
BIR , A LAE res-bi &
e PR B ER. RER
FTEA Web EREXELR
=, B HEER.

(#f ) Itk ARN BERE
Web A OB ANEREH AL
HEE, MBELREBESHLIE
BERFBEAOMBLBBERE
BT LAE res-bi BRI H
R EHETHRIEE.

SR BMBER
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#5EEE T2 Studio EREER

BY FER% HiR
PrivateKeySecretARNforVDI (iZf ) Itk ARN EEHE

Web AOMHBRNLES
R, MRLHEBUHNTER
REAORLBAERE , &7
BATE res-bi HE& BV ¥ 3R 5|
BETHBE,

5. IZ{E Create stack (B HBE) LILEBHE,

& O] LATEARREREHY AWS CloudFormation £ A F R EEWRE, BREZEE KL 60 D ERKE
CREATE_COMPLETE #R&E,

T2 B—REA

EmERRFINENIRFR LRI TERABHNNE BN, £H URL ZEALMIRSE , L /HM
A ERE TR,

FE—REARE , BOULE Web A QMM AFERE BRELUEREI SSO HER, MELBRAEENR B
20 HEEM, AR , clusteradmin B HEIRE — B LFEATCKREVER , WiFEAEREH
HREERERGELER . cEEFETHEREEHEBRILERE,
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M T Studio ERERER
B Em

Research and Engineering Studio (RES) EMEEHMEMMN G E , BURRRAEHMEETEETMERIX
EFEW,

RES FALNBHIAEBRNRARHI TR, TEMAEAEMA , XERASREEFEFE,
M, 2024.01 FRERA 2024 F£ 1 ARTHEEERZAK ; 2024.01.01 AR 2 ZMAK R BEMRAEH,

ES- |
- EERAERH
« REREEH

EERAEF

Research and Engineering Studio fEARBRZEMLLHH RES RIBEBERERMN , MAFEXL
MIRIBRE, BEAUEMAEAEZE , EALEFRBEMNSEZERIENEN.

HEERARIMRARN RES EXERRIER

1. BV BHIREBENRE, 5528 the section called “E I HREE”,
2. (FERAHFMAEHRIE RES, F2E the section called “FE 1 : BMBIEMR
3. KBRREAZLEHFWIRE, B2 M the section called “E AR,
4. BBFIEERNRBERIBBEENIRE,
NS NEER )
/A Warning

#£ RES 2025.06 iR FHRZE 2025.06.01 BEMFEH T ERAFLH BF.

HNA RESHWAERAEH , FEEFTNLZE, BUUEHREN RES HE | FEREHHE AWS
CloudFormation £i7%, 2% 1 AWS CloudFormation Z 8 , 5% P42 H 8l RES RIEBM M,
& 7] LA 7E €52 Y B S % B MR A 51k o

{5140 : "Description": "RES_2024.1"

EERAERR 45
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BEETREREERN

£ P TESEEH AWS CloudFormation #Zthe section called “F8R 1 : BEIEm",

£ https : //https://console.aws.amazon.com/cloudformation BARX AWS CloudFormation &,
¢ Stacks 1 , SRWENTEHE, TEEKBETRA <stack-name>,

BEEWN,

EERA B RIRE,

&+ ¥ Template source (EZAIR) , i##F Upload a template file (L EEAER),
BEREERY FESTERNER,

EEEHEHEEAL  BET -5, BELFEEFBE.

EREHBREL  EBET-F,

10. fE#2Bd <stack-name> B , BEER,

© © N o g bk~ w0 Db =

RERAEH 46


https://console.aws.amazon.com/cloudformation/
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BREZEEM

& LA fE AWS Management Console S/ fEBRZ % AWS Em LM SR T2 Studio AWS
Command Line Interface. &4 AFBMBRALLEREIH Amazon Simple Storage Service (Amazon
S3) FEFITHE., MREZEEHNERENER , KERTEEEMBR <EnvironmentName>-shared-
storage-security-group.

£ AWS Management Console

1. B A AWS CloudFormation £i25&,
2. EEEE L BRI ERNZEME,
3. B#IE MBR

£ AWS Command Line Interface

Y| AWS Command Line Interface (AWS CLI) RAEZLNVIREFRTH, NMERERH , F2E (
AWS CLI R &mE) RHER AWS Command Line Interface, #52 AWS CLI AJ#tER |, W E %
EEHMBEMMEBGNEEERFE , BHTTIHS.

$ aws cloudformation delete-stack --stack-name <RES-stack-name>

fifl Br shared-storage-security-group

/A Warning
EmFARESRELBERRE , UBLEAEER, NREZEMREZ S EFHEMARABRESR
Rt EERBERARBENEMNERREXRAMER, BREHEOERNTEEREFTEREGTNE
£EHE.

1. & A AWS Management Console YRR Amazon EFS £ 5& |, #8itA https : //https : /
https://console.aws.amazon.com/efs/ : //https : /lwww./www./www.microsoft.com,

2. MIBRER FERAEAY T A R RM<RES-stack-name>-shared-storage-security-group., =™
&, BUUKBELERRMRENERGS —BLL8E , IHEEER,

f£F AWS Management Console 47


https://console.aws.amazon.com/cloudformation/home
https://docs.aws.amazon.com/cli/latest/userguide/cli-chap-welcome.html
https://console.aws.amazon.com/efs/
https://console.aws.amazon.com/efs/
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3. & A AWS Management Console , Y7 Amazon EC2 £ &R https : //https : /https:/
console.aws.amazon.com/ec2/ : //https : //lwww./www...https..

4. MBR<RES-stack-name>-shared-storage-security-group.

I B& Amazon S3 FE1ZETEE

IR IEREMBER AWS CloudFormation BB IEZNERIER  HERSREAREBEREILMN
Amazon S3 FFITR (ARTEEENAEBEFHE ). BREZEERE K NRETEEREBER &
AT AF EMIBRILL S3 FEFETEE, FBAKRR T SIS BRMIBR Amazon S3 REETER,

1. & A AWS Management Console , 37 Amazon S3 =2 &R https : //https : //https : /https:/
console.aws.amazon.com/s3/ : /lwww./www../www..https : //www..

REBERBERTITR.

¥ 3 S3 fEfEstack-namefrEE,

BEEUE{E Amazon S3 fFETRE  AREEZH, KX ARTEEEARETE,
BHE S3 RETFATRE | AREBRBEMIBR,

o ~ w0 b

ZESH MKk S3 REFEE AWSCL, FHITTHHS :

$ aws s3 rb s3://<bucket-name> --force

(® Note
--force MTEBEEHRARN FEITHE,

MIBR Amazon S3 f#1FErEE 48


https://console.aws.amazon.com/ec2/
https://console.aws.amazon.com/ec2/
https://console.aws.amazon.com/s3/
https://console.aws.amazon.com/s3/
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HHRETE

WHAEERmARMERIEHTBENIE TR , RPWMMAE S BFTIE AWS Em LK Research and
Engineering Studio &,

ES-]
- BREE

- B 78
« )M ACM B

» Amazon CloudWatch Logs

- BEATHTRR

« EXXE RES mi#& AMIs

« £ RES REZREBI MR

SoER

Research and Engineering Studio AJ AAfEFA{E{ SAML 2.0 B S piRfitE, ZEFEA Amazon
Cognito iAREFEAEES , AFEAEZEAERS Cognito FAESHH Web A O#UEH Linux B
VDIs , 52/ 5% Amazon Cognito £ & . MREFEAAIERSETEIEA IAM Identity Center Zf
£ RES , 528 £/ IAM Identity Center ¥ EEE—&E A (SS0), MREEEHCDH SAML 2.0 BEEF S
REtE  FH28H ABE—E A (SSO) RELNEpRMEE,

*iE
+ i%%E Amazon Cognito fE &

« Active Directory [@

« {8 IAM Identity Center 58 EEE —& A (SSO)
- BE—BA (SSO) RELN G oiRME

- REERENRE

5% Amazon Cognito £ &

WZRE T2 Studio (RES) AJ &4 Amazon Cognito FREBFREMAE B 8%, EWEMERAEFEH
Amazon Cognito fEF & & 75 & A Web AO#BILA Linux & VDIs, BEEERLAERH AWS E#EE&H

BoEE 49
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WesviER , KZEFERAZEEAFTRERE, NEAEXAEEANFHEN , F2E (Amazon
Cognito B ABERE) P CSV EZKERAEEAEAEERE, RES XERRKAFEM Amazon
Cognito B [R4EF % B % SSO,

EERE

BA RESEEE , ZEi% RES RIEFREAMFEH Amazon Cognito A FEHREE#% , FETRREE
BEEEFNN S 2 EEEE EYI#MEH Amazon Cognito #AEAE B #iLiE, EEANEAEHTH
m, BYEEEEE LN EREBTEMIR,

FREEREPEMEA

MREBRAEAEEREM , BV AFEHERE Web ERARENK URL, EH0E , FHESKRIE
NETRMEAENRE ? £EEFM,

HMRE

BFETREMAENERE ? FERE K RREERCAAREFBANBRREL 1RF,

HEMRES  RASEREAEWAETEHFPRINBRIR , AxKEMREF.

MREAEREM , FAEKTSEIFTMES. EEB LA RES /3K Amazon Cognito FEEE
FRHE. (F2E (Amazon Cognito BB AEER) PHUAEEESHEUFEAERF. )

BEARMRE

AR EFRUA SSO M Amazon Cognito , RIS B /REAER SSO BEANIEE, EFEMAEE - THRE
B, CEREEMKRHELR SSO B AHE. RIFERK , MRAA Amazon Cognito , EAEMEHELT
D BRE,

BR 1

« &K Amazon Cognito FEEBRZUEANEFT ; REZPNEFH,

Amazon Cognito & %588 E 50


https://docs.aws.amazon.com/cognito/latest/developerguide/cognito-user-pools-using-import-tool.html
https://docs.aws.amazon.com/cognito/latest/developerguide/how-to-create-user-accounts.html
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 Amazon Cognito &M 75T R 8 £ 5 48 [5 52 A & & BB 1[5 48 13 i 31k B9 B 7 B4tk
- MREEA Active Directory # Amazon Cognito , BR#FER DN EENFERERTE , BEARN

Active Directory FAEETH P HRFE. EESEKEIT R , TEE Amazon Cognito B2H Active
Directory 2 MW EEFEHAE R,

« FAFF Cognito & B E Windows & VDIsE A RES A% # Windows #1TEEA Amazon

Cognito B & 7 E& &%,

Amazon Cognito FR &N EESEH

BIBETARR , RES € adminsHHEEEE#EH R T Cognito FAE. BEESFERAEFHIEZE Cognito
admins®fA :

1.

2
3
4.
5

BEZ Amazon Cognito £ & , AREEANR RESHREEAELRE.
EEEFAEEETHRE  AR2REEVHE,

EEVEFEEE LMBEEERT , WA adnins,

EREEVNadnins#HE , AEBRFTIBE A E ZREUIE Cognito £EAE,
& FERE Cognito BFEX.

Amazon Cognito B R I1#% , HiEZadminsEENFERES RIS EERER,

EEZ

RES &/NEESHEREENRE Amazon Cognito WEFAEMEHEET. BREE "EEE, NEW
FERE#HEEHE VDIs FXEE sudo #R,

B A LA Lambda A FEHEEIRES,

FRRBRIER

1.
2.

BIRK Lambda =2 &,

# 2 Cognito E#% Lambda, It Lambda BELt &R 1E
51 - {RES_ENVIRONMENT_NAME}_cognito-sync-lambda,

BV
ERARSHERY , BEALANAERE, SHARAXBALFEE,

Amazon Cognito & %588 E 51


https://console.aws.amazon.com/cognito/home
https://console.aws.amazon.com/lambda
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Cognito N EZ£ZE

£ 202412 R 2 |l , FEERERAEAEEELH , ER Amazon Cognito Plus FHEIZhEEMN — 25
BMREESBHBRULER K AEEER RESHEFHERLR. BUUREEEHAALINE ,
REHEBHNERLTLEE,

Active Directory [

PITHIMARE

ZEEHIR |, B2 Active Directory (AD) tHEERIFE CFN S EHE 2 &M,

HRAHTEBEEMNEMER ARN ( HlI0 ServiceAccountCredentialsSecretArndl
DomainTLSCertificateSecretArn) , B A THEBHIEE RES R , UNBENMRE
BT :

- ©%8 : res:EnvironmentName , {€ : <your RES environment name>

- €88 : res:ModuleName , { : directoryservice

Web AR AD HEEHHBEET —XHEEN AD BSHEEBHIE (BN ). £AEF
AREFEEEEE AD BHREEBEMFE SSO ( film , MRLVRFEFTEFH AD),

HRTRzE  EEETNES S EEEE N RES Web A O R iw4E AD MHRE :

Ht

iE

Xa

EmR R

EEENLUFERAEAEGRNFEGERR K GREFNSNERAENEHE. BFRFGLRERE LDAP
EmRRAFRE L. EAIERRRMAA

(sAMAccountname=<user>)

BH7] SSSD 2

Active Directory [E£5 52


https://docs.aws.amazon.com/cognito/latest/developerguide/feature-plans-features-plus.html
https://ldap.com/ldap-filters/
https://ldap.com/ldap-filters/

HZREE TR Studio EREEmR
EEEMUREMRSIB/EENTH HPGESEEAZEHTER L SSSD HEER

[domain_type/DOMAIN_NAME] EERHY SSSD 2H M{E, RES EBEER SSSD E# - e E#M
FREh# £ 3 T1ERE LAY SSSD IR#E , A #EE AD RIFEF,

— & E R AT SSSD REBHE :

« enumerate - BREA trues LVRENH SZRBEHWAMEFEAENEEEE, FALYETEZARE
AENE—REAFIBEEIE,

« ldap_id_mapping - 88&%4 "trues , # LDAP/AD £ & FMEEE IDs BETZE Linux Rk LAY A
UIDs GIDs, RUALLZhRE R ek ZEERR A POSIX ETIBMEAREXNHERME,

37E SSSD HEERMTRERA , FSE /Y Linux FMEMESSSD.

SSSD 2 #M{E 4 HEE RES SSSD #HREMZA , TR :

+ id_provider B RES RZPRE , TEHIEX,
- AD tHEB#HRE , ®¥E 1dap_uri., ldap_search_baseldap_default_bind_dn#
ldap_default_authtok RIREHEMIZMHA AD HRERE , T81&%K,

THEHIERA SSSD BFNEHER

WA FEBSREBSZELERZP (2025.03 REHRA )

BEEFZFH,EEEME , ARIEIEF Active Directory BIEASRPHIEE AD RIS &K , AFEE#ER AD F
£

EEEILISEW AD @2 |, Bi2E Active Directory #8i R8P HIE 1L AD B4R,

& A LATE Active Directory iR SR FRE AD RS REMZHMNR LSRR,

Active Directory B2 53
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WA FBFITEZ (2024.12 F 2024.12.01 kR )

Active Directory R #2721 Cluster Manager AZ E#B E R R K — X% Amazon Elastic Container
Service (ECS) £#. BFHEASIPRHIT—IX , B E<res-environment-name>-ad-
sync-cluster#&E TH Amazon ECS £ AFHREFITHH ECS E7,

EEFBRET :

1. BEZE Lambda TEAWESHEA # lambda<res-environment>-scheduled-ad-synco
2. BB Lambda B#3E A1 3R
3. TEE# JSON H#ATHIER :

{
"detail-type": "Scheduled Event"

4. BEEAE.
5. % CloudWatch TEE#{T+H AD Sync E#H B > BFFE#E - /<environment-name>/ad-
sync, ZE#EESMEBITH ECS FHM A, BEREHH SRR B

(@ Note

- MREVBE AD SHHHE AD GE R4 , RES SNMERAEMEENEENSH , LBR
FRHIERALS ETBERE LDAP BEZEHHNERE.

+ RES #EBRIBDERGERNERE/FE. ELARERTBERMERE & RES #IRR
R ERAEF .

SSO #H7E

BRI AD {HRER  FRAENSEBERTEE—FA (SSO), FHELLAD FHES S E A RES Web A4
Yo SSOMECR—MRETEABEZFN I, EEET, MERT SSO WFMET , F2H 598
2,

£/ IAM Identity Center 3R EE—& A (SSO)

MRERREEEEIZE Active Directory WE D, B BEBTE 1 BESSFL. MREEER
B2 E Active Directory BRHN B D H O , Bt BRIRE 2 EREFDH 0.

& A IAM Identity Center %7 SSO 54


https://console.aws.amazon.com/lambda
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® Note

MREBELEZE GovCloud [E1F , FE1E AWS GovCloud (US) #B2 Research and Engineering
Studio K7 Bl [EHR 5 P ERE SSO.

SEBR1: REH TP
B 1AM Identity Center

1. & A AWS Identity and Access Management £ &,

2. BARK Identity Center,
3. EERMA.
4. EEFEMEA BUA AWS Organizations,
5 EEEE.
(@ Note

REESMNREERZE Active Directory FYAE[E [EiF,

#& 1AM Identity Center E#RZE 2 & Active Directory
FUA 1AM Identity Center 2% , BERATERNRES R -

1. EEEERT , BERE,

EEDRRT , BEBHEFE A RRBEE2ES SRR,
EREEHT , EZEEEWNE %K.

BET—-F,

BEENEEACCEPT , RREMESRF@A
BELE 55 KR,

o o K~ 0w N

A EREMBER D 2 & 5 o

£ PATAEE A |IAM Identity Center IR ZE 2 E Active DirectoryTE R % , € H B R EERRER,

& A IAM Identity Center %7 SSO 55


https://console.aws.amazon.com/iam
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1. HEREREES  EERBSIERE,

2. RREBMEMRHT  BET-F.

3. EEREERT  BWALERSHNERE.

4. IEEHHE,

5. EET—F,

6. RELHEE ARREEREFAR.

7. BSEFURFELIENKE. NREBINEBECAERFAINESALS  FREEERS,
RRAERE

1. RIERT  EEERE,
2. ENEERHBAEDEN (£RE ),
3. EERAEREEN.

FR2: BREF PO
£ 1AM Identity Center HFEXEEARE

1. BABX IAM Identity Center £ A&,

i#1Z Applications (FEAREX),

BEREEAREN,

ERERIFFET , BEREEERENEAREN,
ERABRXEET , 1E#E SAML 2.0,

BET—F,

WALEEANEREBAER,

£ IAM Identity Center F#E R T , 55 IAM Identity Center SAML i ERE RN ERE, £
RES A O#84ERE IAM Identity Center B | IEHEEE]IER,

9. HEEARIBMT 6 W ALNWEARERXEE URL, #l <your-portal-domain>/sso.
10. EEAEX ACSURL T, #f RES ANMRL M AEHHE M URL. EESHKILIER :

©® N o o bk~ b

a. HEREEET , BE-REE
b. EIMEDRHEERSIER.

& A IAM Identity Center %7 SSO 56


https://console.aws.amazon.com/singlesignon/

3R EE T2 Studio

ERAEER

c. HE-—BAT,6 £EK3 SAML E#E[ URL.

11. AR SAML BRT , B A Amazon Cognito URN,

EEEIT un;

a. 1 RES ACMUABR—RRERE.
b. EHTRHERSIFEERT , REERAELRE ID,
c. WBEAEEEIDMEEIFS

urn:amazon:cognito:sp:<user_pool_id>

12. B A Amazon Cognito URN 2 # , FBiRERER,

ARE B AR TV B M AR S

—

#¢ Identity Center FRAFT2 L EAR XN FMEA.
BERE K AREBEREBMERS,

EEET , A ${user:email}.

FE#®XT , B emailAddress.
BEATE B RS,

EEARXTHNEAEBMET , @A 'email.

AT, @A "REEL .
BEREFEE.

© © N o g &~ 0D

£ 1AM Identity Center FA5 R EFIEEZEARER

1. % Identity Center BARAFTZ M EAREXNERERE , AREZIEREME,

2. ERSEREREARNFRNERE.
3. iB#E Assign users (IRFEAE),

£ RES REHEZE IAM Identity Center

1. ERREETHHIEMIRE Studio :REF , A—K

2. FREDRHAERITRR,

£ IAM Identity Center Pt FHREHFEAEBENMRHNT , @A ${user:email},

& A IAM Identity Center %7 SSO

57
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3. BE—ZAT ,6 BERFE MESE).
4. FERATHIERERRE

a. 1E# SAML,
b. ERMHELEBT A WACEAEITHNER.
c. EFEWMAPEENXHI®E URL,
d. EWALE HEERMN URLTE IAM Identity Center FEZEFEAER .
e. GERHEEFEHL4EMET , @A 'email,
f. BEERXR
5. ENMEEEEYRERERTERBEHKA.

RE—BA (SSO) RELNH DIRME

Research and Engineering Studio E2{Efi] SAML 2.0 7R HEES , UBRBFEHAEY RES ADH
W FEL, EESBRREMHEGIEIEN SAML 2.0 5o RMEREWER. MREBEFEA IAM Identity
Center , 5526 £/ IAM Identity Center X EE —& A (SSO),

® Note

FHENE FBHLERTS IDP SAML ZBAA Active Directory, BEEAS G oI EEE Active
Directory &4 , W EHIRLZ ERE.

ES]

- RELWS D RHEE

« EXJE RES LAMEREM & 0 Z4tE

- EFREEREPREENFIIRHEE
- {888 SAML IdP RRE

RELNEDIREE
AEIREFE AR E RES Amazon Cognito FREE BN ERARRET P IREENTE,

1. RES R &HE —18 AD (AWS 2% AD B EMHE AD) , HEAE S S AFFEH RES ADMENE
R, BIEHW AD EEELNE S RBEMRE K IRSERESD. REFDTEMREBENHE , UTH

£ SSO RELM B HIRME 58
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ERAEER

W1EE AD MRS ERES D, Hla, FSEAWS IAM Identity Center  EREIERE) PHEAR

Active Directory 5 & 7 KR

2. EENE PIRMEE (IdP) 5 RES &%E SAML 2.0 FEAER, EREETIISE .

« SAML E#iE [ URL — IdP FR{E%E SAML 2.0 Bl FER RIFIRMHEM URL,

(@ Note
Bi% IdP , SAML E#TE [ URL ATREE FRINETE
- FEAER URL
- BIHEERYL (ACS) URL
« ACS POST % URL

£ZEHE URL
1. LIEHEE clusteradmin 9% A RES,
2. EEFBIEEHE - —BRE > BoEME,

3. #iF SAML EfE M@ URL,

« SAML & URI — RIFIREEIK SAML HREEHMKE— ID,

@® Note
RIR 1dP , SAML HiR URI TRERETRRINETE
» ClientlD
- FEAEX SAML HR
- SPEEID

AT B R R A,

urn:amazon:cognito:sp:user-pool-id

7 SSO RELM S D iREE
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https://docs.aws.amazon.com/singlesignon/latest/userguide/gs-ad.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/gs-ad.html
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S EM SAML KR URI

1. LB S clusteradmin &2 & A RES,

2. EBEFRIBEEE > —RE{E > FoRHEE,

3. EEFEMELKEID,

3. iRAAE| RES By SAML BHMXEK TIIM/EERERAEAENE FE At
- SAML E38 =% NamelD
- SAML EFEH#

4. 81 |dP SIRIFERE , BW/SEHIEE SAML B8, RES EEELHN, RIBHER , AZEH
EEaaEEASERV. WRELERTE , F2RATIHRLEBANE,

- AudienceRestriction — §%¥E A urn:amazon:cognito:sp:user-pool-id, # user-pool -

id B BIE/Y Amazon Cognito A EEEM ID,

<saml:AudienceRestriction>
<saml:Audience> urn:amazon:cognito:sp:user-pool-id
</saml:AudienceRestriction>

"

- [EfE — InResponseToi®EA https://user-pool-domain/saml2/idpresponse. £
Amazon Cognito fFAE K EWBEBBEUL user-pool -domain,

<saml2p:Response
Destination="http://user-pool-domain/saml2/idpresponse"
ID="id123"
InResponseTo="_dd0a3436-bc64-4679-a0c2-cb4454f04184"
IssueInstant="Date-time stamp"
Version="2.0"
xmlns:saml2p="urn:oasis:names:tc:SAML:2.0:protocol"
xmlns:xs="http://www.w3.0rg/2001/XMLSchema">

« SubjectConfirmationData — RecipientfXE A BN EAEK[Esaml2/idpresponsels 2
MInResponseTolR#H SAML 53K ID,

<saml2:SubjectConfirmationData
InResponseTo="_dd0a3436-bc64-4679-a0c2-cb4454f04184"
NotOnOrAfter="Date-time stamp"
Recipient="https://user-pool-domain/saml2/idpresponse" />

« AuthnStatement — #& ;R EA T HIEE :

£ SSO RELM B HIRME 60
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<saml2:AuthnStatement AuthnInstant="2016-10-30T13:13:28.152TZ"
SessionIndex="32413b2e54db89c764fb96ya2k"
SessionNotOnOrAfter="2016-10-30T13:13:28">
<saml2:SubjectlLocality />
<saml2:AuthnContext>

<saml2:AuthnContextClassRef>urn:oasis:names:tc:SAML:2.0:ac:classes:Password</
saml2:AuthnContextClassRef>
</saml2:AuthnContext>
</saml2:AuthnStatement>

5 WREW SAML ERAEXEEH URL Bz , FEHEHRER : <domain-url>/saml2/logout,

3

= ZESHE URL

1. LUEHEER clusteradmin 49 & A RES,
2. EBEFRIETE - —BRNTE > BoEMHE,
3. BIEME URL,

6. MRIEH 1P EZHEBR/FLLE Amazon Cognito B EF , 58 T & Amazon Cognito 3B RHE I
B H EERIER 1dP,

HENSHERRE

1. BARX Amazon Cognito =&,

EBRZNFERERRE. ZNEAEREERKR res-<environment name>-user-pool,
BEIREARRRSIER,

EHMESsREEZRABRT  BERAEBRE.

R

&) LA A R B SR ER TE Active Directory IDP, ¥738 relying party trust , AREAIlL
KFE A SAML X 1E,

£ SSO RELM B HIRME 61


https://console.aws.amazon.com/cognito/v2/idp/user-pools/
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FRE RES LIERAZHN B DIREE
S5ERX RES WE—&ARE
1. WUEIEE clusteradmin &9 % A RES,

2. BEEFREEE > —RBE > FoRHEHE.

3. HE-FAT, BEENEETEZNHEEET , UFARE-ZEABEREH,

a. #HBEHFTREE | BIEF SAML
b. ERMEBBD K WAFSTRHENE-—ERE,
(® Note

TAFFEATIERE :

+ Cognito

* IdentityCenter
c. HEHFHEERNHRET , BEEEEMZREY HEFEER XML X4, IRGDRMAERMS

URL,

d. HERHEETFEHEBMET , WAXFE email,

e. igE}IEEBEO
4. EBEFEARE

SERME, MRAREER  ASRAE-2ZA,

7 SSO RELM S D iREE 62
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HHREERETRELNE T RMEE

MREGEARMHNNTEFRRELIELEE RES ;RIE , WA% IAM Identity Center FREREH & 71214
&  BUREBERTETREN S DRME | Hl0 Okta, RES SSO BMAXRESER=EAESH :

1. HEBERE — EEBR
2. REEE R AT URL — AT &R
3. HEBETFBHHBMY — TTMEH

BEBRTRERHNREREETBHEN ST TIEHE

1. B1{E Amazon Cognito £ &,

2. EEEYd K BEEHRELRE,

3. ENANEREEEUBAERAERERS.

4. REBEABRRRSIER 6 sIEBE o RUHEZALFAMERENST TREE,
5

—iRME K BRFESFFREN  URBERFREBTE, FEEFBUERS , FEERE. &
EFHTRENNHY  FREIAHEER.

6. WMREHFEEBMHEMS  BFEEFEH DynamoDB H#<environment name>.cluster-
settings&Rl&K,
a. B DynamoDB F##A , ARKEERBIEFER K,

b. S IiEH<environment name>.cluster-settings&HREk , RERBEDRER IR
BRZRIER,

c. EREIREHEET , BEGEKRYE , ARBATISE :
- BHEERE — key

« {E —identity-provider.cognito.sso_idp_provider_email_attribute
d. EE#T,
7. EEEMNEBT , Bikidentity-

provider.cognito.sso_idp_provider_email_attributeF & , REZBEFEFERERF
8, LIRFE 8 7E Amazon Cognito FHIEE,

7 SSO RELM S D iREE 63
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{5#5 SAML IdP =&

&WLEW%—ﬁWﬂh%EE%“ﬁ#cmmw&%% LLEME SAML 5k M & SAML EBH
B, MFTFHMET , 5528 Chrome Web Store 1§ SAML EHEEE,

SAML B8 A BT E — Onelogin IR 0] AR LS SAML fRIGEMN TE | ¥RE SAML BEHHME
WL, WMEFMER , 552M Onelogin #h £ Base 64 Decode + Inflates

Amazon CloudWatch Logs — & A LAfE CloudWatch Logs F#Z&E RES H—REEHERIEL. £X
B AEBERE WAFEEMEYR /res-environment-name/cluster-manager,

Amazon Cognito X4 — M SAML EZ Amazon Cognito B&KFFMER , 5528 (Amazon Cognito
M ABIERE) FME SAML B REENEEFEAEER,

RE L F & B

1. #& AWS Directory Service £ aF | BEFTEHEEWN B #.
2. EBEIDERRT , ENEREAEER.

3. EEEAELEATER.

4. BEEREH.

B RS

MREEABTHEE  AFEREFAEREAOMBIER Web M VDI &85

(@ Note

MREEHEE GovCloud B , FHEAEMBLRAERINERE D BERF PERE Web
FEREXM VDI F#3iH.

BB Route 53 £ A

ERECEINMESE K REBBEEVZE,

WA ‘'web' AL HER.

#EL CNAME AR 83E 8,

SHEHME , MALREYVRE FE4PRBINER,
BERE %,

o a0 A w N~
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https://chromewebstore.google.com/detail/saml-tracer/mpdajninpobndbfcldcmbpnnbhibjmch?pli=1
https://www.samltool.com/decode.php
https://docs.aws.amazon.com/cognito/latest/developerguide/cognito-user-pools-saml-idp.html
https://console.aws.amazon.com/directoryservicev2/
https://console.aws.amazon.com/route53/
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7. BFEEY VDC KIFcsk , FFREE NLB Hi3it,

a. BARX AWS CloudFormation £# &,
b. ### <environment-name>-vdc,
c. EEERWHMA <environmentname>-vdc-external-nlb,
d. % NLB &% DNS &,
8. BB Route 53 £ &,
9. EBREMMEE K ABREBEEVIIK.
10. ERLHERBT , WA vdc,
1. ERSHEET |, EE CNAME,
12. &% NLB , 8 A DNS,
13. BEEM K,

EY ACM BFE

BIEFERR , RES & A#8E amazonaws.com EEABERNE & FEHER TFEE Web AOMRU. BEER
LECWREE , BREERELRMRK AWS Certificate Manager (ACM) FERHIAF SSL/TLS BFE.
MBEMHEH ACM , BRI EEREHESH AWS WEREE , UNBAFHEM Web RIS
B SSL/TLS &i&,

® Tip
MREBERBARERTEEN , AIFEEE PHBALEREEPortalDomainNamef¥F |, £
g A RRENBEE IS ER,

HEEV B HENERE

1. & X BB AWS Certificate Manager SRR QB BRE. MREEHE GovCloud BEFEE ,
#81E GovCloud ZEIEIRF PR BE.

BEBRLERE K REREET S,

EHZEBT , K *.PortalDomainName#l B EEPortalDomainName,

EREHET , EE DNS BE.

BEFR,

RBI|EESD , AREBERNEE. SERIHEGTRERERHMARE,

o a0 kA 0w b
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https://console.aws.amazon.com/cloudformation
https://console.aws.amazon.com/route53/
https://console.aws.amazon.com/acm/home#/certificates/request
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® Note
MREREEINRE  FENMEEEE,

7. BTUATEE-E:
- EXRHE:
REEBRBENBEFMEAD , BIEE Route 53 HEV LK. BRENREEBELCH

1T
« GovCloud Zp2 :

MREELIBAE GovCloud BiFF |, FFHEER CNAME £8ME, REESZNERFE , £H &
ELEREEFEFEIMVGEE. BENNEEEEAD BT,

8. K¥BFT ARN EHEEI A HA B BHACMCertificateARNforWebApp,

Amazon CloudWatch Logs

Research and Engineering Studio 8§ &% #E 7 CloudWatch & T 5| BHFF#4H. WF
B 6 BE2ATX:

CloudWatch Log &#H Retention
/aws/lambda/ <installation-stack- KA iBHA

name>-cluster-endpoints

/aws/lambda/ <installation-stack- KT IBH
name>-cluster-manager-scheduled-

ad-sync

/aws/lambda/ <installation-stack- KT BH

name>-cluster-settings

/aws/lambda/ <installation-stack- KTBH
name>-oauth-credentials

/aws/lambda/ <installation-stack- KB H
name>-self-signed-certificate
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CloudWatch Log &#H Retention
/aws/lambda/ <installation-stack- KB HA

name>-update-cluster-prefix-list

/aws/lambda/ <installation-stack- KTBH
name>-vdc-scheduled-event-transf

ormer

/aws/lambda/ <installation-stack- KTIBH

name>-vdc-update-cluster-manager
-client-scope

/<installation-stack-name> / 3{@A
cluster-manager

/<installation-stack-name> /vdc/ 3{@A
controller
/<installation-stack-name> /vdc/ 3 @A

dcv-broker

/<installation-stack-name> /vdc/ 3 @A
dcv-connection-gateway

MREEES T HFHANTERRE , B9 LLE11E CloudWatch £1#2 4 |, KBS RE CloudWatch
Logs PEFE AFERRE,

REETHTRRE

H 2024.04 & , iﬁTL}(ﬁiEiﬁLiﬁﬁaJﬁ‘Imﬂwﬂa& RES BUMA®, FERRAM TR

# ARN 1% IAMPermissionBoundary &/ — , AL BETRF AT A RE&R A RES AWS
CloudFormation REHN —& 5. MRLSHAZ , 'JTéTd_:EEﬂ RES A& LEREHFARR. UT=
RES A@i# 1’EFE$E’J§J1’E/§$O REELETEIE AR AT S BREATE BT T DU EE -

"Effect": "Allow",
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https://console.aws.amazon.com/cloudwatch
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/Working-with-log-groups-and-streams.html#SettingLogRetention
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/Working-with-log-groups-and-streams.html#SettingLogRetention
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"Resource": "*",

"Sid": "ResRequiredActions",

"Action": [
"access-analyzer:*",
"account:GetAccountInformation",
"account:ListRegions",
"acm:*",
"airflow:*",
"amplify:*",
"amplifybackend:*",
"amplifyuibuilder:*",
"aoss:*",
"apigateway:*",
"appflow:*",
"application-autoscaling:*",
"appmesh:*",
"apprunner:*",
"aps:*",
"athena:*",
"auditmanager:*",
"autoscaling-plans:*",
"autoscaling:*",
"backup-gateway:*",
"backup-storage:*",
"backup:*",
"batch:*",
"bedrock:*",
"budgets:*",
"ce:*",
"cloud9:*",
"cloudformation:*",
"cloudfront:*",
"cloudtrail-data:*",
"cloudtrail:*",
"cloudwatch:*",
"codeartifact:*",
"codebuild:*",
"codeguru-profiler:*",
"codeguru-reviewer:*",
"codepipeline:*",
"codestar-connections:*",
"codestar-notifications:*",
"codestar:*",
"cognito-identity:*",
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"cognito-idp:*",
"cognito-sync:*",
"comprehend: *",
"compute-optimizer:*",
"CUI:*",

"databrew:*",
"datapipeline:*",
"datasync:*",

"daX:*",
"detective:*",
"devops-guru:*",
ndlm:*n’

"de:*",

ndrs:*n’

"dynamodb:*",

nebs:*n’
"ec2-instance-connect:*",
"ec2:*",
"ec2messages:*",
"ecr:*",

"ecs:*",

"eks:*",
"elastic-inference:*",
"elasticache:*",
"elasticbeanstalk:*",
"elasticfilesystem:*",
"elasticloadbalancing:*",
"elasticmapreduce:*",
"elastictranscoder:*",
nes:*n’

"events:*",
"firehose:*",

"fis:*",

"fms:*",

"forecast:*",

"fox:i*",

ugeo:*u’

"glacier:*",

"glue:*",

"grafana:*",
"guardduty:*",
"health:*",

"iam:*",
"identitystore:*",
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"imagebuilder:*",
"inspector2:*",
"inspector:*",
"internetmonitor:*",
"iot:*",
"iotanalytics:*",
"kafka:*",
"kafkaconnect:*",
"kinesis:*",
"kinesisanalytics:*",
"kms:*",

"lambda:*",
"lightsail:*",
"logs:*",
"memorydb:*",
"mgh:*",
"mobiletargeting:*",
"mg:*",
"neptune-db:*",
"organizations:DescribeOrganization",
"osis:*",
"personalize:*",
"pi:i*t,

"pipes:*",
"polly:*",
"quicksight:*",
"rds-data:*",
"rds:*",
"redshift-data:*",
"redshift-serverless:*",
"redshift:*",
"rekognition:*",
"resiliencehub:*",
"resource-groups:*",
"routeb53:*",
"route53domains:*",
"route53resolver:*",
"rum:*",

"3 x",
"sagemaker:*",
"scheduler:*",
"schemas:*",
"sdb:*",
"secretsmanager:*",
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"securityhub:*",
"serverlessrepo:*",
"servicecatalog:*",
"servicequotas:*",
"ses:*",
"signer:*",
"sns:*",

"sqs:*",

"ssm:*",
"ssmmessages:*",
"states:*",
"storagegateway:*",
"sts:*",
"support:*",
"tag:GetResources",
"tag:GetTagKeys",
"tag:GetTagValues",
"textract:*",
"timestream:*",
"transcribe:*",
"transfer:*",
"translate:*",
"vpc-lattice:*",
"waf-regional:*",
"waf:*",

"wafv2:*",
"wellarchitected:*",
"wisdom:*",
"xray:*"

E%7E RES Fi#& AMIs

£ RES-ready Amazon Machine Image (AMIs) , A LAE BT AMI LA ZRER S TER
VDIs) B9 RES AMIs #4kt, /A RES-ready AMIs 7] 22 i I T8 e RUERBRKAY VDI #4171 B2 B 44 A
B, £/ EC2 Image Builder , A L& AMIs BEW M AFNEKBHEE, WFERGEERNFHE
7, BFERGEERFERAEES.

FIG Bl , BYBAEEZIMRAH RES,
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https://docs.aws.amazon.com/imagebuilder/latest/userguide/what-is-image-builder.html

HREIE Studio RS
&

- %5 IAM AELUFIR RES RiE

« #3I EC2 Image Builder Jt#

- X{HEH EC2 Image Builder Bt 5

« i%%E EC2 Image Builder E# %

- REMGEESRMRGEEE

- BITHRGEERMRGEEE

« £ RES FEMMNEBHE

{5 IAM B LLFE RES B8

% E#% EC2 Image Builder FH RES RERK , XL BRI HIENE A RES-
EC2InstanceProfileForimageBuilder B IAM A€, MFHRE IAM A€UARREEERNFHENR ,
ESE (MEEERFEAEERE) PM AWS Identity and Access Management (IAM),

THAGCEE .
« &% Amazon EC2 RIEHE1EEE .

» AmazonS3ReadOnlyAccess, AmazonSSMManagedIinstanceCore #l
EC2InstanceProfileForimageBuilder BUK.

#1 EC2 Image Builder Jt#

B (MEEEREAERER) PHET  FHARBEERFEREEI TH.

BASNTHFRAES

1. SHEEE  BEEE,
2. SHEMRBIEERK (OS) , iEFE Linux = Windows,

3. HHEAHERE K MAEERNER , HlW research-and-engineering-studio-vdi-
<operating-system>,

4. BWATHRRAGRS W HTIEER,

key : value
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https://docs.aws.amazon.com/imagebuilder/latest/userguide/image-builder-setting-up.html#image-builder-IAM-prereq
https://docs.aws.amazon.com/imagebuilder/latest/userguide/create-component-console.html
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5, HEZXHHF , BATIERER. IRBEINEMHER , YAML ERSESZH , MEAKTHEN
FRRA

/A Important

EEHRERT , MREWN RES REMEAFTZHRM , HE TH URI (- source:
's3://research-engineering-studio-us-east-1/releases/latest/res-
installation-scripts.tar.gz') latest®# BV AR MRAFREE (Bl
2025.06),

Linux

# Copyright Amazon.com, Inc. or its affiliates. All Rights Reserved.
#
# Licensed under the Apache License, Version 2.0 (the "License"). You may not
use this file except in compliance
# with the License. A copy of the License is located at
#
# http://www.apache.org/licenses/LICENSE-2.0
#
# or in the 'license' file accompanying this file. This file is distributed on
an 'AS IS' BASIS, WITHOUT WARRANTIES
# OR CONDITIONS OF ANY KIND, express or implied. See the License for the
specific language governing permissions
# and limitations under the License.
name: research-and-engineering-studio-vdi-linux
description: An RES EC2 Image Builder component to install required RES software
dependencies for Linux VDI.
schemaVersion: 1.0
parameters:
- GPUFamily:
type: string
description: GPU family (NONE, NVIDIA, or AMD)
default: NONE
phases:
- name: build
steps:
- name: PrepareRESBootstrap
action: ExecuteBash
onFailure: Abort
maxAttempts: 3
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inputs:
commands:
- "mkdir -p /root/bootstrap/logs"
- "mkdir -p /root/bootstrap/latest"
- name: DownloadRESLinuxInstallPackage
action: S3Download
onFailure: Abort
maxAttempts: 3
inputs:
- source: "s3://research-engineering-studio-us-east-1/releases/latest/
res-installation-scripts.tar.gz"
destination: "/root/bootstrap/res-installation-scripts/res-
installation-scripts.tar.gz"
- name: RunInstallScript
action: ExecuteBash
onFailure: Abort
maxAttempts: 3
inputs:
commands:
- "cd /root/bootstrap/res-installation-scripts"
- "tar -xf res-installation-scripts.tar.gz"
- "cd scripts/virtual-desktop-host/linux"
- "/bin/bash install.sh -g {{ GPUFamily }}"
- name: RunInstallPostRebootScript
action: ExecuteBash
onFailure: Abort
maxAttempts: 3
inputs:
commands:
- "cd /root/bootstrap/res-installation-scripts/scripts/virtual-
desktop-host/linux"
- 'sed -i ''/“export AWS_DEFAULT_PROFILE="bootstrap_profile"$/d""'
install_post_reboot.sh'
- "/bin/bash install_post_reboot.sh -g {{ GPUFamily }}"
- name: PreventAL2023FromUninstallingCronie
action: ExecuteBash
onFailure: Abort
maxAttempts: 3
inputs:
commands:
- "rm -f /tmp/imagebuilder_service/crontab_installed"
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Windows

# Copyright Amazon.com, Inc. or its affiliates. All Rights Reserved.

#

# Licensed under the Apache License, Version 2.0 (the "License"). You may not
use this file except in compliance

# with the License. A copy of the License is located at

#

# http://www.apache.org/licenses/LICENSE-2.0

#

# or in the 'license' file accompanying this file. This file is distributed on
an 'AS IS' BASIS, WITHOUT WARRANTIES

# OR CONDITIONS OF ANY KIND, express or implied. See the License for the
specific language governing permissions

# and limitations under the License.

name: research-and-engineering-studio-vdi-windows

description: An RES EC2 Image Builder component to install required RES software
dependencies for Windows VDI.

schemaVersion: 1.0

phases:
- name: build
steps:
- name: CreateRESBootstrapFolder
action: CreateFolder
onFailure: Abort
maxAttempts: 3
inputs:
- path: 'C:\Users\Administrator\RES\Bootstrap'
overwrite: true
- name: DownloadRESWindowsInstallPackage
action: S3Download
onFailure: Abort
maxAttempts: 3
inputs:
- source: 's3://research-engineering-studio-us-east-1/releases/
latest/res-installation-scripts.tar.gz'
destination:
"{{ build.CreateRESBootstrapFolder.inputs[@].path }}\res-installation-
scripts.tar.gz'
- name: RunInstallScript
action: ExecutePowerShell
onFailure: Abort
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maxAttempts: 3
inputs:
commands:
- 'cd {{ build.CreateRESBootstrapFolder.inputs[@].path }}'
- 'tar -xf res-installation-scripts.tar.gz'
- 'Import-Module .\scripts\virtual-desktop-host\windows
\Install.psl'

- 'Install-WindowsEC2Instance -PrebakeAMI'

6. EBUEMBARE A ARREBEFEEIUTH,

#1HI2H EC2 Image Builder Bt /5

EC2 Image Builder Bi S @ EZE ARG | MMAEIHRGIEE | IREHIGHW —HTHREFTIR
B, WHER—MFEHRREE, BXLEERIRERE S , UEASEN RES SREMKMEREEBZ
AMI, MNFEFHNFMESA , FS2REELRS.

RES X ETJIMGIEXRL -

« Amazon Linux 2 (x86 1 ARM64)

« Amazon Linux 2023 (x86 #1 ARM64)
« RHEL 8 (x86) # 9 (x86)

* Rocky Linux 9 (x86)

* Ubuntu 22.04.3 (x86)

» Windows Server 2019, 2022 (x86)

* Windows 10, 11 (x86)

Create a new recipe

1. 1£ BARX EC2 Image Builder 312 &https://console.aws.amazon.com/imagebuilder,
EEREERT , BERGE S,

BEEIBKES.

B A I — B B B R A w57k

BEH RES XEREBIRE,

HEHTEEBERET , MRKRFELLRE SSM RERR |, FLE SSM REEX. £EAEERN
FAEMLENEREERPRAET.

o gk~ w N
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https://docs.aws.amazon.com/imagebuilder/latest/userguide/manage-recipes.html
https://console.aws.amazon.com/imagebuilder
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@ Note
mFEMALZLE SSM REEANER , F2H -

* 1£ Linux B9 EC2 14T L F 8L ¥ SSM KEEX,
- TEEARM Windows Server By EC2 #1T{ER L F B L EFMFEREZE SSM Agent,

7. B Linux BE A | # Amazon EEaws-cli-version-2-linuxBEcHHIBE
Bi5. RES ZHEIETTEER AWS CLI 1214 DynamoDB E £ EHAEER VDI FE
#, Windows ~EE It T,

8. ¥ A Linux = Windows REZE VK EC2 Image Builder Jttt,

/A Important
R Linux IRE |, BUALF®aws-cli-version-2-1linuxZBE Tt , FEEKFH
g T,

9. (¥&) ¥i8 Amazon Z&simple-boot-test-<linux-or-windows>BIE T4 , LAFERR
AILARRE) AMI, ERRIKER. B LURMAEMAFSEERNBE TH.

10. REETKEMERAER , MBEMEMAENTH K RREEEVETS,

Modify a recipe
MREFHRER EC2 Image Builder Ft 5 , BAILFB R AHREAT -

1. R Linux B2E S , #& Amazon ¥ 8aws-cli-version-2-linuxZETHHB=E
Bl75. RES REEETEER AWS CLI 121 DynamoDB £ 5% EHAEER VDI 7E
#., Windows ~EZE b té,

2. FEA Linux = Windows RIEE K EC2 Image Builder T4,

/A Important
R Linux IRIR |, BUAELHIBaws-cli-version-2-linuxBE Tl , FEEKFH
L T,
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https://docs.aws.amazon.com/systems-manager/latest/userguide/sysman-manual-agent-install.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/sysman-install-win.html
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3. HREBXTMEMEAER , MBEMEMEAENTH , RAREZRIES.

% 7E EC2 Image Builder E7#5%

IR LA A ER AR RIEERBGEERAREENAERREERMRBEHN Amazon EC2 EffEEx
fE. HERE RES £/ , BAILLEZRRVHAVERREER , EARENERREERE,

- FEEVHWERREHERE  F2REELERRBARE,
- FEEARANERREAR  FENMERKREHERE,

EERTEMRGESRERIRE -
1. ¥ IAM AR  BALLHE PRENAGBE[E IAM AGBLUFE RES IRIE,

2. SHHEFTERERE 121%: CER 4CBRERENER  YXEESRENES AMI BB, F2H

Amazon EC2 #{T{EEE%E

3. HRVPC, FRENZLEE K SAYXAATRERAEEEERUUTRERES. EXEAFFHR RES
IRIEM cluster-settings DynamoDB & ¥R M Amazon S3 EE/FZITE,

RERGRRERMREEE

REZEFRMEEESHASERRE. ARBEMAEN T, ERREEENDRERE. BER
RES Ri#& AMIs SREMRGEE , B NEFRIFTNEE , AEARANEE. NFFWEF , F2
B (M@L%%ﬁﬁ%hﬁﬁ> EFH’JL.L%HE%E AMI R E 8,

Create a new Image Builder pipeline

1. 7£ BARRBRMGZEE 28 £ A https://console.aws.amazon.com/imagebuilder,
2. REEERF , BEERBREE.

3. EEBRVMGBEE.

4. WAW—ERE, BRAHER, FENERREEEEFMEN.

5

SrehEEDL S | BECFABRAERS , RARBEIE FEMLHE S EfHER EC2 Image Builder B
7. TERREME S AR AR,

6. SHHERMGBEVUERF, ﬁ%ﬁﬁﬁﬁﬁﬂiﬁgﬁﬁﬁﬁiﬁﬂlfﬁmho T:T:ﬁ%?ﬂ%/ﬁ',-r FERR TE
RECEH, WEFHMEN , 528 AEH EC2 Image Builder BB EM G TIERZ.
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https://docs.aws.amazon.com/imagebuilder/latest/userguide/create-infra-config.html
https://docs.aws.amazon.com/imagebuilder/latest/userguide/update-infra-config.html
https://aws.amazon.com/ec2/instance-types/
https://docs.aws.amazon.com/imagebuilder/latest/userguide/ami-image-pipelines.html
https://console.aws.amazon.com/imagebuilder
https://docs.aws.amazon.com/imagebuilder/latest/userguide/pipeline-workflows.html
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7. SHHERERREAL  EEEERANERRBERE  ARENE PEVNERREHEREE
JE EC2 Image Builder Ef#¥ 5%, MFREHNEBERFHEN ERER,

8. HHEBRBIMRE K BRECRARBERERISMRE. BHRELANVRERLH RES RIR
AWS B R F. ERRBRARE K SEEARGERERNEESHEIREK,

9. REAEEFMET K ARREFEVUEE

Modify an existing Image Builder pipeline

1. EEEARANEE  FEXEMETERE RRYMWE S ERSN EC2 Image Builder B
p

2. BERTEE,

HITRERERMREEE

FEELACRENBHREG  SLAMBREEE. ZEEFURFERE—/NENKRE , RRIURRN
BREREC S RV T R E.

EEIITREREE
1. RREEED , BRE FRUNEERERGEEFREEE.
2. HEBESD  BEHTEE

£ RES R a7 Y X8 3t

1. B1E PH#E Rthe section called “ERBE HE & (AMIs)" 2REF R ERBE HE B
2. &¥ AMIID , M ARER 2 HRGE AMI IDETGEBESRMRGEE,

£ RES ZERIRE BRI M

(® Note
TR - BMEFREBFEMN PrivateKey RBTFIRIE Secrets Manager MEH , FEEHITIE
LS B,

BITRGEESRREEE 79
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BBEHEZE Web A PR

1. EMEEENI-ab AHTHREREANERE

a.
b.
C.
d.

e.

EEZ AWS £ A EC2 > Load Balancing > Load Balancer T#) RES /&8 & & F#35,
BESEREGREN NEHFEEE<env-name>-external-alb,
REEEZRZARTEHRNERERN,

BN ERENBEFMEFEE 2 ER SSL/TLS BRENERRE,

REFLENEE,

2. EREREERRP

#£ DynamoDB -> Tables -> F & B EREEFlKk<env-name>.cluster-settings,
AIFRRIEE WHREBHENE - B "key". B A "string". &4 "contains" H{E

"external_alb",
cluster.load_balancers.external_alb.certificates.provided &&8E & Trueo

B W
fEcluster.load_balancers.external_alb.certificates.custom_dns_name,

IER Web £ E N ERY BFTHEE M,
EHT A

{fEcluster.load_balancers.external_alb.certificates.acm_certificate_arn,
iE R EMAE Amazon Certificate Manager (ACM) A ¥ FEXREHY Amazon Resource Name
(ARN),

185 Web A FIRE M AV FE Route53 FREIACE , LB M ER alb B & F#2RH DNS &

fB<env-name>-external-alb.

4., MREEREHRE SSO , FFEAE RES Web AOMUEHIRIEEE > FHEE > E—FA > M
& > iR R E AR I A RERRE SSO.

B RHIEZE VDIs

1. BTIEBRFREEWE , BT RES BABRAHMEFNIT GetSecret HIERFFA

* res:EnvironmentName : <env-name>

* res:ModuleName : virtual-desktop-controller

2. HEBEEREERRT:
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#£ DynamoDB -> Tables -> F &% B LR EE Flk<env-name>.cluster-settings,
AIEFRRIEE W HEBHEENE - B "key". BE "string". &4 "contains" F{&E

"dcv_connection_gateway",

vdc.dcv_connection_gateway.certificate.provided FEA True,

¥ ¥ B{Evdc.dcv_connection_gateway.certificate.custom_dns_name, iE=

VDI f7EURY B AT R T

EH
fEvdc.dcv_connection_gateway.certificate.certificate_secret_arn. i
FHRBEARZWER ARN,

Y
fEvdc.dcv_connection_gateway.certificate.private_key_secret_arn., E=

FHRALBERABRZWER ARN,

=
s =

(i

3. EHMARFEHTEENRBIFEL

o

= ® o 0

Q@

4. EH
|

£ AWS £ AR EC2 > Auto Scaling > Auto Scaling 48 T BIRX Auto Scaling Bl
EEHEE RES RIENREBBIERSE. ERERMmEEH <env-name>-vdc-

gateway-asg.

HEFHAEARR TSR FBBE L,

HEFMAER > BF > BEEREER (BUFREK ),
[ B EERFAER.
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Web ANBUEHEBEIRERIEREE BELERTHEZZHLBERRENEN., RAFTNE
B, ERETUER Web ADRBURFIRERAERSE  UAFGMALERTHRERIE2EHE
REENESR.

FRBUFEER N RE 2 R ERAR , 23 A Web ADRMHNEAEREE LESTHER , AEBMMT
REEHWEE L, A SESIERSEEENBRERERIEX.

AXE SSH FH

EEETMURREEAERBASEH RES :RIEMN SSH, SSH FH VDIs 2B BE 2 T #R[EiH,
BRI RES 2fBLR2X# Y EFEHETLUET SSH FEIE~RE@E. EXREFEHTE
B, RES €/ F SSH 7Hl, RItEBEF# WBREHAEW SSH FEUE REH. HY)RERAE
=8
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® Note

E RES I BERFHEF K SHELEWIRE DI t3.medium Amazon EC2 #1T{EEE AWS ,
BEEEXTHENHTEEBHEBNMEER. NEFMENR , 528 Amazon EC2 EEER

&.

BXF SSH 17EL

1. fERES IRAMEMSEEHRT BEREEE  RAGREFTHE. FREERT , 5ZW SSH
T,

2. FFRAA SSH FHL

3. WEEEFHE  BIERA SSH 7HL

ERAETREZAEESKEES SSH FRUETREH.

£ H SSH 7H

1. ERES FREMNEASESEHET  EEFERE , RBREFFFTER. #REERT , #ESSH
FEUE R,

2. F#HFH SSH 7HL

3. BFE&#& , €%/ SSH #HL,

NE AT

MIEE‘JMEEJEKEE@EE%EH‘F—J L2 EEME TERREEEN VDI T8, FTEELFFTRTE
HUARELKEAARER , LUAEHAKENERETHTNEF, IREAEARKERT , ES
HEEFRAREHR EQTEEEFE’J%‘J@?F—JO ELFUEELA "28FRL . MEEESRARALRE
At H , RKAHAREETNFINERFEARE  EFEEREFHRA/IL.
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KEHARERE

EESUURYHBNZEELBFTEM. MEEAERUTUEIELRERE , WHEEMALHTFEER
REM, EEXREEFRTFHNRAFITEBEBLEAFFNRET .

I.
111}

BIRER

EEESULMREEURERRBILNVREE, AR, T AREESRE. REEER, REM
FWEH , URRBEAEE,

fmEEER EE

BERERER :

1. BERENRER.

2. BEEBF  ARBIRERBUERRER,
3. BREEHEFT

4. EBEREFEE.

HEREEMENEATSERGAERAE B AR THERER.

BERRHE

RERREEE , B

1. BESERRZR.
2. BEHERRKR 6 FEABFENERRK

a. BERIEMEEER.
b. RERBRERKK
3. MAFHERRR,
4. BIERRRR  SUUREREHEDHER , IREERREFAESA.

ERAR 106



#5EEE T2 Studio EREER
&
. MARRRE

MABRRE

(® Note

EERYMAERRSE , eXALAHEEHN VPC MEL —E RES 7B, BEXERREE
BERELTEHE , WELW VDIs AIFRERRENRS.

1. BENMAERRE.
2. RTHXNBEPRIERRE, RESAHMFRERRERR.

3. BWAERIKKFMET.

(® Note
RIBFEE K EEENERMEETUERYFTERFEEIERRR , 2RBELERFEE.
EEAFERLTEFNERRRLAZBEHE B HKREHRER RIMA/home, EF
EXEHERRRTHUNEEEZRE HIEAMANERRR. LIEEDRRHESERNE
A, ARREHEERERBNEAE S EEBH VDIs FRERRK. VDIsEFERREK
HEEERREMA B ZRIA IR,

REREE

REEETHILERECARBENEBERNESF  BAE-IEMNERYE., EARRK , EAURERE
REE , WikEREBREEAARMENTRE.

RRREEFEEE , B

1. MEFFA RN REREARE,
2. BMRR, BLALBUEREEFINRENTE , FRREMRE,
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3. REFTAERRIRBREAMREE,
4. ERRE.

ES]
- BYRER
- ERARE

<t

BUMRR

L ATRMERLEFFAIA Amazon S3 AT , TREBMRR. WFHREVRFIEMABRNE
A, FERELFEENE, RAZBRCRARETERRAEFNMAMKRB[EFMCHE. MER  TURERE
RrRE R B R 5 RBEAE LRRE,

@ Note
It Amazon S3 BN EMENSTEEERTEE. SFER IRaEERETRED
B

BERFF A EREATE

RBFTREEPENERINBETITR,

EEGT A &5 1FRR.

£ Bucket policy (RREFETBEEEK) T , E#IE Edit (RIE).
KTIRRXFEEREFTRBKR, WEBCHERRELE :

A

« 111122223333 -> AWS ZHIIRS ID

« {RES_ENVIRONMENT_NAME} -> {&f RES IREZ B
e us-east-1->E8 AWS EiF

« amzn-s3-demo-bucket -> &K S3 HFIrEERE

/A Important

SEAMRAFRER AWS, WFEFHMENR , 582 Bhttps://docs.aws.amazon.com/IAM/
latest/UserGuide/reference_policies_elements_version.html,
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JSON

"Version": "2012-10-17",
"Statement": [
{

"Sid": "Export-Snapshot-Policy",

"Effect": "Allow",

"Principal": {
"AWS" :

"arn:aws:iam::111122223333:role/{RES_ENVIRONMENT_NAME}-cluster-manager-
role-us-east-1}"

}I

"Action": [
"s3:GetObject",
"s3:ListBucket",
"s3:AboxrtMultipartUpload"”,
"s3:PutObject",
"s3:PutObjectAcl"”

1,

"Resource": [
"arn:aws:s3:::amzn-s3-demo-bucket",
"arn:aws:s3:::amzn-s3-demo-bucket/*"

"Sid": "AllowSSLRequestsOnly",

"Action": "s3:*",

"Effect": "Deny",

"Resource": [
"arn:aws:s3:::amzn-s3-demo-bucket",
"arn:aws:s3:::amzn-s3-demo-bucket/*"

]I

"Condition": {

"Bool": {
"aws:SecureTransport": "false"

},

"Principal": "*"
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}

HEEVRR

1. ##2 Create Snapshot (B3I RE).

B AR Amazon S3 RFEEERE,
WALHFLERBEREREITERPAIRE, M0 october2023/23,
BERR,

A w0 DN

5 5% 10 98EE K ARBEELEZESHEEBURERE, TRER IN PROGRESS #F 4
COMPLETED 2 &i , tREBASEM,

ERRER

BURERRR  EULASZRRBEAZHREUEBER. CETESTNBRFEERETRE , 2
APREREUR R,

ERARBREERER , fINEAEFT. EX, BRHEE, FUREENERRREALENIRE
WEAE, FRAEITERBRSTEERS, EANER K CeRESEEREENELRER , LYK
EREFHE. HREENES  RERSKBEHMRETEVER, HREL Wik , SlniAR
BIEHR  BHMEAEREASENMTE , cEFEAUNTENRIEEBXBEBNER/OIRK

% : RecordName_SnapshotRESVersion_ApplySnapshotID. ApplySnapshotID &2 RE&E
BEERE , TRISXERERARR,

ARREAERAYE A RESVWEERNTHAM, FRRBELEANERETEEY, HREAHEKE
BRHER , RBSREMKERNTAM, MRAKERBEIERA  CeBEYRAEHERKERNEIESR

o

MBFIRETMFBHRR LAY , BOLIREHFEHEHATKFH CloudWatch B /res-<env-name>/
cluster-manager MEGF¥MIEN. SEAFHEE [EARRKR] ER. EAREER , BUURK
the section called “HRFAEE HHBEEAEE,

BERFF A ERETRE

1. REFEFETRBFEPFENCEYNFERE.
2. EEGFUREIERER,
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M T Studio ERERER
3. 7 Bucket policy (fFETBER) T 5 , ##Z Edit (W)
4. BTIRARXNFEERFFEEER, UEECSWERRELE

111122223333 -> AWS ZRIEF ID

{RES_ENVIRONMENT NAME} -> &8 RES IRIEZHE
e Us-east-1->128 AWS EiF
e amzn-s3-demo-bucket -> &) S3 TR ERE

JSON

"Version": "2012-10-17",
"Statement": [
{
"Sid": "Export-Snapshot-Policy",
"Effect": "Allow",
"Principal": {
"AWS":
"arn:aws:iam::111122223333:role/{RES_ENVIRONMENT_NAME}-cluster-manager-
role-us-east-1}"
}I
"Action": [
"s3:GetObject",
"s3:ListBucket"
]I
"Resource": [
"arn:aws:s3:::amzn-s3-demo-bucket",
"arn:aws:s3:::amzn-s3-demo-bucket/*"

"Sid": "AllowSSLRequestsOnly",

"Action": "s3:*",

"Effect": "Deny",

"Resource": [
"arn:aws:s3:::amzn-s3-demo-bucket",
"arn:aws:s3:::amzn-s3-demo-bucket/*"

]I

"Condition": {

"Bool": {
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"aws:SecureTransport": "false"

}
},

"Principal": "*"

EEERMRE

1. EEEARR.

2. BMATEREH Amazon S3 REFTEER,
3. mAREIEPIRENERREE,

4. EBERXR.

5. 5310 0ER K EREEEAH L REENEEIUREMRE,

Amazon S3 f#7hrge

Research and Engineering Studio (RES) &% Amazon S3 f#FEFEE ##Z Linux Virtual Desktop
Infrastructure (VDI) #1788 . RES BEE S AL S3 fEFErRBMA RES, SHEEFEER, FEH
fHRE  UIRBRIREEET S3MEFTFERIEETINRETIE,

S3 mETERERRERETRNENA S3 MEIFEEE, 1t S3 MEIrBERR , &L .

1. ERAFIEREFETRAE S3 RFETEMA RES,
2. J&H S3 EFrREYFEABENREREK
- WEBRTEE
- BRETEE
3. FAEESMNKREFIrREBES  YSWMAN S3 F#FrE.

T3 EERAI{AE RES ERFEE Amazon S3 FFETE,
FE
« [S8 VPC 2/ Amazon S3 fE1FEFEE & RIGH
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ERAEER

- $i#8 Amazon S3 fFziTEE

- #m¥8 Amazon S3 fF1FETEE

- ¥ Amazon S3 FzETEE

- BIRFRFITEFR

- BhIEFRE VPC FHERAR
- WED

« EXHA CloudTrail

PR3t VPC ZFEHK Amazon S3 fE1ZETEE R IGH

MREEEFRE#A VPC FEBE Research and Engineering Studio ,

% KB T AL EBREH lambda {HEESH,

1. B AEE Research and Engineering Studio 2 AWS 1RF Y Lambda £ &,

A AWS tkRFH##E RES 2

2. ERWEBEEZTL S M Lambda BEI<RES-EnvironmentName>-vdc-custom-credential-

broker-lambda.

3. EMHEWBRERSIER.

4. HEM , BERREBHLREKER.
5. EERE A WS TIMRESBETEEREI

- 35|88 : AWS_STS_REGIONAL_ENDPOINTS
« { : regional

6. BEMTF.
118 Amazon S3 f#1FErgE

HEM S3 RETEMEEEN RES RE !

1. EEFRFEERTE,
2. MAREITREFEES  AINREFFEEE. ARN MHEE,

Amazon S3 1z 88
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/A Important

- RENFHFITE ARN, #HMHNEXBLIERUREE,
- RFATER ARN TUEEFE  XTEERMAN S3 RFFREZFERE.

3. ENEmMARFIENEN,

/A Important

i

\

- EXEEE MECEARERARRERNFHAENR  F2H8 .

4. HEEMREZEET , SFLUEH IAM A€ ARN REHFAFITFRLUETERFFE. FKR 0L
RERFREFTFEFHELBIRFFIRAEN IAM A,

5. (BA) SRFFEEEREVER 6 WHRAULEBE. 78 , S #FETRELZHHINERNRE
VDI THFiEER. REEREREFTERELBH RRBN TFERSI SHIARETE,

6. EBEFEREX.

#m¥E Amazon S3 ffE1FETEE

1. %&£ S3 AT/ E DI S3 fEFEhTHE,
2. REBMEINRERTP , EEURE.
3. WALHEN.

/A Important

- BERE S FRETEEUBEBIESRFrEHAIZERN AR ERKRAERER
(VDI) #11TER. RAEERFTREXERMERAB R  METEISHIINERPR
B VDI TR

- BUFERE S RFTFENERIEXE S RFFETNER  EESIRALRAE
BEFHRER,

4. ERREREFIERE.
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#B& Amazon S3 7T

1. 7% S3 @FATI/FETIZER S3 fEhTiE,
2. BMFEMRERY , EEBR.

/A Important

- BUAKRBRETERTBRAAERE.
- BRRFETEXE S RFFETNER. ©R 28R S3 fEFITIRE RES AVEH.

- BRRERFETRESHHRAN VDI THEBREXTERERNEAELBIBIE (~1 )
BLEFIZEEFTENAR,

BRIt

B SIRETRMEE RES Kk, KU UEEKREFFRINENRERGREERNERE, £F
BEFTEEEL , SLLERER (R) HES (RIW) &

MER

Read Only (R) MREH , AIZiRIBEFHZETE ARN (Amazon Resource Name) BY 7 & 58 i 1T
ERiEEE, i, mEEESMFEHA ARN BREFTEIIEE RES, arn:aws:s3:: :bucket-name/
example-data/MAGILREFITEESER A MERB BB , AIRER A F1IEXR B AEE VDIs B9
FREREBIER bucket-name T FHIE R /example-data. MFIASEEFENEER LAWY
R, MREZEFEMMEIGFZE® ARN , AIZERETRBEREMGHEAMEBBNTMANER,

ARMBA

Read and Write (R/W) MREH , NFRBHEFITE ARN NEZEEFSTERIER , I LT
R, WEXEHMEE K EEEEA SIMETrEBRHUEHAEBNFE, Read and Write
(R/W) ZH B, B e ERSERTH , EHEETHEEMN TR IhAE

- REBITFE

* /%p

* /%p/%u
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EEFTER R

ABEFTFEIZEIN No custom prefix B , SFEMRKETE K MIEETMEITERRE

B, EUEREMRZTIREABBNNTMNEREEERNNEAFIE, 0, IREESRE
Farn:aws:s3:::bucket-nameNo custom prefixiZHUH ARN H%’rﬁ’(?—ﬁ?ﬁ%%ﬁi‘%i RES , i
BitREFIFRESZANERBEVEN , AIRER A MIEX B AME VDIs WEAESES R
R BV B R HI EEA B A7 EUE,

BEERBERNER R

ABIIFEEN /5p B, ETRBPNERSRHZHEAMEERNESARBEER, sp BHRAKE
RERXBE, i, MBREEEFEHarn:aws:s3: : :bucket-name 2B /%pFFi& B ARN 1 / ##
RN TIRENIEE RES, WHRBTFIRESRANERBEUBN , IERAH
WERAE A TBEREA / #14t. BERATNERAE B LA LNERFERE AT / #4448
BRENER. T8 , IRFEAEBEEXEB 7/ VDI Xk / #+BP 2K , ST SEIE

AEARBENER  FAEHRHEXRGESH. ERXRFEAEABAMNNA SIREETENFET , /
ProjectAMifEAE B REEERER B F£HH VDIs/ProjectBRFFE o

BEER. SECHAEBRNENRRE

EBRBIFE/%5p/5u  BETFRTHNENSHERERMEBNSEREERNEAERBRE. %p
BURREREXN , M suRREAEER, fl0 , EEEFHarn:aws:s3:: :bucket-

name BB /%p/%uF& M / ########t ARN######FEE RES, IEFFEEERAFNERB
B, ERATNERE A TLUSEREA / #1414, BABERHENERTBSp , EHER
T ,FAEBTAEBEFEAZEALE/ tHBNERAFRENER  RAERNRBERNFERE
Fitmst, B FHE ABANR S3RTFERBNWTET , /ProjectA/UserAT{EA#E B R e E
K AHBFERAHE VDIs/ProjectA/UserBIFZEL,

BiRkFREEITEFEH

RES gefAfEH Mt AWS IRFHEfEFIE  IRRELRTFTREABENT. ETIERMF | ik
F A iy RES IRIRBEHIRF B P H S3 #FATE.

S8 1 EEPE RES WIEF PRI IAM A& (SRBAES A) :

1. BAZEFHSIFEFEE (RF A) 2 RESIRFH AWS EB XA,
2. BRUIAM E#5

a. %E IAM %2‘%*&0
b. EEEE®YP , BEHBX
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ERAEER

3.

6.

BIUBUR :

a. BEEBRVBX.
b. EH JSON £,

c. BYET%IJSON B (amzn-s3-demo-bucket AIRE B Y S3 REEHFEZBENR )

JSON
{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"s3:GetObject",
"s3:PutObject”,
"s3:ListBucket",
"s3:DeleteObject"”,
"s3:AboxtMultipartUpload"
]I
"Resource": [
"arn:aws:s3:::amzn-s3-demo-bucket",
"arn:aws:s3:::amzn-s3-demo-bucket/*"
]
}
]
}
d =HEET-F,
BRI BUR

a. RBEHBERWE®E (#l, "S3AccessPolicys )o
b. HFEZERMERRRABRNBEN,

c. BMEABXE, RAREBEFBRIBX.

BB IAM 24 -

a. EEZE AM EXRR.
b. EEBEHKF 6 BEAE,
BiUAG:

Amazon S3 f1FETEE

117



HZREE TR Studio EREEmR
a. EBEENAG,
b. BEBIEEBRXEAGTERNER,

c. BEET%|JSON BUER (111122223333L0RF A FNEMEIRS ID BY
8 , {RES_ENVIRONMENT NAME}t LA RES ZPEMNRIEZBEUL

JSON
{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"AWS":
"arn:aws:iam::111122223333:xr0le/<ENVIRONMENT_NAME>-custom-credential-
broker-lambda-role-us-east-1"
},
"Action": "sts:AssumeRole"
}
]
}
d =HEET-—-F,

7. EEEFFATER

a. EBESWERSENEINBE.
b. igg—lt_j;_o
8. Hid. MRANEVYASG

a. BWAAGHER (Hlan, "S3AccessRole] ).
b. ELBRI3T , BEMEER , ARWATIRIENE .

- &B|# : res:Resource
- {8 : s3-bucket-iam-role
c. BEAE K AREEEVABG,
9. ERESHfHIAM BE :

a. HBHEREEIWNIAM AE ARN,
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ERAEER

b.
C.

d.

SR 2.

B A RES £#24,

EERBEE®S , BIZ S3 MEirE.

BEEFEFREFIRE | WEMABIRSE S3 MFiTH ARN ERRE,
BEEEMRERE - BR THBE,

£ IAM & ARN @ A AE ARN,

BEEREREFATR,

R F B RV REFRTERECR

1. BARFE BH AWS EEXZEA,
2. BB S3 A

a.

b.

BEE S3 &R,
BREER T RIEHNREFE,

3. mEFREFIEBCR

a.

b.

BEFF ARG RER , AREBEREFTREE.

HETHEE , LETIRE A YEHEFEEN IAM B0EFEEE (88 111122223333 BIKAR

E AREKERE ID, X% amzn-s3-demo-bucket BB S3 RETENERE )

JSON

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {

"AWS": "arn:aws:iam::111122223333:ro0le/S3AccessRole"

},

"Action": [
"s3:GetObject",
"s3:PutObject"”,
"s3:ListBucket",
"s3:DeleteObject"”,
"s3:AboxrtMultipartUpload"

1,

Amazon S3 f1FETEE
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"Resource": [
"arn:aws:s3:::amzn-s3-demo-bucket",
"arn:aws:s3:::amzn-s3-demo-bucket/*"

}

C. Egﬁﬁo

Brib#E VPC FIVERIRR

ATHIEEREREN RSN S3RETB2EINHIIRFFECH S3 REFFTE , B LERE VPC
IR FRREBENFAE VPCo THILZERRAMAA S3 RIBEY VPC ¥ , A BEFEUEWRS Y S3
RERRE  URERBRFREFENEMEMIRS.

1. BIBX Amazon VPC F# 5

a. BEAAWS EEEEAE,
b. BB https : //https://console.aws.amazon.com/vpcconsole/ B Amazon VPC £ &,

2. B S3H VPCim# :

a. HEAEAEEEKTDIEE Endpoints (imE).
b. EIEFEVIKH,
c. mEMEETE Service category (AR EI) WL , B E1EE AWS services (AWS BRHE).

d. HEREBBEAD , @A com.amazonaws.<region>.s3(<region>EB{EH AWS E
) S "SI
e. WBEHIEE S3 R,
3. REWMRE :

a. &% VPC , ERUBER IR VPC,

b. &7k , EINHFHEAR VDI FHEENWELE TR,

c. #¥RKAI DNS £ , FHEECAE EH, SR HLHE DNS TRBBEM AWM N E.
4. FRREBRAPRFIFE :

a. EHET ,EEA.
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b. TEHXRimERT K6 AARTHEIZIRFIISTERFARERNWBER, UTR2EFBEKR (4
amzn-s3-demo-bucket MR BIEH) S3 AT ERE , WA 111122223333
444455556666 BN AFBBEFRMEE AWS 1RF IDs) :

JSON

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Principal": "*",
"Action": "s3:*",
"Resource": [
"arn:aws:s3:::amzn-s3-demo-bucket",
"arn:aws:s3:::amzn-s3-demo-bucket/*"

]I
"Condition": {
"StringEquals": {
"aws:PrincipalAccount": [
"111122223333",
"444455556666"

5. EBITiwE

a. REZHERE.
b. EEFEEVIKHM.
6. EEimE
a. BIURH®%, BEZE VPC EHATHNRBEER,
b. EEGREIAIRS
c. BIEMERETA.
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ERELDSER , LAY VPC iwH , /25T S3 FHUERREIRFHIEERF ID AN EIR.
U RO

IARERFIFBREEEE VDI LHEH

MRBEFEREEE VDI LHE | SO ELECEREIRR. FRETISRET,
1. ®ZE VDI A& :

a. BAAWS EEXESA,

b. FREC2 XEREXEEEHITMHER.
c. EEUEREM VDI #MITERE.

d. i&EiB Session Manager E#EZE VDI,
e. HITTH®S:

sudo su
cd ~/bootstrap/logs

HEER , BRI 5 ERF. FAABMNFHERABEMLRN configure.log. {time} &
ES
WA |, EWE /etc/message HFLIEB EZFEMERA,

2. REBIIEAERHBNEE Lambda CloudWatch Logs :

a. BAAWS BEEXiEA
b. BIEX CloudWatch == AWEEZE H5EE4E,

c. EEHEE /aws/lambda/<stack-name>-vdc-custom-credential-broker-
lambda,

d. REF—ETANBEREEHE , YEARHPRIEMER. ELARKTSARREERER
ABERLHE S3 REFrBa B EEENFEEA.

3. REBITEAERFRNEE APl Gateway CloudWatch Logs :

a. EAAWS BEEIiEA
b. BARX CloudWatch 12 AW EEF HFEE,

c. EE2HE8E <stack-name>-vdc-custom-credential-broker-

lambdavdccustomcredentialbrokerapigatewayaccesslogs<nonce>,
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ERAEER

d. WMEF—EATAMNBFEE , YEAZPRIEMER, EL
F =

o &
Gateway EIFERVEFHEF , LAEUSHEL S3 fEITEATER

MAEMARRERAFITRN IAM SEERE

& A AWS DynamoDB &,
ERER K

a. EERAIEBEERED , EEF Tables (ERR)
b. SIIRE <stack-name>.cluster-settings.
RHEERE
a. EERRERKRER,
b. BEEIEEUFHE,
B ER R
a. EEGEFUGUIFEREEREERER,
b. BREEERGUFSENDI -
° E’l"lt . iﬁk ﬁﬁo
. R EEBEEE,
- B WA UFEBANERRKEshared-

A EEMFERN API
AIBRAER,

storage.<filesystem_id>.s3_bucket.iam_role_arnBUfX <filesystem_id>.

HITHRHA -

BERITUEREEZRGATRRE,

BEE

WMRIFEB 7 |, FHARER EH#N IAM A€ ARN EMREE.
MREEFFE :

a. ﬁgﬁﬁlﬁﬁ o
b. WAEBFMENR :

- HHHSWMEMY , @A shared-

storage.<filesystem _id>.s3_bucket.iam_role_arn,

Amazon S3 f1FETEE
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https://console.aws.amazon.com/dynamodbv2/home

#5EEE T2 Studio EREER

- FIEIEEHN IAM B ARN,
c. EEREUNEIER.
7. EFRE VDI #ITER

EXNRBHITER , SREABRXHBHZTIER IAM B ARN RZ£VDIs,

B A CloudTrail

ZEFE A CloudTrail XA EZKIREFBA CloudTrail , 55& & AWS CloudTrail EAEERTHE
A CloudTrail A2 TEMAIRENIE R, CloudTrail AEIBFC#FE S3 RFTEMN IAM BRI
LERY S REETEBMNERN. EVNERKEEZZERIFEAENHTHER ID,

Amazon S3 fF#FETE 124


https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-create-a-trail-using-the-console-first-time.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-create-a-trail-using-the-console-first-time.html
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EH Em

AERBREAECRERRAREMERERFNES,

£

- SSH ##H
- EERE

- HAKM|

- BRBES

SSH £HY

HEMEH SSH FIEE T

1. £ RES IhgExR+ , i#4E SSH =FHL
2. KBREMLEWIER , £ SSH = PuTTY #1TFE

JEBE SR H

EERSEAME (VD) EETEFERAEEIMNEE Windows = Linux EESE AWS, FRAETWLERAE
ELENZENFEAERE TENEARXREE Amazon EC2 #i1T{EE.

X ERNERRR
RES BRIXEMEA T ERAERBERRE :

« Amazon Linux 2 (x86 1 ARM64)

« Amazon Linux 2023 (x86 #1 ARM64)
« RHEL 8 (x86) # 9 (x86)

* Rocky Linux 9 (x86)

» Ubuntu 22.04.03 (x86)

» Windows Server 2019, 2022 (x86)

* Windows 10, 11 (x86)

SSH 77HL 125
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ERAEER

ES |

- BREBFHEE

- FERUERNREE

- RSN REME

- BREREE

- HEERTERERERERA

- BIEEREE

- ERIZEAEHBEBEL

X EDHTRY SR

1. fRIRERS  BEBRNERKHE,
2. EEROFNERSRE.

3. BMANKHENFMEET.
4. BEREX.

BELRAEANF FEYER , SNKEMRE 10-15 SERAHER. MERKBEUAREZEHRIR

&, RES €158 GPU #{TERB I ZRABHERRERX.
FEUEH R
FEFNERKHE , FEFRKEN RS , XEM Web 5 DCV A FimETTIER.
Web connection
EiB Web BIERFHREEKEENERT E.
EEFER , RERE  EREERERFIENRE,

DCV connection

ZEiB DCV A Fm PRGN RE A RREKEMEE. EEEB DCV 7

1. BEDCV IEREBRERLUTH.AcVER, BEERRFELZE DCV AFK,

FREDRT Y R

126
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2. WMERERH , FRE ? BT

2R S E AR RE
EERHKEAMRE :
1. BIEBEE,

2. BEEBSERE. TENERETHEES
. it

FLENTERRTITSEHEREX , MASTUBRENREE LN THERER,
- EXNRE

EXRE B BTA THEREER
« #&1E

KABRIIERE, MREERATRERT  RLETERETRSEEHERER, EERLEZHT,
EEZRKEMEE RES BRRHK.

« {KER

THRERERFHEFECRED, ELENRBDRER , CHNEAEASEE , B REmER
AR, WHFAEHTERBBENRE , MEARFEIATEREHERAR , FaEER
BE, EERIYTERBREXEWMRE , FSRKELRES.

I ESERE

EANEFERRANERRBE TEREERE,

1. EREUTEBRANZE  EUESLE TR :
a. EEBE,

b. REEERKMEMRE.

B GR R AR =



https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/hibernating-prerequisites.html
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c. EEEIL,

® Note
A ENRIR THERBREE KD,

—BEMRAKECFL  FRERFE  RRBREEHN THERR.
BFTHREREE  VEBRLRENKRE AN,

BEREX

PITERENR  FEFTREBRAE :

o & 0N

a. iggﬁ'ﬂzo
b. EBEERKEME,
c. EiFE RBER

FEEN TEFEEREFA
1. BEBE,

2. EEETEA.

FFREER R

BIEFER  ERESEHEEBEANBRABBEL, BUERARER ST LNEETRERFENHERE
RERFBEELNKENHRE , MT—HAR. EEE-—FSTH , EEEREPREARFEFSHRZX
BHi. REHBAUERERFL , UHBREKAK. F20 EREEAEHBEHFL NE—F T VDI
Autostop.

ES |
- BREMER ZEHEE
- EEREREPRERRGE

FRER TYEPEEREFA 128
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FEMEP KEBE
1. BEBE,

2. ##E Schedule (HE).
3. RELFRHHEE
4. BERF

EEERRFRERRIE
AJLATE DynamoDB R E#FERRHETE !
1. BESRENEEREERLK  <env-name>.cluster-settings,

2. EEURRIER,
3. HEEHEEET , A THREEZRERY

EmZRAF 1

- BHEE = key
 {&# = Contains
- A =String

« { =vdc.dcv_session.schedule

EmE R 2

- BHERE = key

- {&% = Contains
- A =String

- B = type

EgETLEEE K BXEBARRKE SRANERES
Hlvdc.dcv_session.schedule.<day>.type., BRES :
HREERSE 129



https://console.aws.amazon.com/dynamodbv2
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* NO_SCHEDULE
 STOP_ALL_DAY
« START_ALL_DAY
* WORKING_HOURS
* CUSTOM_SCHEDULE
4. MRCUSTOM_SCHEDULEERRE , BX4ERMBITNRBNELRE, EEEEM  FEEER
EERRPEAT I EZRY
- BHEEE = key
* {&# = Contains
- A =String
« { =vdc.dcv_session.schedule
5. BELERERHFEERRHNRNILE
vdc.dcv_session.schedule.<day>.start_up_time#l
vdc.dcv_session.schedule.<day>.shut_down_time WIEB., fEXEE A , MBEX Null 18
B, YEERMRABFHREE , TR :
- B4E = value
« { =<The time>

- A =String

RrEELAEM 24 NFFIRILA XX XX Al , EF9FA09:00, T4 5 %A 17 : 00,
AR —RYEEE RES IRIFEHEME AWS EEHHN E b,

ERSEAEABEFL
ERETMURE RE , UAHSLRKILMEVDIs, 5 4 BTREHRE :

1. RERE : CPU ERARENEEN B 81 THEERFAEKERE.

2. CPU £ AXREE : REEHHEERNILRE (CPU AR ) WIRERRABE, WRELLRA
0, AITHBEERKETERRARE.

3. BIRRE : MEREFR , THBREEBRAMRE (EFLEZEILE).
4. BEBATHER | MELERULEE |, AICSREEMEF LA TR T B EE B HIERE,

VDI BEfZLE 130
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ELRESRRNEARBJAIRBETHNREARERR L, BRIRENFREFNRER , FR-TREIUR
FRRE. MITERBREEAENNRE , BFE8 B THEERNEEARBFERNRE,

WEER  THERRSBBEERKIESRERA STOPPED_IDLE ARRE, FAEMSREMRE UI B
B)STOPPED_IDLE T 4EBEER,

HHSKM|

EHAKEL  SUNSIEHEEHANRE. "RERERA , RFECEREESIHEE  BRTHE
P R & L L REAR

HATHFERE , SuUREBEENFTT. Fl , BTN ERFIER TRESFNERKE.

ES]
- HAHKE
- FRAHKE

HARE
1. ERETHEEEE BRI

2. BET/EMEEREFT,
3. EEFEAEMHFUBR, B REBHARKE,
4. BER®E

WEFANFFMEER , 552 the section called “FF AT BUR,

FEHASRHE

REARE , BAURAESHANSELEREN/TER. EATLUEIR Web BIE2R5 DCV A,
FEER  FER PHETSEFRENRH.
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CE R

BERIBHRTREER Web ADPUEENMEEHA EFS BRERK, EUTUEELEERERRKL
ERFHRIUNMATRAESR. ER Linux EREEAANHRERRRE. EFERESE LNERRE
B IRHE Web ERBIBEREMERMEE,

&

- FEER ()

- MIBR EE (s)

- EERNEE

. fmEERE R

. HRHER

FEEZ (s)

1. BELEER,

2. BREERSBIEELENESR,

3. BELE (N BE,

fHlER B2 (s)

1. EREEMBRINER (EXR).

2. BEFE,

3. EHUMBRIER.

HE , BHUALUEEAERIERR LR —TBEAE , A IZIMRBRESR,
EERNEE

EZEHTEENERZNERR £l HHFEEERNHEE.
1. BEERIJIEFRR,

EBRAE:S 132
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2. EERNRE,
RE , BALEEMERIERARLE-TEEAR K ARENBENRE.

® Note
BNBRESRFIFAMEER. NRECEFAERIEHRRN , CEEEZETHERNSE,

LS
AL Web A Q#BSS R IR FRERNAR,
1. ERMEEEFNER. HESEHK, HTEEENRE,

2. ETEH A RBRERET

BmE=R
EARRERRERNSEREREARARERER. CTURTIEARNFEN  WEEER
TR,

+ FileZilla (Windows., MacOS, Linux)
* WiIinSCP (Windows)
» AWS Transfer for FTP (Amazon EFS)
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5E 2 HF A7

AR E AN R R AR ] S B R R W] RE B AE 2 1S E B RE RV ARBA E AL

&

- —RIEFEMEE
+ 317 RunBooks
- EAEE

HHEAR

- —RESEREE
- BANBFENSHEARR
- SRBBEHNNVE
« IR3E Amazon EC2 #{TEE LW AFESR
+ CloudFormation &
- RREEMmMRERKHE , WH Amazon EC2 Auto Scaling 48 & 8 Iz Bk
« HAM Amazon EC2 A NE
- BRI
- BRI ERSE
o BRI ARREH
« B Active Directory (AD) tHEB@ S LA B E
+ Windows DCV {&§#
« &3 Amazon DCV IRAE
« BT RunBooks
- RERBE
+ AWS CloudFormation 3 & XE Y , WHERFAL "WaitCondition WE| KEHFAL. Error :
States.TaskFailed"
o MBI RI%E AWS CloudFormation & UWZEIE FHHBEA
s FITERBRIERKXBAREER vdc-controller
- BRAMEKYHEEES , IRIB CloudFormation Hf & A MR
- RFEVHRE CIDR ERS BB EHR

134



HRETR Studio (R
- REBEVHREM CloudFormation H B 7 KB
+ {#H AdDomainAdminNode CREATE_FAILED By /A ZpER ( ~&1 ) HB LMK
- §OEE”E
o RAREFBEIT iam:PassRole IR
- BEERFT AWS IRF AR ABFEIEAM Research and Engineering Studio on AWS &R
- BARER , RYREZRAEH
- ERBRARRYE "RTIEAE, R
« 7£ Active Directory F¥TiE{F A% , {8 RES HiEX
c BYTHEREBRRELERAEAE
+ CloudWatch cluster-manager B 5658 H K /) BR $1l #Y $5 5
« RIZEB RES BEVRERRMK , BREHE VDI EH L
« RZEB RES MARERR#E , BREHE VDI EH L
o REEM VDI ETHBEIVEA
- RECEARGIAF IS5
« &% RES B3I Amazon FSx for NetApp ONTAP , 18R il A #4835

I
piC]

- R

< REBEVGRES/ KK

- REEZEAZSEHENRELZEAN B,
- B

- RAEFERERFHITERNRH THRE FEE
- RBEREE

« REEE RES Web A OB FRAE/EEBAE VDIs

+ Windows Virtual Desktop BB AIRERELAESEES

o [FRANEBER CertificateRenewalNode B |, BB Hf

- ZEEEFHNERISEELEBRIER

- RAERE S BAERRE

« SRME Windows ERERAK , W NERCERM. SRiER"
» VDIsF T AREE

- BB , VDIsEH ASEEAMAE
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HRETR Studio (R
- BA% , VDI ITHERBSEAZRER
- EEKEH
« Amazon EC2 TR EZTESPEEE KL
- AAREEE A AD/eVDI #&4H |, vdc-controller #{TEIEEER , BT APLEERERERK
- MEZRBHEEUNEERK  ERTEHRETHNBESF

« cluster-manager Amazon CloudWatch HF# TR <user-home-init> IR P EEFEH. EEZFHF
ERERS, (HPIRFREAEER)

« Windows REZEAERFETR "ENRFEEA. BN EES"

- S\E&B/EF AD #HRER) DHCP ;ZIHRE

* Firefox #5582 MOZILLA_PKIX_ERROR_REQUIRED_TLS_FEATURE_MISSING
« Env iR}

» res-xxx-cluster #2E "DELETE_FAILED, k& , BEZFEMER , 1A "ALENREL
&1, SRR

- BERR
- T# VDI B
« #& Linux EC2 #i1TERR TH B
« & Windows EC2 #4TEIB T&H B
- IKEE WaitCondition §#52K) ECS HE

. RERIR
- RESOREENS I BBFRERLE RHERFEARR
o REIHEE keycloak FEEIEE

» Active Directory &
« BRI VDI REEFEMEME , Si7E VDI ZiiER  REEUAD FAES DB ARKN VDI
« BRE SSO# , HWEEEA RES Web AL
« BMERRERE Linux VDIs , AD ERAE M EEERAERBBERTFIEH &
- B SSH FHUE , AD EEEHREREFHNESTH
- BRNERE RES ABEFRHEERIFER Active Directory

s 2024.x B E

s 2024.x B E
 (2024.12 1 2024.12.01) FEfET Cognito £ H R84 Regex k¥ 136
+ (2024.12.01 RERRA ) F/HBFTHEBERE VDI BEAE BB AV IERBEIRR




HZRE T Studio ERERER
* (2024.12 1 2024.12.01) Active Directory /% #5% SSH FE 214
+ (2024.10) ¢r¥EPBEFERE VPCs 1 #Y RES IR3E |, VDI B EE L HER
+ (2024.10 RERMRA ) #ERE VDI for Graphic @B & T ERER
(
(

* (2024.08) EBEHERHE AMI KK
+ (2024.08) EREEELBHEGRFHTITE ARN BT FENEIVE A Amazon S3 #EEFET

|

2024.06) E AD BEEB OIS Z=RE  EARBEAK
2024.06 RERIRA ) AD S HERESE RES WEHEKE
024 06 R EEhA ) CVE-2024-6387, RegreSSHion, RHEL9 #l Ubuntu VDIsH ) Z 4R

L[] L] L[]
~. A A A

=i

. (2024.04-2024.04.02) $24HY IAM A RBRAEET VDI ST EEHAE

(
+ (2024.04.02 REERZA ) ap-southeast-2 ( EF ) HHY Windows NVIDIA #i1T{EEE EERE
(
(

* (2024.04 # 2024.04.01) GovCloud F#Y RES Bk 25 B
* (2024.04 - 2024.04.02) EFFRE R |, Linux ERKRE TEFE "H#E) HE

+ (2024.04.02 REFMA ) #EEF D SAMAccountName B S EXBZRREHETH AD £
A&

¢ (2024.04.02 REERAE ) ARTFREZTHNIESHREN

— iR g5 M B2

AEIEAE RES HHREINEA.

- BN BANSHEARR
SRRFEHENNE
IR Amazon EC2 B{TEB LMW BFER
+ CloudFormation # &
- AREEmMBLERKEHE , WH Amazon EC2 Auto Scaling B¥#8E B iz Bk
- BEAH Amazon EC2 E#EANE
- EfEREER
- ERSEEMIERSET
o BRI IEARRER 4
—a BB A Active Directory (AD) HE8f 1 AE S 187
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« Windows DCV {84
« 23 Amazon DCV RAEEH

BRN BFNSEHEARR
RETHEETIOR , TARKELENER AR,

SRRESBNNIE

BARER , SUNETIUERIRARY SN TERREAECAESH

e Linux : /etc/environment

* Windows : C:\Users\Administrator\RES\Bootstrap\virtual-desktop-host-
windows\environment_variables. json

IRIE Amazon EC2 /T LW BAFESR

HESERFERN RES K Amazon EC2 117188 L, SSM Session Manager 7] A 2R B B 17 & &
M TERSEY , UM EELEER,

EEEEEE M vde-controller EEBREHTEEL  TETIWNERIEAERINMEMBFE.

+ /opt/idea/app/logs/application.log
* /root/bootstrap/logs/

* /var/log/

* /var/log/sssd/

+ /var/log/messages

+ /var/log/user-data.log

+ /var/log/cloud-init.log

+ /var/log/cloud-init-output.log

Z Lnux ERREL , U TEEERANBERER

 /var/log/dcv/

* /[root/bootstrap/logs/userdata.log

BERAKNBFNBHERARER 138
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 /var/log/messages
+ /opt/idea/app/logs/
+ /opt/res/logs/vdi_idle_check.log

£ Windows E#EZH#TER L , BFNMR

* PS C : \ProgramData\nice\dcv\log

« PS C : \ProgramData\nice\DCVSessionManagerAgent\log
« PS C : \IDEA\Logs\RESIdleCheckVDI\

» C : \Program Files\RES\app\

£ Windows k , REEAEXRHETEUTVNERT -

« PS C : \Program Files\NICE\DCV\Server\bin

£ Windows Lt |, B LAELL T E K E NICE DCV BEER :

* C : \Windows\System32\config\systemprofile\AppData\Local\NICE\dcv\

Amazon CloudWatch Log Groups

Amazon EC2 1 AWS Lambda :EH &R #§ & 28 E| Amazon CloudWatch Log Groups. HH#H
HESEE A ES# R EERERNE —REARKRERMEANENA,

ELHENBBUT :

« /aws/lambda/<envname>-/ - lambda related
* /<envname>/
* cluster-manager/ - main infrastructure host
* virtual-desktop-app/ - virtual desktop bootstrap and DCV related
 vdc/ - virtual desktop related
 dcv-broker/ - desktop related
* dcv-connection-gateway/ - desktop related
 controller/ - main desktop controller host

* dcv-session/ - desktop session related

BERAKNBFNBHERARER 139
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RERFHEAR  FANTHABNIBEZHRETHESREEY, ERGRHIESLTFHENAR.

?"ERROR" ?"error"

By REM B — @5 E 23 7 Amazon CloudWatch Dashboards , Ef S €BERRE BERN /T
8,

—EgEFREY —ENTE , FtEFHRERN ERROR WHE |, WiGHBARAIT, LA EARLER
RUEREERENRE  EHEREEXBENED,

UTR ERRET NS, RECALLIIEE , B
<region> Bk,

BEHTHRE  WLUBEWERMA <envname>F]

{
"widgets": [
{
"type": "log",
"x": 0,
"y": 0,
"width": 24,
"height": 6,
"properties": {
"query": "SOURCE '/<envname>/vdc/controller' |
SOURCE '/<envname>/cluster-manager' |
SOURCE '/<envname>/vdc/dcv-broker' |
SOURCE '/<envname>/vdc/dcv-connection-gateway' |
fields @timestamp, e@message, @logStream, @log\n|
filter @message like /(?i)(error|ERROR)/\n|
sort @timestamp desc|
stats count() by bin(30s)",
"region": "<region>",
"title": "infrastructure hosts",
"view": "timeSeries",
"stacked": false
}
}
]
}

BRARNEFI TTRREHBNT -
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CloudFormation #t&

HEIRBETHEE I CloudFormation &I SERIRIBHAEMBHNER,. SHNEEEHR.
HREEME  MEHBNEBEEN , TUSEEH,. ERNAHERSER,
RES #& :

» <envname>-bootstrap

» <envname>-cluster

* <envhname>-metrics

+ <envname>-directoryservice
+ <envname>-identity-provider
« <envname>-shared-storage
« <envhame>-cluster-manager
+ <envhame>-vdc

* <envname>-bastion-host

II""

TEHRRHEE (WREEEMBRARE , BREE
BLARELE RERRNER. )

CONEREIRATA |, EAIBAER AWS SHEEESR

+ <envhame>

» <envname>-Networking

« <envname>-DirectoryService
« <envhame>-Storage

+ <envname>-WindowsManagementHost

B R RE T 3% 4 R WFE |, 3 Amazon EC2 Auto Scaling £$487E B iz AR
IR RES Uls 5 AIfRRHEE , FE R REAE BB HMEE,

ﬁﬂﬁlgﬁ % Amazon EC2 #1T{EIRE B By iER 4 (ASGs) %B’FEE EEERSIEER , TARERH
TEBNERTE. R U EEEEIEMAERRELFR , HRE Amazon EC2 FEEREEZE

%iﬂ’ﬁﬂﬁﬂﬂﬁg WHE Auto Scaling B EERSIZEERR ﬁ*ﬁBﬁH’\J ASG , LA¥IEF Amazon EC2 #
TEEREEERR,

BANBFNE4HERARE 141
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it , FEAHTEEAMER Amazon CloudWatch HEEEHERYIET R BECEKEEER , EARERTMH
BENRRE, BEra L ER SSM THEERTRAMMBRERMTHATERN THERR  AieEHTE
BN ERERIMERR  BESTEEBRERAEHFRETE  dH ASG K1k,

WMRBLELRERE , ASC TEAARSETELUTIIREER,

BARVE) Amazon EC2 & /N8
AHEEERERETRENRKEBERINER,
HRs 4

EREREHTE , Amazon EC2 TR ABEFTERELUUTAR. BERNHTEERE RES EfE:L
Amazon EC2 £#, HITEREBHPHNFER RES IRIEZH,

ER IR ERRE

£ Amazon EC2 ¥# &%  EEBREHBTR , cMEEREUTRBE L, EHERT , EEBEE
SLUABET, BTEREBNEBREYRANFEAE, PTHNERERBRFREN TEREER
AT LR FEERM "MyDesktopy SEFAEREN B,

BRI LEARREAY 44

E Amazon EC2 F#EAEREKRIENHTEEE  cMAEBERECKRUIENEETH, IRFEASEE
AEIERENERRETE SR EZEHEREENEH  EFERRRRELETH,

TEERESRLENSEATEE.

B Active Directory (AD) tHEB @ S BA it &E

LT RAEERREIM L@ AR Idap ARG TEH , SRR AD HEMBRER. ERANMEMNE
SREZRREREZ KA ANS

ldapsearch "(cn=AWS Delegated Add Workstations To Domain Users)" -x -h corp.res.com
-b "DC=corp,DC=res,DC=com" -D "CN=Admin,OU=Users,OU=CORP,DC=corp,DC=res,DC=com"

BRI Amazon EC2 TR & HE 142
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-w <password>
ldapsearch "(&(objectClass=group))" -x -h corp.res.com

-b "DC=corp,DC=res,DC=com" -D "CN=Admin,OU=Users,OU=CORP,DC=corp,DC=res,DC=com"

-w <password>

Windows DCV {&#&
1E Windows S E , & BUEA T 5175 =51 H B E AT BB TERRES -

PS C:\Windows\System32\config\systemprofile\AppData\Local\NICE\dcv> & 'C:\Program Files

\NICE\DCV\Server\bin\dcv.exe'list-sessions
Session: 'a7953489-9dbf-492b-8135-7709dccc4cab’ (owner:admin2 type:console

name:windows1)

£ Amazon DCV A&

Amazon DCV AR ER S H T/EMRE. AWS Amazon DCV, T|EHIREEMMHE S LR DCV
BB R

Linux

[root@ip-10-3-157-194 ~]# /usr/bin/dcv version
Amazon DCV 2023.0 (rl14852)
Copyright (C) 2010-2023 NICE s.r.l.

All rights reserved.

This product is protected by copyright and
licenses restricting use, copying, distribution, and decompilation.

Windows

PS C:\Windows\System32\config\systemprofile\AppData\Local\NICE\dcv> & 'C:\Program Files
\NICE\DCV\Server\bin\dcv.exe' version

Amazon DCV 2023.0 (rl5065)
Copyright (C) 2010-2023 NICE s.r.l.

All rights reserved.

This product is protected by copyright and

Windows DCV 1884 143
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licenses restricting use, copying, distribution, and decompilation.

21T RunBooks

T—HESTRERENEE, WAEIBE , URNAEREENER,

- RREE
« AWS CloudFormation # &S X7 , WETRAE "WaitCondition W EI KBRS, Error :
States.TaskFailed"
BRI % AWS CloudFormation KU EIE FE 4B A
1T E R ERSER K BARAER vdc-controller
HAMBKYHEEES | IR CloudFormation &8 £ 5% il Br
IRIEEVHR CIDR B SHE R
RIEE T HEM CloudFormation &2 17 2k
« {8 AdDomainAdminNode CREATE FAILED B AEFER ( T8 ) kK
- BHEEEE
« BAREEH T iam:PassRole KR
 RAEEAREF AWS IREHH A BFEFKAE Research and Engineering Studio on AWS &R
BARER , RIREBRAER
EXRBAREL "RTBEAE,) BB
£ Active Directory F T8 A% , B RES FiEX

s BUTHRBRELIFEACRE
+ CloudWatch cluster-manager H & % 1 K/ R HlAY 8552

- BEIB RES BVERRK , BEREEHE VDI TH L
« BEIB RES MAERRME , BREEHE VDI EH L
o REER VDI EHBEIEA
- REFERARINFT IS5
« Bt RES E I Amazon FSx for NetApp ONTAP , B8R iN A F A #B15

+ RE
- RENRERKK
- RESZEAFRHENRMAEAN A5,

2%1T RunBooks 144
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- B
- RAEFERERFHITEBNRH THRE FEE
- RBERSE

- REEHE RES Web A OB RAEN/#EEXE VDIs
+ Windows Virtual Desktop BB AIRFEERELAEES
- FERANIER CertificateRenewalNode B , BB
- ZEERFHNERIEEELERIER
- RAERE S AEREE
« SRME Windows ERERAK , W NERCERM. ShiER"
* VDIsFEMEMEE
- BB , VDIsEH ASEEAAAE
- BAZ , VDI TERBSEAZRER
- EEKEH
« Amazon EC2 HI{TEEEFE P EERREKL
- BHREEMA AD/eVDI 48 , vdc-controller i 1T{E R IEEEIR , B~ APLEEREERE KK
- MEZRBHEEUNEERK  ERTEHRETHNBESF

« cluster-manager Amazon CloudWatch HF# TR <user-home-init> iR P B EFEH. EEZFEHE
RAEES, (AYIRFREAEER)

« Windows REEAESRHERT 'ENIEFEEH. BAHLNEES"

- S\EB/ZF AD #HAEH) DHCP JZIRRE

+ Firefox #8352 MOZILLA_PKIX_ERROR_REQUIRED_TLS_FEATURE_MISSING
« Env Bk

» res-xxx-cluster ¥&E "DELETE_FAILED, & K BEZFEHMR , AA "HEENIE LR
£, §855

- WERE
- TH VDI B

« & Linux EC2 #1THEETHHER

» # Windows EC2 #i1TEI@ T2 H &

L& WaitCondition $552#Y ECS B

- REBEE

e S RUEN S )RR AR RERE RS 1




M T Studio ERERER
o REIHEE keycloak FEEIEE
* Active Directory &2
« BW VDI RIGEFEMEME , 7 VDI BiiEE , WEZAD FRAESSBARMN VDI
« BXE SSO # , LB A RES Web A O #YE
« BIERLZHRE Linux VDIs , AD R EBEEFEAEREIERTFIER &
- BRAI SSH 72 , AD EEEFAERETINES T
- BRNERE RES ABEFRHEERIFER Active Directory

TR EE

ES-]

+ AWS CloudFormation #t&#;£# 7 | WHEARAE "WaitCondition WEIKBEHEFAE . Error :
States.TaskFailed"

o HBEIRINE AWS CloudFormation K IKZEIE FEAEA

« BITERBIRIER XBGRRER vdc-controller

- BRAMKYHEEES , IRIB CloudFormation 3 & A MRk

- RFEVHR CIDR ERSEBERER

« IRIFEI B CloudFormation B 7 &

« 5 AdDomainAdminNode CREATE FAILED B AEBER (Rl ) HB%kHK

AWS CloudFormation &8 £ | WHEARHALE "WaitCondition Y Fl &k BLAY
B, Error : States.TaskFailed"

%II

EERREE  BFRESR A B Amazon CloudWatch A& <stack-name>-
InstallerTasksCreateTaskDefCreateContainerLogGroup<nonce>-<nonce>, MR EZE
SEEHEE BN BFHE , FREE—ETANBFRE, AFPNERASSRMEEBRENFHAE

® Note
BRSBEREE

ET s
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HEEE T X Ih % AWS CloudFormation KUK EIE FE 4B H

MR ERKIIE I AWS CloudFormation & 2 R INEIE FE 4B , mER FNHEE .

3

1. WBRESTFEHHuS S A EFH,

MREFEMH it R IE LTI , EMERIE EFHEE Research and Engineering Studio IR
B
2. BE Amazon EC2 XEARBERRIATEENER.

IR Amazon EC2 #1TEIf M <envname>F HERA DKL , AR TEREN , BIFEK
=% Active Directory #H A8 AT L& H 3 B RE,

3. WMRESIE AWS SHEEEEM AREBUNRER , FHERHEBEEY VPC, RENLE 1
%, UREMBRNSE,

MREMSBAIERE  EURFEEMRAEENIME RES KRR, WEFMET K F2EERLEE

—_
HHo

4. MREFERBCHNFERBEER , FHEFSBMRMN Active Directory FFETRHARVAERE.

EERE IR ESITEBE A A Active Directory ZRIEE, FHEH P KIS Bthe section called
“HATE R AR RN K BURBERY vde-controller” R % 3R 8

HEMFEEE

1. #a©%|, £ vdc-controller BYE11THRE11TIEEE £ SSM BUE TIERER
2. #1T sudo su -,

3. #1T systemctl status sssdo

MRRERIFEAT., KRB EEBFPERER , HIFTEREEMA Active Directory,

RERE e
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SSM §&R H &S

HEMREE

«  REFNDSHHTEEHNIT cat /root/bootstrap/logs/userdata.log LAFAZE B,

LEEARRA =AU RNREREZ—.
BARRE 1 BWAR dap ERFHEAT ERE

BB AR, MREFBINTIHEESZ X, AIBTEEELIMNA Active Directory.

local AD_AUTHORIZATION_ENTRY=

(L -z ' 11

[[ @ -1e 180 1]

local SLEEP_TIME=34

log_info '(@ of 180) waiting for AD authorization, retrying in 34 seconds ...'

++ date '+%Y-%m-%d %H:%M:%S, %3N’

+ echo '[2024-01-16 22:02:19,802] [INFO] (@ of 180) waiting for AD authorization,
retrying in 34 seconds ...'

[2024-01-16 22:02:19,802] [INFO] (@ of 180) waiting for AD authorization, retrying in
34 seconds ...

+ sleep 34

+ (( ATTEMPT_COUNT++ ))

+ + + o+ o+

1. W RESHBEVHBCEHBATIEENZRIE,

« directoryservice.ldap_connection_uri
« directoryservice.ldap_base

« directoryservice.users.ou

« directoryservice.groups.ou

« directoryservice.sudoers.ou

+ directoryservice. computers.ou

* directoryservice.name

2. 3% DynamoDB & R&RHMEM N EHE, ERIKRAE DynamoDB EEAMNERKTHE., &
RIREBHWES <stack name>.cluster-settings,

3. FEHERRKXEZ , BMEREATIREANTEEM cluster-manager F vdc-controller, B EIER
AR E DynamoDB &R R KFERBFHAITEE,
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BARER 2 : 8 AR ServiceAccount EFAEZ B IERE

MR AFEL Insufficient permissions to modify computer account , BIfEHEE I
¥ A B ServiceAccount BB A RER IE7E,
1. & AWS X &R Secrets Manager,

2. ¥5 directoryserviceServiceAccountUsername, W& ES <stack name>-
directoryservice-ServiceAccountUsername,

3. FRMMEBELURGRHFMAETARE., EWEET , BEHENMEE K RARBEEXF,

4. WMRZECEH , EMERE BTHITIRIEMN cluster-manager 1 vdc-controller #{T{EE. BEBERE
#{E F Secrets Manager BB FEREBFETEE.

BABER 3 : 8 AR ServiceAccount BRiEF E#E

MR AFE R Invalid credentials , RITE#&2E I Hif# AR ServiceAccount ZiE AJBER IE
.
1. & AWS 5B Secrets Manager,

2. % directoryserviceServiceAccountPassword, WA <stack name>-
directoryservice-ServiceAccountPassword,

3. FARMELUMEFMHEAETH, EREET , EEHEIREE K RAREEHXFE,

4. MRELSHER  ATHRERANBIBLSEER , LA LIE Active Directory 1 Secrets Manager
P ERER,
a. EE7E FEFRZEE AWS Managed Microsoft AD :

i. BAIRK AWS &I FIFE AWS Directory Service,
i. IEHERES B#ME D, ARFEZEF,
i. BNEREAERS.
iv. A ServiceAccount fE& B,
v. BAFEE K ARBEIERZE.
b. #&ZEE Secrets Manager FERZE :

i. BIRXAWS &I T Secrets Manager.

i. ¥& directoryserviceServiceAccountPassword. M#HE S <stack name>-
directoryservice-ServiceAccountPassword,

REERE 149



ERAEER

3R EE T2 Studio

FRMEZEARRFHEARE, EWEET , BEERUTE  REBREAXF.

BERE,
REHMBE , AREERT
=5 I BR B BT #11TBRE M cluster-manager 1 vdc-controller #1{TEEE. BEER

iv.
A ServiceAccount fEH &

V.

5. MREEHTEH, F
%158 P B R BY (B RRBY R Y BT (B B8

HRABMYEEEES | IRIE CloudFormation 3 & £ M BR

W& <env-name>-vdc CloudFormation 32/ Mk R AB Ak WSR2 M 2 B |, 4520

vdcdcvhostsecuritygroup , EFREREAFEAEEAE RES BEUN FREINLLFERREN
, & O] LU A T R

Amazon EC2 AWS #,17 {E B2 At 2%
EESREARIELLEES AR FTE Amazon EC2 #{TEEE, A%

EERREAE
RE,

IRIEIEVHIRS CIDR B S B a4 88
) CIDR BB e HERER,

BYREE , OERES [FAILED]
SEEREM
For example, specify a CIDR

Failed to update cluster prefix list
An error occurred (InvalidParameterValue) when calling the

ModifyManagedPrefixList operation

The specified CIDR (52.94.133.132/24) is not valid

in the following form: 10.0.0.0/16

EERREE  FHOERAE xx.x.0/24 = x.x.x.0/32,

BERERME , E CloudFormation it

RIS T HIRIAY CloudFormation &3 37 2k BX
, JREE

BYRRSR-RINEREMEFE, ERERFEH , 7]
BEVKRH,
150
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MRBEEERR , FHBRRELEFAEY, HF , KAUUEFEANESHEREY.

£ AdDomainAdminNode CREATE_FAILED B A\ZEIR ( & ) HEB KK

NMRTEREHBEVARIHRTIER , TRERAVTEERBRAZMERINEE Amazon
EC2 &4,

AdDomainAdminNode CREATE_FAILED Failed to receive 1 resource signal(s) within the
specified duration

HEHETRMARR

1. ZESSM REEEED K RERECHREMBH  URREBCHEMBERITERRESH,

2. 7 SSM RunCommand/Automation #1TRE &+ , MESHEE SSM X4 HITREEHIT
B B8 BB — B

3. TEIRIE Amazon EC2 BiTEBMARGERT , REAKITEBAR  LHEHTEEREER
BB EHE.

MRBMBERABHER , FERBRED 15 HIEHEE RES HTEBRNBH,
BErEEBE

B—ZA(SSO) MBI EBNAZEBENERAMREBENMEE, WFERE SSO HAENENR |
B :

2
s

« the section called “f£ A IAM Identity Center %27 SSO”
« the section called “%& SSO FRELHN F D iRt E”

EERHEMES ) EEMENEMREE  F2R T EHEREIE

*E

« BRAEESHIT iam:PassRole B ZE

- BREEAFF AWS IREAWAEFEFEM Research and Engineering Studio on AWS &R
« BAREN  BIUREZEAER
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- ERBARRE "RTEERAE) #HR

- 7£ Active Directory F#TEEHAE , 18 RES HiEX

- EVTHERBRELEACEAE

« CloudWatch cluster-manager B 5 &8 H X /) BR # #9 §5 35

R ARIEBHIT iam:PassRole I

MRBWBNEER | EHEEEHIT iam : PassRole BIfF , BHIBRLEER , UL B CEER
RES,

BEAWS BHTREKEFEALBERZRE K MARBRUFNNEEACIRBTESAE, WFENT
ER |, EHARERACEREEZRBNFTT,

E#& A marymajor B9 IAM EREERFEA EEAE RES PHATEMFER , SRETHEHIER, B
=, BFEFERBEERBRBACRTHT. Mary REKAGBEEEZ BB,

User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
iam:PassRole

FEEBRT , Mary MRS AT , LAFFHEIT iam : PassRole Bi1F, WIREFE W) , B
£ AWS EEE, SHNEESRHELNEZERE.

BEE AT AWS IRE A A EFEI M Research and Engineering Studio on AWS &
i

BAHUEY - @A  BEHMAIRFHTNERAERNEEBATHNASTRENER, BUNEEERFH
LEFYHDEXAR, #HITEERERNBERIFIUZHIEE (ACL) MR , &R LUE A ARL
RRETFT AEFEENE RN,

NMEE-STH , F2RUATAS

- BETHINAELEEES AWS WIRFEHPREERNFIVE , F2E (AM FREER) PHNALHES
3 —18 AWS IRE K IAM F A &R EFEE,

- BETRINMISERNEFIERMEBKE=FH AWS IRE |, 528 (AM EAEIERE) WS FEUER
HiaE = A AWS HIRE,

SO EERE 152


https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
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- FETHNMEBRKE S RUEIE , F28 (AM E£REER) FHRAFIREE/ATRFEN
ERE (BESD ).

- EETHREAAGNEREBRETEIRFFRCEANZR , F28 (AM £REER) B89 IAM
AEREREBRRNEE,

SO BAREHRRN , ERENBEE, FENEHBE  FeERFRNITER B FALREA

1. BB CloudWatch £ 4,
2. WRBFHEED K SHEA WEHB/<environment-name>/cluster-manager,
3. FHRBFEHAELUESAEFERPNEMES

EEREMHEBERE
1. BARX DynamoDB FiE &
2. REPRTF , 8RBA WEBRK<environment-name>.cluster-settings,
3. FRERK , AREZERRERRIER,
4. RAGERGER , REBATIEH
- B - RolE
- R -aE
« fE -sso
5. BE#T.
6. HEEEMNFHF , BF SSO HEERSER. MRTFIEH , 551§ sso_enabled TMWERER
False,

7. R[E RES ERABENHEUEFRRE SSO,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_compare-resource-policies.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_compare-resource-policies.html
https://console.aws.amazon.com/cloudwatch
https://console.aws.amazon.com/dynamodb
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ERBARRE "RTBERAE, HRE

MREAEEFHEA RES NEHKWEIER "RARERE, , BEAEHRE Active Directory ¥ :

- MRERAEFTFENR RES 7, BEAKIHERAEHREE AD

EAE AR REL S RES, RES B/ KES—X , ALEARFESRS  IREEAERS
ETRELZ®#HE, EEVEES , FEEPHLRE Active Directory PHTHEEAE | {8 RES
PiEX.

- MREMAEFER RES §:

1. BEBMMRFSERRE, NFFHEER , F2RAE—F A (SSO) RELN S DRRHEE,
2. R SAML £ EM SAML EFEBA4HERIEHENE T B4kt

£ Active Directory R #TiE{EAE , {8 RES FiE%

® Note

AEEAM RES 2024.10 RERMA, FE RES 2024.12 REFHRA , FFS08 WU FEHIT
F% (2024.12 F1 2024.12.01 IR ) » {0FE RES 2025.03 REFIRA , S NAF BRI R
E1LES (2025.03 REFIRAE ) .

MRREHFE A EFIEE Active Directory , 1B RES ##ADEAE , IFEHE AD @%. AD BS
=B AD HE EA RES IRIEH Lambda BB/ NFHT, BRR  EENEERAESFECER , 8
EEET—ERSEFHTAL. B Amazon Simple Queue Service FEIREIR S .

FERBRIERF :

BIRR Amazon SQS F# A&,

1

2. ffr%|/ | #E <environment-name>-cluster-manager-tasks.fifo,
3. EBEEHEAREBEWRAE.

4. TEHAEARANXH K @A :

{ "name": "adsync.sync-from-ad", "payload": {3} }
5. SYAEEME ID, WA : adsync.sync-from-ad
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https://console.aws.amazon.com/sqs
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6. HYASERERMER D, MARBNRRFAFSH, KWABLREBERSEXNETHAE W
WARE , & RIFERASR B,

BYTFERGEEAERERE

MEEBRBVTIRENEES , BRBEET TERERFEZEMSER Active Directory FEIERAE |, Al
FERENREEEE - REA, REEBAEATFERERI ITERER, EFAFERAESLEAZOBRARE—

Nrd
Ao

CloudWatch cluster-manager B & HH8 H K/ R EIRIEEER

2023-10-31T718:03:12.942-07:00 ldap.SIZELIMIT_EXCEEDED: {'msgtype': 100, 'msgid': 11,
'result': 4, 'desc': 'Size limit exceeded', 'ctrls': []}

W R BT CloudWatch cluster-manager BRI EEER | |dap St ERAZFEHAEL K, &
E(SIEHRRE , 5125 IDP #Y Idap B E2&RREH,

- REB RES BEUERRH , BREEE VDI THE

- RIFIB RES MAERRHE , BEREEE VDI EHE

- BREER VDI EHEIVEA

« It RES 23 Amazon FSx for NetApp ONTAP , {E RN A A8

HiEIR RES BV ERRHM , BAREEHE VDI EH L

BRIABSEARR "W ARE , T8EH VDI THEF, FRETITRRIFERRRRTERNLE
MREE,
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Amazon EFS

1. BI7¥ Amazon EFS i A&,
2. RERRRARERETH,
3. IRBRRKMRERTA , FESF BRE VDI =4,

Amazon FSx ONTAP

1. Bi4E¥ Amazon FSx Fi2 &,
2. mEREREATH,
3. MRMREARTHA |, BFEST BRE VDI £#,

FiFEB RES IMAERRLE , BXRBEE VDI =¥

£ RES ELIMANERRRERELENZ2BFERA , LR VDI THEBHERRK. ARELER
RIRRE RES MR , RES TEEEMBBMNZ2EER A,

EMANERRBEBABMNZLHER AT THEARE

« 3REH linux VDC EH#M NFS RE (EHIE : 2049)
« B Windows VDC TH#H SMB iiE ( E#EIE : 445)

REENR VDI THEEUE A

ONTAP ZERERER) UNIX. NTFS H MIXED 22X, REHRAIRE ONTAP AR ZHIE R 7
AFATEEEL | DU WRLE A 5 b B B ] USO8 LT Ao

Flan , MBHBERMEA UNIX 228X , AR ONTAP WZHEME , SMB AER{MATLUERER
(BRI ERERBNTE ), TiIB , ONTAP £A UNIX 557 , RE UNIX AFmAI AMEAR4ET
B &,

BRI {55 F SR 51 9 B T E 45
B Linux TESHEFEA UNIX RNHERE
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https://console.aws.amazon.com/efs/home#/file-systems
https://console.aws.amazon.com/fsx/home#file-systems
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sudoer AJ AR HAMFERAFERE T Bl , L TERT/<project-name>H #& L FFE <group-
ID>ZEBIVEAFATRNKE :

sudo chown root:<group-ID> /<project-name>
sudo chmod 770 /<project-name>

¥ Linux M Windows T/EE# A NTFS B K E

BOUERAREERRNLABMRRELAFT. i, BEEEAFuser_01ME XK
myfolder , A B4 Full Control. ChangeZX HYEFTJE%E A ReadAllowE} Deny :

IR Linux A Windows AFin#faFEAMKEE , RMFEE SVM LEEEBME , MRS EM
Linux £ & & B EFE & BB domain\username B NetBIOS MiF 2 BB N ELBEH, EE
Linux 1 Windows A& 2 BETHERTEAT., WESE |, 52/ FEH Amazon FSx for NetApp
ONTAP A ZHETIEAR.

% RES 3T Amazon FSx for NetApp ONTAP , 1B R il A F Y4315

Bl , &% RES £# A% Amazon FSx for NetApp ONTAP i | RIS MHERRERMK , BF
EMAMBE, EESEIMN ONTAP ERRHM SVM ALK , F2 845 SVMs fIA Microsoft
Active Directory 8§ Amazon FSx £ & LT R, MELENFF I ZE i AD FH Amazon FSx
Service lRF o, —H SVM BINMAME |, 35801F SVM HE > ix 3 > SMB DNS &1 , AEER DNS
28 IABEEEEL,

ABiE % | FEEEEERTE DynamoDB R X #wEE SMB DNS {HESR -

1. BI1¥ Amazon DynamoDB i &,
2. BEERK , REEIE <stack-name>-cluster-settings,
3. ERRERKRERT , RREERMREM , REBWMAT HIENERMT
- BUHAE - Rol®
.« REF-FR
« {§ - shared-storage.<file-system-name>.fsx_netapp_ontap.svm.smb_dns
4. EMERNIEE , RAREEHE. REEAR,
5. ERBLRERM SMB DNS EBE#{E,
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https://aws.amazon.com/blogs/storage/enabling-multiprotocol-workloads-with-amazon-fsx-for-netapp-ontap/
https://aws.amazon.com/blogs/storage/enabling-multiprotocol-workloads-with-amazon-fsx-for-netapp-ontap/
https://docs.aws.amazon.com/fsx/latest/ONTAPGuide/self-managed-AD-join.html
https://docs.aws.amazon.com/fsx/latest/ONTAPGuide/self-managed-AD-join.html
https://console.aws.amazon.com/fsx/home#file-systems
https://docs.aws.amazon.com/fsx/latest/ONTAPGuide/self-managed-AD-best-practices.html#connect_delegate_privileges
https://docs.aws.amazon.com/fsx/latest/ONTAPGuide/self-managed-AD-best-practices.html#connect_delegate_privileges
https://console.aws.amazon.com/dynamodbv2/home
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6. EERIFEREMR,

A FRAEERZREEBN RSB NS Amazon VPC EXRBFIEGFPEBNRE. £
BRRZFEHH VDI EHBETEHBEHMA SVM MERRFENEE

HE , BAULER RES MAERZENRMARANERRE - tREEEREERRRE,. MAER

ko

ES |
- REHRESKK
- REELZEAZEHERRELEAN B,

REBAVIRRE R KR

E RESHREML , MERBHREALY , AT FEEEE S Amazon CloudWatch H&EEE
A BREEER R YRR,

[2023-11-19 03:39:20,208] [INFO] [snapshots-service] creating snapshot in S3 Bucket:
asdf at path s31

[2023-11-19 ©3:39:20,381] [ERROR] [snapshots-service] An error occurred while
creating the snapshot: An error occurred (TableNotFoundException)
when calling the UpdateContinuousBackups operation:
Table not found: res-demo.accounts.sequence-config

REBELZEAEEHERREZEAN B,
WRME £ —1E env HERVIRBEEZEFHH env FER , FEFEEEESM CloudWatch HEEEAER!
BE. IREERRAREASCBENERRER , FRESRBERERIRE,

1. T# metadata.json &R , WERSEER KM ExportStatus £8F COMPLETED #t&E, BEREE
ERKRHE ExportManifest MUK, MREHRTE LIABWUE , RESEABYIRE , BEZ
HEEMARRBIEREER.
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https://docs.aws.amazon.com/fsx/latest/ONTAPGuide/limit-access-security-groups.html
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2. MREYRIRE , FEEREREE RES #8285 COMPLETED, REEVEFHZZFES5F 10
S, ENEARENRARREEZEER , MBRRECKDEL., EFEREYHRBEREN
REE,

Eif 5z
8
- REBERERFHITERNERT 45 E E3E

RAEEFRERFHTHEENE R TERB A

MRAMRBFERASSHEBELHRE Ul F , ARETFERBERER , ETRKRTSERKE Amazon
EC2 #11T{RIRE X £ &,

YIET BRI 5L |, R5EME Amazon EC2 £ &2 BB F{T Amazon EC2 ITEBEERK L , i
DF BT EEER, MR2IEEER , ®ZE Amazon CloudWatch logs FJRERIRER K o

S-EFERRERRINEH TR, MR Amazon EC2 £ A LB RAMEHFHHFAREREM
BFERERIFNHMTER , AIRTIURFERKBE.

IEENBREH M TR

MFEEAMEIER S 0, KRR E Amazon EC2 #TER AT AREEFE R,

MR EEMEFENEE A 0, R Amazon EC2 #ITERAEEERIIR, EARRRAERERN
EREXZRBEREREFRERSE,

MREERERIFMNEFERETENHB AR 0, RMBIRTRERERR. flW , 2BENLE FHEER
R AYIEN AZs, MRBAEEEBIFRN , TEA LTREAHMXT , BEHERREFE,

B E B R TH

ES- |
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« REETE RES Web A O#8Y:HRkE)/#EBEXE VDIs

+ Windows Virtual Desktop BB AIRERELAEEES

- FANEBEIR CertificateRenewalNode B , BB H

- ZEERFHERIKEELERYER

- RAGERE S BAEREE

- RMH Windows ERERLK , T "ERCOEAM. FhinR"

* VDIsFEMEAMEE

- BB , VDIsEH ASEIREE

- BAZ VDI THERBEEAZAEN

KREEE RES Web AO#BULHEAEN/#EE KXE VDIs

B AREI R AEE AR E VDIs B , AR environment-name.vdc.dcv-broker.dcvServer
DynamoDB BRI RV EREMBERIZE (5-20) , EFIRKTREZENERREE,

EERRIEE , BULURBEERELFEREER , £ AWS DynamoDB i & EFenvironment -
name .vdc.dcv-broker.dcvServerERRNBEABEVEABREEN , TR :

BEE BB 5VDIs FEERN1IWCUMEARE K MEBFENEATEENTHEEFE RES WK
X, MEFMEN , 5528 Amazon DynamoDB EEEHE FHEAENEE. DynamoDB

Windows Virtual Desktop B AIRFREAETES

WMRBRESE RES Web A OB EE Windows ERE , BEERARFELEREREAETE
& , BI28 Windows VDI AJ&ER AR A Zh BN A Active Directory,

EEEE | 5% Amazon EC2 T AELEZE Windows HTEE | WiE THSIEHZC: \Users
\Administrator\RES\Bootstrap\virtual-desktop-host-windows\. LA BREEHIEE

S22 B [Join AD] authorization failed: R R¥ITEBEEEMA AD, MFEKLY/<res-
environment-name>/cluster-managerfFFMl&EN , FSBE BFHFFHEBRET CloudWatch HHy
Cluster Manager B& :
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https://aws.amazon.com/dynamodb/pricing/provisioned/
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* Insufficient permissions to modify computer account

- WERRTNENREIREZEBEKITIEE AD WEBEN T, BRE 52E Microsoft Active Directory
Y R A5 1 = [ B AERAS IR S R = PR M EF Al

e Invalid Credentials

« 1 AD FRIEIREEABRBBE , SIRRHNEAERTER, ZEREREHENRSE
IREBEAER |, BEFEE Secrets Manager T2 AT FEHREBH W, BEELWEN ARN £
RES IRE G2 EE HEH Active Directory #13 T M IRISIRF B A E B ARN ¥+ EREE

8

A~ o

A INEBE IR CertificateRenewalNode B |, BB Hf

MBRBREET HNEERE S , WEELLZE Linux VDIs "The connection has been closed.
Transport error"HFBE 8552 , ZRUNERRBEEH , AA Linux LK pip ZEBERIERM
AEBEHEE, BEEE 3 EARBE,

Amazon CloudWatch B & #<envname>/vdc/dcv-connection-gateway AJRE & {F F LT 5
ASEEEREFER -

| 2024-07-29T21:46:02.651Z | Jul 29 21:46:01.702 WARN HTTP:Splicer Connection{id=341
client_address="x.x.x.x:50682"}: Error in connection task: TLS handshake error:
received fatal alert: CertificateUnknown | redacted:/res-demo/vdc/dcv-connection-

gateway | dcv-connection-gateway_10.3.146.195 |

| 2024-07-29T21:46:02.651Z | Jul 29 21:46:01.702 WARN HTTP:Splicer Connection{id=341
client_address="x.x.x.x:50682"}: Certificate error: AlertReceived(CertificateUnknown)
| redacted:/res-demo/vdc/dcv-connection-gateway | dcv-connection-gateway_10.3.146.195

I
BERREE

1. HEEWRSH AWS | Bl EC2, MMREHA *-CertificateRenewalNode-* HEITIEEE ,
R ITEE,

2. BIfE Lambda, BFEZEEZ|E A *-CertificateRenewallLambda-* B Lambda BHE , 5
& Lambda BERIBREEHLUNTHAR -

export HOME=/tmp/home
mkdir -p $HOME
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cd /tmp

wget https://bootstrap.pypa.io/pip/3.7/get-pip.py

python3 ./get-pip.py

pip3 install boto3

eval $(python3 -c "from botocore.credentials import
InstanceMetadataProvider, InstanceMetadataFetcher; provider =
InstanceMetadataProvider(iam_role_fetcher=InstanceMetadataFetcher(timeout=1000,
num_attempts=2)); c = provider.load().get_frozen_credentials();
print(f'export AWS_ACCESS_KEY_ID={c.access_key}"'); print(f'export
AWS_SECRET_ACCESS_KEY={c.secret_key}'); print(f'export
AWS_SESSION_TOKEN={c.token}')")

mkdir certificates

cd certificates

git clone https://github.com/Neilpang/acme.sh.git
cd acme.sh

3. TEESKERFNWAHER Certs HBEH X, FEHARZHK Lambda BT : ER -
CertificateRenewalLambda - Bt - BXXiE. SRR ELUUTHARZA :

sudo yum install -y wget

export HOME=/tmp/home

mkdir -p $HOME

cd /tmp

wget https://bootstrap.pypa.io/pip/3.7/get-pip.py

mkdir -p pip

python3 ./get-pip.py --target $PWD/pip

$PWD/pip/bin/pip3 install boto3

eval $(python3 -c "from botocore.credentials import
InstanceMetadataProvider, InstanceMetadataFetcher; provider =
InstanceMetadataProvider(iam_role_fetcher=InstanceMetadataFetcher(timeout=1000,
num_attempts=2)); c = provider.load().get_frozen_credentials();
print(f'export AWS_ACCESS_KEY_ID={c.access_key}'); print(f'export
AWS_SECRET_ACCESS_KEY={c.secret_key}'); print(f'export
AWS_SESSION_TOKEN={c.token}')")

mkdir certificates

cd certificates

VERSION=3.1.0

wget https://github.com/acmesh-official/acme.sh/archive/refs/tags/$VERSION.tar.gz -
0 acme-$VERSION.tar.gz

tar -xvf acme-$VERSION.tar.gz

cd acme.sh-$VERSION
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4. #& *-CertificateRenewalLambda-* Lambda HEBFLSEE 2 M EREARASE 3 WER
B, ENHBXEFENGEETLEN.

5. ZEFTEHMHE Lambda HE , BRITARRSIEE , ARZEAR. TEEHENAN@A, EEX
SEVRH EC2 HIT{ER |, LLFEH Secret Manager FHIEE M PrivateKey # %,

6. #RIEFEAEM dev-gateway HIT{EEE : <env-name>-vdc-gatewayWEFEEERF A BHUNE
M EITEE,

FERNEER Y E B R BB A INER

MRKREMERERARCEEFREER , BETRERRNASER Amazon EC2 #TEERHE , =
Amazon EC2 #1T{EEE ATAE £ RES RFE /MR L TF L, BEE Ul AREW st SRER R AR
&, BERERRM.

FE#EM Amazon EC2 A RHEHTERREDERLIEFL, MREFL , FEABARBE. MR
RERLE  AIXARY S —ERH, FAEZASLEFRANTAER , EHATERRBKMETAHE
o

MR EFABOMTERBMALIRE Admin Ul £, BITTEEEZEEA Admin Ul 8§ EH L,
BRAGRE 5 BERRE

FERAETURBNEREAHERRRHEA 5. EEETUFER Admin Ul EITEE |, IR :
- FIERERE,

- ERN—RRLIER.

- ENBESEREAEARAFIERRAANGEEERR A YK ESEAMENTE,

° &EEB‘&O

- EFTEEE MU RE M.

KH Windows EREHKXR , XER "ERCHEM. B@iER"

R Windows RELEMRKHY , WHR Ul #6558 NEREREE. SWwitR" , JKEAERE Windows
1TIERE LY BEARRIR DCV RSB RLERME.
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Amazon CloudWatch B & #<envname>/vdc/dcv-connection-gateway AJAESFEAE LI T
MR SEMRE RS -

Nov 24 20@:24:27.631 DEBUG HTTP:Splicer Connection{id=9}:
Websocket{session_id="1291e75f-7816-48d9-bbb2-7371b3b911cd"}:

Resolver lookup{client_ip=Some(52.94.36.19)
session_id="1291e75f-7816-48d9-bbb2-7371b3b911cd"

protocol_type=WebSocket extension_data=None}:NoStrictCertVerification:
Additional stack certificate (@): [s/n: QE9ESC4DE7194B37687DC4D2COF5E94AFQODD57E]

Nov 24 2@:25:15.384 INFO HTTP:Splicer Connection{id=21}:Websocket{
session_id="d1d35954-f29d-4b3f-8c23-6a53303ebc3f"}:

Connection initiated error: unreachable, server io error Custom {
kind: InvalidData, error:

General("Invalid certificate: certificate has expired (code: 10)") }

Nov 24 2@:25:15.384 WARN HTTP:Splicer Connection{id=21}:
Websocket{session_id="d1d35954-f29d-4b3f-8c23-6a53303ebc3f"}:

Error in websocket connection: Server unreachable: Server error: IO error:
unexpected error: Invalid certificate: certificate has expired (code: 10)

MRBEEEEN , BRS5ERFEH SSM Session Manager BIEEE Windows #{TEBERER |, X
BRT %I 2 ERFEMEEEER

PS C:\Windows\system32\config\systemprofile\AppData\Local\NICE\dcv> dir

Directory: C:\Windows\system32\config\systemprofile\AppData\Local\NICE\dcv

Mode LastWriteTime Length Name
-a---- 8/4/2022 12:59 PM 1704 dcv.key
-a---- 8/4/2022 12:59 PM 1265 dcv.pem

EEEREZERBHENEY , HRENEREHA TEEK.

MRS EMFREE , MEIWRE Windows SRENFRBEBELERNGER  BEAEIHBHEERE ,
FREFELENEBREERREIEEHTEEANE Windows EEEHE, EAAESEELE Windows EEE
HE | T AR KT BB FIER,

ju]

BB ER R 164



#5EEE T2 Studio EREER

VDIsF1EMERARRE

MRKERAEE Admin Ul FRERMEMRE | ERTEER AR EE R R

EEYERER  BREKZEITERBRLMVARER  ISHRUEEHEENER. AXH4HI S HFEE
Z=Z 0 Amazon CloudWatch BiEENEE K HP G sERAERAAGNSHETARE—SFWIEEE
Ao

UTREEENEERR,
- R AMIID EFMAEEME {8 RES TX&E,

S| EMEESBEETK , ©A Amazon Machine Image (AMI) R EFTEMNTEHHALERTE, #1T
EB8 LAy AEEMER | Bl /root/bootstrap/logs/ Linux #{TIEEE , ATeeE@ S EILABENERE
#Fo #& AWS Marketplace EUSEY AMIs ID AlgEE 2 AN RES KRHFTER. SHFTEAFELIER
2AXE,

- fEBET AMI BtE Windows EREEHTERE , TERHTEAEERESE.

RIBTERR , B Amazon EC2 #ITEIEERBIES , FAEERESHEUT XK. NREERAFTNESR
KEHATEREN AMI, ARG AMI EMEREHERE  YEAEALKEERRE S —EERRHE ,
AEAEERETHRETEENNERKEHNITER LT,

HREENEE , FESAREL AVMI NRAERKEHNTEE L , WEES 529 R PowerShell
WERE , ARMTTHGT

C:\ProgramData\Amazon\EC2-Windows\Launch\Scripts\InitializeInstance.psl -Schedule

ARBEHATEREILTN AMI, ERSMERTN AMI REMARBHE U ERRBINERS
Ho, IR , KU TUERFMERENHTER LMTHRNG S , YENBBUTERUEEE
BRRETFEER , EELRREHRN AMI BB S —BERKER , #EBOERMEENEE,

RREN& , VDISEE ASERRARAE
ATAEMRIEE 1 - ERRREN BEBAREETE POSIX FFANEAE,

WMRLATRAIKIL |, 18 7 fe 2 I8 H i pY R
1. TPEBH RES RAA 2024.01 HEFH R
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2. £E8 RES #BHIME , Ay BMEnableLdapIDMappingsEA True,

3. £ RES B HEHBEEN EIRRRMKAR RES 2024.01 ZHIMRA , RELEFIREFFER |
W #% EnablelLdapIDMappings&E A False,

FRRSER MR BRRABEPNERE B &,

1. BEEEEFHM SSM,

cd /home.

1s - EIH B SEBMTSEAESBNESE , HIW adminl, admin2.. %,

fBR B % sudo rm -r 'dir_name', FEZMIER ssm-user M ec2-user B &k,
WMREAECRLS RN env , FREAEN DDB ERXRMBREAEN (BEEEERN),

& AD B - EEEEEE Amazon EC2 sudo /opt/idea/python/3.9.16/bin/
resctl ldap sync-from-ad¥#i17,

7. ¥ RES f8E L Exror MREEEFRLE VDI #1T{ER. 5= VDI 8E KN 20 pEEREHRA
Ready k&,

o g &~ w b

ZEA% , VDl TEKRRSEAZTHER

EEATIHATEREERN VD TEBBELBRAKATHAREEER  EXT7 X AKRESH
B, EAEEERA DCV EEEREHSENELRFERE  BREET. STLENERE Xorg 4H4E
BAERIE, BUNEST TGS REDETER Xorg HEEMN KR,

Debian # Linux :

dpkg-divert --package nice-xdcv --divert /usr/bin/Xorg.orig --rename /usr/bin/Xorg 1ln -
st /usr/bin/Xdcv-console /usr/bin/Xorg

Red Hat # Linux :

rpm -q --whatprovides /usr/bin/Xorg && \
cp /usr/bin/Xorg /usr/bin/Xorg.orig && \
In -sf /usr/bin/Xdcv-console /usr/bin/Xorg
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EE L H A

&=

+ Amazon EC2 #1TEEBET AP EEBEREKILE

o HHRAEEIA AD/eVDI 48 |, vdc-controller B {T{ERE EE/E3R , B~ AP B{ERREME LB

« MENEHEEBLHEERE  ERTEHRETNHFER

+ cluster-manager Amazon CloudWatch H&E# T~ <user-home-init> R B i EEFEH, EEZEMER
ERS, (HPIRFRFERAEER)

« Windows SEEAERBFET 'ENIRFEEHA. FRAENEES"
- S\EB/% F AD #BRERY DHCP Z# IR &
+ Firefox #5588 MOZILLA_PKIX_ERROR_REQUIRED_TLS_FEATURE_MISSING

Amazon EC2 HI{TEREEXTEAPEEEREKILE

INREMEREEHITEEE Amazon EC2 AR EEBERACDKIL |, FRTELEEBREME , SWEUR
REBRSREATEEER, UTR2YUERERN S ZE,

MR vdc-controller #{TIEBEE Amazon EC2 AP RNEEKRILAREE | BEER R T ERINEZ
Eﬁﬁﬁ"&o RES HENRZEEER , MAEZEIERE Amazon EC2 #ﬂl?‘ﬂlﬁ-E’J IAM 72 ER4% #l
BRI —EB% . R vdc-controller IEFEfEIR , B CloudWatch BB A HIE THIEEEE , FER AR
?%&:*IEEE%EEO mAER , MEFEEERTIER

"res:EnvironmentName": "<envname>" # e.g. "res-demo"
"res:ModuleName": "virtual-desktop-controller"

L EES8 89 Amazon CloudWatch AEEA RS TR ¢

An error occurred (AccessDeniedException) when calling the GetSecretValue

operation: User: arn:aws:sts::160215750999:assumed-role/<envname>-vdc-gateway-role-us-
east-1/i-043f76a2677f373d0

is not authorized to perform: secretsmanager:GetSecretValue on resource:
arn:aws:secretsmanager:us-east-1:160215750999:secret:Certificate-res-bi-
Certs-5WI9SPUXFO8IB-F1sNRv
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because no identity-based policy allows the secretsmanager:GetSecretValue action

BE Amazon EC2 #{TEER LAVRE , XIS LIRBE.

BRESE A AD/eVDI 48 , vdc-controller BT IEEMEIR , B R AP E/EAREE
BREY

R eVDI BEEFERERERY , ASEREREERTERTIERB,

FEEBRT , REN —MBEREFREEHES CloudWatch BFS, (BKEA W HAFHH<env-

name>/cluster-manager, )
Al EERY SRR -

- MRHEFBEXFE Insufficient permissions , FEEEREI res HBFIRMHM ServiceAccount
FEREEBBEIER,

HESITHA :

Insufficient permissions to modify computer account:
CN=IDEA-586BD25043,0U=Computers, OU=RES, OU=CORP,DC=corp,DC=res,DC=com:

000020E7: AtrErr: DSID-03153943, #1: 0: 000020E7: DSID-03153943, problem 1005
(CONSTRAINT_ATT_TYPE), data 0, Att 90008 (userAccountControl):len 4 >> 432 ms -
request will be retried in 30 seconds

- BAILAE SecretsManager £ & FH RES SPEEERMHH ServiceAccount FHERHE, &
Secrets Manager P S REENME K RBBEHIMXE, NRFEAEIRBIER , BRIER
BUEHWERE, RIEBRMEEEESMN vdc-controller H1T{EEE, FHHTHEEASEABEMN
e,

- MEBFEARRHANTEFRHEBEINER , FAERBAEAR "ServiceAccounty o HRTEED
£ RES iR/ DisableADJoin 28R E A False , FFMEE "ServiceAccount" fE&E EHFE AD
R ERYHREET,

- MREANEAEEBERE , BEFEEXE Invalid credentials , Blf&E AN RIS A AESE

BB,

AESATES)
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{'msgtype': 97, 'msgid': 1, 'result': 49, 'desc': 'Invalid credentials', ‘'ctrls': [],
'info': '80090308: LdapErr: DSID-0C090569, comment: AcceptSecurityContext error,
data 532, v4563'}

o BULUEBFEE Secrets Manager TSR FREBBNHE | BEUEEEIL env HBEW AN
15, BEZ (0 <env_name>directoryserviceServiceAccountPassword) , R&i#E
EREEE T,

- MEMBPNEZBTER  FEEFEUENBETINE, REBNWEEEESMN vdc-
controller {TERE. FATEREEAERNER , WEABEMEE,

- MRBFIFIERE , TJEER SEMR Active Directory PR ZIFEBHI, &MU HA S EER Active Directory
RN R , RBREHWER, BB Directory Service 12 & E 5% Active Directory FHIEH &R
i
1. BEEEENE D
2. BEDHE. EREAERN  ARFEALAEER (HIW "ServiceAccount, ) M HIHIER

xRE,
3. MEMBEMNZREETMNBIBERRE , FFEMYIE Secret Manager MEFHEHE ( HlW
<env_name>directoryserviceServiceAccountPassword,

4. HRIFERTNHEEE B M vdc-controller H1TEE ., HATEEASEABEMEE,

RERRHEEBIUINEERK  ERTELRETHNFES
LRI AR TSRS EMERSEAD HENMESRE. NRHALEE , FREREEESR

Amazon CloudWatch BB E B EEEE "<user-home-init> account not available
yet. waiting for user to be synced, , M¥EFREEREHEHEE,

cluster-manager Amazon CloudWatch HFEEER " <user-nome-init> 1R 5 i &L E A,
FEERFERAERS) (HPIRFREAEER)

SQS ATRENRAFERRER T , RACELIERAAEIRF, EREEAERALSHERERER
A ERRRRR , SBHRLEXSR.

EEAEEAERFNERTEER RES RErHFEAFM AD IEFERRE, HlW , £ BI/RES IREE YA
fEAM ServiceAccountCredentialsSecretArn 28T EFENE,
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Windows KEEAEZFET "ENIKRFEEEFM.

3

':IE!

AHENEER"

NMREREREZZAHENET , EFRRTEAEREER SSO MUEAR , EXEEHY RES BREM
AD H{E R,

MRERFEIRFSE AD FER , SSO BEARZE XK.

S\ER/ZE AD #HEERY DHCP ZERE

WRIBEH RES "The connection has been closed. Transport error" EBZEHCH
Active Directory & &t £ F BF B 2 £ Windows E# R HEMVEEER , BEME dcv-connection-gateway
Amazon CloudWatch HF 2 A BELUNTHAR :

Oct 28 00:12:30.626 INFO HTTP:Splicer Connection{id=263}:

Websocket{session_id="96cffabe-cf2e-410f-9eea-6ae8478dc@8a"}: Connection initiated
error: unreachable, server io error Custom { kind: Uncategorized, error: "failed to
lookup address information: Name or service not known" }

Oct 28 00:12:30.626 WARN HTTP:Splicer Connection{id=263}:
Websocket{session_id="96cffabe-cf2e-410f-9eea-6ae8478dc08a"}: Error in websocket
connection: Server unreachable: Server error: I0 error: failed to lookup address

information: Name or service not known

Oct 28 00:12:30.627 DEBUG HTTP:Splicer Connection{id=263}: ConnectionGuard dropped

MRS EBESH VPC 5 DHCP EZIER AD BiEit4lss  BIEE

1. #& AmazonProvidedDNS 718 Z ’{E {81332 &35 IPs,
2. BB B BREA ec2.internal,

WEERES, MRRZELERE  Windows REHEAKIRMERHIEER , A RES/DCV 28K

ip-10-0-x-xx.ec2.internal hostname,

ERSETH 170



W32 EE T2 Studio EREER

Firefox #6578 MOZILLA_PKIX_ERROR_REQUIRED_TLS_FEATURE_MISSING

EI&EM Firefox Web BB , ERERERIERKER , RSB
MOZILLA_PKIX_ERROR_REQUIRED_TLS_FEATURE_MISSING $55R:A2HE,

FRREZ RES Web f@RESE A TLS + Stapling On & , {EREH Stapling Validation EIfE ( FZ2E
https://support.mozilla.org/en-US/questions/1372483 : //»

&) LA R https : //https://really-simple-ssl.com/mozilla_pkix_error_required_tls_feature_missing #J
ERRISIE L ERE,

Env fllE&

*E

* res-xxx-cluster 3@ "DELETE_FAILED, R , BEZFBMER , BE "ABNSELE
£ #HER

- WEHH

- TH VDI B

« & Linux EC2 #I1TER TH B

« #% Windows EC2 |17 T & H&

- & WaitCondition $852#) ECS HiE

res-xxx-cluster # &E TDELETE_FAILED, AR&E , BEEZFEMEK K EA "AEE
WMHREERE, R

MBIEEEER "res-xxx-cluster" #HBER "DELETE_FAILED" k&8 , BEEFEIMIBR , BRI LLEIT T3
& RS ELMIBR .

MREEFHBER "DELETE_FAILED, MRE , FEEXAFESHEMER. ©SRESBELYELAR  *
%ﬁﬂﬂ“%iﬁﬁo 1%1% 'HHIJFI%O

BER , BMEERBRATR L By , MU REFRINFASUNENEZRENER, TEBERT ,
AENAAERMA "ERENER. ,%éﬁ%ﬂﬂﬂﬁﬁo
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BA e ERNEL B8 Role: arn:aws:iam::... is Invalid or cannot be assumed

EXRTHEREEFENSCSEHB AT LMK, EEMRRIEE K FERACHNER, 51F IAM £
BE  YEANTMRANSEEITEGZBBNA® , TR :

- HYEENERER | BIE AWS R,

- $HEEASREM , £ TUse cases for other AWS servicesi®i® CloudFormation,

BET—%, FEXEMRAE 'AWSCloudFormationFullAccess' # 'AdministratorAccess' 5
A, BNREREEERREZN TR :

SA%ZIR[E CloudFormation TR AXMRMER, LRERRENERTABRIGHMER. &E& , 513
IAM EZ2 A8 X MBREELNBE,

- BKRIELIERBEALN Linux EC2 #{TEEE.

- FEAKBRIELIE T B ALEN Windows EC2 #1T{E. RAEBIRL Windows PowerShell ABIT{E{A an
AL
T

WEERREEM A

1. Cluster-manager : f FIMUEMBHEEEEESNAF , LKHEEEZRERE,
a. 2R B CloudWatch H#EH#E WFTHE BiE<env-name>/cluster-manager,

b. <env-name>-cluster-manager EC2 #1T{El#8 £ /root/bootstrap/logsH# THFE
HiS. EREAEMER "R EC2 XEAEZAEC2 HTHERE., EFEE WIETR , UBEALHWHITHE
.

2. Vdc-controller : £ F5I{Z BH48 vdc-controller WA , WS HEERTER,
a. R B CloudWatch R & # BFTE BiS<env-name>/vdc-controller,
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b. <env-name>-vdc-controller EC2 #1T{E#8 L /root/bootstrap/logsB & T~HFTE H
o BREAEHBHER T EC2 EEBAZ A EC2 H/THEE, EED WIETR , UEALNAITE
=,

BERINEHEFRNEP—ELEREMR & Linux EC2 HTEER TR —EBPRER, KEEEEEH
TEERERE.

W £ VDI B
B ¥ FERY Amazon EC2 #h1T{EEE
MBFEHELLT/ERREZRE KRB VDIVDI1 , Amazon EC2 A FHNHTHEEYBEZBIES

<env-name>-VDIl-<user name>,
UK £ Linux VDI B

BREAHEE "# Amazon EC2 A E A EC2 #H1T{EE, FERLE MR , £ Amazon
EC2 X & Z AHEMN Amazon EC2 #1TfEEE. HWS VDI Amazon EC2 #1T{EIf@ £ /root/
bootstrap/logs#l /var/log/dcv/E & THIFTHE B,

RS AFNEP—ELFEREAF LEE 3, ARRFAETHBF. At , BALMKR TSR
#H—EESEEBMERR K ARLEEM
1. BB T LB , 7 /root/bootstrap/logs B #& T #E& dev BHES :

sudo su -

cd /root/bootstrap

mkdir -p logs/dcv_logs

cp -r /var/log/dcv/* logs/dcv_logs/

2. BE BB T —EHIENLSRTE VDI BiE , TEHA,
U €€ Windows VDI HES

BEAEHBE T# Amazon EC2 = AE A EC2 #HT{EE , FiEFEZE IR , & Amazon EC2
FEAEBEAHEMN Amazon EC2 #1T{EEE, £ VDI EC2 #1TEEEM $env:SystemDrive\Users
\Administrator\RES\Bootstrap\Log\E & FEBFTE A&,

WMERFNEF-—ELZEREMLER S3, RREBETHEM. FEEKMN , FERT —HF
HEBER © TE VDI HES.
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T# VDI B

1

2
3.
4

o

¥ VDI EC2 #11T{EEE IAM A& AR5 S3 FHL
BI{E EC2 £ A , RZZBIUEN VDI #1TEE,
ENMEFEFAN IAM A,

EFEFA TR RWFFTERER Y | BEEZBER | A%IEE AmazonS3FullAccess B
Ko

BIERTEET A LUE B IUR
2%, BREBEW VDI EE R TIFETHBR. SHEBERNTEERRE,

a. & Linux EC2 #1TEE T= HiF BAR Linux.
b. %& Windows EC2 #1T{E & T = H & B A M Windows B
B#% , REAGUBKRANazoNS3FullAccess K,

® Note
FfE VDIs EEAHERE IAM B , <env-name>-vdc-host-role-<region>

& Linux EC2 BITEB T B

AGERTPTHBFMN EC2 BITEE , YT TS , ATE BFLEE s3 fEITE

sudo su -
ENV_NAME=<environment_name>
REGION=<region>
ACCOUNT=<aws_account_number>
MODULE=<module_name>

cd /root/bootstrap

tar -czvf ${MODULE}_logs.tar.gz logs/ --overwrite

aws s3 cp ${MODULE}_logs.tar.gz s3://${ENV_NAME}-cluster-${REGION}-${ACCOUNT}/
${MODULE}_logs.tar.gz

2%, RBRIE S3 A, BINEHA WREFIE |, <environment_name>-cluster-<region>-

<

aws_account_number>%?§?$ﬁ5‘&'ﬁﬁJ:%<module_name>_logs .tar.gzMIRE=R
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& Windows EC2 #1TEE T&H A

AGERPTHBFN EC2 MITER , YT TIoT , ATERFLEE S3 RAFirE

$ENV_NAME="<environment_name>"
$REGION="<region>"
$ACCOUNT="<aws_account_number>"
$MODULE="<module_name>"

$logDirPath = Join-Path -Path $env:SystemDrive -ChildPath "Users\Administrator\RES
\Bootstrap\Log"

$zipFilePath = Join-Path -Path $env:TEMP -ChildPath "logs.zip"

Remove-Item $zipFilePath

Compress-Archive -Path $logDirPath -DestinationPath $zipFilePath

$bucketName = "${ENV_NAME}-cluster-${REGION}-${ACCOUNT}"

$keyName = "${MODULE}_logs.zip"

Write-S30bject -BucketName $bucketName -Key $keyName -File $zipFilePath

2%, FRE S EES , ENEEA WRTIT® , <environment_name>-cluster-<region>-
<aws_account_number>A%E T & LB LE<module_name>_logs.zipWER

I 8& WaitCondition #5528y ECS B

1. BIEIEAME  REEMERRS|ER,

2. RBEE - ResearchAndEngineeringStudio - Z# 23 — £ - CreateTaskDef -
CreateContainer — LogGroup , A#ZZE A 558 L F R CloudWatch A&,

3. frit BESEHE P EEEH M B,

TEIRIR

*E
- RESIRHENS P BREFBRERETEHRIEBAHR
« REIHEE keycloak FEEIEE
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RESSREENFDBREFRSRE RIEREEAGER
Gl

MREEHBA , W ERES I REEN I > BRFFREWE "FABMER, K SNBBIEEE
B, EURERZBERIU B0 BEANERENERE , L=2EM Active Directory IRIEIRF .

EI-IIL

=R

1. EHSBRBEEAEPERMEHEMREIRSZE,
2. *& Secrets Manager FEFREIIRFZH , UFESEE L EWANTEE -

. EAR Keycloak # & : PasswordSecret-...-RESExternal-...-DirectoryService-... E23#iR :
Microsoft Active Directory B 215

- for RES : res-ServiceAccountPassword-... with Description : Active Directory Service 1k F &
{3

3. BIEEC2 TEAVWKRIBEEESHITMER, Auto Scaling RAIE B BBEFTANITERMIE.

REIHER keycloak HEEIEE
ERE

WMREM keycloak ARFREH L AELEMMBAMKE , BUTERN IP CRE K EWEER
keycloak I - RES A Q#BULRY & A R EE EH AR FERRETAIHAMRE,

(i

53
CEEMREENERRME , W EHIE Keycloak HE | #§ Keycloak BREEERERY ., HEMR

T5I5ER -
1. B14E Cloudformation, ZRIEEXE 1L AREE IR EEE keycloak MHERHEE
« <env-name>-RESSsoKeycloak-<random characters> ( & 1)

<env-name>-RESSsoKeycloak-<random characters>-RESSsoKeycloak-* (Stack2)

2. fMBR Stack1, MRERFKIRTEMEREAM S BRI RMEREAMMHESE,
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https://console.aws.amazon.com/directoryservicev2
https://console.aws.amazon.com/secretsmanager
https://console.aws.amazon.com/ec2

W32 EE T2 Studio EREER

eEHE S T2MER,

3. U TH RES SSO Keycloak 3t & & Z<https://s3.amazonaws.com/aws-hpc-recipes/main/recipes/
res/res_demo_env/assets/res-sso-keycloak.yaml,

4. FHECERPREEBZSHEENSBEFBHIBIHEE, % CloudFormation EEAIEE , HER
HARYHEE - FAFER (F%) - BERAEHLA - LEHXER. FHAECHBREERER
Mg ABEALNENSE, B LUEIBEE CloudFormation 1% J:E’Jﬁﬁlgfl’z#jtﬁﬁﬁgﬁ?é%lﬁ
B, K ECORBRHNEEPSKRELB A, FRERESE. SRENHEMSHFTSRBHEESH,

5. HBEHER K LHRBATBERER. Sl EEHSHENGHRSIFERPIKD
ApplicationUrl,

Active Directory [E#&

E3:

- BW VDI REFEFEMERE , R1E VDI fiER  BREZUAD FHESDBEARN VDI
- FRE SSO# , WEEE A RES Web A OB

 BMERZHRE Linux VDIs , AD EAEHEEGEAERBBERFNEEH

- BRI SSH EM# , AD EHENAEELIENESEH

- BREFEE RES NHBEFRHEBIEMN Active Directory

RH VDI REFEREMEMRE , E VDI RER , KEEXUAD EAESTEARN
VDI

EAME VDI REMBRERE (/Toot/bootstrap/logs/BAM Linux B9 # /opt/idea/app/
logs/B & , BB M Windows B C:\Users\Administrator\RES\Bootstrap\Log\# C:
\Program Files\RES\app\logs\B & ) EBEFALZERAREEE,

MBEMBINGERAL | IBHATEBEEMA Active Directory , BE EHK A Cluster Manager #E1E
AD A TEEEREMIRE, BE /environment-name/cluster-manager CloudWatch H&&
BT H Cluster Manager B , X EHZE TS WHERAL [preset-computer],. FREEDIE -

« AD FRFEIRF I B A ERER,
- MELRIEME RES WRBIREFRE, BREFAEABNZERUSBEHNERRE
#t , {username: password}ARBRTBEEM. BEEEEZBRIEBENHTEE  LAFEBHER
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#5EEE T2 Studio EREER

BAGLESFRERFUZRZEDREBFNHTER  REREECTEEHTEE, RAERBEFTH
VDISLLEAEE,
- RIEERFREE AD PEY SR ENEF,
- FRELNRBIREEGIR WATEXERFRE Microsoft Active Directory YRR F . £ AD
RS ERKIREH A% |, BEEERMEIH VDIs.
. HESREET LDAP AIARES.
- MBEEANR AWS ZE AD , FREEEN AD B VPC A LDAP/LDAPS #E#f , B
VPC #J DHCP iZIBEEE Y s ¥ Managed Microsoft AD #J DHCP iBIEE & IFERE. AWS
« ¥ LDAPS E#& , EZ DomainTLSCertificateSecretArn 2% , MAELNEREE MM
CA RRRREER. FEEZBRIEBEVNHTER  YAFEBERHATEE TLS BREW
FREBBRBFNHTEE  REREBEFTESHTEE, RAELRBFH VDIsSLERAEE,
« A RES M AD 2 B#ELR , 357 Cluster Manager #11T{E & E#11T T %| Idapsearch 8%
( R EMAZE OU. LDAP E#R URI, BREIRFEAERRBINER ) . MREWN AD S EREBES
RFER , At EERFTRME OU THWMMEFERSE,

ldapsearch -x -b "OU=Users,OU=RES,0U=CORP,DC=corp,DC=res,DC=com" -D
"ServiceAccount@corp.res.com" -H ldap://corp.res.com -w service-account-password
"(objectClass=group)"

MREHE LS RES truefFi DisableADJoin *E 4 , 8l Linux VDIsR &E#RE| Active Directory ,
TRFEIB SSSD IRIEMA, % EC2 TiIRAEHREMLHN VDI H4TEE , ¥EHId username E#1Td
T, MRGHELECYE AD FHAEK UID/GID , 557 VDI #1T{E8sudo systemctl status
sssd L ep o2& SSSD IRIAREE |, & /var/log/sssd/B & T#ZE SSSD IR¥E B &

MREFEERF] SSSD ARELUEREZE AD , BRI LA F E#REE SSSD #HAEER (/etc/sssd/
sssd.conf) , ¥fEMAsudo systemctl restart sssdBEMEZHE/NVDI T (2024.12.01 REE/R
AW EHRE SSSD IR ) , Hit RES Web A OB IREEESH SSSD #HA&EActive Directory [
&, 2REEDHEAZERELHM VDIs (2025.03 REEIRA ) o

AXTE SSO #& , REEE A RES Web A D #8¥4

¥&E environment-name.accounts.usersfl environment-name.accounts.groups
DynamoDB B¥l& , LEEFEAENBEREREM Active Directory B, MREERKZE [ HERD
BEEBRANFERE , BRE /environment-name/cluster-manager CloudWatch HEEEH#H
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#5EEE T2 Studio EREER

(2024.12 lRA 2 ®l ) = /environment-name/ad-sync CloudWatch HiE&HE (2024.12 lRAKRE
¥ThRZA ) H# AD E HE.

BT RIEINER AD HERE AR VDI B FEMEMREE | S7E VDI jiE® , REEL AD
FEHESDBEARMN VDI, H4nsEs8 A AT -

- IRIEWRFSRETE AD FEHAFEHENMBENET T,

- FRELNWERERFEBIR WATBELEFFAEE Microsoft Active Directory BFYRFEIRF o
- Active Directory FEVERE/BERD L ENEY |, HlNEFEHitbut,

- MEMERENERE/FEBEUSERE,

{£1E AD BAZ RBE#R , BUUEEFEPREENT —EHERE AD BF |, KRB NAFHHTERD
(2024.12 1 2024.12.01 k& ) (2024.12 1 2024.12.01 BRZA ) = {0 F BHEE = 1EF 2% (2025.03 &
FATARA ) (2025.03 REFEAE ) PNERFHBERED,

EN{E R ThRLE Linux VDIs , AD A& B A FRAERZIERFIEH &%

EIBTE Cluster Manager #{T{EBid username LT H A RERZEETEERSWUERAD £
A&, MRGSELEDYE AD A&/ UID/GID , 58ZE /environment-name/cluster-
manager CloudWatch HE58H4E T B9 Cluster Manager B3 , 2 S HRRE SSSD RIGHI (LTSS

2, R Cluster Manager AFEH R B 458 |, 55 A Cluster Manager #1T{E#8sudo systemctl
status sssdtH as SR /var/log/sssd/B# T H SSSD BR# AR E SSSD FRISAEE,

MREEEEETUFT AD FHE , FHTHT RREFHEEB % (/home/username) £HY
UID/GID1s -n /home., LLB{FEF & EH K UID/GID & id usernamef$EEH UID/GID, 1R
UID/GID F#H%F , RREAENEBHTAEEE RES ASPH LB RES LEHEY, REAEE
WEREER, MEREE&E  WEMEHREREHH Linux VDI, KINMMERN VDI & , SEAEEN
UID/GID EE M F B #.

A SSH 7l , AD EEEHAERLIENESEHK

BREESFHHITERIA username LT o h , REEETIHESTTUEERE AD FAE, MED
SEEEDYFE AD FHEM UID/GID , 8% /environment-name/bastion-host CloudWatch
BRBEETHEETHAR , WIESEMEE SSSD REMNIEAER, MREEFH AP RIEH
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B EERAEEFHEHITEEsudo systemct]l status sssdEBY LK /var/log/sssd/H
# T H) SSSD AR B 3R E SSSD BRI EE,

B MEE RES NBEFRHEEZEFEMN Active Directory

MRIEH AWS Z & Active Directory 2 RES A& FRHEEBILE  BEZSERAH NITE

B HEZWMRE AWS tRF TAdDomainWindowsNode-external-resource-stack-name-
WindowsManagementHost# & Bith , AT ARFEHMEE Active Directory, A SMEATIIZEA
BH, BB EC2 AP Fleet Manager B2 AFTEE -

e username : I8

< B ARBARERMEDRFIRMHER AdminPassword 28

MEEE AWS ZE Active Directory , 528 AWS Directory Service EE 5 #Y# H Amazon EC2
BT EREEERENEE,

& XEE

« 2024.x CHIFRE
(2024.12 F1 2024.12.01) Ef#T Cognito £ & B &4 Regex KB
(2024.12.01 RERIRA ) FAETHASERE VDI BFREERWEIUREER
(2024.12 F 2024.12.01) Active Directory £ f % #5% SSH FIR 2 #
(2024.10) $H¥EBBEIERE VPCs 1 RES 1RI3E , VDI BB =P ER
(2024.10 RERIRAR ) #EERE) VDI for Graphic 1858 & {T{E B B A
(2024.08) ZE{HE I AMI KB
+ (2024.08) ER S HELHBEESBRHEZITE ARN BT ZEHEEY/E A Amazon S3 #1758
(
(
(
(
(

2024.06) & AD BB BOSZ=KE , EARBAK

2024.06 RERIRA ) AD RS BREKRES E RES WEERE

2024.06 BREEARA ) CVE-2024-6387, RegreSSHion, RHELY 1 Ubuntu VDIsH # & 2 8
2024.04-2024.04.02) 248 IAM FF T SRR K E T VDI ST EENAE

2024.04.02 REFHRA ) ap-southeast-2 ( EF ) F#Y Windows NVIDIA 17 1858 & 5 R B
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W32 EE T2 Studio EREER
* (2024.04 #1 2024.04.01) GovCloud F#) RES Mk %k B&
+ (2024.04 - 2024.04.02) EFREEF , Linux EESEAREFE THE ARE
(

+ (2024.04.02 REERA ) #£RFS SAMAccountName B BESAXBFZRRIEHKF T AD A
&

© (2024.04.02 RERRAE ) ARENEEFHNLESREN

2024 .x EHIEE

(2024.12 F1 2024.12.01) 5% Cognito & R4 Regex k¥
SRR

MREEFER Web AORUEMEFE4HFEIE "" #9 AWS Cognito EAE , Hlan
<firstname>.<lastname>@<company>.com , iEMEHEEER , I§H Cognito FAERBBTHAEE
M regex X,

LR R M RES #EAENETBHFEHDELEAEEBAMER. T8 , £ RES XENKHE
Linux B4ThRAH , EE""NEAEEBTR VDIs NERERAE, L IEEELEFERAEEBEBR
EFBHFEPHEM ", FEMAERBWHE RES Linux VDIs EB .

ZREENRAE
RES 2024.12  2024.12.01 kR
=

1. HITTH SR TE 2024.12 cognito_sign_up_email_fix.patchhx=l 2024.12.01
fRcognito_sign_up_email_fix.patch# patch.py# , #§ EifX<output-
directory>RLETHEMEXNESTHNSHEXNERNB & , XA <environment-
name>HUf{ A RES IREMNER

a. thE@RENERAM RES 2024.12 # 2024.12.01,
b. EHERNIESHEEZE AWS CLI v2, Python 3.9.16 SREFHTARA , AR Boto3,

c. AEPE AWS RES MIRFMEEMERE CLI , XRFREEFE A RES B 2 fFEATEA S3 5F
CIB
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https://docs.aws.amazon.com/cli/latest/userguide/getting-started-install.html
https://aws.amazon.com/sdk-for-python/

3R EE T2 Studio

ERAEER

OUTPUT_DIRECTORY=<output-directory>
ENVIRONMENT_NAME=<environment-name>
RES_VERSION=<res-version> # either 2024.12 or 2024.12.01

mkdir -p ${OUTPUT_DIRECTORY}

curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/releases/
${RES_VERSION}/patch_scripts/patch.py --output ${OUTPUT_DIRECTORY}/patch.py
curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/releases/
${RES_VERSION}/patch_scripts/patches/cognito_sign_up_email_fix.patch --output
${OUTPUT_DIRECTORY}/cognito_sign_up_email_fix.patch

EEZTHEARAESHNEHENERNE &K, BT TIEHENGT

python3 ${OUTPUT_DIRECTORY}/patch.py --environment-name ${ENVIRONMENT_NAME} --

res-version ${RES_VERSION} --module cluster-manager --patch ${OUTPUT_DIRECTORY}/

cognito_sign_up_email_fix.patch

BB EIREN Cluster Manager S 1TEE ., B LA Amazon EC2 BB XA K IEHTHE
B®.

INSTANCE_ID=$(aws ec2 describe-instances \
--filters \
Name=tag:Name,Values=${ENVIRONMENT_NAME}-cluster-manager \
Name=tag:res:EnvironmentName,Values=${ENVIRONMENT_NAME}\
--query "Reservations[@].Instances[@].InstanceId" \
--output text)

aws ec2 terminate-instances --instance-ids ${INSTANCE_ID}

BMELLEZE FENEBEREETE , LA Cluster Manager #11TEIB8ARRE<RES -
EnvironmentName>-cluster-manager-asqg. FEHITEE KIS,

(2024.12.01 REE/RZA ) FHBTMBEERZE VDI RHE4EBUNER BRI IR

i

A~

DU

ERFERABITADRBILEIE BB/ IERA S M RES B | CertificateRenewalNode A7 R EH
B VDI ERW TLS B , WHIR T HIEEER/var/log/user-data.log :

2024 x BHIREE
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{

"type": "urn:ietf:params:acme:error:unauthorized",

"detail": "Error finalizing order :: OCSP must-staple extension is no longer
available: see https://letsencrypt.org/2024/12/05/ending-ocsp",

"status": 403

Hit , E47E RES Web A O HERZE VDIs B , A5 =iEF
(net: :ERR_CERT_DATE_INVALIDChrome) % Error code:
SSL_ERROR_BAD_CERT_DOMAIN(FireFox) By§8E5,

ZEENRAK
2024.12.01 REBRA
B

1. BEBEFTEC2 XA, MREEAE WHT(EECertificateRenewalNode- , FHER IEFIT{EEE,
2. EEZE Lambda ¥ &. BB A Z Lambda HEBWWRHBERNTE-

CertificateRenewallLambda-. #BIEMR 8917 , ./acme.sh --issue --dns dns_aws
--ocsp-must-staple --keylength 40963 #BR--ocsp-must-staples|&,

BRSBUEFEABTEFEEN.

4. EZEFHBEE Lambda KB - FeIEHERSIER , AREECIE. TEEEANBA, EEX
SEYVRH EC2 #1TERE |, LLEH Secret Manager FHYEE M PrivateKey W%, WBREHE |
BITEREEHKL,

5. #IEIBHMW dev-gateway H{TIEBE : <env-name>-vdc-gateway¥ EFEHERFH A SIS
FEY AT R

SRERFTAERA

Let's Encrypt #§H 2025 4 3R OCSP X8, #2025 F 1 A 30 B , BRIEBRIRFE AR ESRTE
2 OCSP L EMMEMABE , TR OCSP K AMNAFBREE LK, WEFMENR , F2B hitps//
letsencrypt.org/2024/12/05/ending-ocsp/ : //o

(2024.12 F1 2024.12.01) Active Directory {# & &% SSH E|£8 & I 14

SERAER
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#5EEE T2 Studio EREER

Active Directory E i B RES Web AOMBLMIE REREZTERSTHEF  SUNBIFFTEERNE

=0
ﬁzl_-"\o

HRNRDREEH , EE2FH EFHTH Python BAENEEZME SSSD f#K. it , AD EREH
ERREARA , EEEA

ZRHENRAE
2024.12 1 2024.12.01
=

1. fREC2 B K EREESTHIITERE,
2. 1£ IDEA_CLUSTER_NAME T#®r#¥/etc/environment ¥ environment_name=<res-
environment-name> fE&#H 1T,

3. EHITEBLHTTIGT

source /etc/environment
sudo service supervisord restart
sudo systemctl restart supervisord

4. FFKIR RES Web AOMRUMMNETR  ERBREREESETH,

(2024.10) st B EfREE VPCs F#Y RES IRIE , VDI BB L KR
R

£ 2024.10 RES x4+ , ERAHEE—EREEN VDIs BEFLL, WREAERKERE - ARaE > T#E
P ER AR RE

TEEREE VPCs Y RES RIFE B A& VDI BBF L,

=

EMBR EERERRMADEIEWIEE, TiB , HATLUE RES REFFHE LB EIRE
VPCsH#J VDIs,

2024.x BHRERE 184



#5EEE T2 Studio EREER

(2024.10 RERMA ) #EERE) VDI for Graphic 8 R 1T {E sl 5E 1
SR

EERIGRBEITEEER (g4. g5) LBE Amazon Linux 2 - x86_64, RHEL 8 - x86_64 = RHEL 9
x86_64 VDI i , BIITERBEFEMERE, ERTHTERKETTEAN "FiE) MRE , BAHER
Ed

LEIEXServer EEAEHTERB L ERHMTERC. EARBEESN 2R  BRPCEBREEELH
TR EHEBIRHEREA/EIME 50gb , ARG ZHAN =R EFFEHEMKME,

ZRENRAE
FiE RES 2024.10 IR R E R AR A,

=

1. T & patch.py M graphic_enhanced_instance_types_fix.patch , 7% 2H# Bft<output-
directory>RZETHBHEXNESTHNESHEXNERWE S , A <environment -
name>EBR A TSI SHH RES RIEEHR .

a. EHEXEERAR RES 2024.10,
b. EHRERNIESBEE AWS CLI v2, Python 3.9.16 REFHIRA , LL% Boto3,

c. AEPE AWS RES MIRFMEFMERE CLI , XERREEFE A RES B 2 fFEFREA S3 5F
CIB

OUTPUT_DIRECTORY=<output-directory>
ENVIRONMENT_NAME=<environment-name>

mkdir -p ${OUTPUT_DIRECTORY}

curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/
releases/2024.10/patch_scripts/patch.py --output ${OUTPUT_DIRECTORY}/patch.py

curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/
releases/2024.10/patch_scripts/patches/graphic_enhanced_instance_types_fix.patch --
output ${OUTPUT_DIRECTORY}/graphic_enhanced_instance_types_fix.patch

2. BESFTHEHEAESHNEHEERNE &K, T TIBHEGS
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#5EEE T2 Studio EREER

python3 ${OUTPUT_DIRECTORY}/patch.py --environment-name ${ENVIRONMENT_NAME} --res-
version 2024.10 --module virtual-desktop-controller --patch ${OUTPUT_DIRECTORY}/
graphic_enhanced_instance_types_fix.patch

3. BFERIFTRENERSEIESES (vde-controller) BT , FET T I®S , BMVERH RES
RIEEH,

INSTANCE_ID=$(aws ec2 describe-instances \
--filters \
Name=tag:Name,Values=${ENVIRONMENT_NAME}-vdc-controller \
Name=tag:res:EnvironmentName,Values=${ENVIRONMENT_NAME}\
--query "Reservations[@].Instances[@].InstanceId" \
--output text)

aws ec? terminate-instances --instance-ids ${INSTANCE_ID}

4. FELZBHREA WEEEHE<RES-EnvironmentName>-vdc-ext EEiEE#R , BREBHFHNHTE
B, BREELAEFATEREMNEMHREEEZEVESR 50GB NREEZEM.

(2024.08) EfmELREFRE AMI KB

ERMER

BRI SRR X S 18 R EA EC2 Image Builder 248 AMIs B | ZERFE XK , YT
THISERAEL

CmdExecution: [ERROR] Command execution has resulted in an error

B R R A FRENEREERPVER.

MH
&
I

GO) TS
2024.08
oy

B M EC2 Image Builder B :
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( MREERS RES TEEE 2 (H AMISTFERU TSR )

1. TEHEFHM res-installation-scripts.tar.gz =R,
2. FEEESIRFEMEELEZEH Amazon Machine Image AMIs) F5I HH#Y 5 B8,

EERMFEHLEH EC2 Image Builder ER :
(MREEH RES HITEBER AMISTEER/UTHER )

1. TEEHH res-installation-scripts.tar.gz 3%,

BEF EC2 Image Builder - 7t - #&— T £ %1% RES AMIs T,

EEE AR - DownloadRESInstallScripts FE8 - @A - RE T/ HH S3 L E,

LHEKIN S3UETELAEANMEKUEER , FELERRAE —BLSRPTEHER,

w0 N

(2024.08) EHR K HEEZHHEARMFATE ARN MBI FEMNFEEUE A Amazon S3
WiFhTEE

SRAR IR

FARBFITEARN (B)) MBFTFE (BREBIEREBNFEAEERE ) &, AAZNIE
Studio 2024.08 A EH S M EMELHE (VDlarn:aws:s3:: :example-bucket) #{T{EEE L # &
EEUB A S3 R,

TRIUEESENFEFIrREARaE

- WERBEITR

- BEEFEHMARETE ARN (Blarn:aws:s3:::example-bucket/example-folder-
prefix) MBFE (EXERIEREBNEAEER ) —HPoNBEVEARETR

- EERFREETE ARN EREHITFZFENBEI/ R ARTITR

2 VDI BT ERCR , X SIFFITFENEEHEE ST EREAMBTITE, A VD L
HESKTFE K BE&SEAT K BEF2CE/REFTFENBEIIAS. EEEAKREEEREABK
B¥ , Permission denied, unable to write a filef§&iEEE K BEEATETFELET

HHER S3 R,
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#5EEE T2 Studio EREER

ZREENRA

2024.08

=R

1. BEETELFHERIESHBNEHEREIER (patch.py #
s3_mount_custom_prefix_fix.patch), BETTH&HS , # Bfl<output-
directory>ARZETHBHEXNESHNESHEXERWE S , AA <environment -
name>Ei{ A RES IREN B :

a. 1&@WEXNEBEAHRN RES 2024.08,

b. BHENIESHEHEE AWS CLIv2, Python 3.9.16 E#HRA , LK Boto3,
c. AEE AWS RES WIRFEMEMRE CLI , WHEREHES Amazon S3 EA RES B 217
;\TE%EIQ EtFE.I-o

OUTPUT_DIRECTORY=<output-directory>
ENVIRONMENT_NAME=<environment-name>

mkdir -p ${OUTPUT_DIRECTORY}

curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/
releases/2024.08/patch_scripts/patch.py --output ${OUTPUT_DIRECTORY}/patch.py
curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/
releases/2024.08/patch_scripts/patches/s3_mount_custom_prefix_fix.patch --output
${OUTPUT_DIRECTORY}/s3_mount_custom_prefix_fix.patch

2. BEETHEHEAETHACHEARRNE &K, JTTIEHERNGT

python3 ${OUTPUT_DIRECTORY}/patch.py --environment-name ${ENVIRONMENT_NAME} --res-
version 2024.08 --module virtual-desktop-controller --patch ${OUTPUT_DIRECTORY}/
s3_mount_custom_prefix_fix.patch

3. FERIFCRENERSEESEE (vde-controller) BT BT TGS, (LEEFE—HE
SERFASENVIRONMENT_NAMEEEERE S RES IRIEN B, )

INSTANCE_ID=$(aws ec2 describe-instances \
--filters \
Name=tag:Name,Values=${ENVIRONMENT_NAME}-vdc-controller \
Name=tag:res:EnvironmentName,Values=${ENVIRONMENT_NAME}\
--query "Reservations[@].Instances[@].InstanceId" \
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#5EEE T2 Studio EREER

--output text)

aws ec2 terminate-instances --instance-ids ${INSTANCE_ID}

@ Note
¥AFE VPC ’RE , MRZREAREEM , ¥ <RES-EnvironmentName>-
vdc-custom-credential-broker-lambda® , FHR LB EREA
AWS_STS_REGIONAL_ENDPOINTSH{EEnvironment variable# #Y regional.
EEHIMER |, BSEE VPC 2B Amazon S3 fE1FETEE 5L RIGH

4. LIEBEHRENBREBEBE<RES-EnvironmentName>-vdc-extiBEMRERIF %  BEEREBTH
VDIs , Hi$ EEC ERBEHBEFEEFITE ARN M BTZENEIE A S3 fEITE,

(2024.06) & AD FHEEBBOESZ=RE , EARBARRK
Gl
R AD BEEZBHPEEZH , RES 2024.06 E X EH L RTRAR R,

£ AD RZHIE , EBEEEE CloudWatch BF ( 7£/<environment-name>/cluster-
manager HEEHHET ) KBTS THIHERS .

[apply-snapshot] authz.role-assignments/<Group name with
spaces>:group#<projectID>:project FAILED_APPLY because: [INVALID_PARAMS] Actor key
doesn't match the regex pattern ~[a-zA-Z0-9_.][a-zA-Z0-9_.-1{1,20}:(user|group)$

RES AEESHATHERNBBEHE SR -
. EREASIERAS ASCI F&. BT, WK (). 9% () MEE ()
AEWITH () HASE—ETR

. HRRTRAEEMS,

A

-4

&
I

)N

2024.06
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=R

1. BETHEHEIIESBNEHERNER (patch.py M groupname_regex.patch) , FEHIT T 5an
T, <output-directory># BIRALEKREERWB % , A#§ <environment-name>E{
A RESIREMNER :

a. BHEEXNEEAR RES 2024.06
b. EHEXNESEEE AWS CLI v2, Python 3.9.16 REHRAS , LAK Boto3,

c. AEEB AWS RES WIRFFMEERE CLI , YRREEEEA RES B 2R FITEAN S3FF
1S

OUTPUT_DIRECTORY=<output-directory>
ENVIRONMENT_NAME=<environment-name>

mkdir -p ${OUTPUT_DIRECTORY}

curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/
releases/2024.06/patch_scripts/patch.py --output ${OUTPUT_DIRECTORY}/patch.py
curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/
releases/2024.06/patch_scripts/patches/groupname_regex.patch --output
${OUTPUT_DIRECTORY}/groupname_regex.patch

2. BEFTHEMEXAESHISHEAERNE K, JTTIEHEXNDT !

python3 patch.py --environment-name ${ENVIRONMENT_NAME} --res-version 2024.06 --
module cluster-manager --patch ${OUTPUT_DIRECTORY}/groupname_regex.patch

3. EEEWREEIREM Cluster Manager B1TEIRE , AT FHG+S : BHEA LK Amazon EC2
EEIEAKRILEHTHEERE.

INSTANCE_ID=$(aws ec2 describe-instances \
--filters \
Name=tag:Name,Values=${ENVIRONMENT_NAME}-cluster-manager \
Name=tag:res:EnvironmentName,Values=${ENVIRONMENT_NAME}\
--query "Reservations[@].Instances[0].InstanceId" \
--output text)

aws ec2 terminate-instances --instance-ids ${INSTANCE_ID}
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https://research-engineering-studio-us-east-1.s3.amazonaws.com/releases/2024.04.02/patch_scripts/patch.py
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® Note

EMREA L AD BHESBIERNNE ASCI 28, BF, BRITH (). I (). KL () M@
REMR 13 30 ZBHIZ

(2024.06 R ERMA ) AD RFHEAREZDSE RES WEHEKE
R
R GroupOU £& UserOU [ , BN ENREEEH#ESLS = RES,

RES £ ERE AD BB L R HEREI |dapsearch BHE R4, BRI EHZRIRET ERMGE
A UserOU 8%, MT =& GroupOU 28, FREESE&LEETMAFERAE. HITARSR4ERE
UsersOU #1 GroupOU F R ITER .

ZEENRAE

P RES 2024.06 kX5 & fR A
=g

R T P BRI BRI RE

1. BEETH patch.py $58 group_member_sync_bug_fix.patch &3 , FE#IT T Hd
T, <output-directory># BIXALETHERNW MBS , XA <res_version>BX A
IREIEIEM RES MRS :

(® Note

- BEHENESTBEE AWS CLIv2, Python 3.9.16 REFHMA , LK Boto3,

- BEE AWS RES WIREMEEERE CLI , YRR EEEBA RES B 2 HFITE/
S3 M,

- SRR ERE RES 2024.04.02 1 2024.06 K. MEEFERHZ 2024.04
2024.04.01 , EAILUEFE hIHA TR EIRAER , LHREFEHA 2024.04.02 ,
REBERBEHER

« RES hx7< : RES 2024.04.02
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BEHRERN TEER : 2024.04.02_group_member_sync_bug_fix.patch
+ RES lR7~ : RES 2024.06

BEHER TEIEL : 2024.06_group_member_sync_bug_fix.patch

OUTPUT_DIRECTORY=<output-directory>
RES_VERSION=<res_version>
mkdir -p ${OUTPUT_DIRECTORY}

curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/releases/
${RES_VERSION}/patch_scripts/patch.py --output ${OUTPUT_DIRECTORY}/patch.py

curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/releases/
${RES_VERSION}/patch_scripts/patches/${RES_VERSION}_group_member_sync_bug_fix.patch
--output ${OUTPUT_DIRECTORY}/${RES_VERSION}_group_member_sync_bug_fix.patch

2. BEFTHEFAEIESBANSHEEANERNEE, HITTIEHERXNSTT , <environment-
name>#$ R B RES IRIER T

cd ${OUTPUT_DIRECTORY}
ENVIRONMENT_NAME=<environment-name>

python3 patch.py --environment-name ${ENVIRONMENT_NAME} --res-
version ${RES_VERSION} --module cluster-manager --patch $PwWD/
${RES_VERSION}_group_member_sync_bug_fix.patch

3. REENMMBLRENEEEESHTMER , FHT TGS :

INSTANCE_ID=$(aws ec2 describe-instances \
--filters \
Name=tag:Name,Values=${ENVIRONMENT_NAME}-cluster-manager \
Name=tag:res:EnvironmentName,Values=${ENVIRONMENT_NAME}\
--query "Reservations[@].Instances[@].InstanceId" \
--output text)

aws ec2 terminate-instances --instance-ids ${INSTANCE_ID}
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https://research-engineering-studio-us-east-1.s3.amazonaws.com/releases/2024.04.02/patch_scripts/patches/2024.04.02_group_member_sync_bug_fix.patch
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(2024.06 R E R ) CVE-2024-6387. RegreSSHion, RHEL9 F Ubuntu VDIsHHY
g2ge 2 )

SRERHEIR

OpenSSH fAlfR2EH B BI#E A regreSSHion B9 CVE-2024-6387, IR AT RARBNRHEREEHE
HEZRRSELHTESERNE , AF A OpenSSH #TREBANRKERBZERL,

HMRES , EEHERFBESTMEANSSHEAERESHE K MEEFRIZIRREFE, TiB ,
HMEFTAE RES A s A RHEL9 # Ubuntu2024 VDIs ( B S EERERE ) REMTESR AMI
(Amazon Machine Image) A 22X+ REFER OpenSSH R,

ERTEAEN RHELY 1 Ubuntu2024 VDIs ATBARIA , EREBEZEFNEE T,
ERLBENESHMESR , F2RLE,

ZHENRAK

8 RES 2024.06 MRS E RHRA,

=R

RHEL9 1 Ubuntu # B &t ¥ OpenSSH R 1THHEN , MEBEREMRE. EULEAFTESENE
HEBEERIUELEH,

WMREFREN RHELI 5 Ubuntu VDIs , ZRZEREELT PATCH EXISTING VDIsiR#H. &HEBHA
RE VDIs , E#&ZE1E PATCH FUTURE VDIsiE R, ELERRPAUARITESE , EEM VDIs £
ERFEEN.

E#EEH VDIs
1. BT THGSRIEFBFIEEERN Ubuntu $1 RHELS VDIs :

a. BHEEXAESHHREE AWSCLIV2,

b. AT RES WIRFMEFHELE AWS CLI , IEREEFHEX AWS Systems Manager Run
Command B9 Systems Manager & ™,

aws ssm send-command \
--document-name "AWS-RunRemoteScript" \
--targets "Key=tag:res:NodeType,Values=virtual-desktop-dcv-host" \
--parameters '{"sourceType":["S3"], "sourceInfo":["{\"path\":\"https://
research-engineering-studio-us-east-1.s3.amazonaws.com/releases/2024.06/
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https://nvd.nist.gov/vuln/detail/CVE-2024-6387
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patch_scripts/scripts/patch_openssh.sh\"}"], "commandLine":["bash
patch_openssh.sh"]}'

2. BAULERTHTEE LRBETHRETHIHAIT. BT rvELRHRIER , ENSHNG
w ID, YHERFTE#ITER IDs#EH SUCCESS AL

1EREARE VDIs

1. ZETHEBEIESENBSHERNER (hitps : //patch.py M update_openssh.patch) , 5%
TS , <output-directory>#§ BMRAZETHERMN B & , WA <environment-
name>Hi{{AB RES IRIEN B :

(® Note

- EEENEERARN RES 2024.06,
- BEHRENESHBEE AWS CLI v2, Python 3.9.16 REHFARA , LAK Boto3,

- BEE AWS RES WIREMEEFRE CLI B4 , IEREEEE A RES FTE M BFET
E%EI‘J 83 ﬁq:—.l-o

OUTPUT_DIRECTORY=<output-directory>
ENVIRONMENT_NAME=<environment-name>

curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/
releases/2024.06/patch_scripts/patch.py --output ${OUTPUT_DIRECTORY}/patch.py

curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/

releases/2024.06/patch_scripts/patches/update_openssh.patch --output
${OUTPUT_DIRECTORY}/update_openssh.patch

2. BITTIEHERST

python3 ${OUTPUT_DIRECTORY}/patch.py --environment-name ${ENVIRONMENT_NAME} --res-
version 2024.06 --module virtual-desktop-controller --patch ${OUTPUT_DIRECTORY}/
update_openssh.patch

3. FEATIGSEHNMEARIREMN VDC EHIERHTHEE

INSTANCE_ID=$(aws ec2 describe-instances \
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https://console.aws.amazon.com/systems-manager/run-command
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--filters \
Name=tag:Name,Values=${ENVIRONMENT_NAME}-vdc-controller \
Name=tag:res:EnvironmentName,Values=${ENVIRONMENT_NAME}\
--query "Reservations[@].Instances[@].InstanceId" \
--output text)

aws ec2 terminate-instances --instance-ids ${INSTANCE_ID}

/A Important

H%B RES 2024.06 IR M EFH AT ZEE@BARRH VDIs, ZEEHE RESREFFAER
2024.06 YRR A ARRH VDIs , FBEEFEA T HIIE R4S RES IRBEFARE 2024.06 : EERA
E#.

(2024.04-2024.04.02) {R£HY IAM FFA] SRERREH S VDI STREEBHNAE
FiEE

ERSHTERBEREREREERNFTRRAERE, iEZ IAMPermissionBoundary S8 E&MEF T
RRRERIERPBEREBERAERNER,

R BRI
2024.04 - 2024.04.02
=

AIEBT ISR, AFF VDIs EFEEAIE MG E RN IR :

1. BFETRBHEIESHBNESHERXER (patch.py M
vdi_host_role_permission_boundary.patch) , 58#1T F 5@ % , <output-directory># B A
LERNERERNAHE 8%

a. EHENEERAR RES 2024.04.02, MREFERAMRZ 2024.04 5 2024.04.01 hix , B AT LA
ROBXHIHN S BETREZRAER |, RBEEHRA 2024.04.02,

b. EHRERNIEDSBEE AWS CLI v2, Python 3.9.16 REFHARA , LA Boto3,
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https://research-engineering-studio-us-east-1.s3.amazonaws.com/releases/2024.04.02/patch_scripts/patch.py
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c. AEFE RES WIRFMEEHRE AWS CLI , XEFREEFE A RES B 2 7MY S3 5F
A,

OUTPUT_DIRECTORY=<output-directory>

curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/
releases/2024.04.02/patch_scripts/patch.py --output ${OUTPUT_DIRECTORY}/patch.py

curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/
releases/2024.04.02/patch_scripts/patches/vdi_host_role_permission_boundary.patch
--output ${OUTPUT_DIRECTORY}/vdi_host_role_permission_boundary.patch

2. BEEFTHEFREAESHBNECHENERNE &, ST TIEHERERSTS , <environment-
name>i§ MK AR RES IRIER M -

python3 patch.py --environment-name <environment-name> --res-version 2024.04.02 --
module cluster-manager --patch vdi_host_role_permission_boundary.patch

3. TGS , # <environment-name>EiX{A RES RENEE , LEFREBEREDH
cluster-manager #{T{EEE, S A LA Amazon EC2 BEE X AKX ILHTHEE,

ENVIRONMENT_NAME=<environment-name>

INSTANCE_ID=$(aws ec2 describe-instances \
--filters \
Name=tag:Name,Values=${ENVIRONMENT_NAME}-cluster-manager \
Name=tag:res:EnvironmentName,Values=${ENVIRONMENT_NAME}\
--query "Reservations[@].Instances[@].InstanceId" \
--output text)

aws ec2 terminate-instances --instance-ids ${INSTANCE_ID}

(2024.04.02 R EE/RA ) ap-southeast-2 ( EF ) FHY Windows NVIDIA $h1TEEE
SERRED

Ll
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Amazon Machine Image AMIs) AR E4H EERN RES FRAEIEHSE VDIs), @ AMI HEEFEE
B ERE ID, £ RES HEREATE ap-southeast-2 ( EF ) FEXE Windows Nvidia #1TEEH AMI
ID B Al IERE,

EEHTEEEREami-0e19078939a996cafy AMI-ID §5551 57 ap-southeast-2 ( FH )
., ami-027cf6e71le2es442f4 FERXTAA AMI ID,

B ATEE ami-0e19018939a996caf AMI B EIE/TEEERS  FRHESWIITHIE,

An error occured (InvalidAMIID.NotFound) when calling the RunInstances operation: The
image id ‘[ami-0e190f8939a996caf]’ does not exist

ERFERNSR , SEHHIERER .

. 7 ap-southeast-2 EigHZf& RES,
{5 Windows-NVIDIA TEZZEXBE#EE (AMI ID ami-0e190f8939a996caf) B ITIE R,

S BNIRE

P RES 2024.04.02 IR E R IRAHE L5 Y
B

FHIERIEHIE DA RES 2024.01.01 IR LRI -

- EATIFREZEMFTNEREHSR
* AMIID : ami-027cf6e71le2e442f4
- EERH : Windows
- GPU ®i&™ : NVIDIA
- H&/ME #EFAR/ (GB) : 30
- &/ME RAM (GB) : 4
- EA BB H B RE Windows-NVIDIA #i1T{E#E

(2024.04 #1 2024.04.01) GovCloud F#y RES B 2k Bx

Bl
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£ RES MIBR THEFREHMA , UnprotectCognitoUserPoollLambda €% A& iEMIBRAY Cognito fif
AEEENMBRRE, Lambda #1T2H BEInstallerStateMachine,

HRE %M GovCloud AWS [EiF 2 BRI TR CLI RAZEE | Lambda F#update_user_pool H Y
&7 GovCloud EF k¥,

E MR GovCloud B HH RES I , FFEWEIT SR

Parameter validation failed: Unknown parameter in input: \"DeletionProtection
\", must be one of: UserPoolld, Policies, LambdaConfig, AutoVerifiedAttributes,
SmsVerificationMessage, EmailVerificationMessage, EmailVerificationSubject,
VerificationMessageTemplate, SmsAuthenticationMessage, MfaConfiguration,
DeviceConfiguration, EmailConfiguration, SmsConfiguration, UserPoolTags,
AdminCreateUserConfig, UserPoolAddOns, AccountRecoverySetting

ERERNLR

« £ GovCloud [Eig+ 22 RES
- MRk RES &

ZRENRAE

RES 2024.04 kix# 2024.04.01

=g

RES 2024.04 hix 28I T IR #EEHE

« BB UnprotectCognitoUserPool Lambda
- mABAEHl : <env-name>-InstallerTasksUnprotectCognitoUserPool-...
© BITHRRERE -> fmEE -> BHITHRE Python 3.11 -> 7,
- BB CloudFormation,
- MIBR RES #& -> REFRELREENXER UNCHECKED -> MR,

(2024.04 - 2024.04.02) EFRRENEF |, Linux ERSHE s FE "#E, R

[
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EFBRPRELCREFRBE , Linux ERKEEEFE "REL HRE,

BN EHTEEE , AWS Systems Manager FE#TIERIFH T REB I DCV TERE ,
i B vdc-controller CloudWatch B8R T5 BFFALE ( £ /<environment-name>/vdc/
controller CloudWatch BESEHET ) :

Handling message of type DCV_HOST_REBOOT_COMPLETE_EVENT

RRENRA

2024.04 - 2024.04.02

=

FEREFE THE AENERSE

1. #EC2 51§ SSH EXEHBEHTEE,

2. EHITEBLATTIGT

sudo su -

/bin/bash /root/bootstrap/latest/virtual-desktop-host-1linux/
configure_post_reboot.sh

sudo reboot

3. FRHYTHERBENKE.

BERLEFNERSEHNTIARNEE

1. ZEETHEHEINESHBNESHENER (patch.py M vdi_stuck_in_resuming_status.patch) , &
#ITT &S , <output-directory>i§ BMVALERNEERRNE &% :

(® Note

- ZAEEXEEAR RES 2024.04.02
- BHENBIBEZE AWS CLI v2, Python 3.9.16 SREFHARA , AR Boto3,

. BEE RES WIEFNEMBRE AWS CLI , YRREEABA RES B 2 RiZH B
S3 #,
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https://research-engineering-studio-us-east-1.s3.amazonaws.com/releases/2024.04.02/patch_scripts/patch.py
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OUTPUT_DIRECTORY=<output-directory>

curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/
releases/2024.04.02/patch_scripts/patch.py --output ${OUTPUT_DIRECTORY}/patch.py

curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/
releases/2024.04.02/patch_scripts/patches/vdi_stuck_in_resuming_status.patch --
output ${OUTPUT_DIRECTORY}/vdi_stuck_in_resuming_status.patch

2. BEEFTHEAEREIESBNECHEREXERNE &, BT THIEHERERNTS , <environment-
name>i§ K AEHN RES IRIFEEW , LA <aws-region>BRNAEE RES WIEH, :

python3 patch.py --environment-name <environment-name> --res-version 2024.04.02
--module virtual-desktop-controller --patch vdi_stuck_in_resuming_status.patch --
region <aws-region>

3. BEEFHRBEIIREMN VDC B HIZSETEE , BT THH®S , <environment-name>#§ BUX
BIEH RES RIEETR -

ENVIRONMENT_NAME=<environment-name>

INSTANCE_ID=$(aws ec2 describe-instances \
--filters \
Name=tag:Name,Values=${ENVIRONMENT_NAME}-vdc-controller \
Name=tag:res:EnvironmentName,Values=${ENVIRONMENT_NAME}\
--query "Reservations[@].Instances[@].InstanceId" \
--output text)

aws ec2 terminate-instances --instance-ids ${INSTANCE_ID}

(2024.04.02 R ERMRA ) #FERZLH SAMAccountName B EBEXBEFZRREFHRETT
M AD ERE

[

2024.x BHRERE 200



#5EEE T2 Studio EREER

SSO REZVM/NEE (WE AD BIZEH ) , RES #%RH AD A%, FEEE S CloudWatch
H&s ( f£/<environment-name>/cluster-manager HEEET ) £ AD BF BT E T 58

-

Error: [INVALID_PARAMS] Invalid params: user.username must match regex: ~(?=.{3,20}$)
DAL 1{2) [a-20-9. _1+(?<![_.1)$

RES EAMEEREEZIHFESTHERK SAMAccount FHERR :

- BEREEE/NE ASCI FR, BF. G (). K& (o
« ARBERTAFFHAE —ERNZE—EF T,
- ENREEMEEENVARIER (HW ... . . )

ZEENRA
2024.04.02 RE B RRA

=R

1. BETHHHERIESTHBNEHERER (patch.py M samaccountname_regex.patch) ,
T 585 , <output-directory>#§ R ALERBERMNE & :

3
£
4

(® Note

- BEEXNEERN RES 2024.04.02,
- EHRENIESHEE AWS CLIv2, Python 3.9.16 REFARA , BA% Boto3,

- REPE RES WIRFMEERE AWS CLI , YEREEEFEA RES B 2 REFFEHN
S3 &l

OUTPUT_DIRECTORY=<output-directory>

curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/
releases/2024.04.02/patch_scripts/patch.py --output ${OUTPUT_DIRECTORY}/patch.py

curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/
releases/2024.04.02/patch_scripts/patches/samaccountname_regex.patch --output
${OUTPUT_DIRECTORY}/samaccountname_regex.patch
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https://research-engineering-studio-us-east-1.s3.amazonaws.com/releases/2024.04.02/patch_scripts/patch.py
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2. BEEZTTHEAHAEIESBANSHEENERNEE, HITTIEHERXNSTS , <environment-
name>#% R B RES IRIEEHE

python3 patch.py --environment-name <environment-name> --res-version 2024.04.02 --
module cluster-manager --patch samaccountname_regex.patch

3. BESHREMEIIREN Cluster Manager F{T{EEE , FHTTHH S , <environment-name>i§
BR ALK RES IRIERBE, LA Amazon EC2 EE AR IEHTER

ENVIRONMENT_NAME=<environment-name>

INSTANCE_ID=$(aws ec2 describe-instances \
--filters \
Name=tag:Name,Values=${ENVIRONMENT_NAME}-cluster-manager \
Name=tag:res:EnvironmentName,Values=${ENVIRONMENT_NAME}\
--query "Reservations[@].Instances[@].InstanceId" \

--output text)

aws ec2 terminate-instances --instance-ids ${INSTANCE_ID}

(2024.04.02 REERAE ) ARERE2 TN EEWESR
FIEE

EfMAEN RESWeb ADMUTHABESRUTNEE I MK , SREXTERE - STTHAET,
EEESREYN. EEREERAEATENSREINEEIME , SRR THIHR !

Load key '"<downloaded-ssh-key-path>": error in libcrypto
<user-name>@<bastion-host-public-ip>: Permission denied (publickey,gssapi-keyex,gssapi-
with-mic)

ZEERRA

2024.04.02 R E R

=R

KMEBEEA Chrome THRE#® , RALABETIRE,
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®EF , ALUERE BREEYHIT----- BEGIN PRIVATE KEY----- , REBE IHBLHTREFHE
XL EBER----- END PRIVATE KEY----- o
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e M I 2 Studio ZEBUER

Research and Engineering Studio (RES) B X EZER4. RES EAYYYY.mm.patchiRA& 7

2, ERYYY. mMmRREEBRAE, YYYY RKRFH, mlKR#FITAMD |, dpatchisg HIBERA,

=18 RES IRAEEHEN X BEMBHLR (EOSL) B , B +YYYY1 EEmANRE — K. 5l

i, 2025.06 Y EOSL HHAR 2026 £ 6 A 30 H, £ EOSL HHiz#& , T2 ABRMAERE—IHX
BEaE,

HUEE., MEERE, TE2UEHRNERBERSSEMBOEERARAE () FYYYY.mm, HREKHE
B, BRBHERXRAE AWS REBIE , BEERAREREE EOSL RA,

EEMEEBZRAPHEFHEINRA CEBERBER (HlW , §€ 2024.04.01 £ 2024.04.02), HFE
ERREMEE RES RANESH , EFBHITRRANFLZE, B TRACEAFIRIHNENL
M ERH , RABRBREK RES REREFE up-to-date HZHFRZ,

MREHTHIRAIFEZ BN EGBRZER (EOSL) B , BT EIARIBFMARA |, LS H R
WHEN T ENFE, WEAK RES WEFMRA , F2EERMAN Y. MREEEMABREREZHEFH
% , #EB4& AWS Support,

R 8 T2 Studio hix 2~ 12 (EOSL) B AR
2023.11.x 11/30/2024

2024.01.x 1/31/2025

2024.04.x 4/30/2025

2024.06.x 6/30/2025

2024.08.x 8/31/2025

2024.10.x 10/31/2025

2024.12.x 12/31/2025

2025.03.x 3/30/2026

2025.06.x 6/30/2026
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A Y n
T =

18 Amazon EC2 #{TERREFEM MR MR E RS (HKinkRE ) BE , UHEBZ A, LEAT
HEIEAEEEMBIELRE, B LIER AWS Systems Manager Session Manager , JER[# £
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