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ftFE R 2 5% EventBridge SIEREF ?

Amazon EventBridge Scheduler 2 &fIfREEHEERE , IRERE—PRIERBEL. BTNEET
#%. EventBridge HiiESRE e ERERED , TZCHEHEE@ATWA 270 IHEL EAWSIREH T

& , LA% 6,000 LA E#Y API €%, EventBridge Scheduler T EEMEMEEERLEE K RNEZER
KBRS  BEEARREI SR L REEZER L,

EventBridge Scheduler A iR AN TE , RBEG I RB T HEENTRAMRESRE. £8
EventBridge Scheduler , A LAEAEIRIE A cron MERREHF KRB IUHRE , HERE IR R,
B EEENEERBHE. EREARS , URRELAUNBREFNERAERB,

*&E
« EventBridge HEiE288 Y T EIhEE
« 1ZHY EventBridge HFf285

EventBridge BFiE 28Ry = E T &E
EventBridge Scheduler 2t TP EEINEE , BRI UAFEHIELIIEERRE B EMBELRE,

- #ZA{LBE — EventBridge HFRZEs X BEAR{LBE , LAEA Amazon SQS, Amazon
SNS. Lambda M#1TE BH API #4E EventBridge, FBTEXEEZNEE |, B LUEH
EventBridge HEf228 £#2A. EventBridge #E#288 SDK SAWS CLI.

- JBFA B — S EventBridge cheduler 2t B B Z28 (UTP) , TARZEI BFIBRRER , LUHRE
EAL 270 LA EHAWSERFEF 6,000 Z 1@ API #E%, EIB UTP , & 0] LAEA EventBridge HFfi288 £
# 4. EventBridge Hi%288 SDK sAWS CLI.

- BRI EFEEIE — S EventBridge cheduler X EEMWIFREEHE , AIEE2BHRE , XHELFE
FREERETUNEARGINEBEB[VATEM,

- EiH — EventBridge HFfE2R 1R at-least-once EHEEZERE , XKRELF—REEKY , XEH
EEE, EventBridge HIfEsR B ERMTEHIEMNES RS . EventBridge HiEsR 2 ERILIE
BERAMNIE, URXEHENTEELBRREETH,

fZHY EventBridge #Ef235

& LAIEIB EventBridge $E#2 EventBridge 8514 . EventBridge HE#28% SDK =B A HE
EventBridge 228 API RfEAHEEES. AWS CLI

EventBridge HEf2=RH =20 5E 1
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i% & Amazon EventBridge AERF

BRALETR TSR , F8E6H " EventBridge HEfE25. o
e

- EMEA AWS

- BY IAM ERE

- EAZEBRE

- REBITHE

- BREBESR?

atflt A AWS

WMRERE AWS IRF | BRI TZRRE I —1E.
B REMEA AWS tRF

1. BARK https://portal.aws.amazon.com/billing/signup,
2. FREEMRLIETET

HoEMEFFEBRE , Y ESHRERE RIS,

B —{EE AWS IRF |, SSRIZBAWS tRERFERAE —E. BREAEEEFIRREFHRNME
AWS fRiE MER. ZeMREMEIESEEFIERRGHERSE | WEMFA root £/HERHIT
FZ root FRAEFIEN T,

B IAM EAE

FEEVEESFERE K FEETIHSP—ERE,

MRS AWS 2


https://portal.aws.amazon.com/billing/signup
https://docs.aws.amazon.com/accounts/latest/reference/root-user-tasks.html
https://docs.aws.amazon.com/accounts/latest/reference/root-user-tasks.html
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BE— gL By &) BL
BEEE
BEES
A=
£ IAM FEREHREFN FEE1E AWS IAM Identity AWS IAM Identity Center
ldentity ~ AWS, Center EFEREBEHAMF % (EAAWS Command Line
Center _ AYER A Interface FigF) HERE
_ ERZEMRERE— AWS CLI EFAN | LBER
Exl) | 26 el il R HRER
;ﬂ , nﬁ/ Eﬁ |AM EFH
EEBHH IAM £
REEX.
EIAM  ERRHBEEN B IAM ERE R A2 IAM EREEETNE
H AWS, FIRE R S —{E IAM B IAM ERAENFRES , &
) EEEFEAENERER ERNFEF TR,
(TER MR,
/) _
EAZEBR

EL—RESBD , BUUFERAZAERERE IAM EFAEUFEIEN AWS ER, EXZEERLT , &
EZ 21 H EventBridge Scheduler , BB RVEEAXERRNERCERAE. HEARAE , LUE
£ EventBridge Scheduler, EventBridge Scheduler ¢+ E BRERRGIZE T HZEEMN/EA,

« the section called “AmazonEventBridgeSchedulerFullAccess’— {EREE A APl £F
EventBridge BFf285 8 TR FEUE,

« the section called “AmazonEventBridgeSchedulerReadOnlyAccess’— #%E2 EventBridge HEf2
25 Y ME BTV,

B LS EL S EBERM MR IAM =88 , FRNEF—FSBHhHMAdninistratorAccessBURH
AR, MEFEAS2HEBIE IAM BUEREE EventBridge HFRESZEUER MBS , S0, the
section called “fE A & 7 B B R

EAZERE 3


https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#bp-users-federation-idp
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#bp-users-federation-idp
https://docs.aws.amazon.com/singlesignon/latest/userguide/getting-started.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-configure-sso.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-configure-sso.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/getting-started_create-admin-group.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/getting-started_create-admin-group.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/getting-started_create-admin-group.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_access-keys.html
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#H1THAEBR EventBridge HERR2R A TR REEHE M A BB /REE AWS BRIE 89 IAM B&, B SASH#E
FREAMMELAE® | LUIZEE EventBridge HEF225MFIU B Z M ZEUE,

LU ECAFRERRUMIENEVINATAC, MREMFEAEESE , EventBridge Scheduler
ERBEEENEE  RREEIEEERNARB, & EventBridge Scheduler BZEIAGK , AL
WETRASEREESH K BLRSRIMLEEIVAURKREEETXACE. EERTULBEREN
BZEME,

THSTBRRPMMEBIFNETAE , URIMMARE EventBridge HEEZFEELILABE, REER
AEREXNMCEEZENER, MEAREMBENEERBRNENR , 582 /the section called “fF 41t B

E”
= o

EEFRAELHITAE AWS CLI

1. BETIEHEZAE JSON RA| , WiEHFAEFAEAMScheduler-Execution-Role. json, fE
{FIR Al L5F EventBridge HFREss A REBEREXAC,

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": "scheduler.amazonaws.com"
},
"Action": "sts:AssumeRole"
}
]
}
/A Important

THEAEEREFREITAE  RABRREREMRBEREBUBIDRENRIBE, MEH
MME AR B | 5522 Bthe section called “FEFFEERIE A,

2. f£ AWS Command Line Interface (AWS CLI) & , A TS UELFH AR,
fXSchedulerExecutionRole BIEER FHBEBNERE,

REHITAE 4


https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
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$ aws iam create-role --role-name SchedulerExecutionRole --assume-role-policy-
document file://Scheduler-Execution-Role.json

WMRKY , EREBRIUATEL

"Role": {
"Path": "/",
"RoleName": "Scheduler-Execution-Role",
"RoleId": "BR1L2DZK3K4CTL5ZF9EIL",
"Arn": "arn:aws:iam::123456789012:role/SchedulerExecutionRole",
"CreateDate": "2022-03-10T18:45:01+00:00",
"AssumeRolePolicyDocument": {
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": "scheduler.amazonaws.com"

}I

"Action": "sts:AssumeRole"

3. BHEEMRFT " EventBridge HiiEas ) WUUBEMNHERA  BFEEZETIEF—EEAEER. EH
JSON ERRFR , WHMER . jsonBERELRH,

Amazon SQS - SendMessage

AT AR AFF EventBridge HEREZER IR F P FTE Amazon SQS {751
lWsqs:SendMessageEfE,

"Version": "2012-10-17",
"Statement": [
{
"Action": [
"sgs:SendMessage"

REHITAE 5
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ERAEER

1,
"Effect":
"Resource":

"Allow",

"

Amazon SNS - Publish

LU RA A 8F EventBridge #HEf283sns
B1F,
{
"Version": "2012-10-17",
"Statement": [
{
"Action": [
"sns:Publish"
1,
"Effect": "Allow",
"Resource": "*"
}
]
}

Lambda — Invoke

LU R A3 EventBridge HEfEE5FEAY

B1lambda:InvokeFunction&{E.

:Publishét¥f

R

Ch

{
"Version": "2012-10-17",
"Statement": [
{
"Action": [
"lambda:InvokeFunction"
1,
"Effect": "Allow",
"Resource": "*"
}
]
}

R

EA\Y

& FE PRI FTE Amazon SNS FEEERE0Y

1R FE R FFE Lambda BHE

REHITAE
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4. BT TFIGTURIFHEREA, BXPolicyName BEERAEAINETE,

$ aws iam create-policy --policy-name PolicyName --policy-document file://
PermissionPolicy. json

WRAY , REFEITENBE. FIEEBE ARN, BET —ESERPEAL ARN # R AIk
IRMIBITAE,

{
"Policy": {
"PolicyName": "PolicyName",
"CreateDate": "2022-03-015T19:31:18.620Z2",
"AttachmentCount": 0,
"IsAttachable": true,
"PolicyId": "ZXR6A36LTYANPAI7NI5UV",
"DefaultVersionId": "v1",
"Path": "/",
"Arn": "arn:aws:iam::123456789012:policy/PolicyName",
"UpdateDate": "2022-03-015T19:31:18.620Z"
}
}

5 BITTHSS , BRAMMEENHTAC, B your-policy-arnBEEL—ESRPEILZ
EHIB ARN, SchedulerExecutionRole A#iTAENEZBE,

$ aws iam attach-role-policy --policy-arn your-policy-arn --role-
name SchedulerExecutionRole

fEattach-role-policy¥FEHEH T LEEFE,

REHR

R " EventBridge HifE25 . HiREZHl , BELFE— BB ERFUHRE, BUUFERARE AWS &
R, ALV EHER, T55ERRE A AWS CloudFormation 8 2 3 #THIZE % Amazon SQS 1T
5,

ZEEZE A Amazon SQS 751

1. #BHELT JSON AWS CloudFormation A A$ Hf#F A A #SchedulerTargetSQS. json,
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ERAEER

"AWSTemplateFormatVersion": "2010-09-09",
"Resources": {
"MyQueue": {
"Type'": "AWS::SQS: :Queue",
"Properties": {
"QueueName": "MyQueue"

}

1,
"Outputs": {
"QueueName": {
"Description": "The name of the queue",
"Value": {
"Fn::GetAtt": [
"MyQueue",
"QueueName"

1,
"QueueURL": {
"Description": "The URL of the queue",
"Value": {
"Ref": "MyQueue"

1,
"QueueARN": {
"Description": "The ARN of the queue",
"Value": {
"Fn::GetAtt": [
"MyQueue",
"Arn"

2. feH AWS CLIBTT T Slan S A Scheduler-Target-SQS
CloudFormation &,

.jsonEAEY AWS

REBE



EventBridge HFf288 EREEmR

$ aws cloudformation create-stack --stack-name Scheduler-Target-SQS --template-body
file://Scheduler-Target-SQS.json

WMRKY , EREBRIUATEL

"StackId": "arn:aws:cloudformation:us-west-2:123456789012:stack/Scheduler-
Target-SQS/1d2af345-al121-12eb-abcl-012e34567890"

}

3. BT THHSLARRIE AWS CloudFormation BB EEA, LEATFEHBEMNMRELR S ARG
FEEMEH,

$ aws cloudformation describe-stacks --stack-name Scheduler-Target-SQS

MR , SR EEI Amazon SQS {75 EE T 5@ H -

"Stacks": [
{
"StackId": "arn:aws:cloudformation:us-west-2:123456789012:stack/
Scheduler-Target-SQS/1d2af345-al121-12eb-abcl-012e34567890",
"StackName": "Scheduler-Target-SQS",
"CreationTime": "2022-03-17T16:21:29.442000+00:00",
"RollbackConfiguration": {3},
"StackStatus": "CREATE_COMPLETE",
"DisableRollback": false,
"NotificationARNs": [],
"Outputs": [
{
"OutputKey": "QueueName",
"OutputValue": "MyQueue",

"Description": "The name of the queue"
1,
{
"QutputKey": "QueueARN",
"OQutputValue": "arn:aws:sqs:us-west-2:123456789012:MyQueue",
"Description": "The ARN of the queue"
1,
{

"OutputKey": "QueueURL",

REB®Z 9
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"OQutputValue": "https://sqs.us-
west-2.amazonaws.com/123456789012/MyQueue",

"Description": "The URL of the queue"

iF

"Tags": [],
"EnableTerminationProtection": false,
"DriftInformation": {

"StackDriftStatus": "NOT_CHECKED"

EARERBR , £ FEANEQUeueARNHTHIFRE A EventBridge HEFZERHY B &,

TERERESRE , BEMAFEEEYSE —{@ EventBridge HEREERHFiERR X A A B 1R,

BrELSE?
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FA¥AfE A EventBridge BEfEE5

REFERP R EventBridge HERZBSHER, BT LA EventBridge HER2B8 T # 4. AWS
Command Line Interface (AWS CLI) S AWSE & E 4 RKE L EFE AL Amazon SQS B ENHE.
A&, BERERHE. REEHARY , ARBEARTENRERE LR, BUYHREZR , SRIH
BEERINUABE , YiEAREEEBETT,

(@ Note
EFEBEAEE  BELERATMRNREXEHFARE IAM £ H&the section called “fF
BEOBBE, BAIWKEEAEZR , FHT TGS RBEELNEFZEERR., REELNER
&8 1D MIRBREHEE® | FREEREAWS CLL.

$ aws configure

AWS Access Key ID [None]: AKIAIOSFODNN7EXAMPLE

AWS Secret Access Key [Nonel]: wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY
Default region name [None]: us-west-2

Default output format [None]: json

MEEBETRARRERFBNFMENR , 328 %E 2 RAWS Command Line Interfaceff i &
FERP AR ENELIERF,

F&E

- RGN

- {4 EventBridge HifEes T AR U HE
- EAEVHERE AWS CLI

- £/ EventBridge #2238 SDK B HF 2

- BRESR?

FORIRHF

EERAGROSEE T, EAERT FHBAE
. ERFFRNER BE

TORIRE 11


https://docs.aws.amazon.com/cli/latest/userguide/cli-configure-quickstart.html#cli-configure-quickstart-precedence
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£/ EventBridge HEiZsR A B Bk

EREEARMHPERE

1. B AAWS Management Console , R#%1E1E T JIE#E LB R EventBridge 12 & # [ EventBridge
BEF285] [EER : https://us-west-2.console.aws.amazon.com/scheduler/home?region=us-
west-2#home

(® Note

BALAEFAAWS EIHAWS Management Consolefd 2352 285 Y1 1819,

2. EHEREL , BEFEVTHRE,
3. GEREEIHEFEEFAANIERBNERERT , PITUTEE :

a.
b.

C.

EHREERP  MAHENER , 6l : MyTestSchedule
£ "RB-EAL P, WAYRENRSB, flW . My first schedule,

E THEL BT, #RTHSEEDERERHE. IRENRAENEMHERE | &7
BB ENdefaul ti i, EERMHNESRE  SETRERPUPEE [BEULACH
iR B, SR LMERRERE , ATEFHENEN LER.

4. T THEENL BRP , BT TR -

a.

b.

R TEX,  FEETIHIHEHSP—ERESEER, AEERERBEENNERAMEE,
o —IRMHRE — —RUHIERRgESEEN BBNEEFUE TR

£ TEHEMEEREL B, AYYYY/MM/DDRREAB KRB, A&, IEE 24 NEFhh:mmig X
MEREBE, &% , R TAEETFEE—ERE,

- BHEIMHE — BRMHEESUEEAconEEARNEREE XN EENERIA B R

EELL CRON HERIVEEE , WEREFEARREHEcron, o FRAERKTFN | EEL
RAEENERE , RARE "E) PBWALER , ARV THNZEPRE T84,

WMFEEM cron MEREHFANFAES , F2RIEEE,

HWRENKESEE  FEZFEMAERRE IR THNXEEFEEREF—ERLERNKR
BE, fla, MREEEF 15 pEIREAHUEHE  SOEHABE-X, AEsES /D
F—FRM 15 DEREIT,

EREEE


https://us-west-2.console.aws.amazon.com/scheduler/home?region=us-west-2#home
https://us-west-2.console.aws.amazon.com/scheduler/home?region=us-west-2#home
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5.

® Note
EMRESERETEARN R,

MREELE-—ESRPEE TARY, B FE "REHE, ERPEERE , WREMEHERE
FREMRE R ANERE  URERABNEE, KRG BHNERFESERIRYE AR
. REARBYNBEREESEEERBBAATCHER.

6. igj%-lt_io
7. & TEWBE), EEHLE , T TIEE

a. ENEXMCEE, ARBZFEEE AP, EL&EHId , FHAEEE Amazon SQS
SendMessage £i74x1t B &,

b. 7TEltSendMessagefREarn:aws:sqs:us-west-2:123456789012:TestQueued , ¥
A SQS 175l , FR TN FEFRIRIEZEREN Amazon SQS 175 ARN, ZEER I TS,
FEIRIE TEH SQS 75 LLEEE Amazon SQS A, TEREMITH2E |, HRE

" EventBridge #Ef285 ) FR AU EHBE THEE., BHFH TS ARN BEENHIR |, &AL
BEEZATS,

c. &¥ Target , I AZRHE EventBridge HIIZSEEE B M AR, FLHEHIF , ZRPHELT
FIAEEXEBZ{T% : Hello, it's EventBridge Scheduler.

8. BEF[T—H], RRE RE-ZAEE LT THEE

a. 17 THERMRRE, BERD , R TEAHREL  FHAREYRIIERREEM, MKHERR,
" EventBridge #Ef228 1 ERUAZNHEE.

b. % "HFEZKENEE, BRT , FREHESRAE EventBridge HEFETT R EREUKI E1E

- MREEEEHMBRIERE , FHEEFE "MBERL . HRAXAUHRE , EEEHEFUBE—R2E
B4, HRIBEMERE  EeEHENRER - AFEWUAZREY, WEEHMBRNESE
A , 2 Rthe section called “BFfFE TR & MR

- MRERFE "HESR . £ EventBridge SR TR B IREVEMENME , FHBE T8, L FE
#{E,
c. % [EXARANEXRFETS (DLQ)] EBEYF , &¥ [EX] RKA , M [ERE] AREHENE
ARAl, EAERARAUR , MREEEEFUEBRE , EventBridge SIS ENUTHE,
—BRERNRE K ERLEREFENERAERFBNMEFRRE

EREEE 13
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10.
11.

d. HREH4NERAZEEHE-ZR , 558 A EventBridge HIESS M AREBREEEHNHER/E

R/ DREG
® Note
BRAREA 24 DB,

e. SHEFHXELR K WABZERERRE , EventBridge HFRESREX IR B LR,

® Note
BRAREAER 185 X,

f. HRENFETY (DLQ) , BT HIREHIRE -

- | MREFEEE DLQ , FHEEFIIEIE,

- ERHAWSHR S FiEE— 1B Amazon SQS {75l A DLQ — BIFMEE , RARRTHNE
B fEEUTSI ARN |, 32%E DLQ R BRI HREMNAWS IREMERE,

- BHEMAWSHRF FH Amazon SQS fFHIEE A DLQ — MRTFIIMLA S —@BIT5IF |, FE
BIEIE | RESTIIERERN ARN A A DLQ, AWS IRF 488 A5 E#E ARN |
= eefE A BLIEIE,

g. TE[NE] EBED ,EEFE [BFITNEBRE (ER)] AFRAZFEEN KMS £8RNZEN B EH
Ao MRZBEEZFIIEIE , B AEEN KMS £88 ARN , ZEE [BI AWS KMS £i8] UEE
ZAWS KMSZE## A, W% EventBridge Scheduler M{AIMNZEFREE RN FMER , FSHthe
section called “FRRENNZ",

h. R "#IR., A6 FEE FARGAC.  ABRRTHNEETENEEREREFPBELIN
A, BHTLURENT IAM ERARBIFTAE,

MREIEE [ EventBridge HEZSR) ALEUFNHTAL , FUAEE ALEEELHA

B, EERAAGEE, WREEZFENEE , " EventBridge HifEss ., 2R EARLEEME

WA EERTIBEEAE,

&E-F_io

ERBNEVHEER L , BREENFRER. TSEERDPRERFE  REZRS BRI FE

HEFMER.

12. 1BE [BUHE] UERELFHERE. EUNEHERAREMELNRENERE. HiREHE

T, BERENHERERCHA.

EREEE



EventBridge HFf288 EREEmR

13. ZEHEFRELHHRERESMI Amazon SQS B , BB Amazon SQS £# AW 1T T IIEE -

a. & "5 BEPREBERTI
b. EBEEENEWAR

c. T [EEREWFLE] EEMN BUART , EE @WHBH), UEIHEEEEBRTIIN
RRTAR

£ M HFE AWS CLI

T EFERMMAERAWS CLIS create-scheduleiE2 Iy EH &4, Amazon SQS B
EventBridge HEfE2RHERE. BN ERBR TS BN FAZVERE

- -name — WAHENER,

* RoleAmn— B AL EREEEELEB ZHTAEH ARN,

- IR — WA BEMN ARN, EEEFTRT , BHE=R Amazon SQS 1731,
- B\ — B A EventBridge HF2S8EIX E B BITSIMNALR,

$ aws scheduler create-schedule --name sqs-templated-schedule --schedule-expression
'rate(5 minutes)' \

--target '{"RoleArn": "ROLE_ARN", "Axn": "QUEUE_ARN", "Input": "TEST_PAYLOAD" }' \

--flexible-time-window '{ "Mode": "OFF"}'

£ EventBridge #E#288 SDK 2 HEfE

ETHEHIF , B LIER EventBridge BEf288 SDK B E B & At Amazon SQS HEZEM
EventBridge BFRZ 8 5=,

Example Python SDK

import boto3
scheduler = boto3.client('scheduler')

flex_window = { "Mode": "OFF" }
sqs_templated = {

"RoleArn": "<ROLE_ARN>",
"Arn": "<QUEUE_ARN>",

£ AWS CLI 15


https://awscli.amazonaws.com/v2/documentation/api/latest/reference/scheduler/create-schedule.html
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"Input": "Message for scheduleArn: '<aws.scheduler.schedule-arn>', scheduledTime:
'<aws.scheduler.scheduled-time>"'"

}

scheduler.create_schedule(
Name="sqs-python-templated",
ScheduleExpression="rate(5 minutes)",
Target=sqs_templated,
FlexibleTimeWindow=flex_window)

Example Java BI&EH

package com.example;

import software.amazon.awssdk.regions.Region;
import software.amazon.awssdk.services.scheduler.SchedulerClient;
import software.amazon.awssdk.services.scheduler.model.*;

public class MySchedulerApp {
public static void main(String[] args) {

final SchedulerClient client = SchedulerClient.buildexr()
.region(Region.US_WEST_2)
.build();

Target sqsTarget = Target.builder()
.roleArn("<ROLE_ARN>")
.arn("<QUEUE_ARN>")
.input("Message for scheduleArn: '<aws.scheduler.schedule-arn>"',
scheduledTime: '<aws.scheduler.scheduled-time>"'")
.build();

CreateScheduleRequest createScheduleRequest = CreateScheduleRequest.builder()

.name("<SCHEDULE NAME>")

.scheduleExpression("rate(1® minutes)")

.target(sqsTarget)

.flexibleTimeWindow(FlexibleTimeWindow.buildexr ()
.mode(FlexibleTimeWindowMode.OFF)
.build())

.build();

f# /A SDK 16



EventBridge HFf288 EREEmR

client.createSchedule(createScheduleRequest);
System.out.println("Created schedule with rate expression and an Amazon SQS
templated target");
}

RIBIER?

- MEBBERAEEADR EventBridge Scheduler SDK B HFRMEFMER , FSHEEHE. AWS
CLl
- MEFRNAREENMEEURNAEAERABEESENFHEEN  F2REEEE,

- WZEEE EventBridge BFFEER E RIHEL A APl {EEREEMESA , 582 BEventBridge B85 API 2
%,

BETR? 17
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EventBridge BFfEas L HFREZEE

T %|EEFR A Amazon EventBridge Scheduler X BT EHEHEE , AR HEFE EventBridge 25 24 IE
BEAAFNRE , ARETRARHEPHE, REHFER , BUUR=EHEREDHTEIE . LEBXA
H¥E LA Cronn AEER — R HERE,

NERAREEHEUEFARENIENRESEEHRE, SUUHBERENHEEE  £RIEER
XKD ESEEHUHRER | WIEE EventBridge Scheduler FHEEE X EFE.

—REHERAFUEFE—RNERE, SULUEBRIEE "HiEsR. F1fh EventBridge HFRERVRRE. HH
B[R RERE — R HERE.

(® Note

EventBridge HFf285 VAT B HERRE RS 60 BREENRUHBEZ, EEKE , WRESFH
EIZEAEETRL:00, EA4E1:00: 008 2EFAHAEE API 1:00:59,

A LAERA TS EHRBEFNMARESEBHMHFEEENHEEER | LRI EventBridge
Scheduler £ E — R MHERE,

FE

« WERRAHEBH

- A Cron AEBEEE

o —RMHER

- EventBridge HifE88 LV [E

- EventBridge #EfE28 L HY B X B

LURE S ERHN

NERSEENIIEEECREEENRA AN cRRE  YUBERN —RERIAT , ERHEN
BREBRIE, BUNAERANERLGERNFERRERFE RNEBHEEERARN, flm , mREH
EHES 15 0, SMPEHSARFU—XREER , AIMUEANERAEENGEIGERL B &,
BUAEREREGARRENLRSERVBERE.

ERANERSERNBAMRE | SUERAStartDate M ERFZERMRVE —XNER, MREXRRE
HUERStartDate REENTRE | RIHFES UL EIFHHRF L E R,

BURR S ER 18
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EREFAEMELERNY , EAZESRE , TR,

=5 T
AR /

rate(value unit)

value

BHEHENIUE B RNKRBEN,

A& A : minutes| hours | days

]

TR EHIBERIN{ASEREENBEAWS Clicreate-schedulefn SHBEMFER , URTEUERAER
WHERE, LEPIEBNER2EHT—ANEERE  YEAEKRLWSqsParameters B EZEEA KA S E
JEZ Amazon SQS 1751,

AL E N RRE--start-dateZ2HNE , AtHFEEELEVYIME © 2 RIUAFBFIUER
Fo

$ aws scheduler create-schedule --schedule-expression 'rate(5 minutes)' --

name schedule-name \

--target '{"RoleArn": "role-arn", "Axrn": "QUEUE_ARN", "Input": "TEST_PAYLOAD"™ }' \
--flexible-time-window '{ "Mode": "OFF"}'

LA Cron AEEHHERE

Cron EEXNSEVFMBHMERE K Y ELZENIKEREHIT. EventBridge Scheduler XL
R HFEFE (UTC) REERUHRERIEENRERTE Cron REBRNWHERE. /AL Cron REREMN
R BUNUEFRESERTHRENER, EAEEHERNEXREEX T ENETIBHERE
K , S EA L Cron AEMEY EventBridge HEf2, Hltn , BRI E L4 8:00 #ATH L Cron BER
WHRR, K EFEEREASBAANE —BEH —., EALUER cron BEXREE Cron HEREH
B

Eit 19
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Cron EEXNBEREUEE D BN LERNAL - 288, /DB day-of-month, A day-of-week , A% —1&
BEMRNY (FH9) , WTAR.

Eh
CI=]2

cron(minutes hours day-of-month month day-of-week year)

W1z Values (B{E) Wildcards (B ¥ 7t)
g 0-59 =
NEF 0-23 =
D ay-of-month 1-31 - ?2/LW
A 1-12 = JAN-DEC =5
D ay-of-week 1-7 = SUN-SAT - ?L#
&£ 1970-2199 =
ERFR

-, (2% BERF TEEENNE. & Month (B) #{Z , JAN, FEB, MAR ‘2#& January (—
A). February (= A) & March (= A).

- - (¥R BRAFTANIEESEE, £ Day (B) ¥, 1-15 S SEEAMOH 1 & 15 3o

- *(E8) BEWMNPFMEWE, £ Hours (‘M) H1L , * S ETE/NE, BT EETE D ay-of-month
D ay-of-week P EMA *, ELEEF—ERUERTE , BLEES —EBRLER 2,

« [ (RR) BRAFTAREEEE, £ Minutes (788) L , BT AWA 110 BEES +HENER |, #
NRFEVE— o ERE (BINEE 11, 5 21, ¥ 31 TES).

- ? (%) BAFTARKRTREEM—E, £ D Fay-of-month Bt , BRI LA 7 , IR —FH
AEM— KA LAES |, BIRf LA A ? 7£ D Fay-of-weekEX A,

« D ay-of-month = D ay-of-week M HH L EAFLEEEA A RBENZE — X,

* D ay-of-month B FHWEAFTIEEIIEH, % D ay-of-month R+ , SWEESKEEABGE=
RE BRI,
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« Day-ofweek B # EAFAEREE—BARENFEERBNFEATER. Fl, 342 K
RAZANE_EEN—- 3 REEH=-  AATCERSENE=X 2 ENR—EARZEENEZ
Ko

(® Note

WMREFER # Fu , AIRBKE day-of-week MU PER—BEFN. Hla0: "3#1,643" B
BYN , FATCHEFAMERER,

]

TR EHIFERIMAER cron EERXEE GAWS Clicreate-schedule S XRE&E cron HEEFE, It
#BHERT—EHRE  ZHRE 2022 £F 2023 FHESEAREZ—EBEHE LS 10:15 UTC+0
17, MERAERE B EEEEASEEZ Amazon SQS 175, SqsParameters

$ aws scheduler create-schedule --schedule-expression "cron(15 10 ? * 6L 2022-2023)" --
name schedule-name \

--target '{"RoleArn": "role-arn", "Axrn": "QUEUE_ARN", "Input": "TEST_PAYLOAD"™ }' \
--flexible-time-window '{ "Mode": "OFF"}'

— R B

— AR SRS EARR B MNERRKEEN B AMESEFIYEHE—IX, EventBridge HF288 %
BRI BARE (UTC) RNEER L IIERIEERN R ETHHE,

(® Note
—RMHRETKBTEFUEBRR  DEFALNIKRFESE, RAIZBEETRATRM
BR— IR R

AR at EERRE —AMHE, at EEX T SEHFE EventBridge HFiEazFALEFIEAY B A6
B, MR,

=R
1=

at(yyyy-mm-ddThh:mm:ss)

I >
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EIRERE —IXMEHERERF |, 3F EventBridge 23RS ZBEndDate B ABFEFTIEER , StartDateME®
RIS EM

#3451
THEHIFERIMAIGES at BEXEBE HAWS Clicreate-schedule SRR E — A MHRR, HEHE

BN 2022 £ 11 A 20 B UTC-8 T4 1 B#1T—IXHHERE , YEAEAR{LSqgsParametersiy B 1E
BHAKASEEE Amazon SQS 1751,

$ aws scheduler create-schedule --schedule-expression "at(2022-11-20T13:00:00)" --
name schedule-name \

--target '{"RoleArn": "role-arn", "Axrn": "QUEUE_ARN", "Input": "TEST_PAYLOAD" }' \
--schedule-expression-timezone "America/Los_Angeles"

--flexible-time-window '{ "Mode": "OFF"}'

EventBridge HFiZss LV EF[E

EventBridge IS8 X BAE L EEN T AREPEE cron B —XEHRE, EventBridge IR
PR BRI IR EEN (IANA) HEBNREEERE,

EIBAWS CLI , RO LAFREE EventBridge Scheduler £/ - -schedule-expression-timezone%
EFPEHERENEE, Hlln , LTHSEEML Cron BEBRNHRE | WEEENBNSXKE L 8:30 1
A#EAR{LE Amazon SQS SendMessage B &,

$ aws scheduler create-schedule --schedule-expression "cron(30 8 * * ? *)" --pame
schedule-in-est \

--target '{"RoleArn": "role-arn", "Axn": "QUEUE_ARN", "Input": "This schedule runs
in the America/New_York time zone.™ }' \

--schedule-expression-timezone "America/New_York"

--flexible-time-window '{ "Mode": "OFF"}'

EventBridge BFfE28 L #Y B B4V R ]

EventBridge BI225 2 B BIRAR LM A X BN REHRE., ERETE Spring PRI B |, 21R cron &
EXEFETFENBHAEEL , AIEBENFTERAR. ENZEREOEBEHE SRR SHT
—R, MAEEEFWU, UTHABEREEEEN BEMERE,

&4l 22
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EventBridge BIZs8 8RR BAEEVHEREENHERBELRE. MREE America/New_York 5%
EHRE , IENHIRSERENKEAEERETHRE K MERBERRBAEER , TMISEHENEERE
SE=ZDRERAE,

HRAUBRdays BEBRHWIER |, fliirate(1l days) , daysfAREE 24 NENFERE, EXRE
BASHNEBERER—RMBEES 23 NF , RIERE 25 /M, EventBridge Scheduler & & HRH#E
—IR & 24 PTG LEREHES,

(® Note
BEEHHRANAE  FLERETFETESK., NIREERETAXBHRENKERE
I EventBridge #E#2 , Scheduler T 2B ZNERE. 4 B ANKEAFAZRTERAR M RHH
B (UTC) BV HERE,

g4

R IaTE £ R B ER T cron BERBUHENES : . cron(30 2 * * ? *)HHREEN
EEENERLF 2:30 #47

- MEEXR — EFEFKBELF 1:50 @RBEER 3:00 K , EventBridge S22 B E RNVHE
RO, IR BIREEEHITHERE.

- AR — EMNFRERLF 2:50 mEBRBEZR 2:00 B, EventBridge HFEss A8 TEIR AR
By 4 2:30 $THIRE—R , ETEERERB RN LT 2:30 BREEHFEFU,

R e E Y B 23
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BEEERE

HERE = EFE A Amazon EventBridge HIFESR 2, RENEENETEER,

BEFEHE —AHEEES K TREHESTHIREMER, EventBridge ISR E=FHREH
B8R PFEN-RMIERE. UETEHEREENGFHEN , F2REERE,

BUHEN  SUUREEFUZHRENBEE, Target EEXHEHITHE , EventBridge RS &5 e
R&REFUE APl 2%, EventBridge Scheduler X EMBEFEANEE | It B ESERORBEEFE
B ILER APl B2 | UK AT A ZRIFILEEIA 270 EARTSHY 6,000 IBAEXMBE A BFES8 (UTP). WFE
REBENFHEN  F2REEEE.

FZa s EAMmEETESEG EXRFNERFRZTS (DL Q) , $%E EventBridge B2 BB =
HEEZBER  MAEEAK, ERFEARE EventBridge JIRRB S BERKREHARE , LURFE
BREEESHNEERE, DLQ 2E%#8 Amazon SQS 175 EventBridge #1288 , AREEREEA
SRKBAREMHEERE, ZULUFEA DLQ REHHEIHTHEENRE. NEERNEZENR , F
2 [Bthe section called “ESX EERFERHTH",

EAET , SR B EE R ERAAWS CLIF EventBridge #7288 SDK &I EventBridge HFf2 g5 5k
YR,

£

- BEHIENRE

- REEMFEEHE

- REFENENF TS

- MIBRHERE

- BRESR?

BPEERE

EventBridge BiZsRBEE EMEMRRE . SRUANER, TH#EFIEFEUpdateSchedule AERAEE YD
EHEE — R A Lambda B ZMVHETE,

EARFUpdateSchedule , X ERMATELENSE . EventBridge HiRESR 2 U RENERTNR
BHERE, MREBRIBELBFRENSE , AIFEREANULL,

S2FHERE 24



EventBridge HFf288 EREEmR

Example AWS CLI

$ aws scheduler update-schedule --name lambda-universal --schedule-expression 'rate(5
minutes)' \

--target '{"RoleArn": "ROLE_ARN", "Axrn":"arn:aws:scheduler:::aws-sdk:lambda:invoke"
"Input": "{\"FunctionName\":\"arn:aws:lambda:REGION:123456789012:function:HelloWorld

\",\"InvocationType\":\"Event\",\"Payload\":\"{\\\"message\\\":\\\"testing function\\

\"H\"I 3N\

--flexible-time-window '{ "Mode": "OFF"}' \

--state DISABLED

"ScheduleArn": "arn:aws:scheduler:us-west-2:123456789012:schedule/default/lambda-
universal"

}

T HIE5 65 Python A E#HFMUpdateScheduleEXRZ R A E At B Z8HE Amazon SQS Y
=,

Example Python SDK

import boto3
scheduler = boto3.client('scheduler')

sqgs_templated = {
"RoleArn": "<ROLE_ARN>",
"Arn": "<QUEUE_ARN>",
"Input": "{}"}

flex_window = { "Mode": "OFF" }

scheduler.update_schedule(Name="your-schedule",
ScheduleExpression="rate(5 minutes)",
Target=sqs_templated,
FlexibleTimeWindow=flex_window,
State='DISABLED')

S2FHERE 25
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AR TE 58 14 B ) 5

EIn RS ESEEREIERER | EventBridge Scheduler € SR ENESEEAFUEE, Ef
FTEERHREEFUBEEZNERATHEEERH. REBHNKEEETEBRS BB EFURIEHENT

ﬁ’l&o

il , MRERHBPHHITHIRRE 15 pEENKEEE , ISEHERH—EEN 15 pEAFILE
=, BLTAWS CLIFI EventBridge Scheduler SDK &5l i AUpdateSchedule A&/ NEFEI1T — IR HHE
BERE 15 pEEMREEE,

(® Note
BN BRERAEREEMRFESHE, MRETERTUIRE  BFIETOFF, REERTE
AFLEXIBLE , | X EIEEHEH TR XFER,

Example AWS CLI

$ aws scheduler update-schedule --name lambda-universal --schedule-expression 'rate(1l
houxr)' \

--target '{"RoleArn": "ROLE_ARN", "Axrn":"arn:aws:scheduler:::aws-sdk:lambda:invoke"
"Input": "{\"FunctionName\":\"arn:aws:lambda:REGION:123456789012:function:HelloWorld

\",\"InvocationType\":\"Event\",\"Payload\":\"{\\\"message\\\":\\\"testing function\\

\"H\"I 3N

--flexible-time-window '{ "Mode": "FLEXIBLE", "MaximumWindowInMinutes": 15} \

"ScheduleArn": "arn:aws:scheduler:us-west-2:123456789012:schedule/lambda-universal"

Example Python SDK

import boto3
scheduler = boto3.client('scheduler')

sgs_templated = {
"RoleArn": "<ROLE_ARN>",
"Arn": "<QUEUE_ARN>",
"Input": "{}"}

REEEREEE

26
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flex_window = { "Mode": "FLEXIBLE", "MaximumWindowInMinutes": 15}

scheduler.update_schedule(Name="your-schedule",
ScheduleExpression="rate(1 hour)",
Target=sqs_templated,
FlexibleTimeWindow=flex_window)

REFENVERTFT T

o8 5% EventBridge HEf2E85 £ Amazon FE TR X BEEMNF BT (DLQ), BEHEELZUAR
Bk , S EventBridge cheduler €3 &WAFMERAURRK B EZ KRN EMEREEEERIEEN
Amazon SQS Z#{T5|# JSON H&H,

THEEKL JSON BAERFESH, ERNFIEHIELRHRHESIEENEE, MREA
B EEHIRAl , EventBridge Scheduler EE* ERSBERENEA A LIRNERFEEH,

T % EEER A T 7#& Amazon SQS 175 EAHEER DLQ. RESAEEIEZE Amazon SQS FIERY
1] EventBridge HEF2ES , AR DLQ BWENRFZHBEH,

&

- E3I Amazon SQS 175l
- BREHFTAECER

- EE—EEXFITI
- HRNEXFISH

3 Amazon SQS 1751

EABERRE DLQ 28 , BAALREITEH Amazon SQS 75, MFEEH Amazon SQS FEEE T
{FHIEREA | 5526 Amazon Simple Queue Service FiZ A B35E R E I Amazon SQS 51,

® Note
EventBridge #FfZ8R N X REM FIFO fTHI{ERAHRER DLQ,

FHTHAWS CLIET BRI ZBELT5,

$ aws sqs create-queue --queue-name queue-name

REEMRF T 27
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EventBridge HFf288 EREEmR

MERKI , EEeEmHFERQueueURLFFEI,

"QueueUrl": "https://sqs.us-west-2.amazonaws.com/123456789012/scheduler-dlg-test"

BTy 2% , B TT% ARN, ERA EventBridge HERZESHEIZ2IEE DLQ B |, BASEE ARN, &
A[LA7E Amazon SQS F#EAHfEMget-queue-attributesAWS CLIEESREH T ARN,

$ aws sqs get-queue-attributes --queue-url your-dlq-url --attribute-names QueueArn

MRKY , EREERHERTEITIE ARN,

"Attributes": {
"QueueArn": "arn:aws:sqs:us-west-2:123456789012:scheduler-dlqg-test"

ET 8, BEFELENFTREESNTAE® , LA EventBridge HEf2888 Amazon SQS &k
BRUFEEMS,

REMITHBER

# E:Z EventBridge HERESHISEREHEHEIEL Amazon SQS , BN HIEHITAGEETHIERHR
K, WEEBBFERRAMMEZBERATACHFRENR K F2RAREHNTAC,

{
"Version": "2012-10-17",
"Statement": [
{
"Action": [
"sqgs:SendMessage"
1,
"Effect": "Allow",
"Resource": "*"
}
]
}

REHITHCER 28
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® Note
mREE A EventBridge HEFE2RM MU Amazon SQS API B2 , M HERESITA B TR E M N4
E:3: O e

ET—&% , B8 SEA EventBridge BFfiES 1A , Y ALNHEREIEE DLQ,
EBE—E8EXF T

EEIEE DLQ , A [ EventBridge Hif228]) TR AREFN B EHRE , REILFHHEE. AWS CLI
Console

HREMAFEAEE DLQ

1. B AAWS Management Console , R#&I1Z1E T JIE#E LB E EventBridge 2 &1
" EventBridge #Ef285 1 [EEX : https://console.aws.amazon.com/scheduler/home

2. % " EventBridge #Fi22R. AL , BEUNHE K SIRFEFETERERBHRAIRE
3. H[RE] EHEL , HREXFRTH (DLQ) , #1T NI EP—EEF :

- BEEFRAAWSHRF FEE Amazon SQS 754 DLQ , REETHNBEHREE DLQ
#9475 ARN,

« BERHEMAWSIESFH Amazon SQS 1T73IIEEA DLQ , AEZ & A DLQ 8175 ARN, 40
RIGEEHMAWSHR F HiEZ{T3] , EventBridge Scheduler T A EEZE TN BEHE
M5 ARN,

4. WBEEMERIER b RRIEE [BIUHE] = [RFEHEE] AR DLQ BERE.

BEN) EEWAHHEN DLQ FEEN , FNAETERHESR  RREE "HHEHEE
. BHEWENFTIIRR,

o

AWS CLI
HEERAEMRAHEREAWS CLI

FRupdate-schedul elE S EH R, BEBEFEILMN Amazon SQS FHIEES DLQ. 15
ESEEFTE Amazon SQS AR IAM £ ARN EAHTAR., LENERATKATE Hit
EENEE.
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$ aws scheduler update-schedule --name existing-schedule \
--schedule-expression 'rate(5 minutes)' \
--target '{"DeadLetterConfig": {"Arn": "DLQ_ARN"}, "RoleAxrn'": "ROLE_ARN",
"Arn" :"QUEUE_ARN", "Input": "Hello world!" }' \
--flexible-time-window '{ "Mode": "OFF"}'

EEMFEH DLQ B HHHEEAWS CLI

« ffHi¥Ecreate-schedule B BHMRK, SAMEREZVNEERRAEZNER.

$ aws scheduler create-schedule --name new-schedule \
--schedule-expression 'rate(5 minutes)' \
--target '{"DeadLetterConfig": {"Arn": "DLQ_ARN"}, "RoleAxn": "ROLE_ARN",
"Arn" :"QUEUE_ARN", "Input": "Hello world!" }' \
--flexible-time-window '{ "Mode": "OFF"}'

ET—8H , S8 EAWS CLIFEA# DLQ B#IREMFREH,

HEEN T EH

fFfreceive-message®® (M TATR) # DLQ HEVEXFBEH, BULUEH - -max-number-
of-messagesBHREEMBMMWASEE.

$ aws sqs receive-message --queue-url your-dlq-url --attribute-names All --message-
attribute-names All --max-number-of-messages 1

WMEKL , LEFINEUNTRI&®E L.

"Messages": [
{

"Messageld": "2aeg3510-fe3a-4f5a-ab6a-6906560eaf7e",

"ReceiptHandle": "AQEBKNKTdOMrWgHKPoITRBwrPoK3eCSZIcZwVqCY@BZ
+FfTcORFpopJlbtCqj36VbBT1HreM8+qM/m5jcwqS1A1GmII0/hYmMgn/
+dwIty9izE7HnpvRhhEyHxbeTZ5V05RbeasYaBdNyi9WLcnAHviDh6MebLXXNWoFyYNsxdwJuGof/
w3htX6r3dxpXvvFNPGoQb8ihY37+u@gtsbuIwhLtUSmE8rbldEEWiUfi3IJ1zEZpUS77n/k1GWrMrnYgOGx/
BualLzOrFi2F738XI1I/
Hnh45uv3cab0YwS1ojPQlLtX2URg1haV5884FY1aRvY8jR1pCZabTkYRTZKSXG5KNgYZnHpmsspii6INkjitYVFKPo@H91w

"MD50fBody": "@7adc3fc889d6107d8bb8fda42fe@573",
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"Body": "{\"MessageBody\":\"Hello, world!",\"QueueUrl\":\"https://sqs.us-
west-2.amazonaws.com/123456789012/does-not-exist\"}",
"Attributes": {
"SenderId": "AROA2DZE3W4CTL5ZR7EIN:ff00212d8c453aaaaeb44bc6846d4723",
"ApproximateFirstReceiveTimestamp": "1652499058144",
"ApproximateReceiveCount": "2",
"SentTimestamp": "1652490733042"
I
"MD50fMessageAttributes": "f72c1d78100860e00403d849831d4895",
"MessageAttributes": {
"ERROR_CODE": {
"StringValue": "AWS.SimpleQueueService.NonExistentQueue",
"DataType": "String"

I
"ERROR_MESSAGE": {
"StringValue": "The specified queue does not exist for this wsdl
version.",
"DataType": "String"
},

"EXECUTION_ID": {
"StringValue": "ad06616e51cdf74a",
"DataType": "String"

3,

"EXHAUSTED_RETRY_CONDITION": {
"StringValue": "MaximumEventAgeInSeconds",
"DataType": "String"

}

"IS_PAYLOAD_TRUNCATED": {
"StringValue": "false",
"DataType": "String"
},
"RETRY_ATTEMPTS": {
"StringValue": "0Q",
"DataType": "String"
},
"SCHEDULED_TIME": {
"StringValue": "2022-05-14T01:12:00Z2",
"DataType": "String"
},
"SCHEDULE_ARN": {
"StringValue": "arn:aws:scheduler:us-west-2:123456789012:schedule/
DLQ-test",
"DataType": "String"
I
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"TARGET_ARN": {
"StringValue": "arn:aws:scheduler:::aws-sdk:sqs:sendMessage",
"DataType": "String"

AEIRENTIEHPNTIEMN | kB &I MEE B4 B 4R inovtion XM ATRERE .

- ERROR_CODE— ‘B& EventBridge HEfZ25 1 B 2R API AV SRR IE, £ LiRE
# , Amazon SQS EEIHFEERBEAAWS . SimpleQueueService.NonExistentQueue,
MRHEEA EventBridge BiFESREEMMEZWUARE , B SFETHHER
B% : AWS.Scheduler.InternalServerError,

- ERROR_MESSAGE— ‘@& EventBridge HEfZ85 1 B 2R APl ZHEERAL, £ LIRE
s | Amazon SQS BEMEEERFA S BThe specified queue does not exist for
this wsdl version, MRHEFEE A EventBridge HIfEESRIEM AN , LS B R T HIEERE
E : Unexpected error occurred while processing the request,

« TARGET_ARN— HEEM 142 B#ZER ARN , ZRA T IBR# ARN #&arn:aws:scheduler:::aws-
sdk:service:apiAction\ :

» EXHAUSTED_RETRY_CONDITION— {5 HEH{EEE DLQ WER, MRREBE API
HREUEHNER , MTARKAHER , ILBHRFET. MaximumRetryAttemptsil
& S EventBridge cheduler T BEAHERENEAEA R LIR2EEEE DLQ ,
#EMaximumEventAgeInSeconds , IR EHERLEHR LERENRERB LEANELEE
AEMALEEELE,

ERIENSFF , R TURBERNBNEREERRBERMAGFEEEN BERIITFHE,

il ERBE A2

&R LARRE B B BR N F B M BRE B BF AR 2R MIBR B, B AEA T ERE  BENAEAEMES
MBREERE , AR ABAATURERP BRI %

£
« BERESTRRMIER
- FEBMER
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PERR 5T A 2 M BR

MREBERREER LEAREERLNHREER , FBRTE EventBridge HF2T R & B BIMIBR. #£&—
REUHTEHFEZAZTEEMHURFTRERIEHENEARRT , BBRRITRAREBREIEE RS
hHREHENIRFEE.

EEREHREN EBMBREF , EventBridge SIS EHE LA W 2 B MBRERE, HR—RMHERE
EEEHEFUEER - RREE, ARNEERER (F cron) EREARENBABEIRE , BHHE
BE LRFUERBER, BHEMHENRE —XAFURKEIEndDate BIEENFIL, MRERELR
BEMIBRAVHERE |, BERIEEEEndDate , Al T EventBridge #Fi235 . & B BIMIBREEER.
BUNESE-REBUHERREEDMER , REFTRBHENRERE,. TISRRANMARERBH
209 B BMIER,

AWS Management Console

1. £ https://console.aws.amazon.com/scheduler/ BARX EventBridge HEf288 £ A,
2. RHEBEPFENEERENIE A AREERE.

3. REMAMEEBTES , EE [RE

4. 7= "HIREZERENEE BRP , R THNEEFER "Rk,  ARREEE,

AWS CLI

1. BREHRTEE.

2. FRAEFHHEAWS CLIGTSREHF FHIMTHNRAEHRE. BEEMFRE--action-after-
completion&DELETE, WEHIREREEHE JSON BREPEABERBEEHRE, EEFHH
2, B0 EARMEE  UREARBHESRENEAEMHRESE,

ERBMMHR , B/0ERABRRKNER, Fitt , B ERE--action-after-
completionB#EERERBH,

$ aws scheduler update-schedule --name schedule-name
\

--action-after-completion 'DELETE' \
--schedule-expression 'rate(1 hour)' \

--end-date '2024-01-01T00:00:00'

--target file://target-configuration.json \
--flexible-time-window '{ "Mode": "OFF"}' \
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F B BR

ELRTHERENER , U EMAtDeleteSchedul efERAG EHMIER,

Example AWS CLI

$ aws scheduler delete-schedule --name your-schedule

Example Python SDK

import boto3
scheduler = boto3.client('scheduler')

scheduler.delete_schedule(Name="your-schedule")

RIBITER?

- WMFWM{AH Lambda H Step Functions B E&H AL B ENFHER , URNAEHABERAEBEES
g& y nﬁ £ EEMIEEF

- WMFHER EventBridge HFIFEBRERBR M API EEWNFFHEN , 52 B EventBridge #2288 API 2
,
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EEFERHE

PERR B A R 8 A k4848 EventBridge HERZHY Amazon HERZ2RE R,

ZAWS IR 8 —Bdefaul tBERFE, SUETHEREdefaul tRARER T NS BN IS
IBARRIM, MBS ALE T, R 500 BHEEHEAWS ES, # EventBridge THHEE, | £
SEREBRAMIERE | MIERIE,

EBRREHAES XN NENRNEERENES NN BEEKNER, SAUENER , LUKEH
B, EERESFENYHARETOE, Al , ErRILER T FIRERRE B HARTBHIR

¥ : environment:production

/A Important

AAERBPMABA S D BBEF (PIl) REMERBHBRER. 712 AWS RFEER AT LAFE
BE , 2fRE. BRTEARMARBRER,

R EAMBERRERIRE . TEATSL M TMBR .

FE—RBIMEAR  ACTIVERTER AR, BULUSHIREFIEEACTIVERH, MBREER , ARE
28T 5 , DELETINGEZE| " EventBridge BEf285 1 TR MIBRERIHERE A LE, EventBridge BEFZESMIBR
BAPHHRER  ZNIRFHRELEEAZREE

AREATHEEREVAMEREE  YRECEAEZZEE, COESSIEEREELRE. &% A &
&M BR A

ES |

- BMHERE

- MERBEREAEAE

- HEER

B HFEEFE

EARARFENERREBAA —RARIBRERRENAMEER, ETISRT , EEEUFAM
REE  WEARBAEMEFTER, R, U LEHEIE R EELRB.
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® Note

BYFER  LHREINZFEDBREE O EEREAGBFER VRN, RAEEEE

REMHFRER | o seiSHE2 RAF A AR

SR BAFAVEIREERE

T EERAMMEI A BARTE , XERATIERAHE N LR

% : environment:development

AWS Management Console

= EFEHEIHEHE AWS Management Console

1.

o & DN

B 8% F|AWS Management Consolelf §T B 52 & EventBridge % & https://
console.aws.amazon.com/events/.

EEASREERET , EE [HFEEFE

£ [(HERREHAE) HE L | B2 (B HEEAE]

£ THIEREFAAET . BRY  WAFENREEAS "By o HlM: TestGroup.
i TRE, BRYP, BT THEME:

a. IZE Add new tag (FTIEER),
b. E£#H A WALEERGCUHESBNERE, EAEERED , EEETUHBHEKRFEE

HIRIE |, 58 Aenvironment,

c. HEE-EEMD , WALERERGLBIENE, FHEERED , FRAARESEBN
{Edevelopment.,

® Note
BRI SR B M B AR R R R H AR D

BETH , FEE TEYHERE,) . SRVRRESHRE THHESE) BEP,
(EEY) FEREFANEEERRT , FERFFHFANEETR , ARERE TRE, .
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® Note
B EiREdefaul tHERE B4R,

AWS CLI

BEMERABIFHEHE AWS CLI

1. FARFHNTESRRARE.

2. £ AWS Command Line Interface (AWS CLI) # , B AT %|create-schedule-groupiE®
DI #HEE, LETERVEATIHIERNEMA : environment:development, ERLL
FEALEBNECUNERRS , REFARFEFMBNRESERBMAREE,
FRAEZHNEARRAEREBNERBREFNE.

$ aws scheduler create-schedule-group --name TestGroup --tags
Key=environment,Value=development
#kFEER , B BFHAACTIVEERMEE, ERE WS EERE RS R T MR EFEE R,

R RHIEREEE D

AERTIILE , B EEEE I —EASRPETNEFEE LR,

AWS Management Console

EECHREEBHEELRB , 558 /A AWS Management Console

1.

& #%FIAWS Management Consoledt #T 5 52 i EventBridge %I & https://
console.aws.amazon.com/events/.

EERSEERD , BELASEERTH [HEE

#’ THERR L /B  EE "BUHRE. UBAFHEE

£ (EEHREFMER EEL , ¥ [BEE] B8 , T SEPERIEFEENEE, flm
EHTestGroupo

EBEHREEN., BE. BE , ARE REYRFHE., EELREASNEE, NEREHHE
WAL  BBEAMN.

BARER2
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https://console.aws.amazon.com/events/

EventBridge HFf288 EREEmR

6. BEZRILMEFIHRE 6 FEE [REHFEL

AWS CLI
BEMEHFREMAELRB | FEM AWS CLI

1. FARFHSTRIRE.

2. & AWS Command Line Interface (AWS CLI) # , i AL Rcreate-schedulefi®™, EE®E
VHER  WigHE @2 AN T RPNEHEELERMB sqs-test-schedule, RS
LA Amazon SQS BZEARIAEE, SendMessage MM ERMRFERTE,. BE
MEHEEE,

$ aws scheduler create-schedule --name sqgs-test-schedule --schedule-expression
'rate(5 minutes)' \
--target '{"RoleArn": "ROLE_ARN", "Axn": "QUEUE_ARN", "Input": "TEST_PAYLOAD" }'

\

--group-name TestGroup
--flexible-time-window '{ "Mode": "OFF"}'

T HRREFETestGroupHrEEHE Z £ BN,

il ERBE A2 B+ AR

FETRX | &0 LA R I04al i FH AWS Management Console F B HERZ B##BAWS Command Line
Interface., MIEREXAEEF , XA L EMDELETINGARRE , EE " EventBridge BEfE85 . MIBREHBHHIFT
BEHRE AL, EventBridge HFESRMMREBEPNHRER , ZNIRFPREBELEEAXEE.

@ Note

BYEER 6 SRELNZFEDPBREE  tBEEIEIRRAGBEERVRAY, REEEE
—REMBRER | FRES P R R AR,
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AWS Management Console
= B (& A MIBREEE AWS Management Console

1. B#FAWS Management Consolelf T B &2 f5i% EventBridge #2#I& https:/
console.aws.amazon.com/events/.

2. HEERASEERYD  BELASEERPH HEEEFE]

3. HE[HEHMEEEL , #ENRAREBEDAWS B , RHEMBROEE. WRLEE
IEESHRWEE  FEEHMFEAWS B,

® Note
9% 458 53 T BR = 4 4 TR RR B AL

B M R < BHAE AV EN T B
EE MIBR
£ TREREERREE . WEART  WAEHREENTEERE , AREE "R .

£ THREREL BER , TRE MERE  RAENFHERELEE "B, . FESREL
AREE , EF " EventBridge HEfER5 . MIFREFEMBABIAVFIEHREA L,

8. FEEMEBEFEVMIBHECMER , HEEF "ENEE, BT

S -

AWS CLI
= EEAMBREA AWS CLI

1. ARG STRRRE.

2. £ AWS Command Line Interface (AWS CLI) # , B AT %|delete-schedule-groupiE®
LAMIBREERZB¥MH, - -name AIEME B HE,

$ aws scheduler delete-schedule-group --name TestGroup

MR, LLAWS CLIRET IR EEHE,
3. FEWMFHFERTERMDELETINGEE , FHIT FFlget-schedule-groupfif.

$ aws scheduler get-schedule-group --name TestGroup
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ERAEER

MRKY , EERIELTIATNE L

{
"Arn": "arn:aws::scheduler:us-west-2:123456789012:schedule-group/TestGroup",
"CreationDate": "2023-01-01T09:00:00.000000-07:00",
"LastModificationDate": "2023-01-01T09:00:00.000000-07:00",
"Name": "TestGroup",
"State": "DELETING"
}

EventBridge B2 ss S = M FREEBF AR BBV HEE R MIBREFMH. R &Bget-schedule-
groupBERHIT , BEWEITFIResourceNotFoundExceptionElFE :

An error occurred (ResourceNotFoundException) when calling the GetScheduleGroup
operation: Schedule group TestGroup does not exist.

MHERE R

MEHFEHENFAER  FBRTIER

» CreateScheduleGroupEventBridge #2285 API ZZ R {EX,

« DeleteScheduleGroupEventBridge BFf285 API 2E 1%,

HEER
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EE R R

THEERPMMABEFERCEAIERCANERABE |, WRMHEE R LUFER EventBridge BE EventBridge
ERENBEABEESHRENIBAWSERBEEE,

AL B ER2E— A% OAWSERIE (6170 Amazon SQS, Lambda F Step Functions) #—#% & API
B’IE, Bl SR LUEBRHEEE ARN 5 Amazon SQS KIEZEE B Z#{T5] ARN 3RE4E Lambda
B A APl SendMessagefEZ,

BRAEER—ETBIINSE , TELAFZAWSREWUAEREZHN API EEE, flin , B LUEH
EventBridge BFf285ViE A B S8 (UTP) , A& CreateQueuefFEE I #HH Amazon SQS 1751,

EERTHAMCBEAEE , ZNHESEAEEFUERELBEN API EENER., BT ER
AT B HEREN TR G, HlI , FELL Amazon SQS BiSendMessage/fE¥ A BE |, Bl2FEH
TABH1Tsqs:SendMessageBIfER R, EAZEIERT , B AEHEERBEXENAWSTE
ERBRMELENER, T8, ZEUNEIECHEFEEEE A BRERTEZMMERT
AENBRAERR, THETERGAEARNBER B EEFIGERNEH,

MEEMBERRNATACHRMES | 2 BWthe section called “BEHTAE',

ES -]

- ERESMLER
- ERAEAER

- B ETNEH
- RESR?

EASERLER

FEARLEEEE—MHEZ% O AWS IR (620 Amazon SQS. Lambda F Step Functions) B —#83& F
APl 846, fitn | AT LUEBRHEEE ARN REHE Lambda B9 InvoketEs¥ | SiEATHI ARN =244
Amazon SQS HJSendMessageff¥., FERTEHALEE , BEXERBEHEHTACWER , T
H1TEE AP 1E¥,

EEMHH AWS CLI SFE 7 —1{@ S EventBridge cheduler SDK AR A RNREHAEE , £FEE
EBEHTAEN ARN, BEERHN ARN, £HE EventBridge HIZSELES B ERBREMBA , I
RELEHR{VEZENK —SHE  URZKEENEMERRE, EREEHNCBEZEERN ARN B
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EventBridge #2382 B BB EREEMNWZRE T EWN API £, WREBFEE EventBridge BFIESS 8%
IREUTEN APIEERB R , AIXERBEEREREABZ,

LA 2 EventBridge Scheduler T EBWAMIEERILEENZEFE , URSEEENH—HBESHE
(MREH), RESESHENER , LAEE "EventBridge HEf235 APl 22, FHAERVIZHEH
fio

* CodeBuild - StartBuild

» CodePipeline — StartPipelineExecution

* Amazon ECS — RunTask

¢ Parameters: EcsParameters

* EventBridge — PutEvents

* Parameters: EventBridgeParameters

* Amazon Inspector — StartAssessmentRun

e kinesis : PutRecord

 Parameters: KinesisParameters

* Firehose — PutRecord

e Lambda - Invoke

+ SageMaker — StartPipelineExecution

» Parameters: SageMakerPipelineParameters

* Amazon SNS — Publish
* Amazon SQS : SendMessage

* Parameters: SqsParameters

» Step Functions — StartExecution

£ TSP R A MR ET RN ERCE R , AR SEHEL B RHVLE IAM FF

Amazon SQS SendMessage

Example #1TA G ERER R

"Version": "2012-10-17",
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"Statement": [

{
"Action": [
"sqgs:SendMessage"
1,
"Effect": "Allow",
"Resource": "*"
}

Example AWS CLI

$ aws scheduler create-schedule --name sqs-templated --schedule-expression 'rate(5
minutes)' \

--target '{"RoleArn": "ROLE_ARN", "Axrn":"QUEUE_ARN", "Input": "Message for scheduleArn:
'<aws.scheduler.schedule-arn>', scheduledTime: '<aws.scheduler.scheduled-time>'" }' \

--flexible-time-window '{ "Mode": "OFF"}'

Example Python SDK

import boto3
scheduler = boto3.client('scheduler')

flex_window = { "Mode": "OFF" }

sqs_templated = {
"RoleArn": "<ROLE_ARN>",
"Arn": "<QUEUE_ARN>",
"Input": "Message for scheduleArn: '<aws.scheduler.schedule-arn>', scheduledTime:
'<aws.scheduler.scheduled-time>""

}

scheduler.create_schedule(
Name="sqs-python-templated",
ScheduleExpression="rate(5 minutes)",
Target=sqs_templated,
FlexibleTimeWindow=flex_window)

Example Java B EH

package com.example;
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import software.amazon.awssdk.regions.Region;
import software.amazon.awssdk.services.scheduler.SchedulerClient;
import software.amazon.awssdk.services.scheduler.model.*;

public class MySchedulerApp {
public static void main(String[] args) {

final SchedulerClient client = SchedulerClient.buildexr()
.region(Region.US_WEST_2)
.build();

Target sqgsTarget = Target.builder()
.roleArn("<ROLE_ARN>")
.arn("<QUEUE_ARN>")
.input("Message for scheduleArn: '<aws.scheduler.schedule-arn>',
scheduledTime: '<aws.scheduler.scheduled-time>"'")
.build();

CreateScheduleRequest createScheduleRequest = CreateScheduleRequest.builder()

.name("<SCHEDULE NAME>")

.scheduleExpression("rate(1@ minutes)")

.target(sqsTarget)

.flexibleTimeWindow(FlexibleTimeWindow.builder ()
.mode(FlexibleTimeWindowMode.OFF)
.build())

.build();

client.createSchedule(createScheduleRequest);
System.out.println("Created schedule with rate expression and an Amazon SQS

templated target");
}

Lambda Invoke

Example 1T A€ ERE R

"Version": "2012-10-17",
"Statement": [

Lambda Invoke
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{

"Action": [
"lambda:InvokeFunction"

1,
"Effect": "Allow",
"Resource": "*"

}

]
}
Example AWS CLI

$ aws scheduler create-schedule --name lambda-templated-schedule --schedule-expression

'rate(5 minutes)' \

--target '{"RoleArn": "ROLE_ARN", "Axn":"FUNCTION_ARN", "Input": "{ \"Payload\":

\"TEST_PAYLOAD\" }" }' \

--flexible-time-window '{ "Mode": "OFF"}'

Example Python SDK

import boto3
scheduler = boto3.client('scheduler')

flex_window = { "Mode": "OFF" }
lambda_templated = {

"RoleArn": "<ROLE_ARN>",
"Arn": "<LAMBDA_ARN>",

"Input": "{ 'Payload': 'TEST_PAYLOAD' }"}

scheduler.create_schedule(
Name="lambda-python-templated",

ScheduleExpression="rate(5 minutes)",

Target=lambda_templated,
FlexibleTimeWindow=flex_window)

Example Java B EH

package com.example;

import software.amazon.awssdk.regions.Region;

Lambda Invoke
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import software.amazon.awssdk.services.scheduler.SchedulerClient;
import software.amazon.awssdk.services.scheduler.model.*;

public class MySchedulerApp {
public static void main(String[] args) {

final SchedulerClient client = SchedulerClient.buildexr()
.region(Region.US_WEST_2)
.build();

Target lambdaTarget = Target.builder()
.roleArn("<ROLE_ARN>")
.arn("<Lambda ARN>")
.input("{ 'Payload': 'TEST_PAYLOAD' }")
.build();

CreateScheduleRequest createScheduleRequest = CreateScheduleRequest.builder()

.name (" <SCHEDULE_NAME>")

.scheduleExpression("rate(1@ minutes)")

.target(lambdaTarget)

.flexibleTimeWindow(FlexibleTimeWindow.buildexr ()
.mode(FlexibleTimeWindowMode.OFF)
.build())

.clientToken("<Token GUID>")

.build();

client.createSchedule(createScheduleRequest);
System.out.println("Created schedule with rate expression and Lambda templated
target");
}

Step Functions StartExecution

Example 1T A€ ERE R

"Version": "2012-10-17",
"Statement": [
{

"Action": [

Step Functions StartExecution 46
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"states:StartExecution"

1,
"Effect": "Allow",
"Resource": "*"

Example AWS CLI

$ aws scheduler create-schedule --name sfn-templated-schedule --schedule-expression

'rate(5 minutes)' \

--target '{"RoleArn": "ROLE_ARN", "Axn":"STATE_MACHINE_ARN", "Input": "{ \"Payload\":

\"TEST_PAYLOAD\" }" }' \

--flexible-time-window '{ "Mode": "OFF"}'

Example Python SDK

import boto3
scheduler = boto3.client('scheduler')

flex_window = { "Mode": "OFF" }
sfn_templated= {

"RoleArn": "<ROLE_ARN>",
"Arn": "<STATE_MACHINE_ARN>",

"Input": "{ 'Payload': 'TEST_PAYLOAD' }"

scheduler.create_schedule(Name="sfn-python-templated",
ScheduleExpression="rate(5 minutes)",

Target=sfn_templated,
FlexibleTimeWindow=flex_window)

Example Java BI&EH

package com.example;

import software.amazon.awssdk.regions.Region;
import software.amazon.awssdk.services.scheduler.SchedulerClient;
import software.amazon.awssdk.services.scheduler.model.*;

Step Functions StartExecution
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public class MySchedulerApp {
public static void main(String[] args) {

final SchedulerClient client = SchedulerClient.builder()
.region(Region.US_WEST_2)
.build();

Target stepFunctionsTarget = Target.builder()
.roleArn("<ROLE_ARN>")
.arn("<STATE_MACHINE_ARN>")

.input("{ 'Payload': 'TEST_PAYLOAD' }")
.build();

CreateScheduleRequest createScheduleRequest = CreateScheduleRequest.builder()

.name (" <SCHEDULE_NAME>")

.scheduleExpression("rate(1@ minutes)")

.target(stepFunctionsTarget)

.flexibleTimeWindow(FlexibleTimeWindow.builder ()
.mode(FlexibleTimeWindowMode.OFF)
.build())

.clientToken("<Token GUID>")

.build();

client.createSchedule(createScheduleRequest);
System.out.println("Created schedule with rate expression and Step Function

templated target");
}

ERBERER

BEAEER—ATEITNSE , TERHEFZAWSIREWUAEREZN AP EEE, Hlm , B LE
BERBEZE (UTP) , AR CreateQueueE¥E M #HY Amazon SQS 175/,

HEEMHEP —E EventBridge HFiE2% SDK BREHENEABE , BLAEETIEN : AWS CLI

* RoleAmn— ZEZRARBEZHTAGH ARN, BEENHTAGLAEGFIEESRHEEZ AP
EENER,
« A — TEH R ARN |, BELEEM APIER | 10

N 15 arn:aws:scheduler:::aws-sdk:service:apiAction
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Hlan | B Amazon SQS |, B EMNRIE B Aarn: aws:scheduler: : :aws-
sdk:sqs:sendMessage,

« i\ — &{E A EventBridge HIRR S E% E BHE AP WERSERIEERRXNEFH JSON, BERHK
EH JSON ZEMTMInput BEERRU AR API RE, EESHREEN , F2ALEHEZR
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describe
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search
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query

select

read
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batchRead
transactGet
adminGet
adminList
testMigration
retrieve
testConnection
translateDocument
isAuthorized
isAuthorizedWithToken
invokeModel
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Example Lambda

$ aws scheduler create-schedule --name lambda-universal-schedule --schedule-expression
'rate(5 minutes)' \

--target '{"RoleArn": "ROLE_ARN", "Axrn":"arn:aws:scheduler:::aws-sdk:lambda:invoke"
"Input": "{\"FunctionName\":\"arn:aws:lambda:REGION:123456789012:function:HelloWorld

\",\"InvocationType\":\"Event\",\"Payload\":\"{\\\"message\\\":\\\"testing function\\

AN AN I R

--flexible-time-window '{ "Mode": "OFF"}'

Example Amazon SQS

import boto3
scheduler = boto3.client('scheduler')

flex_window = { "Mode": "OFF" }

sgs_universal= {

"RoleArn": "<ROLE_ARN>",

"Arn": "arn:aws:scheduler:::aws-sdk:sqs:sendMessage",

"Input": "{\"MessageBody\":\"My message\",\"QueueUrl\":\"<QUEUE_URL>\"}"}
}

scheduler.create_schedule(
Name="sqs-sdk-test",
ScheduleExpression="rate(5 minutes)",
Target=sqs_universal,
FlexibleTimeWindow=flex_window)
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Example Step Functions

package com.example;

import software.amazon.awssdk.regions.Region;
import software.amazon.awssdk.services.scheduler.SchedulerClient;
import software.amazon.awssdk.services.scheduler.model.*;

public class MySchedulerApp {
public static void main(String[] args) {

final SchedulerClient client = SchedulerClient.buildexr()
.region(Region.US_WEST_2)
.build();

Target stepFunctionsUniversalTarget = Target.builder()
.roleArn("<ROLE_ARN>")
.arn("arn:aws:scheduler:::aws-sdk:sfn:startExecution")
Sdnput("{\"Input\":\"{}\",\"StateMachineArn\" :\"<STATE_MACHINE_ARN>

\"}")
.build();

CreateScheduleRequest createScheduleRequest = CreateScheduleRequest.builder()
.name("<SCHEDULE_NAME>")
.scheduleExpression("rate(1@ minutes)")
.target(stepFunctionsUniversalTarget)
.flexibleTimeWindow(FlexibleTimeWindow.builder ()
.mode(FlexibleTimeWindowMode.OFF)
.build())
.clientToken("<Token GUID>")
.build();

client.createSchedule(createScheduleRequest);
System.out.println("Created schedule with rate expression and Step Function
universal target");

}
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« <aws.scheduler.schedule-arn>— HEH ARN,

« <aws.scheduler.scheduled-time>— ZIEEMNPEEFILE B EZMEER | 4l
o, 2022-03-22T18:59:437,

+ <aws.scheduler.execution-id>— EventBridge #if228 B =X ER ML B Z15 R HE — 5% Bl
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« <aws.scheduler.attempt-number>— 5l B g1l 2 ERMmIAETEES , 164110,

WEBIFEREN SR ERR — XM | ¥4 Amazon SQS SendMessage #E¥EAER B EF
n, BHEAXTEMEschedule-time,

Example AWS CLI

$ aws scheduler create-schedule --name your-schedule \
--schedule-expression 'rate(5 minutes)' \
--target '{"RoleArn": "ROLE_ARN", \
"Arn": "arn:aws:scheduler:::aws-sdk:sqs:sendMessage”, \
"Input": "{\"MessageBody\":\"<aws.scheduler.scheduled-time>\",\"QueueUrl\":
\"https://sqs.us-west-2.amazonaws.com/123456789012/schedulexr-cli-test\"}"}"' \
--flexible-time-window '{ "Mode": "OFF"}'

Example Python SDK

import boto3
scheduler = boto3.client('scheduler')

sgs_universal= {

"RoleArn": "<ROLE_ARN>",

"Arn": "arn:aws:scheduler:::aws-sdk:sqs:sendMessage",

"Input": "{\"MessageBody\":\"<aws.scheduler.scheduled-time>\",\"QueueUrl\":
\"https://sqs.us-west-2.amazonaws.com/123456789012/scheduler-cli-test\"}"
}

flex_window = { "Mode": "OFF" }
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scheduler.update_schedule(Name="your-schedule",
ScheduleExpression="rate(5 minutes)",
Target=sqs_universal,
FlexibleTimeWindow=flex_window)
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_principal.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
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EESWLER AWS JSON BRRIEEH T AFIBLERS. AR , WEEBETERET AN
B BERAITHLEE 1,

JSON BURH Action TEBRE T AR AFHIEBBR PR EMF, RRAUBFEEFLREBY
AWS API EEBHREIN AR, B—LEHI5RR |, FIENL BHAERFE AP RENERFFTEMF, E—
EEXFERRPNSEDE, ELBENNBERBIBKEE,

BREERABERE TUTHBBBENFTT.

HEEEE EventBridge HIERBEEE , F2RRBIRESE T H Amazon EventBridge HIiZs2EEM
Bk,

EventBridge BFZ28 PR BIEMES EEMEZ oI FERA T HIRIER -
scheduler
MEEE-RAXPIEELSEERE , FRERD R

"Action": [
"scheduler:actionl",
"scheduler:action2"

BT LERABRZET (%) REEEZEEE, 0, EEREMAER List XFWMEEE , F3EU
TEhE :

"Action": [
"scheduler:List*"

]

EventBridge BFf223 #Y IR Bl &R

XERRER =

EEEWLER AWS JSON BUERRIEEH AT AFIMLERS ., thRER , WHMEERBE M ERE T T
YA EERITHEEE.
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https://docs.aws.amazon.com/service-authorization/latest/reference/list_amazoneventbridgescheduler.html#amazoneventbridgescheduler-actions-as-permissions
https://docs.aws.amazon.com/service-authorization/latest/reference/list_amazoneventbridgescheduler.html#amazoneventbridgescheduler-actions-as-permissions
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Resource JSON R tEZ IS EEEAHENYH. MIRRX L EEE Resource = NotResource
TtHE, REEXKEFEAH Amazon Resource Name (ARN) RIEEER, B H T ERSEERER
M EME (BAERBRFTT) REEM,

HRAZRERBERFTINEE (PIFIHRE) , FEABAFER () RRTRAXNBRARAEER.

"Resource'": "*"

ZZEEF EventBridge HFESRERERE K HE ARN fWEE | F2ERKRESE DR H Amazon
EventBridge HIfESREEZMNER. EETHUUSEAMEEEEESEERN ARN , 5528 Amazon
EventBridge HFfZ2R E & N BI1E,

£ EMR L EventBridge HIER S HABIAEBWEREM |, F28, FHSOHBE
EventBridge #2283V R ARG £88

X BRI EBR KRG TR =

EEEWLER AWS JSON BRRIEEH T AFIBLERNS, WHMER , WEERETBEERET TR
A BEERAITHEEE

Condition Jt3 (5 Condition E#) AJREIEEERAR N LMY, Condition TERERAIER
B, BUUENFERAKGEE THREEER BINERS/DR) , REBEBERHOEGNERPHE,

HERERBXPIEESZME Condition 7tk , HREE — Condition TEFIEESERSIE , AWS
EEAELE AND BRAFFTME M. WREAE—RUHEREIRIEESEE  FEMABBORESE R AWS 5
fhikt. LEANEREHRE , TEREFRXWVFFT,

FUAUEEEREREAEBNEEY., fin , ZANREEREERE IAM FAEERBERE
RENERNFARTXIAM ERE, NEEZEF , F2H IAM EAEERTHN AM BERTE : £
BHER.

AWS X E£EFRHERANBHBIEFRMH SR, BEEFME AWS 2EKAER , F2EH (AM EH
EIE™) PHAWS £HIRGEABT SR,

EEEF EventBridge HIESRUSMEE  F2HRBERESEPH Amazon EventBridge HEfZs8HY
HHES8, EETHAUUSERRGSBNEIEMEIR , 5528 Amazon EventBridge HIZ85EE M E
1E

HZWIALL EventBridge HFRE2R 5 D8RI ARV RS , F2H. EAFHEEE
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https://docs.aws.amazon.com/general/latest/gr/aws-arns-and-namespaces.html
https://docs.aws.amazon.com/service-authorization/latest/reference/list_amazoneventbridgescheduler.html#amazoneventbridgescheduler-resources-for-iam-policies
https://docs.aws.amazon.com/service-authorization/latest/reference/list_amazoneventbridgescheduler.html#amazoneventbridgescheduler-resources-for-iam-policies
https://docs.aws.amazon.com/service-authorization/latest/reference/list_amazoneventbridgescheduler.html#amazoneventbridgescheduler-actions-as-permissions
https://docs.aws.amazon.com/service-authorization/latest/reference/list_amazoneventbridgescheduler.html#amazoneventbridgescheduler-actions-as-permissions
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition_operators.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_variables.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_variables.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
https://docs.aws.amazon.com/service-authorization/latest/reference/list_amazoneventbridgescheduler.html#amazoneventbridgescheduler-policy-keys
https://docs.aws.amazon.com/service-authorization/latest/reference/list_amazoneventbridgescheduler.html#amazoneventbridgescheduler-policy-keys
https://docs.aws.amazon.com/service-authorization/latest/reference/list_amazoneventbridgescheduler.html#amazoneventbridgescheduler-actions-as-permissions
https://docs.aws.amazon.com/service-authorization/latest/reference/list_amazoneventbridgescheduler.html#amazoneventbridgescheduler-actions-as-permissions
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HERZ 23 H Y EventBridge ACL

X ACL a

FEUEFIEE (ACL) FTEFIMLEXRE (RFKE., FRAENAG) BEFHEERRNFAT. ACL EER
EREBR , BEMAER JSON BERIXAFEN,

& EventBridge BEF285HY ABAC

¥ 18 ABAC (BUE iR HE) 59

B RFEUES (ABAC) B —EREXRE , TRIRBMRERA, £+ AWS , ELBHBAETER.
B LGS RBH IR IAM B (ERERAE) NS AWS BiR. AERNERN LFERR ABAC HY
B—%, BEFERST ABAC IR , A EEZERNEREAEE TN ERERATFERE,

ABAC EARMRENFRZPHEREE , WRERREELEEEREHRBG,

MERBERIZHIER , 55FH aws:ResourceTag/key-name, aws:RequestTag/key-name
aws:TagKeys R4 %58 , ZEERNFGLESD , RHEREA.

MRBHEXESEEREEN B =ERG SR  DBEZBBEMS , EA Yes. IRBBEIERLE
REEN =@ k4 iR , RIEA Partial.

WNZE ABAC WIEEMIEEN |, 520 IAM A BEREHPHIHTER ABAC?, NMEEEFESHRE ABAC B
WHZBRE , F2H IAM EAEERPHNERBMEFEIES (ABAC).

& B EventBridge HETE 8515 F R B R 58

X EGRRE =3

ECEARRBREHEE , ££ AWS ¥ TRFER., MEHMER , SFEWE AWS ¥ HLEREE
ABEREEAWS IR £/ , 5526 IAM EREEETE IAM.

MREFEART EAERBNBBEUNANEMAEEA , AIRIEE AWS Management Console & F i
BRFERsE. flm , B AWS FRATIMNE—& A (SSO) EEFNR , XEF2EEBBE L ERRE., B
FBUFERAESSBEATES  ARYVRACK  C2EDHEVEBRERE. NEYRACGHFMEN , #
S8 IAM FREEETPHNUBRZESE (FEE).
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/introduction_attribute-based-access-control.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/tutorial_attribute-based-access-control.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-console.html
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BRI LAMEA AWS CLI 5 AWS API FEIZIREEAER, RE , BULFERELHEIFEAERNRE
B AWS, AWS BEEZRLBRELGEREAER K MFECEARPFIEHR, NFEFMENR , F28 AV
TR ERELERE.

BEFE EventBridge 85V IS IRIE = BB HER

XEETFEITERE (FAS) =3

ERER IAM ERERAREFHITEER AWS , CERRATR. EFAREREE  SARENT
REEE , EMETBRBPRE S —EEE. FAS E£ATRITIUMER AWS B , YEEER
AWS fR# BT REZFHER, AEERBKIFTEEE AWS R tEREE T RESTRAVERE |
FEBE FAS BR, HEUBRT , ELAERHTEMBERFEMNFTAT. WFRE FAS FRERBURF
WMEFR AR (EREFNTEER) .

EventBridge HFESR VR A

XERBEAE =

REAGRRBEEN IAM AE , AIREHTER, IAM EES UK IAM REY, SRR
A, MEFAES  F2H AV EREEETNELAGUEIRET i AWS R RS

/A Warning

B F R A GKNER e S B [ EventBridge HEF283] hEE. R A 'E EventBridge BEf2E5 1R {1
oI, TRERKAE,

HEFE EventBridge SRV IRISEHE AR

XERBERAE, =)

BHEFAGRERE. AWS BBRETUABEAREATEFNAC, REEEACSRRELN
B, AWS tkF BEBRBRBAE. IAM EESAUEER  ETREERBEEAGHNT,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_forward_access_sessions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-service.html
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NMFERVREERBEEACHFMER  FSETEL IAMEFENAWS B, EREPSHERHE
HPggRBEFAGRTHN Yes, EERER , R ZBBHRBERS B

R 50 BEEE

BIRTER  FAENAGKEEEISE R EventBridge BIZ8 8 RV ERR, MM thEEER AWS
Management Console, AWS Command Line Interface (AWS CLI) 2 AWS API R#{TT{E, EERF
FEAEHHMEERATHENTT , IAM BEEETLET IAM BER, A&k , SEETLUE IAM B
EHEEAG , FHEEREBETELAE,

EE TR RIE LS JSON BURXHEI IAM S5 RBUR | 20 (AM FAEER) vHE
I IAM JB(%O

B E3 EventBridge IR ERNBHENERERNFAEN K ESEEREREMN ARN & |, F2
AR ZESE B K Amazon S EventBridge cheduler BE){E, & RAIFH£58,

eS|

- BRREER

« EventBridge JEfZE5HEFR

- AWS EventBridge HIEEsR Z EE R A
- EventBridge HiEss B FEEBUR

- AWS ZEERIEEH

HRREER

DB NAERNRASERERAREBUYUELNIRFHREY, FEZMBR EventBridge Scheduler
BR, ELEETRGHEEN AWS IRFELER, EREUSRES »BERE  FERTIHERR
BREE

- FREER AWS SERRSBLREERER — " EZRKRREEAENTHERENER  FEAT
REFZERERARFERHAWS j’v‘f IEJ?EJ AT AESN AWS IRF. BREEBERRIE
RIGERRGIN AWS BEFEEREX , E—TREEAER, NFESZER , F2H IAM EREE
P AWS ZEBRSEHEA EI’JAWS ZEBEK,

- EAREERFT - 52E IAM BERNFAR  FERTHTERMENFT. KSERLEN , &7
UERERERGE T AIUHBEERRINEE , EUBARBERTT. WEER IAM ERFFA
MEZHEER , F2H IAM EREERERN IAM PR BERAFF T,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create-console.html
https://docs.aws.amazon.com/service-authorization/latest/reference/list_amazoneventbridgescheduler.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_job-functions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html
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o /A IAM BUR P ARG — SR HIFEVE - B SUSFREFTIBZEECR |, SRHBSENERNEZE
filgn |, WO BB ERRY |, EESAMEA SSL EIAFARER. Bt FERRERREHRED
ERFEVE (BB E) EAIEL B AWS BRHE , #ltn AWS CloudFormation., MIEFFMERR , B
28 1AM EAEEBETH IAM JSON BERTE © &k,

« f£/ IAM Access Analyzer B IAM BUER |, f{RFT A1 24 B 7 IE%E1E - IAM Access Analyzer B
BHBEMBAEER |, BRELBERER IAM BURFES (JSON) fl IAM FRIEEH ., 1AM Access
Analyzer 12ff 100 ZIEBERERVEATHER , THEHEELXLEEANEXR, NEEZSE
F , FBESE IAM EAEEEFH IAM Access Analyzer BURERFE o

- FESRESOHRE (MFA) — IRENRBGIFE IAM £AERBEAE AWS IRF |, FFHE MFA
DEBSENNRSM, MEEMWU AP BERFER MFA |, 1% MFA REGHEELNBR, NEE
LZEH , B2 AM EAEEFEPHEE MFA REHN API 7EL

WE IAM FREBBNEEER  F20 IAM ERAEEETHN IAM Z2HEEH,

EventBridge HEf2 23R

EEE IAM 88 (A&, BA=5A®) £ S EventBridge cheduler HE M HFFE , WiEBFE AR AP
#7HX S EventBridge cheduler &R , TR XA HERFERPHE —HEFFT. EAURIRESEEN
TYETHREREREIELHER, a0 , LM EventBridge Scheduler T AR EHEETENFERAER
Al FEEE{EMFWY CreateSchedule API EXFTENER, RMERZECESTEFERGHHE
R, AERHEFKEERNFE.

T3I7EEH R EventBridge HiiEss N ER R EH BN EBE.
- HEiE

* scheduler:ListSchedules
* scheduler:GetSchedule
* scheduler:CreateSchedule
* scheduler:UpdateSchedule
* scheduler:DeleteSchedule
- BFREEHE
* scheduler:ListScheduleGroups
* scheduler:GetScheduleGroup
* scheduler:CreateScheduleGroup

* scheduler:DeleteScheduleGroup
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-policy-validation.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa_configure-api-require.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html
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* scheduler:ListTagsForResource
* scheduler:TagResource

* scheduler:UntagResource

B LAME A EventBridge HERRE R REZI BN EEFEEESK , LIER EventBridge Scheduler f§#
o BEALERAT —HTAN AWS SEEXBRRREERFARIINSEZER , MAXEEASH
REE,

AWS EventBridge #2288V S EE R Al

AWS EBRMET AWS ZEUMEEENEL IAMBXR , BRFZSERFEHARS, SERHEERBUR
SHEEFARFIBZFILENST , AEEARAETZTEMENS T, MEFHMAESA , F28 (AM FH
EIEE) 1 AWS ZEBR., LA UMMERFPEAENTH AWS ZEEBRR EventBridge

Scheduler B2/ :

« the section called “AmazonEventBridgeSchedulerFullAccess’— fEA A& APl &£F
EventBridge BFfZ2a Y T B FEUE,

« the section called “AmazonEventBridgeSchedulerReadOnlyAccess’— #%E2 EventBridge HEfg
xRy ME R T HUE,

AmazonEventBridgeSchedulerFullAccess

AmazonEventBridgeSchedulerFullAccessZEEMN R RIS EHHREN EventBridge HEFERHE
AP A HERR R B ERY R,

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": "scheduler:*",
"Resource": "*"
},
{
"Effect": "Allow",
"Action": "iam:PassRole",
"Resource": "arn:aws:iam::*:role/*",

"Condition": {
"StringLike": {
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies
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"iam:PassedToService": "scheduler.amazonaws.com"

AmazonEventBridgeSchedulerReadOnlyAccess

AmazonEventBridgeSchedulerReadOnlyAccess S EEMF AR EMEER , LUREHEENHE
BREENFFMESR.

{
"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"scheduler:ListSchedules",
"scheduler:ListScheduleGroups",
"scheduler:GetSchedule",
"scheduler:GetScheduleGroup",
"scheduler:ListTagsForResource"

1,

"Resource": "*"

}
]
}

EventBridge BFfE2s MV B FEEBUR

{FH T 5% 5 EventBridge Scheduler B B HCHNEFEBBR, EEFEENBXRZEERETS
HEENITERLE K EREEABRNNERAEFMENEEMERNER,

e

- &ifjl : CreateSchedule
- &iffl : GetSchedule

- #if5l : UpdateSchedule

« &4l : DeleteScheduleGroup
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#customer-managed-policies

EventBridge HFf288 EREEmR

£if5] : CreateSchedule

BUFHRER , ZRUNEERFEAREFEEN 2R MNE EventBridge Scheduler EHVER, AWS
BENEB

THRBATEETRETHR , XFEA AWS HENEHB. /A AWS HEN S, B8 AWS B on
AWS Key Management Service (AWS KMS) &R , Al BT FTEHNNEREN TE 2 EB AWS
KMS,

"Version": "2012-10-17",
"Statement":
[
{
"Action":
[
"scheduler:CreateSchedule"
1,
"Effect": "Allow",
"Resource":
[
"arn:aws:scheduler:us-west-2:123456789012:schedule/my-group/my-
schedule-name"

]
1,
{
"Effect": "Allow",
"Action": "iam:PassRole",
"Resource": "arn:aws:iam::123456789012:role/*",
"Condition": {
"StringLike": {
"iam:PassedToService": "scheduler.amazonaws.com"
}
}
}

EATIHRAATAFEREVHR  YFEMA AWSKMS EFEENSRETNE, EECREFERE
MER  TRLAEEFEEIRFF AWS KMS BERIVER, RS REE —IEE KMS SRV FE
B, UARIE EventBridge HEfEzR LN ER., HE , BANERABRF R (*) FARRERFFRE
MY FEHE  IARFEEERBREAN TR,
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https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#customer-cmk
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#aws-owned-cmk
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#aws-owned-cmk

EventBridge HFf288 EREEmR

"Version": "2012-10-17"
"Statement":

L

"Action":
[
"scheduler:CreateSchedule"
1,
"Effect": "Allow",
"Resource":
[
"arn:aws:scheduler:us-west-2:123456789012:schedule/my-group/my-
schedule-name"

]
1,
{
"Action":
[
"kms:DescribeKey",
"kms:GenerateDataKey",
"kms:Decrypt"
1,
"Effect": "Allow",
"Resource":
[
"arn:aws:kms:us-west-2:123456789012:key/my-key-id"
1,

"Conditions": {
"StringlLike": {
"kms:ViaService": "scheduler.amazonaws.com",
"kms:EncryptionContext:aws:scheduler:schedule:arn":
"arn:aws:scheduler:us-west-2:123456789012:schedule/my-group/my-schedule-name"
}

"Effect": "Allow",
"Action": "iam:PassRole",
"Resource": "arn:aws:iam::123456789012:role/*",
"Condition": {
"StringLike": {
"iam:PassedToService": "scheduler.amazonaws.com"

P T -
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gif5] : GetSchedule

EATHRAA A ESRERGHENHEBEES.

"Version": "2012-10-17",
"Statement":
[
{
"Action":
[
"scheduler:GetSchedule"
1,
"Effect": "Allow",
"Resource":
[
"arn:aws:scheduler:us-west-2:123456789012:schedule/my-group/my-
schedule-name"

]
}

g4 : UpdateSchedule

FEATHERATAHFESEERWscheduler :UpdateScheduleEER E#THERR, a1
MCreateSchedule , ZRBEEURAHRERFER AWSKMS AWS HEH R EREFEENSBE
T, BAERARENIERE AWS SEEN £ | BEATHERA

"Version": "2012-10-17",
"Statement":
[
{
"Action":
[
"scheduler:UpdateSchedule"
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1,
"Effect": "Allow",
"Resource":

L

"arn:aws:scheduler:us-west-2:123456789012:schedule/my-group/my-
schedule-name"

]
I
{
"Effect": "Allow",
"Action": "iam:PassRole",
"Resource": "arn:aws:iam::123456789012:role/*",
"Condition": {
"StringlLike": {
"iam:PassedToService": "scheduler.amazonaws.com"
}
}
}

HRNEREFEESRIENSRE  FEATIRA, K FRASSTREIRFIERFSHE AWS KMS
TREY ELABAERR

"Version": "2012-10-17",
"Statement":

[

"Action":
[
"scheduler:UpdateSchedule"
1,
"Effect": "Allow",
"Resource":
[
"arn:aws:scheduler:us-west-2:123456789012:schedule/my-group/my-
schedule-name
},
{
"Action":
[

"kms:DescribeKey",
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"kms:GenerateDataKey",
"kms:Decrypt"

1,
"Effect": "Allow",
"Resource":
[
"arn:aws:kms:us-west-2:123456789012: key/my-key-id"
1,

"Conditions": {
"StringLike": {
"kms:ViaService": "scheduler.amazonaws.com",
"kms:EncryptionContext:aws:scheduler:schedule:arn":
"arn:aws:scheduler:us-west-2:123456789012:schedule/my-group/my-schedule-name"

}
}
{
"Effect": "Allow",
"Action": "iam:PassRole",
"Resource": "arn:aws:iam::123456789012:role/*",
"Condition": {
"StringlLike": {
"iam:PassedToService": "scheduler.amazonaws.com"
}
}
}

#if5] : DeleteScheduleGroup

FATHERERAT AFEEBMEREREEE, MBREHER , b SMREZFEAREBRAOER, MERFEEAENE
SHEVAREMBREZFEMEN 2 HEENER, RISREHIEEHEFAURBEESDMEERE
M llscheduler:DeleteScheduleGroupEI{EM E ERER :

® Note
EventBridge HiEsz A X BIEE@RIHENERBRER, Sl , UTERAEY , TEIEHE
EHBERP -
"Resource": "arn:aws:scheduler:us-west-2:123456789012:schedule/my-
group/my-schedule-name"
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{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "scheduler:DeleteSchedule",
"Resource": "arn:aws:scheduler:us-west-2:123456789012:schedule/my-group/*"
1,
{
"Effect": "Allow",
"Action": "scheduler:DeleteScheduleGroup",
"Resource": "arn:aws:scheduler:us-west-2:123456789012:schedule/my-group"
.
{
"Effect": "Allow",
"Action": "iam:PassRole",
"Resource": "arn:aws:iam::123456789012:role/*",
"Condition": {
"StringLike": {
"iam:PassedToService": "scheduler.amazonaws.com"
}
}
}
]
}
AWS ZEE KB
25 iR B
the section called EventBridge Scheduler 7387 2022 £ 11 A 10 H
“AmazonEventBridgeS HFNZEEBERNZE , A7
chedulerFullAccess REFHAEHMEER (2FEH
— R ETERR BANEESE) NeBEFIE,
the section called EventBridge Scheduler #7387 2022 11 A 10 H
“AmazonEventBridgeS HINZTEERBRNZE | &
chedulerReadOnlyAc RERECAEHMEER (2
cess "— WM ZEER FRHEEMNPRERE) HEEFR
o
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33 iR =p:
EventBridge BF12 28 B 1516 Mt EventBridge BF12 28 B 1516 it 2022 £11 A 10 H
-3 HAWS SEEFAINEE,

FEREABEREA

BEREABEBRZ2MERE , AP RAUTHFEFTNERTURH EFE S TN ERINITXE
B, R AWS | BERBERTRSEIEENEIBE, EEERY (FURE) W5 —ER% (5T

WERF) B , ATRE S RABRBER. TURGFIUBRHRERAEFT , AETERERFTINAAY
HitEFNWERRENEFE, B7THEBEERERL , AWS RUEN I EAHBBEREMERBENER , miE
LERFETRCEEERFPERNEFIE,

BMEBLEHEBTABPFEMAaws : SourceArnMaws : SourceAccount £ FHFHRBREIE |, U
BRI EventBridge Scheduler AHRBRMHEFNERNER, MREREEAF —BEREERKEF
EVAEEAES , RIFEMEA aws:SourceArn, MREBE R FFZIRF P E IR IR 6 A AEEIH

A aws : SourceAccount.

hELREERBABENGARAEZRMEA aws:SourceArn £ EFHRNAERL|IE , URERNT
 ARN, THEHEEAEBPERREEFE : arn:aws:scheduler:*:123456789012:schedule-
group/your-schedule-group

MRTHEEFRNWTE ARN , FEMNMREIEE T ZEER , BEMA aws:SourceArn
2HRBRERSIBEREERAF T (*) RER ARN BARANHD. B
0 : arn:aws:scheduler:*:123456789012:schedule-group/*,

M {Eaws:SourceArnA AR L EREIFRGEER " EventBridge #2251 BEREEE ARN,

/A Important

A€ aws :SourceArnFRAXWHEFREA B ESERHERBIER, BIEEN ARN 4F
EHREEE,

Ty EFHBERNAESHTACEERAPFEHaws : SourceArnFaws : SourceAccount £IEHFEHFR A
ol LB BEENRIBRE

{
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-sourcearn
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-sourceaccount

EventBridge HFf288 EREEmR

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Principal": {
"Service": "scheduler.amazonaws.com"
},
"Action": "sts:AssumeRole",
"Condition": {
"StringEquals": {
"aws:SourceAccount": "123456789012",
"aws:SourceArn": "arn:aws:scheduler:us-
west-2:123456789012:schedule-group/your-schedule-group"
}
}
}

SREtHERR Amazon EventBridge BEf228 5 2 M 1ZEY
FEATHEA TR BN IS IEFE A EventBridge HERZE5 M IAM BT AE BRI E R E,

£

« RZEFEE EventBridge HEFZES h#1TEIE

o BIZBERXEHIT iam : PassRole

« BREAFRUANWATER AWS IRFE B9 EventBridge FAERRFER

&R IE BB HETE EventBridge HERR ST HITENE
MBARWFIGES | SHASKREREYTHNE , SNBELEET , ATLYTHE,

TH&EHIsEER G Emateojackson IAM EAEERAERAEZEARE —BERE my-example-widget
BRNFFEHENR , BAMEER scheduler:GetWidget R BEE A,

User: arn:aws:iam::123456789012:user/mateojackson is not authorized to perform:
scheduler:GetWidget on resource: my-example-widget

FEHBERT , HAEEH Mateo BUE , AFFMFEA scheduler:GetWidget EBMERE my-example-
widget EiRo
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MREBEEWHE |, BHEEN AWS RMEEE, FNEEBEERHEENEBEE.
REZEEEHIT iam : PassRole

MREUWBIREREHITiam: PassRoleEERIEEER , INEAEHENERE  AAFESACE
JE# EventBridge Scheduler,

ﬁ‘ﬂ‘ AWS BR#% R EKERACEERZRE A MIARBRUNNBREACIBHEERAE, WFEH
TR L ARERACEESZRBAIFT .

EZ AN IAM FEHEmarymajor ER A £ 18 & EventBridge Scheduler FEITEIER , I E
£ THEPIERR. B2, BHEFRBEEEFERE/LRFWHTT, Mary REKACEEEXRENET
A,

User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
iam:PassRole

EEERBRT , Mary WBURABEEH , AT iam: PassRole Bk,
MREFEHE , FHEEN AWS RREES. CNEESREENEZRRE.
BEAFBRUNNAGER AWS IRF B9 EventBridge AERFER

LAY —EAe , REMKRFHNEREREEBATHASFIENE R, EUEEZFTH
LEEEVHIREZAR. SHEXEERERNBERSFEUZRHIEE (ACL) RYBRES |, &7 SUE A BRL R
RRBETFAEFRENE RN,

MEE-—STH , F2RUATRE .

:I:I'H

- HEMBME EventBridge HFESR R A X EELIIRE |, 582 B EventBridge HFIEE8 L0 EE IAM FEBELE

Jii

- BETHITRMEEHEFTEEER AWS tRF WEFEVE | 528 (AM FREER) FEEENS
— AWS 1R F 18 IAM { F & 12 1 EERR,

« EETHRIMASERFIEERBE=S AWSIRE |, 528 IAM FREEEHIEHE=H AWS
WRE AN EEE,

- METHNAMEBHES FoREFEIVE | Z260 IAM ERAEREETNEEEERERENDETS
PRENERAE BISED).

- EETHREBRFFREAACGNUERARRNBECENEZR , F20 IAM FAEERHHN 1AM
FEESIRE EREN.
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Amazon EventBridge BEf28s PV ERHMR =

AWS H[ESEERBE A M Amazon EventBridge Scheduler HHVERHRE, MLERBFHR | AWS
EEREHTE AWS Eif. FESHEZETHERRE LAXEATNEGE, SHRGEEMER
AWS fRi§ MR LHEBNERTE. IFERRBLENFREN K F2REABLEERBEE, 0F
FRBHERMREBNMEBEEN , F2E AWS T2 MEER LW AWS HEMNEFEEF GDPR #5&
BXE,

HERERREEN , RPIEZREMER AWS IAM Identity Center 5 AWS Identity and Access
Management (IAM) {RE AWS tRF EAERLZEBRIERE, Mt—R , SECHEHRIASESR
HEEREEEMAENGTT, EMHEEEEEATIHARNRBESR -

- SERFHECEAZEEZRE (MFA).

-« £/ SSL/TLS & AWS BRETEN. RMEE TLS 1.2 WEHEFEA TLS 1.3,

- ERAKRE API MfEAFZBH AWS CloudTrail,

- 5 AWS MEBFRF RUREPNFERZE LS EH AWS R,

- FERERNZELZSRE B Amazon Macie) , 1% BIRZEMNREMIZE Amazon S3 HWEURE R,

- MBHEFBBHSHNEDR API FEEEEL AWS 1B FIPS 140-2 B XM NZZ1E48 | 55EH FIPS
imEh. MEFR FIPS M FIPS MM ESHEBEENR , F2RAH P EARIEIZZEE (FIPS) 140-2 #1E#,

R EZIBBRERETERBEFNEFEA U SRAFHBREN , HEEBESBEHEBRAN XX FHN
o, BB B, SEEEEAEEA. APl 5 AWS SDK AWS FR#E A EventBridge HEf2s8
HEMPEERERF. AWS CLIZEZES BN FRUAPAANTMER B AR ERDE A
o MRMBIBMATMARESH URL , BRMEZIBBB N ERFB LY ZAIRESHERN URL I EBREE
o

£
- BRENE
- B@hmn®

TREEIN &R

AREFER B Amazon EventBridge HFf2S i N F fE Z iR RE E K, BREE B R T EventBridge HEf2
EMEEERTHPHNER., EventBridge HEFZEREE AWS Key Management Service (AWS KMS) &
& , AIEA AWS KMS key. EventBridge HFfE2ss X EMBE RN KMS €488 : AWS HEEHEB/NE P

ZESR
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https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/compliance/data-privacy-faq
https://aws.amazon.com/blogs/security/the-aws-shared-responsibility-model-and-gdpr/
https://aws.amazon.com/compliance/fips/
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#kms_keys
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#aws-owned-cmk
https://docs.aws.amazon.com/customer%20managed%20KMS%20key
https://docs.aws.amazon.com/customer%20managed%20KMS%20key

EventBridge HFf288 EREEmR

® Note
EventBridge HFfEfRE X BEE AL B INE KMS €8,

AWS BEH 82 AWS REFEENEEN KMS €48 , TESE AWS IRERFER. #R AWS #
A £488 EventBridge HERESSERATERHEELEN AWS tRE | 1B EventBridge Scheduler € A&
FIRRELNERMER, #KTE% , EventBridge Scheduler @ BHEEN SR IMBNBRIENTE
AWS B, ZFFEEEHR AWS HEN S8 HHFEURAl, E EventBridge Scheduler Fi AWS ##
BB RRBENERE , EFELEINEAR , BEEFAETEFTTALZIKRSEH AWS KMS BLEEH

—#%.

EFSESHREREELEN. HENEEN AWSIRFHH KMS £, MREHNBEFEARGIER
&1 B MM S EventBridge cheduler LIREBE RN ME SR , B UEAZFEEN SR, MRR
ERERFEENESR  AIXEAEEENEREK. EFZESREMEEAER  URBHAEBFR
HoWERER. FAEFEENSREEEEAWS KMS BLEN—22 ., MEEENFHEMBENR , §2
BAWS Key Management Service E{&,

£ |

. INEEL

- BB KMS £18

« CloudTrail 4 &ifl

35

hnZ X

TR EventBridge SHERERERMENTRARREER | URSEERXEN KMS SBEH,

EREE HiR AWS RN 2R EFEENTIR
BENEE (&& REEEEZRE <& <&
256KB) WHERERE , 728k
ETargetInput £
HHEENER,
758 ) 585 A AR B PERZ B M — = AR <& FE

& (A, FR).
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https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#symmetric-cmks
https://docs.aws.amazon.com/kms/latest/developerguide/limits.html
https://aws.amazon.com/kms/pricing/
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ERmE iR AWS BB £58 EFEENSE
Scheduling configura ~ HFZEER |, flanid & 3
tion (BEF24E5E) HiMEHERR VIR R 5,

cron BEX , UK
— R E RS
i, URHERENRR
HES, #RBHREF
BiZEMHRE B#Z/ Amazon &R -3 T8
Z% (ARN) LR HAth
B E e REE A
o
FAMKRBITHAEE EMAEEEERRE -3 &

. FENERRA
BAR: 5k BB P 62 A
Ky BT 5 5F A

EventBridge Scheduler REEMEZENMBZ HERAHE , TEEALNEFZESS , WERMR, W
RIBREFHEFEEMNSI® , EventBridge Scheduler ¥ ABRETRIAMBHNER . —XEHTHE
HREAWS HENEH® S AEALEENEFEESR., ¥RMEHEMERER , EventBridge
Scheduler REFEATERE AWS HEN S8 RRBELNFLEEH,

#athe section called “BIE KMS €8S B UTEH , BEBNMEE IAM ERMNSW\BBER | TEERE

EventBridge Scheduler FREFZE <,

EHE KMS &8

BULGEEMRMEFEENER  UNBNRRHEEEEEBHENASE, EventBridge HHiE=RE
MEZEMBEZENEAE RS E 256KB ER, FRARFEESREELSABANELRERRN

BA. CATFEENEREIT AAWS KMS BN —&B2 .

Management Service E{E

MEEENFHEN , FBEAWS Key

EventBridge HFf22s & E B2 = BE AR MY 1AM 35 0] , BN HIRRMBRENER, ERREYS
ARG HAER AWS KMS #H B3 HERR B i1 = FEAY EventBridge Scheduler API BIfER&ERA G, LI,

BREN®
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https://docs.aws.amazon.com/kms/latest/developerguide/limits.html
https://aws.amazon.com/kms/pricing/
https://aws.amazon.com/kms/pricing/
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EventBridge ISR g AL ERAERWBERRBBRENES ., EXRTEIEMBBMNATACHYS
AERLEN AWS KMS HHEER , e = E R AWS KMS AP,

@ Note
EventBridge BFfE8 1 < R M ER B REPR AV IR AR

ESEUTES , BENAEE AWS KMS £ BUE LR 7 EventBridge Scheduler LEAEFZE
SFTEN IAM FF AL,

ES- |
« ¥ IAM FFH]
- EESREL

¥ 1AM FF A

FEEAEFZESR  L4ABTIAUHEZERVIHENS 28 IAM 88 |, DU EREHEHEI R R
BITAE,

EERESRMN S 5 EBIER

17 EventBridge IR , BAEM T AWS KMS B)EFT B Z BT (FAE. HELAR) M
EBRERERR (EAE. #EIAR).

{
"Version": "2012-10-17",
"Statement": [
{
"Action": [
"scheduler:*",

# Required to pass the execution role
"iam:PassRole",

"kms:DescribeKey",
"kms:GenerateDataKey",
"kms:Decrypt"

1,

"Resource": "*",

"Effect": "Allow"
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https://docs.aws.amazon.com/kms/latest/developerguide/grants.html
https://docs.aws.amazon.com/kms/latest/developerguide/key-policies.html
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}I

 kms:DescribeKey— BELRMHNESBETR/EBME KMS €N L EIRA,

 kms:GenerateDataKey— FEEF 8EE 4 EventBridge Scheduler AAREITH FinnZ N & B &
.,

 kms:Decrypt— HAEZ EventBridge HIiESRBMBEE R —ERENMEER SR,

EERESRNUTACER

XA TISEFEZHENHTACERER , LURA EventBridge Scheduler Y 7ZEVHE |, LAETE
R 27 & B I AWS KMS API,

{
"Version": "2012-10-17",
"Statement" : [
{
"Sid" : "Allow EventBridge Scheduler to decrypt data using a customer managed
key",
"Effect" : "Allow",
"Action" : [
"kms:Decrypt"
1,
"Resource": "arn:aws:kms:your-region:123456789012:key/your-key-id"
}
]
}

 kms:Decrypt— 4ZAfEZ EventBridge HIfEsRBEMBE R —EREENMBEER SR,

MRS FHERE RS/ EventBridge Scheduler £ AR M HWHTAE , EventBridge
Scheduler @ BB L ENHERMIMEZNHITAG, B2 , IREZEERENHTAC | AIXASZLY
ENERFEEAE  THREATFEENER,

EEEWEFEA

RIFFHR AWSKMS , ERFERARBUEFZETRE , SREETIEREFEL , WREFDHENIIT
A,
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{
"Id": "key-policy-1",
"Version": "2012-10-17",
"Statement": [
{
"Sid": "Provide required IAM Permissions",
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::123456789012:root"
},
"Action": "kms:*",
"Resource": "*"
}
]
}

RE , BUUKERFINEERHNAEZERUATACHNEIE, IRERELEFEENSR
Ed EventBridge Scheduler EiREEEA , BRI LEREM. FEA T 5 E 8 R B 5451 5 BR Hi H L&
EventBridge Scheduler iR AJ LA E AR £88,

"Id": "key-policy-2",
"Version": "2012-10-17",
"Statement": [

{
"Sid": "Provide required IAM Permissions",
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::695325144837:root"
1,
"Action": "kms:*",
"Resource": "*"
b
{

"Sid": "Allow use of the key",
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::123456789012:role/schedule-execution-role"

b

"Action": [
"kms:Decrypt"

1,

BREN®
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"Resource": "*"

CloudTrail 454l

AWS CloudTrail ##EXFTE API FILEH#, EBHESE EventBridge Scheduler FAEFEE SBHER
BB R | e AP F, T EH|EER CloudTraill E41EEB |, ~& EventBridge Scheduler
FERAEFEESBMNKkns : DecryptBE,

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "ABCDEABCD1AB12ABABABQ:70abcdl23al23al2345alaal2aalbcl2",
"arn": "arn:aws:sts::123456789012:assumed-role/execution-
role/70abcd123al23al2345alaal2aalbcl2",
"accountId": "123456789012",
"accessKeyId": "ABCDEFGHI1JKLMNOP2Q3",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "ABCDEABCD1AB12ABABABQ",
"arn": "arn:aws:iam::123456789012:role/execution-role",
"accountId": "123456789012",
"userName": "execution-role"
},
"webIdFederationData": {3},
"attributes": {
"creationDate": "2022-10-31T21:03:15Z7",
"mfaAuthenticated": "false"

}
}
.
"eventTime": "2022-10-31T21:03:157",
"eventSource": "kms.amazonaws.com",
"eventName": "Decrypt",
"awsRegion": "eu-north-1",

"sourceIPAddress": "13.50.87.173",
"userAgent": "aws-sdk-java/2.17.295 Linux/4.14.291-218.527.amzn2.x86_64 Open]DK_64-
Bit_Server_VM/11.0.17+9-LTS Java/11.0.17 kotlin/1.3.72-release-468 (1.3.72) vendor/
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Amazon.com_Inc. md/internal exec-env/AWS_ECS_FARGATE io/sync http/Apache cfg/retry-
mode/standard AwsCrypto/2.4.0",
"requestParameters": {
"keyId": "arn:aws:kms:us-west-2:123456789012:key/2321abab-2110-12ab-al123-
a2b34c5abc67",
"encryptionAlgorithm": "SYMMETRIC_DEFAULT",
"encryptionContext": {

"aws:scheduler:schedule:arn": "arn:aws:scheduler:us-
west-2:123456789012:schedule/default/execution-role"
}
},
"responseElements": null,
"requestID": "request-id",
"eventID": "event-id",

"readOnly": true,
"resources": [

{
"accountId": "123456789012",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:us-west-2:123456789012:key/2321abab-2110-12ab-al123-
a2b34c5abc67"
}

1,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "123456789012",

"eventCategory": "Management",

"tlsDetails": {
"tlsVersion": "TLSv1.3",
"cipherSuite": "TLS_AES_256_GCM_SHA384",
"clientProvidedHostHeader": "kms.us-west-2.amazonaws.com"

(Lalyiiks

EventBridge HFESR S E L EHBEREMZER PN ER, aERZSM (TLS) EEEFEWEM
EventBridge BFf288 API fEERNZZMNERL , BAK EventBridge HFFE 85 1L & 09 HERZ BE FE MM B £
AP| B, fKT85% , EventBridge HIfESiEEMBEEW PN ERKMFER TLS 1.2, BFEEEEHBRESF
REMR | thEEEFEA EventBridge HI2SSHHBIZTREM TLS ARAS,
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£/ EventBridge HETE28 APl — E&#11T API E%£ () BfCreateSchedule , EventBridge #F#2
BEMBREMEHTTP EXR , @FERFEMNEHE, EventBridge HHEES th & IR EREFIH API ULE
A9 B2 1 (=) FE P 14

£/ B & APl — EventBridge BFfES LGN HIRER , ST ULSEERTHRERIEENBEZ AP, #E
HEEZEBHER , EventBridge Scheduler EMBREMBER , IFEREBAFAEER , URKEEEE
WEIK EFE,

Amazon EventBridge BFR228 V& R B sE

HERME AWS i REBRISERMAERLRNEER , F2HEAWS i EESASETEHFRFH ,
WRELRBEBNESRAR, WF-REHA , FBEAWS REFTEIAWS,

WAL ERATERE = I E AWS Artifact, MNEFHMEF , F2ETEHFIWHREFH AWS
Artifact,

BEFERAKNSRETETOR AWS B REMNERME, NFANEHREEUARERNEENER.
AWS R4 T 51 &R LAt B8 & AR

« ZEMESAMREAMER — SLMEERNREABEER  YRUMBUZSMEMSHRE AWS
REXMNEERENSR,

« 1£ Amazon Web Services 2248 HIPAA Z4MEEHAY — AARERPLRANAEREIFS
HIPAA &K E AWS ARER,

(® Note
WIEFRE A AWS B3 BT S HIPAA Bk, WEFMET , FSHE HIPAA EREBHS K.

« AWS §HRERAWS — W THEENIEEESREERAR BN EZLNFTTE,

- AWS BEFEHEN —EBaRNAERRARNEEIER., ENERRAGETEZEEE (BEx
BB RAZERMFTRAT (NIST), XN FEXZLEEZEE (PCl) MEIBREELER (1SO) # , &
AWS R ZBiESI X HEELZLRFINREER.

- EFAWS Config Fig& A Ei5rR TP IR AIFHEEIR — b AWS Config RSN ERERKES
WHER. EXENMERANEE,

« AWS Security Hub— i& AWS iR 21t T REPL £ MREMN L E KR E AWS, Security Hub FRH%Z £
7E, TSN AWS ERERELZNEZRERREFTELRLEREENREERK, NEZIENR
A EIEE | 5528 Security Hub controls reference.
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https://docs.aws.amazon.com/artifact/latest/ug/downloading-documents.html
https://aws.amazon.com/quickstart/?awsf.filter-tech-category=tech-category%23security-identity-compliance
https://docs.aws.amazon.com/whitepapers/latest/architecting-hipaa-security-and-compliance-on-aws/welcome.html
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https://aws.amazon.com/compliance/resources/
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« Amazon GuardDuty — ZEIBEERIRIEARH AWS IRE AT SRFMEEES , It AWS R EREHNT
EEH, ARNERNWEBERE., GuardDuty BB ERESEESHRMEER , Sl PCIDSS , WmE
BEERMEERBAREN ARBEIER,

« AWS Audit Manager— i& AWS BR# BBIRERFERZEN AWS EAER , UELEEE RN
R, UREFERMNERBEENE R,

Amazon EventBridge BFfE285HY S8 1%

AWS £IKERRBEER AWS B MATHAEESELN. AWS EE RESEER S BR8N TA
EE , BEEREERKILEE, SWEENSERENRKER. SBTRAER , B URTEREFENE
RAEANERE , ETRAES BEBREBEMNASRETE., TRESNTAL, FEEINEER
e, IRE-HSEERPONERERREES.

W AWS B AT A ESGRMET | BSWAWS 2 s EREE,

BRT AWS £BRERE#E 25 , EventBridge Scheduler BRIt ZEIhAE |, B BN E RHRERED
MiEmHER,

Amazon EventBridge HFfEZs PRV E R SRR

EAZERTE , Amazon EventBridge HEf283 2] AWS £ BB L2 WRE., BB AWS T2 RN
R AWS REEREBNFMAET  F2EAWS Eirgs PEFHEREEL S MNREMER
RETEN AWS IRIE | F2RREMIIEER AWS FRBPNWERBEBRE.

&I LAMER AWS EEMRY API FILZEIB{EE%FH EventBridge HEi22R, HERAERMAIETIESR !

« Transport Layer Security (TLS), EMFE TLS 1.2 LEZEEH TLS 1.3,

- BTEXEEAFR(PFS)NWEBEM , 0 DHE (Ephemeral Diffie-Hellman)= ECDHE (Elliptic
Curve Ephemeral Diffie-Hellman), BRARM(M Java 7 IEFBRR) A S EZEBELEN,

B BRLACERAFIREHR ID FE IAM TRMEEBNLEEFHNSR/REE, NF , BUUEH
AWS Security Token Service (AWS STS) UEX ERRZ 2 BEUKEHE R,
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ot 55i% EventBridge HEfZ 23RV EE = M5 4E

EL 12 R 43 Amazon EventBridge Scheduler X HAtAWSHRR S RV AT FEM, ATAMF T AMMA TR
R, AWSIRMH 7T LA TE$E T EREEF EventBridge Scheduler , ST E SR A ERBELER WA
B 15 R SR AN ED 4

« Amazon 818 CloudWatchES = BIAWSE IR , ANEE LEIHTHER , LLREAWSTE LA]
B ST LUREFBHIEE, BIUBTERIR , URREER , A EREERRIEENREREMN
EHEREEE, MEFHMEA , 552 B Amazon Amazon Amazon Amazon Amazon CloudWatch {&
BAEER,

« AWS CloudTrail #EEUE AWS 1RFE 2% B R HH API FFILMMEESG  YEXEHEERZEE
EH Simple Storage Service (Amazon S3) fEFETEE . AR LA HRLE A & Mk B FEIY AWS, 2
H LB SRR 1P Mk |, DA R R AL A 2% A B RS, ﬂﬂﬁnﬁﬂiﬁﬁﬂ 528 (AWS CloudTrail EA &S
) o

&
« FA Amazon E£32 Amazon EventBridge #8E CloudWatch
- {FA# T Ei# EventBridge HEiE28 API FEILAWS CloudTrail

F Amazon E5# Amazon EventBridge & CloudWatch

& 0] LA F EE# Amazon EventBridge #2285 CloudWatch , ZHIERSWERKRER I EHEEAT
EEEEERIEE. EventBridge HIESR S HFIEHIRERE —HEE , YHHEEBHENFT T
5 (DLQ) WHIRE R —HEBEANEE, NRERPREETE DLQ , HEREE EventBridge HFEASH
ERR AR MEMIER,

BEFRTERERE 1588 , B UERELER , W FFWBREERELAMNER , W Ex
BEETRHEHR, FHUTUUREEERERENER , EREEEREREEBANENEE. NE
SMMEE |, 5528 Amazon CloudWatch {E &5,

i
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- EBEEE
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/
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ERAEER

- EventBridge HifZzs FHEE

R ZEER AWS fR#&#E CloudWatch R REE. &4 " EventBridge HFi288 .
Scheduler,

CloudWatch E£

CloudWatch EER RIS ERN —HKEIEFHNERE, CloudWatch
HEE

HER—HEBEYN K EEEFIHN—

Efy

METERETREEN, YA EventBridge "#HERE85. , BN BIEFEL
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