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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_manage-attach-detach.html
https://docs.aws.amazon.com/security-ir/latest/userguide/aws-managed-policies.html
https://console.aws.amazon.com/iam/
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/view-cloudtrail-events-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_testing-policies.html
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https://docs.aws.amazon.com/whitepapers/latest/organizing-your-aws-environment/organizing-your-aws-environment.html
https://docs.aws.amazon.com/awssupport/latest/user/case-management.html#creating-a-support-case
https://docs.aws.amazon.com/guardduty/latest/ug/guardduty_settingup.html
https://docs.aws.amazon.com/security-ir/latest/userguide/detect-and-analyze.html
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https://docs.aws.amazon.com/security-ir/latest/userguide/working-with-stacksets.html
https://docs.aws.amazon.com/security-ir/latest/userguide/working-with-stacksets.html
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https://docs.aws.amazon.com/aws-managed-policy/latest/reference/about-managed-policy-reference.html
https://docs.aws.amazon.com/aws-managed-policy/latest/reference/about-managed-policy-reference.html
https://docs.aws.amazon.com/security-ir/latest/userguide/security-ir-organizations.html
https://docs.aws.amazon.com/security-ir/latest/userguide/managing-membership-with-ou.html
https://docs.aws.amazon.com/security-ir/latest/userguide/managing-membership-with-ou.html
https://csrc.nist.gov/publications/detail/sp/800-61/rev-2/final
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https://docs.aws.amazon.com/guardduty/latest/ug/guardduty_settingup.html#guardduty_enable-gd
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BRUKRIBTBNMEY ERRBZEFT AR ERENER T

BAT 2% 31 AWSSecuritylncidentResponseContainment
AWSSecuritylncidentResponseContainmentExecution S @ EAHERE,

AWSTemplateFormatVersion: '2010-09-09'
Description: 'Template for AWS ###### containment roles'

Resources:
AWSSecurityIncidentResponseContainment:
Type: 'AWS::IAM::Role'
Properties:
RoleName: AWSSecurityIncidentResponseContainment
AssumeRolePolicyDocument:
{
'Version': '2012-10-17',
'Statement':

L

'Effect': 'Allow’',
'"Principal': { 'Service': 'containment.security-ir.amazonaws.com' },
'"Action': 'sts:AssumeRole',
'Condition': { 'StringEquals': { 'sts:Externalld': !Sub
'${AWS: :AccountId}' } 1},

},
{
'"Effect': 'Allow',
'"Principal': { 'Service': 'containment.security-ir.amazonaws.com' },
'"Action': 'sts:TagSession',
.
1,
}
Policies:

- PolicyName: AWSSecurityIncidentResponseContainmentPolicy

PolicyDocument:
{
'Version': '2012-10-17"',
'Statement':
[
{

'Effect': 'Allow’',

'"Action': ['ssm:StartAutomationExecution'],
'Resource':
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I1Sub 'arn:${AWS::Partition}:ssm:*:*:automation-definition/
AWSSupport-ContainEC2Instance:$DEFAULT',

I1Sub 'arn:${AWS::Partition}:ssm:*:*:automation-definition/
AWSSupport-ContainS3Resource:$DEFAULT',

I1Sub 'arn:${AWS::Partition}:ssm:*:*:automation-definition/
AWSSupport-ContainIAMPrincipal:$DEFAULT',

1,
},

{
'Effect': 'Allow',

'Action':
['ssm:DescribeInstanceInformation', 'ssm:GetAutomationExecution',
'ssm:ListCommandInvocations'],
'Resource': '*',
I
{
'Effect': 'Allow’,
'"Action': ['iam:PassRole'],
'Resource': !GetAtt
AwWSSecurityIncidentResponseContainmentExecution.Arn,
'Condition': { 'StringEquals': { 'iam:PassedToService':
'ssm.amazonaws.com' } 1},
I
1,
}

AwWSSecurityIncidentResponseContainmentExecution:
Type: 'AWS::IAM::Role'
Properties:
RoleName: AWSSecurityIncidentResponseContainmentExecution
AssumeRolePolicyDocument:

{
'Version': '2012-10-17"',
'Statement':
[{ 'Effect': 'Allow', 'Principal': { 'Service': 'ssm.amazonaws.com' },
'Action': 'sts:AssumeRole' }1],
}
ManagedPolicyAzrns:
- !Sub arn:${AWS::Partition}:iam::aws:policy/SecurityAudit
Policies:
- PolicyName: AWSSecurityIncidentResponseContainmentExecutionPolicy
PolicyDocument:
{

'Version': '2012-10-17',
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'Statement':

L

'Sid': 'AllowIAMContainment',
'Effect': 'Allow',
'Action':

L

iam:AttachRolePolicy',
iam:AttachUserPolicy',
iam:DeactivateMFADevice',
iam:DeletelLoginProfile’,
iam:DeleteRolePolicy',
iam:DeleteUserPolicy',
'iam:GetLoginProfile',
'iam:GetPolicy',

iam:GetRole"',
iam:GetRolePolicy',
'iam:GetUser',
'iam:GetUserPolicy',
iam:ListAccessKeys',
jam:ListAttachedRolePolicies’,
iam:ListAttachedUserPolicies',
iam:ListMfaDevices',
iam:ListPolicies’',
jam:ListRolePolicies’,
iam:ListUserPolicies',
jam:ListVirtualMFADevices',
'iam:PutRolePolicy',
'iam:PutUserPolicy',
iam:TagMFADevice',
iam:TagPolicy',

'iam:TagRole',

'iam:TagUser',
iam:UntagMFADevice',
iam:UntagPolicy',
'iam:UntagRole"',

'iam:UntagUser',
iam:UpdateAccessKey',
'identitystore:CreateGroupMembership’,
'identitystore:DeleteGroupMembership’,
'identitystore:IsMemberInGroups',
'identitystore:ListUsers’,
'identitystore:ListGroups',
'identitystore:ListGroupMemberships',
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]I

'Resource': '*',

'Sid': 'AllowOrglListAccounts',
'Effect': 'Allow’,

"Action': 'organizations:ListAccounts',
'Resource': '*',

'Sid': 'AllowSSOContainment',
'Effect': 'Allow’,
'Action':

[
sso:CreateAccountAssignment’,
'sso:DeleteAccountAssignment’,
sso:DeleteInlinePolicyFromPermissionSet’,
'sso:GetInlinePolicyForPermissionSet',
sso:ListAccountAssignments’,
'sso:ListInstances’,
sso:ListPermissionSets',
'sso:ListPermissionSetsProvisionedToAccount',
sso:PutInlinePolicyToPermissionSet',
'sso:TagResource',
sso:UntagResource’,

1,

'Resource': '*',

'Sid': 'AllowSSORead',
'Effect': 'Allow',
'"Action': ['sso-directory:SearchUsers', 'sso-
directory:DescribeUser'],
'Resource': '*',
},

{
'Sid': 'AllowS3Read',

'Effect': 'Allow’',
'Action':
[
's3:GetAccountPublicAccessBlock',
's3:GetBucketAcl',
's3:GetBucketLocation’,
's3:GetBucketOwnershipControls"',
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's3:GetBucketPolicy',
's3:GetBucketPolicyStatus',
's3:GetBucketPublicAccessBlock',
's3:GetBucketTagging',
's3:GetEncryptionConfiguration’,
's3:GetObject’,
's3:GetObjectAcl’,
's3:GetObjectTagging',
's3:GetReplicationConfiguration’,
's3:ListBucket’',
's3express:GetBucketPolicy',

1,

'Resource': '*',

'Sid': 'AllowS3Write',

'Effect': 'Allow’',

'Action':

[
's3:CreateBucket’',
's3:DeleteBucketPolicy’,
's3:DeleteObjectTagging',
's3:PutAccountPublicAccessBlock’,
's3:PutBucketACL’,
's3:PutBucketOwnershipControls’',
's3:PutBucketPolicy',
's3:PutBucketPublicAccessBlock’,
's3:PutBucketTagging',
's3:PutBucketVersioning',
's3:PutObject’,
's3:PutObjectAcl’,
's3express:CreateSession’',
's3express:DeleteBucketPolicy’,
's3express:PutBucketPolicy"',
1,

'Resource': '*',

'Sid': 'AllowAutoScalingWrite',
'Effect': 'Allow’,
'"Action':
[
'autoscaling:CreateOrUpdateTags',
'autoscaling:DeleteTags',
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'autoscaling:DescribeAutoScalingGroups',
'autoscaling:DescribeAutoScalingInstances’,
'autoscaling:DescribeTags',
'autoscaling:EnterStandby’,
'autoscaling:ExitStandby',
'autoscaling:UpdateAutoScalingGroup',

1,
'Resource': '*',
'Sid': 'AllowEC2Containment’,
'Effect': 'Allow’,
'Action':
[
'ec2:AuthorizeSecurityGroupEgress',
'ec2:AuthorizeSecurityGroupIngress',
'ec2:CopyImage’,
'ec2:Createlmage’,
'ec2:CreateSecurityGroup’,
'ec2:CreateSnapshot’,
'ec2:CreateTags’,
'ec2:DeleteSecurityGroup’,
'ec2:DeleteTags',
'ec2:DescribelImages’',
'ec2:DescribelInstances’',
'ec2:DescribeSecurityGroups’',
'ec2:DescribeSnapshots’,
'ec2:DescribeTags’,
'ec2:ModifyNetworkInterfaceAttribute',
'ec2:RevokeSecurityGroupEgress',
1,
'Resource': '*',
'Sid': 'AllowKMSActions',
'Effect': 'Allow’,
'Action':
[
'kms:CreateGrant',
'kms:DescribeKey',
'kms:GenerateDataKeyWithoutPlaintext',
"kms :ReEncryptFrom',
'kms:ReEncryptTo',
1,

£ AWS CloudFormation #t &£
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'Resource': '*',

'Sid': 'AllowSSMActions',

'Effect': 'Allow',

'"Action': ['ssm:DescribeAutomationExecutions'],
'Resource': '*',

iy

BUERX B E %
B A B CancelMembership &F AT A @ AWS ZLEHESR afLlEEE4. API S BUERKEEK
AWS Command Line Interface,.

/A Important
—BECEREER , ERELIRABRERFEN., IREEEAIE , ENERERKE —ERH
REAK. EREBWGERE , RKKEEBBUHEK , EESiready to closeiS&EIEHE
A& RACtiveRAE,
ERBUHE S BEE

- ZERREBHER (AK) <8l , WS RERE
- BB ELHEFEERIRE  UpiER2RE

- | . EHNGEERIUERER 2025-08-29 £, FEILBH A , KEREKRNE
Mo 2025-08-29 2 #& , &8y R S E A& M HE BB R RA| B RS BEABEM

ERPREZEBRARSERZERRFFLNER  YRAEAKBLOERERENERETREE
ERENFERTERENZ SR

/A Important
AWS Z2E4ES TEERSARENEERFHEBY, REFEGZEAMNT. — L8
i

«12H29H ,1 A 29 H
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- 1H29H,2H268 (3BEF)
- 2H26H, 3829H

/A Important

MREEFTERE  SERUFTNKEER , MARBELRBUEZA THEME , 787
MEMKEER THRIER.

HOHREERKE  REERSHLOEEKTHNESEARSRIEFEFEA.

/A Important

MREFABRREEERFEIRNEER , WA AWS Organizations APl RIRFBREIRE
BEIEE , REERSILAKLE,
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B AWS Z2 =4 EE R

BEREERT AWS ki AWS BERNHEERER, SEARRESSREE, HRNEERNE
B, GUNERREE, Sl , EULKRERS stage , BEFNEERAS testo

BRI EMITUTRE

- BBIMBBIEH AWS BIR. 5% AWS R XERR , HETUSHEENERERGRETE
RIBWEIR , LU HE IR,

- EHHER AWS A, BALIEERRLE AWS Biling BMABLEER. AWS EFARERRS BEN

BA , YEEBARARIEREHRE. WFEFMET , F2HE AWS IREFEAEBETFNEARESD
BLRHE

- Y AWS BRIFE. MEFMEEF  F20 (AM FHEER) PHERAERZESFEUER.

EOH AWS RE BHES AP SEHTER,

3
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https://docs.aws.amazon.com/IAM/latest/UserGuide/introduction.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_tags.html
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£ AWS CloudShell I AWS Z4 =4 EFE

AWS CloudShell 2 ABIERABERAVTELET Shell , B LAE#EZRE BB AWS Management
Console, & LA EREFH shell (Bash, PowerShell 2 Z shell) ¥ AWS JR# ( 23F AWS Z£E
HEE ) #ITAWSCLI 7. B, BEETEIREGTI T ENTHITUHIRE,

EAWS CloudShell # B8 AWS Management Console , MEAREA EEAN AWS EAEHEH
BN TEHHY shell TERFERFER, LLTFELERE AWS CloudShell 5 & T REEMFEA 5 2 AWS CLI iR
(FAERETR shell WEHIRE ) HZ2SHOESE AWS REEEER , BBBEREZAER,

B &
- HW{8 #9 IAM 57 AWS CloudShell
o ] HLZ2EHEREES AWS CloudShell

HU1E #Y IAM FF A AWS CloudShell

AWS Identity and Access ManagementEXE S A/ S A RENEFRERER , S5 IET IAM &£H
& , B LAFEL AWS CloudShell FfEFARE I ThEE,

EHEETFHEAEFIENGERARNEER AWS SEHE, AWS SEHEEHR AWSEN I EENE
SMEE, TH5EAR CloudShell B9 AWS SEBE A LLERE IAM 5%

« AWSCloudShellFullAccess : #&#FF 0 , LL AWS CloudShell TEFE A IHEE,

MREBERS IAM FEHE T E/EEEE AWS CloudShell , 7] LA 3 £ F
AWSCloudShellFullAccessEEBIRMAEH AN BT HE. MFERS CloudShell A ETAR
EERNFEMER , 52 BAWS CloudShell ( £FAEERM) PHEA IAM BEEEE AWS CloudShell
ERMBAE.

(® Note
B IAM B W ERBCR , RTFFULRSEHERBIFTT.
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https://docs.aws.amazon.com/cloudshell/latest/userguide/working-with-cloudshell.html#launch-options
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies
https://docs.aws.amazon.com/cloudshell/latest/userguide/sec-auth-with-identities.html
https://docs.aws.amazon.com/cloudshell/latest/userguide/sec-auth-with-identities.html
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A BEELZ2EHOIERE AWS CloudShell

AWS CloudShell #¢ BiE)#% AWS Management Console , &AM BIRRBREAG S A HELZ =4
EIEEE,

(® Note

5/ AWS CLI B AWS CloudShell , ZAEZEETHH LRI MEMER, A , RARELKE
Shell FE§FE H 4 , R EEREREFA AR,

5/ AWS CloudShell 1 Z4£ =4 EfE

- #* f AWS Management Console , BRI SLUEZEEE S| E 7] AHY T 5EE R E CloudShell :

« iZ#2 CloudShell B,
- FRBREEEHMPE A cloudshell; , #A%I1EE CloudShell #1E,
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£/ 88k AWS Ze =4I APl BEIY AWS CloudTrail

AWS Z2EHEIEEE BES AWS CloudTrail , WIRBRMUFERE, AEHLTLSHEEPH AWS
BR % PRERER BN ERY EC 8%, CloudTrail €452 £ B EIEMNFTE API HILKEENAS4, HEEH R SFER
BRLEHCEIEANTU  URHRZRSEHCE AP BENERXBRW, MREEEH , AT
LARRA CloudTrail E4#FERfFE Amazon S3 #7irie , BIERLEHEENSEH, BIEEREEE
Bt , AR LUEIR CloudTrail TEATPNEHREEHFRERZHSEMH. £A CloudTraill HENEA ,
BODHEH RS2 EHEERENGER, REFBRNG IP i, REHFBROAS, REFROGER , X
REMEFHER,

EEE—L T H CloudTrail , 5528 "AWS CloudTrail fFFH&EM .

CloudTrail FZ == O FEE A

BIUWRF AWS IRF B, 88 E2RUA CloudTrail,. EEBERLSHORPRLEN , OEBFCHKE
R CloudTrail B4 , AR EHELRHEFPHEMERRE AWS B4, BUNE PR, BN THRE
KB AWS 1RF, MFEFHMER , 55268 £ CloudTrail SHELEHEMRELF o

MFEAWS IRF iBX 90 KAFHERHZMNEN , FREMIEHN CloudTrail Lake SHERFHIE,

CloudTrail & it

#RFAEEE CloudTrail #§ B R FE Amazon S3 A8, FH BIUMNFEHRE AWS
Management Console B8R Z[EiF, EAILAER AWS CLIZNBE—RZEiFHEN ., BREELS
EiEEH , ARSI AWS BiF (REFE WER, MREEVE—EFEN SR ERRENH
AWS BE e SN, WFERNFMAESR , F2E (AWS CloudTrail EFERERE) FHAE
B AWS RF 2Bt A ARSI B M,

BULBBRENEH  REBSEEESHMN —EEZARL CloudTrail BEZEZH Amazon S3 %
FiTEe  (BEERMIELE Amazon S3 REEFEMH. W CloudTrail EEMFFMER , F28 AWS
CloudTrail EE{&, NZE Amazon S3 EEMMHEE , 552 E Amazon S3 EE,

CloudTrail Lake E4E R FZHE

CloudTrail Lake BREEMEEHE1T SQL BEFM., CloudTrail Lake &5 %3\ JSON EXHWEE
EHEIA Apache ORC 1, ORC R—EBEMAREEFRIN , srEREEIERET 7 &EL.
RAEESEUHREISESHERTHED , SHERNERERSHENTITEES  HIKBAZERE
RERSHENGEERNGRYE. EAREHENERENZIEEEEHMLEESHRFEFEI THE
B, WZE CloudTrail Lake BIEFMEA , S BAWS CloudTrail  FEREERE) FHFER AWS
CloudTrail Lakeo
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-lake.html
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CloudTrail Lake EHERTFHENEASELER. EUEHEREFERER K SUNEEEARSE
HERFHRENEERE, LEEERESREMNMBFEEHENAER , URBE4ERTFRENTER
MERREREH. WFE CloudTrail EEMFMEN , F2 8 AWS CloudTrail E{E,

CloudTrail 2RI R EHEEEE , WERHEEAWS ZL2EHEE API 2EH, fln, ¥
CreateMembership, CreateCase #l UpdateCase EifE3 HAY & TE CloudTrail FLBERFE
EEER,

B-SEMUAREXRNSLSELFRENETA. FoEATHEEHE T5IEE !

- FEREMFEHIRIER AWS Identity and Access Management (IAM) S ZEZE AERHEH,
- REZBRE , RACEATHEACEBMS I ERAENERLZERE.
SRR EHEAM AWS RIEIRH,

i
0

W
ﬁlm

MEFHMEA , 5528 CloudTrail userldentity JT3,

THZLSHOEAFERER

BHR —EERE , RSB ARERNEARAREIEEN Amazon S3 f#FRT#, CloudTrail B
EE’EE FEZEERER, —BASHATMARRREEHNE-—FR , XESHEREE. FRH BHME

3. ERBHFEA. CIoudTra|I BESENIEMLE API IR EREREEF Rt RS MEMEEIR
F&fﬁo

T 5| #5588 R~ &0 CreateCase EIYER CloudTrail HEEEH

{
"eventVersion": "1.09",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AROAQ0Q00000000000000:usexr",
"arn": "arn:aws:sts::123412341234:assumed-role/Admin/user"”,
"accountId": "123412341234",
"accessKeyId": "*xx*",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AROAQ0000000000000000",
"arn": "arn:aws:iam::123412341234:role/Admin",
"accountId": "123412341234",
"userName": "Admin"
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-lake-manage-costs.html#cloudtrail-lake-manage-costs-pricing-option
https://aws.amazon.com/cloudtrail/pricing/
https://docs.aws.amazon.com/security-ir/latest/APIReference/
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iy
"attributes": {

"creationDate": "2024-10-13T06:32:537",
"mfaAuthenticated": "false"

}
}
},
"eventTime": "2024-10-13T06:40:457",
"eventSource": "security-ir.amazonaws.com",
"eventName": "CreateCase",
"awsRegion": "us-east-1",

"sourceIPAddress": "1.2.3.4",

"userAgent": "aws-cli/2.17.23 md/awscrt#0.20.11 ua/2.0 os/macos#23.6.0 md/
arch#x86_64 lang/python#3.11.9 md/pyimpl#CPython cfg/retry-mode#standard md/

installer#exe md/prompt#off md/command#security-ir.create-case",
"requestParameters": {
"impactedServices": [
"Amazon GuardDuty"
1,
"impactedAccounts": [],
"clientToken": "testTokenll12345679",
"resolverType": "Self",

"description": "***",
"engagementType": "Investigation",
"watchers": [
{
"email'": "Ex*",
"name'": "***",
"jobTitle": "x*=*"
}
1,
"membershipId": "m-rlabcdabcd",
"title": "xE*M,
"impactedAwsRegions": [
{
"region": "ap-southeast-1"
}
1,

"reportedIncidentStartDate": 1711553521,
"threatActorIpAddresses": [
{
"ipAddress": "***",
"userAgent": "browser"

THZ:BHEEAREREAR
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I
"responseElements": {
"caseId": "0000000001"
},
"requestID": "2db4b08d-94a9-457a-9474-5892e6c8191f",
"eventID": "b3fa3990-db82-43be-b120-c81262cc2f19",
"readOnly": false,
"resources": [

{

"accountId": "123412341234",

"type": "AWS::SecurityResponder::Case",

"ARN": "arn:aws:security-ir:us-east-1:123412341234:case/*"
}

1,

"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "123412341234",
"eventCategory": "Management"
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AWS ZEEHER HRERER

FH B8 AWS Z2EHEE tRF AWS Organizations

AWS ZEEHFEE S8 B4 AWS Organizations. #H#BH AWS Organizations BEE ik 5 7] LU IR
FEEA NEREER AWS Z2EHEE., KBESE DBA AWS Z2EHER HARBENR
#% AWS Organizations, MFEMAIRFELFFANEN , FSREE A AWS Organizations B H b
AWS BR# .

UT&EHEIEERTERUBRRELEHLQERERSIRFFDHTHEEER.

B #

- AWS ZLEHES Bl £/ WEEFEMEE AWS Organizations
- A NEEEEFRAWS IRFEE

- BEEZERNEZLSEHEEEESIRFMENTH

- BEEZEREEE AWS R EHES

- A IR (OUsEERBEK AWS R EHES

- BREFIEE AWS ZLEHES

. RBBREE AWS Z2EHES

AWS Z2EHES 8 £/ HEZEE2EMEZE AWS

Organizations

THEEEHENEBRTHETHRERZLEHEEERSIRFNEFELN AWS Z2EHEL
ZRNZLEHOREESIRFRESMEN.

EMNLZLEHEREESIIRFS MK ERF SAEB HIE AWS Organizations,
NWEREEEIRSE AWS Z2EHES,

BALEE —AXRERFHAZERNZESHLEEESIRS. flW , MREERBN #4144 BE
FREWRF 111122223333 |, BlfEEE#44 #ia## HEHRHMBEWRE 555555555555, A BAERT
RHAERHTERAREREZESEHEEEESIRFMEERNKRE.

TEBREBNEERERZTRNZEEHLREERIRF.

CHBNEEURERNEZLENHEREESIRF. T8 , AWS R REBKEFEREER
RA, TEBRER LR,
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AWS B2 BHER EAEES
RARTRTBRERNZEEHOEER SRS S EBUERTE.

NREBREMNZLEXCOEEESIKRS , § AWS Z2EHEE BREKERZLEHOEE
BEERFHEBBNMEXEIRF. AWS 22SEHEE2 ETBAMBELKEIRFBA.,

A NZETFEEAWS IRFEE

BANZEEER, AWS Z2EHELE EEEBIRFNEREEESAESERERFNIEEEAN
FREER (HlUEELBERBBAFMEN ) AWS Organizations,

ERATHREFRBAEST AWS Z£EHEE NZEEEI.

® =IEFFA
BEHITELREYR , BLXAFETIER :

- BHBEREBAEEIRF BT LRE
- BHVEBAARA A AR,

Console
A WEEEERAWS 22 EHES

1. & A AWS Organizations £#£ &, XA IAMFRAEZEA, BT IAM A6 | S2UERE
BIRFHPNRERE (TER) 558 A,

EEEHEPERERE.
AWS R EHEE EIREFERRE,
i##Z Enable trusted access (BB EEEE).

ERAZEAEFIYEELRT AWS Z2EHEE | BABANER K AREERAZGEER
HY,

o &~ oD

API/CLI
BA NZEEEFEIRAWS IRFEE

BT TSR, Bl ERABERNEERRSPHEAERREL Account Management API ##
£, BEEREMA --accountId BERSEZHBHIHIRERE,
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https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_org_support-all-features.html
https://console.aws.amazon.com/organizations
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 AWS CLI: enable-aws-service-access

THHEFEE AWS Z2E4EE Wk FHESTRA W2 EEFE.

$ aws organizations enable-aws-service-access \
--service-principal security-
ir.amazonaws.com

Lt SRR M ELEE .

BEEERNZEEHOEEESIRFAMENTY

BRI EEFAZREEERZESRN AWS Z2 54 EE B EK AWS Organizations, 15 0a
RIELHFUMNENR , BSBEEMER AWS Organizations E2E 1 AWS R#,

® Note

AWS ZLEHER FRFRAMTRENEERR , 2EEBA AWS Organizations 51EE
%, MREMEH CLI/SDK , BIAEFE A EnableAWSServiceAccess AP| 51 RFEIELA Lk Th

fEsecurity-ir.amazonaws.com.

8% AWS Organizations B2 8 , TR REBEEERNZLSHEEEESIRS 20 , BHER
BT BT TS AWS R EHEE B11F - security-ir:CreateMembership#l security-
ir:UpdateMembership, ELEEAIREERA AENEREEERNLZLSHEEEESIRF
AWS ZE2EHEE, IR AMRRE T LAEIT A 1#BE A BB B8 & A AWS Organizations BYE)
(=

EERFELHT , BELIRFR AWS Identity and Access Management (IAM) BUR 2 & T 5Bk
N

"Sid": "PermissionsForSIRAdmin",

"Effect": "Allow",

"Action": [
"security-ir:CreateMembership",
"security-ir:UpdateMembership",
"organizations:EnableAWSServiceAccess",
"organizations:RegisterDelegatedAdministrator",
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"organizations:ListDelegatedAdministrators",
"organizations:ListAWSServiceAccessForOrganization",
"organizations:DescribeOrganizationalUnit",
"organizations:DescribeAccount",
"organizations:DescribeOrganization",
"organizations:ListAccounts"

]I

"Resource": "*"

MREIEER AWS Organizations EERFIEERZEMNLZLEHEEREESIRF , AIENIRFHLE
= IAM Bi4E : CreateServicelLinkedRole, FEERE , AWS Z2SEHES i A NWEESHE
MEZE AWS Organizations B BB A,

= ZH1E# AWS Organizations EEIRFIEEAZMNZLEHEEEESIRSE |, B THIRRRXFH
18 |AM B | S0 AWS Organizations EEIRFE ) AWS #RF 1D BUS 111122223333 ;

{

"Sid": "PermissionsToEnableSecurityIncidentResponse"
"Effect": "Allow",

"Action": [

"iam:CreateServicelLinkedRole"

]I

"Resource": "arn:aws:iam::111122223333:role/aws-service-role/security-
ir.amazonaws.com/AWSServiceRoleForSecurityIncidentResponse",
"Condition": {
"StringlLike": {
"iam:AWSServiceName": "security-ir.amazonaws.com"
}
}
}

A EEEREESE AWS R4 ES
AERME AWS Z2EHER BT EEEREEENTS R,

55 AWS EBNEE K FHLER  ZESENER THERNEZLEADREERSIRFIEES
No B zH , FRELHER BEEZRN L ERHEEEESIREAMERN .
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BERENENSE , AENERBEEEMNRZESHDREERSIKRF, RE EETRATHIR,

Console

1. 1£ https : //https://console.aws.amazon.com/security-ir/ BIRNZ £ EHCEEEA

EEE A , 55#FH AWS Organizations BN EEEAE R,

2. FRAEEALAN AWS B BEEE  ENGEAEBEEE RS EHOEEESIREFNE
o

3. ERZERBREUENKEENE K SEEZREESIRF,

API/CLI

- fEA AWS IRF EBEEN B AERBIT CreateMembership.

. THEF , BALUER AWS Command Line Interface R T IRE, T5) AWS CLI Hi9 &
EEERNELLEHOEEEESIRF, U TETARKREREERNFZSIEE

"customerAccountId": "stringstring",
"membershipName": "stringstring",
"customerType": "Standalone",
"organizationMetadata": {
"organizationId": "string",
"managementAccountId":
"stringstring",
"delegatedAdministrators": [
"stringstring"
]
3,

"membershipAccountsConfigurations":

"autoEnableAllAccounts": true,
"organizationalUnits": [
"string"
]
1,
"incidentResponseTeam": [
{
"name": "string",
"jobTitle": "stringstring",
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"email": "stringstring"
}
1,

"internalIdentifier": "string",
"membershipId": "stringstring",
"optInFeatures": [
{
"featureName": "RuleForwarding",
"isEnabled": true
}
]
}

MR AWS Z2EHEE RALNERZLSHEREESIRFMA , AIEEZRIEMAEF,
MREAREREM , BFHEYL AWS ZL2EHEE SFEENZERZLSHEREESIRFRA -

5 WABMELN (OUsBEE R BEK AWS Re S/ S

AWS Z2EHES X EEBEMEN OUsWREERKESE, & n]LARREHEN RS ERK LK
ERE OUs, BHNKEERKEEFME OUs FHIFTAIRFE , 81 F OUs THIIRF,

EHREEREBE , — XSRS ER 5 8 OUsKIE#H, MREBEZSFHEIB 5 0Us , FHRTK
5 fE OUs WEAMEE A EXSTRATREM S L.

Console

1.

I

£ https : //https://console.aws.amazon.com/security-ir/ BRI Z £ EHEEFIEA

EEXA , FBFEH AWS Organizations BN EEZE AE R,
BEZEEHEER > IRF

R—TEER

BEUEZHEMEL OUs)

BEVHTIE OUs= BBk OUs

BHWHRZ 5 BEREEHMN OUs, BEEREHIEHMEER OUs,

® Note
Fri# OUs TRYFTAIRF M T OU #BA% 18 B R
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7. BR—TEHEEH
8.

@® Note
MREAEEEFHEIB 50Us , mEELEE 5 M6, BEEIFTE OUsHE B REE,

EEHE—STHUOME AWS BB HT OU 8F | BESBEH EEEAMEN OUs) AWS
Organizations.

EREEE AWS ZeE/HES

Ed AWS Organizations &K AWS T2 EHEE EF —H —HNERKR. ERFRENEBIERE
fi (OUs) #1318 (SiBk ) i, BLEFRKRMELHN AWS T2 EHEE HEERBERF P,

EERIREFMEERNKEER  BEREE BB IRFEH AWS Organizations A —{&& 18,

B RS EM OUs MMBEENKEER , F2REMABMEN OUsEERE &,

it BBRRE AWS R EHES

EERREERTBRIES , BUURABHBRRERSE, BIEFBHFANE OUs , RKEEKF
# & OUs,

EERECHREERPBIRIRE , BERREBBEASIRFENERF.

BHEMIRFBH OUs , FFEEMIRFBEEMEN (OV) SiRIRF 2 OUs 2 Er AWS

OrganizationsT&F o

BEREHKEERTBE OU , BEBEEABMBEN (OUs) EEREERNERF.
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Amazon EventBridge

£/ Amazon EventBridge , A AR B, EEFEMIHBFAE AWS R SHEE ZOIMKEEREENS
., BULUEBRRA (EAREBEERME-—NZEEE ) FEREE (EHAREGERENE, BExN
EIR I EE M point-to-pointB 4 ) BHELEH,

FBAUEREEHEERE=FTECHEIES , EAERK Al MHA AWS TEREE RS
o Bl , ERLEHREIBHRIRGIE , LA LFEMA EventBridge B Bt 3R #53% 3R i 388 A F 2548
BE. i, mMREEELME AWS RE |, B LA Amazon EventBridge & REE AWS 2%
R HEER , MERAMERESHERFRANLTERE,

MFEFHMER , BRI LAREI{TER Amazon EventBridge ?

B &%

 f£ Amazon EventBridge BB &L+ S 4 OIEEH

- £ AWS ZEEHES =4

- HERRE : HiEMembership UpdatedZE##Y Amazon Simple Notification Service 12

{#F Amazon EventBridge BB Z £ E4 EEEH

Amazon EventBridge & —E&fARFRE , IREEASHEEARS tHEREE—&E 6 BLERE
WRETERNEAEHEEAES. S4EHEEER BEERBAHBRANAR , BB EM
EEEHRFE. BHRREFRRREFHEE,

LUTREEEARR :

WEFFZ AWS R , REE4 N REELSHA K EEEE EventBridge RERBHERDE, ( AR
HERFESEDEEN AWS IRFFHE. ) FHERFREZRENS  UREHEEEFTEXZEEN
e BRI HR, ERABHERMEENRISESHIERTEEN. SERNSERESHESH
BRANSEHEN, MREHEERT  SHERIEREHEEEEENER (s).

£ EventBridge RAIEERZ £ S4B ESH

= E® EventBridge HREHERFEZLEHOEEAEEERE , ELREVRA. SEHRAH
BEEHEN , EventBridge ELLHEHERF LRBINEEEH. MREHENFESIEENSHE
i , EventBridge €8 ZEHXNERAUNBER (s)o
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AWS Z2EHER HREER

MERVEHERIERANTERR , 52K (Amazon EventBridge A EREFE) HHE IS4
R Ry AR Al

BANEREEMHEREANEHEN

BESHEREZ JSON ¥4, EHE= -

- BAEEBEHZREN source B, HRZLSHEEEHN , RIRA "aws.security-ir",
« (BEM) BEELYHcEHERMEIN detail-type B,
- (BEY) SEELHNTMEMEHERDN detail B,

flmn | THEHEXNFESEE WFTECase Updated by AWS ###### ServiceEH AWS RS :

"version": "0Q",

"id": "alb2c3d4-5678-9@ab-cdef-EXAMPLE11111",

"detail-type": "Case Updated",

"source": "aws.security-ir",

"account": "111122223333",

"time": "2023-05-12T03:45:00Z",

"region": "us-west-2",

"resources": [
"arn:aws:security-ir:us-west-2:111122223333:case/1234567890"

1,

"detail": {
"caseId": "1234567890",
"updatedBy": "security-ir.amazonaws.com"
}

}

NERBEHEXOHMET | LB (EventBridge A EHER) PHEHEX, EventBridge
REEHFEEEHFRENASZE
AWS BRI FIFT A SHEHE — BRI, Eh a2 BHNTRER , SIMEATOR AWS i

BRI, BHELNERE, SH4RENREANES  URHM, ISEE—RBUNES A FSH
{Amazon EventBridge fEF &) FHEH4FEERIRZE,
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AWS Z2EHER HREER

s, BESHEHE—E detail ML , HPUESRBESHNBEEER, UTSEERTEERE
SHEESEHNFEEAML.

£/ EventBridge REZNMER L& B CIEEHIF |, FFrEC NHIEE ¢

- REZLEHEENPIESHMN source MLREA "aws.security-ir",
+ detail-type MUIEEEMHEE,

f5l4n "Case Updated",
- detail MUTEABESHNBEER.

NEEHRAEHERLBERAGE R SHEEEHNER , H2H (Amazon EventBridge £ %
JER) PNEAER,

MESEHREEESRNWFMEN , 5208 (Amazon EventBridge A& ER) H#Y EventBridge
f+. EventBridge EventBridge

ERWA : FTE AWS Z2EHEE SH4EITSELFE Amazon EventBridge #{

« WA : EventBridge EH R MRA

« id : R —EBIRF

« detail-type : EHEEMAFTERR

- KRR KEEHEESH—2EA "aws.security-ir"
- EHBEMIIRE : AWSHIRF ID

o BFR : EH AN 1SO 8601 BFEEES

- region : AWS B ERNFENE

- BR . @2 EEIR ARN HFES|

AMEFTMN . detail K EEREEHOEBEERA

- caseld : RO —FBITF (EREFSEH)

- membershipld : KEERKME—FBTF (ERKEEH)
- updatedBy : FEHITEH ( ERRGINTRENEH )

- createdBy : EVERBMNAER (ERRHFAMTREBILEN)

JEBME : updatedBy#l createdBy U AIEE
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AWS Z2EHER HREER

« AWS EIfEE : I AWS Z2 O EEFTHEE
- security-ir.amazonaws.com : BRE B BB ITHIEN4E
- IRF ID: BEEEITHEME (flan "111122223333")

EiJR ARN B : AWS Z2EHELE ERFEHEL ARN &3

« Rfl: arn:aws:security-ir:{region}:{account-id}:case/{case-id}

- WEEH : arn:aws:security-ir:{region}:{account-id}:membership/

{membership-id}

=OIEH

AWS [B] fE & 32 3L 1Y =45

"version": "Q",
"id": "alb2c3d4-5678-90ab-cdef-EXAMPLE11111",
"detail-type": "Case Created",
"source": "aws.security-ir",
"account": "111122223333",
"time": "2023-05-12T00:00:00Z",
"region": "us-west-2",
"resources": [
"arn:aws:security-ir:us-west-2:111122223333
1,
"detail": {
"caseId": "1234567890",
"createdBy": "AWS Responder"
}

AR 22 31 19 =51

"version": "0Q",
"id": "alb2c3d4-5678-90ab-cdef-EXAMPLE11111",
"detail-type": "Case Created",

:case/1234567890"

ESVEN
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"source": "aws.security-ir",
"account": "111122223333",
"time": "2023-05-12T00:00:00Z",
"region": "us-west-2",
"resources": [
"arn:aws:security-ir:us-west-2:111122223333:case/1234567890"
1,
"detail": {
"caseId": "1234567890",
"createdBy": "security-ir.amazonaws.com"

EFEUHES

"version": "Q",
"id": "alb2c3d4-5678-90ab-cdef-EXAMPLE11111",
"detail-type": "Case Created",
"source": "aws.security-ir",
"account": "111122223333",
"time": "2023-05-12T00:00:00Z",
"region": "us-west-2",
"resources": [
"arn:aws:security-ir:us-west-2:111122223333:case/1234567890"
1,
"detail": {
"caseId": "1234567890",
"createdBy": "111122223333"

AWS ElIEEEEFHNERSG

"version": "Q",

"id": "alb2c3d4-5678-90ab-cdef-EXAMPLE11111",
"detail-type": "Case Updated",

"source": "aws.security-ir",
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"account": "111122223333",
"time": "2023-05-12T01:30:00Z",
"region": "us-west-2",

"resources": [
"arn:aws:security-ir:us-west-2:111122223333:case/1234567890"

1,
"detail": {
"caseId": "1234567890",
"updatedBy": "AWS Responder"
}
}
AWS & FE =6
{
"version": "Q",
"id": "alb2c3d4-5678-90ab-cdef-EXAMPLE11111",
"detail-type": "Case Updated",
"source": "aws.security-ir",
"account": "111122223333",
"time": "2023-05-12T02:15:00Z",
"region": "us-west-2",
"resources": [
"arn:aws:security-ir:us-west-2:111122223333:case/1234567890"
1,
"detail": {
"caseId": "1234567890",
"updatedBy": "111122223333"
}
}

AWS Z2EHEE Service EFTHIZRAI

"version": "Q",

"id": "alb2c3d4-5678-90ab-cdef-EXAMPLE11111",
"detail-type": "Case Updated",

"source": "aws.security-ir",

"account": "111122223333",
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"time": "2023-05-12T03:45:00Z",
"region": "us-west-2",
"resources": [

"arn:aws:security-ir:us-west-2:111122223333:case/1234567890"

1,
"detail": {
"caseId": "1234567890",
"updatedBy": "security-ir.amazonaws.com"

EVIRY]e5

"version": "Q",

"id": "alb2c3d4-5678-90ab-cdef-EXAMPLE11111",
"detail-type": "Case Closed",

"source": "aws.security-ir",

"account": "111122223333",

"time": "2023-05-15T14:22:00Z",

"region": "us-west-2",

"resources": [

"arn:aws:security-ir:us-west-2:111122223333:case/1234567890"

1,
"detail": {
"caseId": "1234567890"

RBIFFREH

AWS [o] & & 32 31 1Y RHI5E R

"version": "Q",

"id": "alb2c3d4-5678-90ab-cdef-EXAMPLE11111",
"detail-type": "Case Comment Created",
"source": "aws.security-ir",

"account": "111122223333",

RBIFERES
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"time": "2023-05-12T04:30:00Z2",
"region": "us-west-2",
"resources": [
"arn:aws:security-ir:us-west-2:111122223333:case/1234567890"

1,
"detail": {
"caseId": "1234567890",
"createdBy": "AWS Responder"
}
}
BEFEINRBIFTR
{
"version": "Q",
"id": "alb2c3d4-5678-90ab-cdef-EXAMPLE11111",
"detail-type": "Case Comment Created",
"source": "aws.security-ir",
"account": "111122223333",
"time": "2023-05-12T02:15:00Z",
"region": "us-west-2",
"resources": [
"arn:aws:security-ir:us-west-2:111122223333:case/1234567890"
1,
"detail": {
"caseId": "1234567890",
"createdBy": "111122223333"
}
}

AWS Z&EH RS RIEE LN RHIFT R

"version": "Q",

"id": "alb2c3d4-5678-90ab-cdef-EXAMPLE11111",
"detail-type": "Case Comment Created",
"source": "aws.security-ir",

"account": "111122223333",

"time": "2023-05-12T02:15:00Z",
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"region": "us-west-2",
"resources": [
"arn:aws:security-ir:us-west-2:111122223333:case/1234567890"
1,
"detail": {
"caseId": "1234567890",
"createdBy": "security-ir.amazonaws.com"

& FEMRBIFT®

"version": "Q",
"id": "alb2c3d4-5678-90ab-cdef-EXAMPLE11111",
"detail-type": "Case Comment Updated",
"source": "aws.security-ir",
"account": "111122223333",
"time": "2023-05-12T02:45:00Z",
"region": "us-west-2",
"resources": [
"arn:aws:security-ir:us-west-2:111122223333:case/1234567890"
1,
"detail": {
"caseId": "1234567890",
"updatedBy": "111122223333"

AWS Z&EHEE BRI EMNRGIFT R

"version": "Q",

"id": "alb2c3d4-5678-90ab-cdef-EXAMPLE11111",
"detail-type": "Case Comment Updated",
"source": "aws.security-ir",

"account": "111122223333",

"time": "2023-05-12T02:45:00Z",

"region": "us-west-2",
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"resources": [

"arn:aws:security-ir:us-west-2:111122223333:case/1234567890"

1,
"detail": {

"caseId": "1234567890",

"updatedBy": "security-ir.amazonaws.com"
}

AWS EIEE RN ROIFEHR

"version": "Q",

"id": "alb2c3d4-5678-90ab-cdef-EXAMPLE11111",
"detail-type": "Case Comment Updated",
"source": "aws.security-ir",

"account": "111122223333",

"time": "2023-05-12T02:45:00Z",

"region": "us-west-2",

"resources": [

"arn:aws:security-ir:us-west-2:111122223333:case/1234567890"

1,

"detail": {
"caseId": "1234567890",
"updatedBy": "AWS Responder"

REEHF
REERERY

"version": "Q",

"id": "alb2c3d4-5678-90ab-cdef-EXAMPLE11111",
"detail-type": "Membership Created",
"source": "aws.security-ir",

"account": "111122223333",

"time": "2023-04-01T10:00:00Z",

BEEH
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"region": "us-west-2",
"resources": [
"arn:aws:security-ir:us-west-2:111122223333:membership/
m-1234567890abcdef@"
1,
"detail": {
"membershipId": "m-1234567890abcdef@"

KEEEEER

"version": "Q",
"id": "alb2c3d4-5678-90ab-cdef-EXAMPLE11111",
"detail-type": "Membership Updated",
"source": "aws.security-ir",
"account": "111122223333",
"time": "2023-04-15T16:30:00Z",
"region": "us-west-2",
"resources": [
"arn:aws:security-ir:us-west-2:111122223333:membership/
m-1234567890abcdef@"
1,
"detail": {
"membershipId": "m-1234567890abcdef@"

EBUHKEE

"version": "Q",

"id": "alb2c3d4-5678-90ab-cdef-EXAMPLE11111",
"detail-type": "Membership Closed",

"source": "aws.security-ir",

"account": "111122223333",

"time": "2023-06-30T23:59:597",

"region": "us-west-2",

BEEH
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"resources": [
"arn:aws:security-ir:us-west-2:111122223333:membership/
m-1234567890abcdef@"
1,
"detail": {
"membershipId": "m-1234567890abcdef@"

"version": "Q",
"id": "alb2c3d4-5678-90ab-cdef-EXAMPLE11111",
"detail-type": "Membership Terminated",
"source": "aws.security-ir",
"account": "111122223333",
"time": "2023-07-01T00:00:00Z",
"region": "us-west-2",
"resources": [
"arn:aws:security-ir:us-west-2:111122223333 :membership/
m-123456s7890abcdef@"
1,
"detail": {
"membershipId": "m-1234567890abcdef@"

£/ AWS Z2SEHES S

S&T LAY EventBridge RAILEELEH U BHEBEHFE, AT —LEHIERARM
LR AWS Z2SEHEE B4

"source": ["aws.security-ir"]
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BB REIE4F

"source": ["aws.security-ir"],
"detail-type": [
"Case Created",
"Case Updated",
"Case Closed",
"Case Comment Created",
"Case Comment Updated"

AWS [EIfEE ERAERFRD

{
"source": ["aws.security-ir"],
"detail-type": ["Case Updated"],
"detail": {
"updatedBy": ["AWS Responder"]
}
}
HERERBINEH -
{
"source": ["aws.security-ir"],
"detail": {
"caseld": ["1234567890"]
}
}

/R AWS ZEEEE B4
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HERTE . HiEMembexship UpdatedZEH4HI Amazon Simple
Notification Service 1ZE&

EARHBRED , BEEE Amazon EventBridge E4R A |, ZR AR EHEEGTEE A Membership
Updated iREEMN B4,

FORIREF

FHUBBHRENKEERTERRFTEANER P AWS BIRE,
£

¥

L[}
i

: B #FTRY Amazon SNS FRE
. sEM SRR

2 AIEEHR L

- BREAA . R EHOERPIERH

B |4

¥

L[}
i

¥
I8
%!!.y

ZHEBRRE . B FMFTE Amazon SNS &

h

FELHHBRESP , LFRE Amazon SNS £&# , AFTEHRANSEHER.

3 Amazon SNS =8

1. 7E https://console.aws.amazon.com/sns/v3/home BRX Amazon SNS A&,
i#4E Topics (E78). Create topic (B3 E£#H),

SHEIER | BIBRE,

$H¥E |, 8 A MembershipUpdated Ii#EE Y £,

£ MembershipUpdated B - |, iBEEIETE.

HRBAWE , BEEFEML

¥/ Endpoint (5% %) , MA R B AR FENE FE#H it , IEF Create subscription (EZFT
B9)

8. MELNWEFHHIRSE , YEFWIFTHERNEFBHIAS . BKRBFAEE , FHEIE Confim
subscription (FEERET ).

N o g kM~ w b

HERE | FixMembership UpdatedZE## Amazon Simple Notification Service 12E MRAS December 1, 2024 61
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AWS Z2EHER HREER

HERE AMSHHRA

BE  IMEMRREHNESHRAIMembership Updated,

SFMER EventBridge #5 Al

1.

2
3.
4

6
7
8.
9

BI4E https://console.aws.amazon.com/events/ B Amazon EventBridge £ &,
EEEE®RP , BERA

BEEVHA,

AR AN BBAER,

(® Note
EE—ERFGNE—BESHEREL K RATERES —@ERABR.

SHEEAERSE  BEERLRURYEABNSHERE. NREEELRRTEREENIRSH
B, FENMAWS BEREBEHERSE, BERF T AWS BFBHSEHE , —FERERIRFH
TR B ER .

(® Note
BEERELEEL AWS R EHER B EKH AWS Organizations ERE EEIRF A
RIEo

SHHRAEE  ZREEREAEANRA,
BET—F,

EEHRFED , BREHM,

SHHEMAERX | EBIBTEN (JSON REBR ) -

10. B TFINEHEXBIXFESE,

{

"source": ["aws.security-ir"],
"detail-type": ["Membership Updated"]
}
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WEXBEESE EventBridge RAl , LFEEHRIENREREESNWEMNES., MEEHERXHN
B , 552F (Amazon EventBridge fEA&EmE) HHEHMEHER,

11. BET—F,

12. ZEBEEBRMUA , BEE AWS B&.

13. &H¥HEENBE |, #1E SNS £ |, ¥ FE |, 1#1E MembershipUpdated,
14. ((ZR) sFHHEMIRE , BT FIIEME

a. &H¥ Maximum age of event (EHWHRREFEZH) , WA NTKR —2 8 (00:01) B 24 /NEF
(24:00) = FIRY S 1B M.

b. SHHWEHRER , WANRO0 T 185 2B EER.

c. SHEMFETH , BERSEAZELE Amazon SQS TFIMBAENF T, FHELLR AT
BLAVEHREIDEIEE B4R , B EventBridge 8 EEEERERFITI, BMITUTES—

3

BEE  FERAENERTY,
EIZEB AT AWS IRFE FRYIEE Amazon SQS 5| A AEERFER T , RERTHRE
BEREIMEFANTI,
BIELH M AWS 1R F #352E Amazon SQS T AERFERTS] , RAEWMAEFERAN
175 ARN, BHERUERAEBRBERERZRTY , M EZT5RE EventBridge M HE
BEIAFHAMGET, MEFMEA , 52/ Amazon EventBridge {8 A & #r h W Z B
ZFRHTHIRIEF T,

15 EET—Z’H

16. (BF) BRAIWA —RNZEEER, NEFMENR , 52H (Amazon EventBridge fEAEIEF) F
#9 Amazon EventBridge Z#.

17. igg—lt_io
18. MBIRAMNFHEF A ARBEFEVRKRA,

HERE | AEERA

HEAFRECHRA , FREXEN AWS Z2EHEE REERERH, MREHRAREER , BEX
EHEESBARIEEBHXFTNEFBHALS.

BERARE  ZeEBHOERBIER

BEEVERMARMENNEHRA  BEATIBEERELHERE
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AWS B2 BHER EAEEE
1. 1E HERRE - B METE Amazon SNS 7 /| [ CaseUpdates HBEEEZRE,
2. £ HERE  FMEMHRAI B, £ JSON fmESHFEATIIES

"source": ["aws.security-ir"],
"detail-type": [
"Case Created",
"Case Updated",
"Case Closed",
"Case Comment Created",
"Case Comment Updated"
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5t 2 E AR

EREIEYTREDFEENEER AWS 2224 B2 | F2HELHTHNEE,

i

ERROR RXREBD HEFRFEPHENRERE. HE , ERLEFBEBERMATRE , ESRE

= =
Ho

B &%

Gl
REE R ERABHHER,

FIEY AWS Z2EHEER APISHIURXLERBBREZREEENHNEERIIREFH IAM X8, FE
ERE hEERER IAM EBIBEAWSIRE K MEAETBREEBN AWS Z2EHES ZREEER
REEEIRS,

=10
E g
AccessDeniedException

1828 EHEFEET AT BN,

EHEN AWS BEEESE , URREEEE AWS Z2EHES EREEEHKEERIRFE PIRE
IAM BB, BNREACGRSEEANABEREIEN IAM BEX, MEFHMEENR , F28 AWS
REEBHEE 1AM,

ConflictException
AREEHT —BHIRE,

EREREENETARFIMEEREBIAROEEKRESERE—N, ARRELNAWS ££5
KRS REREERRERIRIZE, T£ https : //https://console.aws.amazon.com/security-ir/ FARZ £
EHEEEERES , AREEZE Membership Details,

&8 7 December 1, 2024 65


https://docs.aws.amazon.com/security-ir/latest/userguide/identity-and-access-management.html
https://docs.aws.amazon.com/security-ir/latest/userguide/identity-and-access-management.html

AWS Z2EHER HREER

InternalServerException

RIEBFREREFFAHNIER, FELEI2ERBE X, NREAEDAREE , FEA BHREM
EO

ResourceNotFoundException
WERBETFENER,

ARPEEN—HSBEEFRTFHE. FREMBIEENER ARNsH IDsREEMH. EEAR AWS
Organizations IDs. #&kF IDs. IAM A, KEEHK. Rl DEEBRKE. R, REIEEE, RO
B 44 0 SR BT A o

ThrottlingException
FHRFERBE , R FERERIER,

BHY IAM EREEEHERMGZ AP HBIRE T ASHER, BFHiE , ARBE R IRBENAE
i, FEREFERRBNERARRE X,

ValidationException
WA ELRE EENRERS AWS BRIE,

ARFN—RZSEERRMUAITESRIN/NBELASER, FREMBER ARNsREETHK , UK
NFEHRBNE AWS Z2EHEE AP 2ZEEPNAPINEXRE. BRRERBTATEMESE
o Hlm , BEGERLITE AWS TEBERBREE,

=&

MREFEHMHE , FBE B P OBTHREZH. FRZTIER

s

- BEER AWS B /Y

- EERH AWS IRF ID

- BHREAR , MR BHETAH

- WRERBIRHBER BT BB H M EFAE S
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AWS =B EE FREER

ZE

B 8

- FRNERRE AWS R EHES
- EBRERTERIAME
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ARFEEER AWS BRIFENE |, B AT LUERRA KRR FREBFENEFIE. WFEFHEEF , F2EH 1AM
EAEREPR IAM JSON BERTE : #Hf.

£ IAM Access Analyzer B8 |IAM BUR |, BRFFAI R £ H A IE &/ — IAM Access Analyzer 52 7&
MBCRMRABK , BARELBIRER IAM BUIKRES (JSON) # IAM SEEH. IAM Access Analyzer
BHA100 ZEBRRERYBETTNESR , IR ERAERANBER. NEEZEN , F2E
IAM & IEE Y IAM Access Analyzer BUERERFH .

FTEZFEEERE (MFA) - IRENERFEZEE IAM EHAER AWS IREFHNBEFERE | BB MFA BL
RBEZeH, MEERY AP BERER MFA | 518 MFA (RETREENBER, MEEZET , 5
28 IAM FHEIERPNERE MFA REMN API FEHL

WE IAM FREBBNEEER 720 IAM EREEETHN IAM Z2HEEH,
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# E17H https://console.aws.amazon.com/security-ir/ : //o ELEFFAIHE L FFES H BT AWS 1R
FHRERNFMERN AWS Z2EHEER , MRELEIVHREAVEFTEREN G, EBUER , AIY
REAZBENER (FAESAR) MS , TRARELMERERE,

HRMEFL CLI L AWS APIAWS BIERE , BTFBERMREEEGHT. Rz , REAHFIA
EFIERBITZ API BENBERTIT,

E#E AWS Z2EHFER Access T ReadOnly AWS SEHX , LIERFEAENAGIUFER REE
2R, WEFHMENR , F28 (AM FAEER) PWIETTRERE.
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JSON

"Version": "2012-10-17",
"Statement": [
{
"Sid": "ViewOwnUserInfo",
"Effect": "Allow",
"Action": [
"iam:GetUsexPolicy",
"iam:ListGroupsFoxUser",
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"iam:ListAttachedUserPolicies",
"jam:ListUserPolicies",
"iam:GetUser"

]I

"Resource": [
"arn:aws::*:user/${AWS:username}"

]
}I
{

"Sid": "NavigateInConsole",

"Effect": "Allow",

"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsexrs"

1,

"Resource": "*"

}
]
}
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AERBREET) RIEEM.
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LZE& AWS S4B BRIk R4

XERBBENRRGHREIR &

EEEWLER AWS JSON BERRIEEH T AFIAR, tWpl2R , BHMEEBE M BRA T o E
BEEIREAITHLEBF,
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B8 AWS Z2 £+ 0 B B 14 B 7B H] (ABAC)
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ABAC WE—%, EEZFERGT ABAC BUR , AFFET RN EREHESFINERERMEFRER
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A AWS Wickro

- EHCENEEMERINEIME - JIBRE4 D RAIMEER - fAIIER, o4, B, 2ENER-2
BHEELHEBRAERNNSEEF

- EHBEMNERIEFER - FARPUMIESHBRENE. WAHESHELIERF , UAREES
ERNMLE2HRER

BETRAAENEXRNLARAHERELED  ESEEABNEHLOEAERRERE —E-N. CEERE
RES AN SHEERTE,
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https://aws.amazon.com/shield/features/
https://aws.amazon.com/managed-services/
https://aws.amazon.com/wickr/

AWS Z2EHER HREER

RRBNEFREE

EERFEBMEOELLEN  LEETRIARNABRNEBSN. RBSEER , THSEABER
TEHREHNEREE , b RRILBEICEARI AN —BHOREE, BthERREFREAX
HREFMN  URBHMNVEBEACHEN . CEXFAERFARATIEENXHENABREE :

- AWS IRF#EE - CEEHE .

- BEZD AWS IRF ?

. JEL AWS 1RF IR 2

- HRAWS IRFHNEEEEE ?

- BREEARBEEFIBEE SCPs) ? ER2Mk , £/ SCPs BE T WRLLAH B 2

- BRERGTIEANERMRRE ?

- ¥BEBEVNRBEZEEMFEZEE (devitest/prod) ?

- AWS fREER

. SB{EFWL AWS IR ?

- TERKEZHERN AWS R ?
- BEER

- BEAMLEIRER?
- AWS 55 BEER

- BNHBAEBENMETESBE AWS?

- BEFZEAIAM BERERE (IWME) ? ENSPBRBRES AWS EREZE 5 IRMEE (1dP) ?
o WA IAM AERERAERFEETIRNRK?

- BEEATEESRER , MRS FEUE ?
- AWS RHEERX

- BNFEZASERABLE IAM BER?

- BRECEAEREHX?
- FOSRFIESHE

. EMEFAMLER IR , AR TR WHE 2

- BREEM AWS CloudTrail BFE ? MERIER , EMEFHREME 2

 {AIZEH CloudTrail BEE ?

- BE B BB Amazon GuardDuty ?
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« f{A7FE GuardDuty RAEFER (HlmEEE. EFRHK. SIEM)?




AWS REEHER EAEIET
- BEBEREHREERME SIEM 2
- FREGEABEY?
- EBETERRARSHMAENRE?
- WEAER
- SRR ENEKE, mANERTERIGES ENMHES 2
« IERVRBER AN EE SEAR AWS ?
« MAERE < EEEEERE ?
« SERERER
 WMEREE P EBRY AR ?
« WL AWS BIR AT AFfFER ?
- BB AWS tRF B E AR B ?
- BWLE DDoS =/ EBERIE 2

AOEERARRMERMEF IR EHERED MENER , HEMbARENSEBRNEREELLEH.
TENRFRNEFXGTEBLTZ2RBE , ERETREFNSELMET M,

FE S EEFH

EiREHOERENBREL S EFERFFH. SHEREFFMER-RIAGREINZLE4RE
REEENSR. REBHNEBNSRELT DRNEMEL RO A SR T,

ERBYFRNRE
st EHRMRNEFFM, Sl

- EHIEN - EALHEHNEHEILFM, ESEERLRKE (DoS). HRUBNEZBEARERE.

- BANZEMEEEFERRE - EACANLZMBEBEFTENREZLFM , #l20 GuardDuty
BEEE, B WE GuardDuty AEFRIEBE . "HEZXEEMR? ) EEHIEERERE
GuardDuty AEERIZRBERER , FABMEEBEN GuardDuty BEZERELFM. NEHHE
B HERMNIES , 28 GuardDuty 3., BEEEENZE , EFEFZRER T GuardDuty 2REARY
MEE , WEEELEM., WF GuardDuty WEFHER , F2EH&% A . EWRIVEEER - the section
called “A] R FZEE",

FRPEZEESHAR

EFFMEESZL2MMETRNRNSER , MEXSRENEBHBENREEN.
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https://docs.aws.amazon.com/guardduty/latest/ug/guardduty_remediate.html

AWS B2 BHER EAEES
BEWARERFFMEER S

- FHES - LFMEEBLRAMFIELHRE? EFFHNEBERMTE?
o SRGH - LLEARFIFEMLE AFNEREE 2 BRNBMRME?
- MEBRAEF - FRHABREBREAAM ? SENSERANEERMHE?
- BESR - EEHOENRHERT , BREBLRBLR ? S MAEXITHESH ? BZBTH
LCRABLUERFEHHIRR ?
« Detect — fA{EBIEH ?
o D - WA EEE ?
- B - MR EHLIRGISEE ?
o JHER - MARREDBREE ?
- BR - MR ZEENRRIERFTEEERKE ?
- FRAER -BTEANEXBZR , FRNERERRMTE?

FERISARFFRP—BNET  EYEFFREFNEEMLZLEFFRTEAERAE, ¥
LREFHNIER , SINAZMEEREESR A ESEFRzBLR, NRREBRER , BUURKE
ABUEPAXY , YEFMFSEEC , ARIEBFMPINARER, ERBETLEMNAE @5 F M
FREREERA, BREVHEAWELNFRINEERILRET , EUTUBLANINEFMEAE. &K, &
MFEMARERERERE , —BERESR -3, REFEKEBLNER.

g0 5 5 1

BT LATE HIBH 8% B A3k BIFF 2 & 45] F Mithe section called “Playbook EiR”, 1t B #Y &E 5] o] F 5k 5| E AR
THREEVWMLEFHR , URFRHPETEBLERAS, T8 , FELREFHR  Hh3SHEEKREE
WER, CEERIFFMINSBNIERERSESLNRNANER,

YT E R B

EEEERENERMRERNRE K BEEZERME, Rt , FERRENE4OENRITEEE,

BEE-EAARATUHIENSE. EREEAEEHANZLEARS , EERJIEEEERES
BEENKE, RWNERF (TTP), YEREBTEROEELTRELERETNWEERARSEMH , RE
AN EESFEERD,

BRESSEEN 25

- BEERERREENZESHLEEBAENE L,
- ARTEMITERZMNERMERER,
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AWS B2 BHER EAEES
- RBENEHOETE  BEBENZHRGE,
- RACOEZRENNVHE,

By EE
TENEREREA=RE

- RERE -BENKREFEBEE—BEUNRAERN TERE , SRSIESHLCEFNSHEEER
REAGVNER , YEACEYNEATENEFFH. REREBSTUEER S, BRSHH
HENERATR. HRUAFRAERNAE  KREKRBEENESF. ABNBREHE. RilTRF®
AR - ; T8, EREAEHORIEFESTBREETBRREKREN -2,

- XEERRE - KeERRETREE4AOEE (B EREREBNTE (L) <BENHESER
E. EcERBEEHARSEERD (SOC) WREMK , BTN EEEERRRSHHESRVE
RS EEE, ARKBEER2EAFAERNEARNSHEEEERR , 2B T ARBHEZEMHIIR.
MRCERERTRABERBTFAGHE  BRFERATT, EXRCEBRRENE , TEERRE
ARG, TENTESHOETFENRERERRF (SOPs).

« AIBOEMR - EALBCRMRIRE | ER (B STEE  URAARENEEERBER RN —EE
B, BEE (BERF) F—EAERENHEENGERE  ETRMHEERENFME , ftefen[m
FEEMNEH. HM Red Team IRBAIREREAMRE , Rt BRZEELEFEG , SIHTEE

TEHLENREERNERES.

(® Note
AWS BEREFEETREEBSALRCERH , MEZERFEHEK ERANZENFHBEE,

R1TBERNAELEBREN-LIELR, FHLIE  ERBEERRARHES , XHALEFT
RS BMNER,

®1-RENEE

RLEEE ReEBRRE AL BORRR
BE HiR—ERELRE HRE&EEMAL, & 2 EXEEERNERE

SHROIBERES BENEm. £XE m. BH RBHREER
RE. SBEAURS BRGRE A , E5 B, 2EETRETA
ARZEEWRE , U
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https://aws.amazon.com/security/penetration-testing/

AWS Z2EHER HREER

REEE KEEREE ALBORAR

PN, YHA—FR RERESHEE ¥  BRENAEFHE
DMK E X ABRED L ERRMAE #o

FREEHEIR FIBENEMERAR  AENSENREEE PR 5 Y & N2 18
&, URFENSE &, URAENSE
B & & =

ZRENHTHARER, SARTEERTUASSRENZEABREREBIFNGRE , RILETLERER
RIAEMNEREE (FNRERE ) FE , TEARSENERERE (IBER ) . CREBERS
MEEHAE, BRVNMENGERRENRERE, AREMENRE K FEEFURIESRENITL
BB

B £ wmiB R
EWMCERENEREEAMN , EREEERFETISR

1. EBROREBELE - ERERRIINERNER. EMEREEGEEREN .

2. MpIBARAZAEREE - L, —HREFTERTIRANZEE, BIRIER  TREIREE. B
ANREEEERESEMNEBRA.

3. BEMAERS - RBEARAFTT , IRFEENERRS , RACEEREF, AiTHKRHN
BREERAIEERNE S,

4. RERR - ERNBERETEANEESRX (REERN. KRERFIMEL , MERAERNE
n) . HREREEEERKEREERESAYE  MNESENIMAEEERSESE | U
PSS PAN: R 6

5. HETBRRE (AAR) - BRI RBERFVEL., TTAERRNZNED , URBENEZE, AAR B
EEENAIMUREBRERERSANEEEN  LEERRNEFRERERIEE.

AT

MREHEZEBH A RBYBEBENRN , ENEHCRASKENRE, THEE , W RERN
178,
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AWS Z2EHER HREER

A% AWS lRE#E1E

AWS Organizations EEKERMIER AWS ERE , BBREFEE AWS IRIE, AWS HBIgS
AWS ZWIRF | MESRUE-BNEEEM. SUUEREBEN OV) SIRFREE & , UE—
BUNEXETEE,

HREADE  AXESHEENEE AWS NIRFERRAEER , AR EF%£ OU MEHE OU, #
ZEMOU F , BEZBEATIIEBNIKRS

- BRHF - ®EBFEHE AWS IREFE B

« RETE-SEHZL2TE AWS IRFHANZ2RE. KIRFEUZ2ERBENERRAREEES D E
.

EEHROUR  BAUREALEMENSRARHEF—IZAERIRS , ERABERSRESE
EkBRNEERRXNME, HNSEREIRF A ENES , MREEETXERI (MHSFEEILIB) (us-
east-1) MIEXBIFEZL ( BERK ) (us-west-2) HE&IE |, AIFAFEER OU PEMERFS . —@AR us-
east-1 , 5 — AR us-west-2, MEHMKRFEE—LFE , X BEESH 22 MR REERR
B, LELCEEEAE MRS LIRS EITEE,

TEERERFER A SREFEERSESIKRSVER OU

EHERENESERIERSEE
HEMBEFRCRE

MEREXBEARFNABTERAURE AWS EFAEBEN AR AR ERRRE. HP—EH%
REBEN , BPRENMERGEN AWS ER , YIS HEAEERNERNE. BAUUEYER , K
BEY, #EEE,. BRE. RENENEREUARGEENHMERE RS BER,

BE — BAVRRC R T R TRRE B MNP R AWS ERNMEERTESR , LINREEERE, S8BT
ERBBEEBBLHEE, MFENARENFEET  F2EEL AWS BRI . BEBLEER
EEREABTFEFENERR, <&  S8EFALBHHTIRLTRE, STNE AWS EEEFHRIE
ERERHIBITHFAER EHEBRBEARBIZFBER (SCPs) AWS BE AWS BIRIZEC K.

E# AWS bk FBiiEE

HREWEZE AWS IRF | BBAHEELER Hup-to-date A& E A , UEERNFRHEEERSIRE
AWS £, IRENBRFESETENEREN, HREE AWS IkRF , EHRFEEBEANRARZ S
. IREMBRENBABHEA, SUNEAWS IRFEESEEMPRIBEBIZACENESR,
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https://aws.amazon.com/organizations/
https://docs.aws.amazon.com/general/latest/gr/aws_tagging.html
https://aws.amazon.com/blogs/mt/implement-aws-resource-tagging-strategy-using-aws-tag-policies-and-service-control-policies-scps/
https://docs.aws.amazon.com/accounts/latest/reference/manage-acct-update-contact.html#manage-acct-update-contact-alternate

AWS Z2EHER HREER
MBEBERBEANMAT, , BSMAWS ¥, BFEABBRERBEAN T, NREHEKE
BIEE, RENZLABNYE  BEESREABTBAS BEE. ETBAIREERBR—MBAY
Mk, IRGATERLTRMANT , THEERHY, CHEXRBETBATNESBAER
AEBERE  REIHRE , UHLAKFERERNSERE (WFA) B

YRR WEF AWS Organizations , B EEE M EHERIRFRERERSRFEFEEKE
IRENERBEA K MAFTESHEAWS IRFNEAER., SHUFEERIFEYNIRS BB ERIN B
Bil. F2EBEBEMMEYT AWS IRF SRR XENBERBIEA.

X{HY WEE AWS IRFE

EEHHE  SNSEHEEERLRRATNEATERNRENER, BREVERESHZREZT
BAEBENFIERMTHREE, 2EZEKM , CEFIANEERKEFTENTFIER (Hlm , w7
REEREMBFERE ) K YERSEEHAEFEBRERN.

EEEFENMHRLFIE  SRZEIRFRBEMNE RS 2R  WRBBNERREMTH AWS |
UTHREREBLES DRBNRESE HARELBRAENEARRER , AtEEEBRES , BEX
ZREAREREIRGFERREEENEAER., BEZR , CERESHRE I ZERENR
A EBR SR P EURE | DARE (R AR o] DA S AE 52 b [ FE

R% , EANBRLEMMBLNEAEEEERERER , MEHEZANFEE, Rit , R, &
ZELBAER , BFTRARBEER,

THREBERR
PR EEE

EREEHEER  ARTUAERERENERAETURIBENERER, BEREEZIEXEBNS
% RSENIEEREEETERNE., HRASHEE  REEAENHRBERINBETAEESHENM
AREFEANREEN. TREZEHENABTEZEHEE , UERKEE, S LER AWS Partner i
TRHEEE, BEES AWS SR , A AWS Partner Network,

EENEABBRERR

MERBERHRRRBTAEEE. HENEINERNIN. NENEABRERTHREIRRERANE
f, WEFBTHREETRENTR. EEREBFRESFFEIER , H100 IP il RESKENERM
B, CEUESERES  MINTARKXNEE. EUURFSRARZHETNRRRRHRTERS
REBR.

EEAEN AWS REEBESNEMUEEER , B LA —Lout-of-the-boxThEE , WEBSEECH
HEIE#HEE, Amazon GuardDuty fEF AWS REME=ZFREBBHRRIE. EMRKE AWS |, 4l
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https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/manage-account-payment.html#manage-account-payment-alternate-contacts
https://aws.amazon.com/blogs/mt/automatically-update-alternate-contacts-for-newly-created-aws-accounts/
https://aws.amazon.com/blogs/security/how-to-approach-threat-modeling/
https://partners.amazonaws.com/

AWS Z2EH4ER FREER
DNS Bh A &R AWS WAF 8| , h ZEZREERBREIFHEE AWSHE A, BL GuardDuty

BREMEE MITRE ATTECK 218 | EBRHUABEH FRMNMRMEEBH REENEA,
EERI R E A UEST o TR EE

EZeREHE , EFERAETXMABFUREN T HZSHNTBREENKER, EXREHWTEER
A& MEEHBEBINBFEEHRE, RE, A, REIRCEHRFEIRHNREREZHREER,
rEenReEsE. WFEFAET K F2EZESHOENREER AWS EEEXE,

EI!E“
I

EEI B B A5 HRIR

EZeRBEZ , EFEEMIMER B , LEHERE AWS IRFHIES), ZIREMAEE AWS RS
TR AN BERER.

AWS CloudTrail 2 — e #AR% , AIEHEE ¥ HEE AWS BRIESEEN AWS KR F 2 HH API FEIY,
THEBRAMA , XRE 00 RNEERSH , EESHER CloudTrail FEHE L0 #KERHE AWS
Management Consoleff ] AWS CLI, =% AWS SDK HEl, FELEREREHNRENTRM , £F
EE 1 CloudTrail Trail ¥ B8 Amazon S3 RFRT B BN , URIBZFEM#EE CloudWatch HFEFH#H
BB, E , WAL CloudTrail Lake , EERE CloudTrail BFEFREZELF , WRML SQL A&
ERNEHRE.

AWS EEFEH VPC WEF 2 BIEA VPC 7itE H R Amazon Route 53 T iE & # B 5 R #B
BREF DNS BFE , WAEHAETRE Amazon S3 #F B CloudWatch AFE#HE. &R LA VPC,
FHRIBR AR REEY VPC RIEAF. ¥R VPC RIERF , B LLERERARE BFURERAN
FRFALE,

AWS CloudTrail B5&. VPC #i#2 B3 M Route 53 #HTERAEH AFEXE PRERAENERBF=
A1EE AWS,

AWS BR#% 7] LA 4 EANE 8% trifecta REEEREY B , HIH0 Elastic Load Balancing B3, AWS WAF
H#. AWS Config 0883 H35. Amazon GuardDuty F&E# SR, Amazon Elastic Kubernetes Service
(Amazon EKS) ##&% B3 , AKX Amazon EC2 M{TEIRBEXRRNEARN Bit. WHELCHKMERE
IHH STE B Bthe section called “Kisk A : ERMEEER" , FSH .

BEE BT

AFmENEEREHEAFEANERNTIE, REME, REBENRAERB. EEMA AWS ¥ A
B FBIRMREERE  BE & Amazon S3 178 CloudWatch B 56848,

Amazon S3 EFEFTEEBRZANEM BB , BHEEEENTAMKERE. FHIE Amazon
S3 EEFEATE M HEE T LAE A Amazon Athena EREEITREEM. CloudWatch HEEEHHIEIR
CloudWatch Logs Insights {24t A7 A XN MR EE R,
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https://attack.mitre.org/
https://aws.amazon.com/blogs/security/logging-strategies-for-security-incident-response/
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/view-cloudtrail-events.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-create-and-update-a-trail.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-lake.html
https://docs.aws.amazon.com/vpc/latest/userguide/flow-logs.html
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/resolver-query-logs.html

AWS Z2EHER HREER

A EEN HERE
ERER S3 fEATRE CloudWatch BB EFKARE , E4AABERRRFEY ZHANEHE

B, URECHRENERRE. TFEEE 33X 12@BANERAHRES , RESRELE. THEMN
REFENREEZXESENZ2FIREREET, ERANMEBRE.

BEHI EF B SN EA G

£ & AWS |, A LLAREH BN EERE2FEME CloudWatch BHEEEHEF M ERIA CloudWatch
Logs Insights , SAR& #F 1K1 Amazon S3 HFEYERIH Amazon Athena Hl Amazon OpenSearch
Service, CloudWatch Amazon S3 A LAMERAE=FEHITE K L HEANSHEE
(SIEM),

ENAFEATLENBETEZZERZLEENAS, BEFAEMER., ENTREEE, EBENLS
FX, BRUAFRMITHBN TR, Bk  SERENAGSBEEREARERAIERSIZR , %
BEUREREER, HRAAHEMRS , EFHEESEEHTELTER. fl, EFRAREERASE
=% SIEM R#E{TiBE 90 KWERM , AW FEA Athena F1THEIB 90 XWEM , B4 SIEM #9 B FHHEER
AR, EREEAM , FREENFEZREEAMEENERMFNIRYERERE LHREREE
HrREHE.

£/ B SR EE

AWS REFEIBZERIGIRMEIZEE , H120 Amazon GuardDuty, AWS Security Hub#l AWS Configo
BHA U HELRERBENRLIRE , JEARRHBNSERE , FABTREEESIZE, the
section called 181" AXHHBLE WEEEE T EEELREMNEA,

[ 5% SR 7% Zh e

HEREEMBEZH , BHARERNEMAZE  UBBREE4HFE, BEBEINESE NIST =4
ElEREERALEEE,

LAY AWS

BRARERASBEERNES AWS, HEBXEFNEAFERERE AWS EnIERHEEE
7, RBEERERANREBREE AWS,

RIREN AWS IRFREBREARER R  CENECRENERREANTERRE S ERENRK

\J .

\_\

« UnEE - W EEAERE AWS BEE , 620 AWS CloudTrail, AWS Config, VPC #f2 B MEMBIRE
o WWEZHE AWS ERNIRR. RN ERED,

- RE - EBERANTEEREFARRERENESR,
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/AnalyzingLogData.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/AnalyzingLogData.html
https://aws.amazon.com/athena/
https://aws.amazon.com/opensearch-service/
https://aws.amazon.com/opensearch-service/
https://aws.amazon.com/security-hub/
https://nvlpubs.nist.gov/nistpubs/legacy/sp/nistspecialpublication800-86.pdf
https://nvlpubs.nist.gov/nistpubs/legacy/sp/nistspecialpublication800-86.pdf
https://aws.amazon.com/blogs/security/forensic-investigation-environment-strategies-in-the-aws-cloud/

AWS B2 BHER EAEES
« O - SMBENER , A THREHARPBEHER.
& -ERSMERMEENEA.

HEE 40 MR R

REEERGAARNENES  WARZLBHTERNERAEFHEE. BABEE , LALER
FERFBEMORSRE, £ £ AWS | ETUABSEERORE. RETAEREILE RN B
BiER. HHSAWS BE  TUERGRERSEALRATE. NHELBEBNEGNEES Y
AT BSMEANERAEES. NBERERN  FENEAEOREL SHERTENTE,

RERESRPRRBEELE , BLRRBOREERENGRE. F2ABERNETRERDLZSE
M+ AZEKREEH AWS , LUIERBHONEES . RTERRBONRE 2N, LERZEHR
AEGNERER , MEREREANRNTNERFREWRBKREE.

£ EBELER AWS

ERZEEHHE , ENEHLEERSARARZRENDTRER  BRESHEAENHBERRSE
tt, BHOEEREERRETFHREABZREERBMUEGER , LAHREREHTERBNIKS
Fo A, FBREARTSERARER. ERNELRRE , EFEZHABENEEERN BB,

AWS REZEEBEAREZSNBEHLER , EEE RS EHHE THKEEPthe section called “SEi% &
R, ELERRERMEHABNEFEEFENERENES ., HASLHHE—FHHRITEREANSE
g BEBERE, Bk, TENESRER K ZEESMAEHRBRIFTNERSBHLESR,

ERBEERE

REERODEZ2EHAERREEEMNEALEEBEE, SHOERERIRAL, BRI, &
ZERSENEFEEREE, CRXEME=ARSTERNZRENSHLETE.

R2BERARFPHF RN ERER
®2-EHEEERER

s *#fHI1EH B{FIEHE
AE ERABMEL. « BN B B4 B FE R 2548
BE.

- HEBHNER, B8R, 9
&, ## (RACI) B .
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https://docs.aws.amazon.com/prescriptive-guidance/latest/backup-recovery/services.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/backup-recovery/services.html
https://aws.amazon.com/blogs/security/use-backups-to-recover-from-security-incidents/
https://aws.amazon.com/blogs/security/top-10-security-best-practices-for-securing-backups-in-aws/
https://aws.amazon.com/blogs/security/top-10-security-best-practices-for-securing-backups-in-aws/

AWS Z2EHER HREER

A #{mEE BFER
AB IIREHEEAR AWS, - £ AWS Ei## EIIRE 42
FERIZRAHEAE .

- EIIEHOER=EREE
AWS &£ MESHERTE
o FIERE AWS BREBHHNEH
ClERZEEERHEEER

o

AB TR AWS L ERIE, - THRAWS &, BEFEH
[l FE @B (CIRT). DDoS [E
FEEB (DRT) F1 AMS HyZ
E-
- MEFE , THREERDPER
2EHHERE CIRT Wy
B2 MRS

EF FESHEEEE, - BUEREMHEEFTEIME
i Y 15 PR ST 4

- @ RACI, BFAFTE. BH#

ER , AREHOEFTEN
SRR

B FOE I ERRBE - RCERUAERFER. RE
ME., 1AM EX M E A0
ThEEZ BRRE AWS RIFHY
AHHEF AWS .
- RBRBREBHEEBE,

B FREE4OEFM. - RFMOEBELER,

- BAEHNRESHEERR
F .

- REFANZLIRERET
i , %120 GuardDuty RAE#H
O
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E# AWS IR FBiHEE .

ERFER AWS IRF,

THRBERE.

BFER
- AREHHERATEHE
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- EABENERHEIRRE

HITEMH DRSS,

- REIRFER  UTH#

AWS IRE a9 R THEE
o

- EAZE2TENBRHFIR

F&M %% OU,

- RERENESERFSEYE

AR SR ER OU,

- REFRERE , IREFE
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- BEMRHIBITRCKK,
- FER2 AWS 1R B3 Bk
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- BUBEEANE T4
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- REHEIRFEFEBBNE

FEH AWS 1RF.
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- BENEARKEERER,

EREEHE
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By, WEZKESFEREENEFEEIEE,
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RERETEHAEENZL, EURRITHEENMEREZEEHNME., RIFQEUTHERR : &
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https://aws.amazon.com/security-hub/
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https://aws.amazon.com/blogs/security/how-to-enrich-aws-security-hub-findings-with-account-metadata/
https://aws.amazon.com/blogs/security/how-to-enrich-aws-security-hub-findings-with-account-metadata/
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https://github.com/aws-samples/aws-customer-playbook-framework/blob/main/docs/Ransom_Response_EC2_Linux.md
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/security-group-connection-tracking.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/add-bucket-policy.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/add-bucket-policy.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#grant-least-privilege
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_identifiers.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_identifiers.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_revoke-sessions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp_control-access_disable-perms.html
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FERBRER SN EEEEEAM EDR RAR ) . BE VPCsHMUEREEHZARALRE , M
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FHRRIERFE R,

B Y 3th 38 i £ 45

Summary

BRHREHLEEFN—ELSR , TUARFHHEDHL, BEREHREENSEBN L ERNERLE
R, UHEBERRMER 28 , STRARLBREEETE,

BRER

HEZLEHLEMEENRREBRTRIARERENER , ABHBIRFIRE S AN L EMRE, REREK
BMEURRZERER , ELRZBURNABNEBER,

NIST SP 800-61 EfsZ * EHRIBIEMIRHREFRIE

1. R B4R #R P A E 2 I A YRR
2. BRRESHE. TEENMBMEMITH.

3. MABRELZIHENEIH (HU, FNZZEBRR ) , FEERAND WS RREBIFRE Hib
BYENIH A ARESAWEREMNEH.

RBR 4~ December 1, 2024 127


https://aws.amazon.com/premiumsupport/knowledge-center/move-ec2-instance/
https://aws.amazon.com/premiumsupport/knowledge-center/move-ec2-instance/
https://csrc.nist.gov/publications/detail/sp/800-61/rev-2/final
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https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ebs-creating-snapshot.html

AWS Z2EHER HREER

ERRERAMEREECHRZENRE, FERCIRIBROREREITIZIEMHTE. ARRREERR
REEFEERE , UREREZ2S4HEENRENER,

BEERNIEFEORAEEBN TR, EEFRBRET , CEZFTERSESN , LHEED .
- ERAEREELIET

- BRFTE

- BoRBNRE

NIST SP 800-61 EffZ+EHREEFEREHBERRERRENIR , 28 .

© BN EDEERE
ERFERGLN  BRRDIEHS  WRRLABR , LR EHERRE,
HOBEMHE  EARBEFARG —B5  URRGEORHEREE , ARNEEETAER
%A,
- MRTE , BERAARARR S —$2HE—ESHBMBEZN , £A HHH.
- HEEAERRS , SEEALDIRECORERNE | ARER AWS REH
. P ABNERIR BB,

R EHITHRERER M. EAABHRELEERNERRECANREFRZEHTENESR
- REBHEN,
- BEFRIB

- ERRTRECEIEAN IAM EBZRE,

- MRAEE , RAEZBEKERRRBEHER IAM ZEANBMS SN AE,
- RE@EEAELEME (BARRAE, SRXARFIERFFE ).

BRERR A FHRLEIERHE  UAEMSHEEBR, BEFNER,

BMS< , XARBEERERF , MEEREEANZ2RE, ERTRFERRNKEE  YEFTEHESE
FRBNRERRER TR TEHHENRREBNEELE. EREFRESEREFRNB®. IAM £
B URBITIRF R M EE U ARIRRERA SR,

BR W7 December 1, 2024 129



AWS Z2EHER HREER

5 5

BERFERBERESNER, BT, FEANKE, X4 BHERAELRR , URFEHREN—L£K

T M 73 7%,

®4-BRIEME : BE. BWMAGE

B ER
1538

Pl

i

R ER

B

B&
BEBEENRZEEMH,

HEZSBHRTASH , I
ST

RMEARF L EHNE
&

[= )

BERELZ B4 BN RIER
BERS Mo

BRFERZ S AN RFAR
B, WERELRRK , LR
TEeEERE.

BT I3 5%

- HRANZ SR
« TRAMBRAUNEER
« BAERERIER

- BRENEEIRE
- EF B
- REBREH

BE1t

« RIFEH
« BT FER
- BHRYHIEH

c EARBAERENEAER

B RS M ER

« RERENEIRM PR
- BREEER
- REMEE

- iRt ERRR
- CERBIMERARE
- EEARHNERERRARF

TN

WMR4s December 1, 2024 130



AWS Z2EHER HREER

EREE

REEZTEHEY , AHEAREIRBRENE I UBXERREHE, FENENPRRIBEEES
HFMRBEONGER , SIHEECNIIE , UMM ER,. DENBETRENLZEEN. B TENFE, B
R, URREZ2EE, THRGTHBERBEBRETEBEFDENTR , MEEEABERT
BREE,

BARSHFEENRSE
BECRIGWEBNETEEYRNBE SR , b EDRE L BHEERE, BRRSES

2 | SALUHPBREEHRNIER, KRENWERKRE , TETURBLNESNRE , ETUHE
& AT FE A BV 1R 5L T 48 K 1Y B R e = &K

BFERRBGIRFEFEEN  HUESBRERUATER

« TERHRFREREBRHBFIRE?

- REBHAIRETTESWLEAR?

- REBHAIRENETEX?

- EERENZHREURSESLK ?
« MMERIHFRECRE?

- WA RERMEFREERR ?

BRYFIHMNELSHAR I , FHRLREERNEE  LEEFPITEHESEE (BHITTHRE
MEF ). ERELEE  FHEHBERBEINT®
- BHRMAE?

« BE-KERISHNER ?

- EHFHNEBISER?

« MERKENEBN R HIZE 2

- BRPLERE, RBENER?

- BRBENEH?

- BEFEBSRE ?

« MEFEMERLE?

- BEREIEFRBHAREREALESH ?

« EUATHERAABLETARE R

EREE WMRAS December 1, 2024 131



AWS REEHER EAEIET
- A
- FEBRNERBERLRSEZE  YABBABEREHNGE ?
- AMMREBROEREEMBESHAFNEIIHED ?
BENERRECEMmERTHRER?

=]
=23

St
S

P

/

BEBRENER?
Bt REEESHIRENERF ?
RERDLENRENER ?
- BEABSRBREMANIFIAENERACERRE ?
o Bl
- BENREBERES T A RMHRES , WIRIAZ HIZE ?
- BREZEUEEARE  REEHHLESHEIHNREE?
- RENIEREBEAFHEHETERNRAE (BE/5H) ?
o AT LA AT RE IR 153 BY N ARIE M EB AV B E ?
o AR ERG BB EEEMHBEREE?
- BEEUEFTENARHE , ZENTARRECERRFTE?
- EEFENMAIE BN ER/ A MHEG/BRFNERRAM ?

© =

=R

v/

Y/

WERLHLAR , BEERRIEANXBERNEY , URMASMELER , URERBREH
REYBEABLHRLRE, BEENLEBSCRHIMASHEERE , HENHEHEAD
e

BRI ER

EERANEE. TANIESHLERIENLERER, NRREER , AIRFSETERAEHES
R EREBNEE (R ). HRERBUHENSELUERSHEENEBNS , SHLOEHE—
EERNEERREFNER,

FEIEREE
FHEIRBERRBERLEMAMENTHORME. B8NS  ERRE—EARERURINMEI
RARER 2 RHY B R

ST LA R IR R RE MR R A B R RIEH A, AR EANREEMERRETRNEZEEHTER
BHEENREPHIERE.

BRI IERE WMRZ< December 1, 2024 132



AWS Z2 SIS EAEES
FEEASEES  nBFERVENNERRNVREENESE DR NRRAENLZEEMH, FHEE
RREEE  EANMREEESINEERBLT.

FERR Y P B

BN THRERENEEZ2SHLHEBRIEFFENTHEE, EBMS K ERELERE
SOC REHEHEEASHEB L HERE RMELIEFUETRE 2 BHKRE.

BHAERLEERERENEREENIEERELIEFNEE. NRENEBEEZFNEAE R
BEEBTIRF |, RE EASHEE B E ¥

BENFHREES  HUTERRELCNERESEGEENERMIR , LMREEEITRNEEL S
EHUHERHBEIERF, BENTHREBEE K SHEXHRBEDELZ2EE KR MMEfMExs %
e, WRESHZEHFERLIET

15 [o] e s 7

FHEEEEERBYHEELSSHNNKEEMENFEERE,. EBME K EREEBEERESEHNT]
IR RRFRNE —FEEBEBNERE, SRR FOHIEKRE  BREEHBIEBERE
b, ERBECEEE (fFlim, MERKER. T SRR ) WAE,

B LAEA IS EREMENERREE  UOEZSEH, MM , 2EEEXEENEE, F2H
AT the section called “%4&”— 8o

EENFERERR  REEERITLNERNE ERIENACIE  UAEERCHNEADERER.
CIEMFHRBBE , CHERREERNCRINENNEEDE , IMTLENCEEE , URKER
Bl % £ RV IRE.

BE R

FHBHKEREHBEEREEHMENTIERE. BBMS , ERMBERESHNIRRENHRSR
BN ULRBEREARRRE - SEENREEFET R BV RE,

B AER L ERERERENERERNEF TRZEEHWEN. BEREFHHEH TRNEZLE
f, sEmRE-SARNTE, EENRE,

FHBFHKEES K BENBNNENERRES  UMREFMEEENEH CBEINLZLEMH. 2
RPERFEMEE |, ENERREEEFENRASENERREFNZEHERBINEE , UHDHREN
T8, SRR,

BRI IERE WMRZ< December 1, 2024 133



AWS Z2EHER HREER

BRI

EERNTHRER TR AIRNZEEAELNLZ2RFMENFEOKE, BBMS  ERWEER
SEANIRREIRRIXBENELEEFNLZE  MAREHFECBNKERE.

BUERALEERERENERTELZEEME SRR, REFNRREDZERENERME. BEER
BREAERERELZLBETEEXEReN  ESEMHERREARFENZENER,

BEERNTFHEEES , CNERNRERUZZEFEBEENHSE (Fln , REBEREFHN CI/CD B
B, L2 EHBBRZFRE )  UBLZLEHHEENRBNTERERK. ERNTOEE-
H, EHNERRUEE R L EAHEENRBENTERERK,

BB EFHRGE

REECFEFHARAEEENEAEIERRRIRRNFIRE, ERUREESNFIRE , B
BHELCRBENSRRUREFIENDREERLE  TERVIBRESIRE,

BRMERLERRERA SO RBNME —BERF , URLRBEIREFELRENEE, F0AM
e, BORBEEEREEZRENERMNERNEEEK.

RBEFEREES A HUFTEIRNEHLEEFNBLER S FERE , URRENERENZARE
WHVRETREINENSENGEE, XBEFEREHUE  CNERREREREINRBEERE
FHANEENEERIRE K SRBEEENEBNRBMTE,

EERE

BUYMEHREADERNESTRERNHRAE, FENNESEHLEIE. KTEXLEN , FXHFE
RBBERHZERNEHEEER, k5 BAERAPEBELER,

®R5-BHEEER

BE EEPU

2545 R B RREBERESHAENFERE

TR PR o (MBFEBLIEF ) ATRRNEZEEHAE
BY S 15 B

15 [o] FE B ] FRIA Y A RE R £ B4 AV ¥ 44 B FE P TR AY P 10 B

BENFRE BEURREEHENFIEORE

BRI IERE WMRZ< December 1, 2024 134



AWS Z2EHER HREER

fEE i

U RESEETS L MERETHELEH R BERENT
SlEID

8 S R BB T EUR A SR 40 T 49 B

A ARER (10Cs)

ARER (I0C) REME., RMIRRPERINAM , TN (EFSEAEE ) #BESEHHER
2EH, 10Cs AR ELNFHE , 28 P ibit, @E, WIRERKm , Hl20 TCP ERSARH, Rk
HEMEBRSE , FlIANATHTE, ERB|BENMEE, ARERBEENEHKREES, EMLAURERR
EBNES  JINRRLFEREREIRR (BFEERI—MEERNZREKERE ). KBEEIRFIAT
MEME (RRBE IPEARR , BERERESDT ) , MR EY (EHBEEINEREATED
HE)  EEDFTRELBERE. RBIREBELE,

EOEHRBUSSHEETEY , CEXEERBRUE, BB OCsHBHA  NSHRE
AUBEAARE  PUEREQRENERY, BTE OCSHRENEBRATEHDRRS
WA RBEREA. FBIBRI. WENRE OCs ERRFHEEDS , LTURBENHE
B (HAELENRREEHAN -5 )  EMARAERANENAER, RUSANEINE
R MEIZAEIARGLBANBMN, RENSEH , 0T R 5N MAE TSR 0CSHE,

RS A

HENMIRRTEHBRRNGENIE  BLUBERNERE, FZERFTURTFENERRERIFET
EEREANEMREAR RBEESHEFHNER. HEMINEE.

—ERHRRAFEHEFAERKE ENEENREN D, NER—HAME , ENEHEEAEMAZE
MEELARZIBRER , SMER, BENBEETNEH AWS, T8 , HEFR T—IKEMR. BT
. BAFEEITHE  UHEBEHERGETBSFNEMMER. EMMNIGE , AXELEHERE
MR, URFERNEH TARKERENDTER,

ARG ERBERESEETHHT (HNEF)  UEINEBNBENR. FSREXHEH the
section called “Bl17 & B8 #" — &,

HANTVNERARERELNREZENETRENTHE | BHEUERFESCEMEEZER I up-to-
date B #H R BR B TR (FIRERVBAER ., W HRFNREARN LB RUARREETN KN EBIHEEETT
AR UHBINERWAHRE., RENEF/ERF  $REECESRASFEUERENOEREFNE
o

FERAREE WMRZ< December 1, 2024 135



AWS B4 EHESR EHEIEE
=A,
:%:él: nfd

ESRESRRER K FHELEREAWS RENERNZ2EHOEHS, SUUEESTANESE,
RineMEMRE B ERBERTRENLZEMN, SEUNERATHREDRZEEN BBLINRER
BB W BT LEERELR LSRR ER,

BRtE

AXHHBERNBESRESRE

« Anna McAbee , Amazon Web Services &R&Z £ R 5 REEED
« Freddy Kasprzykowski , Amazon Web Services EREZ 2B

- Jason Hurst , Amazon Web Services ERZ £ T2A0

« Jonathon Poling , Amazon Web Services BEZ 2B

« Josh Du Lac , Amazon Web Services £ R 7 REBEREE
« Paco Hope , Amazon Web Services B E &< TI2ED

« Ryan Tick , Amazon Web Services EiRZ 2 TT2HT

« Amazon Web Services EREZ £ T#2HT Steve de Vera

fisk A . ZIRTHEEER

AWS REHEIE 200 EERBBMNBTEIREE, HPFSRUFEER, AEBENDEI6E  mEbh
RRATHAREBEZRE2RRAAR, FNETSHERSEHCERABID R,

ES]

- RCSRMEH

- AARMENEE
EEk]4

- R2fRE

- ARMBTZEEE

OB MEBH

AWS CloudTrail - 8 AWS tRF 15, S, L ERKMEAKRIERZ AWS CloudTrail iR, FH
CloudTrail , BRI LAGCE%. ISEEIEMNRBEE AWS RS2 B/EHBEREEE ., CloudTrail 124

et W7 December 1, 2024 136


https://aws.amazon.com/cloudtrail/

AWS B2 EHER EAEER

AWS IRFEEBINEHEE 8% , BFEEIB AWS Management Console, AWS SDKs, @i+ % T EH
Hih AWS RN EE, WEHBRLRH UL, EREFEMANBFEZE. CloudTrail
SN EMETEEEMN AWS API Bi1E :

« CloudTrail EEEH (tBARFTHIRE ) SEREEBIRFHNER AWS HIITHERIRE, &
‘SFEE I Amazon S3 EFEFE MR EILHEZEE,

* CloudTrail E8IEH (tHBAERTHERE ) SEREL AWS IRFFHNERLATHEH
RETHERRE, ELREBERKRETEE. 53 Amazon S3 Y4B API JEE) ( filan
GetObject., DeleteObject# PutObject API#4E ) 1 Lambda & AEEEE1E,

AWS Config — AWS Config 2 —HR¥ , AIZEEFEE. BT M AWS ERWERE, AWS Config
SEFEERNEEEN AWS ERERE |, XA RAERBAIEWHER BB AESNHERE, FB AWS
Config , EFAJLAF Bk B BRI AWS ER 2 BHEENBERNEE, FHNERERBELHK , ¥R
BEFEAPIEENHERBRHUBERESRY, ENBLEREKR,. Z2oH. EEEENRERED
18

Amazon EventBridge — Amazon EventBridge fRE FENH RBHEHHR |, R AWS BERPHE
¥, 3 AP I 24 BFR— AWS CloudTrail, fEASEAILVRIERENEER A |, Bl A LB =4I
CREEE—RNZEEERBHEFR. EventBridge FEIREEERSEE S|, EventBridge 1] LA FEE
ERESE  WREERISESE , FEREEASUEERE,. A RE. ETE8F , URER
MEEH ., BEZLIRT |, 10 Amazon GuardDuty , &1L EventBridge B4 ERELTW Y., 7%
T2 REm IR A HEIX E Amazon S3 HYIEIR,

Amazon S3 FH B i - MRBBE FAFZ I Amazon S3 FFETES | EFE W LA Amazon S3 7
EHRREHFEZERNERLE, THMEXR. Mt EAFEREFFITEBASEEMN CloudTrail B

(Bl EERBERMEMBRER ) 2280, kAL RNk, E8IENE , FARTEES
BABART. AZHREETRNER , ARFRHKERESHERE T AFRLHK. Y TRBMARSIFRE
BN TEREERKEERIERF.

Amazon CloudWatch Logs — & 5 B] LA F| Amazon CloudWatch Logs , i&i CloudWatch Logs X3

BXER, FRAMEFERREB Amazon EC2 #ITERFHITZEERR. EARXNEMIRN BFE

%, CloudWatch Logs ATLA2 AWS CloudTrail Route 53 DNS &3], VPC 72 B5. Lambda EREZ
HERE, A% , FF AL CloudWatch Logs #EEXVAREAEHY B 5 E ¥,

Amazon VPC ii2 B3 - VPC RiE B AIE R FHEVEIE VPCs M EZ IP RENMEEEA. &K
BAREAF%E , e LLEFRE Amazon CloudWatch Logs 1 Amazon S3, VPC Flow Logs A% B1%&
FREZEHIYK , fINRHERAMRBERERIEFTER. LEBEBRBRBNZLEBHERA , URE
HAKER EC2HITEBRENZELITE, FAKMMAN VPC RIZCHREVEHEXNNEAL,

CEMEH WMRZ< December 1, 2024 137


https://aws.amazon.com/config/
https://aws.amazon.com/eventbridge/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/WhatIsCloudWatchLogs.html
https://docs.aws.amazon.com/vpc/latest/userguide/flow-logs.html

AWS REEHER EAEIET

AWS WAF H3§ - AWS WAF X ETREHBHERENFTE Web FFR. BF A EMHERE
Amazon S3 H |, BURE SR MEKER , LR AHMER, EL AR P ERE R M HE
Web FERIRBRARE, BFEATNUEE= SIEM MBAF I TEES,

Route 53 Resolver Z# H 5 — Route 53 Resolver & A 5 7] #Z 252 8 Amazon Virtual Private Cloud
(Amazon VPC) RERFTHHIFTHE DNS &7, &= Amazon EC2 #i1T{E#. AWS Lambda E#
BEs , MREEEREN Amazon VPC HRitiE1T DNS &5 , RISt IRERREE T ;| A%k, BUUER
WEF T RERAEXNEESR.

Hfth AWS B3 - AWS HEAEAMEHNER RN EFRTRE e, MEFBEE AWS B
AN ER , F2RAEMNLB XM

o REAREE

AWS Z2EHEE - AWS R B4 ER B—H2HURY , EBESEBLIREERAIZE
BEEBEERELEWBHNZSEM4. KREMNABBLERNAENRRBHNERER , BFRE
BEUNZLEE  YERLERLENN , MENSHEEE <BNBANGR , URECERRE, RH
XEZEERARS , SFERNEREZ2EN. DEEATSH  URBILE4HRBEN DT , BERE
BESERRFEREERSHRENED,

AWS Security Hub — AWS Security Hub AZ FRIESEEIEFZL£IRENE AWS kP& RAREN
STERIR, Security Hub 2, & Amazon GuardDuty, Amazon Inspector, Amazon Macie
AWS Partner fERGRE AWS REHNEESE  YHEHBEXIEF, BEERSEURBLAIRARER
BEETREBFNERNRNEBSERR L, SHULURBHEBIERN AWS REEBNEXLEE  FH
BE{tERRERGEERENRE,

Amazon GuardDuty — Amazon GuardDuty @ —EBZERBEARE A SEEEREESRKIRENTT
5, BBEFREAWS IREFNITEESH, cREREE , fINEE API HUSBERSRENIDE
15 ¥ Amazon EC2 #1T{E#8. Amazon S3 FIFBHN TREIRFXEREINEZTAENEE,

GuardDuty ZEBEEXNBEFHRE): , FAMKREFIREARFNIEEFHEZDNERER , Hib#
MHRNEZETAE. EHEBERER , R EM GuardDuty E# & CloudWatch Events Ei% 5
HNZ2iRE, ENEEREBUTHEIRERIRENEHEBENITERERKYD.

GuardDuty iRt E M T REZEF S ERBEWEE - Amazon GuardDuty for Amazon S3
protection F Amazon GuardDuty for Amazon EKS protection. Amazon S3 R 1] GuardDuty B
YR API #4E |, BAEAI Amazon S3 REFIFBAE RN EBEERZRLEMR., Kubernetes {RE A &
GuardDuty 1838 Amazon EKS A Kubernetes # 58 ] S5 B FBE AR,

Amazon Macie — Amazon Macie 2 —E&HH Al WL <R , AEBBEHIRRKR., 2 ENREBEERE F
MERE R |, BB I ERHE R AWS, Macie FAMESEE (ML) RERIBBER , FlMEA S DH

o BMERIREE WMRZ< December 1, 2024 138


https://aws.amazon.com/waf/
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/resolver-query-logs.html
https://aws.amazon.com/security-incident-response/
https://aws.amazon.com/security-hub/
https://aws.amazon.com/guardduty/
https://aws.amazon.com/macie/

AWS Z2 SIS EAEES

BIERM (Pll) RESHVER. BEREXREE , YRHELERFRVEURBE T NAEHELERD
AR, Amazon Macie ERFEERERFIEHRERRET Y ERAIREREFIHIAERIN
Y LB R A 1R R

AWS Config 2 8| - AWS Config R Al R E R RIFAERE |, S HBER LWHBEFHEITTME ,
o FrEc#& AWS Config. A AEEFHEERIR L EREBFTHAUNER. £H AWS Config R E ,
FA A EFAEESRNARRE, SR —BRREEAANEGRBE , URKEEREFRTHFER
BIRiARERE,

AWS Trusted Advisor — AWS Trusted Advisor @ — B - &R , B BHRE(LER AWS RERFED
BRRIERARA, EEMAEMNESRSM, Trusted Advisor I2EENEFIES| |, HBIEETE AWS REEKR
HEER, HEMDEXETEIZF A LAEAE Trusted Advisor #2 |, @3% CloudWatch Events
AN

Ro

Amazon CloudWatch — Amazon CloudWatch 2 —EE 12k , AR AWS Ein ST ERH
FERERX AWS, B LAER CloudWatch RUINEFEMISE., IWENMERBFER. REEBR , X
BEH AWS ERHNEEFME R E, CloudWatch AT LAEEHE AWS &R , 6l Amazon EC2 #11T1#

B8, Amazon DynamoDB ¥ ¥}kl Amazon RDS ER EHTEE , UREAERINREELENETE
B UREARAEENEMAEFER, S LUER Amazon CloudWatch R&H T B ERERAEX, FE
AEXNENEEMRE, EUUFERELRRRBLEEERE , YEELNERAEXIERZIT,

Amazon Inspector — Amazon Inspector @ —E BBt R RE , AIHBIKERNERE LEARERW
ZE2MFERE AWS, Amazon Inspector B BBIFILEARIREERIRNEZEERNRE. H
17584 , Amazon Inspector BEEKBEMERIEREIEFNZLRAEFERFMEE, ELARE
FERULEERRE B MEAFMFAEREN —32 , ELIKE IEIB Amazon Inspector FE AT
API B45.

Amazon Detective — Amazon Detective & —EEZ 2R , AT BBHEEN AWS ERKERFER ,
WHEAKEEE, RPNV EFERREE—HEGENER , BLEEHTR, EEARNRBETE

£ &, Detective A7 R B ZEER KRRV EIKESH |, Sl VPC REBFE. CloudTrail A
GuardDuty , WEBEZVER., FAEREC-BREREESNK —EBNRE, BBLE—BR 6 &9
DE—BNERBIIEFMHEATNAR , UBNAERERENERER , RATHEBNEL TS , X
RiEFEERKRER,

BBt

AWS Lambda — AWS Lambda 2 —EEARFESERE , THTEXNBULESH  YTEBALRERE
HEEEEER, B LEA Lambda RIER EE BFEE AWS WHEHMERX , SEZIEB SN RIKR
7%, LLAWS KIRHEEE, HEEMEL M, Lambda SESATAMESEERNE LHTERE | TAL

B8t WMRZ< December 1, 2024 139


https://aws.amazon.com/config/
https://aws.amazon.com/premiumsupport/technology/trusted-advisor/
https://aws.amazon.com/cloudwatch/
https://aws.amazon.com/inspector/
https://aws.amazon.com/detective/
https://aws.amazon.com/lambda

AWS Z2EHER HREER

BTEEERNEE., ERARBNEERRHE. FEMENEBER. EXARNZeHEHER
HE , UREABERNGLH, SRFRHAEXTEA,

AWS Step Functions — AWS Step Functions £ AR Bt TEREBER R HFEA D AN ERAEX MR
7. Step Functions iRItEF XA , IREKERAEXN THHIFEBCR—RISR, EWE
CREMEBNANITSSBERRER, Step Functions EHBREBMEMESELSE I ERLHERBE
A, BANEAEXKESIEFR#T.

Step Functions i SESBHIMRE , AL EREBER , BUIREZENEERE, S8 E
MFBLR K MEFHEEERN , ALETUMREAERXNZREMEIFEE, AWS Step Functions
= AWS Serverless 1 —# 49 , IR ERERGAEMARESEAEZENHN AWS Lambda BE, Eta[ LA
FA Step Functions 2&{#H Amazon EC2 # Amazon ECS S H &R THRE .

AWS Systems Manager — AWS Systems Manager &2t B ERFER 7] R FIZEH] AWS, Systems
Manager IRt —HFERAENE , BETURERE ZE AWS REWIRIEER , X REE AWS &
R EBLIREETE. FH Systems Manager , B LMKERAREN2HEER. QR BREENBEDE
FIREER | UREERBBRIEITE., Systems Manager AILAEHTEBRIGSEEERNMRE, #
THRESE  HINEHEARINRHIT shell IESHE , UARITHM BB FSHIRE.

ZERF

Amazon Simple Storage Service — Amazon S3 ¥ #1778 , ARRE i s FHRANEEEEHEN
&R, ©EERM 99.999999999% MMAMY , Y FABEEXTHEREEFANYEERAEARER
WER, Amazon S3 ML HFNUNELLY , EEBMERFSERER, CEEFEMNETHEENRLK
BEL, FEIZRSIMSHENESR . Amazon S3 query-in-placeZhgE , A EEE#EIE Amazon S3 HHIF
RER FHTRRKN DM, Amazon S3 EEEXENERREFRE  BEERBEFE=ZAMRFR. R
BEMEEREMEM AWS RN EREEFHFZ —.

Amazon S3 Glacier — Amazon S3 Glacier 2 — &% %, MABNABENERFEZRE , TARER
HENMRHES. ©EERM 99.999999909% MM AMY , RH+EHNZ LM , EEHBBREERE
K. S3 Glacier query-in-placeZift , I RLRBEZREREHTFER LHTHRRKN DT, ATREREK ,
BEESEHEIER , S3 Glacier B =FTFIMHEFNEE , RESEBINLENEFTE,

AREMBFT L LA

LRBRH MW IFFT|BE, AWS SEFEMEMII6E. MFFMER , BRERE FMAWS Ein

ZEHENSHESE AWS. BRT MAREEREKH AWS RUNZTLRE 2 BUREFRBE
AWS BRI NEE B S IR

EPN=Y WA December 1, 2024 140


https://aws.amazon.com/step-functions/
https://aws.amazon.com/systems-manager/
https://aws.amazon.com/s3/
https://aws.amazon.com/s3/storage-classes/glacier/
https://aws.amazon.com/security/
https://aws.amazon.com/security/
https://aws.amazon.com/new/

AWS T2 EHER EREER

HARMEREERFPRA —HEELRZLIRE AWS CloudTrail , #1420 Amazon GuardDuty
Amazon Macie , B TRERK B EERIEL G , URENWAFGEETERENNE. B2 THN
EERHIE , SINKRMN APN Z2EEDFTEIPIENTE, BEUREECHNEARES AR,
EIB AWS RN AEZERYE , SERRNILEE, BEFZSEINN AWS IR 7 By IS8 HE 1T AR &
EABFEE , 120 Amazon Athena, Amazon OpenSearch Service, Amazon QuickSight, Amazon
Machine Learning Al Amazon EMR.

fitéx B : AWS S OEEIR

AWS BHEIR |, hBIEFRBE4OETIEE, BT UENAE GitHub AWS N B REFEHR I A2 BHY
PIRXIBHNEF. UTR—LER , RENAHNTEH RS,

Playbook &jf

- EHEEFMEE - BTFEY., ARNESTL2TM , UEBER AWS RERNBERBRFIME
Bl

- EHEEFMES - BHE AWS BEFEFHERCE RRMIHNFM.

- AWS CIRT EfRHARALFEAANHFE.

- BEMCEMHEEMERZEE - WEBNFRARBMZEESVERER L SETHIEE : BF. B
B, REMNDH. SRAAWSAKRBUBEBBEENANBREHCERF. CREIRFRE | U
BREEHLTR. FREMALEIERIRE.

« BAM Amazon EC2 ¥y E BRI FE - WEFERRUHERNBARAR , THENRE EC2 #1T
ERAEZUEEFNER , MEEEAREBELZLBERETERIT. B —EXBHBRARN
AWS CloudFormation #34%,

o WMAAE BBV ERRRIRR W EE AWS — It AWS EB5E 4% 5F A1 57 B8 a0 5% 7E B Bh b TER A2 AR ER R RE
BIRETON , LHEBELZ2SESHNEENTE, I SHEBMHAAS RN AWS CloudFormation
A,

PN =
=

EFREREANHTNEETECHEIUNE, AXH : (a) EHSZE , (b)) AKREFN AWS E
mERNER ELEMNERIRSAMEE  BXLZTEH , B (c) T2H AWS REKBLF.
HEFmRRESRYE TRE WEAEREIRE. AWS EmIBRBIRUETAERNRE, BHAH

K% B : AWS B4 EEER WMRZ< December 1, 2024 141
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https://docs.aws.amazon.com/security-ir/latest/userguide/compliance-validation.html
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https://docs.aws.amazon.com/security-ir/latest/userguide/aws-managed-policies.html#managed-policy-updates
https://docs.aws.amazon.com/security-ir/latest/userguide/aws-managed-policies.html#managed-policy-updates
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