aws
SEBNES
AWS Security Hub

Copyright © 2023 Amazon Web Services, Inc. and/or its affiliates. All rights reserved.



AWS Security Hub BEBHES

AWS Security Hub: §EB &4

Copyright © 2023 Amazon Web Services, Inc. and/or its affiliates. All rights reserved.

Amazon WA EMEENB B RAMEMIE Amazon WERBRYE , BT ITREERFF IR
&, R EDSE Amazon BEZENHNFEH Amazon WEEZENEENE, A HEHMIE Amazon 5
ENEENAHRSEHEENHE  SLHEETREREN Amazon , B Amazon BEEBE , 7R
=% | Amazon #B8f,




AWS Security Hub BEBHES

Table of Contents

B HERRBERAWS SECUMLY HUD ...c.ooviiiiieeeeeeeeeee ettt ae et e e e e 1
b N33 R 1

i R s == 2
i < 2
Y=Y N g1V (VO TR =N - 3
R (S R oD o SRR 4
EE TS O 5
BB MEE RE GBI R T e 5
BB E B I R, A A R R e 6
B E B R B I T E R R e, 7
B R B A T oottt 9
(€ (ol 4 g P=Y =Y 0=y OSSR 11
Security Hub B EB B LEHIRE ..ottt 11
& RO 11
AWSE R B (APN) BB ettt 11
B APN B B B TH s 12

B EEEE APN T 2 ettt te et 12
NN Bl s = i =R 12

Db O E =A< OO 13

= 57 o = O 13
I~ R 13
28112 OO 13
BE B R B I oo, 14
T IR i L O 15
R B B B B IR .. oo 15

R EIERBEE (CP) BRI ..o 15
= 3= OO 16

R e 16

12 LR 16
SR kS R o b B e R 17
=Y (=10 T VA 1) RSO 17

/N S R 17
R RO 17

B B E BB R oottt 18




AWS Security Hub BEBHES

Security HUD 3 B B Bl EE ..ot 18

B R B ettt ettt ettt et e e aaens 18

= OO 19
INBEEE IR oottt ettt ettt et ettt et e et et aeete e e e e eaeanes 19
SeCUrity HUD T3 B T oottt ettt ettt ne et e e e ans 19
/=T = R 19
B T oottt ettt ae ettt ae e enanns 20
Ry b 1 7O 30
e E A g == OO 30
B R A E R R R B B e, 33
ASFF BRETIEIETTEE ..ottt en e 34
L == NSO 34

L =N B LT T ] o] e OO 34

B R B B Y ettt ettt ettt re s 35

S kS OO 35
SV I ...ttt e e e e e e e aeeeaeaee e et e e ——————————————————— 35

(=T 0 0 T=Te 1= 4[] o PSPPI 36

S To 18] (o7 =1 U L5 OO OUSPTRR 36
Malware, Network, Process, ThreatIntellndicators ...........oooeiieiiie i 36
RESOUICES ...ttt e e ettt e e e e ettt e e e e e e e etaa e e e e eeeasaan e eeeeeessanaeeeaeennes 39

L FoTe (W o T=] o P 39

BB R ettt ettt ettt n s 40

B =20 OO 40

FEAEE S EBatchIMPOTtFiNdiNgSAPI ...c.oo i 40
T R 1= RO 41

A S BB T ettt ettt ettt e e e et et e et e e et e eteeeaeeaeeereeaeeas 41
=15 g 1 - =TT 43

B R RRRRRRR 44

B =1 OO 46
- NS 46

o (=2 OO 48
B o OO SOR 58
.............................................................................................................................................................. Ix




AWS Security Hub BEBHES

8= HE R BLRAWS Security Hub
RIEREARAWSEER HMBLE (APN) 51ER &4 , HFEEBAWS Security Hub,
% APN &1ERf , BRI BB T 5 —ERZ @S5 X E Security Hub &,

- KREREFEEEER Security Hub

« M Security Hub HIRIREBE

« MEFBERSERBIXE Security Hub SFEARB LS

- ¥/ Security Hub ¥EAFEE T £ R (MSSP) ERM O
- FBHAWSE FBEEMMAEBENER Security Hub

AAMEETEAEREBBEEBEEFEE Security Hub SR,
&

- BAEERIE ? AWS Security Hub?

- E{HA BB EEIEFEIAWS Security Hub

. KR BAWS Security Hub

- AAREENEIRAWS Security Hub

51+ EEIE#ZE 2 AWS Security Hub?

AWS Security Hub#Z ¥ Security Hub lIRFH BB ARLZEHBRNZSRENE TR
. Security Hub AFFBEERNEERH KL ERAERLREIXE Security Hub , UMEZRNEFIRAR
REERNRERAELR,

B Security Hub FYEE R AT LUEIB A T 75 X 18 hnfE (&,
- B BEFHER Security Hub £ERHE

- AENEFREEAWSHZ M EBERETE
c AFHEFESKREARBEREZSEHHRRERRNSEBHRRRACNBRER

FEHBEEE Security Hub BWER ZHI , FREERNWER, MREMNEFHE Security Hub ELEH E @
£, AIERNITHEEER, RN HRATEEERENIBRREABRER. B2 , MREBER
ERMEMEFAANBERATBESER  YAFZRBEFNER , IERTHEELIELETAHRNER,

BT EREE 7 ]



AWS Security Hub BEBHES

#{H A5 B BB B EEFAWS Security Hub

YER APN S48 | 1 Security Hub BB AR EEAERIEME 28 , BEEMKE R EIEE Security
Hub AZEHNEF, ZERAARMETERME , BXETRKTIASE, ERBTLUBRRENENE
FEESEMA Security Hub BB,

SERRABSERE | SEIEAEFEthe section called “BIEMEFHFAELFE RHER]”, the section called
“ASFF BRETH5E 581" , LA K the section called “fEF3gE /5 étBatchImportFindingsAPI”,

1. BN L L BERERMETBAWSSecurity FIEEEEK R (ASFF),
2. BEANERREGE , SRAEEREIATERMNES Security Hub in¥i. Rl , BALIERRS
EREEHSHAWSIRF SR EEE - WIRS P HET,

. BENEFKERITBEMMANIIES. EEEAM , MU UERERE
HEnableImportFindingsForProductAPl &, F2REEEERESPHAWS Security Hub
FEREER.

B A AMMETHEER. BEEKMN , BUUEABRSAGKEH
BEnableImportFindingsForProductf{&REF#IT API #R14E,

LSBREN T AR IEZREXERNERBRTENERKE,

T & XEN T B Security Hub ) — R EERHEM,

- EMEFEE ABEAWS Security Hub
« {£FHAWS FargateH] Prowler &% B8R AWSHR#ZI Security Hub
* J0{ATEE AAWS Confign§ 5k 4E% Security Hub PRI RIEEE

XE{R 23R B AWS Security Hub
EEZIWRRBEAWS Security Hub , A T 5 H b —1{E:&15 :

- REF EBDEMARERRBEICloudWatchSE 4 & AT ABIZ B E A CloudWatchSEH R A E
RERBEIEBR (W0 SIEM = S3 7R ) o

- REMNEF U Security Hub ZHIE P EERENERBERIERGERE , REBEKRAUERE.

il | BHEFALGEAERERZET SIEM, RRRK. WXTEEIBEIER. EXREFE
Security Hub AT EHR S EITERN —IB2

EFEXBBEETE 2


https://docs.aws.amazon.com/securityhub/1.0/APIReference/API_EnableImportFindingsForProduct.html
https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-integrations-managing.html
https://docs.aws.amazon.com/securityhub/1.0/APIReference/API_EnableImportFindingsForProduct.html
https://aws.amazon.com/blogs/opensource/announcing-cloud-custodian-integration-aws-security-hub/
https://aws.amazon.com/blogs/security/use-aws-fargate-prowler-send-security-configuration-findings-about-aws-services-security-hub/
https://aws.amazon.com/blogs/security/how-to-import-aws-config-rules-evaluations-findings-security-hub/

AWS Security Hub BEBHES

ELEBBABEREE. EAFHTAEREER , CloudWatchEH R ELRENERBERAE
EAEERA  ERUR AL EECloudWatchEHRARNE R , #EFAEBERREN—I
T AR, WUWRTEEBRBERERENMAERBEREZILT|CloudWatchE 4 LIhEEA R A
iR ENERERREURE.

THEEXEMAR T EHE Security Hub FMCloudWatch B 5] B4R E 4,

« WMAIESAWS Security HubfE F B £] 81 #EPagerDuty
- W{AIRK A B 5T B EAWS Security Hub
* 0T EE AAWS Confign§ 5k 4E4 Security Hub PRI EREEE

RAREBBMEIRAWS Security Hub

LA #16H 0] LAEE Bh 8 B8 S sth B BRAWS Security Hubf# 3R 75 R A 5 NAWSE F o] LUE A RS-

« N#BAWS Security Hub#8 38
+ Security Hub B8/

« Security Hub AP| &%

- AMBRHAEE

BEMESBEEENAWSIRS , TEE - LERBNERER,

Security Hub § 2 &R 3


https://aws.amazon.com/blogs/apn/how-to-integrate-aws-security-hub-custom-actions-with-pagerduty/
https://aws.amazon.com/blogs/apn/how-to-enable-custom-actions-in-aws-security-hub/
https://aws.amazon.com/blogs/security/how-to-import-aws-config-rules-evaluations-findings-security-hub/
https://www.youtube.com/watch?v=o0NDi01YPXs
https://docs.aws.amazon.com/securityhub/latest/userguide/what-is-securityhub.html
https://docs.aws.amazon.com/securityhub/1.0/APIReference/Welcome.html
https://pages.awscloud.com/aws-security-hub-partners-onboarding.html

AWS Security Hub BEBHES

BEB A TREM

BT LABA SR EEAWS Security Hub , B4 BRFA THEHE 2 — :

« BR—EAWSEEZRBISEBHHESRE.

- WEMAAWSISV EEE M , X HEMAR Security Hub M E B B ERAWSEREMTEE (FTR).
ZEMABRERT—E "BEAWSKE

IR ABEAWS,



https://aws.amazon.com/partners/isv/
https://aws.amazon.com/partners/foundational-technical-review/

AWS Security Hub BEBHES

£ ARGIR BT

AWS Security Hub RFFAWSE F#3R B APN SR HNRAER R, SEBHNERTREERS
KMAWSIHRS . FFIRFPNEREERSERHERERANERMAMTE.

£ Security Hub # , B iR HIMLESERF I LEREBERBEINEFFNIRS . & W ARER#
HEERHIER,

ARTESEBHEAMHIRSBEREERER , T/ B TFIH Security Hub FH SR HEmM. 5]
BEZRENR TEMENAEERARMIBELEN. NFFRFFNAEEEREXRNFRES , F2
REEERESPHAWS Security HubE A E 5,

EFITREERHEERE , Security Hub EEBRIEFAEEREE, BXERTFEERHERME
FABatchImportFindingsAPI &4 , LU RBREFE i EIE FIREEA Security Hub,

AT 2B Security Hub £ SR HERNERER. ELEESESERGIFENEBER.

SEBATEE  RASEBAEESnBE

LERARGRETEESWAWSIRF, BEERIEZAWSER , SEBHTH
FBatchImportFindingsAPI &4E , R EEBEERIKRF

HRIUWERRS , BErikFAFTERF TR ERHERKEMAER,

EESEBMEEREFPT |, BABatchImportFindingsAPl BESEEER IAM BER |, AFETAF
IBatchImportFindings,

FEEEBHEMBENTE Security Hub PO BEFBEFAELERR —EAMLSBE .
1. B 1E Security Hub P RIESER HERMET .
2. Security Hub EEEFEFERLEN ERNFTEEERER,

ERFEEFIRFEBNLZLAERER S ERHEREAECHNRES
FBatchImportFindingsAPI #4E,

LU 22— 18 IAM KBS R, RIEESEBFRS PHETLARTHLER Security Hub R,

{
"Version": "2012-10-17",

SEBMTE  REGFEEHRIOBEE 5


https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-integrations-managing.html
https://docs.aws.amazon.com/securityhub/1.0/APIReference/API_BatchImportFindings.html
https://docs.aws.amazon.com/securityhub/1.0/APIReference/API_BatchImportFindings.html
https://docs.aws.amazon.com/securityhub/1.0/APIReference/API_BatchImportFindings.html
https://docs.aws.amazon.com/securityhub/1.0/APIReference/API_BatchImportFindings.html
https://docs.aws.amazon.com/securityhub/1.0/APIReference/API_BatchImportFindings.html

AWS Security Hub BEBHES

"Statement": [

{
"Sid": "VisualEditor@o",
"Effect": "Allow",
"Action": "securityhub:BatchImportFindings",
"Resource": "arn:aws:securityhub:us-west-1:*:product-subscription/company-
name/product-name"
}

]

BEBHRE  REFIRFBZENAEER

WEARMIEE T EBECHWAWSIRS, , BEEABRFACHBEETFNIRS . M
WBatchImportFindingsAPl & , REFF IR

HAAS , EFBABatchImportFindingsAPI #ER , SEBMHEREFEREZEFREFANEFE
B IAM B,

LU REFWRFZEHA. Bt AEERERLAAFEFUTFEASEBHERRFNER
ARN, Security Hub SEEEREHBRE FEERHERKRFNSERHER ARN R, Em ARN 2
SEBHEAREBNE —Z2T. AAFRURRESERBHERIKR, K RUEEFXEARRTEER
P A Security Hub 33X &K #E RAVER,

SERBANFIIRS cENBERS AGNREMERERSHEBHRANASERNT. WADRBRFR
ERERFABERFERERN 0. BHERTACKLAAREERT, ERTER , INBEIAT TR
HENNEZEBAWSIRIRN FEER, M —RBFIRRSEBHER ERNESIRS

EEEBHEREAFEABR/AGME Security Hub PNEFBIERERR , 2 ANESR !

1. BEFRFEABRFACKKREF, TENESHERMHE Security Hub RRBETRER.

2. Security Hub EEEFEFEREN ERNFEEERER,

3. EF AILLF B E S FAAWS CloudFormation, MEBIRSEACGNFMEES , B2 RMHAWSHE
=1 B IEFREIAM User Guide,

4. EmZ e ERHESABNNAE D,

BETXR ,, EmESBEFEEIES Security Hub :

1. EmFTAFBAWS Security Token Service(AWS STS ) LUBERF A,

SEBMTE  REFIRPBRENBERR 6


https://docs.aws.amazon.com/securityhub/1.0/APIReference/API_BatchImportFindings.html
https://docs.aws.amazon.com/securityhub/1.0/APIReference/API_BatchImportFindings.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html

AWS Security Hub BEBHES

2. EmFIABatchImportFindingsAPI # Security Hub , AR ABBNEEEE,

B 1AM BURHE B | ATAS A ERY Security Hub SEF AT FEEBHNEBIRF A,

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "VisualEditor@o",
"Effect": "Allow",
"Action": "securityhub:BatchImportFindings",
"Resource": "arn:aws:securityhub:us-west-1:111122223333:product-
subscription/company-name/product-name"
}
]

It

FibAltResourceB o MBS EEMI M. EHRARSFEBHIARBEATFIIHANSHEBHERNS
R

EFRE  ®REFRFBZNAERER

WEARGERET EERBEFFWAWSIRF, FrlAtkBatchImportFindingsAPl R €& F IRF
EITHRR A RFAAN,

HRLFERARS  SARNSERHFERBR THMER T sEFAMABatchImportFindingsAPl, &FIt
ERNAFRREERHERFRREEEFIRFPNEESXMAEAMTRE,

WHEEN—ERFIZREZEFRFFHN EC2 B LETHESEBHEM. It EC2 BEf|XAM in—1@E
EC2 EfflAE  ZABEFEFXEHFABatchImportFindingsAPI 4, EAFF EC2 BEIREF
WIRFRIXLZE2RAERLR,

LEARMENR LSARESSHEFRR MBI METNERNVIRS DB,
BEFATEEBHERSREGBRETFNIRS BXF Security Hub HEIEF :

1. BEFSEEBHERIZBI M MAAWSIR - F B £ FHAWS CloudFormations 1 EEB T &,
2. BEFEXTEEBHERESAERREIEZE Security Hub BFEH M AE IAM KB,
3. BRI MESEBHERNWLEEMY , fln EC2 Efl, BEF= Lambda B,

EFRE  REFPRPBENHERR 7


https://docs.aws.amazon.com/securityhub/1.0/APIReference/API_BatchImportFindings.html
https://docs.aws.amazon.com/securityhub/1.0/APIReference/API_BatchImportFindings.html
https://docs.aws.amazon.com/securityhub/1.0/APIReference/API_BatchImportFindings.html
https://docs.aws.amazon.com/securityhub/1.0/APIReference/API_BatchImportFindings.html

AWS Security Hub BEBHES

BE , E@ALEBBEEE/EIEE Security Hub :

1. BEBHERFERAWSHEZEEHRAWS CLIEIYBatchImportFindingsAPI # Security Hub, &
FEB N SR BE B 2 P R 7 AR A AR R 2 Y,

2. 7 AP| A ER , BERMENERBE | BAHBatchImportFindingsMR I,

LT 2 IAM RiRPl , ERBAEF RSPV SEBHERR TLER Security Hub IR,

"Version": "2012-10-17",
"Statement": [
{
"Sid": "VisualEditorQ",
"Effect": "Allow",
"Action": "securityhub:BatchImportFindings",
"Resource": "arn:aws:securityhub:us-west-2:111122223333:product-
subscription/company-name/product-name"
}
]

BRRE  REFRSBENRAEER 8


https://docs.aws.amazon.com/securityhub/1.0/APIReference/API_BatchImportFindings.html
https://docs.aws.amazon.com/securityhub/1.0/APIReference/API_BatchImportFindings.html

AWS Security Hub BEBHES

BB HFARRE

EREERH  BUUNGTTEREESRALSER , FAABREN B0, BLATRELIR K AR

=1

1.

BT ERBEREBIXZFEIAWS Security Hub,

BT LAEE APN S 1ER BB Security Hub BEIRXBIR&1E , IR T"EEBRK A Security Hub &
B, BULEEERME Security Hub BERENE FE 4t

. AWSHZ 1R Security Hub &R ABM #L,
. B BOBREER Security Hub S4B Slack RiE , B A EXRE AL LR ERETE

o

 SETILAE APN SERBHBMBARKERERFEERUSAER,

AmMEKFETEANAESERHERTIEEERAME (ARN) WEE |, LMEEAWS Security
Hub,

'© A Security Hub BIBkIR 7 B/R¥E Security Hub B4 AN SEBHRUBER LNER. TER
RIBHEEREBNFTEE RS , BURIE Security Hub AR E,

HHBREANERERFES —EEATENFMER. EEELEAETSAINMBIRERF S,

MEFBRENFRELNFREN K F2ERESEN.

. Security Hub BB AN EMIEMEMR ARN, EAILIEA ARN #REEFE/EIEE Security Hub,
BRI LA EE R LM Security Hub BIXERFERI LR PO ERERE R,

A REE RIS E ASFF

ERERERBET Security Hub , BAEREHNE R IE RIS BAWSSecurity BB ER
(ASFF),

ASFF R T — BB ERERER , TUEAWSRZ 2R, SEBRKNEFZ2R K, ERL T
ERTHE, SBEABRAES  HAERERHTER.

ASFF R ENRBHZRERX , ARBERBERZEIXZFIAWS Security Hub, ERBEREXTATE
ASFF JSON ##&#] RFC-7493 |I-JSON JEE#& XA JSON I8, B ASFF ZENFHEEES |
EZHEAWSZ £ BREEERI (ASFF)HAIAWS Security HubfE & 185/,

52 Bthe section called “ASFF MEfi5E H &,



https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-findings-format.html

AWS Security Hub BEBHES

BENAEEK

R MERAWSIRF ., ERMATURETEBBERSERAE Security Hub FHERA R, ©E&E
AL EBERREE AN TS RENER,

EBEABatchImportFindingsAPI RE |, i ETEEFEMIEE Security Hub,

FEHBE Security Hub SERMBEBRESF , AWSHENEFER @ APN SER B N BREMNEK
EE, W@ APN SERBHBMBASRAREXBENELR,

#8 2 Rithe section called “BEFAEE H #tBatchImportFindingsAPI”,
7. #& @ Security Hub EmBEIBCERER. LEMFEA Security Hub BIBk#EE IR B RILERK

MR ERBERE , Al Security Hub BB St E R HAS B 5 BIRERA,
8. LIRMPAWSH RUFKBFERES.
9. Security Hub BIBX7E Security Hub 2 Hl A hRIBREEFEN. AR, B UURRLBAER.
10.( A& ) B2 EEMEETE , SUEESRM Security Hub K. 2B Go-to-market’ZE,

ZE4 | Security Hub BZZRERHUTEE,
- —EERRE (RE3IPE) WIESEN. ZREARTZEHEERN , WRHMEIAWS YouTubesd
&,

« ARAIE Security Hub 55 —EFFIULIE R WELE R BBERE.



https://docs.aws.amazon.com/securityhub/1.0/APIReference/API_BatchImportFindings.html

AWS Security Hub BEBHES

Go-to-market’ B

SEBFETUSHEWMENEHED , UEBBEENEREMBMIAIAWS Security HbE S,

IMRERIZRE Security Hub MHEANWECHEHAE , BEBMABT ZAEERBIEIE APN SEBARE
HEUHERNLE, ERABEAREEREELRE -,

AWSEERHBLE (APN) SEBHEALIER APN SEBHEHEPLNTHREES (MDF) FHEI2RA
BEHEHIREESTE. ARELHENFEEE , FHBENSERHEE,

Security Hub &1ERH#EHE LK E

WAL EE R Security Hub SERB % |, BHVARIRT R LAEEREAWS Security HubE1ERBH E,

EEMEE LI , FAEH APN SEBHBMBARMUTHEEES . ETRRL
M EEBHERRIEE (PDM), SEBHERSREBM (PSA) , REBEXEFBH

£<securityhub-pmseamazon.com>,

- HEHABRESWHERSR, HEE Security Hub BER AR B2 Security Hub £ AF P RN EE.
LHIRER A 700 BFFF ( BEZEK) -

- WIRENERSRVEERN URL, NBMEEISEREBHNAWSER , EERE , &M Security Hub
/. CEREIEFBRUREFEEASERRESNEE.

- BHRENS2HREIR , & 600 x 300 BrFR. BRLBENFHE , 55Bthe section called “I&
W EERFER

]
(ERBAMAIEBH | BAURBEANBIERL HBIFIE LRI, FMAAEHRAWS,

ERMFER < , ELEEHEREIFIAWS |, LU APN SEBFE . Security Hub fHEEMAWS
ABRLEBE. MERAT2E DR ESS BIRBNERRKE,

ERELIBE  FEM PDM, RAARBEEIMHE (SLA) B8 10 BTHER , AEBHER.

AWSEER B4 (APN) 8%

BMEA AR ERMERAENEFRE S APN %, BERELANERESRIINEARE. ©
TREERRRRAERBEMSEBH,

Security Hub &EB# EE LHKE 11


https://aws.amazon.com/security-hub/partners/

AWS Security Hub BEBHES

MREEEE , FHBER PDM 5 PSA FHZ%iBE. APN BRURFE 8 ARNERKFETRESK
AL EER ZR A

BN APN BEZEERENRESE

ELBYBENER  FRELTIEHE,

TEEAEENE?
BEBHBUERRAEEN , TRERANERNE , SRAWSEF,
BERNRETEB 1500 @7, BEEERRANABRAR , HEMMIAWS,

RNEEZZ APN BENREIAR, FPZEFHARRAR (NRAEEXEHARE ) AR,
M APN BENHMRE R E ?

RESRIASHREBSERFTEERME APN 5, BB APN FEIEE (WREXY ) WBES
EBHEEEMINMER.

BEMHEFRN IEEE, HAKTLEN APN S4B , AWSKERANFHNEEZEHE.

FEW LA —BEMERE |, G TURREERGT RIEARG,
MEEBENEFTESRIGETERM 2

EERXEENENF —REEBEERR , FENIANBHREETHEE.

ABHEEE APN % ?
APN BE S TEREUTEZ,

- AEE— HR APN §1ERBH , E—EHAWSH U ELIKEF,
- Visibility— APN BE 2B ZHNEEZ— , NRAWS , 2019 FREHEBEBEA 179 B , 21F

Xﬂ/gﬁgl)lhio

- H¥— APN S1EB MM FEBEEEIRM , WLUEIR APN EF BB (ACE) FHEIERBERF.

TEEENRERES ?

LTEENARZES APN BENE,

R APN BEZEBRENBRER 12



AWS Security Hub BEBHES

- BITARRERITHHNEBEL, ETEMRSIRRENRELREES. BB 75% NEEFIE—H
mARE

- BERER 200 B ESHIINHE , EERSBRT T EERBNMEMEAWSS APN SER 01
AEFBRERBDE,

- BIMERFETEERBENM FRRHKE,

BN TERIE /K
SmIEREE—EEENE , BETENER, EEABREBABAES EAR.

MREHBEKBIET —EXBN IR , FAERIREIELE Security Hub Bk, MMAEERFMEIE/E
BHEEE,

ARERET

MREGRABTHRER., HENRBREBNBREEFAEARIINBREREFE , BFHREIREES
Security Hub BB, g ERNE Security Hub SERFEME,

BEWE

MRERNP T REASKNBIBHNE , FRBEM SN &EERIALR Security Hub BB, EREGERES
R HEEEETT,

BBk iR v LR Security Hub EEEE RS MENBIEHTS

REE A

HAEHEBR |, R URETEERNERBE, EENRETAIRS EEMHILRLE |, Security Hub
BRASRES1ERS R E R BIZR

KBHTHERIEHER 13



AWS Security Hub BEBHES

EmBSEA

BEAWS Security HWDE S EFERBHHUETREMBEENETE | URUMRBBEN L EFME
#lo

ZEMPENMAEUATIRELSXERALES

- EEEVENRLEE
« EERE Security Hub EEANERF
- BHRERBBREHNERRH,

EEFGHREZNESREMBHEMNENR , Security Hub /MBS Hthe section called “E 15075
B UWREEEARAEECNBEERE CEMERE.

REN AT AR E A b AR RBRE XA H

BRI LA EAWS Security HUbERBHEEMN "EIR) ERTH PDF RANERBEERAFTE, FE
E 6 GFEMEEETE (PE) MPE (2E) BERMA.
RAE
- FARMGFITHEN
- SREHMETEEEFERZRS
LS ERBE (CP) FRARS

¥

Vi
i

- KARE

- BUEFPFBRNFEBSER
+ Latency (REiE)

« NEIREmHRHA

- BAEBELEE

- EFNEEREER

« Security Hub X#Z &K EFE
- SRER




AWS Security Hub BEBHES
« DBEEER

« AWS Security HubE & &
« REIEH
- EmEH

£ F =R BIM1T S E A
T ARAITHEBAWS Seourity HubsH R Fl B 1034
SKEHRENEEEFERARD

BYEEEKE (ISV) FE.

Eo

=l
o
X

B EHREESHBINERRBIAWS Security Hub , FFEIZ T HIREE, WREFTHEEHIZRER
HE , AR, BEAEH  RARTKRT —H.

TIEALARREEN XA

- RERERE  BRER  IMERMAZ?

- MRS EEERBER  LEEEAMPLEERNRRIER ? LREESEEMERRRE N ERN
BEBEBREYE?

- MREFTERIHERR , BHNAREELER ? ERHRIIMBLEHWHER? flU , BREESK
IFrEREEE, SERENRARE  ERANIFEFENNEERSHER?

- BEEEMRRFER? NREER  LEEHWBLEFE ? Security Hub ZEREEHMHBRER , M
FRXEZVUHMBRER, ENMRANBRAINBIOEFNBRRE,

EEEMRRER , AUUBEAGEERGECERZRRABEANSIKIER D WERIER,

EEREMSERARMINERNENERRE , BBiE APN SEB M Security Hub BB,
A SERH (CP) EARA
WMRER Security Hub BB SR+ , AIFE IR,

AIEEH Security Hub I TERUMBEEFEARA, ELTURF AR, Security Hub MATE
EEA A AEEM. EXEBEXBRTIH P — B mEEE,

ERRGIMITHEF 15



AWS Security Hub BEBHES

o BB B E F5E Security Hub ? fltn , MR EHEIEFFEREERKE. Terraform HHKAWS
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. ‘“ﬂuﬂtﬁﬁbgﬁﬁfﬁﬁﬁﬁ Security Hub ? #lfn | BRARME T EERBREEA, RENETE
, BREAEEEE T ERFEHTERR?

R &A% B BB EFIX F Security Hub,

SIS EIE E Security Hub FWEIRIER |, BRE T HER.
- DHRERXBERNERER |, fl0 JSON 5 XML

- TR MASEEEEERAAWSE L BEFERN (ASFF)
MREFEY ASFF ETEMEH , UXEENES
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N BR84S B 28 E BE 1% B Security Hub 5% Security Hub 32U 5 E,
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AL IR Security Hub B &, WEFAHAARRELHHH,
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BEDKAEAAWS CloudFormationE A AW EBEHE | SINEXNBER, Mo aEBFRAE
RENEUAXE-RAES,

fRREFETE T IR 15 P i, BNERRAN4H LS ERMESHWERIES,
BUBFEBRNEEHESER
R &8 B BB EFIAE Security Hub,

BHEFABRAEZVESHREH (FUMLR) BEEETEEEFEHMN Security Hub ? BEMRGFT 2 AT LAE

W,
Latency (i)
R &A% B 8B B FIX F Security Hub,

B RIERRN R E RS E X R Security Hub ? AR  RERPEURRBEHEELE
Security Hub KYZEE &1 ?

HWEAMNARBREENERXMGT , THEETES, EREFNERMBE,
NAEI N EmaRA
B2 Security Hub BWFI BB EEMEE,

BERAEHNARMNER , WHFHIFER Security Hub BEWME ., KME Security Hub EEBHE
T 5 A b ZhRE

MRIEERZEEME Security Hub BE |, BALABEERREMMERNRE , ERMASKECMHEO
AREEBHERLNE—-ER,

FEHERTBBIB 700 EZET (EZHK).
BB EE
B2 Security Hub NPT B EESMEE,

BZ2 D UATE Security Hub S ERHEE LIRUAMRABRBRBERLN URL, EEXEEREME
Security Hub 2 IS TEEEPEEEE,

MR EAZEEME Security Hub BE |, B AAHEVE —ZEHHE, Security Hub BRI EER
HTEREERWER.
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MNEERFEEERZIELER,

BRSNS ERHEER

P& Security Hub B4 #EE,

REEEFEN URL , UETRE [(RePOEERM HHL, ERFLATS TR
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FIEBEHEE,
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1
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SHEH
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RERIMBEANE LB, SFERBHFIUERRB. Security Hub SREMEITREE (FIMMEE
BTBEAEME) BILERABE,

o, sHEEREMNRINTEE , RHE2FEANBIKRED.

DBk EE IR

BRAEASBBEFEEIEE Security Hub,

BRBAUSHESEESE X DEBAR, | RREE Security Hub HEE S ThEEIE HiE4F ?

MBI LANEE  BEAERERRHTIHIEEHeartbeat,

AWS Security HubE#ZE A &G

Bt JSON XFHREE THEFARAWS Security HubE Bk, Security Hub € AL EA RN BN E @
ARN, EX#HEAThEREMREFE WX Security Hb RABNERNETTESLRENSIEERE,

NEEH

RNEAEERHAEBELIANES. SHWT :

{
"id": "example",
"name": "Example Corp",
"description": "Example Corp is a network security company that monitors your
network for vulnerabilities.",
}
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R HE DU
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L HE iR
1E I BEEEname.
B|A - PR

RETR :5@Fx
RELR: 24 @F
REFNFETR  MEFR. BFNEFR

VAUNBEFERE, LAUVNBEFIHHTRE
E.

ZE 1 Security Hub =2 & LB RHNVEHRE LT
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name
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RELR : 16 EFxT

i

E 7 Security Hub =2 & LB R ZRHELNE
AYEREA

description

HR . FH

RE LR : 200 EF T

EmE

IREERREEECERNEREN. sEHNT

{
"IntegrationTypes": ["SEND_FINDINGS_TO_SECURITY_HUB"],
"id": "example-corp-network-defender",
"regionsNotSupported": "us-west-1",

"commercialAccountNumber": "111122223333",
"govcloudAccountNumber": "444455556666",
"chinaAccountNumber": "777788889999",
"name": "Example Corp Product",
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"description": "Example Corp Product is a managed threat detection service.",
"importType": "BATCH_IMPORT_FINDINGS_FROM_CUSTOMER_ACCOUNT",
"category": "Intrusion Detection Systems (IDS)",
"marketplaceUrl": "marketplace_url",
"configurationUrl": "configuration_url"
}
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Z2H1E,
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W1z NE iR
category = EREMNERN. SHEEFSERELTEPEE
Bma L,

RZAEE=EEH.

FTAFEIIZEEUER, NMRERBEMNERE
%, FEE4& Security Hub BB,

B|R . 5
A AR -

* API Firewall

* Asset Management

* AV Scanning and Sandboxing

* Backup and Disaster Recovery
* Breach and Attack Simulation
* Bug Bounty Platform

* Certificate Management

* Cloud Access Security Broker

* Cloud Security Posture Managemen
t

* Configuration and Patch
Management

* Configuration Management
Database (CMDB)

* Consulting Partner

* Container Security

* Cyber Range

« Data Access Management
* Data Classification

* Data Loss Prevention

» Data Masking and Tokenization
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Wz NE iR
* Database Activity Monitoring
* DDoS Protection
* Deception
* Device Control

* Dynamic Application Security
Testing

* Data Encryption
* Email Gateway
* Encrypted Search

* Endpoint Detection and Response
(EDR)

* Endpoint Forensics
e Forensics Toolkit
* Fraud Detection

* Governance, Risk, and Complianc
e (GRC)

* Host-based Intrusion Detection
(HIDs)

e Human Resources Information
System

 Interactive Application
Security Testing (IAST)

* Instant Messaging
* IoT Security
 IT Security Training

* IT Ticketing and Incident
Management

* Managed Security Service Provider
(MSSP)

* Micro-Segmentation
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marketplaceUrl
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* Multi-Cloud Management

* Multi-Factor Authentication
* Network Access Control (NAC)
* Network Firewall

* Network Forensics

« Network Intrusion Detection
Systems (IDS)

e Network Intrusion Prevention
Systems (IPS)

* Phishing Simulation and Training
* Privacy Operations

* Privileged Access Management

* Rogue Device Detection

* Runtime Application Self-Prot
ection (RASP)

Secure Web Gateway

EMAWS Marketplace B #9389 URL, URL &
BEREEALZEPOLEEA

B/ . &
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175px

40px

Company: Product Name

Description

Lorem ipsum dolor sit amet, consectetur adipiscing elit, sed do eiusmod tempor incididunt
ut labore et dolore magna aliqua. Ut enim ad minim veniam, quis nostrud exercitation
ullamco laboris nisi ut aliquip ex ea commodo consequat.

How to receive find I'][_} s from this II']'.E"'-"]I'.H on
1. Purchase a subscription to this product in the marketplace: Purchase [£}
2. Follow the integration's configuration instructions: Configure [

3. Choose Accept findings below

Status

(® Not accepting findings l Accept findings ‘

i

MR BIZEREL R T RIEE |, Security Hub SR THE/NE 40 BENBRATE , RAEEAS
175 B &, ESFEYETR Security Hub #2414 EMEBERA R,

TESEAEERTHHERTEARERESHRBRETLEE,
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& A RE ST A BT AR B o

TEERTRE

® Original size: 175px x 40px

@ EXAMPLE

@ EXAMPLE

Company: Product Name

Description

Lorem Ipsum dolor sit amet, consectetur adipiscing elit, sed do elusmod tempor Incididunt
ut labore et dolore magna aligua. Ut enim ad minim venlam, quis nostrud exercitation
ullameo laboris nisi ut aliquip ex ea commedo consequat.

How to receive findings from this integration

1. Purchase a subscription to this product in the marketplace: Purchase [
2. Follow the integration’s configuration instructions: Configure [

3. Choose Accept findings below

Status
() Not accepting findings

Accept findings

® Original size: 133px x 75px (reduced to 70px x 40px)

®

EXAMPLE

EXAMPLE

Company: Product Name

Description

Larem Ipsum dolor sit amet, consectetur adipiscing elit, sed do elusmod tempor incldidunt
ut labore et dolore magna aligua. Ut enim ad minim veniam, quis nostrud exercitation
ullameo laboris nisi ut aliquip ex ea commodo consequat.

How to receive findings from this integration

1. Purchase a subscription to this product In the marketplace: Purchase [
2. Follow the Integration’s configuration instructions: Configure [

3. Choose Accept findings below

Status
© Not accepting findings

Accept findings

(® Original size: 275px * 40px (reduced to 175px x 29px)

@ WIDER EXAMPLE

@ WIDER EXAMPLE

Company: Product Name

Description

Larem ipsum dolor sit amet, consectetur adipiscing elit, sed do eiusmod tempor incididunt
ut labore et dolore magna aliqua. Ut enim ad minim veniam, quis nostrud exercitation
ullamee laboris nisi ut aliquip ex ea commodo consequat.

How to receive findings from this integration

1. Purchase a subscription to this product In the marketplace: Purchase [
2. Follow the Integration’s configuration instructions: Configure [3

3. Choose Accept findings below

Status
© Not accepting findings

Accept findings

AARBENNER,

HHREREEREIMEZHNRE BN ER.

BHARERNER
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© Cropped closely (® Extra padding makes logo look smaller and misaligned

@ EXAMPLE @ EXAMPLE
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Company: Product Name Company: Product Name
Lorem ipsum dolor sit amet, consectetur adipiscing elit, sed do elusmod tempor incididunt Larem ipsum dolor sit amet, consectetur adipiscing elit, sed do elusmod tempor incididunt
ut labore et dolore magna aliqua. Ut enim ad minim veniam, quis nostrud exercitation ut labore et dolore magna aliqua. Ut enim ad minim veniam, quis nostrud exercitation
ullamco laboris nisi ut aliquip ex ea commodo consequat. ullameo laboris nisi ut aliquip ex ea commodo consequat.
1. Purchase a subscription to this product in the marketplace: Purchase E 1. Purchase a subscription to this product In the marketplace: Purchase Z
2. Follow the Integration’s configuration Instructions: Configure | £ 2. Follow the Integration's configuration Instructions: Configure ]
3. Choose Accept findings below 3. Choose Accept findings below
Accept findings ON Accept findings
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EFRFEMABBRHTFERERE RN Security Hub liAH, ROBBEERMMAEHELALS
SR HBORFRNZE Hub VS1E,
RAREHBDZR TR, TERRAEXRSMBEAES,

Security Hub TR EHR AFEEITE, LEKAETHERZIEE Security Hub , EXREERIEER
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EERBERRLEEATLR (NBEMS BRERFAT )  FRIEFTFNERESR,

Pl AERAROFHERARERERTESETREN. ARGKOFHTTUSEET , AkE
EERENEE, BEMEN LRHREMEH#ETE, SMER TOR &3 £¥ MongoDB ¥k M i
Tim O FRHENEEERGEREERS DB,

RAEFEERMAMNAERR  £HERER.
ERHFERARBRELERTFTR , FHEAREHEREMMEE,
plan , EFHLERABBIRSEEIERERBHNERERMGEE, SRIREREL D E.

HKRAER RN BAWSZ £ BB FTERI (ASFF)

EEATYEAEENREZERRSE ASFF. BRSE ASFF ZERMERVFMENA , F2HAWS
Z 4 BREFEE (ASFF)HHIAWS Security HubfE &/,

Bl 1= B

SchemaVersion #R# 2 2018-10-08,

ProductArn=2 ARN , AWS Security Hub% BEL#51R o

Id=2 Security Hub AR RS EXRERNE. EREREFATLERE—N , URREMERERTS
WEE, EEHMERER , BEAHENERAREIRIERER.

GeneratorIdAI LABAIdE & Al LA 5| ARk BB IEEE T , 4058 ¥ GuardDuty{fEI28 ID. AWS Config
FC8%E% ID = IAM B5R 2 #78F 1D,

Title B2 Description
Title EZBEERZFEERN—LEE, TitlelREA 256 HFT , BEZEH.

KERWEFMERNMEDescription, DescriptionfREA 1024 =X , BIEERK, B UEE
BEERMEERD, FEHWMT

"Title": "Instance i-12345678901 is vulnerable to CVE-2019-1234",

"Description": "Instance i-12345678901 is vulnerable to CVE-2019-1234. This
vulnerability affects version 1.0.1 of widget-1 and earlier, and can lead to buffer
overflow when someone sends a ping.",
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Remediation
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Path

EEHRRE, EARZ 512 BF W FE, PathfEXR Linux 3 Windows RFEXHBEE , AT
BRERI
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&=,
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State

EEHBERE, AFNEAOBSERVED| REMOVAL_FAILED|REMOVED,
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Network
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EREENER P HIETHER,

« W EC2 EfIH DDoS HE , FRHNEELE  BEEIEMN DDoS BRI FHAEEEATH,
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