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WELTE Terraform 2512, ZEEMBAER , BUUERRMEMN Terraform ARSI ZAWS |, X5 2g
RHENERE Terraform HESIZFIENEXBNEREBIER., AWS Service Catalog— X R E K
HEE 30 288, AWS Service CatalogiRt BB LEFERE Terraform MESIZHIERM GitHub f#
FE,

fTHHE

BRI ARERER | AWS Service Catalog2fFEREHAL , WEXEMESIZBHNHERETI. A
TEIITHIH ARN , F5AWS Service Catalogi#1T T 55 :

- HERSIZBUREREEENIRE P
- MRS ZuAETHINEREE AWS Service Catalog
- HESIZBTIERBUTRBNGEFEBER

fitn , anREEAKRS 0000000000000 K EmMus-east-11E|RFE 1111111111 FEIY | AWS
Service Catalog BIfR5%E A ProvisionProduct IETEH SQS ARN, arn:aws:sqs:us-
east-1:0000000000000:ServiceCatalogTerraformOSProvisionOperationQueue

MR EEE AR WA Lambda B #DescribeProvisioningParameters.,
45 R 2R B F RN B RE Terraform ELE 5|2
BRI LR E £ T X EB LRSI 1lambda : Invoke R ERIFA R

FHAWS Service CatalogiR it 5| ZR2 I SR ZMEE Lambda M E B FEER , ZBCRERHE
AWS Service Cataloghg# =8tk ~1ambda: Invoke R :

ZHEFERE Terraform #rEE 5| % 12


https://github.com/aws-samples/service-catalog-engine-for-terraform-os
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"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",

"Principal": {
"Service": "servicecatalog.amazonaws.com"

},

"Action": "lambda:InvokeFunction",

"Resource": "arn:aws:lambda:us-
east-1:account_id:function:ServiceCatalogTerraformOSParameterParser"

}

EEZ M —HNEMNER | LUEEAWS Service CatalogB A IEFEIEE, BR , B LUEH
Maws:SourceAccount;2EMEIF 1 ETFXRE—SRFILLEE, AWS Service Catalogig il B &ix
BIELTTIE  SASMEIRFEH ID AWS Service Catalog IEA &8, ELHTEEBERBESLARS
BEMR, TFERFRIATEERFERAENSIZE , EEREER.,

Blan | e LAMER T 5IRA | #& 51 ZEBR &I AE 2FFREA 000000000000 F 1111111111 BHIER :

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",

"Principal": {

"Service": "servicecatalog.amazonaws.com"
.
"Action": "lambda:InvokeFunction",
"Resource": "arn:aws:lambda:us-

east-1l:account_id:function:ServiceCatalogTerraformOSParameterParser",
"Condition": {
"StringlLike": {
"aws:SourceAccount": ["000000000000", "111111111111"]

#& R 2 B F RN EN B/ Terraform BB 512 13


https://docs.aws.amazon.com/IAM/latest/UserGuide/confused-deputy
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BRI EE E T XHB LR Fsqs : SendMessage R {ERV A
HAWS Service CatalogiRit#y 5| B2 7 W MZEEZEE A Amazon SQS T3 EBFEUBUR , HBURE
REBEIRE sqs:SendMessage (FIBBER KMS) F 7145 IR 3% = B8AWS Service Catalog :

"Version": "2008-10-17",
"Statement": [

{
"Sid": "Enable AWS Service Catalog to send messages to the queue",
"Effect": "Allow",
"Principal": {
"Service": "servicecatalog.amazonaws.com"
},
"Action": "sqgs:SendMessage",

"Resource": [
"arn:aws:sqs:us-
east-1:account_id:ServiceCatalogTerraformOSProvisionOperationQueue"
]
},
{
"Sid": "Enable AWS Service Catalog encryption/decryption permissions when
sending message to queue",
"Effect": "Allow",
"Principal": {
"Service": "servicecatalog.amazonaws.com"
},
"Action": [
"kms:DescribeKey",
"kms:Decrypt",
"kms:ReEncrypt",
"kms:GenerateDataKey"
1,

"Resource": "arn:aws:kms:us-east-1l:account_id:key/key_id"

EREZEM —NERMER , LUEEAWS Service CatalogB & EHEIEE, BE , LA LUMER
Maws:SourceAccount;BEMEIF 1 ETFXRE—SRFILLEE, AWS Service Catalogié il B &ix
BEETHE | BEAMEIIRSR ID AWS Service Catalog EEA £, ERITEZBEREASHANR
DEEM, LHELERRIRAEEERFEALNGIZE , ESREEY,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/confused-deputy
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Blan | &R LAMER T 5IRSE |, #8551 ZERFIAE LFFR A 000000000000 # 1111111111 HIER :

"Version": "2008-10-17",
"Statement": [

{
"Sid": "Enable AWS Service Catalog to send messages to the queue",
"Effect": "Allow",
"Principal": {
"Service": "servicecatalog.amazonaws.com"
1,
"Action": "sqs:SendMessage",

"Resource": [
"arn:aws:sqs:us-
east-1l:account_id:ServiceCatalogTerraformOSProvisionOperationQueue"
1,
"Condition": {
"StringlLike": {
"aws:SourceAccount": ["000000000000", "111111111111"]

}
1,
{
"Sid": "Enable AWS Service Catalog encryption/decryption permissions when
sending message to queue",
"Effect": "Allow",
"Principal": {
"Service": "servicecatalog.amazonaws.com"
1,
"Action": [
"kms:DescribeKey",
"kms:Decrypt",
"kms:ReEncrypt",
"kms:GenerateDataKey"

]I

"Resource": "arn:aws:kms:us-east-1l:account_id:key/key_id"

#& R 2 B F RN EN B/ Terraform BB 512 15
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B A

& T LAE A APIFRAWS Service CatalogNEFRERFNEREAL , ER/BEP—EAFIBZREF
K S BRRFEIREN

HEESERET , LEUERKEEEN—REAENFIHTIH. F/EKEES , EUNRIEE
REEVUEM. FRA—MERAE , ERIATUEH - REAEIREIRBDER. KEREUTZ—:

« 1£ Amazon Linux E#1THERMEIIRE  RUEEERYFEAZAWSERHAWS CloudFormation
EARABER,

« 7£ Terraform 25| Z L HITHBEMRBEIIRE , Yl targz HEEAER K ZEREXRTERAUMSE
AWAWSE R,

® Note
ERBzE , FRAREBEEZHPNEHEERE AWS Service Catalogo

FE

- AMERE

- BB EAAWS CloudFormationE f
- ABFEAMEER

AFERE

AWS Service Catalog #2ft Well-Architected EmEIRM AFIERE , IRERERBETF ., BRI
AMEREERESTHNEMNERERIEZECHIRS S , REBBENERETEE

ES-]
- BEHRE
- BT

BEARMF
EEARMNAPEREFTNEAZE  FRECHEETIER

b
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+ 5/ AWS CloudFormation E84XFrEEMFF T, MEFFMENR , FES B A AWS Identity and Access
Management 2 #17ZE.

- B AWS Service Catalog FTEMNEE ST, MEFMEN , 552 B the section called “H 20 HF
BEEE,

E—5 T

WE Well-Architected ZRIBIVEFMIEF , F2RAWSE R RIT,

B 14 FHAWS CloudFormationE i

ST LAE ) AFIFEAWS Service CatalogNEFHA—ERBREFNEMSES , HEBAFHBREF
R R R FALAE R o

EEEBREY  LSUEKEEEN—REAENEIHITIHE, BEEHKEES | EWUEYT
Porfolio, RAEEIVEm. BA—RERAE 6 SERTUEN—BREAEZEAYBBER, ZEMR
£ Amazon Linux E#THERBRIRE K YUEEREMRYEANAWSERHNAWS CloudFormation £
REER,

(® Note
ERBZH , FRAREBEETHPNEHEERE AWS Service Catalogo

£

« $E 1 THAWS CloudFormation&iZ

- S22 BEUuSEY

- SRI BUREHESE

- SR4  EERESTEVFEM

« HZR5 BT RURBIBATEE KN
- SER 6 FERERFILIERK IAM B

- FR7  BERBENEFRERTERE

- SR8 AEFEAERR
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https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/using-iam-template.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/using-iam-template.html
https://aws.amazon.com/architecture/well-architected/
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FER 1 . THAWS CloudFormation&i4x

B LAEAAWS CloudFormationE AR EMMHRERMBEESNER, ELHAZALUEA

JSON = YAML XL N FER , YR\LERENER. WEFMER , FSE https:/
docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/template-formats.html {EF &SR HY
AWS CloudFormation#84<4& =, &7 LA {E A #RAWS CloudFormation¥s 88 s ISR I1ZM) X FHR BRI R 2
MMRBIFER, EEAYEF , BOARE T —EFENER , HETURBER. SASREBHERTS
REFIGREMNE — Linux 11TEE,

® Note

EAAWS CloudFormationE &N FE E4SKEIR, P2 E , FRESHES EHRNER, MFEH
HER  BBEPHERGEAMERE.

AT

A BRBFTIR M EHIE A T £ https://awsdocs.s3.amazonaws.com/servicecatalog/development-
environment.template Bl#§, development-environment.template

Zaxl
A
BHBAN X FU TR :
{
"AWSTemplateFormatVersion" : "2010-09-09",
"Description" : "AWS Service Catalog sample template. Creates an Amazon EC2 instance
running the Amazon Linux AMI. The AMI is chosen based on the
region
in which the stack is run. This example creates an EC2 security
group for the instance to give you SSH access. **WARNING** This
template creates an Amazon EC2 instance. You will be billed for
the
AWS resources used if you create a stack from this template.",
"Parameters" : {
"KeyName": {
"Description" : "Name of an existing EC2 key pair for SSH access to the EC2
instance.",

"Type": "AWS::EC2::KeyPair::KeyName"

SR THREAE 18


https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/template-formats.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/template-formats.html
https://awsdocs.s3.amazonaws.com/servicecatalog/development-environment.template
https://awsdocs.s3.amazonaws.com/servicecatalog/development-environment.template
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},
"InstanceType" : {
"Description" : "EC2 instance type.",
"Type" : "String",
"Default" : "t2.micro",
"AllowedValues" : [ "t2.micro", "t2.small", "t2.medium", "m3.medium",
"m3.large",

"m3.xlarge", "m3.2xlarge" ]

iy

"SSHLocation" : {

"Description" : "The IP address range that can SSH to the EC2 instance.",
"Type": "String",
"MinLength": "9",
"MaxLength": "18",
"Default": "0.0.0.0/0",
"AllowedPattern": "(\\d{1,33)\\.(\\d{1,33)\\.(\\d{1,33)\\.(\\d{1,3})/(\\d{1,2})",
"ConstraintDescription": "Must be a valid IP CIDR range of the form x.x.x.x/x."

}

},

"Metadata" : {
"AWS: :CloudFormation::Interface" : {

"ParameterGroups" : [{
"Label" : {"default": "Instance configuration"},
"Parameters" : ["InstanceType"]

ol
"Label" : {"default": "Security configuration"},
"Parameters" : ["KeyName", "SSHLocation"]

1,

"ParameterLabels" : {
"InstanceType": {"default": "Server size:"},

"KeyName": {"default": "Key pair:"},
"SSHLocation": {"default": "CIDR range:"}

}
iy

"Mappings" : {
"AWSRegionArch2AMI" : {

"us-east-1" : { "HVMe4" : "ami-08842d60" },
"us-west-2" . { "HVM64" : "ami-8786c6b7" 1},
"us-west-1" : { "HVM64" : "ami-cfa8al8a" },

SR THREAE 19
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"eu-west-1" { "HVM64" : "ami-748e2903" },
"ap-southeast-1" { "HVM64" : "ami-d6elc584" 1},
"ap-northeast-1" { "HVM64" : "ami-35072834" },
"ap-southeast-2" { "HVM64" : "ami-fd&724c7" 1},
"sa-east-1" { "HVM64" : "ami-956cc688" 1},
"cn-north-1" { "HVM64" : "ami-ac57c595" },
"eu-central-1" { "HVM64" : "ami-b43503a9" }
}
.
"Resources" : {
"EC2Instance" : {
"Type" : "AWS::EC2::Instance",
"Properties" : {
"InstanceType" : { "Ref" : "InstanceType" },
"SecurityGroups" : [ { "Ref" : "InstanceSecurityGroup" } 1],
"KeyName" : { "Ref" : "KeyName" },

"ImageId" : { "Fn::FindInMap" : [ "AWSRegionArch2AMI", { "Ref"
"AWS::Region" }, "HVM64" ] }
}
.

"InstanceSecurityGroup" : {
"Type" : "AWS::EC2::SecurityGroup",
"Properties" : {
"GroupDescription" : "Enable SSH access via port 22",
"SecurityGroupIngress" : [ {
"IpProtocol" : "tcp",
"FromPort" : "22",
"ToPort" : "22",
"CidrIp" : { "Ref" : "SSHLocation"}
} ]

}
iy

"Outputs" : {
"PublicDNSName" : {
"Description" : "Public DNS name of the new EC2 instance",
"Value" : { "Fn::GetAtt" : [ "EC2Instance", "PublicDnsName" ] }
.
"PublicIPAddress" : {
"Description" : "Public IP address of the new EC2 instance",

SB1 . THER
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"Value" : { "Fn::GetAtt" : [ "EC2Instance", "PublicIp" ] }
}
}
}

FAFIR

EEMRER A SAELFEEINER. ©HTINSIBIHEK :

« AWSTemplateFormatVersion(iZf)-F R BLAWSEI A K "EARKE ) RAR, RFEVERE R
220105909 A, 2EERIE—BRNE.

- FREA (EEM) — SANEIR,

- B (BR) - LENERELAEESRBBERN 2., EXLSEESBOVHERNRS , @AW
EXAFEELRS, MERBRGNFEEN , F2H £H AWS Service Catalog R,

tKeyName 2 E{ 7] E &5 E Amazon Elastic Compute Cloud (Amazon EC2) key pair B8 , & E
FAAWS Service CatalogZE ER B ERIFL BREEBEE. ZHET —ESRIEISE/E,

- PREER (BH) — BRHEESEAEMERANYH, - AWSCloudFormation: /) EI#E & — ik F H
EXRARENMETRSE, ParameterGroups BHEREL SN2 HAR BIELLEH N
L1EfE, ParameterLabels BHEEZERILENSEBEH. EFAEEESBUIRE AL ER
AERNERS K BREAEZRERTEHERERE Server size: 2 FTETERA Instance
configuration WZ % , ©EZRE Key pair: 2 THEREZEFRAH CIDR range: & Security
configuration W,

- HE (GEA) — RolBEBBRENGR  TAREEFRGSEE , BURERK. EUUER T&
By M TEE EBERPH Fn: FindinMap REREREE RS REHENE, FHNERTIFEAWS
Eig/EE ML ERSEEDN Amazon #E5R& (AMI). AWS Service CatalogiR 1 F & 7 i HL
MWAWSE , £ LLE ERREZFHH AMI AWS Management Console,

- BR (BE) —#HBERREBME, SUNSEEX [ER] N [@H) ERPHER, £LRERP
HEMEEHIT Amazon Linux B EC2 #{TMERE , LAR /ofF SSH FEUHITERHN LR £ 5. EC2 ¥
TERERN Bt ERECAEAERANEFARREATEREREMN SSH FRHNEREHE.

AWS CloudFormationf i B BIEYAWS Bt L B E R E EFIZER AMI ID |, Y AHERZ S HE
Ho ZEBERBREUATRFERAEIETEN CIDR IP bt S1E ¥ A FEUEIEE 22,

- Wk (BA) - SAERAEMRTRERBBNNT. RENSEANSHEBNTERN LS DNS &
BB TRGERE, £AEEE DNS BB UMEA SSH EERHITER.

MERE TEAFMN . AENFHRER , 2 RAWS CloudFormationfE AiEEHHEASE,
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https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/format-version-structure.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-cloudformation-interface.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/intrinsic-function-reference-findinmap.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/template-reference.html
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SR2: BEUSRY

EFEFERREAERABBARBENEFHHARBER , BMEEIT Amazon EC2 key pair, £R¥ =2
NEERNES K ELLEBANMZRER  WELRIIANERER, IEEHRSBEYNFEAENR ,
ERFEEBAAWSERE | R%ESE Amazon EC2 Linux #i{T{EEFEREIEE M Amazon EC2 &
WA,

A ZRIEN AWS CloudFormation 7% , development-environment.template , B#%
KeyName 2% :

"Parameters" : {
"KeyName": {
"Description" : "Name of an existing EC2 key pair for SSH access to the EC2
instance.",
"Type": "AWS::EC2::KeyPair::KeyName"

iy

R EAEEMER AWS Service Catalog MBI AEAAERNEME , X AEESWREN LR,

NREEERFEANKRFHPEUSRY |, SUURE DB 3 BUREHEEG, B8, A TIE
B

By iRy

1. ¥ https://console.aws.amazon.com/ec2/ BB Amazon EC2 i &,

2. FAEEEERKMN Network & Security (HBIEZ£M) TF |, #1F Key Pairs (£ %),
3. 7£ Key Pairs (£#8¥)) EME L , 22 Create Key Pair (BRI £#8¥),

4. 7E Key pair name (£¥E8.) PRMABRZEENER , AREE Create (B1).

5., BEXEARTLERELESHRERE K KeREEZE2NA.

/A Important
EREHREFLAESRMERNE—HSE,
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https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-key-pairs.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-key-pairs.html
https://console.aws.amazon.com/ec2/

AWS Service Catalog EEBER

FR3 BUREHES

EEREmRBEGERE  FREVELERMNERBESHE,

ByEmBSE

1. 7 https://console.aws.amazon.com/servicecatalog/ BiRX Service Catalog F#E A&,
2. EERAISEERY , BEEE K AREEE [BEUSE]

3. WATIE:

- EM#A B -Engineering Tools
- BEHEHRP-Sample portfolio that contains a single product.
- BEE#E — IT (iteexample.com)

4. BEEV.

R4 EERmESTREUFER

FIEREEER  ARUUEREAESFRIEER. EAHEREF S EIRIBEBEREIRA
Linux SEINESR , EE— {7 Amazon Linux TR EHFARIRIE,

EREEmBESPEYEM

1. BRIERA—F R, AIE®E R Portfolios (EREE) EE. &8, FITH https://
console.aws.amazon.com/servicecatalog/,

2. ERYHMEESR2PRIUNIEIEREES.
3. BEELEWER.
4. # "EmFMEFA. BERN "BUEMR, EEL, WATIE

illll

* Product name (Em#& ) — Linux Desktop

- EM#HR — Cloud development environment configured for engineering
staff. Runs AWS Linux.

- BEE —IT
- D8 —(Z=A)

5. 1 [IRAFMER E@mL , 1212 [/ CloudFormation #4], A#%iE1E TEE Amazon S3 &4
URLL , AW ALUTRARA :

S$EB3 . BUREES 23
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- Select template ((ZZ&E ) - https://awsdocs.s3.amazonaws.com/servicecatalog/
development-environment.template

« RAEEE —v1.0
« Description (#if) - Base Version

6. 7 "Support FHER, BRF , MATIIER :

- ETHMHBE — ITSupporteexample.com
« S@@ upport HE#E-https://wiki.example.com/IT/support

+ S@@ upport FBA-Contact the IT department for issues deploying or
connecting to this product.

7. EE TRUER. .
HER 5 FiEsIAKI R EAPR H1#1T B R K/
REEEREABRIE S —BERDRH. Rl LUZHER O RBESH (RBRE) RERAFHE

AWS CloudFormation €548 (S54RI RH). MFFMEN , 552 £ AWS Service Catalog R
o

EARREFIEE Linux REFAER , UpHLERAEERBFERNARSTEEER, BHRIRE
BEATHEMFEAEZREAEANTEEER . HRFISEERNATEERERRFHAMERDINER
t2.micro M t2.small, WMEFMEN , 552 Amazon EC2 Linux #TEREFEREERTHN T2 #
1TIEEE,

BEGEARFFEE Linuxk RKEFEEM

1. HEBEFEEFRRL , BERSRS , RARZERIRHIRSE,

2. #E "EMRSIRGE BEF , #Y "EmL BE Tlinux REL o AR, #YH TREOR, FEE
i N TP

3. HE[TFHEHMRERH] EERP , BE [XFREH]

4. BUTARMINFRERT

{
"Rules": {
"Rulel": {
"Assertions": [

{

SER 5 FEE AR 24


https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/t2-instances.html
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"Assert" : {"Fn::Contains": [["t2.micro", "t2.small"], {"Ref":
"InstanceType"}1},
"AssertDescription": "Instance type should be t2.micro or t2.small"

5. &% TPR&I, A, @ ASmall instance sizes.,
6. EERV,

SR 6 . WBREIRFILEIR IAM A6
BERHEIEE IAM At  ZACSERKFEREMBERIFAWS Service CatalogfRH.

HEWT RSP | B LGB R FIHTE E Linux REZEm , AWS Service Catalog AME &£ BB E mAWS
CloudFormation#Z4<#y IAM &R,

BETEERMAREBIRGN IAM A4 HEATIER

1. AWS CloudFormation
2. EmMAWS CloudFormation&i s f1 19 AR #%
3. FEEURIEBEE R Amazon S3 17T E I AWS CloudFormation €3 2 Y 12 BUAE R .

WRAERFIATE-—MREAERBDER , UERBREEELACHEERETERE., WEFHAENR
B AWS Service Catalog BX B R &l

2
®

MERERERSE , SMBLEOERAERESM IAM T , FEEMFEA Linux REFAER. Hlm,
#ZServiceCatalogEndUserAccessBURER FiFEUEA & LR A MIRFTERAWS Service Catalogix
& IAM FF 77,

EAMEBIRH TREEESZREAE AM FIRSEREREN IAM REME. WFEFHESA B
28 (AM E£REER) PR TRIEER.

718 RUED PR %1

1. EfE IAM EAEEFPH JSON Z5|FEH L ETHBENET.
2. BRET3I JSON BSR4 :
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https://docs.aws.amazon.com/servicecatalog/latest/adminguide/constraints-launch.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#grant-least-privilege
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create-console.html
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3]

cloudformation— fRFFEIE , BEL , F3 , MBR , 5 HFEEAWS CloudFormationZHY
AWS Service Catalog5tZ# R,

ec2— ﬁ:%#AWS Service CatalogEEFF a5, BEH. B A, MEMZLBRAWS Service
CatalogZE mm — &0 By Amazon EHEH Eim (Amazon EC2) ElR. RIFELEFBENAWSE
- JH:*EFEEIE‘EQQEO

ec2— RENAWSIRFRIM TN ZERR , WEENZEBRRMMEEEN IAM BE,

s3— RFFFEEPES N Amazon S3 fEFETEEAWS Service Catalog. ZEEEPEBEM , AWS
Service CatalogFE EFRMEATIRER,

servicecatalog— fAAWS Service Catalogiff X xFEAESILH. B, BEA, EELNRBE

RVER,

« sns— fAWS Service Catalogef% . FEE. B AMZREIPRHIA Amazon SNS E&,

(® Note

REEZRBNERERME , &4

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",

"Action": [

"cloudformation:
"cloudformation:
"cloudformation:
"cloudformation:
:GetTemplateSummary",
"cloudformation:
"cloudformation:
"cloudformation:

"cloudformation

"ec2:*",

"servicecatalog:

"sns:*"

1,

"Resource": "*"

iy

e EE chEHl JSON HX,

CreateStack",
DeleteStack",

DescribeStackEvents",

DescribeStacks",

SetStackPolicy",
ValidateTemplate",
UpdateStack",

* 1
’

HER 6 : FTERER
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N o g bk~ w

8.
9.

10.
11.
12.

{
"Effect":"Allow",
"Action": [

"s3:GetObject"
iF

"Resource":"*",
"Condition":{
"StringEquals":{
"s3:ExistingObjectTag/servicecatalog:provisioning":"true"

BET—F. &8,

BET-F, 8F,

£ RBEEREA EEF , ¥ [27]) @ AlinuxDesktopPolicy,

BEEVEX.

EEEERT , EEAG, AREE [BEVUAR]) XHITTIEE

a. &Y [EEUSEMER] , BIF [AWSKK] , RERE [HMEAWSRBEHI LA RS TiE#EZF Service
Catalog i2HY Service Catalog EA RG] , RZBET —F,

b. 1 2linuxDesktopPolicyklE , SREIZEUZELS .,

c. EET—-F,

d. RAA®LZLBEE A linuxDesktopLaunchRole,

e. EERVAG,

BARRFEAWS Service Catalogi® & , #81t A https://console.aws.amazon.com/servicecatalogo

i##2 Engineering Tools (L2 L E) ERESE.

EEEFAEARE L |, #E THRAENRL) BB RAREE "B RFOR. .

HR "Em.  FEE Lnux REFE , AReHE TEHORER, 8F T

BIEER IAM £, ETRIZERE [linuxDesktopLaunchB ] , AREIRIE [B1],

SR7 BRERmESNFIERTERSE

BELCEVERERYNEER , TS FHERTHRRERE.
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DEARMF

MREARABRIRERAEZEEL IAM BHH |, B2 EHERER TAWS Service Catalog&#EAF,

RHUFNERES

1. EERFMAEAERL B2 "FEE, ER.

2. #{E Grant access (FZEFZHE),

3. HEFERSIERL , BREKREAE IAM BHENZES R,
4, BEFEBEFIER.

HER 8 AEEHERSR

EEMEERERDRANFH—REAETRAREIRBENER , FUEREAWSE D EAL
BITEL T,

EERRRREAERGREFNEREREEZES

1. B IAM ERAEEETHNERUIAMERESSE A,

2. 1EEENS | BELSGEHDPEINZEEngineering ToolsiEW TAWSEIE, . EILEERFEF ,
512 us-east- 1 [E1T,

3. 1 https://console.aws.amazon.com/servicecatalog/ ¥T BIAWS Service CatalogiZ#l A LLEF LT
AR

- Em-ERETUERANER,
- HENEm - ERAECRBNMEER.

BREAEREULURME Linux REFAEEMR
AR EAYHEBRESF | 5&IE us-east- 1 B,

1. EXEAEN "Eml BRYP , B8 Linux KEFE.

2. EERIER UBBREERNEE.

3. & "R&E : Linux RE¥ AL HEAEL , B ALinux-DesktopEMENERBHE,
4. 7 "B, EERL,WATHEELEE "T-F,

o fAfREz K/ —EEFEt2.micro,

HER 8 ARERERR 28


https://docs.aws.amazon.com/IAM/latest/UserGuide/console.html
https://console.aws.amazon.com/servicecatalog/

AWS Service Catalog BEEEEE

- SRY _BNEESR2 BEUSEY DBINSERY,

- CIDR &E — & A IP utf9E CIDR & E , LEREHTEE. B UERRRE
(0.0.0.0/0 ) AFFHALM IP HebSHRT |, RERIEE IP bl |, R EISEN 1P thhtpoS5R |
REEME 2ENHB. /32

5 EE "RBER. UREME, TEASETRERAR Linux-Desktop BB EFAEH. E
mmiRER "8FHh,  WEEL S ENEREZE AWS Service Catalog BB ER. EEEER

BEIRRE , FENMERERESR. ERBEE , MEBAAB¥.

PSR E AL L E m

AWS Service Catalogi®&iBR#F HashiCorp Terraform #HEERYIRE ThaE , BIRIRIE, BHEIRM

B, AWSIEALLAWS Service CataloglE RE—T EFER , EHP XREHEB. BENEM Terraform
#85E, AWS AWS Service Catalogx & Terraform ZIERIEINEE , BiEiR B EECMTE LR
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variable "bucket_name" {
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}
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resource "aws_s3_bucket" "bucket" {
bucket = var.bucket_name
}
output regional_domain_name {
value = aws_s3_bucket.bucket.bucket_regional_domain_name

}
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BB -REAERS (ZHIRF).
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1. £ https://console.aws.amazon.com/servicecatalog/ FABIAWS Service CatalogE 2 & , REUUR
MEEEFDEA,
2. EEAISEERYF  BRESE  AREE [EIZEEL.
3. WATHE:
- Em#ESR -S3 bucket
- REHAEFRB-Sample portfolio for Terraform configurations.
- #HEE —IT (iteexample.com)
4. BEE,
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TR5:BIREAR®

EWTSBRF , SEY IAM A6 (REBAR) , 57 Terraform S| ZHNER , W EFEHERD
Terraform = mEFAWS Service Catalog Al & &#) HashiCorp #R,

FBRIB RIS E Amazon S3 T Terraform EmMARBIREH IAM £€ (BEAR) X EER
THIEFT -

« FEUER Terraform ERHNEBAWSER, EXAHERRED  E4E

¥s3:CreateBucket*, s3:DeleteBucket*s3:Get*s3:List*, # s3:PutBucketTagging
Amazon S3 BREMNFEL

- FHYVAWS Service Catalog#EH# Amazon S3 f1ZEr 88 Amazon S3 &I74fY 7 ELAE
« FHlCreateGroup, ListGroupResourcesDeleteGroup, MTagE REFHIESE, BLEE

AWS Service Catalogf] A 2R E B & REHH M ZERC

EETEAWS Service Catalog R EEERFHEIMEB AR

1.

& AAWS Service CatalogBEB EIRF % , &M@ IAM fEAEIERES "1 JSON, HS|EH LET
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« s3— fLFFAWS Service Cataloglii, BE. BA. HEMEEL Amazon S3 EmMTTEFF A,

« s3— RFEFEEHEEMN Amazon S3 fE1ZETEAWS Service Catalog, ZEZEEM , AWS
Service CatalogFE EF B EA TR E,

« resourcegroups— s2AWS Service CatalogaT&IZ , 5l , MERFIEZEFZAWS Resource
Groups.

- tag— A FFAWS Service CatalogiZsc R,

(@ Note
RBEERZNERER , B FEEREREH JSON BK.

Bh £ T3 JSON BURX A :

"Version": "2012-10-17",
"Statement": [
{
"Sid": "VisualEditor@",
"Effect": "Allow",
"Action": "s3:GetObject",
"Resource": "*",
"Condition": {
"StringEquals": {
"s3:ExistingObjectTag/servicecatalog:provisioning": "true"

}

"Action": [
"s3:CreateBucket*",
"s3:DeleteBucket*",
"s3:Get*",

"s3:List*",
"s3:PutBucketTagging"

1)

"Resource": "arn:aws:s3:::*",

"Effect": "Allow"

},
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{

"Action": [
"resource-groups:CreateGroup",
"resource-groups:ListGroupResources",
"resource-groups:DeleteGroup",
"resource-groups:Tag"

1,

"Resource": "*",

"Effect": "Allow"

I
{

"Action": [

"tag:GetResources",
"tag:GetTagKeys",
"tag:GetTagValues",
"tag:TagResources",
"tag:UntagResources"

1,

"Resource": "*",

"Effect": "Allow"

}

3. a. EET-F, 6 &R,
b. EE-F_Z’F , mﬁo
c. EMMERREEYF, #HH [BW @

AS3ResourceCreationAndArtifactAccessPolicy,
d. BEREBRIIX.
4. HFEEBEHF , B Roles (A1) , RRIEIE Create role (BRI AR),
5. & [EMZEMENER], EEF (BFIEEEREA] , RAREWA TS JSON FA

"Version": "2012-10-17",
"Statement": [
{
"Sid": "GivePermissionsToServiceCatalog",
"Effect": "Allow",
"Principal": {
"Service": "servicecatalog.amazonaws.com"

¥
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"Action": "sts:AssumeRole"

"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::account_id:root"
},
"Action": "sts:AssumeRole",
"Condition": {
"StringLike": {
"aws:PrincipalArn": [
"arn:aws:iam::accounti_id:role/TerraformEngine/
TerraformExecutionRole*",
"arn:aws:iam::accounti_id:role/TerraformEngine/
ServiceCatalogExternalParameterParserRole*",
"arn:aws:iam::accounti_id:role/TerraformEngine/
ServiceCatalogTerraformOSParameterParserRole*"
]
}

}
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£ TIREE, JBEF | i®HEIS3ResourceCreationAndArtifactAccessPolicyBRIEIH,
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E/BEEP , WA SCLaunch-S3product,
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EAWS Service CatalogR BB ERFHARIBBACRCE , RS BEERAZRSE S
B HRERAWS Service Catalogi B A, —REABERFFNACLEEFTHENS
B, WEHEEsRAREESIRF P ACHERN KR,
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ERERREZEN , RPIEZREMEA AWS IAM Identity Center 2 AWS Identity and Access
Management (IAM) fRE AWS IRF B AEBERWXERBBIFERAE, t—R , SEAFHEBRSEER
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- £ AWS MEBFRFRURHEPWRMERFE RS AWS R,

- FRERNZELZSRE (B0 Amazon Macie) , #BIEREMIRZEMFE Amazon S3 HEIRE R,

- MRHEZBBHSHNER API FEEFEERE AWS B FIPS 140-2 BB HNZ1ELR | FEH FIPS
imE. MEHER FIPS fl FIPS iwHMNEZSHEEN , B2 RBI P EFIRIEZE (FIPS) 140-2 #15,

Bz 2R CBETEREFNEF B ERERBREF , HEEESI BEEXN X FRA
B, FlnBZEEN, ETRELMERAEEA. API AWS Service Catalog 2 AWS SDK B AWS BR#§
FASHMERAR, AWS CLIZZEEESBHBANFRUTRANEANERBAIEARGTERZEH
Hi%. MRERMIABRIRITN URL , RMBUEZRFZ I ERT CHZRMAMRBF RN URL I ERBF
&R

EAMZRFBER
AR

AWS Service Catalog f£F Amazon S3 f#Zir#8f Amazon DynamoDB BRI E , EXEREFHT
BSEREENSWETHREME, FEE—F TH , 5528 Amazon S3 Fl Amazon DynamoDB 12 {#Y
WREMZMEREEA.

S N
AWS Service Catalog £ AE#EZ 2 (TLS) MAFIRNHREE EH e BEH P HNERA AWS,

BT LUEBE I VPC 4% , £ Amazon Virtual Private Cloud (Amazon VPC) #A & 17Hl AWS Service
Catalog APl, £ VPC w38 | VPC Rz B BEE AWS Service Catalog AR EE K MAEE
AWS BB EE. NAT BER VPN E#R.

FrE A &RF — 1 VPC I BB AR # X # AWS PrivateLink , AWS Service Catalog X8 AWS #
i AT M BEE N E EE VPC FIFAE IP RER AWS BRIE 2 BV FAB ELR,
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AWS Service Catalog# #Y Identity and Access Management

ZHUE AWS Service Catalog EFRF% ., ELRBLEEFHFE AWS ERVER , flIER AWS
Service Catalog #i &= Ef. AWS Service Catalog B2 AWS Identity and Access Management (IAM)
BE  BEHREERE AWS Service Catalog BRIV MEBEmMATEHNERR , WIREFH AWS
Service Catalog EH B EmMNEECHEERAENER, ELRBARREEEN—REAEEL
MEE , AWS AZ2ERIEUNERE, FEZHFIE  FEELRAUMMELREANCERE. Bl
A AWS Service Catalogs

c/hes

IEEE W RERR AWS Identity and Access Management (IAM) BJBEEUR AR ER & 8 AWS Service
Catalog.

#&3%iB AWS Ildentity and Access Management (IAM) $E48 B9 5F A th BUR R 1835581 & 2 AWS Service
Catalog.

EEE-5 A5 AWS Service Catalog & , £FEHEEEETEAEMN IAM FFAINTEEFZEE |, UE
BITHRNRINEEERBEESNER. ""EFE%UH&&%EFH%T?HNEFE%IYEO

—REAE-CXAAREFRAEFIEAEZEAWER , T8EZEFE A AWS Service Catalog & £
EHNER. Mt RERBERREEREERNETT,

IAM EEE-MRER IAM EEE , St 8 ERFNARFERREREFIERNFEER AWS
Service Catalog, & EMR AT IAM F{EFHK AWS Service Catalog ER & D HBUEREH |, 2
B, the section called “AWS ZEEHFE”

L& 5#EB AERNFRIE S AWS Service Catalog

ES]

- RinERENEEEEFR
- RinfEHAENEmREFR

- EECMHEEmAYEPIFER

RIRERENTESFR

AWSServiceCatalogEndUserFullAccess #l AWSServiceCatalogEndUserReadOnlyAccess
BEREAEFEMER T AWS Service Catalog REFEAEEIIZEERE. EEFELRKBZ—WERAE
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AWS Service Catalog £ Fi##28 AWS Management Console , —f%fE & T AMREB RBME
ERENER.

BRERAETURIIMBERTFTERENERZE , BXARMEMD IAM T , UAFGHAERAER
AWS CloudFormation #84 F SEE#E AWS ER., AWS Service Catalog #l , IR EREARITE
Amazon Relational Database Service (Amazon RDS) , &4 8&R & F & Amazon RDS BB ZE m Y
.

HERBIMREAERBDER , BRI AWS BERNFEFEER , 52/, the section called
“fsE A PR "

£ EH AWSServiceCatalogendUserReadOnlyAccess Bk , FHEERENGRERE T
A, BMRERBEREEEMEERITENER, SAUFER IAM ELFEERERKER
E , BUNREGERFIZEEAEY AWS ERNEFEER , IEEZBRMNIBBEG. RE , &1
AWS Service Catalog AEAKBRBACEAZEERNBBFRENR. UFEARDAC. RBACR
FIMEHRBARNESER , S AWS Service Catalog BREN R & 4o

(® Note

MR EREFEFHEEE AWS Service Catalog £/ IAM #IR , RIS ABEREEETEAR
R, BIBRTFHRKEHESLERER , RIFLFEMMREEEE TR ARBNEEVE,

RinERENERFR

BREAETLUEALSETEIENERZH , SHERMEM IAM HFT , UAFGMAERER
AWS CloudFormation EIA R ZEER AWS EiR, Hla0 , MREREARIZE Amazon Relational
Database Service (Amazon RDS) , &% EIREE{FE A& Amazon RDS BB EmKIFF .

EBER AWSServiceCatalogEndUserReadOnlyAccess B , FREERENRAMEREEE
el BEMMRERDEMEEEMEERMENRER, S EL#RERRE IAM B —#
FAE , ENMREEERFSKREAEY AWS ERNFEER , AIESZXBRMMEBB AR, A
#% , =7 AWS Service Catalog AEASBEBACERZERNBEBRGENR. IFEARBAE.
BEBAGRANEAGHIRBDACHESEN , 528 AWS Service Catalog B R &&= .

BECHEEmAYEH FA

B AR BT BR A BB S AN LS MER, THEIIRBUMERAERE. ALNIKRSERN
XERBEDEETFIER. EUURTEAERR. B RIEREEMEZEMNFIUE XM
EmNBIHRESZEAEIHAEHAGTHEMARBAZANIRSEAREL. LEFRERREERN

e HERAERAY R A5 AWS Service Catalog 46



AWS Service Catalog EEBER

— RERFERTFIERCLER FTACERTFTIERNEAEBRTIE K MTEAGCEBRTIER
LERTEAEBRERE  BEF8RT BYLUEA Condition EHRE policy JSON IEEELMA

accountLevel, rolelLevel 5 userLevel,

18 L &3 451 th i A A AWS Service Catalog AP| B A £ ZEUE

#% : UpdateProvisionedProductMTerminateProvisionedProduct,

FFEHUEZ : DescribeRecordScanProvisionedProducts,

MListRecordHistory. ScanProvisionedProducts # ListRecordHistory API #&4E

£/ AccesslLevelFilterKey A A , B MERETIEFHA Condition EREHRMELE
F& (accountLevel & RS, B9 AccessLevelFilterKey f& , roleLevel & "&&, M
userLevel ¥ A%, ). MEFMEN , F2[ Service Catalog FHEAEIEE,

g4

- HZERNTEEESFEUE
- EREFNCEHEER

- HEERNH D EESFEUE

HEERNZEEESFEUE
THRRARBERFER B HFFHEZERNBSTHTERENNBAFRE,

{
"Version":"2012-10-17",
"Statement": [
{
"Effect":"Allow",
"Action":[
"servicecatalog:*"
1,
"Resource":"*",
"Condition": {
"StringEquals": {
"servicecatalog:accountLevel”: "self"
}
}
}
]
}

BRI IREER TP BRAR S
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{
"Version":"2012-10-17",
"Statement": [
{
"Effect":"Allow",
"Action": [
"servicecatalog:*"
1,
"Resource":"*"
}
]
}

REMNEMR A FIEEConditionEHRE AWS Service Catalog #18 & g

[—NT]

E"servicecatalog:accountLevel"FEUEME, EEE , accountLevel FHEE

rolelLevel M userLevel FHL,

EREEHMCEMEER

TIRREFBERMNBARENEIRERHERGENEAECEINMEERNEERE

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [

"servicecatalog:
"servicecatalog:
"servicecatalog:
"servicecatalog:
"servicecatalog:
"servicecatalog:
"servicecatalog:
"servicecatalog:
"servicecatalog:
"servicecatalog:
"servicecatalog:

1,
"Resource": "*",
"Condition": {

DescribeProduct",
DescribeProductView",
DescribeProvisioningParameters",
DescribeRecord",
ListLaunchPaths",
ListRecordHistory",
ProvisionProduct",
ScanProvisionedProducts",
SearchProducts",
TerminateProvisionedProduct",
UpdateProvisionedProduct"”

"StringEquals": {
"servicecatalog:userLevel": "self"
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HMEEmNSToEESFIE

UTRERE (ERREARMEEERE) SR RATEHBEFIERHSAFIRA —EEER
"R EEFEL NFEE, WRREAETUEE B RIRFFNEAMEERNARKRS , LY
ERERERENEAMEERIBESHTETEE

E-EERRAEAEUENEAERINMEERETEARE  EFFHEGARUNMEERE
THERAE. FEBXRESNEUME (EAE. AGIIRF) B MEERNBENREFIE,

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"servicecatalog:DescribeProduct",
"servicecatalog:DescribeProductView",
"servicecatalog:DescribeProvisioningParameters",
"servicecatalog:ListlLaunchPaths",
"servicecatalog:ProvisionProduct",
"servicecatalog:SearchProducts",
"servicecatalog:TerminateProvisionedProduct",
"servicecatalog:UpdateProvisionedProduct"
1,
"Resource": "*",
"Condition": {
"StringEquals": {
"servicecatalog:userLevel": "self"

}

"Version": "2012-10-17",
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"Statement": [
{
"Effect": "Allow",
"Action": [
"servicecatalog:DescribeRecord",
"servicecatalog:ListRecordHistory",
"servicecatalog:ScanProvisionedProducts"”

1,

"Resource": "*",
"Condition": {
"StringEquals": {
"servicecatalog:accountLevel”: "self"

}

AWS ZEEM B AWS Service Catalog AppRegistry

AWS ZEIRMKEL . AWSServiceCatalogAdminFullAccess

& BT LAMf ilAWSServiceCatalogAdminFullAccessZl IAM E88, AppRegistry B E#% it 5 B B hn
B RHFREREH AppRegistry ITEIEN R AR,

RASRE/EER  CSLERAFTREFNEESETZARE  IREBRVNEEEMNERES
HYHERR o

ATAIRFEE

%ﬂ

H RS LT,

- servicecatalog— AFFSHERECTHEETRARANTERER , UREINEEERESH
Em. EEBERMNR, REGFIUERFERE , AREH AWS Service Catalog#l 1T H L EE T1E,

 cloudformation— fFF AWS Service Catalog %It , FEEY , B AFIEEE AWS CloudFormation
RN TEER,

« config— AFEBUTHFAHEREES. ERAHEEMM AWS Service Catalog HRER AWS
Configo

c iam— A FSHEETEERRREREIEINEEEGRERESFENRBERASE. FEAR
A,
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. ssm-7L&F AWS Service Catalog £ %I AWS Systems Manager H FIFBEUE & AWS #RFEF AWS

B35 i Systems Manager 3(#&,

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",

"Action": [

"cloudformation:
"cloudformation:
"cloudformation:
"cloudformation:
:SetStackPolicy",
"cloudformation:
"cloudformation:
"cloudformation:
"cloudformation:
"cloudformation:
:DeleteChangeSet",
"cloudformation:
"cloudformation:
"cloudformation:
"cloudformation:
"cloudformation:

"cloudformation

"cloudformation

"cloudformation

"cloudformation

1,

"Resource": [

CreateStack",
DeleteStack",
DescribeStackEvents",
DescribeStacks",

UpdateStack",
CreateChangeSet",
DescribeChangeSet",
ExecuteChangeSet",
ListChangeSets",

ListStackResources",
TagResource",
CreateStackSet",
CreateStackInstances",
UpdateStackSet",

:UpdateStackInstances",
"cloudformation:
"cloudformation:
"cloudformation:
"cloudformation:
"cloudformation:

DeleteStackSet",
DeleteStackInstances",
DescribeStackSet",
DescribeStackInstance",
DescribeStackSetOperation",

:ListStackInstances",
"cloudformation:
"cloudformation:

ListStackSetOperations",
ListStackSetOperationResults"

"arn:aws:cloudformation:*:*:stack/SC-*",

arn:aws:cloudformation:*:*:stack/StackSet-SC-*",

"arn:aws:cloudformation:*:*:changeSet/SC-*",

}I

arn:aws:cloudformation:*:*:stackset/SC-*"
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{

"Effect": "Allow",

"Action": [
"cloudformation:CreateUploadBucket",
"cloudformation:GetTemplateSummary",
"cloudformation:ValidateTemplate",

iam:GetGroup",

iam:GetRole",

iam:GetUser",

iam:ListGroups",

jam:ListRoles",
"iam:ListUsers",
"servicecatalog:Get*",
"servicecatalog:Scan*",
"servicecatalog:Search*",
"servicecatalog:List*",
"servicecatalog:TagResource",
"servicecatalog:UntagResource",
"servicecatalog:SyncResource",
"ssm:DescribeDocument",
"ssm:GetAutomationExecution",
"ssm:ListDocuments",
"ssm:ListDocumentVersions",
"config:DescribeConfigurationRecorders",
"config:DescribeConfigurationRecorderStatus"

1,

"Resource": "*"

"Effect": "Allow",

"Action": [
"servicecatalog:Accept*",
"servicecatalog:Associate*",
"servicecatalog:Batch*",

"servicecatalog:
"servicecatalog:
"servicecatalog:
"servicecatalog:
"servicecatalog:
"servicecatalog:
"servicecatalog:
"servicecatalog:
"servicecatalog:
"servicecatalog:

Copy*",
Create*",
Delete*",
Describe*",
Disable*",
Disassociate*",
Enable*",
Execute*",
Import*",
Provision*",
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"servicecatalog:Put*",
"servicecatalog:Reject*",
"servicecatalog:Terminate*",
"servicecatalog:Update*"

1,
"Resource": "*"
},
{
"Effect": "Allow",
"Action": "iam:PassRole",
"Resource": "*",
"Condition": {
"StringEquals": {
"iam:PassedToService": "servicecatalog.amazonaws.com"
}
}
},
{
"Effect": "Allow",
"Action": "iam:CreateServicelinkedRole",
"Resource": "arn:aws:iam::*:role/aws-service-role/

orgsdatasync.servicecatalog.amazonaws.com/AWSServiceRoleForServiceCatalogOrgsDataSync",
"Condition": {
"StringEquals": {
"iam:AWSServiceName": "orgsdatasync.servicecatalog.amazonaws.com"

}

AWS ZERMKEL . AWSServiceCatalogAdminReadOnlyAccess

& B LM flAWSServiceCatalogAdminReadOnlyAccess®| IAM B8, AppRegistry th &5 1t R 8l
M= R R R EH AppRegistry ITEIEN RIEE &,

RAEREA#ER  AHHRAREEETRARAETTEFN. LRRATERTFEUNEEER
NEmBSHFEUE.

ATARFEEA
BRI EU T,

- servicecatalog— AFFSHEEHEEEFTRERENWEEER.
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EEEES

 cloudformation— f5F AWS Service Catalog B FRHYRER % i FIFEEL AWS CloudFormation €

2.
- config— AFEBUTHFXHERES. ERNAEERM AWS Service Catalog HRER AWS
Configo

« iam— AIRESREARERRERIKEEERREMBESHENRBERAE, BEIAG,

 ssm-7L&F AWS Service Catalog £ %I AWS Systems Manager H FIFBEUE & AWS RS AWS
Eif K Systems Manager (18,

{

"Version":

"S
{

tatement": [

"2012-10-17",

"Effect": "Allow",

"Action": [

"cloudformation:
"cloudformation:

"cloudformation

"cloudformation:
"cloudformation:
"cloudformation:
"cloudformation:
"cloudformation:

"cloudformation

"cloudformation:
"cloudformation:

1,

"Resource": [

DescribeStackEvents",
DescribeStacks",
:DescribeChangeSet",
ListChangeSets",
ListStackResources",
DescribeStackSet",
DescribeStackInstance",
DescribeStackSetOperation",
:ListStackInstances",
ListStackSetOperations",
ListStackSetOperationResults"

"arn:aws:cloudformation:*:*:stack/SC-*",
"arn:aws:cloudformation: :stack/StackSet-SC-*",
"arn:aws:cloudformation: :changeSet/SC-*",
"arn:aws:cloudformation: :stackset/SC-*"
]
},
{
"Effect": "Allow",
"Action": [
"cloudformation:GetTemplateSummary",

iam:GetGroup",
iam:GetRole",
iam:GetUser",
iam:ListGroups",
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"iam:ListRoles",

"iam:ListUsers",

"servicecatalog:Get*",
"servicecatalog:List*",
"servicecatalog:Describe*",
"servicecatalog:ScanProvisionedProducts",
"servicecatalog:Search*",
"ssm:DescribeDocument",
"ssm:GetAutomationExecution",
"ssm:ListDocuments",
"ssm:ListDocumentVersions",
"config:DescribeConfigurationRecorders",
"config:DescribeConfigurationRecorderStatus"

1,

"Resource": "*"
}
]
}

AWS ZERMKEL . AWSServiceCatalogEndUserFullAccess

& B] LAMf ilAWSServiceCatalogEndUserFullAccessE| IAM B8, AppRegistry th&#5tt R Rl
INZE AHFREREH AppRegistry ITEIENREA &,

RAESRESHEHER  ELERAFEAEIRARENCEFIE K IRERDERNEECH
EEmMBER.

TR E A
LR BEUTH,
- servicecatalog— AFFSDEEREF —MEAETEARENZTERER , URBBERNEED

ZEMIRED

« cloudformation— ft5F AWS Service Catalog %!l , E , B A FEEE AWS CloudFormation
MR TEER,

« config— foFF AWS Service Catalog BERRHVERIEFNBEBEBERMESES. EmNHEERNE
#HE A AWS Configo

- ssm-ft&F AWS Service Catalog £ & AWS Systems Manager EXE & AWS 1R F F1 AWS [Eig
#9 Systems Manager X#&,
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{

"Version": "2012-10-17",

"Statement": [
{

"Effect": "Allow",

"Action": [

"cloudformation:
"cloudformation:
"cloudformation:
"cloudformation:
"cloudformation:
"cloudformation:
"cloudformation:
:CreateChangeSet",
"cloudformation:
"cloudformation:
"cloudformation:
"cloudformation:
"cloudformation:
"cloudformation:
"cloudformation:
"cloudformation:
"cloudformation:
"cloudformation:
"cloudformation:
"cloudformation:
"cloudformation:
"cloudformation:
"cloudformation:
"cloudformation:
"cloudformation:
"cloudformation:

"cloudformation

1,

CreateStack",
DeleteStack",
DescribeStackEvents",
DescribeStacks",
SetStackPolicy",
ValidateTemplate",
UpdateStack",

DescribeChangeSet",
ExecuteChangeSet",
ListChangeSets",
DeleteChangeSet",
TagResource",
CreateStackSet",
CreateStackInstances",
UpdateStackSet",
UpdateStackInstances",
DeleteStackSet",
DeleteStackInstances",
DescribeStackSet",
DescribeStackInstance",
DescribeStackSetOperation",
ListStackInstances",
ListStackResources",
ListStackSetOperations",
ListStackSetOperationResults"

"Resource'
"arn:aws:

"arn:aws:

]
+

{
"Effect":

"Action":

arn:aws:

arn:aws:

L
cloudformation:
cloudformation:
cloudformation:
cloudformation:

"Allow",
[

:stack/SC-*",
:stack/StackSet-SC-*",
:changeSet/SC-*",
:stackset/SC-*"

AWS SEEEEK

56



AWS Service Catalog

"cloudformation:
"servicecatalog:
"servicecatalog:
"servicecatalog:
"servicecatalog:
"servicecatalog:
"servicecatalog:

GetTemplateSummary",
DescribeProduct",
DescribeProductView",
DescribeProvisioningParameters",
ListLaunchPaths",
ProvisionProduct",
SearchProducts",

"ssm:DescribeDocument",
"ssm:GetAutomationExecution",

"config:DescribeConfigurationRecorders",
"config:DescribeConfigurationRecorderStatus"

1,

"Resource":

iy
{

"

"Effect": "Allow",

"Action": [

"servicecatalog:
"servicecatalog:
"servicecatalog:
"servicecatalog:
"servicecatalog:
"servicecatalog:
"servicecatalog:
"servicecatalog:
"servicecatalog:
"servicecatalog:
"servicecatalog:
"servicecatalog:
"servicecatalog:
"servicecatalog:
"servicecatalog:
"servicecatalog:

1,

"Resource":

"Condition":

"
’

{

DescribeProvisionedProduct",
DescribeRecord",

ListRecordHistory",
ListStackInstancesForProvisionedProduct",
ScanProvisionedProducts",
TerminateProvisionedProduct",
UpdateProvisionedProduct",
SearchProvisionedProducts",
CreateProvisionedProductPlan",
DescribeProvisionedProductPlan",
ExecuteProvisionedProductPlan",
DeleteProvisionedProductPlan",
ListProvisionedProductPlans",
ListServiceActionsForProvisioningArtifact",
ExecuteProvisionedProductServiceAction",
DescribeServiceActionExecutionParameters"

"StringEquals": {
"servicecatalog:userLevel": "self"

}
}
}
]
}
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AWS ZEIRHREL . AWSServiceCatalogEndUserReadOnlyAccess

& T LAM$ iNAWSServiceCatalogEndUserReadOnlyAccessZl IAM B8, AppRegistry th &gt
FRIFINZE Ao B R RIEH AppRegistry ITEIMERN RIS A &,

RAERE#ER , AFERAETIZAREANHEETIE. HFATERERDEMNEECHE
EmBER,

AR
BREDEUTHT,

« servicecatalog— AFFBHEEFN—REAETRARENHEIER.

 cloudformation— fFF AWS Service Catalog B FRHYREFR 5| i FIFEEL AWS CloudFormation 3£
.

« config— foFF AWS Service Catalog BERRHWERIENBEBERERES. ERNGEERNG
B, AWS Configo

. ssm-7oEF AWS Service Catalog f# A7 AWS Systems Manager EVE & AWS RS F AWS EiF s
#9 Systems Manager 1%,

{
"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",

"Action": [

"cloudformation:
"cloudformation:
:DescribeChangeSet",
"cloudformation:
"cloudformation:
"cloudformation:
"cloudformation:
"cloudformation:
"cloudformation:
"cloudformation:
"cloudformation:

"cloudformation

1,

"Resource": [

DescribeStackEvents",
DescribeStacks",

ListChangeSets",
DescribeStackSet",
DescribeStackInstance",
DescribeStackSetOperation",
ListStackInstances",
ListStackResources",
ListStackSetOperations",
ListStackSetOperationResults"

"arn:aws:cloudformation:*:*:stack/SC-*",
"arn:aws:cloudformation:*:*:stack/StackSet-SC-*"
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"arn:aws:cloudformation:*:*:changeSet/SC-*",
"arn:aws:cloudformation:*:*:stackset/SC-*"

]
iy
{

"Effect": "Allow",

"Action": [

"cloudformation:
"servicecatalog:
"servicecatalog:
"servicecatalog:
"servicecatalog:
"servicecatalog:

GetTemplateSummary",
DescribeProduct",
DescribeProductView",
DescribeProvisioningParameters",
ListLaunchPaths",
SearchProducts",

"ssm:DescribeDocument",
"ssm:GetAutomationExecution",
"config:DescribeConfigurationRecorders",
"config:DescribeConfigurationRecorderStatus"

1,

"Resource": "*"

iy
{

"Effect": "Allow",

"Action": [

"servicecatalog:
"servicecatalog:
"servicecatalog:
"servicecatalog:
"servicecatalog:
"servicecatalog:
"servicecatalog:
"servicecatalog:
"servicecatalog:
"servicecatalog:

1,

"Resource": "*",
"Condition": {
"StringEquals":

DescribeProvisionedProduct",
DescribeRecord",

ListRecordHistory",
ListStackInstancesForProvisionedProduct",
ScanProvisionedProducts",
SearchProvisionedProducts",
DescribeProvisionedProductPlan",
ListProvisionedProductPlans",
ListServiceActionsForProvisioningArtifact",
DescribeServiceActionExecutionParameters"

{

"servicecatalog:userLevel": "self"
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AWS ZEEMKEL - AWSServiceCatalogSyncServiceRolePolicy

AWS Service Catalog #% It R BIFff lnEAWSServiceRoleForServiceCatalogSynclRIEEZE /R
(SLR) , AWS Service Catalog &g/ S EFEF R EAFEHE AWS Service Catalog Z fm.

WERAISZEER |, RFEREE AWS Service Catalog Ei4E (5170 API FEAY) | AR HAb#H AWS
Service Catalog ik AWS FRIEENERYRER .

HBERBEUTH,

« servicecatalog— & AWS Service Catalog fa @)% B & ¥ AWS Service Catalog 22 F API
WA RFE.

« codestar-connections— A& AWS Service Catalog fa @ & & ¥ CodeConnections 22 F
AP H B BRZEL

« cloudformation— /R EFR AWS Service Catalog fE % & &% AWS CloudFormation 2 f API
B BRFE

{
"Version": "2012-10-17",
"Statement": [
{

"Sid": "ArtifactSynctoServiceCatalog",

"Effect": "Allow",

"Action": [
"servicecatalog:ListProvisioningArtifacts",
"servicecatalog:DescribeProductAsAdmin",
"servicecatalog:DeleteProvisioningArtifact",
"servicecatalog:ListServiceActionsForProvisioningArtifact",
"servicecatalog:CreateProvisioningArtifact",
"servicecatalog:UpdateProvisioningArtifact"

1,
"Resource": "*"
.
{
"Sid": "AccessArtifactRepositories",
"Effect": "Allow",
"Action": [
"codestar-connections:UseConnection"
1,
"Resource": "arn:aws:codestar-connections:*:*:connection/*"
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},
{
"Sid": "ValidateTemplate",
"Effect": "Allow",
"Action": [
"cloudformation:ValidateTemplate"
1,
"Resource": "*"
}
]
}

AWS Service Catalog $H¥iEAER K EFHFEAM AWS Service Catalog E R RFFTE L
fAWSServiceRoleForServiceCatalogSynclRIEER A , A CodeConnections L iRREPREE
HER, B LAER AWS CLI, AWS API SiEi® AWS Service Catalog £ &AL/ Rl, INELM
A2y, RERMRREESACHFREN A BF20 (FARBERZAE (SLR)) » AWS Service
Catalog

AwWSServiceRoleForServiceCatalogSync R EZ A EH I ER PR AWS Service Catalog
REREFHIT T IEE,

- servicecatalog:ListProvisioningArtifacts— /AFF AT AWS Service Catalog &R
ACJLERLEFTHEFEAERZIEE AWS Service Catalog EmMINAEATIRE,

« servicecatalog:DescribeProductAsAdmin— ft5F A AWS Service Catalog mEZ B & EH
DescribeProductAsAdmin API EXf§ AWS Service Catalog EmIIFFMHER , AR EEEMEF &
TERASHNERREBBNENERR. ATRZRSACSEALFUNREHREBEERMEA
TRENRBEE RS,

- servicecatalog:DeleteProvisioningArtifact— fiFFH AWS Service Catalog mREZ$ A

EREREMEN KM,

« servicecatalog:ListServiceActionsForProvisioningArtifact— AJ& AWS Service
Catalog ATRZEREZ B EHE "REBE, REERMEATRRMEEE  LEREED "RED
B. BTRERRMEAIRRE,

« servicecatalog:DescribeProvisioningArtifact— fRFFH AWS Service Catalog faEZE
A% DescribeProvisioningArtifact AP BEEEEMIEA , @¥ESourceRevisionInfolf
HAPRMANER ID,

« servicecatalog:CreateProvisioningArtifact— R ¥ H\E017 HE Y 38R 80 4548 =15 R
BB E (HlIn | git-push BRK) , BIAREFK AWS Service Catalog mES ABETFHNHER M.
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« servicecatalog:UpdateProvisioningArtifact— & AWS Service Catalog A THZE[GF]
SAGENECERSIRSERNERER M.

« codestar-connections:UseConnection— f & AWS Service Catalog RmES AGFEREE
ERREHMMNELEmM.

« cloudformation:ValidateTemplate-7/25F AWS Service Catalog ATRZRESACRZIR
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WERHES , BEA
MNEBRERENRTE
REELAHERES
FAE, FENAE KRG, FEEEBAWSIRF
REERE, BEMN
y=h ==
EEEM
BBV ER,. RBEFNELRETIHRARETER
SRGERE,
EmFRAEERECEREEBERNESFHNERNAMEERE, EARNENR  EAETUENRSE
WEMEEM.
%
. REEREE
BIEm
FHEREERES
BHEmMm
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- BERBZSEIRE GitHub GitHub 12 Bitbucket Y& A< 15 =

BAREREE
EAI AR B EEAWS Service CatalogEFX#AH "ERFE) EHEEEM.
EERGEMBEREA

1. 7E https://console.aws.amazon.com/servicecatalog/ B Service Catalog £ &,
2. EE[EmFE]L

BiIEm

B LAEAWS Service CatalogBE B E X1 AM 'Em. EHERIER.

@ Note

B Terraform EMEBZFAINNERTE , AIF Terraform HES|I BB A®., NEFMEFA ,

BB ERA M ER.

B K AWS Service Catalog E &

1. B8Z "EmEE, EH.
2. B TEVEM. , RREE "BEYER. .
3. EmiFHESN — URLEEERVNERESR, AWS Service CatalogXx#FAWS

CloudFormation , #tFEEMAL ( XFMFE L ER ) EmEE, EnFHEF LI SELRTEE

NFMEAEEFESTIRGELNMERNPEER, BATIESR
 Product name (ERE®) - IEREBB.
- EnRY — EnRPSETEEREES , UGB EEEERNER.
"FEE. —BITHERNWASSMER. #EEUTUREN ITHBIEEENEE,

- BEE (BR) — BAEXRTENERE., MRV ITRCHERBFELETHRF  UEEERLS

BEmo

BEEREM
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4.

IRAFHER RO BETERSEVER. BATIESR

- BEFZ-BNESETLURNENRS A,
o (AR MER S H- A1 EE SN 25 EEAWS CloudFormationtEHx 55 it J2 tar.gz Bt & S04

« f£ Amazon S3 #it-18 E — {8 B FEMIE Amazon S3 FHIAWS CloudFormation 324 5§ ith
F tar.gz HHRERERAMAuL, MREIEE — 18 Amazon S3 URL , B4 BLAREEhttps://o

- FERANIBEME-IEELN GitHub , GitHub %5 Bitbucket RIEEFEME. AWS Service
CatalogT[ BB EMBL ZTHAER, WM Terraform ER , BAEREAM AR Tar #
FI L Gzip BFEMNE —ER,

- A CloudFormation H#t&-# AR A CloudFormation &K ARN, LtHZEFZEH#E
EmABER,

« RAEEE (BH) — ERREVERE B, "vi', Tv2betas )o FAIMEAZER.

- R (ER) — EMRANRE , SRLBRAEEMRAETFRE,

- 15l — & "Emy FHEEFREN "THRAL REIFBTEE, BUYERRAR (ERMERT
FERENE) , ZRANIESIERERTARE. BERATHES , F2REZERS.

Sup@@ port FHEEMATEBIELTANER , WRETENBEED. BATIIESR

 Email contact (B FE4BiFE A [REFM]) - BHRERBDENE FE4 b,

* Sup@@ port E#E (M) — MUK URL , FREAUEEFSRIBEEATERER. URL
AL http://% https:// AR, EEELAEEHEXIEEFANERMEEFIE,

« Sup@@ port FREA (BAH) — BEW{AFE R EFEFELE AR Sup port EHEHIEREA

EEER () —RTEAEEHERETIEZH , BEUUFERTCHREBEE I ILE R E
PR

BIEM—TRRER  FEN[(BIEMR]. 4VERX  ERSERE "EMEE) EEL. 7
EEEENEERERETEEIER,

B LAEA CodePipeline BRI MR EEE , KEMEBARIPEZRREFEFZES , AWS Service
CatalogW ESEAERFRRFREEPAMNEET., NMEFMEN K F2EHERE  BUHEE AWS

Service Catalog K &8,

& A LAZEAWS CloudFormation@k, Terraform AR EXSHEM , Y EHEHBEFIFITIELR
A, BEBMTUERRNIRARE., R/NMEMNRAE., AHNE , ARENRAEEN. AWS
Service Catalogfl RIZHWETRFESEEBM , AIEMERHERLELS, EEE—TERSENUE ,
# 28 (AWS CloudFormationfE FI1ER) HH (B8 .
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https://docs.aws.amazon.com/codepipeline/latest/userguide/tutorials-S3-servicecatalog.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/parameters-section-structure.html

AWS Service Catalog EEBER
R
BB Amazon S3 RFFREEMGNER, TR, MBRNEMERE , BLAESESI T

=

RZ

o

Error: failed to process product version s3 access denied exception

MREEFWAS | FREHFRT IERBEDY IR

- BEHERRELRNERE,
« B "cf-templates-*" BBEKEIE , LLKZAWS Service Catalogfi fZ &K mE AW E

« LA "sc-*" BHEE B fEE B BB REBAWS Service Catalogfii 7T, BHSEZREHNIIREHETL
EE,

T35 R B R 1 o ml IR BBV E B A A Fr B8V SRR

{

"Sid": "VisualEditorl",

"Effect": "Allow",

"Action": "s3:GetObject*",

"Resource": [
"arn:aws:s3:::YOUR_TEMPLATE_BUCKET",
"arn:aws:s3:::YOUR_TEMPLATE_BUCKET/*",
"arn:aws:s3:::cf-templates-*",
"arn:aws:s3:::cf-templates-*/*",
"arn:aws:s3:::sc-*",
"arn:aws:s3:::sc-*/*"

}
HWEEmEEmAS

UL ERAMIZESRENRERS, ENMERK , €8
a) #E B BEBGTIRA

ﬁg‘!

EmNAEERES (BELRAERA

S EmMWEIER B BB EmMESH

1. E8F "EmEE. HHE.
2. EENER, RERIEE "8, . fTHREEY | BEF "HEERZEERES. . ZEEERRR
finame-of-product®REHEEHH,
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3. BREEMES , RREE "HEEREEMAES. .

#% Terraform EmMEEERESK , RERTEZRMBRS, SLARIKRFHER IAM S, @A
IAM B2 ARN , I ASEER, IREEEACER  LHIRFEARBRS , AXIRFEEAK
BWER AV B, ETEMBACRGIEIKSER  BRETUAASELRAIKRFEIEDHER,
EBFHMGEENZRR , FEF TR 6 BRBRIIFEELN T ER

—EHETUNEEARENESR , 2BSAWS CloudFormationfl Terraform ZE REH,

EHEm

EXENEMNELRE  LERIVERNIRE, FERRASEDRMGTETFICSERESH
EREER,

@ Note

FHREERE , BELZEBFEMRER (AWS CloudFormations, Terform), a0 , R
B EFHAWS CloudFormationZE i , BIESEE A Terraform tar.gz #HREERE A BRI E
AWS CloudFormation4x, &7 F#AWS CloudFormation#k A #& 5 & £ B E FIAWS
CloudFormation# i #&

BRTANERRACCHEERNEAETUSEMENERERTA/FRE, EERBIHRATH
B, EAEAUEEHEN EmFER CHENERFMERARE LERERHRNERGTT.

BUERNFMAZE , ZAWS Service Catalogi&&7E Terraform 5|2 FAWS CloudFormation=} £
Terraform 5|ZHRAIHERER , UEREMEEEE,

B RTHYE mAR A
1. B¥X "EmFE. Bl
2. RELEENNER. RRESSEEDE "EmFAER ) HE.
3. H [EmFMES EEL , B RA] REIER , RARIZE BIUFKRE]
4. T [RAFHEER] T , ST TIEBHE
- BEHEA-FHEIMERN S XFHE,

{55 R 2N 3 A8 A ST 4 TR A 3th B B 85 | BAWS CloudFormationt&fx sk b 7 tar.gz B i& X4
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£ Amazon S3 #331t-i8E — A8 M FEHTE Amazon S3 FHIAWS CloudFormation & 45 =%, b 72
tar.gz RERERAMAuL, WMRIEIETE — 18 Amazon S3 #ut , ©4EL hitps://BIEE,

FERANBERFE-FEELRM GitHub , GitHub 135} Bitbucket XiIEZFE. AWS Service
Catalog[ BB EMBS ETEHAER, YR Terraform Em , BIAEERASL BRI Tar HE
jtl;{ Gle E%ﬁmg_%ﬁo

£ A #E A CloudFormation #&-# A A CloudFormation & ARN, W HEFZEFE
IR INERE Mo
o RAEE — ERRAWEE @I, "vi", Tv2betas )o AAIEAZER,
- R GEA) — EMRANRE , SEIRAEEFREANTEZE,
5 BEE [BIERKREK]

B ] LAEA CodePipeline B FMEREEE , UEEREARITTEERRFEFEAWS Service
Catalog , WS EEXERERTE. MEFHEF , FSEHUERE . BEUIEE AWS Service
Catalog &8,

KERBLSEIRE GitHub GitHub 1% 5% Bitbucket FY &A1 2

AWS Service Catalog R ERBRL EEBNBEFEHERHEETENWEARER, AWS Service

Catalog S EBNHBEHNERNEREA GIT AT ER. REEREIE GitHub " GitHub 1% =
4. « AWS IRF EFANSHTEHRERFIRER , B LUE L AWS Service Catalog ERHE

FEEER , AL ERFEINEAER, HEAERETEEVWEREFERRER (Bl , F£A git-

push) B , AWS Service Catalog EEBERIBEX B FHNERRAE (BKM).

e

- BERRLEINTEARIERFTENRER

- BIUIWRFIELR

- BEFEHEGIT IXWERERE

o B GIT APHERERE

- MIBREE GIT B W E BT

- BFERBSERE GitHub GitHub %5 Bitbucket By 8T8 4 5

- AWS [BiF X {EE GIT RIFWER
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AWS Service Catalog EEEE

HERBSEATERERTENER

EALAE A T %) AWS Identity and Access Management (IAM) BUR A& A |, 3 AWS Service
Catalog EE SREAKEMB S INBFRERNEAER, EAIEE CodeConnections FATEH
FEPR AWS Service Catalogo AWS Service Catalog BZEER T HEARA K THEBMAGEERS
EmEEA AWS Service Catalog AWSServiceCatalogAdminFullAccess= & & i,

"Version": "2012-10-17",
"Statement": [

{
"Sid": "CodeStarAccess",
"Effect": "Allow",
"Action": [
"codestar-connections:UseConnection",
"codestar-connections:PassConnection",
"codestar-connections:CreateConnection",
"codestar-connections:DeleteConnection",
"codestar-connections:GetConnection",
"codestar-connections:ListConnections",
"codestar-connections:ListInstallationTargets",
"codestar-connections:GetInstallationUrl",
"codestar-connections:StartOAuthHandshake",
"codestar-connections:UpdateConnectionInstallation",
"codestar-connections:GetIndividualAccessToken"
1,
"Resource": "arn:aws:codestar-connections:*:*:connection/*"

.

{

"Sid": "CreateSLR",

"Effect": "Allow",

"Action": "iam:CreateServicelinkedRole",

"Resource": "arn:aws:iam::*:role/aws-service-role/

sync.servicecatalog.amazonaws.com/AWSServiceRoleForServiceCatalogArtifactSync",

"Condition": {

"StringLike": {

"iam:AWSServiceName": "sync.servicecatalog.amazonaws.com"

}

RERRL ENIREEFNERE
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https://docs.aws.amazon.com/servicecatalog/latest/adminguide/security-iam-awsmanpol
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B RFIER

KEAERRE DS E AWS Service Catalog EmZ Bl , BAE KR W RE— XM account-to-account
EfR, BUUERALERRIEETEMBHERERNEREFMEN. BALUER AWS Service
Catalog £# & . F# CodeConnections & AWS Command Line Interface (CLI) 2 CodeConnections
API| B 1ERR,

BIERE BRI LEA AWS Service Catalog E#&. AWS Service Catalog API 2 CLI 23 [E5
B9 AWS Service Catalog M. AWS Service Catalog BEEE M LURIBEREN 2 X PHWERER
REILE AWS Service Catalog EmBENREEM. MREHEFERIEE , A AWS Service
Catalog EHEMEREEWE VN ERRE. LN ERREASHSERENRERFIR , LIRS
EURARRE,

WA, ERERZE , AWS Service Catalog 2 BEBE VU REEZHAE (SLR). b SLR AFFRAIR
3 AWS Service Catalog E| 7 ERNEMERXHE N, SLR EAFF B E AWS Service Catalog A&
SEMBEMVEMMAE., NF SLR BERNUENFRES  F2RNBRBEELE, AWS Service
Catalog

BRENH GIT AL EmM

1. EEASERRS , BEF[ERFE], RR2E [BAEM]
2. BWAEmFMAES.

3. TE [MRAEHMER] B, BB £/ AWS CodeStar £ B ELNERNBREE]) , AR EE (B
¥TH9 AWS CodeStar B4R E#E,

4. BIUERe®R  FEMBEEREE  ARBEFNER. EEFREFAES , 2BEFRE. 2
X MEAE R E,

MEEBEA Terraform #HEERNENR , F2H. K EMBDI ERE GitHub GitHub 235k
Bitbucket HY SR

a. (BBI%F AWS Service Catalog Em&EREFEM) £ "Sup port &R BERP , FTEER
MR EER,

b. (B3 % AWS Service Catalog EmEREHEREM) £ "E&K. BRP , BEFE "HEER,
REe@|mA "B, W TE B,

5. EE [BUFEM].
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HEEVZEGIT RLEmM

1.

£ AWS Service Catalog A ERAISEERT , BEF [EMFE]), AREE (BAUZEHGILE
BENER

WA T—REMm. FEERA,
ENBEREFMERAT | ZBEAWS CodeStar EiR , REEEFREN D X,

i THBEMR) BT BA THAEREE, N TERESE, . EEEEA], ARGTER
B Em,

MEMAEENERR , BE TXERVEM. -

£ EEE AWS Service Catalog 7 miE AR E SN 2B 17 K E

1.

£ AWS Service Catalog A ERISEE®mMRT , BF [EmFE] , REEE [ Em Connect £
HNEBIFHE]

i ERNER EEL , ENEEERENIREFENER , RREEZ [T D).

£ [EERRFMER HEL , ZEIREM AWS CodeStar EiR , ARIEEFMRE, 2 XMER
BRI,

BET—F,

£ "REYRER, BEL , #RERFAET  AREE "REMERENDREE.

ERHEGIT BPHEmESE

BT LAE A E AWS Service Catalog #&. API 5 AWS CLI iR EEFHMER . YR EERE
RIERHE AWS Service Catalog @ , Bt " EXRELRE,, HEREBRTFEERURER LR
HERRSHREEER.

® Note

B UEERBHRRAREFEEEAN LXELSRE, FHEMHEE CodeConnections API AR
B IAM 7], FeemiRBEERMAER, MEEEEL IAM FUMERENFMEN  F2
E#& AWS Service Catalog Z a5 25 2| € A 18 RV P E R,

EEMREENGFEEFMEN , AWS Management Console

1.

EERESERRS , EE [ERFE
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2. RBEREINEM.
3. & "Emi, EEHL, BAEE "ERRRFAER) B,

4, EFERVERRETWRFEET ID, FEE "LXBUMRA, B, "HRAFHEEA ERERET
FIFRIEET IDo

HERTERNRBEEFMER , AWSCLI

#& AWS CLI , BT T 5Il@ S

$ aws servicecatalog describe-product-as-admin

$ aws servicecatalog describe-provisioning-artifact
$ aws servicecatalog search-product-as-admin

$ aws servicecatalog list-provisioning-artifacts
E# GIT AL EmES

& A LAE A AWS Service Catalog £3##A&. AWS Service Catalog API i EFH IR AR EEZEM GIT [E
PSEmM. AWSCL

ETHNMEEE AWS Service Catalog EmiBEIRRM , FSELEFN GIT IS EmEE.

HEBEMENA GIT AL Em
1. EEASERRS , BEF[(ERFE], RARBETIEF—EEZE :

- FEEWNE—Em, FERZER , BEE "EaRFFAER) BR , ARERE TREFEE
*SI'J o

- FEENZEER , FEE KERERENTREE) K SZENHEEM , AREE "T—
iJ o

2. & "EmRRFHEER. BRYP , BT TIIER:

- BEEE,

- EEFHE.
- BESD X

- WHRERER,
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® Note

R RE Connect EAFRENER , BALEERNERR  FAEREHAREHRRER
PR TERENDEHE) EHE,

&t AT LAE A AWS Service Catalog ##1& 5 AWS CLI

- #IRE AWS Service Catalog Em Connect ZEAIPEFHEHNEARER
- ENE@TRES  OREREE. RENER.
- BEEBNEMRK AWS Service Catalog EmEFHRE (EFRET UFEATENFHERER) ER.

£/ AWS Service Catalog &l A EfNEEMNEFREEFMEEE

1. 1£ AWS Service Catalog FEALAIEBEERF , BIEFE [EMBE] , AR ENE HERENTFN
ENEm.

2. & "ERKRFRFMHER BRPEE "THREEMRF. -

3. & "EMNRRFMER., BRY , EEFNMERTE.

4. BERTEE,

HEEMERNFGEEFEEFMAESR , AWSCLI

1 AWS CLI 17$ aws servicecatalog update-product#$ aws servicecatalog
update-provisioning-artifact@®,

MBREE GIT E] 2L HY E miE#R

& LAE A AWS Service Catalog £#4&. CodeConnections API Sl AWS Service Catalog E &
EE AR R 2 EHER AWS CLl,, EERPEEmBESEAERNERE , @2FH AWS Service Catalog
EnSUREEHSEENER. PHERERE  NREAERELENERNREEPRESELR
A, BETERMER, EEiE AWS Service Catalog EREFEREE/HNBREFEDNEAER |, F
SREFEFENE L E AWS Service Catalog f o

ERAEGH AP EE GIT B2/ ZE mivER AWS Service Catalog

1. 1E# AWS Management Console , {fZ I EBmRPiEE 'ERFE, .
2. REBEPENER.
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3. k& "Em) EEHL,BEE "EmRFFHEER. BR.

4. BEPENER.

5. WREME , RRBEF [PELELR].

FEFAYTEE GIT P EMRER AWS CLI

£ AWS CLI , #1178 $ aws servicecatalog update-product$e
fEConnectionParameters@ A/ |, MIBRIEEHEEE,

ZEZF A CodeConnections API MiBRELE , 58 AWS CLI

1£ CodeConnections APl # AWS CLI , Si#{Ta$ aws codestar-connections delete-
connection®,

i ERB LSRR EA GitHub GitHub 1% 5% Bitbucket By &5 A< £E 5

£/ Terraform FRERBEVL GIT AT ERE , EREREES targz KX, BEREEHPTES
Terraform ERRER,.

AWS EBif X EHE GIT FZHER

AWS Service Catalog X EHM GIT ASER , AWS EiF 1T KRR

AWS EiF Z18 AWS E1F &% Support £& GIT
GEA:0)-4
EEREP (HF B it EB) us-east-1 =
EERI (HRE) us-east-2 =
EEFEIP (hnF e dLER) us-west-1 =
EEPEES (REIRM) us-west-2 =
IEM BAER) af-south-1 =
DAEE (FE) ap-east-1 B
DAESE (EE) ap-southeast-3 &

RERRL ENIREEFNERE 103



AWS Service Catalog EEEEN

AWS EiF £ AWS EiF 547 Support 8 GIT
B HEm
TAEE (RE) ap-south-1 St
I AEE (KER) ap-northeast-3 =
DAEE (H) ap-northeast-2 =
TR B (BT 03E) ap-southeast-1 g
DXRESE (BHR) ap-southeast-2 =
TAREHE (RR) ap-northeast-1 =
IE KR (P ER) ca-central-1 =
BUN CEERE) eu-central-1 =
oM () eu-west-1 =
BUM (fm ) eu-west-2 =
BOM (CKEE) eu-south-1 =
BUN (B2R) eu-west-3 =
BN (HFERTREE) eu-north-1 =
R (EB4K) me-south-1 &
EEMN (EBRE) sa-east-1 =
AWS GovCloud (X B R %) us-gov-east-1 e
AWS GovCloud (375 %) us-gov-west-1 =

il BR 2 mm

IR ZE M EF , AWS Service Catalog8 R B EmMNEEERES P BIRFTAEERMRA,

WIRRE o
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AWS Service CatalogA] & FIAWS Service CatalogE 1 & i MR ZE MAWS CLl, ZEER M
RER , BXEXABCEERERERBNEERNER. ERERERNESSEERBSEER
TagOptions, FEE &R EE,

/A Important
RERERE A SEEERZEM.

{# FAAWS Service CatalogE = & MIERE @

1. BEZE "2, 50 , ARENTSLEMBRZERNERE,
2. ENEZEMBRNER , ARBEEREREALAN [MER].

3. HRREBEBERNER , BENFHRFTBA delete REZEEMBRNER , REZEEZE "
FﬁJ o

HREFHBRERNER , AREITIR 4.

4. % "MKRER) RET  EEETHEERMBERYN "EB L R, AWS Service Catalogffl R
Emf , 2ERIUEELEIRAIEIB,

5. EXFHHEFTEA delete , EBEEMBRZEMLBEREPMARBAEIR.

6. BEF "EUEBBILMER, .

WMERAWS Service CatalogfEZEUEERAMTEERNEH , AITEMBREER. "MRER., REE
TABMEBCEBREREE  URSELXBWRE. MEGEEARMRE R H15EE&§1J?¢I§TE§H§§E’J;.¥%H]§
A, BB T HMIBRE m AR K B B R+ ETRI R

ES |
- FEAMERES
« BRORMIERES

0

AWS CLI
R 55 BROHY EIR 16 2 i

n

ol

£ A MIBRE & AWS CLI

AWS Service Catalog A& #E A AWS Command Line Interface(AWS CLI) 28K E R4S 7 MIBR
Efm. AWSCLI REBERBIE A REEEW S shell REAGTRE AWS REES ., AWS
Service Catalog& #l WJ@E%%EAWS CLIFIZ , ERAFAUEHRRIMNER , UEEEKEAWS
CLEAMESSIETE,
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https://docs.aws.amazon.com/cli/latest/userguide/cli-chap-welcome.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-usage-alias.html
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DEARMF

« RERERTE AWS CLI, MFEFHMER , F2RLEJEHNZAMRANAWS CLIMMBREESHE, £
A AWS CLI BB 1.11.24 5 2.0.0,

- MBREM CLI 5I& FEHE Bash HEANK KN JQ 555 JSON BERF. WEARTEG TS
JSON RERNFMEN , FSETH .

« EIAWS CLIBIE LAt /X BRHE Disassociation APl MY | EHREE—-HSHRIKRER,

EENIMBRER  EXELBERZREDMHBEBHNMEERNE. ERERBHENEFNSEERE
EEH. RE., EREBRERREEE. £/8 CLI MBREME , CLI force-delete-product BIEH
FIZMN Disassociate APl BLEUHE{E{AI AT 8ERE IE DeleteProduct API BV ERAVEAEE, S8 7T LR
REBTRREA DB,

@ Note
TIREFPERHNERBEAESEREARGTELHENERREMEATE.

BB AWS CLIBIE SAMIBRAWS Service CatalogZ fa

{55 FA MIBRAWS Service CatalogZE @ , CLI force-delete-product 5% o] ZEME LY
Disassociate API LAEUE{E{A a] 8EPH Lk DeleteProduct MY ERAYEAHE, AWS CLI

EZWAWS CLIFEREE Rk EValiasiER

1. EAWSCLIEEEH , BBEERTEERR, RIFEFER , REERREER~/.aws/TE Linux F
macOS £ , S{SUSERPROFILE%\ .aws\TEHRE L.

2. clifAEREEFERENERETFAAUTES , EYR/NTERR

$ mkdir -p ~/.aws/cli

EEMNCliERRIERKER~/ . aws/cli/TE Linux M MacOS Lt , 5{%USERPROFILE%\ . aws
\clifE#R&E £,

3. TEHECLIifIRF  BIBATliasSRIEBNNEER, BuiFMHaliasEREERERET
FRIRE P AL TIESREIESR :

THIBR 2 & 106


https://docs.aws.amazon.com/cli/latest/userguide/getting-started-install.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-configure-quickstart.html
https://stedolan.github.io/jq/download/

AWS Service Catalog

$ touch ~/.aws/cli/alias

4. [toplevellfESHE—1TH A,

5. EFESR.

BETR , B AF B force-delete-product Bl B IE TR T aliasERF , EAKRKBREPHE
T, BRIEHEEER.

FE)#& force-delete-product BB H B EfEaliasE

1. HEAWS CLIZEEZEH , BEZEEMNAWS CLIFREER R L FAMaliasE R,
2. HEZ[topleveliT T HAMNEBRFPWATIEXNRE S :

[command servicecatalog]
force-delete-product =
O {
if [ "$#" -ne 1 ]; then
echo "Illegal number of parameters"

exit 1
fi
if [[ "$1" !'= prod-* ]]; then
echo "Please provide a valid product id."
exit 1
fi

productId=$1
describeProductAsAdminResponse=$(aws servicecatalog describe-

product-as-admin --id $productId)

listPortfoliosForProductResponse=$(aws servicecatalog list-

portfolios-for-product --product-id $productId)

tagOptions=$(echo "$describeProductAsAdminResponse" | jq -r

'.TagOptions[].Id')

budgetName=$(echo "$describeProductAsAdminResponse" | jq -r

' .Budgets[].BudgetName"')

portfolios=$(echo "$listPortfoliosForProductResponse" | jq -r

' .PortfolioDetails[].Id"')
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provisioningArtifacts=$(echo "$describeProductAsAdminResponse" | jq
-r '.ProvisioningArtifactSummaries[].Id')
provisioningArtifactServiceActionAssociations=()

for provisioningArtifactId in $provisioningArtifacts; do
listServiceActionsForProvisioningArtifactResponse=$(aws
servicecatalog list-service-actions-for-provisioning-artifact --product-id
$productId --provisioning-artifact-id $provisioningArtifactId)
serviceActions=$(echo
"$listServiceActionsForProvisioningArtifactResponse" | jq -r
'[.ServiceActionSummaries[].Id] | join(",")"')
if [[ -n "$serviceActions" ]]; then
provisioningArtifactServiceActionAssociations
+=("${provisioningArtifactId}:${serviceActions}")
fi
done

echo "Before deleting a product, the following associated resources
must be disassociated. These resources will not be deleted. This action may take
some time, depending on the number of resources being disassociated."

echo "Portfolios:"

for portfoliold in $portfolios; do
echo "\t${portfolioId}"

done

echo "Budgets:"

if [[ -n "$budgetName" ]1]; then
echo "\t${budgetName}"

fi

echo "Tag Options:"

for tagOptionId in $tagOptions; do
echo "\t${tagOptionId}"

done

echo "Service Actions on Provisioning Artifact:"
for association in
"${provisioningArtifactServiceActionAssociations[@]}"; do
echo "\t${association}"
done
read -p "Are you sure you want to delete ${productId}? y,n "
if [[ ! $REPLY =~ A[Yy]$ 11; then
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exit
fi

for portfoliold in $portfolios; do
echo "Disassociating ${portfolioId}"
aws servicecatalog disassociate-product-from-portfolio --product-
id $productId --portfolio-id $portfoliold
done

if [[ -n "$budgetName" ]1]; then
echo "Disassociating ${budgetName}"
aws servicecatalog disassociate-budget-from-resource --budget-
name "$budgetName" --resource-id $productId
fi

for tagOptionId in $tagOptions; do
echo "Disassociating ${tagOptionId}"
aws servicecatalog disassociate-tag-option-from-resource --tag-
option-id $tagOptionId --resource-id $productId
done

for association in
"${provisioningArtifactServiceActionAssociations[@]}"; do
associationPair=(${association//:/ })
provisioningArtifactId=${associationPair[0]}
serviceActionsList=${associationPair[1]}
serviceActionIds=${serviceActionsList//,/ }
for serviceActionId in $serviceActionIds; do
echo "Disassociating ${serviceActionId} from
${provisioningArtifactId}"
aws servicecatalog disassociate-service-action-from-
provisioning-artifact --product-id $productId --provisioning-artifact-id
$provisioningArtifactld --service-action-id $serviceActionId
done
done

echo "Deleting product ${productId}"
aws servicecatalog delete-product --id $productId

}; f

3. REFE=R.
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{8 R R 4R BB % force-delete-product BB #FiE FaliasiE R
1. FTRKRIRBEOLYETUTSGS

$ cat >> ~/.aws/cli/alias
2. BRBRETHRIKRRHEED , ARRIE CTRL+D EXRIEcat®,

ey Bl force-delete-product &
1. TERHHEIEED , B1T T 5 ap S LA 0L BR 2 Bl &
$ aws servicecatalog force-delete-product {product-id}

THEMGFHERT force-delete-product alias S R EEENEE

$ aws servicecatalog force-delete-product prod-123

Before deleting a product, the following associated resources must
be disassociated. These resources will not be deleted. This action may take some
time, depending on the number of resources being disassociated.

Portfolios:

port-123
Budgets:
budgetName
Tag Options:
tag-123

Service Actions on Provisioning Artifact:

pa-123:act-123

Are you sure you want to delete prod-123? y,n

2. BAYLUREREERMBRER.

RIMBRERE , KiHnBEOBERATHER

Disassociating port-123
Disassociating budgetName
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Disassociating tag-123
Disassociating act-123 from pa-123
Deleting product prod-123

Hitn &R
MFABAWS CLIFEF BIE FMERAWS Service CatalogE mIIFHMET , FRETIER :

« £ AWS Command Line Interface(CLI) F &R 2 L FEFHAWS CLIBIE .
« AWS CLISIE B E git FREE,

. MERAWS Service CatalogZE f o

- AWSEE : 387 2016 F : EXAWS CLIENAF. YouTube

iR R T B 7 m B Kk R 00 B B
MRE SR EREMEREm RERBCEEBAINMAR , FRETINANBTEREBRE R,

(® Note

MREHEBB XYV EFRERBHASERT "HERER, RE , BULUKR THERE
my BERPHFZR1E 3, BRRABMEE.

fiRR R B B IR A B B

£ THBRER RES , EE "EB.L X TIREL B, BB XK ERERETE O AR R IERNRR
R

ARREGI SN FE R RH AT
EmFEE AWS Service Catalog ERBRMBRER.
BAMBRER , A
EmhEHEEBRNE

& TagOptions, &
4 —1{ElProvision
ingArtifact £&

WIRRE o


https://docs.aws.amazon.com/cli/latest/userguide/cli-usage-alias.html
https://github.com/awslabs/awscli-aliases
https://docs.aws.amazon.com/servicecatalog/latest/adminguide/productmgmt-delete.html
https://youtu.be/Xc1dHtWa9-Q?t=1593
https://docs.aws.amazon.com/servicecatalog/latest/adminguide/productmgmt-delete.html
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ARREBI SN B E

A& : username RIREHIT T HIENME

EHEMRA

R A

MHEAEE, EmhiEiRk
" TERES. . Em
BEAENERBRS.

B MR E m Ay fE
RERAIEERE
R L ERER,

BRI ERY EmKEIRERMRA | T H 7 LARER E# Emhir4.

MxZ<E A AWS CloudFormation &i4~, #ERE. iR, AREFIEE,

RATEA T =ZERENHEF—& :

* Active (fFRIH) - RABEF SR REATRE , BURERERE,

FRAT

AWS Service Catalog
BERBIISERF
EEE , LLEUEB A
REBUERAB 2 Em
BIREABMFHEEA,

* Inactive GEfERI ) - IRABEFERMIEFEAFMRA. RUBREAMBNREHMEERTEXIY

&

= o

- CMER-MBROMRAERRABTERBER, MERRAEEER,

e

BULRERKES  BERRTHBEARBGERERAE. RAEERE

RAEER T HIMERE

FEFRADERMRE,

- EKTER , EmRARBEMES. ERETUERARRAREHRNBB EMRNER.

- CHR-EAEREEZEACHRNERRAMBDFNMEER. WRLIREBN p MREREARE
HARRRRA | RIEAEARERARBRAIIRAREH S HENEm,

B 112



AWS Service Catalog EEBER

BT ARA

R ERYEmKREREMMRAE , ME BT ARBRENMRAE. NFEREYERNFHEEN ,
BEYEM,

s
V2

5B HTEE mR AR AR

1. 71 AWS Service Catalog £ A F , i#HE Products (Efm).
2. REMBERRELEENRANER.

3. 1 Product details (EmFHER) BEE L , iB12 Versions () BH , AR IBELEFHNM
Ko

4. 71£ Version details (RAFHER) EE L |, FEERRE , RRFEIZF Save changes (RFEE),

£/ AWS Service Catalog BR %l

AN ERARFIRZEHEERERAEMDREEREETEERAZEANSAL., EBREAERIER
B, ttMEEINEEARFMEANKL, EUUEERBAERESR A BEERIERAEER. B
BREMRBHE , REAESERZHNE  YEAZFHEHKRE ZE R B B,

PR 4l

« AWS Service Catalog X B IR &4+

« AWS Service Catalog & %1FR &l % 4

« AWS Service Catalog fZ % % R &l

« AWS Service Catalog 3 & SR %I

« AWS Service Catalog £ 2[R i &4

AWS Service Catalog X EBR &l 15 4

RBEBRHESIEEFEAEME, FFHILLLERBAWS Service CatalogfREZH AWS Identity and

Access Management (IAM) A€, IAM At 2 HERAWS IR o] & BB e FHAWS IR B FF ol 55
- BBENBUTRE , FSHE

« AWS CloudFormationfZE fEH: S ER 6 : FiEE PRI LR IR IAM &
- WEERSMEEERER . SH5: BEUMEAS®

158 F PR 51 113



AWS Service Catalog EEBER

RERHEARERESTNER (EmESEBE). MBRFITEANKREEASRER , T ERARFAE
EmBENER. "EXRBRFVEERESTNEREYRER  SXAKRBRFIENERESEE

ARo

MBERERERE K BREAEVAFEHAECH IAMBEAEHBBNEEER. EEEEMN , A2
BEEEERATER 2 AWSIRIEFHI EFRAWS Service Catalogo AWS CloudFormationiZEi i A R Eh &
&, B ERENERRHEMMAEXERTENRERE. NEERSKFERAEEBRNFHRE

# , 2B AWS Service Catalog® #9 Identity and Access Management.

BEEVNERIAM A€ , BLEEETH IAM EEFHFA :

« iam:CreateRole

« iam:PutRolePolicy
« iam:PassRole

* iam:Get*

e iam:List*

BREMBAE

BIETREERMARSRFN IAM AL EEEMEATSEB WER

HAREFEER

e arn:aws:iam::aws:policy/AWSCloudFormationFullAccessAWS CloudFormation3 &I
) R B

« ZEMBAWS CloudFormation#i 2~/ # BR 7§

- BEHVRFSHEE R Amazon S3 FEEETEE FAWS CloudFormation8 24 B 77 BN BR o

W E M

« EmRK Amazon S3 1k 5 HY RIS
- EEVRIEBEE R Amazon S3 fEFETEEF Amazon S3 EAH FEVER,

« resource-groups:TagfARE Amazon EC2 #{TERE P ETER (ITHERIERA Terraform
5| Z/ER

« resource-groups:CreateGroup AARERFFEER (FREXAWS Service Catalogi i &R #H I
EIRER)
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IAM B & EEBERAESRAWS Service CatalogiFBEZ AR, ETHREFD , EFIERAWS
Service Catalogff A A CEEK K SEBRESERA., WRERFERAEESE  F2RUNATSFEERK
FEIAM SEERERTHNAR , ARTACGHNAWSERBE I EEBE —§.

@ Note

servicecatalog:ProvisionProduct, servicecatalog:TerminateProvisionedProduct
% servicecatalog:UpdateProvisionedProduct #RREEZLUREB A RIER, BHLAEME
AIAM A6  NREFEAEER —BPHNARBEI R T. AWS Service Catalog

® Note

&= EAWS Service CatalogE 2 A PR MHER Cloudformation EmMNER , RKEAES
ZAWS CloudFormationF BB, EXEAFREMENERNERITSEAMBAE.

BAIMBAE

1. BARIR https://console.aws.amazon.com/iam/ B IAM £ &,

Terraform EmMEEZERNNWRBAGIRE, NEFHMEN , m8E Terraform BEREHBBERAMN
PSR S BYRBAE,

2. BEAG,

3. iZIZ Create New Role (BN H A ),

4. BWMARAGETE , AREIEE Next Step (F—%),

5 HEEEZMAWSHRIEAET AWS Service Catalog , ZIEiZH,
6. 7E Attach Policy ((E#BER) EE L , i##F Next Step (T —%),
7. BEENAG , H#IE Create Role (BRI AR),
BERERIFNEE

1. BRZERVNAGUBAZACHFMERER,
2. 1EiE Permissions (FFAI) 5% , REEM Inline Policies (RERBUR) B, A% , BIE click
here (& — T iE#).

3. i#EIF Custom Policy (BETEUR) , AREZIEIE Select (EH),
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https://aws.amazon.com/blogs/security/how-to-use-trust-policies-with-iam-roles/
https://aws.amazon.com/blogs/security/how-to-use-trust-policies-with-iam-roles/
https://docs.aws.amazon.com/servicecatalog/latest/adminguide/getstarted-iamenduser.html
https://console.aws.amazon.com/iam/
https://docs.aws.amazon.com/servicecatalog/latest/adminguide/getstarted-launchrole-Terraform
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4. WAFRRWERE , RAEGEUTARRZ Policy Document (BUR X #4) fmEEES :

"Statement": [

{
"Effect":"Allow",
"Action":[
"s3:GetObject"
1,
"Resource":"*",
"Condition":{
"StringEquals":{
"s3:ExistingObjectTag/servicecatalog:provisioning":"true"
}
}
]
}
® Note
ARREBRENRBZERBACK , XEFEAUTFE  "s3:Existing0bjectTag/
servicecatalog:provisioning":"true",
5. AEREANSEHMEREHE—TERA, flm , EEHE Amazon BEXE R ERE

(Amazon RDS) WHER , FEBER fﬁ THREBEAES , ARIFE TActionFlqT :

"rds:*"

6. iEIZE Apply Policy (ERAHEX)

E R RUEBR #l

REEMBAGCE  FEAGERCERMARMBRS, LLEHFSEHAWS Service CatalogfE &£
BBERKREZAE.

HAEEKEEMR

1. 7£ https://console.aws.amazon.com/servicecatalog/ B Service Catalog 1A,

2. BEQESZEMNERMES
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https://console.aws.amazon.com/servicecatalog/
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3. EIZ Constraints (FR#l) 3RE|14EH , W#EF Create constraint (PR H).
4. REMPIEEER , ARET "REEE, TEE "RE, EEFEEE

5. % "RERH, BRF , BWLRIRFHRRIAM A6, RE@A IAM A€ ARN , SBASE
=18

NMREEEACERE  YARFEARBRS , AIRRFEERAZBBER IAM B8, IL5ER
AMTRBACRFIEIRSER , ALETUASEAAKRFELEINER,

(® Note
EENARERBLATERELRBRENIRS , UREALBBRIBMBERNEAE
RS

6. IEE IAM A& , iEIE Create (B1),

AR ENARERINE B R

AWS Service CatalogZ RERBRFZACER—EHITH API FEERIRE. FIBRERHIE , B fE
AREAEEEREAFMsourceAccountMsourceArntf 4 REHIBEB AREFEE., EARARREA
BRHEZEEHNRIREFEMY,

FETHIEEHIF , —AWS Service Cataloght £ &EBRIRSE 1111111111, EAWS Service Catalog%
MEBESLaunchConstraint AEMEB VK , RinEAEIUERBAREERAFEE THHRYE ,
BRZABRFIA/ERE 1111111111,

"Condition":{
"ArnLike":{
"aws:SourceArn":"arn:aws:servicecatalog:us-east-1:111111111111:*"

Iy
"StringEquals":{

"aws:SourceAccount":"111111111111"
}

HBREEEMMMEMAELaunchConstraint X EEBHMEM AccountId (111111111111), WRR
B, AMEESAMI B RIEAccessDeniedi® , M LLRAB AEER,

LA AWS Service Catalog APl 2R EBEEFNEIFRE -
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https://docs.aws.amazon.com/IAM/latest/UserGuide/confused-deputy.html
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* LaunchConstraint

* ProvisionProduct

* UpdateProvisionedProduct

* TerminateProvisionedProduct

* ExecuteProvisionedProductServiceAction
* CreateProvisionedProductPlan

» ExecuteProvisionedProductPlan

BsourceArn fREAWS Service CatalogE X EBE AL ARN , fil#0 "arn: <aws-
partition>:servicecatalog:<region>:<accountId>:"EXRZERXREMNEIR ARN,

B RREI PR

= ERFTAWS Service CatalogfEFAACBEMAKINMMEER , FRAWS Service CatalogE#ZE &
MEBER. EEERMGEFEAEZHAERY K FELSSHEAERNISERES  RAERUKERME
B RIEBRS

R E i

1. FEAWS Service CatalogE 2 & RIZhEERH , I Service Catalog > — kA #E .,

2. EREmMUFAR "EmFAEAL EH. EREBEERETD , BEAGH Amazon EREH
(ARN) H3R,

3. =HE "RIEMm. .
4. BERBHLR  EREFALENEA.
5. MREmSKIME.

AWS Service Catalog i &1 PR &l 1% 4

® Note
AWS Service Catalog7 x & ith 2 5 iR #2855 Terraform =i 2 AV 8 R &l o

B4 E Amazon SNS FRELIZEWAMMHEEHNEA,
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£ T 52708 — 18 SNS EBEIFTH.

3 SNS FREEEFTBY,

1. ¥ https://console.aws.amazon.com/sns/v3/home BIRX Amazon SNS F# &,

2. FEEEUIE,

3. MAZERB , REIERE Create topic (B EH),

4. REEBRVIIH.

5 BREABE , FEESTHMH. BR Endpoint(imH) , @A TARBRENNE FE bt 1#
Z Create subscription (35T E).

6. ZHRRI-HEFXETHHEEEFHMH AWS Notification - Subscription
Confirmation. FRE FHH I EEIE RTHET B,

BEBERAZBIREFEIR SNS EERMEA TSI FLUE A BARERE.
ERBARHFRGEER

1. 7E https://console.aws.amazon.com/servicecatalog/ FARX Service Catalog E# A&,
2. ERCEZERNERMES.

3. BB Constraints (BR#l) , A% 1#E#F Add constraints (BT ABR &)

4. 1t TEmM) PEEEMm , WG "REEE, RA "EHL BE EE

5

#1Z Choose a topic from your account({Etk FiEZE —E X&) , AR BEUERE Topic Name (X&E
F8) BIM SNS £,

6. BIEREX.

AWS Service Catalog 2% E 37 R 5l

(® Note
AWS Service Catalogf~ 38 Terraform BBR RIS E mVEREFRE,

EBEBEHRE , AWS Service CatalogEEE MU AFRBZIL FRFEREEHEC HEE MBS
Z2ERNES. MRAKFEZEEEN  MERERIERASHBRNTEESEMENERENHBEER
ZEMEBNER,
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https://console.aws.amazon.com/sns/v3/home
https://console.aws.amazon.com/servicecatalog/
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AR E RV R B E R

1. ¥ https://console.aws.amazon.com/servicecatalog/ BRI Service Catalog £# &,
BECSLEENcEMNERES.

BE TR, BE, WiEE TIHERFL

£ Constraint type (BR#BIZEE) T , i#1¥ Tag Update (ZEEH).

& Product (EfR) PIREER , ARIERE Continue (#£/8).

£ Tag Updates (28 E#1) EME L , i#E Enable Tag Updates (BA A ZEHE ).
BEREXR

N o o bk~ w D

AWS Service Catalog 1t £ 52 R i

@ Note

« AWS Service Catalog % & Terraform B RRIAIEE mAVHEBRE SRS,
 AutoTags B BI X #EAWS CloudFormation StackSets,

EBESRETELFERARREERIPEZEBAWS CloudFormation StackSets. BRI LIS E Z EIRFE
MESMNERRS., FAETUEBELIRE , YWREEMNVIBBUENDBEIERF.

ERMBERIIEER

1. 7 https://console.aws.amazon.com/servicecatalog/ BRI Service Catalog £# &,
2. BELEENERES,

3. BEE TRHL BE 6 RRRE "EMRH.

4. & "Emi P, EBEER. £ "REL BHEAP  BEE THEE,

5. REMBERFBINIRS, HENRER,

- EIRFRES , M CEEEPEYEMRIIKRS.
- K TR, REP , REEMEBEMNGBEEDN K UREFEELEMEELESPEENIR
FFo

o EFFAIF , BIE IAM BIE StackSetEARREBELN B ERE, IRETZEAR
StackSetsfEHFEERH ARN, E—H 7 B N{A 2 EHEBEFF T,

s
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https://console.aws.amazon.com/servicecatalog/
https://console.aws.amazon.com/servicecatalog/
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/stacksets-prereqs.html
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6. BEEV.

AWS Service Catalog &7 PR i {5 £

(@ Note
AWS Service Catalog/ 3z & tth 72 B8 1 R 23 555 = tth Fi2 B i 722 fm Y S8 AN PR 161

EERFSREAERBERNRE , BUUEAEARRBIGRSE. ERBRREFREUBREKER
EULUERER , MASERGEBNSRER, EALEELRRFIERZZ2EPIEAWS Service
Catalogfn, EmMEEH4ATE—NZEEM , RRES TUERBARREIRME

BEARHHFRGETE—RZERA , LHEPDAFNSEESE K ELSEEERERKERN AWS
CloudFormation #4x#, AWS CloudFormation EiRAF NS B EE—HE , FRAE A EELHERFE
EELE, fl , 2ETEESENTERER K BEHEVERSHEERNEE  HPEE EC2 #1T
[

MREAPHN—ESHEHRENEREENERYRMEARE , BULERSBARBIELS | AR
HEAETRBERERENE. SN, IREXRSHETSH EC2 HTERER  BRAEER
NRFATEBEER (B0 |, t2.micro 5 t2.small) WERAEMSIBA , BIET LR I8 8524 R Hl%

% DRFIGKEREEENHTERER, MFEHFBH AWS CloudFormation 842 B FE &

#: , 2 A https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/parameters-section-
structure.html £ & ER FHAWS CloudFormationS EHER X E,

BEAREFGEFECERBES T, IREEEXARFIFHAEAZE—BERAS  AREZEREEE
S—EERES , ARRHISTESERAINF —HEERBESTHXER.

NMREREARFFRGEAZCRERELANER , ELERHVAEMNEETERERENER
BB , AR EmBSPIAERRE.

& T LA 3R A HREE 8BS SR 7E AWS Service Catalog EEEFE AL JSON X FHmEHR A , UEREH A
BREMFHRA, NEBEAANGFHEEN , SFEFLENEH , F2E8 SEARFHFA,

EEAEBMECRAEZNIEARS  FEVISHEERNAZRERES  ARUZERBS AR
o

REARFFHEEREEM

1. 7E https://console.aws.amazon.com/servicecatalog/ FARX Service Catalog F# A&,

&0 PR R4 121


https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/parameters-section-structure.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/parameters-section-structure.html
https://console.aws.amazon.com/servicecatalog/
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2. & "B EEL A BEFCSLEEASLRIIZERNEE,
3. RBE "R, EBER , AREE "IMAKNR,

4. ¥k "ENMERREARE, HET , #Y "En, RELEEREANRINER. AR, Y THREY
R HELEE TEA, RE EE

5. TE [EARRUMRELSS HE L , £/ JSON RESIRNEESINEREBEEREQRRAL

- BFERESAA JSON KTF , FEE "RV RNFRERS ) Ro|IER. LRSIERREHHE
g5 LA it BY ISR SR E A o

FEERARAAELERMTERRERA , FEE "RAUELSR BF. TURITERL | EAJLLE
BEMNERPFEENEAS2H  MELASXSBEEANNE. RESBNVEE  BEER
AENAACEEEREFETNIRE. EREERE , IEUERTBHNBFEHREE —BE,

TREVAAR  FEE ERR. RASERE "RUELSR, BEROREP, 5EREN
fm¥E JSON @i h , FEE "R FIRESR. R5IER.

6. MREBSTHROMRMRAE , FHiEE 1R, (Submit), EEEERGRY , FriEESFMEAR
H , RERERA [IREFR]

SIASPRHIR A

FEERAWS Service Catalogfl & P ERE AR RNRAGEHE —REABMESTUERER , UKk
ft{PI AT LA R EAWS CloudFormation KR EEW S HIEEMLE , ELSHARELMMEHAERANE
M. RMABBAMIERKEAEEEEBMEETHRNE. A, BUUFERAUBRRESERSE
VPC iEEEMH 7K , IFERAEEAEREN ml.small HTEEEAE ., AWS CloudFormation f&
AHRRARBRIBSEE , AEBELERNER.

SERAUTEREBY  RAKRYE (BAH) NES (XE), RAKERERIRTER,. EERHATHE
AETHEHISESBIEENE. NREREEHRAUEYSE , AIRRANES —BER. BEERHAK
#, EALMERRASENASPEE , EERXREEEHRN Rules BRFER, BAILUETLEMREK
N, BRAGBESIESTSNRRERSEASR true F false,

BYIRER | BRERIBIE Parameters BHHAELE T VPC MFHRESH., BULIET—EHRA , AKX
BERENTFRBEEEHEN VPC H, Hit , EEAZEEE VPC , AWS CloudFormation &
MREFHEBZAFMGES , RREFHERNSEEREER VPC b, MRBHBEAEN , AWS
CloudFormation & B EE VR EMMER, MRFEAFERIEE VPC, Bl AWS CloudFormation &
BEFHEENSEE,
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B2

%E*ZIKE’J Rules BT E T EWMEBM Rules , REFEZEE—F . MANKRAESTESUENELRL, W
EEZEMAA , EERASNERI R, HREERAL  LEHESIRTETHBRERRE , REKFE
%E“;ﬁﬂ?ﬁf‘i , TR R RBRARERES,

$FHBIF[EE RuleCondition Bt , MAMXESE Assertions Bit, $H¥HERE , B REEH—
R B ; EATLATE Assertions BMAEE—ERZEBESLS. B AFERARASENRNIBERE ,
REXFRAMGHENES , TN EBREAFR :

"Rules":{
"Rule@1":{
"RuleCondition":{

"Rule-specific intrinsic function"

1,
"Assertions":[
{
"Assert":{
"Rule-specific intrinsic function"
},
"AssertDescription":"Information about this assert"
},
{
"Assert":{
"Rule-specific intrinsic function"
},
"AssertDescription":"Information about this assert"
}
]
},
"Rule@2":{
"Assertions":[
{
"Assert":{
"Rule-specific intrinsic function"
},
"AssertDescription":"Information about this assert"
}
]
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ERGABERIEMERA Ruledl F Ruled2 RAIM Rules EE., Rule0l 2R RIFE4 M EZ
B, MRBAKRGEPHEAFERZERS true , ISTENEASEAEETFINRERR. RKREEGS
false , MR AT EEM, Ruled2 HBRREN , RATKRERIEYG  EXR—ETENERA—RBES.

NEERERRAGHNESNEBERIANERNBNENR , F2H (EAKBE) RHAWSHEAIE
&, AWS CloudFormation

gl ARfrBRESRE

THMERNEME InstanceType ZEMWE, RIRESH (test = prod) WEME , FAESE
&% ml.small BBIEE ml.large & InstanceTypeo InstanceType B2 Environment &4
BER—{EEH AN Parameters BRAESL,

"Rules" : {
"testInstanceType" : {
"RuleCondition" : {"Fn::Equals":[{"Ref":"Environment"}, "test"]},

"Assertions" : [
{
"Assert" : { "Fn::Contains" : [ ["ml.small"], {"Ref" : "InstanceType"} ] },
"AssertDescription" : "For the test environment, the instance type must be
ml.small"
}
]

1,
"prodInstanceType" : {
"RuleCondition" : {"Fn::Equals":[{"Ref":"Environment"}, "prod"]},

"Assertions" : [
{
"Assert" : { "Fn::Contains" : [ ["ml.large"], {"Ref" : "InstanceType"} 1] },
"AssertDescription" : "For the prod environment, the instance type must be
ml.large"
}
]
}
}

AWS Service Catalog FR#& B4k

(® Note
AWS Service Catalog 3z & tth 2 B iU R 1A 55 = tth Fi2 B i 22 o B9 AR AE B 4
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https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/intrinsic-function-reference-rules.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/intrinsic-function-reference-rules.html
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AWS Service Catalog I BV ERHBNRKEAEIR , IRETESRNLLER. BAEES
WA EB IR BERSRFERAERTRENTE. HREE, BTRENGS , HE AWS Service
Catalog FEEREFAl, EAJLAER AWS Systems Manager X4 E&RIEEN1E, iELAWS Systems
ManagerX 4 A BB FMEEAWSREEBBNFALEREE , fII Amazon EC2 ZFIL FIEHBH , &
A LAE 2 B 5T B 1E.

EAHEG | BAUARKERAERMHENME Amazon EC2 MATERAIZIEE, LB LENFFA,
EEREEE. ARBBEREREVEN A UREBHRENER  MABERAESKRERERER,

BRI

WHBRERRECEETEN AWS EEE#IR , BERE AWS Service Catalog , MEZREE —HE
rER EREAEREAE. MRETHE AWS Service Catalog , FEE TR EMBERER , BER
Lt ERE,

e

- TR REBKEAEFA

- TR2: BURKEE

- HBR 3 IR EEEE @R E BB

- FR4 . AEBKRERAERR

- S8R5 BEEREHE AWS CloudFormation

- B 6 RHIRE

TR RERKEREFTT

FERAEXREMBERPTEERBEBENLERER., ZHEFP  SKREAEFTEFTTRER
AWS Service CatalogBR# B ThBEFM #1T Amazon EC2 E#TRIE

ERTHEIR

1. BERX AWS Identity and Access Management (IAM) £ 4& , #8it%A https://
console.aws.amazon.com/iam/,

2. REURERTFHERLERERFE,

3. EERKMEAEKARFEAWS Service Catalog& RV B . EEMEHF  RMBERKER
ERE. #EACHEFD | EEABNSKREREMERNEE.
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https://docs.aws.amazon.com/systems-manager/latest/userguide/sysman-ssm-docs.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/sysman-ssm-docs.html
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4. TEREMFHEEFEEDN Permissions (FFA) B8 L , IUEBRNFHEBER , mBREGNER, £iE
B |, FFHEIBRIZBEABEMN AWS Service Catalog fEMKILFAIMENY N BETBER |, &
R EMARIREBEBER,

5. 7 Policy (BUX) EE L , % Edit Policy (R BUR) ST HAENFT A, ERSMEREBLIRE
275K JSON #mEEERRAMEBEUR, HiEESH| S , HPIEMA JSON RERRRHAEER, HRULHB
iz , T HIBERIMAZIFFA A -

{
"Version": "2012-10-17",
"Statement": [
{

"Sid": "Stmtl1536341175150",

"Action": [
"servicecatalog:ListServiceActionsForProvisioningArtifact",
"servicecatalog:ExecuteprovisionedProductServiceAction",
"ssm:DescribeDocument",

"ssm:GetAutomationExecution",
"ssm:StartAutomationExecution",
"ssm:StopAutomationExecution",
"cloudformation:ListStackResources",
"ec2:DescribeInstanceStatus",
"ec2:StartInstances",
"ec2:StopInstances"

iF
"Effect": "Allow",
"Resource": "*"
}
]
}

6. EREBEBXRER , BEREREBERNEE, SREAEFFEPNFEAEREERTEDRHIT Amazon
EC2 EXTREN EER L EFFTAWS Service Catalog.

HER 2 B RBBEE

BETR , BYRBEFELLERRE Amazon EC2 #{TEEE.

1. BREAWS Service Catalogi® & , #8#E % https://console.aws.amazon.com/sc/o
2. fEIheeR&$E Service actions (ARFEENE)

$EB 2 BARESE 126


https://console.aws.amazon.com/servicecatalog/
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3.
4.

9.

£ [fR%EE EEL | BE [BEYBE]

£ Create action (I 8)1E) EE+ , i#$E AWS Systems Manager 343K E & R 7 5
YE, Amazon EC2 #1{TER EF B BEMRAWS Systems ManagerXHE& , Fit R PETERE
HREBE Amazon XH TR K IEER L,

BEIWEE-EHNME C2 BIAWSTTEEREE

RUNSEREVNERBENSBNER, RREAESSEILHER , RIREAHBBF 757
B ERYER,

£ T2EMBEEERE) T, BEKRABEEEN SSM XHSE (a0, BITER D), REEE
S B E, B2 Add parameter (FTIES ) UFHBHMSBE,

£ Permissions (FF7) T , BEA G, RMALELIERRERNTT. LEATRERER AR
AR,

WEMERE 2 % , TIRE Create action (B ENE).

10. BT T—H , ERMNFBELERFRAERR , BRBERAS

HER 3 1 A8 AR5 EhF B 2 m iR AN 22 3L RA B

ELRERBER  SLAAEMEXDERIEAB.

1.
2.

RSB EE L, 1BE AWS-EHRE C2 HTER , REREE (BB B

£ Associate action (Bt EIF) EH , BELFELNEREAERREBSENER, EEREE
fiFR | 39582 Linux Desktop (Linux SMH)o

BEEmMMBRE. 7R, B UEASZ EENZEU 3R REZINAEN MR,
1212 Associate action (23 B8H#).
ET—BEHRERAS,

WMELE ST AWS Service Catalog IR EIE, LHBRENT —TRUSGKRERAES I FERHR
BEE,

R4 AERERERERR

RRERAETUERENER LATREEE, ERLHBRENEN , BREAELAEZDE 1M
BNER. CHEEMEXLEE D RERK B IEEE < EmRARE.
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B ERE S D FERBEE

1. LBKRFERESZ D E A AWS Service CatalogEx# A&,

2. TEEEHEKAK AWS Service Catalog E&4R L , &2 Provisioned products list (iR E RIFE).
WEESETRARKRERAERFHENER.

3. % Provisioned products list (fF2Em/FE) EE L , BECHENHTERE.

4. X [MENERFEET EEL  BEL LA [BF) , ABEE AWS-Restar teC2 #HTERE
(=

5. BRATHFATDE. SRIBRRTHEDER,

S5 EERIEEIE AWS CloudFormation

IBA LA S RS B E R HLEEAWS CloudFormation &RV EARE ., WMEFEMEF , 5528 (AWS
CloudFormation E i &) FMWTHEE :

« AWS::ServiceCatalog::CloudFormationy= f ProvisioningArtifactProperties

« AWS::ServiceCatalog::ServiceActiont# &

(® Note

MR EEEEAWS CloudFormation & JRHY IR B ERIE |, B E B F B RSB RARKE BN E
AWS Management Console, AWS Command Line Interface E &S {THBEHEF K SWARE
LASN AR 35 B E T BYAWS CloudFormationfE{# E

SR 6 EHEME

MBELHRBBERTAR , ATLE ERENER. EALRBBEMTELN Bt BERTR
FEBAL, ATNETHEHERERALNRE,

@ Note
HERHENRUI XA REENE At CEXBEREEMERNEBLBEPERELXAR,
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https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-properties-servicecatalog-cloudformationproduct-provisioningartifactproperties.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-servicecatalog-serviceactionassociation.html
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AWS Service Catalog &4+ AZPIRER, FHEEER. IREEFERE  BHEAEFPXE,

#3 A StartAutomationExecution #¥ERFThrottlingException B4 #5358 ()
#iR AR (a0 SSM) BR& 7 IRIE B ESLT,
BREX A BIERFE

AWS Service Catalog XA BREBIEERPIEEN AR, FRERBEIRIETHER , SIUKREF
3% .US REP -1.amazonaws.com , A FFIEH/ENEFEERERH,

FEAY StartAutomationExecution #E 3£ 858 4 8553 (AccessDeniedException) : fEf & R RETEEIR
StartAutomationExecution _E#1T:ssm:,

m

EREEBEEETIEENAE®EEWA ssm: StartAutomationExecution HFEFE, BFHEECARERE
K SSM R,

TargetType T EMEERPRFIEMNEFTEENER

HENERTEEMNE SSM X4FiEE B ERENEMER , Hla: EC2AWS: #ITEE.
HENEREEEELER , SIBRIAXHEEIER,

ERZRBBHNNHTER

R BN E B IEEN X RFTH

|EHEIR SSM BB L #

AWS Service Catalog & B #iR 5 E Y XA BF , BAERE SSM B RABISRST o
L EE A B RETE

BREXIEEN A K AWS Service Catalog 1&EI AR H#Y$E R,

Tk

s
2
i

SEYWE "InvalidValue" £ {ValidValuel} #####{ValidValue2}

Bk SSM S BEFTEXHNAFEBES., MERHNSBEN , RARBA X
SEERER, REMNETParameterName 2B MM F &,

Bk SSM WS BETERAR XM+ LR ERE,

AEBRBBDEERTERSH

SYERAREREEEEZ D EZEM AWS Service Catalog, BREEFERAERKEIEEEZDIESENS
.
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SREDITEUEBER KRR ##i#F2REDLRBRHEFBERUANBEESDEHFT,

SSM BBLXH RS RAM. FLSEASPHER , UE—SRHHME,
TAFEATISHE  BAEMNTEMENERYT : InvalidResourceld
ERAEERETEMEERTPNERATENR.

TargetType K&t ¥ SSM BBI{L X HFER

REBEFRER TargetType EEHR SSM BB M. MELER SSM B ELIHF,

#& AWS Marketplace E@RHFIBEE MBS

B LA AWS Marketplace EmFTIEZEEREES , MEBLE R AT AWS Service Catalog H#EfEH
EEM,

AWS Marketplace R HEHP S, ;TE , EFAASERREREZEMMBRLEE. AWS
Marketplace FHEREROTSERE, EFAEXMARE. IFIE, ERIE AREEIENEHE
BEEHEE, AWS Marketplace AT https://aws.amazon.com/marketplace, BEE , BE LS E
ENAR# (SaaS) ZE R FTEAWS Marketplace ZAWS Service Catalog,

& T LAHEAWS Marketplace E R EEAWS CloudFormationSE A E R E| | REBERMBEERBESAWS
Service Catalog , ¥ L& R BEU#EAWS Service Catalog&#& A&

(@ Note

AWS Service Catalog X E £ A Terraform B MRIRIT Terraform EAWS Service Catalog
iwAWS MarketplaceE mE A EmABIGRIRFERE,

AWS Marketplace E1ZX & AWS Service Catalog SifF A FBHZETRNFEER. RMERFERA
AWS Service Catalog 4Bl X 5T R THRERFT B E R

£ AWS Service Catalog B AWS Marketplace 7 fm

BT LAMER BET N EE S TR AWS Marketplace 2 m##8Z AWS Service Catalog. £ AWS
Marketplace # , i### Service Catalog (AR B &%), MTFHHMER , 5F2B TAWS MarketplaceR B M
& BRIESE ; AWS Service Catalog Y TS E mERZ
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https://aws.amazon.com/marketplace
https://aws.amazon.com/marketplace/help/buyer-copy-product-to-SC?ref=help_ln_sibling
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FEE BB AWS Marketplace E i

SER T 5L EBEN R ST BIAWS MarketplaceE f. E£AWS CloudFormation# A EERZEm , WASE A
@ EEZEAWS Service Cataloghg,

Z] B AWS Marketplace Em

1. & AWS Marketplace BI{E https://aws.amazon.com/marketplace.

2. BEZERIESLUSKREEIRI®E AWS Service Catalog EmEENER. BEERUREE
mEMEREE,

3. EEF THE, URALHERE , AREE "FBRE, BEE.

BTEE LHNEASIEZEN Amazon Elastic Compute Cloud (Amazon EC2) #{T{EEEERAWS
EiE, XENHTERER  LURERESEAWSESEFEHAN Amazon HESIE (AMI) ID, FEE
B, BoBEEREXERER, BRERALERAUEEERISEBFT AWS CloudFormation #7K,

4. BE [EZMHRF] SEFTRZEMm.

EFTEEMR®E , B LURE [AWS Marketplace R ERRE] , AR BEZERUERTFIRE PEM
BTEELHNER.

1£ AWS CloudFormation #87<# & AWS Marketplace ZEm

EETRIUTSE , BigERAH D —1E AWS CloudFormation SIS A ABAE , RELEBEITE
A, BHEH AWS Marketplace Ef. &EFIEHIEAR , 5528 hitps://docs.aws.amazon.com/
AWSCloudFormation/latest/UserGuide/cfn-sample-templates.htm| £ Fl & 155 R BIAWS
CloudFormation &3 5 & 2,

1. 7 "TAWS CloudFormationfE A &EErm. M "EHIE A, EELE , BEERN TAWSHE, ., B8
AWS MarketplaceE A4 B X BZAWSHE, &7 LLE AWS Marketplace BN E BB TEE L8148
TR ENESE,

2. HERREBERAR "B, NWRBEHNENFE  FEE "RE EE

3. BULEREMESLEERNERMARERM, EHEBFINSREAZT LB Amazon
EC2 $fTEIRE A, BERBEAFIER , FHEE (] ARBETBEREFELSHE , DB
AELETIRE. SNABERMLARES . template EMELE,

4. EXFiRBHRTRAMERESR,
5. GEHAEHBFIRHA. ENRAFTERTESEUTHHIEML
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https://aws.amazon.com/marketplace
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/cfn-sample-templates.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/cfn-sample-templates.html
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"Description": "Launches a LAMP stack from AWS Marketplace",

6. HE] InstanceType 88 , BEHETSZLERIEN EC2 HTERER, ZLANEARIER

EXENEC2HTHEREE K EmSSEEIAKKERER,

a. ENEMRBETEELAWS Marketplace , £ "EEFMHERA EERPREZEN EC2 #1TE

BEA,
On-Demand Plans for Amazon EC2

Select a region, operating system, instance type, and vCPU to view rates

Region Operating system
US East (N. Virginia) v Linux

Instance type vCPU
All v All

Viewing 364 of 364 available instances

Q 1 2 3 4 5 6 19
Instance On-Demand hourly Network
name A rate vePU Memory Storage performance
al.medium $0.0255 1 2 GiB EBS Only Up to 10 Gigabit
al.large $0.051 2 4 GiB EBS Only Up to 10 Gigabit
al.xlarge $0.102 4 8 GiB EBS Only Up to 10 Gigabit
al.2xlarge $0.204 8 16 GiB EBS Only Up to 10 Gigabit
al.4xlarge $0.408 16 32 GiB EBS Only Up to 10 Gigabit
al.metal $0.408 16 32 GiB EBS Only Up to 10 Gigabit
t4g.nano $0.0042 2 0.5 GiB EBS Only Up to 5 Gigabit

b. HEMNEARSD , BARVTEEBEHRSELECEEZNIE EC2 HIITERBEE.

c. f#m#E AllowedValues BE K ZHESLSSHEEMIEN EC2 Hi/TEEER,

d. BREGEFTHFEZKERAEER AllowedValues FEHRMBERBEEAN EC2 #ITHEE

ECEich

E#R¥E InstanceType S8 , HEER s EI T EHIFML

FEIEEEFIE AWS Marketplace E f
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"InstanceType" : {

"Description" : "EC2 instance type",

"Type" : "String",

"Default" : "ml.small",

"AllowedValues" : [ "tl.micro", "ml.small", "ml.medium", "ml.large",

"ml.xlarge", "m2.xlarge", "m2.2xlarge", "m2.4xlarge", "cl.medium", "cl.xlarge",
"c3.large", "c3.large", "c3.xlarge", "c3.xlarge", "c3.4xlarge", "c3.8xlarge" ],

"ConstraintDescription" : "Must be a valid EC2 instance type."

iy

7. TEEZAK Mappings EBEH , #mE AWSInstanceType2Arch B K MtESTEZTZEN EC2
BT EREREEREE,

a.

e

ZEIBER AllowedValues 28 InstanceType FEHRTIEWATAE EC2 HITHEEER
ImUSYIEIREE,

AEEENAERGEEBEINN EC2 T EBERFE Arcch B |, XEREZBERSILE

M ZE, BREA PV64, HUMGL Fl HUMG2, BEETHRELERIEWLEEREE K F2H
AWS Marketplace PV EmRFMEF. BE T EC2 MTEBRIIZEWLEREE K F2
B Amazon Linux AMI $i1T{E B fa A B fE,

SER#REE AWSInstanceType2Arch ¥HFERF , HERR IR E T HI8 ML

"AWSInstanceType2Arch" : {

"tl.micro" : { "Arch" : "PVe4" 3},
"ml.small" . { "Arch" : "Pves4" 1},
"ml.medium" : { "Arch" : "PVe4" 3},
"ml.large" . { "Arch" : "PvVes4" 1},
"ml.xlarge" : { "Arch" : "PVe4" 3},
"m2.xlarge" . { "Arch" : "PvVes4" 1},
"m2.2xlarge" : { "Arch" : "PVe4" 1},
"m2.4xlarge" : { "Arch" : "PVe4" 1},
"cl.medium" : { "Arch" : "PVe4" 3},
"cl.xlarge" : { "Arch" : "Pves4" 1},
"c3.large" : { "Arch" : "PVe4" 1},
"c3.xlarge" : { "Arch" : "Pves4" 1},
"c3.2xlarge" : { "Arch" : "PVes4" 3},
"c3.4xlarge" : { "Arch" : "PVe4" 1},
"c3.8xlarge" : { "Arch" : "PVes" }
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https://aws.amazon.com/amazon-linux-ami/instance-type-matrix/
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EEEES

8. HEA[EMappingsER™® , #®EEAWSRegionArch2AMI¥IFE | S EAWSEHEE ML ELRE

A AMI ID 237 B35,

a. EHMEBREEEERELAWS Marketplace , RIRERESEAWSEZGFERK AMIID , 1T

BIHIFTR

Region

LIS East (M. Virginia)

US West (Oregon)

US West (M. California)

EU (Frankfurt)

EU (Ireland}

Asia Pacific (Singapore)
Asia Pacific (Sydney)
Asia Pacific (Tokyo)

South America (Sao Paulo)

ID

 —
ami 4
ami

b. HEHAH , BREFZENTMAWS B .,
c. ABEERSFEEHEIUBKRASZIIENEREE (PV64. HVM64 T HYMG2) MEBEH AMI

D,

Q

Marketplace.,

E8STH#mEE AWSRegionArch2AMI ¥ER | EHENIBE IR AT T8 AR AL

"AWSRegionArch2AMI" : {
"us-east-1"
"us-west-2"
"us-west-1"
"eu-west-1"
"eu-central-1"
"ap-northeast-1"
"ap-southeast-1"
"ap-southeast-2"
"sa-east-1"

HASERIERMWAWS B FIRBEE

: {"PVe4" :
. {"PVes4" :
: {"PVe4" :
. {"PVes4" :
: {"PVe4" :
. {"PVes4" :
: {"PVe4" :
. {"PVes4" :
: {"PVe4" :

AT EmFAETEmEEHEN AMI ID AWS

"ami-nnnnnnnn"},
"ami-nnnnnnnn"},
"ami-nnnnnnnn"},
"ami-nnnnnnnn"},
"ami-nnnnnnnn"},
"ami-nnnnnnnn"},
"ami-nnnnnnnn"},
"ami-nnnnnnnn"},
"ami-nnnnnnnn"}

FEIEEEFIE AWS Marketplace E f
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IRIRTE A] LA(E A S 2 AT E E MAWS Service Catalogild, MR BHFEHITHMETF B
2R H AWS CloudFormation 4L — & 7 SRS AHFEMAE A,

= EBEWAWS Marketplace Z m #7318 £ E mAWS Service Catalogfl &

1. B AAWS Management Consoledi 2B ZAWS Service CatalogEE X1 A , 81L& https:/
console.aws.amazon.com/servicecatalog/,

£ "TERBES EEL , BELEHIBAWS MarketplaceE R ERE S
EERBEGHEENERL B2 [LEHESR]L
WAERNEREIENFHEESA,

£ [IRAFEMER EEF , KFEE [ LESEAER). ) ARBREBHRER,
WA SRR EER B,

BET %,

#RE EEL  #EABERSERE  AREE (HIEL LG, AERSHEELNERES. A
BENERBSNRKREREDNIER.

® N o o b~ w0 b

£ AWS CloudFormation StackSets

(@ Note
AutoTags B Bl R X EAWS CloudFormation StackSets.

& A LUEAWS CloudFormation StackSets 5 % EIHR FAWS [E15 M1k S B EAWS Service Catalog
Em. Bl EEEREEPKFHENIEFAWS BiF, EZERFY , ERATITHE. BB
B, EAETEEAEREINGARFEE  UAKRKETIHE, MFEFHMEA , FSBEEHA AWS

CloudFormation StackSets,

HEEEHRHITERE

IMf B 55 W] IS E FH B2 — AWS CloudFormationE A R EAWSEIBHAWSIR E R E I &,

HREHIRE —EAWSEZE AR B Hik S PR #R | 30 B 28R —EHE R,

WEFMER , 3828 StackSets Bl =,
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https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/template-guide.html
https://console.aws.amazon.com/servicecatalog/
https://console.aws.amazon.com/servicecatalog/
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/what-is-cfnstacksets.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/what-is-cfnstacksets.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/stacksets-concepts.html

AWS Service Catalog EEBER

HE B 52 PR 1

AWS Service Catalog # , £ 0] LAfE F 3t & £ PR I 2R 58 E E m M SR B8 1E,

AWS Service CatalogX R EE M HER E LI FRAWS GovCloud (US) Regions : AWS GovCloud
( EEFEER ) M AWS GovCloud ( ZEBIRE ) o

MEFMEF , F2E < AWS Service Catalogif BESHR >,

EEEESE

B LAER AWS FEETE AWS Service Catalog FIBHRHRERAMAE, BRI SSTEEE AWS
Service Catalog 7 f F1 = miH & 2 3L BF Bt

(® Note
AWS Service CatalogF~ 8 Terraform FRRRIBERNTEE,

AWS REAREREBAE  YERANARER (HRFAER) AESHMFHEELR, MF AWS

FEENEMENR , E2Mhttps://aws.amazon.com/aws-cost-management/aws-budgets.

1%

© BB

- BYEH

- BHEE

- RIREH

- BUHBIMTEHE

i

i

DB R

/8 AWS FEE 28 , IBEEE AWS Billing and Cost Management £ A H A RA 2 BER, ME
FHMER , 528 (AWS Billing and Cost Management £ & #58) PHBAFEAEERNRA D
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https://docs.aws.amazon.com/servicecatalog/latest/adminguide/constraints-stackset.html
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https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/activating-tags.html
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® Note
BESZEE 24 NEFERA

BHOEERSFERAEEINENTAERELEE , BUA AWS Biling and Cost Management E31E & 1Y
FEAEFIE, SUURERAERIMNBERRAITIIESE,

EEAF FHEEVEE  SHUMSEAFERAERRIREEH. IR
AT LASE(E & 5I Amazon SNS B4 , tILA T BER & 61T R

BUEEBR

1. BABUYR https://console.aws.amazon.com/iam/ B IAM £ &,

2. HEEBEEK LIRE Policies (BUR),
3. EABEIRT , &2 Create policy (BIBUR),
4

E1E JSON EH I T 5 JSON BER X HERN T, #IXF EE JSON XFHEH,

"Version": "2012-10-17",
"Statement": [
{
"Sid": "Stmtl1435216493000",
"Effect": "Allow",
"Action": [
"aws-portal:ViewBilling",

"aws-portal:ModifyBilling",

"budgets:ViewBudget",
"budgets:ModifyBudget"
1,

"Resource": [
nmin

]

"Sid": "Stmtl1l435216552000",
"Effect": "Allow",
"Action": [

"sns:*"

1,

ZE{# A Amazon SNS &4 |

DRRM
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https://console.aws.amazon.com/iam/
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"Resource": [
"arn:aws:sns:us-east-1"

]

SEAEF |, iB¥ZE Review policy (BBIBIER). Policy Validator (MERELE) SO RIEMEEEEER,
£ Review (B2F) EE L , AEHWBERT B, MBEBE Summary (HE) UEBBERR FHHFT ,
ARIEFE Create policy (B BUR) REFFEH IE,

FHBEREHREZSERRBFED , YECERTEREZELANFERAENEE, NEFEEA ,
EIAWS Identity and Access Managementf§ AR PV E LA N & F E KB

s

%

BUnEE

FEAWS Service CatalogEXEEFX#AH , 'EMEEL N "EnEe. EE®VHBREERNERMA
EWMEEENR , YRAHHENEE, EEEVEE  BARACERBEECEBNERIERAE

=

EERVEERE

1. ¥ https://console.aws.amazon.com/servicecatalog/ BB Service Catalog £# &,

2. BEEERIKRIERES.

3. ERNAEMERENERINERES.

4. BARR TEZL ThEER  REBEBE "EVEE. .

5. 1£ Budget creation (FEE#1) EE L , & —EEB BT HEEEE I RIB
EMEEAWESR : AutoTags H TagOptions, AutoTags & BIBBERNERMBES. ERHME
A%, AWS Service Catalogi$ ELXEHEBHEAESMHENEIR. A TagOption EEHEEMNR
MEEETEHMNES|IEEH, AWS Service Catalog
ARTEERHESHERLNERARMMEERAE , oML EEEHENER, FIE8 , F—XE
ANERBUREEE 24 /NNETRERA. MEFMER , FFSB the section called “UERHF",

6. #E "EIUM, AWS Budgets, REEKELEME "REFERE EH. KBRIYEAEHRNIR

rEBEEL.
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https://docs.aws.amazon.com/IAM/latest/UserGuide/tutorial_managed-policies.html#step2-attach-policy
https://console.aws.amazon.com/servicecatalog/
https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/budgets-create.html
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® Note
BUFREs#  BXESHEERKERESEERHN,

BABTER

BEEMRASNEMBAIUE —ERELERBMNEE. SERETUESEERESNERMERD.

EXKAEHEEMESRNEREYRBEE  AUR#ZEMMESIERNFAET EEAREEENHEERE
o ATEREMASNERBENIHEARRERE L KL AERENREESHER LEVYARF
RO R ER AN

® Note

R B P MIBRFAZEAWS Budgets , BIEEAWS Service CatalogiE fm#ZE fmiE 4 K E G BB
ARTFE. AWS Service Catalogi B R ERBEMBRBAENTMAEE,

FBEE

1. £ https://console.aws.amazon.com/servicecatalog/ BRI Service Catalog 2 &,
BEERIKRIERES.

ENGEEAEEERBNERIERES.

R TE%. Thaek , RBEE "BBESE.

 THEEEK, AEL  ZRRAEEE , RAREE TEE. .
EmNEREERRAEE IS LRFEEENESR,

2

BIERE

MRAEEERMERD , ST "TERFAETL B "TERFE, AR LRRRAENEEES. OR
HERKEESHEB , BT "REES. N "REMES, FHAEFAERE L RERENEBEER,

HEE. B "TERFE, EESEREEERNEEENA. BOLIFRETR Current vs. budget (B &Y
EZFE &) M Forecast vs. budget (FERIEZTEE) HIHH.
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EXERERIERESH K RNESEENEFMENER, "EmESHMAERL N TERFRE
i EEHEEHBEENFEEANER SZUUEERESHE. BnENRAER, KU ALLERE
BAFEFEEAURGRERE.

HUHRA R &

LU NEUEREEERBASNEmI B,

® Note

MRER "TEE, MERAWSTEE |, EEAWS Service CatalogE mME BB SN EE BB NARTE
£, AWS Service Catalogf$ LR BB EMBRAENEMER.

HUE BB E

1. 7£ https://console.aws.amazon.com/servicecatalog/ FRX Service Catalog EE A,
2. BEEERIKRIERAES.

3. ENZENHAEERBNERINERES.

4, EEHE, RTHNXNEEDERE "BUERERB, . BB TREEEHR,

5. MRENHEMIEMMBENTAE 2R , FRE "HE .
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BEMEEM

AWS Service Catalog Rt REAHERMEER. SUTURBENERSB HFRE, ERMUARMK IR
REEm. F2E THEHNHEERF.

ES]

c LWEEE SN EECHEEM

- BEMEERERE

- EXNCHEERAVER

- B2 BREAEE RS E

« BT B AR A TR 2 MR IR RE SR ER
« BT B RS SR TS 2E mR IR REAE

NEBEESEECMEEM

EEEERFNMEMREER , B4 BEEHBAWSServiceCatalogAdminFullAccessEEZH IAM
HIR , T FHEMENERBEAER, WEFMENR , F2 K AWS Service Catalog¥ # Identity

and Access Management.,

® Tip
HABENENEREE K EMEERZE S4B ZERRRBATEHENERA L.
MESLFRHBHEANFMENR  BF2ETIAR :

» AWS::ServiceCatalog::CloudFormationProvisionedProduct (£ AWS CloudFormation £/
EErEH)

 DescribeProvisioningParameters (ProvisioningArtifactOutputKeys) F£EAWS Service Catalog

FREBABERT,

BRELEERFRAEHNEER

1. FBELUTERBAWS Service CatalogE# &, https://console.aws.amazon.com/
servicecatalog/

MREELEAAWS Service CatalogEIR & |, #51EF Service Catalog , AR EEFEAE,
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2. WAKE , FOTEDEMENERER.

3. % "REBREMNEM. BSEP , BRERE . FE  ARRNEEEENENER . £AE. A
eFgiRs. LEBFSERESPREMENER,

4. BEMEER , UBE. ENZKLE, IFEESERLRETRHENEN , F2H Viewin

Provisioned Product Information (MR EERER).

PEMEERHEE
CALREREEHRERNREEE. CLANEERATREE2ERERAGH ARN,

RIZTERR , FAAWSServiceCatalogAdminFullAccessEEBRIBNEE S LA
FEALLIhEE, EATLLEE AWS Identity and Access Management (IAM) 1% F & & EH
#servicecatalog:UpdateProvisionedProductPropertiesfPR¥ A6 A& RBH L IhAEE,

PEMBEEMNERE

1. 1E AWS Service Catalog F1# A F , i#1E Provisioned products list (fiZE E R E).

2. RIGCEEFNMHEER 6 ABBEHZEN=(EE A6 ARRE SEMENEREEE. . £t
AUEREERNFHEAEEN "8F) DERDHRE "8FHEE, BIE,

3. EHFEARED  FWAERAFHEEECEAEIAECHN ARN, ARN B arn: AFE , I/
S AHED PR EHMER , I arn:aws:iam: :123456789012: user/NewOwner,

4. EEREX. EFREER  CHEEIRDAL,
R

» UpdateProvisionedProductProperties

EHEMEEmAYRR

B EHREERNENEANEEAHMER, Hln, WREFE Service Catalog ¥H EC2 Em
BIRTAE#HZ EC2 EmMUREHEMNMHERER ID , EEXEES S3 fiFirE.
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® Note

EMEMN Terraform BMRAIESR Terraform ERERMAXEBEEHER, IREEAREN
Terraform EmEATEMNER , B4 EBMBRZER , AREHAMENERBRIIFE M.

EREHCHEERNER

1. EEAEERERTD  EECMENER.
2. EMENERT , RECHENER  RREWEE , EF.

AR B LEEMENERFMAEFARE P ENBE. EF.
3. (EEMN) EEmAMEAT  EERBEER]

HEFEMT , FEBUTES !
PFEMERUMENERENASTRANERHESN, EFRERLERILEIHER,

IET LA C M2 Y E m E R AN E E m P RSB MRAS.
4. (EEM) E "Em, P, RRCECRATREAENMNER. RERE "Edu

I

KEEmAMEAF , BFEBUT

I}

£ .
= .

ol

[EREE B (BNEREE ENA FEREE,. 0f  COARERNEE HEEREHE]
TEBE,
ST AN B RO B B BT B A L R R 0 R AR AR,

5. EERRAS  EELEENERRE.

6. EBBT , REBEENSH,

7. EEEF.

EFRNERFEENT  STUSEERVHMEN. FRHEREBTELE  BRENER
R BATRNEA,
HE  BAERZEERDE

A LA B ) AWS Service Catalog XA ERBEBHEEREERNFERE. AYEBA BRI
HHBERCECEENHERER,
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EEEEIRFAAENMHEER , 8% AWSServiceCatalogAdminFullAccess i BERBE AR

ENMERFEL. MEFMEEN , F28 (EEIERE) PHAWS Service Catalog (Identity and Access

Management)
ATEINMEERRMEBERNERSE

1. TR T{LE. https:/console.aws.amazon.com/servicecatalog

2. EERAIEEDRERT , RECHENEM.

3. T [FHUERE] THNREF | BE [IRF]

Service Catalog Provisioned products

Provisioned products (0) info

Q

Name v Created W

4. HERFREAET  ERIRBRCHENERUBREFAER,

Provisioned products (1/6) info

Q

Name v Created

ID

v

Product
name

Product name

Access Filter

User

Role

Version name

I C || Actions v |

Account a

Version Account I

name

Access Filter

1

Status

Account v

Status

Thu, Mar 25, 2021,

o s3bucket-03252118 52840 PM EDT

s3bucket

2

© Available

AL EREMEEMNFAER,

HE BAEAEERSE
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https://console.aws.amazon.com/servicecatalog
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Provisioned product details

Product description

Provisioned product ID User name Status

pp-* . . Adrvervadiow © Available

Product name User ARN Version name
test arn:aws:iam:: $058:user/SCAdminAllow

Created

Thu, Jul 15, 2021, 9:49:54 AM PDT

¥ More details

Product ID Type Support email contact
prod- . CFN_STACK

Version ID Product owner Support link

pa- ahjrpyr gl v

Support description

5. mMTHBURERE "S54, BB, #FFEEProvisioned product
IDMCloudformationStackARN{E,

Events (4) info

Q Sort by | Newest v 1 @

¥ UPDATE_PROVISIONED_PRODUCT

Date created CloudFormationStackARN Status

Thu, May 27, 2021, 5:06:38 PM EDT Copy to clipboard @ Succeeded
Record ID Product name Product version
rec-| ssmimport 1

Provisioning artifact ID

pa-
Qutput key Output value Output description
CloudfermationStackARN arn:aws:cloudformation:us-east- stack/SC- The ARN of the launched Cloudformation Stack

-11eb-b851-
038204804744 [A

6. FRMENER ID RKEBIELLXEIE EHNAWS CloudTrailitég , YR ERNERAE (BER
BEBSREEAEFE4iit), FFHEHRE Tsteves o

"eventVersion":"1.03","userIdentity":
{
"type":"AssumedRole",
"principalId":"[id]:steve",
"arn":"arn:aws:sts::[account number]:assumed-role/SC-usertest/steve",
"accountId":[account number],
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"accessKeyId":[access key],
"sessionContext":

{

"attributes":

{
"mfaAuthenticated":[boolean],
"creationDate":[timestamp]

.

"sessionIssuer":

{
"type":"Role",
"principalId":"AROAJEXAMPLELH3QXY",
"arn":"arn:aws:iam::[account number]:role/[name]",
"accountId":[account number],
"userName" : [username]

}

}

I
"eventTime":"2016-08-17T19:20:582", "eventSource":"servicecatalog.amazonaws.com",
"eventName":"ProvisionProduct",
"awsRegion":"us-west-2",
"sourceIPAddress":[ip address],
"userAgent":"Coral/Netty",
"requestParameters":
{
"provisioningArtifactId":[id],
"productId":[id],
"provisioningParameters":[Shows all the parameters that the end user entered],
"provisionToken":[token],
"pathId":[id],
"provisionedProductName" :[name],
"tags":[1,
"notificationArns":[]
I
"responseElements":
{
"recordDetail":
{
"provisioningArtifactId":[id],
"status":"IN_PROGRESS",
"recordId":[id],
"createdTime":"Aug 17, 2016 7:20:58 PM",
"recordTags":[],
"recordType" :"PROVISION_PRODUCT",
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"provisionedProductType":"CFN_STACK",
"pathId":[id],
"productId":[id],
"provisionedProductName":"testSCproduct",
"recordErrors":[],
"provisionedProductId":[id]
}

.

"requestID":[id],

"eventID":[id],

"eventType":"AwsApiCall",

"recipientAccountId":[account number]

}

7. f{ERItCloudformationStackARNERBIAWS CloudFormationS# | LEREECRILE
BNEH. EBHEALER AWS CloudFormation APl EXfSth &R, WMFEFHMEEN , FSE AWS
CloudFormation APl 2%,

&R LAE AWS Service Catalog APl Si# 1T ER 1 Bl 4 AWS CLI, MEFHMER , FSHEAWS
Service CataloghiZ A B1§8., FAWS Service CataloglE 5178 %,

B M R R 16 15 E AR B S 2R

Terraform BABUR A HEProvisionProduct A NI ETAINTEDREE | LA BEGENE REE
#1T. UpdateProvisionedProduct®4£EEE R

« UpdateProvisionedProduct FEEREMBAEERR , A SEABRISIEREREE

« UpdateProvisionedProductREREEMMENERRESAVAILABLES K , TEEE LRI
BEENKBTAINTED,

AWS Service CatalogEE B ERZEHProvisionProduct, EProvisionProduct{EZ & HmE
BN RBMERETE HBFER,

Hk’l—l\ iﬁ%’ﬁﬁu
g5l 1 : EHIBAWS Service Catalog N &ERA##H ProvisionProduct

ELUTRGIG | AIEREXENEREE , BRXEEATMEBEEZEER , EHNECHEERDNE
JAAVAILABLE#REE,

B i T B R SR TR Motk RE SR ER 147
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1. BHEEERMProvisionProduct&,

2. Terraform 5|2 & EProvisionProduct B TERIZE LB , (EFIRH.
Resourceldentifier

ProvisionProduct TERBIAGBR U EREE , AR CHENERMERESBERROR,
RERB B EUpdateProvisionedproduct#,
Terraform 25| B EEEE "KIb. .

H it , UpdateprovisionedProduct THEREEK SHENE RARETRESAVAILABLE ,
BFEEVEREE , S T2EHAERTMAER.,

o g bk~ W

gl 2 : EHIBAWS Service Catalogi i # &R UpdateProvisionedProduct

EUTRASF , IEHRERRIEEREAERER  S&NAEECHEEMIIAVAILABLEARRE,

1. BB EERProvisionProduct®,

2. Terraform 25| ZEEIEREE "HK I, LR Resourceldentifier
3. ProvisionProductTERBEREVERFE K WHKEBREAZEMECHINER,
4. $&HLAUpdateProvisionedProductEE I HERMIF KM LEE,
5. Terraform 25| EE O EREE "KMl
6. UpdateProvisionedProductIT#EREEHKEMENERMRERES , AVAILABLEEFTEEH
BEMEEERERAZHER.
R RESR ER R IR

AWS Service CatalogfER BiXES "TAINTEDHER,, WFArEMEEMREIEREH
#ProvisionProduct, R Terraform 5|2 REEResourceldentifier , LAWS Service
Catalogf& £V EREH , AIMBNE LR ERERRORAMEE |, 5@ H &KL,

B b 2B IR IR TS E M AR RE AR

B8 Terraform BRRERBHENEREE —EE-—MNEER, HERNEREEREBER
2ZBE 1.1 NER, EEEREFMIER A Amazon S3 fEFEFE P sc-terraform-
engine-state-${AWS: :AccountId}-${AWS: :Region}., MREEREFHE
EAccountIDEProvisionedProductID¥I#&E5I# T,
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REERE RFEUER R GetStateFileAWS Lambda®l Amazon EC2 RREh&i4, AWS Service
Catalog & I8 8 &£ E 17 BL Amazon S3 FHMEER, EESHLAMFEA Amazon EC2 FEUER,
fikTEER , AWS Service CatalogEEE AU FEMEERFE , EELENIEAERAR. RF
Terraform 25| ZAILERRBEAEBEZARR.

B ith B RUR IR TR 2 AR B AR 149



AWS Service Catalog EEBER

£ AWS Service Catalog R EEZH

AWS Service Catalog 2t 2% , FEUUIEER. EMEEEMNEZESR . AutoTags H
TagOptions.

AutoTags 212% , AR EFEMEERKRAMEEEE , AWS Service Catalogi B BIERAWS
Service CatalogZ B EMNE IR

TagOptions 27 EEHEEXAWS Service Catalog , AERIAWSEZERHE A,
*&E

» AWS Service Catalog AutoTags

« AWS Service Catalog TagOption ElE £

AWS Service Catalog AutoTags

(® Note
AWS Service Catalog T % AutoTags #tERBRRBGE R,

AutoTags =1EZH , AR EMEERRENIEEBES , AWS Service Catalogit B EBERAWS
Service CatalogZE BN E R,

AutoTags ZEEmMEE. Em. FAE. EMRANMEERNHE—BABHNER, HEBREM—HE
BH K RMEFEB&DRERN AWS Service Catalog #&#8., AutoTags B ZFTARFH 50 ZER
il

(® Note
AWS Service CatalogF~ 3z & AutoTags 2B MR BIEE M.

AWS Service Catalog AutoTags BBIRALHNERRHE—BWER , EEREEREE. EmIUE
FAENEERIEEER., B LIER AutoTags REBBIMBI R EENER , HIANEREAWS Configii
Bl, AutoTags & LATE ARMEK T IR (B120 Amazon EC2 #l Amazon S3) B T RIEHY T
B, EBTPRECSHEEZER. AWS CloudFormation
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® Note

AWS Service CatalogEf AutoTags ZMEHE R AutoTags % , TEEH. MRELDHE
NWEREFATRNER. CHENKRRNANBERE , BIREER AutoTags TEERE
HRiE.

AutoTag #H &S

- aws:servicecatalog:portfolioArn - BB EERZERMBEEH ARN,

- aws:servicecatalog:productArn — BB EEmRZE M ARN,

- aw: fR#§ B 8% : provisioningPrincipalAm-ZI EMEERZBEREEXE (FHE) B9 ARN,
« aws : fR# B & : provisionedProductArn-fi 2 i = i ARN,

« aws : fR# B & : provisioningArtifactldentifier- RIG M 2R @ ( EMMRA ) B 1D,

AWS Service Catalog TagOption Bl &£

AETECEHERNRREECMHEERMEZR , BAWS Service Catalogi2fit TagOption X E, A
TagOption 2EFEEMAWS Service CatalogiBE¥f . TRRAWSEE A MEHAEBREIAWSE
L E A TagOptions

AWS Service Catalog® 3z & TagOptions #: 2B RARB R EIHE M.
#&% TagOption E ] LAFE B EX b 31T LA T IR4E -

- —BHDE
« #H¥f AWS Service Catalog ERE M BEEMNER
- HEAFNERERFERE RNEE

‘EIE B AL TagOptions BEE MBS MERERE,. TEDRME () HIE , AWS Service CatalogH
ARV E MAE S ME M TagOptions , WHEHERZCOMHENER , M TEFR.
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TagOptions
; for porfolio |,
p A
TagOption library /f/ _ AN

\K Product 1

Product 2

N
P %, ",
e S TagQptions 4
for products
i
—

[ Product 3

Portfolic

Haunch—7

Provisioned product 3
(with tags from the
portfolio and product 3)

Service Catalog administrator

)

Service Catalog user >

EBE TagOption BIEE , EATLAE A TagOptions IR B HEEREESRERNER K Y EEEREN

BRAEM. EBAETNERYRNEZEENTEL , EAFE

HIFR T EANAR,

E2 0] TagOptions AEME B A s EE 45

&7 LA TagOptions FAAAWS Service CatalogE A ER TagOption E API #TEE, MEFMAE

A , 5528 Service Catalog APl 2%,

B #%

» FXE)Em TagOptions

- E TagOptions

+ TagOptions ¥ EAWS OrganizationstZ % J& 8 £ F

R B i TagOptions

B A ERE EEWE R TagOptions , AWS Service Catalog&X &

- WWEFTA TagOptions WEMMBHERES.

« H{R{Z TagOptions EMEEMNEBFEAM -V, FAEFEINSRNSEREEN

ERAEERENR , LERSERMHEER LVER.
- AFEAEEETHER  BTERNERNEINER.

BT T HEE

BE. &

BB M TagOptions
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THIfE A =PI R ERRE R AY TagOptions EHEHT R,

#if5) 1 : Mf— TagOption &8
EEEYE TagOption[###l = M), YiSEEERBES 1 ER1 ER 1 EXBE K BRE,

TagOptionsEFAEMBEMENERE , E—Em TagOption S8 "H®| (BHE=8KlL , 0T
I

Product 1 Product 1

X

Group, Finance

4 >

Portfolio 1

TERMINATE!

The tag becomes part of the
provisioned product at launch

The user may see the tag set at
Product 1 launch, but is not required to
perform any action

Bl F 2 : HEHE A+ TagOptions EEHEZHEH —4E

EEE X Emil TagOptions SHHETMEEFHESRNER , MAXERESHTNEMNERDBRE
TagOptions EAMEE R, ERBK , CAESFREWNEENES—E , REZSHREIEH, A
BRREURERINEAEMBNNE  REAMEERNERER,
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Product 1 Product 1

CostCenter, 70
CostCenter, 72

v

Portfolio 2 TERMINATE!
The user picked 70 for the cost
center. This tag is part of the
running instance.

Product 1
The user is given a choice of two
cost centers and can pick one

PlF 3 —HHEREESFXREBSHHNEM TagOptions EFMHEZ R

EEBEERBETHRET ZE TagOptions FHHESRNERES K MEEXERBESPHREYE
{# TagOptions EEHE WM EM. AWS Service CatalogfEHIFEE (B AND EE) B —#AE
TagOptions, EfAERBERKE , SEISHEBELRPRE, ARREUSBRINEAEFNEIRN
B, RIAHRERNESR.,
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EEEES

CostCenter, 65

CostCenter, 70

CostCenter, 72

( CostCenter, 73
Portfolio 2

4

CostCenter, 70
CostCenter, 72

Product 1

#if5l 4 : TagOptions EEH[E R 5| M EREHN ZE

AND

AMD logic is used to
combine the values with the
same key from Portfolio
and Product tag sets.

Product 1

The user is given a choice of two
cost centers and can pick one

EEEE—HERMBEAPHET %@ TagOptions EEHREBNSE K MEEXERMBEESHHLE
441® TagOptions FEAEE LW ETR. AWS Service Catalog I (B AND iEHE) B —#
{& TagOptions, MREFHAINEEHR TR EHHE , Bl AWS Service Catalog EEFAHEBEHNSBA sc-
tagconflict-portfolioid-productid MEREMNER , H¥ portfolioid M productid
EEMESHEERN ARN, ETRAMENERSEALENESRRMAZER , MAEESTUKE

FMEEHE,

CostCenter, 65

A CostCenter, 70

CostCenter, 72

( CostCenter, 73
Portfolio 2

A CostCenter, 327
( CostCenter, 115

Product 1

Product 1

CostCenter is not set on the
instance, but the conflict is flagged
in several locations. User still can
launch the preduct. Tag conflict
should not prevent products from
being launched.

FRE)E R TagOptions
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B2 TagOptions

SAEEES |, BT T HEELAEYH TagOptions E TagOptions HEE :

-« BT AMER

- BASEH

- ERE SR EUH Bk
.« RE

£ X2 A TagOptions FEEIL

1. 7£ https://console.aws.amazon.com/servicecatalog/ FRX Service Catalog E1E A,
2. EERIBEREREH | EEF "TagOptionsERIE,
3. TE[BIMFH] B TagOption , B ABISFE , ARRBEIEF #7318,

B ¥ TagOption IEE 2% , SMBEL Y2 , YEBFEPKFRIEFHEF, TagOptions

# & TagOption £ H AWS Service Catalog API #1I , 5528 CreateTagOption,

£ E# A TagOptions R

1. ¥ https://console.aws.amazon.com/servicecatalog/ BRI Service Catalog £# &,
2. TEERAIEEINRERD | iB1E [TagOptions ERIE] , REBIRIE [FE]

3. EEUM BRI R FE M ER

TagOptions EEXEAFRRBREA —HZE

1. ¥ https://console.aws.amazon.com/servicecatalog/ BRI Service Catalog £# &,
2. HEERIEEINEERT |, IBIE [TagOptions ERE] , REZIRIE [BF)

3. HERME , BRI TagOption BEEMEERATD. RREEF "B, ARTHUXPRERF RN
TRAHL  REREREZERL

HRFR , 58 TagOption BREMNEMF, RERE "BF, URTAADRRPER 5
M., REFHEFVERIREE

& TagOptions 156
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BEETEAPEYT RS EEmAE TagOptions & Y FARH S HUH BA B

1. ¥ https://console.aws.amazon.com/servicecatalog/ BRI Service Catalog £# &,

EEREERES | RESE  RARARCEEZLBBIEUERBNEE,

2.
3. EEXRTagOptions5|1ZH , AKIEE—= 2@ TagOptions EEIZ 4 E 4 BB S BUEEAH
4

BEBE, ARER "B 3 TEUEEB . WHFREAER,

BEEIEEPK—HNZEEM TagOptions 527 fm i 17 BAHH S EUH BA B

1. BBTEULTMERIBAWS Service CatalogEH2 A& : https://console.aws.amazon.com/
servicecatalog/o

2. EERASEDRERN "EE, T, EE "Em. . ARFAMECEBBRIEBUEEBNEM.

3. EEXKTagOptions5|1ZH , AEIEE—= 2@ TagOptions EEIE {5 = 4 BB S BUEEA R

4. RERMF, RBZEW "B 3 "HURBIBI, HEFTERERL

(® Note

EE B AWS Service Catalog API TagOptions 27 f#H & = E m 2 M A |
B AssociateTagOptionWithResource,

# 2 TagOptions f# A AWS Service Catalog AP & (BUEBIEH) |
B DisassociateTagOptionFromResource,

%HIH
%

2
r:

f£#24|A TagOptions HiREE

1. 7E https://console.aws.amazon.com/servicecatalog/ FARX Service Catalog F# A&,
EAEREEIRES | BF "TagOptionsERIE o

iEIE —1{@ TagOption WITHE. (WEZEERE. ) AR EE Edit (RE).

£ TE) MY, REELEE TREEE, .

w0 N

TagOptions #EAWS OrganizationstZ % /& Bl £ F

REFREAAWS OrganizationsHl TagOptions R A f I ZHBAWS Service Catalog. &
= AR E (3] B 52 R 8 W 1 Th RE B B L R RE T 5%

TIEE
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TagOptions EAWS Service Catalog AR ERZEMENEM (CloudFormation#t &) , MR RBIAWS
Organizationsi&E A FAAWSHR F MM E A7 (OU) AR B 8%, Hln , nREEERFERIMMNE OU ,
BAMENEBRRIESERER OU FHMAERF. WRARKEAEMESRiCINEE , BIESHETE

B, UEETSRLEFR,

BERBUR

EERE U REER NAEPRIRE P EAAWSERZEE A AIAWS Organizations. A LA A EE
REERBIMHEE BN ZE , LERFBRIETLAWSER,

BEERXBREART EHENSZE , TRAEAZTEA —BNER. BRELER , URKEBEENER
D, BFHUUUEREBENAREAR , UREEAFTNE. flw , EAUERIKRFPHRE EC2 #
TREEHXEKEBSBERACostCenter MEEKNEAData InsightsmMarketing,

EHRE T EOZICASISTER R IGEE, BIEESTHAEE  UREEERFHERNERER,
MBEKRBERFATEE , EZBFATELRIREEIHINESR , EEZBATEEBREBTH
A®,, AWS Organizations

MEFERBUNARERF BRRCAFMTNFEES , F2REPNEBBEAWS Organizations.

TagOptions

TagOptions & —EZFCIAE , MR EMEMEMAWS Service CatalogE A ZHBHER , IEAZE
CloudFormation B BRI EMEER. AWS Service Catalogi2fit TagOptions ERIE , EALATE
HE&EEAWS Service CatalogE mIEEBN RS BER Y, ELMEAWS Service CatalogZE fm
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"eventVersion": "1.05",
"userIdentity": {
"type": "IAMUser",
"principalId": "account",
"arn": "arn:aws:iam::12345789012:user/dev-haw",
"accountId": "12345789012",
"accessKeyId": "keyId",

"userName": "dev-haw"
3,
"eventTime": "2020-09-23T21:07:58Z",
"eventSource": "servicecatalog-appregistry.amazonaws.com",
"eventName": "CreateApplication",
"awsRegion": "us-east-1",

"sourceIPAddress": "205.251.233.48",
"userAgent": "aws-cli/1.18.140 Python/3.6.11
Linux/4.9.217-0.1.ac.205.84.332.metall.x86_64 botocore/1.17.63",
"requestParameters": {
"name": "hawTestCT",
"clientToken": "6f36d650-a086-47cf-810a-fbfab2f8ad33"
I
"responseElements": {
"application": {
"applicationArn": "arn:aws:servicecatalog:us-
east-1:12345789012:application/app-02ocuq2cie2328pvbsya78e22f",
"applicationId": "app-02ocuq2cie2328pvb4ya78e22f",
"creationTime": 1600895277.775,
"lastUpdateTime": 1600895277.775,
"name": "hawTestCT",
"tags": {3}

+
"requestID": "1b6ad353-3b06-421b-bcb4-00075a782762",

"eventID": "Q@a2ca224-cdfd-4c4b-a4ed-163218ff5e2d",
"readOnly": false,
"eventType": "AwsApiCall",
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"recipientAccountId": "12345789012"
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