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https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/using-cfn-stack-drift.html#what-is-drift
https://docs.aws.amazon.com/securityhub/latest/userguide/cis-aws-foundations-benchmark.html#cis1v2-standard
https://docs.aws.amazon.com/securityhub/latest/userguide/cis-aws-foundations-benchmark.html#cis1v4-standard
https://docs.aws.amazon.com/securityhub/latest/userguide/cis-aws-foundations-benchmark.html#cis3v0-standard
https://docs.aws.amazon.com/securityhub/latest/userguide/fsbp-standard.html
https://docs.aws.amazon.com/securityhub/latest/userguide/pci-standard.html
https://docs.aws.amazon.com/securityhub/latest/userguide/nist-standard.html
https://docs.aws.amazon.com/securityhub/latest/userguide/controls-findings-create-update.html#consolidated-control-findings
https://aws.amazon.com/cloudformation/
https://aws.amazon.com/cloudformation/
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https://aws.amazon.com/security-hub/
https://aws.amazon.com/eventbridge/
https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-events.html
https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-cwe-custom-actions.html
https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-rules.html
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https://aws.amazon.com/step-functions/
https://aws.amazon.com/lambda
https://aws.amazon.com/dynamodb
https://aws.amazon.com/iam/
https://aws.amazon.com/systems-manager/
https://docs.aws.amazon.com/systems-manager/latest/userguide/automation-documents.html
https://aws.amazon.com/cloudwatch
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/Working-with-log-groups-and-streams.html
https://aws.amazon.com/sns/
https://aws.amazon.com/sns/
https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-findings.html
https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-findings.html
https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/welcome.html
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https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/welcome.html
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/welcome.html
https://docs.aws.amazon.com/wellarchitected/latest/performance-efficiency-pillar/welcome.html
https://docs.aws.amazon.com/wellarchitected/latest/cost-optimization-pillar/welcome.html
https://docs.aws.amazon.com/wellarchitected/latest/sustainability-pillar/sustainability-pillar.html
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https://docs.aws.amazon.com/en_us/solutions/latest/automated-security-response-on-aws/playbooks-1.html

AWS EHEBIb LR EE BEEmM

/A Important
£ Security Hub AR & GHEHI R BB ER | ERM —EREMRS ZFRANFH,

Center for Internet Security (CIS) Amazon Web Services Foundations EZE815 | li4< 1.2.0 , 2018
F£5 8 18 H& M,

Center for Internet Security (CIS) Amazon Web Services Foundations E #3815, | 1.4.0 bk , 2022
F11 A 9 BH&M,

Center for Internet Security (CIS) Amazon Web Services Foundations E 815, | 3.0.0 ki , 2024
F£5 8 13 B&M,

AWS Foundational Security Best Practices (FSBP) 1.0.0 i , 2021 £ 3 A #f,
TR FEZEERLZSEE (PCI-DSS) 3.2.1 ki , 2018 &£ 5 A&,
Bl SRAZEF MBI (NIST) 5.0.0 ki , 2023 £ 11 B &4,

Sl

AWS B EB8Z £ B EZEE— CloudWatch Logs %0 SO0111-ASR, B AR TS RF RV
fHECEk , ARSI NEEMRS R,

A

I #3175 2=24E A Amazon Simple Notification Service (Amazon SNS) EERBMEER R, BOLUE
Lt FREMFTRIRIBER RS RONEE, Sl , B LMEEEFHHEANNERHEERE,

+ SO0111-ASR_Topic - AR EXE B #ITIEEREEN — R EFAMEBERAE,

+ SO0111-ASR_Alarm_Topic - AR EREEPR —ERRARNERFEHBEN , RTEBALRRW
FERIRREE,

LEERRTT =AE AWS BRFE

RFTREATIRE. RORBEERER RS R , MXERKASEEZORE.

EL W S 10


https://docs.aws.amazon.com/securityhub/latest/userguide/cis-aws-foundations-benchmark.html#cis1v2-standard
https://docs.aws.amazon.com/securityhub/latest/userguide/cis-aws-foundations-benchmark.html#cis1v4-standard
https://docs.aws.amazon.com/securityhub/latest/userguide/cis-aws-foundations-benchmark.html#cis1v4-standard
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BB IHIAE AR | URIMIREXBEMNMVEM SN, T —E8EFARB UK EEEESES
Stack = StackSet,

REDEFSEHBNVE
E=ERABHTHEBSE  LEETHER :

- EHEHE . HRI[IBEHE. BHHAAM Security Hub BETENE,
- KEHSE : 1818 SSM BEML X,
- REAGHE  ARMEEN IAM A&,

EESHEBXEARETE-IRFNE—EIFHP—IX, SHAFBRERERERMBM Security Hub BE
BREEENHENIRFANEE ., IRECERECHABFEFAFUNEREREESH , EXEATHBNERE
REFREREESIRFHIHNEEESHE,

R RETE Security Hub BIREE LiEME , R M REZXIRF R 5 K5 E AT Security Hub B
BEERFNESPHEEZE  MBAAREELIERERFNEF PN EEEE LIEE,

flan , ABHEEEES us-east-18 PEENIRSus-west-2 , HIRF 111111111111 K [EH #F
B Security Hub ZEE Bus-east-1, WRF 222222222222 333333333333 HBREREE
EtRF B Security Hub FREMKRF 111111111111, FAIE=ERF X EREAKEEFTER Efus-
west-2%| us-east-1, EEEHBXEATNEF 1111111111119 H KR Fus-east-1,

MESKEENFMET , 528 Security Hub ZiREE E0RF M EEEE N 4,

REBESEHBNVE 27
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EESMBUNALTREE , TREABNEMER | UEREK SRS P EIRFEZMEERR.

REMHBXNABEINEREECEREFTENESEKRFNED, EEIERLTIE ASR Admin H#E
B Security Hub ZREEERF ., BECXH L BEREREPEIT , FHEMEH SSM Automation BY
REHR,

FEALRES , MREEECEMBERFAIESNAETER  NEHEBXEDEIME=ZAKRF
(111111111111, 222222222222H 333333333333) MM{EEE (us-east-1 F Jus-west-2,

REAGHEBNATESSERS  BCae8EKRFRARTE-ANEHER (AM B8 ) , LXEF
KEAGHEBNESYAEE , QItATHERR K RAEZRNEBINBEEESHENMERESE,

FEHLNES K RMBRSKREACHBIER PYMAE=HEKRS (111111111111,
222222222222% 333333333333)us-east-1,

RE QA BB = EH B
HEHBIEER

« CloudFormation StackSet ( BEREEF A )
« CloudFormation StackSet ( FRIE=Z & )
« CloudFormation £

BARBEEFF TR StackSets RHAEN , RREMTRENBLACHAS , XETUBHHE
FABPIRE, REE , KEEFXESERER |, RMAE Admin HBNMXEHEBPER. UER
FAMENE —HBEREACHE,

AR MEINREEGR  AREERFTESEA , A NREB/ZEEEBERZIRFPHEES
, A BIRR B BIIRE

S‘Eh 18 ':iﬂh

EHBVANEISERFNES  BEEEAEFRBEZEFTH StackSets EF , RAEEE
EM#R, Rit, RMIZBEERAEFBREEFTTH StackSets FE LR,

EEEMHBEAESHE - HILATLLEEELE CloudFormation 8 K HEE—RFNESPHBAE
EEREEHF K StackSet,

SOV IRHIBERE

B LAEFI RNk EBRA Security Hub & Bt SIS EThRER , SREMEBMP RS, F28 (AWS
Security Hub fEA & 1EM) FHEHHEH F'EJL/TEEJEO

RIE T ERE B HE B 28
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/A Important
MR, BLEERBRT RN v2.0.0 AEFHRE. WA, BHES "SCL H "L2EE
#, BERSEESNREERHESR, SFHEBBLXHN EventBridge R A , LUERR Rt
WRERELEN S HHES IDs BEEA. EALMER  TREARBERE (5 AWS FSBP)
HEEESHMBERESR,

AWS CloudFormation £i7x

Giew templata

automated-security-response-admin.template - fEFA L EARKE) AWS FERF R LN EBZLEE,
AEREMAF RO TTH. AWS Step Functions B EMRHEE | LIREBZERANESELRSE
E—EREMEE,

{5 F B AR %% 2+#& Amazon Simple Notification Service, AWS Key Management Service, AWS
Identity and Access Management, AWS Lambda. AWS Step Functions, Amazon CloudWatch
Logs. Amazon S3 # AWS Systems Manager,

BEERFXE

THIEARLEE AWS Security Hub EEBIRFH , BB EZENRLEE, EUNERE K,
BEERENTHIMLEE Rautomated-security-response-admin. template,

automated-security-response-orchestrator-log.template - & Orchestrator Step Function 2 3I
CloudWatch HE&EH#H,

AFSBPStack.template - AWS Foundational Security &{EE# 1.0.0 KRR Rl
CIS120Stack.template - CIS Amazon Web Services Foundations 22815 |, 1.2.0 Mx#R Al
CIS140Stack.template - CIS Amazon Web Services Foundations E X815 |, 1.4.0 iR Al
CIS300Stack.template - CIS Amazon Web Services Foundations E 2815 | 3.0.0 Mx#3 Al
PCI321Stack.template - PCI-DSS 3.2.1 ix38 A,

NISTStack.template - BIRELERMHATLAT (NIST) , 5.0.0 iR,

AWS CloudFormation &i74s 29
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SCStack.template - Z£ 124l v2.0.0 R Al

KEAE

Giew templata

automated-security-response-member-roles.template - & & {8 AWS Security Hub ERF P ATHE
WiEEAE,

@iew templata

automated-security-response-member.template - R EX/ O FRIG R , EEE AWS Security Hub
RERE (EBREEEEIRF ) h&%# AWS Systems Manager HE){t Runbook MFFrl#& , SBEAIL
AR, HEXATELREELXENLEEETM,

SRBEMEEautomated-security-response-member.templateZ & T 5| & A :

automated-security-response-remediation-runbooks.template - —S ZELZ &+ BEMFERANE RIEHE
X,

AFSBPMemberStack.template - AWS Foundational Security Z{£E# 1.0.0 lREIERE. FFAIFMEE
Runbook,

CIS120MemberStack.template - CIS Amazon Web Services Foundations E#8I5, 1.2.0 lRE&E.
SIS EBTF M.

CIS140MemberStack.template - CIS Amazon Web Services Foundations E#8I5, 1.4.0 lRE&E.
FF AT AISE T F M

CIS300MemberStack.template - CIS Amazon Web Services Foundations EX38158, 3.0.0 fRF&E.
A RIS E T F M.

PCI321MemberStack.template - PCI-DSS v3.2.1 52E. Al #{£%E Runbook,
NISTMemberStack.template - Bl REZEZER MW FEFT (NIST), 5.0.0 REZE. FF 7 FE18E Runbook,

SCMemberStack.template - Z£ 2 HIF&E. FF 7 F1E1E Runbook,
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automated-security-response-member-cloudtrail.template - AR BEIYE B EETh8E , LUBMEFFE R M BRTES
SEE.

mnx%ﬁubg'ﬁ

ERATHHEP —EHLRENERRRES,

@iew templat@

JiraBlueprintStack.template - MR EE A Jira MEBERRGK , FBE,

@iew templat@

ServiceNowBlueprintStack.template - Z1R&{E A ServiceNow MAER R , FHE ,

MRERERSTENNBRIRSR , EUMEREF—EHEMAER  THUIFNEFEECHEE

AN
Ho

HE{tZBE - StackSets

(@ Note

RPERBLMER StackSets HE . TB , WRE—IESRERWARTEEY , BEBEBL
BigE,

BERAFRZE , EREREEPRNER. BRARELE. ZR2UNRFTEESHE, BELAHH
Hstep-by-stepaR B , R E MR 7 R AS H B E 2 EH AWS Organizations.

HERHM  SEKRFH 30 28 , BURR StackSet B8,
TERMRAF

AWS Organizations AI#BIREFEE LIRFE AWS IREMER, StackSets HiBSHE AWS
Organizations ¥ &£ A,

MRIELBEIMBUERGT RN vI3x RERRA , AILARKRLZERENERLTR, NEFME
A, BEREMBERLE

REARER Y


https://solutions-reference.s3.amazonaws.com/automated-security-response-on-aws/latest/blueprints/JiraBlueprintStack.template
https://solutions-reference.s3.amazonaws.com/automated-security-response-on-aws/latest/blueprints/ServiceNowBlueprintStack.template
https://aws.amazon.com/organizations/

AWS FHBEE{LRZEEE HEEE

ERBUBRARCE , BEREEHN AWS Security Hub Z& :

« Z# AWS Organization F%EBE EIRA Security Hub BEE&EIRF,

« Security Hub FEEREA B EBIESEEBEEE, WEFMEN , 528 (AWS Security Hub fEA & 18
M) PHEEEEERERTE,

- BERESERE AWS HENESEREEH SEMMEA Security Hub,

WREFBRERERZEER AWS Organizations BIIRF , I 2 Z ik AWS Organizations &I &tk F #
AWS Security Hub BB EIRF,

EREBLE

(® Note

LR 7T RV StackSets TBEFEARBEZEMBREE StackSets WS, BREEMN
StackSets AEBHIEA , RATCFIEHEM StackSets , REEER StackSets T XE,

#&£ AWS Organizations Y EKEE S 1k 5 ZPFE StackSets, https://docs.aws.amazon.com/
organizations/latest/userguide/services-that-can-integrate-cloudformation.html AWS Organizations

HE

£ T 3R E R BY StackSets #E. EiRENER , AREHEBHNEERILR LE,

AWS Organizations admin account ID:
Security Hub admin account ID:
CloudTrail Logs Group:
Member account IDs (comma-separated list):

’

’

’

’

AWS Organizations OUs (comma-separated list):

’

’

’

’
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(ER) S0 NEZRBESMH

i

- MREBEERARRDE  FEREERSHBIEDEMN Security Hub EEBIRF,
o ELHERER Lambda RBEE , UK EMATEHEENBARYR (F2EASE1),

SEE 1 EEIRM Security Hub B ERFHREEEEHE

- EHBEREEM StackSet , EEE Security Hub B &AM E E1HE AWS Security Hub EE Btk
F® & automated-security-response-admin.template AWS CloudFormation E74, It
HRFEREMMEE,

- BEELZENTSELE, RIEFER , RE@EWSC (&2E& ).
- BEEFHAMWIEA Orchestrator B8 #H., Yes MR ERIZEES00111-ASR- Orchestrator2#F
T, EER,

NEBREE StackSets WEFHAET , 5528 (AWS CloudFormation A EERE) PHEFERERE

$E 2 . 518 AWS Security Hub REIREFHRZEIEHAE

EHETR1 ZHHE  BASR 2 dNEESELSR 1 BUN IAM A6,

- FRARBEEER StackSet , £ automated-security-response-member-roles.template
AWS Organizations R & EIRF FHHE — [EiF B E AWS CloudFormation #E74%, AWS
Organizations

- BEEFIRFMAEBKREDRE NI,
« BB AWS Security Hub BEERFHIIRE 1D,

SR 3 . £ 18 AWS Security Hub X S 1R 5 #2135 F BB X 8 3 &

- EABREEH StackSets , £ AWS Organization automated-security-response-
member .template F#EHEHE Security Hub BEEEEE 2 HSEIRE h AWS ERMNATE [R5
B AWS CloudFormation &34,

(® Note
R 2 E StackSets XEFMHER 2B , BAASMABBAVEAIIRSEAITU SR,

EERE 33
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AWS LR BBt R L EE BiEiEE
- BIEBERHEM Security Standard F i,

- 12 CloudTrail BFFEHENERE (BB BERFER ).

« BEIABHY AWS Security Hub BEE SR FHINRE 1D,

(iEA) $B0: REEBRARSHE

1. MREREFAEHIEE  BARBENNESHE,
2. iB4E Jira T ServiceNow RN ESHE SEACHMAER , UEEZEBCHNETES,

EEIE Jira HE .

a. WMAHBNET,

b. # URI 12145 Jira BITIERE.

c. AREFEXERN Jira ERIZHERSH],

d. 7£ Secrets Manager FEV W E\/EMRE , ZWEBSREBEW Jira UsernameH Password,

(@ Note
BA LR Jira APl B RENREHRE , FERSENERESBIEHA
Username , YWHSIERH API £8812#tA Password.

e. MBULLWER ARN AHEHNT A

REMEEEZRE Jira EREAM Jira APl BEAER,

(BR) RO MBEBFRMESHE 34
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Specify stack details

Provide a stack name

Stack name

[ ASR-JiraBlueprintStack ]

Stack name must be 1 to 128 characters, start with a letter, and only contain alphanumeric characters. Character count: 22/128.

Parameters
Parameters are defined in your template and allow you to input custom values when you create or update a stack.

Jira Project Information

InstanceURI
The URI of your Jira instance. For example: https://my-jira-instance.atlassian.net

[ https://my-jira-instance.example.com ]

JiraProjectKey

The key of your Jira project where tickets will be created.

[ )

Jira API Credentials

SecretArn
The ARM of the Secrets Manager secret where you have stored your AP| credentials. This must be a JSON secret with the following keys: Username,Password.

g .. )

EHEIE ServiceNow H&
f. WMAKBHER,
g. I ServiceNow #1{T{EEHK URI,
h. 1288 ServiceNow ER K E .
i. 7£ ServiceNow FEI AP| £ , WERBREERAZERKRNFT,
j. fEH £387E Secrets Manager PRI WE , API_KeyX M2 ARN I AMEERNE A,

REMEEEZ T ServiceNow ERE AR ServiceNow APl EAE KL,

(BA) SBO0: MBHEBRRECHE 35
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Specify stack details

Provide a stack name

Stack name

[ ASR-ServiceNowStack ]

Stack name must be 1 to 128 characters, start with a letter, and only contain alphanumeric characters. Character count: 19/128.

Parameters
Parameters are defined in your template and allow you to input custom values when you create or update a stack.

ServiceNow Project Information

InstanceURI

The URI of your ServiceNow instance. For example: https://my-servicenow-instance service-now.com

[ https://my-servicenow-instance.service-now.com ]
ServiceNowTableName

Enter the name of your ServiceNow Table where tickets should be created.

l Incident ]

ServiceNow API Credentials

SecretArn
The ARN of the Secrets Manager secret where you have stored your API credentials. This must be a JSON secret with the following keys: API_Key.

(O )

EEEVETESHE . @8RS RIHFSR Step Functions I LA S EEE LAY Lambda
BB, Lambda EEMELA Step Functions RN A , RIFENEIFRAEREREAR , M@
B RRIBHEIIEZENER,

HER 1 EEIRM Security Hub EEBIRFPRBEEEHE

1. automated-security-response-admin.templatefEH &M Security Hub BEXEERFREBE
BEHE, —MmME , E—ERTESEEE—E. ARLHEEBERARMNREE  BUXERILEREE
ABREER StackSet,

E%7E StackSet 1218

S 1: EZ MY Security Hub BEIEERFHRBHEEESHE 36
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Configure StackSet options

Tags

You can specify tags (key-value pairs) to apply to resources in your stack. You can add up to 50 unique tags for each stack.

Permissions

Choose an 1AM role to explicitly define how CloudFormation will manage your target accounts. If you don't choose a role, CloudFormation uses permissions based on your user
credentials. Learn more E

Service-managed permissions O self-service permissions

StackSets automatically configures the permissions required to deploy to You create the execution roles required to deploy to target accounts
target accounts managed by AWS Organizations. With this option, you can

enable automatic deployment to accounts in your erganization

IAM admin role ARN - optional
Choose the |AM role for CloudFormation to use for all operations performed on the stack.

IAM role name ¥ AWSCloudFormationStackSetAdministrationRole v Remove

/A StackSets will use this role for administering your individual accounts.

IAM execution role name

AWSCloudFormationStackSetExecutionRole

IAM execution role name can include letters (A-Z and a-z), numbers (0-9), and select special characters (+=,.@-_) characters. Maximum length is 64 characters.

Cancel Previous m

2. SHEIRFARIES 8, 8 A AWS Security Hub BEEEIRE MRS ID,
3. SrYIEEEH S |, E#EBARK Security Hub EEEMNEE, FEFUTBTR , BEESE 2,

HEB 2 . 818 AWS Security Hub BREIIRFHZHEELAE

FEH R ZE StackSets REPBRLE A EEH R automated-security-response-member-
roles.template, Lt StackSet XEMEEBEEERFHN—EEEHF. BERT AFFHR ASR
Orchestrator ZERENBEITEIRFE APl I £EAE,

1. BBRENEBER , FEZMEES (B8R ) EBEN.

2. FRNE B8 , 3, AWS Organizations H KR 5 W EIE LEEF T,

3. I EERESH , BENE—EH. IAM ABR2EHN., STl StackSet HEREBENTIR
3o

}EE StackSet SF#EF

$E 2 : #E&{E AWS Security Hub i ERFh LR EBEAE 37
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Specify StackSet details
StackSet name

StackSet name

sharr-v140-permissions

Must contain only letters, numbers, and dashes. Must start with a letter.

StackSet description

You can use the description to identify the stack set's purpose or other important information.

StackSet description

(DEV-500111R) AWS Security Hub Automated Response & Remediation Remediation Roles, v1.4.0

Parameters (1)

Parameters are defined in your template and allow you to input custom values when you create or update a stack.

SecHubAdminAccount
Admin account number

517786501051

Cancel Previous

HER 3 . E818 AWS Security Hub B B1R 5 &35 B ED BX & B

HRKEMEREAEREDR  ELARER/BREEN StackSet, EFNXEBBEEE AWS

Organization REYFIIRE .
2Y

LogGroup A% : B#IFZU CloudTrail B BFEHE. MRFEFE , KIWREERFH AFEFET
B, FEEHENE, IREFEEEEA CloudTrail BEEI CloudWatch Logs B2 % , HBEH
Systems Manager - Parameter Store /Solutions/SO0111/Metrics_LogGroupName 28, EHRE
AP| I 32T B R B RS ERLER,

B REEHFARBRFNEE, ERERE AWS Systems Manager Runbook , FERBAZ£1EZ
%,

SecHubAdminAccount : ¥ AR L 8RR REE S SRR AWS Security Hub Admin 1k P #I IR
IDo

S B 3 . 1818 AWS Security Hub 5% S 1R 5 M &5 PR B X & 8 38
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&=

Accounts

Identify accounts or organizational units in which you want to modify stacks

Deployment locations
StackSets can be deployed into accounts or an erganizational unit.

© Deploy stacks in accounts Deploy stacks in organizational units

Account numbers
Enter account numbers or populate from a file.

111122223333, 123456789012, 111144442222

12-Digit account numbers separated by commas.

‘ Upload .csv file [1] ‘ No file chosen

WEME : B LEERF RBNEBEMNFE.

EEED  ERASSERESENFTAED. STNRBESNESNHE BERAREEERE. B
BATARRTITH,

BBt ZFE - Stacks

® Note
HRZIRFEFE , RFEZEREA StackSets #F,

BEFERERZE , FREFNEEFHROER. BRAARAIY. REMNRFTEEFE, BREAEGF
Hstep-by-stepiR B , X EMR A RIEASH LB R EVIRS,

HBIERI : 4930 D
TORIRAE

ERBULERR S R 2B, FBEE AWS Security Hub BB EEFRBEREMNAERMN AWS EiF, R
BEMEHBUHBRAAR , AIXERRLZERENRRAR, NWEFHEN , FSEEMBRASE,

EE B

EATISRE AWS EHBIARA R,
(R ) $R0: RBEFRRESHD

B 8{LEE - Stacks 39
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- MREEREFHEFINGE , BB ERESHEBILBREN Security Hub BEEEIRFE,
o fELLHEBEH Lambda HEERE , YIRHTCHAEESHENWA (FSETER1).

TBR1 BB EESHD

- £ automated-security-response-admin.template AWS Security Hub BIEE R F &
& AWS CloudFormation 7%,

- BERERENLTEBE,
- EBEFEZFHAMIEAE Orchestrator AFFEFE (YestIRS00111-ASR-0rchestrator EsILZE2E
£, FIERULIEE ),

$E 2 . 518 AWS Security Hub RERFHRZEIEERE

- EEERERFHN —EESFE automated-security-response-member-
roles.template AWS CloudFormation 2%,

« B A AWS Security Hub EXEEIRFH 12 VEIRF IG,

SR 3 REKEHEDR

- ISEEH CIS 3.1-3.14 {EEEBEFEHAHK CloudWatch Logs B¥HZ ., ©HXAREW CloudTrail HE
B CloudWatch Logs BB E M, CloudTrail

- BERRERESEAR, BEKRFREREELAR—
- BRERENFM.
« 8 A AWS Security Hub EE EIRFHIRE ID,

B4 (BA) FAEATANERER

- RESERSRFBREMAEH, LARELHTR,

(BEA) B O BHERRRESHE

1. MREEEFEARERIIE , FERBBENNESHE,
2. 1% Jira & ServiceNow RN ESHE K AEATCHUAEER , UBEELACHATES,

EZEIE Jirag HE

(BR) RO MBEBFRMESHE 40
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a. WAMBNEE,
b. # URI 2#& Jira #1T{ER.
c. BEEEXAERN Jra ERIEHERSHRK,
d. 7£ Secrets Manager P EV W E\/EMRE , ZWEBSRFEW Jira UsernameH Password,

(@ Note

BA LB Jira APl @REVREHNERE  HEREENERAEZRIESRA
Username , YWHSIRH APl £8812#tA Password.

e. MBI ARN M AMEERNE A,
MRHHEEEE Jira EREAM Jira APl ZEAERL
Specify stack details

Provide a stack name

Stack name

[ ASR-JiraBlueprintStack ]

Stack name must be 1 to 128 characters, start with a letter, and only contain alphanumeric characters. Character count: 22/128.

Parameters
Parameters are defined in your template and allow you to input custom values when you create or update a stack.

Jira Project Information

InstanceURI
The URI of your Jira instance. For example: https://my-jira-instance.atlassian.net

[ https://my-jira-instance.example.com ]

JiraProjectKey

The key of your Jira project where tickets will be created.

[ )

Jira API Credentials

SecretArn
The ARN of the Secrets Manager secret where you have stored your API credentials. This must be a JSON secret with the following keys: Username,Password.

gy - )

ZE 2 ServiceNow H & -
f. MAMBNEZE,

(ER) SR RBEBRRBSHE 41
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g. 321t ServiceNow #1TEEH URI,
h. & ServiceNow BRI KRBT,
i. £ ServiceNow FE APl €8 , WEBEREEEAZERRNFT,
j. fEH £487F Secrets Manager P E I WE , API_Key X2 ARN i AMEBNE A,

RMEHEBEBER ServiceNow BEREEFM ServiceNow APl EAEH,
Specify stack details

Provide a stack name

Stack name

[ ASR-ServiceNowStack ]

Stack name must be 1 to 128 characters, start with a letter, and only contain alphanumeric characters. Character count: 19/128.

Parameters
Parameters are defined in your template and allow you to input custom values when you create or update a stack.

ServiceNow Project Information

InstanceURI

The URI of your ServiceNow Instance. For example: https://my-servicenow-instance service-now.com

[ https://my-servicenow-instance.service-now.com ]
ServiceNowTableName

Enter the name of your ServiceNow Table where tickets should be created.

| incident )

ServiceNow API Credentials

SecretArn
The ARM of the Secrets Manager secret where you have stored your AP| credentials. This must be a JSON secret with the following keys: API_Key.

[ —— )

EFERVEHTRAHE . S RAEHTS Step Functions I A S EEE LA Lambda
K&, Lambda BNEFEELA Step Functions I A , REBENEBRREREEASE , @
BN RRIEHEITIEZERNER,

(ER) SR RBEBRRBSHE 42
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SR RBEESHE

/A Important

AT RIESERIRERESREE AWS NiBRE, BAFEHELEREFHTHRESFEH
WHERFR, HERENERNAR. AWS #EZEBLEESKNENER, ERIKES AWS B
AEEHNR,

EERIZRHILINAE BT HEAX, &K AWS CloudFormation BRETEE , AREBER AWS
CloudFormation £## & LEENE AL FERRS R, NEFHEF K F2REAEENESE
P — 8,

Itk B )1k, AWS CloudFormation EI48A& 7 AWS Eix B AWS R AE LM BE{LL 2Ok, B
HEZH , BMHARA Security Hub 3 58 & 5 3R 54

® Note
BEEEXINHTIERS ZEERN AWS lREKAR. WEFMHER  F2ELKERT

A — 8 | SBBLARS R E AN EE AWS B EERE.

1. #£ B BIERE AWS Security Hub IIREE A AWS BB X4 | WHEH TENIRMERS

automated-security-response-admin.template AWS CloudFormation £,

Launch solution

BB TRETEREREFENER,

2. RIBFERR , ASEXBERS (MHFRIZILE ) BEME. FEEFEN AWS EZPRE L AR
BR, FEMAAWS EEXEAEE DR EERERSR.

(® Note

LLERR 75 ZREFH AWS Systems Manager , B BI{fEEARIFE AWS B, RAREAR
MIEXEBLEREN BE. IFEEESNSZHMAAMY , 28 AWS EBiER&ESE,

. EEVHEERL  BIRIEHEMNEZR URL U Amazon S3URL XFEHiEH , AR BET—%
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https://aws.amazon.com/privacy/
https://aws.amazon.com/privacy/
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AWS FH BBt R EE HiEEm

4. TEEHEBFMNEAREL , RAEZNMBRERZHBIERER. EEEGEFIRIINENR , EF2
B {AWS Identity and Access Management & 315F) FH IAM F1 STS Rl

5. E28EEL , BET -,

B ¥ERR iR

HASCEEEHE yes EERBELEEEE THI
HEN&1E SC #4l1E,

A AFSBP EHEEHE no EERBELEEEE THI
HEN{&1E FSBP #2418,

HA CIS120 EEEHE no KERAELZEEEE THU
B E{&18 CIS120 = 4iE,

B A CIS140 EEEHE no EERAELZEEEE THMN
HEN&1E CIS140 418,

A CIS300 EEEHE no EERBELZEETEE THI
B Eif&18 CIS300 #2418,

|A PC1321 EEHEHE no BERARELZEEEE THI
HEN&1E PC1321 #2=4|1E,

;A NIST Admin Stack no EERAELZEEEE THI
B EN&1E NIST #=41E,

EE AR AR no ENEREEEFERARAN

S00111-ASR-0Oxrchest
rator CloudWatch Logs
B, ERfB{LERLEN
FR , MAEIEXREBIMRA
M EFER. MRERFH
% BiZBE0rchestrator
Log GroupfiiFiE , yesi@
EEFEARENOrchestra
tor Log Group B K6 &
AlA no, MRMEHELE v2.3.0

SB1 RHEEEHE 44


https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_iam-limits.html

AWS t8 B B LTS B  JE
2% FEER iR
FENRAHITHEERN , #F
E# no
£ CloudWatch $5#& yes EERARA CloudWatch 5

£/ CloudWatch SZ&R yes

RemediationFailure 5
AlarmThreshold
EnableEnhancedClou no
dWatchMetrics

EREEEARR, ESEY
CloudWatch Dashboard 34
BIE,

EERTRABRAE RN
CloudWatch #5BE R, E
BERARNENSEEER

TET.

EESEZESIE ID BEAXK
B LM EE. fl0, mRE
WA S, 8% IDEEEH

HA K BGRB8 5% MVISERE | &

SRIETR,

REERVETR K 1tB
B EEE (F2REA
CloudWatch Metrics B R
),

MR yes, BRI HA
CloudWatch $54% , LA{E 7!
1B Mt CloudWatch &R L
WIFFEEH1E IDs , A
CloudWatch 7R,

ESE RA B, UTHE
BEENENRE,
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HiEEE

B8

TicketGenFunctionName

TargetAccountIDs

TargetAccountlDsStrategy

® Note

&

(EFH®@A )

ALL

INCLUDE

DU

EBRH, IREFEBRESE
B, BRSE 0 WHEDLE
HiE 4 Lambda BB &
B, flan : S00111-AS
R-ServiceNow-Ticke

tGenerator o

RAREH BB ESEN
AWS & IDs B E,

£/ TALL. BB AE
WRE & B R,

R HELLE R D FRRY 12 1
2 AWS IR IDs/EE, &
{5l : "123456789012 , 0987
65432109"

ERFERF RMATIRE
TargetAccountlDs SEEER B
BLigE.

INCLUDE : E¥%| HiR S
HITEBEEE

EXCLUDE : BFrERE#1T
BEEE , B HORSR
o

BB RERAEIRTT RN CloudFormation SRR |, BAEE Admin tRFFFERA BBEE.

1. 7£ Configure stack options (FXE#EEIE) HH , 1#IE Next (T —F).
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AWS FHBEE{LRZEEE HiEEm

2. TR HE L , MRFHEFEWRE, AEMRFTERKEEIL AWS Identity and Access Management
(IAM) B R 5 .,

3. 1#1Z Create stack (B HE) UK BHE

B O LATEARREMEHY AWS CloudFormation £ A& iR EENRE, BEXSERN 15 ERKE
CREATE_COMPLETE #R&E,

HER 2 . =88 AWS Security Hub EXEIRFHLZRIEELE

StackSet automated-security-response-member-roles.template REEZBEEFERERS
W—EEEH., EEZRT ALK ASR Orchestrator ZEREREHETEIRE AP R £IZ AR,

1. B AEE AWS Security Hub REIRF I AWS BEXZA ( BREEERE  wEKE ),
AR LARAE) automated-security-response-member-roles.template AWS
CloudFormation #i7%, #t AL A T RELERBFEENER,

Launch solution

2. IRIEFERE , SEASHEXERT (HSEEEILE ) EEHME ., BEERRHN AWS [EiF B L FR
FR,BEERAAWS EBFRAEEFNEEIRESS.
. EEVHEEH L | BIRIEHEMNEZAR URL U Amazon S3 URL XFEHiEH , AR BIET—%

4, EETHEFMAEAEDL , RENBRFREBEREE, UEERTEFTRINER , %
B CAWS Identity and Access Management i &158) FH IAM F1 STS Rl

5. :2HERL , EETI2H , RRBET—F,

B FERR R
MAZEH s MARDZ 9 BENEREFTH

FH, EFEREHE IAM £
BEBERNE—wE 2/,
B A ENRE MR EER
MHENGAZEE. BREER
RITREE | T REZREM
—i , EFFEEHERENH
BEE, HEZHAETEES
B EikF 2HE—RY,
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https://solutions-reference.s3.amazonaws.com/automated-security-response-on-aws/latest/automated-security-response-member-roles.template
https://console.aws.amazon.com/cloudformation/home?region=us-east-1#/stacks/new?stackName=automated-security-response-on-aws-member-roles&templateURL=https:%2F%2Fs3.amazonaws.com%2Fsolutions-reference%2Fautomated-security-response-on-aws%2Flatest%2Fautomated-security-response-member-roles.template&redirectId=ImplementationGuide

AWS FHBEE{LRZEEE HiEEm

B FEER ER

Sec Hub IRF EE & HHH#H # A AWS Security Hub B2
ERFH 12 MEIRF ID, it
EEXFIRTFEESRFHN
BRFRAE,

6. 7 Configure stack options (X EHB&EIH) HH , iEIE Next (T —),

7. 5 HEL , BRAHEFENERE, AERFEAKEIL AWS Identity and Access Management
(IAM) EIRET 552

8. 1#1Z Create stack (BRI HE) U BHE,

BT LATEARRERERY AWS CloudFormation £ A F R HENRE, BREZEERN 5 2ERKE
CREATE_COMPLETE fR&E, @A LATEILIEEH AGEET —ES R,

SR3: MBAEHE

/A Important

AT RIESERRERESREE AWS WiBE, RAFEHELEREFE THRESFEH
LEERA R, HEARBENERN AR, AWS #EEEBIEESKENER. ERKES AWS B
AEBERNR,

EERIZRBILINAE BT HE A, £ AWS CloudFormation BRETEEL , AREBER AWS
CloudFormation 1 & HEENE AL FER RS R, NHRFHEF , F2REEBNREE
a8,

automated-security-response-member &% HEZHEEFE Security Hub REIRFH, LS
BEX BEEEMN Runbook, SR SRS K EE S ] ARSIEIR L # & 7 A 1S4,

Z A&l AWS Security Hub REIRFH AWS BB XA (SREEEIRS  ERE ), EW
EﬁﬂMEﬂ@J automated-security-response-member.template AWS CloudFormation &8
7,

Launch solution
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https://console.aws.amazon.com/cloudformation/home?region=us-east-1#/stacks/new?stackName=automated-security-response-on-aws-member&templateURL=https:%2F%2Fs3.amazonaws.com%2Fsolutions-reference%2Fautomated-security-response-on-aws%2Flatest%2Fautomated-security-response-member.template&redirectId=ImplementationGuide

AWS FHBEE{LRZEEE HiEEm

BT THREXMABREFENER, BIFHER  @ASEXBERE (HFEEILE ) EIHME,
FEETEN AWS BEHPREBLERLR , FEMA AWS EE R8BI PN ESERESR

+

® Note

LLERR 5 REH AWS Systems Manager , BBIAIERZE AWS EBiEfEA. BRAREBEAR
FIEXEELREN B, NESEFSNEHTRAY , BF2H AWS EBEREEE,

1. EEVHBEHR L , MERIEMANEZAR URL VA Amazon S3SURL XFH#EH , RRBEET -5,
B

2. EIEEHEBFHNEFEEL  AENBRAREBERER. UEEETEF RFINER ,
B CAWS Identity and Access Management & 155) FH IAM F STS Rl

3. A2 EMEL , EETISH , RREET—F,

2

B Y R
REARBIISEEGRGRN  #o44 8 7E CloudTrail 524 API FEAY
BRI LogGroup &1 B CloudWatch CloudWatch

Logs ###E &, EAM CIS
3.1-3.14 {&18,

B|A SC REHE yes EERBELZERETHUB
{518 SC #4118,

A AFSBP RREHE no BERAELZERETHIB
1518 FSBP 1 4I1H,

A CIS120 i EH#HE no BERRELZERETHIB
&8 CIS120 #4IE,

A CIS140 FEHE no BERBELZERETHIB

1818 CIS140 #2418,

A CIS300 X EHE no EERBEREMETHUE
E){&18 CIS300 #2%FI1H,
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https://solutions-reference.s3.amazonaws.com/automated-security-response-on-aws/latest/automated-security-response-member.template
https://aws.amazon.com/about-aws/global-infrastructure/regional-product-services/
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_iam-limits.html
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25 -5 iR

A PC1321 REME no EERBELREMETHIH
&8 PC1321 #2418,

A NIST REHE no EERRERENETHIB
E{E1E NIST 2%,

% Redshift ##FE&EIL S3 no EHlyesREER FSBP

AT RedShift.4 @2 S3 ®#F
frig. WMFE S3 BETENE
Tﬁﬂ’]#%ﬂiﬁnﬂ nﬁ /ﬁ <<AWS
Security Hub i &18/) &
# Redshift.4 118,

Sec Hub BEXEEIRFE #HH#H # A AWS Security Hub B2
SRFH 12 LIRS ID,

R #HHHH WARZ 9 ENEBREFTH
Fé, LFEEHA IAM A
@%ﬁ%ﬂiﬂﬂf Hi S3 RFET
B — o SHENEHET
%"%ﬂﬁkﬁﬁ@ﬁ“"ﬂ%ﬁﬁﬁ*ﬁ
BNE. BEFREERTEN
FHREZEHE—N A BFRFEE
EHEEHHEEE,

EnableCloudTrailFo no yes MR EEEE R

rASRActionLog CloudWatch & &R LR T

RITWEREH , FEEW.,
fRRF REELIER HEE
HEWRFAREI CloudTrail I&
Htyes, BUAAABARASREY
EF) AWS 88 , TeERALL
IjJFJbo Y Eﬁ ﬁkzlx ﬁk LA
TS EEENBENRAE,

4. 7£ Configure stack options (FXE#&iEIE) HE , i##F Next (T—%F),
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https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-standards-fsbp-controls.html#fsbp-redshift-4

AWS EHEBIb LR EE BEEmM

5. ER% HEL , MRFFHEFENWRE, AEMFTERKEEIL AWS Identity and Access Management
(IAM) B R 5 .,

6. 1#1# Create stack (B HE) UHBHE,

& O] LATEARRERERY AWS CloudFormation £ & FRRHEEWRE, BREZEEKRN 15 2 ERKE
CREATE_COMPLETE #R&E,

SBR4: (BA) BAEAHNERIERE

MREEBRRERFBRISEESE , B LLEBENTSZEMNEM MR RHTIIRE, BTHEI
EREEBBRETSEBIIRHEE,

1. Z A AWS CloudFormation £#4& , AR EMEARME,

2. BIEFEH,

. EMEHFEMRMEE  RRBEFHHE,

ST SR A

Update sharr-v130-rc1-member- X
PlaybookMemberStackPCI321-LWXPIU3B3J89?

It is recommended to update through the root stack
Updating a nested stack may result in an unstable state where the nested stack is out-
of-sync with its root stack. Learn more [4

Go to root stack (recommended)

© Update nested stack

Cancel Update stack

4. ZHRERABRSEA , RREET -5,
5. AR AANMAER, SAAFEHFHENEZER Available , WRFAFENZFIEEES Not

available,

(® Note
RS HERBBRL SZBENEFEM ARG 154 Runbooko

6. £ Configure stack options (FXEHBEIR) HEH , #E Next (T—%),

HEBR4: (FER) RETANBRER 51


https://console.aws.amazon.com/cloudformation/home

AWS FHBEE{LRZEEE HiEEm

7. 2R HEL , BRAREFENERE, AERFEARKEEIL AWS Identity and Access Management
(IAM) B R 5 .,

8. FRREEMMESR,

& O] LATEARRERERY AWS CloudFormation £ A HREHEEWRE, BREZEEKRN 15 2 ERKE
CREATE_COMPLETE #R&E,

Control Tower (CT) £8&

EARM AWS Control Tower (CfCT) W BETIEMERNEES. DevOps E¥XAE. BB MEE
B, ITERRERBNRRESH , ML EEELNTAMEFBETMNEEH AWS Control Tower 1R
B, CIREHMER CICT BiTEHXBETMIER AWS Control Tower BRIZERNHEBEEA.

EBEFR - £9 30 9
SRR
BB RA R A , HETHBEHAR AWS Control Tower EE 8,

BRI A AWS Control Tower £ A APIs SRERERIHE |

b
ik

BRETHIZER

ZERBMER AWS Control Tower , 5528 : AWS Control Tower AF

EETHNMABTENERESE , F20  BFIENEREES

EERDNBBENBRES  FSW  BEEANEED
EREBLER

ERA T HZERE AWS LB ERS R,

SBR1: EENHE S3 REFFE

(® Note

S3 EFErEEERE - EEAMN ADMIN, ER—IXIMRELE  TEHBKRERAEZEEEHIT. S3
RETEBERISEENH , BIEHIT ASR FTEM AWS CloudFormation E4<H] Lambda 23X
B, EXERIMEA CfCt 5 StackSet &,

Control Tower (CT) #& 52


https://docs.aws.amazon.com/controltower/latest/userguide/getting-started-with-control-tower.html
https://docs.aws.amazon.com/controltower/latest/userguide/customize-landing-zone.html
https://docs.aws.amazon.com/controltower/latest/userguide/deployment.html

AWS L BB LR B Yl
1. E S3 fEFETRE

REA R ERAR BB RN S3 BTN,

2. B RIE
ERBENSERFFENLTRALY, BARANIA,
3. B S3 M HEE
EHDEREEGHERREE , URHERART,

4. HfRAR

B, HEAURHNERENEARKREELETHE.
5 SEHBEE S3

EREHRERR CEDIREN S3 R,

SER 2 HBEIEEZE AWS Control Tower

1. B ASR TtHWEEERAFE
ERMEBENEBE , JIHFTE ASR i, HIRA, HEMEMEZEET,
2. E#1 CodePipeline

12 AWS CodePipeline fA5€ , A8 E2pE ASR THFIENHEESL R, KmBEER,

SR BEWEEE S3 MR

AWS RS REAMERZETE . FiB HTTPS FRZH#AN S EINFEFZIE  URERESBAE
ENEEHEEE , 4120 Lambda BB,

1. 8E S3 T

BEE-NFEFITEEE , HlW asr-staging, ERImEHE EEREMBERREH  HP—EER -2E5
ERHNEAREIrEEE , 5 —EARLEHERSNZEANER

export BASE_BUCKET_NAME=asr-staging-$(date +%s)

export TEMPLATE_BUCKET_NAME=$BASE_BUCKET_NAME-reference
export REGION=us-east-1

export ASSET_BUCKET_NAME=$BASE_BUCKET_NAME-$REGION
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AWS FHBEE{LRZEEE HEEE

2. IRIBRE

EEN AWS kP |, FRAELEBELMERTETR , S0 asr-staging-reference # asr-staging-
us-east-1, ( B2EZREFITEAMRE CloudFormation #7488 , EEEEIFEEREFMEEMEE |, W
lambda BXIBEEMH. ) FNRBFIBEZMZBL T AFLBEER

aws s3 mb s3://$TEMPLATE_BUCKET_NAME/
aws s3 mb s3://$ASSET_BUCKET_NAME/

(@ Note

BURFIRER  FRATMHIILHEFE. £RABREETERE. FALEEN. £
KMS 1, EE<al , FEERFTrRERE,

3. S3 EIFATRBURRE

E# $STEMPLATE_BUCKET_NAME S3 @ FEFE IR , LE@EHTIRS ID 8 PutObject #FAl, A&t
HAERGHTREFTERSEAGBETEN IAM A, KBREAVELEGE EEIRFDENFEEZE
B,

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": "*",
"Action": "s3:GetObject",
"Resource": [
"arn:aws:s3:::<template bucket name>/*",
"arn:aws:s3:::<template bucket name>"
1,
"Condition": {
"StringEquals": {
"aws:PrincipalOrgID": '"<org id>"

}

"Effect": "Allow",
"Principal": "*",
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"Action": "s3:PutObject",
"Resource": [

"arn:aws:s3:::<template bucket name>/*",

"arn:aws:s3:::<template bucket name>"
1,
"Condition": {

"ArnLike": {

"aws:PrincipalArn": "arn:aws:iam::<execute_account_id>:role/
<iam_role_name>"

}

BUERE S3 RFITBBENTEHT. BUFAERGHTRFTFEREEAREITEN IAM A€,
AR EERETE ( fliNasr-staging-us-east-1, asr-staging-eu-west-1 & ) EEILERE , AFF
BEZEREHE K MmEFE EERFPEURBFIR,

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": "*",
"Action": "s3:GetObject",
"Resource": [
"arn:aws:s3:::<asset bucket name>-<region>/*",
"arn:aws:s3:::<asset bucket name>-<region>"
1,
"Condition": {
"StringEquals": {
"aws:PrincipalOrgID": '"<org id>"

"Effect": "Allow",

"Principal": "*",

"Action": "s3:PutObject",

"Resource": [

"arn:aws:s3:::<asset bucket name>-<region>/*",
"arn:aws:s3:::<asset bucket name>-<region>"
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1,
"Condition": {
"ArnLike": {
"aws:PrincipalArn": "arn:aws:iam::<execute_account_id>:role/

<iam_role_name>"
}
}

4. BB %R

- BHIEE
« AWS CLI v2
« Python 3.11+ ¥ pip
« AWS CDK 2.171.1+
 Node.js 20+ #¥&E npm
« Poetry v2 EEEHHNEBER

« Git ## https : //https://github.com/aws-solutions/automated-security-response-on-aws.git

B  FRELCERFEHRBPHIT npm BEK,

EERBEEENIEBERKSF | #1T build-s3-dist.sh , EEREETENEERE ( H10 mybucket) FE
EREMNMA (40 v1.0.0), RFERZFREMR GitHub FTEEARA ( FlI0 GitHub : v1.0.0 , &HYHE
# : v1.0.0.mybuild)

chmod +x build-s3-dist.sh

export SOLUTION_NAME=automated-security-response-on-aws
export SOLUTION_VERSION=v1.0.0.mybuild

./build-s3-dist.sh -b $BASE_BUCKET_NAME -v $SOLUTION_VERSION

5. SEHEEE S3

cd deployment

aws s3 cp global-s3-assets/ s3://$TEMPLATE_BUCKET_NAME/$SOLUTION_NAME/
$SOLUTION_VERSION/ --recursive --acl bucket-owner-full-control

aws s3 cp regional-s3-assets/ s3://$ASSET_BUCKET_NAME/$SOLUTION_NAME/
$SOLUTION_VERSION/ --recursive --acl bucket-owner-full-control
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AWS EH BBt Z2EE

HiEEE

TR 2

HWEIEZE AWS Control Tower

1. & ASR THMEFEE

7% ASR R mEREE S3 @iFfirigz®

EEHIT , F52E : Controltower &

/A Important

BB ASR BRTT R EREIE |

FEE 3 Control Tower B8 &

A

NX-C]

BE

LS EHMRA , RREH

EZRER AWS X4 |, LAEE CloudFormation £824<#k

BNSBHENFMAER. L TEFER : CloudFormation 42 B &I

ASR THMEFABTEM TR :

region:
version:

us-east-1 #<HOME_REGION_NAME>
2021-03-15

# Control Tower Custom CloudFormation Resources

resources:
- name: <ADMIN STACK NAME>

resource_file: s3://<ADMIN TEMPLATE BUCKET path>

parameters:

parameter_key: UseCloudWatchMetricsAlarms
parameter_value: "yes"

parameter_key: TicketGenFunctionName
parameter_value: ""

parameter_key: LoadSCAdminStack
parameter_value: "yes"

parameter_key: LoadCIS12@0AdminStack
parameter_value: "no"

parameter_key: TargetAccountIDsStrategy
parameter_value: "INCLUDE"
parameter_key: LoadCIS300AdminStack
parameter_value: "no"

parameter_key: UseCloudWatchMetrics
parameter_value: "yes"

parameter_key: LoadNIST80053AdminStack
parameter_value: "no"

parameter_key: LoadCIS14@0AdminStack
parameter_value: "no"

parameter_key: ReuseOrchestratorLogGroup

SB2 . HBRI
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https://docs.aws.amazon.com/controltower/latest/userguide/deployment.html
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HiEEE

parameter_value: "yes"
- parameter_key: LoadPCI321AdminStack
parameter_value: "

no

- parameter_key: RemediationFailureAlarmThreshold

parameter_value: "5"
- parameter_key: LoadAFSBPAdminStack
parameter_value: "
- parameter_key: TargetAccountIDs
parameter_value: "ALL"

no

- parameter_key: EnableEnhancedCloudWatchMetrics

parameter_value:
deploy_method: stack_set
deployment_targets:

accounts: # :type: list

- <ACCOUNT_NAME> # and/or

- <ACCOUNT_NUMBER>
regions:

- <REGION_NAME>

no

- name: <ROLE MEMBER STACK NAME>

resource_file: s3://<ROLE MEMBER TEMPLATE BUCKET path>

parameters:
- parameter_key: SecHubAdminAccount
parameter_value: <ADMIN_ACCOUNT_NAME>
- parameter_key: Namespace
parameter_value: <NAMESPACE>
deploy_method: stack_set
deployment_targets:
organizational_units:
- <ORG UNIT>

- name: <MEMBER STACK NAME>

resource_file: s3://<MEMBER TEMPLATE BUCKET path>

parameters:
- parameter_key: SecHubAdminAccount
parameter_value: <ADMIN_ACCOUNT_NAME>
- parameter_key: LoadCIS12@MemberStack
parameter_value: "no"

- parameter_key: LoadNIST80053MemberStack

parameter_value: "no"
- parameter_key: Namespace
parameter_value: <NAMESPACE>

- parameter_key: CreateS3BucketForRedshiftAuditlLogging

parameter_value: "no"
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- parameter_key: LoadAFSBPMemberStack
parameter_value: "no"
- parameter_key: LoadSCMemberStack
parameter_value: "yes"
- parameter_key: LoadPCI321MemberStack
parameter_value: "no"
- parameter_key: LoadCIS14@MemberStack
parameter_value: "no"
- parameter_key: EnableCloudTrailForASRActionLog
parameter_value: "no"
- parameter_key: LogGroupName
parameter_value: <LOG_GROUP_NAME>
- parameter_key: LoadCIS300MemberStack
parameter_value: "no"
deploy_method: stack_set
deployment_targets:
accounts: # :type: list
- <ACCOUNT_NAME> # and/or
- <ACCOUNT_NUMBER>
organizational_units:
- <ORG UNIT>
regions: # :type: list
- <REGION_NAME>

KERBERRIIEE custom-control-tower-configuration.zip I #1T CodePipeline

==

=

¥

B 2R
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£ Amazon CloudWatch &R AR EEIE AR R T RHVIRE

W RR T A EFRTE Amazon CloudWatch E&RIR LW BEETIEEME R,

CloudWatch BRRMBE RS ERFRS RNRE , YEBREBEBERRHE R,

R A CloudWatch 151, BRMERNR

CloudWatch Zh&EHE M{E CloudFormation Ei4< 3 &,

CloudWatch Metrics
UseCloudWatchMetrics

Enable collection of operational metrics and create a CloudWatch dashboard to monitor solution operations
Lyes *)

UseCloudWatchMetricsAlarms

Create CloudWatch Alarms for gathered metrics
(yes v

RemediationFailureAlarmThreshold
Percentage of failures in one period (default period is 1 day) to trigger the remediation failures alarm for a given control ID. E.g., to specify 20% then enter the number 20

(s )

EnableEnhancedCloudWatchMetrics
Enable collection of metrics per Control ID in addition to standard metrics. You must also select 'yes’ for UseCloudWatchMetrics to enable enhanced metric collection. The
added cost of these additional custom metrics could be up to $65/month.

(o =

1. UseCloudWatchMetrics - # L5 E ByesBAREREZENES , WE I CloudWatch EFRMR AR
ELEEE,

2. UseCloudWatchAlarms - #§tEXE AyesRU AR T RV FERE R,

3. RemediationFailureAlarmThreshold - —EX B R K IS LS| R E RN B 2 L.

4. EnableEnhancedCloudWatchMetrics - it B BERE R yes , ANES@EZFIE ID WERER. B
BER , WSBEERA no, A RSWEFTEEEE IDsIEE, SEZE4E ID WEREENER
SELBENEAR.

£ CloudWatch &&E R

BEERAERR

1. BB ZE Amazon CloudWatch , A% E B F Dashboards.

BtA CloudWatch B, BRAERK 60
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2. B A "TASR-Remediation-Metrics-Dashboard s £Y1& & o

CloudWatch E&RIREZE T IIEE :

1. BB ERE - AIRERA T BERGT REKWIEER Security Hub BEREHE.

2. BEKRY - BRKRMNEERE  LBSLLAEN , URAMER, KEXAR ISR RETETE
EFFENAERRT RBEERNEE.

3. kIR HITE ID S IERIN/ AR - MBREBEIBIFAMEEEEE , RESMKESIE ID 7 BEEER,
ESELAMERB RS ANERR  FFEETANRNE s HEIZEIEHIE IDs , ERREBELLEIFHIE
IDs k8,

4. Runbook EEABAM - BTHRAZRBRAIEHEABZIRFHNEEERMEBENKBR
. HARDAECMERBEBBEERAETERAN  EERTLENHE, EHBAKRFHPRERES
BifE, EABRFREINFA EventBridge R B , SNBUEEE Security Hub H iR F RV EREE , LR
R UL EE,

5. it ASR N EmMRREEEF - 5 HEETBEFEEA EnableCloudTrailForASRActionLog 2 #Bt A

BFRFNAEREIRFHFR S REEDFE. EERREMN AWS IRFHBREFRNNEREE
B, /N TEAHEET# BRERREEBERT ER,.

CloudWatch xR tLFEM AL ERNE T , REE BRHRFERER,

1. MREEHERTE 24 PNFHAIBAELIT > 1000,

a. BERTHARERETVER TEHRARDHIERSREL.

b. A LAE A CloudFormation 28 # % F{E.
2. kA = NOREMEDIATION > 0 H{&E k&

a. EEERBETIEE ASR FHBHE, EFRRTIBHRIESUATSBBAEBNISHE,
3. Runbook fEEABKEK >0

a. ERERBEMASENIRFRED LEZBE. ETRRTIEEAEHRA  LIELEAHE
ZHIRF.

BRMEUFTBEBRRE , UFESERIHEERER,

£ CloudWatch & &R 61


https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-delete-rule.html
https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-disassociate-members.html
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Cloudwatch > Dashboards > ASR-Remediation-Metrics-Dashboard Autosave: Off @ Period override 1 hour (auto)
ASR iation-M.

trics-D dv ¥ | th 3h 12h 1d 3d 1w  Custom EI | Localtimezone vH c | v ‘@‘ Actions v =

Remediation Failures by Type

State Machine Executions Remediation Outcomes

Remediation Failures by Type
Count 2

2 This widget displays the frequency of different remediation outcomes.
2,000 /\
Remediations started >= 1000 for 1 datapoints within 1440 minut...

If there Is an Increase In NOREMEDIATION results, this Indicates that
remediations are being attempted for remediations not currently included

. a2 In ASR. You should verify that this Is not caused by a modified automatic
S04 remediation rule.
/\ .
. .NOREMEDIATION >= 1 for 1 datapoints within 1440 minutes (1)
7 —_— 2 T . 23 28 12717 12719
1203 125 1217 12119 1213 12715 2 271 ° @ rem TACTVE @ on
@ Remediations started @ FAILURE @ SUCCESS @ STANDARDNOTENABLED
Remediation Scheduling Queue Length ® ¢ Maximum Remediation Delay Remediation Scheduling Widgets :
Count Seconds These widget: related to of
2100 5200 Triggered remediations are inserted into a queue and a scheduling Lambda
picks them up to schedule the remediation execution.
The queus length represents the number of triggered remediations that
o050 2600 are waiting to be scheduled.
The maximum delay is how far out, in seconds, that the scheduling Lambda
N o . has scheduled a remediation for execution.
1213 1215 127 12019 23 215 27 219
® Queue Length @ Delay

Runbook Assume Role Fallures ¢ Runbook Assume Role Failures g

285 This widget displays the frequency of the remediation lambda failing to
A assume the role necessary to remediate on a different account.
This may indicate that ASR Is attempting to remediata on a spoke account
. that does not have ASR Installed.

, __Runbook Assume Role

>=1for1 ints within 1440 ...

1213 1215 12417 1219

@ Runbook Assume Rale Failures

1. E¥F Amazon CloudWatch - R~ > FFIE &R,

B
BEFLEBUNETR , ARENBF - RE.

2

CloudWatch x| CloudWatch > Alarms
Favorites and recents » Alarms (3) (] Hide Auto Scaling alarms Create alarm
Dashboards ‘ Q_ ASR- X ‘ ‘ Any state v ‘ ‘ Any type v ‘ ‘ Anyactions... ¥ 1 &
ASR-Remediation-Mefrics-
Dashboard O Name v | state v | Last state update v | Conditions | Actions v
v Alarms Ao @17 @0 NOREMEDIATION >= 1 for 1 datapoints within 1
AoQm O O ASR-NoRemediation @ok 2023-12-25 15:36:25 4 P @ Actions enabled
In alarm i
Runbook Assume Role Failures >= 1 for 1
All alarms 1 ASR-RunbookAssumeRoleFailure @ok 2023-12-22 18:27:56 @ Actions enabled
datapoints within 1 day
Billing
ExecutionsStarted >= 10 for 1 datapoints within
1 ASR-StateMachineExecutions @ok 2023-12-15 16:47:41 h @ Actions enabled
our
v Logs
Log groups

Log Anomalies
Live Tail

Logs Insights

¥ Metrics

1. BRESESFENELRHE.

EE RRE 62
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HiFEmR

CloudwWatch » Alarms » ASR-StateMachineExecutions » Edit

Step 1 - optional
Specify metric and conditions

Step 2 - optional
Configure actions

Step 3 - optional
Add name and description

Step 4 - optional
Preview and create

Metric

Graph

Specify metric and conditions - optional

This alarm will trigger when the blue line goes above the red line for 1 datapoints within 1 day.

b4
Count Namespace
AWS/States
1,000
1,000
Metric name
‘ ExecutionsStarted ‘
501
StateMachineArn
‘ arn:aws:states:us-east-1:221128147805:stateMachine:S
1 .
01/05 01/07 01/09 01/11 Statistic
@ ExecutionsStarted ‘ Q sum x ‘
Period
‘ 1 day v ‘
Conditions
Threshold type
O Static (O Anomaly detection
Use a value as a threshold Use a band as a threshold
Whenever ExecutionsStarted is...
Define the alarm condition.
() Greater O Greater/Equal ) Lower/Equal ) Lower
> threshold >= threshold <= threshold < threshold
than...
Define the threshold value.
1000 -
Must be a number
» Additional configuration
Cancel Skip to Preview and create Next

1. EEZE CloudWatch ERRFERXEPHER , IFEHRE.
a. ERYENTEL EANEMAR.

b. B2 Edit ({R88).

EE RRE
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c. BEARARSIER,
d. BB REBUNEHKRE.

State Machine Executions .2 Persist time range @ tTh 3h 12h 1d 3d 1w Custom Local timezone v | | Line v
Count
1,000 Ty : i =
Remediations started >= 1000 for 1 datapoints within 1440 minutes (1,000)
501
1 -
01/04 01/04 01/05 01/05 01/06 01/06 o1/o7 o1/07 01/08 01/08 01/09 01/09 01/10 01/10 01/11 o1/1
@ Remediations started
Browse | Multi source query - new | Graphed metrics(1) | Options | Source Addmath v ‘ ‘ Add query v
Widget type
‘ Line ‘ Datatable | Stackedarea | Number | Gauge ‘ Bar ‘ Pie ‘
Legend position Live data
Hidden © Bottom Right Display most recent data point, even when not yet fully aggregated.
Left Y axis Right Y axis
Label Label
Limits Min Max Limits Min Max
Show units Show units
Horizontal annotations / thresholds &
Label Value Filt Axis Actions
] Remediations started >= 1000 for 1 datapoints within 1440 minutes [ 1000 [ None A4 > X

Add horizontal annotation

Vertical annotations Info

Add vertical annotation

TE & REA

EEEERSSD , ;TEEEEH#E SO0111-ASR_Alarm_Topic 23 #J Amazon SNS =/, E€HE
REAN ALARM iR BERFIE AN 12

%
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EHBERT R

1€ v1.4 Z BURY AR ATt

MRIEEBEHE V1A ZBIEHBRRAR  FHRBREE  RRZEFHRA

1. BRZRELAHBNRRER, F2REBRLERRT R,
2. MBRHMHER, F2REBHRT =,

(® Note

MREBER v1.21 REERAFARE v1.3.0 REFHRAE , HiEHREBH Orchestrator
Log Group %€ 5 No, MRBEEHRZHE v1.3.0 LEFRAE , B LAYes AL IEIEIRE
1138 15 O] 3R AR R B 5 8% Orchestrator Step Functions EY4E[E B #6848 .

1€ v1.4 FEFHARASF 4%

MRERE V14X Tk , BEFAMAEME D StackSets , WRFAR :

1. EHA R E AR EFH Security Hub BEIEERF S,
2. EBEMEIIRF R , EMEMEARNFA,
. TEMNENAEREPNEEKEIRSD , REFHNELENKEHE,

% v2.0.x FHi&

MREBRE v2.0x FHRk , BARE v2.1.2 REFHRAER, EFHE v2.1.0 - v2.1.1 7 CloudFormation
R,

® Note

- EHBALRE , TRFECEESRFHPFDENRAEDEERA, F2EBALEE
LigE.

# v1.4 Z BBV RRAFHR 65


https://solutions-reference.s3.amazonaws.com/automated-security-response-on-aws/latest/automated-security-response-admin.template
https://docs.aws.amazon.com/solutions/latest/automated-security-response-on-aws/enable-fully-automated-remediations.html
https://docs.aws.amazon.com/solutions/latest/automated-security-response-on-aws/enable-fully-automated-remediations.html
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- MBEMEMH Reuse Orchestrator Log Group ZEMRREZ AR , BEAREHEEHG
EREE , UBRAFHEAEFELRELXAFREFE, F2RBEHATR, NREE
MERBIT v2.3.0+ NHEBES , FH&E "8,

# v2.0.x FHR 66


https://docs.aws.amazon.com/solutions/latest/automated-security-response-on-aws/deployment.html
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5 S HE AR

EAEEFRIRHEREAMERNIE R, MRELIETELMBREHEE , BB AWS Support 12t
AR 7 2B AWS Support EHIRIEREA,

ﬁg/kjﬂ_ﬁ H 70}

FEUERBRLSRNYEDEHES  F2RITENELASE,

WERR T REHETE AWS Systems Manager T#1THIEE Runbook W |, I A&4E R & E AWS
Security Hub B ERF H500111-ASRHI CloudWatch Logs ##l. SEZRFHESXE —ESER.

Orchestrator Step Functions €# i G & BRE#EC#E] AWS Security Hub EE SRS FH S00111-
ASR-Orchestrator CloudWatch Logs &#H. It BFEREZKMRE , AI5C# Step Functions BE# 1T
ERE M ARREE R, =18 Step Functions #{TE0E —E B 587,

1@ B 55 EE 2 A AWS KMS Customer-Manager £ (CMK) #1713,

THSEEMEFFER S00111-ASRAGFFFE. FAL ALK AWS Systems Manager Automation
F# A, Automation Executions B35, Step Function £ A M Lambda B iR H#H HERERIRE,

MREERY , BEUUTABTNALKELEHD BEFMS00111-ASRHAVZREE, #2HIEMN B H, 5
un : CIS-2.9-2021-08-12

ERROR: a4cbb9bb-24cc-492b-a30f-1123b407a6253: Remediation failed for CIS control
2.9 in account 123412341234: See Automation Execution output for details (AwsEc2Vpc
vpc-0e92bbe911cf@8ach)

THASEMEMEFMER., HEHEKB ASR Runbook , BEARETLEENZREE, Hli0 : ASR-
CIS_1.2.0. 29

Step fails when it is Execution complete: verified. Failed to run automation with
executionId: eecdef79-9111-4532-921a3-e098549f5259 Failed :

{Status=[Failed], Output=[No output available yet because the step is not successfully
executed], ExecutionId=[eecdef79-9111-4532-921a-e098549f5259]}. Please refer to
Automation Service Troubleshooting Guide for more diagnosis details.

WEASERLAY  FRFAPRERERFHIETHN FEEL, EERMBYBILEE  EXEEAK
ERFHHAWS EBFIES (RLEARFAL ) , 511 AWS Systems Manager , EEZE8)1t , ¥RE
1T ID W BFH Heecdef79-9111-4532-921a-e098549f525,

R R A 67
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o FERE : RRFRPBLE , WHFR Amazon CloudWatch FE BTN ER,

RRF R : ME CloudFormation ER/EHERFPIEH AFHEACFENERAR, ASR HBHX
ARHEEFRAREN BB, BREEEMEEFER,

- B : BRTRELE EventBridge A EE T F M EAR B P ASHERETEE
FRRF R B EEE] EventBridge REIMWELEE , WEHEBEFMEBE., LA LTE Security Hub

hEAEABRAERTH SC FREHNEHRFFAERR. EXBAAZENFM , RFEREM
EventBridge # BIEL &R , LB REERE R

- B RER-RF PN SEEEP T Security Hub, RBEEZEEH P EBF LRSS =,

fRIRF 2R - 2B Security Hub EESMHRIMNIRF N BEFPHEEES#HE, £CRE Security Hub
RENSERFMEFHPLEREER, £ Security Hub FRIAREM,

- R9%E : #E% , SO0111-ASR-Orchestrator FEHS B Bt XA ARRE L B | H3R 502 88
2 : TLambda FEMFRESY , BB KMS FEUEIE, BREREMN KMS £85%E, KMS
BISAAR R © UnrecognizedClientExceptionKMS F 5. : B RFEENLLFZFEN. (R .
AWSLambda ; #REERE : 502 ; $E52%5 : KMSAccessDeniedException ; 3R ID : ... ™"

FRRFE  HMTIBE R , MERARRBEN 10 D&, RBBENATFE , FRBRXERER
GitHub R,

- BIE  RERBERERE , ERBEEEMER.

BREE  RERELERNES , TRREENER,. ERNEESBEBTEIEEHEE. Bal,
MPERZEEBEIUANEE , AIRLIEZERAERARGEGEERE, QEBRSRAFE. £ £#A
AR CloudWatch Logs. &3 SO0111-ASR CloudWatch Logs &#H. HEFEE , LABRRIEE
M ERR, BERNEAERRT-HEBEEENAFER. FEXSEBERBRIMER. HEN—LFREE
AR METERFIRGERFZETHEA. BIRFEBE (HMAXE)  IBBFECHKE, W
REEHEABNERER , BRERFLRBMZERRE,

- B%E : BFAA181E% , Security Hub A hAVARRE I REH,

fRRAR - Security Hub R ATEEBHEN., EFEBEER MR, BEBENREEEN., BE
BEAREEE SRR ANERABB, AEAR2RHEM REEIEZE AWS Security Hub B
EHXERELMN , HlIn AWS Config. EFFTAR A 2N RFEEBUARER R, WRSEEEHAE
#,FZELRN TREHSERESE , BRERE, .
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- B HRAFNSERBERE B IHFRES KB - FEIY AssumeRole BRERFRE £ SR

(AccessDenied),

BRFR  REBEAEARLZEE ASR EEEREERERENKERFEP, BEXEHXNITZR
B,

- B : Config.1 Runbook k8 , R AR #HKIFIA R EE EFE,
RRAR . FHREERN AWS Config 5%7E , AHE{R Config EIEFRE. EXLEERT , B&LE
EHEEEEREBH AWS Config 5% E.

- %8 : {EEMRI , BEEAL "No output available yet because the step is not
successfully executed."

FRARAR  ERMRAFHNEANEE , HPHLEEE Runbook TEELEE, £ Runbook #%1E
BRY , WEMRRS RELEEREHAR,

- BE  BRARABMAEEMRIER
BRAFR  BMEHESRAEESESHBERNERRENHE  MARERAL. EXRERE
REMERTHEDE . NREEEHE  FHRIEER,

- B BRRETBEERLMN v1.3.0 HBKXH,
FAFR  BREEBESHATRESERRBITBDERLR. EREET —ERAHBEN S HMREE.
MRBEEERER :
a. A AWS Security Hub BB X 24,
b. EEEBIIRFH , BIFERE,

EMBTEBERSIER

. FEIMERER ASR 5EHIER,
e. BIXMIRHER,

- B ENMHEEESHER  SREHE LXMAssumeRole,

o

o

BRER  ENNEEEEHBEIHERSIRFHTEEEACENBIRFTIREACCEHNEEE
o BULAEFMBERERFHENMEXNEACHD,

- FEAEE : CIS 3.x 81EEBiB 24 /NEEPASSEDE AT T

BRAR: MREERERFHEE S00111-ASR_LocalAlarmNotification SNS ERERET
B, ERERNER,
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https://console.aws.amazon.com/securityhub/home

AWS Lt BBt 2Bl HiEERA
BEZENEE

SetSSLBucketPolicy & AccessDenied #5531 %k B

TEEEEAAY I &ITE - AWS FSBP 1.0.0 S3.5 ik, PCI3.2.1 PCI.S35 k%, CIS1.4.02.1.2 fkR. SC2.0.0
S3.5 kR

B : SetSSLBucketPolicy k8 , i3 AccessDenied #8538 :

P04 PutBucketPolicy & /EEF2% 4 $532 (AccessDenied) : FEUEIE
NREMAREITENSEARFIGE , SEANERTIREE  HPI3 AT RFRHERR
X, BEREAN. EBRETSHERRINREFIRER , ARMAZRRETBROLAEFIE
B8, BN ALERMAREE,

1818 ConfigureS3BucketPublicAccessBlock ( FHEF#=HI1E : AWS FSBP v1.0.0 S3.2, PCl v3.2.1
PCI.S3.2, CISv1.4.02.1.5.2, SCv2.0.0 S3.2) th Al LU REFIRERLRE K RBCETEEHE
FRHERNBERTRELAEFNEREE,

SetSSLBucketPolicy 8 RAX 8 ZREFITREBUER , LIEETFEH SSL @R, EFSBHBEH
1

MEMBRR , Jit , MIREAFLRFIRNRES , SHEELERARENESELRAXVIERE
RETEBER,

BRER  ERREETBBERUABKRAF AR FIREMEFIE LHHRARFIREGRIERK,

PutS3BucketPolicyDeny % B{

FHEAES RV 32 HI1E : AWS FSBP 1.0.0 S3.6 ix. NIST.800-53.r5 CA-9(1). NIST.800-53.r5 CM-2
RERE : PutS3BucketPolicyDeny HIR T 5§55
Unable to create an explicit deny statement for {bucket_name}.

NREEREFTRBLABBRNETRAR ™ BRARBELZSEBRRFTEZERFEFE B
REEHHMAERANMEREITREE.

BRAR  ERREETEBBERUAAHRERFIATEE  MARER T 8 , XRFIEBHD
o
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LIRCIREYS): P PR S
MERLH , CTRBRRCRECARASR | MIBREALRDIE. BLRAIFBRT WAL

fERF RPEFERATENTH,
61 FRE—ZHENEBEE,

1. ¥ AWS CloudFormation & FEEZ EventBridge.
2. EEWPEEUR A,

3. EMFEREHERN , Y ESLEFAMNEEIE,

4. EBRWRAI LR |, RARERUFAR,

=6 2 . FRAREERGIEN B BEE,

1. £ EEESPEEZE EventBridge,

2. EEWPEREUR AL,

3. BH ", BHERE , RERZIREATAERERL

4. BH "ERL RBLEN  FEE  BUREEASERABTILERE,

=B 3 : FRIRFHNFBESR

1. &£ R B HPEEE EventBridge.

2. M PIERR A,

3. ®EHL "ERR. EHERHE, i8S "Remediate_with_ASR_CustomAction J
4, BEURAI LW |, ARER TEAL &R

Biig <&

MREH AWS B AEXE, AWS Business Support 8 AWS Enterprise Support
FOREB RS ZNEREE . U TEGHSRERA,

= RvE 30

BAXEFD,
2. BREVRN,

, BAIBER &

WA R RR 75 58
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https://console.aws.amazon.com/cloudformation/home?
https://aws.amazon.com/premiumsupport/plans/developers/
https://aws.amazon.com/premiumsupport/plans/business/
https://aws.amazon.com/premiumsupport/plans/enterprise/
https://support.console.aws.amazon.com/support/home#/

AWS i B BH L 22 EIE EEiE
AR i BY 2

BERM

SHHRTE | BEHUARG R

SR BRHMERS R,

SHEEBREM | BRENSEMERRMIIER,

EEBARY, SANBEMS  FESEAYRUEDEREGES. IRAEAERELER
REEREE  FRET—5  HHE.

o ~ w0 bh =

Ht&E A

1. 88T E  BARESHNBENXF,
2. st |, MR ARE,

3. BIEEEER,

4. J#1% Support BEBFERFTENEH.

7 B B P PRAF IR I RY R B
1. BAFERNE,

2. BET 58 UEMARBHERM,
3 B R BBk P

1. MBI M ENERRBEIR 5 5o
2. MRBEEFRELFBRARNBE , FEEFBEEM  BABRNET , AREFRK,

tn{aI R it 15 B 2 72
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R EMRS R

ERATIRERF , Bl AWS EETREMERTEFRG R

V1.0.0-V1.2.1

¥ 1.0.0 lRE 1.2.1 ik , FBE A Service Catalog f##BRZ % CIS F/=k FSBP Ff. EFBfEMA v1.3.0
Service Catalog,

1. & A AWS CloudFormation £ & WEEZE Security Hub EERS,

2. 1#1F Service Catalog UK ILEAHENFMH, BREMARLEFHE., AEIFERE,
3. #& Security Hub X E R FBRE S CISPermissions. template# 7,

4. & Security Hub BEE B MK IR F BBRWEEAFSBPMemberStack . template# 7,
5. BB F Security Hub TEIRF | BEERF RN RZEHEE |, REBEZFMER.

(® Note
CloudWatch Logs B#H HHERE., RMERBEEBABHNEFREBRNERREZELH
o
V1.3.X

1. automated-security-response-member.template B EKERFEBER .
2. automated-security-response-admin.template REEERFBER .

(® Note

BER VIS0 PHNEESHATREEBRETDFRRM, ERSET —EREAPEENE
HEE, FERATIIERRIESELREE :

1. A AWS Security Hub BB X2 A,
2. EEEBIIRFY , BIERE

3. BRI BERGIER,

4. FEIMBRER ASR 5EMIEE,

V1.0.0-V1.2.1 73


https://console.aws.amazon.com/cloudformation/home
https://console.aws.amazon.com/securityhub/home

AWS FHBEE{LRZEEE HiEEm

5. BIRMIBRHEE,

V1.4.0 REFRAS

HEBETE

1. automated-security-response-member.template R EEKRERFBER .
2. automated-security-response-admin.template fEEERFBER .

StackSet ZpE
¥ A @ StackSet , BERHEE K RRUNBHMERIEFZER StackSet,

iR BEBKRER , thZautomated-security-response-member-roles.templatef®R&
RE K IAM A, Wtk—X , FRELAGWEERMEREERE. E8-F CloudTrail | CloudWatch
CloudWatch F2#%5, RDS B BEREEMAFBETBERR , TUAFBBEREL SO0111-* A,

V1.4.0 REFHHRA &
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EEEEM

X MfE A EB 0 R 5
FRMAHREER | BAEH T FIRHMRARS ROBLHEERA.
HERANREACHEBNITE -

. EEEHBRARERENAEACHBERBNES TRBLEE (BEATDERLED

EventBridge #2181 ) , EEESIRFRBIEEASHIE.
- FEEFRFIEFTEFZMRARLRS , FOEREIHEACHBIEIELIRFHEH,

Security Hub FHIIRF BB FAERE RREERE .
- EEESHEBHAEIHIKREEESIRFNESNAETERMEBE (EEETHEILEH
EventBridge #8] ) o

- FERRFYEFTETIZMRARES , FVEELRFHESE , WSBHEFEEEINEEE
EHBENEREESRFNESE,

B T MRLAT AL AR R
- BEEEHEBAKGHERERERFNELPIBIEHIE Runbook WIEHIEMEISHE (EBBETE
fE=i £ B & EventBridge R 8 ) . EEHBEEZENKEMBTE,

- EEEHE MM EventBridge RAIMBI£BBIEE , WIEFHEAEESHBHHZRERENR
/EJJO EJEE HB%EU%IEEIPEEO

- RREE , RAEZBLEEEEINKEIRF 2B - HERE, WREH L AWS FSBP H CIS
1.2.0 i , FREMERAEEHBNEINEESIRS , AREEMERRKSHERBFZZNSEKE
bR 5 M2

H&EREA K S HE B R EFTRLZH Runbook :

- EEEMEBREHERSEZENKEHBEREREIRE MEEF EBEEFE Runbook A3 |18
BB & (BEBBEFTEESS B E) EventBridge Al ) .

- EEWSTEEERAWLREEETERMNIES  EENSEEARMEEEEZPEZLHE Runbook
WS 8, SR4IEN SBEETEAE "NOT Available" , LLEUH BB %1248 Runbook,

RAMERBI RS R 75
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ARBANERZRER SSM 28

- EHEEMBRAEHUEBEXTESHBHNEN SSM SR ANEERSEE (EBETHER
% B8 EventBridge R8I ) -

- TPEEHAEE  FBEEA "/Solutions/SO0111/<standard_name>/<standard_version>/status" HJ
SSM 2 E({E% A "No".

SNS &gl

RENEER

"severity": "INFO",

"message'": "00000000-0000-0000-0000-000000000000: Remediation queued for SC control
RDS.13 in account 111111111111",

"finding": {

"finding_id": "22222222-2222-2222-2222-222222222222",

"finding_description": "This control checks if automatic minor version upgrades are
enabled for the Amazon RDS database instance.",

"standard_name": "security-control",

"standard_version": "2.0.0",

"standard_control": "RDS.13",

"title": "RDS automatic minor version upgrades should be enabled",

"region": "us-east-1",

"account": "111111111111",

"finding_arn": "arn:aws:securityhub:us-east-1:111111111111:security-control/RDS.13/
finding/22222222-2222-2222-2222-222222222222"

}
}

EERINE

"severity": "INFOQO",

"message": "00000000-0000-0000-0000-000000000000: Remediation succeeded for SC
control RDS.13 in account 111111111111: See Automation Execution output for details
(AwsRdsDbInstance arn:aws:rds:us-east-1:111111111111:db:database-1)",

"finding": {

"finding_id": "22222222-2222-2222-2222-222222222222",

"finding_description": "This control checks if automatic minor version upgrades are
enabled for the Amazon RDS database instance.",
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"standard_name": "security-control",

"standard_version": "2.0.0",

"standard_control": "RDS.13",

"title": "RDS automatic minor version upgrades should be enabled",

"region": "us-east-1",

"account": "111111111111",

"finding_arn": "arn:aws:securityhub:us-east-1:111111111111:security-control/RDS.13/
finding/22222222-2222-2222-2222-222222222222"

}
}

EEERUE

"severity": "ERROR",

"message": "00000000-0000-0000-0000-000000000000: Remediation failed for SC

control RDS.13 in account 111111111111: See Automation Execution output for details
(AwsRdsDbInstance arn:aws:rds:us-east-1:111111111111:db:database-1)",

"finding": {

"finding_id": "22222222-2222-2222-2222-222222222222",

"finding_description": "This control checks if automatic minor version upgrades are
enabled for the Amazon RDS database instance.",

"standard_name": "security-control",

"standard_version": "2.0.0",

"standard_control": "RDS.13",

"title": "RDS automatic minor version upgrades should be enabled",

"region": "us-east-1",

"account": "111111111111",

"finding_arn": "arn:aws:securityhub:us-east-1:111111111111:security-control/RDS.13/
finding/22222222-2222-2222-2222-222222222222"

}
}
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BEEE
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iR AWS CIS PCI3.21 CIS14.0 NIST CIS3.0.0 ==&
FSBP v1.2.0 hix hix hix ID

ASR- DynamoDE DynamoDB.
Enabl 6 6
eDynamoD

DeletionP

rotection

DynamoDB
ZEMA
il ER IR

R ARV IS4
EEUFHIAEHE | SEREFERG FAER | SRR 5 R AT RIEHE CDK BHE
@, BRI TERRHE,

(® Note

UTHETEFNABRARZENERBALEE., RIBES K KZEBMRHFRERZRBIAIE
ASR #/=% SO0111 , LAMEREZHR BB B,

FEITEREBE
AWS Runbook t# BE){t 4 [ LA EERE T FIZELEd
ASR-<standard>-<version>-<control>

BE . ZeBENREE, EXARTS ASR XENEZEE, BH4BE "CIS, . TAFSBPL . "PCly .
TNIST, = "SCy Z2—»

MRS BRI, B , EXNEHFE ASR XENMANBERLRERF M,
BEE  EEcEHENESEID,. EXEANEREERER.
1. EREWRFEFEI Runbook ( REWRF ).
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AWS ) B Bt R 2 EIFE Gt
2. EEERFPHEYL IAM A1 (IAM),
3. (ER ) *EEAKRFHPEVYBABEERAL

SR1.EKERF (%) FEIL Runbook

1. A AWS Systems Manager = & WESREBEEE JSON HI &4,

2. BN WEERBEBEN BB Runbook, HHEHERREIFERD , EHASR-XHRSIBEBRTHEMX
BRI

3. EEEIRF K AWS Step Functions #&# 1T/ Runbook. &H Runbook A HIEESHAR , I
BEFE 1Y Runbook B ESE,

FR2 ERERFHEY IAM BE (IAM)

1. B A AWS Identity and Access Management £ &,

2. #£ 1AM SO0111 AElMBEHS K IEBIFNAR, AEZBAEL SO0111-
Remediate-<standard>-<version>-<control> Bi38, flan , JAR 18 CIS v1.2.0 2%l 5.6 , 8l
AEMNEAES SO00111-Remediate-CIS-1.2.0-5.6,

3. A &l BEUBEHENAE , AAFLER API RIUHITIEE,

LR, BB EERRERPMRE , TTH# AWS Security Hub H#) ASR BETBIEE BIEE.
SER3: (B ) rEEBRFHEYEBEERA

B8 (3 "BE. ) EER AWS Security Hub IRZIFREFE R R U BBITIEE. ERALRERZH , FF
=B R,

1. #2438 CloudWatch Events iR Z £ ZENEHIFR A, RANGTREES

standard_control_*AutoTrigger*,
2. REEANEMIEREMAEN,
3. 8% GeneratorIdELARFEMREEBE JSON GeneratorIdHH .
4. RELRARA,
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CDK TiFizsi &

WSz , ASREFEEFHTIERESERIFE. FHEHIF , ElastiCache.2 WHEMEHIEE
SC M AFSBP Ff.

(® Note

FIEFISEEERIEE SC FM , RATESH ASR PR ANAFIEBH. MRERITED
E—HEBEENFM (a0 AFSBP) , BIBRT SC FMzh , BT : (1) EBEHmEER
HIBFM (s) , = (2) &S 1B Z Y FE Security Hub Standard H EENFEFM. BEFER
B {EEEREEEM,

FELLE B |, ElastiCache.2 @ &£ T 5l Security Hub X+

- AFSBP

« NIST.800-53.r5 SI-2

« NIST.800-53.r5 SI-2(2)
« NIST.800-53.r5 SI-2(4)
« NIST.800-53.r5 SI-2(5)
- PCIDSS 4.0.1/6.3.3 ki

HA ASR TR R 2 E1E AFSBP 1 NIST.800-53 K9 F M , HUELERT SC 24 , BRIt S Eig
EELLFM,

Modify (5 )

+ source/lib/remediation-runbook-stack.ts

- source/playbooks/AFSBP/lib/ [standard name] _remediations.ts

* source/playbooks/NIST80053/lib/control_runbooks-construct.ts

- source/playbooks/NIST80053/lib/ [standard name] _remediations.ts
* source/playbooks/SC/lib/control_runbooks-construct.ts

+ source/playbooks/SC/lib/sc_remediations.ts

source/test/regex_registry.ts
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Add

+ source/playbooks/SC/ssmdocs/SC_ElastiCache.2.ts
 source/playbooks/SC/ssmdocs/descriptions/ElastiCache.2.md

 source/remediation_runbooks/EnableElastiCacheVersionUpgrades.yaml

® Note
% Runbook ERMERBAUREMFH , ARCRMENHAREE — 3,

 source/playbooks/NIST80053/ssmdocs/NIST80053_ElastiCache.2.ts
« source/playbooks/AFSBP/ssmdocs/AFSBP_ElastiCache.2.yaml

LR

1. B3 1818 Runbook,

2. 217 Control Runbook,

3. #%1@ Control Runbook E& Playbook &,
4. BIAEE 1AM AEHNESEE Runbook

5. EMEMAIER

S 1 B151E Runbook

ERARBESERN SSM X4, ©H4EAE AutomationAssumeRole 28 | EREEHITIEEN
AR IAM B, EIFIEE Runbook B , FRRIEEMN ERsource/remediation_runbooks/
EnableElastiCacheVersionUpgrades.yamlfiB &%,

FRE 8 Runbook #FEFTIEE source/remediation_runbooks/B .
FSER 2 : B2 %] Runbook

2%l Runbook 2 FM45ER Runbook , AIIEEMNZEIIMAELERER , WHITEHENIEE
Runbook. HAREFIE & ElastiCache.2 {E1E T8 E SC. AFSBP # NIST80053 F , Kt KM% A
ABEFMEBELFTNEFHHTFM, RAEBRITIER
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+ source/playbooks/SC/ssmdocs/SC_ElastiCache.2.ts
« source/playbooks/NIST80053/ssmdocs/NIST80053_ElastiCache.2.ts
« source/playbooks/AFSBP/ssmdocs/AFSBP_ElastiCache.2.yaml

Example

EERRNGEEREE , ASEBREER <PLAYBOOK_NAME>_<CONTROL.ID>.ts/yaml

ASR R FELEF M TypeScript # /9 laC 2% Runbook , MEAF ML EREE YAML #8, 2
ZEBFMPRENEHBAES ., THEHF  BRABNHEER 1aC B SC Fit.

£ SC FMh , BHYH#2%|E Runbook FEE HiEE ControlRunbookDocument It & &1518
Runbook BRI, FEEFLUUTEYH :

export class EnableElastiCacheVersionUpgrades extends ControlRunbookDocument {
constructor(scope: Construct, id: string, props: ControlRunbookProps) {
super(scope, id, {
...props,
securityControlId: 'ElastiCache.2',
remediationName: 'EnableElastiCacheVersionUpgrades',
scope: RemediationScope.REGIONAL,
resourceIdRegex: <Regex>,
resourceIdName: 'ClusterId’,
updateDescription: new StringFormat('Automatic minor version upgrades enabled for
cluster %s.', [
StringVariable.of( Parselnput.ClusterId’),
D),
1)
}
}

« securityControlld RE#IBZEEMIEHIIE ID , BATE Security Hub B & GHE G ERR H
E&E,

« remediationName R %1 Runbook EEN L,

- scope RERESENERER  EHEREEREHERBEREF,

 resourceldRegex R ARMBEZEMASHEEZ 1S Runbook Z &R ID HJ regex. {EFERREN
— @& , FTE B AREEETN, MRECEEEERME ARN , FE LB,

« resourceldName R EAMFH HEWER ID SR EMN B MBresourceldRegex , EEEREE
Runbook FHYEIR ID SEEBER.
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 updateDescription 2 — BRI , LR EIEIRIE Security Hub HRERERMN . BERHN
FH,

BN EAEHES WEBlcreateControlRunbook , B SEREMEBINFTHITEE, R
ElastiCache.2, 01 N FAR :

export function createControlRunbook(scope: Construct, id: string, props:
PlaybookProps): ControlRunbookDocument {
return new EnableElastiCacheVersionUpgrades(scope, id, { ...props, controlld:
'ElastiCache.2' });

}

HA controlld REMEEHRRFENFMEEBNZSRERERNES D

MR Security Hub #2418 EH B EEEZ 1518 Runbook B E , B LUEBSEBHIBE TH A ER
MEEL B : - getExtraSteps : A Security Hub REHHHEHIER N SESBERER

® Note
3B Security Hub B ESH# XL RIEETFER

- getInputParamsStepOutput : EZ#%H Runbook #J GetinputParams 5 BB i

- S{E&@HEE name, outputTypefl selector, selector R RgetExtraSteps HEZBEH
55 F B9 ME [EE 1 88,

 getRemediationParams : EHEEZ £ Runbook BB & , % GetinputParams % BR# H #8
'8

EERGES , FFEEE source/playbooks/SC/ssmdocs/SC_DynamoDB.1.ts X

HEE 3 : #5EE#E%] Runbook B2 Playbook &

HREL—EASBPEINSEEE1E Runbook , BEEMXAEKEEEEBEFEFMPNERIBEE
ERE, FEREEEES Runbook BT HILE,

/A Important
R IEE AR YAML M 3E typescript 1aC 23 #2 #I78 Runbook , BB 2| T — &,
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f£/<playbook_name>/control_runbooks-construct.tsEAFEIAIIEHE Runbook 1%
o, WTAR :

import * as elasticache_2 from '../ssmdocs/SC_ElastiCache.2';

#®E B Ay 3

const controlRunbooksRecord: Record<string, any>

WA EIRFIE ID ( FMSE ) HWHFBEBFBEMLRE I createControlRunbook I 5%

'ElastiCache.2': elasticache_2.createControlRunbook,

HKFMISENEZEEE ID FI8E AIEEEBE , <playbook_name>\_remediations.tsfITFT
N

{ control: 'ElastiCache.2', versionAdded: '2.3.0' },

versionAdded B EZ R BERFT RWEFRA, MRIFIGEEEREARKR/DRSE , FFigH
versionAdded, A URE FEEFMREHEF I SNIEHE Esolution_env.sh,

SER 4 BIAIEHE 1AM B ESE4 Runbook

BEBEHRERACH IAM B€ , EEHITEE Runbook FRER BRTFFH. ik, FEHRA

RunbookFactory.createRemediationRunbook’si% , FREASIBIES R 1 R E IS4 Runbook

T8 = 3R 5 %M CloudFormation &i7s,

£ Fremediation-runook-stack.ts , B{EIEE T RemediationRunbookStack$ERIFEE H

CHEREER, THRERNEERETRS ElastiCache.2 8EREMITH IAM A& F1151E Runbook

AN
(=

Y EREEEEEEEEEEES
// EnableElastiCacheVersionUpgrades
//
{
const remediationName = 'EnableElastiCacheVersionUpgrades'; // should match the

name of your remediation runbook
const inlinePolicy = new Policy(props.roleStack, “ASR-Remediation-Policy-
${remediationName} );
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const remediationPolicy = new PolicyStatement();
remediationPolicy.addActions('elasticache:ModifyCacheCluster');
remediationPolicy.effect = Effect.ALLOW;
remediationPolicy.addResources( ‘arn:${this.partition}:elasticache:*:
${this.account}:cluster:*");
inlinePolicy.addStatements(remediationPolicy);

new SsmRole(props.roleStack, 'RemediationRole ' + remediationName, { // creates
the remediation IAM role
solutionId: props.solutionlId,
ssmDocName: remediationName,
remediationPolicy: inlinePolicy,
remediationRoleName: ‘${remediationRoleNameBase}${remediationName}",

1)

RunbookFactory.createRemediationRunbook(this, 'ASR ' + remediationName, { // adds

the remediation runbook to the solution's cloudformation templates

ssmDocName: remediationName,

ssmDocPath: ssmdocs,

ssmDocFileName: ‘${remediationName}.yaml’,

scriptPath: “${ssmdocs}/scripts’,

solutionVersion: props.solutionVersion,

solutionDistBucket: props.solutionDistBucket,

solutionId: props.solutionlId,

namespace: namespace,

1)

SER 5 ENEAAR

BREENEBEHECRERLIITE TR,

B, BAAZEAHNRARKER (HMARHIE ) FEE source/test/regex_registry.ts
EBR, LERSHHERSE Runbook P EEMNEEFRAIREZENEHHTAE. LA
addElastiCacheClusterTestCasesEE AH] , AR ElastiCache 8B FERANRAIRIEN,

K&, CRFEEMSEHEENRR. RREZRAIZEFH CloudFormation HAEE , AREHYE ASR
ERREA e E, S deployment BT TS REMELRBESR

./run-unit-tests.sh update
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BEZCEREHBFNEMH | EEZTTENEZENDZER , UNSEAFTEERZENTBERGT R
B e o

118 F it

1 GitHub REfFE T8 AWS RS RFM LN BBt 2 O ENBERATE.

AWS CloudFormation EJR 2% AWS CDK THEIH K MERISEN FMEBAEXB oI AREILM
REFWFM. MERTCERNETFMOEFMEER , 528 GitHub A# README.md =R,

AWS Systems Manager 2 EFH 2

AWS LW BBt ZLEES A AWS Systems Manager 2R FZRERFEFREER. THBEHEE
RESEBFHRES

7 =] £
/Solutions/S00111/ A% FSBP {&1E &R EEEBEYNNEEFESR ,
CMK_REMEDIATION_ARN AWS KMS £i8& {5150 CloudTrail B
/Solutions/S00111/ ASR AXRmMZERH AWS fRRF RE R IR
CMK_ARN KMS &8

/Solutions/S00111/ fRRJT M Amazon SNS =R {SHSHMEHA
SNS_Topic_ARN ARN

/Solutions/S00111/ AWS Config E## SNS £%&  Config.1 1§18

SNS_Topic_Config.1

/Solutions/S00111/ Yes EREEES
sendAnonymousMetri

cs

/Solutions/S00111/ R R T RARA

version

/Solutions/ enabled BHEERBERRARYPE
S00111/<security RERAFMRE, B LG
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https://github.com/aws-solutions/automated-security-response-on-aws/tree/main
https://aws.amazon.com/cdk/
https://github.com/aws-solutions/automated-security-response-on-aws/blob/main/README.md#custom-playbooks

AWS L EBI{L R4 G e | G
7 =] £
standard long BEESF L UERAEHEE
name>/<version> /status disabled

/Solutions/ String
S00111/<security

standard long name>/

shortname

/Solutions/ String
S00111/<security

standard long

name>/<version>

/[<control> /remap

Amazon SNS 5 - (5 EEE

ZEEENEEERE, fH
0 : CIS, AFSBP. PCI

E— B H AL A R S —
FIEMENIEER , EE2H
25T A E AT S

AWS LW EB{tZ £ EEEE T Amazon SNS 2 SO0111-ASR_Topic. AEREAREMERIEE

EENER. ATEREEZHFEN=ETEEL.

Remediation queued for [.replaceable] <standard>"
in account [.replaceable] <account_ID>"

Remediation failed for [.replaceable] <standard>"
in account [.replaceable] <account_ID>"

control [.replaceable] <control_ID>"

control [.replaceable] <control_ID>"

[.replaceable] "<control_ID>" remediation was successfully invoke via AWS Systems

Manager in account [.replaceable] <account_ID>"

rm

FERE,

BF12 SNS T RESTES

Amazon SNS 5T B EFZ R4 BUR -

ERTHANE . ERTMEBCTEK , REHEE

TiB , RIEENSKRER AWS Config & HM/=

Amazon SNS £ - (§1E#E
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AWS ERE B RS EIE Vel
1. EEZE SNS TEMFTE.

2. EFTEERHRABEET | BEBl TRE .

3. BB TRTBIEMBRMRABR, WL TRTBIEMRMRABUR L EEURAEERM .

4. EH "RAEAN. EE,

5. BIEMBURHTEE JSON MRERR,

6. RFEE,

FHIBER -

R FE
{
"finding": {
"account": [
"11111111111211",
"222222222222"
]
}

CiREdEE:
{
"severity": ["ERROR"]
}

fik 438 ) 18 B &
{
"finding": {
"standard_control": ["S3.9","S3.6"]
}
}

Amazon SNS F# - CloudWatch 7R

IR T REE Y Amazon SNS & S00111-ASR_Alarm_Topic., AEEARBMHERE TR,

EMEA ALARM RENBE RFHEFBSEEZ TR,

Amazon SNS E 3 - CloudWatch 2R 143
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# Config A& R LRUE Runbook

R =TT AR B B ET AWS Config FAZE#E REE) Runbook. ZEEERKM , BEE .

1. BREEBEN AWS Config R BIE . ERLAE AWS Config 2 Security Hub & thiR B ZE £ RIFR
ERERPHRE,

2. EEF AWS Systems Manager 2 FHE , ARENEISZE,
3. RAIWBABREZRE /Solutions/S00111/ [.replaceable] Rule name from Step 1
4. EWEXEXNT :

{

"RunbookName" :"Name of SSM runbook",

"RunbookRole": "Role that Orchestrator will assume"

}

1. RunbookName 2% E#{ , #2181t Config # AIEE#11TH Runbook. RunbookRole =21
BEHTHACGKEREINACE, ETELEMN , MREX , HRABBERAFEARFHRES
==

2. FRESTHRE , BT LAERA Security Hub E# "Remediate with ASRy BETEIERIE1E Config &
Al
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FEOSWELERS RE—ERAERTIE, MEERNER  UREWRLERSRNEEREE
KB E .

ERERNE

LR T RUVEREBREEREEE AWS HEH, RIERAELENERE THREFERAIERS
R, HBERBNERNSR. AR K SRETIHEALEEZE AWS :

o FERARID - AWS fER7T R B

- HE— ID (UUID) - %18 AWS Security Hub B FEF15 18 2B B B 2= 4 R ME — 3 B &F
- FERER - ERRERERR

- BMTERER - WHEENESHNHEEER

- BRFRERE - EYHRRBHABEBRNYENRENSH

- REE - HFEMNE (EEBRABNBRER) R ( SBBIAKNIEH )
- SERAR - MERMUL P —RE\ERFAR

« Generator_id - Security Hub # BI& A

- B -EEEENER

« productArn - & Security Hub B [E15

- finding_triggered_by - M{THVEEEE ( BT BEN B BIHEE )

T
o
di

AWS BEEZEBIESRENER, ERIRES AWS BIAEERENR, &ZiREEHLLIhEE
B THIL B , BEE AWS CloudFormation E75,

1. # AWS CloudFormation £~ T & 2| &K A RE R,
2. FAX FHRERSFRE AWS CloudFormation &4,
3. T3z E &K AWS CloudFormation EiZ4<MR &Y [EER :

Mappings:

Solution:

Data:

SendAnonymizedUsageData: 'Yes'
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https://solutions-reference.s3.amazonaws.com/automated-security-response-on-aws/latest/automated-security-response-admin.template

AWS EHEBIb LR EE BEEmM

Mappings:
Solution:
Data:
SendAnonymizedUsageData: 'No'
4. B A AWS CloudFormation & &,
5 BENEVHE,
6. EEVHBEHEEHEARRY , BN LBHAESR,
7. BELEHAERT | BEEEER AR RAHHEBRE P REUREVEZR,
8. BET—F , WERAEEADLHBERERTREEENIER,

HERE R

« /B AWS Security Hub B B){t EIFEFIEE

CIS Amazon Web Services Foundations EX815 |, 1.2.0 iR
AWS Eff R+ BEBERKFE

SN FEXERLLEXE (PCIDSS)

B SRABE R SRR (NIST) SP 800-53 #£2THR 5

BRtE
T HUBA A ST ER

* Mike O’Brien

* Nikhil Reddy

+ Chandini Penmetsa
* Chaitanya Deolankar
« |\ A Granat

* Tim Mekari

» Aaron Schuetter

* Andrew Yankowsky
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https://aws.amazon.com/blogs/security/automated-response-and-remediation-with-aws-security-hub/
https://www.cisecurity.org/cis-benchmarks/
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+ Josh Moss

« Ryan Garay

« Thiemo Belmega
* Mykhailo Markhain
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BB 2020 E 8 A (LXEHBEH : 2025F 1 8)

HiFEmR

FiEEH GitHub fEETR A CHANGELOG.md , LUB KRR A4S E /Y RS IE .
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A Y n
T =

EFRERUEANHTNETETECHEIUNE, AXH : (a) EHSE , (b) KR AWS BAIHVEmM
EmMNER SLERVNERARSAMEE  AF5TEHA , B (c) T8/ AWS REHWBLR., #
FERRRELEMEMAGERRE, AWS ERSURE "HEE, RHF#  THEMHATHIERNRE. &
REMRSE. AWS HEEFHEEMERB AWS HEB2ES , AXX4TBR AWS BEEF 2 BHNEM

e, LT EHHETER

AWS LH B EB){r L2 O fER4R#E Apache Software Foundation 328 Apache License 2.0 iR &
TRE,
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