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Remediation History (1)
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S executed in the past for all member accounts.

Web Ul A9 GuardDuty.IAMUser ERE%E

A

—

Confirm GuardDuty Credential Rollback X

This will restore the IAM principal to its pre-containment state: re-enabling access keys,
restoring console access, and removing the deny-all policy.

Only roll back after completing your investigation and confirming the threat has been
resolved. 1AM configuration backups are retained for 90 days.

P

/N Auto-remediation is enabled for this control
Automatic remediation is enabled for GuardDuty.lAMUser. After this rollback,
ASR may automatically re-remediate the finding, reversing the rollback. Disable
auto-remediation for this control before rolling back if you want the change to
persist.

Cancel Rollback Containment
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B 3.1.0 i , RS REE AWS KMS REUERE(L , TR BREFRERERELN 70%

- S3 TSI | B S3 MBIRIERN AWS KMS GenerateDataKey FEIY

- SQS EXSWMEEMEA : ASMEH 60 2 EREHARE
« Secrets Manager fREX : Lambda BREHHI 5 28 TTL

MEERE EERENMMS S RENTREIFRENILERS 10-15 ER
L peS 8

B REMA , MAERE

AWS KMS RA&FHEL
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https://aws.amazon.com/waf/pricing/
https://aws.amazon.com/cloudtrail/pricing/

AWS EHEE{tZ2MEE

HiEEE

EE#HH (8A)

(@ Note

T3 €86IH#Y Amazon DynamoDB B 7 T ERENRAERERNEEBELLHER R, #
RARNEMER R — BEERE, ERERFE, BHER, BAR, FENEREIRS

R — REATBENER AR TEERBREMER, ELEH thRERER ARKE Slack, JIRA

= ServiceNow $8i& ; R EN S EEEE S HIE — @ AWS Secrets Manager W& ( FE2H
R crEREK ) . AWS Lambda #1 Amazon SNS BB H BREEANEE (BH2RSENE
ESEE A 8 E Lambda BB , AR A MV S(EERE SNS =3 ) ; EHEIERNEFEREY
BEH , ELH Lambda ( F 1M{EFEXR 0.01 &t ) M SNS (F IMEFRERKR050E7T) B
18 TR 0.01 £, AWS WAF ( & H Bot Control EERHEEHRER ) REHBERA
Web Ul B &6l , BABREERA Web Ul B 2B Z WAF {REM API Gateway.

#5188 300 E&HH

- 10 fEIRF. 1 BESE
« #{Baccount/Region/month 30 {E{&#

« &{Baccount/Region/month ZE#Y 500 f@ Security Hub FIE/&EE

- Web Ul E=H
- BERGEER
- SRABKA 1470 ET

AR % Bl

AWS Systems Manager B8 88 : ~4 B8R * 300 {E{S#
16 *$0.002 = $2.40

KRR ;10 ¥ * 300 @5
*$0.00003 = $0.09

AWS Security Hub REAFTERE

Amazon CloudWatch Logs # GB0.50 %t

#HEA [usD]

249 £t

0 USD

<0.01 &%

EEES (8R)
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AWS EH BBt R MEE

HiEEE

AR 7%

AWS Lambda - &3k

AWS Lambda - B8R

AWS Step Functions

Amazon EventBridge #3 Al

B 12

300 {E{&#E * 7 @R =
2,100 @R

5,000 EFEHER * 1 E5ES
=5, 000 {AzER

$0.20/1, 000 , 000 fEFEK =
#1E7E>R $0.0000002

(512MB 52188 )

4, 000 Z® * 300 {@{&# *
$0.0000000083 = $0.00996

449 Z® * 5, 000 AFEER
*$0.0000000083 = $.0186

19 {EHRREEEH# * 300 fEIIE1R =
5,700

$0.025 * (5, 700/1 , 000) J/ &=
# = $0.14

BRATKRE

#HEA [usD]

0.00142 %=t

0.029 &7t

0.14 £t

0 USD

EEES (8R)
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AWS EH BBt R MEE

HiEEE

AR 7%

AWS Key Management
Service

Amazon DynamoDB

Amazon SQS

Amazon SNS

B 12

1 E&#® * 10 @RS * 1 @R
5 * $1 =810

( INZR/fRZR APl FER )

(300 fEM&#E * 2 EFER ) +
(5,000 BRAERER * 4 EFE
) =20, 600 fE5E>

£/ AWS KMS HREX :
20, 600 *0.30 =6, 180 @&
sk

£ 10, 000 fE75E>R $0.03 =
$0.03 * (6, 180/10, 000) =
$0.02

$2.00*1, 000 , 000 EEFE
A =$2.00

(FAEHERK ) 15MB * 10 &
MRS * 1 {EEE = 150MB

(EsEFcEkk ) 10MB * 10 {&
¥RF * 1 {EEE = 100MB

#A® GB0.25 %7t *0.25
GB =0.0625 %7t

$0.40* 1, 000 , 000 fEFEX =
$0.40

$0.50 * (600 /1, 000 , 000 i&
') =$0.0003

#HEA [usD]

10.02 £ 7T

2.0625 %£7T

0.40 &£t

0.000 %£7t3

EEES (8R)
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AWS EH BBt R MEE

HiEEE

AR 7%

Amazon CloudWatch - &

Amazon CloudWatch - &%

Amazon CloudWatch - /xR

Amazon CloudWatch - X-Ray
B

#Et

Bl
(BFERERER)
$0.30 * 7 fE BFT 4% = $2.10

$0.01 * (300 put metrics API
call /1, 000) = $0.003

$3.00 * 1 fE#ERR = $3.00
( EFRERER)
$0.10 * 4 {EE& = = $0.40

300 @& * 7 @K =
2, 100 1@ Lambda F#AH

5,000 EARELER ~ 1 @EE>
=5, 000 1@ Lambda 58 /A

Z{EEH#t $0.00005 * 7 , 100
EiEHt = $0.0355

il 2 : 8A 300 fEEm (A Web Ul)

« 10 EtRF. 1 EEE

« &{Baccount/Region/month 30 {E{&#
« & {Baccount/Region/month ZXEHY 5 , 000 18 Security Hub & E

- BRA Web UI
- B)ERREEH
- BAEMRA 49.31 E£T

#HEA [usD]

210 &t

3.00 £t

0.40 &£t

0.0355 &7t

1470 E£7T

EEES (8R)
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AWS EH BBt R MEE

HiEEE

AR

AWS Systems Manager B &)
1t

AWS Security Hub
Amazon CloudWatch Logs

AWS Lambda - &3k

AWS Lambda - B S

AWS Step Functions

Amazon EventBridge #3 Al

AWS Key Management
Service

Bl 12

S . ~4 BLSER * 300 E&HE
*$0.002 = $2.40

BHERERT : 10 # * 300 {E{&4@
* $0.00003 = $0.09

REAFTERS
# GB0.50 5t

300 {Ef&# * 7 K =
2,100 @S>

5,000 EAEHER * 1 @FE3
=5, 000 {EFE>

$0.20/1 , 000 , 000 fEIFER =
#|IXFER $0.0000002

(512MB FEiEE )

4,000 Z# * 300 fEEHE
$0.0000000083 = $0.00996

449 Z® * 5, 000 AFEER
*$0.0000000083 = $.0186

19 {EHRREEEH# * 300 @154 =
5,700

$0.025 * (5, 700/1 , 000) J/
# = $0.14

BRATKE

1 fE&8 * 10 @RS * 1 E=
5 $1=9$10

( INBR/ERZR APl FER )

#HEA [usD]

249 7T

0 USD
<0.01 &£t

0.00142 %=t

0.029 &£t

0.14 &£t

0 USD

10.02 £ 7T

EEES (8R)
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AWS EH BBt R MEE

HiEEE

AR 7%

Amazon DynamoDB

Amazon SQS

Amazon SNS

Amazon CloudWatch - 52

Amazon CloudWatch - &3k

Bl #REHM [usD]

(300 fEMEHE * 2 EFER ) +
(5,000 EFREER 4 EE
k) =20, 600 fEZE:>

£/ AWS KMS HREX :
20, 600 *0.30 =6, 180 @&
sk

£ 10, 000 fE75E>R $0.03 =
$0.03 * (6, 180/10, 000) =
$0.02

$2.00* 1, 000, 000 EEXFME 2.0625 %t

A =$2.00

(FAEHERK ) 15MB * 10 &
MRS * 1 {EEE = 150MB

(EsEFcEkk ) 10MB * 10 {&
WS * 1 {EEE = 100MB

#A® GB0.25 %7t *0.25
GB =0.0625 %7t

$0.40* 1,000, 000 fEZEk = 0.40%x

$0.40

$0.50 * (600 /1, 000 , 000 &  0.000 %73

') =$0.0003
( BEREHEEE) 210 £
$0.30 * 7 B BETHE1E = $2.10

$0.01 * (300 put metrics API
call/ 1, 000) = $0.003

$3.00 * 1 fEE =R = $3.00 3.00 &£t

EEES (8R)
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AWS EH BBt R MEE

HiEEE

AR 7%

Amazon CloudWatch - /R~

Amazon CloudWatch - X-Ray
1E Mt

Amazon Cognito

Amazon CloudFront

Amazon S3

Bl
(BFERERER)
$0.10 * 4 &~ = $0.40

300 {E1&4E * 7 EFEK =
2, 100 {& Lambda FAH

5,000 ARELER * 1 @EFE>S
=5, 000 1@ Lambda A H

=Z{EEH#t $0.00005 * 7 , 100
EiEHt = $0.0355

(EEXBR)
500 fE=Z REFRAREME

& 15 & PHE i 2 R R A AR
(48 GB) = 0.020 £ 7

EEE R S0 EREE (8
GB) = 0.085 %t

BRFIAE HTTP FEMEE
(% 10, 000) = 0.0075 =T

(Ul 5EE )

¥ GB $0.023 * 0.002 GB =
$0.00046

(BSLFCSREL ) = GB
$0.023 * 0.50 GB = $0.0125

&1, 000 1@ GET 53K
$0.0004

#HEA [usD]

0.40 £t

0.0355 &7t

0 USD

0.1125 &t

$0.0125

EEES (8R)
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AWS EHEE{tZ2MEE

HiEEE

AR 7%

AWS WAF

Amazon API Gateway

it

&5 3:8A 3,000 A&
. 100 EIESE. 1 AR

Bl
1Web ACL =8 A 5.00 £t

10 AR A * SEFRA $1.00 =
$10.00 (7 18 AWS Z &8 8
B+ 3 BEURRAERINSR
al)

Bot Control E2RHEMRE =
A 10.00 £5% ( MES 100
1MEE K 1.00 =TT 1M00

E@ WAF R 060%7T , ™
E71E Web Ul 58 RERE T2
BE )

SBHE REST API BEIY 3.50 3
7T

« #&{Baccount/Region/month 30 1E1&#
« & {Baccount/Region/month 2 #Y 500 1@ Security Hub FEREEE

- Web Ul EFH
- BERFEEER

- BABMKZA 106.49 X7t

AR

AWS Systems Manager B &)

1t

GIE=

HBR . ~4ESER*3, 000 @
&% * $0.002 = $24.00

#HEA [usD]

25.00 &7t

3.50 £t

49.31 £ 7T

#HEA [usD]

2490 &£t

EEES (8R)

33



AWS EH BBt R MEE

HiEEE

AR 7%

AWS Security Hub
Amazon CloudWatch Logs

AWS Lambda - 53R

AWS Lambda - 3 4&

AWS Step Functions

Amazon EventBridge #3 Al

B 12

FHERE . 108 * 3, 000 &
&4 * 0.0000 % 7t3 = 0.90 %
JT

REAFTERS
# GB 0.50 &7t

3, 000 {E{&4#E * 7 EFER =
21, 000 {AzE3

50, 000 EREFER * 1 EFE
5k =50, 000 fEFER

$0.20/1 , 000 , 000 fAER =
FIRER $0.0000002

(512MB S2i&8e )

4,000 ZE#® * 3, 000 fE{E# *
$0.0000000083 = $0.0996

449 Z# * 50 , 000 fERERE
R * $0.0000000083 = $0.186

19 {EARREEH * 3 | 000 1@1E
# =57, 000 1@

$0.025 * (57 , 000/1 , 000) M
B =$1.425

BRATKE

#HEA [usD]

0 USD
<0.01 &%

0.01 &7t

0.29 &7t

1.425 £ 7T

0 USD

EEES (8R)
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AWS EH BBt R MEE

HiEEE

AR 7%

AWS Key Management
Service

Amazon DynamoDB

Amazon SQS

Amazon SNS

B 12

1 B€5# * 100 @EiRF * 1 EE
1 * $1 = $100

( INZR/fRZR APl FER )

(3, 000 fEf&#E * 2 EIRER ) +
(50 , 000 EFHERER * 4 EF
R ) =206, 000 {EzES

£/ AWS KMS HREX :
206 , 000 * 0.30 =61 , 800 1@&

£ 10, 000 fE75E>R $0.03 =
$0.03 * (61, 800/ 10, 000) =
$0.185

$2.00*1, 000 , 000 EEFE
A =$2.00

(PBEHKEL) 15MB * 100
ERE * 1 {EEH =1, 500MB

(BEEce#ksk ) 10MB * 100
RS * 1 =i = 1, 000MB

BHA®GB0.25%T *2.5GB
=0.625 £t

$0.40* 1, 000 , 000 fEFEX =
$0.40

$0.50 * 1, 000 , 000 fE@EZN =
$0.50

#HEA [usD]

100.185 & T

2.625 %7t

0.40 &£t

0.50 &£t

EEES (8R)
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AWS EH BBt R MEE

HiEEE

AR 7%

Amazon CloudWatch - &

Amazon CloudWatch - &%
Amazon CloudWatch - /R

Amazon CloudWatch - X-Ray
B

it

g%l 4 A 30, 000 {E1&4

« 1,000 @RS, 10 EEF

Bl
(BFERERER)
$0.30 * 7 fEIEHETHE1E = $2.10

$0.01 * (3000 / 1 , 000) FhiE 1
1= API FEAY = $0.03

$3.00 * 1 fE{E &R = $3.00
$0.10 * 4 &~ = $0.40

3, 000 E{&4#E * 7 EFEK =
21, 000 1@ Lambda 58 A

50, 000 EFAEHER * 1 EFE
3k =50, 000 f@ Lambda &

Z{E& 3t $0.00005 * 71, 000
EE&#t = $0.355

« #{Baccount/Region/month 30 {E{&#

« & {Baccount/Region/month ZE#Y 500 1@ Security Hub FEREEE

- Web Ul E=H
- BEREEHA
- SREKA 7, 360.00ET

AR %%

AWS Systems Manager B E)
1t

B 12

HER . ~4 {BLER * 30 , 000 {&
&4 * $0.002 = $240.00

#HEA [usD]

213 %t

3.00 £t
0.40 &£t

0.355 &7t

106.49 £ 7T

#HEA [usD]

249.00 7T

EEES (8R)
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AWS EH BBt R MEE

HiEEE

AR 7%

AWS Security Hub
Amazon CloudWatch Logs

AWS Lambda - 53R

AWS Lambda - 3 4&

AWS Step Functions

Amazon EventBridge #3 Al

B 12

FERE : 108 * 30, 000 R
&% * $0.0003 = $9.00

REAFTERS
# GB 0.50 &7t

30, 000 1E&#E * 7 EFEK
210, 000 {E&3K

5,000, 000 fEAERER * 1
fEIFER =5, 000 , 000 {EFER

$0.20/1 , 000 , 000 {EzER =
FIRER $0.0000002

(512MB S2i&8e )

4, 000 E#® * 30, 000 {EIEHH
*$0.0000000083 = $0.996

449 Z * 5, 000 , 000 &
FERR * $0.0000000083 =
$18.63

19 {EAREEE#: * 30 , 000 @&
# =570, 000 &

$0.025 * (570 , 000/1 , 000)
MEH = $14.25

BRATKE

#HEA [usD]

0 USD
<0.01 &%

1.042 £ 7T

19.63 7T

14.25 £ 7T

0 USD

EEES (8R)
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AWS EH BBt R MEE

HiEEE

AR 7%

AWS Key Management
Service

Amazon DynamoDB

Amazon SQS

Amazon SNS

B 12

(1£%8) $1*1, 000 EIES *
10 {EE1 = $10 , 000

( INZR/fRZR APl FER )

(30, 000 fAE# * 2 EER )
+ (5,000, 000 ERFERER *
4 55k ) =20, 060 , 000

£/ AWS KMS 1REY :
20, 060, 000 * 0.30 =
6, 018, 000 {AzEs>

% 10, 000 fEE53k $0.03
- $0.03 * (6, 018 , 000 /
10, 000) = $18.05

$2.00 * (10, 000 , 000 FEELH
B A/1, 000, 000) = $20.00

(AEHRK ) 15MB * 1000
Ew&S * 10 {82 = 150GB

( BEEEE#ksk ) 10MB * 1000
fEtR~ * 10 {@EHE = 100GB

B8 A% GB0.25 %7t * 250 GB
=62.50 &t

$0.40 * (5, 060 , 000 f&7&E
5k/1, 000 , 000) = $2.024

$0.000005 * 1, 000 , 000 1@
B = $0.50

#HEA [usD]

10, 018.05 %7t

82.50 &£t

2.024 £t

0.50 &£t

EEES (8R)

38



AWS EH BBt R MEE

HiEEE

AR 7%

Amazon CloudWatch - &

Amazon CloudWatch - &%

Amazon CloudWatch - /xR

Amazon CloudWatch - X-Ray
B

#Et

Bl #REHM [usD]
(BFERERER) 240 £
$0.30 * 7 fE BFT 4% = $2.10

$0.01 * (30 , 000/ 1, 000) £k
B 248 API FEIL = $0.30

$3.00 * 1 fEERR = $3.00 3.00 £t
( EFRERER) 0.40 £t
$0.10 * 4 {EE& = = $0.40

30, 000 1Ef&#E * 7 @FEK = 26.05 E T
210, 000 1@ Lambda A H

5,000, 000 {EFAEHR *
1 {E553k =5, 000, 000 &
Lambda @A

E=1E&Ht $0.00005 *
5,210, 000 fEi&H#t = $26.05

7 , 360.00 =7t

il 5:8A 30, 000 {E{&4# ( BRXA Web Ul)

« 1,000 @RS, 10 EEF

« #{Baccount/Region/month 30 {E{&#
« & {Baccount/Region/month ZE Y 500 1@ Security Hub & E

- BRA Web UI
- B)ERREEH
- BAERAT7,393.10 ET

EEES (8R)
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AWS EH BBt R MEE

HiEEE

AR 7%

AWS Systems Manager B &)
1t

AWS Security Hub
Amazon CloudWatch Logs

AWS Lambda - 53R

AWS Lambda - 348

AWS Step Functions

Amazon EventBridge #3 Al

B 12

SR ~4 L ER * 30, 000 &
&% * $0.002 = $240.00

FERE  10% * 30, 000 1@
&#8 * 0.0000 %753 =9.00 %
JT

REAFTERS
# GB 0.50 &7t

30, 000 &% * 7 EFEK =
210, 000 {E&3K

5,000, 000 fEAERER * 1
fElFER = 5, 000 , 000 {EFER

$0.20/1 , 000 , 000 {EzER =
FIRER $0.0000002

(512MB S2i&8e )

4, 000 E#® * 30, 000 {EIEHH
*$0.0000000083 = $0.996

449 Z * 5, 000, 000 &
FERR * $0.0000000083 =
$18.63

19 {EREEE#: * 30 , 000 @&
# =570, 000 &

$0.025 * (570 , 000/1 , 000)
MEH = $14.25

BRATKE

#HEA [usD]

249.00 £t

0 USD
<0.01 &%

1.042 £ 7T

19.63 7T

14.25 £ 7T

0 USD

EEES (8R)
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AWS EH BBt R MEE

HiEEE

AR 7%

AWS Key Management
Service

Amazon DynamoDB

Amazon SQS

Amazon SNS

B 12

(1£%8) $1*1, 000 EIES *
10 {EE1 = $10 , 000

( INZR/fRZR APl FER )

(30, 000 fAE# * 2 EER )
+ (5,000, 000 ERFERER *
4 55k ) =20, 060 , 000

£/ AWS KMS 1REY :
20, 060, 000 * 0.30 =
6, 018, 000 {AzEs>

% 10, 000 fEE53k $0.03
- $0.03 * (6, 018 , 000 /
10, 000) = $18.05

$2.00 * (10, 000 , 000 FEELH
B A/1, 000, 000) = $20.00

(AEHRK ) 15MB * 1000
Ew&S * 10 {82 = 150GB

( BEEEE#ksk ) 10MB * 1000
fEtR~ * 10 {@EHE = 100GB

B8 A% GB0.25 %7t * 250 GB
=62.50 &t

$0.40 * (5, 060 , 000 f&7&E
5k/1, 000 , 000) = $2.024

$0.000005 * 1, 000 , 000 1@
B = $0.50

#HEA [usD]

10, 018.05 %7t

82.50 &£t

2.024 £t

0.50 &£t

EEES (8R)
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AWS EH BBt R MEE

HiEEE

AR 7%

Amazon CloudWatch - &

Amazon CloudWatch - &%

Amazon CloudWatch - /xR

Amazon CloudWatch - X-Ray
B

Amazon Cognito

Amazon CloudFront

Bl #REHM [usD]
(BFERERER) 240 £
$0.30 * 7 fEIEHETHE1E = $2.10

$0.01* (30, 000/ 1 , 000) A&
B 548 API LY = $0.30
$3.00 * 1 fEERR = $3.00 3.00 £t
( BERAEREER) 0.40 &7t
$0.10 * 4 fEZ = = $0.40

30, 000 {Ef&# * 7 AR = 26.05 £t

210, 000 1@ Lambda A H

5,000, 000 {EFAEHR *
1 {E553k =5, 000, 000 &
Lambda @A

E=1E&Ht $0.00005 *
5,210, 000 fEi&H#t = $26.05

(BEEAR) 0USD
5,000 EESBEARERE

[ i3 & R 2 R 15 [ AR 27
(45 GB) = 0.020 £ 7%

0.1125 &7t

ESEEEIEREE (7
GB) = 0.085 £t

ERFIE HTTP HEMER
(%10, 000) = 0.0075 &7t

EEES (8R)

42



AWS EH BBt R MEE

HiEEE

AR 7%

Amazon S3

AWS WAF

Amazon AP| Gateway

it

/A Important

IR SHAER [usD]
(Ul 5% ) 430 5T

# GB $0.023 * 0.002 GB =
$0.00046

(BSRCsREWL ) &= GB
0.023 USD * 100 GB = 2.30
usSD

£ 1, 000 {8 GET &K
$0.0004 * 5, 000 {EZFER =
$2.00

1 Web ACL=%8HA 5.00 £t 25.00 &7t

10 {E# 8l * SE# Al $1.00 =
$10.00 (7 1@ AWS ZE#R Al
B +3EUERAERMA
Al)

Bot Control & 28 & &R A
#E =18 10.00 £ (MLt
& 100 1MF® 3K 1.00 =M=
1MO00 E 1B WAF 553k 0.60 %
JT , METE Web Ul 55 R
[= 7] 28K )

288 RESTAPI A} 350 & 3.50 &7t
JT

7 ,393.10 £t

B A EF , AWS KMS Key Rotation Costs AWS Key Management Service (AWS KMS) &
FEEDRBR-AEFZETR. BARMHEELSEESBEF 1.00 USD WA, Bl ,

EEES (8R)
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AWS FHBEE{LRZEEE HiEEm

EE—EEREA 1000 BIRF | EREEHENNSE 1000 5T (1 FE#HIR x 1000 HEH x
1.00 £7T ) o

ERIENENEA
A E S B B2 Ikt R 7 RAVZEA ThREA BB EEANE A,
i8R CloudWatch &

MREBEREBEE S BIFyesAH EnableEnhancedCloudWatchMetrics Z28UZE |, R A RS EEE
ZHIEID BUMBERTEREN —EER, HABRAREEZEIDs BB, ETRYP , BARRKEEA
BELEB 96 AT RRYIES IDs , SAOHIETR A LR,

BR 7% 5% 96 IDs * 2 =192 A BEET SHAE&H [usD]
BE

Amazon CloudWatch - 151& $0.30 * 192 B HETHEE = 57.60 £ T
$57.60

Amazon CloudWatch - 7~ $0.10 * 96 A& R = $9.60 9.60 =7t

st 67.20 £t

E‘i:,-l

CloudTrail E4R

HEBABFERRNRENEBEREIRFF , #RAFREE CloudTrall EHEHMAERAETES
o Lambda NS EHEH RS REANSEN. ERTHARCIRFINEESHEBER K RA
BRT REBNSHMHERHEEIEH Lambda BNEUEE,

HRT&R, RFAIBRIRFHESMEASR 150, 000 BEESH. ERERAFURNEIRFHFHNERERSEH
5%@]0

R %5 Gk ZAERA [usD]
AWS CloudTrail 150 , 000 * $2.00/100 , 000 =  3.00 T
$3.00

ERDENENER 44



AWS FHBEE{LRZEEE HiEEm

AR 7% Bl #HEA [usD]
Lambda 150, 000 * 0.2 *0.125 = 0.0925 %t

3, 750 GB-®

3, 750 * $0.0000166667 =
$0.0625 & & R R A

0.15 * $0.20 = $0.03 FBR KA

$0.0625 + $0.03 = $0.0925 #&
Lambda p{ 2~

#Et BEKEWRF 3.09 &£

ZE

ESE AWS EfEE FBERRR  £F AWS cBEREARREEE, LEFAERTRDENE
EERE RS AWS SFFE. EEBNZH T  SEEIRERRK. ERLE  URRBRFEMER
MERZEM, MF AWS ZEMNFMET , FiEh AWS ERL e,

AP| Gateway Z£ B %

MRERFRAMAT RN Web EAETE , Bl APl Gateway REST APl &EE Admin
CloudFormation & —£ZFE , A Web Ul PATERENRIR, FBRFRIFEHN RESTAPIEEHA
API Gateway 8% TLS R2BX , bR R2TLS-1-2[E1F APIs,

T8 , #E#BF Admin CloudFormation # &2 % , LA LUBEFEE BN TLS RLBERXK
BET#RRTRH REST API, a0 , BAJLUESEE TLS_1_2 security policy RPEHIfEA
TLSv1.2 5 TLSv1.3. AT LAFE API Gateway T3 A R B R5 RN REST APl , B8A
AutomatedSecurityResponseApi.

EERMRAEN RESTAPI BELZSLHBXK , B4 ALREEBEEE, NEHMEN , F2E AP

Gateway /38 REST APIsiy BRI #8iE& &,

MBI R L BURHIEE REST API BVFFME , 552/ APl Gateway IEEHH1E API Gateway F & &
9 REST API BiTHBELEERLBUE.



https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/security/
https://docs.aws.amazon.com/apigateway/latest/developerguide/how-to-custom-domains.html
https://docs.aws.amazon.com/apigateway/latest/developerguide/how-to-custom-domains.html
https://docs.aws.amazon.com/apigateway/latest/developerguide/apigateway-custom-domain-tls-version.html
https://docs.aws.amazon.com/apigateway/latest/developerguide/apigateway-custom-domain-tls-version.html
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IAM B &

AWS Identity and Access Management (IAM) & &1 EX A& BN FEBER MEF B RiG AWS E
WARREMERE, LFERFREEL IAM A6, RFFAARNEBCEBEIE , LWESEE
WS EFF AT ERITIEEBRE,

EEEIIRFHK Step Function E18Rk# SO0111-ASR-Orchestrator-Admin &, RENABFEES
& 5K Btk & P #&4E SO0111-Orchestrator-Member, SEEEAGHATFREACKEEER AWS
Systems Manager BR#& , SAEI{T4ERIEE Runbook, 1EEABZMEEL SO0111 BHSE , BREER
41518 Runbook BBH R, HlfN , SO0111-RemoveVPCDefaultSecurityGroupRules 2 ASR-
RemoveVPCDefaultSecurityGroupRules &% Runbook HI & &,

X B AWS B

/A Important
EMRARTPRAZAYEANEGROXESENEEFE, BOUFER , U T EEEERARE
RERWROTH, HlIn , REEZRA Web Ul , 448557 GovCloud [EiZ HE B 7R
FE , B%A GovCloud (US) A3 CloudFront,

EEAE [E AT
EERIP (BRME) us-east-2
EEREP (HF EamdtEB) us-east-1
KEIFEED (HnF e sadbER) us-west-1
EEPEES (REIM) us-west-2
Africa (Cape Town) af-south-1
DAHE (FE) ap-east-1
DARME (BEAE) ap-south-2
DEAHL[E (HEHNE) ap-southeast-3
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https://docs.aws.amazon.com/govcloud-us/latest/UserGuide/setting-up-cloudfront.html
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HiEEE

B &

DAME (FEEA)
DXREE (ZE)
BAHE (KR)
DAEE (H)
TAEE (F7 )
DAEE (EH)

TA B ()
nZEX (HE)

B CER=AE)

B (ZRE)

BN (fR2)

B (CRE)

Europe (Paris)

B (FEEEST)
Europe (Stockholm)
BN (BRIR )
Middle East (Bahrain)
FR (A ABE K AE)
rAEM (BRE)

AWS GovCloud (US-East)

BT

ap-southeast-4

ap-south-1

ap-northeast-3
ap-northeast-2
ap-southeast-1

ap-southeast-2

ap-northeast-1
ca-central-1
eu-central-1
eu-west-1
eu-west-2
eu-south-1
eu-west-3
eu-south-2
eu-north-1
eu-central-2
me-south-1
me-central-1
sa-east-1

us-gov-east-1

XEH AWS EiF
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HiEEE

EiEE 8

AWS GovCloud (US-West)
PE (db=R)

hE (£H)

L& (FhiEx)
INEREER (50 F)
SHE (EAFM)
TAES (£H)
DAMH[E (FFRAED)
TmAEE (A1k)
DAEE (BFEER)

(® Note

EAARIIHEH AWS BEEMATLEBAMEESE , BEEZ-RAIE,

[

RISECER (B ARSI & AWS IRFHRBERSURER B K AE.

SeEER T R AWS BRIGHY L EE

AREE ST RS EZTEFNESEREHEZANEHE. MEFMER

E AT
us-gov-west-1
cn-north-1
cn-northwest-1
il-central-1
ca-west-1
mx-central-1
ap-southeast-7
ap-southeast-5
ap-east-2

ap-southeast-6

ESE AWS RIS ELEE,

EANTERZMEZREN HE. EEETURERNER TREXXM4FHRE AWS BRIEH Service
Quotas , FER AW PDF /R i B M B A E PV E A,

[
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https://docs.aws.amazon.com/general/latest/gr/aws_service_limits.html
https://docs.aws.amazon.com/general/latest/gr/aws-general.pdf#aws-service-information
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AWS CloudFormation Bt%&

B AWS IRFEEE RS RPAE HERFEFTEMN AWS CloudFormation BL&E, &R T ##
ELHEE BB ERESHEIE BRI BU RS RNVEERR, NEFMENR , F20 (AWS
CloudFormation £ A& 1E®) FH) AWS CloudFormation BtZ, AWS CloudFormation

Amazon CloudWatch Bt 28

&8 AWS tRFE BB B CloudWatch ERBUER B Amazon CloudWatch EiE , SEIRF SEEHE
AFF 10 BERBE , BEEEM. WEFMEF , F28 (Amazon CloudWatch fEAEIEFE) FH

Amazon CloudWatch Logs Quotas. Amazon CloudWatch B2 8] , FRELBENWAE |, LU
REESBHRRFRETZRIBLRE,

AWS Organizations

iR 5 =M Lambda BREE LY AWS Organizations APl , LB RIRFHIBIR , LEBEERMHE
fRRAE SNS TEMNALET, ENEAENEINNREFEBEREERAEZNBEANS |, UEEEME
Btz Fo

AWS Organizations R HZF FFARAE AP inRRVIRAR, MNREHBRFERS RBIBERFRERR
# , & LUE R AR R IR F BB B ThRe,

EEHTUIRE  FEEEEL A M Lambda BB , ZBEES00111-ASR-sendNotifications{u
RIZEBE Admin HEBWEFFMIKRSF, AR REEBA WREEY , WAEER "False"
DISABLE_ACCOUNT_ALIAS_LOOKUPEE A "True". BRARBHTPWIRERZBMUREKRE "X
H, | BETEFEMRERNINEE,

RT3 SRR B M FAEX

BRT LIREY AWS IREEEE I , MRS RESEABCHTERRES , ELEHIZE AWS CDK #7E
FERE, BERUREN , BRENAER AWS REEZE, AL EBNEAERE , LSRN
HEHRLEEE K MARESREEHENEEETE, TRIIHEHE AWS BREEREFTENE.

B 5 BRIR T RIEAR AWS BR#TERR

Amazon AP| Gateway FEEREE 8% 500 EFEREE , 1,000 #&® 10, 000 f@zEXK , 5, 000
g (£RF) RIRE BiRE

AWS CloudFormation Et%8 49


https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/cloudformation-limits.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/cloudformation-limits.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/cloudwatch_limits_cwl.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/cloudwatch_limits_cwl.html
https://docs.aws.amazon.com/organizations/latest/APIReference/Welcome.html

AWS EH BBt R MEE

HiEEE

BR 51 IR TT RIER

AWS WAF &8 &RER 1, 000 @&

%l (60 WEFER )

AWS WAF & IP EZEPR#%| (60 2, 000 EFER

MEER)

AWS WAF BB E AREREH 300 BEFER
(60 MEFER )

@ Note

BEEAERRRES
AWS WAF R AR BIH 55
1Y

BRFROEATERMERE TS CloudWatch B REE.

BR
RHEIRERE
BREA

BRATHEEMEEHERE :

BRI R T5 BRTERR

Orchestrator (AWS Step 23 /P

Functions) #1T5& B

BEH#AEE Lambda HMBFERE 256 MB

®

REFUENFEER ;
REEDHE , WWFHEH JSON AXH HTTP 429 ( KZFHEXR )

AWS PR ¥ T8 5R

EHERARA

EHERARA

EHERARA
RBEFRNFBREREEEE 1P RRAH, BB

EBEETEENEE T  TEHEFR,
Threshold
BoE5 @
B9 20 @
AWS fR#&7E 5%
16 (LR)
128 MB

R RIRFIMTARE
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PR fRR T RTAR AWS BRFETEER
BAEXEES Lambda NEFEE 10 & (RRE)
W 1T
BHIZXAES Lambda EREUREF 30 ¥ (Webhook {44 60 3
)
Amazon SQS FAERE 14 X 4 X
AWS KMS BRI EEFER 60 78 5 9 &
HA S

R B RERETHERRE (Amazon DynamoDB TTL # Amazon S3) F1E HER 4l :

IHH P TES R
EEEERE 8 X
BERESEHRE 365 X

(B A RR 30 X
FLEHEEMN URL BHH 1 X
SBR[ R LR 26 , 000 Z®
TR E KRR LR 50,000

AWS Security Hub &

AWS Security Hub ZBB FAERE 2 th#7 R 5 SRV LR IGH. WMFBERTE AWS Security Hub CSPM HY 544
& , 28 (AWS Security Hub fEF&EER) FRIFRE AWS Security Hub CSPM, Lhf#R T 1
& AWS Security Hub ( 3E CSPM fRA ) o WNFEERE AWS Security Hub HIFEMIE R , B2 BREA

Security Hub,

AWS Security Hub Z8& 51


https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-settingup.html
https://docs.aws.amazon.com/securityhub/latest/userguide/what-is-securityhub-v2.html
https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-v2-enable.html
https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-v2-enable.html

AWS LR BBt R L EE BEEiEm
BEDMNBEETERFFEREEEFH Security Hub, BT LAIEER Security Hub EERSHEH R

(FAWS B3 ) hEBUEFAFT R, 58 Security Hub EEFARERE | BIENBELEREE
X | foEF AssumeRole FAT#E#ER 75 RH AWS Step Functions , BATEMR F #1715 18 Runbook,

Stack Ed StackSets Zf&

HRENEEFEHE— AWS CloudFormation 7 , B AWS EIEE AWS IRFHEHE, £ 1.4 /K
B, LRSS REBRBEFRDENVNENSARNRIZER , UXEHEBELE, ZIRFEF , FiH2
£/ AWS Organizations WEF , IURFEAHEEESERFHHEPER. TR TREMMKRE
RRFRFMENIEE, W StackSets MFFMEF , FZBEAH AWS CloudFormation StackSets.

Stack E2 StackSets & 52


https://docs.aws.amazon.com/servicecatalog/latest/adminguide/using-stacksets.html

AWS FHBEE{LRZEEE HiEEm

ERB R 5

/A Important

WMERTE AWS Security Hub FBIRR G O HIAEL Rt , AIREBEDBBUBATREFST M
AZ£¥% (SC) FM. R KRFERULIIEE , FBFEEE Security Hub FRIANZ 2 ZEMARE
F¥EM. MRETE 2023 F 2 A 23 Hxiz#BA Security Hub CSPM , RBIFEERE A& 6%
SIAERER,

R R T REAEH AWS CloudFormation A F &R B B){L HEE, CloudFormation £ &$5 E 1Lt 7
RAEZRDEEN AWS EREEHBEM., CloudFormation B2 M EEH AP RANER.

RTEBREREE  LAREB=AHE, AL , REBBEALNVE , RARREWMEHELEL,

BB AERER | URMMRELBEPNNEM S, T8 EFMARBUOMNSESEEESES
Stack = StackSet,

REBFEHERBME

E-ZBEAKHETIEESE YIS TIER

- EHEHE . HRI[IBHE. BHHRAM Security Hub BETENE,
- KEHE : 1818 SSM BEML X,
- REAGHE  ARMEEN IAM A&,

EEEMHBUEANBEE-RFNE—EigHh—X, SHESFBEBREHREABB Security Hub FAE
BREAENHENIRFNES ., WREEEFEABEAFTYEREZEESH , ELATEBNER
REFRBREESIRFHBBEEEHE,

R RETE Security Hub BIREE LiEME , R MREZIRF R 5 K5 E AT Security Hub B
BEERFNESPHEEZE  BELIERERFNERFHEBEZFE LEE,

REBESEHBNVE 53


https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/cfn-whatis-concepts.html

AWS FHBEE{LRZEEE HiEEm

/A Important

MREEABR AWS Security Hub ( 3E CSPM) , BIEEEERERIMA AWS Security Hub
CSPM KR, Btk F 0 A AWS Security Hub ( 3F CSPM), AWS Security Hub CSPM A5
HY 215 th FERFS AWS Security Hub ( 3E CSPM) R &EEH [EiF,

flan | EBEEE R us-east-1F FREMNIRSus-west-2 , HIfEF 111111111111 A4[EiH &
B Security Hub ZREE Bus-east-1, RF 222222222222# 333333333333 N ARERERE
BtRFE § Security Hub EMRF111111111111, FRE={ERFH L EREAKBEFTER Efus-
west-2%| us-east-1, EEEHBXNAENEF 1111111111114 KR Fus-east-1,

WESKREENFHENR , 5528 Security Hub ZREE SR F B &5 FE /Y T

EEESHBNALTHEIE  TRFEXESHEDR , UEEKEIRS ZIPEIRSZILEERR,

REMHEBXNAPENELREEEREEFTENESMEAKRFNEE, EUESERLTEE ASR Admin HE
B Security Hub ZEREBERF . BELXH XL BERERFEHPHIT , F8EFE A SSM Automation #Y
REAR,

FEALRES , MREEECEMBRFNESNAERZER K REHBULXEDBEIME=AIRF
(111111111111, 222222222222H 333333333333) MIM{EAREIE (us-east-1 F us-west-2),

REACHBNATNESSERSF  BEEa828ER (AM AE ) , SEKRFARBE IR, LHF
REAGHBNESYFAEE , ALATHERLR  FENEACHENEINEEESHBNEERE
o

FERALXNNES K SHEACHEETED PHAE=MEIRS (111111111111, 222222222222H
333333333333)us-east-1,

R T EDE S B

HEHBARIES

« CloudFormation StackSet ( BEREEH A )
« CloudFormation StackSet ( FRIE=Z & )

« CloudFormation H#t &

RIE T ERE B HE B 54


https://aws.amazon.com/security-hub/
https://docs.aws.amazon.com/securityhub/latest/userguide/what-is-securityhub.html
https://docs.aws.amazon.com/securityhub/latest/userguide/what-is-securityhub.html
https://docs.aws.amazon.com/securityhub/latest/userguide/designate-orgs-admin-account.html
https://docs.aws.amazon.com/securityhub/latest/userguide/finding-aggregation.html
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EERBEEIF TR StackSets RHRLEHN , AEMFAZTENELACHARG , YEAUBREHHE
FEBPTIRE, REM , LA ETXEEREE  ANEEEHENNEHE., UEBEFXNHEN
uﬁ_ %%Eﬁéﬁ@i&%o

AR MEINREEGR  AREERFTESEAR , Bit, MRERELEEBEERRF PN EE
RE "‘MZE > B EPE R LLIR S o

REHEBLELBISERFNES K BELFEHEARESZIEF TN StackSets FE , KATCEE
ERHEE, FHEERAREE UM StackSets B UL HEE,

EEEMHBEAESHE X HILATLLEE B CloudFormation 2 K HEE—RFNESPHBAE
EEREEHF K StackSet,

BOFNEFIRERTE

] BATE Security Hub & AR RS R RIhs BRI BN IE RN TR EMBBPIRS,
{AWS Security Hub fE A& 1E/) R HHEFIBEBE,

.
$
an

/A Important

R ThRERS | IRLAERBIRTT R 2.0.0 RBEMRA , Y EEES MK SHEEHRA
"SCy (R=#EH ) FM. ELHEBSHEMEASHIES IDs FENBEBILXH. EAEH
EHREERE  EFFEERMEBERE (Hli0 AWS FSBP) SREH R,

REERE

BRARREXEETEEGHNE , BEXACATIRBRBAEFEESET —RALE , MFAEE
ErRAEAEHFRANBE RS, MREEETREEDRDRE  AERAFEETREZEHRHN "REBSE

RITR ) RBEERER, SMATUREM S3 RFTEER THREA , WiEB L EHRERREEF
i&%o

« automated-security-response-admin.template :

Launch solution

+ automated-security-response-member-roles.template :

SO ESIBEEE 55


https://docs.aws.amazon.com/securityhub/latest/userguide/controls-findings-create-update.html#consolidated-control-findings
https://cn-north-1.console.amazonaws.cn/cloudformation/home?region=cn-north-1#/stacks/new?stackName=automated-security-response-on-aws-admin&templateURL=https:%2F%2Fs3.cn-north-1.amazonaws.com.cn%2Fsolutions-reference-cn%2Fautomated-security-response-on-aws%2Flatest%2Fautomated-security-response-admin.template&redirectId=ImplementationGuide

AWS EHEBIb LR EE BEEmM

Launch solution

» automated-security-response-member.template :

Launch solution

GovCloud (US) Zp&

f# R REE XTI GovCloud (US) BEH#E |, BEMLATH GovCloud (US) B K —RAEEE
ATIMEB®RE , MARKNEREGEH P RENBRE RS, MREHE GovCloud (US) BEFEE |
BEAAREETFRETHREAN "REBBRRS R, RESELEE. BMHRTUEM S3 MEirlE
fETEEA |, WiEB L EHAERRILE SR,

» automated-security-response-admin.template :

Launch solution

» automated-security-response-member-roles.template :

Launch solution

» automated-security-response-member.template :

Launch solution

AWS CloudFormation £i7x

(View template)

automated-security-response-admin.template - £ LLEE AR E) AWS R F R LN BBRLEE, &

GovCloud (US) & 56


https://cn-north-1.console.amazonaws.cn/cloudformation/home?region=cn-north-1#/stacks/new?stackName=automated-security-response-on-aws-member-roles&templateURL=https:%2F%2Fs3.cn-north-1.amazonaws.com.cn%2Fsolutions-reference-cn%2Fautomated-security-response-on-aws%2Flatest%2Fautomated-security-response-member-roles.template&redirectId=ImplementationGuide
https://cn-north-1.console.amazonaws.cn/cloudformation/home?region=cn-north-1#/stacks/new?stackName=automated-security-response-on-aws-member&templateURL=https:%2F%2Fs3.cn-north-1.amazonaws.com.cn%2Fsolutions-reference-cn%2Fautomated-security-response-on-aws%2Flatest%2Fautomated-security-response-member.template&redirectId=ImplementationGuide
https://console.amazonaws-us-gov.com/cloudformation/home?region=us-gov-west-1#/stacks/new?stackName=automated-security-response-on-aws-admin&templateURL=https:%2F%2Fs3.us-gov-west-1.amazonaws.com%2Fsolutions-reference-us-gov%2Fautomated-security-response-on-aws%2Flatest%2Fautomated-security-response-admin.template&redirectId=ImplementationGuide
https://console.amazonaws-us-gov.com/cloudformation/home?region=us-gov-west-1#/stacks/new?stackName=automated-security-response-on-aws-member-roles&templateURL=https:%2F%2Fs3.us-gov-west-1.amazonaws.com%2Fsolutions-reference-us-gov%2Fautomated-security-response-on-aws%2Flatest%2Fautomated-security-response-member-roles.template&redirectId=ImplementationGuide
https://console.amazonaws-us-gov.com/cloudformation/home?region=us-gov-west-1#/stacks/new?stackName=automated-security-response-on-aws-member&templateURL=https:%2F%2Fs3.us-gov-west-1.amazonaws.com%2Fsolutions-reference-us-gov%2Fautomated-security-response-on-aws%2Flatest%2Fautomated-security-response-member.template&redirectId=ImplementationGuide
https://solutions-reference.s3.amazonaws.com/automated-security-response-on-aws/latest/automated-security-response-admin.template
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AELEFERTRENZOTH. AWS Step Functions B ERHEE  URGRENSREAZSEEN
HiRE,

{5 F B AR ¥ 2+#& Amazon Simple Notification Service, AWS Key Management Service, AWS
Identity and Access Management, AWS Lambda. AWS Step Functions, Amazon CloudWatch
Logs. Amazon S3 1 AWS Systems Manager,

EEEIRPEE

T OIS AL EE AWS Security Hub EEBIIRFH , FABEEZENRLERE, EUNERE K,
BIEERENTHIMLE Rautomated-security-response-admin. template,

automated-security-response-orchestrator-log.template - A Orchestrator Step Function 2 3Z
CloudWatch B &84,

automated-security-response-webui-nested-stack.template - 231 & R A X E#E R RH Web Ul,
AFSBPStack.template - AWS Foundational Security S&{EE# 1.0.0 i35 A,
CIS120Stack.template - CIS Amazon Web Services Foundations EZ 815 | 1.2.0 Mx#F Al
CIS140Stack.template - CIS Amazon Web Services Foundations EZ 815 |, 1.4.0 Mx#F Al
CIS300Stack.template - CIS Amazon Web Services Foundations EZ8I15 | 3.0.0 Mx#& Al
PCI321Stack.template - PCI-DSS 3.2.1 Kx38 8,
NISTStack.template - B REZER M7 TP (NIST) , 5.0.0 FRFR A,

SCStack.template - Z£ 124 v2.0.0 F Al

KEAE

Giew templata

automated-security-response-member-roles.template - & & {8 AWS Security Hub ERF P ATHE
WiEEAE,

EEEIRFXE 57


https://solutions-reference.s3.amazonaws.com/automated-security-response-on-aws/latest/automated-security-response-member-roles.template
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K EIRF

@iew templata

automated-security-response-member.template - E R EX ORGSR , FEEE AWS Security Hub
REWRFE (SREEEIRF ) fZR%E AWS Systems Manager B &1t Runbook MEFAI % , FEEH L
AR, HEATBERBREELENLEEETM,

SRBEMNEEautomated-security-response-member . templateZ & T 5| &K :

automated-security-response-remediation-runbooks.template - —HZELZ £ ZEFFFERAN E RISHTE
Ao

AFSBPMemberStack.template - AWS Foundational Security Best Practices v1.0.0 52 E. o f{&E
Runbook.,

CIS120MemberStack.template - CIS Amazon Web Services Foundations B85, 1.2.0 lXE&E.
TR ASE BT F M

CIS140MemberStack.template - CIS Amazon Web Services Foundations E X585, 1.4.0 iRE&RE.
FFA S BT F M.

CIS300MemberStack.template - CIS Amazon Web Services Foundations E %585, 3.0.0 lRE&RE.
A ERTF M.

PCI321MemberStack.template - PCI-DSS v3.2.1 828, A f{&18 Runbook,
NISTMemberStack.template - B SRIEEZER M FEAT (NIST), 5.0.0 lRERXE. FFAFMSEHITF M.
SCMemberStack.template - Z£#EHIFXE. FF 7 ME%E Runbook.

automated-security-response-member-cloudtrail.template - AR E){E B 353hat , LUBMEMEZRISE
)8

RRRRES
EATIRT —ARARENERRREA,

@iew templata

JiraBlueprintStack.template - MR EFEH Jira MAEBREKE , BB,

BERFE 58


https://solutions-reference.s3.amazonaws.com/automated-security-response-on-aws/latest/automated-security-response-member.template
https://solutions-reference.s3.amazonaws.com/automated-security-response-on-aws/latest/blueprints/JiraBlueprintStack.template
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@iew templat@

ServiceNowBlueprintStack.template - TR & E A ServiceNow MAZRRK , BB,

MRCPERATANABRRRG , LAUEARF—EEAHAER , TROIARFESHETE

AN
Ro

HE{tZBE - StackSets

(® Note
HMERZEEMEA StackSets F1F . T8 , HRE—IRFIMEHAHANFEER , FERBHELI
2@E,

BERAFRZE , EREREEPRNERS. BRARELE. ZR2HNRFTEESHE, BELAHH
Hstep-by-stepa B , R E MR 7 R AS HEBE 2 EH AWS Organizations.

HERFE : SEKRF 30 248 , BURK StackSet 28,
SoRRF

AWS Organizations A B R EREEZIRE AWS IRIEMER, StackSets HRiEAEE AWS
Organizations ¥ &t A,

MREFAEMBUART RN V13X RERRE , AIXABREZRRENBERAR. MFEFME
nﬂ y nﬁ £ ﬁ%*ﬁﬁ/ﬁﬁ

ERBUBRARCE , BEREEHN AWS Security Hub 22 :

-« &M AWS Organization F%EBEEIRH Security Hub EEEIRF,

 Security Hub JERR EA B EISEARBEEE, MEFMEN , F2HW (AWS Security Hub &5
M) PHEEEEERERTE,

- BEZEHE AWS AENSRAESEF AEBEUH Security Hub,

R EREREE ZEER AWS Organizations FItRFE , 32 B £k AWS Organizations B SRS H
AWS Security Hub B EIRF,
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https://solutions-reference.s3.amazonaws.com/automated-security-response-on-aws/latest/blueprints/ServiceNowBlueprintStack.template
https://aws.amazon.com/organizations/
https://docs.aws.amazon.com/securityhub/latest/userguide/finding-aggregation.html
https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-prereq-config.html
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IR T RIB A M AWS Security Hub 1 AWS Security Hub CSPM,

EPE B E

® Note

7R 75 R MY StackSets TPEFARKEZEN BHKEE StackSets WG, BRISBAFEAB R
EEM StackSets , RAECPIERERMHEE  SLREEER StackSets HAZEBELHE,

£ AWS Organizations Y EK'EIE S 1Rk F &0 F& StackSets. https://docs.aws.amazon.com/
organizations/latest/userguide/services-that-can-integrate-cloudformation.html AWS Organizations

&
£ T 3R E R BY StackSets #E, EiRENER , AREHBHNEERLA LE,

AWS Organizations admin account ID:
Security Hub admin account ID:
CloudTrail Logs Group:

Member account IDs (comma-separated list):

4

’

4

’

AWS Organizations OUs (comma-separated list):

4

’

4

’

(2R ) $B0: BERBRLHS

- MREVEFEARRIYEE  FERERESHBIEDEM Security Hub EEBIRF,
« REMHERER Lambda REER , UERAEESHENGARYR (F2EASE1),

S 1 EEIRM Security Hub B ERFH B EEEHE
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- EABEREEM StackSet , £ EE Security Hub B S AME [EIHA AWS Security Hub EE SR
FEH & automated-security-response-admin.template AWS CloudFormation E 24, It
HARFEAEAMHEE,

- BEREERRNTLEE, BEBHER , REElSC (BE&).

- BRIBEMAMNIEA Orchestrator A& H, 1E1E Yes /S00111-ASR-0rchestrator2FER
KHINRE,

- BESTMAMAREREN Web Ul, INREZZFRALINGE  SUXARAEEREEEACHNETF
Bt

- EIFWERERRG REEMREMEEBH CloudWatch IEEMNRFRE.

WEBREE StackSets WEFMAEA , 5528 (AWS CloudFormation EA &) FNEFEREE

$E 2 . 518 AWS Security Hub RERFHRZEIEHAE

EESR1 TUHE  BASR 2 hNEESESR 1 BUN IAM A6,

- FRARBEER StackSet , 7£ automated-security-response-member-roles.template
AWS Organizations F & AR F HHE — R+ M E) AWS CloudFormation &4, AWS
Organizations

- BEEMRFMAEBSEBREER,
« BEIAEHY AWS Security Hub BEE SR FHINRE 1D,

- B A B{BEnamespace , WEMARBLEERARBEHARKRSF PR EINRALTHEER, WAKRZ 9
BNEEEFETHFSE,

SER 3 : &8 AWS Security Hub sXENRE M EZ P RE K EHE

- EABREEH StackSets , £ AWS Organization automated-security-response-
member.template F#EHEEE Security Hub BEEEEE 2 HEIKRFE h AWS ERMNFATE R85
B AWS CloudFormation &34,

(® Note
R 2 E StackSets XEEMMEZFT , BLAERMABBHNEMTEIRS ST ISR,

- BEEZHEMN Security Standard F,
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https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/stacksets-prereqs-self-managed.html

AWS R EBEIb R EE BEEiEm
- 12 CloudTrail BB ENEE (BHIPLEEER) .
« BIABHY AWS Security Hub BEE SR FHINRF 1D,

- By A W{Enamespace , WEKARK LEREZBEARKRSPHENHALITHEETR, WAKSZ 9
BENBREFETNFTSR, EEZITEELAREACMBIRIN namespacef® , It/ , HRZEBET
TELABEKEREH—,

(EFA) 580 MBEBRHRA KD

1. NREREFRAEXHEE  BARBEINNESHE,
2. 1B Jira T ServiceNow RN ESHE SEACHHAER  UEEZEBCHNETES,

EEIE Jira HE

a. MAHEBNERE,

b. #% URI 1245 Jira BITIERE.

c. AREMEEXERMN Jira EREHERSEB,

d. FEE M Jira Username# B9 AWS Secrets Manager 2 3 i £ 8 B Passwords

@ Note

O LUREF A Jira API SREVKIEHRE , HERSENERESBIESRA
Username , YWHGERH API £8812#t A Password.

e. MIBULLWZER ARN MAHEBHT A

REMEEERE, Jira EREAM Jira API EAE R,

(BR) RO MBEBFRMESHE 62
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Specify stack details

Provide a stack name

Stack name

[ ASR-JiraBlueprintStack ]

Stack name must be 1 to 128 characters, start with a letter, and only contain alphanumeric characters. Character count: 22/128.

Parameters
Parameters are defined in your template and allow you to input custom values when you create or update a stack.

Jira Project Information

InstanceURI
The URI of your Jira instance. For example: https://my-jira-instance.atlassian.net

[ https://my-jira-instance.example.com ]

JiraProjectKey
The key of your Jira project where tickets will be created.

[ )

Jira API Credentials

SecretArn
The ARM of the Secrets Manager secret where you have stored your AP| credentials. This must be a JSON secret with the following keys: Username,Password.

g .. )

Jira B AHEE :

BE Jira B | EALUEBE Lambda BB ERREIIRA_FIELDS_MAPPINGIRIZEEEIRH
&7 Jira EE WL, Ltk JSON FEREBERTER Jira ZXRMWA , BXAEE Jira AP BLER,

= JIRA_FIELDS_MAPPINGARZEHRIEEMRMTERRE !

- BRIERF : {"id": "3"} (FEELEF)

* issuetype : {"id": "10006"} ( 1£%§)

« accountld : A GET /rest/api/2/myself API i % B E)ffEEX

BEEFTR A IR

"reporter": {"accountId": "123456:494dcbff-1b80-482c-a89d-56ae81cl45a4"},
Ilpriorityll: {Ilidll: Illll}’

"issuetype": {"id": "10006"},

"assignee": {"accountId": "123456:another-user-id"},
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HiEEE

"customfield_10001": "custom value"

}

& B MK Jira #1L IDs :
- BREIEFIDs:1 (&& ). 2 (&®). 3 (H). 4 (K). 5 (&)
- BEEEID: IkJiraBEEME (Hlwn , £ % 10006)
« BRF ID : %31t 123456:494dcbff-1b80-482c-a89d-56ae81cl4s5as

BRI LAE R Jira REST API 23K Jira #81Z IDs MRS IDs :
« GET /rest/api/2/myself #RF ID 9
- GET /rest/api/2/priority B%IER IDs
« GET /rest/api/2/project/{projectKey} BHAMREIEER IDs

MEFHMERR , B8 Jira REST API v2 B POST # .

& EEBE ServiceNow HE &
f. WAHBRHERE,
g. 12 ServiceNow #1TEEH URI,
h. IRALEH ServiceNow BRI RE .
i. £ ServiceNow FE Y API £ , WE BB REERTAZERRNFFT,
j. £ £887E Secrets Manager FEME , API_Key W R Z ARN M AHEENE A,

REHEERERE, ServiceNow BEREF M ServiceNow APl EAER,

(BR) RO MBEBFRMESHE
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Specify stack details

Provide a stack name

Stack name

[ ASR-ServiceNowStack ]

Stack name must be 1 to 128 characters, start with a letter, and only contain alphanumeric characters. Character count: 19/128.

Parameters
Parameters are defined in your template and allow you to input custom values when you create or update a stack.

ServiceNow Project Information

InstanceURI

The URI of your ServiceNow instance. For example: https://my-servicenow-instance service-now.com

[ https://my-servicenow-instance.service-now.com ]
ServiceNowTableName

Enter the name of your ServiceNow Table where tickets should be created.

l Incident ]

ServiceNow API Credentials

SecretArn
The ARN of the Secrets Manager secret where you have stored your API credentials. This must be a JSON secret with the following keys: API_Key.

(O )

EEEVETESHE . @8RS RIHFSR Step Functions I LA S EEE LAY Lambda
BB, Lambda EEMELA Step Functions RN A , RIFENEIFRAEREREAR , M@
B RRIBHEIIEZENER,

HER 1 EEIRM Security Hub EEBIRFPRBEEEHE

1. automated-security-response-admin.templatefEH &M Security Hub BEXEERFREBE
BEHE, —MmME , E—ERTESEEE—E. ARLHEEBERARMNREE  BUXERILEREE
ABREER StackSet,
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Parameters
S FERR SREA
HASCEESHE yes EERAERREEBTHMN
HEN&1E SC 418,
;| A AFSBP Admin Stack no EERAELZEEEE THI
B ENi&1E FSBP #2418,
H|A CIS120 EHEHE no BERAELZEEEE THI

BEE1E CIS120 #HIE,

HA CIS140 EXEEHE no EERBREREEEETHIU

HEEE CIS140 #2418,

i

B A CIS300 EXEEHE no EERBEREEESTMHNU

HE{&18 CIS300 418,

i

A PCI321 EEEHE no EERBELZEEEE THI
HE81E PCI321 12418,

;A NIST Admin Stack no EERAELZEEEETHMN
HEEE NIST #2=4E,
BEEFAnFARE BFEAE no ENRREEEFERAREN

S00111-ASR-0Ozrchest
rator CloudWatch Logs &
B, ERE{tEMRZENA
&, MAEIEX LR
BEEER ., MRIIRS Lo
#BBOrchestrator Log
Groupf{iFE , yesimEE&
FEAEAMOrchestrator
Log Groupi®#i#E , FHIA

no. MRERL v2.3.0 EEN
IRAFITHBES , FHEE no

S 1 EERIRK Security Hub EEEIRFHHEEESHE 66
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HiEEE

B8

ShouldDeployWebUI

AdminUserEmail

£/ CloudWatch $51&

£ CloudWatch 512 & R

RemediationFailureAlarmThre
shold

&

yes

(EFH®@A )

yes

yes

5

A

8] Web Ul JT# , ‘BIE API
Gateway, Lambda B EH
CloudFront 7 #f, i 2.
LARKH Web BIERENE ,
BEEESENEERE, W
REEZEAWIIEE , EOA
A LAfE A Security Hub CSPM
BRI EBMEREB BEERARESE
#}ITIEE,

VrEEEFERENE FBM4
bk, SLEEFE SR ASR
Web Ul WEBEBEFIE, R
BEERA Web Ul BFEE,

BERABRMA CloudWatch 5
ERERBRAAR, E®EN
CloudWatch Dashboard 3 #
RIBE,

EERBBABRE RN
CloudWatch EZEE R, ES
ABEAFRNENBEEERE

ME o

EESEESE IDEELXHE
SHWERE, fl, mREE
A5, B4 1D EEEBHX
BB 5% MIEEE , Bagl

5%,

AEEEVERE , k8
HIEEE (FSRER
CloudWatch Metrics B/R2
B

S 1: EZ MY Security Hub BEIEERFHRBHEEESHE
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B ¥ERR FREA

EnableEnhancedClou no MR yes , EEMHM

dWatchMetrics CloudWatch 54 , LAE 5!
B#t CloudWatch &Rt £

BFrEEFIE IDs , WA
CloudWatch 7R,

BSW A B, UTHER
EENEARA.

TicketGenFunctionName (ER®@A ) B, MRETBESER
Rir , FREZ=H, R,
AR R 0 NHERE IR
fit Lambda EHE(BETE |, fI
M : SO0111-ASR-Service
Now-TicketGenerato

Iro

5% 7E StackSet i#18

S 1 EERIRK Security Hub EEEIRFHHEEESHE 68
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Configure StackSet options

Tags

You can specify tags (key-value pairs) to apply to resources in your stack. You can add up to 50 unique tags for each stack.

Permissions

Choose an 1AM role to explicitly define how CloudFormation will manage your target accounts. If you don't choose a role, CloudFormation uses permissions based on your user
credentials. Learn more E

Servi(e-managed permissions ° Self-service permissions

StackSets automatically configures the permissions required to deploy to You create the execution roles required to deploy to target accounts
target accounts managed by AWS Organizations. With this option, you can

enable automatic deployment to accounts in your erganization

IAM admin role ARN - optional
Choose the |AM role for CloudFormation to use for all operations performed on the stack.

IAM role name ¥ AWSCloudFormationStackSetAdministrationRole v Remove

/A StackSets will use this role for administering your individual accounts.

IAM execution role name

AWSCloudFormationStackSetExecutionRole

IAM execution role name can include letters (A-Z and a-z), numbers (0-9), and select special characters (+=,.@-_) characters. Maximum length is 64 characters.

Cancel Previous m

1. STHIRFIRIBESE |, 8 A AWS Security Hub BB ERFHIRE ID,
2. StHHIEEEEHSH |, E#EBARK Security Hub EEEMNEE, FEFUTBTR , BEESR 2,

#R A LA7E StackSet ¥ EAE MR AWS CloudFormation £33 & 447 StackSet RIEMREE, &
FEZEE KRN 15 2RI E SUCCEEDED #®/EAREE,

HEB 2 . 818 AWS Security Hub BREIIRFHZHEERAE

FEHRIEEER StackSets REPBHE A BEH A automated-security-response-member-
roles.template, Bt StackSet X EHEBEBEXERFHN—EEFH+®., ©ERT LFFHR ASR
Orchestrator ZEREIEEITEIRFE APl I £ AE,

$E 2 : #E&{E AWS Security Hub i ERFh LR EBEAE 69
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Parameters

S FEER R

mRZEM HH## BMARZIENEXEEFT TN
FH, EFEALE IAMAE
EREBNHE—mEZTE. M
BT EEEEZRARKERS
BNREHE, HASEMBR
FRIAEB K WFEEZEH—
B, BErEERHEENEE
88, o2 TFEEFTEESHE
RERF ZME—H,

Sec Hub EXEEIRF H#HH & A AWS Security Hub &

BRFHY 12 EIRF D, 1t
HEXFARTERSIRFH
BRERAG,

 BBENEBER | SBERRMEBES (R ) RESEN.

. BB EEBE , 3 AWS Organizations FEI IR F U EIELFF T,

CHHHEEESSY , ENME-EH., IAM ABRLEN. BT StackSet TBERFREHTLIR
3o

& a] LAfE StackSet SFHAEFEEH AWS CloudFormation 32 & 4 48 StackSet IRIERMAREE, &
FEZEEKXRN 5 piERWE SUCCEEDED BRIEAREE,

18 7E StackSet FHHE

SER 2 . 1£518 AWS Security Hub RERFHLZEBEAE 70
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Specify StackSet details

StackSet name
StackSet name

asr-member-roles-stackset

Must contain only letters, numbers, and hyphens. Must start with a letter.

StackSet description - optional
You can use the description to identify the stack set's purpose or other important information.

StackSet description
ASR Member Roles StackSet

Parameters
Parameters are defined in your template and allow you to input custom values when you create or update a stack.

Namespace
Choose a unique namespace to be added as a suffix to remediation IAM role names. The same namespace should be used in the Member Roles and Member stacks. This string should be unique for each solution deployment, but does not
need to be changed during stack updates.

myasrdeployment
SecHubAdminAccount
Admin account number

123456789012

HER 3 . =818 AWS Security Hub B B1R 5 &35 B ED BX & 3 &

HAREREERERHERE  EBUEBEABREEN StackSet, EFRXZEBEIBEE AWS
Organization REYFTIRE,

Parameters

28 TaE A

REARBIIEZEEERMREN  soan $8%E CloudTrail 524% API ¥

£~ LogGroup &8 A} #Y CloudWatch CloudWatc
h Logs &M, EAR CIS
3.1-3.14 1818,

B A SC sEH D yes EERBEREMETHIE
E) {518 SC £ Hi1E,

B A AFSBP R EH# B no EERBEREMBETHLA
E)1&18 FSBP 2 H18,

S B 3 . 1818 AWS Security Hub 5% S 1R 5 M &5 PR B X & 8 71
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HiEEE

B8

A CIS120 f(E#f &

A CIS140 K EHf &

38

A CIS300 K EH#f &

A PCI321 (N EH#E

A NIST g EHE

]I

A Redshift F&&%0 8k S3
fFETEE

Sec Hub EEEERF

WA

H
o

&

no

no

no

no

no

###H

HH#H#

A

EERBEREMETMHLA
B {518 CIS120 = HIE,

EERBEREMBETMHLA
B &1 CIS140 =2 HIE,

EERBEREMETHUE
E)f&18 CIS300 = HIH,

EERBAELZERETHIR
&8 PCI321 #4IE,

EERBELZERETHIUE
{518 NIST #2418,

EEyesA FSBP RedShift.
A{EERI S3 EFETE,

mE S3 RETBNESER
FHMEA , F2E (AWS
Security Hub fEA &) #
#Y Redshift.4 {18,

# A AWS Security Hub B
SIRFH 12 (LIRS ID,

BWARZ 9 ENBREFTH
FH, LFEEXA IAM A
HAEMEEHES S3 FMfFRTRE
H—&2. sHEXSHERINE
Mk B AR IEE AR
ME. BERRLZHENT
SREZEE—H , EFTEEHE
HEBFHHEEE,

S B 3 . 1818 AWS Security Hub 5% S 1R 5 M &5 PR B X & 8
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B8 & A

EnableCloudTrailForASRActio  no yes MR EEEE R

nLog CloudWatch {&&zMx LR S
REPTWEEREN , FEE,
R F REELIEN NEE
RERFHEI CloudTrail 1&
Htyes, BAAABARASREY
£ % AWS Organization AKX
FLLIhEE. BEo\ , LR BETEHE
EtRFFHE—EREHPEAL
Ihae. BSE A —& , T
BESELNBENARL,

&=

Accounts

Identify accounts or organizational units in which you want to modify stacks

Deployment locations
StackSets can be deployed into accounts or an erganizational unit.

© Deploy stacks in accounts Deploy stacks in organizational units

Account numbers
Enter account numbers or populate from a file.

111122223333, 123456789012, 111144442222

12-Digit account numbers separated by commas.

‘ Upload .csv file [1] ‘ No file chosen

BENE : LA IEERFRBREBENMRBE.

KEES  EREERERESENTARES. CTNEKESAIEANBE EEBRERERE, B
4T AR LT,

& 0] LAfE StackSet SFHEFEEM AWS CloudFormation 32 & 1R StackSet IRIEMAREE, BFE
ZEWEFSERFEMEEESH SUCCEEDED #EMRE, HNBEFHERBENVIRFNEZSEBEmMEA
TR,

S B 3 . 1818 AWS Security Hub 5% S 1R 5 M &5 PR B X & 8 73
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BBt ZFE - Stacks

(@ Note
HRZIRFEF , RFIEAERLEA StackSets FF

BERAARCH , EREAEREPRNER. BRAFRAH. T2UNRFTEESE, BREAEHH
Hstep-by-stepsREA , BREBAS RIAHITEELNIKRS,

EREER 4930 £
TORIFRAF

EEUWMRFRZA , FFHEE AWS Security Hub RENETEMRERF L AHERMN AWS EiF, MR
BENCHBUBRAR , ALERRZEFRBENERGTR. NEHAET , F2EEFBRE =,

EE B

AT OIS EBRE AWS EHBHBRE R,
(GEA) RO RBEBRBRESHEES

- MREBEERARRDE  FEREIBRSHBIHEDEMN Security Hub EEBIRF,
o REUHEBER Lambda HBERE , YIRATCHATESHBNEA (F2RISE1).

TR BRBHEESHD

« E/8H automated-security-response-admin.template AWS Security Hub B E1RFS H
F(&) AWS CloudFormation #5748,

- ERERENLEERE,
- BIEEMFAMIEA Orchestrator BEEEE (YesMES00111-ASR-0rchestratorBFEREHIH
T8 FBEENEE ),

$EB 2 . 818 AWS Security Hub REREhLZEEHEE

- EEERERFHN —EEEFRE automated-security-response-member-
roles.template AWS CloudFormation 2%,

B 8{LEE - Stacks 74
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« B A AWS Security Hub EEEIIRFH 12 M EIWRF ID,

SR 3 REKEHEDR

- I5EEE CIS 3.1-3.14 1B E A/ CloudWatch Logs B¥#H B, ©HSAREW CloudTrail B
B CloudWatch Logs BB EM, CloudTrail

- BERTEREBEACR., BEKRFRELREELAG—
- BEERENFM.
« #I A AWS Security Hub EE EIRFHIRE ID,

R4 (2R ) FAEATHNERER

- RESERSRFBREMAEMH. LARELETSR,

() $BO: RBDEBRARASHD

1. MREREFHEXRNEE  FEBBENESHE,
2. iB4E Jira T ServiceNow RN ESHE SEACHHAER , UEEZEBCHNETES,

BEEIE Jira HE

a. MAHEBNERE,

. 1 URI 114G Jira B11TEEE.

c. AREFEXERW Jira ERIZHERS],

d. 7£ Secrets Manager P EV N E\/EMRE , ZWEBSRFEW Jira UsernameH Password,

(op

(@ Note

WA LB Jira APl B RENREHRE , FERSENERESBIEHA
Username , YWHS &M APl £ A Password,

e. MBULLWER ARN HAHEHNIT A

REMEEERE, Jira EREAHM Jira API EAE R,

(BR) RO MBEBFRMESHE 75
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Specify stack details

Provide a stack name

Stack name

[ ASR-JiraBlueprintStack ]

Stack name must be 1 to 128 characters, start with a letter, and only contain alphanumeric characters. Character count: 22/128.

Parameters
Parameters are defined in your template and allow you to input custom values when you create or update a stack.

Jira Project Information

InstanceURI
The URI of your Jira instance. For example: https://my-jira-instance.atlassian.net

[ https://my-jira-instance.example.com ]

JiraProjectKey
The key of your Jira project where tickets will be created.

[ )

Jira API Credentials

SecretArn
The ARM of the Secrets Manager secret where you have stored your AP| credentials. This must be a JSON secret with the following keys: Username,Password.

g .. )

Jira B AHEE :

WMEBET Jira EBWUNET , 552 F) StackSet BB EF 0 F /Y Jira W AHAE—HT,

EHEIE ServiceNow H&
f. WMAKBNER,
g. I ServiceNow #1{T{EEHK URI,
h. 128 ServiceNow ER K E .
i. 7£ ServiceNow FE API £ , WERBREERTAZERKRNFT,
j. fEH £387E Secrets Manager PRI WE , API_KeyX 22 ARN i AMEERNE A,

REHEEBETE, ServiceNow BEREFHM ServiceNow APl EAEHR,

(ER) SR RBEBRRBSHE
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Specify stack details

Provide a stack name

Stack name

[ ASR-ServiceNowStack ]

Stack name must be 1 to 128 characters, start with a letter, and only contain alphanumeric characters. Character count: 19/128.

Parameters
Parameters are defined in your template and allow you to input custom values when you create or update a stack.

ServiceNow Project Information

InstanceURI

The URI of your ServiceNow instance. For example: https://my-servicenow-instance service-now.com

[ https://my-servicenow-instance.service-now.com ]
ServiceNowTableName

Enter the name of your ServiceNow Table where tickets should be created.

l Incident ]

ServiceNow API Credentials

SecretArn
The ARN of the Secrets Manager secret where you have stored your AP credentials. This must be a JSON secret with the fellowing keys: API_Key.

(O )

EEEVETESHE . @8RS RIHFSR Step Functions I LA S EEE LAY Lambda
BB, Lambda EEMELA Step Functions RN A , RIFENEIFRAEREREAR , M@
B RRIBHEIIEZENER,

SR RBEESHDE

/A Important

LERARETEERRE, RAUCAELERNEF L TREFEALBERER, HBRBNE
mv AN, AWS HERZBLBBRENER, ERRES AWS BILEZHIR.

Itk B B){t. AWS CloudFormation EiAA& 7 AWS BB AWS SRS R LW Bt ZEE, B
HEBZH , BHARA Security Hub 3 58 & 5 3R 645

SR RBEERSHD 77
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® Note

BEEBXNPITHERS REMERN AWS RERAE. NFEFAET  F2ELEEPHK
A—8 , BBERBRERPEANESE AWS BENEEER.

1. £ B BIEXE AWS Security Hub BIIRFZE A AWS EEFEE , AREE T HMNVIRMARME
automated-security-response-admin.template AWS CloudFormation £,

Launch solution

B TRETEREREENER,

2. RIBFERR , ASEXBERS (MHFRTZILE ) BEME. FEEFEN AWS EEPRE) AR
BR, FEMAAWS EEXEAEE DR EERER.

(® Note

LLERR 75 ZREFH AWS Systems Manager , B BI{fEEARIFE AWS B, RAREAR
MIEXEBUEREN BE. IFEEESNSZHAAAMY , 28 AWS EBiERESE,

. EEVMEER L  MRIEMANEAR URL 2 Amazon S3URL XFEHA |, RARBET—2

4. TIEEHBHFMEAETEL , AZNBRSRHEBIEREE, VEEEGEFRINENR , F2
B {AWS Identity and Access Management £ & 15F) FH IAM F1 STS Rl

5. H2HEE L , BEET %,

BY TEER a2 B

Load SC EEEift & yes EERAERREEB THMN
B E1&18 SC #2418,

A AFSBP EEE# B no EERAEREEEETHMN
BB {518 FSBP #2518,

A CIS120 EEEME no EERBEREEEETHU

BEE1E CIS120 #HIE,

SR RBEESHE 78
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https://aws.amazon.com/about-aws/global-infrastructure/regional-product-services/
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_iam-limits.html

AWS EH BBt R MEE

HiEEE

B8

A CIS140 EEEHE

i

A CIS300 EXESH

1]

A PCI321 EEEHE

H A NIST Admin Stack

ERER AR A A

ShouldDeployWebUI

AdminUserEmail

&

no

no

no

no

no

yes

(ER®@mA )

A

EERBELZEEEE THI
HEEE CIS140 418,

EERBERKEEETHIU
BE)E1E CIS300 2 H|H,

EERRERREESTHNU
BEE1E PCI321 2 H|H,

EERRERREES LA
BENETE NIST #2515,

ENEREEEEAREW
S00111-ASR-0Orchest
rator CloudWatch Logs &
B, ERELEHRZENA
&, MAEEXERANA
FER, yes MMRLRFH %
BIEf&EO0rchestrator Log
GrouphFE#E , FEEFEH
HAEROrchestrator Log
Groupi#E#E , BAIA no, 0
RIBMRLEE v2.3.0 EENMRAH
THBER , FHEE no

88 Web Ul JT# , ‘BIE API
Gateway, Lambda B&H
CloudFront 7 #, #iE 2,
DARKH Web BUERENHE ,
DR BB ENISEAREE,

VR EEESFERENEFBM4
sk, tERAEASHESR ASR
Web Ul {) TR EEZEUE,
REERA Web Ul B E
=

SR RBEESHE
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HiEEE

B8

£/ CloudWatch $51&

f£ A CloudWatch IEEE R

RemediationFailure
AlarmThreshold

EnableEnhancedClou
dWatchMetrics

&

yes

yes

no

A

BERSRA CloudwWatch 18
EREREMRAR., ERET
CloudWatch Dashboard 3#
RIEE,

BERBEAMBRAREA
CloudWatch EZEE R, ES
BERAFRNENISEEERE

ME o

EESEZESIE D BELXK
B LEHIRE, flw, mRE
WAS, B4 IDEEER

HAKBUEIB 5% MIEER | &

SRIER,

REEETRERIUR k2
g eEE (E2REER
CloudWatch Metrics /Rr2

;ﬁ)o

MR yes , FEINHM
CloudWatch $54& , SA{&5|
JB#t CloudWatch &R L
WFTEEF|E IDs , YA
CloudWatch &R,

RS R —H , LT HIE
SELENEIAKA,

SR RBEESHE
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B8 FEER R
TicketGenFunctionName (ER@A ) B, MREFEELE

R, FBREER 0 AyMEDE

R4 Lambda BB
B, flan : S00111-AS

R-ServiceNow-Ticke
tGenerator o

@ Note
EBB =R EFH R R T RH CloudFormation &% | BWAETE Admin IRE R FEIRUA B B1151ES

1. 1£ Configure stack options (F%E# &iE1H) HH , iEE Next (T —&F).

2. TR HE L , MRFHEFEWRE, AEMFTEHRKEEIL AWS Identity and Access Management
(IAM) BRI T5 5.
3. ### Create stack (B HE) U BHE,

BT LATEARRERERY AWS CloudFormation £ A F R EEWRE, BREZXEEKRY 15 2 ERKE
CREATE_COMPLETE fR&E,

HER 2 . =88 AWS Security Hub EXEIRF L RIEBEAE

StackSet automated-security-response-member-roles.template REEBEEFERERS
W—EEEH, EEZR T LR ASR Orchestrator ZEREREHEITEIRE AP R £IZ AR,

1. B AEE AWS Security Hub REIRF I AWS BEXZA ( BREEERE K8 ),
BIEFZRBLARNE) automated-security-response-member-roles.template AWS
CloudFormation E87%, & A LA T RE LR BEBEENEE,

Launch solution

2. IRIBFERR , EASEXBERS (HFRZILE ) BEME. EEEFEN AWS EZPRE) AR
BR,FEAAWS EBFZRAEEThHREERERS.

SER 2 . 188 AWS Security Hub KERFHRREEHAR 81


https://solutions-reference.s3.amazonaws.com/automated-security-response-on-aws/latest/automated-security-response-member-roles.template
https://console.aws.amazon.com/cloudformation/home?region=us-east-1#/stacks/new?stackName=automated-security-response-on-aws-member-roles&templateURL=https:%2F%2Fs3.amazonaws.com%2Fsolutions-reference%2Fautomated-security-response-on-aws%2Flatest%2Fautomated-security-response-member-roles.template&redirectId=ImplementationGuide

AWS FHBEE{LRZEEE HiEEm

3. EEVHEEH L , BFRIERINEZAR URL 4 Amazon S3URL XFHiEA , REBET —F,

4. TEEHEBFMNEAREL , RAENMBRERHEBIERER. UEEEGEFIRFINENR , F2
B CAWS Identity and Access Management i &158) FH IAM F STS FR#l,

5. :2HEAEBL , BEETIZ2H , REBET -5,

B TEE% R e
MREH HHBY MARDZ 9 BENESEEFTH

FH, EFMEREHE IAM £
EEBERNE—wE 2/,
MENSEZEEZARKE
AENKEHE, HREERE
RIEREE , LFREZXEMH
—i , EFFEEHERERNHY
BEE, WEZRETEES
B EikF 2HE—HY,

Sec Hub EEEIRF H#HH & A AWS Security Hub B
EWRFH 12 MEIRS ID, It
EESFIRTEESKRFHN
BRFRAE,
6. £ Configure stack options (E Eﬁ%iﬁlﬁ) HE , ## Next (T—%),

7. B EE L, RSN o DIBFESDEANEE I AWS Identity and Access Management
(IAM) ZIRA9 5 58

8. &2 Create stack (B HE) LI BHE

B A LATEARREREHY AWS CloudFormation £ A& iR BN RE, BEZSERN 5 2ERKE
CREATE_COMPLETE #R&E, BRa\EHHEERABEET — RSB,

SBR3: MBKEHE

/A Important

ERFREBEERRE, RAUCAELERNEF L TREFEALBRER, HBRRBMNE
mi AN, AWS HEZBILESRENER. ERIRERX AWS BRI EZEHHIR,

SEB3 . MBKEHE 82


https://aws.amazon.com/privacy/

AWS FHBEE{LRZEEE HiEEm

automated-security-response-member &% HZ LS Security Hub RREIIRF ., LS
SEX BEEEN Runbook, SR EMRF K EIE S 7] LA S Al FE18 I 3 B 1 1T R L4548

1. BAEE AWS Security Hub NEIRFH AWS EEXZE (SEEESRFS , KB ). EF
ZRIMLARAE) automated-security-response-member.template AWS CloudFormation &3
K,

Launch solution

BT THREXMABREFENEE, BIFHER  @XAFEXBERE (HFEELE ) EEME,
EEETEN AWS BEHPREBLERLR , FEMA AWS EE R8BI PHESERESR,

+

® Note

L ERR 5 RAEH AWS Systems Manager , BBIRIERZE AWS EBiEfEA. BRAREBEAR
FIEXEELREN B, NESEFSNEHTRAY , BF2E AWS EBEREEE,

1. FEVHEEALE  BIEEEAOER URL LA Amazon S3URL XFEHHF , REBBET—2

2. TEEHBHAENER L  AENBMRAAREBREREE. UEEBEWAFRIINENR , F2
B {AWS Identity and Access Management & 155) FH IAM F1 STS FR#l,

3. A2 EMEL , EETISH , RREET—F,

e FERR R EA
REARBIISEEGRGR  #oa# $&%E CloudTrail 52 API FEAY
E T~ LogGroup & 78 B CloudWatch CloudWatch

Logs ##H#& . iEAM CIS
3.1-3.14 1818,

B A SC fEi#

fige

yes EERBEREMETMHUR
B){£18 SC 2 FI1E,
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https://console.aws.amazon.com/cloudformation/home?region=us-east-1#/stacks/new?stackName=automated-security-response-on-aws-member&templateURL=https:%2F%2Fs3.amazonaws.com%2Fsolutions-reference%2Fautomated-security-response-on-aws%2Flatest%2Fautomated-security-response-member.template&redirectId=ImplementationGuide
https://solutions-reference.s3.amazonaws.com/automated-security-response-on-aws/latest/automated-security-response-member.template
https://aws.amazon.com/about-aws/global-infrastructure/regional-product-services/
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_iam-limits.html
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28 ¥ERR SR e
| A AFSBP jKE#E no BERAELZERETHIB

B {518 FSBP #2518,

A CIS120 K EHE no EERBEREMETMHLA
E)1&1E CIS120 &=HIHE,
A CIS140 K EHE no EERBEREMETHUE

1818 CIS140 #2418,

E A CIS300 5 B3 no EERBEREMETHUE

E)f&18 CIS300 = HIH,

]

;A PCI321 i EHE no BERBELZERETHIB
1818 PCI321 #2418,

Iz

A NIST & S & no EERBEREMETHUE
E)E1E NIST 2§18,

% Redshift #&FE#HEIL S3 no i#{2 yes B FSBP RedShift.

RIFhTEE 4 1B S3 fE1FETEE,
WE S3 FEFERNBEN
HHER , F2E (AWS
Security Hub A& /) #
B9 Redshift.4 #£15.

Sec Hub EXESIRF HHHH & A AWS Security Hub &
EIRFH 12 (LIRS 1D,

WA

Ha
o

#HH#HH# BMARD I ENEREF TN
FHE, LFEFHE IAM H
EEBNEBEB S3 REEET
BN -0, HHEREHEY
ENREACHBIIEFERME
BNE. SEBRRAERITEN
FEEZEH N , BEFEE
EHEEHHEEE,
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https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-standards-fsbp-controls.html#fsbp-redshift-4
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25 AR REA
EnableCloudTrailFo no yes MR BB EE R
rASRActionLog CloudWatch {&&zMx LR S

RYTWEEEH |, FEE .
RAAREELEN NEE
R ERF I CloudTrail &
Htyes, BULAABARASRE
£ % AWS Organization AKX
FLbIhEE. A, BREETEM
ERFE P E—EFPEAL
IheE. B K EBE ,
THRESELMNENKT,

4. 7£ Configure stack options (FXEH&iEIE) HE , i##F Next (T—%F),

5. B HEL , MRFHFENWRTE, ABRMFTEARIEEIL AWS Identity and Access Management
(IAM) ERET 552

6. 121F Create stack (B HE) UBHE,

BT LAIEARRERERY AWS CloudFormation £ A F R HEEMWRE, BEZSEKRY 15 2 ERKE
CREATE_COMPLETE #R&E,

SBR4: (1BEH) ABRTHNERIERE

MRERERRERFRBRISESZE  EULUBESBENZTSEENEMHEEBRIITIIZE, ABTHE
EREEBBRETSEEBIRHEE,

1. & A AWS CloudFormation 12 & , REBENERHEE,

2. BIEFEH,

. EMEHFEMRMEE  RRBEFHHE,

ERT IR R
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https://console.aws.amazon.com/cloudformation/home
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Update sharr-v130-rc1-member- X
PlaybookMemberStackPCI321-LWXPIU3B3J89?

It is recommended to update through the root stack
Updating a nested stack may result in an unstable state where the nested stack is out-
of-sync with its root stack. Learn more [4

Go to root stack (recommended)

© Update nested stack

Cancel Update stack

4. ZERERBATEA  RARBET—F,
5. AEBAANMAIER, SAAFEHENESREAR Available , WRFAFENEZHIHEEES Not

available,

(@ Note
BRI A E B IRERT Rt H L2 RENZHHN EHET FM.

6. 7 Configure stack options (X EHBEIH) HH , iEIE Next (T —F),

7. 2R HEL , SRAEFENRE, AERFERKEIL AWS Identity and Access Management
(IAM) &R 3,

8. FRIREEMNMER,

& O] LATEARRERERY AWS CloudFormation £ A HRRHEENRE, BREZEEKRLN 15 nERKE
CREATE_COMPLETE #REE,

AWS Control Tower (CT) #&

EARM AWS Control Tower (CfCT) W BETIEMERNEES. DevOps BE¥AE., BB MERE
B, ITERRERBHNRRESYE , ML EEELNTMEFBETMEREH AWS Control Tower 1R
B, CIREMER CICT BiTEHXHBETMIER AWS Control Tower BRIZERNHEBEEA.

EEEM ;4030 5
TORIFRAF

BB RARCH , iaEEHEBERMN AWS Control Tower B &,

AWS Control Tower (CT) &2 86
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HiEEE

EERAERIFER AWS Control Tower 12 A APls 3% E B[R 5 0F

=Z/MBAEA AWS Control Tower , 28 : AWS Control Tower AF9

AEETHILER

EETROAATENEEES  B2H QTGN EREES
EERBDNBBENBRES  F2N  BEENNEED
EREELER

ERA T HIZERE AWS LB ERS R,
FBR1: EENE S3 RiFrE

@ Note

S3 EITEERE - EEHAMN ADMIN, ER—AXMRELR , TEHRKREABEEEHT, S3
RETRBERINEBEN , BIEHIT ASR FTEM AWS CloudFormation EZ<H] Lambda 23X

B, ELEREMFMA CfCt 5 StackSet P&,

1. BX7E S3 AT EE

BEBARERANREDEEHN S3 RFHFE,

2. FRE RIR

RFEEENDERFMENLERREY,. ZEAERNIE,
3. FE S3IRTFEREE

EEWEABEWREFITFEBOR , SURHZERE A,

4. EfRHEE

fmE. HERUHMAFRNERENEARAREEUETHE.
5. EEHEREE S3

HERBFNEBRR LEZEEN S3 fR1FHE,

SE 2 HBEREZE AWS Control Tower

1. B ASR THHVEBEFRE

EERE
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https://docs.aws.amazon.com/controltower/latest/userguide/getting-started-with-control-tower.html
https://docs.aws.amazon.com/controltower/latest/userguide/customize-landing-zone.html
https://docs.aws.amazon.com/controltower/latest/userguide/deployment.html

AWS FHBEE{LRZEEE HEEE

EREBEFRE , 5IHATE ASR T, HiRAE, HHKMENERET.

2. E#1 CodePipeline

&3 AWS CodePipeline 8% , LB E%E ASR THMENFTEES R, RATER,
TR BENHEE S3 HEFETE

AWS R G REAMERFITR | EB HTTPS FRCEAN 2 EFIMHEFNE  UREFNESANE
ENEEFFEE , H120 Lambda B,

1. 5 S3 AT

EEHE-NRTFIRAE , W asr-staging, R IHE EEREMEREEZY  Hh—@EXE - 2%
AREENEARTFIFRER  Z—RAARTREEHNTSESARE

export BASE_BUCKET_NAME=asr-staging-$(date +%s)

export TEMPLATE_BUCKET_NAME=$BASE_BUCKET_NAME-reference
export REGION=us-east-1

export ASSET_BUCKET_NAME=$BASE_BUCKET_NAME-$REGION

2. IRIBRE

HEEN AWS tRFH | FRELEBEYMEREFLTER , HII0 asr-staging-reference M asr-staging-
us-east-1, ( 2EZFEITEASMRZE CloudFormation Ei& | EEREEFIrEEREMEEMEE | HlW
lambda BRXBEMH ) . ENREFTBYXENE , BEXAETAFLFFER

aws s3 mb s3://$TEMPLATE_BUCKET_NAME/
aws s3 mb s3://$ASSET_BUCKET_NAME/

® Note

BMRERER  FRARTCHTITLHAEN. ERABREETESE. FALARFEL £H
KMS tn#&, EEzal , FEERTFTrRESE,

3. S3 RIFATEBURRE

F# $STEMPLATE_BUCKET_NAME S3 f1ZETBBUR , LEEHTIRS ID B9 PutObject 357, A5t
FAERGEATIEEFFEREARETEN AM AR, UREVELBERE EERFFELMELR
B,

SR BENDEE S3 REFLRE 88
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"Version": "2012-10-17",
"Statement": [

{
{
iy
{
}
]
}

"Effect": "Allow",
"Principal": "*",
"Action": "s3:GetObject",
"Resource": [

"arn:aws:s3:::template-bucket-name/*",
"arn:aws:s3:::template-bucket-name"

1,
"Condition": {
"StringEquals": {

"aws:PrincipalOrgID": "org-id"

"Effect": "Allow",
"Principal": "*",
"Action": "s3:PutObject",
"Resource": [

"arn:aws:s3:::template-bucket-name/*",
"arn:aws:s3:::template-bucket-name"

15
"Condition": {
"ArnLike": {

"aws:PrincipalArn": "arn:aws:iam::account-id:role/iam-role-name"

BREE S3REFIEERUITEHT T, SUHFUEREHTRFIEREAREITRN IAM AE,
ABEERTEEMEIE ( HlWasr-staging-us-east-1, asr-staging-eu-west-1 & ) EERE , LF

EZEREHE K MEEFE EERFPELRTFIE,

4. R %fE

- EHIEME

« AWS CLI v2

SR BENDEE S3 REFLRE
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AWS EH BBt %4 B  JE
« Python 3.11+ & pip
« AWS CDK 2.171.1+
 Node.js 22+ #¥&EL npm
* Poetry v2 R EE HBWABER
. Git % automated-security-response-on-aws GitHub #ZE

Bt , FRELSCSERRERRFHIT npm L&,

EERFEEENIBER RS | #1T build-s3-dist.sh , BEREFETENERTE ( H20 mybucket) FE
EEBMNRA (HII0v1.0.0), BIFER GitHub T EAIARAME AERITMRA ( HI30 GitHub : v1.0.0 , &
fIAEER © v1.0.0.mybuild),

chmod +x build-s3-dist.sh

export SOLUTION_NAME=automated-security-response-on-aws
export SOLUTION_VERSION=v1.0.0.mybuild

./build-s3-dist.sh -b $BASE_BUCKET_NAME -v $SOLUTION_VERSION

5. EHEREE S3

cd deployment

aws s3 cp global-s3-assets/ s3://$TEMPLATE_BUCKET_NAME/$SOLUTION_NAME/
$SOLUTION_VERSION/ --recursive

aws s3 cp regional-s3-assets/ s3://$ASSET_BUCKET_NAME/$SOLUTION_NAME/
$SOLUTION_VERSION/ --recursive

SER 2 HEINEZFE AWS Control Tower

1. BiE ASR THWERFE

# ASR KREEE S3 7B 2% , 5FH AWS Control Tower BB EABEUSEFHIRE , A%
BT EHNIT. NEHMEENR , 55328 AWS Control Tower SfE,

/A Important

W ASR R A R EFESLE | 52 EH AWS X4 , LLELS CloudFormation #3281 &A1
SEHERMWEMAERA. UTEFESR : CloudFormation SN2 2B iE/E

ASR THMVERABTEM TR
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https://github.com/aws-solutions/automated-security-response-on-aws.git
https://docs.aws.amazon.com/controltower/latest/userguide/cfcn-byo-customizations.html
https://docs.aws.amazon.com/controltower/latest/userguide/deployment.html

AWS EH BBt Z2EE

HiEEE

region:

version:

us-east-1 #<HOME_REGION_NAME>
2021-03-15

# Control Tower Custom CloudFormation Resources

resources:
- name: <ADMIN STACK NAME>
resource_file: s3://<ADMIN TEMPLATE BUCKET path>
parameters:

parameter_key: UseCloudWatchMetricsAlarms
parameter_value: "yes"

parameter_key: TicketGenFunctionName
parameter_value: ""

parameter_key: ShouldDeployWebUI
parameter_value: "yes
parameter_key: AdminUserEmail
parameter_value: "<YOUR EMAIL ADDRESS>"
parameter_key: LoadSCAdminStack
parameter_value: "yes"

parameter_key: LoadCIS12@0AdminStack
parameter_value: "no
parameter_key: LoadCIS300AdminStack
parameter_value: "
parameter_key: UseCloudWatchMetrics
parameter_value: "yes"

parameter_key: LoadNIST80053AdminStack
parameter_value: "no
parameter_key: LoadCIS14@AdminStack
parameter_value: "
parameter_key: ReuseOrchestratorLogGroup
parameter_value: "yes"

parameter_key: LoadPCI321AdminStack
parameter_value: "
parameter_key: RemediationFailureAlarmThreshold
parameter_value: "5"

parameter_key: LoadAFSBPAdminStack
parameter_value: "
parameter_key: EnableEnhancedCloudWatchMetrics
parameter_value: "

no

no

no

no

no

deploy_method: stack_set
deployment_targets:
accounts: # :type: list

- <ACCOUNT_NAME> # and/or
- <ACCOUNT_NUMBER>

SR 2 HBEREZE AWS Control Tower
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regions:

<REGION_NAME>

- name: <ROLE MEMBER STACK NAME>

resource_file: s3://<ROLE MEMBER TEMPLATE BUCKET path>

parameters:

parameter_key: SecHubAdminAccount
parameter_value: <ADMIN_ACCOUNT_NAME>
parameter_key: Namespace
parameter_value: <NAMESPACE>

deploy_method: stack_set
deployment_targets:
organizational_units:

- <ORG UNIT>

- name: <MEMBER STACK NAME>
resource_file: s3://<MEMBER TEMPLATE BUCKET path>
parameters:

parameter_key: SecHubAdminAccount
parameter_value: <ADMIN_ACCOUNT_NAME>
parameter_key: LoadCIS12@MemberStack
parameter_value: "no"

parameter_key: LoadNIST80053MemberStack
parameter_value: "no"

parameter_key: Namespace
parameter_value: <NAMESPACE>

parameter_key: CreateS3BucketForRedshiftAuditlogging

parameter_value: "no"

parameter_key: LoadAFSBPMemberStack
parameter_value: "no"

parameter_key: LoadSCMemberStack
parameter_value: "yes"
parameter_key: LoadPCI321MemberStack
parameter_value: "no"

parameter_key: LoadCIS14@MemberStack
parameter_value: "no"

parameter_key: EnableCloudTrailForASRActionLog
parameter_value: "no"

parameter_key: LogGroupName
parameter_value: <LOG_GROUP_NAME>
parameter_key: LoadCIS300MemberStack
parameter_value: "no"

deploy_method: stack_set
deployment_targets:

SR 2 HBEREZE AWS Control Tower
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accounts: # :type: list
- <ACCOUNT_NAME> # and/or
- <ACCOUNT_NUMBER>
organizational_units:
- <ORG UNIT>
regions: # :type: list
- <REGION_NAME>

2. BEAIREEERM

HKERBTEREHIEE custom-control-tower-configuration.zip I #1T CodePipeline , 520 : BB
EERE

%iﬂ

& A LATE AWS CodePipeline 12 & H#Z&E AWS Control Tower BB ARRERBFH I E,

LEXERETARER ASR API

MEEEER ASRESEBCHRES , flNZ2HEEETFES. EFEDH ChatOps TEFRRE , RE
STERMR , WRAREEEISE , MTR Web Ul , AT LUEZEF AWS (ASR) APl LR BEIZ£E
FE. 5 ASRAPI , BRI DB ERKBREN T EH BB FERIEE,

EEERM , BFEAEA OAuth 2.0 client_credentials#EZ##machine-to-machine(M2M) A F

. XA Web Ul B | fE3R5RE#E Amazon Cognito OAuth #8E asr-api/full-access, Ith&E
EERTRFimY ASRAPI WFEUE. ERLUENERBTEY M2V BABKAFiK, BRART
SRV, AEESBEMAZHN , TEFETAKEZTAER,

B A asr-api/full-accessEHENENEEZEFN — AL REEEACHERBMNINGE , 25
EEHEMERENE D, FREEESEXAREHEANEERERAER,

@ FTRIRMG
R ERA Web Ul B9 ASR B E# B (ShouldDeployWebUI=yes , TEFRE ). EGEI
Amazon Cognito & EE, APl fMasr-api/full-access#iE, EHEE :
- 20 ASR EESIRFEBERN AWS CLI v2
« curl EARNUTFRM API €6ljqy F

MR E A LA ASR AP 93


https://docs.aws.amazon.com/controltower/latest/userguide/cfct-codepipeline-overview.html
https://docs.aws.amazon.com/controltower/latest/userguide/cfct-codepipeline-overview.html

AWS FHBEE{LRZEEE HEEE

$B1: EHRBREN VM2M EAERX A F K

EEESHMEBENUserPoolIdBIE P ERFEAEERE ID , RAERENERFR FFIE OAuth 2.0 E1EHVHE
A Fi% - asr-api/api(Amazon AP| Gateway EE It 5B F gL 55 REEE API) M asr-api/
full-access ( RIHREEHEE LN TEFIE ), RE WAFwR®asr-api/apifiE API,
BEKRF 4038 , RARRKHRABERNMEFR,

export AWS_REGION="us-east-1"
export STACK_NAME="<ASR-administrator-stack-name>"

export USER_POOL_ID="$(aws cloudformation describe-stacks \
--stack-name "$STACK_NAME" --region "$AWS_REGION" \
--query "Stacks[@].Outputs[?0utputKey=="'UserPoolId'].OutputValue" --output text)"

CREATE_OUT="$(aws cognito-idp create-user-pool-client \
--user-pool-id "$USER_POOL_ID" --region "$AWS_REGION" \
--client-name "ASR-M2M-FullAccess" \

--generate-secret \

--allowed-o-auth-flows client_credentials \
--allowed-o-auth-flows-user-pool-client \
--allowed-o0-auth-scopes "asr-api/api" "asr-api/full-access" \
--output json)"

export M2M_CLIENT_ID="$(echo "$CREATE_OUT" | jq -r '.UserPoolClient.ClientId')"
export CLIENT_SECRET="$(echo "$CREATE_OUT" | jg -r '.UserPoolClient.ClientSecret')"

B fEEE UserPoolClient.ClientId# UserPoolClient.ClientSecret, Cognito R &€& R
MZE—IR. Cognito EXREEMNAFWBELEME (--generate-secret) ; HRREBWENEE
BERFHENTS,

SR 2 BUWEFRELECHHETRE

FRARKETSEHRUHE, ©ZZ#E % AWS CloudFormation & HH FIEAAREE, 85 S EHE
BEONAFRBE , WHEZSFREECACHREFME , £/ AWS Secrets Manager, AWS
Systems Manager 2#87FHE ( Z2£FH ) SEBHNRFE.

- VEEMWE ; SRERELIEEIRNE,

- [REEFEENESHNEBERIFIUE,

- BELRZNEMARTLURE ASR WEREEER , ALHFEZERET,

SE 1 EEBREN M2M ERAEXAF K 94
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S B 3 . HEEEFHF (client_credentials Fi#2 )

FRHRETEEEAEEENTEERE., A HTTP EXEG 9 ERE
(client_id:client_secret), client_credentials®EFHE M EEIERFEREHR :

export DOMAIN_PREFIX="$(aws cognito-idp describe-user-pool \

--user-pool-id "$USER_POOL_ID" --region "$AWS_REGION" \

--query "UserPool.Domain" --output text)"
export TOKEN_URL="https://${DOMAIN_PREFIX}.auth.${AWS_REGION}.amazoncognito.com/oauth2/
token"

export ACCESS_TOKEN="$(curl -s -X POST "$TOKEN_URL" \
-H "Content-Type: application/x-www-form-urlencoded" \
-u "${M2M_CLIENT_ID}:${CLIENT_SECRET}" \
-d "grant_type=client_credentials&scope=asr-api/api asr-api/full-access" \
| jg -r '.access_token')"

EREHFEREAE 1 /M | client_credential sEFAERHEHEEZY, ETEMAEXHABMRE
MEEFERAER , MARESR AP FIUEERFTHNERN, EEHNEMBHIARR , flt, £1 )
BELN—ImoiE  FHACEENEAENRERITWESR,

RENFRERENBERIFE Cognito ZHHMERRHEA , WREERS. ERNRNBESNERFE
BERN—EF/FFER. AEE AP FUFBRFVENEEREAREITLE,

SSEB 4 - [EIU ASR AP

IR AT ASR API BB EMAuthorization: Bearer <access_token>{ZFEE
i, API Gateway fEEREIZER K 2 AR H M Masr-api/api&iE , MB WX Fasr-api/full-
accessEHEMNTEFEE :

# Find the API base URL in the administrator stack's APIEndpoint Output, then

# call an endpoint your integration uses.

curl -s -H "Authorization: Bearer ${ACCESS_TOKEN}" \
"https://<api-id>.execute-api.${AWS_REGION}.amazonaws.com/prod/<endpoint>"

BERETH I E T EER AN MR P XA R, API EI’J AWS WAF RECFH OB A Fin
(REER IP HENFABREHERERER )  ARHRERRE. #RTBHEERN ASR API BEE
FEYA PR ID , ™ AWS CloudTrail §53ﬁ§1$ﬁ§§1T0
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SRS MRIEFERAAFR

RAREEERAERN Cognito EBARRXAFig L, MARBBRRE , RtBBRNEHREAFEAR
5.

- Wi BUFE_EM2M AFE (EATEN EBPR 1--client-name), BESEBREHR
&, BMEHAULUEEFH , ARMBRERAF ik,

- £ : MBRA F i BN BE#ER 7 EL

aws cognito-idp delete-user-pool-client \
--user-pool-id "$USER_POOL_ID" \
--client-id "$M2M_CLIENT_ID" \
--region "$AWS_REGION"

FREBNHERFNT (EF)

BXA Amazon CloudWatch & REF , ASR EEEE L EIXBZEMAER ASR/
M2MForbiddenAuthorization (ASR-Cognito-M2MForbidden), APl AWS Lambda B 2{ e £ #
BRFEAFREBRDasr-api/full-accessEHEMEERZHILIEE , FEEHEXRTAFPKRIRERER
B, BREA ASRWHEA SNS BREE , EfRAIHE ; FTREBANIFE,

B Amazon Cognito SC&&ME B E
EMERELEASR EAEEELRMAREBFRANERZEM | UEEESFIRFETE,
Amazon Cognito R4 B#ER S

FEAWIEE  EUUEEANEZHFEHRNE Amazon CloudWatch Logs. % Amazon Cognito {2
e  ERENERAEERE , AR EELH. BMAKBFERIE CloudWatch Logs AFEE . INFO
RIREPTENFFMER , 8 BFBRERER ERROR ,

Amazon Cognito 7 AWS CloudTrail REE#&F 81T, &E7 Amazon CloudWatch Logs H{R &
MEFELEKLHE  FEHEEAEEENIRFPREEEEH CloudTrail B, REMRZEK B
Xt E CloudWatch Logs B8 . MEFMER , F2BEH Amazon CloudWatch Logs E5#2
CloudTrail B 55182,
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%7Bconsole-url%7Dcognito/
%7Bconsole-url%7Dcognito/
%7Bdocs-url%7Dcognito/latest/developerguide/logging-using-cloudtrail.html
%7Bdocs-url%7Dawscloudtrail/latest/userguide/monitor-cloudtrail-log-files-with-cloudwatch-logs.html
%7Bdocs-url%7Dawscloudtrail/latest/userguide/monitor-cloudtrail-log-files-with-cloudwatch-logs.html
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Amazon Cognito # & Z £ B &EFh

i

FERILEE  C2ESERIRENEIARTEMIEEY S 28F. £ Amazon Cognito FEAF |, F
BEHNFEREER | BEBERRZSME  YEEXRELBFBIT,

© EHNER

MREMAERZ2Y , AISEEENANERABRTEER. WE Amazon Cognito EEMNFFHEE
A , 5528 Amazon Cognito E1E,

A Amazon Cognito 528 M ZBhHE 97


%7Bconsole-url%7Dcognito/
%7Baws-url%7D/cognito/pricing/
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£ Amazon CloudWatch &R AR EEIE AR R T RHVIRE

L fRR A 2 A E Amazon CloudWatch &R R LB R BEITIEENE R,

CloudWatch BRRMBE RS ERFRS RNRE , YEBREBEBERRHE R,

R A CloudWatch 151, BRMERNR

CloudWatch Zh&EHE M{E CloudFormation Ei4< 3 &,

CloudWatch Metrics
UseCloudWatchMetrics

Enable collection of operational metrics and create a CloudWatch dashboard to monitor solution operations
Lyes *)

UseCloudWatchMetricsAlarms

Create CloudWatch Alarms for gathered metrics
(yes v

RemediationFailureAlarmThreshold

Percentage of failures in one period (default period is 1 day) to trigger the remediation failures alarm for a given control ID. E.g., to specify 20% then enter the number 20

EnableEnhancedCloudWatchMetrics
Enable collection of metrics per Control ID in addition to standard metrics. You must also select 'yes’ for UseCloudWatchMetrics to enable enhanced metric collection. The
added cost of these additional custom metrics could be up to $65/month.

(o =

1. UseCloudWatchMetrics - # L5 E ByesRAREREZENES , WE I CloudWatch EFRMR KRR
ELEEE,

2. UseCloudWatchAlarms - #§tEXE AyesRU AR T RV FERE R,

3. RemediationFailureAlarmThreshold - #iE A& BE S L5 R E RN E 2 t,

4. EnableEnhancedCloudWatchMetrics - # L S8R E A yes , AREFMEZEFE ID HWELIEE, &
B , LBHEEA no, AR SWEMBESFIE IDsiER. SEES 1D WERNIEENETS
ELXBEINER,

£ CloudWatch & &Rk
EEREERAT

A

BEZE Amazon CloudWatch , A% EE ZE Dashboards.

BtA CloudWatch B, BRAERK 98


https://console.aws.amazon.com/cloudwatch/
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2. B A "TASR-Remediation-Metrics-Dashboard s £Y1& & o

CloudWatch E&RIREZE T IIEE :

1. BB ERE - ATRERA T BEERGT REKIIEEN Security Hub BEFEHE

2. BERY - BRRMNEERRMNES L URAMER., REXMTERESE RETREEEF
AERV R T BB ERAMTREE,

3. fK#EH] ID BERIN/R - MREEHEHMAEREIER  ABSREH D JLBEER. 28
BAMERBERESHERE  AHSTETHER D BEZ@EES IDs , ERIABKELRH IDs X
o

4. Runbook IEEAEAK - BETHRRRERRSFRHNEACZIRFPNEEERMBEMNKBX
H. ARV ACMENEBBEEREEAREERTAXENAER, BEBEMEBEIIRFARENE
AR ERAERAREINA EventBridge R B , SIEUHIRFE 1 Security Hub H Y B8 B SR 42
iR L RS R

5. ASR HERSFREEEE - 5 HEBEEBEFRBFEA EnableCloudTrailForASRActionLog 2 & A
EEAFNFTENEBIIRFNMBALTREEEE, BEEEEM AWS IRFHERIFERHNEREE
B, WWINTEAHBER TR AL RRESBRTER.

CloudWatch xR tLFEM AL ERNE T , REE BRHRFERER,

1. MREEHERTE 24 PNFHAIBAELIT > 1000,

a. EERTHKIEBE TR TEHRARDHERERER.

b. A LAE A CloudFormation 28 # % F{E.
2. kA = NOREMEDIATION > 0 H{&E k&

a. EEERBE ASR FRTENBE. ENAERTEHRACKUATERBEHNESH.
3. Runbook fEEABKEK >0

a. ERERBEMASENIRFRED LEZBE. ETRRTIEEAEHRA  LIELEAHE
ZHIRF.

BRMEUFTBEBRRE , UFESERIHEERER,
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https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-delete-rule.html
https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-disassociate-members.html
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Cloudwatch > Dashboards > ASR-Remediation-Metrics-Dashboard

ASR. iation-M.

dv <7

State Machine Executions

Count.

1,000

Remediations started >= 1000 for 1 datapoints within 1440 minut...

04 /\

7 ——

Remediation Outcomes

120

2 T

Autosave: Off @ Period override 1 hour (auto)

[ s a2

14 3d 1w Custom Local timezone ¥ H c |

[ [ acions »

4e

Remediation Failures by Type

—~
. NOREMEDIATION >= 1 for 1 datapoints within 1440 minutes (1)

. 23 215 12017 12119
12113 12015 12717 127190 12013 12715 2 1219 ° @ rem TACTVE @ on
@ Remediations started ® FAILURE @ SUCCESS ® STANDARDNOTENABLED
Remediation Scheduling Queue Length @ ¢ Maximum Remediation Delay Remediation Scheduling Widgets H
Count. Seconds These widget: related to of
2100 5200 Triggered remediations are inserted into a queue and a scheduling Lambda
picks them up to schedule the remediation execution.
The queue length represents the number of triggered remediations that
o050 2600 are waiting to be scheduled.
The maximum delay is how far out, In seconds, that the scheduling Lambda
. ) N has scheduled a remediation for execution.
12013 12015 1217 1219 23 s 27 12779
® Queue Length @ Delay
Runbook Assume Role Failures i Runbook Assume Role Failures H
23 “This widget displays the frequency of the remediation lambda failing to
A assume the role necessary to remediate on a different account.
This may Iindicate that ASR Is attempting to remediate on a spoke account
- that does not have ASR installed.
| __Runbook Assume Role >=1for1 1440..
12113 12015 12017 1219

@ Runbook Assume Rale Failures

¥ % Amazon CloudWatch —

2. BELEBUNETR

i

BT AR

RRBEDE

o
RRBERE.

Remediation Failures by Type
This widget displays the frequency of different remediation outcomes.

If there Is an Increase In NOREMEDIATION results, this Indicates that
remediations are being attempted for remediations not currently included
In ASR. You should verify that this Is not caused by a modified automatic
remediation rule.

CloudWatch x| CloudWatch > Alarms
Favorites and recents » Alarms (3) (] Hide Auto Scaling alarms Create alarm
Dashboards ‘ Q_ ASR- X ‘ ‘ Any state v ‘ ‘ Any type v ‘ ‘ Anyactions... ¥ 1 &
ASR-Remediation-Mefrics-
Dashboard O Name v | state v | Last state update v | Conditions | Actions v
v Alarms Ao @17 @0 NOREMEDIATION >= 1 for 1 datapoints within 1
AoQm O O ASR-NoRemediation @ok 2023-12-25 15:36:25 4 P @ Actions enabled
In alarm i
Runbook Assume Role Failures >= 1 for 1
All alarms 1 ASR-RunbookAssumeRoleFailure @ok 2023-12-22 18:27:56 @ Actions enabled
datapoints within 1 day
Billing
ExecutionsStarted >= 10 for 1 datapoints within
1 ASR-StateMachineExecutions @ok 2023-12-15 16:47:41 h @ Actions enabled
our
v Logs
Log groups

Log Anomalies
Live Tail

Logs Insights

¥ Metrics

1. BRESESFENELRHE.

EE RRE

100


https://console.aws.amazon.com/cloudwatch/home#alarmsV2:
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HiFEmR

CloudwWatch » Alarms » ASR-StateMachineExecutions » Edit

Step 1 - optional
Specify metric and conditions

Step 2 - optional
Configure actions

Step 3 - optional
Add name and description

Step 4 - optional
Preview and create

Metric

Graph

Specify metric and conditions - optional

This alarm will trigger when the blue line goes above the red line for 1 datapoints within 1 day.

b4
Count Namespace
AWS/States
1,000
1,000
Metric name
‘ ExecutionsStarted ‘
501
StateMachineArn
‘ arn:aws:states:us-east-1:221128147805:stateMachine:S
1 .
01/05 01/07 01/09 01/11 Statistic
@ ExecutionsStarted ‘ Q sum x ‘
Period
‘ 1 day v ‘
Conditions
Threshold type
O Static (O Anomaly detection
Use a value as a threshold Use a band as a threshold
Whenever ExecutionsStarted is...
Define the alarm condition.
() Greater O Greater/Equal ) Lower/Equal ) Lower
> threshold >= threshold <= threshold < threshold
than...
Define the threshold value.
1000 -
Must be a number
» Additional configuration
Cancel Skip to Preview and create Next

1. BB ZE CloudWatch ERFRAEXHEPPER , AFESHFRE.

a. REHR/NTEL EANERAR.

b. EERE.

EE RRE
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https://console.aws.amazon.com/cloudwatch/home#dashboards:

AWS EHEBIb LR EE BEEmM

c. BIEEERSIER.
d. BB REBUNEHKRE.

State Machine Executions .2 Persist time range @ tTh 3h 12h 1d 3d 1w Custom Local timezone v | | Line v
Count
1,000 Ty : i =
Remediations started >= 1000 for 1 datapoints within 1440 minutes (1,000)
501
1 -
01/04 01/04 01/05 01/05 01/06 01/06 o1/o7 o1/07 01/08 01/08 01/09 01/09 01/10 01/10 01/11 o1/1
@ Remediations started
Browse | Multi source query - new | Graphed metrics(1) | Options | Source Addmath v ‘ ‘ Add query v
Widget type
‘ Line ‘ Datatable | Stackedarea | Number | Gauge ‘ Bar ‘ Pie ‘
Legend position Live data
Hidden © Bottom Right Display most recent data point, even when not yet fully aggregated.
Left Y axis Right Y axis
Label Label
Limits Min Max Limits Min Max
Show units Show units
Horizontal annotations / thresholds &
Label Value Filt Axis Actions
] Remediations started >= 1000 for 1 datapoints within 1440 minutes [ 1000 [ None A4 > X

Add horizontal annotation

Vertical annotations Info

Add vertical annotation

TE & REA

EEEERSSD , ;TEEEEH#E SO0111-ASR_Alarm_Topic 23 #J Amazon SNS =/, E€HE
REAN ALARM iR BERFIE AN 12

%
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EHBERT R

/A Important

o FHRE| v4.0.0 REFRAE : BAARSEEABRVBREBELEENEBHBERE. WRER
Rv2x iR, BRARSEHBEHNA[ , BEHiE B BHIEERELR v2 EventBridge # 8l
BB ZEFHH DynamoDB #ikfHRE, B1E v2 R A A BBEENEFESE v4 RRIFM
RAAMEE , MRE v3+ HEHAWEFIES B HIEEE AWS Lambda BEEH Amazon
CloudWatch logs#, tTNRERKE v3.x 7k , B BEBEERECLMR DynamoDB & if
AR  WAREFEFE K RUFFTEER. IREBES ATMEHEZERSEZES
BABEHIE , S00111-ASR-MigrationAutoRemediationLambda B E & #& Amazon
SNS BHIRMEIR AR S00111-ASR_Topic, EEHWZBH , BXEE LEECHERMK
FTBY , S00111-ASR_TopicHHERAMA v4 B FH, FSBM v2.x F#KEE| v4.0.0 SHEFHTHR

EO
« fevex FHRE v3x : EHEBEHR  EEESRFHYFHEFRABBBERA, F2HREK
A= B8{LEE,

- MRS Reuse Orchestrator Log Group Z2EMRFRZ AR , BREAREHEEHG
EREE , UBRAFFHEAEHELRELAAFRERE, F2RBEBHEATR, NREE
MERBIT v2.3.0+ NHEBES , FH&E "8,

1€ v1.4 Z BIRY R A R

MREEREHE V1A ZRIHBHRRAR  FHRREE  RBEREEHMRA

1. BRZELNBENFERE R, F2EBRLZERRLE.
2. MBIBRHNER, F2EABHARAS R,

@ Note
MRBER v1.21 AEERAFARE v1.3.0 REFIA , 554 Reuse Orchestrator
Log GroupiRE4 No., MRBEEH L v1.3.0 EFMA , E A LlYesst ¥ 1B 1E R
HY . bi%I1E A ARG B S0 4% Orchestrator Step Functions BY8[E) B 56848

B v1.4 Z BT ARASFHR 103
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7€ v1.4 FIEFHARASF#K

MREBREVIAX AR, FEFHFIEHED StackSets , M AR :

1. RS EARERH Security Hub BIEEIRFHHHE,

2. EBEREIIRFY , ENRHERNFTT,

. EERIHENAMEREANEREKNERFD , REMNEREHMNEHE,

4. MREBRA Web Ul , BEEH T £ & TicketGenFunctionName , BIff CloudFront fREL %k
W, LB RREE

aws cloudfront create-invalidation \

--distribution-id <distribution-id> \
--paths "/aws-exports.json"

#v2.0.x Ak

MREBER v2.0x FK , BEHMRE v2.3.0, 7 CloudFormation REHZE v2.1.0-2.1.1 kB,

#€ v2.1.4 RE R RAEFK

MRERWV2NAHERRAA R , BLAEARE v2.3.0, TRAMESRN v2.3.0 WEMRE. &
B, HEEEHRERERY. HE  EUUMBREEMMEHRS RNERE  MARYITHBER.

# v2.x FHRE v4.0.0 REF A

#v4.0.0 BAtE , FRFREE v2 Bl v4 ARPREEHBEBEERE. £EVv2F , SEEFH
Amazon EventBridge R Al€ @7 BEBEENRE, £ v3 NEFMAS K BALSRELHEHREEES
IR 5 R V£ 8 4H 58 Amazon DynamoDB BRIk, £ v4 B FHPE K BSFIERSBREBEN v2
_AutoTriggeriRHl, BEERANEESERS ID EEALENZTSES D, Wi RHANE
#IE A DynamoDB &#l &,

BREREMERME v2 FM :

* SC (AWS Security Hub Service 2 E& 2% ) — IDs &% A DynamoDB B R¥#FF~ &,
« AFSBP (AWS Eff 22 HEE# ) — IDs EA DynamoDB KREFTE,
« NIST80@53R5 (NIST 800-53 1£5ThR 5) — IDs B A DynamoDB EHREFT &,

& v1.4 FEFARA F4R 104


https://solutions-reference.s3.amazonaws.com/automated-security-response-on-aws/latest/automated-security-response-admin.template
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« PCI (PCIDSSVv3.2.1) — 8BEREIPCI.& (Hlm, PCI.S3.58%K S3.5),
« CIS (CIS AWS Foundations Benchmark v1.2.0, v1.4.0 1 v3.0.0) — &{& CIS &% ID HFMHFZE

H v2 SSM &3 #+ B BN R &2,

BBER

BRNEHETTREMEF - £ v4 PROABBSEN S NEE v2 PRAN SRS

BREREBHIEEES AMEEE : £ v2 BRE ASR E1EH CIS A8l , MiEH v3+ TEEIE, B
BRZEEE S S00111-ASR-MigrationAutoRemediation AWS Lambda BEHY Amazon
CloudWatch logsH,

« MRBBEBAEREIRNESISEZES KR (HIE0 , DynamoDB T3 i 89 & b 14+ S Ei 85

$2) =1k, S00111-ASR-MigrationAutoRemediation &% Amazon SNS BHIRMHEER
BS00111-ASR_TopicEE, BAANZY HZEENEFE IDs , WHEFEHMLE [ASR v2 #
v3/v4 migration].

- BRIERRASHENSG vIv4 EBEH BT, REEREMTIEFRNTER.

(® Note

EFAR2AFTE SNS £, EBAMBAESRMEMAT RMWERA Amazon SNS S00111-
ASR_Topic £, MRBHEHRHZETERECHERNITE , AIXBENT 2 HEEEB
&, EEEBRT , BRAYTE S00111-ASR-MigrationAutoRemediation AWS Lambda
B EIH Amazon CloudWatch logsH EEILB., BEFTEWE , FEMRMA B AWS Systems
Manager 28 EZ M [EREEERE ARN , /Solutions/S00111/SNS_Topic_ARNIE#Ti# SNS
3B ( EFBM4. SQS. AWS Lambda RESEMEMZEWBEAGE ) , BFEHK v4 HE
B, EIB AWS HREFEHUREIREMNEFEHATRE , NMEETEBRATZa TEECEREFR
o

MREBBEEIBAGEER v4 7 EBEERNESIR | FBFESEEAR DynamoDB ER&RH FEIRUT
T, w2REBA£EELEE,

# v2.x FHRE) v4.0.0 REFTRAE 105
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5 S HE AR

EAEEFRIRHEREAMERNIE R, MRELIETELMBREHEE , BB AWS Support 12t
AR 7 2B AWS Support EHIRIEREA,

ﬁg/kjﬂ_ﬁ H 70}

FEUERBRLSRNYEDEHES  F2RITENELASE,

WERR T REHETE AWS Systems Manager T#1THIEE Runbook W |, I A&4E R & E AWS
Security Hub B ERF H500111-ASRHI CloudWatch Logs ##l. SEZRFHESXE —ESER.

Orchestrator Step Functions €# i G & BRE#EC#E] AWS Security Hub EE SRS FH S00111-
ASR-Orchestrator CloudWatch Logs ##H. Ltk BFE= —EREXIRE , AIcsk Step Functions &1{E
HITIEBEAARREER, =@ Step Functions #1T#E —E B R,

M1 B EREHREA AWS KMS BEFZESRETINE,

THSEEMEFFER S00111-ASRAGFFFE. FAL ALK AWS Systems Manager Automation
F# A, Automation Executions B35, Step Function £ A M Lambda B iR H#H HERERIRE,

MREERY , BEUUTABTNALKELEHD BEFMS00111-ASRHAVZREE, #2HIEMN B H, 5
un : CIS-2.9-2021-08-12

ERROR: a4cbb9bb-24cc-492b-a30f-1123b407a6253: Remediation failed for CIS control
2.9 in account 123412341234: See Automation Execution output for details (AwsEc2Vpc
vpc-0e92bbe911cf@8ach)

THASRHEMFMET LR REFENEHERN ASR Runbook. #1401 : ASR-
CIS_1.2.0_2.9

Step fails when it is Execution complete: verified. Failed to run automation with
executionId: eecdef79-9111-4532-921a3-e098549f5259 Failed :

{Status=[Failed], Output=[No output available yet because the step is not successfully
executed], ExecutionId=[eecdef79-9111-4532-921a-e098549f5259]}. Please refer to
Automation Service Troubleshooting Guide for more diagnosis details.

HWEASREHEAN , EHRFHADPRERERFHATH FEERL. EERHEFIEE  BHEZAR
ERFHHAWS EBFIES (RLEARFAL ) , 511 AWS Systems Manager , EEZE8)1t , ¥RE
17 ID W EHFE B Heecdef79-9111-4532-921a-e098549f5259,
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AWS t#) BBt 2 [E BiEES
E AR BEERTT R

- FORE : BRFRIPBLAH , WHIEEESR |, F5H Amazon CloudWatch FEEERAI A,

RRF R : ME CloudFormation ER/EHERFPIEH AFHEACFENERAR, ASR HBHX
ARHEEFRAREN BB, BREEEMEEFER,

- B : BRTRELE EventBridge A EE T F M EAR B P ASHERETEE
fRRFR . BMAREEER] EventBridge FRAINELRE , WEHBFMBE, &R LE Security Hub H

FERHERBRARPN SC FMEHNEHEHFESER, EHEHERNEERBFM , RFEREM
EventBridge # BIEL &R , LB REERE R

- B RER-RF PN SEEEP T Security Hub, RBEEZEEH P EBF LRSS =,

fRIRF 2R - 2B Security Hub EESMHRIMNIRF N BEFPHEEES#HE, £CRE Security Hub
RENSERFMEFHPLEREER, £ Security Hub FRIAREM,

- R9%E : #E% , SO0111-ASR-Orchestrator FEHS B Bt XA ARRE L B | H3R 502 88
2 : TLambda FEMFRESY , BB KMS FEUEIE, BREREMN KMS £85%E, KMS
BISAAR R © UnrecognizedClientExceptionKMS F 5. : B RFEENLLFZFEN. (R .
AWSLambda ; #REERE : 502 ; $E52%5 : KMSAccessDeniedException ; 3R ID : ... ™"

FRRFE  HMTIBE R , MERARRBEN 10 0, IRBEFERLE  FRBRERER
GitHub R,

- BIE  RERBERERE , ERBEEEMER.

BREE  RERELERNES , TRREENER,. ERNEESBEBTEIEEHEE. Bal,
MPERZEEBEIUANEE , AIRLIEZERAERARGEGEERE, QEBRSRAFE. £ £#A
AR CloudWatch Logs. &3 SO0111-ASR CloudWatch Logs &#H. HEFEE , LABRRIEE
M ERR, BERNEAERRT-HEBEEENAFER. FEXSEBERBRIMER. HEN—LFREE
AR METERFNSERFZETHEA. BIRFEE (MAXE)  IBBFECHKE, W
REEHEABNERER , BRERFLRBMZERRE,

- B%E : BFAA181E% , Security Hub A hAVARRE I REH,

fRRAR - Security Hub R ATEEBHEN., EFEBEER MR, BEBENREEEN., BE
BETREEH/ EBSERANERABR, HEERENEM RFEEEZE AWS Security Hub B9
EHERRIMN , il AWS Config, EFFTARANKEABRRER R, MREBEHARMEE ,
ESELRN TRERSERERE , ERBETMAEE, .
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https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-quota.html
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- BE  HBRRDPLSBHREEIE BB RE L - Al AssumeRole IR/ERF AR

(AccessDenied),

BRFR  REBEAEARLZEE ASR EEEREERERENKERFEP, BEXEHXNITZR
B,

- B : Config.1 Runbook k8 , R AR #HKIFIA R EE EFE,
RRAR . FHREERN AWS Config 5%7E , AHE{R Config EIEFRE. EXLEERT , B&LE
EHEEEEREBH AWS Config 5% E.

- %8 : {EEMRI , BEEAL "No output available yet because the step is not
successfully executed."

FRARAR  ERMRAFHNEANEE , HPHLEEE Runbook TEELEE, £ Runbook #%1E
BRY , WEMRRS RELEEREHAR,

- BE  BRARABMAEEMRIER
BRAFR  BMEHESRAEESESHBERNERRENHE  MARERAL. EXRERE
PERFREE, IREEEHY , FRABRIERR.

- B BRRETBEERLMN v1.3.0 HBKXH,
FAFR  BREEBESHATRESERRBITBDERLR. EREET —ERAHBEN S HMREE.
MRBEEERER :
a. A AWS Security Hub BB X 24,
b. EEEBIIRFH , BIFERE,

EMBTEBERSIER

. FEIMERER ASR 5EHIER,
e. BIXMIRHER,

- B ENMHEEESHER  SREHE LXMAssumeRole,

o

o

BRER  ENNEEEEHBEIHERSIRFHTEEEACENBIRFTIREACCEHNEEE
o BULAEFMBERERFHENMEXNEACHD,

- FEAEE : CIS 3.x 81EEBiB 24 /NEEPASSEDE AT T

BRAR: MREERERFHEE S00111-ASR_LocalAlarmNotification SNS ERERET
B, ERERNER,
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https://console.aws.amazon.com/securityhub/home

AWS Lt BBt 2Bl HiEERA
BEZENEE

SetSSLBucketPolicy & AccessDenied #5531 %k B

TEEEEAAY I &ITE - AWS FSBP 1.0.0 S3.5 ik, PCI3.2.1 PCI.S35 k%, CIS1.4.02.1.2 fkR. SC2.0.0
S3.5 kR

B : SetSSLBucketPolicy k8 , i3 AccessDenied #8538 :

P04 PutBucketPolicy & /EEF2% 4 $532 (AccessDenied) : FEUEIE
NREMAREITENSEARFIGE , SEANERTIREE  HPI3 AT RFRHERR
X, BEREAN. EBRETSHERRINREFIRER , ARMAZRRETBROLAEFIE
B8, BN ALERMAREE,

1818 ConfigureS3BucketPublicAccessBlock ( FHEF#=HI1E : AWS FSBP v1.0.0 S3.2, PCl v3.2.1
PCI.S3.2, CISv1.4.02.1.5.2, SCv2.0.0 S3.2) th Al LU REFIRERLRE K RBCETEEHE
FRHERNBERTRELAEFNEREE,

SetSSLBucketPolicy 8 RAX 8 ZREFITREBUER , LIEETFEH SSL @R, EFSBHBEH

MEMERAN , Bt , MIRFEAFLRAFIRNRER , AEERELIEARENTEELRARANE
R FITRBUR.

BRER  ERREETBBERUABKRAF AR FIREMEFIE LHHRARFIREGRIERK,

PutS3BucketPolicyDeny % B{

FHEAES RV 32 HI1E : AWS FSBP 1.0.0 S3.6 ix. NIST.800-53.r5 CA-9(1). NIST.800-53.r5 CM-2
RERE : PutS3BucketPolicyDeny HIR T 5§55
Unable to create an explicit deny statement for {bucket_name}.

NREEREFTRBLABBRNERHER T  BRARDELZSEEBRRFTEZERFEFE B
AREEHEHMAEBNMAREIREF,

BRAR  ERREETEBBERUAAHRERFIATEE  MARER T 8 , XRFIEBHD
o
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AWS ERIE DR 2B B (e
NAIE R fRSR 75 B

MRBESH  EURERALTEFABERTR  MABKREMAERRE, BELRGIFMRBMME
BRF RPEFERTRERN TS,

1 FRE-ZFENEBEE

-

. EEEERST , BEZE AWS CloudFormation £ A&,
EXREESHEBYMEHEHRIER,
#HRemediationConfigurationDynamoDBTabl eI {E,

BEZE DynamoDB A& WHBISEHEREER R,

iZH Explore Table ltems (JRZRERRIEE),

EREREHEET , EWMEA,

EHEIERSIE : controlld L& ARFIE ID ( Hlf0 Lambda. 1) , RERIFBEZEHIT.
EEERMNIEE  AREEHFE > FEERA.
#$automatedRemediationEnabled BHEEE A False

10 BZERIFILRFIRA

© © N o o &~ w0 N

=B 2 . FRMAEZRHEANEBEE

1. RIRERG 1 hSER 1-5 RIFEBEERERRIER.
2. EFHREHEE T , BREURH MR A REH,

3. A% automatedRemediationEnabled 584 True NS ERHIE | ZECER , AR REFHE >
imEEIEE .

4. #&automatedRemediationEnabled B EEE A False , AR IBIZEFEILFMEA,
5. B EEANFMAERFEES TR,

5613 FRRFNFBEE

1. BE X EventBridge A&,

2. EEMPERUR A,

3. ENEREHERIELES Remediate_with_ASR_CustomAction,
4. EZRRA , AR EEFAZRA,

S AR &R 110


https://console.aws.amazon.com/cloudformation/home?
https://console.aws.amazon.com/dynamodbv2/home?
https://console.aws.amazon.com/events/home?

AWS FHBEE{LRZEEE HiEEm

Bt %% AWS Support

R EH AWS Business Support+, AWS Enterprise Support 2 Unified Operations , #& 7] LA {5 A
AWS Support Center EXS LR B RNV ERE B, AT EEARMERA,

= RviE 3]

BAXEF D,
2. BREVRN,

an{a iR R 15 B 2

1. BRI

SHEARTS | BEUERIR G .

TSR, ERAWS LW BELZLEE,
SHHBEM , ENENSEERARMNREE,

EEBARY. SRABEME RESEARSNEDHEENER, MREEE SRS
RARRE  BRET— : HEH.

.U":h.o-’!\’

Ht&EA

1. 8#H8EE  BAREEHNBENF.

2. ST | FBEAFMRIARE , SR RNBBNEEANRA |, #l0 : AWSVvX.Y.Z LB E
BL4LOE,

3 BEBEERER,
4. JE$E Support RIEFERFTENEA.

7 B 3 P9 S 1R B IR S8 B9 SR

1. MABRNEA.
2. BET—S8R : LAFARBEERM.

B4& AWS Support 11


https://aws.amazon.com/premiumsupport/plans/business-plus/
https://aws.amazon.com/premiumsupport/plans/enterprise/
https://aws.amazon.com/premiumsupport/plans/unified-operations/
https://support.console.aws.amazon.com/support/home#/

AWS ERIEB{LRE B
37 BV R B b e R AP

1. MBI EDEER R TT R
2. MRBEEFRELBRARNBEE , FEEBEERM  BABRNET , AREFRX,

HiEEE
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R EMRS R

FEATHRFER AWS BEETRARBRETEMRAR,

V1.0.0-V1.2.1

HRA 1.0.0 IR 1.2.1 ik , 55 A Service Catalog fERZ % CIS FM. FSBP FHZHm&E. £H
v1.3.0 B , FEEH Service Catalog,

1. & A AWS CloudFormation £ & WEEZE Security Hub EERS,

2. 1#1F Service Catalog UK ILEAHENFMH, BREMARLEFHE., AEIFERE,
3. #& Security Hub X & 1R F B BREEMRCISPermissions. template# 7,

4. % Security Hub EXEE MK EIRF B RE S AFSBPMemberStack. template&i7,
5. BB F Security Hub TEIRF | BEERF RN RZEHEE |, REBEZFMER.

(® Note
CloudWatch Logs B#H HHERE., RMERBEEBABHNEFREBRNERREZELH
o
V1.3.X

1. automated-security-response-member.template B EKERFEBER .
2. automated-security-response-admin.template REEERFBER .

(® Note

BER VIS0 PHNEESHATREEBRETDFRRM, ERSET —EREAPEENE
HEE, FERATIIERRIESELREE :

1. A AWS Security Hub BB X2 A,
2. EEEBIIRFY , BIERE

3. BERTBERSIER,

4. FEIMBRER ASR 5EMIEE,

V1.0.0-V1.2.1 113


https://console.aws.amazon.com/cloudformation/home
https://console.aws.amazon.com/securityhub/home

AWS FHBEE{LRZEEE HiEEm

5. BIRMIBRHEE,

V1.4.0 REFRAS

HEBETE

1. automated-security-response-member.template R EEKRERFBER .
2. automated-security-response-admin.template fEEERFBER .

StackSet ZpE
¥ A @ StackSet , BERHEE K RRUNBHMERIEFZER StackSet,

iR BEBKRER , thZautomated-security-response-member-roles.templatef®R&
RE W IAM B, Mt—R , FRELACHEEREREEE, REERATPBEFTHEER SO0111-
* A% , HlW CloudTrail E CloudWatch F28#%=k RDS 1858 HEEE | BIR] FEIBRIEL SO0111-* A
&,

(® Note

BEEBHREHEEHBER K SRBHERS RN Amazon DynamoDB BRI XK , At SR BEMNE

EELEHENERE, SELENKRERAERLR. BEELREHE. BEER. EREGEESF. B
MBI EN R, SE H#ERARGKRRE, EEBREREK , FEFEAERKREE , &
#MBRER R,

&% Slack, JIRA = ServiceNow #HE 2 1 WY {E{A AWS Secrets Manager MZ L ERE. W

RETHEEECM , EFHEHEMBR.
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EEEEE

R ME A &R R B R
SRMASREER | BAEH TFIRHIRRS ROBLEHEERA.
HERANAAREEBOLE .

- EEEMBRRENENKEACHBENENRFTIREBE (EBBETBFITLEEL) |
HEBSIRFRBEEASHIE,

- EEXLRRIRFREFHERTRNES , FOEXEIRXEACHDRFINELIRFHER,

Security Hub FHIIRF BB FAERE REEAERE .

- EESHEREHHEEEESRFIEBINAERERBEBEE (BBETBHFEREEBL) .

- FEXREERIRFREFEFBRAIR , FUVLEELRFHES , UKBESTEFLINNEEES
HENAREESIRFMNESR,

HE T LR RS
. EIEENE LAY O B EREIRS FESHHERSIE Runbook WIRSIERMBIEH (HBET
BAERSABL ) . SLASEEENREHBEE,

- B S B DA YIS AR Amazon DynamoDB BRI R P AN B EME 8 BHEE. LER
XERNBINEEEIRF,

- BTE  BELNEEESNRERFP —BubIBEE, MEEE L AWS FSBP 1 CIS 1.2.0
W, naﬂﬂ_mﬂﬂﬁﬂkf’“iﬂi&“iﬁgﬁuf"‘ﬂamﬁﬁ AREBEMBEERKEHBNEBRNESERERSE M
[ 15

ESEEAKREHERRIF T WLES Runbook :
- EEEMD R Y HXSHBHWEEREEBFEXSRSMESEHEFLHE Runbook Y12
HERBEH (ZBEIDFEHEED ).

- FENREEEMAWMLEGIEETERMNEZESG K EENSEEMEEREEHRBEGHIE
Runbook HI 28, #S#E4IIERN SRR EAE "NOT Available" , LLEUH SR B %32 4118 Runbook,

BAMERI D BARAATR 115
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ARBANERZRER SSM 28

- EESHBRRHYWERREEESHBFMEBEN SSM SBANRERBEH (EBEFTBFER
éﬁ@ ) [

- TEEHEE FEEEA "/Solutions/SO0111/<standard_name>/<standard_version>/status" #J
SSM ZE({EF% A "No".

WL REHALBBLEE

BRARRUMEMAREALEBLEENSN. MEHSEATEBRFHHEBNEERRE
Amazon DynamoDB & #l5k , it EMERERESL,

- Web Ul (EBEHERER ), KEFEEEETSHBLNER. EEENEREEITUMA
REABSEEFENEBEE  YEATEREANERFERGFRRIZEENEBETENHEER,
HE-XBFMAEHEANEBEE  AINESHEE  FEEFRAMEEEE, WRETEAR
wRFEEE Y (ME)  BEEMARFENEDEENRCERAR. NEFAET  F2EEEAIL
BE,

- BIRIERE (& Web Ul), MRERERE Web Ul , FFEZEFEEEERE DynamoDB ERIRFHYIE
B, UBASEATEBEBCHIEE , LEMA AWS Systems Manager ERE {2 B BRE HLL R
BREETEENEE, NMFEELELSR A F2RBALEHLEE. BEERE Web Ul NEHHE
REERBBBE , F2REEZEHPNEFERRM.

TPEUR IR 5 5289 Web Ul :
- MEEEEHBR  LSWI-—HEFBM4 AT ESERACENSHERUNEFSB4FHuEEA
Web Ul R & A E#,

- ERABHEEAEER  EEENEREES W LBRFEMMEMEFE Web Ul YRR ART RNF
HY,

- EEENEZEREBENUFARAEAEEARBRGNERRENFERE,
s BEEE—S TR LR MAIERERIT RN Web Ul |, 5828 the section called “Web Ul”,

SNS & H &5 451
S EIEECls

{
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"severity": "INFO",
"message'": "00000000-0000-0000-0000-000000000000: Remediation queued for SC control
RDS.13 in account 111111111111",

"finding": {

"finding_id": "22222222-2222-2222-2222-222222222222",

"finding_description": "This control checks if automatic minor version upgrades are
enabled for the Amazon RDS database instance.",

"standard_name": "security-control",

"standard_version": "2.0.0",

"standard_control": "RDS.13",

"title": "RDS automatic minor version upgrades should be enabled",

"region": "us-east-1",

"account": "111111111111",

"finding_arn": "arn:aws:securityhub:us-east-1:111111111111:security-control/RDS.13/
finding/22222222-2222-2222-2222-222222222222"

}
}

1E/ AR I B

"severity": "INFO",

"message'": "00000000-0000-0000-0000-000000000000: Remediation succeeded for SC
control RDS.13 in account 111111111111: See Automation Execution output for details
(AwsRdsDbInstance arn:aws:rds:us-east-1:111111111111:db:database-1)",

"finding": {

"finding_id": "22222222-2222-2222-2222-222222222222",

"finding_description": "This control checks if automatic minor version upgrades are
enabled for the Amazon RDS database instance.",

"standard_name": "security-control",

"standard_version": "2.0.0",

"standard_control": "RDS.13",

"title": "RDS automatic minor version upgrades should be enabled",

"region": "us-east-1",

"account": "111111111111",
"finding_arn": "arn:aws:securityhub:us-east-1:111111111111:security-control/RDS.13/
finding/22222222-2222-2222-2222-222222222222"

EEERUE
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"severity": "ERROR",

"message": "00000000-0000-0000-0000-000000000000: Remediation failed for SC

control RDS.13 in account 111111111111: See Automation Execution output for details
(AwsRdsDbInstance arn:aws:rds:us-east-1:111111111111:db:database-1)",

"finding": {

"finding_id": "22222222-2222-2222-2222-222222222222",

"finding_description": "This control checks if automatic minor version upgrades are
enabled for the Amazon RDS database instance."

"standard_name": "security-control",

"standard_version": "2.0.0",

"standard_control": "RDS.13",

"title": "RDS automatic minor version upgrades should be enabled",

"region": "us-east-1",

"account": "111111111111",

"finding_arn": "arn:aws:securityhub:us-east-1:111111111111:security-control/RDS.13/
finding/22222222-2222-2222-2222-222222222222"

}

}

AXE EA

BR T 4| SNS BAHIHP TR AR5 RZE Amazon SNS B2 , BIEF BAfE Web Ul E i@ H4H
B, 7EEEEHSRANERINBLESH, EXVBPLESEH  UKEEAREENAR, BRARS
RAERFEEESRFEY , YEERAERAERRFNESNRER RNEE.

® FE Web Ul

&R LARE Web Ul B MERBAERE, BHLHEMA Web Ul ( IBIEMEERSHBIFEE
Web Ul 7Tt ) , BLEV MEERBAERE,

BHIEE
SEENEEEEA - RS MPEMESH. BRTEZETIHERR -

Channel SREA

Email BHiAE %EB#%AM@HXLE'JH&#AO WHATUARE ( EERFBIEA,
ZEBIRA, BERIEA, IREFEER ) 1B @ AABTES 841
., BEIEFBHWMANBLEREITRE , TR,
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HiEEE

Channel

Slack

JIRA

ServiceNow

Amazon SNS

/A Important

A

A ERMZE Slack 88, EE Slack #4818 ID M#FH Slack EAEFEH
AWS Secrets Manager #%,

B JRABE. FE JRA #1T{EE URL, EXREI®, BHEER , UK
8 JIRA EAERH Secrets Manager %,

£ ServiceNow BRI &R EU L8k, FE ServiceNow #1T{ERE URL, &
RIREZBAIFE ServiceNow AP £88 Y Secrets Manager #%,

BHMmEEBEEIRFMEF I Amazon SNS &,

fRRF REM® AWS Secrets Manager FEEX Slack, JIRA H ServiceNow BB/ & A& K,
WEBBAAEL B asr/notifications/ (I3 , arn:aws:secretsmanager:us-
east-1:111111111111:secret:asr/notifications/servicenow-creds). JIRA Fl
ServiceNow BB #ITERR URL LEFEHA HTTPS,

By BAERE

1. B Web Ul X RIEEHMEH,

2. BERVBHMER,

BIBHHERE
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Create notification configuration

sep1
@ Basic information Basic information

step2 Status
) Delivery channels © Enabled
Step 3- optional

Configuration name
Notification batching

(e, Grtica indings - Securty Team
Sep - optonal

O Notification content Notifcation t

e
Sops-cptionat ‘Ghoose whether o noty on findings or remediations
Notfication fiters © Finding
Notiy when nexw security indings are detected
© Remediation
Notiy when remediaions are executed

3. AXEA - ABERE , RREZEBHEE
a. BERE - RAZFNEBEBEREA .
b. 518 - BITEEKEA .
4. RYRE - EM—HZSEBAEXRHEEBE, ELMLERMA—EEE.

Create notification configuration

Sept
@ Basic information Delivery channels

sup2
@ oelivery channels Delivery Channels
‘Step 3 - optional ‘Channel types
@ Notifcaton batering Emai
‘Step 4 - optional (1] siack
@ Notification content () JRA
R p— () SenvceNow
Notification filters SNS Topic:

Email recipient types
[ Primary account contact
() security contact

) Operations contact

) Account Operators

‘Custom emal addresses
Press Enter to add,

(‘wseroasampiecom

SNS Topic ARN

(Carmawsnsus-oast-1:123456789012my-toplc

coca (Cmmromam ) (o) @D
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5. (B ) BNEMRG - KBEEN, BERE (ERBEER ). 12518 IDs REREFRRAMHE N ERE
MEFNELH, BaRRGREALBIESHZEEERRT.

Create notification configuration

Notification filters - optional

Severity Filtering

6. (EA) #AXRE - RARREERER , KZESHIHEAE-BH, HXABRREFERSBLERTE
LEEA : 5-60 7EE, 1-24 /MEF, 1-365 K.

Create notification configuration

Notification batching - optional

Batching Configuration

7. AREE - RESEAREIENAR., F2EEBARTEE,

B BAEE 121
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8. BEFREXR,

BARFEE

NRRERGHSEBNASLENAT. THERESRELEIEABHEFEEAS

HEI FREA

includeMa £ Web Ul H#THEBBBERAMNER , FERESTUFHHITEE.

nualRemed

iationLink

includeEn HEEERTIEE Web Ul EE , URBARFIEN L BBLBE,

ableAutom

ationLink

includela LURZEN R # X (CloudFormation YAML, CloudFormation JSON, Terr

CSnippet aform = CDK) #7818 Minfrastructure-as-code /7 B¢, EAMEEEE
BA,

BARETEE 122
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PESEE] R A

includeRe KRB AMEEEFAEEEENSARY, EARBEEERLE
mediation A, BRAK , 55X remediationDeadlineDays (1-90). F#2B315
Deadline 15 50 PR A0 HA PR 58 B #4017 o

@ EHFFE Web Ul

includeManualRemediationLink f includeEnableAutomationLinkiZIE & A5 E 4L
Hi8ZE Web Ul EHE., AERA Web Ul T RERITIEL ER, MR Web Ul kZE | S5 70RA
JE L8 IE,

1218 50 BR A 5 BR 58 &5l #0117

BEFEREENERETLUSERMRMNIEEFNESEBERE  WREMHZERSHEERBHN
[R5 B R BT IR

EEE LB

ERBEEEEMBEE FBAincludeRemediationDeadline R BIRE |, W&
remediationDeadlineDaysEREAH 1 Fl 90 WE., HABEEBHANSERERER , AL RS
EEEIPA (FEERNEIHEMLRENKE ) , WEEITEEBEAH,

BLEAMASREAMN. JWANERETEEANT , EEEBRTEREEMBER - BRIFCBREAR
FET , BRIBRE ZRTESHIB RN EBERRITE,

&t B B E#1T

/A Warning

BIREREFERAERE FRA enforceDeadlinelBER | SEH I BHEEILREHTE
BasET. FRARD HEMEZ Orchestrator RISEEMERAEMTNIBE, RERWREE
BE,EEAANA. EEAREEETENEHERSECRABEEHE, EHHHEEEERR
FREBEEEBAFEEEEN AR AREZIT,

& 15 B PR M HIBR R B FA 1T 123



AWS EHEEILZ 2 B BiEERE
A 24 PREREERE
BRAFRBIEEBBBFEFTSRFBTERRTE 24 MERESEBBEE |, HIER
BYREHREKBENEEFEEER, It 24 NFEBABEHEEERE |, B 1-90
KremediationDeadlineDays&E 2B ( AREN) .
it , ERAARESREEBR  FRRFNMTISHEARESE. SEHFTVEREELNS

HEHRATRALBEZIED 24 PNFREEH,

FORRAF S E

- EREBESTERE, REMEFESNBANERT IERFBT , TXEBEERERE,
- EEHILAH, HEMXAincludeRemediationDeadlineB A , Y&

Snco

remediationDeadlineDaysERES 1 F 90 W&,
« EE Web Ul, BHHERERY Web Ul B HNEE , FIt4EIE Web Ul

» Config-boundary £ 8. RHFATEARFSHEEES, BENTNERGERTNFAELER — BA
HRESRR , MAREFERR, EFEBURRENNRHAREEABEKBE. BRE , REHKREE

EENBBEBES REEZRFIHT,

ServiceNow B 5T AR &F

BRI MG A REKREHMEEABBEREREUMN ServiceNow icik. ZEAUEE BRARE

BERBRAEFRNANERBEY, SRR EFEERR LM ServiceNow ERHE T,
EXETIEASE

« ${FINDING_ID}

« ${CONTROL_ID}

« ${SEVERITY}

« ${ACCOUNT_ID}

« ${REGION}

« ${RESOURCE_ARN}
« ${CONFIG_NAME}

R TT R Y BT WAL RS RS BT T HIR S

ServiceNow BT ET
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AWS L) & B L% 2 EIFE Vel
- BEAERS 20 {EBRST,

- TRREBZ 64 F R  EBMTNERERS 256 EF T,

- BOERATIBRARZERMUMAE

#8 : short_description, description, urgency, impact, work_notes,

/A Important
ERARSREMRAGEEFEERE A ServiceNow , MASHEIXANEEIT HTML B F
t. EXBITHVMAZZEERBMN (Hl, EFEHEN ), BVSCHYEE :
« HTML {12k B &%/ Bass A ML , AT SLERE HTML , =
ENBMWAL (script, script_plain), A HARESHERBII G,

HFRMUEUNFERME, HTML f B T A EERE, SRER , fIMERBBF ,
A[8E@ & ServiceNow HTEBEZEAZLNFTT. REERAEEDNEL A ServiceNow
BITEBHNZSMLRE (0, HTMLZE R HTML %8R ) FiEE , S BERE
BARRE, REEFEENBETERE (BEFEA u_= x_) BiBout-of-box#lL , WERET
ZBIFERS E EMA R,

W ServiceNow Z2 MLV MER , 2R THIER :

- ServiceNow # ABRFE (FTEBZL®EI)
- BAFWVEEEEAHTML (FBARSTEMRETEH)

EEEHLEE

A Web Ul B , @A EEEE B BHIEE , MTAREEREISEERL Amazon DynamoDB &
BRK AWS Systems Manager B8, HILEES , BN AEREGENSERABEBEE , BL
RHENSESRXEMBAARZRBERTEERE AN ERE R G4 RERITE,

EEEBIEE 125


https://www.servicenow.com/docs/bundle/washingtondc-platform-security/page/administer/security/reference/input-validation-instance-security-hardening.html
https://docs.servicenow.com/bundle/paris-governance-risk-compliance/page/administer/field-administration/task/render-journal-field-entries-as-html.html

AWS FHBEE{LRZEEE

HiFEmR

® FE Web Ul

EHEEENERGERGEE Web Ul, 1R
Configuration DynamoDB & #13& fl Systems Manager EFiZE & 42 22k

2 HBEESAR,

4R

7N

REBE Web Ul ,

s51%18 Remediation

0 EEEE , R

Wi REENFEUEERE Web Ul EBROHENAG, EEENEZREESTURMARER BB
R M EE R4 AN ERTIE,

B, UREYN, WENEAGERN. RFEETER

RAZEFIEN BEEE

EREEEEIHERFRZENSEZ2EHE , REBNBBLEERE, HANMERVERRF
fro BATLURIZEFIE ID BRI B BRESNEFER K,

1. R Web Ul LI F#2 %I EH,

< Home > Controls

Controls
(112)
Manage automated remedation settings for security findings across all accounts.

Q_Search by Control ID.

ControllD & | Description

This control checks whether al stages of an Amazon AP Gateway REST
APIGateway.1

or WebSocke...
“This control checks whether all methods in Amazon API Gateway REST
APIGateway.5

AP stages th.

|
Athenad “This control checks whether an Amazon Athena workgroup has logging

enabled. The
AutoScalng.1 This control checks whether an Amazon EG2 Auto Scaling group that is
associated ...
AutoScaling3 “This control checks whether IMDSV2 is enabled on all instances
o launched by Amazo...
“This control checks whether Amazon EC2 Auto Scaling groups have
Autoscaling.5

public IP addres.

CloudFormation stacks should be integrated with Simple Notification
CloudFormation.1

Service (SNS.
i whether an AWS Cl stack has
termination protectl...

CloudFormation.3

“This control checks whether an Amazon CloudFront distribution with S3
origins is...

CloudFront.1

This control checks whether Amazon CloudFront distributions are

CloudFront.12
pointing to non-...

“This AWS control checks that there Is at least one multi-region AWS

GloudTrail.1
oudrel CloudTrailt...

This AWS control checks whether AWS CloudTrailis configured to use
CloudTrail.2

the server s.

This control checks whether an AWS GloudTrail trail is enabled in your
CloudTrail.3

AWS accou..
CloudTrail.4 This AWS control checks whether GloudTralllog file validation is enabled.

This AWS control checks whether AWS CloudTrail trails are configured to
CloudTrail.5

sendlog...

GloudTral | rd of every AP call mad nt. Th
T loudTrail logs a record of every API call made in your account. These

ogfiles....
R $3 Bucket Access L 10q that cont e

2. BRE—HZEEHEN EEBIEER

3. (BA) #—HZEERGERGEAZEGE , RRZEHFERSX (22

Automated Remediation ¥

QD Disabled

O Disabled

O Disabled

O Disabled

QD Disabled

O Disabled

O pisabled

O Disabled

O Disabled

O Disabled

O pisabled

(P Disabled

O Disabled

QD Disabled

(P Disabled

O Disabled

E
/0N 0

Applied Filters

Al resources

Al resources

Al resources

Al resources

Al resources

Al resources

Al resources
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ASR- DynamoDE DynamoDB.
Enabl 6 6
eDynamoD

DeletionP

rotection

DynamoDB
ZEMA
il ER IR

R ARV IS4

B AFBFBEH  SEREMEENFMER , SLIENRFT AR REME COK BBHE
1, REREFNTHEREME.

(® Note

UTHETAENABRARTZENERMALE., RBES K KZEBMRHIRERZBIAIE
ASR /2% SO0111 , LAMEREZHRBIFANZ B,

BARBFTEEN Al TE;

A7 EASHIHRE THERRE |, #BRARIEM Al Toolkit for Custom Remediations, T E#HE#E ASR
WIEHREELR., BEMNBERENHEALERSHRBIIRE (IDE) PiREHS Al ENETRRR. &EB#
AR |, BB iHE SRS E ASR AR IS4 Runbook, ##] Runbook, IAM A& %] CDK & | i&
EEBEFETIRHPTENGEEMNNERESSE UBONREEENE AN EEELEEERMEN
EHE IR

TEARZAN , TSRESENRENNESN ; CR—ENZME , IR A BEFERBRIRN
EHMRHFES. EMBERRzH , ENFEERANAVAEMEENEXS.
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FEBTFERESS

AWS Runbook FHIB8){t 2+ B EAEEBRET 24D

ASR-<standard>-<version>-<control>

B . 22 EENREE, EXEARNS ASR XEMNEZEE, BX4ER "CISy . "TAFSBP, ., TPCl, .
NIST., 5 "SCL, Z2—»

MR BRERNRAE, Bt ELENE ASR XENRANBERERER PRI
BHE  BERECRHENZEHE ID. E4RNERERRER,

1. EXEWRFHEIT Runbook ( REWRE ) .
2. EREIRFHEY IAM & (IAM),
3. (BA) zEHEERFPEIEHBEERAL

SB1.ERERF (Z) PEIL Runbook

1. A AWS Systems Manager £ & WEN{S B EFE JSON K EifHl,

2. BN S ERBEBENEHEL Runbook, EERHEARSIEERF , ERHASR-XHRSIFRTHEMX
HHERER

3. EEERF K AWS Step Functions #§#11T/E# Runbook. &H) Runbook A EIEESHAR , F
BETEFAY Runbook B EIE.

SR 2 EHERFHEL IAM BE (IAM)

1. A AWS Identity and Access Management £2 &,

2. £ 1AM SO0111 AElBES A YEIFTNAGR, SEZBHLAL SO0111-
Remediate-<standard>-<version>-<control> BB, a0 , F0R I8 CIS v1.2.0 1=%] 5.6 , 8l
AN ER S00111-Remediate-CIS-1.2.0-5.60

3. A &4l , BEYBEHENAE , RAFLEN API RILHITEE.

e | BISEERRERDARRE | AT AWS Security Hub 89 ASR BiTEIMEBBIEE.,
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SEBR3: (BFH) sEEERFPELHBEERA

B8 (3 "BEL. ) BER AWS Security Hub I EIFAERE RB U EIFITEER, ERALERZH |, 5
FHE B R

3

1. 848 Amazon EventBridge FHE R £ ZEMNEHIRA, RANGEELES

standard_control_*AutoTrigger*,
2. REFEANEAHIEREMHER,
3. ¥ GeneratorIdELAFEMREEE JSON GeneratorIdHH .
4. RELRARA,

CDK TiFiz st &

HBMS < , ASR EFETNTIEREEE AT, FLHEH|F , ElastiCache.2 BIFIEMEHEE
SC 1 AFSBP Ff.

(® Note

FIEFMIEHEENIEE SC T , RAECEE0 ASR P ANAMERSHE. MREITEL
E—HSEENFM (a0 AFSBP) , BIBRT SC FMzsh , BT : (1) EBEHmEER
HNFM , & (2) SEHHIEEZHE Security Hub Standard FEENFIEFM. BEEHE=
B2 B R iR S s

L& HIH | ElastiCache.2 @& 7 5l Security Hub 2

. AFSBP

- NIST.800-53.r5 SI-2

- NIST.800-53.r5 SI-2(2)
- NIST.800-53.r5 SI-2(4)
- NIST.800-53.r5 SI-2(5)
- PCIDSS 4.0.1/6.3.3 &

HA ASR FER R 2 E1E AFSBP 1 NIST.800-53 K9 F M , HUELERT SC 24 , Rt S Eig

EELFM,
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Modify (1&2X)

+ source/lib/remediation-runbook-stack.ts

« source/playbooks/AFSBP/lib/ [standard name] _remediations.ts

* source/playbooks/NIST80053/lib/control_runbooks-construct.ts

- source/playbooks/NIST80053/lib/ [standard name] _remediations.ts
+ source/playbooks/SC/lib/control_runbooks-construct.ts

+ source/playbooks/SC/lib/sc_remediations.ts

+ source/test/regex_registry.ts

Add

+ source/playbooks/SC/ssmdocs/SC_ElastiCache.2.ts
* source/playbooks/SC/ssmdocs/descriptions/ElastiCache.2.md

 source/remediation_runbooks/EnableElastiCacheVersionUpgrades.yaml

® Note
# Runbook EENERBAUREMNFEH , RECEMENEEREE -3,

« source/playbooks/NIST80053/ssmdocs/NIST80053_ElastiCache.2.ts
« source/playbooks/AFSBP/ssmdocs/AFSBP_ElastiCache.2.yaml

LR

1. B3 1818 Runbook,

2. #1I Control Runbook,

3. #% 1@ Control Runbook E& Playbook &,
4. B 151 IAM B ERE S 58 Runbook

5. EMEMAIER
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S 1 B 151 Runbook

ERRAMMEEERN SSM X4, EH/ESE AutomationAssumeRole 28 | EREEHITIEEN
AR 1AM B, BIFWIEE Runbook B , SRRV EN ERsource/remediation_runbooks/
EnableElastiCacheVersionUpgrades.yamlfiB &%,

FRE Y Runbook EFEFTI®ZE source/remediation_runbooks/H .
SE 2 . B % Runbook

%] Runbook 2 FM4FEM Runbook , AIRIEENZEIMAEZERER , YHTEENEE
Runbook., HAREIEH#E ElastiCache.2 E1E#8=E SC, AFSBP # NIST80053 F , Rt KM 4E
AEEFMEBRIFTNEFIHTFM,. RESELTIESR

+ source/playbooks/SC/ssmdocs/SC_ElastiCache.2.ts
+ source/playbooks/NIST80053/ssmdocs/NIST80053_ElastiCache.2.ts
+ source/playbooks/AFSBP/ssmdocs/AFSBP_ElastiCache.2.yaml

Example
EEERNGEBREE , AXEEREI <PLAYBOOK_NAME>_<CONTROL.ID>.ts/yaml

ASR Y F L F M TypeScript A9 1aC %] Runbook , MEMFMAELRER YAML BB, &
ZEBFMPHNBEEEEERES ., ELEF+ , RPN BEMR 1aC B SC FM,

1£ SC Ffrh | BEFT12H|TE Runbook FERZFE H#EE ControlRunbookDocument It &F &S 118
Runbook BRI, SEEFLUTEYH :

export class EnableElastiCacheVersionUpgrades extends ControlRunbookDocument {
constructor(scope: Construct, id: string, props: ControlRunbookProps) {
super(scope, id, {

...props,

securityControlId: 'ElastiCache.2',

remediationName: 'EnableElastiCacheVersionUpgrades',

scope: RemediationScope.REGIONAL,

resourceIdRegex: <Regex>,

resourceIdName: 'ClusterId’,

updateDescription: new StringFormat('Automatic minor version upgrades enabled for
cluster %s.', [

StringVariable.of( Parselnput.ClusterId’),
D),
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1)
}
}

 securityControlld RE#i82EEMNIEHIIE ID , AREE Security Hub Y& i HlIE 4R A
E&o

« remediationName & RE1E Runbook EEMNE B,

- scope REEBENERIEE , BHeFEREHERREREF.

 resourceldRegex R ARMBEZEMASHEEZ1EE Runbook ZEJR ID HJ regex. {EFERRER

—EEE , FFEHMBEEAI R, RSB EEERME ARN |, FE BB,
- resourceldName 2ZEE A MEWER ID St EMN B BresourceldRegex , EMEEREE

Runbook A ER ID 2 A B,

« updateDescription R —BS#EK , R EEIRLE Security Hub FFREERM "EiE. BEW
FE,

BN BAEBHES WEBlcreateControlRunbook , ZEHEEERGENFHHITEE, R
ElastiCache.2, 0 FFR7R :

export function createControlRunbook(scope: Construct, id: string, props:
PlaybookProps): ControlRunbookDocument {
return new EnableElastiCacheVersionUpgrades(scope, id, { ...props, controlld:
'ElastiCache.2' });

}

HA controlld REEERRFEN FRABBNZ2REEFERNET ID,

R Security Hub 2 #|1EE BB EEEZE 1518 Runbook S8 |, BALIRBKBEEHIBE THIE AR
BEIEIEL S : - getExtraSteps : BEZREE Security Hub Hér iR FIEEEN SESBNTERE

® Note
B Security Hub MR ES R L RIS E TR

« getInputParamsStepOutput : E&EZEFIE Runbook #J GetinputParams 2 BRAY &

- S{E%HERE name. outputTypeH selector, selector FEZRgetExtraSteps HEEBRF
£ ARV AE [ 2R,
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« getRemediationParams : E&EIEZ 1518 Runbook FWZ 8 , % GetinputParams £ BB i #
B

EERGES , FEEZE source/playbooks/SC/ssmdocs/SC_DynamoDB.1.ts X,
HEE 3 : #5=EE#E%] Runbook B2 Playbook &

HREL—EASBPEINSEEE1E Runbook , BEEXAKEEEEBESFFMPNERIBEE
ERE, FEESEES Runbook UL T HE,

/A Important
MREEHFRER YAML mIE typescript laC 372 %38 Runbook , s&BkEI T — &,

:I:I'H

f£/<playbook_name>/control_runbooks-construct.tsEAZRFEIHIEH Runbook &R
B, TR

import * as elasticache_2 from '../ssmdocs/SC_ElastiCache.2';

BE , BIE /Y fE3
const controlRunbooksRecord: Record<string, any>
WA EIRFIE ID ( FMSE ) HWHFBEBFIBELE I createControlRunbook I 5%

'ElastiCache.2': elasticache_2.createControlRunbook,

BFMISENEEIE ID #HIEE FWEEEBE , <playbook_name>\_remediations.ts¥~FRF

N

{ control: 'ElastiCache.2',6 versionAdded: '2.3.0' 1},

versionAdded LR MRS RORFRA, MRFIGEEERERK/NDRE |, FEH
versionAdded., AU AE RAEEFMEREHXEF I ESNEEH Esolution_env.sh,
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SER 4 BAIEH IAM A ESE% Runbook

BEEHHBEECH IAM A6 | BT84 Runbook FTEM BRTFFA . A , EERH
RunbookFactory.createRemediationRunbook’si% , FREASRIES R 1 HEILMIEE Runbook
8 E AR5 RM CloudFormation EEAN,

£ Fremediation-runbook-stack.ts , BEIEEE RemediationRunbookStackE R &FH
HeWEREER, THRERIEEHRETRA ElastiCache.2 182 HH IAM A& F{E# Runbook &

A
(=

Y P CEEEEEEEEE
// EnableElastiCacheVersionUpgrades
//
{
const remediationName = 'EnableElastiCacheVersionUpgrades'; // should match the

name of your remediation runbook

const inlinePolicy = new Policy(props.roleStack, “ASR-Remediation-Policy-
${remediationName}");

const remediationPolicy = new PolicyStatement();
remediationPolicy.addActions('elasticache:ModifyCacheCluster');
remediationPolicy.effect = Effect.ALLOW;
remediationPolicy.addResources( ‘arn:${this.partition}:elasticache:*:
${this.account}:cluster:*");
inlinePolicy.addStatements(remediationPolicy);

new SsmRole(props.roleStack, 'RemediationRole ' + remediationName, { // creates
the remediation IAM role
solutionId: props.solutionlId,
ssmDocName: remediationName,
remediationPolicy: inlinePolicy,
remediationRoleName: ‘${remediationRoleNameBase}${remediationName}",

1)

RunbookFactory.createRemediationRunbook(this, 'ASR ' + remediationName, { // adds

the remediation runbook to the solution's cloudformation templates

ssmDocName: remediationName,

ssmDocPath: ssmdocs,

ssmDocFileName: ‘${remediationName}.yaml’,

scriptPath: “${ssmdocs}/scripts’,

solutionVersion: props.solutionVersion,

solutionDistBucket: props.solutionDistBucket,

solutionId: props.solutionlId,
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namespace: namespace,
1)
}

SRS EMEMARE
BRMEBEENETNEH < REFTALAITETAH,

B, BAAZEAHNRARER (HARHE ) FEE source/test/regex_registry.ts
EBER, ERESHHERSE Runbook R EEMNEEFRAIREZENEHHTAE. LA
addElastiCacheClusterTestCasesEE A%l , AR ElastiCache 8 ERFERANRAIRIER,

K&, BRFEEMSEMHEENRER. RBE2RAIZEFH CloudFormation #AEE , ARIEHYE ASR
BRI B E, % deployment B ##IT T I HREMIRBER

./run-unit-tests.sh update

BHEGCEBEHBFNEMH | EEETENEENTZER , UNGEANESEZBENNBARG FE
Y HE Ro

#7118 F it
# GitHub G T B AWS SR B R TR L & B % 2 BEAHERATE.

AWS CloudFormation EJR 2% AWS CDK THEYH A MEREENFMEREXNG A AREIHM
REFNFM. MEREERMNEBITFMOFMAENR , 52/ GitHub ##9 README.md X,

AWS Systems Manager Z 8 FH [E

AWS LW BBt Z 2 EES A AWS Systems Manager Z2EFRERFEFREER. THBEBEE
RESEFHRES

e =] k]
/Solutions/S00111/ FRINZ FSBP 8EE XM EEERETNEREFER ,
CMK_REMEDIATION_ARN AWS KMS £%8 {5140 CloudTrail B
/Solutions/S00111/ ASR AR nZERH AWS BRI RERH =
CMK_ARN KMS £i8
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=[]

=1

/Solutions/S00111/
SNS_Topic_ARN

/Solutions/S00111/
SNS_Topic_Config.1

/Solutions/S00111/
version

/Solutions/
S00111/<security
standard long
name>/<version> /status

/Solutions/
S00111/<security
standard long name>/
shortname

/Solutions/
S00111/<security
standard long
name>/<version>
/[<control> /remap

/ASR/Filters/Accou
ntFilterMode

/ASR/Filters/Accou
ntFilters

/ASR/Filters/OUFil
terMode

/ASR/Filters/0OUFil
ters

&

iR M Amazon SNS &
ARN

AWS Config EHH) SNS =&

R T5 BRARAS

enabled

String

String

aE. HRIER

AWS IR F IDs WiE5R 0 PRig &

aE. HREER

BUE SR 2 AV MEN ID BE

=M
EHmEFREA

Config.1 1818

EHEERBEBMRARYE
RIEEATRAREE, BBt
BRESTFL UEABEEE
disabled

ZEEENEEERE, f
0 : CIS., AFSBP. PCI

E— B HIEE AR S —E2
FIEMEENEER , ELBH
2T A E AT SY

25 E BBLIEERNIRS ID
ENETAR

fRRF RIEGEBBLIEERN
AWS tRF IDs B E,

BRI B BLEENEBEN
(OUs) EFE1T A

RS RIEEZEBLIEEN
OUs BE,

AWS Systems Manager 2 &7 H &
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HiEEE

=1

/ASR/Filters/TagFi
lterMode

/ASR/Filters/TagFi
lters

Amazon SNS FRE

(]
aE. HREER

EREBRSR|MAVERD

-BEEE

£ H

ZHTe BB LEENERE
BENRITA

REE HRAREGZEABLEEN
ERERTRBE,

AWS BBt L2 2 S Amazon SNS £ SO0111-ASR_Topic. AEXERARABRMERBISE
EENEH, UTEEESHETEN=@TEA,

Remediation queued for [.replaceable] <standard>"

in account [.replaceable] <account_ID>"

Remediation failed for [.replaceable] <standard>"

in account [.replaceable] <account_ID>"

[.replaceable] <control_ID>"

Manager in account [.replaceable] <account_ID>"

i

=T
BEE

|_|.H

BFiE SNS BRI B

Amazon SNS 5T B ERZ R BUR -

—

o o A ® N

RERE,

. BB E SNS TEMETE.
HRTREERMRGBERT , BERE,
B TETBIENEMRFIEGR ) WY TETEEMB R B, BRI R R
BiE TAEAN, EE,

. ISR BURFT B E JSON fmEEes.

control [.replaceable] <control_ID>"

control [.replaceable] <control_ID>"

remediation was successfully invoke via AWS Systems

BAAR. ERTBEETX , RAHER ; T8 , RBEENRERFER AWS Config &M/

Amazon SNS £ - (§1E#E
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BB
Rk = E5IE

{

"finding": {
"account": [
"11111111111211",
"222222222222"

]

X
EREER
{

"severity": ["ERROR"]
3

iR 422 11| T e

{

"finding": {

"standard_control": ["S3.9","S3.6"]
}

}

Amazon SNS = R& - CloudWatch /1~

LLEER T REE I Amazon SNS 78 S00111-ASR_Alarm_Topic, AEEARBMERE TR,

FMEA ALARM RENBE RFAEFBSEEE L EHE,

# Config #A&E# R LBXE Runbook

LEf#R T R AT LARIREET AWS Config FAE#R R E) Runbook, &ZHATIEME , BT T IIHER,

1. BREEBER AWS Config H BIE T, ERLAE AWS Config 3 Security Hub At iR I E 4 HFE
ERERPHRE,

2. BEZS AWS Systems Manager Z2EZHE , REEBNEILSH,
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3. HAIMEZWESL /Solutions/S00111/ [.replaceable] Rule name from Step 1
4. ENRNEZNT :

{

"RunbookName" : "Name of SSM runbook",

"RunbookRole": "Role that Orchestrator will assume"

}

1. RunbookName R4 EMf, EEIEEEEEEL AWS Config # Bl K1 1THY
Runbook, RunbookRole Z2HFABREHTIESERBEINAR, EFRLERNL , REX , HHA
HEERACEARFHNREAE,

2. FRESTHKE , BT LUER Security Hub E# "Remediate with ASR. B TEIERIE1E AWS Config
#Al,

Web U

FRR M Web Ul RFFERAE — #1818 AWS Security Hub BEHZR. RENTRBENEE , UKk
ZME R T RO EFE.

Web Ul FEEFAMBRAR ; RE , BAUREZLBBLNEE , UBEFBRTHER , RA
AWS Security Hub CSPM X1 & f5F Remediate with ASR BT BIEREE .

(® Note
& Admin H B | BL24BH ShouldDeployWebUI SEERES "2, , THEERABRAR
# Web Ul,
EEAR

fRR T REY Web FRE T HRZH Amazon S3 5%& , I H Amazon CloudFront %288 — B H Web
FERRERX. BRARBEFEH APl Gateway ZZE REST APl , LA Web Ul FEVIRE,

ThE Admin HEBEF |, fRR5RM Lambda BREERHRAE Admin IRFPFENBRS R EBENAE
AWS Security Hub FAZE#ER & A DynamoDB, & , Web Ul R ERMNFAEFE RS E Security Hub
REEFERNRES | EERERINARRS RIBELN EventBridge H A,
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RS REBHLMEH Lambda HE , LLEFHEIE DynamoDB ERlFEK , FH Web Ul A

FRHE AWS Security Hub BREE, EEERBIRINER , Xi§ DynamoDB & RIFRMR
BESHME, MRECREFNHEERERHTRBIEMHFS |, FF18HS00111-ASR-
SynchronizationFindingsLambdaWeeklyRulefUAIHEBH R AR HEEFHFEEERF A
A ) EventBridge # A,

[E#7E Web Ul F#ITIEE

aws o
~—

2
Automated Security < Home > Findings
Response on AWS T " -
Findings to Remediate (50+) @ Actions
View Security Hub findings across all member accounts that are supported for remediation in Automated Security Response on AWS
Remediate | @ search Findings | o)
Findings (D Show suppressed findings
Execution Histor
i . N . Remediation N Security Hub Finding
()| Finding Type Finding Title vl Resource Type Severity Undatod Time v o
- securty- Oct 23, 2025, 10:19 AM Security
Access Control O ool /DynamoDB5 DynamoDB tables should be tagged © Not Started AwsDynamoDbTable Low ot L
Invite Users
P security- Oct 23, 2025, 10:19 AM Securi ity
) DynamoDB tables should be tagged Not Started AwsDynamoDbTabl Low Securty
View Users ' control/DynamoDB.5 yramebs fables should be tagge © ot Starte eDynamonRlaie EDT Hub 2
security- Oct 23, 2025, 10:19 AM Security
) DynamoDB tables should be tagged Not Started AwsDynamoDbTabl Low Seourty
Documentation [2 O control/DynamoDB.5 ynamoDB tables should be tagge @ Not Starte wsDynamoDbTable s Hub 2
security- VPG default security groups should not Oct 23, 2025, 10:19 AM Security
) Not Started AwsEc2! ityGi e
~ controlEC2.2 allow inbound or outbound traffic O ot Starte wekczseourtyGroup (D EDT Hub [2
~ security- 3 general purpose buckets should have Oct 23, 2025, 10:18 AM Security
Not Started Ay Bucket o
control/S3.13 Lifecycle configurations O Not Starte WsS3Bucke Low EDT Hub [2
. security- 3 general purpose buckets should have Oct 23, 2025, 10:18 AM Security
Not Starts T
J controvsa.13 Lifecycle configurations O ot Started AwsS3Bucket Low EDT Hub [2
. security- 3 general purpose buckets should have Oct 23, 2025, 10:18 AM Security
) controvsa.1a Lifecycle configurations O Not Started AwsS3Bucket Low DT Hub [2
 securty- 3 general purpose buckets should have Oct 23, 2025, 10:18 AM Security
) Not Started AwsS3Bucket Low Securty
~ control/s3.13 Lifecycle configurations O Not Starte WweSIBucket EDT Hub [2
. security- $3 general purpose buckets should have Oct 23, 2025, 10:18 AM Security
) Not Started AwsS3Bucket Low
~ control/s3.13 Lifecycle configurations © Not Starte WeS3Bucket EDT Hub [2
’ security- 3 general purpose buckets should have Oct 23, 2025, 10:18 AM Security
) Not Started AwsS3Bucket Low
— control/S3.13 Lifecycle configurations © Not Starte At EDT Hub [2

EBREFEER L K EEESZREEESFEAETURERATREIENE AWS Security Hub &
BELETIEE. EBIEMER Security Hub EEMRF MNAK Security Hub RERFHREIBEEE, MR
BRAROFBEEEEGY  USERNMEANMARGINBELTE, EERRBANTRIENRAE
RBREE , F28 FM—.

Account Operator & REEMBRREE AWS tREFHHWEEEFE , MEL AWS IRFEREFE , mE:E
FPATESR. WA, M R e SR H AR RE BRI IR 5 PV ERBITIEES

BEHTIEE  FENERRTEEBRENTE , ARBEDE> BE. CETNREDE> B
BAREREBESE  ESNRARRRTRBEENNBEERTE, SUBRKERERTERNEEFTER
KigREBBAYBEEEE.

—BIEBRISEREEE | MU LEEES In Progress 5 Failed BHBEBEEMRER , UEHTT
FES i Em EEET®THIEE,
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flmn , ZFEEFEER L , AU EREEERE K FREEESIVEEREEERRERESHE
A AWS Security Hub FEEE ( f5l#0 Lambda.1 % Athena.4),

(® Note

EESITEBEANETRRTAENNTREE., SEESKFANEREERREIER
I FIRE Ul FEVE R,

B EE—ESHESZEBY. i, B EESTEREABBEFTEERNMERID,
HITBEBANDEM, Lt , B UERAZEMHB N REERHTEEORES | fINMEEFERE =
Lambda.1 FEEEEEA = Athena.4, HEWERERBERARHATELICHEER

Web Ul FREY B 2 B 38 MR

R 7T E=H Web Ul 2 F| Amazon Cognito 12t & 0B RE. BBEM RS RE , RESEE Web
Ul i FEZE Cognito fEAELKE. Cognito AR A FixM Cognito EAEEERT. WA
Admin #BSHRENEFBHF U SEEREREAER , URTFEEEH Web Ul HFEHE.

BR=ETAEBEAEREAES Web Ul BIfFEL :

ATAEE FEUER i IEESY

EEE £ Web Ul RE£ 2] ; AT ABEEMEAZEE CloudForm
RIAFTEREBENEE. #  ation FEPBEIREEE 7Y
TEMAEE  URBHEMIAE il T2 BEREHBE
AERE, BEHBHNFERE,

EREES Web Ul FEVERFAHRS ; ATy EESEAEITUBFEERE
BABEBEEENBE, #1177 BEEERAERZIREBRAE
EMAEE , URBREMBRIRE HFIE , GfEARTHE
BRIESERE, BEE Web Ul EEAIEH,
FBFIRAEEESNERE
2R,
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ATAEE FHUE & 15 F 3= 45
RFIEHE T Web Ul FEYERES ; REIE RBESREREIEAESMA

HEBFREAEMBEBNIRET  RFE FEPHTEERDDay-to-
BRENMEEBBERE, BE8 dayEAE. EEEHENRERE

ARBREMERE. EEEHFELEAELER
HEE,

FIEERERLAREEESHEREERSBF , TEEA Web Ul, EBFHEHMERE , EEEHE
RERE A LE Web Ul WBFFEFEAERE LWARE FEA LU NEFF T ER.

EREENZREFES A LIRE, EENMRRAENERE, "EEEMAEAENEE , FEEER
BEAERM,

FEEERAHERAE K FRENRTENERE K ARBEEEFERE, AR EUNEERBRERE
RMBRERE, WREAERIRFERE T , BANERRAZNABRPERMEMEEEFEIE AWS 1RF
IDs ¥, BRI AXESERAEAENFFIEE,

EMEEERERANERIESRERERAE.
EINER IdPsE &

U LLEFTMRAREEN G p BB  LUAKFEAEFEREZECH OIDC = SAML B9 RIEEE
A , 5180 Okta = Microsoft Entra ID. E2H\ZB IdPsE S TS EBREEFZEETE Admin HER AWS
RS

/A Important

EERERERFERBREEZENEMAAL AP BAZH , M4EBEEAE, I BEEEH
|dP EREEN E FEH it X BFESBEFIRENE 7B,

TR -RHUBRERNERERRE

f£ Amazon Cognito E3£ & , HE|E 5B SO0111-ASR-UserPool WER A RFEAEERE,

BIEEEASMEEANEHEEESZB SO0111-ASR-UserPool, A8 | REE S BB ER
HrEms,
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SR2- MBENE I RME

EHXANEEEEE L, ZFA LANTES D RHEERE,
BIREN & 5 1R EI1ZH OIDC 5 SAML,

EHREUERER  RRSRTEOASG D REENEEER,
IHE SAML RHEEN TSI

1. REHEEER  BHENZLES

2. |dP BiEIfY SAML & A : i#Hl Require SP-initiated SAML assertions - Recommended
3. FEERHRIR : iBE Upload metadata document

4. REERIM - LB AP RALEY SAML FRREE R,
5

. 7E SAML RtENFERAEEEZBNMRFBUHET , BEMES —EEYt. StHERAEEER
M, email R FHRFEHIRE . &% SAML B , A SAML S5 REEPFRERAESE
FEMF bt I BMHE SR, Bl http://schemas.xmlsoap.org/ws/2005/05/identity/
claims/emailaddress.

6. RENMESG I RUEURERE,

X OIDC =RHEMN T MM

—

RHUEER  REHEENSLER

FFi% ID : & A OpenlD Connect 412t & M AEF iR ID.

B FEI%#% : 8 A OpenlD Connect & 72t R EN A FiHHZ,
FIEEE : @ A openid profile email

BHFERSE  POSTRIBZE S D iRMEEWERRE GETH .

BRESE - # OIDC #HERERAuto fill through issuer URLIGEAZE{TH URL, ¥ ,
FEWMAE,

7. 7£ OpenlD Connect Rt EMFEAEEECENMRHABHT , BIENES —EABM., StHERAEE
EEM , email B THIEEHIER . #% OpenID Connect B |, B A £ EE FEH4 it FR
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BB Remail FRHEEEBMNIEEEME  BIFEEZNE D REENEBMEZBERE email,

SR 3 - BRAE B ERIRS RN App Client

BEFEARAAFPRER , REBEIAE A SO0111-ASR-WebUI-UserPoolClient B f F i
BREXAEARLIRER  AREZEXATDAL T EERE.
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URLs,
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