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ZEIRE) AWS BIR

BEERRSIBNERY , THAEEE AWS FEHNFEER., HRAZH AWS B , B LIRERE
VERHIEER, EREMHTFERFHEELEHE R (Amazon EC2) #TEE. B EHERER
#% (Amazon S3) f#FRr#8 = AWS Secrets Manager.

/A Important

AAREABBER (Pll) REMRRHHBEARFERRT, RAEARBRAKRMIREN
EERYE, FERTEARLARBBRER,

BRAGYHEEE, #Al, A8, BERGEER. ZURUER  KBAR, #EE, REFHME
o BEIR,

BEEREMERS

- BHE (B, CostCenter, Environment = Project). BBEEES KN E,
- EHBME (0 111122223333 = Production), HREZHEHERE , ERESEI XIE,

AE AWS BRPRTIEER
=S TS RETEER AWS F ;

- AWS fR¥% API #24F — 1Z5 AP BIFEE T AWS R, EERMSEZEFEINEE AWS R =AM
Ihee , BBEXHZRSI PR RBAWS REAH,

- ERFEESRTIES — RURBEIEERABTAWS BiRER T RAETERR.

* Resource Groups fR&2 APl — XZE Rt EMEMA AWS Resource Groups Tagging API,

(® Note

B e LAER TAWS Service Catalog TagOptions EXlE | BREEEHEERDNER. A
TagOptionZ7E Service Catalog P EEMNZRSIREH. EFT=E AWS £HK , MRMAEREYT
AWS BE&EHE A TagOption,

WAETE AR R fRZ< 1.0 1


https://docs.aws.amazon.com/index.html
https://docs.aws.amazon.com/resourcegroupstagging/latest/APIReference/overview.html
https://docs.aws.amazon.com/servicecatalog/latest/adminguide/tagoptions.html
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IBELAE AWSHREEATE RARETIRBHEIR. HRTIIRE , AWS BEXIER AWS R HR
MERER  UEFHREEFEARN,

Amazon Eif B # Amazon CloudSearch Amazon Cognito Sync
AWS Data Pipeline Amazon Elastic Transcoder Amazon Machine Learning
AWS OpsWorks Stacks Amazon S3 Glacier Direct Amazon SimpleDB

Amazon WorkSpaces F& & AWS Deeplens
i)

BEEK

A AWS BEREZV R RN |, FERREME

s BNEEBPMABASDEBRER PI) IHABBRBBEH. 552 AWS RETITFEESE ,
SIERE, EBETEARMARBRER,

- FREEL, BE2XNENESEES YR EREMEERER L,

- ERIESERAGENERER  AINEREFIEHEE, RAEH. BELMER,

- FHEBCIERGHEREERESR. EHMEETH Resource Groups 1250 AP AJEE UG
FREHER K BLERRUEHEE, ESTHEREBENER.

- FRAAZER , ETNEABLNER.

- FicE  BEEBLUAETEHEENELERRAS  BEFZEELERNER. flm , SBEFEUEH
EEXRTEOSEEHRSEZELEBTNER , UAREFHERNFE.

« BAILAEA AWS Organizations 2 M ERBRBE , BEAHFHTEHBRERANELREE, &R
E&%T%"‘?“’*Eﬁﬂﬁﬁu , BGERATERERERSIBEBURESERSIBHNERE, EUERE
REETER  BLEMSTENEEREER, BERFAMBEE  SRAUNEERBKPR
FREHIETIhEE |, BHIEBU R EBRNER. MEFHMENR , 528 (AWS Organizations EH &S
) PHERBEER,

ERARRKAERNLREEERAXRKABNERIFA , AN, EBNLLEEEERER. £
BEtEFEEEREBNLARLETSEAN BB LEEER,

BIEE® fR4s 1.0 2


https://docs.aws.amazon.com/resourcegroupstagging/latest/APIReference/
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_tag-policies.html
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ERAEER

- B - BAERIE

AR EBLHNRE
- BHA/EGRE - BBEIE

[GEL:d 3
- ER-RAERX

REMER
- HEYE-BRXE

i RIERE. E1E, B E= B E SRR
- ERAR ID- HE MERWRGESE . gz BER LERS)

B4 T FE IR AR S HEEA . AR - HEET
B &R - BEMALERERY . gacch/&igER BESRERNT
- ERRRAG - #H - BETEREEE -BREEEmEn  (FRERAE
R4S T R T Ak LEEABED IR AR RO B B 7S

(B2 Web fABRES. B, BIEE. 5 B, BEEAR

PEELRA. EH LESRFRE 1T e AR A B B B it

) A . BEF _BASEE
- EBE_BRLEE - REE-RES &REHE RIS K15

FRAEAE 31T FE AR X, BIE0H0E SRR TR

XIS EIEENE F Amazon VPC &
SR A AR 22 R B BER BERE
- BB M2
ARALEER ARAREEHE
. BRA - HEESE
F o AR R MR

7

BER o & RFIFMFER

THEXRGENEAFTREARER

- BEAERKZ LA 50 AEAEEINER.

« RMBIUL aws: AENEBRSREM AWS A , BT AR, SEERBIMERI aws:
FEHRENER.

- HREB—RAER , SEEESRLERH—N , BESEEBE8 s —EE,
- FUTF-8 & | ZBEWMEZTVE 1 HEZ A 128 {8 Unicode FitT,
« EUTF-8 # , EEBEXEARER/NA 0 HEZ A 256 @ Unicode F T,
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- RFFNFAUERR AWS BME, NEEBEUTARERIE AWS REPERNF THWEFHEER ,
BSREHRAXMY. —BME , AFNFITETETH UTF-8 RTINENFE, 8F. =K, UK
_ = - @ ERHRFE T

- EERHEREIKNINE. BAREEYK , FAEABEZENER X —BEMEEREEPEHE
XM, Bl | SREEMMA Costcenter, costcenter IR CostCenter , WHHMAERER
HEWES, BREHHEUNEBEEAT RNV NERE,

B AR RC R B
EATHBRERAGHBANEE AWS EF,

B $&

- EREBNER
« RAEENER
- AREBLVER
- FHEEHINER

EREBRE

BB 2B/ P AWS BRI F 5% AWS Management Console, EAILIRREERBER—RET , b
AR EMEBRIESNEHE, £/t AWS Resource Groups RS , BRI LURIR— N ZEEBRSK I E
BREIL AWS BREHE, A LURIREHETE AWS CloudFormation BRI A RE T FHE, £
RERBENERFES 6 AU EKZERE, ERVNESEEET " ENEARER , RRET
BiR.

PEN A O 3

AWS Cost Explorer Mzl IRE RS I RERZERE D AWS K&, —BmME , BEFEAREHBL/E
HKEN, EFREREEEER , SRAEERN AWS RABEBHEELRE., T8 , RADEHKS
AEEEEEE. EUELRIBAHEENRNZLM AT ENERY , GREFENEREX, REIER
FHEl, T 2P0 R A5 B3R & 1Y &4
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Total Cost | ™ | user:Owner | ™  user:Stack | ™ | user:Cost Center | ¥ | user:Application | =

0.95 Dhadmin Test 80432 Widget2
0.01 Dhadmin Test 80432 Widget2
3.84 DbAdmin Prod 80432 Widget2
6.00 Dhadmin Test 78925 Widgetl
234 63 SysEng Prod 78925 Widgetl
0.73 Dhadmin Test 78925 Widgetl
0.00 DbAdmin Prod 20432 Portal

2.47 DbAdmin Prod 78925 Portal

HARLRE , B AWSEE M createdByBEEARKASE B , IBBIRBIRERD ENE
Ro createdBy EREFEANRZEN AWS RENER. HESSHEBTE APl REZESHHEEBN
BH, MEFMENR , 5526 AWS Billing and Cost Management £ &P K AWSE LN RAE D
BER.

AR BBLAVRER

BEERIBENEBEEEARCTEHEDHHEGEER. BBLEBRRAREEMASEERE

BEMLER , KAUBAIEREE. ENIMBRNSEERRE, fla0 , ST EBLN start =
stop EETHE , EIF LIRFRIEIRARE B IRIF UK A, L ZRHIF , Amazon Elastic Compute Cloud
(Amazon EC2) BiTEREBRKX L EEERH N EBE-HTERNEGESZ. BRSKANM KBRS
BB Amazon EBS REBHIETE , REBEBRUNEENANESHREEE. out-of-date

TFEVZ SRR

IAM B BEBRRGY , TEERBEHENEBINERERRS IAM 5. flw, IAM EHERA
BT EEERN KL | BRIBERIE EC2 AP FIURFINESERE (G, ARKEE). H
BRI R BE ] S AP FEIUBR #I7E 43 E B9 Amazon Virtual Private Cloud (Amazon VPC) #8i%., R&
BERETZEEZBHENEREBR IAMF, BE4FEAZBEKFFEHEFEEE  BRSERIRFIEE
BREBNAS. NEHBEREHRRZE APIAWS BREEENEET , 20 1AM EREE
FEHHYEE IAM B EFEANAWS BRI

RACE IR

BN RERRBEARELER , YUEXRTHRE AWS BERE—BUER B NUE AWS TRIR
PEARBNMED S EREERR,

- RIEXLERARER Resource Groups 52 APl MBI SBE I ERER R ERELNER,
AWS Config REAIZEFBSHKRER , BULUSEAERFEESNFMANIRERS.

AR BB LAV RER MR%1.05


https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/aws-tags.html
https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/aws-tags.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
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- TERNEEFEH Service Catalog AWS CloudFormation, FHEBRBRE IAM EREMRFITEITE
AWS Organizations , R TEERE M B — B ERREER.

flan | EATLAUEEF AWS CloudFormation Resource TagsBHSERERAZTERER, £ Service
Catalog ¥ , BB EERRBE , BEHAHYERZERNEASTERER, FERENEZHR
EEEXNTSEBLNERE. fin , EUUERERFERT API 8 AWS REERK |, HTES
IR S M BR RS T EFEV E IR,

E—5 7§
W EERGIER AWS BRN — AR, NBEMESE AWS BETERERNHAET  HoNK

MANH, ATHRBRETHRELHNEARIR

- MEERAHEF AWS Resource Groups Tagging APl , 552B] Res ource Groups 1Z25C APl £#15
Mo

- FERSHEERFEESENEN , F2RAERTHNERFE

- WHEBME AWS R FELENMEREN , F2RRANXM RS P RBAWS FRA X,

« WFEE IAM BURH 6 BRB A B2 FIFE ] SRR I8 AWS BRI EH BB FMER |
IAM A EEM T ERERZS IAM £/ E N A0 FEUHER.

3
¢
a5
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https://docs.aws.amazon.com/resourcegroupstagging/latest/APIReference/Welcome.html
https://docs.aws.amazon.com/resourcegroupstagging/latest/APIReference/Welcome.html
https://docs.aws.amazon.com/index.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_iam-tags.html
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£ R BRI R

ERIRSIBNEMA , THAARERZN AWS ERNPEER, HRAZHAWSER , BAI LR
BEEEVERFNEER, EREMFEFEEHERE EIR (Amazon EC2) #i1TER. mFEME
fE1ZIRFE (Amazon S3) #E1ZEr B = I M BZAWS Secrets Manager, 118 |, &t o] LU HZE B imEE
B, ABEEFREESEIENER, BUlAREEENEREVEH , REEESERDPIHE.
BPRIDAREFRNER, EEEHEH4 AND EEFEREZEER , At , EHSEOFSEEERE
BN EEEERNENER,

/A Important

AR EABBESR (Pll) REMCRZRNHBEARFERRT, RAEARBRAGRHAIKREN
EEERE, FERTEARLASBBRER,

FE-XREBRFEEIREIM RS EERNER , FERAEREES. NARKRFRESR K L28S
ENEBNER , ARSESERINEREERR.

1. A AWS Management Console,
2. BMATT3HEAP—ESER

« BIE RIS . ARE, £ [EEEEE] T , 2 [Resource Groups EREB iREEET]. EALAIM
EEEETD , BIE TEREES.
- FRAEEEE  AWSERFESESTIEE,

WARBEERTFUUEAEE, EENSEREZERERNIEPLEERNEN , F28 (AWS
Resource GroupsfEAfEm) P "X ENEFREE , 1 "EBHFEES. NRTZEEEELNER
A BEREIERAEBELETAN [ERRE] REAWSH,

NEFEHERNEBAF A INACNMEEES  F2RHET .

ES |

« ERREHE A 55 R 2
- EREABHNREME

- R EREREES

WA 1.07


https://console.aws.amazon.com/console/home
https://console.aws.amazon.com/resource-groups/tag-editor/find-resources
https://docs.aws.amazon.com/ARG/latest/userguide/supported-resources.html

I AWS TR (&SR
- EREGEENER

- FAEBRFEEREEER

« E IAM BT BER P EARER

« AWS OrganizationstZ & K 1

o {F M IRES TEREMN Amazon EEIRIZHE F EventBridge

- REREE

EREHMN B ERYRL RS

BERAUERECAWSEFIZHRENEZAKRI 2. FEREBEEFEUES (ABAC) K EHEEE
ABHENET  F2H IAM FAEERETHNEARREHAWSE RN FEUAK ERZRBZES IAM £/
AN FEUER.

E—ELENHE  RPUMAE IAM HEFERAERR THTREEB NAENHREER - BEAAWS
Identity and Access ManagementFEF P EBRER I BAWSE RNFFA,

MREFEH SAML B E 2 BRIRMEE (dP) #TE—2A , RIS ERM MERMULFERE FEUEN
BEA®, MEFMAET , F2BEMEHAWS Identity and Access Management& 5 HHY IAM #2258
2 . 8% ABAC i/ SAML TERSEAZEC,

BB BN REME

ELEREMEBCEERBERAN —LEREFEENDREL.

AWSEBHNBRREBES X/E , ALERRER - flin , 2%
##CostCenterfcostcenter2FEMN, —EEHRSIERUTEZRESIE D T IR KA EZ
i, ME —AERBUEITSREAMEBNAE,

HZEBERSERALEAESAWSH BEBHEIEMNAWS RiE. FZSAWSELENERSFEHALHNENE
Bl LNEFEIRBBINNE , URAIBREREN , UEBAIEBNWRRERE. Hl , F2ETH
AR

« aws:ec2spot:fleet-request-id2—EER , ARG KB H/TEEA Amazon EC2 FHER
HATERFER.

+ aws:cloudformation:stack-name2EHAIEERHWAWS CloudFormationH# B E K,

+ elasticbeanstalk:environment-name2EBFIEIE R EAEANER,

ERRERA B M h RS &% 1.08


https://docs.aws.amazon.com/IAM/latest/UserGuide/access_tags.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_tags.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_iam-tags.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_iam-tags.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/tutorial_attribute-based-access-control.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/tutorial_attribute-based-access-control.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/tutorial_abac-saml.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/tutorial_abac-saml.html
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AERMEATIRARGERR

- EFRERAEHIE,
- EREFRRIBEF.
- EARRRERRBEBEBIERE B,

Flan | HRAZBAERN/ T AnyCompany , BA L ERER |, Hlin

 anycompany:cost-center A BI AZBRA MRS
« anycompany:environment-type#ERREREHHE. AEFIEERE.
+ anycompany:application-idBRAHEIERMNERARER,

HEFARAERILUEEHBIIHENEBSER K MARHETREERFEANSE
=ZHIEBEAWSEE=FIEMER. BMENBEFENEFHR (FADRAWR) BE
FERTBRHENMAAEEBEABERERE, M0 : anycompany:project-id kb

ANYCOMPANY : ProjectID, anycompany:projectID % Anycompany:ProjectIld ERZEE,

BRI fE R B AR E =R
BERESLETARN —E L. BRATIEE  BRELXERRNLERETRERT,
{5t F AR R im B 2R Y SRR

ERRERERZE , FREEGHEEE AWS IkRF AERNELERNEYFENEERER,

ES]

« A —18 AWS IRF

- BEVEEEERRNERAE
- B BR

- RREFTH

S —1{E AWS tRF

WMRIERE AWS IRF | BRI TZRRE I —1E.

FIR R 7 1.0 9



B AWS BR EAEEE
HEEMEA AWS 1RF

1. BARK https://portal.aws.amazon.com/billing/signup.

2. FRERFELIERET.

HoEMEFFEBRE |, U ESHREE A RIS,

BT —EE AWS tRFE | SSRIZAWS tRERFEAE—E. REAEEEFERIRFHPNME
AWS IR FMER, ZeUREMEREEEFIEERGERAE , WEMFA root & RHIT
FE root FRAEFEEN T,

AWS FFMBRESERE , SO ARRE FEM4, B LAFRERZ & hitps://aws.amazon.com/ Y7 iEE
BHRF |, R E B sl iRS ZE A EEIRS,

BVEEEERRNERE

& , BRELEH AWS IRFE AWS 1REREHE AWS IAM Identity Center, BRAFE L RFEEE
FRE , EXRERTES root ERERRBEIE,

i Tk

i

REBEIER AWS tRFRERH

1. %1 Root FAE LW ALHN AWS IRF EFBH4ibit , LIRFHEEES D E A, AWS
Management ConsolefE T —EH , B AR HE.

MEFHABERAERANSRE , F2REAAWS BA FABEEPNUBREAEST D E A,
2. EELHLMBREABIRF LRASEERZRE (MFA),

mEET , F2HE (AM E£REER) PHE AWS 1RF BEAEMAER MFA £E (F28).

BVEREERRNERE

1. BA IAM Identity Center,

WEET , FSE AWS IAM Identity Center £ & 1R RIEUA AWS IAM Identity Centero
2. EIAM BoHOH | SERFIRERTERE.

EEMEERBEFER IAM Identity Center Eﬁ HARE7EINRENBEERE | B2 (EAER)
IAM Identity Center B #&H /Y " SAFAERERRELAAWS IAM Identity Center F1FEL o

DRRM fR7< 1.0 10


https://portal.aws.amazon.com/billing/signup
https://docs.aws.amazon.com/accounts/latest/reference/root-user-tasks.html
https://docs.aws.amazon.com/accounts/latest/reference/root-user-tasks.html
https://aws.amazon.com/
https://console.aws.amazon.com/
https://console.aws.amazon.com/
https://docs.aws.amazon.com/signin/latest/userguide/console-sign-in-tutorials.html#introduction-to-root-user-sign-in-tutorial
https://docs.aws.amazon.com/IAM/latest/UserGuide/enable-virt-mfa-for-root.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/get-set-up-for-idc.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/quick-start-default-idc.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/quick-start-default-idc.html
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UEREERERNERESDEA

EEF ALK IAM Identity Center EAEEFE , FEEMAEIL IAM Identity Center EAEHREIAE
BEFE bt E URL,

MBEREA IAM FHROEAEBANRY , HSEEMAWS BA ZEEPHBA AWS FBAD

EREFIREREMERE
1. % IAM 5508 | BV ERERSKKERFFINSEMENERSE,

MEETR , F2E (AWS IAM Identity Center EH1ERE) T TETREREE,
2. BERAERRGEEE , ARKE - S AFIEEIRGEE

MEER , F2E (AWS IAM Identity Center A ER) M THEEE,

2y BiR

BNBEERPEER, AWSIEF NEFREXEEREHNGFMEN , 528 (AWS Resource
Groups A1ER) & TTEMNERER, TH "ERFEEIEZRLL #.

SRR
ExoFNAERFEES  SUAEESEANNERRECERIETERNERENE, ELERIAT
HIEER -

« ERIRBHFFA , EEETUSRABLERBHERN ELER X EMAESEERFED,
- A "ERREER) TEAENER,

MREZEEE |, Al LUER AWS Identity and Access Management (IAM) IRFSZEZIIBR , AFERE
RMUFAT. CEEEY IAM AE, FRAEREE  AREAGMAZSENTITEABRR, NFEILNKH
bnIAM BURHAHEAER |, B2 BERBUR.

SRR RRA 1.0 11


https://docs.aws.amazon.com/signin/latest/userguide/iam-id-center-sign-in-tutorial.html
https://docs.aws.amazon.com/signin/latest/userguide/iam-id-center-sign-in-tutorial.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/get-started-create-a-permission-set.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/addgroups.html
https://docs.aws.amazon.com/ARG/latest/userguide/supported-resources.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/ManagingPolicies.html
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/A Important
AERAMREBEEFLR B HM AWS RBEZEM API W EIREFTERVER,

EEREBHMEIER K SEEERFMBREMENGT T, a0 , HEEEE Amazon EC2 #1T1EEE |
BB AEZIRE APl RAERCIREMNETT |, #1280 Amazon EC2 CreateTags 1k,

ERAEREERTEAMENER

HEEARREERTZAIENELER , AARTIHERHEE IAM FHEAEIRREK, &
B] LAKT 18 B R N RIS BTN AWS R EEREE AWS |, AV MR B SR BT RA

HERRERERER AWS ZEEXRMK

EREERIETI AWS SEENEE , BUCRAEERKOEAERHE-AFRLERNER. &
AU ELZEENBERMMEEMAC, FREIHE A REEELNEMEMERER -,

ResourceGroupsandTagEditorReadOnlyAccess

WEERZ FH MK IAM B FEHEER , AR AWS Resource Groups M2 & {miE 25 oM SE1E
¥, FEENERNER K SEXEAZEBENRUNHEXERNER, EUATEEXEEER TH#
BZEER.

ResourceGroupsandTagEditorFullAccess

WBERRFHME IAM BESEREER , SAREIMET Resource Groups 1% |, AR EEBRE
BPEHTENNBEAZEEE, EEFNREAERNER , SEXEBBERNRAEEZERN
BR, EUTEEFZEBEF THRESEFEE,

/A Important
SRR MERRRERY TERFREER, FRNCER "ERFER, TEAWER, BR , &
TEXEEEHAARENER E4EEFHLERVHAEEBN R EERNEEHER, 7 E
REZERTFIE , ZEXEMRMTSIES—EERA

- % AWS EEMNEE EReadOnlyAccessREZERBEE RN HEBEXNER, AWS EHEK
REETRABBABRERITRE AWS R | TREFFHMRE,

DB MRAS 1.0 12


https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_CreateTags.html
https://console.aws.amazon.com/iam/home#/policies/arn:aws:iam::aws:policy/ResourceGroupsandTagEditorReadOnlyAccess
https://console.aws.amazon.com/iam/home#/policies/arn:aws:iam::aws:policy/ResourceGroupsandTagEditorFullAccess
https://console.aws.amazon.com/iam/home#/policies/arn:aws:iam::aws:policy/ReadOnlyAccess

B AWS BR &L
s FERBREBRBISENMETE AWS ZEERRE | 87 LU IS L R IR R & RIFE R
REMNEIR, #l70 , Amazon EC2 ###tAmazonEC2ReadOnlyAccess,

- BULEVACHERR , HHEFEEAEFRNIBRENER , ERERKEMRERN
FHE, LRERASERAFBEERMIIEBBERE,

REAEAMAAEREGFRNEE  ENAERATHRANFRAL, it B
B R T IR R,

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [ "tag:*" ],
"Resource": "<ARNs of resources to allow tagging>"
}
]
}

HE B UAFERERIIRER , AFSHRERTHEBELNERUANMEER. EFE
—EEBNRE  XXBREARAHENMERARF., &E , TiESHfBESES/EFR
Amazon ERAH (ARN) Fl B EE R,

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Deny",
"Action": [ "tag:*" ],
"Resource": "<ARNs of resources to disallow tagging>"
}
]
}
FEMEERIREERER

« tag:*(WHERAKME "ERFESR. BF., WRECEERFICEAETEANEME , BAUFERAS
EBERGER D R B FFERMAER, )

DB MRA< 1.0 13


https://console.aws.amazon.com/iam/home#/policies/arn:aws:iam::aws:policy/AmazonEC2ReadOnlyAccess
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_awsresourcegroups.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_awsresourcegroups.html
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* tag:GetResources

* tag:TagResources

e tag:UntagResources

* tag:getTagKeys

* tag:getTagValues

* resource-explorer:*

* resource-groups:SearchResources

* resource-groups:ListResourceTypes

(® Note

Zresource-groups:SearchResources®ERAFEBFERELEAEEENEGRE
SRIHER,

ltresource-explorer:ListResources#ER A TERFEEN, TLESERRBIHE
R, MTAERESER.

REFERAERRERNVER

= ZA A AWS Resource Groups fIEZEEBmESRVRAFIEZEAE  FHTTIEHE,
1. BARKIAM X EFE "AR, HEH.

2. SRLERE "ERFEES, ERNAG, EEACNEBUFRACH HE) HH.
3. 1£ Permissions (35 7) 2% L , i### Add permissions (311855 1),

4. EBEEEREERFBE.

5. BEEBRVBX,

6

£ JSON B& £ , Bh E FHIBERBRIE K.

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [

DB MRS 1.0 14


https://console.aws.amazon.com/iamv2/home#/roles

52 AWS BiR EREES

"tag:GetResources",
"tag:TagResources",
"tag:UntagResources",
"tag:getTagKeys",
"tag:getTagValues",
"resource-explorer:*",
"resource-groups:SearchResources",
"resource-groups:ListResourceTypes"

]I

"Resource": "*"

® Note
LEpRARAN GREENT ERIFEESR ) BDIFENER,

7. B Next: Tags (F—% : BH) , ARI1EE Next: Review (T —2F : #83).
8. BAFREENBBMMEAR, 510 AWSTaggingAccess.,
9. EEEVEBX.

BE  BREREE IAM F , SO LEEK NI EbER  flase, FENERE, NFREMM
MEBRETRNFRED , F2H IAM EAEER TR ENBER IAM 525,

EREBNREMHREZH

AWS & EFEUTAR :

- LEMEAERARE — flin , BB AFFEREHTGetTagkeysTGetTagValuesEEM K
B, EFRAHFEMEREHNT,

- RPN EREMER — FZRBEZEFEA ARN RIEEREH W EREIR,

- UERAERNEE — FZRBIEERRFRGTERAERER, a0, ST —EReE
FEAEEeFREEAEEEHEERNEE. NEFAEN , 528 ABACHHES AWSﬂ ?
£ {AWS Identity and Access Management £ &#/E) .,

- TR — EAETUREIEAAMERRESRFRECRKBNAE,

ERmEERTERETARBERAE.
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_manage-attach-detach.html
https://docs.aws.amazon.com/general/latest/gr/aws-arns-and-namespaces.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/introduction_attribute-based-access-control.html

52 AWS BiR EREES

MEEB imEES A E AWS Identity and Access Management (IAM) BEHEMET , BFSEAWS
Identity and Access Management i EIEFEF N T 5 EE :

« AWS EE |AM FEE 2 F BY AR %5
- BRBRESNVEFE, ERN kTS
« ERBEREFIE AWS BRI FE

SHERLTHER

FRERRES A BULBRIESR , UK - AWS EBE BTRARNERNER, SRS TLIR
20 BEENNERER  HERIFAI resource types (FTEERER) REVEH, BNEHTUE
SEERBNERIZIEEEBNER. EENMEEZSEN , 28 (AWS Resource Groups £ s
) PXENEREEGHN "ERFEERER. W,

RIAEMEBRNER 2R , EUUERARRFEESRRINEER , SRE. REIMERER.
SRENEBNER

1. BB TEREBRESR, FEA

2. (BREM)EEEAWS EBiF tEFESEERENER, fFE:R , SEALENHE, HRALE
F , 551212 us-east-1 M us-west-2,

3. #H#[ERER] THXNEFERREZL>—EFERER, B RHFEIFREEZBERZ
20 @B ERER | SiZ#E All resource types (FTEERER), HALERF , H&
EAWS::EC2::Instance MIAWS::S3::Bucket,

4. (BREM) E "EER BT BARRSRIERRCIREEES , SETFNERRE AWS B
B REEAEEERRNER. ELRAERER  BESTHRNEREERETETENE
B, SUURBETZERERRE. EREERSELOATEANF T TLHRANRE|RE
ALBBEHERZSIR, THRERE | B1F Add (F18) LT Enter 8, EEREH+ , Yk
A Stage (BE) RERSIBNERETHR. FREIREUYN B TR EABRNE
B, EEMEESER  FHEE Add (¥118), EHSKANDEE FERGER  BitEHR a8
FRFEEEEREENMEREERBNER,

® Note
ERRESRIREAANTIXEEBATT.

SREBTHNER W< 1.0 16


https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html#management_svcs
https://docs.aws.amazon.com/service-authorization/latest/reference/list_awstageditor.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_controlling.html
https://docs.aws.amazon.com/ARG/latest/userguide/supported-resources.html
https://console.aws.amazon.com/resource-groups/tag-editor
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FEZSREARBRRSIREAZEENER , FHEAMEEAHEERSIENE —EFER , BEE
TRNE, FRELEEAEEERRIBNEBRUAREFEMAMEENFHEER. B8ES AN
Bo

1% [RR) REEZA , USKMBREPEEHEENAER AWS B, hEFAESEDERE
ARBENER , YAISREREBNER, EENECNEMBHRER A FEESBNEL LN X

SHEAEREERZENER , FEREMNNERELRPEIERE (ZEH) , TR

Tags — Optional

Name X | (Emptyvatueﬂ X| | Add |

(@ Note

HEERINEFEERBNERZY  YAXKELEREMAZENEERENEL —FEE
R AWS [EiF,

5. BEENEARME , 7521F Searchresources (BE2ER), BREURBRERETRE ERESER]
B,
EEEHRAREEIR , 387 Filter resources (BFRER) P AFEMEEXF , flNEREBH—
o
(® Note
B LAER T FHRREMERE R,
6. (BEM) FERE ERFEESR. tERESFRYETNE  FEERESHE
2&

EE TRERE) EHRER.

# Preferences (ﬁﬂﬁﬁi) HEL , BEERRETELNESERTNIE. NREAREER
KHBFREX T , FFEN " BBRIT. BES R,

FREEERRESRELCNERTETHN, SAUEHESERPHEAN
BESREIESERNENTEET—M, RIBECHERR , ETTLE
REITIERE, EERAMNY  FERERSNTRET  WSH RS

4@

SREBTHNER hR4< 1.0 17



BE AWS BF R
£
50 @

BREF A RMANBE TP | #1F Confirm (FEFR).

BN mEE FTE &R R
BRFEESEESMEERLNRAEE SLERUR "BRESUEHNER, KRF.
MRIRI L —HAOARA TEM B, 8, ATAERBRERTEESEERNEEA ME.

® Note

AEFRAUNATREELERNER. SRS ERESEEEERNER. MFEFH
&, F2H E%*“ﬁﬁiﬂ%%“’éﬁ#“ﬁo

EREESBERRBPFURNRS N RERR
1. ERECERBNERLNVERE,

® Note

- MRFMEERBEMRECLESFMERSIBNER , AEEETRA (RERC).
- MRAMBERBEEFTEMBRNER  BRAE , AESERS "—

ETENEFH , EZETER Env H Prod WERIER ),

Change value for tag: Env e

Q. Prod Tag: Env

Enter a new tag value or choose an existing value.

Remove tag Prod

2. ZBULEAFE, IREFUEBNHGER LEFENEAETETERE., SHALLEE (B
BE) , (tEEERMERERR,

BB REPMEE R R R4 1.0 18
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& ZREAERERNAMARR

1. £ "SREETEIANER) WERT  #HHEEREREEBNIMNER , EF "E8%, WP
7, Tags (BEBB) MPABITRNERIBRENER.

2. 7£ Resource tags (BRZH) PRRBEER., StllE 'EEEE, EEEFERBRERE
B TEEMEERNES. REBMEE.

® Note
MRRERINECHOEHEREANER , FEAENMEELNEBERRE,

KERELZE csv iR

USSR ERNGERELURCEARERD RE (csv) BR. csv BERESEREHE. KRB,
#E, ERID, BRER , URESHEEHE - FRBRENH, csv ERTHBEABBTNERFE
B, IHHEERECKEERR T -3 E.

1. 1E Find resources to tag (BHREMEBNER) EHANERF , EIF Export resources to CSV (&
HERZE CSV),

2. EREBERLRRTRE  FHERRM .cov B, IRERRBEINFENVLE.

FHEAE

- EAAAWS Billing PR AAE D EEER

EAEBRREREER

RIZEENERR , BALHE, BRNGERN 2L HESERNER. EREESRSE M
NEERNER, cHEERNELEREEBERRER. ERNBRBEEEEINER API FEE,

/A Important

AR EABBIESR (Pll) REMCRZNHBEARFERRT, RAEARBRAGRHAKREN
EEEB. ERTEARLADBRER,

BEREHZE csv BR MRS 1.0 19


https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/cost-alloc-tags.html#allocation-what
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© HtEEEHN SR

AEESTHREA PN EBRESFRESLER AWS Management Console, i , &t Al LLE
AT ITEREE AWS &R EWESR :

« SZALAER AWS Command Line Interface (AWS CLI) FEI& < , 7 shell IBRFETTHE A
HresourcegroupstaggingapilE SEH N
o BRI LAEAHFHAWS Resource Groups #Ric API JRE I M#1TPowerShelliE % AWS

Tools for PowerShell Core,

o RO LAEREREABAZEES API (45170 Python BY4Z5E API 5% Java BY4E5C API) , EAE{ A A
FAWS SDK B M#ETER.

EEHE, BRIAGERENERK  SREEFELESHRERERPENNNLER LNERETT
BRELURLEM. SUNZEEEE LEEREBNSZ 500 BER.

ES- |

- BERMEZTZENNER

- WEBFIEERNER

- ERNERBERER

- ERAMNEREE

- HEEH

EBHIEE RN ER

O] LAE A AZEmEEET ¥ Find resources to tag (B EMEBNER) ERFE RPN TR ERHIEE
E

(® Note

AETERPUMMAAEREZEERNER. SHTUREENERNERE, WFEFEEA ,
2R BENREMEERNER.

1. B THREBRESR, TRE  ARREXEW , REHEELEERCNZEER.

i

AR R R ER WR7< 1.0 20


https://docs.aws.amazon.com/cli/latest/reference/resourcegroupstaggingapi/index.html#cli-aws-resourcegroupstaggingapi
https://docs.aws.amazon.com/powershell/latest/reference/items/ResourceGroupsTaggingAPI_cmdlets.html
https://docs.aws.amazon.com/AWSJavaScriptSDK/latest/AWS/ResourceGroupsTaggingAPI.html
https://docs.aws.amazon.com/resourcegroupstagging/latest/APIReference/
https://boto3.amazonaws.com/v1/documentation/api/latest/reference/services/resourcegroupstaggingapi.html
https://boto3.amazonaws.com/v1/documentation/api/latest/reference/services/resourcegroupstaggingapi.html
https://docs.aws.amazon.com/index.html#sdks
https://console.aws.amazon.com/resource-groups/tag-editor
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2. & "SREFRLEHINER. NERRET , ENENEEBRNERSENZIMA R, EREER
MEZEERTFAANFFH , UEERSEREHE,. ID. BRBIERE. £ Tags (BR) R+ ,
AR BRINERESEARR,

3. BEM-—HZMERNKMAR , RRRE [EEMEERNER],

4. HEWTFRW [EEER EEL  REMEERLNER, RALHNRKEHEQ TESZER ,
BEAERERNHEELESR 1 PEINER, #1F Add tag (FTHEERE).

5. MAEBZRSIBNEZANERE. EUHERFRP , BT EERETecanfEEEDevelopment,

® Note

—EER&EZWE 50 EEAEERANER. MREEE 50 EEAEERANER , L7
ELRHBEBRNEEER, AWS EENBRBETERAR 50 BEREBRH. £EMENER
R, EBRRSIBEULEARE -, SEEINELSEMEERT EFENERS|MARTN
EIMOFERER.

6. TEHFMEERRE A6 FEEZ RG] LEARE,

7. MRBEZEF  FEIEE Apply changes to all selected (EAEFEIFFEIZEHIER),

8. RELEZNNERIE K EAVERURSEL>ENHNE, TERFEENZR —EAERER
PITHEMER., MRSERY , CEAEREREREERIEER. SEHDIRABRERBEREER
mLE K ARBEE

MREBEFRI»REHERAKD , FE2ERHFREBREE, MRERETLRE (FIER
TR), BuUEESEFANNERLENEEEE, WEHMEN , 5528 the section called
“BRAMNEREE,

mEEFTEERNER

BRI AR EBFERRY Find resources to tag (ERENEENER) EHFERTNFMEEREERE
WEEE., RECESEFEAMHEEERSIBNFEMEERLNESE. CELIEFTAEEEE
F,EEUURREBELFEAFEBELEBRIRRHEERRET. E2RpRFmBERLLEGZZRS]
BOMEER.

/A Important

AAREABBER (Pll) REMRRHHBEARFERRT, RAEARBRALRMAIREN
EERYE, FRTEARMARBBRER,

mEFMEE IRV RR W7 1.0 21



B AWS B R EEE

1. £ Find resources to tag (BREMEENER) EHANERD , ENECEEFREEBNERSX
EX 5. 7E Filter resources (BFZER) PMANFFH , UERERNEBR ID W —%B5. &
Tags (ZH]) ¥+ , F1E , RPN ERCERESR.

2. i##E Manage tags of the selected resources (B FTIZE RNER).

3. 1 Manage tags (EEZH) HEE L , M Edit tags of selected resources (#mEEFTEE RN ER)
b, BREEZERNERLNER, ¥ALZHNREEATREBRTESER , ERERSBELED
R 1 hEINERNER.

4. BF WEIMBREBEE. REEEILEEEERSIE  EEBEIREAN, EERFD , &K
I TeamZE AV EEFE AQA,

MRGERNEREE-RSIRESTENE , IZHNERESTEANERESETIE &R
B, WiF, EEEBRT , #FEREARFERR—ETHNEE , EFIHAMZERP IR
BRENFATAE,

MREWBIEFNEREELETENERE  ELAAZEERN , 88 kAER, flm, m
RENEBEFNEREE QA , ERGA QK , aXERBER. THXBFERNERTIRNE
ERZENESRERE . EMBERLNEREHRSEE, THEH+ , K4 EE Team
ERRSIBHVMEMEZERNEREEEA QA, HREZBTeamZEBNFMEER , EFEEESRX
EQAMI TeamBE,

5. THEBEER A FEEZRE|LEALE,
6. WMREBEZEF  FHHEIE Apply changes to all selected (EAEREZIFTEIRIMIER),

7. BRBLEFAFENERBEME  REFBRTRFELI7ENKE, TERFRARRER —EERE
BHTREMERE, MRBEXY , EEARKRERAREKEKDIER. SHERDIABERRRE
HEL K ARBEE.

MBEEBESFRI»REHERARY , FSEARHIMEBREE, MREBREFLAMNBERER
% (PIERTR), EUUEEBEEAMNER LEHEEREE, NEFHMEEN , 528 the
section called “E kMW EREF",

EEMNERBERER

BT LAERERFEES |, R4 Find resources to tag (SR EMEBNER) EHERINIMEERE
BREZE. BREBEREGZEBNEMEERMRESR, ARECELFEESERET , NItmRE
EZREEBHET A ZUUBREBELHSERNRATER. SSMRFMEERLEERRSIBNAMERE
®,

RN ERBRER fRs 1.0 22
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1. 7E Find resources to tag (SR EMEBNER) EANBERD , BENEEERPBREBENERS
FZEN S . 7E Filter resources (BFiZER) PBMAXNFFH , UEHRERNEBBR ID W —B2 .

2. i##E Manage tags of the selected resources (B FTIZE RNER),

3. 1 Manage tags (EEZ%H) HEE L , M Edit tags of selected resources (#mEEFTE &R ER)
P, BRREMEER LNER. MARKREHTREERE TEZER , ERERSEBELESE 1
FERNERNER,

4. BELEMBROTAEZEEZH Remove tag (BERER), FHBRESD , RFIMBRTeamER.

(® Note
E# Remove tag (BBRER) SREGREBNAAEENERBRER.

5. i##ZE Review and apply changes (MBI MEREE),
6. HEHESREML , iBZE Apply changes to all selected (EAEEIFAAIZMMNIER),
7. BRELZMENERBEME  BREBUKEEZEL,»ENKE. TEHFAEERER —ERZHFE

BHRHEMEE, MRBEFKY , EEARGERETKEKIIER. FHRDIRRBERERE
EELE , RRBEE,

MRHBLRFAEERNEBEELY , F2REHIREREFE, MAEBREBELARPREE
& (GINERTR) , ZANEEREFARNERLEHNEREE, WEFMEN , BF28E the
section called ‘B XKW EBEEF",

ERAMNEREE

NREWBFAEL —EMEER LAY , RGBS CEAESET OHE. HRESHYUESE
BREMARBRBTHBTAL. YASAEES  RESRIERGERRAEL LETRRBENSE
R, MEILEHIMERE | BRE (EERLERAMNERET) , UMERERST AR ERE
HAEE.

HHEAE A

- £ "EHAWS Biling EfER . FHRAD EER

ERAMNEREE WA 1.0 23


https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/cost-alloc-tags.html#allocation-what

52 AWS BiR EREES

% IAM FF A BER R ER R

AWS Identity and Access Management(IAM) & FAREIL MNEEFAIBERNERBUR | SUREHT
LFEENAWSER. AWS lRESRXERFRMAWSREHENRE AAWSER , BEH 1AM BURE
HIEY FEVE,

EEBRAESEHEERNBEEFEE, S ARMALKFEERNER—EhsERFEA
BConditiont#E, WXEABREIEESLBEFTSERNGEY , LHEERESTLEE, Sl
HAConditionTEZEREUTAR :

- MMERHERZERAERNHEHER,
- BMEMERFBREKNWERNER.

EZERAE B A R

TRRATE IAM BFUTBRPERANGEGSE | LUEBEREHFEEE, SEFGRTELHTTY
B -

- EEFUERNEE FRER,
- BRAGERNEBRMASSBETLEE,
« LB IRIRER RN ERRR,

NEERRHRCIBRACAFANTEFRESR  F2ERGRIZEBHATESHNEE,

BRURSIBEE ik

aws:PrincipalTag MBI HFERNEE (AM AESFEAE) WERESEBRPEEN
EHHEITHE,

aws:RequestTag BEASHEEZZERNERRS|IBERY , BEERAPEENEER
SR EmH HITLEE,

aws:ResourceTag B MEERNRSIRERYESEREPIEENEBRS|IBERYET
5 38

aws:TagKeys ERBERIWEZEBERS|IBESERAFEEN S,

£ 1AM R AR W< 1.0 24


https://docs.aws.amazon.com/IAM/latest/UserGuide/
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-principaltag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-requesttag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-tagkeys
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FEHAERN IAM BERE 5
Example &4 1 : BEFEAEERLERFHINSEER

BUF IAM R AT R S A1 RUR A i Sl 2 M g o IAM R E BN EAEE SR/ P IMAZEROwner, 1t
A HRAEREBNVEREAEBMMEFUER 2Owner ERMEENE, BEEALK , FIE
TBEEHLARMOWnerFHR , EXAEMIEERAEBAZER. MRERETEOwnerFRNBERTE
AENSERRER , AIFRTHEFAETRRFFRER.

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "TagCustomerManagedPolicies",
"Effect": "Allow",
"Action": [
"iam:CreatePolicy",
"iam:TagPolicy"
1,
"Resource": "arn:aws:iam::123456789012:policy/*",
"Condition": {
"StringEquals": {"aws:RequestTag/Owner": "${aws:PrincipalTag/Owner}"}
}

Example #£6 2 : fFAERSERNFERHEAE "HEE,

THIEH] 1AM FFRAIBER REENWU T RELAEMTEEBMERENproject ZHER , FRETEEELL
#ITHH Amazon EC2 i 1T{HEE,

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "VisualEditorl",
"Effect": "Allow",
"Action": [
"ec2:StopInstances"

1,

"Resource": [

ERRER 1AM BEREH R 1.0 25
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"arn:aws:iam: :123456789012:instance/*"

1,

"Condition": {
"StringEquals": {"aws:ResourceTag/project": "${aws:PrincipalTag/project}"}

}

}
]
}

ERE#EAFRUABMAERNFEIZES (AB AC) WEIHl, MEFEA IAM BEREEUER A ERHNFEUR
HIRREEFEME A E b &5 | FESBAEAAWS Identity and Access Management& R F AT E
=

- EAEREZEFIYE AWS ERHNFEE
- ERAEERES IAM FHENA SN FEERMEFER

- IAM HERE  REERESFHAWSERNG ] — BROAERAZERRR T ARERMEFAN
TFHUE,

AWS OrganizationstZ % 5k %

ERFEANREEFEILN—BREUFEHAWS Organizations. 7] SAE FAZBMBUR K75 BE (AR
WREFERNER, ZEFAEZHRERA , BROERE (FRKE) dHESBEFERAFFFHRHAWS

Organizations TERTE, MZEHER , BEBEN T ERESESRNEETHSER, EETHEL
I, BER "EREER T8A,

T
. EREHHHT

. FHEIEEH AR

. RSB EEMN AR

FERMRAFFFF A
EAARABERYRELEMRR , FTHE TREEER PEERRUNTA,
AR R R RF & M AY SO IR R4

AEERFRANFSHTETIISEE .

AWS OrganizationsfZH K i MRS 1.0 26


https://docs.aws.amazon.com/IAM/latest/UserGuide/introduction_attribute-based-access-control.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_tags.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_iam-tags.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/tutorial_attribute-based-access-control.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_tag-policies.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_tag-policies-getting-started.html
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« LA TRIThEE AWS Organizations , REBEM MM INERFRR, MEFHMET
BAWS Organizations &P T EME :

- EEREHERIAY SRR AR
- BARERER
- R EREREA

- BESRIRFERLNTHEER  CEEXRFHEARRBUR P EIRS SR ENERYIHAVHE
PR

- HEEMEREABNESHRYE  CEEAREERFNEAERBURPIILHAER, S EZEEBSSR
PHERVHERR S8R BEME AWS B XEIRER (#FEE4LE) ERFEE®RS.

Y
*

AR &R R
ERFHER LEBRTHABRRETHIRR -

- organizations:DescribeEffectivePolicy— ERSIREANEBRRRHNAS,
* tag:GetResources— BRIERHFEMMERRRNERBE,

« tag:TagResources— MR EHER.,. CUFERBIHEERBETEEVER, fln , EEEDSE
BEMIERE Ein (Amazon EC2) HIREEIR , % Eec2:CreateTags.

 tag:UnTagResources— BRER. SCHFERBISEER T EBRRIFRL. Sl , EEBUHER
Amazon EC2 HHVER , BFEEMec2:DeleteTagsiF i,

T 5|55 AWS Identity and Access Management (IAM) BURIR AR S B S HREMEF T,

{
"Version": "2012-10-17",
"Statement": [
{

"Sid": "EvaluateAccountCompliance",

"Effect": "Allow",

"Action": [
"organizations:DescribeEffectivePolicy",
"tag:GetResources",
"tag:TagResources",
"tag:UnTagResources"

1,

"Resource": "*"

}

TORIRAEFEF A W4 1.0 27


https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_tag-policies-prereqs.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_enable-disable.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_tag-policies-getting-started.html
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]

WERR IAM BERMFFAINGFRED , F268 IAM EAEEM.

AHE R EESS SRRV EIR

AHMEREABRENERBRFARZIETIER

« organizations:DescribeEffectivePolicy— EUSKMiMNEAEL. EBEN (OVU) HIRF 2 &
BRANAE,

* tag:GetComplianceSummary— EVBEBHAIEIRZERFERERNRBE,

* tag:StartReportCreation— BHIEMAMTENERELZERE, 8 48 NI —RE&ERE
ERM,

 tag:DescribeReportCreation— MEREE I HREE,

T35 1AM BUR S HIRHFHE R BEMS RIENFF T,

"Version": "2012-10-17",
"Statement": [
{

"Sid": "EvaluateOrgCompliance",

"Effect": "Allow",

"Action": [
"organizations:DescribeEffectivePolicy",
"tag:GetComplianceSummary",
"tag:StartReportCreation",
"tag:DescribeReportCreation”

1,

"Resource": "*"

WMEEE IAM BERMET I ER , F28 IAM FREEE.
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https://docs.aws.amazon.com/IAM/latest/UserGuide/
https://docs.aws.amazon.com/IAM/latest/UserGuide/
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& FEIER Amazon S3 FFIFEBE

EERVEREBNERERE LU/ EREBBERBEIRNFIEREXERE SR
T4t ) EE A Amazon FSERfEZIRTS (Amazon S3) R FEEF B LLETHRRFMF. It Amazon
S RIFITRBMEMNRERELESRBENHERIIKREY, ZEANAGEXEEREE
fGetBucketAclMMs3:PutObject R,

BTIHEERERERMNEERE , YULEEWERARRES@Bress

- K S RIFRrERRE
- HEBAY 1D RS
- BEEARB AR BB cERIRFIRE ID R

"Version": "2012-10-17",
"Statement": [
{
"Sid": "TagPolicyACL",
"Effect": "Allow",
"Principal": {
"Service": [
"tagpolicies.tag.amazonaws.com"

]
.
"Action": "s3:GetBucketAcl",
"Resource": "arn:aws:s3:::<your-bucket-name>",

"Condition": {
"StringLike": {

"aws:SourceAccount": "<organization-management-account-id>",
"aws:SourceArn": "arn:aws:tag:us-east-l:<organization-management-
account-id>:*"
}
}
1,
{

"Sid": "TagPolicyBucketDelivery",
"Effect": "Allow",
"Principal": {
"Service": [
"tagpolicies.tag.amazonaws.com"
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"Action": [
"s3:PutObject",
"s3:PutObjectAcl"

1,
"Resource": "arn:aws:s3:::<your-bucket-name>/AwsTagPolicies/<your-
organization-id>/*",
"Condition": {
"StringlLike": {
"aws:SourceAccount": "<organization-management-account-id>",
"aws:SourceArn": "arn:aws:tag:us-east-l:<organization-management-
account-id>:*"

}

}

LR W AR
B LAMER E AR RR R R AEBPIRFH SR,

/A Important
AECHERARTEAMELIHBRAEERD.
EESRRFHPRELNER , FAWS ERBEEHFHNERAEREER. tag:noneIF &
&, EF2H (AWS EREEFEAER) PTHESRETER,

BEREBERBREEEEAERENFCRA. FRNERREIIRFEEANEARRRBNER UK
EEMNERFHEMNERERE. EARERBREESHBRE , XEBRBREEAZABTHMRE
RE, BELERFRAMMEAEBEN OVU) K, EEERAEER OU WAAEIIRF M OU.

® Note
MREHRBIBEBRER 26 (AWS OrganizationsfEAERE) FHEBRERAM.

BESRTHANER  SLEERTIIRER :

* organizations:DescribeEffectivePolicy
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https://docs.aws.amazon.com/resource-explorer/latest/userguide/using-search-query-examples.html#example-1
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_tag-policies-effective.html
https://docs.aws.amazon.com/organizations/latest/userguide/tag-policies-getting-started.html
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* tag:GetResources
* tag:TagResources

 tag:UntagResources

TERRR TR LA NEEER (T8

1. BALEREHSHAMMNIRSR R "TEEREXE, FTEE,

2. [ARERRA EREESEAERRANER , AREERNERER., EUURRERE , U
EEAHHEE. RIREUARERHEREERERRHHITELENEN.

® Note
MREERAEERF , IS RRRRSFTRETEARBRARA LR ERET,

3. £ "EETHABRENER, BERYH , EEAWS EFEZSTHBAEERNER, & , £tmL
HERERETES 9“§ﬁ§¥[ﬁgi§fﬂo

ABEREERE (EBEE, ERT. FESESEMEN
FEWERTEAGE  BEEREER
& )o
4 EEBRERY ERSETHESEENER.

5. HIHEBREBNHELRS , BEEEFURMELERNAWS RBVE, EXTEES &
ETHEENER,

® Tip
NREBTEERLEBAIMER , BT "EEEXK, TEAPEREN "EVERBER
B, BulERERBREFZUREEEREAL,

6. ERESKNELEREENERF , EXEBONKRRERESEERAHBFTSRERL,

ESRTHEBNEZER (AWS CLIAWSAPI)
FEATIHESTEERSKTHANES !

« AWS Command Line Interface (AWS CLI):

* aws resourcegroupstaggingapi get-resources
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https://console.aws.amazon.com/resource-groups/tag-policies/
https://docs.aws.amazon.com/cli/latest/reference/resourcegroupstaggingapi/get-resources.html
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* aws resourcegroupstaggingapi tag-resources

* aws resourcegroupstaggingapi untag-resources

WEFERAERFRINTEREFAWS CLI, F28 (FEAER) AWS CLIFH (FREEBX
B&) o AWS Organizations

« AWS Resource Groups Tagging API:

» GetResources

» TagResources

» UntagResources

RESR

EMESRCEESRAFISRAEBENERF. BRERF , EEBONIRRERNSSEARETNEA
}&gﬁﬁﬁkio

HRZERR  SANEETHEAERR —ERBNERF , EhafE

- BEARHERBRNEATREERERENEBMERE,

- BYERE , FERE-LRETREABTEREE,

- FEVHERIBFEBRECHERK , oM THEKEE,

- BERBRRBEHRNRREEFSE#E | RENARNERRENEEN . SERELFURRCIRREED
KRR , HEEHMAMNERERE,

MRELEBPNEERERFEDEA , HAINELRSE, WHREBEBIRSHATE CRCERVEE
&R, MEEZFHMEA , na/ﬁaﬁnﬂﬁgﬁl%ﬂ%ﬂ’]/\%ﬁlﬁo

AHEEZEEBN SR

BRI MERARNERFRTGEBRETEE. BUUELE—OFHE , HPIHEBIKRRHAEE
BENER , UREBEERREFSEREREK,

/A Important
ABRENERHERTERMBEHRELE R,
ESRIRFFRFELCNER , F AWS ERABE REEANEN, tag:noneIFEFHMEE
A, FE2R (AWS BERRE ERER) THESRERER,
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https://docs.aws.amazon.com/cli/latest/reference/resourcegroupstaggingapi/tag-resources.html
https://docs.aws.amazon.com/cli/latest/reference/resourcegroupstaggingapi/untag-resources.html
https://docs.aws.amazon.com/organizations/latest/userguide/tag-policy-cli.html
https://docs.aws.amazon.com/organizations/latest/userguide/tag-policy-cli.html
https://docs.aws.amazon.com/resourcegroupstagging/latest/APIReference/API_GetResources.html
https://docs.aws.amazon.com/resourcegroupstagging/latest/APIReference/API_TagResources.html
https://docs.aws.amazon.com/resourcegroupstagging/latest/APIReference/API_UntagResources.html
https://docs.aws.amazon.com/resource-explorer/latest/userguide/using-search-query-examples.html#example-1
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BRRREBNEREIRFEEHus-east-1 AWS Bl &, EEBENIRF L HREHFIEBRER
(HEE AL E) EEHPH Amazon S3 fFRTE., BETELAERERREFTERER , W Amazon
S3 FABBRAMT , FReFRERE.

EEEARERABNAEERRS  BLRAERTHIER

* organizations:DescribeEffectivePolicy
* tag:StartReportCreation
* tag:DescribeReportCreation

* tag:GetComplianceSummary

EEELRERBNFEMERS (F28)

R TEREER, FEE,

BIE EEAME R &%) R5I1BR , MEEEKIN [EE/RE]
 TEERE) L, EERENRELE.

BiZ [FRIREL],

R A

BETRER , BRI THHER BEREN "THENERE) ERTRES.

@ fa
15 48 NEBE—RSEBH A RN, SR TRE

- ERRARERNEERSTRHEIE 48 BRI SR REREABN TSRS, Hln
BERLE —AEBRRAREEREAERHNNEENLER., XBERAREUERNERRS
A 48 MNERAEBRETETRATERE,

- HAGALEREERS , BE TG THAZE , TEETRERER.

« ItkNoncompliantKeyst# &% H &R L EEEMEBR KRBT HBINEBRRS|E,

« tEKeysWithNonCompliantValuesEHZ S HER LB EBPERN SR/ , HPIEF
ERORXNEREES XS THEE

- WMREEAPABMNE AWS IRF SR ENER , ERSAULUE 00 RARBRE REEBRTaM
HEH

=EEEBEEBNSRRE (AP)AWS CLIAWS

FHEREEBN RN x4 1.0 33


https://console.aws.amazon.com/resource-groups/tag-policies/

i AWS BR A% ER
EATIESTHEXRELERBEEBNTELRE. REELRE , URREARE

 AWS Command Line Interface AWS CLlI):

* aws resourcegroupstaggingapi start-report-creation

* aws resourcegroupstaggingapi describe-report-creation

* aws resourcegroupstaggingapi get-compliance-summary

WEFERAERFRANTERRF AWS CLI, 528 (F/HERM) AWS CLIFH (FAEZEEX
B&) o AWS Organizations

+ AWS API :

» StartReportCreation

» DescribeReportCreation

» GetComplianceSummary

{ P9 (3] R 88 T/ERTE M Amazon ESiZ2 28 F EventBridge

Amazon EventBridge XiF¥ AWS ERETERE K. FHLL EventBridge R , BRI LAE
EventBridge R AN FERBEE  WHKEHRAE—NZEEE. fl, BEETERUAESLIHE
TRIZM AWS Lambda BB, ANEERMHFEA Lambda BEFE RN EMARBBFRS RHOHER
2, LUReHRE AWS ERENEBREE,

BEREBFESE EventBridge =4

EventBridge 21X AWS EREEMNIL FRIRNRREMHBR. 512 AWS BRBXEER | B
EREETNEREEREBNE , TEREBNSEAWS R, BBENEREARMNSERESED
¥, FEERHRE2ENE B,

f£H EventBridge , B UEREZENEE  WEME AWS FLHNEBMRRE, 28l , ATEREM
WIhgE , B EESIFERH AP XIBFAZ BTN, RE , BOEMEBIRE AP, ERFEESNER
APl ERAMEBHTEMNEE K HFLEERE4LBBEEEE, TIHESHfBEREREFRRPAR
EventBridge £, TRETFHN. EFNNEMBRNERRE , UK ESMABEHE.,

{
"version": "Q",
"id": "bddcfld6-0251-35al-aab@-adclfb47clic"”,
"detail-type": "Tag Change on Resource",
"source": "aws.tag",
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https://docs.aws.amazon.com/cli/latest/reference/resourcegroupstaggingapi/start-report-creation.html
https://docs.aws.amazon.com/cli/latest/reference/resourcegroupstaggingapi/describe-report-creation.html
https://docs.aws.amazon.com/cli/latest/reference/resourcegroupstaggingapi/get-compliance-summary.html
https://docs.aws.amazon.com/organizations/latest/userguide/tag-policy-cli.html
https://docs.aws.amazon.com/organizations/latest/userguide/tag-policy-cli.html
https://docs.aws.amazon.com/resourcegroupstagging/latest/APIReference/API_StartReportCreation.html
https://docs.aws.amazon.com/resourcegroupstagging/latest/APIReference/API_DescribeReportCreation.html
https://docs.aws.amazon.com/resourcegroupstagging/latest/APIReference/API_GetComplianceSummary.html
https://docs.aws.amazon.com/resourcegroupstagging/latest/APIReference/index.html
https://docs.aws.amazon.com/ARG/latest/userguide/tag-editor.html
https://docs.aws.amazon.com/resourcegroupstagging/latest/APIReference/index.html
https://docs.aws.amazon.com/ARG/latest/userguide/tag-editor.html
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"account": "123456789012",
"time": "2018-09-18T20:41:387",
"region": "us-east-1",
"resources": [

"arn:aws:ec2:us-east-1:123456789012:instance/i-0000000aaaaaaaaaa"

1,
"detail": {

"changed-tag-keys": [
"a-new-key",
"an-updated-key",
"a-deleted-key"

1,

"tags": {
"a-new-key": "tag-value-on-new-key-just-added",
"an-updated-key": "tag-value-was-just-changed",
"an-unchanged-key": "tag-value-still-the-same"

1,

"service": "ec2",

"resource-type": "instance",

"version": 3,

}
}

P& EventBridge E4-E#EHRIMNTEE BN -

- version — KFEEY , LLEEMEBEEHPEHRES 0 (T).

- id — S BESHEEK—E, EHRERSHERICEBEHE B S ETEERBREEE,
- FHEARE — HsourceMUBFEESHBIHREFMEARL T VR E,

- RR — BEMASHRFENERE. EBR2ENRRSaws. tag.

- time — EHRVFEEC.

- B — BAIEH AWS EiF HiRBLE,

- &R — It JSON f#5]8E Amazon EREHE (ARN) , AIBRIE4HSRNER, EREZBEEX
&R,

- FHER —JISON Y , HAREREHEEMEMTE. HREFNEREE , TFE T 5
i :
- changed-tag-keys— WEHFIBENERE,
- IR — ERMBHRYE. EER/EF+ , R Rec2 , ER Amazon EC2,
- BRER — RENERER., EiEslP , ©2—1ME Amazon EC2 #ITEEE.

EHREFEE EventBridge B4 MRA< 1.0 35
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© WA — EBBBRAR, RARE 1 BE , TERBREXREE, S UERARRARBRRRREE
EHHIERF.

- tags — BERMNMEERNEE,

MEFHMER , 528 Amazon EventBridge £ &38R # Amazon EventBridge E4#E R,

BB EventBridge , BAIUBEFRARVEUNESRBESHEXNRA, RAEHREFERTAH
THRME, A, RAUER TUREENRRARMMNEHAITER , Amazon EC2 HTERMMTEE
Fik. HPIERA EventBridge MUREMERX , IFSRE Lambda B ZHTERNERSH.

Lambda F1 £ (3] Bk 25

AWS Lambda BEEARBEFEZERPATERNS. FREFTERTHTERNE , MA4ZE AR

B, BREAFRANBIEERBNLE. FCHBAERKS  EXTERERERBEHR. EHBER
T, BARBRRETEEME. REREEARJTENBNMRRKREE. AWS BIREFTEEL , FrL
PRATAESE ARV RS, 0% Lambda MVEEMEER , B2 BAWS Lambda ZE @&

HERE | BBFE LRI BEZERA Amazon EC2 #IT{ERE
£ |

- S 1. B3 Lambda EX

- HBR 2 BREMEMN IAM ]

- S8 3., HEK Lambda REHETHS RIE

- SR 4. BIMBEEH EventBridge Al

- SB5 AHTENRRER

« Summary

FEE AWS BIREM AWS tkF EENER , EUUAERARBRREERLHERETST EH. ERER
RRERERARS , fIMMKEASENZEME, BTERER AWS BR , ZNERFTE-—BUtFiC. &
¥ BEERMER K TeNSEHAEENER. T8  HRNEFJREEREREE K EFHLAE
BHXmE. BEREREBNEYR , EUURREREBL VNEE, EFAEEREL , HERERE
MERETERS ENBESEEMENGER.

T OIS REBAATEESE Amazon EC2 H TR EWFRBEE  UHREENHTERBEEEALEN
BR, NRITEBNERBRELE  BITEBTBEALENER , AIEWUA Lambda BEELE

Lambda F£&& @R 25 MRS 1.0 36


https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-event-patterns.html
https://aws.amazon.com/lambda

52 AWS BiR EREES

BEAMTER. RATEERERMN ? CARKRMAERSBBBENLAEBRBRETHRR  UER
BRERADE , HEERAGSETERBLEAHEES (ABAC) HE2M,

/A Important
R EZRECHEIFEERFPAUTAHERE , HEEKRFF ISR EMEZNHAITE
o

FHSRETNEFIEXNBIRRBURINZERF/[RIBHATER ID FE LNHITEE.
X AERREEAET RN ETER ID REFEE, EFHRBRRETEEINEIEA
AWS 1R,

RARATHE  FREMBHTERFERBELANFRLERBIN LER, RE , EALUBRE
HERHSERNBE LNHTER ID WEXE,

Lt #8451 55 F B9 JavaScriptfl 16.x MREINode.js. Lt A €5 AWS RS 38 BIHS 123456789012 F
AWS B EBRI (S EEEILE) (). us-east-1ERAEECHRIEIRS ID MESERELIER,

(@ Note
MRENERERTRANERMATERE  FRLESREEIHBIREELRHBRERE
RANEH, AHEAMN—BERREREMETEBNESHEFEAMIEE.

MREEANEIEFTERUs-east-1 , FHLB TIEXBEAITNAESREESEREN

Region,
B 1. #3 Lambda B3

3 Lambda B

1. BIRX AWS Lambda BB XA,

BEAEYRE , RARBERERKIEE,

#H¥f Function name (BNE(& 1) , @i A\ AutoEC2Termination,

gH¥ #HITHEE |, 551EE Node.js 16.X.

KA MR REATRRE , AREE [BEYEHH.

fEAutoEC2TerminationFER EEM BRI R5ZEH L , B index.js BRUBREEN
.

o g kWD
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https://docs.aws.amazon.com/IAM/latest/UserGuide/introduction_attribute-based-access-control.html
https://console.aws.amazon.com/lambda/home

R AWS HR EAEEE
- WREMTEE indexjs WER , EUNEEZEBTNRES RRFEHEXR.

- MERAMEE index.js WESIER K BUBEABR—TEEBEKY "BEKRES, EHXT
F B index.js TR, ARZEE "BHRBU .

7. T indexjs BEFH , BUTRBHUIREERED  BREFENEARE,

#{ERegionToMonitorFM AL ERHFETHEHEMN EH,

// Set the following line to specify which Region's instances you want to monitor
// Only instances in this Region are succesfully stopped on a match

const RegionToMonitor = "us-east-1"

// Specify the instance ARNs to check.

// This limits the function for safety to avoid the tutorial shutting down all
instances in account

// The first ARN is a "dummy" that matches the test event you create in Step 3.

// Replace the second ARN with one that matches a real instance that you want to
monitor and that you can

// safely stop

const InstancelList = [
"i-0000000aaaaaaaaaa",
"i-05db4466d02744F07"

1;

// The tag key name and value that marks a "valid" instance. Instances in the
previous list that
// do NOT have the following tag key and value are stopped by this function

const ValidKeyName = "valid-key";
const ValidKeyValue = "valid-value";

// Load and configure the AWS SDK

const AWS = require('aws-sdk');

// Set the AWS Region

AWS.config.update({region: RegionToMonitor});

// Create EC2 service object.

const ec2 = new AWS.EC2({apiVersion: '2016-11-15'});

exports.handler = (event, context, callback) => {

// Retrieve the details of the reported event.

HERE  EDFLROLEERRA Amazon EC2 #1TERE R 1.0 38
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var detail = event.detail;

var tags = detail["tags"];

var service = detail["service"];

var resourceType = detail["resource-type"];

var resource = event.resources[0];

var resourceSplit = resource.split("/");

var instanceld = resourceSplit[resourceSplit.length - 1];

// If this event is not for an EC2 resource, then do nothing.

if (!(service === "ec2")) {
console.log("Event not for correct service -- no action (", service, ")" );
return;
}
// If this event is not about an instance, then do nothing.
if (!(resourceType === "instance")) {
console.log("Event not for correct resource type -- no action (", resourceType,
")
return;
}
// CAUTION - Removing the following 'if' statement causes the function to run
against
// every EC2 instance in the specified Region in the calling AWS ##.
// If you do this and an instance is not tagged with the approved tag
key
// and value, this function stops that instance.

// If this event is not for the ARN of an instance in our include list, then do
nothing.
if (InstancelList.indexOf(instanceId)<0) {

console.log("Event not for one of the monitored instances -- no action (",
resource, ")");

return;

console.log("Tags changed on monitored EC2 instance (",instanceld,")");

// Check attached tags for expected tag key and value pair

if ( tags.hasOwnProperty(ValidKeyName) && tags[ValidKeyName] == "valid-value"){
// Required tags ARE present
console.log("The instance has the required tag key and value -- no action");
callback(null, "no action");
return;
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// Required tags NOT present
console.log("This instance is missing the required tag key or value -- attempting
to stop the instance");

var params = {
Instancelds: [instanceld],
DryRun: true

};

// call EC2 to stop the selected instances
ec2.stopInstances(params, function(err, data) {
if (err && err.code === 'DryRunOperation') {
// dryrun succeeded, so proceed with "real" stop operation
params.DryRun = false;
ec2.stopInstances(params, function(err, data) {
if (err) {
console.log("Failed to stop instance");
callback(err, "fail");
} else if (data) {
console.log("Successfully stopped instance", data.StoppingInstances);
callback(null, "Success");
}
1);
} else {
console.log("Dryrun attempt failed");
callback(err);
}
1)
};

8. EREIBURGEE , UFEHMRENNEERA
It Lambda BE{&#E Amazon EC2 #ITERMER , PN EBEEEHMIRE EventBridge.

HUEH P, MREAFHHTEBERLENRERRE , valid-keyREZXFRILRBEZXEvalid-
value , AIHNBEERAFLATEE. EUUHHEACHBECARFBELBERESFERER.

# Lambda T AR E T BB R P REFFEMME.
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SR 2. FREMFERN IAM FF A

EREAURYETZA , BUERTFZEEFL EC2 BFINER. 17 AWS HIHA
tlambda_basic_executionZ EZER, EAHBRESD , LEEUMMEZEAZEHEHITACGH
¥R IAM R BUERAutoEC2Termination-role-uniqueid. AN¥ZBBREMEN REFEANER
Aec2:StopInstances,

WEE I Amazon EC2 $5E IAM BRIV EEHEFR |, 5828 Amazon EC2 : R FFRIEIS{=1E EC2 #1T
Eg  URERXFRETAHAM IAM FREEETNERAERELSEE,

BEEY IAM ERBERI A EMMNE Lambda REHEITAE

1. ETRMNBBRZRSIERIEET , B IAM T2EM "A6,) EH.

FMBW AR EEZBAutoEC2Termination , ECHREFEFRR  BEAGRERE,
EAGHN [ME EEL , #1E [#R) Z3ER , AREZCHNEINER.
RN (HE] EE L |, B2 [FE%EK.

FERRLImEEES R EH L | RIEMIGH AR,

£ Service (BR%) WA+ , #IFE EC2,

¥ TEEL |, EIEStoplnstances, B LAStopEERRMPEA , ARBELR
#IStopInstancesBfE,

8. HRER A6 FRE [MAER , BE MEFRR] A RREE REFEE]

N o o bk~ b

EEBPEVFAAHMRA , WiEZRARERFERRA
R BUERE R REXEUR T 585,

G

"Version": "2012-10-17",
"Statement": [

{
"Sid": "VisualEditor@",
"Effect": "Allow",
"Action": "ec2:StopInstances",
"Resource": "*"

},

{

"Sid": "VisualEditorl",
"Effect": "Allow",
"Action": "logs:CreatelLogGroup",
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https://console.aws.amazon.com/iamv2/home#/roles/details/lambda_basic_execution
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_examples_ec2_instance-securitygroup.html
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B AWS BIR

ERAEER

"Resource": "arn:aws:logs:us-east-1:123456789012:*"

"Sid": "VisualEditor2",
"Effect": "Allow",

"Action": [
"logs:CreatelLogStream",
"logs:PutLogEvents"

1,

"Resource": "arn:aws:logs:us-east-1:123456789012:1log-group:/aws/lambda/

AutoEC2Termination:*"

}

HER 3. HIEM Lambda BB THL AIE

ERTRT | SRS RERIGENEE. Lambda ARANENEEARXRERFHRHENARAS

. IHBEBEAURAEZH , RMEEHRE —& EventBridge. BAUEATENEERZEURASH ,
LEFATEXNBHMETERDs. FUIRD  KERAWESH , F5H Amazon EC2 HTEIENER
BEBE K MAHEBRTESHENERERNE,

R

1.

2
3.
4

AR EH Lambda B

£/ Lambda EEABRERERRSIER , ARFER "BBKIL, haesy TR, RIER.

B [BAIFEE]
E#LZ B A SampleBadTagChangeEvent.,

HE4 JSON F |, UATIEHI N FRBE RSN EFHEHIMAXF, EFFEERRS., HEHHIT

&% ID , WRIFHEHEIA IEHE R,

{
"version": "Q",
"id": "bddcfld6-0251-35al-aab@-adclfb47clic"”,
"detail-type": "Tag Change on Resource",
"source": "aws.tag",

"account": "123456789012",

"time": "2018-09-18T20:41:387",

"region": "us-east-1",

"resources": [
"arn:aws:ec2:us-east-1:123456789012:instance/i-0000000aaaaaaaaaa"
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MRS 1.0 42



52 AWS BiR EREES

1,
"detail": {
"changed-tag-keys": [
"valid-key"
1,
"tags": {
"valid-key": "NOT-valid-value"
I
"service": "ec2",
"resource-type": "instance",
"version": 3

5. EE @R  RREE AR
ARECTFRR , BRER.

BEZEE [EE] TH [FTHER] RIBEBFHERTIER.

"errorType": "InvalidInstanceID.NotFound",
"errorMessage": "The instance ID 'i-0000000Qaaaaaaaaaa' does not exist",

BREERERA test EHPIEENEL T FE.

[HBECE] BT [BTHR] Re|IER LN EARAEN Lambda BRI EREFLE EC2 #1TE
B, BER A ALY BARAR —HASEXAFLMTEBNDIyRUNESRE | EXRTHTMER D
ﬁ;&o

START RequestId: 390c1f8d-0d9b-4b44-b087-8de64479ab4s Version: $LATEST
2022-11-30T20:17:30.427Z 390c1f8d-0d9b-4b44-b087-8de64479abss INFO Tags
changed on monitored EC2 instance ( i-000000Q@aaaaaaaaaa )
2022-11-30T20:17:30.427Z 390c1f8d-0d9b-4b44-b087-8de64479abss INFO This
instance is missing the required tag key or value -- attempting to stop the
instance

2022-11-30T20:17:31.206Z 390c1f8d-0d9b-4b44-b087-8de64479abs4 INFO Dryrun
attempt failed

2022-11-30T20:17:31.207Z 390c1f8d-0d9b-4b44-b087-8de64479abs4 ERROR Invoke
Error {"errorType":"InvalidInstanceID.NotFound", "errorMessage":"The instance
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10.

ID 'i-0000000aaaaaaaaaa'’ does not
exist","code":"InvalidInstanceID.NotFound", "message":"The instance ID
'i-0000000aaaaaaaaaa’ does not

exist","time":"2022-11-30T20:17:31.205Z", "requestId":"a5192c3b-142d-4cec-
bdbc-685a9b7c7abf", "statusCode":400, "retryable":false, "retryDelay":36.87870631147607,"stack
["InvalidInstanceID.NotFound: The instance ID 'i-000000Qaaaaaaaaaa' does

not exist"," at Request.extractError (/var/runtime/node_modules/aws-sdk/
lib/services/ec2.js:50:35)"," at Request.calllisteners (/var/runtime/
node_modules/aws-sdk/1lib/sequential_executor.js:106:20)"," at Request.emit
(/var/runtime/node_modules/aws-sdk/lib/sequential_executor.js:78:10)"," at
Request.emit (/var/runtime/node_modules/aws-sdk/lib/request.js:686:14)"," at
Request.transition (/var/runtime/node_modules/aws-sdk/lib/request.js:22:10)","

at AcceptorStateMachine.runTo (/var/runtime/node_modules/aws-sdk/1lib/

state_machine.js:14:12)"," at /var/runtime/node_modules/aws-sdk/1ib/
state_machine.js:26:10"," at Request.<anonymous> (/var/runtime/node_modules/aws-
sdk/lib/request.js:38:9)"," at Request.<anonymous> (/var/runtime/node_modules/
aws-sdk/lib/request.js:688:12)"," at Request.calllListeners (/var/runtime/

node_modules/aws-sdk/1lib/sequential_executor.js:116:18)"]1}
END RequestId: 390c1f8d-0d9b-4b44-b087-8de64479absbs

FERARABEEAERNERSTSERFLMTER  SUUEBYIRERS —ERESH.

BERBERLANVASREFR, THRASEREEENSampleBadTagChangeEventBIFERE 4,
BIE [EIFTE]

& ¥f Event name (4% %) , 8 A SampleGoodTagChangeEvent.,

FESE 17 47 , MBRNOT - AASEE E Rvalid-value.

£ R SHEENER |, B2 (RE], ARRE ]

BHEBETTIAR , THERNBUHIATANER L MATSELABAATER.

START RequestId: 53631a49-2b54-42fe-bf61-85b9e91e86¢c4 Version: $LATEST

2022-12-01T23:24:12.2447 53631a49-2b54-42fe-bf61-85b9e91e86¢c4 INFO Tags
changed on monitored EC2 instance ( i-000000Q@aaaaaaaaaa )
2022-12-01T23:24:12.2447 53631a49-2b54-42fe-bf61-85b9e91e86c4 INFO The
instance has the required tag key and value -- no action

END RequestId: 53631a49-2b54-42fe-bf61-85b9e91e86¢c4

# Lambda Ei2 A % B ERPREEFABRE,
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FER 4. B RREIEEM EventBridge 8l

B, B BN FEEHEIEM Lambda BB EventBridge 3 8l

EEE Y EventBridge R 8l

1. ETFRNBERRSIEBIREST , AR "EHRA, EEMEventBridge £ A,
2. BMAEBHEMAE "8, ec2-instance-rule , REBEE "T—%, .
3. BTERBIRESL, RBBEEEHRER ( JSON #FESS ) -
4., FEHRBHRP , BETIEXNF , RRBEE [T —F)
{
"source": [
"aws.tag"
]I

"detail-type": [
"Tag Change on Resource"
1,
"detail": {
"service": [
"ec2"
1,
"resource-type": [
"instance"
]
}
}

IR B2 b ¥ Amazon EC2 #1{T{EBEKTag Change on ResourceZE# , W T —ELSBH
BBEES Target WIEAEE,

5. ETXR, i$EH Lambda REFIEABE, £ "HE 1, FHFPH "EEWMEE, T, i#E Lambda
EHE,
6. & "HE, T, BELAEIN "BEEEC2#K1L, HE , REBEE "T—F., .

7. E[REEREERL, BE[(T—F). A2EZ BRI EE L  #EEF [BIRA). ELE8H
&EI A EventBridge §E Lambda B &R R,

SRS ABTEBNERGTR
BALUEBEY EC2 SUTHERY BRSFLRBRERE M EFRIARARKER,
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EREMRHITERRHEIEERG R

1.
2.

10.
11.

B Amazon EC2 = AR EHTHEEEER,

fIZ— 1@ Amazon EC2 Bfl, BT 28l , FMIN—EFTERvalid-keyMENERKvalid-
value, MFEMAELMEEBBTEBNFMEEN , 552 Amazon EC2 FREEEHINTR

1 BT ER. ERFEERBHTEE K FESRIDEA "EE, 28 FRIEE "8
HME®R, | BiF "IEER, L AERWAKN "H#E.) valid-key B "{H, valid-value, M
RUEBTERBEARTHEBRENEN , BEFHEETKUHTERE MR /TERE , AIE

AIATRfEA key pair #i8. ERFNESR 1 WEER , FREAHERE , ELFERTIR2 .
Connect Z#1T1E R,

InstanceldfE12 H| & B &,

£ Amazon EC2 A t1#:%] Lambda =2 &, EEFELNEBKRILIIE , BERHREEFR , A&
EIE index.js BEFUREBRRE.

Bh L &4 Amazon EC2 TR AEHMNE , WBEHTHWE_MEEB, InstancelList7FHE
ERegionToMonitorEEH TSR L2 HIFEM TEF ., (Region) M%F.

BIE THE, FEEREMEAPMRE, ZPEERETUBRBHEEEHPHNREHETEBRE LK
BUE.

& Lambda =2 & 1#: 3| Amazon EC2 £ A&,

MEREMNEBERREETEZRIBHNE , LEEHRNEHTEENER,

® Note

BRENAEHITHR Amazon EC2 #{T{ERE L 2ERRAVFHEN , 52 B Amazon
EC2 £/ & 57 P iV 18 B R L 57 18 F M BRAZ R

FHEVE  ARENREIRE, JUTERREEHITREERES (FLL], AREER [EF
1

RSN R Amazon EC2 £ A Y1#:E| Lambda £ A , AR BEERRS|IER,
BIE TR BE  ARE "REMNENY, REPBEBPRIENEB., LogStream

Amazon = CloudWatch A2 "BFEH. EH , LEFKEZ —XWUA Lambda HE, &
#B—EEEFEREREZELTHEH,

2022-11-30T12:03:57.544-08:00 START RequestId: bSbefdl18-2c41-43c8-
a320-3a4b2317cdac Version: $LATEST
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https://console.aws.amazon.com/ec2/v2/home#Instances:
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/EC2_GetStarted.html#ec2-launch-instance
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/EC2_GetStarted.html#ec2-launch-instance
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/Using_Tags.html#adding-or-deleting-tags
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2022-11-30T12:03:57.548-08:00 2022-11-30T20:03:57.548Z b5befd18-2c41-43c8-
a320-3a4b2317cdac INFO Tags changed on monitored EC2 instance ( arn:aws:ec2:us-

west-2:123456789012:instance/1-1234567890abcdefd )

2022-11-30T12:03:57.548-08:00 2022-11-30T20:03:57.548Z b5befd18-2c41-43c8-
a320-3a4b2317cdac INFO This instance is missing the required tag key or value --
attempting to stop the instance

2022-11-30T12:03:58.488-08:00 2022-11-30T20:03:58.488Z b5befd18-2c41-43c8-
a320-3a4b2317cdac INFO Successfully stopped instance [ { CurrentState: { Code: 64,
Name: 'stopping' }, Instanceld: 'i-1234567890abcdef@', PreviousState: { Code: 16,
Name: 'running' } } ]

2022-11-30T12:03:58.546-08:00 END RequestId: b5befd18-2c41-43c8-
a320-3a4b2317cdac

Summary

RYBREREWMAE L EventBridge R Al , LARFE Amazon EC2 BIITEBEERSE4H LNWEREE,
ZRAIED—1E Lambda B , MREFRELENER , IHYSEHEMAXKEH.

Amazon ¥ AWS ERZEEFH EventBridge X ERM T BEFZARYEHEE BELA ATHE
AWS RIEESIEEINEE , 7T AWS Lambda LR ERAREBMASENITE | UL HFE AWS
BR, RERAE , BHAESHAENER,

# tag-change-on-resource EventBridge 4y E th AT s F 612 4E -

- MREARTEEN IP U FRENER , INBES — FAEBREETFREAERNENGE
KR IP Ik, HEEBNEEEEL CloudWatch B4, ZBrLMFERZSHEER IP LiutEER
IP it /EEHITHE , WHERIR IP Ui EMEBERAESE B4,

- ERERNUERAERNEZIRFEAR4LET — NRESHERAUEBME (EF) AEBRNFEUZRS
(ABAC) SREE RN FEUE , BITAEABEN IS FEFELMN EventBridge B4 RIBREZ 2 MU HE
BXHEEITRER

FEEREE

EIRERE Find resources to tag (SR EMEZENER) ERRERPEUMBEREASNEEERIFER
giiﬂn/s y J’)\Tﬁglﬁﬁ ﬁFﬁ%Ebo

- ERTRERERABRENER, —KRMS , BERESTLUE 50 BEAEERNER. AWSELE
MERBTETA S0 BREE LR, HEAETREEABHEERIMRER , METRERERN
BREES LR,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/introduction_attribute-based-access-control.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/introduction_attribute-based-access-control.html

i AWS ER A% ER

- AERBEHBRIURBANTRAFZAE (FHAFNFAEETRGE). NREEABKRF THERE
EER  FRAZERREXAFHERRER  UBEIBBRBLFELF T,

- BURRAEAEREBNER, IRERXEREAEFLEAERNER , BEZBEFERNER,

- BARRAELEEFRNER, 5 —EEEERCRINERTREENETEE,

- ZEAEAENEFIREHREIMBRZER, flW , RREFRHEEILAWS CloudFormationt &
RIBREPREN, MRHEECHBRITERERERFRE  MERATETBTA.

- MREFCHEIRLE , RWREEFRNEMER (NEBAR) 7 , IEBRBESTIT.

c MREERBREBEXTH I BEMAERRIERISERE , AIRBRBEARS LY. BEREET
B, YEFKIHABRRBEREERL , cRBHEFER,

- HEARBEEBERRRFIAWS Resource Groups Tagging AP| , {BEZSEH RIS AT A& s8N —EE BRI R
% , IO EEE#E Resource Groups 252 API BR#I 2 BTZEZI L FR %I,

MHEAE

- A "EAAWS BillingEEFE1 PRKEDEER
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https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/cost-alloc-tags.html#allocation-what
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EBRESRNEZEM

ERmZER AWS REHRW—IR. HH AWS BEFHNE , BEtENPONBERRABHNEEPES , U
wmEAMBRABRNEEER,

ZE£REAWS BEARNER, HENEEEE BUEHERAER 5 NE2NBHRATHEE

- BRAFNEE - AWS EEREE AWS Eir PHIT AWS IR WERERMKE. AWS tBREAET
EHEANEE. £ AWS SRFHEF , F=SRZESEHRARLBRERMANREIN. ﬂuﬁﬁﬁﬁﬁé
ERimER A EEENFEER  F2RTSMHEEEANNAWSEE.

- BigABHNEL  EHNEEECRRAAERAN AWS R, SH4EHEMERZAE  IFRERNBE
. BRRNFERMEAEENER.

AXHTHYERRNAEEAERAEESHEARANELERY, THXEREBNARTERGSE
£ HARSMNARMEE,

]

. BEEBETHENRE

. BEEBREN S RAEFRED

. EEBEESTEENER

. BEREEENHOLRE

. BEEBETHEY

. BEREETHERER

BRmERTNERMRE

AWSHEEFTERBARERFESTNERRE., MERR , AWS EEREBEHTME AWS E
i NEKERER, CAESHETHERRELEEABTNEHE, SUXBEEEFER AWS R
B HNLLABNEETE. WEEEERBLENESHEEN , F2EERELEEREEZE. W
EEBRENERRENHEEBEN , 528 AWS T2 M IER LA AWS HEWSFEEF GDPR B
ERNE,

ERERREZBEN , BEEMEH AWS IAM Identity Center 5 AWS Identity and Access Management
(IAM) 138 AWS 1RF B , WREBAERE, t—%  SEEHAEHRRISEESEETREETKR
VBN, RAtLEBLZEATIARNREES -
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https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/compliance/programs/
https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/compliance/data-privacy-faq
https://aws.amazon.com/blogs/security/the-aws-shared-responsibility-model-and-gdpr/

5 AWS &R R
- BERFHECAZEEZRNE (MFA).

- f£/ SSL/TLS B AWS BiREA. RMFJZE TLS 1.2 LEZRFEA TLS 1.3,

« £ AWS CloudTrail F2E API £ A& EE) H 55 #%.

- fEF AWS IEBERFR , UKk AWS BRI R FTEER TS H1E,

- FRERNZELZSRE (B0 Amazon Macie) , #BIEREMIRZEMFE Amazon S3 HEIRE R,

- MREEEFEBGSINESR API FE AWS B, FE FIPS 140-2 BRFBEHINZEAE , FBEMA FIPS i
2, MFEHFE FIPS M FIPS in BN E ZHBREN , FSRB I EFERIEEZZE (FIPS) 140-2 HiH,

BEMEEBRCEBUIESETFNE B U FRZIBRAET  HERRIABHBANFRL
B, B ERAL. EERELERARREESRIEMBAWS RFEFEAEZAEAWS CLI, API Z AWS
SDK B, ZBERENABABANFRUPEANEAERRAUERARFERZE B, MREREMHN
HEARERAY URL , RFENERF I ERT LU XA MRI[FRN URL B2 BIFEA.

ERmeE

BELEFAARME, HRAKNE  OEBURISFATERBN -0 EANET , RitEHHATUE
NERLNERFFEE, ZHHETUBAEBRAREE , RAEBHBTLAREA —BANER,

mEEInZ

REEMF EZRHERFREREBNRE IR RE, NRER , FEAAWSEENRE, &L
EERILBE (VPC) HERAZERmIEERR API XS  UHPBERCEMENEREEZ S,

E P g

ERRESENSETERERBHADENELTROFME, ETRERBTREN,
TREE

ERmEE2E B 5 RAWS Key Management ServiceE2® 4 | b R EBAWS KMS keys,
PR R E R TARE

ERmESRTEBRFRESTEHAENAWSZENMEEREERA HTTPS, ERFESTCHEREL M
(TLS) 1.3, Bt ¥ TLS 1.2,
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https://aws.amazon.com/compliance/fips/

BRmERN S 2B EFREE

AWS Identity and Access Management (IAM) Al B EIE 8 L& iR H AWS ERFEE. AWS R
% IAM EESRFIML ARTUARE (BA) NRE (EEER) UEAERFEESRER. BULUER IAM
AWS BR#% , BEBENIE,

ES |

- mtt

- ERASSBE

- EABKREEFEUE

- BRIEESRWTE IAM FEE A
- BRIRERS 0 #E5 R

- REIIREREERS 285

cZhes

A B AWS Identity and Access Management (IAM) R IBEEEBRESTHTH IEMART
EB

BEEAE — IRCEARBRESEERT I AERARACRATENDRNER, BEE
AESBRABSEDERTATEN  LTRFERLER. TRERFTNEE X THHLNEE
BERERWFT. NREFEEFRERETFIEE , FSRNELIRTRERES 9B,

REEES — REEENANEBRFRERER  LUREEEERFEERNTEFTIE. £ ITER
RRERBEAERENHRLEERFRERDENER, &F , ELARFREMGEN IAM EEE

REFLRBEAENTT. @ELEELENEF , 7H# IAM NELXHS, EERABRBEL T
RESBREESRCER AV, F2RERIEESENME IAM EEEA,

IAM EEE — MREZE IAM EEE , Sl ERR MRS BRREEERFIESFIERA M
B, EEMRBRAE IAM AEANERFRESUS 2B AEBRNBERES |, BF28, EBHmESRS
52 5 ) [ Bl & 51

EF & 2 B

BRERIEAWS FREOREZEANAR, BHEL IAM FRES P HEER IAM BEETHRE (BA
AWS), AWS IRFRERE

SoEFNER &7 1.0 51
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B LAEREIR AWS B2 BRI RIRIEHNFER , UBSF 2B 2 2E A, AWS IAM Identity
Center (IAM 270 FRE, ERRNE—BZASGDRFE , UREH Google = Facebook & A& #
HMEBESH2ERBNNES, BUBESESEAR  CNEEELNCRESER IAM BENEBIESE D,
BE AWS ARBEEHE K SeHEREAR,

BRIBENFEREER | & LL% A AWS Management Console 5, AWS ZERA O#L, MEFEZEA
HEFEE AWS |, FF2B (AWS A FHIEE) AWS IRE S H & A BN,

WMBRE AWS X ERETHNEE , 55 AWS 2HEERAREMN (SDK) MaswF @ (CLI) , AMERK
WRBUMBRFRELBER, MRAFTFEHAWS TE | BIXEHITEBEER, NEFHREN S EEH
THEEBHRNWEMER , F2H AM FRHERETHEE AWS AP| &R,

EREERAMNES P RES L B ESEERHENANZTEHERA, I, AWS BEEREHEAZEE
FERE (MFA) REMEFNEZ LM, WEEZEN , 58208 AWS IAM Identity Center £ & 1ER
MWZEEERIN IAM EHBIEEFNE AWSHERASEEZRK (MFA),

AWS tRF RERE

BB AWS tRFE , BER—EEASDIHE , X80 TTBEEFIXIRFFHMEER AWS R
MER, B2 AWS IRF root EAE , ANEBEAERARELIRFHNE FEABUHENMBRTEA
REHW, BARBETEUREAERZEAEER. RELHREAERE , WEHARHTARAHAR
ERERITHER. NUFELEBNTREE , THRFEURERAEZANGEY , F2680 (AM EAEF
EE) FHEEREAERENER.

£ & MR

IAM EFEREABNS S , B AWS IRF BE-ASSHEARANBIENT, ERESTEKET
BEE K MAREAEURHIBRE PINBBANEFMEER) B9 IAM ERE, BRORBEEARMITE
BAERMBEN IAMEAE  ERChNENISR, WEEZER , F2H AV EAEEETNAS
ERMBENERARJIENBIREFMEER,

IAM #HER —BIEE IAM ERESEN S D, SREUFESHEE, EUNERFEER-—XAZ
BEAEEENT, HEATREEABREAEFTNEFEEEARS, flU , BALBEE—ERA
IAMAdmins HYEFE , Wi FEEHEERE IAM ERHNEF T,

ERERAGTEH, FRERGRE-ASIEAEXRIRE K BAGHNENREHEMARZEENA
BNE. EREHBEKANKRYER K EBACERHTRERE. NFE-STH K F2HAMERE
ERPNEY IAM EAE (MEFE) VR,
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https://docs.aws.amazon.com/signin/latest/userguide/how-to-sign-in.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-signing.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/enable-mfa.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/root-user-tasks.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#rotate-credentials
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_groups.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id.html#id_which-to-choose
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yz|=:)

IAM BERE AWS IRF RBEEREFATNE S, THLUIAM E£AE , EFESEN ASHEB,
OB AEE | EPEEEEIAM Af, AWS Management Console #& 8] LAUEIB ALY AWS CLI
= AWS API E¥ S BET URL RigEAE, NEFRAGNSEHMAES  F28 IAM EHEE
MHNER IAM A6,

FREREEN IAM AGETHERHIEEER :

- BMESPEREFN — NEABESSDERSTT , FELAR  YAABGERTT. EBSE HE
TEIBRES  XE/7HEHACEVYRY K UERTHAGERNGTT. NFEEBHSACHNMEEE
A, F2EIAM EAEEETNAS=FFoRHERYAG, WREFEA IAM Identity Center ,
AIEERTHTE, BEHSIRIETUFMNASR , IAM Identity Center 5 A 85 1AM FH
ACHER, WEARETUENEN , 28 AWS IAM Identity Center fE A BB HFT A&,

o HEFIAMEAENT - IAM EFAERAETLUETE IAM S REFHESEEXREATRNT,

- BIRFEIE : EALER IAM B8 |, AFTEIRFRFHEAN (FENERE) FRERFHER. A
BERTERFFIENEESR, BR , WRELRE AWS IR , &7 AR EEH N E &R
(MAREAABERNRE ). BETHERFEFNACHNUERAERNERCBNER , F2H
IAM EFE BRI IAM FHEIR P ERFH.

- BRISHE — B AWS RS FEHAEA AWS BREThEE. Bl EERERBEPETIEWE | ZREK
BE®E Amazon EC2 ##{TEARX W4 EFE Amazon Simple Storage Service (Amazon
S3) ., RBTRESHEATUERNFT., EARKACKEARBESARRAITIMESE,

- BEEMTEREER (FAS) — EEMER IAM ERENABGERHTEER AWS , EERELE
B, ERARELERKE  SUREATEEDE , EMETRRBHRE S —EEBE. FAS S
TERFUAER AWS R , AHEESER AWS RE A THRBEHER, RAERBRIIFTER
H AWS BR#% & REB S RETTRIFARE , T8 FAS R, BRIERAT , E4AERTHT
EMEERFERFFAT, MFRE FAS FREBNBERFMET , F2E (EREFMITFER) .

- REAE - REARRREREREIN IAM A€  AIRREFHITEME, IAM EEET LR IAM RE
3., ERFMERBREAE, MEFHMER  F2E AMFREERTNELAGURIRITAIH
AWS R#EIRFE -

- BBEEAE — RS EEABEEREZE. AWS REREIUREIRREITHENAR, REE
RACEERELND , AWSIRF BEBRREFE. IAM BEEE T LRE | BT RS REE
ARG,

« £ Amazon EC2 L#IITHWEARER — G LUEA IAM AEREERE EC2 HITEB LHITHWEARE

AR B AWS CLI 5 AWS APl EERIVERERFE A LR, ERE EC2HTHEEBAREFEENESRIR

#Arx. BEHK AWS AGERE EC2 BT AR REEHFEEAREN  FEIEEZEHTEE
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-idp.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/permissionsetsconcept.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_forward_access_sessions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-service.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-service.html

i AWS BR A% ER
METERRERE. BTERREETSXAE , YA TE EC2 HTER LATHEXNSETRE
o MFFHMER , F2E AM EREEETHFA IAM B EREFFFAiE Amazon EC2 #1TE
BT ERAER.

WETHRIBEEM IAM AGH IAM EAE |, F26 IAM EAEEFERNEL AM A6 (IEEA
&) R,

EABRREEFEUE

ERLAE AWS BE M RAIAAEMINE AWS & 2@ 5 RERKZH PR FE. RAIR—@EWH
AWS | ERSSEBRINERAEREN  SERHEER, AWS EX2HE (EAE. root EAERAE
TEFEER) RIEERE , FIEELRA. BERPHNFFIDRERD AFTHIEEFBR. KSBEFERE AWS
LA JSON X#H Wy FEF. MFE JSON BERXHE RN ABTNFMRENR , 260 IAM EREE
M H JSON BRBIE.

EESWLER AWS JSON BURRIEEH T AFIBLERNS. WHER , WEERETBEERET TR
AT EERANITHELEE.

HEREBERT , ERENACKRAEFT. BERTEAEHEMFZERNTIFENT , IAM EEET
LB IAM BR, A%, EEETUE IAM BERHEEAE  FAEERBTELAE.

IAM LR ERZXEENFTH , B EFERAEL EZRBITRE, HlWn , BRELEE—EARFF
iam:GetRole BIEMBIR. EBXKEAIRGEAE AL AWS Management Console AWS CLI, =
AWS API BXE A EM.

BoBEER

SoBRBERET UM NE G2 (flin 1AM E£HAE, FAEHESRAR®) K JSON FIBEXH, EL
BRI 5o EME GG TR ML ERATHLESE, EETHRNARISIERBE | F2E
IAM R EIBEHPRET IAM BUER,

BoBERRUTE-SOERARBRIAZERR, ARBREEZARINE-—FHE, FEAIAR, 2
EEW R R B ILRRE , SRS EMMEIEN AWS 1RF. SEBRTE AWS ZEBRNEFER
RREE, MFETHRNAEREBREARBKEEE , F20 AM EREEETFNEZEBERNAR
E&%Faﬁig}go

BEREHR

BERBPR2EETERN JSON BERXH, BEREBRNGEE REFR IAM B eEEEERM
Amazon S3 fEFITREBR. EXEEREBRNEBERS  RBEEESETUEACAREFHBEER
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-ec2.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-ec2.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id.html#id_which-to-choose_role
https://docs.aws.amazon.com/IAM/latest/UserGuide/id.html#id_which-to-choose_role
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html#access_policies-json
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#choosing-managed-or-inline
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#choosing-managed-or-inline

i AWS ER (EE
MFEER. BRMINBERNER , BREEREEN TR T UHBRERHANTHEEARE[AERY

THITNEE, EHBEEEREBRTPEEEIE. TSHEETUGERS. £A%. At. BEFERE
H, AWS IR

EREBERVAZBEPHARBEK, EREZENERAEBNBEPMER IAM K AWS ZEK
Ho

FEEFIEE (ACL)

FHUZRHEE (ACL) ATZHHL R (IRFXE, ERENAR) BEFHEERNTH. ACL ZEUR
ERAEPBK , BEMAER JSON BERMXHER.

Amazon S3 1 Amazon VPC 2% & ACL WIRIEEHl. AWS WAFIFEE— 7## ACL , F2H
Amazon Simple Storage Service FiZ A Ei5REF W FEUZH)/EE (ACL) #EE,

HttBRER
AWS XEHMBFAERNFEUEE, EERREETRERE RBRREER FENKAFFT,

- FFARR-FUHEER-EERDE , THERES ST EBRERT IAM HE (AM EAERAE)
MBRAFFA. BUUREER Fin‘F_IﬁFEo FEENFTERERN S 2 EBRMEFFARRHR
£, 8% Principal MuPEECRENACNEREBRATSZIFFARRES. AEER
RPN AREEBHNSBRX NN, NFATRRNFMET , F2H AM ERAEERHHN IAM BiE
AT AT SRER

- BRIGIZHIKME (SCP ) — SCP 2 JSON Xt , AREEREMBEBEN (OU ) WRAER.
AWS Organizations AWS Organizations & —E AR D HEMEFERELER AWS 1RF BN ZE
R, HEEBAEBTNAEINEE , B LUERBIESBER (SCP) EREMEMHMAEIRS. SCP R
FIKERFHERNVER , @FESHE AWS IRFEFERAEIIRS, W% Organizations 1 SCP #YFF#H
B3, 5528 AWS Organizations A &SR HH SCP EEL .

« TRMEERBER - THRBERBRE-—BEREE , STl EEBREEANATAEYACHBMESER
ENTRTERRE  FR2BEE. MEETFERBRNFITSREAENACHN ST EBERMIE
FEERBURMI RS, FFARAIURAEREER, MEEEBRTNWAREERESERXL AN, WFEHF
WMEF  FSEH IAM EREErR P TEERBCR.

ZRBREAE

H%%EE&%%EEEE%E‘J??  HERERNF IS EREM, EMHENER, ETHIMNESRZE
BUREHE AWS iERE T Eﬁik A2 (AM EAEER) PHBEREERE,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_principal.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/acl-overview.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_boundaries.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_boundaries.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_about-scps.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html#policies_session
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_evaluation-logic.html
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EBimEss AR IAM ZEE A
EEER 1AM SEERFERNFIERS 5, MEZBERIRL AM e o iR e SR m &R,

= ERABREBFREFRNEME AWS BRIE A IAM 95X AWS R |, 26 IAM EAEREEPH
1AM

ES- ]

- BRRESRSOEFER
- EREBER

- UEBRAERIERE

- BEREES AM AS

ERimERG 7 ERR

£/ IAM 2 EBER | RT AFFSEEBBENRE I, BETUEEAFIIEBNBENER.
ERRERZEEEDE. BRVIFMRIE. FETHEE JSON BRHDERANABERLE , F2H
C(IAM fEREEE) #H IAM JSON BERTESE,

BF

EEEWLER AWS JSON BERRIEEH AT AFIMBLERS ., tWRIHR , WHMEEBEMEHRE T T
A BEERITHEEE.

JSON BURRE Action JUEBRE T AR RAFFHIEBBER PR EME, RRAUBFEFREBEY
AWS API EXEBMHEN BB, B—LHI5RR , FlaL BHEMFN APHRENERFTTEEFE, tbE—
LREFTERRPNZEERFE, ELBENNBERSBKREE.

BURE 6 A B R R R RN ITHBABHR AT,

"RREESR PHRBBFESERFEATIHER : tag:. ERFEERDETEETERASP
#17 , BtagEric&IEE FERREN.

fFlan | FEREFAMEH tag: TagResources AP| fEEESZERIVEIR |, SO EMANBERS S
B&tag:TagResourcesEfE, BIRRIARXNLETE Action = NotAction Tk, EBRERSE
R BECHW—HEBME , RPETTLEA L IREHATH IE,

FEEE AP EESERLEDNE , FUERDRE , MTAR.
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements.html
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"Action": [
"tag:actionl",
"tag:action2",
"tag:action3"

BT LAERERER (*) RIEEZEEE, Hltn , MEEEMER Get XFEWFTEEIME , FEEUT
BE -

"Action": "tag:Get*"

EREERRRESRERE A F2RRERESETERFEESRNEE. BRNRFRSIE.
&R

EESWLER AWS JSON BURRIEEH T AFIBLERNS., WHMER , WEERETBEERET TR
A BEERAITHES/E,

Resource JSON BERTEZTEEEEABENYH. BRARX X4 EE S Resource = NotResource
TE, REEBEFEAHE Amazon Resource Name (ARN) RIEEER, St EREERER
HEME (BAERBRFET) REEM.

HRAIXEERERFFAINEE (PIWFHER)  FEABRAFER () RRTIEEAXERARAEER.

"Resource": "*"

BERRERRIEECHEMNER. ARt , TERFEMNIIBEEM AWS RBARINERN FRER
().

R R 8

EESWLER AWS JSON BURRIEEH T AFIBLERS. WHRER , WEERETBEERET TR
AT BEERAITHEDE.

Condition jt# (8 Condition [EiR) A BEIEEFERB RN ERNHEYE. Condition TERERIE
H. BAUBUFRARTEE FHREEESN BINERSPR) , REHEBEHHERGEMBRPVE,

BEERRKXFIEESZME Condition THE , EEE — Condition TEFPEESERSIR , AWS
EEMAELE AND BRAFFT M. WRE/E—RHERCIREESEE , FEABBORESR R AWS 5
fhiktt. LENEREHRE , TEREFRXVFFT,

EEiRESF MM IAM BEER MR 1.0 57


https://docs.aws.amazon.com/service-authorization/latest/reference/list_tageditor.html
https://docs.aws.amazon.com/general/latest/gr/aws-arns-and-namespaces.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition_operators.html

i AWS BR A% ER
BT EEERFBEAEECERE, M, SR EEAEERAE IAM EAERBERK

BEIRERNTAUREZ IAM FAE, WEFRAER , 520 (AM FAEER) 7/ IAM BET
% BENER,

AWS X E2EFASRNBBBEFRG TR, EEEF/ME AWS 2EKRGER  F2H (AM £
ZiEME) PHAWS £ EKEHRE SR,

ERRESTEEREMRBBENREER.
g5
FERBURRIRESRS 9D AERNRIKES

EREBE

HI‘H

. BRmERS BRI FE R €5

BEEREFRTIEUERAERNIBR , RACTEERECHENER,
UERAERAVRE
ERNEBNRERSBAENBMARIEERSE (ABAC ) HR 2RI —

EERBERNEREFNHERNER , BUUEA. SiRGRSIBERBE FRaws: TagKeyst it
#Haws:ResourceTag/key-nameiRHIRB|EFA. aws:RequestTag/key-namef& Al AR I T
EHMERREERERAZER,

EEZERASIHFRAUNES , URBZERLVEBRRHFNER , F2ERBELREARE. WFES
BB MR FEUR G (ABAC) WFEHHEE , /526 ABAC ARSI ? AWS % IAM EREERET,

EHRiRES IAM AR
IAM BERE AWS IEF ANEAREFTHER, ESEFESIENEARKEE.
BEIEEFESCARERE

EEBFEST  SUEABREAERNLUBAEE A, B AV AeBEERFAR®, EALUE
BRI AssumeRoleT & AWS STS API B2 RENS REFZ £ B A EE GetFederationToken,

R ERAE
BRIFEEA SR AWS R REFMHMREFNER , AAKREZTKEF.
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_variables.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_variables.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/introduction_attribute-based-access-control.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/STS/latest/APIReference/API_AssumeRole.html
https://docs.aws.amazon.com/STS/latest/APIReference/API_GetFederationToken.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_terms-and-concepts.html#iam-term-service-linked-role

52 AWS BiR EREES

BRRERRIAUEARBESAE,

BHEE
IR A R AR ERERBAE,

ERFEEEREAEAREA S,
BB mE=R 5 2wl R B £ 6l

RIBEFEER , IAM 8 (HlInACNFERE) SEERISBREBRNWHER, tMHbEEFERAAWS
Management Console, AWS Command Line Interface (AWS CLI) 5 AWS API 1T T, IAM B2
EXERY IAMBER |, UREFRER , TEEAMENEEER LHTISE AP 1, AREEE X
ARELERAMMEZTEELERNESRE,

WMFEEAIEL JSON RN HHBIEN IAM B2 EBRNETR , F260 IAM EAEERTH "%
JSON REIBBEEBIYHE, -

£}

- BRBEE®

- FRERREESEIEA M Resource Groups ZEE API
- AFEAEREMHMBECHETT

- RIBEFCBIERAE

HRREER

UEREBAAERNBREREZEAREB TR, FREMBREREFHH TE8FEES) ER. &
LEETREEREN AWSIRF E4EH, ERBRUIGRES »BXKE  ERETYERESRSE
13

- BAAMEA AWS SEBRI B REERFUTNEZEE . IERBRRFHIREAENIEESH ,
REAAWS ZEBR , EEREERTHURTZEARS. eMUELEN AWS tRFE RERH. &
MEBLEEERERFARIN AWS EFEERBE , UMEE—DRIHTT. WEEZEH , BF2HE
IAM EREERETH AWS ZEBRSTHEBEEN AWS ZEBEE.,

- ERAREFFIURA - BE IAM BERWFTIR , FERTHTEEMENER. AERLAN , &7
DERERERGE T IUESEERENNEE , SHBAREERTYT. WEEA IAM EAFH
WEZHEBEER , F2HE IAM EREERTH IAM FHBEMETT,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_terms-and-concepts.html#iam-term-service-role
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html#access_policies_create-json-editor
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html#access_policies_create-json-editor
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_job-functions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html
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- £ IAM BRI REE — S REIFEE - BRILUSHREMIEEBER |, RSB ENE RN FE,
Blan , BALURBBORIRY |, IEENS AL SSL BIEMARR. B ERRERETFHRES
ENEEE | IIRRBBASE AWS FRH (il AWS CloudFormation)SEF1&#., MEEZEN , &
26 (AM EREER) 8 IAM JSON BETE : f&kif.

£/ IAM Access Analyzer 53 IAM BUR |, BRIl £ 2 B Al iEFE4E - IAM Access Analyzer &
BHBEMREBER , BRELBFKER IAM BUERE S (JSON) # IAM HEEH. 1AM Access
Analyzer 12 100 ZIHBRRERVEATHER , THPEERELXLBEEANEXR. UEEZE
A, B2 IAM EHAEBETH IAM Access Analyzer BUR B FE o

- FEZEFEERE (MFA)  IREEZEAWSIREH IAM EAESBREAENER , BB MFA
REENANLZ M, NEEF API BEREFER MFA |, 3% MFA REFEEENER, NEES
B, F2E IAM FREERPHRE MFA REN API FHL.

B IAM AREBEKNESHEBENR , F2H IAM FREERYHN IAM HELZEER,

FAEBmERS XA M Resource Groups 1E5C API

EEEFIERFESS 15 M Resource Groups 1258 API , A BHEERD —HER, EL#ERMNE
AFERINEFTREEBEMMELNE R EBNFMAERAWS IRE, MREBEIN G 2B BERRH Lt
RIRFTERBRERE , AEH A AP T EELZEBEEXERN IAM EBEHEE,

HRMRELETBMNAUCEA "EBFER  FRTIERA (TS THIRAFRIERRA) K NE
B, mFFMER  F2EH (AM EAEER) PHFEFTIERE.

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"tag:GetResources",
"tag:TagResources",
"tag:UntagResources",
"tag:getTagKeys",
"tag:getTagValues",
"resource-explorer:List*"
1,
"Resource": "*"
}
]
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-policy-validation.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa_configure-api-require.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users_change-permissions.html#users_change_permissions-add-console

B AWS BIR

ERAEER

}

MEREEZBRES M Resource Groups EiE AP| IFEVERSHAE A |

R,

AFHERAERG MM BT

e flE RE MR BER |, FF IAM EAERGRHNEMERES S NABRRZERR, WEE
BEEXEEL , HRFEA AWS CLI 3 AWS AP ZBREEERNN A X TR BENFFT,

3

SRAREEAEREERN

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "ViewOwnUserInfo",
"Effect": "Allow",
"Action": [
"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"
1,
"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]
1,
{
"Sid": "NavigateInConsole",
"Effect": "Allow",
"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"
1,
"Resource": "*"
}
]
}
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RiFFCRAEE

BAERA S B FERRHGERE , REBEEREFEERFEESERNEFE, WEFIBERIMMAEL AT
RIAERIRE (EES P AEREHE), T8 , REEHEEZERLprojectWEEM IME M
BprojectEBEMHER , T EREER,

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "resource-groups:ListGroups",
"Resource": "arn:aws:resource-groups::region:account_ID:group/group_name"
1,
{
"Effect": "Allow",
"Action": "resource-groups:ListGroups",
"Resource": "arn:aws:resource-groups::region:account_ID:group/group_name",
"Condition": {
"StringEquals": {"aws:ResourceTag/project": "${aws:PrincipalTag/
project}"}
}
}
]
}

A G BRI RERF R FAE, MREFEBZRS|Bproject MEHENFEAEalphaE
ARG EREA B E ML EN EESBproject=alpha, BH , AESWKIEEHE, FEER
# project ff& Project M project , RAKRURSIBEBTES KNNE. WEEZENR , 528
C(IAM fEFREER) FH IAM JSON BUEETE : &4

RHGEERRER S 285

£/ T FIEFA 15 B R B AME IEE AR BRERN IAM Bt 2 BTN E REE,

FE
s BRRECEEBFEESPHTEENRE
o TREREHIT iam : PassRole
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html

R AWS 58 EREEE
BRAEEBRESRTHITIHENRE

& AWS Management Console HHZW REBHTHENERE , ZLEABBENEES IESHE,
EHNEEEBRALRHAZABRIENALR,

Eff#&EmateojacksonEFFEAERERAERNESR , B ¥Btag: GetTagKeysHERE , FiEE
4+ T 5 EHIgEER,

User: arn:aws:iam::123456789012:user/mateojackson is not authorized to perform:
tag:GetTagKeys on resource: arn:aws:resource-groups::us-west-2:123456789012:resource-
type/my-test-resource

FEHBERT , Mateo B REEEFEMMABUER , LFFMEA my-test-resource BEFE
tag:GetTagKeys &R,

KEZEFEHIT iam : PassRole

MRERBREREHTiam: PassRoleBIFMIERAL , BLAEFRRA , TEEACERGER
MREEER o

BE AWS i A EEERENACEZRE K MERRVFNBEEALIRBEETAER, NFEH
THER B AR ACEEEZRBAIFT .

ERAN IAM EfEmarymajorEREA TR EERREERTHTEFE , SRETIIEHIER,
BR , ZBFEERBEBEFREACRENTTT, Mary RERACEEEZBRBHFTA,

User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
iam:PassRole

EERBEBERT , Mary WBUERAEEH , RAFFHEEIT iam: PassRole Bk,
METAFE | FREERN AWS BEE, FNETESEBRNE RS,

EEB BRIk fE
e "EBREERS) BEFHZEAAWS CloudTrail,

AR EAREERR API FEIY CloudTrail

BRmERERBEESAWS CloudTrail , TREAFEAE, ALHEREEIRAWS R P ATREEE
YeRe &M AR, CloudTrail EBRERNFTE AP FILENASH  SERBERFEERIRE

SE TRt W7 1.0 63
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AL | AR Resource Groups 1252 API XN, MREEER , BUUMASFESE
CloudTrail E4 %] Amazon S3 RFETE K SEEEREINNEH. WREBARFRETEMR , BMATLTE
[EHERERHE] PR CloudTraill EREHPRIENENH. FAWENERA CloudTrail , 0] LA K

MEHmES. REMNER, EBHERW IP ik, BEHERPAE, BHERWEE , UREMAFFHE
&R,

EEMBSEMNESZEN CloudTrail , F2BAWS CloudTrail{E A&/,

EBmEFE CloudTrail

CloudTrail EERIZIRFAWS tRFRMA. EEFEE "ERFEER. 3 "EREESR) TEAPRE
R, ZEDEREE4EELCHEPTHEM CloudTraillAWS lREEH—REFESHT. BAMmE. &
SMTH AWS IkF WE&MEH. MEFMER , FSRLEM CloudTrail EHERELFME S 4.

EEELAWS IRFHHPIFERHZEN (BFREERESNEY) , FELEM, BRT CloudTrail A&
B E R 1 Amazon S3 RFETEE, KTER , EREFBRAPEITEME K ZEMESERAEME

B AWS [E1F, ZEMEFKEHRE AWS FEIEFFEEENES , Y BFERIGREIEEN
Amazon S3 f1ZEFEE, A, B LR EHM , AWS IRIELE —F 947 CloudTrail EL8& P INENE
HERIWERITE., MEFHMAER K FL2ETIER :

« B3I AWS RS RYIB M

 CloudTrail X ENREMNES

« X Amazon SNS EHI CloudTrail

o theZEEEZEW CloudTrail B4 FMEZERF#EW CloudTrail B X4

FIEEBRESEFIIHEHE , CloudTraill YR EEBRESE API 2EF, BHEPHNERFES
Ey#EMFC 8% CloudTrail , Y HA/Rtagging.amazonaws.comB&EFeventSource,

B-SSEMHAREENSLSELFRENETA. FoEATHEEHE T5IEE !

EEERBRN IAM EFRAERFRL.
- REZFERE , RECATREACIBMSE I ERENERRZLER.
« EZAREEBHS—HAWS R RIEREE.

MEEZFHMENA , 520 CloudTrail userIdentity T,
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/view-cloudtrail-events.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-create-and-update-a-trail.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-aws-service-specific-topics.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/getting_notifications_top_level.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/receive-cloudtrail-log-files-from-multiple-regions.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-receive-logs-from-multiple-accounts.html
https://docs.aws.amazon.com/ARG/latest/APIReference/
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-event-reference-user-identity.html

R AWS 58 EREEE
RSB imIEARC kB THE

EBME—EERE  TESHULAFENTERNEEREIEEMN Amazon S3 #FEFE. CloudTrail SR #iE
FE—RZEEHKEE, —EASHATMARRRHENE—FER , YT SHEREE. BFROBHAFEFR.

ERSBEZEEH., CloudTrail BRXHFELE AP AANEFHERER , HteMTEUE[TEE

B8R

T 5| E 6|7 R ~EE/ER CloudTrail 588%™ B TagResources,

"eventVersion": "1.08",
"userIdentity": {

"type": "AssumedRole",

"principalId": "AROAEXAMPLEEXAMPLE:botocore-session-1661372702",
arn": "arn:aws:sts::123456789012:assumed-role/cli-role/botocore-
session-1661372702",

"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AROAEXAMPLEEXAMPLE",
arn": "arn:aws:iam::123456789012:role/cli-role",
"accountId": "123456789012",
"userName": "cli-role"

.

"webIdFederationData": {3},

"attributes": {
"creationDate": "2022-08-24T20:25:03Z7",
"mfaAuthenticated": "false"

}
}
3,
"eventTime": "2022-08-24T20:27:14Z",
"eventSource": "tagging.amazonaws.com",
"eventName": "TagResources",
"awsRegion": "us-east-1",

"sourceIPAddress": "72.21.198.65",
"userAgent": "aws-cli/2.7.14 Python/3.9.11 Windows/1@ exe/AMD64 prompt/off command/
resourcegroupstaggingapi.tag-resources",
"requestParameters": {
"resourceARNList": [
"arn:aws:events:us-east-1:123456789012:rule/SecretsManagerMonitorRule"
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1,
"tags": {
"owner": "alice"

}
1,
"responseElements": {
"failedResourcesMap": {3}
1,
"requestID": "8f9ea891-4125-460c-802f-26c11EXAMPLE",
"eventID": "b2c9322a-aad7-424b-8f0b-423daEXAMPLE",
"readOnly": false,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "123456789012",
"eventCategory": "Management",
"tlsDetails": {
"tlsVersion": "TLSv1l.2",
"cipherSuite": "ECDHE-RSA-AES128-GCM-SHA256",
"clientProvidedHostHeader": "tagging.us-east-1.amazonaws.com"

BRmERNTSERE
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