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AWS B R EREEE
- HitblER — ARNEEMEMRIEE ; PIETHEMN Helm B XK.

CSAR ZH OASIS TOSCA BEERNEN , HPBERE OASIS TOSCA YAML RI& KRR/ AR 1% 1
T, MFEME YAML BRHHEBEF , F2RAWSTNB W F2ZE,

BAT R4 3% B B 1 T gy g 61

tosca_definitions_version: tnb_simple_yaml_1_0
topology_template:
node_templates:

SampleNF:

type: tosca.nodes.AWS.VNF

properties:
descriptor_id: "SampleNF-descriptor-id"
descriptor_version: "2.0.0"
descriptor_name: "NF 1.0.0"
provider: "SampleNF"

requirements:
helm: HelmChart

HelmChart:
type: tosca.nodes.AWS.Artifacts.Helm
properties:
implementation: "./SampleNF"

TNB By AWS #35& Ih 88 fR 75 #8128 7T

AWS TNB Ef# 7SR ELMENMEME G | URNAEE MBS B S @R RBE#ER T (NSDs). &
AJLL L& YAML NSD 82 , @1 ETSI SOL007 ik , AEET5EE

- IBELRREM NF

- WEETR

- BEETR

- BRI (BFTETE)
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LT R NSD B9 B , R RAMAER AWS fR#%, MEEIhaERERZERR 1.27 RAHR Amazon EKS #
£t. EREANFEREFHEE 01 MK 02, AR , B LUEM Amazon #2RBRE& (AMI), #1T
EREEAN B BFEEIRERE NodeGroups AFEAREXER,

tosca_definitions_version: tnb_simple_yaml_1_0

SampleNFEKS:
type: tosca.nodes.AWS.Compute.EKS
properties:
version: "1.27"
access: "ALL"
cluster_role: "arn:aws:iam::${AWS::TNB::AccountId}:role/SampleClusterRole"
capabilities:
multus:
properties:
enabled: true
requirements:
subnets:
- Subnet0l
- Subnet02

SampleNFEKSNode@1:
type: tosca.nodes.AWS.Compute.EKSManagedNode
properties:
node_role: "arn:aws:iam::${AWS::TNB::AccountId}:role/SampleNodeRole"
capabilities:
compute:
properties:
ami_type: "AL2_x86_64"
instance_types:

- "t3.xlarge"
key_pair: "SampleKeyPair"
scaling:
properties:

desired_size: 3
min_size: 2
max_size: 6

requirements:
cluster: SampleNFEKS
subnets:

NF BRF%5ER 87 11
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- Subnet0l
network_interfaces:

- ENIO1

- ENIOQ2

AWS TNB WEE K& E

#EB AWS TNB , SBR[ AERARFE ETSI SOL003 #l SOL005 MiZEXE{ EREXREE MK, £
LAfEF AWS TNB AP SR#TEMIBRIESE |, fln

- BHLENBIZIIEE,

- RIEEHBE I

- EFEHBEEIDEEUESE Helm 3B,

- EEEBRINEEHRMRAE,

- EEEM NSD A,

- HEEHBMEINEENIEEE

;&IH

TNB #9 AWS #85% BR#HR 7T

HEBE RIS IR T (NSD) R E . yamlHFHMER | ©FEH TOSCA EERIFREEL B AR I
B, LR BEIRBMEEINEEN AWS BEREE, EEEHREM NSD R ELNWER S RMEREdE
HR{E% | B EREAR TNB X/ NSD TOSCA &R, AWS

&/ NSD X0 BUAT %55

1. TOSCA E&A — ER NSD YAML RN E—1T7 , HPIERAER , WT & HIFTR.

tosca_definitions_version: tnb_simple_yaml_1_0
2. VNFD —NSD B2EHEH Lt HTEwBEEX BB IENER. SEMBKINGEXERTIERE
Al
o ByME—EBITSdescriptor_id. FBITEAEEMERE CSAR EH AV B TEAEET

- PE—FMBnamespace, BBLEEEM — ID MHEH , T FRZREREE NSD YAML ERFA S
BB, T 5 BT R,
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- descriptor_id: "61465757-cb8f-44d8-92c2-b69cadded25b"
namespace: "amf"

3. HEEH A — EREMENER. WEHEHE  UAREMETESTE , floEwmBREMNE, MUT
EHIFTRo

topology_template:
node_templates:

SampleNS:
type: tosca.nodes.AWS.NS
properties:
descriptor_id: "<Sample Identifier>"
descriptor_version: "<Sample nversion>"
descriptor_name: "<Sample name>"

4 HEE — SECRENERSEBLEANERNES., BHERERNEEERLTEBY | SR
&, BRERTBEESSBUIZENKERISR, I, BERY Amazon EKS HEEHEER , 448
# Amazon EKS $EFR I &R, MU TFEHIFR.

SampleEKSNode:
type: tosca.nodes.AWS.Compute.EKSManagedNode
properties:
node_role: "arn:aws:iam::${AWS::TNB: :AccountId}:role/SampleRole"
capabilities:
compute:
properties:
ami_type: "AL2_x86_64"
instance_types:

- "t3.xlarge"
key_pair: "SampleKeyPair"
scaling:
properties:

desired_size: 1
min_size: 1
max_size: 1
requirements:
cluster: SampleEKS
subnets:
- SampleSubnet
network_interfaces:
- SampleENIQ1

MBS AR IS 1A T 13
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7. EE[EMYIEREH
AWS CLI
EEMHAEIHHENF AWS CLI

1. fEM#Ecreate-sol-function-package T B HHWERNEH :

aws tnb create-sol-function-package
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2. A put-sol-function-package-content I§ TR LEHEBEHFAR. Hlin

aws tnb put-sol-function-package-content \
--vnf-pkg-id Afp-[a-f0-9]{17}$ \

--content-type application/zip \

--file "fileb://valid-free5gc-udr.zip" \
--endpoint-url "https://tnb.us-west-2.amazonaws.com" \
--region us-west-2

£ AWS TNB & F ThAE

BANAREENEFNIRS,
Console
EEFRAIEARARIEHS

1. TEUTLEBRAWS TNB 12 &,  https://console.aws.amazon.com/tnb/
2. ESEERT , BE [EKIAEH
3. EREREERIEE

AWS CLI
EZEFAMREENES AWS CLI

1. fER#8list-sol-function-packages =¥ HIEHNHEBEH,

aws tnb list-sol-function-packages

2. fEREget-sol-function-package T AIRIZEBEHREBEHWFMER,

aws tnb get-sol-function-package \

--vnf-pkg-id Afp-[a-f0-9]{17}$ \

--endpoint-url "https://tnb.us-west-2.amazonaws.com" \
--region us-west-2
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2. EFRAEANBEEET , BEZ [HREH.
3. HEARREERINRE

4. EREIREEH

5. 1EE [BF]. [TH]

AWS CLI
EEFHATHREES AWS CLI

8 get-sol-function-package-content ¥4 T HEEEH,

aws tnb get-sol-function-package-content \
--vnf-pkg-id Afp-[a-f0-9]{17}$ \

--accept "application/zip" \

--endpoint-url "https://tnb.us-west-2.amazonaws.com" \
--region us-west-2
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6. EEFEBE. MK,

ERAEER

AWS CLI
EEERAMBREAESF AWS CLI

1. fEM#Eupdate-sol-function-package® K= A hEEEH,

aws tnb update-sol-function-package --vnf-pkg-id ~Afp-[a-f0-9]{17}$ ---
operational-state DISABLED

2. fEMdelete-sol-function-packagets & MIREEEH,

aws tnb delete-sol-function-package \

--vnf-pkg-id Afp-[a-f0-9]{17}$ \

--endpoint-url "https://tnb.us-west-2.amazonaws.com" \
--region us-west-2
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3. EE "EVEREMH. .
4. BIE NEEHER. X LEEW CSAR B
5. igg-l:_io
6. WMEHERFMER.
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aws tnb create-sol-network-package

2. fEM put-sol-network-package-content ¥ § SR L ER@REHRE, Hli0 -

aws tnb put-sol-network-package-content \
--nsd-info-id “np-[a-f0-9]{17}$ \

--content-type application/zip \

--file "fileb://free5gc-core-1.0.9.zip" \
--endpoint-url "https://tnb.us-west-2.amazonaws.com" \
--region us-west-2
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1. EUTZEBRR AWS TNB 24
2. EREEHT , BE [WEBREHF
3. HEABSIRRSKBREN,

https://console.aws.amazon.com/tnb/
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AWS CLI
FERARREREY AWS CLI

1. fER$Elist-sol-network-packages 5 HH BB E 4,

aws tnb list-sol-network-packages

2. f{#EMAkdrget-sol-network-package T HJ MR B BMAER EHWFEMAER,

aws tnb get-sol-network-package \

--nsd-info-id “np-[a-f0-9]{17}$ \

--endpoint-url "https://tnb.us-west-2.amazonaws.com" \
--region us-west-2
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¢ AWS TNB THFEREH
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1. EUTEBRRB AWS TNB £# A&, https://console.aws.amazon.com/tnb/
2. HBBERT , BE [REREH.
3. HRARSHUSHKERENF

4. BERBREHS

5. 1EE "B, . "THEH,

AWS CLI
£ T SR EHF AWS CLI

£ F get-sol-network-package-content & T BB EH.

aws tnb get-sol-network-package-content \
--nsd-info-id “np-[a-f0-9]{17}$ \

--accept "application/zip" \

--endpoint-url "https://tnb.us-west-2.amazonaws.com" \
--region us-west-2
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fi A M BR A8 EE = 4F AWS CLI

1. fEAupdate-sol-network-packagelE & & AR EH,

aws tnb update-sol-network-package --nsd-info-id “np-[a-f0-9]{17}$ --nsd-
operational-state DISABLED

2. fEMdelete-sol-network-packagets © MIBRBEEH,

aws tnb delete-sol-network-package \

--nsd-info-id “np-[a-f0-9]{17}$ \

--endpoint-url "https://tnb.us-west-2.amazonaws.com" \
--region us-west-2
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aws tnb create-sol-network-instance --nsd-info-id “np-[a-f0-9]{17}$ --ns-name
"SampleNs" --ns-description "Sample"

2. {#Mginstantiate-sol-network-instance s 3R & 1t 4B I& 51 3% ,

aws tnb instantiate-sol-network-instance --ns-instance-id *ni-[a-f0-9]{17}%
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AWS CLI
5 AR AR A% 1T B 88 AWS CLI

1. {FR1Elist-sol-network-instances$ 5| R R 8RR £ 4T EBE

aws tnb list-sol-network-instances

2. fEA¥Eget-sol-network-instance SRR 5 B BT FEHEE R

aws tnb get-sol-network-instance --ns-instance-id “ni-[a-f@-9]{17}$
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i#1Z Update (EH)o
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© N o a0 bk~ 0w Db =

AWS CLI
£/ CLI AT {TEEE

f# Fupdate-sol-network-instance g = E #T #8 B& 51 3%

aws tnb update-sol-network-instance --ns-instance-id “ni-[a-f0-9]{17}$ --update-type
MODIFY_VNF_INFORMATION --modify-vnf-info ...

R IEIFHE AWS TNB il BR#E & = 451
EEMBRAERBITEE , HTEBLXEERKILARRE,
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AWS B R EREEE
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AWS CLI
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1. fEA¥gterminate-sol-network-instance 5 #& 1L MR 1T EBE

aws tnb terminate-sol-network-instance --ns-instance-id 2ni-[a-f0-9]{17}$

2. (BiEM) ##Adelete-sol-network-instance s 4 Ml BRAEEE 1%

aws tnb delete-sol-network-instance --ns-instance-id “ni-[a-f0-9]{17}$
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2. EEEERT  BEMEKRIES.

3. HEABESHRSKERHTER.

4. 7 "HBF. REIERL  BEFE THRBEZXL

AWS CLI
B2 EARRMERIERAWS CLI
1. fEMElist-sol-network-operations$ 5l 4 Fr B HE R E %,

aws tnb list-sol-network-operations

2. fEREget-sol-network-operation T 243 B BB E LN FEHER,

aws tnb get-sol-network-operation --ns-lcm-op-occ-id “no-[a-f0-9]{17}$
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#EE THUHES,
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AWS CLI
& ZERBUEMEERAWS CLI

{# A cancel-sol-network-operation#g 5 BUE B E %,

aws tnb cancel-sol-network-operation --ns-lcm-op-occ-id “no-[a-f0-9]{17}$
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AWSTNB HitHi F&&

ERERAERNNAENGERERE (TOSCA) E—EEEXFEL , CSP ARERER Web IR
WRE, Hax4., BREUAREEEERENERF, CSP HRERY, ERICHENEBEER UK
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AR

« VNFD #&4R
-« NSD ##R
- HEEIR

VNFD #&#x

TE 2% [E B S B A ST (VNFD) #8745,

=R
1=

tosca_definitions_version: tnb_simple_yaml_1_0
topology_template:

inputs:
SampleInputParameter:
type: String
description: "Sample parameter description"
default: "DefaultSampleValue"

node_templates:
SampleNodel: tosca.nodes.AWS.VNF

hEEAR

node_templates

FEHFAWSHI R, FIRERVERRL R
« AWS.VNF
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« AWS. AL ®EZE

AWS.VNF

E&—EAWSE B Ih8E (VNF) B,

SR
AR 7/

tosca.nodes.AWS.VNF:
properties:
descriptor_id: String

descriptor_version: String

descriptor_name: String

provider: String
requirements:

helm: String

descriptor_id
iR sTHY UUID,
PVE 2
A : String

B3 : [a-T0-9]1{8}-[a-f0-9]{4}-[a-T0-9]{4}-[a-f0-9]{4}-[a-f0-9]{12}

descriptor_version
VNFD KRR,
PVE 2
A : String

B3 AL0-91{1,5\\.[0-91{1,5\\.[0-9]1{1,5}.*

descriptor_name

iR THI B,
ME 2
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ERAEER

A : String
provider
VNFD B 1E#&,
RE =2
A : String
=k o
AR >
helm

Helm B #E& &R LM,

VE .2

A : String

L)

SampleVNF:

=

EE—@EzEZAWS. AL EE,

type: tosca.nodes.AWS.VNF

properties:

descriptor_id: "6a792e0c-be2a-45fa-989e-5f89d94ca898"
"1.0.0"

descriptor_version:

descriptor_name: "Test VNF Template"

provider: "Operator"
requirements:
helm: SampleHelm

AWS .Artifacts.Helm

E&—EAWSEZEH .

Eh 3
=2

tosca.nodes.AWS.Artifacts.Helm:

properties:

implementation: String

AWS . Artifacts.Helm
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implementation
CSAR Ef4 A2 HEERNAHE #.
PBE 2

A : String

ga 45

SampleHelm:
type: tosca.nodes.AWS.Artifacts.Helm
properties:
implementation: "./vnf-helm"

NSD &1k

E &M RIEHR T (NSD) &,

=R
1=

tosca_definitions_version: tnb_simple_yaml_1_0

vnfds:
- descriptor_id: String
namespace: String

topology_template:

inputs:
SampleInputParameter:
type: String
description: "Sample parameter description"
default: "DefaultSampleValue"

node_templates:
SampleNodel: tosca.nodes.AWS.NS

NSD ##fk 38
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EHERNSH

B EFHRERESE (S0 VPC EZH CIDR E#R) B , ATLAEA{ get_input: input-
parameter-name }FBENTE NSD SIAHFERSE, AREMEN NSD AR EEFAZSE.

THNSFERT MAERNERSH

tosca_definitions_version: tnb_simple_yaml_1_0
topology_template:

inputs:
cidr_block:
type: String
description: "CIDR Block for VPC"
default: "10.0.0.0/24"

node_templates:
ExampleSingleClusterNS:
type: tosca.nodes.AWS.NS
properties:
descriptor_id: "alb2c3d4-5678-90ab-cdef-EXAMPLE11111"

ExampleVPC:
type: tosca.nodes.AWS.Networking.VPC
properties:
cidr_block: { get_input: cidr_block }

HEBIEREA
descriptor_id
iR sTHY UUID,
PBE 2
/A : String

B [a-T0-9]{8}-[a-f0-9]{4}-[a-f0-9]{4}-[a-f0-9]{4}-[a-f0-9]{12}

namespace

uﬁ_m%ﬁo

ERAERNSH 39
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ERAEER

PVE .2

/A : String

hEEAR

node_templates

T

BEMVIEET < AWS BIEER

AWS. NS

AWS. FTEH#.

AWS. FtE#. AuthRole

AWS. 5t E#. ManagedNode

AWS. 5t E#. SelfManagedNode
AWSEtE, PlacementGroup
AWSEtE. UserData

AWS. #83%, SecurityGroup

AWS. #8#&., SecurityGroupEgressRule
AWS. #8#&. SecurityGrouplngressRule

AWS. ER. [EA

AWS. #B#&
AWS.HookExecution

AWS. #8i&, InternetGateway
AWS. ##%. RouteTable
AWS. HEE%. 85

AWS. FBE. [ERIE

AWS. #i&. VPC

AWS. 855,

AWS. #BEk. B4R

AWS. NS

EE AWS B8RS (NS) Bi %,

A
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=R
=2

tosca.nodes.AWS.NS:
properties:
descriptor_id: String

descriptor_version: String

descriptor_name: String

descriptor_id
iR ;THY UUID,
BE 2
A : String

B3 : [a-T0-9]1{8}-[a-f0-9]{4}-[a-Tf0-9]{4}-[a-f0-9]{4}-[a-f0-9]{12}

descriptor_version
NSD HyRRZR,
BE 2
A : String

B AL0-9]1{1,5\\.[0-9]{1,5\\.[0-9]{1,5}.*

descriptor_name

P DR
BE 2
A : String
Y]]
SampleNS:
type: tosca.nodes.AWS.NS
properties:

descriptor_id: "alb2c3d4-5678-90ab-cdef-EXAMPLE11111"
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descriptor_version: "1.0.0"
descriptor_name: "Test NS Template"

AWS. 5TE #.

REEENERE,. PTEMN Kubernetes iRAS |, LA AAFF Kubernetes B FHEE NF FTEERN A
B, AWS ZRB[MEED (CNI) FHERA. BN ERERNAE , YASERBRREERS
Kubernetes 2 {3%That, B A AIEE R KR in M FEUNFEN FHK,

ER
AR 7/

tosca.nodes.AWS.Compute.EKS:
capabilities:
multus:
properties:
enabled: Boolean
multus_role: String
ebs_csi:
properties:
enabled: Boolean
version: String
properties:
version: String
access: String
cluster_role: String
tags: List
ip_family: String
requirements:
subnets: List

The
multus
BEF, ERZARMENE (CNI) FERBM.
MR EFEmultus , FEEEenabledfmultus_rolett &,
enabled
EHEBRMAERZENE,
UL

AWS. FTE#. 42
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B|A - ANE
multus_role

Multus RN HEENAE,
ME 2

/A : String

ebs_csi
EZ Amazon EKS E&EHZ 82 Amazon EBS RS E 5 E (CSI) RSHEXNBM.

B L SN FE S BATE AWS Outposts, L AWS ocal Zones = E{#H Amazon EKS B R EEHIE.
AWS EIFMEFHMEN , 5528 Amazon EKS FHAEIEE R H Amazon B ESRFHIE CS| BEE)FE
o

enabled
EBTRRACRETERN Amazon EBS CSI EEEIFEZX.
PVE B
B ANE

version

Amazon EBS CSI| ERE 2N N T F B MR AR, ARA 4B FF S DescribeAddonVersions E){EE E #Y H
h— AR, MEFMMEF , F5DescribeAddonVersions2E Amazon EKS AP| 2%

PVE B

version
FE /Y Kubernetes lxA, AWS EEHMELKRIIFEMBIMRA 1.23 F 1.29,
MR =2

A : String

AWS. FTE#. 43
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AWS EfEHEIREMRER

ERAEER

AJREMVE :

access
BEmRMFE.
PBE 2
A : String

A HSHI{E : PRIVATE | PUBLIC | ALL

cluster_role
EEEENAG,
PVE 2
/A : String

tags
B NEERVERER,
BE B

BHR . EE

ip_family

EHEEPRBEMBERALUE P R,

RHFWE : IPv4 |, IPV6

JEEXE : IPVv4
BE: A/
EH . P
Bk
subnets

AWS. #ER%. FHAETE,

ME 2

AWS. FTE#.
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ERAEER

=E e

iﬁiﬂ BB

g5

SampleEKS:
type: tosca.nodes.AWS.Compute.EKS
properties:
"1.23"
access: "ALL"
cluster_role: "arn:aws:iam::${AWS::TNB
ip_family: "IPve6"
tags:
- "Name=SampleVPC"
- "Environment=Testing"
capabilities:
multus:

version:

properties:
enabled: true
multus_role: "arn:aws:iam::${AWS::TNB
ebs_csi:
properties:
enabled: true
version: "v1.16.0-eksbuild.1"
requirements:
subnets:
- SampleSubnet@l

- SampleSubnet2

AWS. 5T E#. AuthRole

::AccountId}:role/SampleRole"

::AccountId}:role/MultusRole"

A] AuthRole B#&# IAM A8 ZE Amazon EKS #£ |, Blaws-authConfigMapfE A& A UAFEH

IAM & &17EL Amazon EKS &%,

SR
AR /

tosca.nodes.AWS.Compute.EKS.AuthRole:
properties:
role_mappings: List
arn:

String

groups: List
requirements:

AWS. FTE#. AuthRole
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clusters: List

role_mappings

ERZEEHI®ZE Amazon EKS #&aws-authConfigMaphl IAM & &R HFE

it
0

=
o]

N4/

arn

IAM B & ARN,

RE =2

A : String
groups

BERERGETERZAEBH Kubernetes ##H, arn

PNE &
A . BE
=R
clusters

—{E AWS.51TE .eks Ei %,

2.2

N
&
7

—
2

A . FE

a5

EKSAuthMapRoles:
type: tosca.nodes.AWS.Compute.EKS.AuthRole
properties:
role_mappings:
- arn: arn:aws:iam::${AWS::TNB: :AccountId}:role/TNBHookRolel
groups:
- system:nodes

46
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- system:bootstrappers
- arn: arn:aws:iam::${AWS::TNB: :AccountId}:role/TNBHookRole2
groups:
- system:nodes
- system:bootstrappers
requirements:

clusters:

- Free5GCEKS1

- Free5GCEKS2

AWS. 5t & #. ManagedNode

AWS TNB %18 EKS S EHIEEE , LLEE{t Amazon EKS Kubernetes # 5 £i% (Amazon EC2 #
TEE) WHENEDBHREE, EEET EKS SIHEHE , BXBEREME AMI HEBIER AMI FE |
AEETEEHEIEE Amazon HEREE (AMIl), EHRME Amazon EC2 key pair JAfit SSH FEUE
A, URESEFENERBM. SHETREE YA EKS B5HEB .. BXARM Worker BFH T
R

HE LU LREMEE. BRERNNEFEMN ZEHREE,

Eh
AR /

tosca.nodes.AWS.Compute.EKSManagedNode:
capabilities:
compute:
properties:
ami_type: String
ami_id: String
instance_types: List
key_pair: String
root_volume_encryption: Boolean

root_volume_encryption_key_arn: String

scaling:
properties:

desired_size: Integer
min_size: Integer
max_size: Integer
properties:
node_role: String
tags: List
requirements:
cluster: String

AWS. 5t E#. ManagedNode 47
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subnets: List
network_interfaces: List

security_groups: List
placement_group: String
user_data: String
labels: List

Thee
compute

EZE Amazon EKS S EHHBHEEZSHNWE M , 10 Amazon EC2 #H1T{ERRFERE M Amazon EC2
EITERE AMI,

ami_type
Amazon EKS X#H AMI A,
PVE 2
A : String

AIBERYME : AL2_x86_64AL2_x86_64_GPUAL2_ARM_64CUSTOM|
BOTTLEROCKET_ARM_64 | BOTTLEROCKET_x86_64 | BOTTLEROCKET_ARM_64_NVIDIA |
BOTTLEROCKET_x86_64_NVIDIA

ami_id

AMI B9 ID,

(® Note

MBREERFIEE T ami_typefMami_id , AWS TNB #EEHami_idEXRAl
#EKSManagedNode,

instance_types

TR KN,

AWS. 5T E#. ManagedNode 48
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PVE .2

HA . EFE

key_pair

R RUA SSH 7E#Y EC2 &R Y.

RE =2
A : String

root_volume_encryption

A Amazon EBS BB [ERA Amazon EBS &, MRKREHRILAZR , AWS TNB SKERINE
Amazon EBS tERIBEE,

PHE B
HER : true

BA . AME

root_volume_encryption_key_arn

AWS KMS i # ARN, AWS TNB X#EFE#HE ARN , Z[EiZ#E ARN FMEIH& ARN,

PVE B
B . P
(® Note

« MRroot_volume_encryptionZBH , FFES
¥Eroot_volume_encryption_key_arno

« AWS TNB X # Amazon EBS X AMI iR RIRR E IN %

- MR AMI WRHIRESRME , B4 HESEE root_volume_encryption_key_arn
for AWS TNB F BEE T IR AR E

- MR AMI WARBERERNZ , AWS TNB &4
Froot_volume_encryption_key_arnRiMZBREE,

MEFREEroot_volume_encryption_key_arn, AWS TNB &F FHiRHAVTER
#® AWS Key Management Service R iNZ BRI

AWS. 5T E#. ManagedNode 49
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ERAEER

- AWS TNB T"E# & IZH AMI,

scaling

TE# Amazon EKS SERRMFERES BB , FIANFTEN Amazon EC2 H{TERHE , LUREIR

FHEH Amazon EC2 #TEBHN &/ N NMEABE.
desired_size

HpW#1TEE S A NodeGroup,

PR =

A BY

min_size
EHTEBH R/ DEE NodeGroup,
VR =
A BY

max_size
EHITEBH R AKEE NodeGroup,
MR =
HH  BY

node_role
Bf N = 2 f5i#k EC2 ST EERAY IAM B &H ARN.
MR =2

A : String
tags

EMmEERNER.

AWS. 5T & #. ManagedNode
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ERAEER

RE &

HH . FE

B3R

cluster

—1{@ AWS.51 % .eks i,

PVE .2

/A : String

subnets

AWS. H5%. FHEERETRS.

PVE .2

BHR . EE

network_interfaces

—1{@ AWS. #5& .eni BB,

s REL—

B IR ERnetwork_interfaces , 11§

AREEER AN FREREAMEANTHES , BRIBYE XK.

£ AWS.Compute.eks EiZih S B , Bl AWS

TNB €#multus_roleEBHENSEE ENI AHEIRV PR, multus® Rl , AWS TNB 2R XA GE

MESE ENI tHEBRYRERR

ME B

HR . EFE

security_groups

—1& AWS. #8#%., SecurityGroup&iZh,

PVE B

HA . EFE

placement_group

—fEE %, AWS

5tE, PlacementGroup&i%,

AWS. 5t E#. ManagedNode

51
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AWS EfEHEIREMRER EREES

RE &

HR . FH

user_data

—fBEiR. AWSETE. UserDatafif8%E, FHZENETREEEEZEHHHERIN
Amazon EC2 #1T{EER. M 1TEHFIEAZERAENRRITEZEEZHIEFER node_role,

PVE K
B . FE&
labels
HHEBNIIR, FHEBLEEGERBANE, FATIHIRGERLER !
- BRWAMEXSEUDE=
- EBANENRERZ YA 63 EAFT.
- EBVEEFE (A-Z, a-z. ). BF 09 KT ¥=Fx:[-, _, ., *, ?]
- ZBNEXEAUNFEEF?. *FAHEBENERE.

f5]20 : myLabelNamel=*NodelLabelValuel

RME

|

A -5

Tiff

g5

SampleEKSManagedNode:
type: tosca.nodes.AWS.Compute.EKSManagedNode
capabilities:
compute:
properties:
ami_type: "AL2_x86_64"
instance_types:
- "t3.xlarge"
key_pair: "SampleKeyPair"
root_volume_encryption: true
root_volume_encryption_key_arn: "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab"
scaling:

AWS. 5T & #. ManagedNode 52
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properties:
desired_size: 1
min_size: 1
max_size: 1
properties:
node_role: "arn:aws:iam::${AWS::TNB::AccountId}:role/SampleRole"
tags:
- "Name=SampleVPC"
- "Environment=Testing"
requirements:
cluster: SampleEKS
subnets:
- SampleSubnet
network_interfaces:
- SampleENIOQ1
- SampleENIQ2
security_groups:
- SampleSecurityGroupQl
- SampleSecurityGroup02
placement_group: SamplePlacementGroup
user_data: CustomUserData
labels:
- "samplelLabelName@@l=samplelLabelValue@@l"
- "samplelLabelName@@2=samplelLabelValue@2"

AWS. 5t&E#. SelfManagedNode

AWS TNB 18 Amazon EKS BEREEEH , LB E{t Amazon EKS Kubernetes # S &% (Amazon
EC2 #11T1EEE) WMEMLEDBEYEE, EEE Y Amazon EKS SIBEHE | BA4ERE AMI BR B
05, AR S TEEHEEE Amazon BESHUE (AMI), RIZMHIRMHTE Amazon EC2 key pair LA

17 SSH FHl, BEXARMITERBERURFAENRD, SPNMERKD, EHEBFENER
Amazon EKS # £ HRIH, BMERE Worker SIZHH FH35E

HE , BAULEEREMRHE, SRERNAERANNEHMEFA,

AN
=2

tosca.nodes.AWS.Compute.EKSSelfManagedNode:
capabilities:
compute:
properties:
ami_id: String

AWS. 5T & #. SelfManagedNode 53
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instance_type: String

key_pair: String

root_volume_encryption: Boolean

root_volume_encryption_key_arn: String
scaling:

properties:
desired_size: Integer
min_size: Integer

max_size: Integer

properties:

node_role: String

tags: List
requirements:

cluster: String

subnets: List

network_interfaces: List

security_groups: List
placement_group: String
user_data: String
labels: List

Thee
compute

E2 Amazon EKS BEREESHHEZSEWWEM , 610 Amazon EC2 #1T{EREE M Amazon EC2
#1T{EE AMI,

ami_id

RREREFITERRAY AMI EBIES. AWS TNB XERIA IMDSv2 BT ERE. MFFMEF , 7
BB EERA,

PVE .2

$A . String

instance_type
FITEBR K/,
VE 2

A : String

AWS. 5HE#. SelfManagedNode
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key_pair
AR SSH ZEA Amazon EC2 key pair.
PVE B
/A : String

root_volume_encryption

A Amazon EBS 1REBRERUA Amazon EBS 1%, MRAEBMHEHAZR , AWS TNB SKFERMNEZ
Amazon EBS REHEIE,

PNE B
5% : true

BH : HNE

root_volume_encryption_key_arn

AWS KMS £#8# ARN. AWS TNB X #FE#H#E ARN , Z[EiZ# ARN R EIH ARN,

(® Note

- WMRroot_volume_encryption2BH , FETFES
¥Eroot_volume_encryption_key_arno

« AWS TNB % # Amazon EBS X1 AMI ViR RRE E h1 33,

- R AMI WRHIRESRME , B4 HEEE root_volume_encryption_key_arn
for AWS TNB F BEEH IR B ERE

« MR AMI WRBERERMNZE , AWS TNB &1E
Froot_volume_encryption_key_arnRMZBHEE.

MRFEEroot_volume_encryption_key_arn, AWS TNB € AWS Managed
Services R IMNZABHEE,

« AWS TNB A2 #Z &K AMI,

AWS. 5T & #. SelfManagedNode 55
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scaling

E# Amazon EKS BREEHHIRESBNEN , HIMFAERN Amazon EC2 1T ERHE A LUIKER
BB Amazon EC2 #{TEEN &/ N NEABE.

desired_size
HA#TEE 2B NodeGroup.
PVE 2
A B

min_size
ELEHTERNR/NEE NodeGroup.
UL
EA - e

max_size
ELEHTERZAEE NodeGroup.
UL
EA . e

node_role
MipnZE % EC2 #MATERA IAM A/ ARN.
YR =

/A : String
tags

ENMIERNER. FRSEREERELNIATER,

AWS. 5T & #. SelfManagedNode 56
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ERAEER

=R
cluster

—1{@ AWS. .5t & .eks HiB,

PHE: 2

A : String

subnets

AWS. #8E%. FHEERERRE,

ME 2

BH . EE

network_interfaces

—1f8 AWS. #8E% eni Eik, FREMBNEN FRRRESMENTAES , BRIZIEXN.

B IR ERnetwork_interfaces , 1R EE AWS.Compute.eks EiZiF I =B , Bl AWS

TNB &#multus_roleBHEUSEE ENI #ABARYHEFR. multus®B Al , AWS TNB EREHAECE

MESE ENI AHEBRYHERR

PHE B

BHA . EE

security_groups

—1{@ AWS. #88%., SecurityGroup&i%.

PNE B

BH . EE

placement_group

—EEi 2, AWSETE, PlacementGroupfi%,

RE &/
BHH . F&H

AWS. 5HE#. SelfManagedNode
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AWS EfEHEIREMRER EREES

user_data

—fBEiR. AWSETE. UserDatafifi2%E, EAEERNETREEEEHAREERHMEE
RABIEY Amazon EC2 #1T{EIEE. #HHITEFIEREERMENERNEESEEZMHHFEN

node_role,

PNE B
BHR . FH
labels

HRERNIIR, HREBRXEEFEBNE, EATIRGELER :

- BBANEXEUDBE=,

- EBNENRERZAA 63 EF T,

- EBULNEEFH (A-Z, a-z. ). EF 09 MTHFT:[-, _, ., *, ?]
- ERNELXEUFIEF?, S FREENER.

#5130 : myLabelNamel=*NodelabelValuel

o
I

Y]

SampleEKSSelfManagedNode:
type: tosca.nodes.AWS.Compute.EKSSelfManagedNode
capabilities:
compute:
properties:
ami_id: "ami-123123EXAMPLE"
instance_type: "c5.large"
key_pair: "SampleKeyPair"
root_volume_encryption: true
root_volume_encryption_key_arn: "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab"
scaling:
properties:
desired_size: 1
min_size: 1
max_size: 1

AWS. 5T & #. SelfManagedNode 58
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ERAEER

properties:

node_role: "arn:aws:iam::${AWS::TNB:

tags:

- "Name=SampleVPC"

- "Environment=Testing"

requirements:

cluster: SampleEKSCluster
subnets:

- SampleSubnet
network_interfaces:

- SampleNetworkInterface0l

- SampleNetworkInterface02
security_groups:

- SampleSecurityGroupQl

- SampleSecurityGroup02

placement_group: SamplePlacementGroup

user_data: CustomUserData
labels:

:AccountId}:role/SampleNodeRole"

- "samplelLabelName@@l=samplelLabelValue@@l"
- "samplelLabelName@@2=samplelLabelValue@2"

AWSETE., PlacementGroup

PlacementGroup EiZE EME Amazon EC2 #11T{E B M R E KB

R

MAERNREHTERE  LUSHBERERIRE. T
ITEENER  UFSENTHERHFER,

AN
AR /

tosca.nodes.AWS.Compute.PlacementGroup
properties:

strategy: String
partition_count: Integer

tags: List

strategy

AXRAKE Amazon EC2 #1TE R KL,

B, BALAEA BB KRB

B IS RUEETHY Amazon EC2Instance B , Amazon EC2 RS EXH LUEFMEFTEE /BRI EREE
2 BAKT B

AWSEtE, PlacementGroup
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AWS BEBIEERS EREEE
ME 2

/A : String

ARENE  HE | 7R | REEEH | RES

- BE —BYTEBHEETAREA, LREUTEIESIEINSUEEEE (HPC) EARERH#
#l o BB ES node-to-node I8 FA P & AV K ZE B 48 2K S BE .

« PARTITION — ##{TER I BEEBESEIE , EX— B EFHNHTERBEHERTSETE
PEEPHHTERFELAERER, AEFBNEENIEARE (HlW Hadoop, Cassandra
M Kafka) B HE BREUL KB,

* SPREAD_RACK — EFRINER TR L HE—/MESITER , URDHEER®RE.

BN _EH, —ER THWH, REFARECEA. ETRNERER FHE—/METE
82, SUR DB E.

partition_count
2 & E#.
MHE  EEREstrateqyBFFEEPARTITION,
A B
ARERVE 1112 | 4
tags

B LA I E R EFHEE RN RR,

g5

ExamplePlacementGroup:
type: tosca.nodes.AWS.Compute.PlacementGroup
properties:
strategy: "PARTITION"
partition_count: 5
tags:

AWSEtE, PlacementGroup 60
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- tag_key=tag_value

AWSEtE, UserData

AWS TNB X E3&E BRI HIR 7T (NSD) #Y UserDataBi B R BN & A BT A& E B H Amazon
EC2 #1T{EE. WEEBEIFEAEERNNWFMEN , 528 Amazon EC2 FAEERTNFEREE
RAFEESH.

EHEERES{LEE , AWSTNB 8 EBFEAEZEERIETHRELEIRM Amazon EC2 #iTEEFM. B
ERMUBIEAEERE , AWSTNB 250fEmEIESE , Y TMEAZE MIME ETBEER
Amazon EC2, BEIERAEERIETTER T Amazon EKS EEEREZ I 1T,

EFEEFEHEERESHETFERABTEY , BEL{RER RN LEBERE, flm, EEEED
&EMyVariabledf#ER , B8 A : {!MyVariable}

(® Note

« AWS TNB X#F& K 7 KB B F F BURRI A,

« M AWS TNB A AWS CloudFormation 2REEMEBRFEAmMultimime ZEERETE ,
ERRESEESTFERA, AWS CloudFormation

e

tosca.nodes.AWS.Compute.UserData:
properties:
implementation: String

content_type: String

implementation
FAREERETHEENHEEER, BXAHSER : . /scripts/script_name.sh
VE =

A : String
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AWS EfEHEIREMRER EREES

content_type

EREERESHRHNRNAEE,

PBE 2
/A : String

AIBERY{E : x-shellscript

ga 45

ExampleUserData:
type: tosca.nodes.AWS.Compute.UserData
properties:
content_type: "text/x-shellscript"
implementation: "./scripts/customUserData.sh"

AWS. #%, SecurityGroup

AWS TNB X EZ 2B ELL BB Amazon EC2 ZE B HIMEE | 0] LIASE LB 4HEEE| Amazon
EKS Kubernetes #5851 B840,

AN
An /

tosca.nodes.AWS.Networking.SecurityGroup
properties:

description: String
name: String

tags: List

requirements:
vpc: String

description

REMEENRA, BRSALUER 255 BF T REREE, ERETEFH (A-ZH a-2). HF
(0-9), ZBRETIEHRFT : _/)# @[ +=& {}! $*

ME 2

AWS. #88%, SecurityGroup 62


https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-security-groups.html

AWS EfEHEIREMRER

ERAEER

A : String

name

REMBENER. ERZSTUUER 255 BFTERAER. ZRETEFE A-ZHaz). BF

(0-9), ZRETIRHKRFT : . _~/)# @[] +=& {}! $*

BE 2
A : String
tags

BE M INERZ 2 RHEERNER.

PNE B
HR . FE
=R
vpc

—{& AWS. #i% .vPC Ei .

PBE 2
/A : String

g5

SampleSecurityGroup@01:
type: tosca.nodes.AWS.Networking.SecurityGroup
properties:
description: "Sample Security Group for Testing"
name: "SampleSecurityGroup"
tags:
- "Name=SecurityGroup"
- "Environment=Testing"
requirements:
vpc: SampleVPC

AWS. #88%, SecurityGroup
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AWS. #88&. SecurityGroupEgressRule

AWS TNB X EZ @R A , LB B{LAEEZE Network B Amazon EC2 R4 B fHE L R RI#Y
. AWS SecurityGroup, xR , BUERM—E cidr_ip/ B R £4E/B Wit s R FEERER
HREN B K,

SR
AR /

AWS .Networking.SecurityGroupEgressRule
properties:
ip_protocol: String
from_port: Integer
to_port: Integer
description: String
destination_prefix_list: String
cidr_ip: String
cidr_ipv6: String
requirements:

security_group: String

destination_security_group: String

cidr_ip

XA CIDR #&HY IPv4 Uit EiE, BLAEE /070 HRERY CIDR #E,

VE B
F|A . FE
cidr_ipvé6

LA CIDR 4R RHY IPv6 (Uit E , BARBERE. ELRAEEBEREHE
(destination_security_group = destination_prefix_list) =} CIDR & (cidr_ip
= cidr_ipv6).

BVE B
BAE . FaH
description

W (EH) ZeFEARANHER, SHZSALUER 255 87 T RERR A,

AWS. #83%, SecurityGroupEgressRule 64
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VE B
F|A . FE8
destination_prefix_list

IRE Amazon VPC ZERIBFEEMN I EFAFERFE. ERREHERS MR AMHED o B2
BHFTERNEN, WESERNEABTENFMERNR , 52K Amazon VPC EAEERTHE
EHIEHEE
VE B
HR . 7R

from_port

MBBABER TCP % UDP , EREREHENEE, MEBAMER ICVMP 5% ICMPV6 , ER

HRRES., B -1 XTFE ICMP/ICMPve R, HEIEEMA ICMP/ICMPve B | B4 BEIEER

A ICMP/ICMPv6 {15,

PNE &/

A - BB
ip_protocol

P BB ERR (TCP, UDP, ICMP, icmpv6) LB ERE. /8 -1 IEEMEEABE. &
BLeMEARAE BT -1 = tep. udp. icmp = icmpve AN B ERBE LA ERE
EFHRE  BERECEENTMEZEGEAM. M tcp. udp Micmp , BUEREEEZIRE

B, R icmpve , BEFRHEISBEMN ; MREAKEZEHE  MAFMEERENKBHNRE,

ME 2

/A : String
to_port

MRBEHAMER TCP 5 UDP , EREZERHENGEE. WREFAMER ICMP = ICMPV6 , 82
K. B -1 RRFE ICMP/ICMPv6 X1, BEIEEME ICMP/ICMPve HE | BUAEEME
ICMP/ICMPV6 .15,

PVE B

B B

AWS. #83%, SecurityGroupEgressRule
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AWS EfEHEIREMRER

R

ERAEER

security_group

BB R AR S ERARE BT,

BE 2
|A : String

destination_security_group

AFRHREZBNEREMFEN ID F TOSCA BE,

VE B
B/ . FE&
#1451

SampleSecurityGroupEgressRule:
type: tosca.nodes.AWS.Networking.SecurityGroupEgressRule
properties:
ip_protocol: "tcp"
from_port: 8000
to_port: 9000
description: "Egress Rule for sample security group"
cidr_ipv6: "2600:1f14:3758:ca00: :/64"
requirements:
security_group: SampleSecurityGroupd0l
destination_security_group: SampleSecurityGroup002

AWS. #88&. SecurityGrouplngressRule

AWS TNB X EZLHEWMmARE , L BE{LTEEZE Network B9 Amazon EC2 Z£EH A OR A
fiE, AWS SecurityGroup, = , BM4 AR —ERFREEBATENTR,

ER
an /

AWS .Networking.SecurityGroupIngressRule
properties:

AWS. #83%., SecurityGrouplngressRule 66
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ip_protocol: String
from_port: Integer
to_port: Integer
description: String
source_prefix_list: String
cidr_ip: String

cidr_ipv6: String

requirements:

security_group: String
source_security_group: String

cidr_ip

XA CIDR #&HY IPv4 Uit EiE, BXAEE LTI ARER CIDR &E,

PVE K
HR . 7R
cidr_ipvé

IPv6 k€5 (ML CIDR X &K T) , BARBMARE, BLAEERELLEE
(source_security_group =® source_prefix_list) = CIDR &E (cidr_ip =
cidr_ipve6),

VE B
/R . FH
description

WA (WA) ZEUEERANRA, S&ZSUER 255 EF T RERR R,

PNE B
HR . FH

source_prefix_list

HH Amazon VPC X EHIEFAFENRIEFFERBIB. ERAFEZEMERHIENEEBNER
AT EBEZERRENTR, NFEZEMNBERBENFMES , 52H Amazon VPC EREE
MPNZERNBFABEE.
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AWS EfEHEIREMRER EREES

l\\ - K
- A

HR . FH

from_port

MBBAWGER TCP 5 UDP |, EREFEHEMNME, WRBABER ICMP = ICMPV6 , EL
RS, E -1 XRTFIE ICMP/ICMPve R, ZEIEEMAE ICMP/ICMPv6 B | S4B ERM
£ ICMP/ICMPv6 18,

l\\ - K
PR =

B|A OB

ip_protocol

P EHBEEME (TCP., UDP, ICMP, icmpv6) REFBEHE. £/ -1 KEFEBAGE. B
MRS WREMAE | JEE 1 5 tep. udp. icmp 3 icmpv6 UMY BERAIBERIBE A B EE
B FWRE , BRCIEENEMEEEEEAT. WA top. udp F iomp , BABISTEEER

E, HRicmp6 , BEEEESEENY  NELREEEEE  AANTAERNRBEHRE.

VE B

A : String
to_port

MRBEAHER TCP = UDP , EREFEBEHENER. RBAWER ICMP = ICMPV6 , ERZ
K15, E -1 XA ICMP/ICMPVv6 X8, B&IEEMAE ICMP/ICMPv6 BH | S4B EMRE
ICMP/ICMPV6 X7&,

l\\ - B
PR =

B|A O BE

B
security_group
BB R AR T 2 M RHEE RIS,

VE 2

AWS. #83%., SecurityGrouplngressRule 68
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ERAEER

A : String

source_security_group

ARFAAREZRRELZEMEEMN ID = TOSCA 2Z&,

PNE &K
HR . 7R

Y]

SampleSecurityGroupIngressRule:
type: tosca.nodes.AWS.Networking.SecurityGroupIngressRule
properties:
ip_protocol: "tcp"
from_port: 8000
to_port: 9000
description: "Ingress Rule for free5GC cluster on IPv6"
cidr_ipv6: "2600:11f14:3758:ca00::/64"
requirements:
security_group: SampleSecurityGroupl
source_security_group: SampleSecurityGroup2

AWS. EIR. EA
B LT 5 AWS BIREA AWS TNB :

« VPC
.« TR
- BER

* Internet Gateway

- REEAE

SR
AR/

tosca.nodes.AWS.Resource.Import
properties:
resource_type: String

AWS. EiR. EA
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ERAEER

resource_id: String

B

resource_type
EAZE AWS TNB HWERER,
PBE B

HA . EE

resource_id

EAZE AWS TNB Ky &R 5115,

Y]

SampleImportedVPC

type: tosca.nodes.AWS.Resource.Import

properties:

resource_type: "tosca.nodes.AWS.Networking.VPC"

resource_id: '"vpc-123456"

AWS. #8i%&. &JE

RN ER VPC MRAREREB FHEBEEE TH. MEITHEREBEE FEREBRNFEEIR IP

ik, £ FHEEHEE Amazon EC2 #ITERE® |

A BAASHE R SR Y A0 B R BT (EIEE | SR

Amazon EC2 #1TEEE 7 BEARER SR , RAREMMEEDZ T HE IS — 1@ Amazon EC2 H1TERE.

KERS|I TEBIMHFIRFPRVE,

5 RN
An /

tosca.nodes.AWS.Networking.ENI:
properties:
device_index: Integer

AWS. % KE
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ERAEER

source_dest_check: Boolean

tags: List
requirements:

subnet: String
security_groups: List

device_index

KRERS|IVARRE,

MHE 2
B B

source_dest_check

EHMEBENHREHMITRR/ENitRE., true ERXRTHRARE | false EXRTEARE,

FHEY : true

VE K

B/ AKE
tags

EMmEIERNESR,
PE K

B EE

=R
subnet

AWS. #8E%. FHBEREIRE,

AWS. #B1&. ke
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AWS BEBIEERS
ME 2

$A . String

security_groups

—1{@ AWS. #88& ., SecurityGroup&i%.

VE B
HH . F&H

g5

SampleENI:
type: tosca.nodes.AWS.Networking.ENI
properties:
device_index: 5
source_dest_check: true
tags:
- "Name=SampleVPC"
- "Environment=Testing"
requirements:
subnet: SampleSubnet
security_groups:
- SampleSecurityGroup@l
- SampleSecurityGroup02

AWS.HookExecution

AN

Ao BRARITRENTHCHETR , HAERBENRRESLH —H5,

AN
An /

tosca.nodes.AWS.HookExecution:
capabilities:
execution:
properties:
type: String
requirements:
definition: String

72
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ERAEER

vpc: String

L)
IhEe
execution

BITARETRZ AT ERNEBM.

type
DRI BEE,
PVE B
¥R . FH

AIHERY{E : CODE_BUILD

=R
definition

—{& AWS. HookDefinition. B+ &%,

RE =2
A : String
vpc

—1{E AWS. #3% .vPC Ei%h.

VE B

/A : String

ga 45

SampleHookExecution:

type: tosca.nodes.AWS.HookExecution

requirements:
definition: SampleHookScript

AWS.HookExecution
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ERAEER

vpc: SampleVPC

AWS. #83&, InternetGateway
EZ AWS Internet Gateway EiZ,

SR
AR/

tosca.nodes.AWS.Networking.InternetGateway:

capabilities:
routing:
properties:
dest_cidr: String
ipv6_dest_cidr: String

properties:
tags: List
egress_only: Boolean

requirements:
vpc: String
route_table: String

il

routing

E& VPC REEHERNEBM, BXEITEdest_cidr®ipve_dest_cidrBH.

dest_cidr

AR EBEMib LA IPv4 CIDR B, WEBMRAREREILEHRouteTable , HEMR

#EDestinationCidrBlocks.

HE B NMREBEEKipve_dest_cidrBit,

H|A . FH

ipv6_dest_cidr
AR B Wi ¥ IPv6 CIDR [E#,
PHE & MREGEZKdest_cidrBH,

BHR . FH

AWS. #83%, InternetGateway
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tags
EfmEERNER,
VE B

L Ei 1

egress_only

—{@ IPv4 HEN B, BEHEBRRARFERTEARBLIEHR. Eegress_only true B , B4
BEZipv6_dest_cidrBH,

PE K
B mME
ER
vpc

_1 AWS. &%Eﬁ' .vPC Eﬁ%ﬁo

RE =2
A : String

route_table

—1{E AWS. #8#., RouteTable&i%,

PVE 2
/A : String
gl
Free5GCIGW:
type: tosca.nodes.AWS.Networking.InternetGateway
properties:

egress_only: false
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capabilities:
routing:
properties:
dest_cidr: "0.0.0.0/0"
ipv6_dest_cidr: "::/0@"
requirements:
route_table: Free5GCRouteTable
vpc: Free5GCVPC
Free5GCEGW:
type: tosca.nodes.AWS.Networking.InternetGateway
properties:
egress_only: true
capabilities:
routing:
properties:
ipv6_dest_cidr: "::/0"
requirements:
route_table: Free5GCPrivateRouteTable
vpc: Free5GCVPC

AWS. #8%&. RouteTable

BEAREIS—HEBARHENEAR , AREERE VPC SIFMER FHEBENARRESEONVE, BM4A
#E B8 R EL VPC FERIBH,

=5 RN
=

tosca.nodes.AWS.Networking.RouteTable:
properties:

tags: List
requirements:

vpc: String
Bt
tags
EMMEERNER,
BE B’

B EE
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R

vpc

—1{E AWS. #3% .vPC Eifh.

PVE .2

A . String

g5

SampleRouteTable:
type: tosca.nodes.AWS.Networking.RouteTable
properties:
tags:
- "Name=SampleVPC"
- "Environment=Testing"
requirements:
vpc: SampleVPC

AWS. . FHERs

FHEERE VPC FIY—R5 IP fuit, MAKAZTE2UR—BEATRAEERA. BL4ERFREBEE
VPC. CIDR E#t, ATAEEMBKEAR, LELXEER FHEREMAERLAFHER,

RN
An /

tosca.nodes.AWS.Networking.Subnet:

properties:
type: String

availability zone: String
cidr_block: String
ipv6_cidr_block: String
ipv6_cidr_block_suffix: String
outpost_arn: String
tags: List

requirements:
vpc: String
route_table: String

AWS. #83%. FREEE 77
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type
ERELFRERPRERBNATERRESVREINE IPv4 i,
MR =
A : String

AIBERY{E : PUBLIC | PRIVATE

availability_zone

FHRENTARSE, KECZEE AWS SR TTH AWS B , fl40 us-west-2 (EBIEIB (R
/). Flan , Bt AWS XETAERHRNAEEFHus-west-2-1ax-1a.

PVE 2

/A : String
cidr_block

FH#EEH CIDR [E#,

PVE B

R . FH

ipv6_cidr_block

FRE IPv6 FHBEEHY CIDR E#t. MRETSLEMYE , FI2

€ipv6_cidr_block_suffix.

ME B

B FEA
ipv6_cidr_block_suffix

IPv6 CIDR EH#RHY 2 B+ SENFE , BANIER Amazon VPC B FHEEE, A THIE
RN : 2-digit hexadecimal::/subnetMask

MBELIEWEBMY | EFPWEEipv6_cidr_blocke

PVE B

AWS. R, FHEE% 78
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ERAEER

HR . FH

outpost_arn

HETE R AWS Outposts FHIEH ARN, IR

E1& LBtE Amazon EKS BREEEHE , 5B

LR BB ZE NSD #848, AWS OutpostsBEEEEZEE. , 552 B Amazon EKS A F1ER AWS

OutpostsH#Y Amazon EKS,

MRERE IR BFHIEE NSD 4 |, Al4Ei%availability_zone RBMERESN I A EE,

AWS Outposts

MR B
HH . F&H
tags
EM B ERVRE,
BE B

vpc

—1{E AWS. #3 .vPC Ei%h.

PVE .2

/A : String

route_table

—{@ AWS. #8#. RouteTableEi%,

VE B

$A . String

ga 45

SampleSubnetQl:

AWS. R, FHEE%
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type: tosca.nodes.AWS.Networking.Subnet
properties:
type: "PUBLIC"
availability_zone: "us-east-1a"
cidr_block: "10.100.50.0/24"
ipv6_cidr_block_suffix: "aa::/64"
outpost_arn: "arn:aws:outposts:region:accountId:outpost/op-11223344EXAMPLE"
tags:
- "Name=SampleVPC"
- "Environment=Testing"
requirements:
vpc: SampleVPC
route_table: SampleRouteTable

SampleSubnet2:
type: tosca.nodes.AWS.Networking.Subnet
properties:
type: "PUBLIC"
availability_zone: "us-west-2b"
cidr_block: "10.100.50.0/24"
ipv6_cidr_block: "2600:1f14:3758:ca00:: /64"
requirements:
route_table: SampleRouteTable
vpc: SampleVPC

AWS. B E. EFRERE

NF BEZBRHEEMBHNERGEEBREAEIEYEE, E5EEMHIETE EKS BERFTELN
NF. vnfs Bt EEENBAMEMEIIEE, BB URM pre_create M post_create FME A EF ML B
HAMER , LHTHERENET , SN EFEERE AP

5 RN
=2

tosca.nodes.AWS.Deployment.VNFDeployment:
requirements:
deployment: String
cluster: String
vnfs: List
interfaces:
Hook:

pre_create: String
post_create: String

AWS. ZRE. EHEE 80
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ERAEER

L: 33
deployment

AWSEZBE vnf S E2E 5,

RE &/

HR . FH

cluster

— 1@ AWS.51 & .eks Ei%,

ME 2

/A : String

vnfs
—{& AWS.VNF &%,
ME 2

A : String

JTHE
i
ERITE DB HMENER.

pre_create

— 1B AWS. HookExecution&i%, ttABEIEVNFDeployment BiZEBE Z B #I1T,

PVE B

B . FE&

post_create

—1{@ AWS. HookExecution&i %, kA ETEVNFDeployment Bi#iEBB 2 B H 1T,

PE B

AWS. BE. EHRIDE
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HR . FH

g5

SampleHelmDeploy:
type: tosca.nodes.AWS.Deployment.VNFDeployment
requirements:
deployment: SampleHelmDeploy2
cluster: SampleEKS
vnfs:
- vnf.SampleVNF
interfaces:
Hook:
pre_create: SampleHook

AWS. #i&. VPC

R ARERIEBE (VPC) 5% CIDR E#.

Eh
ARn /

tosca.nodes.AWS.Networking.VPC:
properties:
cidr_block: String
ipv6_cidr_block: String
dns_support: String
tags: List

cidr_block

VPC #J IPv4 8% 858 (ML CIDR RRERT).

RE =2
A : String

ipv6_cidr_block

FRE M ERFAERA IPv6 CIDR E#.

AWS. #E&. VPC 82
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FEFH{E : AMAZON_PROVIDED

PNE &
BFH . FH

dns_support
ER VPC R BN HTREEREEWE| DNS EHEE,
BE B
B\ AME
85 : false
tags

B MEERNVRER,

g5

SampleVPC:
type: tosca.nodes.AWS.Networking.VPC
properties:
cidr_block: "10.100.0.0/16"
ipv6_cidr_block: "AMAZON_PROVIDED"
dns_support: true
tags:
- "Name=SampleVPC"
- "Environment=Testing"

AWS. ¥Rk

BALUER FRRER L AAA NAT FESHH. HRLHRE , IRERIFRHEL IPEE D,
AWS TNB E R EMNIRFE EEM IP , WA HEABMEIRE.

AN
An /

tosca.nodes.AWS.Networking.NATGateway:

AWS. #85%. 83
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ERAEER

requirements:
subnet: String
internet_gateway: String

properties:
type: String
eip_allocation_id: String
tags: List

subnet

CAWSHEE. FHREREIESE,

BE 2
/A : String

internet_gateway

Z AWS. 83, InternetGatewayfiBh&#E,

ME 2

$A . String

type
EBHRERL AERTA.

AEFA{E : PUBLIC , PRIVATE

PVE 2
A : String

eip_allocation_id
RFTEM IP BB A BITS.

PVE B

AWS. #BEE.
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AWS EfEHEIREMRER

ERAEER

¥R . FH
tags
EMMEERNVRER,
BE B’
B\ . FE
gl
Free5GCNatGateway@1:

type: tosca.nodes.AWS.Networking.NATGateway

requirements:

subnet: Free5GCSubnet®l
internet_gateway: Free5GCIGW

properties:
type: PUBLIC

eip_allocation_id: eipalloc-12345

AWS. #EEE. BEHR

15

&Ko

SR
=2

tosca.nodes.AWS.Networking.Route:

properties:

dest_cidr_blocks: List

requirements:

nat_gateway: String
route_table: String

Bt

dest_cidr_blocks

B RV IPv4 BRI R B R EIRRE

IERLAERAS B AV BS R B NAT FEMEBER B RERNERHEIR | A% E i #T18 = M6 B I AY B8

AWS. HE%. BRAR
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ERAEER

PVE .2

nat_gateway

AWS. #3%. A REEHSE.

ME 2

¥A . String

route_table

2 AWS. #8%%. RouteTableEiE%#E,

PVE .2

/A : String

Y]

Free5GCRoute:

type: tosca.nodes.AWS.Networking.Route

properties:
dest_cidr_blocks:
- 0.0.0.0/0
- 10.0.0.0/28
requirements:
nat_gateway: Free5GCNatGatewayQ1l
route_table: Free5GCRouteTable

H[EE A
EZETE NSD 1 VNFD P {EAREE,

« AWS. HookDefinition. B4t

HEIER
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AWS EfEHEIREMRER

ERAEER

AWS.HookDefinition.Bash

EZ —{EAWS HookDefinitionfEbashs,

=R
=2

tosca.nodes.AWS.HookDefinition.Bash:

properties:
implementation: String
environment_variables: List
execution_role: String

implementation

BEERNEERE, #XHSER : . /hooks/script_name.sh

PBE &2
A : String

environment_variables

87 bash RIAMIREELE, FFEATHIEX . envName=envValuefFALTERIRER : ~[a-
zZA-7Z0-9]+[a-zA-Z0-9\-\_]*[a-zA-Z0-9]+=[a-zA-Z0-9]+[a-zA-Z0-9\-\_]*[a-zA-

Z0-97+9%

#{RenvName=envValueEEFE U THH :

* %%ﬁﬁﬁ? o

- FttenvNameFHE —EFHR (A-Z R a-z ) REF (0-9),
« FOUTHEERBBRESHZBAWSTNE RENEEFE (FTEDANE )

- REBEK
+ TNB

« XK

« AWS

- BALUEREIEHENTS (AZFRaz) , BF (0-9) IBKFENF-F_A

T envName#flenvValue,

AWS.HookDefinition.Bash
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ERAEER

#ifl : A123-45xYz=Example_789
VE B

A . EFE

execution_role

HAHAITHEE,
PBE 2
A : String

g5

SampleHookScript:
type: tosca.nodes.AWS.HookDefinition.Bash
properties:
implementation: "./hooks/myhook.sh"
environment_variables:
- "variable@l=value0@l"
- "variable@2=value2"

execution_role: "arn:aws:iam::${AWS::TNB: :AccountId}

:role/SampleHookPermission"
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AWS EERBEERTNREM

BERE AWS BRENE LK. BHAWS BF , BAURENPLNBRREPER K ELREREA
TREHZEMSHRBNEBNERMEEN.

2R AWS BECEHEREBENERE. AEEEEEKEBERATRNZEMNE RPN SM

- ElRTEM — AWS EEREBEHHUIT AWS RBHEHRLEE AWS Ein, AWS EREREMHAUIZ S
EANRE. HFERBEERARN AWS Telco MIRELRNEREREL R , FERERREAEFT S/ HWAWS
RIS EEAAWS BRIE (B1E).

- BElRRet — ENETEORNEERN AWS R, UL EHEMREEE  SRERNEE
. BRTNERNERERNER,

NS4 AT i B AR AR AN E 5 A AWS TNB REARREFER, THEERBPMMAEE AWS TNB
UREREMHEESHAMER. ZES2BENMERAHEM AWS Hﬁi%iﬁ%’ﬂb"‘%%%%uﬁ% AWS TNB &
Ro

B g

- AWS TNB HH & RHRE

- AWS TNB K § 2 & Bl B 7 ERE =

- BAR AWS TNB &R MHE

- AWS TNB By

- AWSTNB FREREREZ M

- EEMRZE

AWS TNB FHIERBRE

AWS AESEEEBRAN AWS EERREBRTNERFRE. WHEEFE , AWS EEFREFHNT
iR AWS Ein. EEEHERBEHERRE LFEE W%?H’J}'"“%UEO StEREEMER AWS R %
SHEENEEEE. WFENRAENFRER K F2REABLEERBEE. NFEFREMNERE
ENHBENR , FF2H AWS T2MEEKR LN AWS HENSEEZEMN GDPR #F%EBNE,

ERERREBEN , RAEZREMER AWS IAM Identity Center 5 AWS Identity and Access
Management (IAM) {RE AWS tRF BEAER LR EBRIERAE, Mt—XK , SEAEAEHISES
HEREEEMAENGTT, RfEERERATIFRNREESR :
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AWS BIE@EE RS R
- BERFHECAZEEZRNE (MFA).

- f£/ SSL/TLS B AWS BRETERA. RMFE TLS 1.2 LEZRMFEA TLS 1.3,

- ERERE API MEAEFBFC & AWS CloudTrail,

- £ AWS MEBFRFRURHEPWRMERFE LR LS AWS R,

- FRERNZELZSRE (B0 Amazon Macie) , #BIEREMIRZEMFE Amazon S3 HEIRE R,

- MBEHBEZFBGSHNER API ZEEEER AWS i FIPS 140-2 B M INFEH | FEH FIPS
iheh. WNFEHEI FIPS M FIPS MENELMEBEN , FSREBPEFEEZE (FIPS) 140-2 #i#,

BRI EBZCBUTEREFNETEHA N SREZRBRBEN , HEERS EAENNERN
B, flInEEEN., ESEELEMAEIES,. APl 5 AWS SDK AWS BR# £/ AWS TNB SE A1 T4
o AWS CLIZEZBEREHEANFEFRUPAANTAERBIEARTESDH Bit. MREIER
HAEBERESM URL , RPAZIEZRB I ERB LY MAMREIFE RN URL FEBEBREA.

EREREE

IR AWS tRFE , AWS TNB 288N EREZLRAEMER , YEEREMFERAPBIRR, IRERE
90 RAEFHEA AWS tRFE , AWS TNB i2REHNER., £ 120 Xz2#% , AWS TNB &K A MIERIE
FER, AWS TNB E2#L 1L RS I M BR SR TheE 2 MBHE S,

RN

AWS TNB tH INZFREFRERBINERRE K MAZTEEAENANEE, LNEREBHIEBR
AWS Key Management Service,

B

AWS TNB £ B#ER 21 (TLS) 1.2 REMH WA LR,
CRECERRREERXRAAF R MNEER,
MR ERE R ERALE

AWS TNB BE &R RIEEF# FHEI’JJ’E'#&%AH* (VPC) 1, FREAFE AWS TNB RE#HREE
AWS f@igs |, BT EEEHMR, SHREAEERAREAF ik BN ERSEBEBRERERE,
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AWS EEBIEERES EHAEERE
AWS TNB B 5 2 38 5l SR 7 N & 18

AWS Identity and Access Management (IAM) Al BI EIE 8 R £ iR H AWS ER7TFEE, AWS R
IAM EIE B 125 B A TJLABRTE (BA) MR (B HMR) SAEHA AWS TNB EiR. 1AM & LUFEA
W AWS fR¥ , BEENTE,

B #

/i

- ERSDBRE

- ERABEKEEFIUE

- AWS EEHEKBEERNME IAM BEEEAR
- AWS EGHEREERNS 5 BB FEAIE 5
- AWS ECHEREERS 9 HEFIGEH MR

c/hes

RIFEIE AWS TNB R#ITH T4 |, FHBF R AWS Identity and Access Management (IAM) 8 BFf &~
EB

IRISERE — WREMER AWS TNB BREHIT LT , AIEESSALRUMENZENER. EE
F¥E% AWS TNB ZhaeREK TIEE | B se EERBEINVER. T HFEGT TN ERL X A58 & [
EESFRIEMAVFTA, MREEEFEAWS TNB FHEE , F2REAWS EERKEERSHHET
EVSE B BFAR

REEEE — NMREEELNTHN AWS TNB BR , B HJAE#ES AWS TNB =R EFEE, YIB R E
AEEFELL AWS TNB IEENERE AN IT{E, EE , BXEAKBRERBEN IAM EEE |, K

SBEFLRBEEAENGT T, RELEELNER , THIAMHNEERES, EEE— S THELTNM

# IAM E2 AWS TNB #EifEA , HSEAWS EEMAAEESRNTE IAM BBESFE A,

IAM EEE — RER IAM EEE | BB ERBUMRFEFRREE AWS TNB FHERYFFE
B, HRERBETE IAM REAK AWS TNB 5 BBERES |, F2H. AWS EEHEREEHRHN
5585 R g5

EF & 2 B

BRERIEAWS FRAEDREZEANAR, BHEL IAM EFRES D HER IAM BEETHRE (BA
AWS), AWS tIRFRERE

B REIEE 5



AWS EfEHEIREMRER EREES

B LAEREIR AWS B2 BRI RIRIEHNFER , UBSF 2B 2 2E A, AWS IAM Identity
Center (IAM 270 FRE, ERRNE—BZASGDRFE , UREH Google = Facebook & A& #
HMEBESH2ERBNNES, BUBESESEAR  CNEEELNCRESER IAM BENEBIESE D,
BE AWS ARBEEHE K SeHEREAR,

BRIBENFEREER | & LL% A AWS Management Console 5, AWS ZERA O#L, MEFEZEA
HEFEE AWS |, FF2B (AWS A FHIEE) AWS IRE S H & A BN,

MBL AWS BRBE BRI , 5 AWS REKBBRE (SDK) WA HHNE (CL) , UEAL
WEBLMESREBENER, NRETEAAVS TR, AXERTEEER, NBEARANS
RETEREROFEET, , W AM EREEHFHEE AWS AP HR,

EREERAMNES P RES L B ESEERHENANZTEHERA, I, AWS BEEREHEAZEE
FERE (MFA) REMEFNEZ LM, WEEZEN , 58208 AWS IAM Identity Center £ & 1ER
MWZEEERIN IAM EHBIEEFNE AWSHERASEEZRK (MFA),

AWS tRF RERE

ERREIF AWSIRFE , fER—BEAG HR , XS TZEEERXIRFRNMEER AWS R
MER, LESTEE AWSIRFE root A% , IEBFERALARENIRENE FEA U NBRBEEA
REFEW, EIEBRETEURCEHEREREEK. RELZNRFEAERE , LEEARSTREAR
FEREHNTHER. NEEEEBNTEEE , THELURFERAEZANMES  F20 IAM EHEE
EHRNEERFEAEBRENEIR.

BE 55

REFEZRERABCERE (CRFERAREESFIENERE) ARG RFRMENER , S
REE A PR ASRERE AWS IR ZR7FEL

BEBoHRIERECEFEAEEENFERE, Web B0HEBIIRME. Identity Center B , SHER
BB 5 9B R IR AN ERE T FE AWS R BEMFEHAE. AWS Directory Service[d BB & 7 77
HUEF AWS IRF | i 2RBERAE  MACAIRMAKRIRE,

HREFXEREEE , RPEZREEHA AWS IAM Identity Center, XTI ELIE IAM Identity Center #
BAUGAENEE  SNERYESENESHSBBRERHN—EERAENEFE , WEEMEER
2N AWS 1R F MERAEXFFER, WE IAM Identity Center FWAHRIE R , 5528 AWS IAM Identity
Center fER & EM PRI = IAM Identity Center ?

ERIDBE 92


https://docs.aws.amazon.com/signin/latest/userguide/how-to-sign-in.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-signing.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/enable-mfa.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/root-user-tasks.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/what-is.html

AWS EfEHEIREMRER EREES

IAM {3 & F B4

IAM EAEREABNE D , E AWS IRF BRE-—ASHEABRANBENT. BREETRKET

AR K MAREARLKRNEE PINEBNEFREER) NV IAM EHE, ERNRBEEARIFE
BARMBEN IAMEAE  ERCHNEFNIR, IFESEA , F2H AV EAEEETNAT
ERPBENEARIIERHBRTFMER.

IAM ZHER—EIEE IAM ERAEEENE S, BEEUFESDEE, EUUERARER-RAZS
BEAEEENT, HEATREREAEREAENTNEFEEERRS, flU , BAHEE—EEA
IAMAdmins BYEFAE |, S48 FREHEERE IAM ERINFF T,

EREREAGTE, ERAEAGHRE-ASIEAENEZLEN EACNENREARAZEECHA
EHE. EAEHAXKANRYER K CARERHEREE. NFE-—FTH A FSH IAMERE
ERPNEY IAM EHE (MELE) VR,

IAM A&

IAM B &2E AWS IRF AFNEEREF TN D. SELUIAM E£AE , BFEISEN A SHEEB.
WA LAYBRAE | EREERTIAM S8, AWS Management Console & 1] LUEBFEAY AWS CLI 5
AWS AP e EA BF] URL RigEAE, NEEAAGNAFEESHBEN , F2H8 IAM E£AF
EREFHER IAM A,

EAERBEN IAM ABETIERLPIEEER

- BEBOEREFN - EEQBME RO , FEUARG , YARBRERT., EMEE S
TEIRIER  XBS/SHACGEURY IBRTHACERNTT. UEERHSACHNMERE
A, F2EIAM EAEEETNAE=FFoREERVAR, WREFEA IAM Identity Center ,
RIEEREHAR. RS BIBERAUFEIMHASR |, IAM Identity Center A4FF A5 EE IAM 1Y
AR, NEEEFUENENR , F2E AWS IAM Identity Center EFAE BT &,

- T IAM EREFF T - IAM ERAEH AT LUEE IAM SeRE K HIEERRA TR,

- BIRFEFEIE - BULUER IAM A® , RAFFERFHFHNEA (GENZEFEA) FRERFHHNE
o AERRTERFFRENEESN, B2 , HRELEK AWS IRF |, S0 UK E M
NER(MTIREAACEARE ), FETHEBIRFEFIESACNEREABKENEZR , F2HK
IAM EAEERFHN AM AEEERELNBRENEZR,

- BRBEHE — BFL AWS BRI FRAHEAM AWS RIEIThEE, i , EERERKPETRUE |, ZRKE
BEEEE Amazon EC2 H#{TEAR XY 4/ FE Amazon Simple Storage Service (Amazon
S3) H., RBARESEATWUERNTA. FARKACSEARKEEZAGKRIAITIIEE,
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AWS EfEHEIREMRER EREES

- BEEMITERER (FAS) — EEMER IAM ERESAGEFHTEER AWS , EERELE
B, ERELERKE  SURENATEEDE , EMETRARBHAB S —EEHE. FAS S
ERWUAER AWS R , WHESER AWS R B T HEBREZHER, AFERBUIIFTER
H AWS BR#% B REB T ETRIFERE , I8 H FAS R, BMEBERT , ELAERHT
EMERERNFTR . MFRE FAS BRENBERFRER , F20 (BREFNITERER) .

- B¥Ae - RESERRBEEIN AM £€ , TRREMTBE. IAM EES TR IAM RE
M. BERNMREREAR, NMFESEF , F2H IAM EREEETNELAGURIRT A
AWS BR#5.

- BRERAE — RBERACRERE. AWS RERBTUBEARENTRHENEE, REE
BAGEERNEENT , AWSIRF BEBRBRBEFAE. IAM EEETLUMAR | BFaemEREE
AR,

* 7 Amazon EC2 E#THEREN — ErILUER IAM B EREEE EC2 HITEE LATHERARE
ALK AWS CLI 3 AWS API SE RV IRIFE A E R, ERTE EC2 HTHERAREFFIERNER
HHHX. BEKAWS BEERE EC2 HTERYEREGHMEEARN , FEEREHTER
METERRERE. BTERREETSXAE , YA TE EC2 HTER LIATHEXNSETRE
Ho, MEEZEA , F2EH IAM EREEETHFA IAM BB REFFFAiE Amazon EC2 #{TE
BT ERAER.

EETHRREMEH IAM AR IAM E/RE , F2R IAMEAEEETRNEYL IAM A6 (MIFEH
&) R,

ERABREEFHE

BELGE AWS BRI RIS EMINE AWS F 0B B RNEFRREFPNFER. FRAR—EWH
AWS |, EEE BB RNEFEREBIK K SEREER, AWS EXZ2HE (EAE. root EREHAE
THERE) REERE , FMEELRAl, RPN TRERE AFRIEEFBR, ASHFRAUE AWS
BL JSON XM @ERFES. WFE JSON BERNHEBNARNESHEENR , F2H IAM £/HE
BRI M JSON BURHLE.

EESWLER AWS JSON BURRIEEH T AFIBLERS. WHER , WEERETBEERET TR
B BEIRAITHLEE 4,

HERERT , ERENACREHT. BERTEAEBEMFZERANTRENT , IAM EEET
LB IAM B3R, A%, EEETUE IAM BERMEEAE  FAEERBTELAE.
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IAM BURERZBENTA , BREERTES ERBTRE, fl0, BREREE—EAF
iam:GetRole BMEMBIR., EAXREAIMMERE AL AWS Management Console AWS CLI, =
AWS API RBABE .

BoBEER

o BBRERMME S5 (Fla0 IAM /A&, EREFANAR) /Y JSON FFATBERN A, BL
BERAEH S D EMERG TREBEERATHEDF, B2 THUNMELSGIREBR , 2R
IAM fE &SR FRVETL IAM BUR,

BrBERRUE-S O ERARBRIAZERR, ARBREEZARINE—FHE, FEAIAR, 2
EENERKIBIULRE , B SUEEMMEEH AWS 1RF. SEBRSE AWS ZEBRNEFER
HRHE, BEETHRNMAEREBRRARBKEEE , F20 IAM EREERTFHNEZEBERERNAR
BERERE.

EREBE

ERABBCRZEETERN JSON BER X, EREBERNRE REFIZ IAM AEEEBERM
Amazon S3 EEIFEBR, EXEEREBRNEREHEF , REEEETIUFERACMHREHESEER
WEFEER. HRMNBENER  BREEREENER T UEZERATHWEEAREMEGFRLE
THTHEE, EXLAEEREBRDIEETE, F2RETLGEIRS, £HE. A, AEERE
Ho AWS RIS

EREBERVAZBBEPHNRARBEK, EEEZENERAERIBRPEA IAM B AWS ZEH
Ho

FEEFFE (ACL)

FEUEFEE (ACL) TEFIMERTEA (IRFKE. ERAENAR) AR FIREERNTT. ACL E
REFREBER , BEMFER JSON BRI HER,

Amazon S3 #l Amazon VPC X% # ACL AR EH|l, AWS WAFEEH—F TH# ACL , F2HE

Amazon Simple Storage Service BiZ A EI5EH AN FEUZRHEE (ACL) ##,
HBRBE
AWS X EHEMBEFERNRER, SELBREHETRERE RBIREBEERFENRKRETT,

- FARR-FUHER-EERDRE  THERES I EBERERT IAM B8 (AM £AEHAR)
MBAFFA. BUNAERREFAIRR. MEENFITERERNS D EBERMEFT A SRR
o B Principal M FEEERAENACHNEREBRUATSZIFTRRRG. EEEK
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RPN AREEHEBRXAN. UEFTHENEZHBENR , F2H8 IAM ERAFERTHN IAM
BRFrUEE,

- FRIGIEHIKEE (SCP ) — SCP 2 JSON KB , ARIEEHAEMBMEMBMEN (OU ) R KER.
AWS Organizations AWS Organizations @ —EAR D EMEF EBR R ERE AWS IRF BN Z@E
R, BEMAEBTOMMEIIRE , SRS REIEH B (SCP) ERARIEARAAERS. SCP R
FIKBIRFHERNWER , IFEEE AWS IRFRFEAERS . WHEHEABF SCPNWEZHBENR ,
22 @ AWS Organizations £ A& BRI SCP EES R,

« THERBRBE - THRERBRRE-EEMBER  SUAEZEBREEAN T ABRILACHBS A
ENTRTERRE  FR2HEE. MEEATERERNFITSREAEIAGN ST EBERMIE
PEERBURMIR SR, FFAHRAIURAEREHK, MEEEBRRTNAREENSERXL AN, UFE
ZEH , F2EH IAM R E R T TERERBUR,

ZRBREE

HEERRERERIFRE  HEREANAUTEELEM. EMHBLIER, BETHNFAEIRZHE
BUEREBER AWS BERBAMER , 2R (AM £REER) PHBERIHMEEE.

AWS EEMEEBESNME IAM BESEA

HEEMER IAM EE AWS TNB WEFEUER 281 , 755% 7 ML IAM ZhEE AT B2 AWS TNB BEEA,
IER LS EL AWS EEHEREERERARN IAM T8

IAM IhEE AWS % & TNB
5o B EE =
ERBEE &
BRBE =
BRER =
VL 2
ACL &
ABAC (R i) ) 2
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AWS EfEHEIREMRER EREES

IAM Zh&E AWS X% & TNB
ERFA =
REAG &
REEEAG &

EERABM AWS TNB MEM AWS IR MAHE X2 8 1AM ThEeEE , F26H IAM R EEES
RFEED IAM £ FHEIAWS BRFE .

TNB B9 & 5 @B B R Al AWS

XESBEBE =

SoRBERETLUERET G2 (flin 1AM F£HAE, FAEHEESRAR®) K JSON FIBEXH, EL
BUERT#H 5o EME GG TR ML T RATHLESE, EETHRNMAERISIERBE | F2E
CIAM EREERE) PRET IAM BUR,

£/ IAM 2 BEBER | B IEEAFRIEBNBENER , UREMERG T RAFREEEE. &
EELESTERRPEETE  RASESEAZEENEAENAR, METHREE JSON BUERHE
ABFrE s , F2ER (AM EREEE) T8 IAM JSON BETES £,

TNB BV LA 5 238 Bl & B/ 6y R A € 4] AWS
ZERHT AWS TNB 50 B FERIMNES , B2, AWS SERBEBN S 985 5 B 5l
TNB A AWS UERAEBH R

XEUERERAYBUR -

BERBBERZKMEIERM JSON BEX 4, EREBENREEREHIZ IAM ABEFEBERR
Amazon S3 FEIFBER, EXEEREBRNEREES , REEEETUFERACHREHEISEER
WIFEVER, HRMMBRMNER , BREEREEN TR IUHZERATHEEUREMERYE
THTHWEE, EXBEEEREBRPEETE, FSEETLGERS, AL, A, AEEHE
H. AWS RIS
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HEZMABIRFER , SUEEEHMIRFANAMAIRSSN IAM BER | FRAEREBRNER, &

BERFTREEREBR , RARENGERRN —F, EXBNERURTER AWS 1RF |, 2151
RS IAM EES UL ARETRER (FAENAC) BR , TREFNER. HEBKS 7 HBUR
EERINEERREF T, T8 , IREFEBRREAERIRFTNERETHEN , ENRIEZEIN
BoREER, EFMAER , F2H (AM £RERER) ¥ IAM BeBERERREMNEE,

AWS TNB B BUR BN E

X EBREME =

EEEWLER AWS JSON BERRIEEH AT AFIMMBLERS., thHMIEHR , TEEBEFERGT TN
Y BEERITHEEE.

JSON BURR Action JTEBRE T AR AFHIEBBR P IR EMF, RRAUBFEFLREBY
AWS API EREBMHREIN AR, B—EHISGRR , a2 BHAERFE APHRENERFFTEMF, e —
EEXFERRPNZERE, ELENNBERSBREE.

HREERABERE TUTHBBBENFTT.
EZEEE AWSTNB BIFEBE , F2RRBRESZERTH T AWS elco MK EEREZNEF.

AWS TNB Y R BN EFE B)E < BIE A LA T RIAR -
tnb
MEEE-FRAXFIEESBEE , FREHRIR.
"Action": [
"tnb:CreateSolFunctionPackage",

"tnb:DeleteSolFunctionPackage"
]

BT LERERER (*) RIEEZEEE, Hlin , EEREMER List XFEHNEEME , FE2EL
TEE -

"Action": "tnb:List*"

HERHT AWS TNB B0 B FAINES , F2EH. AWS EEMREBERM S 2 #5725

AWS EEAEBERNTE IAM BEER 98


https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_compare-resource-policies.html
https://docs.aws.amazon.com/service-authorization/latest/reference/list_awstnb.html#awskeymanagementservice-actions-as-permissions

AWS EfEHEIREMRER EREES

EARK AWS TNB BB R &R

XEBRER =

EESWLER AWS JSON BURRIEEH T AFIBLERS., WHAER , WEEBETBEERET TR
B BEIRAITHLEE

Resource JSON BHERTEZTEEEEABHENYH. BRRX X4 EE S Resource = NotResource
TE, REEBEEEFEAH Amazon Resource Name (ARN) RIEEER, St EREERER
HENME (BARERBHRETT) RiEEM.

HRAXEERERFTAINEE (PSP HRE) , FEABRAFR () RRTEEAXBRARABEER.

"Resource": "*"

EEE AWSTNB EREEKHE ARN 5k | B2ERERESEZHH AWS EEHEEEREEEN
TR, EEREALERABEEERESEERN ARN |, F2BAWS ESEKRESSEEENEE,

ZERIE AWS TNB BB FEAINES |, F20. AWS EEEKREBEN S 555 R 8245
TNB BV BURRH AWS 88

X ERBESE BRI ZR =

EEEWUER AWS JSON BERRIFEEH T AFIBLERNS., WHMER , WEEBRE M EERET TR
BT BEERAITHELE 4,

Condition jt# (8 Condition E#f) AIEZRIEEERAN EMM R, Condition TRRERE
H. BAIUBUFRARFEEFHREEEN BINERSIR) , REHEBEFHVERGEMBRPVE,

HERERBNPIEESZME Condition 3k , HREE — Condition TEFIEESERSEIE , AWS
EEAELE AND BRAFFTME M. WRER/E—RUHRSIREESEE  FEMABBORESE R AWS 5
fhiktt. LENEREHRE , TEREFRXWVFFT.

FUA U EREEGREREARENEEE., W, ZRUUREFAEERE IAM FAEEBERR ,
HENERNFARTXIAM ERE, NEEZEF , F2H IAM £AEERETHN AM BEERTE : &
BHER.
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https://docs.aws.amazon.com/general/latest/gr/aws-arns-and-namespaces.html
https://docs.aws.amazon.com/service-authorization/latest/reference/list_awstnb.html#awskeymanagementservice-resources-for-iam-policies
https://docs.aws.amazon.com/service-authorization/latest/reference/list_awstnb.html#awskeymanagementservice-resources-for-iam-policies
https://docs.aws.amazon.com/service-authorization/latest/reference/list_awstnb.html#awskeymanagementservice-actions-as-permissions
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition_operators.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_variables.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_variables.html

AWS EfEHEIREMRER EREES

AWS X ELEFRGESRMNBHBERH TR, EEEFME AWS 2EKRG SR F2EH (AM £/
E1Em) PHAWS £ EERERE SR,

EFEEE AWS TNB (RHEREE , FoRRBRESEZEER PN T AWS elco AREERNIRES
iR, BEBMENUFERARGEESBNBENER , F2E AWS Telco BB EBERERNE .

= Z2MmR AWS TNB S5 BRAIMNES |, FF268. AWS EEHEKEEEEN S 585 R H)

1£ TNB 8 AWS ACL

<& ACL a

FHURHEE (ACL) ATH LR (IRFXE, ERAENAR) BEFHEERNFTA. ACL BEHUR
BEREBER , BEMFER JSON BRI HER,

FE 58 AWS TNB

% & ABAC (BERHHIER) =

B FEES] (ABAC) R —EREXRE , IRBEEMRERTT, £+ AWS , ELBUHEBARR.
B RBH IR IAM B (ERERNHG) M AWS BiR. AERNERNLFER ABAC #Y
B—F, BEZERST ABAC BE , A ETENEREHER TN EREBRERFRERE.

ABAC EMRRENREFHEREY , Yt ERREELERERKRAH.

EERBERILEIER , 55FH aws:ResourceTag/key-name, aws:RequestTag/key-name B
aws:TagKeys R4 , EBERNIRGETED , RUEREA.

NMRBHEXESEEREEN M =ERG SR  RBEZBBEMS , EA Yes, IRBHEIBERLE
REEN =@ k4r iR , RIEA Partial.

WNEE ABAC WEEHIERN , 820 (AM EAEIER) FHER ABAC?, MEBEEFESHRE ABAC
SBRNHERRE , BF20 (AM FAEEE) PERABMHEFEUES (ABAC).

B AWS TNB EFRBGEREAER

> R

fim
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
https://docs.aws.amazon.com/service-authorization/latest/reference/list_awstnb.html#awskeymanagementservice-policy-keys
https://docs.aws.amazon.com/service-authorization/latest/reference/list_awstnb.html#awskeymanagementservice-policy-keys
https://docs.aws.amazon.com/service-authorization/latest/reference/list_awstnb.html#awskeymanagementservice-actions-as-permissions
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/introduction_attribute-based-access-control.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/tutorial_attribute-based-access-control.html

AWS EfEHEIREMRER EREES

ECEARREBREEE , 2L AWS % TRER, MEHMER , SFEWLE AWS k¥ HLEREE
ABREEAWS R A 526 IAM EREEETH 1AM,

MREERART EAEZBNBBUANEMAEEA , AISRIEE AWS Management Console & F B
BFERsE. flmn , B AWS FRATMNE—& A (SSO) EREENE  XEFSEHERVERRE. B
f\}l«,{ﬁﬁﬁ%% PERAEES , ARYBRACH  CEEHRIBRREE. 0F ’G)J?ﬁ‘eﬁ@ﬂ’]nﬁﬂiﬁnﬂ , 78
28 (IAM FEAEER) PNYREAE (EEA).

SERILAER AWS CLI 5t AWS APl FBIZVRIFEAER. AR GAUERAELHKEABERRE
B AWS, AWS ERLBREARKEAEN K MIEARMENSR, NFEFMER , F2H 1AM
THERMEREBE.

TNB By AWS 5 iR %5 3= B8 #E R

XERTFETIERE (FAS) =3

ERER IAM ERERNAREFHITEER AWS , CERRATR. EFRRERBKE  S&RREHNT
REEE , EMETBRBPRE S —EEE. FAS E£ATRITIUAER AWS R , YEEER
AWS fR# @ TREHHER, AEERBKIFEEE AWS R tERE BT RESTRAVFERE |
FEHE FAS FR, BEUBERT , EXEAERHTEMBEBFMNFF AT, WFRE FAS FRERBURF
MEFR AR (EREFHITEER) .

AWS TNB RIS A&

XERKAE )

REAERBREREN IAM A6 , JREHTEE. IAM EEE ALK IAM REIL, 1S F M ERARE
A, yuﬁ'ﬁggﬁnﬂ B2E IAMEREEEPANELACUERTFIHE AWS RiE.

TNB #9 AWS R EEAE

XERBEZAE, )

BHEFAGR—BEERE. AWS BRERBAIUBRERAREVUTHENAR, RBEEGRACERETE
R, AWS IRF BEBREHAE. IAM EEESTURE , ETERERBERESBRFTT,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_forward_access_sessions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-service.html

AWS BIEMBHE 8 RS
AWS EEHEREZE R S 285 R A €85

RIBFER , FRAENAGRKIEEYRIEH AWS TNB ERIER, M tEEFEH AWS Management
Console, AWS Command Line Interface (AWS CLI) 2 AWS API R#TIE, EERFHERAEHEHE
FIEERATEENGT , IAM BESWELEL IAM BUER, A%, EEETLE IAM BERFEEA
&, FREERRTELAE,

BET RO AELEF JSON BERX MY IAM 55 RBR |, F2H (AM EAEERE) PHE
3 IAM BUR .

B AWS TNB EEZMEEMEREENFMEN K SESESRERN ARN KR | F2ERKEZE
sEhH T AWS elco #85% Builder WEI1E., BERMIFEHZES|E,

B s

- BRREER

- £/ AWSTNB =25/

- RIBABBKEH

- AFERAERBMFIECHETA

HERREEK

UESEAAERNRUAESREZEARBSTLUELENIREDEN., FIEMER AWS TNB &R, B
BERAEEELN AWS IRFELER, EREBVSGES PHBERE , FEETHEIREERSEE ;

- BITAGER AWS SERRIY B HIKERER — ZERRASERREFHENT/EESR  FEAT
BEFZERFERARMERMNAWS SEEFRE, EfELEN AWS IRE. BELSEZBEREENEE
ARG AWS BEFEBHE  H#—FPREEHER, NEEZLEN , F280 IAM FHAEREEHH
AWS ZEBUERREBREEMNAWS ZEBUR,

- ERAREFFAIRFE - 5RE IAM BRI K  FERTHTERMENER. SERLEN , &7
UERERERG T AIUHBEERRINEEF , EUBARBERTT. WEER IAM ERFFA
MEZHEER , F2H IAM EREERETH IAM PR BERAFF T,

« A IAM BER PR E4GE— S REFEE - SO LUSHREFIEEBER |, UREIESEMERNEE.
flan |, B BRBBORIGY |, IEESEMFEA SSL EIEFMERER, Bt SUERRAERIRESREE
ERY 12 ELAE (INIEIB4SE AWS BRFS) £/ AWS CloudFormation, MEEZEF , FF2H IAM £/
ZIEPH IAM JSON BETE : &,

M IAM Access Analyzer B& 3% IAM BUR |, BRFT A 24 B 7 iE EE&4E — IAM Access Analyzer B
BHBERMBBEBEE , BERELBERER IAM BUEEES (JSON) #l IAM HR{EEH. 1AM Access
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create-console.html
https://docs.aws.amazon.com/service-authorization/latest/reference/list_awstnb.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_job-functions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html

AWS EfEHEIREMRER EREES

Analyzer 12t 100 ZIEEERERVBEATHWES , THHERELXLBEEANER., WEELE
F , FBESE IAM EAEEEFH IAM Access Analyzer BURERFE o

- FEZEREORE (MFA) — NMREHRHIFE IAM EREIRERE AWS 1RF , BRI MFA
DERENN R e, EEEMUY AP EREER MFA | 8 MFA REFEEENBER, NF
ZEF , FEE AM A B EEPERE MFA (REMN API FEL

WE IAM R REBEBNHEREN  F28 IAM £REEEPH IAM Z25EEK.

£ AWS TNB ¥4

HEEFHWAWS Telco MR ZERTRE , CLRHERERENERE. ELHERLARFEAWS
WRF S HMRR AR AWS IREBVHEEARVEFTEBRKNS S EBEE , AIHREEXBERN
B (ERENAG) ME , TRAREEZNFABRERE,

ETFEREH AWS CLI 5 AWS API TR ERE RFFRIETEEER, Rz , RFAFFR
REMMERMITZ AP BIENEBERATLT,

AR5 /5 & BUER E 5l

BARKEES  LHEYEE AWS TNB FIEYMER , MRENREEAMER. BX4EHK IAM
REBEHMBEHIRE , LAKF AWS TNB AR AR ENREERIER.

IAM FRIE A& 7o 7F AWS TNB RREFWER , LABHCMERLENER. NMREBEEREHE
AWS TNB EAXABRIRR

IBER 1AM RBZUBRFEACRENFATRR. IEAEELBRKACHFMAESR  F260 (AM EH
EiEE) PRI ABURERERE AWS B,

AWS TNB R A&

BAFEMBKRE , EUUNEEESHEY AWS TNB REAE , Wi HR M AWS TNB,
A EEE AWS TNB R E AR (4141 Amazon Elastic Kubernetes Service) , 3f AWS
CloudFormation A& M EFTENERERM , SIRHME NSD FERARIhEE.

EREHH AWS TNB REAGFEA TS IAM A2MEEEER, REWRAERRESHE R
£, AWSTNB AJge &k , YBNEBFEEGER  SENRRFRENER,

THIEXHE R AWS TNB RBARFRA :

3
b= 1111}
cu

{
"Version": "2012-10-17",
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-policy-validation.html
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"Statement": [

{

"Action": [
"sts:GetCallerIdentity"

1,

"Resource": "*",

"Effect": "Allow",

"Sid": "AssumeRole"

"Action": [
"tnb:*"

1,

"Resource": "*",

"Effect": "Allow",

"Sid": "TNBPolicy"

"Action": [

iam:AddRoleToInstanceProfile",

iam:CreateInstanceProfile",

iam:DeleteInstanceProfile",

iam:GetInstanceProfile",

iam:RemoveRoleFromInstanceProfile",

iam:TagInstanceProfile",
"iam:UntagInstanceProfile"
1,

"Resource": "*",

"Effect": "Allow",

"Sid": "IAMPolicy"

"Condition": {
"StringEquals": {
"iam:AWSServiceName": [
"eks.amazonaws.com",
"eks-nodegroup.amazonaws.com"

1,
"Action": [
"iam:CreateServicelLinkedRole"

]I

"Resource": "*",
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"Effect": "Allow",

"Sid": "TNBAccessSLRPermissions"
},
{

"Action": [
"autoscaling:CreateAutoScalingGroup",
"autoscaling:CreateOrUpdateTags",
"autoscaling:DeleteAutoScalingGroup",
"autoscaling:DeleteTags",
"autoscaling:DescribeAutoScalingGroups",
"autoscaling:DescribeAutoScalingInstances",
"autoscaling:DescribeScalingActivities",
"autoscaling:DescribeTags",
"autoscaling:UpdateAutoScalingGroup",
"ec2:AuthorizeSecurityGroupEgress",
"ec2:AuthorizeSecurityGroupIngress",

ec2:CreatelLaunchTemplate",
"ec2:CreateLaunchTemplateVersion",
ec2:CreateSecurityGroup",
"ec2:DeleteLaunchTemplateVersions",
ec2:DescribelLaunchTemplates",
"ec2:DescribelLaunchTemplateVersions",
ec2:DeletelLaunchTemplate",
"ec2:DeleteSecurityGroup",
ec2:DescribeSecurityGroups",
"ec2:DescribeTags",
ec2:GetLaunchTemplateData",
"ec2:RevokeSecurityGroupEgress",
ec2:RevokeSecurityGroupIngress",
"ec2:RunInstances",
ec2:AssociateRouteTable",
"ec2:AttachInternetGateway",
ec2:CreatelnternetGateway",
"ec2:CreateNetworkInterface",
ec2:CreateRoute",
"ec2:CreateRouteTable",
ec2:CreateSubnet",
"ec2:CreateTags",

ec2:CreateVpc",
"ec2:DeletelnternetGateway",
ec2:DeleteNetworkInterface",
"ec2:DeleteRoute",
"ec2:DeleteRouteTable",
"ec2:DeleteSubnet"”,
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ec2:DeleteTags",

"ec2:DeleteVpc",
ec2:DetachNetworkInterface",
"ec2:DescribeInstances",
ec2:DescribelnternetGateways",
"ec2:DescribeKeyPairs",
ec2:DescribeNetworkInterfaces",
"ec2:DescribeRouteTables",
ec2:DescribeSecurityGroupRules",
"ec2:DescribeSubnets",
ec2:DescribeVpcs",
"ec2:DetachInternetGateway",
ec2:DisassociateRouteTable",
"ec2:ModifySecurityGroupRules",
ec2:ModifySubnetAttribute",
"ec2:ModifyVpcAttribute",
"ec2:AllocateAddress",
"ec2:AssignIpvbAddresses",
ec2:AssociateAddress",
"ec2:AssociateNatGatewayAddress",
ec2:AssociateVpcCidrBlock",
"ec2:CreateEgressOnlyInternetGateway",
ec2:CreateNatGateway",
"ec2:DeleteEgressOnlyInternetGateway",
ec2:DeleteNatGateway",
"ec2:DescribeAddresses",
ec2:DescribeEgressOnlyInternetGateways",
"ec2:DescribeNatGateways",
ec2:DisassociateAddress",
"ec2:DisassociateNatGatewayAddress",
ec2:DisassociateVpcCidrBlock",
"ec2:ReleaseAddress",
ec2:UnassignIpv6Addresses”,
"ec2:DescribelImages",
"eks:CreateCluster",
"eks:ListClusters",
"eks:RegisterCluster",
"eks:TagResource",
"eks:DescribeAddonVersions",
"events:DescribeRule",
"iam:GetRole",
"iam:ListAttachedRolePolicies",
"iam:PassRole"

1,
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"Resource": "*",

"Effect":

"Allow",

"Sid": "TNBAccessComputePerms"

"Action":

L

"codebuild:BatchDeleteBuilds",
"codebuild:BatchGetBuilds",
"codebuild:CreateProject",
"codebuild:DeleteProject",
"codebuild:ListBuildsForProject",
"codebuild:StartBuild",
"codebuild:StopBuild",
"events:DeleteRule",
"events:PutRule",
"events:PutTargets",
"events:RemoveTargets",
"s3:CreateBucket",
"s3:GetBucketAcl",
"s3:GetObject",

"eks:

"eks:

"eks:

eks:
"eks:
eks:
"eks:
eks:

eks:
"eks:
eks:

eks:

eks:

DescribeNodegroup",
DeleteNodegroup",
AssociateIdentityProviderConfig",
CreateNodegroup",
DeleteCluster",
DeregisterCluster",
UntagResource",
DescribeCluster",
ListNodegroups",
CreateAddon",
DeleteAddon",
DescribeAddon",
DescribeAddonVersions",

"s3:PutObject",
"cloudformation:CreateStack",
"cloudformation:DeleteStack",
"cloudformation:DescribeStackResources",
"cloudformation:DescribeStacks",
"cloudformation:UpdateTerminationProtection"

1,

"Resource": [

"arn:
"arn:
"arn:

aws:events:*:*:rule/tnb*",
aws:codebuild:*:*:project/tnb*",
aws:logs:*:*:log-group:/aws/tnb*",

o5
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arn:aws:s3:::tnb*",
"arn:aws:eks:*:*:addon/tnb*/*/*",
"arn:aws:eks:*:*:cluster/tnb*",
"arn:aws:eks:*:*:nodegroup/tnb*/tnb*/*",

arn:aws:cloudformation:*:*:stack/tnb*"

1,

"Effect": "Allow",

"Sid": "TNBAccessInfraResourcePerms"

},
{

"Sid": "CFNTemplatePerms",

"Effect": "Allow",

"Action": [

"cloudformation:GetTemplateSummary"

1,

"Resource": "*"

},
{

"Sid": "ImageAMISSMPerms",

"Effect": "Allow",

"Action": [

"ssm:GetParameters"

1,

"Resource": [
"arn:aws:ssm:*::parameter/aws/service/eks/optimized-ami/*",
"arn:aws:ssm:*::parameter/aws/service/bottlerocket/*"

]

I
{

"Action": [
"tag:GetResources"

1,

"Resource": "*",

"Effect": "Allow",

"Sid": "TaggingPolicy"

I
{

"Action": [
"outposts:GetOutpost"

1,

"Resource": "*",

"Effect": "Allow",

"Sid": "OutpostPolicy"

}
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]
}
THREREE R AWS TNB BREEEEL -
{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": "ec2.amazonaws.com"
},
"Action": "sts:AssumeRole"
},
{
"Effect": "Allow",
"Principal": {
"Service": "events.amazonaws.com"
o
"Action": "sts:AssumeRole"
o
{
"Effect": "Allow",
"Principal": {
"Service": "codebuild.amazonaws.com"
},
"Action": "sts:AssumeRole"
},
{
"Effect": "Allow",
"Principal": {
"Service": "eks.amazonaws.com"
o
"Action": "sts:AssumeRole"
o
{
"Effect": "Allow",
"Principal": {
"Service": "tnb.amazonaws.com"
},
"Action": "sts:AssumeRole"
}
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]
}

AWS Amazon EKS #5£# TNB R A &

£ NSD H1# 3 Amazon EKS BEiREF , BEERHcluster_roleBMRIEESFEHHELA KR
Amazon EKS &%,

THIEHIFE RS Amazon EKS #EBRE Y AWS TNB FRIE A A& AWS CloudFormation 7%,

AWSTemplateFormatVersion: "2010-09-09"
Resources:
TNBEKSClusterRole:
Type: "AWS::IAM::Role"
Properties:

RoleName: "TNBEKSClusterRole"
AssumeRolePolicyDocument:
Version: "2012-10-17"

Statement:
- Effect: Allow
Principal:
Service:
- eks.amazonaws.com
Action:
- "sts:AssumeRole"
Path: /
ManagedPolicyArns:
- !Sub "arn:${AWS::Partition}:iam::aws:policy/AmazonEKSClusterPolicy"

mEFEFEA AWS CloudFormation E824589 IAM A EKNFEHENR , F2BEHAAWS CloudFormation
ERETPHUTEE :

« AWS::IAM::Role
o EEUHEBREFE AR

AWS Amazon EKS EiZiE 4K TNB fRIEA &

£ NSD #7223 Amazon EKS i3 B A ERE , BEERHnode_roleBH LIS EAE A H{EA @K
37 Amazon EKS B BEE¥4E

T5|EEHFERA Amazon EKS EiEE &R B2 7 AWS TNB RIE A K& AWS CloudFormation 7,
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AWSTemplateFormatVersion: "2010-09-09"
Resources:
TNBEKSNodeRole:
Type: "AWS::IAM::Role"
Properties:
RoleName: "TNBEKSNodeRole"
AssumeRolePolicyDocument:
Version: "2012-10-17"
Statement:
- Effect: Allow
Principal:
Service:
- ec2.amazonaws.com
Action:
- "sts:AssumeRole"
Path: /
ManagedPolicyArns:
- 1Sub "arn:${AWS::Partition}:iam: :aws:policy/AmazonEKSWorkerNodePolicy"
- !Sub "arn:${AWS::Partition}:iam::aws:policy/AmazonEKS_CNI_Policy"
- 1Sub "arn:${AWS::Partition}:iam::aws:policy/
AmazonEC2ContainerRegistryReadOnly"
- 1Sub "arn:${AWS::Partition}:iam::aws:policy/service-role/
AmazonEBSCSIDriverPolicy"
Policies:
- PolicyName: EKSNodeRoleInlinePolicy
PolicyDocument:
Version: "2012-10-17"
Statement:
- Effect: Allow
Action:
- "logs:DescribelogStreams"
- "logs:PutLogEvents"
- "logs:CreatelLogGroup"
- "logs:CreateLogStream"
Resource: "arn:aws:logs:*:*:log-group:/aws/tnb/tnb*"
- PolicyName: EKSNodeRoleIpv6CNIPolicy
PolicyDocument:
Version: "2012-10-17"
Statement:
- Effect: Allow
Action:
- "ec2:AssignIpv6Addresses"
Resource: "arn:aws:ec2:*:*:network-interface/*"

o5
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MEERAFEA AWS CloudFormation EIZAH IAM A EIFEEENR

BEEPHUATEE

« AWS::IAM::Role

JEFNEE TIPS

AWS ZEHTH TNB RS

ALa
RN

FE2 B FEHAWS CloudFormation

£ NSD #Z  Amazon EKS &R , ¥ FE A Multus (EASPBE AN —PoETEER | KEAR
Hmultus_roleBHIAIEEMANERE Mults WA,

THIEHIFE R A Multus FREIZE S AWS TNB RIS & & /& AWS CloudFormation 2%,

AWSTemplateFormatVersion: "2010-09-09"
Resources:
TNBMultusRole:
Type: "AWS::IAM::Role"
Properties:
RoleName: "TNBMultusRole"
AssumeRolePolicyDocument:
Version: "2012-10-17"
Statement:
- Effect: Allow
Principal:
Service:
- events.amazonaws.com
Action:
- "sts:AssumeRole"
- Effect: Allow
Principal:
Service:
- codebuild.amazonaws.com
Action:
- "sts:AssumeRole"
Path: /
Policies:
- PolicyName: MultusRoleInlinePolicy
PolicyDocument:
Version: "2012-10-17"
Statement:
- Effect: Allow
Action:

=1
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https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-iam-role.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/cfn-using-console-create-stack-template.html
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- "codebuild:StartBuild"
- "logs:DescribelogStreams"
- "logs:PutLogEvents"
- "logs:CreatelLogGroup"
- "logs:CreateLogStream"
Resource:
- "arn:aws:codebuild:*:*:project/tnb*"
- "arn:aws:logs:*:*:log-group:/aws/tnb/*"
- Effect: Allow
Action:
- "ec2:CreateNetworkInterface"
- "ec2:ModifyNetworkInterfaceAttribute"
- "ec2:AttachNetworkInterface"
- "ec2:DeleteNetworkInterface"
- "ec2:CreateTags"
- "ec2:DetachNetworkInterface"
Resource: "*"

MEEEEEM AWS CloudFormation 845K IAM B EHNFFMENR , 52 B FEHAAWS CloudFormation
ZIEETHUTEE

« AWS::IAM::Role
o BEUEEEK

AWS £ iBHAA B R EIH TNB fRIEAE
EIRH NSD SUBR A EHEREGRARAYE  SEE—ARBAERELHTEMEHIENIR

5,

® Note
T EmBRAMRARAEN EnBR AR EABTHEERER,

T3 &EF@ERAEEM B AEERZEY AWS TNB R A ERE AWS CloudFormation <,

AWSTemplateFormatVersion: "2010-09-09"
Resources:
TNBHookRole:
Type: "AWS::IAM::Role"
Properties:
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RoleName: "TNBHookRole"
AssumeRolePolicyDocument:
Version: "2012-10-17"
Statement:
- Effect: Allow
Principal:
Service:
- codebuild.amazonaws.com
Action:
- "sts:AssumeRole"
Path: /
ManagedPolicyArns:
- ISub "arn:${AWS::Partition}:iam

WMEFRIE A AWS CloudFormation S5y IAM B &M FMET |

EEEPHUTRE

« AWS::IAM::Role

S

7

::aws:policy/AdministratorAccess"

52:B#E FHAWS CloudFormation

LEPIE REMAREIBER , 5T IAM ERERBMNIEMAERES S NARKRZEBRER, EREA
BDEEEEE LHURKERFTHNER AWS CLI 5 AWS API TR LB ER R,

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "ViewOwnUserInfo",
"Effect": "Allow",
"Action": [
"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"
1,
"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]
},
{
"Sid": "NavigateInConsole",
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https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-iam-role.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/cfn-using-console-create-stack-template.html
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"Effect": "Allow",
"Action": [

iam:GetGroupPolicy",

iam:GetPolicyVersion",

iam:GetPolicy",

iam:ListAttachedGroupPolicies",

iam:ListGroupPolicies",

iam:ListPolicyVersions",

jam:ListPolicies",

jiam:ListUsers"

]I

"Resource": "*"

AWS EEHRERERS S 2 HEEFERHEERE
FERTHEATIHEEDEFIESEMEHA AWS TNB 1 1AM BFATAEIB I E R A&,

Eaf:l

. RZEE AWS TNB FH{TIREN IS

« RRXEFEHIT iam : PassRole

« REAFRUAWAFER AWS IRFE B9 AWS TNB &R

IR B AWS TNB I TIRIEN R H#
MREWEER |, FAEKRERENITEF , ENBRLEEHN , AFFERITEIEF,

TH#EHIFEREEmateojackson IAM EREERAERAETE AR —EERS my-example-widget
BEROFEMENR , BAEERE tnb:GetWidget FFAIRE4E,

User: arn:aws:iam::123456789012:user/mateojackson is not authorized to perform:
tnb:GetWidget on resource: my-example-widget

FEHBERT , HBEH Mateo BUK , AFFMER tnb: GetWidget BIfEFE my-example-widget
&R

MREFEmE , BB AWS RHEES, ENEESRUENKZBRRE.
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REEEEHIT iam : PassRole

MREWBREREHTiam: PassRoleBIFMIERAR | AIMAEHRENERA , U EKAEE
&4 AWS TNB,

BE AWS B# A EEREACEEGERE K MAREVFNEBXACIRBEELE, NFH
TR , ELARERACBEEZ BB,

ERZAMN IAM FEHAEZEmarymajorEXMEAEEAE AWS TNB FEITENVMER , IERAETHIEHIEE
R BR , HEBERBBEFREACKR TN, Mary RERACEEEXRBENTA,

User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
iam:PassRole

EEEERT , Mary R AEERH , RAFFMHIT iam: PassRole Bk,
MREFERGE , BHEEN AWS RREES, FNEESRHENEZRE.
BRAFBUNANAGE R AWS 1RE 9 AWS TNB B

BRLEY—EAE  BEMIRFHNEREIEEBABHNASTFIRENER, EUIEEE R
EEENHENEXAR, HHXEERERNBIRNFEUEHIEE (ACL) BVARES , BT LUERA ALK
KRBT AETFRENE RN,

MEE-STH , F2RUATAS

- HEBMR AWS TNB EEXEELIIRE , F2RAWS EEHEEEEFNME IAM BEEER,

- BETHIATRMEMEEER AWS tRF WEEE | 528 (AM FHAEER) P %S —EE%E
B AWS IRFE B9 IAM £ & IR = EUERR .

- EETHRINIEEREFIEREHEE=F AWSIRE , F2H0 IAM FHAEERPHNIREMHEE=F AWS
WRE AN EEE,

« ZETHRIVITEBHS S0 IREFEE , B2 IAM FAEEETNEFIERMGENDETS
PRENERAE BISED).

 EPETHEAACNEREBFETEIRFENCENZR |, F28 IAM EAZERREHHN IAM B
HERABENER,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_compare-resource-policies.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_compare-resource-policies.html
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BERE AWS R REBREERBERSRNEER , F2EAWS RIS EESAETEHFRFH,
WREFELRBBNSRLSR, WFE-WEHA , FSHEAWS REETEAWS,

BRI LAEA TESE = H S AWS Artifact, WIEFMEN , F2R TEHPHHEHH AWS
Artifact,

BEFRAKNSRETEIOR AWS B REMNERMYE, NANEHREEUARERNEENER.
AWS R T 5 EIR A5 BEREER

- ZEeMHESHAMREAPIERE — ELHEEHNRRABEE  YREMBUZEMNSHRE AWS
AREMNEERBNISR,

« 7£ Amazon Web Services E 284 HIPAA 242 M EEGEME — AARERPLTANAERAEIFTE
HIPAA E1&HFE AWS AER,

(® Note
WA A AWS BRHE EAFS HIPAA Big, MFBFMET , 526 HIPAA ERBHES R,

« AWS SREFAWS — W THEBMEEMES AEEARNENEXNAE L.

- AWS EFEHERE — BRERANAERBARNEEEN. ENEERAB TESERE (B8FX
BB RZER MBS (NIST), XN FEXLZEBFREZEE (PCl) MBEKRFEELAR (1SO) #+ , &
AWS fR#% ZiESI U HEE RS RHNREER.

« EFAAWS Config Fi 2% A E155 VR BIFHE &R — It AWS Config IR 5L BN ERBERFS
AEHBEK, EXEATNEIRNEE,
« AWS Security Hub— i& AWS RS 124 7 REf = £ MREEN 2 H1E B AWS, Security Hub A% 2

=E nzHE"‘EI’J AWS ERIMELN EIHEBEETERLEREZENREER, NEXXENR
MR EEE | 5526 Security Hub controls references

« Amazon GuardDuty — EIBEE#RIRIEHH AWS IRE A RMBEESE |, itk AWS R SRS T
EEE, ARNERWEBERE., GuardDuty BB ERESEESHRMEER , im0 PCIDSS , WmE
BEERMEEEBAMREN ARBENER,

« AWS Audit Manager— & AWS R#& B BN EFERZEN AWS FRER , UE{LEEE RN
B, UREFERFMERZENS R,
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https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/programs/
https://docs.aws.amazon.com/artifact/latest/ug/downloading-documents.html
https://aws.amazon.com/quickstart/?awsf.filter-tech-category=tech-category%23security-identity-compliance
https://docs.aws.amazon.com/whitepapers/latest/architecting-hipaa-security-and-compliance-on-aws/welcome.html
https://aws.amazon.com/compliance/hipaa-eligible-services-reference/
https://aws.amazon.com/compliance/resources/
https://d1.awsstatic.com/whitepapers/compliance/AWS_Customer_Compliance_Guides.pdf
https://docs.aws.amazon.com/config/latest/developerguide/evaluate-config.html
https://docs.aws.amazon.com/securityhub/latest/userguide/what-is-securityhub.html
https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-controls-reference.html
https://docs.aws.amazon.com/guardduty/latest/ug/what-is-guardduty.html
https://docs.aws.amazon.com/audit-manager/latest/userguide/what-is.html
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AWS £HREBEHLZEE AWS Bl MTABSRIN. AWS Bl 245 EEES BARHN T
B, EXEAFAMEE SH%ENSEHRENERER. BOTMED , £TUHRHERENE
ARXNENE , ETAEA MADRSBEATFER LN, TRESNTRE, THEITEE
B0, UBE—NSEERR PO EEERBEES.

mE AWS B AT AEMNFERT , BBBWAWS S HEREM,

AWS TNB EEZEEN AWS EFFHNERIAEE (VPC) K EKS #5£ L #THBERK,

AWS TNB AR ERRIBLZ £

EREERE , AWS EGHEBRERZIEKBIEE AWS £HRE. BB AWS R RF LR 1M
AWS REERGHBNFMAER  F2RAVS Ehis FECAEREBRZ N REBCEARERE
B AWS IRIR |, F2HLTEMERBR AWS FHEBHTHNERERRE

BRI LAE A AWS EZMEY AP ILZEIB R FE AWS TNB, EAERSEIETIER

- Transport Layer Security (TLS), EMFE TLS 1.2 WEZEFEH TLS 1.3,

- BfeEXEIAFAFR(PFS)WETEEM , Hla0 DHE (Ephemeral Diffie-Hellman)s} ECDHE (Elliptic
Curve Ephemeral Diffie-Hellman), JRARE (M0 Java 7 IEFIRA) KL EZEELER,

ok, BRMSACAFRE® ID FE IAM ZRMEEBNAE TSR REE, IF , ZALUER
AWS Security Token Service (AWS STS) RE4A TR LBEREBHER,

UTR-EHFEEENHF

- AWS EEREXE AWS TNB Tl , a¥E
- EHEHTEE (LBAETEIN)
- WEBERIE
- AP ZEHBERIER
- AWS TNB FEREX BT E (API)
- AWS BB R EH (SDK)
- REETRELY AWS ERAMNTEASETHNEE , 1F BFRR) :
- IAM ERE, B, AENBER
- AREHR AWS TNB BRI S3 fi1zirEe
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https://aws.amazon.com/about-aws/global-infrastructure/
https://aws.amazon.com/security/
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/infrastructure-protection.html
https://docs.aws.amazon.com/STS/latest/APIReference/Welcome.html
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- BRARXEEIR AWS TNB 2 2 M RFBHE AWS IR &R
- BHEAENE
- J85ZEiB AWS TNB 221918 AR IS R H A P i i ] Y I 4R

/A Important
BN EEEEESHERE | LA ERSERB AWS TNB 2K RS

MERT e R

83EIB AWS TNB 2 iV iEER IRTS , EEMREFME AWS BN ERILAER (VPC) ANEEHT
B8 L#1T. VPC B AWS ElRFHERMR IR ITFESIESEREHAREE, VPC HE
EITERCENEFASREL AWS BikA , METSEERREREH, — LANKRKEEZE
EEifE , WEARMZEN, EiB AWS TNB REMRREFHTHAE R F MENERREXAEEN
VPC, i AWS TNB AT E&EFMEN@ERREEERE—E VPC RERERRERHTEEE.

BRI MR AR TS A P im BB TE AWS TNB AR EVREER IR IS < B BA S EEMERMEE. AWSTNB ~&E
HEELER, RELNFFERRENEE,

#&3%E1® AWS Management Console, AWS Command Line Interface (AWS CLI) 1 AWS SDK Ed
AWS TNB HEIRE&EIBINE,

R TE R AR
AWS TNB BRI ST B R & BRI 2 (IMDSv2) (THREER S %) HBTER, QS

IMDSV1 Ea &£, MEFMEN , 52188 Amazon EC2 #1TEE SRR |, sH4E BN
XA, REKEMN SSRF 55 REKE,

BBV ITEEERE | WM EFEA IMDSV2, WEHAR IMDSv2 WEHMAE |, 5328 Amazon EC2 EA#E
ERHHER IMDSV2,
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https://aws.amazon.com/blogs/security/defense-in-depth-open-firewalls-reverse-proxies-ssrf-vulnerabilities-ec2-instance-metadata-service/
https://aws.amazon.com/blogs/security/defense-in-depth-open-firewalls-reverse-proxies-ssrf-vulnerabilities-ec2-instance-metadata-service/
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/configuring-instance-metadata-service.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/configuring-instance-metadata-service.html
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EEFEAWSTNB

BRI SEd  TAMENEEENEZERIT2AWSTNB MEHEMAWSHERT R, AWSIRH
AWS CloudTrailE8 EAWSTNB, R rFHIREEEE . I 128 = G EN B BhiR1E.

{# FA CloudTrail i & A B3 W AL 49 SE4H 1S SAWSAPI, & 7] LUGIE Lo e 1l 05 B 56 F i E Amazon S3
o, RAT LA AIE ECloud Trail iR #& SAREE T MERF UM E S |, FFIUSRE MR IP st |, HBITER
LA Ao B 3E 1T P U

ZCloudTrailit #4182 /A APl EEREEEFAWSTNB, Efitt@EH Amazon EC2 M B
EBS ZRA&MN AP| EENBREE A,

E AR AWSE E S E K ES API FAFHAWS CloudTrail

AWSTelco B84 X85 O EESAWS CloudTrail , BEERE TRHEBHAS,. ARFAWS TNB FAWS
RIS FrEREN 2 B ¥ERYAC 8% . CloudTrail #EERAWS TNB B9 API FEIYEES 4, BRI FEILSER
AWS TNB =2 AETHFELY | UREAWS TNB API BENER BN, MREETEH , BTG
CloudTrail E#EFERFE Amazon S3 EFEFEE , 2FEAWS TNB =4, BIERREEHRE , KA
AJLAZE CloudTrail EE AP RIAFHNEL, BULIERKRENEAR CloudTrail ¥ Ei¥AWS TNB 12
HEEER, RHEFBRW IP bk, REFBROWE R, REBROEE , UREMEFHEA,

HEE—% T # CloudTrail , F2REAWS CloudTrail A& #E .

AWSH ) TNB & CloudTrail

CloudTrail B2 RFAWS tRER , RIREIEEFRBA, I, AWSTNB FE4EEE , RRE
ST EEHEE CloudTrail B4 |, WS HMAWSHRBEHILHEINEH P, BAlRiR, EENTH
AWS IRF BRI EMH, NMEFMER , B2EFEH CloudTrail E4E S G0 &R =4,

EERETBENEHAWS 1RE |, 8 EAWS TNB WEH |, BEVER, #HF3KEE CloudTrail #% B 54
RRFE Amazon S3 B k78RR , EREXEADEVENRE  ZEMESEREMEN AWS EH,
ZEMERHERE AWS DEIEFFIEEGNEHN |, WiEAFERIFEIEIEEMN Amazon S3 fEEET
8. A, BB ERMAWSERE , LE—F 5 FEE CloudTrail HESFFTNENSHER, W
LTHEER  FBETIRE -

o BIBHMELE
 CloudTrail X ENREHEES
« EXERY Amazon SNS E#I CloudTrail
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-user-guide.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/view-cloudtrail-events.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-create-and-update-a-trail.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-aws-service-specific-topics.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/configure-sns-notifications-for-cloudtrail.html
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« W CloudTrail Z{EEEH CloudTrail B &R

FREAWS TNB EjfE&BHECEk , CloudTrail WaESkFEAWSEEHEE LR APl 2EH,
flgan , ilCreateSolNetworkInstancefCreateSolNetworkPackageEfE
@(CreateSolFunctionPackagefE CloudTrail ;RS EFELIER,

B-SEMRAREEHSITSELFIRENEA. BoEATHEEHE T5IEE !

§'4

%*%E‘Jﬁﬁ*ﬂﬁi AWS Identity and Access Management (IAM) £ & BHERIEH,
¥, RAERATREARYEBEE s EAENETRZERE.,
- ZERR \EEI%—IE AWS BRI,

hi
EE
s
sl
‘:?/-!7

MEFHMEA , 5528 CloudTrail userldentity T3,

THEAWS TNB HFEEERIER

BHE-—BERE , EBRBHUARERNEARINELEEN Amazon S3 7. CloudTrail B
BREE—(ENZEAFER. —EEHAEARREHNE-FR, jt@%%%*iﬂﬁ FARAY B EIA
. BERBEEFEHRA, CloudTrail BFSERIIFMAE API IR ERIEH! | Rt A UE[ERE
JEFF B

LT EHIE RN RE RCreateSolFunctionPackage B CloudTrail BEEHEE .

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AIDACKCEVSQ6C2EXAMPLE:example",
"arn": "arn:aws:sts::111222333444:assumed-role/example/user”,
"accountId": "111222333444",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::111222333444:10le/example",
"accountId": "111222333444",
"userName": "example"
.
"webIdFederationData": {3},
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/receive-cloudtrail-log-files-from-multiple-regions.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-receive-logs-from-multiple-accounts.html
https://docs.aws.amazon.com/tnb/latest/APIReference/
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-event-reference-user-identity.html
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"attributes": {
"creationDate": "2023-02-02T@1:42:3972",
"mfaAuthenticated": "false"

}

}
.
"eventTime": "2023-02-02T01:43:1772",
"eventSource": "tnb.amazonaws.com",
"eventName": "CreateSolFunctionPackage",
"awsRegion": "us-east-1",
"sourceIPAddress": "XXX.XXX.XXX.XXX",
"userAgent": "userAgent",

"requestParameters": null,
"responseElements": {
"vnfPkgArn": "arn:aws:tnb:us-east-1:111222333444:function-package/
fp-12345678abcEXAMPLE",
"id": "fp-12345678abcEXAMPLE",
"operationalState": "DISABLED",
"usageState": "NOT_IN_USE",
"onboardingState": "CREATED"
1,
"requestID": "alb2c3d4-5678-90ab-cdef-EXAMPLE11111",
"eventID": "alb2c3d4-5678-90ab-cdef-EXAMPLE22222",
"readOnly": false,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "111222333444",
"eventCategory": "Management"
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https://docs.aws.amazon.com/general/latest/gr/aws_service_limits.html
https://console.aws.amazon.com/servicequotas/home/services/tnb/quotas/L-81A3E723
https://console.aws.amazon.com/servicequotas/home/services/tnb/quotas/L-08069DBD
https://console.aws.amazon.com/servicequotas/home/services/tnb/quotas/L-3328748B
https://console.aws.amazon.com/servicequotas/home/services/tnb/quotas/L-C92FB107
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https://docs.aws.amazon.com/tnb/latest/ug/deployment-tasks.html
https://docs.aws.amazon.com/tnb/latest/ug/deployment-tasks.html
https://docs.aws.amazon.com/tnb/latest/ug/node-eks.html#node-eks-properties
https://docs.aws.amazon.com/tnb/latest/ug/node-eni.html
https://docs.aws.amazon.com/tnb/latest/ug/node-eni.html
https://docs.aws.amazon.com/tnb/latest/ug/node-eks-managed-node.html
https://docs.aws.amazon.com/tnb/latest/ug/node-eks-managed-node.html
https://docs.aws.amazon.com/tnb/latest/ug/node-eks-self-managed.html
https://docs.aws.amazon.com/tnb/latest/ug/node-eks-self-managed.html
https://docs.aws.amazon.com/tnb/latest/ug/node-eks-managed-node.html
https://docs.aws.amazon.com/tnb/latest/ug/node-eks-self-managed.html
https://docs.aws.amazon.com/tnb/latest/ug/node-eks-managed-node.html
https://docs.aws.amazon.com/tnb/latest/ug/node-eks-self-managed.html
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https://docs.aws.amazon.com/tnb/latest/ug/node-eks-managed-node.html
https://docs.aws.amazon.com/tnb/latest/ug/node-eks-self-managed.html
https://docs.aws.amazon.com/tnb/latest/ug/node-eks-self-managed.html
https://docs.aws.amazon.com/tnb/latest/ug/node-eks-managed-node.html
https://docs.aws.amazon.com/tnb/latest/ug/node-eks-self-managed.html
https://docs.aws.amazon.com/tnb/latest/ug/node-eks-managed-node.html
https://docs.aws.amazon.com/tnb/latest/ug/node-eks-self-managed.html
https://docs.aws.amazon.com/tnb/latest/ug/node-eks-self-managed.html
https://docs.aws.amazon.com/tnb/latest/ug/node-eni.html
https://docs.aws.amazon.com/tnb/latest/ug/node-eni.html
https://docs.aws.amazon.com/tnb/latest/ug/node-compute-user-data.html
https://docs.aws.amazon.com/tnb/latest/ug/node-compute-user-data.html
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