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https://awscli.amazonaws.com/v2/documentation/api/latest/reference/ec2/delete-verified-access-trust-provider.html
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REGEEREZENEEE

EREENRREERMESEE TAWSEREZEFIE, NER, TARUKER "AFEH, R TF
FLETX. . EREFESEAERKRENEBET. SEENNEITECAEEFHM4. HEKE
B, REERRARRE, KERZEMNRES, EENEFERBEERHAEMNAMTE , RitEE
ZREERHENS  UINEZREERNEEEREE.

R, FEBEA CREFIL REME CRINSEREEREEEANEERN, SERRAK
REGEREARXNRANEREA. NBARERGRT IS EEATHER  BERAEEEY

o

FEIRELIEETERNES  LUERRRERA, LREHNESEHRBAR K TEABHSE,

B &%

- EREFNERAR

« AWS IAM Identity Center
- BE=LEEREH

- AFERBBNESRE

ERETIERAR

AWSERERENFBERHERM , RPEMHMEEANE Cedar FHETHERTEBMAE HTTP
ERN—ExE, LR ERTNTFIEEE Cedar ARH IS BRI HTTP EXRNHEBE
Blcontext.http_request key, MREREFE A B LURERIBERETIMEA R, 7% JSON
EBREAE TGP I SWLEER,

{
"title": "HTTP Request data included by Verified Access",
"type": "object",
"properties": {
"user_agent": {
"type": "string",
"description": "The value of the User-Agent request header"
},
"x_forwarded_for": {
"type": "string",
"description": "The value of the X-Forwarded-For request header"

}I
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"http_method": {

"type": "string",

"description": "The HTTP Method provided (e.g. GET or POST)"
1,
"hostname": {

"type": "string",

"description": "The value of the Host request header"
I
"port": {

"type": "integer",

"description": "The value of the verified access endpoint port"
I

"client_ip": {
"type": "string",
"description": "User ip connecting to the verified access endpoint"

LT RRIE HTTP EREREITRIE R R A5,

forbid(principal, action, resource) when {
context.http_request.http_method == "POST"
&& !(context.identity.roles.contains("Administrator"))

};

AWS IAM Identity Center

SRR | NREEZAWS IAM Identity Center BEEREE , TAWSEREEE, SEEER
A Cedar ARH , BEGERMEHEELLIEEAS "RASREE. NER T, MREEE | SN0
RERBETERETITENERL,

® Note

EERHENARERRELERIUCERHERARENRASREE, flw , MREHKER
AISREBRES "idp1231 , IRARREIEER " LT .idp123, » BVRAIR , FRE
CERNRERIARRLIR,

T %I JSON B R E R LB EWLER,
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ERAEER

"title": "AWS IAM Identity Center context specification",
"type": "object",
"properties": {
"user": {
"type": "object",
"properties": {
"user_id": {
"type": "string",
"description": "a unique user id generated by AWS IdC"
I
"user_name": {
"type": "string",
"description": "username provided in the directory"
I
"email": {
"type": "object",
"properties": {
"address": {
"type": "email",
"description": "email address associated with the user"
1,
"verified": {
"type": "boolean",
"description": "whether the email address has been verified by AWS IdC"

}
1,
"groups": {
"type": "object",
"description": "A list of groups the user is a member of",
"patternProperties": {
"A[a-fA-F0-9]1{8}-[a-fA-F0-9]{4}-[a-fA-F0O-9]{4}-[a-fA-FO-9]{4}-[a-fA-F0-9]
{1233": {
"type": "object",
"description": "The Group ID of the group",
"properties": {
"group_name": {
"type": "string",
"description": "The customer-provided name of the group"

AWS IAM Identity Center
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LT 2RI AWS IAM & 7 R0 R B EEE BT B BUR 6

permit(principal, action, resource) when {
context.idc.user.email.verified == true
// User is in the "sales" group with specific ID
&& context.idc.groups has "c242c5b0-6081-1845-6fa8-6e@d9513¢c107"

I

® Note
HRABEEBANEE  IAM 52RO ENRERHERE ID NEE. EEIREREEER
A8 2 R I AP T R BRI BRR =X

B=FEERHE

FERAF=HEERMHERME TAWSERZBFIL WEETER.

@ Note
FERKENNBRERRALERIGERAERARENRUZREE, flm, MREHKE
AISREMWERESR "idp123, , AIRARSIRER "L TX .idp123, « BURAE , FFREE
RERANRIERIARTRS#,

B &%
- BIERER
o Jamf

* CrowdStrike
+ JumpCloud

B=HEEREH 36
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BERER

MREEBHERKEFERNRMATNRAF , AFE TAWSEBRRFI. AEREMIEREMSHE
BANBBERIEMRIIE, BRESHE ST BERNAIBERS.

BMEZE=ELEESFRMEE : Jamf (Z&E macOS £ E) CrowdStrike (ZEBIRE 11 FRE 10 &
iE) , LK JumpCloud (ZEREH MacOS),

s MREBEBKRHPER Jamf EEER , BWFEREXER Chrome B E D Firefox K0T
LT S R EAWSHE FEURI B TR Ih e,

« MREEFRBPEMCrowdStrikeFEEHR , AIENEAEELRERRAWSEREFFNREFEE
H(EETEHER), SR THTRRERAERE LHTH CrowdStrike RERANFEEEHR.
RE , BRI MR EAELER Chrome B EAEE Firefox T B EREE FRE
AWSER 7 BRI B B8R HE 20 BB

- WMREFEAR JumpCloud , BHNERBESLBTEHERE L% Chrome 5D Firefox Nt
HHEEHY JumpCloud BIEBSE I INAE

Jamf

Jamf RE=FEERHEE, FEFRUE , MREE Jamf EB/EERME, 'CREFEL 8%
Cedar ARHPEEEAEN  ELECERMEARLEEAS 'RABREHE, NERT. WREE
2, B UREREEEERETIMNERA, T35 JSON FEERABRTIEPISHWEER,

BEAMEA Jamf BAWSERZEFIHENFMES , F2HE Jamf Bis LES AWS B FEEE Jamf

EESD

{
"title": "Jamf device data specification",
"type": "object",
"properties": {
"iss": {
"type": "string",
"description": "\"Issuer\" - the Jamf customer ID"
.
"iat": {
"type": "integer",
"description": "\"Issued at Time\" - a unixtime (seconds since epoch) value
of when the device information data was generated"
},

BERER 37
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"exp": {
"type": "integer",
"description": "\"Expiration\" - a unixtime (seconds since epoch) value for
when this device information is no longer valid"
},
"sub": {
"type": "string",
"description": "\"Subject\" - either the hardware UID or a value generated
based on device location"
I
"groups": {
"type": "array",
"description": "Group IDs from UEM connector sync",
"items": {
"type": "string"
}
},
"risk": {
"type": "string",
"enum": [
"HIGH",
"MEDIUM",
"Low",
"SECURE",
"NOT_APPLICABLE"
1,
"description": "a Jamf-reported level of risk associated with the device."
I
"osv": {
"type": "string",
"description": "The version of the 0S that is currently running, in Apple
version number format (https://support.apple.com/en-us/HT201260)"
}

LT BRI Jamf UM S EERET AR RIS B,

permit(principal, action, resource) when {
context.jamf.risk == "LOW"

};

Cedar 27 —EEHAM . contains () IhEERERY Jamf B R BT D FME,

Jamf
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permit(principal, action, resource) when {
["LOW", "SECURE"].contains(context.jamf.risk)
i

CrowdStrike

CrowdStrike RE=HEERME., FEHFRAK , WREER CrowdStrike HEFRMEE , "SRRI
FEL SR EEERMA Cedar ARH , BESERHUEACLEESA "RAZREHE, BT,
MREEE | B URBRBEEERETMENER, T3 JSON EEEIERFAT T ESWLESE
o

W CrowdStrike BEEAEAAWSE BB FIENFHER , F2H%E GitHub #¥5 LA CrowdStrike
FMAWSE SR EFIRERBLAEARER,

{
"title": "CrowdStrike device data specification",
"type": "object",
"properties": {
"assessment": {
"type": "object",
"description": "Data about CrowdStrike's assessment of the device",
"properties": {
"overall": {
"type": "integer",
"description": "A single metric, between 1-100, that accounts as a weighted
average of the 0S and and Sensor Config scores"
I
"os": {
"type": "integer",
"description": "A single metric, between 1-100, that accounts for the 0S-
specific settings monitored on the host"
},
"sensor_config": {
"type": "integer",
"description": "A single metric, between 1-100, that accounts for the
different sensor policies monitored on the host"

},
"version": {
"type": "string",
"description": "The version of the scoring algorithm being used"

}
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},
"cid": {
"type": "string",
"description": "Customer ID (CID) unique to the customer's environemnt"
},
"exp": {
"type": "integer",
"description": "unixtime, The expiration time of the token"
},
"iat": {
"type": "integer",
"description": "unixtime, The issued time of the token"
},
"jwk_url": {
"type": "string",
"description": "URL that details the IWT signing"
},
"platform": {
"type": "string",
"enum": ["Windows 10", "Windows 11", "mac0S"],
"description": "Operating system of the endpoint"
.

"serial_number": {
"type": "string",

"description": "The serial number of the device derived by unique system
information"
3,
"sub": {
"type": "string",
"description": "Unique CrowdStrike Agent ID (AID) of machine"
3,
"typ": {
"type": "string",
"enum": ["crowdstrike-zta+jwt"],
"description": "Generic name for this IWT media. Client MUST reject any other
type"
}

UTREFREENFEEERETHIEIRESES CrowdStrike,

permit(principal, action, resource) when {
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context.crowdstrike.assessment.overall > 50

};

JumpCloud

JumpCloud BEFE =S EERME, FFERRE , MREER JumpCloud REERHE , "CBERF
B, SREEERMA Cedar REF , BEFERMUELARLEES "RAZKEE, BT,
MREEE | B URBRBEEERETTMENER, T3 JSON EEEIERTAT T ESWLESE
o

% JumpCloud BREAAWSEBRBFEGEN HAEA , 5528 JumpCloud #B%5 EHES
JumpCloud MAWSER & ZH,

"title": "JumpCloud device data specification",
"type": "object",
"properties": {
"device": {

"type": "object",

"description": "Properties of the device",

"properties": {

"is_managed": {
"type": "boolean",

"description": "Boolean to indicate if the device is under management"
}
}
I
"exp": {
"type": "integer",
"description": "Expiration. Unixtime of the token's expiration."
I
"durt_id": {
"type": "string",
"description": "Device User Refresh Token ID. Unique ID that represents the
device + user."
1,
"iat": {
"type": "integer",
"description": "Issued At. Unixtime of the token's issuance."
1,
"iss": {

"type": "string",
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"description": "Issuer. This will be 'go.jumpcloud.com'"

1,
"org_id": {

"type": "string",

"description": "The JumpCloud Organization ID"
1,
"sub": {

"type": "string",

"description": "Subject. The managed JumpCloud user ID on the device."

I
"system": {
"type": "string",
"description": "The JumpCloud system ID"
}
}
}

BT RRBRENFSEATEITF A KEEEH JumpCloud,

permit(principal, action, resource) when {
context.jumpcloud.org_id = 'Unique_orgnaization_identifier'

};

AFEHBBNERRE

AWSREBEENMHATEERINBREBEAECR , SR IP KINEAEESELAZCREBFIURH,
FREEECHE  UWEEARKTURERSE  URELGREH 'CEREEFE, FiX, FLiBRES
S TE HTTP 25

X-amzn-ava-user-context

LREEE JSON T (JWT ) BXWAFEHR, IWT BN EE£M base64 URL fwmiSHIRE,
AENEE, CRENFIEEA ES384 (£/ SHA-384 HZEEH AR ECDSA £EERE) REE
JWT #E,

FEREXAUSELESANBEALREMEAERERR. BARXRBASEERN  BHEIR
HERMNSEZANE -—HSHENRITETERHFT. B% , subBARBRIEERFHRES *.

B &%
- E16] - YW OIDC ERESHNEEHE JWT
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AWS BREZEL A%
- P #HE IAM BP0 EAEEENESEE JWT

- NETW

- B . BEEUAARRS JWT

g5l : #1¥ OIDC EHEETHEHE JWT

T3gEH e~ OIDC EAEESTHHREBEMERE JIWT BXPHNE,

THIEAE -

{

"alg": "ES384",

"kid": "12345678-1234-1234-1234-123456789012",

"signer": "arn:aws:ec2:us-east-1:123456789012:verified-access-instance/vai-
abcl23xzy321a2b3c",

"iss": "OIDC Issuer URL"

"exp": "expiration" (120 secs)

}

EFEH

sub": "xyzsubject",
"email": "xxx@amazon.com'",
"email_verified": true,
"groups": [

"Engineering",

"finance"

ol #HE IAM Bo P OEREESTNERE JWT

THEHIRE IAM 5 R OEREESTNERNAFL IWT KX ERWNE,

(® Note
HRIAM EoH0 , REPRSETSEAEEA.

HEHAR OIDC EAEZEBK JWT 43
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~HIEE

{
"alg": "ES384",
"kid": "12345678-1234-1234-1234-123456789012",

"signer": "arn:aws:ec2:us-east-1:123456789012:verified-access-instance/vai-
abcl23xzy321a2b3c",
"iss": "arn:aws:ec2:us-east-1:123456789012:verified-access-trust-provider/vatp-
abcl23xzy321a2b3c",
"exp": "expiration" (120 secs)
}
AP
{
"user": {
"user_id": "f478d4c8-a001-7064-6ea6-12423523",
"user_name": "test-123",
"email": {
"address": "test@amazon.com",
"verified": false
}
}
}
NELE

HACREFDNHNTERISNEEAEES , ALERLECRIFIIRIMRERER HTTPS, M
REKEREBFIURMBRERER HTTP , FHAEA RS FERG FEmE) K.

EMESCERBESTETEAREC N TRERS. EENELAER , Fit IWT RENGER
ID, WHHEHAERHRERL ﬁ%ﬁ%’o BAWS EEHERMHE IR TR

https://public-keys.prod.verified-access.<region>.amazonaws.com/<key-id>

g0 : AR JWT

THENREREIER T {7 Python 3.9 HEERR ID , NBNENAR.

import jwt
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import requests
import baseb4
import json

# Step 1: Get the key id from IWT headers (the kid field)
encoded_jwt = headers.dict['x-amzn-ava-user-context']
jwt_headers = encoded_jwt.split('."')[0]
decoded_jwt_headers = base64.b64decode(jwt_headers)
decoded_jwt_headers = decoded_jwt_headers.decode("utf-8")
decoded_json = json.loads(decoded_jwt_headers)

kid = decoded_json['kid"']

# Step 2: Get the public key from Regional endpoint

url = 'https://public-keys.prod.verified-access.' + region + '.amazonaws.com/' + kid
req = requests.get(url)

pub_key = req.text

# Step 3: Get the payload
payload = jwt.decode(encoded_jwt, pub_key, algorithms=['ES384'])

FRELAIRTS JWT 45
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B 7 EUBUR

AWS%%#H&FEJ—J%"‘ EFNPRAEZERARXNRAAWS, EMRA Cedar BAY , —EAWS
HRFES. £/ Cedar, BUNEMRR , YRBEREBZHECREFIERREAN S 2RI RNEE
HEAREEEENEEATETMH,

WNZE Cedar BEREES WA ER , 582 E C edar 2E 5,

FERACHIBFNRINGEESX, HEENAE, NAERTEM , URIEMH L6,

B i

- ERACRBFIENRA
- BUREYRS

* BUREYS

- AEREET

+ BURELH

- RAREEH

- BUREH

- BEFIEAE

£ E B T8 FEUERY R R

ELEY "CREFI HENEY "CREFI WHE  SUNREER 'CRERFIL KAl &
AUEFRER 'CREFD. BERNEATELFEANGRS , EMEENERFSEIHE , EFEE
ERAKIL,

FEEHAN 'CREFEL HENGRMEL CRIENBEHBR |, F2H BN VeriAccess FHER
RIS R E B T 17 B 2 SR R o

BERB UGS

RERE TAWSERZFFH . RAURRKXREFEAN. BUNEE— "SRIFFIL RATEZE
Rid. TEEREREFIURANGER,
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effect permit

[ principal,
scope action,
resource |

when {
condition context.device.location =="US" &&
clause context.authn == “MFA”

ZERBIEUTHS :

« MR — IBEBEKRRN A permit (Allow) R forbid (Deny)s

- §iE — EERREANESREE, BENER. ZUURENREETSEE, BERER (WHIH
EHIFTR) , # Cedar PHEERIFARER. EHEBERT , RASEAEMATERNEZHEE, BF
&Ko

- RETH — BEERARRNRE.

/A Important

it "EREFRL  FRRASEESRHGTITHNEEATRERRT, BREELABK
REFRER, RE , EULUERFRGTFIPNETBINKESERARREEFIE,

& BE Ay B R &2 451

permit(principal,action, resource)

when{
context.<policy-reference-name>.<attribute> &&
context.<policy-reference-name>.<attribute2>

Iy

LRSI | FER , LA EAERE FHERRRIR X R ER — B LS T T, Cedar BUER
BERTERED , BERARIEF]. FHARZNBREHR., NMFENNES , FSEBEEH,

BUEREHE

BEREXHR—ERNZEBERER (permitsforbid®mHE ) , MBEHF8 (whenfFiRdX) BE | Allt
BEREA, ATEREXHAHER , MEHEDLPXBEER—EFTBEEK , BT EATMRLEBER,

MEFEAFITBERN/REA —BARZERLEBER , AREXHSIERFE. MRECHE 'EHBEF

FEL BHEN TERFBERL RBERFAY , AERMEXHBLEATFR. IREERER B
BEFEL WENRRXH , AIRE TEREFERL #FARIEERE.
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AWS EgRE 17 EL

ERAEER

® Note

AWS "EREFEL EEEBRVRAUKRERL  ETEREEAANRETFITNER,

NEEH T

ERSERGERZY "TAWSEREFEL RAUNBIREAB , MPAmRBERERGE , &0 UEHIE
BB ek, SEUUERAMFZHARNEEERAENERFREPMNENNRERD, TR

ETHERENEERHSE,

EHET HRANESH

! i |

I= EAT - fE1T

< (k. k)-"H

<= (E:,E&)»JEEi

> (R ,E)-*HA

>= (B, E)-> 78

in (B, BER) - nME

DU
BET R,

F& BAREAEENSH ,
B EE A, TREEN
EXETERLESE,

T¥E ; HESHRERD (R
£32)o

REHIR.
RE ¥ less-than-or-equal-Zl,
REZAR,

RE# greater-than-or-equal-

e

BRiERREER (REHE A
T ABKABE ).

BR#EERE [B,C, ..]H
BAREEN , R (AF

B)||(CHEA)|. MBLE
EOEIER |, RIFEER,

NEEHET
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ERAEER

like

BURA

BRENEH
(faMkfE. ME) > HHE
(fatkfE. FME) > HHE
BB - %HE
(B8, Bf) - AME

(RE , £ ) 7@

Xa
]
Xa
]
!

3t
=

(RRE ,RE ) TH

DU

BEEM (=R ) o
BEW (EH) .
BERFE.

FREER, e has FRIFER
BREBRTEEBHNE
Ef. falsellRe R FHE |, K
EWNMReRERFE , EFEERE
%, BIREf, BEERAURTA
BRI FHENT,

HREEM. t like pBE
NF*REtFERENAp , £
TReEENE 0 BRSEEM
FRANBAFT. BEFETF
MXFESHFt , ERLER
ERSHIELFTFF\*po

REME (BRAKTE).

AHAEAREITSES BFH
FBTE,

Y/

AEE AR

FEATE,

BEEE B HH

LA LEAWSERFBFIEBRTESZHEREN, FBEERARITHRER/ /ML LENT,

T 51 i il 58 R SR B P B RE AR RIR 5o

// this policy grants access to users in a given domain with trusted devices

permit(principal, action, resource)

when {

BURAE AR
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// the user's email address is in the @example.com domain
context.idc.user.email.address.contains("@example.com")
// Jamf thinks the user's computer is low risk or secure.
&& ["LOW", "SECURE"].contains(context.jamf.risk)

};

JR Bl 3 55 55 3%

AR ERE TAWSEREFEL RAl , LFTAEEARPAHEFERTRETFTFENER. MRE
ETRFENTREBHRSRER |, Cedar BEEHEBRYFTEFEALUERBER , BERENWEE A, 4
m, EASERIERE K RAEFEM ETXHfake_providerifbogus_keyRFE,

permit(principal, action, resource) when {
context.fake_provider.bogus_key > 42

};

RTBREEER , BAMERAhasREFREREFHEEZR. NRhasEHE FEM false , AlGFLY
RERANE— S5 | B Cedar FTEELEXHS RAFHENIEB NIER,

permit(principal, action, resource) when {
context.identity.user has "some_key" && context.identity.user.some_key > 42

1Y
EEEEZEMETREERUENRAKRRE A,

permit(principal, action, resource) when {
// user is in an allowed group
context.aws_idc.groups has "c242c5b0-6081-1845-6fa8-6e0d9513c107"
&&(
(
// if CrowdStrike data is present,
// permit if CrowdStrike's overall assessment is over 50
context has "crowdstrike" && context.crowdstrike.assessment.overall > 50
)
N
(
// if Jamf data is present,
// permit if Jamf's risk score is acceptable
context has "jamf" && ["LOW", "NOT_APPLICABLE", "MEDIUM",
"SECURE"].contains(context.jamf.risk)
)

JR RSB A AT B 50
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)
};

BRI

#Hl1: B IAM 5P ONBE

(® Note

HRFHERBUURE  IAM 5RO ENEEAEEE ID EE. ERNEBRERER
#EL 5 788 B F BT R R RO =K

THEFRNRBEEFEREBRfinanceBHE (BRI
$c242c5b0-6081-1845-6Fa8-6e0d9513c107) BIEE ERBMEF B4t bs | F A HFFEL

permit(principal, action, resource)

when {
context.<policy-reference-name>.groups has "c242c5b0-6081-1845-6fa8-6e0d9513c107"
&& context.<policy-reference-name>.user.email.verified == true

};

g6l 1b : £ IAM 52RO BERB AP HEE S RHY

THEHFRNREEERAEBAfinanceB il (HEAERTE
Ac242c5b0-6081-1845-6Ta8-6e0d9513¢c107), HECHRIBMWEF B4t , B Jamf £ EE
Fo BLOWE , F AFFFR.

permit(principal,action, resource)

when {
context.<policy-reference-name>.groups has "c242c5b0-6081-1845-6fa8-6e0d9513c107"
&& context.<policy-reference-name>.user.email.verified == true
&& context.jamf.risk == "LOW"

};

g6l 2 : £=% OIDC RHFENHRBER

THEHRAABEERERE "MK, FHE. ZECRIENETEBMFLU , B Jamf RERBREFT D H
"MK B, AR

BRI =
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ERAEER

permit(principal, action, resource)

when {
context.<policy-reference-name>.groups.contains("finance")
&& context.<policy-reference-name>.email_verified == true
&& context.jamf.risk == "LOW"

};

&5 3 : £/ CrowdStrike

ERBTME0 BAR 50 K, THEHRARFFFEG

permit(principal, action, resource)
when {
context.crwd.assessment.overall > 50

1Y

gHl 4 ERBKRFT

=h
ad

THEHBRUMRARBEER : (25%) (KA

i

PHEREFT) , MARBEREA,

permit(principal, action, resource)
when {
context.<policy-reference-name>['"namespace:groups"].contains("finance")

i

gH5: 7

TAEE IP {zit
THgEGIERR AFFEE IP LRI R,

permit(principal, action, resource)
when {

context.http_request.client_ip == "192.0.2.1"
i

gl 5a : FHEHISE IP 1zt
THEHIFERAS T EHSE IP ALt HI K&,

forbid(principal,action, resource)
when {
ip(context.http_request.client_ip).isInRange(ip("192.0.2.1/32"))

BrREf)
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i

Ba e FHUR BBy 32

"ERFEFEL RABER "EREFEL IRATHNIE  TARAENBRRERER, cex—EEH
FEREHRE, FERANEEAR , EUNEEPAENREERE.

EEAREASRTANGEERHEENRE Ak ERIFFIL RREEETRTHNERECSTRHEE
EANEIEN, EREAMTESEEATUARBENRBBREFE —BLEETREMNMFEEE
By, ATREEIEE A EE,

THZERAEA R ARERE SR,
%

- FR1: BEEEIR

- SER 2 . RIS NIRE KBS

- SR3 . BRAIEREE

TR BEEER

ERAPEENE-—EL  LUUEEECANEREFIRSN. CEBEEERE UEFE4it
HEER) , SROEEM I EERENSBN/RRERFR, BRIFHER A ShtEEEREN "CRER
B, RSP HEISHMNRERE, SULLEEM M BRIERESNN AFFRIERRE,

R& , FERE. RERX, mEFRANFERASSERIET —EEm L,
FRUR B E S X 5 E LN EIR

1. B https://console.aws.amazon.com/vpc/ BARX Amazon VPC £# A&,

2. ERESERKT , BE CREFIE, STEE K RARUABEECEANBTERE-T 'CSRER
HUE ., #1TMEERR 1D,

#Z [RE R AIBYE],

i [(EHEEFEMF B P, WAERENEF Bt
HR "EREFEL WRE  BIEERENEREN R,
(EEM) 28T REAERENERE,

(CER) £ [REBRIR] T , RHE-HERERBB,

N o o &~ W
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https://console.aws.amazon.com/vpc/

AWS BRFEZH ERERER

8. (EEMN) #HYUREER K FEELECANREIREEREL, BEERT , BEASTHNRER
R

9. igj%-lt_io

EHEHEL  SEEIATEAUMEER -

- BNEEREEAEAER (BEM) S Lt —ALRIPEENKEMBEINEERS
- EE—EAFRPEEN "CBREFH. wHHE Cedar FR,
- UnRFTE 2 BERRE FENEFAERY Cedar R Al

WO ENEHLFEE "ERBEIL WwEMEEMN Cedar RH| , BEER BN, BBEA
A EERXEE Cedar RAIEZENEERE.

EE AEFRR it |, stEEEATAERA  SEERNEE N EER L. BUNRERKIL SN
AHSE  YRFBZERMER

HWERBFHNRBERIME 2% , BRE (T2 #ELTRADEEN T —BEME.
TSR3 MENERSE

ERRPENZE-—BEL  SEEINCHRUEBETNBRABNESR , MERES, EREATURER—
KRBT RARRE ERASE) UEIEE,

A BUERE [E—H]BE -8 |, su#E (U] T2 BUERABES,
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AWSERBEFENHHNZ M

RiREERE AWS RERN R, SHAWS HNEF , SRRRERPONBERRETER  ELEHR
BEARERZT2MERMKRET.

&R AWS BEHAERBANEF. HEANSEEAREBATRNZ2ENBERPHREM

. BRASWES - AWS BRRENT AWS Bl 1 AWS BRI ERBIME, AWS RENES , &
ARERLEA, ESHREASSTEARNRBRMRS MOERY 5 AWS & BB
5%, EERREARAWSDREFIENREHE | BSWREHBAWSEEEERHAVSHE
i | SEHRS,

- BinABHNERSE  ENEEECRRATERN AWS B, SH4AHEMEARARE  SRERNBE
., BRANERNMBREENER.

AN G ERBNMAESA "ERBFIE FEARPEEER, THEERPUMREDRE
FHURFEENEZEHNEREEE, SEKET NIEHAEMAWSERE , LEBEERNRE 2
BREEE, R

B &%

« AWSEREFIEFWERRE

« AWS ERRBEINE 2R REEFIRER

« AWS BB EFEN SR MERE

« AWSE ERFEFE HAYEM

AWSER R EFREAFANERRE

AWSHEEEEEEAR TAWSERBER, DHERRE, MHERFR , AWS 8 EREHITAH
HAWS Bis WL RERDE, CREEEENERDE L TERNENRE, ShXESBEHE
i AWS BRE BRSEENEELE., NEEMENBLENEZANET  BeRENELEEE
s, MESHRNERREWEEET  BSH AWS T2 HEEHK L AWS RN EEERA
GDPR ZB3EH# &,

ERERREZBEN , BEEMEH AWS IAM Identity Center 5 AWS Identity and Access Management
(IAM) R AWS tRF BFE K UWREBAFERAE, k—R  SEFEHESRASESRETREERAR
HEANFT., RALEBERATIAFRNREBER -
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https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/compliance/programs/
https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/compliance/data-privacy-faq
https://aws.amazon.com/compliance/data-privacy-faq
https://aws.amazon.com/blogs/security/the-aws-shared-responsibility-model-and-gdpr/
https://aws.amazon.com/blogs/security/the-aws-shared-responsibility-model-and-gdpr/

AWS BRFEZH ERERER
- BERFHECFRASEERRE (MFA),

- £/ SSL/TLS B AWS EREBH. RFIFE TLS 1.2 WERFEA TLS 1.3,

- £/ AWS CloudTrail 2% API F{E & E S B 5H5C 8%

- fEF AWS MBZMERFR , A% AWS BRIE RMFTETER R S H1E,

- FEAERNZELZ SRS B Amazon Macie) , 1% BIRZEMNREMIZE Amazon S3 HWEIRE R,

- MBFBREZBGSHNED API FZEL AWS B | EE FIPS 140-2 BREMINZREE | 55EH FIPS in
2. MEEE FIPS # FIPS in MM ESHEBEN , B2 BB EARIEIEZEE (FIPS) 140-2 #EE#,

B EZRCEHTELEFNEFBHib I SR A LHRER , HEEBIEHRNXFRL
o, BlnE BN, EEEESERATEA. APl 5 AWS SDK AWS i A CHRBI FIUER HifE
Ak, AWS CLIZEEEBRBEHEAXFRUTRANTAERBUEARTERZE B, RE
RUAIDBFERRSEN URL , RMAZIEBRF IV ERBLEHZAREZFZ KRG URL P EBEEA.

CLageehiika

"REFDL SEABRELZSM (TLS) 1.2 NEMRAE , EBERBRMBAREREEHE 'CRE
FEL WmMHABEER,

WA PR A B T B R R

BULRECREFIER , URHH VPC P REERNFN. BRUEAELERNERE | SH
LAAR R 7 B R B fE ) & B AR SR IR BB S0 0 Y 7B, INFREFMERA | /26 BEFEUEE,

AWS E B 38 7 EUVERY R RE E B I

AWSEREBFEEFARSFEAAWSHEEN KVMS R MEBEER, ARERT , FEERNER &
BREDREBEBRBERFMIRNEEATNEM Y, Ak , ANELEERCBRENBEERAMTERE
RWELEARR, UTSHREHUCHRIFINMAER KMS £ ETREERINBNEEELR.

B g

- ERFBHNFEFH KMS £

- BASHES

- AWSE BRFEFEUEM[IFEARE AWS KMS

- ERRFEREATFRESR

- EEERBFHERNEFEESR
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https://aws.amazon.com/compliance/fips/

AWS BEHFER fEREEE
- AWSEREEFRNZARR
- BERLHNEERETAWSEREFH

ERFBHFEIF KMS £i8
AWS BN 8

EBREEEMER KMS £ BB NREAZBBENR PI), FERBERTEREEEEBR , BEEIRE. B
B, SAREZAWS BEEBNEAER. TiB , EFEERNEAESEREETMER , TR
ENMZREERNSR, WEFMEN , 528 (AWS Key Management Service BiZ A S5/ 1
AWS BEEHN 2R

HAGELZFERALENZSZENEANBEE AU ERYRIFNERNKEETFEENTR
EHRAAWSHEENNZ SR EHEE M,

"REFDL XEERECRVNEENHBEFEESR  ERANRERNB LHMEE_BMNE, &7
e HltEmE , FHLEATUATER !

- BUNBERESRIBK

- BYAHRE IAM BERM & T84k

- RANEREREE

- HTEER

- BUEBRAAE

« REESWAMER

MEELEH , F528 (AWS Key Management Service B ABIEE) THNEEZE SR,

(® Note

RRCHESEBRAFERAWSHEN SMETHRENES  UaBREBEEABRINER.
BR K BELFERAEFEENSRE  SSAWSKVMSKIER, MEEFBEENFMENA
ZBEAWS Key Management Servicef&.

3
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https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#aws-owned-cmk
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#customer-cmk
https://aws.amazon.com/kms/pricing/

AWS EgRE 17 EL

ERAEER

BAFMDES

THREERA 'CRIEFEL FANEAREBER (PI) , LREMZES K,

g kil AWSHER (9 £ 88 N2

Trust provider (user- 2 R’A
type)

FERAEREGERMESS
#8.A AuthorizationEndpoint
Pll B9 OIDC #1§ UserinfoE
ndpoint Clientld ClientSecret ,

Flm, | &,

Trust provider 2 A
(device-type)

EERAEARHEIE—ME
Tenantldi¥#R A Pl B9,

Group policy 2 A

HEEU SR EREFIEHE
HERE. aSREFHER
RYRAl, AIEERE P, HlaNfE
REEBIEFBHELSE,

Endpoint policy EA

ERIARER TEEmEFEL
mE AR, S EREFN
ERPHRA, TEEIE PI,
mEREBBNE FE 4t
=3

AWS B B 3B 7 EUE 0 fal £ F IR % AWS KMS
BRERREESET EEAENEEEESH,

EFBHEEWRMNE (EA)
E A

E A

E A

E A
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https://docs.aws.amazon.com/kms/latest/developerguide/grants.html

AWS BREHFE A% ER
ERRIFEAEFEESRNZNERBFIERE , "CREFIL 8 CreateGrantfEREIEELL
RREEIBZRAWS KMS, FHEZAAWS KMSRET "ERBFEE, FEUE  HERHFIE
REFNEFEETR,

rERELEN, EERETEFRENEFRFEESBRATTHIRIBMEE

- BIAMEFERAWS KMSHUMZMBNBIRER , SUEAUEAEMREZEENEIR,

« Ei%XRetireGrantERAWS KMSUAMIBRIZHE,
BU L EERBEE TN EERE  SIBRBREEEFSESRNEFIE, MRERM, "SRBRIJEFEL B
EEIFNEFEESBMBNEMNESR  ESFEREAZERNEE,
FRRBENEATEFRESR

& LAMEH AWS Management Console 5, AWS KMS API B2 BN EFEZE LR, BKEB (AWS
Key Management Service FE A B1ERM) PEVHBEFZESRNTSRET,

EEHE

CHRBEXERHEFZESRNEFIER. SEEFZESRBLARET—ESREBEK , HPIERE
HALFEASBERAEAFANERR, ERYEFSESRE , JUIEESRBER. WEFAEA ,
22 H (AWS Key Management Service B AB1ER) PTHNWEEBEEFSE BN EFR.

FEREFEECRECRIETNEREECR , EVRBERPLEARFT T API 1B

« kms:CreateGrant : X FZESHMHNIRE, RERTE KMS B RHEFZEE K =2
WBAMEIERECRBENEENEE, NETRMEARENGFMAENR , F2EBAWS Key
Management ServiceZ A B35/,

ERFF TeREFEL MTUATER

« FNY GenerateDataKeyWithoutPlainText AELAMEZENERSWA MRS , RAERE
WA UAARME,

« FNY Decrypt AEAREFENMBER SR/ RFERMNENE R,

- REBAREEL TR, RetireGrant
« kms:DescribeKey— RMHEFEENSMFMER , UAHFCREBEFIERZ S8,
« kms:GenerateDatakKey— AFEREBNFIESFEHSBRMZEER,
 kms:Decrypt— fFTERTE AR AR Z NE R BIRE R,
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https://docs.aws.amazon.com/kms/latest/APIReference/API_CreateGrant.html
https://docs.aws.amazon.com/kms/latest/APIReference/API_Decrypt.html
https://docs.aws.amazon.com/kms/latest/APIReference/API_RetireGrant.html
https://docs.aws.amazon.com/kms/latest/developerguide/create-keys.html#create-symmetric-cmk
https://docs.aws.amazon.com/kms/latest/developerguide/control-access-overview.html#managing-access
https://docs.aws.amazon.com/kms/latest/APIReference/API_CreateGrant.html
https://docs.aws.amazon.com/kms/latest/developerguide/grants.html#terms-grant-operations
https://docs.aws.amazon.com/kms/latest/developerguide/grants.html
https://docs.aws.amazon.com/kms/latest/APIReference/API_DescribeKey.html
https://docs.aws.amazon.com/kms/latest/APIReference/API_GenerateDataKey.html
https://docs.aws.amazon.com/kms/latest/APIReference/API_Decrypt.html

AWS B FH

ERAEER

UTRAAR "ERIFIL WERFENEH,

"Statement" : [

{

"Sid" : "Allow access to principals authorized to use Verified Access",

"Effect" : "Allow",
"Principal" : {
"AWS™ o "EM
I
"Action" : [
"kms:DescribeKey",
"kms:CreateGrant",
"kms:GenerateDataKey",
"kms:Decrypt"
1,
"Resource" : "*",
"Condition" : {
"StringEquals" : {
"kms:ViaService" : "verified-access.region.amazonaws.com",
"kms:CallerAccount" : "111122223333"

"Sid": "Allow access for key administrators",
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::111122223333:root"
},
"Action" : [
"kms:*"
1,
"Resource": "arn:aws:kms:region:111122223333:key/key_ID"

"Sid" : "Allow read-only access to key metadata to the account",
"Effect" : "Allow",
"Principal” : {
"AWS" : "arn:aws:iam::111122223333:ro0t"
I
"Action" : [
"kms:Describe*",
"kms:Get*",
"kms:List*",
"kms :RevokeGrant"

BRENME
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AWS BB FE &5
1,

"Resource" : "*"
}
]

MEEBEBCKTIEETIMNFMERN , 520 (AWS Key Management Service B ABIEFE) .

MEEAHNEDE WM FHNFMERN , 520 (AWS Key Management Service B AEIEFE) .
EECBRFRNERNEFEESIR
BULEEEFEENSI®  ATIHEREME_EME

- EREFIEA
- BREGEHURR
- BREEIEERHESE

i 2 B L E R P N EMRERRFAWS Management Console , ] LAE [l Z--ZA] EER+iE
EEFEENES, EHERT , BN [BFTNERTE (EMRE)) KEAR , AREBAZEFEANAWS
KMSE® ID, Eth Al AEBHREERFHEAAWS CLI.

(® Note

ZZEI RARBLLREMERFEEANBHNEFEESHREX  BELIBFRERNEREE, T
, BT LAEFIAWS Management ConsoleZSRAWS CLIRERAFNEFEESRI FE %ﬂﬁgﬁ
EM"E&Q/J? 1o

AWSERFBFEMBAR

NEATREZAN—ERBEY , TZ2ERNEMABTENRA. AWSKMS ERAMEZABTEREMS SR
FER , UXEESRFNZ, ENBERNBERPFIENZAREK , AWSKMS 8 MBRAREREE
MEZENER, EEMBER BN EEBFRPIEHENMNZERE.

AWSE BB FEMNZEARR

BEFREMEBAWS KMSTHRZEFEXEFEAHEBRNMEAS , HPSW|/E , EAEIR Amazon &
JRE % (ARN), aws:verified-access:arnlA TR "EBIBEFI. ERNNBZAS.

REFIEERAES
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https://docs.aws.amazon.com/kms/latest/developerguide/control-access-overview.html#overview-policy-elements
https://docs.aws.amazon.com/kms/latest/developerguide/policy-evaluation.html#example-no-iam
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#encrypt_context
https://docs.aws.amazon.com/crypto/latest/userguide/cryptography-concepts.html#term-aad
https://docs.aws.amazon.com/crypto/latest/userguide/cryptography-concepts.html#term-aad
https://docs.aws.amazon.com/crypto/latest/userguide/cryptography-concepts.html#define-authenticated-encryption
https://docs.aws.amazon.com/general/latest/gr/aws-arns-and-namespaces.html
https://docs.aws.amazon.com/general/latest/gr/aws-arns-and-namespaces.html

AWS B EFEL EREES

"encryptionContext": {
"aws:verified-access:arn":
"arn:aws:ec2:region:111122223333:VerifiedAccessTrustProviderId"

ERRE FHAHE

"encryptionContext": {
"aws:verified-access:arn":
"arn:aws:ec2:region:111122223333:VerifiedAccessGroupId"

BR=E 7 Hum &

"encryptionContext": {
"aws:verified-access:arn":
"arn:aws:ec2:region:111122223333:VerifiedAccessEndpointId"

MEEBERESFRAFFERANZABTWFMAENR , FSBAWS Key Management ServiceBi % A &35
BRI EZERNS,.

EREHNMZRTR/ESAWSEREFI

EXRKEFEEN KMS £MEAWSERRBENE REEFEAR , BAAWS CloudTrail AEREMRE
B EFEEEEENERAWS KMS,

THlgEHI—R, . FAAWS CloudTrailZ#f CreateGrant RetireGrant Decrypt
DescribeKeyGenerateDataKey , EEEHSERCRIBEIFATFEWULN KMS £ |, UEFEERHEF
EER KMS S|MBNER

CreateGrant

ELNFREFSESRRNBERE , 'EREFIL RRBEIECreateGrantER | LIFH
BAWSIRE £, "CERIBFEINE, BEYNRERETNEEFEESRERBNER,

THEMNEFEHSECEHE CreateGrant B1E :

"eventVersion": "1.08",
"userIdentity": {
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https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#encrypt_context
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-user-guide.html

AWS B EFEL EREES

"type": "AssumedRole",
"principalId": "AKIAI44QH8DHBEXAMPLE",
"arn": "arn:aws:sts::111122223333:assumed-role/Admin/",
"accountId": "111122223333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AKIAI44QH8DHBEXAMPLE",
"arn": "arn:aws:iam::111122223333:role/Admin",
"accountId": "111122223333",
"userName": "Admin"
},
"webIdFederationData": {3},
"attributes": {
"creationDate": "2023-09-11T16:27:12Z",
"mfaAuthenticated": "false"

}

},

"invokedBy": "verified-access.amazonaws.com"
},
"eventTime": "2023-09-11T16:41:42Z",
"eventSource": "kms.amazonaws.com",
"eventName": "CreateGrant",
"awsRegion": "ca-central-1",
"sourceIPAddress": "verified-access.amazonaws.com",
"userAgent": "verified-access.amazonaws.com",

"requestParameters": {
"operations": [
"Decrypt",
"RetireGrant",
"GenerateDataKey"
1,
"keyId": "arn:aws:kms:ca-central-1:111122223333:key/5ed79e7f-88c9-420c-
aela-6lee87104dae",
"constraints": {
"encryptionContextSubset": {
"aws:verified-access:arn": "arn:aws:ec2:ca-
central-1:111122223333:verified-access-trust-provider/vatp-0e54f581e2e5c97a2"
}
},
"granteePrincipal": "verified-access.ca-central-1.amazonaws.com",
"retiringPrincipal": "verified-access.ca-central-1.amazonaws.com"

iy
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"responseElements": {
"grantId":
"e5a050fff9893balc43f83fddf61e5f9988f579beaadd6d4ad6dldfO7dfe048f",
"keyId": "arn:aws:kms:ca-central-1:111122223333:key/5ed79e7f-88c9-420c-
aela-61lee87104dae"
.
"requestID": "@faaB837e-5c69-4189-9736-3957278e6444",
"eventID": "1b6dd8b8-cbee-4a83-9b9d-d95fa5f6fdag",
"readOnly": false,
"resources": [
{
"accountId": "AWS Internal",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:ca-central-1:111122223333:key/5ed79e7f-88c9-420c-
aela-6lee87104dae"
}
1,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "111122223333",
"eventCategory": "Management"

[

RetireGrant
EEMBRERE K cRBNEINESERLRetireGrantEXBRIRE,
THHNEGFESHSICH RetireGrant B1E :

~

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AKIAI44QH8DHBEXAMPLE",
"arn": "arn:aws:sts::111122223333:assumed-role/Admin/",
"accountId": "111122223333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AKIAI44QHS8DHBEXAMPLE",
"arn": "arn:aws:iam::111122223333:role/Admin",
"accountId": "111122223333",
"userName": "Admin"

BRENME
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},

"webIdFederationData": {3},

"attributes": {
"creationDate": "2023-09-11T16:42:33Z",
"mfaAuthenticated": "false"

}

iy

"invokedBy": "verified-access.amazonaws.com"
iy
"eventTime": "2023-09-11T16:47:537",
"eventSource": "kms.amazonaws.com",
"eventName": "RetireGrant",
"awsRegion": "ca-central-1",
"sourceIPAddress": "verified-access.amazonaws.com",
"userAgent": "verified-access.amazonaws.com",

"requestParameters": null,
"responseElements": {

"keyId": "arn:aws:kms:ca-central-1:111122223333:key/5ed79e7f-88c9-420c-
aela-61ee87104dae"

1,
"additionalEventData": {
"grantId":
"b35e66f9bacb266cec214fcaa353c9cf750785e28773e61babf434d8c5¢c7632F"
1,

"requestID": "7d4a31c2-d426-434b-8f86-336532a70462",
"eventID": "17edc343-f25b-43d4-bbff-150d8fff4cf8",
"readOnly": false,
"resources": [
{
"accountId": "AWS Internal",
"type": "AWS::KMS: :Key",
"ARN": "arn:aws:kms:ca-central-1:111122223333:key/5ed79e7f-88c9-420c-
aela-61lee87104dae"
}
1,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "111122223333",
"eventCategory": "Management"

Decrypt

RE A ADecryp tRFERFRENNEBIRZ RSB MEZN BIR,
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THMNEFIEH 5 Decrypt BIE .

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AKIAI44QH8DHBEXAMPLE",
"arn": "arn:aws:sts::111122223333:assumed-role/Admin/",
"accountId": "111122223333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AKIAI44QH8DHBEXAMPLE",
"arn": "arn:aws:iam::111122223333:role/Admin",
"accountId": "111122223333",
"userName": "Admin"
},
"webIdFederationData": {3},
"attributes": {
"creationDate": "2023-09-11T17:19:337",
"mfaAuthenticated": "false"

}

},

"invokedBy": "verified-access.amazonaws.com"
},
"eventTime": "2023-09-11T17:47:05Z",
"eventSource": "kms.amazonaws.com",
"eventName": "Decrypt",
"awsRegion": "ca-central-1",
"sourceIPAddress": "verified-access.amazonaws.com",
"userAgent": "verified-access.amazonaws.com",

"requestParameters": {
"encryptionAlgorithm": "SYMMETRIC_DEFAULT",
"keyId": "arn:aws:kms:ca-
central-1:111122223333:key/380d006e-706a-464b-99c5-68768297114e",
"encryptionContext": {
"aws:verified-access:arn": "arn:aws:ec2:ca-
central-1:111122223333:verified-access-trust-provider/vatp-00f20ases55e9340f",
"aws-crypto-public-key": "AkK+vilW/
acBKv70R8p2DeUrA8EgpTffSrjBgNucODUBYhyZ3h1MuYYJz9x7CwQWZw=="
}
.

"responseElements": null,
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"requestID": "2e920fd3-f2f6-41b2-a5e7-2c2cb6f853a9",
"eventID": "3329e@a3-bcfb-44cf-9813-8106d6eee3ld",
"readOnly": true,

"resources": [

{
"accountId": "AWS Internal",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:ca-
central-1:111122223333:key/380d006e-706a-464b-99¢c5-68768297114e"
}

1,

"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "111122223333",
"eventCategory": "Management"

DescribeKey

FERFBFI. B ADescribeKeyFX¥REBERZNEFRMEEHNEFEE B REAFEENR

FREEP,
THENEHIEH 58 DescribeKey B1E :

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AKIAI44QH8DHBEXAMPLE",
"arn": "arn:aws:sts::111122223333:assumed-role/Admin/",
"accountId": "111122223333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AKIAI44QH8DHBEXAMPLE",
"arn": "arn:aws:iam::111122223333:role/Admin",
"accountId": "111122223333",
"userName": "Admin"
},
"webIdFederationData": {3},
"attributes": {
"creationDate": "2023-09-11T17:19:337",
"mfaAuthenticated": "false"
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}

.

"invokedBy": "verified-access.amazonaws.com"
.
"eventTime": "2023-09-11T17:46:487",
"eventSource": "kms.amazonaws.com",
"eventName": "DescribeKey",
"awsRegion": "ca-central-1",
"sourceIPAddress": "verified-access.amazonaws.com",
"userAgent": "verified-access.amazonaws.com",
"requestParameters": {

"keyId": "arn:aws:kms:ca-

central-1:111122223333:key/380d006e-706a-464b-99¢c5-68768297114e"

.

"responseElements": null,

"requestID": "5b127082-6691-48fa-bfb0-4d40el1503636",
"eventID": "ffcfc2bb-f94b-4c00-b6fb-feac77daff2a",
"readOnly": true,

"resources": [

{
"accountId": "AWS Internal",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:ca-
central-1:111122223333:key/380d006e-706a-464b-99¢c5-68768297114e"
}

1,

"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "111122223333",
"eventCategory": "Management"

GenerateDataKey

THMNEFIEH 25 GenerateDataKey B1E :

{

"eventVersion": "1.08",

"userIdentity": {
"type": "AssumedRole",
"principalId": "AKIAI44QHS8DHBEXAMPLE",
"arn": "arn:aws:sts::111122223333:assumed-role/Admin/",
"accountId": "111122223333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
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"sessionContext": {

"sessionIssuer": {
"type": "Role",
"principalId": "AKIAI44QH8DHBEXAMPLE",
"arn": "arn:aws:iam::111122223333:role/Admin",
"accountId": "111122223333",
"userName": "Admin"

.

"webIdFederationData": {3},

"attributes": {
"creationDate": "2023-09-11T17:19:337",
"mfaAuthenticated": "false"

}

.

"invokedBy": "verified-access.amazonaws.com"
.
"eventTime": "2023-09-11T17:46:497",
"eventSource": "kms.amazonaws.com",
"eventName": "GenerateDataKey",
"awsRegion": "ca-central-1",
"sourceIPAddress": "verified-access.amazonaws.com",
"userAgent": "verified-access.amazonaws.com",

"requestParameters": {
"encryptionContext": {
"aws:verified-access:arn": "arn:aws:ec2:ca-
central-1:111122223333:verified-access-trust-provider/vatp-00f20ases55e9340f",
"aws-crypto-public-key": "A/ATGxaYatPUlOtM+1/mfDndkzHUmX5Hav+29I1Im
+JRBKFuXf24ulztm0IsqFQliw==""
},
"numberO0fBytes": 32,
"keyId": "arn:aws:kms:ca-
central-1:111122223333:key/380d006e-706a-464b-99c5-68768297114e"
},
"responseElements": null,
"requestID": "06535808-7cce-4ael-ab40-e3afbf158a43",
"eventID": "1lce79601-5a5e-412c-90b3-978925036526",
"readOnly": true,
"resources": [

{
"accountId": "AWS Internal",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:ca-
central-1:111122223333:key/380d006e-706a-464b-99c5-68768297114e"
}
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1,
"eventType": "AwsApiCall",

"managementEvent": true,
"recipientAccountId": "111122223333",
"eventCategory": '"Management"
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THE, REEXKEFEAH Amazon Resource Name (ARN) RIEEER, B H T ERSEERER
HEME (BAERBRFTT) REEM,

HRAIXERERBEREFFAINEE (P05 HRE) , FEABRFER () RERTEEAXERARAEER.

"Resource": "*"

EEETECRBEFNEREERE ARN WEE | B2RARBERESZEFMH Amazon EC2 EEMNE
Fo HETHAULMERAMLERERESEEIR ARN , 52/ Amazon EC2 EHH EfE.

EERECRBENSFRRANE , FSH. CREFIVEN S H B RAEH AWS
EEE RN R AR SR

X BERBASEBR R SR =

ERE A LMER AWS JSON BURRIEEHAIUEIBLEAR, thpER , WEEBE M ERE T T
Y BEERITHESE.

Condition jt# (8 Condition Ei#R) AIREGIEEERAN E RN R, Condition TERERAE
B, BUUBRNFEAREEE FHBRGEER BINERFPR) , REHBE PN EFENBERPHE,
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https://docs.aws.amazon.com/general/latest/gr/aws-arns-and-namespaces.html
https://docs.aws.amazon.com/service-authorization/latest/reference/list_amazonec2.html#amazonec2-resources-for-iam-policies
https://docs.aws.amazon.com/service-authorization/latest/reference/list_amazonec2.html#amazonec2-resources-for-iam-policies
https://docs.aws.amazon.com/service-authorization/latest/reference/list_amazonec2.html#amazonec2-actions-as-permissions
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition_operators.html
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BEERRKXFIEESZME Condition THE , EEE — Condition TEPEESERGIE , AWS
EEREE AND BRI A, WRERE—RURCIBEESEE , FEMABBORESER AWS 7
hiktr. BAFEMBHRG , TEREREXNFFT,

BT EEERGEBEAFEECESE., flm , BRI EEREERE IAM EAESBERELE
HENERNFFARTIAM ERAE. NFEZEF , F2H IAM £AEERETHN AM BETE &
BAER.

AWS X E2 R4 ER/NBBEERE SR, BEEFHME AWS 2EKFG 2R , F2H (AM &£A
EFIEE) FHAWS 2EFRTRE TR,

FEEECREFIRGSRNEE  F2ERBRESEPH Amazon EC2 RHER. BE THRE
A A I PR B E M B IR E R R 288 | 5526 Amazon EC2 TE&E /Y B,

EERGCREFNSSERUNES , F2H. CREFIUEN S5 B FAEH AWS
EREFETH ACL
<& ACL e

FHUZRHBE (ACL) ATZHHL R (IRFXE. ERAENAR) BEFHEERNTA, ACL BELUR
BEREBER , BEMFER JSON BRI HEN,

ERBRESHERRA ABAC

X & ABAC (BERFHRR) i

B R FHUES] (ABAC) 2 —EREXRE , IRBEMRERA, £+ AWS , ELBHBAERER.
BRI RBHINE IAM B (ERENAR) MFFS AWS BEf, AERNERM ELRER ABAC Y
E—F, BEZER ABAC BEX , A ETHNEREHERFINEREBRMEFRERE.

ABAC AR RMRENRZPHEREE , WRERREELESRRRFREHRTG,

MERBERIZHIER , 55FH aws:ResourceTag/key-name, aws:RequestTag/key-name
aws:TagKeys R4 %58 , ZEERNERGELESD , RUHEREA.

NRBBEXESEEREENLH=BRGER  MEZBBMS , EA Yes. NRBHEIERELE
REENEH=EFkGF® , AEA Partial,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_variables.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_variables.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
https://docs.aws.amazon.com/service-authorization/latest/reference/list_amazonec2.html#amazonec2-policy-keys
https://docs.aws.amazon.com/service-authorization/latest/reference/list_amazonec2.html#amazonec2-actions-as-permissions
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html
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WNEE ABAC HEFMIERA |, 20 IAM EREERF NI ER ABAC?, NMEEFESHRE ABAC S5
M EBERE B2l IAM FRAEEET N ERBMERFZEEES] (ABAC),

{5 FH i B B A BRI BB BE 17 EL

X ERERRE =

ERERRSRBREE XL AWS B TEER, MFEHEMER , SEWLE AWS BRI LiREE
ABBEEAWS IR £/ , 526 IAM EREEETE IAM.

MREFEART FRAEZBNBBUNANEMTEEA , AIIRIEE AWS Management Console £ F i
RFERRE, Bl , B& AWS FHATIMNE—ZA (SSO) BEENE , XEFEEHEVERRE, B
FBUERESSBATERE , ARVRACK  UEEHEVERER. UEVRACHFHEEN , &
25 IAM EAEEETHNYREAS (FEE).

A LAER AWS CLI 5{ AWS APl FEHERIUBREAER, A% B UEREERREAERRE
B AWS, AWS EZLBREELRIFEAEL K MARFEARPENEE, WEFMEN , EF2HE
IAM R E LR 2 BE.

£ B 78 7 HUAY 5 AR 75 3 BR AR

XEEFFIIERE (FAS) =

ERERA IAM ERERAREFHITEER AWS , CERRATR. FARLEREE , SAREHT
REESE  EMETEREPEE S —EE1E. FAS EFATETPUNER AWS R , LESER
AWS BR#% B TR EEER, AEERBBRIFTEREE AWS ¥ tEREE S BETRIVERE ,
FEEE FAS BR. BEUBRT , ELEERYTEMBEEBFHNFFAT. WFERE FAS FFREHBURF
WMER , FoH (EREMITFER .

EAEFIHENREAES
XERBAG B

REAGRREEETN AM S€  AIREMTEE, IAM EEE LKL IAM RE., 18R FNMMBR IR
A, NEFHEEN , F2E AM ERAEEEPNELAGUE IR IE AWS BRI RE

AWS B ZELN{EE 1AM $EBELEA 80


https://docs.aws.amazon.com/IAM/latest/UserGuide/introduction_attribute-based-access-control.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/tutorial_attribute-based-access-control.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_forward_access_sessions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-service.html
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EREFHHNEREBEEAE

XERBEGAE =

BHEFAGRE—BEERE. AWS BRERBAIUBERAREVNTHENAR, RBEEGACERATE
BRI, AWS IRF BEBRERBAE. IAM EEETURE , ETERERBERZSBRF,

NERVRERCRBENRYELACHHMETN  FENEARKERACHTERBEN.
SRR FEER & o BR B2 4] AWS

BRI  CFAENACREELSABUACHRBFNERNER, & EER AWS Management
Console, AWS Command Line Interface (AWS CLI) 2 AWS API R#{TI{E, EERFHERAEHE
FFEERATEENT , IAMBEETLEY IAM BER, RE , EEETLE IAM BERHEBEA
B, FAEERRTELAE,

EE TR RIE LS JSON BEEXHRIY IAM 55 BBR | 28 (AM FAEER) BHE
I 1AM BUR,

MEEHCHRIBENEENIHENERELNFMET K SESEESRERMN ARN K | F2HR%
BiEsEDEAR Amazon EC2 WEIME., EEREAMELSE,

ES |

- BRREER

- BUBREEFIRIHTEENEE
- AFERAERFMFIE KA

HERREEK

UEDBRAERNBEREREZARBUUELNIRFHEY, FREMREREBFINER, ELE
ERREEREN AWSIRFELER, ECBVSREBES 2 EBXE , FERETIERRERSR

- FEER AWS SERRABEREERER — FEREREEAENTHERENER  FEAT
REFZSERERARGIERNAWS ZEEFRA, EMATRAEEN AWS IRF. EBEBEBERRE
RIGERARBIN AWS EFERBR , E—SREEAER, NFEESEHA , F26H IAM ERHEE
PR AWS ZERRSEBBAENAWS ZEBXK.

5 7 B BRE 81


https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create-console.html
https://docs.aws.amazon.com/service-authorization/latest/reference/list_amazonec2.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_job-functions.html
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- ERAREHERT - RE IAM BERNFAR  FERTHTERMTNAT. KERLEN , B
LESREREFRG T TUEREERKINEE  SELBARKRRITT. WEEA IAM ERFFT
MNEZHEAES , F2EH IAM EAERERETH IAM PRIBERMET .

o E/ IAM BUR AP ARG — SR HIFEVE - B SUSFREFTIBZECR |, SRHBSENERNEZE.
filgn , WA LBRBERRY |, EESAMEA SSL EIEFARER. Bt AFERRERREHRED
ER FEVE (BB E) EAIEL B AWS BRHE , #ltn AWS CloudFormation., MIEFFMERR , B
28 1AM EAEEBETH IAM JSON BERTTE © &k,

« f£/ IAM Access Analyzer B IAM BUER |, fE{RFT I 24 B 7 IE%E1E — IAM Access Analyzer B
BHBEMNRBEBER , BRELBFKER IAM BERFES (JSON) # IAM HEEH. IAM Access
Analyzer 12ff 100 ZIEBERERVEATHER , THEHEELXLEEANEXR, NEEZSE
A, ESH IAM EAEERETH IAM Access Analyzer BURERFE o

- FEZRESMHRE (MFA) — IREBHWRHIEZE IAM ERAERIREAE AWS IRE |, BB MFA

DIERENAN R e, MFEMUY AP BFRER MFA | B8 MFA REFEEENBER, NF
ZEH , FEE AM A B EEPERE MFA REMN API FEL

WE IAM FREERNEBEENR , F20E IAM FRAEEEDHN IAM 22 &EEK,
B RFBFIHITEEBHBER
EERVCHRBENHATEE  IAM TREEZRBHAAREXFTIEEZH IAM BUER,

{
"Effect": "Allow",

"Action": "verified-access:AllowVerifiedAccess",
"Resource": "*"

}

(@ Note

verified-access:AllowVerifiedAccessE —B{EREENELE APl, EFRXEEER.
ERGEHELERIERE, Y ec2:CreateVerifiedAccessInstance API Bi{EERULE
B, ERIGHLEBAEBRNEE,

BIYCRBEIHTEENEFIFER, FLHEEFIF , 1234567890122 AWS RE#®E |, us-
east-12 AWS &1,

{
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-policy-validation.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa_configure-api-require.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html

AWS B 17 HN EAEES
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "ec2:CreateVerifiedAccessInstance",
"Resource": "arn:aws:ec2:us-east-1:123456789012:verified-access-instance/*"
},
{
"Effect": "Allow",
"Action": "verified-access:AllowVerifiedAccess",
"Resource": "*"
}

L
J

L

A

HERERGRMMIBE ST

WEH G REBNMEIBE , AFF IAM FRERAKRMEMBAERAESIHNABRREZIERER, LEL
AEETES EFUBRREKRTANMER AWS CLI 5 AWS API SR BNERYHERR .

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "ViewOwnUserInfo",
"Effect": "Allow",
"Action": [
"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"
1,
"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]
},
{
"Sid": "NavigateInConsole",
"Effect": "Allow",
"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
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"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"

]I

"Resource": "*"

SESPEAE AWS BRaE 17 EX S 20 M1 EX

£ T 5 EF Al 17 By & B B W 48 IE (£ F 2 BRI IAM B AT BEIB IR H R

B

- BREECHRIBEETITEIENRE

o BREREHIT iam : PassRole

« BREARAFERUANAGER AWS IRE HERBFHEER

R B EEREFIETATEFARE
MREWRGER , FHEREREATEHE , CHBRLEAER , ARAEHTBE.

TH&EHIsEER G Emateojackson IAM ERAEERAERAEZEARE —BERE my-example-widget
ERNFFHER , BAVEER ec2:GetWidget FFRAIRFRAE,

User: arn:aws:iam::123456789012:user/mateojackson is not authorized to perform:
ec2:GetlWidget on resource: my-example-widget

FEHBERT , HEEH mateojackson FRHENHBEK , AFFEMR ec2:GetWidget BEFE my -
example-widget BiR.

MREBEEWHE |, BHEEN AWS RMEEE, FNEEBEERMHEENESBEE,
REZEEEHIT iam : PassRole

MRBWBRERES 1Tiam: PassRole BNMEMN TR |, AIMBEFREHNBER |, UAHELARHE
B4 TERENFERE,
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BE AWS B# A EEREACEEGERE K MAREYFNEBXACIRBEELE, NFH
TR , L ARERACBEEZ BB,

ER /N IAM EREmarymajorERERA TR S EEREBFIETUTEER , SRETHISEHIH
R BR , BFEFERBREEMBRBARK TN T, Mary REKACEEEZBBHTT,

User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
iam:PassRole

EERBEBERT , Mary WBUERAEEFH , RAFFHEEIIT iam: PassRole Bk,
MREFERGE , BHEEN AWS RREEE, ZNEEERUHENEZRE.
REAHFRUNNAFER AWS 1RF HERZFEER

BRLEY—EAE  BEMIRFHNEREREEBABHNASTFIENER, SIS EE R
EEEVHAIREZAR. SHEXEERERNBERSFEUZHIEE (ACL) RYBRES , 187 SUE M BRL R
RRETFAETFRENE RN,

MEFEE-FTH  F2EUATRE

- FERFECRIFFNREXRELIE , FE2HAWS BFEFELTE IAM EEEM.

- TETHRITRAHEMESER AWS IRF WEEUE K F20 IAM FREREETEEEN S —
AWS IR F 18 IAM & F & R FEUER,

- BETHNMEERFIEBRMEE=7 AWS IRF , F2H IAM EREEEHPHNEHEE=S AWS
WRF BER R FEE,

- METHRINMEBHRE Z o RUEDE , 728 IAM £REEEPRH B FIUERH G ENTETS
TERENEHAE BEED).

C EETREEEERERACANSRAERNEE L MNER B8 AV EAEIEETH AV
th B IE S R L

ERARBEESOETEREF

AWSE B F ZHUE A AWS Identity and Access Management (IAM) fRi§ER A, REEZARRE
BEZZCRBFIENK— IAM S8R, REKEEFACH 'EREBEFIL BLAER , X ITERE
KRG E M APFEAWS RISHFTE R,

ERRBERAR =


https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_terms-and-concepts.html#iam-term-service-linked-role
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BREEEFAGITRECEERMRECRITN , RALKTEEFIHELENER, 'ERIFIL 2
ERHBRBERACHER  RIEZEER , FARE 'ERFFIL TURTHAG, EENFTE
FEEEBRMFFAIBER |, M BLEF o BERE LM MEEMEi IAM B,

MEBRIERBEEACHEMEREER  BF28 (TEE IAM E/EN AWS RiE) , 3%
Service-linked roles ([RIGEFE A ) WHERSE Yes (B) W, BEEGEEN Yes (B) , URiR
Z RIS R ERS A B,

ERFFIENRBEESCER

FEEEFE. 2 HBAWSServiceRoleForVPCVerifiedAccess ER R EE B E , EEMNIIES P/
BERAREMENER,

AWSServiceRoleForVPCVerifiedAccess RIS EFE A REE T YIREUBTEAE ;

« verified-access.amazonaws.com

ABEREFER (&5 AWSVPCVerifiedAccessServiceRolePolicy) i 5F "ERFERL EEEER LT
BT 5l B4k -

« gtec2:CreateNetworkInterface¥fFiE FHBNLZLMEE  UREEERNAMERAKNEL
#ITEYE VerifiedAccessManaged=true

- Bilfec2:CreateTagsHAMEREMEBITHEE
« ec2:DeleteNetworkInterface EEGEBWAMEME N HE LHTEE

VerifiedAccessManaged=true

« ec2:ModifyNetworkInterfaceAttribute¥iFiEZ 2B EAMNEANEBNMEMARTEANTE

{E VerifiedAccessManaged=true

& A ATE PR L SR BE U BB PR AWS Management Console
AWSVPCVerifiedAccessServiceRolePolicy , & Z A LE (AWSZ EE
BAWSVPCVerifiedAccessServiceRolePolicy R BE S E15R) TR R,

BYMERERNT , IAM BER (NERAE, HENAG) T URY, REIMKREKERASE, MFFM
&, F2H8 (AM EREER) PHERBEEAEF .

BYCHREFINRBERAS

BREEFHEY —ARBELEAR®, EE M CreateVerifiedAccessEndpoint, = AWS API B AWS
Management ConsoleAWS CLI , "EREFE.L SALEIREERZAL,

ERRBERAR %


https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
https://console.aws.amazon.com/iam/home#/policies/arn:aws:iam::aws:policy/AWSVPCVerifiedAccessServiceRolePolicy
https://docs.aws.amazon.com/aws-managed-policy/latest/reference/AWSVPCVerifiedAccessServiceRolePolicy.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#service-linked-role-permissions
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EERMBRLREEERE  2REEEREY , AU ERFHERABERFENEIAR, B8
HCreateVerifiedAccessEndpoint X BT EfE R , 'ERF|FIL EERALEBIRKEZEAE,

mECRIEFHENBRBEEASR

FEREEFE. FTAHFLHREAWSServiceRoleForVPCVerifiedAccess R EE AR, RAERESE
THeS2ERBELEAC  FNGELIEETACCABSTFACEE, AWM , BOEH IAM RiFEA
BHER, MEFHMER  F2BH (AMFRERRE) PNHEERSEEAE,

MErEREFNENREEEAE

BT EEFE)MIER AWSServiceRoleForVPCVerifiedAccess A, &R
IDeleteVerifiedAccessEndpoint, = AWS API B AWS Management ConsoleAWS CLI , TE&RERE
B, 8AEERERLEMREEELZAC,

£/ IAM FERBRBREEESE

fEA IAM £ &, AWS CLI 5 AWS API 3|k AWSServiceRoleForVPCVerifiedAccess IR ELE A
B, MEFHMER , F2H (AM FHEER) PORREEEE AR,

EREFIRBEEACHXEES

"ERFEFEIL XEEMATARBHAWS BEEt S ERARBEEAR. WEFHEEF , F2EAWS
[E2 33 0 s B

AWSAWSE B FFIHN ZEE/FEA

AWS EEHNBREHR AWS BV MEENELBEK. AWS EENBRNRTERAHFZSEREAREM
RLFFA , ML ER AT URBRFF T ERGERE. FANAE,

AAREas , AWS EENBRTRIERTEREEARFINRKEERTT , RRTMHITHRAE AWS &
FfEM. RfI2BEEREARIEBNESEERR , WMEE -SRI,

BEEER AWS BEENBETESNTFT., R AWS B#H AWS BEENBEXPEENGT , EHE
FENKEZENMAETEEY (FAE. BENAR), BB AWS IRIE REH AP R2ETH
HERKEAR , AWS RATGESEH AWS EEMNBEER,

MEFHMET , F2E (AM EAEER) P AWS ZEBK.
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https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#edit-service-linked-role
https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#delete-service-linked-role
https://docs.aws.amazon.com/general/latest/gr/rande.html
https://docs.aws.amazon.com/general/latest/gr/rande.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#customer-managed-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies

AWS B FH

AWS ZEBER : AWSVPCVerifiedAccessServiceRolePolicy

ERAEER

WRAMMERBEZAR  E 'EREFIL RREVTHE. WFEFHEA , F2REARBE
EiEAE, EERBIRENER B LLAWSVPCVerifiedAccessServiceRolePolicy 1 1 & ZAWS
Management Console , & Z A LATE (AWSZEEAAWSVPCVerifiedAccessServiceRolePolicy %
KSEEE) PREERRE,

AWSE ERKIHN ERBFIEH

wAAR 'CREFDL AWS ZEERANFEESN , RALBRBHRRERELEE, NFARALE
HEBENEBHET , FIR CREFIMELRRH, EEH LN RSS HE.

8 HiR HH
AWSVPCVerifiedAcce ERFEFHNCEFEZEER 2023 11 A 17 H
ssServiceRolePolicy-BIZEEE %K, LAE Tsidt ML T2 EFR

# BEENER,

AWSVPCVerifiedAcce EHRIBENCEMEZIEER  2023%5 A 31 H

ssServiceRolePolicy-BlR 2 &
#

AWSVPCVerifiedAcce
ssServiceRolePolicy — #BUE

ERFETIRKBEHRESE

xR, U EZeHBEERE
Fec2:CreateNetworkI
nterface R,

EREFIFTEERE , AftH
IR HY R P AP 2 55 A AR S P
FEHNEIR,

EREFNERAERFAWS
ZEERANEE,

AWS EERFEFIHN SR T

AWS Verified Access TR EA X BRI PEAIRIBIZZEE (FIPS) . NEFBRHERIERN

2022 £11 A 29 H

2022 £11 A 29 H

FIPS @R MMNFMEFANFMRENR , FRECREFIE FIPS &8,

EREE AWS k% EEBRGERBERSRNEER , FEHEAWS R EREAETEH R ,

WRELRBEBNESRAR, IF—MRER , FSHAWS REFTEIAWS,

EREERRE


https://console.aws.amazon.com/iam/home#/policies/arn:aws:iam::aws:policy/AWSVPCVerifiedAccessServiceRolePolicy
https://docs.aws.amazon.com/aws-managed-policy/latest/reference/AWSVPCVerifiedAccessServiceRolePolicy.html
https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/programs/
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BALAEA TESE = S S AWS Artifact, MEFMENR , FS2R TEPHHEHH AWS
Artifact,

BEEABNSRETEUR AWS B REERNBRM. QFANER B RUREREENER,
AWS 1R T 5 ER A 15 B EE AR

- ZEMHESHAMREAPIERE — ELEMEEHNREABEE  YREMBUZEENSRE AWS
RERNEERZNSER,

« 1 Amazon Web Services EZ2 48 HIPAA T4 HEEHEY — AARERPLRNAERELZTS
HIPAA B HFE AWS AER.,

@® Note
W IEFFE A AWS BRIE BRFE HIPAA B8, MEFHMEN , F2H8 HIPAA ERRESE,

« AWS EREFAWS — lt THBEMIERES AEEARNENEXEMPTE L.

- AWS EFEHIEE — ZEREANAERRLIRNETEN. ENERRE T ESELES (BEX
Bl B R1ZZE AWS BRIE BERHATEAZERT (NIST), XA FEXRLEFEZE T (PCI) MBEBFEE/AR
(ISO)) F , REBIESIABEELZLEFINREER,

- EFAWS Config B AEERmHP IR AFEER — b AWS Config RE A ENERERZTS
AHEKR., EXENNMERANEE.

« AWS Security Hub— & AWS BR#& =Rt T R L& REBMN L HERE AWS, Security Hub AR %
7E, JFEEN AWS ERERELZNEZRERREFTELRLEREENREERK. NEZENR
A EEE | 5526 Security Hub controls references

« Amazon GuardDuty — FIBESIRIRIBEHRH AWS IRE AR BEEH , #Fik AWS R ERIEHW T
EEH., ARNERNEBERSE., GuardDuty BB EREREESHMLEER , fl0 PCIDSS , WmE
BESHRAMRBAAENARENER,

« AWS Audit Manager— i& AWS BR# BBIRERFERZEN AWS EAER , UELEEERE RN
R, UREFERMNERBEENE R,

AWS B B 38 17 BV A By 58

AWS £IRERZEI L AWS B HAAREAFLEEN. AWS EiF EH 295 ERHNER
AAEE , TAERKEERE SWESENSEREBEFENBBELER, ZBTHES , SR E
BRENERARIXNERNE  ETAREEEBREREMIASRETE ., TAEREMWTHAY, BFifsE
HREFRES , IRE-RZAERFONERERZEES,
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https://docs.aws.amazon.com/artifact/latest/ug/downloading-documents.html
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HIFEH .
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MeolERT , BRESHE ARRREARRBIERERBAER (OCSF ) M 0.1, EATBUEARRA 0.1
PR B EERMA 0.1 B EHIRCHEIE

BRFTRYEC 8RR ZAEE OCSF HRZA 1.0.0-rc.2 %, BRERETHN ERBFHEF JEEEHKE OCSF &
BHER, SRUERGSHEIERAMZAE 1.0.0-rc.2 NEFIFEEKIE, =R H

A% 5T 8 R A
MREEABEEEANDEEE , FEETHREF,
i Pl E 12 & FHR SRR A

1. BIfE https://console.aws.amazon.com/vpc/ BB Amazon VPC E£# &,

2. EREERT BEE[CREFR BTERE.

3. EEEEMNCRIFHHTHEE.

4. ERFBERHTEBTHELER L  RESUCHIEMHTERITEHERE,
5. ft TEFRHEERA, TR XFEEFIE ocsf-1.0.0-rc.2.

6. EESUCKRIFIRHTEELEERE

= EE A ARG SR AWS CLI

{# A modify-verified-access-instance- H 55 BL B & T o

sCExfERR

FIREREGHZE AR IAM ERHLEERKERR , FEEEEFCH, BALETHEESERKEK
B By FT R VR

ZEEIXE CloudWatch FC#18 -

« ec2:ModifyVerifiedAccessInstanceloggingConfigurationfE BB EFEIMEF L

* logs:CreatelLogDelivery, logs:DeletelLogDelivery, logs:GetLogDeliverylogs:ListlLog
MFrlogs:UpdateLogDelivery B &R

* logs:DescribelLogGroupslogs:DescribeResourcePolicies.
Mlogs:PutResourcePolicyfE B Kth 50 8% 8¥4H
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3R Amazon S3 :

+ ec2:ModifyVerifiedAccessInstancelLoggingConfigurationfEBEEEZIES L

* logs:CreatelLogDelivery, logs:DeletelLogDelivery, logs:GetLogDeliverylogs:ListlLog
MFrlogs:UpdateLogDelivery B &R

« s3:GetBucketPolicy¥fs3:PutBucketPolicyE B H i1

1Ei% Z Firehose :

+ ec2:ModifyVerifiedAccessInstanceLoggingConfigurationfEBEEEZIES L
« firehose:TagDeliveryStreamfEFiE &R
« iam:CreateServicelinkedRoleEFiEEIR

* logs:CreatelLogDelivery, logs:DeletelogDelivery, logs:GetLogDeliverylogs:ListlLog
MFArlogs:UpdateLogDelivery B &R
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R, A EREERE, STNERSREAGSENSHEREE0EFEN AM T,
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1. BI{E https://console.aws.amazon.com/vpc/ BIEX Amazon VPC £ A&,

2. EREERT  BE [ECREFI BTER.

3. EmMERTFFIUEMITER.

4. ERBERHTEREKABEE L  BESUCRIEIHTERKHKMERE,
5. (EEM) FEERKETIERETREEEINETER , BRI TIIEE .

a. 1 "TEHRHEERA, TR RIBEEFIZE ocsf-1.0.0-rc.2,
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AWS BEFER (R
b. B [BEEEAREL
6. BMITUTHEE—H:
BRL [EiXZE Amazon CloudWatch B3], 1212 B #0888,
BRI ZE Amazon S3. MABWERNETE, HEENTH.
FRR "% ZE| Firehose. 1#1E B Ky 333 &7
7. BESUCRIFIHTEEICEER

HERMACREFEGE#H AWS CLI

{# A modify-verified-access-instance- H 56 Bl B & 5o

FRFHAER

BALIERER TEREFIL FTERNFNGE. FRAENRHER , ENCHEERSREERLEK
Bt , EREEEMBRA L.

£ © B 38 fF ENAC 8%

1. BI{E https://console.aws.amazon.com/vpc/ BIRX Amazon VPC £ &,
EREERD , EE [ERIFI HITER,

B ERFEFEEMTERE,

EREBFRESTERCHKESER L  EEEUCREFTIHTERCEFARE,
B PS8 EIA,

BESAERIFFIHITRELHKER

o o bk~ w0 DN

HEHERAFERACHREFIGE & AWS CLI

{# A modify-verified-access-instance- H 56 Bl B & 5o

BEEEF=R

RETRHEEEEINETIRRTLLZEZEM A S EENCRBENGCHET. EEESATNIEBFIVE

AEXNRAREEER. AR  SEREEEdata THEES XS, MREA , Bldatatlifz
HERERNULL, FERCREFIEREAELKETISEERNE , FEBETIER.
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https://docs.aws.amazon.com/cli/latest/reference/ec2/modify-verified-access-instance-logging-configuration.html
https://console.aws.amazon.com/vpc/
https://docs.aws.amazon.com/cli/latest/reference/ec2/modify-verified-access-instance-logging-configuration.html
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£ "ERIEFEIL BREPIEEERE , FEARERHTNRKHZRSocsf-1.0.0-1c.2,
JIRFRRECHARE, NMETRER , B2 UBAFEHEGFRESERRF.

B s
- BRAGEARR
- FREERE

BAGERR
EAEERAE "ERIFFIR REETISEEAT

BI1E https://console.aws.amazon.com/vpc/ BARL Amazon VPC £# &,
ERBEEKT , EE [EREFI MTERE.

EEEEN ERIBFRHITER.

ERFENHTAREHKEABER L  BECUCRIBENHTERKHMERE,
&t TEMRHEERAE THFEFEB ocsf-1.0.0-rc.2,

R [B2EEREL

EEEUERIBFINBITRECHKER

N o g A~ DN =

EEECRIBENLZETTSEETAE , BFEH AWS CLI

PN
TIo

{8 A modify-verified-access-instance- B 5Bt B &
FREEAR

MREFBBELHEPIECERR , TUEATIEFEEBIRR,

ERAFEAR "CRIEFEL LHEEBREEAR

1. BIfE https://console.aws.amazon.com/vpc/ BB Amazon VPC E£# A&,

2. HBEBE®KRT , RE [ERIEFI HITER,

3. EBEBEEMNSEIFIHTER.

4. ERBEFIHTEBRKALER L  BESUCRBEIHTEBRISMERE,
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AWS BREIFER EREEE
5. B3R "EEEEREL
6. BRESACRIFEFNINTRELKHERE

2N [CRIFN CHEEBREETAR , FBEM AWS CLI

{# A modify-verified-access-instance- H 5Bl B & T o

ERFEFIGC RN EHIFCKER

AT RECETH B RSB,

B &
© WA 0.1 £E4)
« SBhREEH

WRZs 0.1 &350
LA 2 ATEREE 4 OCSF 0.1 ARAY 85150 4845,

kY]]

- JEiB OIDC &#FHFEUE

- BB OIDC M JAMF & FHIFh

- &8 OIDC R FHFEUERR , AR CrowdStrike
- BRBRY cookie MIERLB M

- BURIEEFR

- RAWECHKIEHE

ZEif OIDC &R TR FEE
EUEHIEEFEES , 'CREFINL AFHFHESR OIDC FHEFERHEEN R,

{
"activity": "Access Granted",
"activity_id": "1",
"category_name": "Application Activity",
"category_uid": "8",
"class_name": "Access Logs",
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"class_uid": "208001",
"device": {
"ip": "10.2.7.68",
"type": "Unknown",
"type_id": 0
I
"duration": "0.004",
"end_time": "1668580194344",
"time": "1668580194344",
"http_request": {
"http_method": "GET",

"url": {
"hostname": "hello.app.example.com",
"path": "/",
"port": 443,

"scheme": "https",

"text": "https://hello.app.example.com:443/"
I
"user_agent": "python-requests/2.28.1",
"version": "HTTP/1.1"

},

"http_response": {
"code": 200

I

"identity": {
"authorizations": [

{
"decision": "Allow",
"policy": {
"name": "inline"
}
}
1,
"idp": {
"name": "user",
"uid": "vatp-09bc4cbce2EXAMPLE"
},
"user": {
"email_addr": "johndoe@example.com",
"name": "Test User Display",
"uid": "johndoee@example.com",
"uuid": "QQubwj481bxTAEXAMPLE"
}

iy
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"message": ,

"metadata": {
"uid": "Root=1-63748362-6408d24241120b942EXAMPLE",
"logged_time": 1668580281337,

"version": "0.1",
"product": {
"name": "Verified Access",
"vendor_name": "AWS"
}
.
"ref_time": "2022-11-16T06:29:54.3449487",
"proxy": {
"ip": "192.168.34.167",
"port": 443,
"svc_name": "Verified Access",
"uid": "vai-002fa34laeEXAMPLE"
},
"severity": "Informational",
"severity_id": "1",

"src_endpoint": {
"ip": "172.24.57.68",
"port": "48234"

}I

"start_time": "1668580194340",

"status_code": "100",

"status_details": "Access Granted",
"status_id": "1",

"status": "Success",

"type_uid": "20800101",

"type_name": "AccesslLogs: Access Granted",

"unmapped": null

JEi@ OIDC # JAMF &% FHIFH S
EHEFFREEES , "EREFFIL AFFINERES OIDC M JAMF £ EEERHEN RS,

"activity": "Access Granted",
"activity_id": "1",

"category_name": "Application Activity",
"category_uid": "8",

"class_name": "Access Logs",
"class_uid": "208001",
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"device": {
"ip": "10.2.7.68",
"type": "Unknown",
"type_id": 0O,
"uid": "41b07859-4222-4f41-f3b9-97dc1EXAMPLE"
I
"duration": "0.347",
"end_time": "1668804944086",
"time": "1668804944086",
"http_request": {
"http_method": "GET",

"url": {
"hostname": "hello.app.example.com",
"path": "/",
"port": 443,
"scheme": "h2",

"text": "https://hello.app.example.com:443/"
1,

"user_agent": "Mozilla/5.0 (Macintosh; Intel Mac 0S X 10_15_7)
AppleWebKit/537.36 (KHTML, like Gecko) Chrome/107.0.0.0 Safari/537.36",

"version": "HTTP/2.0"

iy

"http_response": {
"code": 304

iy

"identity": {
"authorizations": [

{
"decision": "Allow",
"policy": {
"name": "inline"
}
}
1,
"idp": {
"name": "oidc",
"uid": "vatp-9778003bc2EXAMPLE"
I
"user": {
"email_addr": "johndoe@example.com",
"name": "Test User Display",
"uid": "johndoee@example.com",
"uuid": "4f040dOf96becEXAMPLE"
}

gHAFIRE

99



AWS B FH

ERAEER

iy
Ilmessagell: Illl’
"metadata": {

"uid": "Root=1-321318ce-6100d340adf4fb29dEXAMPLE",

"logged_time": 1668805278555,

"version": "0.1",
"product": {
"name": "Verified Access",
"vendor_name": "AWS"
}
},
"ref_time": "2022-11-18T20:55:44.086480Z",
"proxy": {
"ip": "10.5.192.96",
"port": 443,
"svc_name": "Verified Access",
"uid": "vai-3598f66575EXAMPLE"
.
"severity": "Informational",
"severity_id": "1",

"src_endpoint": {
"ip": "192.168.20.246",
"port": 61769
.
"start_time": "1668804943739",
"status_code": "100",

"status_details": "Access Granted",
"status_id": "1",

"status": "Success",

"type_uid": "20800101",

"type_name": "AccesslLogs: Access Granted",

"unmapped": null

I8 OIDC & FHIFEUER , LA CrowdStrike

EHEFIFRHEEES , "EREFDL AFFFIERESR OIDC M CrowdStrikeZ B SR H & K i

Rho

"activity": "Access Granted",
"activity_id": "1",
"category_name": "Application Activity",
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"category_uid": "8",
"class_name": "Access Logs",
"class_uid": "208001",
"device": {

}I

"ip": "10.2.173.3",

"os": {
"name": "Windows 11",
"type": "Windows",
"type_id": 100

.
"type": "Unknown",
"type_id": 0O,

"uid": "122978434f65093aee5dfbdc@EXAMPLE",
"hw_info": {

"serial_number": "751432al1-d504-fd5e-010d-5ed11EXAMPLE"

"duration": "0.028",
"end_time": "1668816620842",
"time": "1668816620842",
"http_request": {

}I

"http_method": "GET",

"url": {
"hostname": "test.app.example.com",
Ilpathll: II/II’
"port": 443,
"scheme": "h2",

"text": "https://test.app.example.com:443/"
},

"user_agent": "Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36
(KHTML, 1like Gecko) Chrome/107.0.0.0 Safari/537.36",

"version": "HTTP/2.0"

"http_response": {

iy

"code": 304

"identity": {

"authorizations": [

{
"decision": "Allow",
"policy": {
"name": "inline"
}
}
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1,
"idp": {
"name": "oidc",
"uid": "vatp-506d9753f6EXAMPLE"
},
"user": {
"email_addr": "johndoe@example.com",
"name": "Test User Display",
"uid": "johndoee@example.com",
"uuid": "23bb45b16a389EXAMPLE"
}
I
"message": "",

"metadata": {
"uid": "Root=1-cl6c5a65-b641e4056cc6cb@eeEXAMPLE",
"logged_time": 1668816977134,

"version": "0.1",
"product": {
"name": "Verified Access",
"vendor_name": "AWS"
}
I
"ref_time": "2022-11-19T00:10:20.8422957",
"proxy": {
"ip": "192.168.144.62",
"port": 443,
"svc_name": "Verified Access",
"uid": "vai-2f80f37e64EXAMPLE"
},
"severity": "Informational",
"severity_id": "1",

"src_endpoint": {
"ip": "10.14.173.3",
"port": 55706

},

"start_time": "1668816620814",

"status_code": "100",

"status_details": "Access Granted",
"status_id": "1",

"status": "Success",

"type_uid": "20800101",

"type_name": "AccesslLogs: Access Granted",

"unmapped": null
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EHEHIFEEFEREHR , "EREER, FRHMPDEBEE Cookie MIEEFE

"activity": "Access Denied",
"activity_id": "2",
"category_name": "Application Activity",
"category_uid": "8",
"class_name": "Access Logs",
"class_uid": "208001",
"device": null,
"duration": "0.0",
"end_time": "1668593568259",
"time": "1668593568259",
"http_request": {
"http_method": "POST",

"url": {
"hostname": "hello.app.example.com",
"path": "/dns-query",
"port": 443,
"scheme": "h2",

"text": "https://hello.app.example.com:443/dns-query"
},
"user_agent": "Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.36 (KHTML",
"version": "HTTP/2.0"

iy

"http_response": {
"code": 302

I,

"identity": null,
Ilmessagell: IIII’
"metadata": {
"uid": "Root=1-5cf1c832-a565309ce20cc7dafEXAMPLE",

"logged_time": 1668593776720,

"version": "0.1",

"product": {
"name": "Verified Access",
"vendor_name": "AWS"

}

iy
"ref_time": "2022-11-16T10:12:48.259762Z2",
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"proxy": {
"ip": "192.168.34.167",
"port": 443,
"svc_name": "Verified Access",
"uid": "vai-108ed7a672EXAMPLE"
.
"severity": "Informational",
"severity_id": "1",
"src_endpoint": {
"ip": "10.7.178.16",
"port": "46246"
.
"start_time": "1668593568258",
"status_code": "200",
"status_details": "Authentication Denied",
"status_id": "2",
"status": "Failure",
"type_uid": "20800102",
"type_name": "AccesslLogs: Access Denied",
"unmapped": null

BERIEEF

ritgEHRCHEE S, 'CREFIL SHEEERIFNER , RATFIRIFTAFZER,

"activity": "Access Denied",
"activity_id": "2",
"category_name": "Application Activity",
"category_uid": "8",
"class_name": "Access Logs",
"class_uid": "208001",
"device": {
"ip": "10.4.133.137",
"type": "Unknown",
"type_id": 0
},
"duration": "0.023",
"end_time": "1668573630978",
"time": "1668573630978",
"http_request": {
"http_method": "GET",
"url": {
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"hostname": "hello.app.example.com",

"path": "/",

"port": 443,

"scheme": "h2",

"text": "https://hello.app.example.com:443/"

iy

"user_agent": "Mozilla/5.0 (Macintosh; Intel Mac 0S X 10_15_7)
AppleWebKit/537.36 (KHTML, like Gecko) Chrome/107.0.0.0 Safari/537.36",

"version": "HTTP/2.0"

I
"http_response": {
"code": 401
},
"identity": {
"authorizations": [],
"idp": {
"name": "user",
"uid": "vatp-e048b3e@f8EXAMPLE"
},
"user": {
"email_addr": "johndoe@example.com",
"name": "Test User Display",
"uid": "johndoee@example.com",
"uuid": "Qel281ad3580aEXAMPLE"
}
I
"message": "",

"metadata": {
"uid": "Root=1-531a036a-09e95794c7b96aefbEXAMPLE",
"logged_time": 1668573773753,

"version": "0.1",
"product": {
"name": "Verified Access",
"vendor_name": "AWS"
}
I
"ref_time": "2022-11-16T04:40:30.9787327",
"proxy": {
"ip": "3.223.34.167",
"port": 443,
"svc_name": "Verified Access",
"uid": "vai-021d5eaed2EXAMPLE"
},
"severity": "Informational",
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"severity_id": "1",
"src_endpoint": {
"ip": "10.4.133.137",
"port": "31746"
},
"start_time": "1668573630955",
"status_code": "300",

"status_details": "Authorization Denied",
"status_id": "2",
"status": "Failure",
"type_uid": "20800102",
"type_name": "AccesslLogs: Access Denied",
"unmapped": null
}
RAWEHIER

EHEHIRHFEES , 'EREEIL BEELTENCHEEE , Nt SRHARMNGCHKIER ., EHE

REEFFRMEREHE BFF.

"activity": "Unknown",
"activity_id": "@",
"category_name": "Application Activity",
"category_uid": "8",
"class_name": "Access Logs",
"class_uid": "208001",
"device": null,
"duration": "0.004",
"end_time": "1668580207898",
"time": "1668580207898",
"http_request": {
"http_method": "GET",

"url": {
"hostname": "hello.app.example.com",
"path": "/",
"port": 443,

"scheme": "https",

"text": "https://hello.app.example.com:443/"

iy
"user_agent": "python-requests/2.28.1",
"version": "HTTP/1.1"

}I
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"http_response": {
"code": 200
},
"identity": null,
"message": "",
"metadata": {
"uid": "Root=1-435eb955-6b5al1d529343f5adaEXAMPLE",

"logged_time": 1668580579147,

"version": "0.1",
"product": {
"name": "Verified Access",
"vendor_name": "AWS"
}
I
"ref_time": "2022-11-16T06:30:07.8983447Z",
"proxy": {
"ip": "10.1.34.167",
"port": 443,
"svc_name": "Verified Access",
"uid": "vai-6c32b53b3cEXAMPLE"
},
"severity": "Informational",
"severity_id": "1",

"src_endpoint": {
"ip": "172.28.57.68",
"port": "47220"
}I
"start_time": "1668580207893",
"status_code": "000",

"status_details": "Unknown",
"status_id": "Q",
"status": "Unknown",
"type_uid": "20800100",
"type_name": "AccesslLogs: Unknown",
"unmapped": null
}
55 ZhiR Z4
B #%
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{
"activity_name": "Access Grant",
"activity_id": "1",
"actor": {
"authorizations": [{
"decision": "Allow",
"policy": {
"name": "inline"
}
1,
"idp": {
"name": "user",
"uid": "vatp-09bc4cbce2EXAMPLE"
},
"invoked_by": "",
"process": {},
"user": {
"email_addr": "johndoe@example.com",
"name": "Test User Display",
"uid": "johndoe@example.com",
"uuid": "QQubwj481bxTAEXAMPLE"
},
"session": {3}
},
"category_name": "Audit Activity",
"category_uid": "3",
"class_name": "Access Activity",

"class_uid": "3006",
"device": {
"ip": "10.2.7.68",
"type": "Unknown",
"type_id": 0
.
"duration": "0.004",
"end_time": "1668580194344",
"time": "1668580194344",
"http_request": {
"http_method": "GET",

"url": {
"hostname": "hello.app.example.com",
"path": "/",
"port": 443,
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"scheme": "https",

"text": "https://hello.app.example.com:443/"
},
"user_agent": "python-requests/2.28.1",
"version": "HTTP/1.1"

.

"http_response": {
"code": 200

},

"message": "",

"metadata": {
"uid": "Root=1-63748362-6408d24241120b942EXAMPLE",
"logged_time": 1668580281337,

"version": "1.0.0-rc.2",
"product": {
"name": "Verified Access",
"vendor_name": "AWS"
}
},
"ref_time": "2022-11-16T06:29:54.3449487Z",
"proxy": {
"ip": "192.168.34.167",
"port": 443,
"svc_name": "Verified Access",
"uid": "vai-002fa34laeEXAMPLE"
I
"severity": "Informational",
"severity_id": "1",

"src_endpoint": {
"ip": "172.24.57.68",
"port": "48234"

.

"start_time": "1668580194340",

"status_code": "100",

"status_detail": "Access Granted",
"status_id": "1",
"status": "Success",

"type_uid": "300601",
"type_name": "Access Activity: Access Grant",

"data": {
"context": {
"oidc": {
"family_name": "Last",
"zoneinfo": "America/Los_Angeles",
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"exp": 1670631145,

"middle_name": "Middle",
""given_name": "First",
"email_verified": true,

"name": "Test User Display",
"updated_at": 1666305953,
"preferred_username": "johndoe-user@test.com",
"profile": "http://www.example.com",
"locale": "US",

"nickname": "Tester",

"email": "johndoe-user@test.com"

1,
"http_request": {

"x_forwarded_for": "1.1.1.1,2.2.2.2",

"http_method": "GET",

"user_agent": "Mozilla/5.0 (Macintosh;

Intel Mac 0S

X 10_15_7)

AppleWebKit/537.36 (KHTML, like Gecko) Chrome/107.0.0.0 Safari/537.36",

Ilportll: II8®I|’
"hostname": "hostname.net"

EAREFIERETRTHFEE

{
"activity_name": "Access Grant",
"activity_id": "1",
"actor": {

"authorizations": [{
"decision": "Allow",
"policy": {

"name": "inline"
}
1,
"idp": {
"name": "user",
"uid": "vatp-09bc4cbce2EXAMPLE"

},

"invoked_by": "",

"process": {},

"user": {
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"email_addr": "johndoe@example.com",
"name": "Test User Display",
"uid": "johndoee@example.com",
"uuid": "QQubwj481bxTAEXAMPLE"
},
"session": {3}
},
"category_name": "Audit Activity",
"category_uid": "3",
"class_name": "Access Activity",

"class_uid": "3006",
"device": {
"ip": "10.2.7.68",
"type": "Unknown",
"type_id": 0
I
"duration": "0.004",
"end_time": "1668580194344",
"time": "1668580194344",
"http_request": {
"http_method": "GET",

"url": {
"hostname": "hello.app.example.com",
"path": "/",
"port": 443,

"scheme": "https",

"text": "https://hello.app.example.com:443/"
I
"user_agent": "python-requests/2.28.1",
"version": "HTTP/1.1"

},
"http_response": {
"code": 200

I
Ilmessagell: IIII’

"metadata": {
"uid": "Root=1-63748362-6408d24241120b942EXAMPLE",
"logged_time": 1668580281337,

"version": "1.0.0-xrc.2",
"product": {
"name": "Verified Access",
"vendor_name": "AWS"

iy

WHIHRAR T



AWS B EFEL EREES

"ref_time": "2022-11-16T06:29:54.3449487",

"proxy": {
"ip": "192.168.34.167",
"port": 443,
"svc_name": "Verified Access",
"uid": "vai-002fa34laeEXAMPLE"
},
"severity": "Informational",
"severity_id": "1",

"src_endpoint": {
"ip": "172.24.57.68",
"port": "48234"

"start_time": "1668580194340",

"status_code": "100",

"status_detail": "Access Granted",
"status_id": "1",

"status": "Success",

"type_uid": "300601",

"type_name": "Access Activity: Access Grant",
"data": null
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"eventVersion": "1.08",

"userIdentity": {
"type": "IAMUser",
"principalId": "AIDAIKK40OINJWEXAMPLE:jdoe",
"arn": "arn:aws:iam::123456789012:user/jdoe",
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"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",

"userName": "jdoe"
I
"eventTime": "2022-11-18T20:44:0472",
"eventSource": "ec2.amazonaws.com",
"eventName": "CreateVerifiedAccessInstance",
"awsRegion": "us-west-2",
"sourceIPAddress": "198.51.100.1",
"userAgent": "console.amazonaws.com",

"requestParameters": {
"CreateVerifiedAccessInstanceRequest": {
"Description": "",
"ClientToken": "85893ble-49f6-4d24-97de-280c664edflb"

I
"responseElements": {
"CreateVerifiedAccessInstanceResponse": {
"verifiedAccessInstance": {
"creationTime": "2022-11-18T20:44:04",
"description": "",
"verifiedAccessInstanceId": "vai-0d79d91875542c549",
"verifiedAccessTrustProviderSet": ""
I
"requestId": "2eael95d-6bfd-46d7-b46e-a68cb791ded9"

},

"requestID": "2eael95d-6bfd-46d7-b46e-a68cb791de@9",
"eventID": "297d6529-1144-40f6-abf8-3a76f18d88f0",
"readOnly": false,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "123456789012",
"eventCategory": "Management"
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