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ERAEER

Action

CreatePolicyStore

DeletePolicyStore

ListPolicyStores

CreatePolicy

DeletePolicy

GetPolicy

ListPolicies

IsAuthorized

EyEREBR AV &5 IAM R CreatePolicy Al :

{

"Version": "2012-10-17",

"Effect":
"Action":

Description

BAUHRAERENEE,

R R Al F = R B 1

P AT A RS E R EAVBIMEAWS IR,

ERAERESE Cedar RAINEIE, &)
DETHERKRNERLEEREE RN,

TR SR BE 17 (22 M BR SR B Y B B
WEVE BB E R < EFR BN,
5| HH SR g 17 AR & P AR SR BR BV B

BEREERPHEAN S MG REDRHE
1’EO

"verifiedpermissions:CreatePolicy"

"Resource": "*"

"Statement":
{
15
}
]

IAME By 7 PRV JR B


https://docs.aws.amazon.com/verifiedpermissions/latest/apireference/API_CreatePolicyStore.html
https://docs.aws.amazon.com/verifiedpermissions/latest/apireference/API_DeletePolicyStore.html
https://docs.aws.amazon.com/verifiedpermissions/latest/apireference/API_ListPolicyStores.html
https://docs.aws.amazon.com/verifiedpermissions/latest/apireference/API_CreatePolicy.html
https://docs.aws.amazon.com/verifiedpermissions/latest/apireference/API_DeletePolicy.html
https://docs.aws.amazon.com/verifiedpermissions/latest/apireference/API_GetPolicy.html
https://docs.aws.amazon.com/verifiedpermissions/latest/apireference/API_ListPolicies.html
https://docs.aws.amazon.com/verifiedpermissions/latest/apireference/API_IsAuthorized.html

Amazon Verified Permissions EREEmR
BAEHE—@E "EBFEER, KA

ERE-RBEACREBERIEZEAR , SULUZEBNMETENE —BEFERIFZRERN Cedar [RRI, &
B (AWS X AFRERE) WAEAAWS TEFEALFREEEANEAEFRE, EXZBAEE
£, i#H Amazon BB EF RIS . BIFFHBER.

2V B RAFHE

MREREE-REACRENER K BREEAEP—EHE/RIFAERBECHIRREES
X, BHFRAARBFERABELERNRINGEBHER,

EREMRARTFRERT ZRIRAFTHE

1. H[REFE) BERT , 2E (86 FRNEFRE]

2. E[EHER)ERD , BEEFAN [CRBER) EARNEHEE, YRAHERE ,
EPhotoFlashZKEZ M [E

3. RAERBLRENEIER , ABELAHIRAUTHESRBERN DB ZH,
4. EEEMFAFRKE,

s
i

THRAFRERERARR, RASANSEHNRAFRENFERERRE,

T EFREA PhotoFlash E IR FHEBEREANERERE 2 ENER.

BuE—EARIEKE 14


https://docs.aws.amazon.com/signin/latest/userguide/how-to-sign-in.html
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BlockAccountAccess
CloseAccount
ManageAccount

FullPhotoAccess
LimitedPhotoAccess
SetPrivacyFlag

.| CommentPhoto
SharePhoto

UploadPhoto
DeletePhoto
ViewPhoto

Uszer Alice

ManageAlbum

ManageFriendGroup > 8%

Alice's Friend Group

AEPIFRAFHEER M SEARERFA

0 PhotoFlash fIRAIFREEZSRA, RAUSANGEEER, S SURREHI R R F R EREM IR
EARZE N EAEFRRA

BusflRAFRENSEAES R

1. £ https://console.aws.amazon.com/verifiedpermissions/ B TEERBHER TEA. BER
WEBRFHE,

2. EEANSEERKRD , #EE Policies (B).
BE EYRA], AREE [BYSEESEREA.

4. EEQSRPANBREARZTENERZE REFMALAEAFNTREFERE , RERE [T -
Flo

5. &£ "Xf&, &b, By APhotoFlash: :User::"Alice", ¥} "T&R, , Bt
APhotoFlash: :Album: :"Bob-Vacation-Album",

6. BEIEF [BusAEFRA,
MNEANEGHREERE [FR] To

R EPIR A7 R B T A E R R A 15
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7. ABEHIREBFMREREI S —{E PhotoFlash Si4E#FE R, 1#EF [BAUFRA], AR BEF [BUSHAE
FEIEAN.

8. ERECERUNBREAZENENIZME  RTIIFMALAMEENWEREINE  REBE[T—
Fo

9. £ "XH, v #APhotoFlash::FriendGroup::"MySchoolFriends", ¥® "&R, ,
B8 APhotoFlash: :Album: :"Alice’s favorite album",

10. BE (B EAEREFEA,

MNERNEGHRRGERE [FR] To

RS EHERENT —SFHPREATNENELZHRE, UETRHREIHNELBRNENEZEH
PhotoFlash , 552 El. PhotoFlash®i 2% 5 B 5 i1

ARSI R A F =

BVEfRAFRENENERFR <R  GUUER "CREER) AIRTHFEPTEEREEX
RRAFES TCERFEVER) BRERMFEAERSFRR,

BRERVEPRAFHENKEME  ENRUERTRENEFFHNSRIE. EERBRABRE
HIE—&B7zul , FRELNHEPRAFRETRERERBHNZERA PhotoFlash 8748, WMREH R
ATREELRA , FRBEBRA , Sk (#HIER] #ERELHREAFKEPHotoFlash,

BRTFHEBARZER N TEHBER

permit (
principal in ?principal,
action in PhotoFlash::Action::"FullPhotoAccess",
resource in ?resource

)

when { resource.IsPrivate == false };

BRTFHEBAXZERFNERIEER

permit (
principal in ?principal,
action in PhotoFlash::Action::"LimitedPhotoAccess",
resource in ?resource

)

when { resource.IsPrivate == false };

REE G RAFRE 16
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ERAEER

HEAFEORAERERR

1. 1£ https://console.aws.amazon.com/verifiedpermissions/ BIEX "EERBHER, FEE, BEL

BRI RIE,

2. EEANSEERS  EE REIEEL

3. EERRER,

4. & "EBERE, REYP , RAENETEEB HAEEPhotoFlash: User, EXFHRPEAEAE

A BIES, #lan Alice,

5. BAORATSHEERE "HENE,
6. ¥R "RF.-ER, B, FERECENPhotoFlash:: t(RFER. WARFHEBIT. Filn

Alice-account,

7. TEERZ D , iEE:PhotoFlash: Photo EREE, EXFHE P A EBTS. Fla

photo. jpeg.

8. BIEMERR , RERFEEPhotoFlash:: IRFEABRER, HHEAEFREN "1RF BB, ML
RIEENMES  BARIKRFAMEEBEBIR, Fl0 Alice-account,

9. & "EME, ERY , REMBEBEFIEEPhotoFlash:: Action:: ViewPhoto " J o

10. 7% [HMEE) BERG , 2E FELER) UHEESNEFER.

1. REAERRY [BTREZER], UERGEHRAFHRED Cedar RAINREER, AFEEE

RAFFRAREVRE.

TREREUTLUER "'SRIER AIRTFEEANENET2EE, ERNBFENHMEE. EREESER
#& PhotoFlash IR FHEMEE < BERANREERRE , UREE L —HPEYNERES

IRAl,
REEE FIRF : B8
=]

PhotoFlash:: PhotoFlash::
FRE | BE R | BEMK
4 PR 5%
PhotoFlash:: PhotoFlash::
FRE | BE R | BEMK
4 PR 5%

&RE

PhotoFlas
h: A
photo.jpeg

PhotoFlas
h: M A
photo.jpeg

BERRIEE

PhotoFlash::
FO | 3ER
B

PhotoFlash::
PRER | B
PR 5%

RERTE

Action

PhotoFlash:: EE
BE:: "4 Vie

wPhoto

PhotoFlash:: R
B T, Vie

wPhoto

REE G RAFRE
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ERAEER

rEEE

PhotoFlash::
FRE | BE

PhotoFlash::
FRE | BE

PhotoFlash::
FRE | BE

PhotoFlash::
ERE|E,:
PhotoFlash: |
FriendGroup
MySchoolF
riends

PhotoFlash::
FEAE | &,
PhotoFlash: |
FriendGroup
MySchoolF
riends

RS  BE
]

PhotoFlash::
MRI% | BEM#
PRER

PhotoFlash::
PREE | B
PRER

PhotoFlash::
PRER | B
PRER

PhotoFlash::
&RE | — ARk
B
PhotoFlash::
&F | — ARk
B

&RE

PhotoFlash::

#H 5 & Bob-
photo.jpeg

PhotoFlash::

#H 5 &8 Bob-
photo.jpeg

PhotoFlash::

¥ | Bob-

photo.jpeg,

IsPrivate:
B

PhotoFlas
h: A
photo.jpeg

PhotoFlas
h:: #8
photo.jpeg

BERRIEE

PhotoFlash::
| E
EEEp:

PhotoFlash::
HE | M E
48 =

PhotoFlash::
8| ME
RHAEE

PhotoFlash::
HE | BB
RENWELE

PhotoFlash::
HE | BEMH#
RENWELE

Action

PhotoFlash::
BE:: T, Vie

wPhoto

PhotoFlash::
e T Del

etePhoto

PhotoFlash::
e T Vie

wPhoto

PhotoFlash::
B T, Vie

wPhoto

PhotoFlash::
B T Del
etePhoto

E48

E48

>
Eilql!

ik

ARSI RRIF R E
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Amazon BBEFF AR ™E]E

FAFHRERRAMRIEANER. SEARMNEFHERSE —ARHEHE , THARREREERAE
BRENRA, 2REABEARRAEXRY —ERAFHE 6 IISHZHAFEAEXEY —ERAUFHR
B, BUAERBEEZRFEERUFHE,

EMEREERAFRESER Cedar BERMNGEZRE , HUBLEN., 2 ZHREENFRAHEN
B, A—EER(:: ) FAIREIR. RIFRERIEBSARATHE—BaE=H WFFMER
F2H Cedar BRESSERETINHEZE,

BURBERRIFTHRE

BRMER TR EELRRFHE :

- 5| EXRE —HEUF—EXREH , SRERERENDENESRERENEREE,

- SPRAIERE - EERAERNEMERRAFRE. IREEETH ERENER, K X8
BERANAHEAHRR , RAZBEERLEE,

- ZARAERE — S EBTERBBHERNFFEFIURA, MREEEABRERUEFHE 6 22
&R LR IR,

Guided setup
EASIEXRERARF EEYRAFHRE

SIEXRERBEESIERTHBRLRAFHRENE —EAREBEENERF. ERAZ—EEREHEE
VAR, HAEARZEREENEE , URECEREEZRNEISRERE, AR, S8EY
EHE—ERR, TRIEBEZR , ERAUHTHEERATERE, BREBHERUEREBE RN
FSREFH | UREBEVHMFRAMEAR,

1. H[MEEFE) BERH , 2 51 EXRE]

2. WA TRAL FRESRH. EXFALUREMESEEBNXT , FAYEBRRFREDRE
MBiL2E , HINMRRERN.

3. E[FFHEH ERY , B ABBRHELANGEZME.
4. igg-lt_io
5. X [BEREE|GEY , G ABEREENER,

B RRERE 19
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6.

10.

11.
12.
13.

14.

15.

16.

(EEM) ZRNEBULTEEREBME. BABMERE  YAERNEEBHRE—EBLE
B, ZRSABMRESAR "ZE, . REEREABEBELNRIRRE K SEREENELE
H,. "EBREHBEREENTENEY  BFEFBUZEN B

£ "E)EL (Actions) HH , MAEHHEETEREERENEE, EELERELMEH{t

B, FEE EEME., FEBREHBERERMENEDE  FEEBEZEN B

E[E2EEFENEE WUP  WASHHEREECREESEcISRERENER.

EE-F_io

E TE2REFH HEF  BEZSEEHEHENEBIRIE,

- WMREEH ID MBHAEREH "EREER FARAEREY , F38E 857, . &
EMEEMUANEEISREBN. WABMER K ARASENRNBERE—EABEEE,

REERERBEBHEARERKE SEABRENELE. SEBRCHYONRIEERNE
MEY , FHEEFEBMZEN "BER, (Remove),

- MRFEIB Amazon Cognito AR ID HIFEVER IR ERMN ID MBEM | FHFiEE Amazon
Cognito FAEKIE, #IFE Connect FAELRE, EEAWS EF 5 A ZERH Amazon
Cognito FAERENEAERERRITE, BIFER, MEFMENR , 528 Amazon
Cognito B3 A BIER P A A Amazon 558 5T A IR,

&E—F_io
£ [RAFAER BERYP , BENE —E Cedar RAII AREMRFAIRA,
[F2HEEGE) MuP , BESRFAREBERNESHEE,

- BREREIZEE  SREEAEFENISEE, £ "E2HE, PEEALFRIBAEN
EIBEE  REBATSHEENERRIT.

- BB FTEESRE SEUEAZRAERETNAEESRE,

% [AROE Wi EEREREEESREVTHER,

- RIB REER  HEREATHEER.  ILRREERAGDR RUTRBER , Ak
WA B RS

- BB FRERR , RRERZ R HES AR,

' TREREL BT REERRREESREWTHDIE,

RBHEDAE  SEMERZHEDE. BN LEREERNRETH] BT WDES
L

- BB FIEDAE SRUERZRATHRESOAEDE,

08 [FAEE] ERT0RA. BERTRATKE.

B RRERE 20
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Sample policy store
EAESRARTEARS EE Y RAFHE

1. B [RERZE] BERYP , B#EF (84 RAUFRE]
2. H[FEHER]EETD  EZEFEAN [CREER]) EREASHRE,

* PhotoFlash2 —fBE @& F# Web BREF A , €A F AT AR K ZEER A MHE
. EAETUEE RFHRR, ESNEFIZHFWASRERMOVER. (RFEFEH
ISR S AEAE | IASAE BRI R AR

- DigitalPetStore2 — B RHIEAERF , EMARANEEPEMEXSETF. FFE AR
EHENEY  BREVNTITE, ERNEYNBEESEEEABWEAN. BUEAT
DEMEMNFEEE , LEEYBHIMREYEE. ETIIENTF SRR ERR
EH. FTERAE UG ENFREANBURGE, BYEKEEREEHBRR,

® Note
#iDigitalPetStore Bl R Bl Z M ER TS RAIE A, PhotoFlashF & TinyTodofsl R Bl 1F
HRETERAEAR,

» TinyTodoR —E&HIEARERN , AIREAERI taks MTERE, FEHBETUETEN
2 EAFIREE | SWIEEH A R iR EMRFIRIEE,

3. RERBLRENEFER  ABELHAFFRATHEFBHRN DB ZME.
4. EBEERVYRIEFEHE,
EHRAFRERERGEZNHESFRRTHRENRRNEBERREN, MFEAEHHEHER

AlERREYWEANEERANFMAER  F2R. CREEREH|RAIF I 56| s AE
fa R A

Empty policy store
AT RAGERARS FRIRAERE

1. B [REFZE) BRYP , BEF [FERAUFKE]
2. EERVFRAEFRE.

BIRAFHRE 21



Amazon Verified Permissions EREER

BEYNZHRAFHRETEEBER  ERTTITERERA, UEEFNRAEHEEBERNFH
ﬁgﬂ , nﬁxﬁi]Amazon Eﬁ n*jﬂ(%ﬁﬁ*ﬁio

MEARAEHEREYRBNFAESR , F2ELE Amazon 57 5T Al F B BUER M E T S 8 R
;ljo

AWS CLI

HEERAEYZHRAEHREAWS CLI

A LAfE A create-policy-storefF¥E N FRIEHRE,

(® Note
IBERZEY W EFERFEHREAWS CLIRZEW,
s EEMAERLEE  F2BAmazon BREF U BEEFHER.
« FEIWEL , F2EEIE Amazon BB A FRREBK.
s EEFIEKRKELR  B2REELRREL,

$ aws verifiedpermissions create-policy-store \
--validation-settings "mode=STRICT"
{
"arn": "arn:aws:verifiedpermissions::123456789012:policy-store/
PSEXAMPLEabcdefgl11111",
"createdDate": "2023-05-16T17:41:29.103459+00:00",
"lastUpdatedDate": "2023-05-16T17:41:29.103459+00:00",
"policyStoreId": "PSEXAMPLEabcdefgl11111"

AWS SDKs

HI‘H

BAILAE A CreatePolicyStore API B BEERIE, MFEFHMEF , 528 Amazon BRFEF

A API 22358 CreatePolicyStore Py,

BURAEKE 22


https://docs.aws.amazon.com/verifiedpermissions/latest/apireference/API_CreatePolicyStore.html

tsEmERRFEAFEHE

AWS Management Console

PRFERIEHRESRET HMFEAEHRE

1. ¥ https://console.aws.amazon.com/verifiedpermissions/ BIRX "EERFENER, A, BIE
T BERERE,

2. EEQINEERKRT  EE [BeRAENRE] =20 [1#],

3. WU EBRAENRAFHREzEBYRSET HMEIFERE,

- FEYRFATHE  FREEZNRENFENFRERBIR.

- FERVFNRAFERE  FEE [BAFRAERE], FEEPHRAETELREER
FAFRE

AWS CLI
NRRAFREREL ERUFEKE

AWS CLITE#E "85 FREFENE. Hkitt , KZEHAWS CLISE M --policy-store-
idRIEEBETSEFANRRFRE.

EEBVHMNRAFRE , 5B Mcreate-policy-storedp fo

il R 2 B e REBR IR R R

AWS Management Console

i BR SR B 17 L[

1. £ https://console.aws.amazon.com/verifiedpermissions/ B "EERBHER, LA, BIE
BHBERERE,

2. EEAINSEERTP , EEF Settings (RE).

3. EE [MREEREAFERE]

4. TEXFFHifdeleteF A , REIEE MR

TRBERERE 23
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https://docs.aws.amazon.com/verifiedpermissions/latest/apireference/API_CreatePolicyStore.html
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AWS CLI
il B 5% B 17 14 [

B MfEAdelete-policy-storefEEMBRFERERE,

$ aws verifiedpermissions delete-policy-store \
--policy-store-id PSEXAMPLEabcdefg111111

MRKY , kS AEELE@EL,

MIBR R Bl 75k [ 24
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Amazon BT AT BIERERHER

REBHAREARAMXECERELEBNES  UREHEAEX TREEREERTRENBE,

MEFHMET , F2H Cedar BEFESZ2E M TR Cedar faB R,

(® Note

EeRENERPEAGBEERTEN , BB BBELEERRPEAELEEBELR, BL
BufRERE  CRENBERITUERGRERARRISENREFSROERNEE , Ui
RAREFRBETHEFNRAPNEFNER. NREMBEHRE , AFREHREHLEA
HEWME,

AWS Management Console

BRI

1. 7E https://console.aws.amazon.com/verifiedpermissions/ IR TEERFBHIER LA, BE
B BUERTFRIE,

2. EEAINEEERS , BE [EEHER.

3. EBEEBURABER,

AWS CLI
EERXMEBEL , AERAERREHMEE AWS CLI,
AT R T FIEEHIN AWS CLI e RE M RAIFHE.
AEREE T3 Cedar REHEBHIR -

{
"MySampleNamespace": {
"actions": {
"remoteAccess": {
"appliesTo": {
"principalTypes": [ "Employee" ]
}

25
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},
"entityTypes": {
"Employee": {
"shape": {
"type": "Record",
"attributes": {
"jobLevel": {"type": "Long"},
"name": {"type": "String"}
}
}
}
}

BUAE LA JSON BRAETFRE , YAHBBERNWERHEITSHE : cedarJson, F5IE
flgEAT52E JSON FEERE L RANschema. jsonlBRAR.

® Note
ERWAITRAT TRMMBRIT, LLARBERRRE—TH , DITHEZT,

{"cedarJson": "{\"MySampleNamespace\": {\"actions\": {\"remoteAccess\": {\"appliesTo
\Il:

{\"principalTypes\": [\"Employee\"1}}},\"entityTypes\": {\"Employee\": {\'"shape\":
{\"attributes\": {\"jobLevel\": {\"type\": \"Long\"},\"name\": {\"type\": \"String
\"1}},

\Iltype\ll: \IlRecord\ll}}}}}ll}

$ aws verifiedpermissions put-schema \
--definition file://schema.json \
--policy-store PSEXAMPLEabcdefgl111111

{
"policyStoreId": "PSEXAMPLEabcdefgl11111",
"namespaces": [
"MySampleNamespace"
1,
"createdDate": "2023-07-17T21:07:43.659196+00:00",
"lastUpdatedDate": "2023-08-16T17:03:53.081839+00:00"
}

26
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AWS SDKs

O LAEF PutSchema API B BEREHE, MEFMER , 552 E Amazon BT API 2&
¥EmPutSchemaf i,

ERBEAFREERR

Bk [CRENER) TEAPEN [ERER) &, REEXSEIBRGERERY 8] 52N (B
£l EEEEBRANEMERNFMAERD  ETLIRE [REGEHE] HRERENEBEIL.
RERXTEARELEEBHEREN | Sl EAMRE K.

RBEBERRERE-RIERRL , ELERRACHRBIERCBHOER. 2E "ER. |
AR AL B H B R BB

BFE

"BF BERBAEIHEERAFREPRENESRERR, 'EHFE’EE*%*M?E’JEM’E BAR At AF
RERHEHTEFEN "ER, . ERZENRERTEEARLFRR  BE2EEHERERNEFE.
NRENBEERAIELHMEERCENBR , ZLXAXEIMEERCEHORR , TRERRP R
FIERT, ENERUEFBMHE YA TEFURRTRFMEN. BEF [BEEHER] | [ERER]|
[(F2HEESE], INERKRTFERESSHASERNER,

BEREAE

3

ERNREEREFENTISREEGRANBER, NRELERFFBHRPERNERIER , FRr

BItER. SEEEEEERL Lo THEAEMEGHRERR.

ERENEXNTHERBELNRENIIREE, ECREVRRESERFERERERNFREA
,/%ﬁilﬁﬁ#%ﬁ}ﬂ ENERFFHEANTMER,

EREBIERNDPFECRIFNVERSEER

1. ¥E https://console.aws.amazon.com/verifiedpermissions/ R "EBRBEHNER, FEE, BELR
NBEREFERE,

2. EEANEBSE®KT , BIE [EEHER].

3. HEF THE, &£, SEEERRER A URICEHEBHRETHNEE, KUNEER—EE
FTEITENE | Dles HELH f E T Ay B B E

4. RERBEBEIL.

mEENEE-RE 27
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10.
11.
12.
13.

14.

15.

16.
17.

i [FHAER BERTD  BABBERNGE 2/,
i (EREE] BERT  EE [FEEERE]
WABRNERE.

(BN B THEOR) UHEHNEEMBNAEER., "ERRCHEZTERNE  FEE
RIFZRE R [BER]

EEFEBEEUKEBENEEERE, BABLERE  RARZAEENSEABLEEBEEE., BRER
[RERBEBHERRERER K SEAEENENLE, ZENESEABMEREALE, REBKREHE
FERNEY K FREBMZEN (B

BENMEEREE  KERTHEEERER,
® "B BERY, BEF THEEME. .
BWABFENERE.

(EEN) B MBER U EBFEANEREE, FEBRCHTEZDENERER K FHE
BEREHEEIEN B

(EEH) B "THRISHESE RNEEADFNEISHEEEE, KBRCHTEEDENESESE
BE A FERFSHREFRELBEZEMN "BERL (Remove),

B [FTEEM] LB EEREERPDFNREBHOEE. A "Eit, 28, LEES
BEEER "EE, FE RERRERBEEBHELIRERKE K SCEREENEBLEE, ENEEE
HRBALE. ABRECFEZBENEY K FREBUEZEN "B .

BEIERT B F,
HITAERERENBENREEEBER R A FEE (RFEEL

£ JSON BA T iREFEBER

HE% JSON EXFiRECRENERGEBHER

1.

5.

£ https://console.aws.amazon.com/verifiedpermissions/ FAR "EREBEHNER , TBA, BER
WEBRFHE,

EERINBEERSD |, BEF [ERET),
B JSON B , RREE [REEBEE].

£ "REL MAPBEA JSON BRERNAE, EFRFMEFEERZY  LEEIEEFREE
BEER. BULURE "ML JSONL | LEBRNVBENGEI KR LEBIERN JSON FEx.

mEFERESR 28
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il BRAE R

AWS Management Console

il Bk E B E KRR G B R

1. 7E https://console.aws.amazon.com/verifiedpermissions/ IR "EERFBHER LA, BE
B BUERTFHRIE,

2. EEAINEEERS , BE [EEHE.

3. EE [MBEREE

AWS CLI
il BR £ B8 38 O REPRAS B I

REMBRERBERT S, B EcedarlsonBuPFEAEEZQEBE RN put-schemafm H R
MIBRER A FREPPEBER, —EAENEBERE —BAER ' R

$ aws verifiedpermissions put-schema \
--policy-store-id PSEXAMPLEabcdefgl111111 \
--definition cedarJson='{}'{
"policyStoreId": "PSEXAMPLEabcdefgl11111",
"namespaces": [],
"createdDate": "2023-06-14T21:55:27.3475817",
"lastUpdatedDate": "2023-06-19T17:55:04.959447"
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Amazon B8 5T 7] BUR Br 8 A5 5

R LAE [ERFRVER] FRERAURFEER | ZFREHY R FHESNEEHERERERAE
=2

/A Important

ECHBRERRRER  SREBFRAFTKEDNGEBERREMNE EHE M S E#H R AR A
AWER. MERBRERR, "CRENER, SEEEXR,

AWS Management Console
HERERAUERENRBRIREX

1. £ https://console.aws.amazon.com/verifiedpermissions/ B "EERBHER, LA, BE

B REFRE,
2. BERE.
3. E[RAIMEEN] BERT , BEE [IBK.
4. BMITUTHEE-E:

- FERBRABELBFMERUSELARBENEERR  FEERE (EF) B.

- FERMARSENFRRAERE  FEEF (BEF] Bift. @A confirmIH#ERET BHHENE
B ERE R A ER.

5. EEREFEE,
AWS CLI
EERERIGEHENBRIER

& 7] LAfE Fl UpdatePolicyStorefE ¥ 3 & ValidationSettings 2B ERNENE , REEFRRAEREN
EmEEN,

$ aws verifiedpermissions update-policy-store \
--validation-settings "mode=0FF",
--policy-store-id PSEXAMPLEabcdefg111111
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"createdDate": "2023-05-17T18:36:10.134448+00:00",
"lastUpdatedDate": "2023-05-17T18:36:10.134448+00:00",
"policyStorelId": "PSEXAMPLEabcdefgl11111",
"validationSettings": {

"Mode": "OFF"

MEFMET, , HHW Codar REBS SEEWINFAURE,

31
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Amazon Ba B FF AT BUER

REMRATRZLFTREE RIS EBENRARR . SERBATAEEAEMREER. WF
BB Cedar RAIFEBIERFHEL XNNEFMER , FBH Cedar BRFESSZEETH Cedar I RE
EITRAEREE.

/A Important

ELRBF2RISNRE, EFRMBEN Cedar RAIR , LR LUERARNSETREAME—RB T
., BMaZigRm Q8RN T RERCE -

- BATA X2 8 E N E IR B R6E A BE R MBS (VUID) FE.

flan , MREAEjaneBHA LT , MEHEBREHMAEAZERBjane , AIEZHEAESR
NS NASRRAFRENFAEEBWEEMEUser: : "jane", Cedar EEDFAF
MERAF, EERARESHENERENE. EEAREE—BB8TEEFANEBIN
DRARETERARAPEFEERNBEMES PR TFFEHE,

ELRERMEAUVUD K, RMARBEEA/ERRANGNERN "RiF, 2BREEE.
ERPREENBRERZEM, Hl . KK == AF:: "A1b2C3D4-E5F6-A1B2-C3D4-f
%

« BOBEAZRBER., MEIBRBREFMAZTSEERE R BB, ELZRINE
€7 AWS CloudTrail Bt FHREEEIER .,

Amazon BBEFF AN ERER

Amazon BT R A Cedar HERFES REVYBR, XENFRAFENENERNS Cedar BKRFES
ZZEEYP Cedar TEXENERFEZEHERNFEZMEREE | UK Cedar TEMXENER
A, 78, fRUEREERE , "ERENER, M "Cedary AEEBRASEFEES,

CREERPEREN JSON &N E Cedar B TEETE :

- EEBRENERSD , JSON L AR EFMARSIREHETEE JSON Y+ , BRecordBR.

- CEREERTA JSON BELABRESRABBATER JSON £|EHEF , Set BER Cedar KR
%% JSON BE,
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« ¥HStringlong., #BooleanEHZH , Cedar P EREEHHESHCEREER P JSON ¥
HER. MENERBERKRESREME, £ JSONYHF , E—ERSIEEHR , HEPRSIBEREE
EEMNEREM (String. Long, HBoolean) MI{ERRH Cedar EEMNE,

+ Cedar KRN ERBEREBOFELMNE THTR :

EMHERN ERFEEREN
uid Identifier
type EntityType
id EntityId
attrs Attributes

parents Parents

THSEHIRRAAERA Cedar RXLFERHNER,

"number": 1

"sentence": "Here is an example sentence"

"Question": false
}
]

T % exmple SR 5% 8] Cedar BEEHIPHHRERMNAECSRIBHNEREPERL,

{
"Set": [
{
"Record": {
"number": {
"Long": 1
}
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}
I
{
"Record": {
"sentence": {
"String": "Here is an example sentence"

}
}I
{

"Record": {
"question": {
"Boolean": false

T OB R Cedar HER MR AL LAFHEREE R AR RA

[
{
"uid": {
"type": "PhotoApp::User",
"id": "alice"
b
"attrs": {
"age": 25,
"name": "alice",
"userId": "123456789012"
},
"parents": [
{
"type": "PhotoApp::UserGroup",
"id": "alice_friends"
b
{
"type": "PhotoApp::UserGroup",
"id": "AVTeam"
}
]
b
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{
"uid": {
"type": "PhotoApp::Photo",
"id": "vacationPhoto. jpg"
},
"attrs": {
"private": false,
"account": {
"__entity": {

"type": "PhotoApp::Account",

"id": "ahmad"

iy

"parents": []

"uid": {

"type": "PhotoApp::UserGroup",

"id": "alice_friends"
},
"attrs": {3},
"parents": []

"Uid": {

"type": "PhotoApp::UserGroup",

"id": "AVTeam"

iy
"attrs": {3},
"parents": []

T3 g 5 H R e — {8 Cedar EHIFMEEERIME "SHRFTAVER .

"Identifier": {

"EntityType": "PhotoApp::User",

"EntityId": "alice"

1,
"Attributes": {

&AL,
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"age": {
"Long": 25
},
"name": {
"String": "alice"
1,
"userId": {
"String": "123456789012"
}
1,
"Parents": [
{
"EntityType": "PhotoApp::UserGroup",
"EntityId": "alice_friends"
},
{
"EntityType": "PhotoApp::UserGroup",
"EntityId": "AVTeam"
}
]

"Identifier": {
"EntityType": "PhotoApp::Photo",
"EntityId": "vacationPhoto.jpg"

iy
"Attributes": {

"private": {
"Boolean": false

iy

"account": {
"EntityIdentifier": {
"EntityType": "PhotoApp::Account",
"EntityId": "ahmad"

}I

"Parents": []

"Identifier": {
"EntityType": "PhotoApp::UserGroup",
"EntityId": "alice_friends"

iy
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"Parents": []

I
{
"Identifier": {
"EntityType": "PhotoApp::UserGroup",
"EntityId": "AVTeam"
},
"Parents": []
}

£lZ Amazon BB T A FRAEBUR

BRI AR Y Cedar FREBUR , AFRIER XS HEESHHEARINEEE R TIEENEE,
AWS Management Console
EEEVHREEE
1. ¥£ https://console.aws.amazon.com/verifiedpermissions/ Bl "CERBHER, FithH, 1BE
BNBERERE,
EERINESEERKSF |, #IZ Policies (BUR).
BE (EYRA, AREE [BUFRERK]
E[RAKR BERYF , BEEERFERAK , RAIR [£FF] ER [FEL].
 "E2EEGE) Butd  EEEZEARANEISHEESE,

o & 0D

- EEREIZ2EE  BREERAERENIZHEE, EEFSRENERRENEBLG U
2 REUR AR R E R B F,

- BEFSREHE  BRAESAEISREHE. EX2EEFEMCTOATSREER
HEH,

- EE [AEX2HEE], SRAERERAFHRERNMEESEE,
6. # [BREE] #Mud ZEFEEEARRMNEREER,

- EE (BEER BXBREAEZEREER. EEREAXRKcERNERER MBI,
- ERERBELSRBERZERFE. TERFEAMCTRAERHERRE,
- EE [RER  #RRXBREAZRAEREFHFREER.

7. % "BMFEEE, BET  EREEEARANEREE,

BAUBRERE 37
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- EERERESE  KEXREAEZ -HBE. EMZTEARKNEES BRI K.
- BE [hEEE  SRAERAZRAEFRES A BIE,
8. EE-F_Z’FO

9. 1 "BE. BEYT , BEIEM Cedar BIR, BALLEE [KR], UEZNBEEMGEIENLE

AIWFEE. MEFMEF , 528 Cedar BERFES 2 EIEMTH Cedar FHEARFAIERE,
10. % [FFHER] BT , A RRIANRFEHER,
1. BERIBK.

AWS CLI
BEEVHEBRE

A LAE i CreatePolicy R U FREBR., TIEHFSRIBHENTRERA,

$ aws verifiedpermissions create-policy \
--definition "{ \"static\": { \"Description\": \"MyTestPolicy\", \"Statement\":
\"pexrmit(principal,action,resource) when {principal.owner == resource.owner};\"}}"

\
--policy-store-id PSEXAMPLEabcdefgl11111

{
"Arn": "arn:aws:verifiedpermissions::123456789012:policy/PSEXAMPLEabcdefgl11111/
SPEXAMPLEabcdefgl11111",

"createdDate": "2023-05-16T20:33:01.730817+00:00",

"lastUpdatedDate": "2023-05-16T20:33:01.730817+00:00",

"policyId": "SPEXAMPLEabcdefgl11111",

"policyStoreId": "PSEXAMPLEabcdefgl11111",

"policyType": "STATIC"

Wm¥E Amazon BB R I R REBUR

LA ERIFREPRER AN Cedar ERKR, SREERENHFERA, KRESEFEBR

MR LETE

- FRBIFfactionZ2BH,
. FHF4a , flfwhenFunless,

TR RR AR
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RELBEBRERRNTIITE !

- BRAHFERREERBREZBXR,

« RpermitFEEFFEFEUNURforbid,
- HPEXRMprincipals| A,

- HFERKresources| Ao

EESFTHNELBER  BONBARAEREAR, MEFMENR B30 FERKELR,
AWS Management Console
EEREBFRERE
1. ¥ https://console.aws.amazon.com/verifiedpermissions/ BIRX "EERFEWER, EEA, BIE
B BEREFERE,
2. EEAINEEERKP , BIZF Policies (BX),
EEEHFEENFRERKSENELTE  RRIRE [RE).

4. E[RBEE ERY , FHFERAMNactionBiFEGFa, BEEZEHEBresourceI N
Bprincipal. o

5. BEE#BUR,

(® Note
MRERAFREGRARARE  NEFFERUSEYR "CRENER, srHFRE
FREPNERERRERD, MREMNFEBCRAREBHF , AMFREXRKR , X E
TEHEER.

AWS CLI
HEREBERK
A LA E A UpdatePolicy ERIBEBRBE, THHHISFBHENBEBE.

W EHIFEAERdefinition. txt KRB EREES.

{

"static": {

miE TR AR R 39
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"description": "Grant everyone of janeFriends UserGroup access to the
vacationFolder Album",

"statement": "permit(principal in UserGroup::\"janeFriends\", action,
resource in Album::\"vacationFolder\" );"

}

LT an 5 5l R

$ aws verifiedpermissions create-policy \
--definition file://definition.txt \
--policy-store-id PSEXAMPLEabcdefgl11111

{
"createdDate": "2023-06-12T20:33:37.382907+00:00",
"lastUpdatedDate": "2023-06-12T20:33:37.382907+00:00",
"policyId": "SPEXAMPLEabcdefgl11111",
"policyStoreId": "PSEXAMPLEabcdefgl111111",
"policyType": "STATIC",
"principal": {
"entityId": "janeFriends",
"entityType": "UserGroup"
1,
"resource": {
"entityId": "vacationFolder",
"entityType": "Album"
}
}

AR BER

AWS Management Console

BRENERBRRBGR

1. £ https://console.aws.amazon.com/verifiedpermissions/ IR TEERBHER, TEA, BE

B BREFRE,
2. EERANEEERD | 2 Policies (BUR). RS REREEM WA KK,

3. EEESXFHH , KETSHEENERKEFRRKE,
4. REXRBSENESE , ERARRENFMAES , MR, EMRBENKENRERR,
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5. BALREXRMZENETE AR EZFMERTMERKRE . 1BEF [MERFA] SAHEEMBRER,

AWS CLI
SIHRRIFRES AR AR ERA

BRI LA YRR KRR R AIE GetPolicyE, THIEfISHMINISFERRMBRELZRAUNEE,

$ aws verifiedpermissions list-policies \
--policy-store-id PSEXAMPLEabcdefgl11111

{
"Policies": [
{
"createdDate": "2023-05-17T18:38:31.359864+00:00",
"definition": {
"static": {
"Description": "Grant everyone of janeFriends UserGroup access
to the vacationFolder Album"
}
1,
"lastUpdatedDate": "2023-05-18T16:15:04.366237+00:00",
"policyId": "SPEXAMPLEabcdefgl11111",
"policyStorelId": "PSEXAMPLEabcdefgll1111",
"policyType": "STATIC",
"resource": {
"entityId": "publicFolder",
"entityType": "Album"
}
1,
{

"createdDate": "2023-05-22T18:57:53.298278+00:00",
"definition": {
"templatelLinked": {
"policyTemplateId": "PTEXAMPLEabcdefgl11111"

1,
"lastUpdatedDate": "2023-05-22T18:57:53.298278+00:00",
"policyId": "TPEXAMPLEabcdefgl11111",
"policyStoreId": "PSEXAMPLEabcdefgl11111",
"policyType": "TEMPLATELINKED",
"principal": {

"entityId": "alice",

"entityType": "User"

CYRE e
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}I

"resource": {

"entityId": "VacationPhoto94.jpg",

"entityType": "Photo"

& B WA ER RN FEER

&R LAfE Fl GetPolicy F R BEEUR RIAVEF R E A, TSPl S REE 8RN FMAER,

$ aws verifiedpermissions get-policy \
--policy-id TPEXAMPLEabcdefgl111111
--policy-store-id PSEXAMPLEabcdefgl11111

"arn": "arn:aws:verifiedpermissions::123456789012:policy/PSEXAMPLEabcdefgl111111/

TPEXAMPLEabcdefgl111111",

"createdDate": "2023-03-15T16:03:07.620867Z2",
"lastUpdatedDate": "2023-03-15T16:03:07.620867Z2",

"policyDefinition": {
"templatedPolicy": {

"policyTemplateId": "PTEXAMPLEabcdefgl11111",

"principal": {
"entityId": "alice",
"entityType": "User"

1,

"resource": {
"entityId": "Vacation94.jpg",
"entityType": "Photo"

},
"policyId": "TPEXAMPLEabcdefgl11111",
"policyStoreId": "PSEXAMPLEabcdefgl11111",
"policyType": "TEMPLATELINKED",
"principal": {

"entityId": "alice",

"entityType": "User"
1,
"resource": {

"entityId": "Vacation94.jpg",

BRBUER
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"entityType": "Photo"

Amazon B 5T ol TRAIBGR

T35 "TEREER, FRISEHRBIE Cedar RAIFES2Z M "HOEEEL, —& 5 PhotoFlash
ﬁLWﬁmﬁﬁ&ﬁﬁE%%#ﬁhﬁ%gﬁomﬁCme%mEm#ﬂﬁﬂ #2[E Cedar BUR
EE2EIEEYPMN Cedar FNERFAIZERE,

BUR S

- RFFEERIER
- AFFEEREE
- AFEREMER

AFFFREREM (ABAC)
EBFE

b

ARFFFEER EE

WEHIFE R E N R FERAERRalicet M ERIVacationPhoto9%. jpgo.

permit(

principal == User::"alice",

action == Action::"view",

resource == Photo::"VacationPhoto94. jpg"
);

AFFFIREREE

U EE IR R AN M A B AP Falice_friends{ ARZAE S YK
% VacationPhoto94. jpgo

permit(
principal in Group::"alice_friends",
action == Action::"view",
resource == Photo::"VacationPhoto94. jpg"
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);

WEHIEE RIS R EAFaliceRBAHEBFEMMBH A BKalice_vacations

permit(
principal == User::"alice",
action == Action::"view",

resource in Album::"alice_vacation"

);
WEIBI B R R |, A EaliceiR, mERMEREZFNEMMEFalice_vacations

permit(
principal == User::"alice",
action in [Action::"view", Action::"edit", Action::"delete"],
resource in Album::"alice_vacation"

);

WE BRI R A TR Ealice R EAEFIERMWE Alalice_vacation , EfFadmin2E
EFEZNEA K HPaSwmR, HEMMERE SRR,

permit(
principal == User::"alice",
action in PhotoflashRole::"admin",
resource in Album::"alice_vacation"

);

WE BRI AT AR Ealice P EAEFEVERMNIRAlalice_vacation , H#viewerZ
FEREDPEENEHE  HPGERGMEAFNESERNEE, BERPIHNE—_ESFh2RE
ffaliceA&Eedit MR,

permit(
principal == User::"alice",
action in [PhotoflashRole::"viewer", Action::"edit"],
resource in Album::"alice_vacation"

)

AFFFREMER

WEIFI B R AR Y AT A EREN B RAMEEZNEalice_vacation,
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permit(
principal,
action == Action::"view",
resource in Album::"alice_vacation"

);

Lt AR IR BER , AAFFEMAEaliced|HjanetkR FHRAVFREHME. | HBEMEZHIE
B, AR RRERNER

permit(
principal == User::"alice",
action in [Action::"listAlbums", Action::"listPhotos", Action::"view"],
resource in Account::"jane"

);

WEHI BRI RIS | LA FERAZalice HHBHMERBTEMEEjane_vaction,

permit(
principal == User::"alice",
action,
resource in Album::"jane_vacation"
);

AHFFIMEREM (ABAC)

BHREFEES (ABAC) 2 —EREXRE , JRIBEBMRERNT. "'CREERE, UEBMMMNEE
SHE BERER, RAETUERAMwhenFlunlessFATRSRELEM K ELFRASTHERS
RulkEBcT2EHE, BENERNBM,

THEFEERTE Cedar RAIESSERERE (€641 PhotoFlash #iR) —EIPFIRMRREAER
RERAEM.

WEHI BRI R |, foffHardwareEngineeringZBFAARE M IEBRARARER 5 WX S HE
ERAMNP HAEZFERHME device_prototypes,

permit(
principal,
action in [Action::"listPhotos", Action::"view"],
resource in Album::"device_prototypes"

)
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when {
principal.department == "HardwareEngineering" &&
principal.jobLevel >= 5

};

HEHIETRMARY AFEAEliceRREMERERE RN KM IPEG,

permit(
principal == User::"alice",
action == Action::"view",
resource
)
when {
resource.fileType == "JPEG"
;

BEEERREBEY, EXBEEREERPcontextFEELBM, WEHIBERMMETL AFF
FR&alice#TE readOnlyBEH KL, BB A UAAKEBIERPNEEREappliesToB
M, flin | BEEEERREAEREEDFZEViewPhoto BN ERE  ESBEERNEXRH
fEPhotoFlash: :Photo.

permit(
principal == PhotoFlash::User::"alice",
action,
resource
) when {
context has readOnly &&
context.readOnly == true

I

B, EEBERTREBEBENEF S EZRE MBS R Thaett EER AP,

fBlan | BT LA I FReadOnlyPhotoAccess BReadOnlyPhotoAccessitiEy
EPhotoFlash::Action::"ViewPhoto" REREMERENENEIE, LLEFBRNOMFMEILRE ,
LR EE Alice FEVGEHEPHEEBENER.

permit(
principal == PhotoFlash::User::"alice",
action,
resource
) when {
action in PhotoFlash::Action::"ReadOnlyPhotoAccess"
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i

LeEEHI R AR M KRS, AAFFFIE E2RHEHEERowner BN ERATEMEIF,

permit(
principal,
action,
resource

)
when {
principal == resource.owner

};

HE IR AR R, NEEZESHENBERFSERNdepartment BHER , AFEMESHEE
BIREMER, department

(® Note

MRERREERAUAGGPRERNEYE , AIEHTRERER , ARERBNREAFTERME | &
22HEZRR, Hlu , EMRBdepartment BN E 28R EHEELSEB I R AR EHEME
TR A9 7 BV

permit(
principal,
action == Action::"view",
resource
)
when {
principal.department == resource.owner.department

Iy

e B RMARYRA  MRESREREFNT2HEE K RENRETSRERE RN adninsEF
tHownerty—#% , Al AFHEMNESREWEFRATEMEIF,

permit(
principal,
action,
resource,

)
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when {
principal == resource.owner |
resource.admins.contains(principal)
i

HEEFH

MRKBEERMEForbidWMR , EERFER , MARRTFHER.

/A Important
ERERD  MREEASHTpermitMforbidBiR , BB forbid &IERF,

THEFEERTE Cedar RAIESSERERE (€641 PhotoFlash #id) —EIPFIRMRREAER
REREM.

IS BRI RN SRR |, R EAFEalicereadOnly BHEMERMITAI A BIE,

forbid (
principal == User::"alice",
action,
resource
)
unless {
action.readOnly

1Y

WE IR RINAE KRS | SIEBEFENEAprivate BEMNFIEER , BRIEFSHEEEGZLER
Howner B4,

forbid (
principal,
action,
resource
)
when {
resource.private
}
unless {
principal == resource.owner
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BRI ECREBEWERFEL Cedar RAIER , LERRFHNFEEZFRE, BEEARZE Cedar
R ,KHphEsEEEMNENprincipal,resource , AMEBRMAEZ. RRAISATHEESRZ—XFEA |
%éﬂ’ﬁlﬁﬁbﬂ:%ﬁfﬁiﬂﬁﬁﬁﬁo RBEEANENERUEFEARBEINFAEESHEHENERF,
MEFHBES , FSESNBEESNBERESSEER.

BZFEBREERARASEAREZY T ERERRAEXRLRANERA. Sl , B SIRERRE M R A
X, REAZRRIEANESRENERREHAFTN, RENZHER,

permit(
principal == ?principal,
action in [Action::"Read", Action::"Edit", Action::"Comment"],
resource == ?resource

e

HESREEETAERNEESRK , CHRABRATUEASEERESLRA  URHESREVERH
1TRREL. WmEEN LM EBENRR,

B RES SR

AWS Management Console

BIRBEE A

1. 1E https://console.aws.amazon.com/verifiedpermissions/ B TEERFBHER ., LA, BE
EHBEFHE,
EERNBBERF | BE [RASEK]
BIF [BIRREE A,

i [FHAER] BRD  mARRBSEAHRH,

£ [RAESARN] BEH , FHAEZEME , ?principalifi?resource AFFRIFL EIARE T
HREE BETHIREMWER, B EE (K], UERNEENEHEENCRBIERNEZE,

6. EE [BURKEX],

o k& w0 b

AWS CLI

ARG S
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] LAE A CreatePolicyTemplatefE£E R AIEE AR, THEHFISELRAUER  HhaSESH
ENRENE.

ZXftemplatel. txtBELUTRR,

"VacationAccess"
permit(
principal in ?principal,
action == Action::"view",
resource == Photo::"VacationPhoto94. jpg"

);

$ aws verifiedpermissions create-policy-template \
--description "Template for vacation picture access"
--statement file://templatel.txt
--policy-store-id PSEXAMPLEabcdefg111111

{
"createdDate": "2023-05-18T21:17:47.284268+00:00",
"lastUpdatedDate": "2023-05-18T21:17:47.284268+00:00",
"policyStorelId": "PSEXAMPLEabcdefgll1111",
"policyTemplateId": "PTEXAMPLEabcdefgll11111"

}

By SAERRA

BH RN SRNEGHREEFEREHN, HNEGNRAISERARSEIRGERS, NRESE
BREAPHBRER | EEXE ARG BERERE B B 3 HY BOR X R EE 2 18 38 — ZI P ey i
BRERE,

AWS Management Console
FEIRE BRI E AR I S AR E LR R A
1. £ https://console.aws.amazon.com/verifiedpermissions/ FARX " ERFEHER, LA, BiE
B BUERTFRIE,
2. EEAINEBESRKT , EIE Policies (BXR).
3. EEF[EVURRA, ARBRE (BUSEFAELRA]
4. EBEEEFANKHEASZSENENSR K AREET -,
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5, WAEARBERNERRAZKHEREFNEISRENER. HENESERE [RARRR] &
ERP,

(® Note

"F2EE, M "&ER) BRIV AHEFERKER, fln , EEEEEISHE
FIAdminUsersE##l , S B# AGroup: : "AdminUsers", MR&EE AAdminUsers ,
Blg@EREmEER

6. EE [EVSEREZRA,

MNERNEGEHRREERE [FR] To

AWS CLI
BB E IR A S5 SRz 3T A E A Y SR Al
BULRNSREARKESNEERRE , A AEANEAEECEEEE,
THEHSRYEAER THIRRN 2 AW AERERA

permit(
principal in ?principal,
action == Action::"view",
resource == Photo::"VacationPhoto94.jpg"

THEFEA T definition. txtERREMHdefinitionZEHE :

{
"templatelLinked": {
"policyTemplateId": "pt-4651be67-c128-4d22-8e67-9b068980c631",
"principal": {
"entityType": "User",
"entityId": "alice"
}
}
}

BHERRREANENER , URRERSHIEN IR

By s ERERA 52
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$ aws verifiedpermissions create-policy \

--definition file://definition.txt
--policy-store-id PSEXAMPLEabcdefgl111111

"createdDate": "2023-05-22T18:57:53.298278+00:00",
"lastUpdatedDate": "2023-05-22T18:57:53.298278+00:00",
"policyId": "TPEXAMPLEabcdefgl11111",
"policyStoreId": "PSEXAMPLEabcdefgl11111",
"policyType": "TEMPLATELINKED",
"principal": {
"entityId": "alice",
"entityType": "User"
.
"resource": {
"entityId": "VacationPhoto94.jpg",
"entityType": "Photo"

i 85 R B SO AN

AWS Management Console

B EREENBRER

1.

£ https://console.aws.amazon.com/verifiedpermissions/ FAR "ERENER,, FiBE, BE
EHBEFRE,

EEANBABEERT , BE [RASEEX], FIRASEREERRIFREFEINMERE
g,

BEFRAUSAZENES , UERERARANSERNFMEF , fIWEL, EHEREDS AR
B, ARRBIESRRENEFRE,

B [RE) URESWERSELR, AEEEMHM "REFRAL AN "RTBAXL , REEE "TEH
REREIA ,

A LGERERBEREENETS , AR BEMERRMERRAEE A, BIEHE URSIMERR A&
o

fm B SR RS E A 53
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AWS CLI

ST IR B H AR

& T LAE A UpdatePolicyfF R M BREBR., THHSMSUERPERNFTRUMAEEN R E
B, UEMEERRRISEA,

EREABtemplatel.txt :

permit(

principal in ?principal,

action == Action::"view",

resource in ?resource)
when {

principal has department && principal.department == "research"
};

$ aws verifiedpermissions update-policy-template \
--policy-template-id PTEXAMPLEabcdefgl11111 \
--description "My updated template description" \
--statement file://templatel.txt \
--policy-store-id PSEXAMPLEabcdefgl11111

{
"createdDate": "2023-05-17T18:58:48.795411+00:00",
"lastUpdatedDate": "2023-05-17T19:18:48.870209+00:00",
"policyStorelId": "PSEXAMPLEabcdefgl11111",
"policyTemplateId": "PTEXAMPLEabcdefgll11111"

}

E B 78 162 PR 20 51 JR Rl 77 1 28 Y 6 5] s A E 5 JR R

ESEAEMNRAFRESEE "ERENER.) PEUFRAFRER  RESEARLERNERA,
RASEANEMBRGIERVERERRELFRAUFRE, T5CBERERBAE G F R $6)] mT a5
PIRAIEREREZSANERR, RASANEBERREER,

PhotoFlash$E 258 % B3k €5 51

L gE Bl R R AR M E A BUREANBAERBER , RTRMBLEMAEMEFRERAXLAEFNER
TFEUE,
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https://docs.aws.amazon.com/verifiedpermissions/latest/apireference/API_UpdatePolicy.html
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® Note
Cedar BHREERA—EERInAIHMEER, Eltprincipal in User::"Alice" , #
EMprincipal == User::"Alice".

permit (

principal in PhotoFlash::User::"Alice",
action in PhotoFlash::Action: :"SharePhotoLimitedAccess",
resource in PhotoFlash::Photo::"VacationPhoto94. jpg"

);

teEE IR TR A RRISEANEAEFBR , RTE@BERENBEZIFMARLABRFHAER
TFEUE,

permit (

principal in PhotoFlash::User::"Alice",

action in PhotoFlash::Action: :"SharePhotoLimitedAccess",
resource in PhotoFlash::Album::"Italy2023"

);

L g Bl R AR M E A BREANBARERBR , RTREPRFHENERMEANFERARZHINE
PRIFHE,

permit (

principal in PhotoFlash::FriendGroup::"Jane: :MySchoolFriends",
action in PhotoFlash::Action: :"SharePhotoLimitedAccess",
resource in PhotoFlash::Photo::"VacationPhoto94. jpg"

);

L EE B R AR ERABREANBRERBR , RTREPRBENREZERAREEAINERE
HE*EO

permit (

principal in PhotoFlash::FriendGroup::"Jane: :MySchoolFriends",
action in PhotoFlash::Action: :"SharePhotoLimitedAccess",
resource in PhotoFlash::Album::"Italy2023"

)i
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St ga IR AR M A RS AN S AEFBER , RTEBPRFENERNAFNERARXZEEAFE

permit (

principal in PhotoFlash: :UserGroup::"Jane::MySchoolFriends",
action in PhotoFlash::Action::"SharePhotoFullAccess",
resource in PhotoFlash::Photo::"VacationPhoto94. jpg"

);

b % {51 5B 7 40 A 222 ST {6 P SR BB AN S SRR SR BV 62 P 3B Y ST AR A R BK

forbid(
principal == PhotoFlash::User::"Bob",
action,
resource in PhotoFlash::Account::"Alice-account"
g
DigitalPetStore

# DigitalPetStore IR I ZFHEF B EEMRERIE AR, & LAER I DigitalPetStore £ HI R RIFHKE 2
%, EEANEEERPIRE [FER), R RAEREFRESENEEL

TinyToDo #i781E 77 BSR4

g8 B R R AT T A EAS VR R | R R RISEAGE A T A BB E A E M THEBERMHERAE FEUER
By R Al

permit (
principal == TinyTodo::User::"https://cognito-idp.us-east-1.amazonaws.com/us-
east-1_h2aKCUlts|5ae@c4bl-6de8-4dff-b52e-158188686f31|bob",
action in [TinyTodo: :Action::"ReadlList", TinyTodo::Action::"ListTasks"],
resource == TinyTodo::List::"1"

);

It 8 I BB R AN ST S A IE RS Y IR R R R RSB A AR IR RU BB A R 18 B £ I & M TR B B iR im e 2R
ﬁHR*EO

permit (
principal == TinyTodo::User::"https://cognito-idp.us-east-1.amazonaws.com/us-
east-1_h2aKCUlts|5ae@c4bl-6de8-4dff-b52e-158188686f31|bob",
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action in [

TinyTodo: :Action:
TinyTodo: :Action:
TinyTodo: :Action:
TinyTodo: :Action::
TinyTodo: :Action:
TinyTodo: :Action:

1,

resource == TinyTodo:

);

:"ReadList",
:"UpdatelList",
:"ListTasks",

"CreateTask",

:"UpdateTask",
:"DeleteTask"

cList::"1"

TinyToDo #8738 2 B 5% & {5
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#EiB & o EEE A Amazon BRFEFT A

BRI LAE A OpenlD Connect (OIDC) & 7 aliR & (IdPs) EAE BN ERREEFRAEBMY , SUE
EEBRINERRRBPEAEZSHEELR,

£ Amazon Cognito 1 & %58 Bl 38R

BoBAREREDJIRUESBRNCAEENES , ARBLHRATHRENREEZR, BAUE
UESHEBIRE , RENERIEREAEXREFEISHEENENA. BALIEEAWS BFH & 5K
JREY Amazon Cognito fEFAEEE ID MERER, ARERBIFTEEARMEEHN Amazon Cognito
FHELEAWS IRF , Rt BELEHMIIEFFIEES 5 KR,

EAEEKE JSON REENY (JWT) EETEERAEBM. EUUNEBRITES , LEBHCRIEERMA
WM REREK, BHTHMEIEEEcognito:usernamefcognito:groups. MEFHMEN , FSH
Amazon Cognito B ABEMPNEERFEAEEEFERAER,

/A Important

Bt RIBA] LATE Amazon Cognito R BB AR , B IWT R ABREER , BEEEEEN
BEME. AFE JSON Web ©i# RFC 7519 MIRE TR EERESE  YATEEQRITE
BECE. EERETVIURBCHBRBITHEBEERMBRNA PN SIEREZ FHREER2RFEN
iR, ATRREERK A BRMEBLEUSKENERHRAESE X EEMBRZEUEER
FesERBUE R .

BEAUEEITBUEFTEELANFERAERE. BFIIBMEE custom: FEHIUFESEEBHES . 5
m, FA & custom: joblevel BB EFAEEE., WHRFHMENR , F2E Amazon Cognito F
BASEETPHNEEML,

f£H Amazon Cognito FAEEEEENEE : FANBHECRIBH TPRE Cedar BUEER |
B RTE Cedar R ERUEH () MARER (1) RBE Cedar BURK , LAFE Cedar BUR
Bk, Bl |, 4B cognito: groupsifcognito:usernamefcognito.groupsy B E
Acognito.usernamefl,

f# A Amazon Cognito 1 & % 5% Bl 3R 58


https://openid.net/specs/openid-connect-core-1_0.html
https://docs.aws.amazon.com/cognito/latest/developerguide/amazon-cognito-user-pools-using-tokens-with-identity-providers.html
https://datatracker.ietf.org/doc/html/rfc7519
https://docs.aws.amazon.com/cognito/latest/developerguide/user-pool-settings-attributes.html#user-pool-settings-custom-attributes
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® Note

MRGEIEHBcognito: Fcustom: BIFKF or K cognitocustomEFf , BIEFWR
FEFE R IsAuthorizedWithToken#§ kB , WHE/RValidationException.

L EHIFE R IR 2% Amazon Cognito EAEEEHER RN BEITEENEEK.

permit(
principal == ExampleCo::User::"us-east-1_example|4fe90f4a-ref8d9-4033-
a750-4c8622d62fb6",

action,
resource == ExampleCo::Photo::"VacationPhoto94. jpg"
) when { principal.cognito.username == "alice" };

MEFHHER , 5528 Amazon Cognito B A B8P EH Amazon BT T IRE,

HEHME S REESE

& 7] LA 4E 17 OpenlD Connect ( OIDC ) 12ft72F (IdP ) H{¢ JSON MBiE T (JWT ) FIRINERE
) WHEE BT A CRFBHER.

I &35 B R AMA (AT A& OIDC 1ZE2E/Y IDP FEIY B B BRI R,

async function authorizeUsingJwtToken(jwtToken) {
const payload = await verifier.verify(jwtToken);

var principalEntity = {
entityType: "PhotoFlash::User", // the application needs to fill in the
relevant user type
entityId: payload["sub"], // the application need to use the claim that
represents the user-id
};
var resourceEntity = {
entityType: "PhotoFlash::Photo", //the application needs to fill in the
relevant resource type
entityId: "jane_photo_123.jpg", // the application needs to fill in the
relevant resource id
};

var action = {

HEAM G D IREESE 59


https://docs.aws.amazon.com/verifiedpermissions/latest/apireference/API_IsAuthorizedWithToken.html
https://docs.aws.amazon.com/cognito/latest/developerguide/amazon-cognito-authorization-with-avp.html
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actionType: "PhotoFlash::Action", //the application needs to fill in the
relevant action id
actionId: "GetPhoto", //the application needs to fill in the relevant action
type
};
var entities = {
entitylList: [],
I
entities.entitylList.push(...getUserEntitiesFromToken(payload));
var policyStoreId = "PSEXAMPLEabcdefgl11111"; // set your own policy store id

const authResult = await client
.isAuthorized({
policyStoreld: policyStoreld,
principal: principalEntity,
resource: resourceEntity,
action: action,
entities,
b

.promise();

return authResult;

function getUserEntitiesFromToken(payload) {
let attributes = {};
let claimsNotPassedInEntities = ['aud', 'sub', 'exp', 'jti', 'iss'];
Object.entries(payload).forEach(([key, value]) => {
if (claimsNotPassedInEntities.includes(key)) {
return;
}
if (Array.isArray(value)) {
var attibuteItem = [];
value.forEach((item) => {
attibuteItem.push({
string: item,
18
1);
attributes[key] = {
set: attibuteItem,
I
} else if (typeof value === 'string') {
attributes[key] = {

HEAM G D IREESE 60
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string: value,
}
} else if (typeof value === 'bigint' || typeof value ==='number') {
attributes[key] = {
long: value,
}
} else if (typeof value === 'bigint' || typeof value ==='number') {
attributes[key] = {
long: value,
}
} else if (typeof value === 'boolean') {
attributes[key] = {
boolean: value,

1)

let entityItem = {
attributes: attributes,
identifier: {
entityType: "PhotoFlash::User",
entityId: payload["sub"], // the application need to use the claim that
represents the user-id
}
i
return [entityItem];

}

T RIS RO E A aws-jwt-verify ERERFEH OIDC RAZAK JWT, IdPs

#37 Amazon BFEMIEF A B 2 2RIR

T5IFZF & Amazon Cognito & 7 35l R EH B E LM BERFERIE,

(@ Note

EERVRAFREZR , S8R RREZELANEESHKPER, SRS 5 HE B

RS2 B YA R A 77 p = A B B

B3R B RR
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https://github.com/awslabs/aws-jwt-verify
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& & AAWS CLI=create-identity-sourceCreateldentitySource & S ER B R API & &
DEBIRRE , TUZRIEERER, B2, TN ERERSBEVERER AN G DB
JRAWS : :Cognito, WEREBHEFRAGFEHEGBERTHEE. BEA Amazon Cognito & 7 EZIEHY
BRTFHEZBRERZS A4 EAKTREREIREASIENBEENEER,

AWS Management Console
E#EE Y Amazon Cognito FA&EEE F % 3 5I5RIR
1. £ https://console.aws.amazon.com/verifiedpermissions/ FARX " ERFEHER, LA, BiE
B BERTFRIE,
2. EEANEEERKRS , BIE [5208BIRIF]
3. EEERVHHHEBIRIE.

4. 7 Cognito EREREFHMENERT , EWMAWS BENE A S 2R AIRENERAERE
ID,

5. # "EZREFMEEF. BED , EFHMIREN "EERA, HE, RESER Amazon
Cognito EFEREN S D EHEEZMNWEREE,

6. E[AFREAEXRE] ERT  ZZEREREAFREAER D,

- FEREAFPRERENID, FHEE EEZEEHTAFPFREAERX DN AERENS
BRAFREREN D REFEAFKERER ID. EEBRECHENWAFRERRERXID,
BEEAFWERRER ID ZEM B

- MREBTERBFAFIKEMAER ID, FRETHEAFHEAER ID.

7. BERIHDEBIRR,

8. BEEWUUBER Cedar BEPH G D BB FEEMENMNBE 2R , BXALXENEEHE
iR | 3 Cedar MELN B D BAIEFAELINEEER, SREIANTEEEXEEELER
Cedar RREIFSRBHEBM. WEH Amazon Cognito R BHEHEE Cedar TEBHHFHME
F , 2B Amazon Cognito TS EIE BB THEN

AWS CLI
#EE Y Amazon Cognito FA&EEE 5 % 3 5I5RIR

& ] BASE F B AE 3£ 32 31 & 99 58 Bl SR CreateldentitySourcelR. T 5 &5 €% 37 ] # Amazon Cognito
FEHREEERFHCRES 2T 5 BRI RR.

BT B SRR 62


https://docs.aws.amazon.com/verifiedpermissions/latest/apireference/API_CreateIdentitySource.html
https://docs.aws.amazon.com/cli/latest/reference/verifiedpermissions/create-identity-source.html
https://console.aws.amazon.com/verifiedpermissions/
https://docs.aws.amazon.com/verifiedpermissions/latest/apireference/API_CreateIdentitySource.html
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T%lconfig. txtE R 3E Amazon Cognito FAEEEMNFFMENR , Afta S H--configuration
BEFEMH, create-identity-source

"cognitoUserPoolConfiguration": {
"userPoolArn": "arn:aws:cognito-idp:us-west-2:123456789012:userpool/us-
west-2_1a2b3c4d5",
"clientIds":["alb2c3d4e5f6g7h819j0kalbmc"]

DA,
AR T

$ aws verifiedpermissions create-identity-source \
--configuration file://config.txt \
--principal-entity-type "User" \
--policy-store-id 123456789012

{
"createdDate": "2023-05-19T20:30:28.214829+00:00",
"identitySourcelId": "ISEXAMPLEabcdefgl11111",
"lastUpdatedDate": "2023-05-19T20:30:28.214829+00:00",
"policyStoreId": "PSEXAMPLEabcdefgl11111"

}

BRI LASE R Cedar BEEHW F 2 BB FEVEREERN B 28] , BXELEEREEIER ,

& Cedar MIBEM B DEBIRFFAELNERER, SBERVHTIEERXEITESEER Cedar
RARSERNEBM, WFEAH Amazon Cognito R BHE EZE Cedar TEBMHWFHMEN , B2
BAmazon Cognito TS F 2 RFHFFTER

MEEEHBEERENMEREMER Amazon Cognito FEUER B o R EEME , 5528 Amazon
Cognito FE ASEEF LR Amazon BBEFFAIRE.

#mEE Amazon BaFEMIEF R B 5 KR

AWS Management Console

B REHEBFERACR EERES 285 KR

1. ¥ https://console.aws.amazon.com/verifiedpermissions/ FARX "CERFEHER, TiEhA, BiE
B BUERTFRIE,

im 45 58 Y SRR 63
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2. EEANSEERT , BEF [(F2BBIR.

3. BREERENZDEBINIR D,

4. BERE.

5. 1E Cognito EAEKEFMERERT , EHNAWS BHIL WA S 5 BRI RENEAEERRE
IDo

6. £ "ESHREFMEF. BEERP , EUAUEFIRIREFEN "E28HE, B8, REDER
Amazon Cognito fEFAESREN & D i§ I EZZE X RET,

7. EAFPREREARE BRT 6 EERERIEAFREAREN D,

- FERTAHFPREAREN D, FEE "EEZERANAFREAEN DN AERENE
BRFimEARER ID BEHEAFRERER ID. eEBREHENAFIREARER D,
FEEAFRERER ID 328 [BER]

- MREFERTBAFKEARER ID, FEETBEAFPREARER ID.

8. EERRFEE,
9. WMREBERBIFENEREE A ALAETEREBHERULRRREFTNETSEEFE,

B LLGEZRE S D RBIRIRZENVESR | REBEFMERS 385 HRRMER S 2 BB RF, EXFH
Bidelete A , REFE [MER S o8BI HR] LARESE M BR & 2 58 Bl 3R o
AWS CLI

B REHEBFERACR EERES 285 R

18T LAME B L AEE T #5938 B 3k UpdateldentitySourceiR. FHISHISEHIEEH & 255 Bl 5K
R, LMEATRE/ Amazon Cognito fEFEEE,

T%lconfig. txtE=REE Amazon Cognito A EEEMFFMER , S FH--configuration
BEFEM, create-identity-source

{
"cognitoUserPoolConfiguration": {
"userPoolArn": "arn:aws:cognito-idp:us-west-2:123456789012:userpool/us-
west-2_1a2b3c4d5",
"clientIds":["alb2c3d4e5f6g7h8i9j0kalbmc"]
}
}

AA .
mT
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$ aws verifiedpermissions update-identity-source \
--update-configuration file://config.txt \
--policy-store-id 123456789012

{
"createdDate": "2023-05-19T20:30:28.214829+00:00",
"identitySourceId": "ISEXAMPLEabcdefgll11111",
"lastUpdatedDate": "2023-05-19T20:30:28.214829+00:00",
"policyStoreId": "PSEXAMPLEabcdefgl11111"

}

MREBEBIRENESHEERE | ALAEFEBELIAERRREFTNESRERE,

Amazon Cognito = MRS 2| 28R TER

Amazon Cognito 7 ERENEEENEYE K ELBMHeFECRIMUEERAPEENTRE. &
BEEENCREFTBERERESE A Amazon Cognito M5 5 2 ¥R , A Amazon Cognito ##t
PR B (A& A #isAuthorizedWith L API B)EETTERTE) B AR |, B2 Z8#% Amazon Cognito B
g EENEBHER

« BEBcognitom & Z=EMEAIMAVIEEE Cognito 45 EERR |, Hli. cognito:username

(® Note

cognito:groupsAmazon Cognito 4 EMNE & B Al K ¥ FE R 2 BT M 3T A B HEk
H, Amazon Cognito B AT EATRERE— A EREANERE. KefMasaR
BRERIREEHENERARFTRELER,

« BBcustommBZEEEFANBIIES , flficustom: employmentStoreCode.
- REWEZEABRNERERS | fllemail.
- BB ERHBEANNEREEHtenant , flildepartment , Mclearance,

MEEEHBEERENEREMER Amazon Cognito FEUERN & o R EEME , 5528 Amazon
Cognito & ASIEEFHEA Amazon BEFTAIRE,

THEFBBERXEENEBHERPNES &, HPEHE Amazon Cognito EEE
Bicognito:username, BF]E#custom:employmentStoreCode, ZXEAMEEFMHR
ffemail, tenant

Amazon Cognito 5 hfBR 5T B #E 3 65
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"sub": "91eb4550-XXX",
"cognito:groups": [

"Store-Owner-Role",

"Customer"
1,
"email_verified": true,
"clearance": "confidential",
"iss": "https://cognito-idp.us-east-2.amazonaws.com/us-east-2_wBEbEZKaX",
"cognito:username": "alice",
"custom:employmentStoreCode": "petstore-dallas",
"origin_jti": "5b9f50a3-05da-454a-8b99-b79c2349de77",
"aud": "52n97d5afhfiuXXX",
"event_id": "@ed5ad5c-7182-4ecf-XXX",
"token_use": "id",
"auth_time": 1687885407,
"department": "engineering",
"exp": 1687889006,
"iat": 1687885407,
"tenant": "xllapp-tenant-1",
"jti": "alb2c3d4-e5f6-alb2-c3d4-TOKEN1111111",
"email": "alice@example.com"

BEERENE 5 FHENAHE Amazon Cognito FHAEKEZE BB , B LUEE Cedar EASER
BEE IsAuthor12edW1thTokenn3HE EREEENERER, AR, ENFRATVAEXERNE
M, ERFMMKBRN -0, EXEEHRXTDHEHEFR | UREBHLERAREN Cedar RAIZR
B,

THIE IR R TR AR [EERFRER] BB IERPE I Token HWEM, NEREEREBNE
ZEH , F2H O £ ISON EXTHRELEES, ZZEI%!’&E’J% PRBIRIFARBIEE T X2 HESR
HCognitoUser , BIEAI NI EE U T HEHIMNIEE |, F; Cedar AJAFEAE LB,

"CognitoUser": {
"shape": {
"type": "Record",
"attributes": {
"cognito": {
"type": "Record",
"required": true,
"attributes": {
"username": {

Amazon Cognito 5 hfBR 5T B #E 3 66
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Iltypell: IlStIingll’
"required": true,

}I

"custom": {
"type": "Record",
"required": true,
"attributes": {
"employmentStoreCode": {
"type": "String",
"required": true,

}

}
},
"email": {

"type": "String"
.
"tenant": {

"type": "String",

"required": true
}

EHEBHER R Amazon Cognito B1E# , EAEVSEELEBERNEK.

permit(principal, action, resource)

when {
principal.cognito.username == "alice" &&
principal.custom.employmentStoreCode == "petstore-dallas" &&
principal.tenant == "x1llapp-tenant-1" &&
principal has email && principal.email == "alice@example.com"
1

BR&F Amazon Cognito B8 &

Amazon Cognito s T EE AT ARKENER .

e client_idREXEAEXNAFIK ID, iEE{E T LLTE machine-to-machine EH RHPMEH , AR

HERH H 1D,

PR &4 5A R b
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« scopes OAuth 2.0 FHEHE A RRATHARHENRESE,

BEEECSRI/FFUK , Amazon Cognito FEUENEHEZEARYH. SBTENBMERAERS]
Fcontext.token.attribute_name, AT Rl FEEIEclient_idFMscopeEH,

{
"sub": "91eb4550-9091-708c-a7a6-9758ef8b6ble",
"cognito:groups": [
"Store-Owner-Role",
"Customer"
1,
"iss": "https://cognito-idp.us-east-2.amazonaws.com/us-east-2_wBEbEZKaX",
"client_id": "52n97d5afhfiulc4dilk5m8f60",
"origin_jti": "alb2c3d4-e5f6-alb2-c3d4-TOKEN1111111",
"event_id": "bda909cb-3e29-4bb8-83e3-ce6808f49011",
"token_use": "access",
"scope": "aws.cognito.signin.user.admin",
"auth_time": 1688092966,
"exp": 1688096566,
"iat": 1688092966,
"jti": "alb2c3d4-e5f6-alb2-c3d4-TOKEN2222222",
"username": "alice"
}

THEH BRI R [CEREER] FRERPEIFTIERNEL, NFFEREENRBNESE
#, F2H (O £ JSON BEX TREEBES.

"MyApplication": {
"actions": {
"Read": {
"appliesTo": {
"context": {
"type": "ReusedContext"
I
"resourceTypes": [
"Application"
1,
"principalTypes": [
"User"

PR &4 5A R b 68
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ERAEER

}
iy

"commonTypes": {

"ReusedContext": {
"attributes": {
"token": {

+
Iltypell :

FEHE BRI R R Amazon Cognito BE#% , BRI URBISEELBHEMNER,

permit(principal, action in [MyApplication::Action::"Read",
MyApplication::Action::

when {

context.token.client_id == "52n97d5afhfiulc4dilk5m8f60" &&
context.token.scope like "*aws.cognito.signin.user.admin*"

I

"type": "Record",
"attributes": {
"scope": {
"type": "String"
},
"client_id": {
"type": "String"

"Record"

"GetStoreInventory"], resource)

PR &4 5A R b
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k’jiEHIJﬂEFﬁ*EJQan E*E*Eﬂ

ELEREZREARXPER Amazon REFFAIRBE , F-—FPEVNREREREREX TREERE

g, ERURNETSRERABRABZITNEFRIRE SQL BARA T API R RFAHKFAEEARE
AMEMED . B, SEXEERAERRAL  FAEREEAETERAER Ul P EZERFEX
FINRR, AR, REBERORTENEIEES .

ERMERTF, (rERRACENEE |, m:

- RNEFRRMAE? MR cEERRE ? 4l BREEMRERKF ?

- FZEETUHESEERNITHLERE?

- ERMIHRGELRER ?

- BREFLECENEZEALEENER (Hln "EEE, . "®RFE.L H "ReadOnly, ) , ERER
BUREBIRFERER? REMEHR ?

- EREBEAEEREE , HIANHR R AR R ST ?

- ERAFRREEVLEENER? fin, KREFTEIHERTUFINMEER , U2HZAME
RENEER?

- FRERBETNMEEHCHEEACHERZN? EREBFERR ?

ie'l,'

FNRENERRGERBARERE  eERTE2HE, ER. BF , UREMABLEHBEEE. EX
HEBEAFEE Cedar F 'ERFER ., BRBENBRTE. MAKZHNE K CELREAERRBRR
B, GEMEMEGRE —&  XETUERERRT , SN EER, BEER , ARERDMR
ETREEERPTPEINATHNERBERD ., Cedar WRAMBEEMEURMEEENEFRER , MTR2E
BEBETE R B LITE Cedar WEHE, EHit , BAAENAFRBREEWNN THREIREREN
RET o

REPRHBEAMMAETRGRE,. FEIENEE , URRIEACREERNSKEFEIESH —KIE
%lo

BRY WERMMZERIS | FRRBER Cedar BERFE S 2 EEMTNREME,

F&E

- REREN TERE, ER

- EXRENER , MAE API B
- BEREREEN

- ZHFEE
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- WRTEE  FEARASHE

- BEERBFEREEET

- BESREHEEFRBEREDH

s TEEBHEFIRARER

- REERPWEEER , IYEERAETEPEEER

- ZREMRENEMER

REFREBH "IEHE, RE

EREGT—EREEER , REE—N , H—NERER. TENEARRF ARt SBENEES6E
ATENREEE  ERALUN, fl, ZBRE/RERZIFEVRTARN. ELEE Unix WERRKF

BYERE K cTEEDERXERRNVER, ARt , EFSEMEERRNASHR LERLAR
B, ERSEAHRENRVER. EMERERZENRL , ERIURREARAKELAER.

REFRTENVEREYFBEYN  ERZBBEARATFAZERNANURREURPH A NRE
BERRBR, MRENRERBERERTE-H , BET R,

EMRRTEUMENEHAERBRRABRGIREELAREERESE AN TRREFNERR.

EFRENEIR , M2 APl 21

EAZEHEEHEENERERY  FRAEREUEARIAXENEREEREE, flin , ERLHE
ARATHEEKERRTIATHERIERNKRHATHEIE. ER—BAREYW 6 FHENER K HREKE
BHRMZ i APl B1E,

Mz T , Bt ERNERARERN (52 Web IR BEGERET AP EEAXSHWER, Hlmn, WR
Web fRIGIZHEE B APIcreateThing() , REBER TS ERHENER , HactionEEN M
FcreateThing, EEFZHERATHER , LEHZREMRER, EEMMcreateThing® ¥ , £F
ZEcreateThingffAl. ERERRHE , HE ?

BR 6 EBUAPI AENFEARTUREN , IS API RAREFEEEARZBNNRE : ERERM
B, MREBZE AP 2HHERERNEFR , IRKEESTRHENERELERNVIRE | WKt
EEFEG

plan , BB ERBRENERAEB K. AFAERKE K HP—ERLBEERBLRERENTE
REKEER. EEIEREBENRESRERE API FX

* listMembersOfGroup

REE—ERNER 71
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* listGroupMembershipsForUser

EFUUFEREP—BEERRERFERNEERK, At , BEEEESX AT HAETINEE, WRE
DARIBIBRIFE AP RERFBREMAS , I TRE , ESE—TEH.
« isUserInGroups ( —fE#E APl , ARIREFAZAFERABR —E=HZEHE )

REZEMNBERE | It AP ERMEZARRHEXEERNER  EMPHRREREEROVRE
HYREPR o

RAEZEZEE APIEE  MEFEIRERERNERLHEBEBERE, SHHEEERAETHEREER
EHSELEMRER , flilviewGroupMembership , E=1E API #EFHNE—EHHSESE,

APl £78 aF Al

listMembersOfGroup FEEviewGroupMembership FHARFT
listGroupMembershi EHEviewGroupMembership FFAIFAIEFAIEEA]

psForUser

isUserInGroups ZEZEviewGroupMembership FFEIFFAIFFAIZFH
FHERE—ERZR , RAREESUUARNEHRRFEXEERNETR , ERMERETERKE. A

B, 88 AP RERERLACHHETREENEEER  YEERSERFERBLAEHILX
B, BER K EWURR—EENNES  LARENEEEX,

BEREREEN

EE-EAEED fmE-TEARX N ETNZRE) SESEENREEARYERE AZED
B MEREEARE, flU , SERBEERRATNMBEKIRTEETENER : #FFE &%
MBRERARED, BERFEZERBEENED , AR TRBHERESNED (REARAME).

MRERFGTRERENHF |, AMRERABERBERRELACERREEH D HEN, (B18 7 e
BBREMNERNSABRNBRER., BERL  CAECERENEDCELTHENREERR
BR. RURGTHNREREN —EEHESER  ELXRERADBNE/BER , BNESERE (Hm
BEXMH ) TUEBEHNETRERERT.
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BREECBRENS—BRERAR , EZH2RARTHERNBEEY, EE—EHEBB &K , EhERAETLUR
HENRE, —AFENSTZRRTFHERRSENEEMANER. ER , MREFLEAFBALEAR
AN EEM ? E5IAT —EEFHR , EFAFNERXAREREER, HEETHILERE , &7
EIAZ —BREEEHENER  YIEEEAERESUHEEEMFERIEERE. EFUERER
ESRKEMEERER  EARXLABHHTRRNME : FUESEARKENEEEEHENE
R, WHEHRENELEAEERENENER, MEN-FREFFE  ERERNEENESERESE
M, SRR IT SN EED .

MREHRRACEBITHIRSEERVRTHRE  MAETFENMELERER | AIERPEHS
BEERERS, EEEFERT , ABEBSREIBAZEEBBNRERERKIFRT R,

ZHFEZE

R ERRERAREAUSEATF (EREEARANERIEAF) €A |, WS HEE Amazon BFE
MRS, EHRERBERCH , BAFESHFRER, SUUE—ELXARAFAETEERT PN
X, ABERRAFER—ERIFRE,

1. —EXARREFRE

PAHRAFARE-RAEHRE, EFARASMEREERBEIEZHARIERE,
2. #EMEAFRAGEE

SEEAFHEEANRAFTHE, FARXSREBZHERNABA , EFTRNFREAUFKREN
EATRERE.

EMERBHISHZAHRANRERR , EEFRURSHEMREEETE, AWSHE , W
], BBEE , {RIERXANAIERETARAVITERE ? AT R AR BREN BRI AISHFRERBHE RK
o

HAFRAlFRRE

HEEEAAFNBREEtGEFRHMENRZEHFBBREEZ, EBEREBASFTECHRAUFRK
B, AsEASBEECEYLNRAE.

RERRE

SR LMERREBRAFRRFRERZER PR AIfF R SRR EREERNEAB A, £
RAARARAFRER  AIAERPSEAERNERERFRE ID,

ERZHEF 73
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ERAEER

HANMGRHERER

S REASEANRAFREFEED

SRBERERE

reESERRAFHESEMN—EBRNRFTNEEERNERT,

BHRBRESRELGRAEAESEAREA, EE2E8RANENERERERAANESERA

FRAFHEEREMAFRTE.

REFBEASRENERERNERPIBRENRURATR. EHAFTBEENBEBER LA+

HPE T
REE , MEEEBRAERR
AR % & IR B #R

ERENERESERMERREHE

ERBCE.

B AR ERENSEEAFRAFER
EXANSERAFRAFREREYT SEZESEEACHRENEREAR.

ZEBEI

HAFRAlfREE

REERRE

AN REAEE

HRARAFEREPNTFERE
E1

FZ, Mustinclude tenant
identifiers in policies and
authorization requests.

K. All queries target one
policy store.

{&. Must make one schema
work for all tenants.

, TREEXEENSHPRER. NFRBENFAER

THEEEERERHMEAFRENEEMARTE,

E
W%
dn

BEAAFFRAFHRESRNT
1FE

{K. Isolation is default
behavior. Tenant-specific
policies are inaccessible to
other tenants.

FZ, Must maintain
mappings between each
tenant and their policy store
ID.

=, Schemas and templates
might be less complex
individually, but changes
require more coordination and
complexity.

AR RAFERENSEERFRAFR
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ERAEER

SIRBREE

HETH

AR % &R B AR

LUIRGIBESE

BEZHERAFERAERXHBIE, EMERBRR T,

MRENEARXTIEEABARERA ,
FRETRERRREMHERG R

BR , MRENEARXEENZABEARERA ,
& 7] LAE A6 S B A B RERR R B IAM S B /R B 7 5k B Y R Rl SR 4 & FE A R Bl 72
; 7£ shared-policy-store IRIEF , WA ES I M BRAE A

755(|n__u—I ERB Mo

B, BREEASRMBRERAUFHE

ERR,

{K. All policies are global and
can be centrally updated.

&, Mustidentify and
delete only tenant-specific
policies.

=. Tenants share resource
quotas that affect policy stores
like schema size, policy size
per resource, and identity
sources per policy store.

R ATRE , FRIEAR A2 E

BREER Cedar BERBH BN —

B fE R E— 55 &R R

RERAZE S 2 8EEIRE

&o You must add global
policies to each policy store in
onboarding. Replicate global
policy updates between many
policy stores.

{€. Delete the policy store.

{€. Each tenant has
dedicated resource quotas.

AL REMES ER L EERE.

RIgEEAFRAE

Ppermit= & forbidE@RBFMATER <M,

wn{miEE

RIFFEHE A FH— R AR
o ERAUSEBRAENSHFRAUEE, A BAXARAUEHERE
REAFRERINTIH , RARARXTEEMBRABRARERAL
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permit (
principal == User::"e3527bb8-f74a-48da-818c-f7e6ef79bf7c",
action == Photo::"readFile",
resource in Album::"615e85bc-f03d-4915-b4eb-4c184b8da25d"”

)

when {
resource.private == false

5

BRMEZBEAATHIEE : principalMresource REETRE, ENE "CRENER ) B /FEA
MRS, MEFERNE N , #MKE NREEEBEENERREFZTRNESHERER ,
ERLFERABRRER , UKHEHNNEZESEEZSHEHENERLIY.

BREPEY —ELST2HEENERFENAERBwhen A, ERMARSEREET TREEM
[REISIRERE. Sl BERFRPHNARBRBEPTBABRE—FRE  LARDNEERR, FE
BE, TREREAHRA  UREEEESERS HEEENEEREENTHR, MRt , EBERAGT
SR , TENBREAERGTEABRERAEERAENE - R —KHE,

FEERSBFERSHT

EERGTRERER  SEDHFERSARSEERMEE. ERENLENEFviewFile , &
AUEATENERRER : BEEXMH , NEATREXHRANNHES. BR , HZEE
fEcreateFile T AER., BEEBUERNINEK  CEEAIBLEER? ETERXMHES , RA
RN FETFHE,

ERERAEZNER[EN—EL 7. ERAIZR—EIERHE, ERFERFE , W4 FF &S
EXREGRARERNER. BRARERBISEERBLEAFEREBARSRET , YATCRERELS
ZFEERAOEI, fl, MRRETEFEERR , IEUERNENTURLAZRERNRNER , B
RERERILHMERMEERNLE.

permit (
principal == User::"6688f676-1aa9-456a-acf4-228340b54e9d",
action == Action::"createFile",

resource == Folder::"c863f89b-461f-4fc2-b638-e5fa5f79a48b"
);

BR 6 MRRENHRELER ? HAER—ELHNEFIRFE , ZHMARFEERNERERFP, EE
BIERT , MAE—ELTXANRBHRESRLER FREWERURIRT G ? £FFH LM

BITBERBARRR 76
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RRMEEMEREFIRFRAIRYH. HR  F—EBSNLTX . EFACHIRFRR. FHit , tR%
AERRANRBYERNASR , WA ATUERL T &6 R FARER,

// Grants permission to create files within an account,
// or within any sub-folder inside the account.

permit (
principal == User::"6688f676-1aa9-456a-acf4-228340b54e9d",
action == Action::"createFile",

resource in Account::"c863f89b-461f-4fc2-b638-e5fa5f79a48b"

BR , MRRBIRFEER ? SANEERFTEFEMIERE , MEEREPEIUMERS, MRR
B, CREE-—ERRREMNEFTUERPEUIRFHRINERR. ERBRRBRRRTIRBEEFES—
EREE , WS ES "REBL . BR  RERBFEERM , URNFHECTERRE , BRAERF
FR%E,

HRIEBHEAREN  EENRREBESRLERNOT

System Root

Account 1 Account 2

AN AN DN
[File 1] [File 2 File/e.] [$ 3) (Files) (File 6] |File 7) [Fite 8]

[ Foider'a’ | [ Folder's | | Folder'c | [ Foldern' |
[ [

ER—(EHFIEE. HttAtLRENN. BEXLENR K EFRAEEKBLEEEREF[N LT X F, EL
REATURBEN , flukFER , YARBZBHEM. ERIRERER  FHLIRELREN
B, MECHAUERBEREE P ENRRENERT.

HESEERE R R B

EERGTEREER , ERNERz— , BIRYRERCEAENEARER  REAEFNERER
AT FIRFAERNESR.

THREFR B 77
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4 Account

customer _id: "12345"
name: "Jane Doe"
email: "jane@example.com”

\ J
AN

Folder 'A' ] [ Folder 'B'

7 7N
(riet) (Fiez) [rie3) [Fiea)

BMEBRERUERBESRER, ERAAEESENEAREFFBRED RSB ERE KRG H A
Fo plan , &I BLRES| A "RE, tRF , BEMERETURAAKRKER. Bt , £EEFARE
EREREINZEXEEESIRFHINRES. BREFERIRFNEEHRERGEMERE
i S AR E RS HFE— .

FRAERAES DR AIRKNERSSR , TNRHISEESEMHELLER, ETARENR , R
HMAUEER EZR THIRFAB[NWHEER , Ut EEPERFEXRAF IO ARENRHEER ,
FlanE ek Jane BV E F B4R B 8RR IE,

Rt , EARENBRT , EEBMNAERSET2EERERAR[IM , AEAFED "EREER,
"BER, CENBISREL M EREREER,
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/f,-",-" Permission to perform an*,f_\‘l

// action within the account
permit |
principal == User::"12345",
action,
User N resource in Account::"98765" Account
u1oagen \ 2 IS
id: "12345 T id: "98765
name: "Jane Doe"  [prosmssssssssssees ittt payer: User::"12345"
email: "jane@example.com" ) ’_.__-—"‘# email: "admin-team@example.com”
A -t
User e Folder's' | { Folder'8' ]
id: "56789" LT i
name: "Alice Jones" i
email: "alice@example.com" :,
1

:File 1] [File 2] [File 3] [Fi|e4]

/;,-“ Read only permissions \'1

// within the account

permit (
principal == User::"56789",
action == Action::"viewFile",
resource in Account::"98765"

\ /

MREZHEEWEABRINELIFALBRRBER K RMEBLERGTIRERERSTREEERSE. fln, R
E—BEANBISNERAREFCustomerHERAF &4 , EHREBENMEMEENEIR , 0TS HRS
BE—(ABREESRNEEER Customer Identity (BEHE , EFE4SE ) N—EEBNEEE
B8Customer ResourcesZ#&Customer Account , FAEEAECFEE RN REY., MESEE
AILAHAERId, BEEFRREType,

TREIBO 79
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// Permission to perform any

// action on their own resources

permit

principal == Customerldentity::"12345",
action,

resource in CustomerResources::"12345'

Customerldentity i CustomerResources
id: "12345" id: "12345"
name: "lane Doe"  [rommsssssssssmees bommmmmm oo
email: "jane @example.com” _‘},-*’
Customerldenti T
ty Folder'A' | { Folder'8' ]

name: "Alice Jones"

r

i

i

customerld: "56789" o i
email: "alice@example.com" i
1

LN LN\
[File 1] [File 2] [File 3] [File4]

i

[ Read only permissions on another

[ customer's resources.

permit |
principal == Customerldentity::"567839",
action == Action::"viewFile",
resource in CustomerResources::"12345"

);

TEEB M ERARER

BUSTFREGARBRE. TEFABUERRTIEREAS  SINMERF LBARS "FFAIAI 4R

B :

// ANTI-PATTERN: comingling permissions into user attributes
{

"id": "df82e4ad-949e-44cb-8acf-2dlacda71798",

"name": "alice",

"email": "alice@example.com",

"permittedFoldexs": [
"Folder::\"c943927f-d803-4f40-9a53-7740272cb969\"",
"Folder::\"661817a9-d478-4096-943d-4ef1e082d19a\"",
"Folder: :\"b8eels40c-fa09-46c3-992e-099438930894\""

TEEBUEPRARR
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K&, ERBEHERABMYE

// ANTI-PATTERN

permit (
principal,
action == Action::"readFile",
resource

)

when {
resource in principal.permittedFolders

};

EESIEREERERE HhEEXRTUAFIREENR) B AEFEHEENERBENE
Hii2Hl (ABAC) RE, ERNEH -2 , EREREHBREFRERSEENRE., EamEAIEH
o, EBHEHEATUAEREEERR  LAEEEEESEACLAE  UREEABHPRBIHZER

xR, W EHEEERRRREFIER,

EEH‘EE’J%—MJ—L BREERTEE—BEE-—NARE , BRERUser® MRAAFAUGBRER
, AIEZF R/ UserB iR |, UFHELEMRRFREBNSEARS,

Mkt , RMEBEEASEEBNRARKRTUERS , wFFEARREREEENEREIRIE,

//BETTER PATTERN

permit (
principal == User::"df82e4ad-949e-44cb-8acf-2dlacda71798",
action == Action::"readFile",
resource in Folder::"c943927f-d803-4f40-9a53-7740272cb969"
)
permit (
principal == User::"df82e4ad-949e-44cb-8acf-2dlacda71798",
action == Action::"readFile",
resource in Folder::"661817a9-d478-4096-943d-4ef1le082d19a"
)
permit (
principal == User::"df82e4ad-949e-44cb-8acf-2dlacda71798",
action == Action::"readFile",
resource in Folder::"b8eel4@c-fa09-46c3-992e-099438930894"
)
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RENERTUAEREFEHEEMEREIZER. FHENERER. BESENER , JLEEH K
ENEZREBNTEZ,

REFEEFNBEER , Y EFERAENEPREER

RGTETRREEREN —BRBEERTERFEERZNTHNREEE | fltlReadMWrite , BRRE
BIEANENBERLEN. BEFREEFENFIES  IETHREERERNEAENZLE
BERS , vTLABREH BRI B R,

MRARFEAEREHUNVER , ATRFEETEMRNESR  TREEARIEXBNERERIREE RS
EREERMNER, Sl , CadHRENEDFERBNEARXEABREES R , TRERABH
HVENE. A, EFEEMRAUNRKRBE

permit (
principal == User::"6688f676-1aa9-456a-acf4-228340b54e9d",
// action == Action::"read", -- coarse-grained permission --

commented out
action in [ // -- finer grained permissions
Action::"listFolderContents",
Action::"viewFile"

1,
resource in Account::"c863f89b-461f-4fc2-b638-e5fa5f79a48b"

ARTEHZEESENER K RESAERFENER. ER , NRENSKRERERREE
REESMMAER  EWREEHEUE  BRIRNRASBEFHRAENERFRIRE
BliReadMwrite, ATEBMLHE , BUNKBHNERIEIBEERNEST |, 6
tReadMwritefE A RIS ANEMFHESHE, ZBEAEEL L FRFASEIRENENE
R BERE , CERBBEABNEEREEABRRENES  URRABRARFEORR, EFF
RRRABSERE , TRRELFABHENER,

ZREMRENEMRE

BMBEESREREERAFFREEH. RERYEERAEREERYTAERNERN G E, R,
BT UERARBRBRYERARFRENRGT. S, SRS EE R —EXEH , HPRER—
RERETUFRNEREE, BRERNFEEAR , EURFENARBERERAETUEZERL
TR,

B 82
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ELEBERARESSEESIAREREHD, fiil, RERBENRBRWNSHRBRS (ABAC ) R AREEE
BREEE "HEASEGEMTE?  SERELEENRE ERRAANEZEEZTEHHFEESRE
NERRESMERR  UBRERSFEMNEE, Bit, FEHHEIHERETFINERETRE
LEm , TRREREEANACAERNFEUES (RBAC) RE, ZEBEM RBAC , AJLLER S it
ER/YTHMNEEAENABRA , U EEREFIE,
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[\IEE D
IIE\IJFII A

BREERARTAATHCHYCRBEREUSTEESS  SIRASREMELED, AHAS
EAEEENSBIRERAEREDY Cedar RARARBRER, £TENRSEBRBER
BAERA JSON BX 2 MR, B8 Cedar REMABENTENELES , HSM Cedar WEEES
SEEEPH Cedar THEXFRBE,

(® Note

ELEACRENERREHRERZRE , S0E HOER] ERTRHEZSRENEREE
MRBRO -0, ER , EELZLSERRFENFAER. eMNLAEEBHERPIEESRRE
ARHEE .. BEEE HUER) BRTIHERFE.

Visual mode

(® Note
BuAERATREFERERER , FREANRTEaNREBIEN,

EREENXPAEERE

1. ¥ https://console.aws.amazon.com/verifiedpermissions/ BIRX "EEBRBWER, 1A, BIE
BHBEERE,

2. EEANEEBEERT , EEREIESL

3. EEHRBEEX,

4. & "EBRE, BED  AETNEIZREFIERE "I2HEE, BNEFE. EXFHHRT
WMATSRENBRLT,

5. (EBEM)EE "HEQE, K AEENISHEMEXEER. EEBREHEEISHEEN
RIE , FEEXEEBEEZEN "B (Remove),

6. REEIZHENSEBMEE "Bt H, AIRSEAEREREFRPEENBIEE.
7. & TERL BED  BREFSREMEAN TERL . EXFHRPEAERNBEE.

8. (EHEM) BE WHEIXR]UFEEEERNIEER. FEBKRCHEEERNRE , FRE
RIFERE R [BER]
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9.

10.

11.
12.
13.
14.

15.
16.
17.

AEEERNESEBMEEEBEE, ARSEARRRERRTEENBMEE.

 TEMEL BREYP  REENEISRERERNENBERETEETSHERELEANTHN "B
ﬂEJ o

RETEEFNEEBMEE "Bt . IRSEAERREFERIEENBIEE.
(EEM) £ "HOER, BERTD EE THEER JTEETENRERRER,
RTHXFETEFEREARE , AR AR,

(EFEM) B THEOR) UHHEEERNEEE. FEBRCHTEZEERNHIRE,
BRIERBEEM [BER]

AETEENSEBMHEEBLE, ARAERARERERRPEENBMLE,
BIE [HERY] U ERHEEAES

B [FITREER], LEREFRAUFKES Cedar RAINKREER, ARTHEESRRAFH
EBERNAE , LR EHEREHN RN EHEETVERNERA.

3
e

JSON mode

HEME JSON #EX T RIERA

1.

£ https://console.aws.amazon.com/verifiedpermissions/ BIEX "EERBHER, FEE, EE
BHBRIERE,

EERAWEEERT  BZE AEIEEL
#1E JSON &K,

i TERFHEA. BERYP , IREEERME , SREBTNEISEEREPRE 'T2H
B REEME, EXFHARTFAATSHEENEBIR,

MRERAEREREL  FEZTSEERNBEXFARPBATSEE,
NMREEERFERER , FREBHERPNERERPREER, EXFARPBATRNE
B

MRERBERGERER , FE [BER] XFZHRFAAER.

MREBEERBERELR  FREETZEENERNERBEFTEPRRE "E1E1 (Action).

MREBEREREREL , FE "BFE XFEHFRVAGABE.
i "R MUPBAEERNFERAR, FRETXRTHRRERRNEMESR,
£ TER BT BARSERERARTANERREBEAEE,
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9. EE [MITREEX], UEEHEFRVFMES Cedar RAINREER, AR THELESERAFH
ERBERNAE , LR EHEREN RN EHEETVERNERA.
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£ Amazon BREBHF A ERIZE

BYFRAERE. BER, @R, BRERNRERE R , B ARKEE Amazon BRI RER
R, BEEF "CRIENER, BE , SL4ABFRANERBAWSHERERANESHE S, EEXKER
HERESWERENES , FHE AWS SDK BN EERBER API 9755% |, WEHEERRAI
FREEERERRK,

SRCRIERNREANEAREF T UX RN AP #REERH.
UX &R

EEERAEHEARERN UXHNER. BUAFAFREFMMZESENEIRE Rl , BF
MEMER, Sl , ERFEHK KRS EREMMANKFHRETNES "BBES, &
. SR LRRIERE RN EE, fln , ER—ERITERRERFRT , KUEBERERS
RIFENAFERAXR B E R,

API S
BEEAEHERNER. BARFEERS HXRRN - , LRNBAPI SIAER. £ 2
REEE, AVET BBES, RENRTRARFERAT , BANAFRDBBE | KAKE

FEMNBRERR, "CRENER) TURBIEAFSERBER RN B IRS/ APIFEXR ,
REREREB LT HARFHFER,

RALABNEHIRBEGFRFRE, FEETRE , FELKNRAEREFEIUDigitalPetStore £
RAFRE.

HARIZER AP| 121

BFEER API EFUTRERE.

IsAuthorized

IsAuthorizedAP| REREREREERNREFRNAOH, ELARXESRE, X, &
R, ARABNRER TR, CRENERSEBRENRATHERBHELRRIFRINER, BE
EREZERBERFATHETERZERTFERNIARRAFFAEHER,

AP| 124k 87
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IsAuthorizedWithToken

ltIsAuthorizedwWithTokenf#E#&# Amazon Cognito JSON MR (JWT) RWEREE R
ELEERER, CEBRENF T ERE Amazon Cognito £ EFER , MABREREFTHN & DK
R, ERBHERSRCERE ID AFNENPNESEAERPPEEEHE,

BatchlsAuthorized

BatchIsAuthorizedFE¥E#HHE— API EXRPHE TR EREEZSEREREK, IEXSE
BERDMERE—HRIEE  LUBEIEFAERISE , TEEERMERBENRERSE, BiBE
—ERNIXTZE , B EEAETHERIATHEE, EBE - TRAOHRE |, B
BEAETHEENESENER, SRBNERSHESEERERRE,

ARG REREE

EFEEMTBRAERARCRIERRERRVETE SR FEAEFHEER | IEAYER
HTTPS REST API EXREXZEREFNER, AR T AR BREHETHREERNEENT

B, AWS Management Console

ERRHEPR RESTAPI RZEHEBEHIN T —ESER  ELARBSERELIEARENKR. BIER API
=32 Y= 19 R 75w B 1TIsAuthorizedIsAuthorizedWithToken, F1BatchlsAuthorizedE& B2 E AWS
AP| BRI ERER, EEAEBHWREER B UFEREMN API AFREEER , WHEREHE
RERWMERERRERRE,

Bl | B LAER TSR IsAuthorizedE €56 /R Al E M EHE TR,
Test bench
1. 7£ https://console.aws.amazon.com/verifiedpermissions/ B "EERFBEHNER,, T2 E, £H
HB g H R A 77 HR 222 3 IR Bl 7 1 [E DigitalPetStore,
2. EERFRAFREFRHAHAIES.

3. ft TERBHEMR APl BEIsAuthorized FIEEABKBRIH THEAFER. THHEERLEEEHH
4 Hh 2 DigitalPetStore & 5l #Y & 45 -

a. BREEBBH#AREKR. BREEEEITE , 55 #FDigitalPetStore: :Userdti

AAlice,
b. REEBMEATFNAR, 1B "#HWLE, DigitalPetStore: :Role , #EI I
A rg}gJ o
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https://console.aws.amazon.com/verifiedpermissions/
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c. BERRERIERF 1234, . #HHFBHEEEANEIR , B
f#DigitalPetStore: :Order¥ ¥ A1234,

d. #DigitalPetStore::0rder/REE—HownerBit. KEBMREAITENEEE,
i#iEDigitalPetStore: :Userd# A Alice

e. EBEMEREEE. #fHTREERINEHE &
E¥DigitalPetStore: :Action: :"GetOrder",

4. BE THTRERR. . ERBANERERES , LEREEEALLOWRE., FEEEER
ER TmEL RA

5. REAEEIRE "R, . REER "EFAG-BUGTE. RPNBFREEXK.
6. FIE A6 CRIEMNERAHFER FRAXSHREREFAG  YHRERNWEEE.

REST API

1. ¥E https://console.aws.amazon.com/verifiedpermissions/ B "EEBIER,, FEH. FH
£ BRI R RFRER R A7 M [EDigitalPetStore,
AR THRAFERENREFRE ID,
REBFBRER API 2EE RlIsAuthorizedd , BR B DigitalPetStore#ifi|l 4 WEREH,
FRAPI BFin , ¥ RAENEREFRERHEHRFRINER, NEHIPMREARE,
B EEHIERERE , WASNEEEpolicyStoreld AR ERIFTEE TR BIZ K ER BT,
RRERLEERER, EFEKDigitalPetStore RAIFEHRESH , L ERSEGALLOWRE

o o K~ W N

BRI FARRRDNERERR, SBEENER , M8FERYEEFEMIIRE,

1. LB FE ERJER)RENARNEEER, HiM0, 4 Alice WABEE AEmployeeHiGIEF 1234
Wowner B & E ABob,

2. UERERRENAIRNEBEBEK, fl , 5 "EFAC-IBITE, HIAMENFER , ABBRUser &4
ARNEEENFEMY , Resource {EUBobERUMIBETE,

3. BEREBHIRLUATHEMEERMAIREK, EMERER , = Alice BE#mMEFMNER, Hln , fw
EBHEL foUserfF BActiveUsersHMI B BInactiveUsers, EHEHE , UERGEASTFER
EMLURIBECHETE, EHMEREE | ZF Alice EEADIHIERAFNFERE,
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EHERERXI AWS SDK 4

HEZERARAPENF Amazon BFEHNH , ELAERFLERARABHUTHBRNGEBELR, &
TENREREYEBAER , ENT -SRI NEFATHRBESE API FFR, BEEEMY , &
ARERAEXNZBEREEFEAEEN , URHEAREER,

FERRAMFAER S REERREERX

1. WEEHBRENAFNEE. B  AFNFMAGEERESNRENSFENFEESE PR, fim
JWT & Web &&E cookie, LLEEREE R ATRER BERZEEBIRERIERN Amazon Cognito &5
IR , R EHAh OpenID Connect (OIDC) R &,

2. BECEAESREFHCERNABER. —KmE , EXRAEENERECHNEAEXRATEE
i, BHNERAEXERITEERNES.

3. RELZMNERERZRMNEIFE,

4. SHEEAEERFEENTZ2EE, BF. EFNERELE CRIEER, HREER, "EREN
BR, eRBEAFREPHRERIFLEER , AEERRERE,

5. BNEAEXSRCRENERBENAFIEELE , WHERENERBHIAITRE.

.
=]

EERFENEPR API EEXRER AWS SDK A, EEERAEFHIEIE "EREBENVER, , FHEmE
B AWS SDK R Z|FERAREFEH,

ol
[l

EERATHI T AWS SDK , i52E. Amazon Web Services

LT REE AWS SDK #H ERERRE R X ER,

« AWS SDK for .NET

« AWS SDK for C++

« AWS SDK for Go

 AWS SDK for Java
« AWS SDK for JavaScript
« AWS SDK for PHP

« AWS SDK for Python (Boto)

 AWS SDK for Ruby
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https://boto3.amazonaws.com/v1/documentation/api/latest/reference/services/verifiedpermissions.html
https://docs.aws.amazon.com/sdk-for-ruby/v3/api/Aws/VerifiedPermissions/Client.html
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ERAEER

LU RAWS SDK for JavaScript#ifil 3R IsAuthorized R AEH Amazon B 5 A #1 Amazon Cognito

AR E R,

const authResult = await avp.isAuthorized({

principal: 'User::"alice"',
action: 'Action::"view"',
resource: 'Photo::"VacationPhoto94.jpg"’,
// whenever our policy references attributes of the entity,
// isAuthorized needs an entity argument that provides
// those attributes
entities: {
entitylList: [

{
"identifier": {
"entityType": "User",
"entityId": "alice"
3,
"attributes": {
"location": {
"String": "USA"
}
}
}
]
}
D)8
BEZHEBEEER
« Amazon BB FT WM EY

Amazon BaEFF-BR
5 Amazon BREFFAI A ASP.NET OERAREA BB REFRARMEE

5 Amazon BRET AR EEAERNE TS RKE
{FF Amazon BRFE5F 0] Al Amazon Cognito fE{b AR 1% 7

BoaERAER
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whlET

HEBHMREBFARMEENES , EFREBHE, BFIBERIZTAIIN -0, BURIABER
FFRE—HERIR IP ut W EE , HEEECNERECER MFA ZARS AFEE. ZNERERT
DEBEE E TSRS, YEXERHIERTRERER. REERRESR RPN LT XBEBESAET
FEH#IT JSON X contextMap,

RALABTNESIRBEGFRFRE, FEETRE , FELKHRAEREFZIUDigitalPetStore £
RAFHE.

T %151 % B B 0 - = IR IR €1 5| DigitalPetStore [RAIF B , $HEEARXE S SE Cedar ERIFEE

o

"context": {
"contextMap": {
"MfaAuthorized": {
"boolean": true

.
"AccountCodes": {
"set": [
{
"long": 111122223333
},
{
"long": 444455556666
.
{
"long": 123456789012
}
]
}

"UserAgent": {

"string": "My UserAgent 1.12"
.
"RequestedOrderCount": {

"long": 4
},
"NetworkInfo": {
"record": {

"IPAddress": {

"string": "192.0.2.178"
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1,
"Country": {
"string": "United States of America"
1,
"SSL": {
"boolean": true
}

}
1,
"approvedBy": {
"entityIdentifier": {
"entityId": "Bob",
"entityType": "DigitalPetStore::User"

}
}
}
}
RELTXHHEIRER
Boolean

“#&ltruesifalseE., ELEHID |, truefor WA MEMFaAuthenticated R REEFEERH
BETECHEHITZEEZEZNE.

1 —

AX e
LtTXRENES. EEHEAURMEHARNER , RIBEERES FP—& , CAURTRNE
B AREBREES, EEMGd | TFHE 3 BT E/RSHEBIE,

F &
F&, BFRFROFS , UF"TEE. EREHF , UserAgent FERREFARERBIZH
RIERBIESRR,

Long

Y, FEHIHP , RequestedOrderCountRRIERBRIXN —r , AR HEFERR
REHBENETEMEEN,

Ao 8%
BHENES, EXETERABRHPELSTELEME. EAGBRRANRATHREXETEBHRTE

SHEENSENESM., EHEHIT , NetworkInfoildS& B EEMEA LR IP. AFKREN
IP #hIBE , AR ERP mZENEEEHR.
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Entityldentifier

HEFKRentitiestEZHEANERNBEMENSIA, FLHEHIP  EAENTECHEIRK
}EBObo

= ZE#EHIDigitalPetStore EAREXN P RBEBLEHIAR , BLEEHFERentities, RAFHELSE
HRURFERE , HRBA "EFAC-IBETE, .

&K DigitalPetStore IEZHEE LT X

&+ , FDigitalPetStore —EFFE M KB EFRE. ©NESEMATRER R R A% BB 1+
RERMFMERNIREBH,. "EEALMATEATEREEZRES , FHENRAUAFRENRER
REIT T FME R,

Schema

BTHEHREAZENRATHEEEBER  UXEFNWIREMHEBMY. GetOrderEHE
$factions , M AR,

"GetOrder": {
"memberOf": [],
"appliesTo": {
"resourceTypes": [
"Order"
1,
"context": {
"type": "Record",
"attributes": {
"UserAgent": {
"required": true,
"type": "String"

.

"approvedBy": {
"name": "User",
"required": true,
"type": "Entity"

},

"AccountCodes": {
Iltypell: IlSetll’
"required": true,
"element": {

FERBILTX o4
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Iltypell: IlLongll
}
I
"RequestedOrderCount":
Iltypell: IlLongll’
"required": true
I
"MfaAuthorized": {
"type": "Boolean",
"required": true
}
}
I
"principalTypes": [
"User"
]
}
}
M RERAZEBNetworkInfoFiEEMNrecordEREE K FEABRAPEN
CommonType B4 , I FFTR. commonTypeBER—HEHANEBY , BUUERETRNWE
TCo
(® Note
"ERBNER,) AEFBRARFEESRB T EcommonTypeZiE, EEECMMBER

BHRE  SREEZBURBCEN RAERESR.

"commonTypes": {
"NetworkInfo": {
"attributes": {
"IPAddress": {
"type": "String",
"required": true

},
"SSL": {
"required": true,
"type": "Boolean"
},
"Country": {

"required": true,

FHERGI E T X
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"type": "String"

},
"type": "Record"

Policy

THRAERESAASERHANNRAMTERENGRS. CUREREBRAER K Hpas
"EFAG-IGITE) R, KRR -FARREREHERNEIBREERNHETSE,

permit (
principal in DigitalPetStore::Role::"Customer",
action in [DigitalPetStore::Action::"GetOrder"],
resource

) when {
principal == resource.owner &&
context.MfaAuthorized == true &&
context.UserAgent like "*My UserAgent*" &&
context.RequestedOrderCount <= 4 &&
context.AccountCodes.contains(111122223333) &&
context.NetworkInfo.Country like "*United States*" &&
context.NetworkInfo.SSL == true &&
context.NetworkInfo.IPAddress like "192.0.2.*" &&
context.approvedBy in DigitalPetStore::Role::"Employee"

};

BMBEAEERBAGTENBRFSRAMEZERNEMRARERLE.

1. FRAEXECER MFA B A,

FAENBEEBERUser-Agent X BB EFHEMy UserAgent,

AFMYEEREE 4 AREDHETE,

AFHRFRBZ —2ER2111122223333,

EAEN IP uut HAERBEXE , BRMNME TR , BH IP (it #ALBIH192.0.2.,

ETXACKREHFTE, EREFRKNentitiestEzF , HMAEBHEFTBbNIEANA
FEmployee,

o o & w b
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Request body

FHAEENEERANRAZERATHREZR , BB REEREHECHRBER API /£
#¥l|sAuthorized, FEE |, entitiesERBEWERZBob , BB ANFERAEZENployee,

"principal": {
"entityType": "DigitalPetStore::User",
"entityId": "Alice"
1,
"action": {
"actionType": "DigitalPetStore::Action",
"actionId": "GetOrder"
1,
"resource": {
"entityType": "DigitalPetStore::0Order",
"entityId": "1234"
1,
"context": {
"contextMap": {
"MfaAuthorized": {
"boolean": true
},
"UserAgent": {
"string": "My UserAgent 1.12"

},

"RequestedOrderCount": {
"long": 4

.

"AccountCodes": {
"set": [
{"long": 111122223333},
{"long": 4444555566663},
{"long": 123456789012}
]

},

"NetworkInfo": {
"record": {
"IPAddress": {"string": "192.0.2.178"},
"Country": {"string": "United States of America"},
"SSL": {"boolean": true}
}

},
"approvedBy": {
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ERAEER

"entityIdentifier": {
"entityId": "Bob",
"entityType": "DigitalPetStore::User"
}
}
}
1,
"entities": {
"entityList": [

{
"identifier": {
"entityType": "DigitalPetStore::User",
"entityId": "Alice"
I
"attributes": {
"memberId": {
"string": "801b87f2-1la5c-40b3-b580-eacad506d4e6"
}
},
"parents": [
{
"entityType": "DigitalPetStore::Role",
"entityId": "Customer"
}
]
I
{
"identifier": {
"entityType": "DigitalPetStore::User",
"entityId": "Bob"
},
"attributes": {
"memberId": {
"string": "49d9b8le-735d-429c-989d-93bec@bcfd8b"
}
I
"parents": [
{
"entityType": "DigitalPetStore::Role",
"entityId": "Employee"
}
]
},
{

FHERGI E T X
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"identifier": {
"entityType": "DigitalPetStore::Order",
"entityId": "1234"
I
"attributes": {
"owner": {
"entityIdentifier": {
"entityType": "DigitalPetStore::User",
"entityId": "Alice"

}
iy

"parents": []

]

},
"policyStoreId": "PSEXAMPLEabcdefgl11111"
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DEBRRERTIANRESE

BEiRmZE2R AWS RERW—R. BAAWS NEF , SHELEENPONEBRRBETER  BLEHNE
BEARERZT2MEABMEKRET.

ZE R AWS BEARRBANEF, HEANSEEAREBATRNZ2ENBRPHESMY

- BRAFNEE - AWS EEREHIT AWS Eiim I AWS IRBAVERERE. AWS BRENERTH |, t
REZ2ERA. F=ZAERASEEHAENRIRMZSMNANRY , F5 AWS SRTEIN—
o, BETHEAR Amazon BEFF AN ERETE , F2EAWSE A BIEE R R

- BinABHNESE  ENEEECRRATERN AWS . SH4AHEMEARAE , SRERNBE
. BRBENERNEREERNER.

AXHA G EERANAEEACRIBERFERALASEER, THEERBIMARE "SRENE
R, , LS EZeMESRAMHEE, REKEZUMEHAEMAWSIHBBRERRE "SREE
PR, BRI,

xR

- DEBRREFUTHINEBRE

« Amazon BREFFUIN G 2 MEMEE

« Amazon BT I & R R

- DEBRBREIFTRAEMNE

o S BERRE 5T O PV BURIRE

ZAWS EEFEERERR Amazon BEF T RN ERRE, MLBERFR  AWS 8B REHTAH
B AWS it W2 RERDG, CLAASERBEHERRE LB ARNEHE, HATSEE
FREM AWS R MR SERAEEEK, NEENENBLENRMEY,  FeNENELESER
HEE, NEERENERRENEET  BFLW AWS R MK L AWS HEN EEERA
GDPR S &,

- HREBEEREEN , RABRRCETREAWS IRFRIELERE B A FAWS IAM Identity Centerzk
#AWS Identity and Access Management(IAM). Ttk —3R | SEFAEBRSESRFEXEETK
T4 ZAREF Ao

- RMBZBEEBUTHNREENWER -

RRRE 5
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- BEREFHEASEERRE (MFA),

- fEF SSL/TLS 8 AWS ERB#A. RMPEFEETLS 1.2

- {5/ AWS CloudTrail 3% API R & T BT 8%

- /A AWS MBRARAR , ARk AWS fRIE ANFTETEREZ £ E4E,

- FRAERNZELZSRE (B0 Amazon Macie) , 1% BIRZEMREMIZE Amazon S3 HBURE

- MRFBEFBGSHNER API FE AWS K, FE FIPS 140-2 BFE N INZEE , FEMA FIPS
iHE., MEEE FIPS M FIPS WmEWFHMENR , FSRB I EFRIEZE (FIPS) 140-2 #H,

- RMARZIBRCBUETEREFNETFEH U EHBRBRBET , HEERFBEHBIAN
FHAF |, HlI0 Name (BHB) B, EERELFEHACHIERNEMERAWS RIEFEHEE
B , APl , AWS CLI , RAWSE R EMH, REEERBHAXANFTRA P A TE R T8
FARFTESZE B, MREEMATRIREEN URL , RFEZIEBZBVEREB LY AREES
W URL FEEBEEN.

- BNBESBTIRISTAHBEA.

- EMEBNERECHRKRAER (BRVER ) £AK— , TSN TEECLANSESS. TR
REEF , BULLEREABENERERE , fliljaneNEbobHRERNERAEBUser, B
=, BEEREY  HRZ2RR  £ARLZERCRANE—EZHER. RMARBEERFENE
FME—& BT (UUID) < BB, BN , ZEBAF jane® Bk T 28, ®#R , (RERIACLREESA
Fjane, ZHEAETUBBFRNARSRNRENARTFHABEBUser: :"jane", ERENE
BRH Cedar FAE D HEAEMETAAERE

KESIFREARESEENERERNR, —FEAREHE-—BETERERANEBE , URRET
ERARAPEFEERNBTMESPRTFIE,

« BRERHNFFERERZLongMDecimEEBSERENERHEBRN, 5 , FRAEGEAETANE
MEEN AT EEHANEELINNE. NREHER , AFERSEIRMHINRT. SLPBEHER
RERAl  EFRR (/o5 RAITRRE R B A AR FE , 3 (i) RAITE RNt B A B EHF .

&Rz

Amazon REFAESEBNEFRAERTFER , SIMEEKAWS ZEER , ALEATFEENRRET
RHLEN , BFXHE,

AR =


https://aws.amazon.com/compliance/fips/

Amazon Verified Permissions ERERER
Amazon B8 FFF AT & 0 MFEEE

AWS Identity and Access Management(IAM) AJ B R EE B L& M IZHAWSEIRFEHE, AWS AR
BIAVEESZEHHAURE (2% ) IRE (R ) FACREERER. IAMR—EZAWS AR
BALER , BERINER,

FE

/i

- ERSDBRE

- ERABEKEEFIUE

» Amazon BR 5T an{ATEE IAM

 Amazon BRFEFT N & 2 B BUERE I

- SEEPEAR Amazon BREHET A & 5 MEFE

c/hes

RIBEERIEBRPHTHIHE , FHF AWS Identity and Access Management (IAM) 8 BFFF
Ei

BBEEAE — WREER "CREER.) BBRUITIE , AEESSATREMENRENER.
ERERES "EREER) DRREXITER , EUFEAMER. BREFIFTANEES A TH
BEEEESFERERNTA, NREELZFNCRIBRPIIIGE , FSEAE LA Amazon BFE
RYET AT & 20 M E .
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- FRIEER AWS SEBRAHAOKEERFT TN EREE : MFEREBERTFHUGEAENIFEEH
AR AWS REBR , EEBRERTHUBTZEARAS,. eMTEEN AWS tkRFE REM, &
MEBREERBERNEARGIN AWS BEFERBER , UEE—SRDFA, NEFHEA , F2H
AWS (AMERIER) ¥ TEBRENAWSE EE RIS Z BRI KK,

- EASEERER — EXRFEARAREERE  INMRUBEBTITEMENER, AERLAN ,
BUNERBERERG T UUARKEERRINNEE , ELBARKEERTT. NFERBRERAERE
[RIAMWEFHIEH , F2R (EAERE) IAMFBRIAM CREREERER) .

o {FRAIAMERE IR E — S REIFE — SR E R P8 EE | UIRSIYESENERNFE.
Blan | AR BEBRGH | EESAEFER SSL BEMERER, Bt ERRERZTHRSED
ERYZEVEE | ATIR R IFE B TEAWS BRI (120 AWS CloudFormation)fi 4. tNEFMENR , 53
20 (IAM E£H &) B IAM JSON BETE : &

- £/ IAM FRSBRRBENBIAME |, LIBEAZEMINEEMERNFFAT — IAM Access Analyzer 258
BIOMRENECR | SUEBERESFIAMBUERES (JSON) # IAM &EE . IAM Access Analyzer
R 100 ZEBERERVENTHESR , THHEFEEZSEERANBE, NEFHMAENR , F2
EIAMEREIEERH IAM FE D S BURRE,

- EEZEERRE (MFA)  IRFEFEAWS IREF IAM ERESREAENER , HHE MFA
REENANZ M, WEEFWY AP REREER MFA | 5518 MFA REFIEEEMNBER, MEFMA
&, F2EFEREBIAMERHERE MFA REMN APl FEUE,

MEAAPREEENFBERIAM , F2H (AMBERIERE) IAVHH "TZEEREEE .
EACRENERZEH S

HEFH Amazon REFF A ERE | BLREARD —HEF . ELERMA AT H LR IEH
AWS IRF. REBV L HEEAVEFTEBRKN S 7 HEE , IHRERKBERNER (EAENA
&) ms , TRAREEZNFARER,

HREMI AWS CLI L AWS API HERE , BFFEAHHARELFETREHT. Rz , AFAHE
HMAFESMMERSTZ AP RENBERATLT
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EEMREAENACNUER [ERBER]) £2E , BRI [CBRBHRER] ConsoleAccess
[ReadOnlyAWSZEBWRA MMEER. MFEFHMEENR , BF2HE (FAERE) K GEERTEE
IAMER#E) ,

RFFERERAMMAECHEFT

e flE RE MR BER |, 05 IAM EAERGRHNEMERES S NABRMZERR, WEE
BEEXEEL , HRFEA AWS CLI 3 AWS AP ZBFEEENN A X TR BENFFT,

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "ViewOwnUserInfo",
"Effect": "Allow",
"Action": [
"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"
1,
"Resource": ["arn:aws:iam::*:user/${aws:username}"]
1,
{
"Sid": "NavigateInConsole",
"Effect": "Allow",
"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"
1)
"Resource": "*"
}
]
}
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SEHBEEAR Amazon BaEHIEF A B o0 F1EEL
FEATHERATHEZEH RS EFERACRBERMNBZUESEIINE RBEEIAM,
B

s BREECREBERDPIHTEENZE

o REEFEHIT iam : PassRole
s REAHBRUNANAFERAWS IREHNERFERER

KR BHECRERRPATEHFENRE
MREWRER , FHERERBENTEHE , EHBRLEAER , AFFEHTBNE.

TH&EHIsEER G Emateojackson IAM ERAEERAERAEEARE —BERS my-example-widget
BRVEMENR , BAIEEMRE verifiedpermissions:GetWidget BRI BEEE 4,

User: arn:aws:iam::123456789012:user/mateojackson is not authorized to perform:
verifiedpermissions:GetWidget on resource: my-example-widget

FERERT , HBEEH mateojackson FRENEEK , AFFER
verifiedpermissions:GetWidget BMEFE my-example-widget ERo

EEMIHE |, FHEEN AWS BEEE, SFHNEEESRHENEARRE.
REEFEHIT iam : PassRole

MREW B REREHHITiam: PassRole BERI SRR , AIXEEHMENEER , AR ERAGE
Eie "EERFAVER, .

ﬁ*b AWS fi#% R EEERANACEZRE K MEARLFTNREACIBRBEFAC. NFH
TR , ELARERACBEEZ BB,

EBAN IAM FEAEnarymajorERFRAE R AECRBI TP HTEIER , SBRETIIEHIHEE
BR 6 XBEERBREEFREALCKRENTT. Mary REKACEEEZRBENF,

User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
iam:PassRole

EEBIBERT , Mary WEERXAES , AFFMEIIT iam: PassRole Bk,
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WMEEARE , FBAEEN AWS EEE, ENEESREESHNEARE.
BREAFHEUANAFERAWS 1RFH ERFERER

BULNRY—EAE  REMIRFHNEAEIENEABABHASFRENER. BILUEEEARS
WLESEVHIEZAE, SHHIBEERERNBERNFIRGEEE (ACL) VAR , & LA AL
BRRE T ABFEENERET T,

MEE-—STH , F2RUATRE .

- FEBRBCRIRRREIRELRE , F2MAmazon BT AT 2{TEE IAM,

s BETHRINMTRMEEEMEGERAWS IRFNEFRE K F2E (FAEER) P05 —EEH#ES
AWS R F Y 1AM IAM i F & 1R 7 EUER,

- ZERENASENEREIVEBREEBE=ZSAWS IRE |, 28 (AMFERER) hRMHEE=1
AWS IR F RN FEUE,

- FEEBOMEBRKES o BBIRMEEFEERE  BS2ECHERETHRERAESINIERESHIAMENFE
B (E7HE).

- FEBBRBIRFFREAAGTNERAERNBERZANER , F2H (AMEREERE)
WIAMAGENERAERNBEEARE.

Amazon B FFU IS R E

EERHE AWS R REEREZSAEFAREER , FLREHRE/RS ZEEAR AWS RIE , MEE
ﬁ!@iﬁﬂtﬂ’] /:HEJ;EJEE ﬂﬂa:—ﬂxﬁnﬂ nﬁ £ Bﬁ AWS /f%ﬁ.l_frﬁ‘jj_

WA AWS Artifact TEE=5R&EBE. NEFMENR , F2E AWS Artifact P FE IS

BER AWS BRI B EREEEFIRRERNBRE, ENATANERER  URERKEEM
ER. AWS RELTERGERELZREREE

- ZEHEGHEPEAPIISE - ELHBIEEIME AWS LHBUREREAEAEONEERENER
ZENLER,

« Amazon Web Services £ HIPAA Z2HEREBHEE  FERERPL A TINATER AWS RE
I HIPAA & IRBHERARER.

(® Note
W IELEBHY AWS ARFE EBRFS HIPAA BiE, MEFHMEN , B2 HIPAA ERRES R,
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« AWS Security Hub — lt AWS BR#% —Jﬁ%‘f}éﬁ*ﬁ*ﬁ AWS R Z£AREE, Security Hub fEAZ &1
#l , TRHMEEN AWS BRI BELNEHRER/EEHTELLERFENSEER., NEXENRE

MRHEE | 552 E Security Hub controls referenceo

« AWS Audit Manager - it AWS BR#§ A1 BB AWS FEAER , UL EE R LR HE
ERBEENEREBELN.

oo FE Bk B FE BT AT AR RV SR

AWS £REREBRI AWS B BAARHEAPOREN. AWS B R4 E57 6 B RN ER
TAESE , YAERERLEE, SWEENSERRFENBEAEES. SBTRER , BT UERETHE
RENERAEXNERE , ETRAESCBABREBEMASRETE. TRESNTHAE, G
HH|ERRES , HBRE-RSEERNPONERERREES,

Bt "CRERER., FREFRER , SEEAFEIAWS EE , YEEEKXEZSTAESNE
BPRLcEBEBER. Bal, 'CRENER, TXEETMNEESER.

W AWS B B EENFEER  F2RAWSERER R,
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B R HEEE Amazon BRBER UK HEMAWSHE R SRV TTEM, THME. THAM. UERMATHER,
AWSEMTUTHERTEDERE  SETESERAHEERFOER , I B B)BERFEEEE

* AWS CloudTrail FEU& AWS 1R 5 8 AR LAY AP IFIUAFEBASF | WEECHERELE
FE M Simple Storage Service (Amazon S3) fEFETEE . &R LAk I HRLEF F & Mok S iy AWS, 2
HFFALAY SRR IP bt , AR I BERE, MBEFMEEF  F26 (AWS CloudTrail £/ &S
) o

EREC & Amazon BRFEEF AT API 58 H AWS CloudTrail

Amazon BRI ER RIS B S £ —AWS CloudTrail , ZIRETRMEERAE, ALRCHRIBHFTHHN
AWS R FTERER AV Bh¥ERC 8%,  CloudTrail A5 ERFBERMNTE APl HILEERAS 4., HEMEILIE
RECHRIBIEREZANTLY  URECEREER AP EXNENBTW, MREEEBER | &7TLL
RUA#FER T CloudTrail E#-Z| Amazon S3 #77irEE , SRECHRIBFFINEH., WRERFREEHR ,
IBMARTLATE [BHRBRECE] B MR CloudTrail T AFRIENEH. FHKENEA CloudTrail ,
B KRR TEEREER, REMNER, BEHERMW IP L, REERNAE, REHERNWERD ,
DR EMEEMER,

EE#—% 7 # CloudTrail , 2B EAWS CloudTrail &£/,
B E M ERE A CloudTrail

CloudTrail FEERIEIRFAWS IRFRA. ERBREECHRENER TR , ZCEEEE CloudTrail
EHELEHETHWEMAWSRBEH —REEKESMHT. BUER, BSMTH AWS IRF W&H
B, MEFMER , F2HEEA CloudTrail E4FERRREHFMIESEM
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« RRZEEEEW CloudTrail B i34 1% 2 @R F U CloudTrail B &34

FrIEERFBEr I BEIMEH , CloudTrail MERERKTE Amazon BRFEET T APl 2E B+, Hln,
MCreateIdentitySourceDeletePolicy, #MListPolicyStoresE)¥E&4E CloudTrail 58+
E4EE,

B-SEMRARBEHSILSELFRENEA. FoEATHEEHE T5IEE !

EREAFERRHE AWS Identity and Access Management (IAM) R EEAEREH,
- REBHERE , REEATREACEHMEI»ERAENERELRE.
ERERAHS—E AWS RS,

Y/

MEFHME , 552 CloudTrail userldentity 7T,

BB EIsAuthorizedWithTokentF BB FHER , TEERER T T2 8B SlsAuthorized MY & £
EH, EERHE CloudTrail BiE4 , BXEREFEEWE TN EERINERER, WEHA
B, 528 (AWS CloudTrail fEA &) FHEREH,

B AF 2B s B BRFC SR A2 1H B

EBHtE—EHE  TESHLAFENERNEEREEEN Amazon S3 f417Er#8, CloudTrail F28&#E
BE—HLEERHER., SHARKRETARRNWE—FR , LIEEBFERWIRE , BEN B
B, FRSEERFE. CloudTrail BREXMH4TE2HE API FANEFHERRER , kMg UEW
BEIEFET.

&
* |sAuthorized
* BatchlsAuthorized

» CreatePolicyStore

» ListPolicyStores

» DeletePolicyStore

* PutSchema
* GetSchema

» CreatePolicyTemplate

* DeletePolicyTemplate

+ CreatePolicy

B R R AR SETEE 119


https://docs.aws.amazon.com/awscloudtrail/latest/userguide/receive-cloudtrail-log-files-from-multiple-regions.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-receive-logs-from-multiple-accounts.html
https://docs.aws.amazon.com/verifiedpermissions/latest/apireference/
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-event-reference-user-identity.html
https://docs.aws.amazon.com/verifiedpermissions/latest/apireference/API_IsAuthorizedWithToken.html
https://docs.aws.amazon.com/verifiedpermissions/latest/apireference/API_IsAuthorized.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/logging-data-events-with-cloudtrail.html#logging-data-events

Amazon Verified Permissions

exe/x86_64.amzn.2 prompt/off command/verifiedpermissions.is-authorized",

"requestParameters": {
"principal”: {
"entityType": "PhotoFlash
"entityId": "alice"
1,
"action": {
"actionType": "PhotoFlash
"actionId": "ViewPhoto"
1,
"resource": {
"entityType": "PhotoFlash

::User",

::Action",

: :Photo",

EREERE
» GetPolicy
» CreateldentitySource
» GetldentitySource
« ListldentitySources
» DeleteldentitySource
(® Note
B8 S E R BB FARE E0 5 1Y T LE L,
IsAuthorized
{
"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "EXAMPLE_PRINCIPAL_ID",
"arn": "arn:aws:iam::123456789012:role/ExampleRole",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE"
I,
"eventTime": "2023-11-20T22:55:037",
"eventSource": "verifiedpermissions.amazonaws.com",
"eventName": "IsAuthorized",
"awsRegion": "us-west-2",
"sourceIPAddress": "203.0.113.0",
"userAgent": "aws-cli/2.11.18 Python/3.11.3 Linux/5.4.241-160.348.amzn2int.x86_64
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"entityId": "VacationPhoto94. jpg"
I
"policyStoreId": "PSEXAMPLEabcdefgl11111"
I
"responseElements": null,
"additionalEventData": {
"decision": "ALLOW"
I
"requestID": "346c4b6a-d12f-46b6-bc0@6-6c857bd3b28e",
"eventID": "8a4fed32-9605-45dd-a09a-5ebbf@715bbc",
"readOnly": true,
"resources": [
{
"accountId": "123456789012",
"type": "AWS::VerifiedPermissions::PolicyStore",
"ARN": "arn:aws:verifiedpermissions::123456789012:policy-store/
PSEXAMPLEabcdefgl11111"
}
1,
"eventType": "AwsApiCall",
"managementEvent": false,
"recipientAccountId": "123456789012",
"eventCategory": "Data"
}
BatchlsAuthorized
{
"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "EXAMPLE_PRINCIPAL_ID",
"arn": "arn:aws:iam::123456789012:role/ExampleRole",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE"
b
"eventTime": "2023-11-20T23:02:33Z2",
"eventSource": "verifiedpermissions.amazonaws.com",
"eventName": "BatchIsAuthorized",
"awsRegion": "us-west-2",
"sourceIPAddress": "203.0.113.0",
"userAgent": "aws-cli/2.11.18 Python/3.11.3 Linux/5.4.241-160.348.amzn2int.x86_64

exe/x86_64.amzn.2 prompt/off command/verifiedpermissions.is-authorized",

B C RN ERICHRERE
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"requestParameters": {
"requests": [

{
"principal": {
"entityType": "PhotoFlash::User",
"entityId": "alice"
},
"action": {
"actionType": "PhotoFlash::Action",
"actionId": "ViewPhoto"
},
"resource": {
"entityType": "PhotoFlash::Photo",
"entityId": "VacationPhoto94. jpg"
}
I
{
"principal": {
"entityType": "PhotoFlash::User",
"entityId": "annalisa"
},
"action": {
"actionType": "PhotoFlash::Action",
"actionId": "DeletePhoto"
},
"resource": {
"entityType": "PhotoFlash::Photo",
"entityId": "VacationPhoto94. jpg"
}
}

1,
"policyStoreId": "PSEXAMPLEabcdefgl111111"

},
"responseElements": null,
"additionalEventData": {
"results": [
{
"request": {
"principal": {
"entityType": "PhotoFlash::User",
"entityId": "alice"
I
"action": {
"actionType": "PhotoFlash::Action",
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ERAEER

"actionId":

iy

"resource": {

"entityType'

"entityId":

},
"decision": "ALLOW"
},
{
"request": {
"principal": {

"entityType'

"entityId":
},

"action": {

"actionType'

"actionId":

}I

"resource": {

"entityType'

"entityId":

iy

"decision": "DENY"

iy

"ViewPhoto"

': "PhotoFlash: :Photo",

"VacationPhoto94. jpg"

': "PhotoFlash: :User",

"annalisa"

': "PhotoFlash::Action",

"DeletePhoto"

': "PhotoFlash: :Photo",

"VacationPhoto94. jpg"

"requestID": "a8a5caf3-78bd-4139-924c-7101a8339c3b",
"eventID": "7d81232f-f3d1-4102-b9c9-15157c70487b",

"readOnly": true,
"resources": [

{
"accountId": "123456789012",

"type": "AWS::VerifiedPermissions::PolicyStore",

"ARN": "arn:aws:verifiedpermissions::123456789012:policy-store/

PSEXAMPLEabcdefgl11111"

}
1,
"eventType": "AwsApiCall",
"managementEvent": false,

"recipientAccountId": "123456789012",

"eventCategory": "Data"

B C RN ERICHRERE
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}

CreatePolicyStore

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalld": "EXAMPLE_PRINCIPAL_ID",
"arn": "arn:aws:iam::123456789012:role/ExampleRole",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE"
},
"eventTime": "2023-05-22T07:43:33Z",
"eventSource": "verifiedpermissions.amazonaws.com",
"eventName": "CreatePolicyStore",
"awsRegion": "us-west-2",
"sourceIPAddress": "203.0.113.0",
"userAgent": "aws-sdk-rust/0.55.2 os/linux lang/rust/1.69.0",
"requestParameters": {
"clientToken": "alb2c3d4-e5f6-alb2-c3d4-TOKEN1111111",
"validationSettings": {
"mode": "OFF"
}
},
"responseElements": {
"policyStoreId": "PSEXAMPLEabcdefgl11111",
"arn": "arn:aws:verifiedpermissions::123456789012:policy-store/
PSEXAMPLEabcdefgl11111",
"createdDate": "2023-05-22T0Q7:43:33.962794Z",
"lastUpdatedDate": "2023-05-22T0Q7:43:33.962794Z"
b
"requestID": "1dd9360e-e2dc-4554-ab65-b46d2cf45c29",
"eventID": "b6edaeee-3584-4b4e-a48e-311de46d7532",
"readOnly": false,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "123456789012",
"eventCategory": "Management"
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ERAEER

ListPolicyStores

{
"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalld": "EXAMPLE_PRINCIPAL_ID",
"arn": "arn:aws:iam::123456789012:role/ExampleRole",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE"
.
"eventTime": "2023-05-22TQ7:43:33Z",
"eventSource": "verifiedpermissions.amazonaws.com",
"eventName": "ListPolicyStores",
"awsRegion": "us-west-2",
"sourceIPAddress": "203.0.113.0",
"userAgent": "aws-sdk-rust/0.55.2 os/linux lang/rust/1.69.
"requestParameters": {
"maxResults": 10
1,

"responseElements": null,

"requestID": "5ef238db-9f87-4f37-ab7b-6cf@ba5df891",
"eventID": "b0430fb0-12c3-4cca-8d05-84c37f99c51f",
"readOnly": true,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "123456789012",
"eventCategory": "Management"

DeletePolicyStore

{

"eventVersion": "1.08",

"userIdentity": {
"type": "AssumedRole",
"principalld": "EXAMPLE_PRINCIPAL_ID",
"arn": "arn:aws:iam::123456789012:role/ExampleRole",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE"

},

"eventTime": "2023-05-22T0Q7:43:32Z",

"eventSource": "verifiedpermissions.amazonaws.com",

@II’
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ERAEER

"eventName": "DeletePolicyStore",
"awsRegion": "us-west-2",
"sourceIPAddress": "203.0.113.0",
"userAgent": "aws-sdk-rust/0.55.2 os/linux lang/rust/1.69.0",
"requestParameters": {
"policyStoreId": "PSEXAMPLEabcdefgl11111"
},
"responseElements": null,
"requestID": "1368e8f9-130d-45a5-b96d-99097ca3077f",
"eventID": "ac482022-b2f6-4069-879a-dd509123d8d7",
"readOnly": false,
"resources": [

{
"accountId": "123456789012",
"type": "AWS::VerifiedPermissions::PolicyStore",
"arn": "arn:aws:verifiedpermissions::123456789012:policy-store/
PSEXAMPLEabcdefgl11111"
}
1,

"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "123456789012",
"eventCategory": "Management"

PutSchema

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "EXAMPLE_PRINCIPAL_ID",
"arn": "arn:aws:iam::123456789012:role/ExampleRole",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE"
b
"eventTime": "2023-05-16T12:58:57Z",
"eventSource": "verifiedpermissions.amazonaws.com",
"eventName": "PutSchema",
"awsRegion": "us-west-2",
"sourceIPAddress": "203.0.113.0",
"userAgent": "aws-sdk-rust/0.55.2 os/linux lang/rust/1.69.0",
"requestParameters": {

B C RN ERICHRERE

126



Amazon Verified Permissions

ERAEER

"policyStoreId": "PSEXAMPLEabcdefgl11111"
I
"responseElements": {
"lastUpdatedDate": "2023-05-16T12:58:57.51344272",
"namespaces": "[some_namespace]",
"createdDate": "2023-05-16T12:58:57.5134427",
"policyStoreId": "PSEXAMPLEabcdefgl11111",
I
"requestID": "631fbfal-a959-4988-b9f8-flas3ffsdfed",
"eventID": "7cd@c677-733f-4602-bc03-248bae581fe5",
"readOnly": false,
"resources": [
{
"accountId": "123456789012",
"type": "AWS::VerifiedPermissions::PolicyStore",

"ARN": "arn:aws:verifiedpermissions::123456789012:policy-store/

PSEXAMPLEabcdefgl11111"
}
1,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "123456789012",
"eventCategory": "Management"

GetSchema

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "EXAMPLE_PRINCIPAL_ID",
"arn": "arn:aws:iam::222222222222:role/ExampleRole",
"accountId": "222222222222",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE"
b
"eventTime": "2023-05-25T01:12:0772",
"eventSource": "verifiedpermissions.amazonaws.com",
"eventName": "GetSchema",
"awsRegion": "us-west-2",
"sourceIPAddress": "203.0.113.0",
"userAgent": "aws-sdk-rust/0.55.2 os/linux lang/rust/1.69.0",
"requestParameters": {
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"policyStoreId": "PSEXAMPLEabcdefgl11111"
I
"responseElements": null,
"requestID": "alf4d4cd-6156-480a-a9b8-e85a71dcc7c2",
"eventID": "@b3b8e3d-155c-46f3-a303-7e9e8b5f606b",
"readOnly": true,
"resources": [
{
"accountId": "222222222222",
"type": "AWS::VerifiedPermissions::PolicyStore",

"ARN": "arn:aws:verifiedpermissions::222222222222:policy-store/

PSEXAMPLEabcdefgl11111"
}
1,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "222222222222",
"eventCategory": "Management"

CreatePolicyTemplate

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalld": "EXAMPLE_PRINCIPAL_ID",
"arn": "arn:aws:iam::123456789012:role/ExampleRole",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE"
},
"eventTime": "2023-05-16T13:00:24Z2",
"eventSource": "verifiedpermissions.amazonaws.com",
"eventName": "CreatePolicyTemplate",
"awsRegion": "us-west-2",
"sourceIPAddress": "203.0.113.0",
"userAgent": "aws-sdk-rust/0.55.2 os/linux lang/rust/1.69.0",
"requestParameters": {
"policyStoreId": "PSEXAMPLEabcdefgl11111"
b
"responseElements": {
"lastUpdatedDate": "2023-05-16T13:00:23.4444042Z",
"createdDate": "2023-05-16T13:00:23.4444047",
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"policyTemplateId": "PTEXAMPLEabcdefgll11111",
"policyStoreId": "PSEXAMPLEabcdefgl11111",
},
"requestID": "73953bda-af5e-4854-afe2-7660b492a6d0",
"eventID": "7425de77-ed84-4f91-a4b9-b669181cc57b",
"readOnly": false,
"resources": [

{
"accountId": "123456789012",
"type": "AWS::VerifiedPermissions::PolicyStore",
"arn": "arn:aws:verifiedpermissions::123456789012:policy-store/
PSEXAMPLEabcdefgl11111"
}
1,

"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "123456789012",
"eventCategory": "Management"

DeletePolicyTemplate

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalld": "EXAMPLE_PRINCIPAL_ID",
"arn": "arn:aws:iam::222222222222:role/ExampleRole",
"accountId": "222222222222",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE"
},
"eventTime": "2023-05-25T01:11:4872",
"eventSource": "verifiedpermissions.amazonaws.com",
"eventName": "DeletePolicyTemplate",
"awsRegion": "us-west-2",
"sourceIPAddress": "203.0.113.0",
"userAgent": "aws-sdk-rust/0.55.2 os/linux lang/rust/1.69.0",
"requestParameters": {
"policyStoreId": "PSEXAMPLEabcdefgl11111",
"policyTemplateId": "PTEXAMPLEabcdefgl111111"
},
"responseElements": null,
"requestID": "5ff0@f22e-6bbd-4b85-a400-4fb74aa05dc6",
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"eventID": "c@e@c689-369e-4e95-a9cd-8dell3d47ffa",
"readOnly": false,
"resources": [

{
"accountId": "222222222222",

"type": "AWS::VerifiedPermissions::PolicyStore",

"ARN": "arn:aws:verifiedpermissions::222222222222:policy-store/

PSEXAMPLEabcdefgl11111"
}
1,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "222222222222",
"eventCategory": "Management"

CreatePolicy

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalld": "EXAMPLE_PRINCIPAL_ID",
"arn": "arn:aws:iam::123456789012:role/ExampleRole",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE"
},
"eventTime": "2023-05-22T07:42:30Z",
"eventSource": "verifiedpermissions.amazonaws.com",
"eventName": "CreatePolicy",
"awsRegion": "us-west-2",
"sourceIPAddress": "203.0.113.0",
"userAgent": "aws-sdk-rust/0.55.2 os/linux lang/rust/1.69.0",
"requestParameters": {
"clientToken": "alb2c3d4-e5f6-alb2-c3d4-TOKEN1111111",
"policyStoreId": "PSEXAMPLEabcdefgl11111"
},
"responseElements": {
"policyStoreId": "PSEXAMPLEabcdefgl11111",
"policyId": "SPEXAMPLEabcdefgl11111",
"policyType": "STATIC",
"principal": {
"entityType": "PhotoApp::Role",
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"entityId": "PhotoJudge"
I
"resource": {
"entityType": "PhotoApp::Application",
"entityId": "PhotoApp"
I
"lastUpdatedDate": "2023-05-22T07:42:30.70852Z2",
"createdDate": "2023-05-22T0Q7:42:30.70852Z2"
},
"requestID": "93ffal51-3841-4960-9af6-30a7f817ef93",
"eventID": "30ab4@5f-3dff-43ff-8af9-f513829e8bde",
"readOnly": false,
"resources": [

{
"accountId": "123456789012",
"type": "AWS::VerifiedPermissions::PolicyStore",
"arn": "arn:aws:verifiedpermissions::123456789012:policy-store/
PSEXAMPLEabcdefgl11111"
}

1,

"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "123456789012",

"eventCategory": "Management"
}
GetPolicy
{
"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalld": "EXAMPLE_PRINCIPAL_ID",
"arn": "arn:aws:iam::123456789012:role/ExampleRole",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE"
},
"eventTime": "2023-05-22T07:43:29Z2",
"eventSource": "verifiedpermissions.amazonaws.com",
"eventName": "GetPolicy",
"awsRegion": "us-west-2",

"sourceIPAddress": "203.0.113.0",
"userAgent": "aws-sdk-rust/0.55.2 os/linux lang/rust/1.69.0",
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"requestParameters": {
"policyStoreId": "PSEXAMPLEabcdefgl11111",
"policyId": "SPEXAMPLEabcdefgl11111"
I
"responseElements": null,
"requestID": "23022a9e-2f5c-4dac-b653-59e6987f2fac",
"eventID": "9b4d5037-bafa-4d57-b197-f46af83fc684",
"readOnly": true,
"resources": [
{
"accountId": "123456789012",
"type": "AWS::VerifiedPermissions::PolicyStore",
"arn": "arn:aws:verifiedpermissions::123456789012
PSEXAMPLEabcdefgl11111"
}
1,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "123456789012",
"eventCategory": "Management"

CreateldentitySource

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalld": "EXAMPLE_PRINCIPAL_ID",
"arn": "arn:aws:iam::333333333333:r0le/ExampleRole",
"accountId": "333333333333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE"
},
"eventTime": "2023-05-19T0Q1:27:44Z",
"eventSource": "verifiedpermissions.amazonaws.com",
"eventName": "CreateIdentitySource",
"awsRegion": "us-west-2",
"sourceIPAddress": "203.0.113.0",

:policy-store/

"userAgent": "aws-sdk-rust/0.55.2 os/linux lang/rust/1.69.0",

"requestParameters": {

"clientToken": "alb2c3d4-e5f6-alb2-c3d4-TOKEN1111111",

"configuration": {
"cognitoUserPoolConfiguration": {
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"userPoolArn": "arn:aws:cognito-idp:000011112222:us-east-1:userpool/us-
east-1_aaaaaaaaaa"
}
I
"policyStoreId": "PSEXAMPLEabcdefgl11111",
"principalEntityType": "User"
},
"responseElements": {
"createdDate": "2023-07-14T15:05:01.5995347",
"identitySourcelId": "ISEXAMPLEabcdefgl11111",
"lastUpdatedDate": "2023-07-14T15:05:01.5995342",
"policyStoreId": "PSEXAMPLEabcdefgl11111"
},
"requestID": "afccle67-d5a4-4a9b-a74c-cdc2f719391c",
"eventID": "f1l3a4l1dc-4496-4517-aeb8-a389eb379860",
"readOnly": false,
"resources": [

{
"accountId": "333333333333",
"type": "AWS::VerifiedPermissions::PolicyStore",
"arn": "arn:aws:verifiedpermissions::333333333333:policy-store/
PSEXAMPLEabcdefgl11111"
}
1,

"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "333333333333",

"eventCategory": "Management"
}
GetldentitySource
{
"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalld": "EXAMPLE_PRINCIPAL_ID",
"arn": "arn:aws:iam::333333333333:r0le/ExampleRole",
"accountId": "333333333333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE"
},
"eventTime": "2023-05-24T19:55:3172",
"eventSource": "verifiedpermissions.amazonaws.com",
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"eventName": "GetIdentitySource",
"awsRegion": "us-west-2",
"sourceIPAddress": "203.0.113.0",

"userAgent": "aws-sdk-rust/0.55.2 os/linux lang/rust/1.69.0",

"requestParameters": {
"identitySourcelId": "ISEXAMPLEabcdefgl11111",
"policyStoreId": "PSEXAMPLEabcdefgl11111"
I
"responseElements": null,
"requestID": "7abecf79-c489-4516-bb57-9ded970279c9",
"eventID": "fal58e6c-f705-4al5-a731-2cdb4bd9as427",
"readOnly": true,
"resources": [

{
"accountId": "333333333333",
"type": "AWS::VerifiedPermissions::PolicyStore",
"arn": "arn:aws:verifiedpermissions::333333333333:policy-store/
PSEXAMPLEabcdefgl11111"
}
1,

"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "333333333333",
"eventCategory": "Management"

ListldentitySources

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalld": "EXAMPLE_PRINCIPAL_ID",
"arn": "arn:aws:iam::333333333333:r0le/ExampleRole",
"accountId": "333333333333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE"
},
"eventTime": "2023-05-24T20:05:32Z2",
"eventSource": "verifiedpermissions.amazonaws.com",
"eventName": "ListIdentitySources",
"awsRegion": "us-west-2",
"sourceIPAddress": "203.0.113.0",

"userAgent": "aws-sdk-rust/0.55.2 os/linux lang/rust/1.69.
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"requestParameters": {
"policyStoreId": "PSEXAMPLEabcdefgl11111"
},
"responseElements": null,
"requestID": "95d2a7bc-7e9a-4efe-918e-97e558aacaf7",
"eventID": "d3dc53f6-1432-40c8-9d1d-b9eeb75c6193",
"readOnly": true,
"resources": [

{
"accountId": "333333333333",
"type": "AWS::VerifiedPermissions::PolicyStore",
"arn": "arn:aws:verifiedpermissions::333333333333:policy-store/
PSEXAMPLEabcdefgl11111"
}

1,

"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "333333333333",
"eventCategory": "Management"

DeleteldentitySource

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "EXAMPLE_PRINCIPAL_ID",
"arn": "arn:aws:iam::333333333333:r0le/ExampleRole",
"accountId": "333333333333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE"
b
"eventTime": "2023-05-24T19:55:32Z",
"eventSource": "verifiedpermissions.amazonaws.com",
"eventName": "DeleteIdentitySource",
"awsRegion": "us-west-2",
"sourceIPAddress": "203.0.113.0",
"userAgent": "aws-sdk-rust/0.55.2 os/linux lang/rust/1.69.0",
"requestParameters": {
"identitySourceId": "ISEXAMPLEabcdefgl11111",
"policyStoreId": "PSEXAMPLEabcdefgl11111"
b

"responseElements": null,
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"requestID": "d554d964-0957-4834-a421-c417bd293086",
"eventID": "fe4d867c-88ee-4e5d-8d30-2fbc208c9260",
"readOnly": false,

"resources": [

{
"accountId": "333333333333",
"type": "AWS::VerifiedPermissions::PolicyStore",
"arn": "arn:aws:verifiedpermissions::333333333333:policy-store/
PSEXAMPLEabcdefgl11111"
}
1,

"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "333333333333",
"eventCategory": '"Management"
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