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https://docs.aws.amazon.com/cli/latest/reference/ec2/index.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-ec2-vpcendpoint.html
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https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/routing-to-vpc-interface-endpoint.html
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/routing-to-vpc-interface-endpoint.html
https://aws.amazon.com/blogs/apn/reviewing-dns-mechanisms-for-routing-traffic-and-enabling-failover-for-aws-privatelink-deployments/
https://aws.amazon.com/blogs/apn/reviewing-dns-mechanisms-for-routing-traffic-and-enabling-failover-for-aws-privatelink-deployments/
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Amazon Virtual Private Cloud AWS PrivateLink

EZEALITEHZEN VPC % E CloudWatch

—

£ https://console.aws.amazon.com/vpc/ BIRX Amazon VPC £ &,

FEEBEE K PIEE Endpoints (W H)o

BE BiRE,

£ Name tag (BBER) F , GARHENEE,

¥ Service category (AR#EFER) , #EE AWS R,

#H¥ Service (BRTE) , 553ZEL com.amazonaws.region.monitoring.

&% VPC |, EEUER VPC,

§T¥f Subnets (F#Ei%) , FEMAAESE , RARIZRFLE FHE%E.

&H¥¥ Security group (Z£##48) , FFIEE VPC ImE WL £/,

10. ¥H Policy (BUER) , #EX Full access (REFH) , LA VPC inE LB ERMATE EBETAT
Bk,

1. (BR) EEFEER , 55E81F Add new tag GTIEER) , AWM AERNENE,

12. BEE BIinE, *ﬂﬁﬁﬂﬁﬁﬁﬁ Pending (¥#F%). EET N —ESRZH , FASFRERA
Available (RI ). ISR pER E 47 #2 1Y BF R

© © N o g ~ 0 Db

SR VPC iR B IE E S E R R E M 1T E & &% 2| CloudWatch,
EEHR VPC g,

EHTERLHITUT SRS, 8¥ --region BIE , FEELRIL VPC inBM EiH,

il

aws cloudwatch list-metrics --namespace AWS/EC2 --region us-east-1

MRREBE —EEE , IEREERNER , BEREREE CloudWatch £ AWS PrivateLink.
MR HUnauthorizedOperationIRiEER , FRARFTEEBER AFEFIH IAM A€ CloudWatch,
MRFRREF , FRERTHIEE

- WHNEZEEHE ALK RERE CloudWatch,
e --region BETEELEHFPET VPC mHHNEE,

SER 5 BE VPC W 11


https://console.aws.amazon.com/vpc/

Amazon Virtual Private Cloud AWS PrivateLink

HER 6 B

NRETEFEHHHHBEREEYNEETHNANITER , AT EK L,

I ETE R

1. 1£ https://console.aws.amazon.com/ec?/ FAEX Amazon EC2 £# A&,
2. ZESEERP  BEIITER.

3. EHMERIEAITEE | ARIBE Instance state (B{TEEAREE)., Terminate instance (#& LT
Ege).

4. HIRMWERERE , HEEKIL,

MRETBEFERX VPC in , ATLUSEMIBR,

MiBR VPC i B,

1. £ hitps://console.aws.amazon.com/vpc/ BARX Amazon VPC 124,
2. HEEEBEH®KTIERE Endpoints (FE).

3. EEUVPC imH,

4. iBZE Actions (B11E). Delete VPC endpoints (fEk VPC % 2h).

5. WHIRMRIERE B8 A delete , REZIRIE Delete (MBR),

$E 6 B 12


https://console.aws.amazon.com/ec2/
https://console.aws.amazon.com/vpc/

Amazon Virtual Private Cloud AWS PrivateLink

AWS BR#% EiB5hE AWS PrivateLink

BFEE AWS RS R, ERREREEALNENE , RtBXA AR BERMEKRFAEREE VPC,
LUERE R LA VPC EIXE AWS RS, MRMBEELREENRRELEMESR , &7 AWS
PrivateLink SAE A& VPC B2 AWS IRF IE VPC #—% , MESFAAKEKEE,

BRI AL T 7FE AWS BR#& B2 AWS PrivateLink £/ VPC In 3B EM ., B UEENEEERAENH
BNFEBHR , MESEAFEBREKEE

EE

LEZRSETAESMENTE VPC mHNES D ETE, SEZTEREEN GB EXFE., MEFHFHE
A, 5582R AWS PrivateLink E{E,

B g

- BE

- DNS F¥EH

« DNS f##f

- A% DNS

- FRRETARESE

« IPihut3gH

« AWS fR# EZ®ES AWS PrivateLink
- AWS fR# AT E VPC i R 7 EX
- RENERHS

- B ERSBEANIRE

o BRI iR Bh

- BB E

BE

BRATLUE AWS RIS B H /N H R 255 |, B AT LA AWS BR#& £/ AWS PrivateLink. I8 & L&
BLHZE,

1822 BR 75 i R 7 L
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https://aws.amazon.com/privatelink/pricing/
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TERETHTEEINME AWS R B2 ARKIHEEFER. AWS BRE 48 FREPHTEEREX
ENRESRHE VPC NBKRBEEE K ARKHE. AWS RERLLEFBHPOBITERE AWS R
¥ HRESKHE NAT FiE , RAELKHE VPC NEKRMEKRRE K SEBERBEZE AWS RiE. #ARL
REER Internet FiE , BT8R AWS L,

oy
______________________________ N N
Auvailability Zone Availability Zone
Public subnet ﬁ Public subnet
. O
4 . E
3

BB Connect AWS PrivateLink

TEBERETEENEFEEG AWS R X AWS PrivateLink, B% , BERYNE VPC % , Zin%
21 VPC Y FHERKEE AWS IRFS FRMARNHBEER., EEB NN AWS R RESEH
DNS ST AinBEENENFE IP ik , A% AWS RIS F/H VPC imEEE. AWS R

BE
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S
"""" AwilabiiityZone

ﬁ Private subnet

AWS fR¥ BEMERERER, RBFEEZEB VPC inFi0ERZRLFR.

DNS #£

REZH AWS R RE AL EHRS , HFEEOT,
protocol ://service_code.region_code.amazonaws .com

flan | FK{9-east-2 CloudWatch 1 Amazon BY /A HixB I T,

https://monitoring.us-east-2.amazonaws.com

{5 B AWS PrivateLink , A LAE AR B IR B REELD RS, EEEINE VPC imEEF | FR
RV EFHMESE DNS B8 , B AFERELZEBE VPC #1T AWS RIS EFH.

MHE VPC K [E1E DNS EBEA T HIFEE !
endpoint_id.service_id.region.vpce.amazonaws.com
2 DNS 2 MEA THFEE -

endpoint_id-az_name.service_id.region.vpce.amazonaws.com

DNS THET 1
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EEEMKNNE VPC imAK AWS R¥ , BRI LUBATLE DNS, fEM%.AHE DNS , S i@ mA A
NEIHEN DNS 2O REZHFER , AEANALBNE VPC mHNALEER, MEFMENRA B
21 the section called “DNS #4717,

T %ldescribe-vpc-endpointsii T 2B~ EIWmEH DNS IHH,

aws ec2 describe-vpc-endpoints --vpc-endpoint-id vpce-099deb00b40f00e22 --query
VpcEndpoints[*].DnsEntries

LA 2B A FA CloudWatch & DNS B2 Amazon frHmS#N S, F—EE2AEEEHRE
(private Regional endpoint), % TR =1E 2B [E1F xS (private zonal endpoint), & —EXREE
BN ERERE TR LABRENERBEMNARERENENTE IP i,

"DnsName": "vpce-099deb00b40f00e22-1j2wisx3.monitoring.us-
east-2.vpce.amazonaws.com",
"HostedZoneId": "ZC8PGOKIFKBRI"

"DnsName": "vpce-099deb00b40f00e22-1j2wisx3-us-east-2c.monitoring.us-
east-2.vpce.amazonaws.com",
"HostedZoneId": "ZC8PGOKIFKBRI"

"DnsName": "vpce-099deb00b40f00e22-1j2wisx3-us-east-2a.monitoring.us-
east-2.vpce.amazonaws.com",
"HostedZoneId": "ZC8PGOKIFKBRI"

"DnsName": "vpce-099deb00b40f00e22-1j2wisx3-us-east-2b.monitoring.us-
east-2.vpce.amazonaws.com",
"HostedZoneId": "ZC8PGOKIFKBRI"

b

{
"DnsName": "monitoring.us-east-2.amazonaws.com",
"HostedZoneId": "Z06320943MMOWYG6MAVLI"

}
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https://docs.aws.amazon.com/cli/latest/reference/ec2/describe-vpc-endpoints.html
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DNS &4

RMBENNTE VPC im B H DNS L2 A MM, FEit | EL DNS BB LM#ENT. T8 , X
B VPC /A Z08) DNS BRNEEEHSFERNEMWASE IP it | REkBRIEFBTLIER VPC , BAIE
L |P sk £ 5% A FEUR B AR TS o

#.58 DNS

MREENE VPC HERBATAE DNS , BEH VPC BRFEA T DNS =#EZ A DNS i , RME
AEEMNEBEN AWSSELERAERET, TEEHETERBE 2TER DNS BBNLEE |, ZRKETH
HFM A VPC Fin B A HEMNFAE IP ik, it , MREEFERALOAEERREEEAERENES
FE AWS R AR , AIGEERFAEEEBIRSEBENEET  MAZTELHELERARETHE
e,

Amazon A& VPC 124t DNS {@AR8% , & A Route 53 Resolver., Route 53 Resolver & B B f###7 4
#VPC MBEEBNLEXERETEHE, BR , BEER VPC 4 E5# A Route 53 Resolver, R
HERAIIPBMAEZE VPC inE |, oL Route 53 Resolver i 25 %1 Resolver 8, MEFHE
A, FSBAWS Transit Gateway B2 AWS PrivateLink 224 Amazon Route 53 Resolver,

F ARG EE ] A [ 15

B L% VPC Im B EABETHESE — B FHK. RMASE FEEDEYL VPC in A is B ER AN
Ho. RMEIRE VPC IHEHY IP b B | REFHEETA IP biutisRIG B iR MEE T H. WERE
BRAHER IP it EH VPC wmHNFEHEIEEE,

REERRD  ATESSTHMENEGL  BREITUTRE

- 8@ VPC mEELREMETAEE , WRELAFIELTHES AWS R 1 AWS EiR.
« BT VPC im B FAH DNS B,
- ERAHES DNS 28 (LBALRWE) AWS BR¥ RFE.

TEREREE—TJAEEP CloudWatch EH i B8 R EH Amazon VPC ing. B VPC H{EfAF
% RV ETE R CloudWatchfE A H /A B iR B1FE Amazon B | RIS RERTARSEEAEN
IP fuit, EBREREEMTAREF FRBNOFRE. B2, RTHES 1328, THES 2 P&
JRAS # £ 17 HL Amazon CloudWatch,
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https://docs.aws.amazon.com/vpc/latest/userguide/vpc-dns.html#vpc-dns-updating
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/resolver.html
https://aws.amazon.com/blogs/networking-and-content-delivery/integrating-aws-transit-gateway-with-aws-privatelink-and-amazon-route-53-resolver/
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CloudWatch

TEHEREMET A ESH CloudWatch 5 %MK A Amazon VPC w3, & VPC I T
PR PN EMNEREAEANEREEZE Amazon CloudWatch B , RISt ABRREBEEREEELET
MzEXREEEERFNIHREMEKRATE, 8 RS REERTAMBIRIFER TN IP ik,
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(Q

CloudWatch

MREFEERENEARE , MUNEAR-TABSEPNIRIHBIENE , SERVAEBEEE AWS
B . EEHTIRE  FEALEESRMH NGB EH IP it
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@

VPC endpoint CloudWatch

..............................................................................

..............................................................................

IP ith 31t 5 HY

AWS BR#% AT BB AR B RE S IPv6 , BIEEMTBBHAHIRH X IPv6, & IPv6 AV
LAE A AAAA F2é%[EIFE DNS £,

AN ERERA IPve WER

+ AWS fRiE A EFEHRF I TIEIR IPve EH., MEFEFMER , 552 R the section called “#245%
IPv6 &7,
s NHEIHEH IP it BB LN FRNERBN FHEMES , TR :
s IPv4 - # IPv4 st IERG B EER T EH. REEFMEERINN FHEEES IPv4 it SER |
T EiRE,
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* IPV6 - #% IPV6 it FEIRAG R Im BB T H. RABEEAZEMMN FHEEE IPv6 FHE  FXEI
BIE,

» Dualstack - #§ IPv4 # IPv6 bt 8RS BN IR RERNEH. RABEMAEERN FRHFEER IPv4
IPv6 #bit SRR | F SXEILIRIE,

WRNE VPC imE S E IPv4 |, BIisHMEENHEHESR IPv4 ttitit, RN VPC inBiXE IPv6 , Alim
BN HES IPv6 i, SEERAPRERERIFEMERAEN IPV6 tbit, MREREFER IPv6 it
R EAMBRAE |, 55EE denyAllIgwTraffic BEA,

AWS BR#E BEE4S AWS PrivateLink

LLTARAE AWS BR#E B2 AWS PrivateLink. & LAE I VPC in B AMER TEBZEL RS , MEFHRER
HO® VPC R#11T—%.

BEAWS RBRPHNER , WEFRBES 2 RBREA XM AWS PrivateLink. RIS BRLZ
SRERYNE VPC mEREENRBERE  RERTIRBER R

AWS BR#% RIS E B

Access Analyzer com.amazonaws.region.access-analyzer
AWS Account Management com.amazonaws.region.account
Amazon API Gateway com.amazonaws.region.execute-api
AWS AppConfig com.amazonaws.region.appconfig

com.amazonaws.region.appconfigdata

AWS App Mesh com.amazonaws.region.appmesh

COM. iz 5Bk, ##, appmesh-envoy-management

AWS BRI T E com.amazonaws.region.apprunner
AWS App Runner 7% com.amazonaws.region.apprunner.requests
Application Auto Scaling com.amazonaws.region.application-autoscaling

BELSH R 21


https://docs.aws.amazon.com/accounts/latest/reference/security-privatelink.html
https://docs.aws.amazon.com/apigateway/latest/developerguide/apigateway-private-apis.html
https://docs.aws.amazon.com/appconfig/latest/userguide/appconfig-security.html#vpc-interface-endpoints
https://docs.aws.amazon.com/app-mesh/latest/userguide/vpc-endpoints.html
https://docs.aws.amazon.com/apprunner/latest/dg/security-vpce.html
https://docs.aws.amazon.com/apprunner/latest/dg/network-pl.html
https://docs.aws.amazon.com/autoscaling/application/userguide/application-auto-scaling-vpc-endpoints.html

Amazon Virtual Private Cloud

AWS PrivateLink

AWS BR#%

AWS EEREXER

Amazon AppStream 2.0

AWS AppSync

Amazon Athena

AWS Audit Manager

Amazon Aurora

AWS Auto Scaling

AWS B2B & #}3c#

AWS Backup

AWS Batch

Amazon Bedrock

AWS Billing Conductor

Amazon Braket

AWS Clean Rooms

AWS Cloud Control API

RIS A

com.amazonaws.region.mgn
com.amazonaws.region.appstream.api
com.amazonaws.region.appstream.streaming
com.amazonaws.region.appsync-api
com.amazonaws.region.athena
com.amazonaws.region.auditmanager
com.amazonaws.region.rds
com.amazonaws.region.autoscaling-plans
com.amazonaws.region.b2bi
com.amazonaws.region.backup
com.amazonaws.region.backup-gateway
com.amazonaws.region.batch
com.amazonaws.region.bedrock

COM. Bk, ## EHENARE

COM. ;2 5, ##. bedrock-agent-runtime
com.amazonaws.region.bedrock-runtime
com.amazonaws.region.billingconductor
com.amazonaws.region.braket
com.amazonaws.region.cleanrooms

com.amazonaws.region.cloudcontrolapi

BENRY
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https://docs.aws.amazon.com/mgn/latest/ug/AWS-Related-FAQ.html#mgn-and-vpc
https://docs.aws.amazon.com/appstream2/latest/developerguide/creating-streaming-from-interface-vpc-endpoints.html
https://docs.aws.amazon.com/appsync/latest/devguide/using-private-apis.html
https://docs.aws.amazon.com/athena/latest/ug/interface-vpc-endpoint.html
https://docs.aws.amazon.com/audit-manager/latest/userguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/autoscaling/plans/userguide/aws-auto-scaling-vpc-endpoints.html
https://docs.aws.amazon.com/b2bi/latest/userguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/aws-backup/latest/devguide/backup-privatelink.html
https://docs.aws.amazon.com/batch/latest/userguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/bedrock/latest/userguide/usingVPC.html
https://docs.aws.amazon.com/braket/latest/developerguide/braket-privatelink.html
https://docs.aws.amazon.com/clean-rooms/latest/userguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/cloudcontrolapi/latest/userguide/vpc-interface-endpoints.html

Amazon Virtual Private Cloud

AWS PrivateLink

AWS BR#%

Amazon Eif H %

AWS CloudFormation

AWS CloudHSM

AWS Cloud Map

AWS CloudTrail

Amazon CloudWatch

Amazon CloudWatch & &)

u
51

Amazon CloudWatch H

Amazon CloudWatch #B4& E5 2

AWS CodeArtifact

RIS &8
com.amazonaws.region.cloudcontrolapi-fips
com.amazonaws.region.clouddirectory
com.amazonaws.region.cloudformation
com.amazonaws.region.cloudhsmv2
com.amazonaws.region.servicediscovery
com.amazonaws.region.servicediscovery-fips
com.amazonaws.region.data-servicediscovery
COM. ;2 Bk, ##. data-servicediscovery-fips
com.amazonaws.region.cloudtrail
com.amazonaws.region.evidently
com.amazonaws.region.evidently-dataplane
com.amazonaws.region.monitoring
com.amazonaws.region.rum
com.amazonaws.region.rum-dataplane
com.amazonaws.region.synthetics
com.amazonaws.region.events
com.amazonaws.region.logs

COM. RFi#k, ##. ###1R%
com.amazonaws.region.codeartifact.api

com.amazonaws.region.codeartifact.repositories

BENRY
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https://docs.aws.amazon.com/clouddirectory/latest/developerguide/getting_started_using_vpc_endpoints.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/cfn-vpce-bucketnames.html
https://docs.aws.amazon.com/cloudhsm/latest/userguide/cloudhsm-vpc-endpoint.html
https://docs.aws.amazon.com/cloud-map/latest/dg/vpc-interface-endpoints.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-and-interface-VPC.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/cloudwatch-and-interface-VPC.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/events/cloudwatch-events-and-interface-VPC.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/cloudwatch-logs-and-interface-VPC.html
https://docs.aws.amazon.com/codeartifact/latest/ug/vpc-endpoints.html

Amazon Virtual Private Cloud

AWS PrivateLink

AWS BR#%

AWS CodeBuild

AWS CodeCommit

AWS CodeDeploy

Amazon CodeGuru 7 #7828

Amazon ¥ CodeGuru X

AWS CodePipeline

AWS CodeStar E#5

Amazon CodeWhisperer

Amazon Comprehend

Amazon Comprehend Medical

AWS Config

Amazon Connect

RIS &8

com.amazonaws.region.codebuild
com.amazonaws.region.codebuild-fips
com.amazonaws.region.codecommit
com.amazonaws.region.codecommit-fips
com.amazonaws.region.git-codecommit

COM. B2 E#&, ##, git-codecommit-fips
com.amazonaws.region.codedeploy

COM. Zi 5, ##. codedeploy-commands-secure
com.amazonaws.region.codeguru-profiler
com.amazonaws.region.codeguru-reviewer
com.amazonaws.region.codepipeline
com.amazonaws.region.codestar-connections.api
com.amazonaws.region.codewhisperer
com.amazonaws.region.comprehend
com.amazonaws.region.comprehendmedical
com.amazonaws.region.config
com.amazonaws.region.app-integrations
com.amazonaws.region.cases
com.amazonaws.region.connect-campaigns

com.amazonaws.region.profile

BENRY
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https://docs.aws.amazon.com/codebuild/latest/userguide/use-vpc-endpoints-with-codebuild.html
https://docs.aws.amazon.com/codecommit/latest/userguide/codecommit-and-interface-VPC.html
https://docs.aws.amazon.com/codedeploy/latest/userguide/vpc-endpoints.html
https://docs.aws.amazon.com/codeguru/latest/profiler-ug/private-link.html
https://docs.aws.amazon.com/codeguru/latest/reviewer-ug/vpc-interface-endpoints.html
https://docs.aws.amazon.com/codepipeline/latest/userguide/vpc-support.html#use-vpc-endpoints-with-codepipeline
https://docs.aws.amazon.com/dtconsole/latest/userguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/codewhisperer/latest/userguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/comprehend/latest/dg/vpc-interface-endpoints.html
https://docs.aws.amazon.com/comprehend/latest/dg/vpc-interface-endpoints-med.html
https://docs.aws.amazon.com/config/latest/developerguide/config-VPC-endpoints.html
https://docs.aws.amazon.com/connect/latest/adminguide/vpc-interface-endpoints.html

Amazon Virtual Private Cloud

AWS PrivateLink

AWS BR#%

AWS Connector Service

AWS Data Exchange

AWS Database Migration Service

AWS DataSync

Amazon DataZone

Amazon DevOps K

AWS Directory Service

Amazon DynamoDB

Amazon EBS direct API

Amazon EC2

Amazon EC2 Auto Scaling

EC2 Image Builder

Amazon ECR

Amazon ECS

RIS &8
com.amazonaws.region.voiceid
com.amazonaws.region.wisdom
com.amazonaws.region.awsconnector
com.amazonaws.region.dataexchange
com.amazonaws.region.dms
com.amazonaws.region.dms-fips
com.amazonaws.region.datasync
com.amazonaws.region.datazone
com.amazonaws.region.devops-guru
com.amazonaws.region.ds

COM. B f5i%k, ##. EDAE
com.amazonaws.region.ebs
com.amazonaws.region.ec2
com.amazonaws.region.autoscaling
com.amazonaws.region.imagebuilder
com.amazonaws.region.ecr.api
com.amazonaws.region.ecr.dkr
com.amazonaws.region.ecs
com.amazonaws.region.ecs-agent

com.amazonaws.region.ecs-telemetry

BENRY
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https://docs.aws.amazon.com/data-exchange/latest/userguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/dms/latest/userguide/CHAP_Security.html#infrastructure-security
https://docs.aws.amazon.com/datasync/latest/userguide/datasync-in-vpc.html
https://docs.aws.amazon.com/datazone/latest/userguide/datazone-vpc.html
https://docs.aws.amazon.com/devops-guru/latest/userguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/directoryservice/latest/admin-guide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/privatelink-interface-endpoints.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ebs-apis-vpc-endpoints.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/interface-vpc-endpoints.html
https://docs.aws.amazon.com/autoscaling/ec2/userguide/ec2-auto-scaling-vpc-endpoints.html
https://docs.aws.amazon.com/imagebuilder/latest/userguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/AmazonECR/latest/userguide/vpc-endpoints.html
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/vpc-endpoints.html

Amazon Virtual Private Cloud

AWS PrivateLink

AWS BR#%

Amazon EKS

AWS Elastic Beanstalk

AWS Elastic Disaster Recovery

Amazon Elastic File System

Amazon Elastic Inference

Elastic Load Balancing

Amazon ElastiCache

AWS Elemental MediaConnect

Amazon EMR

Amazon EMR on EKS

Amazon EMR Serverless

Amazon EMR 3%X7R

AWS Entity Resolution

Amazon EventBridge

AWS Fault Injection Service

Amazon FinSpace

RIS &8

com.amazonaws.region.eks
com.amazonaws.region.eks-auth
com.amazonaws.region.elasticbeanstalk
com.amazonaws.region.elasticheanstalk-health
com.amazonaws.region.drs
com.amazonaws.region.elasticfilesystem
com.amazonaws.region.elasticfilesystem-fips
com.amazonaws.region.elastic-inference.runtime
com.amazonaws.region.elasticloadbalancing
com.amazonaws.region.elasticache
com.amazonaws.region.elasticache-fips
com.amazonaws.region.mediaconnect
com.amazonaws.region.elasticmapreduce
com.amazonaws.region.emr-containers
com.amazonaws.region.emr-serverless

COM. ii 5k, ##. ###H.
com.amazonaws.region.entityresolution
com.amazonaws.region.events
com.amazonaws.region.fis

com.amazonaws.region.finspace
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https://docs.aws.amazon.com/eks/latest/userguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/elasticbeanstalk/latest/dg/vpc-vpce.html
https://docs.aws.amazon.com/drs/latest/userguide/drs-and-vpc.html
https://docs.aws.amazon.com/efs/latest/ug/efs-vpc-endpoints.html
https://docs.aws.amazon.com/elastic-inference/latest/developerguide/setting-up-ei.html#eia-privatelink
https://docs.aws.amazon.com/elasticloadbalancing/latest/userguide/load-balancer-vpc-endpoints.html
https://docs.aws.amazon.com/AmazonElastiCache/latest/red-ug/elasticache-privatelink.html
https://docs.aws.amazon.com/mediaconnect/latest/ug/vpc-endpoints.html
https://docs.aws.amazon.com/emr/latest/ManagementGuide/interface-vpc-endpoint.html
https://docs.aws.amazon.com/emr/latest/EMR-on-EKS-DevelopmentGuide/security-vpc.html
https://docs.aws.amazon.com/emr/latest/ReleaseGuide/emr-hbase-wal-privatelink.html
https://docs.aws.amazon.com/entityresolution/latest/userguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-related-service-vpc.html
https://docs.aws.amazon.com/fis/latest/userguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/finspace/latest/userguide/infrastructure-security.html#connect-vpce

Amazon Virtual Private Cloud

AWS PrivateLink

AWS BR#%

Amazon Forecast

Amazon Fraud Detector

Amazon FSx

AWS Glue

AWS Glue DataBrew

Amazon Managed Grafana

AWS Ground Station

Amazon GuardDuty

AWS Healthimaging

AWS HealthLake

IAM Identity Center

IAM Roles Anywhere

RIS &8
com.amazonaws.region.finspace-api
com.amazonaws.region.forecast
com.amazonaws.region.forecastquery
com.amazonaws.region.forecast-fips
com.amazonaws.region.forecastquery-fips
com.amazonaws.region.frauddetector
com.amazonaws.region.fsx
com.amazonaws.region.fsx-fips
com.amazonaws.region.glue
com.amazonaws.region.databrew
com.amazonaws.region.grafana
com.amazonaws.region.grafana-workspace
com.amazonaws.region.groundstation
com.amazonaws.region.guardduty-data
COM. TiFi#, ##, guardduty-data-fips
com.amazonaws.region.medical-imaging
COM. i fEi#, ##, runtime-medical-imaging
com.amazonaws.region.healthlake
com.amazonaws.region.identitystore

com.amazonaws.region.rolesanywhere
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https://docs.aws.amazon.com/forecast/latest/dg/vpc-interface-endpoints.html
https://docs.aws.amazon.com/frauddetector/latest/ug/vpc-interface-endpoints.html
https://docs.aws.amazon.com/glue/latest/dg/vpc-interface-endpoints.html
https://docs.aws.amazon.com/databrew/latest/dg/vpc-endpoint.html
https://docs.aws.amazon.com/grafana/latest/userguide/VPC-endpoints.html
https://docs.aws.amazon.com/guardduty/latest/ug/eks-protection-configuration.html
https://docs.aws.amazon.com/healthimaging/latest/devguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/healthlake/latest/devguide/vpc-endpoints.html
https://docs.aws.amazon.com/rolesanywhere/latest/userguide/vpc-interface-endpoints.html

Amazon Virtual Private Cloud

AWS PrivateLink

AWS AR 7
Amazon Inspector

AWS loT Core

AWS |oT Core Device Advisor

AWS loT Core for LoRaWAN

AWS loT FleetWise

AWS loT Greengrass

AWS loT RoboRunner

AWS loT SiteWise

AWS loT TwinMaker

Amazon Kendra

AWS Key Management Service

Amazon Keyspaces (i# Fi 74 Apache
Cassandra)

RIS A
com.amazonaws.region.inspector2
com.amazonaws.region.iot.data
com.amazonaws.region.iot.credentials
com.amazonaws.region.iot.fleethub.api
com.amazonaws.region.deviceadvisor.iot
com.amazonaws.region.iotwireless.api
com.amazonaws.region.lorawan.cups
com.amazonaws.region.lorawan.lns
com.amazonaws.region.iotfleetwise
com.amazonaws.region.greengrass
com.amazonaws.region.iotroborunner
com.amazonaws.region.iotsitewise.api
com.amazonaws.region.iotsitewise.data
com.amazonaws.region.iottwinmaker.api
com.amazonaws.region.iottwinmaker.data
com.amazonaws.region.kendra
aws.api.region.kendra-ranking
com.amazonaws.region.kms
com.amazonaws.region.kms-fips

com.amazonaws.regi on.cassandra
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https://docs.aws.amazon.com/iot/latest/developerguide/IoTCore-VPC.html
https://docs.aws.amazon.com/iot/latest/developerguide/device-advisor-vpc-endpoint.html
https://docs.aws.amazon.com/iot/latest/developerguide/connect-iot-lorawan-interface-vpc-endpoint.html
https://docs.aws.amazon.com/greengrass/v2/developerguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/iotroborunner/latest/dev/vpc-interface-endpoints.html
https://docs.aws.amazon.com/iot-sitewise/latest/userguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/iot-twinmaker/latest/guide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/kendra/latest/dg/vpc-interface-endpoints.html
https://docs.aws.amazon.com/kms/latest/developerguide/kms-vpc-endpoint.html
https://docs.aws.amazon.com/keyspaces/latest/devguide/vpc-endpoints.html
https://docs.aws.amazon.com/keyspaces/latest/devguide/vpc-endpoints.html

Amazon Virtual Private Cloud

AWS PrivateLink

AWS BR#%

Amazon ##% Firehose

Amazon Kinesis Data Streams

AWS Lake Formation

AWS Lambda

Amazon Lex

AWS License Manager

Amazon Lookout for Equipment

Amazon Lookout for Metrics

Amazon Lookout for Vision

Amazon Macie

AWS Mainframe Modernization

Amazon Managed Blockchain

Amazon Managed Service for

Prometheus

RIS &8

com.amazonaws.region.cassandra-fips
com.amazonaws.region.kinesis-firehose
com.amazonaws.region.kinesis-streams
com.amazonaws.region.lakeformation
com.amazonaws.region.lambda
com.amazonaws.region.models-v2-lex
com.amazonaws.region.runtime-v2-lex
com.amazonaws.region.license-manager

COM. B2 &, ##, license-manager-fips

COM. ZmfFi#&, ##. license-manager-user-subscriptions
com.amazonaws.region.lookoutequipment
com.amazonaws.region.lookoutmetrics
com.amazonaws.region.lookoutvision
com.amazonaws.region.macie2
com.amazonaws.region.m2
com.amazonaws.region.managedblockchain-query

com.amazonaws.region.managedblockchain.bitcoin.
mainnet

com.amazonaws.region.managedblockchain.bitcoin.
testnet

com.amazonaws.regi on.aps
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https://docs.aws.amazon.com/firehose/latest/dev/vpc.html
https://docs.aws.amazon.com/streams/latest/dev/vpc.html
https://docs.aws.amazon.com/lake-formation/latest/dg/privatelink.html
https://docs.aws.amazon.com/lambda/latest/dg/configuration-vpc-endpoints.html
https://docs.aws.amazon.com/lexv2/latest/dg/vpc-interface-endpoints.html
https://docs.aws.amazon.com/license-manager/latest/userguide/interface-vpc-endpoints.html
https://docs.aws.amazon.com/lookout-for-equipment/latest/ug/vpc-interface-endpoints.html
https://docs.aws.amazon.com/lookoutmetrics/latest/dev/services-vpc.html#services-vpc-interface
https://docs.aws.amazon.com/lookout-for-vision/latest/developer-guide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/macie/latest/user/vpc-interface-endpoints.html
https://docs.aws.amazon.com/m2/latest/userguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/prometheus/latest/userguide/AMP-and-interface-VPC.html
https://docs.aws.amazon.com/prometheus/latest/userguide/AMP-and-interface-VPC.html

Amazon Virtual Private Cloud

AWS PrivateLink

AWS BR#%

Amazon Managed Workflows for

Apache Airflow

AWS Management Console

Amazon MemoryDB for Redis

AWS Migration Hub Orchestrator

AWS Migration Hub Refactor Spaces

Migration Hub kg 2 &

Amazon Neptune Analytics
Amazon Nimble Studio

AWS HealthOmics

Amazon OpenSearch BR#§

AWS Organizations

RIS A
com.amazonaws.region.aps-workspaces
com.amazonaws.region.airflow.api
com.amazonaws.region.airflow.env
com.amazonaws.region.airflow.ops
com.amazonaws.region.console
com.amazonaws.region.signin
com.amazonaws.region.memory-db
com.amazonaws.region.memorydb-fips
com.amazonaws.region.migrationhub-orchestrator
com.amazonaws.region.refactor-spaces
com.amazonaws.region.migrationhub-strategy
com.amazonaws.region.neptune-graph
com.amazonaws.region.nimble
com.amazonaws.region.analytics-omics
COM. ZifFi#, ##., control-storage-omics
com.amazonaws.region.storage-omics
com.amazonaws.region.tags-omics
com.amazonaws.region.workflows-omics

1S L5 i R B R A5 12

COM. R &, ##. ##1%
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https://docs.aws.amazon.com/mwaa/latest/userguide/vpc-vpe-create-access.html
https://docs.aws.amazon.com/mwaa/latest/userguide/vpc-vpe-create-access.html
https://docs.aws.amazon.com/awsconsolehelpdocs/latest/gsg/console-private-access.html
https://docs.aws.amazon.com/memorydb/latest/devguide/memorydb-privatelink.html
https://docs.aws.amazon.com/migrationhub-orchestrator/latest/userguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/migrationhub-refactor-spaces/latest/userguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/migrationhub-strategy/latest/userguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/omics/latest/dev/vpc-interface-endpoints.html
https://docs.aws.amazon.com/opensearch-service/latest/developerguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_security_privatelink.html

Amazon Virtual Private Cloud

AWS PrivateLink

AWS BR#%

AWS Panorama

AWS X+ ZH

Amazon Personalize

AWS Supply Chain

Amazon Pinpoint

Amazon Polly

AWS F A 5G

AWS Private Certificate Authority

AWS Proton

Amazon QLDB

Amazon RDS

Amazon RDS Data API

AWS RE: FAA B53C

RIS &8
COM. ZiFi#, ##. fHB-FIPS
com.amazonaws.region.panorama

com.amazonaws.region.payment-cryptography.contr
olplane

com.amazonaws.region.payment-cryptography.datap
lane

com.amazonaws.region.personalize
com.amazonaws.region.personalize-events
com.amazonaws.region.personalize-runtime
COM. E2fF5i#k, ## .scn
com.amazonaws.region.pinpoint

COM. ZnfFi#, ##., pinpoint-sms-voice-v2
com.amazonaws.region.polly
com.amazonaws.region.private-networks
com.amazonaws.region.acm-pca

COM. B2 5%, ##, pca-connector-ad
com.amazonaws.region.proton
com.amazonaws.region.qldb.session
com.amazonaws.region.rds

com.amazonaws.region.rds-data

COM. ©af5i#k, ## B BMZEE

BENRY
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https://docs.aws.amazon.com/panorama/latest/dev/api-endpoints.html
https://docs.aws.amazon.com/personalize/latest/dg/vpc-interface-endpoints.html
https://docs.aws.amazon.com/aws-supply-chain/latest/adminguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/pinpoint/latest/developerguide/security-vpc-endpoints.html
https://docs.aws.amazon.com/polly/latest/dg/using-polly-with-vpc-endpoints.html
https://docs.aws.amazon.com/privateca/latest/userguide/vpc-endpoints.html
https://docs.aws.amazon.com/proton/latest/userguide/infrastructure-security.html#vpc-interface-endpoints
https://docs.aws.amazon.com/qldb/latest/developerguide/vpc-endpoints.html#using-interface-vpc-endpoints
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/data-api.html#data-api.vpc-endpoint

Amazon Virtual Private Cloud AWS PrivateLink

AWS B #% A% & %

Amazon Redshift com.amazonaws.region.redshift

com.amazonaws.region.redshift-fips

Amazon Redshift ¥} API com.amazonaws.region.redshift-data

Amazon Rekognition com.amazonaws.region.rekognition

com.amazonaws.region.rekognition-fips
com.amazonaws.region.streaming-rekognition

COM. TR fFi#&, ##, streaming-rekognition-fips

AWS RoboMaker com.amazonaws.region.robomaker
Amazon Simple Storage Service com.amazonaws.region.s3

(Amazon S3)

Amazon S3 % B FEE com.amazonaws.s3-global.accesspoint
Amazon S3 on Outposts com.amazonaws.region.s3-outposts
Amazon SageMaker aws.sagemaker.region.notebook

aws.sagemaker.region.studio
com.amazonaws.region.sagemaker.api

com.amazonaws.region.sagemaker.featurestore-run
time

com.amazonaws.region.sagemaker.metrics
com.amazonaws.region.sagemaker.runtime
com.amazonaws.region.sagemaker.runtime-fips

AWS Secrets Manager com.amazonaws.region.secretsmanager
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https://docs.aws.amazon.com/redshift/latest/mgmt/security-private-link.html
https://docs.aws.amazon.com/redshift/latest/mgmt/data-api-access.html#data-api-vpc-endpoint
https://docs.aws.amazon.com/rekognition/latest/dg/vpc.html
https://docs.aws.amazon.com/robomaker/latest/dg/vpc-interface-endpoints.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/privatelink-interface-endpoints.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/privatelink-interface-endpoints.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/MultiRegionAccessPointsPrivateLink.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/s3-outposts-privatelink-interface-endpoints.html
https://docs.aws.amazon.com/sagemaker/latest/dg/notebook-interface-endpoint.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/vpc-endpoint-overview.html

Amazon Virtual Private Cloud

AWS PrivateLink

AWS BR#%

AWS Security Hub

AWS Security Token Service

Service Catalog

Amazon SES

AWS SimSpace Weaver

AWS Snow Device Management
Amazon SNS

Amazon SQS

Amazon SWF

AWS Step Functions

AWS Storage Gateway

AWS Systems Manager

AWS EBS B &L

RIS A
com.amazonaws.region.securityhub
com.amazonaws.region.sts
com.amazonaws.region.servicecatalog
com.amazonaws.region.servicecatalog-appregistry
com.amazonaws.region.email-smtp
com.amazonaws.region.simspaceweaver
COM. ZnfFi#&, ##. snow-device-management
com.amazonaws.region.sns
com.amazonaws.region.sqs
com.amazonaws.region.swf
com.amazonaws.region.swf-fips
com.amazonaws.region.states
com.amazonaws.region.sync-states
com.amazonaws.region.storagegateway
com.amazonaws.region.ec2messages
com.amazonaws.region.ssm
com.amazonaws.region.ssm-contacts
com.amazonaws.region.ssm-incidents
com.amazonaws.region.ssmmessages

com.amazonaws.region.tnb

BENRY

33


https://docs.aws.amazon.com/securityhub/latest/userguide/security-vpc-endpoints.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_sts_vpce.html
https://docs.aws.amazon.com/ses/latest/DeveloperGuide/send-email-set-up-vpc-endpoints.html
https://docs.aws.amazon.com/sns/latest/dg/sns-vpc.html
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/SQSDeveloperGuide/sqs-internetwork-traffic-privacy.html#sqs-vpc-endpoints
https://docs.aws.amazon.com/amazonswf/latest/developerguide/swf-vpc-endpoints
https://docs.aws.amazon.com/step-functions/latest/dg/vpc-endpoints.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/sysman-setting-up-vpc.html

Amazon Virtual Private Cloud

AWS PrivateLink

AWS BR#%

Amazon Textract

Amazon Timestream

Amazon Timestream 2 InfLuxDB

Amazon Transcribe

Amazon Transcribe Medical

AWS Transfer for SFTP

Amazon Translate

AWS Trusted Advisor

Amazon Verified Permissions

Amazon VPC Lattice

Amazon WorkSpaces

Amazon WorkSpaces & F i

AWS X-Ray

W AR AWS RIS &8

RIS &8

com.amazonaws.region.textract
com.amazonaws.region.textract-fips
com.amazonaws.region.timestream.ingest-cel 1
com.amazonaws.region.timestream.query-cel L
COM. TR Fi&, ##. BEER
com.amazonaws.region.transcribe
com.amazonaws.region.transcribestreaming
com.amazonaws.region.transcribe
com.amazonaws.region.transcribestreaming
com.amazonaws.region.transfer
com.amazonaws.region.transfer.server
com.amazonaws.region.translate
com.amazonaws.region.trustedadvisor
com.amazonaws.region.verifiedpermissions
com.amazonaws.region.vpc-lattice
com.amazonaws.region.workspaces

COM. Zm B, ##. #ZEF .api

com.amazonaws.region.xray

& 7] LA A fivdescribe-vpc-endpoint-services & 18 X 8 VPC in K RIEB B,

BETHN AWS RBH 28
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https://docs.aws.amazon.com/textract/latest/dg/vpc-interface-endpoints.html
https://docs.aws.amazon.com/timestream/latest/developerguide/VPCEndpoints.html
https://docs.aws.amazon.com/timestream/latest/developerguide/timestream-influxb-privatelink.html
https://docs.aws.amazon.com/transcribe/latest/dg/vpc-interface-endpoints.html
https://docs.aws.amazon.com/transcribe/latest/dg/med-vpc-interface-endpoints.html
https://docs.aws.amazon.com/translate/latest/dg/vpc-interface-endpoints.html
https://docs.aws.amazon.com/verifiedpermissions/latest/userguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/vpc-lattice/latest/ug/vpc-interface-endpoints.html
https://docs.aws.amazon.com/workspaces/latest/adminguide/infrastructure-security.html#interface-vpc-endpoint
https://docs.aws.amazon.com/workspaces-thin-client/latest/ag/vpc-interface-endpoints.html
https://docs.aws.amazon.com/xray/latest/devguide/xray-security-vpc-endpoint.html
https://docs.aws.amazon.com/cli/latest/reference/ec2/describe-vpc-endpoint-services.html

Amazon Virtual Private Cloud AWS PrivateLink

THEHERE AWS R EERBPXENERMN . --query BEEKH LR SREERE.

aws ec2 describe-vpc-endpoint-services \
--filters Name=service-type,Values=Interface Name=owner,Values=amazon \
--region us-east-1 \
--query ServiceNames

THI R FE

aws.api.us-east-1.kendra-ranking",
"aws.sagemaker.us-east-1.notebook",
"aws.sagemaker.us-east-1.studio",
""com.amazonaws.s3-global.accesspoint",
"

com.amazonaws.us-east-1.access-analyzer",
"com.amazonaws.us-east-1.account",

AR AR FE AH B E A

ISR BE/E , &7 LUEFdescribe-vpc-endpoint-services s R 1R A B8 2 1 ik 2 RIS SEMAE
Fo

T3 & 6|5 R E @8 F Amazon CloudWatch S E % BRI E A

%II

aws ec2 describe-vpc-endpoint-services \
--service-name "com.amazonaws.us-east-1l.monitoring" \
--region us-east-1

LT A&EF#EE, VpcEndpointPolicySupported RREHE X Bif K
%o SupportedIpAddressTypes RAZEN IP it 3EH,

"ServiceDetails": [
{
"ServiceName": "com.amazonaws.us-east-l.monitoring",
"ServiceId": "vpce-svc-0fc975f3e7e5bebas",
"ServiceType": [
{

"ServiceType": "Interface"
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https://docs.aws.amazon.com/cli/latest/reference/ec2/describe-vpc-endpoint-services.html
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1,

"AvailabilityZones": [
"us-east-1la",
"us-east-1b",
"us-east-1c",
"us-east-1d",
"us-east-1le",
"us-east-1f"

1,

"Owner": "amazon",

"BaseEndpointDnsNames": [
"monitoring.us-east-1.vpce.amazonaws.com"

1,
"PrivateDnsName": "monitoring.us-east-1.amazonaws.com",
"PrivateDnsNames": [
{
"PrivateDnsName": "monitoring.us-east-1.amazonaws.com"
}
1,

"VpcEndpointPolicySupported": true,
"AcceptanceRequired": false,
""ManagesVpcEndpoints": false,

"Tags": [1],
"PrivateDnsNameVerificationState": "verified",
"SupportedIpAddressTypes": [
Ilipv4ll
]

1,
"ServiceNames": [
""com.amazonaws.us-east-1.monitoring"

AR i B BUR S B

EERTERERAEXERH K , 5™ ldescribe-vpc-endpoint-servicesin = AR & HY

{EVpcEndpointPolicySupported, AIBEHIEA true M false,

TrHgEfleREEENREREXRECREPNIRIEBE, --query BEESEH R A
VpcEndpointPolicySupported B,

aws ec2 describe-vpc-endpoint-services \

BRI E X E
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https://docs.aws.amazon.com/cli/latest/reference/ec2/describe-vpc-endpoint-services.html
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--service-name "com.amazonaws.us-east-1.s3" \

--region us-east-1 \

--query ServiceDetails[*].VpcEndpointPolicySupported \
--output text

THIRE 5|5,

True

THEHFHEREERBP X BRI RBENEN, AWS BRI - -query BIES S HIRH KRB S
B, HEMA Windows i TRAFRAHATHG T  FRREAFTRAENESISR , WETEEF TR
\EBES A

aws ec2 describe-vpc-endpoint-services \
--filters Name=service-type,Values=Interface Name=owner,Values=amazon \
--region us-east-1 \
--query 'ServiceDetails[?VpcEndpointPolicySupported=="true ].ServiceName'

THIREa 55,

aws.api.us-east-1.kendra-ranking",
"aws.sagemaker.us-east-1.notebook",
"aws.sagemaker.us-east-1.studio",

""com.amazonaws.s3-global.accesspoint",
"

com.amazonaws.us-east-1.access-analyzer",
""com.amazonaws.us-east-1.account",

THEFEHEH AWS R EERBPFZEmARBHNIER, --query BIES & LR ARER
B, EEMA Windows S RTFRBTHGS , FRREHFTEAENES|SE , WA TEET TR
\BEA A
aws ec2 describe-vpc-endpoint-services \
--filters Name=service-type,Values=Interface Name=owner,Values=amazon \

--region us-east-1 \
--query 'ServiceDetails[?VpcEndpointPolicySupported=="false ].ServiceName'

THIREa 55,
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""com.amazonaws.us-east-1.appmesh-envoy-management",
"com.amazonaws.us-east-1.apprunner.requests",
""com.amazonaws.us-east-1.appstream.api",
""com.amazonaws.us-east-1.appstream.streaming",
""com.amazonaws.us-east-1.awsconnector",
""com.amazonaws.us-east-1.cleanrooms",
""com.amazonaws.us-east-1.cloudtrail",
""com.amazonaws.us-east-1.codeguru-profiler",
""com.amazonaws.us-east-1.codeguru-reviewer",
""com.amazonaws.us-east-1.codepipeline",
""com.amazonaws.us-east-1.codewhisperer",
""com.amazonaws.us-east-1.datasync",
""com.amazonaws.us-east-1.datazone",
""com.amazonaws.us-east-1.deviceadvisor.iot",
""com.amazonaws.us-east-1.ebs",
""com.amazonaws.us-east-1.eks",

"com.amazonaws.us-east-1.elastic-inference.runtime"

""com.amazonaws.us-east-1.email-smtp",
"com.amazonaws.us-east-1.grafana-workspace",
""com.amazonaws.us-east-1.iot.credentials",
"com.amazonaws.us-east-1.iot.data",
""com.amazonaws.us-east-1.iotwireless.api",
""com.amazonaws.us-east-1.lorawan.cups",
""com.amazonaws.us-east-1.lorawan.lns",
""com.amazonaws.us-east-1.macie2",
""com.amazonaws.us-east-1.neptune-graph",
""com.amazonaws.us-east-1.nimble",
""com.amazonaws.us-east-1.organizations",
""com.amazonaws.us-east-1.redshift-data",
""com.amazonaws.us-east-1.refactor-spaces"”,
""com.amazonaws.us-east-1.sagemaker.runtime-fips",
"com.amazonaws.us-east-1.storagegateway",
"com.amazonaws.us-east-1.transfer",
""com.amazonaws.us-east-1.transfer.server",
""com.amazonaws.us-east-1.verifiedpermissions"

iR IPv6 X B

’

& 0] LAfE A T E W describe-vpc-endpoint-servicesin B REF & AWS BR# AT LUEIB IPve EIEENE
. --query EIEEMEH LR AREE B,
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https://docs.aws.amazon.com/cli/latest/reference/ec2/describe-vpc-endpoint-services.html
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AWS PrivateLink

aws ec2 describe-vpc-endpoint-services \
--filters Name=supported-ip-address-types,Values=ipv6 Name=owner,Values=amazon
Name=service-type,Values=Interface \
--region us-east-1 \
--query ServiceNames

o A% flEH

AWS BR# £ A JTE VPC ¥

aws.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.

api.us-east-1l.kendra-ranking",

amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.

us-east-1.
us-east-1.
us-east-1.

us-east-1

us-east-1.
us-east-1.
us-east-1.
us-east-1.

us-east-1

athena",
data-servicediscovery",
data-servicediscovery-fips",

.eks-auth",
us-east-1.

glue",

lakeformation",
s3-outposts",
servicediscovery",
servicediscovery-fips",

.timestream-influxdb"

i ok 17 EIX

EAILRI2 — @30 VPC imRAE BT IR H T FRBRHE AWS PrivateLink , @¥EFF% AWS fR#. 0

EBLE | 5828 the section called “

AH

ll_l\

1 ZE AWS R,

HRER VPC REENESETHE  BMNEEFRTELHMERTE , W F Ay SEHAHEER

FE P b, W%

BY,

HERAERFREETENMRNE ;

A LAE AWS IRFRRRIETE |, BETFEECE

ZfignCms ) GHERRENREE, MEFAE

':iﬂln

9, RERAERMER.
B 8%

. BEFH
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https://aws.amazon.com/privatelink/pricing/#Interface_Endpoint_pricing
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BRI

. TPEFE VPC AWS RIE FHEIR,
« EEMFHAFAE DNS , BAZERA VPC 9 DNS T#EZ B DNS i, MEELEH , 528

{Amazon VPC EF&ER) HHMEMER DNS B,

- EEANEBHEA IPv6 , AWS IR HEXESEB IPve FHl, MEFMENR , 5520 the

section called “IP bt ¥g 84",

- BUREEME , B VPC PN ERBERE VPC ImHin MR A EHER. A THAEFRTE AWS CLI

AT LEIR HTTPS #£ VPC &R HESR AWS RIS , e UBEXBAATFHA HTTPS K&,

- MREHNERNVNERFER ACL VT8 , FFHEFMA ACL AFFRIMIENEN VPC RERZE

« &M AWS PrivateLink ER B BLRE, WMEFMER ,

Re g —~
Elg;ﬁ:io

$52:B AWS PrivateLink Bt ZE,

3 VPC i B,

EATIEFELERE AWS RBENITE VPC insh.

BREMNEIRRM AWS R

1.

o & @D

o

£ https://console.aws.amazon.com/vpc/ BIRX Amazon VPC £ &,

EEEEF K FIEIZE Endpoints (i Eh)o

BE BiRE

¥ Service category (BR#&FER!) , iBEFE AWS IR,

#H Service name (RIEAZ ) , FBIBERT . WMFEFME , 552 B the section called “BEH iR
%o

R VPC , FEREERFPFE AWS RIEH VPC,

MREESER 5 PIEE Amazon S3 WIRE AT , W BB EREFE DNS E |, FHEIHAE
E. B DNS 21, ETIHENE , RESEBHBIVESHHEARMMAFAE DNS, BREA
Amazon S3 N EiwRH R EEEEA Resolver inBifFAH DNS, MREEH Amazon S3 K
EinE  BREEHHEARSEBATLE DNS , ST ERATHEFNER—BSBES W
SRR,

MRIEE SR 5 PIEE Amazon S3 UAWEMRRBHREEERE , AIRKEERENAMRE. K
FH DNS %ﬁo E%‘ﬁ'{%ﬁ%ﬁnlo
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https://docs.aws.amazon.com/vpc/latest/userguide/vpc-dns.html#vpc-dns-updating
https://console.aws.amazon.com/vpc/
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8. ¥ Subnets (F#8) , ABETAEEER—EFH , BHREPFE AWS ¥, SELZEHEBDH
AARERERZEFEE. BASELERNSEFABPEIHRMEKRAE, KE:R , BOg
RFREE 1P Hhut SFEEER IP byt |, WA CMERGHEBENE, ZEEFREBEENEN IP
it | FEEUSE IP it Wk FHEE b ut EEE A IPv4 tbht, MRIFHRIEZE IPv6 , BTl
AR T #8EE o ut S5 # A IPv6 thil,

9. &F¥ IP address type (IP bt 3{H) | & T FIEIE AIRIE -

o IPv4 - # IPv4 bt iSRG BN IR AR N EH. REEMAE RN FRKREES IPv4 i FE |
BRI IPv4 BEREF | B IIRE,

* IPV6 - #& IPv6 it RIS AV IR BB N H . A B EMAENN FHERHBEER IPv6 TR
BHILRF#ER IPv6 FEKRE | I XEIEH,

« Dualstack - # IPv4 # IPv6 it f5RAG G IR HBERNH. REEMEEINN FREKHES
IPv4 1 IPv6 it E5E , Bt RFEIES IPv4 1 IPv6 fEREF , T ELLIRIE,

10. B Z28E  BNEHE VPC mENmHERAEEVEBNZ£EE. BRIBER , 88 VPC
HIFEER & BB AR B H

11. ¥R Policy (BUR) , #E Full access (EBFH) , A5 VPC w3 LB BRI E X BHEITAT
HigE, BRI, #BEH Custom (BE]) BUEHR VPC InBBER |, ZBUREF T8 VPC inB EHE
BRETEERTEENGT T, RERBEE VPC InHBERE | thiBEF A, MEFHMEA , F
S0 ImBBUR,

12. (BH) EEHWER , 75EZF Add new tag FTIEER) , ARBAEBNENE,
13. BE BUwE,

 create-vpc-endpoint (AWS CLI)
* ¥ EC2 VpcEndpoint ( ¥ & PowerShell T& )

HH F R

BETHESHARANFREBTREY, HR, BRHMER VPC inR, T8 , AERSLAN FRKFE
A VPC w8,

AR I1 T Ui 4
RYAE VPC HE2 % , BB AR,
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%

o FIBRRBERF AR
- BElZERE

- #mEE VPC mEBER
- BRAFE DNS B#H

FIE SR IR E%

HRMERS  —EUVAERRERE—EFHE. NMREHEFR  BASEFEPELRIEERN
H , WHREFHEN P byt BE P RBHIERIE IP ik, WREBRFHE , RMOSHBREIRIEENE,

AEERAETRERE T

1.

2
3
4,
5

£ https://console.aws.amazon.com/vpc/ BB Amazon VPC £# &,
EEBEE K PIEE Endpoints (ImE).

AU i B

i#E Actions (Ei4E). Manage Subnets (B2 F#).

FUREEENRECEZNATAES, ¢tESETHES , #0—@ MK, KER, Bk

FHEES IP thu SHEREN IP shut , WA TCMERGHERAENEH. EERERBAEAEN IP i
it FEIREVEE IP bt M1 AR b ut S E A IPv4 bt WRIFERFEZE IPv6 , &AL
1 FHEES ttht EEE B A IPV6 Hbhik,

MREHEERL VPC imMim @M EN FHEEEE IP it , AL R EHREEE ST EH
RinFMEBENE. EREFSERDE TFHEEN VPC IRFAER,

i#1Z Modify subnets (&t F#8).

EEERBTHIRE TS

» modify-vpc-endpoint (AWS CLI)
« #wm%E EC2 VpcEndpoint ( BARKRENIE ) PowerShell
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BAER R 2 A+ 4E

AN SERNTHRFNFERTEABBNZ 2R E, REFERUTERB AR VPC Rz EFRRME
IR T E R E.

EEEAFREBEREHA

£ https://console.aws.amazon.com/vpc/ BIEX Amazon VPC E£# A&,
EEBEE K FIEE Endpoints (W H)o

EEU T E i B

i#1Z Actions (B11E). Manage security groups (B2 Z £ E#H).
REZENSBUEENZ 28 E,

212 Modify security groups ({8 Z £ &4).

o a0 bk~ 0w bh =

EEEADTIRERSEHE

« modify-vpc-endpoint (AWS CLI)
« W EC2 VpcEndpoint ( BARKEEWIE ) PowerShell

fmEE VPC im R BUR

R AWS RIS ZIRIGRRE |, S LIRERMN IR R, EMRMERR  2ELERTFERES
B, MEFEEF , F2H mAHIE,

AEEAFREBERMBER

£ https://console.aws.amazon.com/vpc/ BIEX Amazon VPC £ &,

EEEH & HiRE Endpoints (SHEh).

BEEUT E iR

iZIZ Actions (B14E). Manage policy (B BXE),

#IE Full Access (REFR) LA ZTEFERE , iE#E Custom (BHF]) dEEBFTBUR,
BERF.

o a0 A w N~

EEFERAPTIIRERMBER

« modify-vpc-endpoint (AWS CLI)
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https://console.aws.amazon.com/vpc/
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« #wm%E EC2 VpcEndpoint ( BARKRENIE ) PowerShell

By %.%E DNS &8

BT AR VPC ImHRUAFAE DNS £/, BE{EMAFE DNS , BAZARA VPC /Y DNS EHE A B
DNS f##7., RAFAFAE DNS Bz , FAH IP i AR ER s ESTEER, BELMATE DNS &
M, RIPIEIUA DNS iCEATA. FHit , 7oK DNS BBT A LB,

ERERAEELBEILSR DNS B HBEHR

1. £ https://console.aws.amazon.com/vpc/ BB Amazon VPC £ &,
EEEH & HiRE# Endpoints (SHEh).

EEU T E i B

i#1Z Actions (E14E). Modify private DNS name (1&2k#,%E DNS &),
RIBZEERESEBR Enable for this endpoint (& thixEiRUE ).

MR ZE Amazon S3 , T L—SHEMALIKEMA , ARRERESBEAREMALE
DNS, mMREmTEAZEFSE DNS hee , BERESHEHEANRHRAFAE DNS, MRKRT
Amazon S3 BN EiwmE 2 , 788 Amazon S3 WEEIRS , I BiBEVEH HEAIRERATL
B DNS , AIZET—EASBHREEERSWIERAL . WEFMER , 528 the section
called “#A%§ DNS”,

7. i##2 Save changes (RREEE),

o g~ w DN

EEERABTIREFLE DNS EHER

« modify-vpc-endpoint (AWS CLI)
« #wm¥E EC2 VpcEndpoint ( BARKRENIE ) PowerShell

BEER
BRI EHImR | SEBERIRART RETEE T2 o
FEEATRAEERR

1. £ https://console.aws.amazon.com/vpc/ BB Amazon VPC £ &,

2. HEEEBEHKTIERE Endpoints (FHE).

RF#.%E DNS &8 44
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3. EEUEWH.

212 Actions (BifE). Manage tags (BEEER).

HAEH BN EEEZER , 35212 Add new tag (FTEER) , AZBAZRSB/ANERE,
EEBRER K BFEEERH/NELAHN Remove (BER).

EERE

N o o &

EECAGTIIREEER

- create-tags H delete-tags (AWS CLI)
- ¥ EC2 EEAMER EC2 EH (1R E T &) PowerShell

BT HIR SNV IRE

BEERMNEA , BRENHRMABNSESHNRE, Sl , BERIFIERERFERE , 25K3
EFEBMH

%

« B SNS BA

- FEEEEE

- HBEBBEX

# 1 SNS BAH

AT SEREN T BBAET Amazon SNS =88 |, WETREXITE,
EEFATERAERYI N ERENEN

1. ¥ https://console.aws.amazon.com/vpc/ BB Amazon VPC £# &,
FEBEHFIREZE Endpoints (3 E)o

BT E R

£ Notifications (&%) ZE5|FEE,H , 1#$F Create notification (3 3Z&EH),
¥ Notification ARN ((B4%1 ARN) , FEBEZRE M SNS EEM ARN,
HETREH |, B¢ Events (B4) HIEEL

o g ~ w N
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« Connect (%) - REEHEEZEEINN N HRE, ESKEEBIRELZZRBFIEMHEE,
 Accept (%) - R RHEZIERS
* Reject (E48) - IRGR A EHEBERF R,
« Delete (MBR) - AR #5 55 & & M BR T E i B o
7. 1ZIE Create notification (B3I @A),

HEERABTIEY T ERIEEA

« create-vpc-endpoint-connection-&4l ( ) AWS CLI
« %1 EC2 VpcEndpointConnectionNotification ( ¥ % PowerShell T &

#Ti8FEUBUR

HFEUBCE T8 E Amazon SNS 88 , AWS PrivateLink AERXRERMGEHN , MW TR, W
EHMEY  FSHNAHEERAYN Amazon SNS TEMNFEURE ? #£H aws: SourceArn
aws :SourceAccount G L U LEREREREANE L.

{
"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",

"Principal": {

"Service": "vpce.amazonaws.com"
3,
"Action": "SNS:Publish",
"Resource": "arn:aws:sns:region:account-id:topic-name",
"Condition": {
"ArnLike": {
"aws:SourceArn": "arn:aws:ec2:region:account-id:vpc-endpoint/endpoint-id"
3,

"StringEquals": {
"aws:SourceAccount": "account-id"

MR 46
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8 S BUR

WMREEAMER SNS £/ , B KMS £|HERRE AL EEE AWS PrivateLink = BEFEAL AWS
KMS API ¥, SRBEREHIMT.

{
"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Principal": {

"Service": "vpce.amazonaws.com

1,

"Action": [
"kms:GenerateDataKey*",
"kms:Decrypt"

1,

"Resource": "arn:aws:kms:region:account-id:key/key-id",

"Condition": {

"ArnLike": {

"aws:SourceArn": "arn:aws:ec2:region:account-id:vpc-endpoint/endpoint-id"
I
"StringEquals": {

"aws:SourceAccount": "account-id"

Ml BR 9 T i 6
VPC BB REARDTMR., MEAERY CEMBR LR ERENE.

BEEATEEMBRNEIRER

1. £ https://console.aws.amazon.com/vpc/ BB Amazon VPC £ 5&,
2. HEEEHIKTIRE Endpoints (S E).

3. EBEENEIHEH.

4. iBE Actions (B11E). Delete VPC endpoints (MEx VPC % 2).

g S BUR 47
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5. HIAHERRETR , FE—T delete,
6. EE MR,

& EER DT FIMBRS EiwE

+ delete-vpc-endpoints (AWS CLI)
« fiBR EC2VpcEndpoint (EARREN TE ) PowerShell

7 15 s

B VPC mETEELM VPC ERKMEEFEES NAT £& , Bl AR MHE Amazon S3 #
DynamoDB WA SEiE#R., BEHEMERM VPC inBi A= AWS PrivateLink , FBIwmET (A,

Amazon S3 #l DynamoDB R EFERENAHIGS., ERBENLER  F2EUTRE :

« Amazon S3 #J VPC ixZhEH!
« BAM Amazon DynamoDB K E#FAA Eim i B E R

EE
ERARERMETREAE,

B &%

- BE

- BRH

c 22

- BAM Amazon S3 # RE iR 2
» Amazon DynamoDB K B8 i& i 2

B=

18T LUEIB 2 B IR A i B 2R 0E8 R 8 i B 3R 2B Amazon S3 #1 DynamoDB, IS b EGE LS
o

EIB PR AR B R B 1T P EL

8 b B 48
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https://docs.aws.amazon.com/powershell/latest/reference/items/Remove-EC2VpcEndpoint.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/privatelink-interface-endpoints.html#types-of-vpc-endpoints-for-s3
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T Bl FE 1T B B8 10 E B 2 2N 8 BR 78 3% B 2 BX Amazon S3 #1 DynamoDB, 8 FHHEITE
B2 Amazon S3 5 DynamoDB K HREE M E| VPC WAAKMAKEE K REKAETZRE. EF
B HITEEE LG HRESEIEE Amazon S3 5 DynamoDB , BABIBESR , REFRLIEETHE
BRI(EEFENKE,. EEZELE FRERPHHTERERESEEE Amazon S3 5 DynamoDB , &
Eig NAT HEFBEAE FRE , YKAEFREPNRERBE NAT EE, R Amazon S3 5
DynamoDB W REEEEREKREKEE K BEFSHBEMERK. AWS

F Reqgion

[il= T =T

B Fublic subnet
Te— ﬂ}\ 5]

Private subnet

18 8 b B AT 7 EL

T BB R 8 171 88 40 4] 3% 38 R & i B 3R 2B Amazon S3 # DynamoDB, ##&# VPC E| Amazon S3
5 DynamoDB MV RESRHEERERS. SEFRBARESES —EEH , ZIBHEEARBENF
BEEE , KENHABRRENREEXIFERY, NEFHMENA , F28 (Amazon VPC FHEE
) A AWSEEFETE,

BE 49
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il
9

-

B EH

BYRBREE , ZUUARBANFHEREE VPC BRAR, T HRHEADHEELENNSERA
*, BMLRABEA <RBVEIEFRBE AWS , B ERFERE,

=]:op: BE
prefix_list_id gateway_endpoint_id
ZEENR

« BULERRMFMEIBHRPOGRMESR , EREZEAIMBREF. EESRMRBHEERA
&, ARHERERMELEY, EREUHRHRERERMN BN RREERRER , ZFASMER
U A B% o

- HRBERMFEAENNEARBEN TETNAEATERS EDEARERMREFIRE, RELER
HERRIEEBN FEPHNATERSEALARERS M ERERR,

- BRAKRTLURERERE Amazon S3 Ky im 28 B ME DynamoDB Mk EEKH, B LAEZ @RS
K BEEHRE R (Amazon S3 = DynamoDB) Kk BigH ., BFEEE —BHXRPEEHE R
(Amazon S3 2 DynamoDB) #) % {& i Zhii& H o

- BMSEASARANARENEH  KMHENRARE (HZRNFEHRT). HREBARERKH
MR  EEREUATAR !

B&EH 50
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- MRE—ERBEFTEBEEMAETE (0.0.0.0/0) EXERARMEREE , BIZXRIERAYR BN
AE 5 EEF RIS (Amazon S3 5 DynamoDB) HWREEE B LE, BNt BTENRE AWS
R# A BB EE,

- BN ATEEESF R (Amazon S3 5 DynamoDB) W ES A RRAKEE K RAFEE
BERBEREEEE,

- MRE—EXHESAHEBESSH R (Amazon S3 5 DynamoDB) & EREYIH IP i £5E |, Al
ZRHEENFHEREA,

ZE

E ¥ 1TERIEIB M E % 2 FH Amazon S3 & DynamoDB K , @ AH A TR REFEURE. ELH
TEEBNZLHALAATELHRBHIRE. ATEREHANES, He2RBEBNFEEE ID.

B #Y it B E ERIR g
prefix_list_id TCP 443

S LT TR UM ACL b X BATIE BN R R, U TRELBAEH. TELEHS
ACL BEIMSRFEEE , BANKBREN T ESERNERBH P it .

B /Y it B E EEHREE
service_cidr_block_1 TCP 443
service_cidr_block_2 TCP 443
service_cidr_block_3 TCP 443

B AR Amazon S3 Y & % 2,

B LAE A RE VPC 251 VPC B 172EL Amazon S3, BV BERE%E , SulSEfEAKRART
HWEE , B VPC &l Amazon S3 AR E.

ERRERMTEREAME,

=zE 51
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Amazon S3 X EFEHRHEMNAE KR, S AFEHREIREREEN VPC FB Amazon S3 , MEEA
VPC BB EES NAT EE , YESINENER, B2 , BERETAFRAIDIDBMEEE,
Hit AWS EEHEHE VPC SEBERFE®THER, ELERT , BXEFNAN @RS (FEMNMT
B), MEFMAER , 5208 (Amazon S3 FAEER) PMEAM Amazon S3 Y VPC inBi¥EH,

B s

- ZEEH

- #AB DNS

- BYFERR

- ERREFAEBREHFR
- BBEEHR

* #REE VPC im BHBUR

- MIBRR B2

ZEER

- BEREREELBRYZRENEGFFER, BHESEE S3 #EFEEAENESHELBERE,
- WMREFEHAMHE Amazon DNS RIRES , RIX AR REEAE VPC By DNS F# 2 A DNS ##4r,

BRGEFABECH DNS RIRES , SFHEEY Amazon S3 2EHMER I EFEET A AWSFTHEN IP #b
i

- BRIZEBFEEREFE Amazon S3 WHTER , ZBEANRAXAERFFE R Amazon S3 B
E, B ELZ2HER PSR Amazon S3 WFEFE ID,

o HRAEIRFEREFE Amazon S3 BWEIITEEE , FHAAVMARE ACL 4B AFFE L Amazon S3 B
B, BEEEMAR ACLRAFSRFEEE |, BLE Amazon S3 B F &5 EHFEE Amazon S3
B IP st EFE,

- RELSFEANREE AWS R EFE S3 REFE. §lun , REUEEEFTNEEARFERNERE
Bl B URESERCKESHENIABEEXTHE EC2 H1TREE. WERERK , BHEARLZNE
ZLRBE R FF AWS RIE REFRFEAs3:GetObjectBEFIELERE,

o BT RS A VPC i BHY Amazon S3 R , EH D BERURFEFErBBEFFEA aws: Sourcelp
&4, B aws:VpcSourcelp &, & , B UUERKEHRE | BHEHL EC2 HITERET
EiB VPC i 217 Bl Amazon S3,

- MERMEXIE P4 RE,

 Amazon S3 Pl & F M R TR IR IPv4 tbit , S1E0HE IPv4 IR ES VPC
PERFAE IPv4 dbit, dRBE TR H AR PENERFRAY TCP &R, ERALHE IPv4 ibitHy
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SEBFTEEE, BELEREVYRENRERBITETEERYK K EFEBEETIE | BHREE
EHBR R UL BBEFERE Amazon S3,

o IRENERTREIEMH VPC, VPN ERR, VPC HEELR, EIREEDR AWS Direct Connect VPC H
BERES IR ERE LS ARERE Amazon S3 Bl

- BENMRFHNSEESVEREES 20 ERERS , WEEAETHE. S VPC t84h 255 EF
Bim R HYBR &,

#.58 DNS
A Amazon S3 B FEIR MM N iR R , LR EFAE DNS MURELERA,
Route 53 Resolver

Amazon A& VPC 121t DNS f@fR25 , & A Route 53 Resolver, Route 53 Resolver € B
BT VPC BEEBNALETXEREFHEE, BR , BELKE VPC A £ A Route 53
Resolver, Route 53 €12 Resolver i 2 Resolver R A |, BEATLLR VPC &8 H Route 53
Resolver, A Resolver i B &% DNS &t AP B MELEIX ZE Route 53 Resolver, EiH
Resolver ix Zi 2% DNS Z# # Route 53 Resolver Eix E AZBET BB

B 183 Amazon S3 N EIREREBEHYEA Resolver inZiEAFAE DNS % , RFSEIBEA
Resolver in %, A Resolver i BRI EEE [ Amazon S3 & HEY DNS EHBMT AN HiR
HEE IP ik, EFIt &4 Route 53 Resolver Y ALIAS e #& #1188 E Amazon S3 VA AEFEEES ,
LMERE VPC #J DNS EH T A Amazon S3 A8 IP Mt |, S 7 & 58 i BB E i B

#.%5 DNS

RIES Amazon S3 BT HIIRFEREFE DNS , B REEHHEA Resolver inFhEFLSR DNS , Al
REREHEEREMN VPC NFERBEEANMHIRRFE Amazon S3. EIlt , RE VPC WREFHSE
Ao HmE  SFEEALMNE  nRRECARERS , AEEFENTE.
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https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/resolver.html

Amazon Virtual Private Cloud AWS PrivateLink

On-premises [: Region

data center

Gateway endpoint
D\ L 53 bucket
i) /

i @)

VPN connection Interface endpoint

£ A RAE A Resolver i 289FAF DNS

MR IEESHEE A Resolver in Bz EFAE DNS |, BIZREANBEBEBNBZRSERA N EHIHEFE
Amazon S3 , MR B VPC WHEREFEHFAEREFE Amazon S3, At , B URKELEAR , BA
AEEELIFEARERENFTECANEREE K SFTETEFE,

On-premises [: Region

data center
@ Private subnet @H\
Gateway endpoint

rt’ 53 bucket
) /
i @)

VPN connection Interface endpoint

REFHE DNS

BRI LAEE Y Amazon S3 T HIRE 2R R AHREMNE DNS, MFEFHMER , F2H the
section called “E 3 VPC ix 2" (B HAIERE) = the section called “BUAFAHE DNS 28" (B %K
E)o

= VA BER R

FEATHRFEIESE Amazon S3 BY & i 2,

B Amazon S3 #Iim 2 54
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ERERAEMRERT

1. ¥ https://console.aws.amazon.com/vpc/ BB Amazon VPC £# &,

2. TEEBEBEIKDIEE Endpoints (Ik ).

3. EBEEEVYRE,

4. ¥ Service category (BRIEIER!) , i#BE AWS R,

5. &t¥ Services (R¥%) , FTIEEFR R Type: Gateway (FHE : FiE) , RRIEE

com.amazonaws.region.s3.
$H¥ VPC | BMELREHEAETIHEHN VPC,

7. §## Route tables B§HXR) , BEMEHRIRHEANBER. RAISEEFEEH , SURBELER
Ry B 4 [0) v R ARG 9T TH

8. ¥ Policy (BUR) , BH Full access (EEEFH) , AR VPC inE LB E R E BT
HigtE, BA|, EH Custom (BE]) , B VPC IWWHEER |, ZEBUREH T B MLERE VPC iR LY
ERBAITRENER,

9. (B ZEHMEER , FFiBIE Add new tag (FTIEER) , RAEZAAEZEBRNENE,

10. BE BAwE,

o

B ZER DT IR FER

 create-vpc-endpoint (AWS CLI)
« 3 EC2 VpcEndpoint ( % PowerShell T&

£ A EERBERESIFE

ZAIERERBRRZGRESERR. VPC, IP u&EEM AWS IRFEENFE. SELEHIR
EERBREHAFENEARGIFFENFEER,

Example €85 : BR$l4%F E i 2 #Y 77 B

A LAE A aws:sourceVpce RH £ , BURBEFIFRBERRRFABHRERBNER. RIFEEAEEN
FERE , SRAUATHERERERAEESEFIIEENREFTE. FEE , BEEHEHERB AWS
Management Consoleff fi 1§ E B ERFEUE EW R F T,

{
"Version": "2012-10-17",

B Amazon S3 #Yif 24 55
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"Statement": [

{
"Sid": "Allow-access-to-specific-VPCE",
"Effect": "Deny",
"Principal": "*",
"Action": ["s3:PutObject", "s3:GetObject", "s3:DeleteObject"],
"Resource": ["arn:aws:s3:::bucket_name",
"arn:aws:s3:::bucket_name/*"],
"Condition": {
"StringNotEquals": {
"aws:sourceVpce": "vpce-la2b3c4d"
}
}
}

Example &5 : BR#|4FE VPC KIZER

B LAE A aws:sourceVpe R €8 , BB FIFBBERREHEEE VPC W7FH. REEHEN
VPC R EZENE B T2 EA. BRIEBRERBIEEN VPC , RAIUTBRESIERFEREED
EEERIENMETE., FIE  LBEREHEER AWS Management Consoleff F 15 E BI/ERZHL
EENRTITE.

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "Allow-access-to-specific-VPC",
"Effect": "Deny",
"Principal": "*",
"Action": ["s3:PutObject", "s3:GetObject", "s3:DeleteObject"],
"Resource": ["arn:aws:s3:::example_bucket",
"arn:aws:s3:::example_bucket/*"],
"Condition": {
"StringNotEquals": {
"aws:sourceVpc": "vpc-111bbb22"
}
}
}
]
}
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Example g8 : FREIE4EFTE IP bt EEERIFEL

A BAE R aws: VpcSourcelp 4S8RI BER |, REIESE IP Ut S#EMNFE. BRIEFERZRE
EBEM IP iyt FRIUTHRRSELCEHEEHEFRIEENREITER, FEE  HLBRSHEHER
AWS Management Consoleff i E B ERFZEUE EN R AT,

{
"Version": "2012-10-17",
"Statement": [

{
"Sid": "Allow-access-to-specific-VPC-CIDR",
"Effect": "Deny",
"Principal": "*",
"Action": ["s3:PutObject", "s3:GetObject", "s3:DeleteObject"],
"Resource": ["arn:aws:s3:::bucket_name",
"arn:aws:s3:: :bucket_name/*"],
"Condition": {
"NotIpAddress": {
"aws:VpcSourcelp": "172.31.0.0/16"
}
}
}

Example #£4 : [REI¥ 4G EERAFE AWS IRF

&R LAER s3:ResourceAccount R4 , BV BERRRHEIEE AWS tRF # S3 AT/
7L FRIEFEEMEIER AWS IRFFIEER , BRILTERRSHEBEMAEEBFFE S3 fMEE,

{
"Version": "2012-10-17",
"Statement": [

{
"Sid": "Allow-access-to-bucket-in-specific-account",
"Effect": "Deny",
"Principal": "*",
"Action": ["s3:GetObject", "s3:PutObject", "s3:DeleteObject"],
"Resource": "arn:aws:s3:::*",

"Condition": {
"StringNotEquals": {
"s3:ResourceAccount": "111122223333"
}
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}
}
]
}

AR B R

RS FERERMEHAREER, EERBMKARE , RASEDHERE , SURBAEENRE
EORHEENTE, ERECERARNERE  RMAISEDRRBARTBIRGHEH,

BRERAETELREABKEAR

1. 1£ https://console.aws.amazon.com/vpc/ BIRX Amazon VPC £ &,
FEEEE K FIEE Endpoints (W H)o

12 BN F & i o

i#1Z Actions (E14E). Manage route tables (EEBHXK).
REZENMSEUHEEEH &R

iZ1Z Modify route tables (5B HK).

2 T

EREA DT IIREBEHE

» modify-vpc-endpoint (AWS CLI)
« #mE EC2 VpcEndpoint ( BARKEMNWIE ) PowerShell

e VPC umBHUR

IR LR E R B R ME IR BUR |, SUEFIRE VPC RIZIBIRF ¥ Amazon S3 WFHL, FEERBR AR
BiFHL, MEFAER  F2EH BB,

AEERATRESERMBUR

1. ¥ https://console.aws.amazon.com/vpc/ BB Amazon VPC £# &,

2. TEEBEBEIDIEE Endpoints (IkEh).

3. EHFERH.

4. iBE Actions (814€). Manage policy (BEBK).

5. iZEIF Full Access (RE7FH) SUAFTELFERE , S#EEFE Custom (BEF]) MEREBFTER,
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6. BERF

T 51 i 5l v 26 SR B A R 7 BX Amazon S3,
Example 884 : FR%I4$EMFRTBAYFH

IERBVEM BER | MAIRBIRFEUSE S3 fFiriE. WRER VPC AWS R#E AR EMER S3 MFRT

RERFE

{

 EEREM.

"Version": "2012-10-17",
"Statement": [

{

}
]
}

Example £ : FRHEIFE IAM BB ZE
FBA LB BUR | REEE IAM ABNFELL

#.

{

"Sid": "Allow-access-to-specific-bucket",

"Effect": "Allow",
"Principal": "*",
"Action": [
"s3:ListBucket",
"s3:GetObject",
"s3:PutObject"
1,

"Resource": [

"arn:aws:s3:::bucket_name",
"arn:aws:s3:::bucket_name/*"

]

"Version": "2012-10-17",
"Statement": [

{

"Sid": "Allow-access-to-specific-IAM-role",

"Effect": "Allow",
"Principal: "*",
IlActionll: II*II’

ZBERA aws:PrincipalArn RBEFH FEHFE

EAR Amazon S3 HIix 2
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"Resource": "*",
"Condition": {
"ArnEquals": {
"aws:PrincipalArn": "arn:aws:iam::111122223333:role/role_name"

Example &4l : BRFEIE4SEWRF R EHENFE
BRI BUR | BRI E IR F B 7 E

{
"Version": "2012-10-17",

"Statement": [
{
"Sid": "Allow-callers-from-specific-account",
"Effect": "Allow",
"Principal": "*",
"Action": "*",
"Resource": "*",
"Condition": {
"StringEquals": {
"aws:PrincipalAccount": "111122223333"

i B R 1 i

FiEm R RER R ATMER, EEMBREERSK  BASRFRERARTBRIRIEEH,

WMRBAFAE DNS , Bl EMPRAEE RS,
HEEATEEMBRMERER

1. ¥ https://console.aws.amazon.com/vpc/ BB Amazon VPC £ &,
2. HEEEBEHKTIEE Endpoints (EE).

EAR Amazon S3 HIix 2
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3. EHFERH,

4. iBIE Actions (B4E). Delete VPC endpoints (MEk VPC % 2.

5. HMBRH#FRETRE , FEZ—T delete,

6. IEIE MIkR.

&= EER DT IIMERRE BRI

+ delete-vpc-endpoints (AWS CLI)
. Bk EC2VpcEndpoint (EARAENITE ) PowerShell

Amazon DynamoDB #Y & i 26

BT LAE A EE VPC % B VPC #117H Amazon DynamoDB, B BEIRE % , B LUSHFIEA
REXPHERZE , AR VPC & DynamoDB &,

ERARERMETEEANE,

DynamoDB AR ERMEREN T HixR. SAMERE , S L VPC FE DynamoDB , &
A VPC FAMMBEEER NAT H#E K MEKFENEA, B2 , BERETAFRABTER
3%, Hitt AWS EFHEE VPC SEBEHFEETER, SLXBERT , EXENANERY (FE
IMITE), MEFMER , 552 Amazon DynamoDB B A B HHYIE A% DynamoDB # VPC
BIAAZRHHER,

B $&

- ZEEH

- BYFEIRR

« EA 1AM BURZ S FEL
- BEEEBR

- fmE VPC im BBUR

o IR & b

ZEE

- RMERMAREEEYZRMNEZDPEMN, FHELEE DynamoDB ERFRAEY R+ E U FE
Ui o
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- WMREMEMBR Amazon DNS fafkzs , AIAARRBA VPC B DNS EH R DNS ##47, 0

RFERBECH DNS fARES , ERARY DynamoDB 2 HIFER AT IEFEEMT A AWSFTHEER IP it
ik,

- ¥AIER B2 FE DynamoDB KE1TEER , £ FENRBILEAFE L DynamoDB KR

2, B ERLFHESR A+ SR DynamoDB WFEFE ID,

- HRIEIBRFIEwEFE DynamoDB B TERR , FHRHMA ACL X BAFFE H DynamoDB YR

B, BEEEME ACLRAIDSRFEHEE , B AL DynamoDB Ky F &5 E H E48 DynamoDB
9 1P it it S5

- WMREHE AWS CloudTrail FEE#% DynamoDB 2% |, ek E S8 S RFEAE VPC & EC2 #1171

REAE IP it | BURZEBIRIHAT 2 EMFRHNFERS D,

- FERMERE IPv4 RE,
- BRETRPHTERNRER IPv4 it S NE IPv4 It B ES VPC HIFAE IPv4 ik, inE

SYREKER , URPERME TCP ER, FALE IPv4 it ETNERTESEE. BEREE
BURBSHHAERERIERTEETE. & , AFRUBERENVKB U ETERPE B BHENER
% DynamoDB,

U EhEAR T BEHE M H VPC, VPN HiR, VPC Y EER, EifEEs AWS Direct Connect VPC H
AR B — m Y B R % B8 in B EE DynamoDB &

- BENMRFHNSEESVEREES 20 ERERS , WEEAETHE. S VPC t84h 255 #EF

Bim R HYBR &,

= VA BER

FRATHREFENEFE DynamoDB K EE R

EREE AR RERT

1.

2
3
4.
5

£ https://console.aws.amazon.com/vpc/ BIEX Amazon VPC £ &,
EEEE % HiRE Endpoints (SHEh).

BE BT IRE,

¥ Service category (BRFEEER!) , #E AWS R,

$t4 Services (BR¥E) , FBENZIRY Type: Gateway (JEH : BiE) , REIBRE

com.amazonaws.region.dynamodb,

¥ VPC , EMEFEEPEMIRHE VPC,
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7. &¥ Route tables (B8H%) , ENEHRRHFEANEHAEK, BMSEDMERE  BURBABE
fY ST B 35 ) v B A ER T T

8. ¥ Policy (BUR) , EH Full access (ZRE7FH) , ARG VPC ind LT B ERMWATE B EITAT
BigtE, BA|, EH Custom (BET) , EiE VPC WWHEE |, ZBURE4 B NLERE VPC R Y
BRHMITRIERER,

9. (IR ZEHMEER , FZiBIE Add new tag (FTIEER) , RAEZAAEBNENE,

10. BEE BEUin,

& BER DT HIEILFER

 create-vpc-endpoint (AWS CLI)
%7 EC2 VpcEndpoint ( #f% PowerShell T&

£ IAM BUR 2 $| 7 E
BT LA ST IAM BUR |, LU SR IAM =8 LA R4S E VPC w3 FE DynamoDB &R &,
Example 4 : BR #4357 i B8V 7 EX

BRI LAE A aws:sourceVpce RH £ , B BERRRFIEFE VPC in BN EE. BRIEEAEEN
VPC i % , BRI THBEEEEFIIRS FH DynamoDB ERK., W RHAIBEEE—EBRXEH , A
SR ERARGIFTEN FEVER.

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "Allow-access-from-specific-endpoint",
"Effect": "Deny",
"Action": "dynamodb:*",
"Resource": "arn:aws:dynamodb:region:account-id:table/*",
"Condition": {
"StringNotEquals" : {
"aws:sourceVpce": "vpce-1laa22bb"
}
}
}
]
}
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Example &l : AFFRERFE IAM AN FEE
B LB AFEREE IAM ABEITERNEER., TIHBERERTFEIUEEN IAM A,

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "Allow-access-from-specific-IAM-role",
"Effect": "Allow",
"Principal": "*",
"Action": "*",
"Resource": "*",
"Condition": {
"ArnEquals": {
"aws:PrincipalArn": "arn:aws:iam::111122223333:ro0le/role_name"
}
}
}
]
}

Example £ : AFFRBFERFHFE
BH BN EATRESERFPETFIRNER, THEBREHEERFFNERERTFFIE,

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "Allow-access-from-account",
"Effect": "Allow",
"Principal": "*",
"Action": "*",
"Resource": "*",
"Condition": {
"StringEquals": {
"aws:PrincipalAccount": "111122223333"
}
}
}
]
}
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B Bk %5 EB

BUSFRRAERMERNEHER, ECHEHRARE  RASEDHHMERA  SUBBLEENRE
ERRMBEENE, ECBUERAERNVEBE  BMNEEDRBEHRTBIRIBIIKH.

BEEATEREREABEHER

£ https://console.aws.amazon.com/vpc/ BB Amazon VPC £# &,
EEEH K HiRE Endpoints (S Eh).

12 B F & i R

212 Actions (E11E). Manage route tables (BEEHHRK).
REZENHEFUHRIE AR

i#1Z Modify route tables (5B HK).

2

HREA DT IIREBEHE

» modify-vpc-endpoint (AWS CLI)
« #mE EC2 VpcEndpoint ( BARKENWIE ) PowerShell

#m¥E VPC im R BUR

ISR LAR R R B m B RV IR B BUR |, DU HIRE VPC ZEiB i #¥ DynamoDB MY EL. FRRRBURLFFTE
FEL. WEFMES  FSE "B

FEEATREBERMBE

£ https://console.aws.amazon.com/vpc/ BIEX Amazon VPC £ &,

EEBE K PIEE Endpoints (ImE).

12 B 8 i B

i#IZ Actions (B14E). Manage policy (BEBXR),

I#E Full Access (REFR) LA TEFERS , SiEEF Custom (HF]) MiEEBFTBUR,
BERF.

o o bk~ w0 bhd =

EEEAD SIS RREERR

« modify-vpc-endpoint (AWS CLI)
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« #wm%E EC2 VpcEndpoint ( BARKRENIE ) PowerShell

T % &6 45 i B R Bl A 58 77 BX DynamoDB.
Example £ : fLEFHEBFEVE

BRI ERGI AR FRNEER, TIBRER T , UIHANMER DynamoDB B,

{
"Statement": [

{

"Sid": "ReadOnlyAccess",

"Effect": "Allow",

"Principal": "*",

"Action": [
"dynamodb:DescribeTable",
"dynamodb:ListTables"

1,

"Resource": "*"

Example #84) : [RH4FEE R RN FI

SERBAEN R, BRE4FE DynamoDB BRI RN FH, THIEEKAFFFEIEER DynamoDB & #
&Ko

{
"Statement": [
{

"Sid": "Allow-access-to-specific-table",

"Effect": "Allow",

"Principal": "*",

"Action": [
"dynamodb:Batch*",
"dynamodb:Delete*",
"dynamodb:DescribeTable",
"dynamodb:GetItem",
"dynamodb:PutItem",
"dynamodb:Update*"

1,
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"Resource": "arn:aws:dynamodb:region:123456789012:table/table_name"
}
]
}

il B R 1E v
FiEm R RER R TR, EEMBRFEERNK  BASRFRRERPBRIRMEH.
HEEATELMBRMERE

£ https://console.aws.amazon.com/vpc/ BIEX Amazon VPC &,
EEEE % HiEE Endpoints (S E).

ESNEPER L

i##2 Actions (B)#E). Delete VPC endpoints (B} VPC %),
HIREEIRRE , & —T delete,

B MR,

o a0 bk~ w D =

& B A5 5 MIBREE iR B

+ delete-vpc-endpoints (AWS CLI)
. fiflEx EC2VpcEndpoint (EARIREN ITE ) PowerShell
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FIB LT FN1FE SaaS AWS PrivateLink

£ B AWS PrivateLink , A LLFAT1ZH SaaS &Em , MEELEBCH VPC FHEIT—5,

B &
+ B2

« BN ERE

BE

IBAI AR, BEMME SaaS E AWS PrivateLink § AWS Marketplace, MEFMHEN , HSH
AWS Marketplace : - PrivateLink,

B AT LR EIR AWS S1EB R T AWS PrivateLink B SaaS BEf. NEFHMET , F2H
AWS PrivateLink §1EE 4.

TEBERNFAIER VPC inRi K& SaaS Em. RBREESEILRIMERS AR TEFHinRRE
WFEE, ERBRBEEE  LAIUEYTE VPC in¥ , ©A#E VPC HH — B 28 78 R ik B AR
T BEMIER.

Region

ey

VPC endpoint Metwork Load
Balancer
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- AL Ll
3 37 97 [H Ui B

FEATHRFEILEHRE SaaS EmMMNNE VPC i%E,

BR
TR
EERUAEBABHNN EREY

£ https://console.aws.amazon.com/vpc/ BIEX Amazon VPC £ &,
EEEH & HIRE Endpoints (S Eh).

BE BiRE,

MRERHIEE R AWS Marketplace , FBHITATIRE

A

a. 7t Service category (AR % E) F , #EIE AWS Marketplace services,
b. BARKERE.
5. MREER "IREMEL EETE AWS IR , BFRIT FHIEME

a. B TER¥. EH, FEE "PrivateLink RIS ERBH#
b. BMARBERE , AREBIEE Verify service (RFERTE).

6. #MVPC, EREERPEREMRN VPC,

7. ¥ Subnets (F#8) , ASETHAEEER—EF#E , ZERPFIER.

8. ¥t Security group (Z£8#4) , ENERGEFEBENEEYBHNZSHE, T2BFERAUMLE
AF VPC FHERMIGHER N EZBRRE,

9. (BA) EEHEER , 5581F Add new tag (FTIEER) , AEWAERNENE.

10. 1BE B s,

NMEFBRENHRENENR , 552E the section called “5%E JT H i 27
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FEIRFEUE EE R AWS PrivateLink

B LAE A Gateway Load Balancer , #REBBGHERERZENEE., XMETARZERE, &
R, BEREHIAEA AR, EBRILERI VPC HmE R KFIEE Gateway Load Balancer, Hfth
AWS R EEBE Gateway Load Balancer Ui B 3 17 Bl B R 5

EE

BEXRSETAEEMERE Load Balancer in BB/ NFFTE, REEEREEMN GB ERE., W
EHMER |, 5528 AWS PrivateLink E{E.

B #%
- BE
o IP HhyH3EA
i

- BEVMBEZRFKES Gateway Load Balancer i 2 R 75
- f£f Gateway Load Balancer i B 2R EHRER K

MEFHMEN , 2B Gateway Load Balancer,

R

TEEREAEX ARSFNMAEBFEINEZLRME AWS PrivateLink, ERARXARSBERKEESE
VPC M F##1T. B LEME VPC W5 — @ F#+E L Gateway Load Balancer im#, FiEE
BERERREEEARKEESE VPC HRE® £EHAZE Gateway Load Balancer i B A EETRE |
AREBERHAZENEFHE. @K , #EEARXARIBNVIEREZE A ZE Gateway Load Balancer
WmH UEETRE , ARBEBRRBEKREEED,
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Region l
- 3 =

™ 3 ST ™
—_— 5 Y 4 | H
p— r = >, H —
- 9 N T
Application servers Gateway Load Balancer — '
endpoint i Gateway Load Security appliances '
Subnet Subnet — Balancer :
' Endpoint service

R IIERAEXARSENRE (ERFHE)

1. REZBMREKRFEEEAREHEESE VPC,

RIBEHKRMERE | S FREBEEZE Gateway Load Balancer i 2
REFEBZ £ RIEEIEZE Gateway Load Balancer #1782,
RESEME 2 %EDZ Gateway Load Balancer i 2
RIZE A RERE , BREEEXEEARMFRSES.

.0":“.0-’!\3

AR FARFIERERNRE BESH)

1. BRI AKRMERE | A REFEIEE Gateway Load Balancer i 3,
2. REEIBZ £ RIEEZEE Gateway Load Balancer #{THE,

3. REREREZRENEE| Gateway Load Balancer it

4. RIBBRBARERE , KREE:ERKARKME

5. REEEDEMREE.
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|P bt 2H A

RASIRALE T LLEIR IPv4, IPv6, HERRMER IPv4 1 IPv6 [ IRISEVHE R EHRE R |, B4
HLZ2RREXE PY tb—K, IREHAEHELE BEHEEUUEESER Pv4 EEUEN R
&, MmPBEFPULLUEEFEA IPve EEUER R,

R Gateway Load Balancer ix B X% IPv4 , Rlis 2R REESR IPv4 ik, 2R Gateway Load
Balancer i 2 8 IPv6 , Aliz 2B REEE IPv6 thilt, SERABERERGZEE TN IPv6
b, WMREFER IPv6 st R G BRBENE , FFEE denyAllIgwTraffic EMA.

RAim RIS IPv6 RYER

- IHBHARIEH VPC MFHEXEEEMHEIBA IPv6 CIDR E#,
i 2 IR FTE Gateway Load Balancer #AEEAEHEE 1P it HE, 2B HIAIFTEXE IPv6

;ﬁlio

% Gateway Load Balancer i Z5RUH IPv6e B ESR

BRSNS EEEEE IPv6 BN IP it R,
- Gateway Load Balancer §J IP bt ¥ 8 % JHE2 Gateway Load Balancer B F#EMHEZE , M FATR :

* IPv4 - & IPv4 3 EIRIG AV IR RS R E . RAEMAERN FHEEES \Pv4 it SEER | of
XEIIEE,
* IPV6 - #& IPv6 it IEIRIG AV IR RN EH. RABEEMAEERN FHEEE IPv6 FHEE , X XEI
BIE,
» Dualstack - #§ IPv4 # IPv6 bt 8RS BN IR N EH. RAEMAEERN FRHFEER (Pv4 M
IPv6 it SEE RS | o TR ILIEE,
- [RBEAE VPC M FHRERIRHRLERE IPv6 RE , MEL FHRBNMER ACL LA IPV6

;ﬁlio

B EH

EELRERHTIRERE , BBFEHE ID, #§ Gateway Load Balancer in 25 E AR B KR B E,
HALE , BERBFEREBRT , WTR. BEE , SHBHEERITE IPv6 KH.

HEPR MRS B Y R R R
WERAHARXNEEERE , KENEARARXMARSENREEIEZZE Gateway Load Balancer i 2
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B Ky ith B
VPC A IPv4 CIDR =5
VPC A IPv6 CIDR &35
#u#####t IPv4 CIDR vpc-endpoint-id
#A###A## IPv6 CIDR vpc-endpoint-id

BEEEAEXARSEN FRKER
WEBKRNEEGREHR , SEARXARSELNIEREZIEXZE Gateway Load Balancer i 3

B Yt BE
VPC A IPv4 CIDR [ 33
VPC A IPv6 CIDR [&= 35
0.0.0.0/0 vpc-endpoint-id
::/0 vpc-endpoint-id

B Gateway Load Balancer i 28 BB X

HRARSAEREENNREFEIEEAZRENL. YRFRERBFEBRNRE , FHEHSKRE
EERARAARR. YRREERAEXARSF[NRE  FHEEH , S REEEERBRERE
B,

B #ith B
VPC A IPv4 CIDR [ 15
VPC A IPv6 CIDR (&1
0.0.0.0/0 internet-gateway-id
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B iy it B
/0 internet-gateway-id

B MERKES Gateway Load Balancer i B IR 7S

O LU B 2 WERFE AWS PrivateLink , BAmE R, BRRFEME K MELREEZRN AWS
FRMEREIAE,

i B AR5 E = Network Load Balancer 3 Gateway Load Balancer, EUIERT , &5 A Gateway
Load Balancer B\ in R R, WFMEA Network Load Balancer B im#RIENFMENR , F2H &2
3 Vi 2R o

B &

« ZEEIF

o REFH

o BIIRERFE

o BRI A

ZEEH

- IREREELEIZBRENWETFITA,

- EREEEEHEGERENEEENR  MREEEREREAEERARNTAHRED, REREH
FZHBKEEERATRIRFE , U EEERE (B us-east-1a) HEZHE AWS IREHFHF
EERTHES., BUUER AZ ID —ButEBRENTHES., MEFMER , F28E (Amazon
EC2 Linux #{TREBEFERAEER) BH AZID,

« &K AWS PrivateLink B/REH 5. MEFMENR , 5528 AWS PrivateLink Bt .

DERAF

- ETHESPRIELEEMEFRNEREREE VPC, MEBRBEETETH, —BFHARZ
2EMTEE , 5 —@FHBARN Gateway Load Balancer,
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- ERIEIRMEE VPC I Gateway Load Balancer, ﬂﬂ%"é‘ﬂ%f’ff“‘%ﬂﬁﬁ%tﬁiﬂi IPv6 & |, A
HZA1E Gateway Load Balancer FIAEHEXE, MFRFHEN , F2HFEKEA Gateway Load
Balancer,

- ERBEMHE VPC mRB R 2R , Y@ E R FEEE RREEMEM,

B B AR
FAT5REF , RA Gateway Load Balancer 3 i Zi R 75 -

{58 P £ 12 & 22 31 i 3 AR

1. 7E https://console.aws.amazon.com/vpc/ BIRX Amazon VPC £ A&,

HEEEEKF |, 82 Endpoints Services (i BARTE)o

i##2 Create Endpoint Service (2 3 iz B IR75).

&%t Load balancer type (B 5 F #2558 2) , :#E Gateway (F&).

& ¥t Available load balancers (Rl AV & 8 F#28) , FHEEUEH Gateway Load Balancer,

¥ Require acceptance for endpoint (B3R 2 i 2) , i#EX Acceptance required (ER1E%) ,
DERFEHEIHIRHRBENERGB R, 58, REgaHEs

7. &¥ Supported IP address types (XY P it FH) | ST Y HEH P —ERE -

o o K~ w0 N

« B IPv4 - RAA BRI LAEES IPv4 B3R,
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delete , ARIERE Delete (MER).

B Z A 0T 5 R B Y i B AR A T 18 5 A

« modify-vpc-endpoint-service-#FR ( ) AWS CLI
- #mE EC2 EndpointServicePermission ( EARRENTE ) PowerShell

EZRIEEERFE K

£ FARERR AR 2 RRE AR & 7 15 B 42 B R RIS VA & (AWS £8) W U FEUVEN InRBR TS, Blwn
BURATRTEEENRETR  ABESIMAERER , HEARFAIRTEANEREE , UF
B E A EZREEENSEERFER,

BRI R ERMEH LB EIERFR. B ELAAFHEIHELCM. WRETEIERF
R, RIBEEE B EEFIUERY IR RS
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EEIPERERBRE , CSRIEH, MFFMAES , 552/ the section called “E Wik Z RIE S
v IREE",

ZEER

MRERTFARBEAFIRRBREN , YRR EREAEIMARBR , IEERFEHRIBELE
IP ik, EBRRLEN,

ERAERAERIRIRTE

£ https://console.aws.amazon.com/vpc/ BB Amazon VPC £# &,
FEBEHEIKF , B Endpoints Services (3 B ARTE)o

12 B B AR A o

i#$2 Actions (E14E). Modify endpoint acceptance setting (15t iz BHEZ 3R E).
BIZHEBR Acceptance required (EE#Z),

i##Z Save changes (REFE%F)

2

EEEADTIBREIRE

X3

« modify-vpc-endpoint-service-Bti& ( ) AWS CLI
« #m#8 EC2 VVpcEndpointServiceConfiguration ( EBRARAREN ITE ) PowerShell

ERER A EZ SRR ERHS

£ https://console.aws.amazon.com/vpc/ BIEX Amazon VPC &,

HFEEEKSF |, BE Endpoints Services (i 2 IRFE)-

12 B B AR A%

#& Endpoint connections (im#IELR) FREF , 12 Blin B IELR,

EEEZEERER , F5IBE Actions (B11E). Accept endpoint connection request (13 3 i BhE 4R 55
K)o HIBFERRIRRE , B8 A accept , AREIEE Accept (%),

6. HEIELERFER , FFIRIE Actions (BIfE). Reject endpoint connection request (1E#B 1% BERREE
K)o HEMERIETRE  BWA reject , REIBIE Reject (FEE),

o b 0N~

EEEABTIEIHIEBERER

« accept-vpc-endpoint-connections =k reject-vpc-endpoint-connections ( AWS CLI )
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https://console.aws.amazon.com/vpc/
https://docs.aws.amazon.com/cli/latest/reference/ec2/modify-vpc-endpoint-service-configuration.html
https://docs.aws.amazon.com/powershell/latest/reference/items/Edit-EC2VpcEndpointServiceConfiguration.html
https://console.aws.amazon.com/vpc/
https://docs.aws.amazon.com/cli/latest/reference/ec2/accept-vpc-endpoint-connections.html
https://docs.aws.amazon.com/cli/latest/reference/ec2/reject-vpc-endpoint-connections.html
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- it EC2 EndpointConnection IEA EC2 (1 AR E M T EEndpointConnection ) PowerShell

B LA E R R RIS BB R BT ERR. MRGRHCEEIENRIRE , AEEBUEEBMA R T
788,

ERAERESERRMBBN RS TR

1. ¥ https://console.aws.amazon.com/vpc/ BB Amazon VPC £# &,

HEEEEKF |, 82 Endpoints Services (i BHARTE)o

12 B B AR A%

212 Actions (EI#E). Associate or disassociate load balancers (B 8/ HUE B8 Bt & 5 F #28).
REEMESIBREAFER

i#1Z Save changes (FZE# %)

o g A~ W Db

FEEANTIBELRMBRBN AT TER

« modify-vpc-endpoint-service-Ft & ( ) AWS CLI
. #®m¥8 EC2 VpcEndpointServiceConfiguration ( BARRENIE ) PowerShell

BBt FAE DNS B

BT LA F.E DNS B BEEN R E LM, EEABILE DNS 8B 2& , L4 AKEER DNS fA
fREz LEMWEEIER ., ERBEEEEATLE DNS BBz , RFRHEE L AREAMESZAE.
MEFHMET , F2H EE DNS B8,

EAEREEIRRIRHEE DNS B8

1. 7E https://console.aws.amazon.com/vpc/ BIRX Amazon VPC &,
2. HEEBEEKT B Endpoints Services (i 25 RT).

3. EEURHRS.

4. JiBE Actions (B4E). Modify private DNS name (&%, DNS &),
5

iZH Associate a private DNS name with the serivce (%, DNS & BEERFE ) , W@ A
.5 DNS &1,
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https://docs.aws.amazon.com/powershell/latest/reference/items/Approve-EC2EndpointConnection.html
https://docs.aws.amazon.com/powershell/latest/reference/items/Deny-EC2EndpointConnection.html
https://console.aws.amazon.com/vpc/
https://docs.aws.amazon.com/cli/latest/reference/ec2/modify-vpc-endpoint-service-configuration.html
https://docs.aws.amazon.com/powershell/latest/reference/items/Edit-EC2VpcEndpointServiceConfiguration.html
https://console.aws.amazon.com/vpc/
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- HEEBLERINE,
- BOULERFEEBREAERFT (HIM0 , *.myexampleservice.com),

6. EEREEE,

7. EBRBRER verified (EFE) ¥ , .5 DNS EBEIAIHEKEEEEH ., MERFREETE
MHERBRGEDER  BERENERTZZE,

HEEABSIERRRRHETLE DNS B8

« modify-vpc-endpoint-service-Ft & ( ) AWS CLI
« #m#8 EC2 VVpcEndpointServiceConfiguration ( ERARREN ITE ) PowerShell

EEEAFRARMBRARTEF

1. ¥ https://console.aws.amazon.com/vpc/ BB Amazon VPC £# &,
2. HEEEBEBEIKD , 22 Endpoints Services (3 EiBRTE)o

3. ERURRR®.
4

iZIZ Actions (B14E). Verify domain ownership for private DNS name (5@ #A78 DNS &A1
FrE#).

HIRMEERIRRE | B A verify , REIBIZ Verify (E3R).

o

EREADTIIRBRARTEF

» start-vpc-endpoint-service-private-dns-verification (AWS CLI)

« Start-EC2VpcEndpointServicePrivateDnsVerification ( fi& T& ) PowerShell

SRR B IP k3R

A DS E iR MR BN IP R,

ZEEH

EERRBREELHIES IPv6 3R , E Network Load Balancer 4B FEHE P ihit R, BZ

TEELZEIPVG REB, MEFMEF , 55208 (Network Load Balancer EFEHE) FH IP 48

A,

B ZER IP byt R 92


https://docs.aws.amazon.com/cli/latest/reference/ec2/modify-vpc-endpoint-service-configuration.html
https://docs.aws.amazon.com/powershell/latest/reference/items/Edit-EC2VpcEndpointServiceConfiguration.html
https://console.aws.amazon.com/vpc/
https://docs.aws.amazon.com/cli/latest/reference/ec2/start-vpc-endpoint-service-private-dns-verification.html
https://docs.aws.amazon.com/powershell/latest/reference/items/Start-EC2VpcEndpointServicePrivateDnsVerification.html
https://docs.aws.amazon.com/elasticloadbalancing/latest/network/network-load-balancers.html#ip-address-type
https://docs.aws.amazon.com/elasticloadbalancing/latest/network/network-load-balancers.html#ip-address-type
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HEERATREBREN P it

o & 0N~

£ https://console.aws.amazon.com/vpc/ BB Amazon VPC £# &,

HEEEEKF | 812 Endpoints Services (i BiARTE)o

#E VPC i B BR 7%

i#1ZE Actions (B14E). Modify supported IP address types (1St 1 IP it FH),
&H¥f Supported IP address types (X#E/ IP it FA) | BT TIEP —@iRE .

- JBEY IPv4 - BUAR B RS AR IPv4 3B R,

- JEEY IPv6 - BUA R BRI AR IPV6 FER,

« EHIPv4 7 IPv6 - A RB AR LAES IPv4 # IPv6 FER.
BIEMRTFEE,

EABTIEURXEN IP it FE

« modify-vpc-endpoint-service-BEti& ( ) AWS CLI
. #®m¥E EC2 VpcEndpointServiceConfiguration ( BARRENIE ) PowerShell

EEE

BABRERENER , UEBERBEBFERRETHRR NS E.

EREERA ALK REEEER

N o o bk~ e Ddhd o=

£ https://console.aws.amazon.com/vpc/ BIRX Amazon VPC £ &,
HEEEEKSF |, BIE Endpoints Services (7 2 ARFE)-

EH VPC i B R

#1Z Actions (E1fE). Manage tags (BEEZH).

S SEEHEWER , FH5EIE Add new tag (FTIBER) , A2@AZBNENE,
EEBRER K BREZESBNELAAMN Remove (BER).

BERE

ERAERERENRHEREEER

1.

£ https://console.aws.amazon.com/vpc/ BIEX Amazon VPC £ &,

EEER
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https://console.aws.amazon.com/vpc/
https://docs.aws.amazon.com/cli/latest/reference/ec2/modify-vpc-endpoint-service-configuration.html
https://docs.aws.amazon.com/powershell/latest/reference/items/Edit-EC2VpcEndpointServiceConfiguration.html
https://console.aws.amazon.com/vpc/
https://console.aws.amazon.com/vpc/
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2
3
4
5.
6
7

HEEEEKS | 82 Endpoints Services (i BARTE)o

ZE VPC i EBRTS , AA%i12#2 Endpoint connections (i 2iE#R) R5I1EH.
REUR AR | SREIRIE Actions (B14E). Manage tags (BEEBER),
SHYSEEFHENER , FBiRIE Add new tag (FTEER) , RARWAZBNWENE.
EEBRER K FEEEEESB/NELGAH Remove (BIR).

BERT.

ERAERERENRINRBFIEERR

1.

N o o k& w0 DN

£ https://console.aws.amazon.com/vpc/ BEX Amazon VPC £ A&,
HEEEEKF | 82 Endpoints Services (i BARTE)o

ZEH VPC imBiBRTE |, AREIEIE Allow principals (L FF X 88) REIER.

EEERE |, ARERIZEIZE Actions (B11E). Manage tags (EEERK),
SHYSEEFHENER , FBiRIE Add new tag (FTEER) , RARWAZBNWENE,
EEBRER K FEEEEESB/NELGAH Remove (BR).

BERTF.

EEEABT I ENBRER

- create-tags M delete-tags (AWS CLI)
- ¥ EC2 EE MR EC2 BE (1RE L&) PowerShell

EE VPC I B R7&HY DNS &1

BB REEATUSE IR RBREILS DNS 2B, ERBRERVECHRENLHE DNS BBELHR
RERBHFAE DNS 28, R EEETTELEMEARELH DNS BBV EAEAREN, EAK
MR B RIS ERE DNS B2l , BLAAYTHREMEERIRE  URALEE2BET.

ZBER

- IR EARF R AEBER — @38 DNS B,
« BAERILE DNS BBEY ARH , MERARBEESE VPC hiv [ MRESS seE4THH DNS &

i S

EIE DNS 218 94


https://console.aws.amazon.com/vpc/
https://docs.aws.amazon.com/cli/latest/reference/ec2/create-tags.html
https://docs.aws.amazon.com/cli/latest/reference/ec2/delete-tags.html
https://docs.aws.amazon.com/powershell/latest/reference/items/New-EC2Tag.html
https://docs.aws.amazon.com/powershell/latest/reference/items/Remove-EC2Tag.html
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- Gateway Load Balancer in 3 F X EFf,\H DNS &8,

- BRTRBERE K SXARELAEEHMEBRNE DNS #H7HE,

o WA LBRR FRENMEIE, Fli0 , B LR example.com , TIE a.example.com, 0 RFC 1034
FFTR |, {8 DNS EEBHZ A LA 63 ¥ , MEEREEBNERETSHEIB 255 BF .

MREFIGHEHAM T RE , BN ERE FRESERE. flm , BREREE —@ a.example.com &
BB M example.com, BB b.example.com #iAFAE DNS ZREH I8, BSHEBELRE
example.com B} b.example.com , RIS EEE FREFEAZBE,

WA R

ERMEE — A I B AR TS (DNS) SC8kHHER , MAIEIR DNS REEREBIELILHK, TXT iLiFx=
—R DNS e EE |, TREANEHRENESEF. AEBANEER. EREFBES , BLEHK
TXT s E LA HEER DNS RS,

ERMEMER DNS SREREREFE TXT i , MEFMEEREEES TR,

Frigicex® , WA LIEA Amazon VPC £ ERERERBEFNMRE, EEEEFRP |, EE
Endpoints Services (i B iR#). BEUR B R , ¥R E Details (FEMEF) EHE S Domain verification
status (MAEERFEMRE) WE. NMRPERIFEABERE K BESLIEWSHEEER, WRFE,
BRI LA\ F BB BB IE T, B Actions (B14E). Verify domain ownership for private DNS name (5% 5
F.E DNS BB AEEFTEHE),

ERFRER verified (EBRFE) i , 45 DNS BB AIHBRBEEEMEA. WRBREREEEF | HH
BERFRGEREE  BERANERTXEE,

IMRERFEARRES failed (KRB , FFEZ B the section called “¥3 #7813 5 55 B REE (T ER B HE AR,
EHEBANE

BRMERMEEE TXT &P EANSBIAE, Bl , EFAE AWS Management ConsoleH 7] A,
BEEURERE  AERSERHERE Details (FEHHER) EHEFH Domain verification name (#8135
£ 78) M Domain verification value (#8155 #E). EB /LA A T % describe-vpc-endpoint-service-
configuration AWS CLI 5 55 3R EVE B3 16 E i B IR 2 FAA DNS B BEAEBHEA.

aws ec2 describe-vpc-endpoint-service-configurations \
--service-ids vpce-svc-071afff70666e61ed \
--query ServiceConfigurations[*].PrivateDnsNameConfiguration
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https://tools.ietf.org/html/rfc1034#section-3.6
https://docs.aws.amazon.com/cli/latest/reference/ec2/describe-vpc-endpoint-service-configurations.html
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THla&flwEmE, SISERS TXT SLEEEE A Value M Name,

[
{
"State": "pendingVerification",
"Type": "TXT",
"Value": "vpce:1l6p@ERx1Tt45jevFwOCp",
"Name": "_6e86v84tqgqubxbwiilm"
}
]

Flin | RERIEHEIE B A example.com , M Value # Name MBI E MY &3 6lE B R, T2 TXT
FCEkER EE B,
z28 Type Value

_6e86v84tqgqubxbwi TXT VPCE: L6POE 45 RxITt HJt
i1Tm.example.com

BMEREMEA Name EAREKFRE K RAERPHABIREESESLAP. TiB , MWREH DNS 12
HETAF DNS iR BB I SRR , B LIERL " _6e86v84tqgqubxbwiitm” , M7E TXT FCekFERE
F "example.com"s

MR "_6e86v84tqgqubxbwiiim.example.com" 2 # , R EE & AT LAEH "example.com" = F
#8138 (%0 | "service.example.com" B "my.service.example.com")o

18 TXT Lk ENE A DNS A ARER

T8 TXT e &R ER M EA DNS RRES 2 R SR IREH DNS REHERME TR, £ DNS #
FERS AT BER Amazon Route 53 =% — B8 BEIME,

Amazon Route 53
AEN L EBREEEHEH. FRTIMNE

« B Type (BH) , #E TXT,
« ¥ TTL (Seconds) (TTL (#)) , & A 1800,
- ¥ Routing policy (BHBR) , 5518 Simple routing (B{EEH).

#TIE TXT S8R 2E MR DNS RS 96
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- &r¥f Record name (FE& &) , A AREN FRE,
- &F¥f Value/Route traffic to (E/#$RER B E) , F ABEHREE,

WMEFMENR , 552 (Amazon Route 53 B ABIEE) FMFERAFEAE I,
—REF

BIEER DNS RHUENBE LB ABHIRS . EREEAEFRMEEMN DNS ik, URMREUNERE
FMERHE TXT #28%. DNS RHEMAUTRREFEESIE 48 MyF AIEN , EREMKEABEESRR,

WMEEERWIET , F2H DNS REEN XM, TREMHREMEE R DNS REENXHER, WEE
WALH , B FRHELNFRENERIRBHES,

DNS/FEE it FErs M AERE

GoDaddy I8 TXT 8%

Dreamhost #7138 55T DNS FE#%

Cloudflare S DNS icék

HostGator £ HostGator /ENOM & DNS it %

Namecheap W4r] B 3R AV A8 18 FTi8 TXT/SPF/DKIM/DMARC FE 8% ?
Names.co.uk 25 &IREA DNS RE

Wix FESRHY Wix BR 5 AR #TIB SR ERT TXT 5oék

BME TXT iCE B %M

B ERAUTESER  BEEWIE DNS 2B G E TXT S0 C EERMAEIZ A DNS [R
2o BT nslookup TE |, BiEAR Windows F Linux.

AT ALV EERAREN DNS AR , BASLARRT S EBEMN TS up-to-date EFfl. #
HEAGEH A DNS [ARFTaeFEE — LR,

B RHFEMN TXT ieix 2R MEEr DNS AAR:R
1. FERAUTHSRERBENEBRARSR,

BE TXT CERECBM 97


https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/resource-record-sets-creating.html
https://www.godaddy.com/help/add-a-txt-record-19232
https://help.dreamhost.com/hc/en-us/articles/360035516812
https://developers.cloudflare.com/dns/manage-dns-records/how-to/create-dns-records/
https://www.hostgator.com/help/article/manage-dns-records-with-hostgatorenom
https://www.namecheap.com/support/knowledgebase/article.aspx/317/2237/how-do-i-add-txtspfdkimdmarc-records-for-my-domain
https://www.names.co.uk/support/articles/changing-your-domains-dns-settings/
https://support.wix.com/en/article/adding-or-updating-txt-records-in-your-wix-account
http://en.wikipedia.org/wiki/Nslookup
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nslookup -type=NS example.com

WHEIHREHGEENEBARSR. EET - SREEIEP —ERRSR.

2. FRAUTHS , MR TXT IBREEMEEM , HH name_server REEL—RBIBRHPHRIINER
ﬁﬂ&%&z_o

nslookup -type=TXT _6e86v84tqgqubxbwiilm.example.com name_server

3. ‘EL—SwHs , B text = REMFHE TXT EHERF.
EEMNESP , IREHEEREN K BEEIEUATAR,

_6e86v84tqgqubxbwiilm.example.com text = "vpce:16p@ERx1Tt45jevFwOCp"

HiF AR E R EE TR
MEBARBRF LK , THEFAE DN BELITRBIER.
- RSB DNS JRELE R AKE TXT RESBTEAKR. MBLH DNS REETAFERR

R, B ERE TXT RSP EERERR (Bl | "_6e86v84tqgqubxbwiiim"),

- FESRIRH) DNS 2 E R B CHSMAEEBHNE TXT BENER. AL DNS i2EEE B8 EMEE
HEBHINE TXT BHENBUEEHE. ATERAEENREERE  BERL TXT BEEBEAREERE
EBEMNLEA%E, ESEHEM DNS 2EE K EESBESZ B INE TXT i2&&.

- TEFREH DNS RIHERABCH DNS iBSRERUAEXANEFR, REERBIENBHERER
MRENETSHAR BT SHRTBENEIE., R DNS 2HEHK TXT BEEEEARFER /N
EFR , FHEMMASRTGE.

- BOUREEZRRIBFENBEL , BAEZEZFAEHNZE AWS IRE, MREH DNS ZHEHEFR
HEEESESHEBM RN TXT 84k , BHEEHN DNS BHERBAHEEZEABLEEIKR
BHER TXT 528, N, IR &R DNS B Amazon Route 53 & |, BAI LMEA T HIREF.

1. £ Route 53 £ AH | BELEFE —EEEHBREBMEFFTEILLN TXT L%,
2. §t¥t Value (fB) , BEREBMUHENKERE , RERIZ Enter &,

3. M HMEISNBMEE A RARFEFLES,

WRIEHY DNS REEFAFEH ZEERIRIGHERA TXT fiixk , BUER TXT EEBHERES
MERRE—XBE  YES - RRIFPRBUERBIBRZE. T8 , £RERIAENEIMIR,

HipERwEBEETE R 98
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BEWm R BRI S ARV IR EE

EEMEIBA , ERRERREABGSESHNRE, fiN , BESREBERERE
BT B4,
5%

« E SNS EA
- FIBFEUBGR
- MBEB/BER

# 1 SNS BAH

AT SEREN T ABAET Amazon SNS 88 |, WETREZIEE,
EEFAETRART RERENEN

1. 1£ https://console.aws.amazon.com/vpc/ BIEX Amazon VPC £ &,
HEEEEFKSF |, BE Endpoints Services (7 2 IRFE)-

12 H i R AR S o

£ Notifications (B &) &5|#FE,+ , i#IZ Create notification (EILEH).
# Notification ARN (BA ARN) , FFEIFZEILM SNS £EH ARN,
HETREH |, B¢ Events (B4) HIEEL

I

 Accept (%) - REBRHEEFZIERFI R,

- Reject (IE#8) - R H BB ERF KR,

» Delete (MBR) - BREEEE MR EIRER
7. iZIZ Create notification (B3I EAH).

HEERADTIE ViR R EA

- create-vpc-endpoint-connection-i&@Al ( ) AWS CLI

- ¥ EC2 VpcEndpointConnectionNotification ( 2% PowerShell T& )

BRI RE B IRE
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https://console.aws.amazon.com/vpc/
https://docs.aws.amazon.com/cli/latest/reference/ec2/create-vpc-endpoint-connection-notification.html
https://docs.aws.amazon.com/powershell/latest/reference/items/New-EC2VpcEndpointConnectionNotification.html

Amazon Virtual Private Cloud AWS PrivateLink

#Ti8FEUBUR

EEFEURRIFTIEE SNS £/ , AWS PrivateLink LMERREBMGEH , TR, MEFMAEA 5
SR WNAHREIRA Amazon SNS EEHEFEUBER ? £ aws:SourceArn # aws:SourceAccount
SIEFRGEE  UFILEREEEREANER.

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": "vpce.amazonaws.com"
I
"Action": "SNS:Publish",
"Resource": "arn:aws:sns:region:account-id:topic-name",
"Condition": {
"ArnLike": {
"aws:SourceArn": "arn:aws:ec2:region:account-id:vpc-endpoint-service/service-
id"
1,
"StringEquals": {
"aws:SourceAccount": "account-id"

BT WBUR

WMREEAMER SNS £/ , B KMS £|HERR AL EEE AWS PrivateLink = BEFEAL AWS
KMS API 1E3£, SRBUEREFIMT.

{
"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Principal": {
"Service": "vpce.amazonaws.com"
1,

B FEUEEE 100


https://aws.amazon.com/premiumsupport/knowledge-center/sns-edit-topic-access-policy/
https://docs.aws.amazon.com/IAM/latest/UserGuide/confused-deputy.html
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idll

"Action": [
"kms:GenerateDataKey*",
"kms:Decrypt"

1,
"Resource": "arn:aws:kms:region:account-id:key/key-id",
"Condition": {
"ArnLike": {
"aws:SourceArn": "arn:aws:ec2:region:account-id:vpc-endpoint-service/service-
1,

"StringEquals": {
"aws:SourceAccount": "account-id"

) R v 366 PR 75

i B AR R AR B AT MIBR. WMRBEMiHEEZZER available 5% pending-
acceptance AREERV IR BEARTE , RIS EMI BRI B AR

MBrImFE R T EMREBRN AR TER W FeXEN R VEHRE SHAZMNEAEXARR,

B B T2 6 MBR R R

o K~ w0 Dd =

£ https://console.aws.amazon.com/vpc/ BIEX Amazon VPC £ &,

HEEEEHKSF |, BZE Endpoints Services (7 2 ARFE).

12 B B AR S

iZIZ Actions (B11E). Delete endpoint services (MiBRim 26 RTE)o
HIRMEERIRTRE | B8 A delete , ARKIRIE Delete (MBER).

& B A a5 5l M BRuw R AR A5

« delete-vpc-endpoint-service-El& ( ) AWS CLI
- flBx EC2EndpointServiceConfiguration ( EARREN TE ) PowerShell

WIFRTR B o


https://console.aws.amazon.com/vpc/
https://docs.aws.amazon.com/cli/latest/reference/ec2/delete-vpc-endpoint-service-configurations.html
https://docs.aws.amazon.com/powershell/latest/reference/items/Remove-EC2EndpointServiceConfiguration.html
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05 5B P EEENEE AWS PrivateLink

AWS Identity and Access Management (IAM) A i BI R EEE L2 1R H AWS EREFEHE, AWS
BR3%5 IAM B SR H ML ATLUBEB & M EE (BA) NRE (EE#ER) REMA AWS PrivateLink &
Ro IAM ZETLAERAN AWS RIS , MEENTE,

B &

/i

- FREDEBE

- FRABRKEEFIE

o }0{aJE2 IAM AWS PrivateLink &8l

- UE 5 #EBRERNEFERIESF AWS PrivateLink
o FRAMmBBURER VPC i 2R % Hl 17 B

c/kes

&5 AWS Identity and Access Management (IAM) WA REEMATRE , EBEURAEEHITH IE
AWS PrivateLink,

RISCEF & — WREFER AWS PrivateLink lRFE#T T , AIEEES S /LR FAVFIEMER,
ERMEMEZ AWS PrivateLink hREREX TIEE | BRI EEHMER, THREFEFFTNEELRX
A 17 B R B B & 5K IE R RT Al

REEEE — MBHREEF/NTM AWS PrivateLink EiR , B seEE T BN FZEUE AWS

PrivateLinko. RTE &M RIS A & FEZFZEUIFLE AWS PrivateLink HEERE R 2SN T/E, 1EE |, B4
BRARERERBEN IAM EEE  REFLREFEHENG T, RELEELENER, THIAMPE
A=

IAM BIES : MREBE IAMBEE K BEREEZBNMBEBEUEIE AWS PrivateLinkFEUE R 340
B

e/ & 20 B sE

BESEAWS FAFIRBEANAR. BXEN IAM FAE S 2 HEREE IAM SEETRE (BA
AWS), AWS tIRFERERE

i 102
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B LAEREIR AWS B2 BRI RIRIEHNFER , UBSF 2B 2 2E A, AWS IAM Identity
Center (IAM 270 FRE, ERRNE—BZASGDRFE , UREH Google = Facebook & A& #
HMEBESH2ERBNNES, BUBESESEAR  CNEEELNCRESER IAM BENEBIESE D,
BE AWS ARBEEHE K SeHEREAR,

BRIBENFEREER | & LL% A AWS Management Console 5, AWS ZERA O#L, MEFEZEA
HEFEE AWS |, FF2B (AWS A FHIEE) AWS IRE S H & A BN,

WMBRE AWS X ERETHNEE , 55 AWS 2HEERAREMN (SDK) MaswF @ (CLI) , AMERK
WRBUMBRFRELBER, MRAFTFEHAWS TE | BIXEHITEBEER, NEFHREN S EEH
THEEBHRNWEMER , F2H AM FRHERETHEE AWS AP| &R,

EREERAES S REN L SURBFERMEINRZEMEN. flln, AWS EREFERZE
EXBE (MFA) RIEMRFHRZEME. WEFHEEF , F26 (AWS IAM Identity Center fEH &5
M) PRZEEZREN (AM EREER) FHE AWSHEAZEZZERE (MFA).

AWS tRF BERE

BRI AWS tRF B8R —EEASIRE , X80 TBEFIXIRFPHREER AWS R
MER. LEDHEH AWS 1R root A% , IEBEALRAREMIRFNEFBHBUANBRHTEA
REN. BARBETEURCEAEREAREX. RECHREAERR , WEARYTREHAR
EREATHNER. NFELEBNZRFE , THRFUREHAEEANES , F2R (AMERE
B PRNEEREAEBENES.

L =)

REFEZRERABCERE (CRFERAREESFIENERE) ARG RFRMENER , S
REEA RS AERETFE AWS R o

BEEoHRIERECEFEAEEHENFERE, Web B0HEBIIRME. Identity Center B , SHER
BB 5 9B R IR AN ERE T FE AWS R BEMFEHAE. AWS Directory Service[d BB & 7 77
HUEF AWS IRF | i 2RBERAE  MACAIRMAKRIRE,

HREFXEREEE , RPEZREEHA AWS IAM Identity Center, XTI ELIE IAM Identity Center #
BAUGAENEE  SNERIESENESHSBBKERFHN—HERAENEE , LEEMEERARE
XN AWS 1RFE MERABERFFEH. WME IAM Identity Center BIFEME R , 52 E (AWS IAM Identity
Center fEA#&E1EM) FHTER |IAM Identity Center ? o
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IAM f5£ F3 & R & 4H

IAM EAEREATNE S , B AWSIRF BE-ABSEARANEEFT. ERERTRKE
mEERRE L MAREEEURHERE PINEBANFINEER) Y IAMERAE, ERURBEEAR
PIRERERIBREN IAM £AE  ERCHREFNESR., NFFHESR  F2R0 (AM EHEE
) https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#rotate-credentials # #Y £
FERPBENEARGENRBREFNSIEA.

IAM B3R —BIEE IAM EREEENE Y. BEZXUBES P EE, S UFERBEX—XAES
BEAEEEHT, HEATEEEAEFAEFINEFEEEARS. fl , BullEE—EEA
IAMAdmins BB |, Win FRERBHEEE IAM ERINEFT,

ERERAGTE, FRERGRE-ASHEAEXNEZIRE K BAGHNENREHEMNRZEECHNA
EHE. EAEHAXKANREERE K CALERHERERE. 2E-—STH A F2H (AMEA
EHiEE) PHERY IAM EAE (MERD) WRHE.

IAM B &

IAM S &2%8 AWS tRF AFEEREFTTNED. TELUIAM EHE , BTFESFEN A SHEEB.
A LAY AR | EREERT IAM 7, AWS Management Console & 1] LUEBFEAY AWS CLI 5
AWS API fE¥ESRFEA BHFT URL REEEAE. NEERAACNSGEFRENR , 28 (AM EAEE
M) PHEA IAM A,

EAERREN IAM BBETIERPIEEER .

- BESoFEREFN -BEQBES2ERSY , FRYAR  YAABGERNT., EHESHE
TEYPHRER , XFI-7EEACEVER  YERTHAGEENTT. NEHSAGHNHEEBEN ,
w2 (AM EAEER) PHAE=S5oHERELAEG, WREFEA IAM Identity Center , 8l
TERETTE, ARG, RB|AETLUFIAAZS , IAM Identity Center 5T T 5EEE IAM R A
BN, MEBREITENER , F2H (AWS IAM Identity Center EFEER) FMFFA &,

- HEIAM FERERT - IAM FAESACTUET IAM ACRERHBETEEATENGT,

- BIRFEE : ZAUERA IAM AG , AFTERFFHNEA (EENER) FREKRFHNER. A6
ERTHERFEIENEESR. B2 , HRAKLRE AWS R , &0 USRS E M MBI ER
(MTAREAACERARE ), BEETHERFFIENEREBRENEZR , F20 (AM £H
EEBE) 90 IAM SEEEREEBRNER,

- BIREEE — BY AWS R £AHEM AWS R#EIhee, flwn , EEREREPETEWYE , ZRKE
BE®E Amazon EC2 F#{TEARX W4 EFE Amazon Simple Storage Service (Amazon
S3) ., REARESFERAFUERNTT. FARKEACIERARKERSCRUITIIESE,
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- BEEMITERER (FAS) — EEMER IAM ERESAGEFHTEER AWS , EERELE
B, ERELERKE  SURENATEEDE , EMETRARBHAB S —EEHE. FAS S
ERWUAER AWS R , WHESER AWS R B T HEBREZHER, AFERBUIIFTER
H AWS BR#% B REB T ETRIFERE , I8 H FAS R, BMEBERT , ELAERHT
EMERERNFTR . MFRE FAS BRENBERFRER , F20 (BREFNITERER) .

- B AR - REACEREREIN AM A6 | TRREHTEE, IAM EEE TR IAM RE
3., ERAMEBRERE AR, MEFMAER , FSE (AM EREERE) FREIABUEIRTT
B AWS BRI ARFS o

- BRERAE — RBERACRERE. AWS RERBTUBEARENTRHENEE, REE
BAGEERNEENT , AWSIRF BEBRBRBEFAE. IAM EEETLUMAR | BFaemEREE
AR,

* 7 Amazon EC2 E#THEREN — ErILUER IAM B EREEE EC2 HITEE LATHERARE
ALK B AWS CLI 3 AWS API FE RV IRIF B A E R, ERTE EC2 THERAFHFHERNER
HHHX. BEKAWS BEERE EC2 HTERYEREGHMEEARN , FEEREHTER
METERRERE. BTERREETSXAE , YA TE EC2 #TER LI THEXBSEREMY
BE. WEFMER  F2H (AM EREER) PHEA IAM BERETFEFA#E Amazon EC2 #
TER EHITHEAER.

FETHREEER IAM AGH IAMEAE  F2R8 (AM EREER) PREY IAM A6 (M3EE
H#E) R,

E AR EE 7 EUE

WA LAE AWS BRI R R EHKMIME AWS B9 B RERREHPHEFER. RRAIZ—EYWH
AWS | BB RS RBINEREREE K SEXRHER. AWS EXSHE (FAE. oot FAESAR
THERER) BHERE , FMHEEFRR, BRPNFTRERBAFIIERHER. KZHEFEAE AWS
LA JSON XX R FED. WFE JSON BEXHEBINABRWMEEEN , 528 (AM E£AEE
&) FH JSON BURHBIE,

EEEWLER AWS JSON BERRIFEEH AT AFIMBLERS, thRIEHR , TEEBEFERGET TN
Y EERITHEEE.

HEREBERT , ERENACRKRAEFT. BERTEAEHEMZERITDHFENT , IAM EEET
BLEM IAM B3R, A%, EEETUE IAM BERHEEAE  FAEERRTELAE.
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IAM BURERZBENTA , BREERTES ERBTRE, fl0, BREREE—EAF
iam:GetRole BMEMBIR., EAXREAIMMERE AL AWS Management Console AWS CLI, =
AWS API RBABE .

S BBGR

SoBRBERETLUERET G (flin IAM FAE, FAEHEMESRAR®) K JSON FFABEX 4, EL
BURT 24 5 o EMEFEG TR Y MEERIANTHLESE, EETHRINAEI S ERBEE | F2H
CIAM EREERE) PRET IAM BUR,

BrBERRUTE-S T ERARBRIAZERR,. ARBPRSEZARINE-—FHE, HFEAIAR, X
EEARIE R IR |, BRI LUSEM MBS AWS 1RF. SEBRSE AWS ZEBRNEFERE
RUREE, BETHRNAESEBREARBKREERE , F28 (AM £RAEERE) PHEZEBREMN
REREER ERE.

EREBXR

BERBBERREZEEIERMN JSON BEXH, EREBENREREHIZ IAM AEEFEBERMN
Amazon S3 REEIFBEX, EXEEREBRNEREES , REEEETUFERACAHREHESEER
WEEER. SRNBEENER , RS EEREEN ZB I LIEZERATHNEEUREMEFY
THITHEE. ELAEEREBRPIEEIE, FSRETUSEIRS. €A%, A6, ABEEAE
H. AWS RIS

EREBRRNVNAZBRBEFHRAREEK, SEEFENERAERIBRBER IAM B AWS XEIK
Ho

FEUZR 4175 (ACL)

FEUEFIEE (ACL) ATEFIMLEXRE (RFKE, FRAENAG) BEFHEERRNFFAT. ACL EER
EREBEK , BEMAER JSON BERMXHER.

Amazon S3 F Amazon VPC % & ACL HRIE &S, AWS WAFEEHE— T ACL , 52
{Amazon Simple Storage Service B A EEm) FHFEUZRHIEE (ACL) B,

Hin BeREHE
AWS ZERMBETH AN RAEL, ELRRENTRERE RRRENETENRAT T,

\)ﬂ

B

- FFARR  FAURRE—EEMR I , THERES S EBRERT IAM ER (AM E£RERHG)
MBAFFA. BUNAERREFAIRR. MEENFITERERNS D EBERMEFT I SRR
E% Principal MU EEEAERACNEREBRRATEZIFFITRRARSE. AAEE
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FBERPWARERTSBEEZRAT. UEFTERNEBENR , 28 (AM FAEER) B
IAM EREFFAE R,

- FRIGIEHIKEE (SCP ) — SCP 2 JSON KB , ARIEEHAEMBMEMBMEN (OU ) R KER.
AWS Organizations AWS Organizations @ —EAR D EMEF EBR R ERE AWS IRF BN Z@E
R, BEMAEBTOMMEIIRE , SRS REIEH B (SCP) ERARIEARAAERS. SCP R
FIRERFPEBVER , IESME AWS IRFRFEAERS . WF Organizations 1 SCP Ky F¥4H
B , 5528 (AWS Organizations fEA&EEE) T SCP BHEAR,

- THERERBE : TEMEBRRE—BEREE , U EEERBEANSREVACGHBES S D E
RENERTERRE  FASHEE. MELATEMENATEREAESAGHNE I ERENT
EREBRBENRE, SFAETURBEREEE, MAEERRTNAREENS BRI, 0T
HAEF , F2E (AM EAEER) P TERBRBER,

ZRBRER

REZERRERERIFRE  HEREANAISEREMR, EMHBELIER, BETHENFAEIRZHE
BUREHE AWS ERR E‘Faﬁik A2 (AM EAEER) PHBERGEEE,

n{al B2 |IAM AWS PrivateLink 1&g &

EEER IAM EEFHUHERR 287 AWS PrivateLink , 555c 7 f2HRLE |IAM ThEE R ELEH AWS
PrivateLinko

A LU ELE A/ 1AM ThAE AWS PrivateLink

IAM Zh&E AWS PrivateLink X
55 HBE 2
SRR 2
BRBHE =
BRER =
BEGEREIR (RBEE) 2
ACL &
ABAC (B5 B ) 2
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IAM Zh&E AWS PrivateLink 3%#

B AR 2

e Hilo) 2

REAE &

RBEEAE B

B ZRABRAMATEL AWS PrivateLink & Bt a0{A £ AWS BR#E B RS 1AM Th8E , F2E IAM £

EISE R ER IAM BEERHAWS BK.
LB 7R AERME B AWS PrivateLink

XESGDEBE =

BoBEBERTMLLGEES G S (HlM0 IAM FHE, FREFHESAR) Y JSON FTEE X4, B
BURT B4 5 o EMEFEG T MEERIANTHERSE, EETHRINAEI S ERBEE |, F2H
CAM EAEER) PE IAM BUER,

£/ IAM S BEBER | BUMIEEAFRIEBNBENER , UREMERG T RAFREEBIME. &
EELESSERRPEETR  RASESEAZEENEAESAR, METHRELE JSON BERHE
RBFrEtE , F2HR (AM EREERE) T8 IAM JSON BETES £,

L& 2585 A E M AY R €65 AWS PrivateLink

ZE TR LL AWS PrivateLink 0 AERWFERIES |, F28. e oHEAERN EAEH AWS
PrivateLink

DLERAEBHBER AWS PrivateLink

XEUERERAYBUR =

ERBPBERZMINEIERHN JSON BERXH, BREBRNGEE REFIR IAM BeEEEERAN
Amazon S3 fEFITREBR. EXEEREBRNEBEHS  RBEEESETUEACAREFHBEER
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WEZEER, WRAMMBENER , BEREERIEEN T B 0 AEZERHAITHEEL R E MEFG
THITNEE, EHBEEEREBRTPEEEIE. TSHEETUGERS. £A%. At. BEFERE
H, AWS IR

HEZMABIRFER , SUlEEEHMIRFANAAEIRSSN IAM EE | FREREBRNER, &

BERFEIREZEREBR  RAREVEEBRRN —*, EXTRNERURTEE AWS tkF , ZEEF
REHH IAM EEEHXARETRER (ERAENAC) ER , TeFMER. AEBES S BEEE
EEIERRREFT T, T8, REFEBPREAMEERFPFHNERRETFE , ERMAFERINN
BoREER, FEFMAER , F28 (AM £RERER) FH0 IAM BEeEHEREARKREMNEE,

AWS PrivateLink R F—EBEANERAERNKE K BARKMKRE, HEBEREHIWHL AWS £
B AR FERE R, MEFHMER , 552 E the section called “Ui B BE",

B B AWS PrivateLink

X EHREME =

EEEWLER AWS JSON BERRIEEH AT AFIBLERS, thHMIEHR , TEEBEFERGT TN
YA BEERITHEEE.

JSON BURH Action TEBRE T AR AFHIEBBR IR EIMF, RRAUBEEFREB
AWS API EREBHREIN AR, B—LEHI5GRR |, FIENL BHARFE AP RENERFFTEMF, E—
LEEXFERRPNSEBE, ELBEINNBIERBIBKEE,

BREEABERR THITHBBB N,

AWS PrivateLink B2 Amazon EC2 £#ZH API s B 2=/, FHREEEEEEZH AWS PrivateLink
FERATHRER :

ec?2
MEEE-RREXPEEZEESE , FRERS K.

"Action": [
"ec2:actionl",
"ec2:action2"

BEREE 109


https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_principal.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_compare-resource-policies.html

Amazon Virtual Private Cloud AWS PrivateLink

BUALUERBRAZER () RIEEEZEEME, flan , ®EREERTER Describe XFWAMEEE , F2
SUTEME :

"Action": "ec2:Describe*"

EEEF AWS PrivateLink BIEBFE |, 552:E Amazon EC2 APl 2Z R JAWS PrivateLink E14E, 0
EHINER | B2 (RERESE) FF Amazon EC2 E&M Bk,

WK ER AWS PrivateLink

X EBRER =

EEEWLER AWS JSON BERRIEEH AT AFIMMLERS ., thRIHR , WHEEBEMEHRE T T
B BEERAITHEE 4,

Resource JSON BERTEZTEEEZEEABENYH. AKX XAEEE Resource = NotResource
TE, REEEEMFEAE Amazon Resource Name (ARN) RIEEER, Bt EREERER
HEME (BAERBRFET) KEEM.

HRAXEERERFTAINEE (PIF HiRE) , FEABRAFER () RRTEEAXBRARFABEER.

"Resource": "*"

BRIk 5188 AWS PrivateLink

X BRI EBR GG 2R =

EESWLER AWS JSON BURRIEEH T AFIBLERNS., WHMER , WEERETBEERET AR
AT EERANITHES/E,

Condition 7% (H Condition Ei#R) AIBEEEFERRRN ERNEL. Condition TREEEAE
B, #AUEIFERFTEE FHRFEER BINERAR/DR) , REBBERPHRGERBERPHE,

ERERRRFPIEEZE Condition tE , AREE — Condition TEFRIBEZMEESIE , AWS
SEAEE AND BT MMM, MREBAE—RHRSIBIEELSEE , FEAEHBOREER AWS 5T
Rt DEFESFEGRG , TERERRXNVETFT,
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BHTM L EEEREEFERAEZSNVERE, fln, BUUREFREERAE IAM £AEZBERLR ,
BERERNFUIRTEIAMFERE, WEFHAER , 528 (AM E£AEER) 1 1AM BE T
% BENER,

AWS X E2EFASRANBBBEFRG TR, EEEEMA AWS 2EK4ER  F2H (AM £
E1Em) PHAWS £ EEHRE SR,

THIME 245 E R AWS PrivateLink :

* ec2:VpceServiceName
* ec2:VpceServiceOwner

* ec2:VpceServicePrivateDnsName

BETHRETUERBLEBENEREARG SR 5B E Amazon EC2 EEH E)F,

ACL £ AWS PrivateLink

<& ACL a

TFEUZFIEE (ACL) FTEFIBL TR (RFKE, FRERNAC) HAFIEERNFFAT, ACL EHR
ERAPR , BEMATEM JSON BERMXHFER.

Bl 2 52 B2 AWS PrivateLink

18 ABAC (% h 011 =

B R FHUES] (ABAC) 2 —EREXE , TRIBEEBMRERTA, £+ AWS , EELBUBATER.
B G RE IR IAM B (ERERAG) MFFS AWS BiR. KERBNERNLFERR ABAC HY
B—F, BEZERST ABAC BE , A ETENEREHERA TN EREBRMEFRERE.

ABAC EMRRENREFHEREY Yt ERREELERERKRERAH.

EERBERILHZE , FFH aws:ResourceTag/key-name, aws:RequestTag/key-name 5
aws:TagKeys k&8 , EEERNWGEGTESD , REEREA.

NRBHEXESEEREENLF=BRGER  RMEZBBMS , EA Yes. NRBHEIERELER
REEN SN =EFkH<® , AEA Partial,
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WMFT ABAC EHHAEH , F2H (AM EREER) PHITER ABAC?, NEEESHRE ABAC
FERNHERE , F2H (AM E£REERE) PHOEABEEFEES (ABAC).

A B AE R AWS PrivateLink

SRR =

EFERRFRIEEGE | HL AWS R FEER, MEHMER , BIEWLE AWS RS BEREFE
AERHEEAWS k7 £H , 5F2E IAM EREERPH IAM,

MREERARTEAEEBNBBIUNNETMEERZA , BIBIEE AWS Management Console 5/ &
I, B, EEAWS ERATNE LA (SSO) ERERE , XEFEADR Y HEEE, &
BUERESHBAZRE  RRVAAGE  CEEDRYKRNER. IRVAAGKIEER B
20 (AM EAEER) FRUREAS® (F28).

AT LAMER AWS CLI 5 AWS APl FEIZU BRI EAER, RE , BuUFERAELEREAETRRE
B AWS, AWS BELHEELBRIFEAELZR K MAREARPENRSE., MEFMEEA  B2E
IAM RV E B Z 2 RE.

Y 5 IR 7% = B2 FE PR AWS PrivateLink

XEETFIITERER (FAS) 3

ERERA IAM ERERAREFHITEER AWS , CERRATR. FARLEREE , SRS T
REEE  EMETEREPRE S —EEE. FAS EEATRFIUNER AWS IRE , LHEESER
AWS fR# BT RFRBEZRHER, AEERBRIFTEREE AWS R tEREE T RETHATERE |
FEHE FAS BR, ERIBERT , ELAEFYTEMBEBENFTTT. WFRH FAS BRENBREF
WMEFR AR (BREFHTEER) .

R A & AWS PrivateLink

XERBAG -

REAGRREETN AM S€  AIREMTEE, IAM EEE LR IAM RE., 18K FNM BR IR
Af, MEFMEENR  F2lH (AMEREERE) PHETAGLUE IR T AWS RIERE,.

i B R R 112


https://docs.aws.amazon.com/IAM/latest/UserGuide/introduction_attribute-based-access-control.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/tutorial_attribute-based-access-control.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_forward_access_sessions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-service.html

Amazon Virtual Private Cloud AWS PrivateLink

RS E 4L A & AWS PrivateLink

XERBEEAE, )

BHEFAGR-—EERE. AWS BRERBIUBERAKREVNTHENAE, RBEERACERATRE
BHH , AWS IRF BEBRERBAE. IAM EEEWURE , ENERERBERZSERFTT,

L o#E R AERN R AE 5] AWS PrivateLink

RIFTEER , FAENAGTEMEILRIEH AWS PrivateLink BRHER, ffithEEER AWS
Management Console, AWS Command Line Interface (AWS CLI) 2% AWS API R#11TT/E, BER
THEAEHHMEERVITEENTT , IAMBEESTUREY IAM BUR, A% , EEE WL IAM
RMEEAG , EREEREBTELAR,

EETRAOAERIE LS JSON BERXHEI IAM S5 EBER | 20 (AM FAEER) vHE
I IAM IBZBEO

EBRHERNEENERENFMER AWS PrivateLink , @ESEEREEMN ARN B | F2
BREEESEDEAR Amazon EC2 WENI{E, BRFFRTER.

\)ﬂ

g4

o 5% VPC im B A

- BIBRBHEE ERE VPC imFhE T

- BHAA VPC IR RIFIEENFTLAE DNS £
- 2HUA VPC mEHRBIEENRE LB

¥l VPC i BRI 62

RIBTER , EAERBERARENGT. BUNRN S 2EBOR , 2., B3R, RE\NMERHRE
ERETFEMRE, LTREH,

"Version": "2012-10-17",
"Statement": [
{
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"Effect": "Allow",
"Action":"ec2:*VpcEndpoint*",
"Resource":"*"

WMEMEA VPC in Bt HIREEFEIWER , 582 B the section called “Im B BUEE ",
BIERBEEEZE VPC mB &L

BRI AR VRREME B R % (amazon, aws-marketplace iRF ID) , A
ec2:VpceServiceOwner 4 £ E Y VPC ixE. THEHASSHEFERIEENREESS
B VPCIHEMETT. EEMCALES , FERESE. 1RF ID MERE#HEE.

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "ec2:CreateVpcEndpoint",
"Resource": [
"arn:aws:ec2:region:account-id:vpc/*",
"arn:aws:ec2:region:account-id:security-group/*",
"arn:aws:ec2:region:account-id:subnet/*",
"arn:aws:ec2:region:account-id:route-table/*"

"Effect": "Allow",
"Action": "ec2:CreateVpcEndpoint",
"Resource": [

"arn:aws:ec2:region:account-id:vpc-endpoint/*"
1,
"Condition": {

"StringEquals": {

"ec2:VpceServiceOwner": [
"amazon"

RIBREHEE B S VPC iREEL 114
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}

H A& VPC in R R IFIEERVFAR DNS &

BRI AR YR EE VPC in Bh AR IS HE BB AV FAE DNS &% , H ec2:VpceServicePrivateDnsName
RESWIEH TS RHELN VPC inHRE. THEHFISREFERIEENTE DNS EBE VPC if
HRBEHNEFTT. EEFHALES , FEREE, kP ID MFAHE DNS B,

{
"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"ec2:ModifyVpcEndpointServiceConfiguration",
"ec2:CreateVpcEndpointServiceConfiguration"

1,

"Resource": [
"arn:aws:ec2:region:account-id:vpc-endpoint-service/*"

1,

"Condition": {

"StringEquals": {
"ec2:VpceServicePrivateDnsName": [

"example.com"

]

}

}
}
]
}

HI A VPC i R Bk 5 18 TE 1Y IR 35 & 38

BT LAARYE VPC B RIEE M , 1 ec2:VpceServiceName EH£@ZFI T Z K VPC iwE,
TrHgEHEREFREENRBERBEL VPC in BT, BECA LSS  FEBRESE., tRF ID
MiREE R

"Version": "2012-10-17",
"Statement": [
{

BH A VPC W RISIEENFAE DNS 218 115



Amazon Virtual Private Cloud

AWS PrivateLink

"Effect":

"Allow",

"Action": "ec2:CreateVpcEndpoint",
"Resource": [

"arn:

"arn:

arn:

aws:ec2:region:account-id:
aws:ec2:region:account-id:
aws:ec2:region:account-id:
aws:ec2:region:account-id:

"Allow",
"ec2:CreateVpcEndpoint",

aws:ec2:region:account-id:

"StringEquals": {

'ec2:VpceServiceName": [

vpc/*",
security-group/*",
subnet/*",
route-table/*"

vpc-endpoint/*"

""com.amazonaws.region.s3"

arn:
]
},
{
"Effect":
"Action":
"Resource": [
"arn:
1,
"Condition": {
}
}
}

5 iR B R B VPC i B ARz 41| 7 BUAE

MR R —EUERAERIRE AU EEES VPC unih |, LUEHIHL AWS ERAILUER

Zim FRFE. AWS BR#E

HMBRTEBRIAMKE T EBRREFREBR, Hl , MREMEHREHIEEE Amazon S3

BB E A Amazon S3 T EBERREZH B ERMIFE VPC BREFIFENFIUE.

B s

- ZEEH

R AR i 2 BUR

9 T i R BRSR
EBELEES

E# VPC i BBUR

I B
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ZEEH

- ImEBRRMEA IAM BERFESH JSON R #, HMAEEDE Principal TTE. inBBERH KN
i 20,480 fEF T (BEZEHK).

- EREBVYNTESNMERIE AWS BRI, ATLUSE —in BRI un B, AT LARE R B 57 i 26
Ko MBEAREZBRHBUR |, AIRPISERRRRHIR,

- WIEFFE AWS IRTE X ERZERE., MR AWS B TXERBBEE , RS AFHREHVEMRE
TR, MEFHMENR , 552 M the section called “BiR IR B BEZE,

- BEA AWS REUANIKHERBTEY VPC infiis , RIS AT BTN,

TE A% i B IBUR
FERREHRER TR EN T EEZEE,
{
"Statement": [
{
"Effect": "Allow",
"Principal": "*",
IIACtionll: Il*ll’
"Resource": "*"
}
]
}
1 TH] s B BUR

MFE B AE Y EEH) AWS BRHE , 552 Bthe section called “BEHRE" . REFHNE-—HISXE
AWS PrivateLink X ##E4E AWS R, MR AWS R X ERBER  IEHRANHSTEREE
BE 51

I8 U R HY £ 28

HABERE , BSEMERH aws:PrincipalArn 4S8 KT FYH RN FEUE,

MRERATIHED-—EENEEER , ARSKEFIRERTE AWS IRFREARE , MARIKFH
iR 1AM ERENMAG,

EZEEH 117
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"AWS": "account_id"

"AWS": "arn:aws:iam::account_id:root"

MR A FEIETE Amazon Resource Name (ARN) , B ARN SEMEEREERAK —NEE ID,
MERBRBNIRILBERES , FSR T EE

- BAR Amazon S3 K in 2
« DynamoDB K B

B VPC IWmHBUER

FEATIREFRERH AWS RENHIBER, EMRHEER  BELARFTEFEDIE,
EEFRAIEASEMRMECK

1. 7E https://console.aws.amazon.com/vpc/ BIRL Amazon VPC £ &,

2. TEEBEBE#EFIERE Endpoints (U)o

3. EHLVPC iwmH,

4. & Actions (B)YE). Manage policy (BEBUR).

5. 1EE Full Access (REFI) UAFTEFIR , iEE Custom (BEF]) WiEZBFTBER,
6. EEFERFF.

EEREABT I ENRIBOR

» modify-vpc-endpoint (AWS CLI)
« #m¥8 EC2 VpcEndpoint (EARKRENIE ) PowerShell
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AWS PrivateLink By CloudWatch 3§&

AWS PrivateLink &8 HE % 2. Gateway Load Balancer i 2 % 25 AR 35 89 & 1 2 2 452 Amazon
CIoudWatchc> CloudWatch AIZEE A —EREEFIERNERXRBEELE R ENERRTER , B
MEEE. EUUSEERAZERNEY , BENNEXERETRAREENE, SAERMEEN
Bﬁﬂﬁﬁﬂ’]ﬂ-rf'ﬂéﬁnﬁﬂ_llgﬂ’ﬂ]a“flo

BRI EREERERRENEENSES. Sl EEEEBLARARHRINEE , BT NEY
CloudWatch B RREZEENERILHNITEME (FINEEBHEE FEHibL),

ST E N EIR B, Gateway Load Balancer in B fin B REEMIEE, T2AFERMBMHTEM. A
BT , AWS PrivateLink Ffe— %2 #[@ CloudWatch EiXx#E1E , |MEEAER,

WEFMER , 552 Amazon CloudWatch EHEIER.

AR

- ImEEENMEE

- InE R IEEN MR

« B1R CloudWatch 3542

- EAREM Contributor Insights 37 8l

In R R M E

AWS/PrivatelLinkEndpoints i A ZEEE T 5 Eix 2 Gateway Load Balancer % BBV 51Z,

BE iR

ActiveConnections ERPEITEENEE., ESEEMN SYN_SENT £ ESTABLISHED
AREERYIELR .

HERY  REHE—DERABRNRE,
RETEA - RERANKITETAR Average, Maximum E& Minimum.
HE

* Endpoint Type, Service Name, VPC Endpoint Id, VPC Id

I RE RN E 119
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BE iR
* Endpoint Type, Service Name, Subnet Id, VPC Endpoint
Id, VPC Id
BytesProcessed IR MR 2 AR T, EMEFALERE. ERIHE

FEEFENENVTER. IRESI GB KRENMERILE,
HEFRNS  mEE - ERNERNRE.

RETEA - RERANKITENAR Average, Sum, Maximum
Minimum,

HEE

* Endpoint Type, Service Name, VPC Endpoint Id, VPC Id

* Endpoint Type, Service Name, Subnet Id, VPC Endpoint
Id, VPC Id

NewConnections ERmEETWINESREE,
BEHG . REE—SEANBRBANRE,

RETEA - RERANKITENAR Average, Sum, Maximum
Minimum,

HEE

* Endpoint Type, Service Name, VPC Endpoint Id, VPC Id

* Endpoint Type, Service Name, Subnet Id, VPC Endpoint
Id, VPC Id

I RE RN E 120
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BE

PacketsDropped

RstPacketsReceived

DU

mMERNECHE, ESURTIEHEIAEHSBR, BNNE
] BE 3R 7R Ui 2t B s e AR A5 1B AT R AN o

HEHRY  REHE—DEABRNRE,
RETEA - RERANHKETEAR Average, Sum & Maximum,
HE

* Endpoint Type, Service Name, VPC Endpoint Id, VPC Id

* Endpoint Type, Service Name, Subnet Id, VPC Endpoint
Id, VPC Id

IR IR RST HIBE, WM EER R RINBREETRET

+
+ o

HWERY  REHE— S ERBERNRE,
RETEN - RERANKITEHR Average, Sum B Maximum,
HE

* Endpoint Type, Service Name, VPC Endpoint Id, VPC Id

* Endpoint Type, Service Name, Subnet Id, VPC Endpoint
Id, VPC Id

EEREMBELER  FEATIME,

MR
Endpoint Type
Service Name
Subnet Id

VPC Endpoint Id

EPUN

Rin BB EIRIEZEER (Interface |GatewayloadBalancer ).
KRS BEEEREER,

k¥R ER R R R E B,

& VPC im R EFR B R E R,

I RE RN E
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HEE

VPC Id

iR
&k VPC EREiERE R,

i o AR 35 S R A HE

AWS/PrivatelinkServices @& ZB SR BRBEH T IER.

BE

ActiveCon
nections

BytesProcessed

s

1

EBRFH AP IRE B ENERPERNZAEE . BNNET
ERRHOERNEER.

HERY  ERTRERBNRBE— P EREERE.
MEtES - XERANKTEFR Average BE Maximum,
HE

* Service Id

* Az, Service Id

* Load Balancer Arn, Service Id

* Az, Load Balancer Arn, Service Id
* Service Id,VPC Endpoint Id

EMESE L, 8RS 2~ B 3 T B

W R ERER BRSNS EE - D ERNEERE,
RETEN - RERANKITEFAR Average, Sum B2 Maximum,
HE

e Service Id
* Az, Service Id
* Load Balancer Arn, Service Id

e Az, Load Balancer Arn, Service Id

b = — 5
BeIxk /o

IR RIS IR A E
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BE

EndpointsCount

NewConnections

iR

* Service Id,VPC Endpoint Id

1B R ) i R AR 5 9 i R

BERMS . A ERBERE.

METEA . REANKEFTEF =R Average B Maximum,
HERE

* Service Id

BB R P inE B R EMAVFERBE, BMNETRERIEED
SHHERTEEE

HERY  ERTRERBNRBE— P EREERE.
METEA . ZRERANHKITEFAR Average, Sum B2 Maximum,
HE

* Service Id

* Az, Service Id

* Load Balancer Arn, Service Id

* Az, Load Balancer Arn, Service Id
* Service Id,VPC Endpoint Id

IR RIS IR A E
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BE iR

RstPacketsSent R B RS EIXFIIR B RST HE8E, WIMNEFRERSEERRTE
1 B &,

WEEY  ERIIRERENIREE D EREERE,
RETEN - ZRERANHKITEFAR Average. Sum B Maximum,
HE

* Service Id

* Az, Service Id

* Load Balancer Arn, Service Id

* Az, Load Balancer Arn, Service Id
* Service Id,VPC Endpoint Id

EERMBELER  FEATIMHE,

HERE PO

Az KA A R EEIERER.
Load Balancer AT EHRFEERER,
Arn

Service Id Kin R AR EEIEFEE R

VPC Endpoint Id fix VPC im B ERE ISR E R,

248 CloudWatch 1512

A LAEH Amazon VPC £3#4& . CloudWatch £ A5 AWS CLI R#gtREL CloudWatch 384 ,
TR

## CloudWatch #51& 124
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ZE# A Amazon VPC £ AMIEIEE

1. 7£ https://console.aws.amazon.com/vpc/ BRI Amazon VPC £ &,
2. HEEEBEHKPIEE Endpoints (imH). BEUEWIHE , AREIERE Monitoring (B12) B,

3. EEBEBEHKD , i#IZE Endpoints Services (BRI, BEENIRIIRT , RERFEEZE Monitoring
() 28,

£ CloudWatch =& ®RBIEE

1. 7E https://console.aws.amazon.com/cloudwatch/ BRI CloudWatch £ &,
2. HEEEBEHKP , EIE Metrics (EH).

3. i®H AWS/PrivateLinkEndpoints #5% ZE &,

4. JEH AWS/PrivateLinkServices in & Z= M,

EEMFH AWS CLI R1RIEE
AT % list-metrics 5! 77 H %% 2 A Gateway Load Balancer Ui B89 Al S 4Z -

aws cloudwatch list-metrics --namespace AWS/PrivatelLinkEndpoints
£ A T3 list-metrics an 5 i BRI 7 A IE1F -

aws cloudwatch list-metrics --namespace AWS/PrivatelLinkServices

FERARER Contributor Insights & Al

AWS PrivateLink 2 &9 im BiIRIE IR AR Contributor Insights 3 R | LAE B &K B HRLEix B2
BEZXEEENSRAERE. WEEZEA , 52/ (Amazon CloudWatch £ EIERM) FHY

Contributor Insights,

AWS PrivateLink 2t T IR 8 :

 VpcEndpointService-ActiveConnectionsByEndpointId-vl — ZBEA P EHFEE B HinE
/\iﬁo

 VpcEndpointService-BytesByEndpointId-vl - IRBRERENN THEHIRE D E,
 VpcEndpointService-NewConnectionsByEndpointId-vl — IZBRHINEZ S in 22 5,

fEAREH Contributor Insights #8 8l 125
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 VpcEndpointService-RstPacketsByEndpointId-vl — IRBEXETIHEMN RST HAHEY
w5 B,

ERAEBARERATEMUER, MAKRANE K RAUSHRBRWESEEER. W0F Contributor
Insights K& , 528 Amazon CloudWatch E1E,

BB T HIFF I F 8EE A Contributor Insights :

« cloudwatch:DeleteInsightRules - fiEk Contributor Insights # 8l

« cloudwatch:DisableInsightRules — & Contributor Insights # 8,

+ cloudwatch:GetInsightRuleReport — BRBE R,

« cloudwatch:ListManagedInsightRules — %l "] Y Contributor Insights #2 8l,
« cloudwatch:PutManagedInsightRules - B A Contributor Insights # A,

%

« EXA Contributor Insights & Al
- £ Contributor Insights # Al
- MIBX Contributor Insights #& Al

F{F Contributor Insights #5 &I

#EiB AWS Management Console 2 AWS CLI , & AWS PrivateLink £/ T 527 2R A R E#H Al
EAEE A A AWS PrivateLink BUA Contributor Insights #7 &I

1. 1£ https://console.aws.amazon.com/vpc/ BIEX Amazon VPC £ &,
2. HEEBEKT , B Endpoints Services (i 2 RTS).

3. EWNEMiRERE,.

4. 71£ Contributor Insights R5[#Z% £ |, i### Enable (BXH).

5

(RA) RIBTERR , MERUBECRA. EEEMABERE  FEINTERMANRL , ARRE
Actions (BifE), Disable rule (IFRAR ), HIRMERIERE , 38112 Disable (1FR).

A Contributor Insights %3 8l 126
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£ AWS CLI & AWS PrivateLink BXf Contributor Insights #3 Al

1.

FEAM T list-managed-insight-rules Sr B A ZI B AT AR Al, ¥ --resource-arn iBI1E ,
EEmHREH ARN,

aws cloudwatch list-managed-insight-rules --resource-arn
arn:aws:ec2:region:account-id:vpc-endpoint-service/vpc-svc-0123456789EXAMPLE

f£ list-managed-insight-rules S HEEHA , # TemplateName WU ERE RN EHE,
T AL g5,

"TemplateName": "VpcEndpointService-NewConnectionsByEndpointId-v1"

FEAWTHH put-managed-insight-rules S ATBUA R A, EAEIEEin B RN E AR E B
ARN,

aws cloudwatch put-managed-insight-rules --managed-rules
TemplateName=VpcEndpointService-NewConnectionsByEndpointId-v1,
ResourceARN=arn:aws:ec2:region:account-id:vpc-endpoint-service/vpc-
Svc-0123456789EXAMPLE

{£H Contributor Insights #3 &I

R

R\

AT LARERF A AWS PrivateLink FRARERR, FRAKRAE  cEFLBESREER  BRANS

BEGRERE 15 R, FRARANER , BULEECERRA , EEBRESREER,

EAEE A A AWS PrivateLink £ Contributor Insights #7 &I

1

2
3.
4

£ https://console.aws.amazon.com/vpc/ BIEX Amazon VPC £ &,
EEEEKS | 82 Endpoints Services (¥ B ARTE)o
B EURHY i B RS

£ Contributor Insights & 5|#% L , i#Z Disable all (£ EH)IEAFERE, HE , ALl
BB Rules (R A HiR , INEEFANRA , REZEFEIF Actions (Bi4E). Disable rule (2 AR Al)

HIRFEERIR R | 351&12 Disable (£ F).

{5 AWS CLI & AWS PrivateLink £ Contributor Insights #% 8

f#/ disable-insight-rules ss S A& AR Al,

£ Contributor Insights %3 &I 127
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fHlBx Contributor Insights #% 8l

iEiB AWS Management Console 2 AWS CLI , & AWS PrivateLink £ T 5|12 7 2R MIBR 22 R Al
MERBR A% | RASELRESEESR  RMUSHBRRENSEEER,

EHEEE A AWS PrivateLink filBf Contributor Insights #% &I

£ https://console.aws.amazon.com/cloudwatch/ BIEX CloudWatch £# &,
EEBERERYP , 1B Insights (EE) , ARE1EEF Contributor Insights,

BB Rules (R A Ex , AZBEURA,

i =12 $F Actions (E)1E). Delete rules (fiBx#3 Al),

HIREFRIE TR |, FRIRE Delete (MHBER),

o ~ w0 bh =

£ AWS CLI & AWS PrivateLink filB& Contributor Insights #3 Al

{# /A delete-insight-rules & ATMIER IR A,

MIB& Contributor Insights %3 8l 128
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AWS PrivateLink Bt %8

T &R B &R FSEEER AWS PrivateLink ERELRE (ERIBAREE). BRIESMRA , BERLE
RIEEELHEE, MEFMER , 5208 (Service Quotas FRHEIEE) PHFERESELE.,

NMREFRREFSREFEANERE , RMAISENZAESFAAERERE,

=L B EIE:E: REA

=18 VPC /T E M 50 = iE =/ Him#F Gateway Load Balancer
Gateway Load Balancer i Ih B S OHELEE

2

FEEENFEE VPC 2 20 2 B8 VPC ZZ AT LA 255 18 & im 2
18 VPC inHBUERMF T 20,480 E VPC B BEN KD ER , ZEEHK

THZEERANEIR VPC ImRERE,

- RIZFER , BE VPC HEAXESETAEESSIE 10 Gbps HIEE , EAEBERESE 100
Gbps. Hﬁ’}ﬁﬁ LEIFFE A ARER , VPC mENEAEEATAEEE A FEL 100 Gbps, HIR
!@E@@Fﬁ*ﬁﬁ%“%%ﬁ%ﬁ’ﬁﬁﬁ% , FBIEAE AWS X iE,

- WEREHENSEAEHEN (MTU) RAFFER VPC HENSEAHIR/D CMLTHEBEN), MTU #E
R, E—HOURBEENERBHEZ, VPC mEx#E 8500 LA MTU, K/MKK 8500 fztiE A
EiE VPC ImH N HIEREE,

« FXERE MTU &% (PMTUD)., VPC InEiF~EEL T3 ICMP F& : Destination
Unreachable: Fragmentation needed and Don't Fragment was Set (EZ 3, i
4),

« VPC ImRERFMITAEHINZERER K/ (MSS) REl, MEFMER , F2H RFC879,
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By SR S0 52 8% AWS PrivateLink

TRERAHRA AWS PrivateLinko

g

IEER IP bt

IPv6 =

Contributor Insights

IPv6 =

CloudWatch E£

Gateway Load Balancer %2}

DU

&R AR R M S VPC i
BB E E b BAEER T EIAY IP i
ko

BRI LAER E Gateway Load
Balancer i # R # 1 Gateway
Load Balancer %2 , AR
£ 1Pv4 H IPv6 {uit |, SiEX
£ IPv6 i,

BRILUERAREN "SHER
B, RAPRERBFERS , E
LEim B2 CloudWatch 3R
FEEBAE, AWS Privateli
nk

AR R AL & T LA L b B AR B
#¥ IPv6 K , BIEERIR
FRIGE X IPv4, 20Rim 2R
HEZ IPV6 BR , RBEESE
AUAENERIEA IPv6 X
&, MEMBPIITLUESR IPv6 7
HY i 26 B %5 o

AWS PrivateLink 24\ E i
2. B8 Load Balancer %2
i B AR FEHY CloudWatch 1§
Z,

&R BAE VPC HE Y FES H
FERRIRE S REREAE

B

20238 A 17 H

2022 €12 A 12 H

2022 8 A 18 H

2022 5H 11 H

20221 H27H

2020 €11 A 10 H
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VPC i B R

VPC i B b 5 AR S B9 IR 448 =
i

B VPC i R 5 Ui 5 AR 15 B

BER
.55 DNS &%

VPC i % BR %5

THEEMNAE VPC s
AWS R

DynamoDB #J VPC % 24

Amazon S3 #J VPC iz %

BERARESHFERREN
VPC i BR %5

BAT LS 1AM BURE S
AWS FRIEHI S TE VPC Ui |
LA$2 | R S Z B

BRI LAGE A EC2 R SR oR4E
& VPC i % Ml v 75 BR %5 19 17 EX
#.

BRI LAEE Y VPC i ® M iw RG
AR B HT AR R

A LAERAFAA DNS BHE#®
VPC #1ZH AWS PrivateLink
HRAR,

BRI LA BB AR
FHM AWS tRF MEREE
BRME VPC inBERTEH
BR#. 4277 AR 4 B s B AR
7% , LAMETE AWS Marketplace
PET R,

&) LA 37 T s B SR AR
E AWS fR¥ ZES , AWS
PrivateLink T &2 {55 F #8 BR 48
BEESR NAT £E,

B LA FE VPC i |
LUERIEH) VPC ZHL Amazon
DynamoDB , i & 5 55 F B
AR EER NAT 5%fiE.

B LA FE VPC imE
LUERIEH) VPC ZHL Amazon
S3, MEEMFEARRREEE
= NAT %1,

2020 3 A 23 H

2020 3 A6 H

2020 2 A5H

20201 A6 H

2017 £11 A 28 H

2017 £ 11 A8 H

2017 8 A16 B

2015511 8
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