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- BULEAMENRBRA , EBAESIERE
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AWS Network Firewall &

AWS Network Firewall B A BEERESZEEEE VPC F , LLEELoad Balancerim B # HN R
EERBAE  SETHES —{@. Network Firewal EiEZEE kR EERXBBRANERTEY., EXE
EfRREEMRE VPCs,

EIB Network Firewall 4 |, B#R~BEZE A Network Firewall SfEBE I NEERE VPCs, B UTE
BB AR E 22 E Transit Gateway , 3 AWS BEIMENEEREEANMALEER K MARIEMN
VPC M. EiSE DN EnRFEEMEREERE , T 285 Bh X iR,

HRBIRFRS  ERRERARERRERETE RAM AR K EHEEEIRE , RFHE—IRFE
EEpARERE, BABNMERRER , BREE R Transit Gateway %K , A REBEEE
I EITRE.

@ Note

« Transit Gateway £ 3% # Network Firewall M{#F L f9FF4ERE A,
« TXEHE=HHAE,

MEFHBNEZENFEET , F2RERFERRRBEE,

1550 18 = 45 2 451
ST R EHMEN % 8GR Rl 208 MET IR SE L 5 R,
ghl : EPXIRAER

A LS BB REER T A ESFTE VPC. AWS Direct Connect# Site-to-Site VPN E#EHEF R K H
. EURMID , rEMGSHEERFEERKHARERE K YESEEEERNFEARKAR. E
It FEERSTHREEHEE , mERHEFEREMMA Layer 3 IP BEHER,

B #

- BE

* Resources

- BRE
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B=
TEBETRLRGERHNEE T, ELRAP , EHEES=E VPC K44 — 1@ Site-to-Site VPN

. ®H VPCA, VPCB M VPC C H FHENHT , ELHEIERES —@ VPC PRI FHEK , R

B EFEERBN VPN ELR,

VPC A
10.1.0.0M16

VPC B
10.2.0.0/16
. VPN gateway
Transit 10.99 99 0,24
gateway
VPC C
10.3.0.0/16
Resources

ERLABILRHIZIL TIIEIR

- =8 VPC, MEHMEN , 5520 Amazon VPC EAEIREFME VPC,
. EEHEE, MEFEMEA , 552Bthe section called “E X EHHEIE",
o EEEE LN =1 VPC M. MEFMER , 582 Mthe section called “E 31 VPC jE#",

- {EH#EE L/ Site-to-Site VPN Hi#F. 18 VPC 1 CIDR EREERETHEHEERAR. & VPN
HiGEER 27 BGP IT{EME , I H Site-to-Site VPN CIDR 2B EEHBEERBAR , M
VPC CIDR E€#i8EE FHIE BGP £, MEFEZFHMEN , 582 B the section called “% 37 i i

Z VPN By /&5 FEEERE,

FEIEATE AWS Site-to-Site VPN E A B BT REEZEFEELEMNERK,

B R
=@ VPC B — AKX , YER —ERHRANEHEE.
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https://docs.aws.amazon.com/vpn/latest/s2svpn/your-cgw.html#CGRequirements

Amazon VPC AWS EHiREE

VPC BHE

=18 VPC WEEH KA 2 HEHE, £—EEA R VPC 4% IPv4 BREMTARIER ; RIEBERL
VPC HMVETERENREF. E_EEBSRMAEM IPv4 FRBRERAEEEEHRAE. TRHR
B VPC A B H.

B 8ty B &

10.1.0.0/16 [ 15

0.0.0.0/0 tgw-id
EHmEERAR

UTRELBFHRHENRERRBRES , BEBAREHER,

B R B 732 kil
10.1.0.0/16 VPC A ### =%
10.2.0.0/16 VPC B ### &%
10.3.0.0/16 VPC C ### =%
VPN #####
10.99.99.0/24 2%
ZFEE BGP R

ZFHiE BGP ®%&3&ET%| VPC CIDR,

* 10.1.0.0/16
+ 10.2.0.0/16
+ 10.3.0.0/16
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Amazon VPC AWS S5 FHE
il : FREERY VPC

BU R ERFERESZERMEER, ERNEUNEASEERRE  BELEM , TREHA
MHareE, FUHRS  SERMKARTEE - KAR, LR AR EHRtEREmAE
%, WERHREHREEB, 52— (EfEREEHREEBA M4 TR RAN e , BEEHYH S —ARR
BR FR 25 B B4R B FR SR B

B &%
- BE
* Resources

- B

B=E

TEERERFBENEETH. £ VPCA, VPCB M VPC C WH KR MBEEHEE. KE VPC
A. VPCB Ml VPC C F FREMNH IR UBKERMABNY  HEASAKBEHREE K REHRK
M Z Site-to-Site VPN E#R (MR B MU R MEEA). KE—@ VPC. BEW#AR%S —@ VPC HF4
AV EE , flZ0% 10.1.0.0 ) 10.2.0.0 , RBF@FERAKERCMHHEE , RAERFERHAXRTP
REEMIEH,.

VPCA
10.1.0.0186

VPC B C\
10.2.0.0/16 —

VPC C C\'\ VPN gateway
10.3.0.0M16 10.99.99.0/24

Resources
BRI LA RFIEL TIER

« =8 VPC, MEFHMEF , 5528 Amazon VPC FEHEIEREFMWET VPC,
. EEREE, MEFHMEA , 5F52EBthe section called “B X EEHEE",
« =8 VPC WW{Em & A ={EM4, MEFMENR , 552 Bthe section called “# 37 VPC EH#E”,

Lol bEESYE Rt 14
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Amazon VPC AWS EHiREE

- EHEHFE LM Site-to-Site VPN ik, MMEFMMERN , 52 Bthe section called “E 7K iNZE VPN Y
B EEERE, F%%E AWS Site-to-Site VPN A EIEETIREEFEEEENER,

B VPN E#HEER | €32 BGP IT/ERER , ¥ H VPN CIDR €8 EEH@EERAK , M VPC
CIDR £# 8 E&X FHiE BGP X1,

3% H
=18 VPC #iE — Bk mx A MEMFAEREMERBERX — —@AR VPC , Z—HEHAR VPN EiR,
VPC A, VPCB #1 VPC C B8 &

=18 VPC WERH KA 2 HEHE, E—EEA R VPC 4% IPv4 BREAMTARIER . WIHE AJRLL
VPC R TERKILER. F_ERESKAMERM IPv4 FHEBRERHEIEEHME, TRHR
B VPC A B H.

B8t Bi&E
10.1.0.0/16 [ 35
0.0.0.0/0

tgw-id
1550 8 R B

teRGIEY VPC R —EEEK , L VPN ELRE R — @ H K.
VPC Ki#FE2 T 5Bk A R EBEE , R EH VPN Mirav @R,

B Ayt B - p i)

10.99.99.0/24 VPN #####
B

VPN Ki#FEE T 5B A R EAEK , REFEE VPC MR EBIH.

=]: ki B PR
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Amazon VPC AWS EHiREE

ER:0p:h BZ gz s il
10.1.0.0/16 VPC A ### HE
10.2.0.0/16 VPC B ### EHiE
10.3.0.0/16 VPC C ### Ei%

MEEEGFERBRPEREANGFEENR , B2 Transit Gateway F A AWS S FIER H
RV BE IR,
ZFHE BGP &1

ZFEE BGP £ 28 T%| VPC CIDR,

* 10.1.0.0/16
+ 10.2.0.0/16
+ 10.3.0.0/16

g5l - FERE VPC A Z R

BULKERFREREAMEAAZRBENSERRMEHSE. EREURNERAZEERRAE  BELE
t, TREHNNMEE, TR+, SERMKEHFFRE—RAR. ERHERAFEEBNAA
MR MAERE | WERHERRAREVED, E—ERHRAREEBNNM A TREEREE  BFX
§H¥ 5 — @R R AR VMM B A R B MM TSR HEERRAZRBEWHE, BELR
FERREEARZRBOEFAE (BIMEERR) &, BTUERALRE

B &
* BE

» Resources

» B

=

TEERLRGEERNEE . RE VPCA, VPCB M VPC C F FRBHHIE BB EEMEA
By , KRB ERFEAREHEIAE Site-to-Site VPN WEFHiE. RHE VPCA, VPCB M
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VPC C # RN EEZLLVPCA, VPCBMVPCC HF @R ABNH  KBAEHEERABEE
i K RNASHEERAXRPRIECHNERH, RE VPCA, VPCB 1 VPC C WEHIZELL VPC
DAEKMH K SKBERFEBKHAEEES VPCD,

VPCD
10.4.0.0/18

VPCA
10.1.0.0/16

VPCB
10.2.0.0/16

Transit gateway

VPCC

10.3.0.0M16
VPN gateway
10.99.99.0/24

Resources

B LB RFIZEST THER -

« U@ VPC, WMFEFMEF , 5528 Amazon VPC EFHERBEHMET VPC,

- EREFEE, NEFMAET  F2EELEERE,

- EREFEL-HNEERE 58 VPC —#. MEFMEA , 52 Ethe section called “#E3 VPC &

« S EE L/ Site-to-Site VPN FifF, MEFFMER , S Bthe section called “E I M IZE VPN BY
S R EER,

RIS MAFE AWS Site-to-Site VPN £ BT RET FFEXREN TR,

B VPN E#EER €32 BGP I/ERER , ¥ H VPN CIDR €E8EEE@EERAK , M VPC
CIDR €8 ZE FBiE BGP &1,

- FERREN VPC MMM B REEE  WEBEHMHKER,
- SELRARE VPC ML A B RMAEE , XEREMERHR,
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Amazon VPC AWS EHiREE

B FR

&M@ VPC #E—ERmEX , MEBREREMERBR—ERAR VPC , 5 —@AR VPN EHEMH
ZMR# VPC,

VPC A. VPCB. VPCC f VPC D A%

=@ VPC HEHKXEAMEERE, E—EHE R VPC FAMIRHRMTERIAR ; ZIEBsEZE L VPC HRY
HITEREMBERA. F_ERESKAMELRM IPv4 FEBRERHEEIEEARIE,

=EN:op:u BE

10.1.0.0/16 & 15

0.0.0.0/0 #### ID
Transit Gateway $H &K

LERPIEYH VPC A —ERER , ¥ VPN ELRER —ERH K,

VPCA, B M CEHETIEHREAB , BKREHF VPN HMEBEEH , LR VPC D Mi#rayE /%
Ho

B B gz s il
10.99.99.0/24 VPN ##### RS
10.4.0.0/16 VPC D ### B 8%

VPN E#ZEFM AR VPC (VPC D) EZETIIRBRMEER K HPaSiEnSE VPC EiENIER,
w0tk v %EIB VPN EAR A A RS VPC B VPC E1TE~.

B Ayt B B EEE
10.1.0.0/16 VPC A ### 5%
10.2.0.0/16 VPC B ### &
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EN:0p: B iz 3= <Eidl
10.3.0.0/16 VPC C ### & =%

MEHMMET, | BBBE Transit Gateway R AWS {55 RIS 2 i1 R 00 B8 e 4B,

& F & BGP &%

% FRIiE BGP RMEEFTEMME VPC # CIDR,
g6 . WEEWEFE

UL EERFEHRIERREHSER, AR, EUUESEAEHREN M4 2ERBARE,
HULZERAGIH , VPC M VPN i S RERREERKHARMEEE  YACMHeEREEERREERKH
®, BEGEHFERBRBE — @O EHFEH SN FERE,

B &
- BE

* Resources

- B

B=

TERERUEMEENER TS, SRRE 1 AmE VPC i , MERRE 2 5 —1@ Site-to-Site
VPN &##, RE VPCA M VPCB #FRBNHIENRBBERMABNN  HRAgLtRBEHRH
E 1 BRBEnEE 2, REEHE VPN ER.

10.0.0.0/16

VPCB
10.2.0.0/16

Transit gateway 1 Transit gateway 2

Resources
BRI AL RFEL TIER :

. Wl VPC, MEFMMEF , 5528 Amazon VPC FEHEIEREHMWET VPC,

Lol bEESYE Rt 19


https://docs.aws.amazon.com/vpc/latest/userguide/create-vpc.html

Amazon VPC AWS EHiREE

- MEEAFE, MU YAMHEEESTERESE . MEFMEHR , 52 /the section called “E 31
EHREE,

- F—EERFELNME VPC EE, MEFMEN , 552 Bthe section called “E 31 VPC E#",

- F-{EAFEmWmEE LK Site-to-Site VPN Bz, MEFHMER , 552 Bthe section called “E I inZE
VPN WSt EER", FHNE AWS Site-to-Site VPN R EIETREZTFEEEBENER,

- MESAREZBNEHRELEWF. MEFMER , FS M Transit Gateway FH) AWS i
EHEEERH,

B VPC E#K , S VPC ¥ CIDR 5B EEHHFAE 1 KRR, VPN EZEMER K SB4E T
BE :

. 31 BGP I{EMER
« Site-to-Site VPN CIDR S &%= EHFEE 2 KB EX
« VPC CIDR Hii#8#Z&E F & BGP &£1&

B FR
#E VPC BIE—ERHE , SESARMERE —ERHE,

VPC A f1 VPC B BHE&

B8 VPC WM &KE 2 HEB, £—EEBR VPC 4% IPv4 BRAMTERER. ILFERER AZEL
VPC FERMILBEH. F-EHESKAAEHM IPv4 FRRRERHEEZEERFE, TRRH
VPC A B H,

B #9 it &

10.0.0.0/16 =5z

0.0.0.0/0 tgw-1-id
EmRERBEE

LT 2EBHFE 1 WERBERES , HhERBAKRBER.
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Amazon VPC

AWS EmRiE

=]:op:

10.0.0.0/16

10.2.0.0/16

0.0.0.0/0

LT REWFE 2 WARKARES , HPERAKBERE.

B Ayt
172.31.0.0/24
10.0.0.0/16

10.2.0.0/16

EFH

+ 10.0.0.0/16
* 10.2.0.0/16

& F & BGP &%
B

BE

VPC A ### 1D

VPC B ### 1D

######A 1D

B
VPN ##### 1D
#H###### 1D

######A 1D

BGP ®#&&& T %l VPC CIDR.

g4 . KR NHINER A Z PR
B LRESREE , SEHRARERRRERERERERREEN VPC BHETE NAT BENARKR

# i FER VPC,

B &%
- BE
» Resources

» B

-z kil

&%

ai&

Bk

ez ki
EE#E

FRAE

0N
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BE

TEERURFEENEERH. £EVPCAF VPCBHEZHEARA AT EGLBRERNE
HUE, ST BAMER A NAT FE MR FE AR AR VPC EENFAA TR RRE VPC C, #
FiE VPC BRERREEER, REWKH , 1t VPC A M VPC B EH MR R E AT A ZFBERE
& , #¥ VPC C, VPC C H#) NAT FEE#& M E K HE HRHERFE

Private subnet @ Public subnet

c2) s3 @

[ . -
Private subnet @ Private subnet
Resources

ERLABILRHIZIL THIEIR

o IP it EE TR EEVPCs, MEFMEN , 528 Amazon VPC EREEREANEL VPC,
+ VPCA M VPCB ZFEMFE FHEHER EC2 H1TEE.
- VPC C EfgLATFIER :

o EEZE VPC WHBRMEREE, MEFMEN , 5528 Amazon VPC A& RSB A E I FEE
B BR AR B R 0B

- EE NAT BENLAE THEE, MEFMENR , 5526 Amazon VPC EREEREHBIETL NAT
B,
- ARERRAEEZENILE FHEK, AEFHEBERAE FRBNRAMEENTT ARG,
s —EEwAE, MEFEZFHMEN , 552 B the section called “E 3 HiFE",

. EHEFEELLHN=18 VPC 4. S8 VPC W CIDR ERSEHEETEHFERER, WEFHMESH
$52Bthe section called “E 3 VPC i&E#", A VPC C , B4 AFEAINE FRKREERE, NER
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https://docs.aws.amazon.com/vpc/latest/userguide/VPC_Internet_Gateway.html#Add_IGW_Attach_Gateway
https://docs.aws.amazon.com/vpc/latest/userguide/VPC_Internet_Gateway.html#Add_IGW_Attach_Gateway
https://docs.aws.amazon.com/vpc/latest/userguide/vpc-nat-gateway.html#nat-gateway-creating
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Amazon VPC AWS EHiREE

ERLETRREEE , IFTEERESHHEZBREREE , ERERARRAESHERE
ARYTEERRIBLE IPiit. FERE FRETEIMERE  RESKEE NAT BiE , ™ NAT Fi&
SFEAEEY IP it A RIR IP it , ASREEXZHREREE,

B FR

#{@ VPC #HAEMEEX , HPeF - ERRESRANKHAR.

Bl

- VPC A WEEH &
- VPC B WEEH &
- VPC C EEH &
- ERRERHE

VPC A HEEHEE

LT R8I HEzR, $F—EEE TR VPC PRHTERBKILER. F_EEREESKAMERM IPv4 7
MERERHEEEERRE.

=]:op: BE

VPC A CIDR & ig]

0.0.0.0/0 transit-gateway-id
VPC B MBI

LT REPIERAR, F—EEE AR VPC FHVHTERKLET. 5 @R B E&mMA i IPv4
FRERERBEEZEEHRME,

Byt B
VPC B CIDR [E15
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=R:0p: B
0.0.0.0/0 transit-gateway-id
VPC C MR &

AR FERIERE | FiE NAT REN FRERALE TRK., HUFRRREANLE FH
B o

UTRABEFHEBNEIRAR, F—EHEBTZE VPC FHITERKRLER. E-EME=(EHEA
21 VPCA M VPCB WHRERHAEERRAE. &R —ERESKEMAE IPv4 TRERERHEH
PR 8 3% 8

B8t Bi&E

VPC C CIDR [ 15

VPC A CIDR transit-gateway-id
VPC B CIDR transit-gateway-id
0.0.0.0/0 internet-gateway-id

LUTRALEFHEBNEMKREAR, F—EHEBTZE VPC FHHTERKRLER. E-EHEBESHHM
FiA IPv4 FRRREREE NAT RE.

B8t Bi&E

VPC C CIDR 255

0.0.0.0/0 nat-gateway-id
S B E IR &

LTRERFERHARNES. B8 VPCH CIDR EREEEZERFERALR, FERASKEL
A HERR MR R EEIA R VPC C, £ AILLASE VPC CIDR #TiE B ERE | EEMEE I VPC 2/
B
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CIDR i BEER

VPC A CIDR VPC A ### =%

VPC B CIDR VPC B ### EHiE

VPC C CIDR VPC C ### =%

0.0.0.0/0 AR
VPC C ###

g5l HERFK VPC RHVRIE

A EHZRK VPC REERE (HlNR£5kH). HERK VPC FHRRFEE tEREERFREER
ECeBRANAERE. BARMBRERR  SaRESEAREMERELERNGRR VPC THE—3
BRAH , MEERENFEHRNBEIRE, ERREHELREEAMEENMIKRAE, ETREE DR
EEHBEH A ERENFFZYPARER VPC EEFHRNTAHEEBBEEE. WRENERTESZE
BaRE , AeEEnFERSHRERD CH THERRBRNE , ™S8 S5 FER T UZIT R M
S,

LA —EEmRERERE VPC EfR , UEAREN Mt ERZEEnRAERE—Rs VPC &
7, ARNERFRECBTEARARENREER , RILEEZRERERN T,

/A Important

. RERENEERRHE —ERMERELAETR VPC (RS VPC) , REEATHTRE
RAUNERES, NRFHNE QL UATETRNERMENE L  RETASTE, o
RETR VPC RFENMESERE | HINEREENE  URETER TR  REER
B ISR B% S R,

. ERARE ERARBER TASYERHANE NSRS  EANETUREEATAR
g, REARBERE AREREIRATAES.

B 8%
- B2
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o AIEREMRERRIBENREER
- Bm

=

TEERRFEAENEE Y. ERFEEE=@E VPC E#., VPC C R—EHERH VPC, VPC
AMVPCB 2EMNREERHEEHFE K AREKEEREEIESRKENL A , RREAEEE
VPC C HH L 2R FETRE, RERURERENSRR , HitEREERNEERE. A TRHS
ATAMY , VPC C Ry EE T A Eig+ #E — Bk,

Availability zone 1

D - j - }E e }

Availability zone 2

] ][ Appliance }
Subnet € Subnet D

e < VPC C (shared services)
< 192.168.0.0/16

- |
=
E i
oo
g‘ i
=
Mo
[= I
3
[ =
(S
" |
.
S —

L
L

VPCB
10.1.0.0/16

_______ Request traffic

_______ Response traffic

B L AL RFEYL TIER
« ={@ VPC, WMEFMEN , 5528 Amazon VPC EHEREEPMET VPC,
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Amazon VPC AWS ERREE
- EREE, NEFMER , F2E the section called “2 1 Ei &
- ={@ VPC i&#% - 1@ VPC — {8, MFEFHME , B2 [ the section called “E 37 VPC E#",

HREE VPC i , FESETHEETIEE TR, YRAZRHK VPC , EERREARIEKHA
REERHEREE VPC HFRK, £LRE&EHH , ELERFHEE AMNC,

B VPCCH VPC Mith , FRAARBEEXNZE , WERERERHZE VPC C FERFREMEEHN
Al A @,

Amazon VPC £ A EEEN, BH A IR Amazon VPC AP, AWS B
E#. AWS CLI REUARREER , = CloudFormation. %0 , 738 --options
ApplianceModeSupport=enable Z create-transit-gateway-vpc-attachment 2% modify-transit-

gateway-vpc-attachment @5

® Note
EHFEERE VPC HREME Wit RERBERBEESFHRER M.

] B FE M RE Y ER R M ER iR AR =X

WMRIERY VPC L%ﬂsﬂ%ﬂ—fﬁﬁ B, ¥ BEFEREBE —ERFERARRELNB N ER BN
RELETRERE , FHYRMATEN VPC ERERARMBEAXE,

WMEFMER , FSE AWS BERPHEFTRERE

ABARIERAFHNITH

RipEXRBAR , ERFESESRERATARETH VPC EECBRIFRERH , EXHEIE
E B AlE, RERAGERLETABREMEIZATHRETREE VPC EEEBN FEBE , RES
ERHEZ BN ATRAR.

TEERRMARBEXZERNRE, & VPCB R AMKE 2 #YE ERE S & h & FE R Ex
FVPCC HHERWHAREE A FUZREEERER , BATARES 2 PHRERERNRE VPCA H
FRAY R 98 A AR BR & K o

Lol bEESYE Rt 27


https://docs.aws.amazon.com/cli/latest/reference/ec2/create-transit-gateway-vpc-attachment.html
https://docs.aws.amazon.com/cli/latest/reference/ec2/modify-transit-gateway-vpc-attachment.html
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Amazon VPC AWS EHiREE

Awvailability zone 1
Appliance }
Subnet B

Subnet A

Appliance
X ]:
Subnet D |

VPC C (shared services)
192.168.0.0/16

VPC B
10.1.0.0/16

——————— Request traffic

_______ Response traffic

B

1@ VPC #E —HZERHE K , MEBEGHFEEMERBAR,
VPC B H&

VPC A #1 VPC B

VPCA M B ERAEE 2 EREMNEERK, F—ERER VPC F4# IPv4 BEMNTERER. WERE
B A&l VPC FVERRILEF. F-EEBESHSMAEHEM IPv4 TREBERERHAEEEERRE.
R VPC A By H &R

B Ay B
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B it BiE

10.0.0.0/16 B

0.0.0.0/0 tgw-id
VPC C

HEWR# VPC (VPC C) H##E F BB H R TRV HR, MEBREFM TR A (BHEEIL VPC K4
RIS E I FHEER). FHERR A MBRHREEFTARERHEEE TR B PHRE,

B it BE
192.168.0.0/16 [ 15
0.0.0.0/0 appliance-eni-id

TR B WERHAR (BERR) BRERHEDERRIE.

B ity =k

192.168.0.0/16 [ 35

0.0.0.0/0 tgw-id
15500 [ 8 B FH R

tEHFESHE VPC A M VPCB A —EKMAER , 5 —ERAXRAMARLZERE VPC (VPC C),

VPC A #l VPC B B T 5Bk RMEEAB . BMEXREKAARERAEEE VPCC.

B it B A

VPC C ### ID
0.0.0.0/0

h=
‘;H:B
b
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VPC C Mi#HEE T 5l RMEERE . ©ERRERBEIAE VPC A M VPC B,

=X:0p:1] BZ gz s il
10.0.0.0/16 VPC A ### ID B &%
10.1.0.0/16 VPC B ### ID B 8%
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WERIE : BHLRBEA AWS Transit Gateway

T 52 ZE R H B ERBE Transit Gateway H1H) AWS EEEE, UTH2ERETHNEK S| ERE
Y EBEE  RBREAXEHEAEEEME VPCs, EALAFEA Amazon VPC i AHFEH B EH
& AWS CLI.

%
i
i

2 . £/ Amazon VPC £ & &I AWS Transit Gateway
2 . R AWS @R %I AWS Transit Gateway

B |4

HERTE £/ Amazon VPC £ AL AWS Transit Gateway

ERHBREP , B98¢ 7 BNAEA Amazon VPC RSBV F@FE , YWigM{E VPCsEEEH
B, BRENERFE, EEME VPCs , ARRELENKE , LUBAERFER VPCsBHE
#o

FORIRH

s ATHRAERRBENEEMCRES , BEHRESEIME VPC, VPCs TeEEHERNES
CIDRs, #EEL VPC H & & — {8l Amazon EC2 #{T{ERE. MEFMEHR , 52K (Amazon VPC
FEAEERE) PWET VPC M (Amazon EC2 A EIEE) MW EHIT(EE,

s BREEENHENRAEEMEREN VPCs, NREHBMERHAXRTPEEMENKR , AIEHFET
SEEIFELR VPC B9 CIDR,

- BREEREREHRPBEMENGTT, MEFMEN , B2 AWS Transit Gateway F I 5 9 F1F
HEE,

s MBEAROBEFIREZSEHATIG ICMP RE | BIEEE THZ B#1T Ping B11E. MEFMER ,
=2 [E (Amazon VPC FAEIERE) FHRELZERARAL

SER

- $B1 . ENEHBE

- SB2:# VPC EBELNEHFHIE

- B3 EEHRENEN VPC BHEEH
- $B 4 AFEHRE

- SR5: HREREE
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Amazon VPC AWS EHiREE

SR BUEwEE

B )
B )

1.

2
3
4,
5

o

B, BMERUAREHFERBR , EMEARNEBRE AR EEBHR,

ﬁi}tﬁi}t

£ https://console.aws.amazon.com/vpc/ BIRX Amazon VPC £ &,
EEEZEERTD , BELEY VPC BEANEE,

HEEEEKT | B2 Transit Gateways (BEFEE).

i#1Z Create transit gateway (B {E#EE).

(ER) 7 Name tag (B BERER) 7 , A AERRENEE, IR —BFER K HPRAH
“‘Name” , HRIRIZIEEN B H,

(i#f) 7£ Description (FREA) # , WA XE@FEENRHA,
EREEBRERERY , BITTHEE

1. £ Amazon side Autonomous System Number (ASN) (Amazon % B £ Z&#wm3%E (ASN)) &, @
AL ERFENIE ASN, EEZREARERE (BGP) TR AWS B ASN,

16 L JTHY ASN ZEEFENH 64512 F| 65534,
32 77ty ASN Z3E FEA A 4200000000 Zl| 4294967294,

ERRASEGNE , AIREES BlIsHH S EE@mEEFERM— 1 ASN.
2. (BA) EEREMATIMEMIER .
- DNS X EE#EEI It E#HMEVPCs.,
« VPN ECMP X EEZI|{F@mFEN VPN EiR.
IR REN B ERMEN R EREEN TR HREIEB,
HREHREE  SRBKBARMGEEZ L ERFENARERE,
- SHEXRXE TELERERMAEPET S HEXEE,

(#HM ) fEConfigure-cross-accountt HRBEERAF , BERSEBEZILAKE. WRHKA ,
RleauEIHt. 58, BXEEIRIEEMHFER.

(iEF ) EE%HEECIDR ERERT , B IPv4 iﬂziit?ﬁﬁiﬁ /24 CIDR EBIRSHE R K ),
®AE IPv6 bt FTiE /64 EHRHE KM CIDR Efl, B UBBEMALAERFAE IP it E5E
(169.254.0.0/16 EE AAYHIEERSN) |, BAREE VPC ﬁi&%ﬂﬁq%ﬁ%ﬁ%ﬁﬂ%ﬂi&igﬂﬁﬁo
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® Note

MRIZRIEIEERE Connect (GRE) E1Z8} PrivatelP VPNsRI& £ F{E# & CIDR E
#, Transit Gateway 8 At EE M BEE RS IPs, PrivatelP

10. (R ) SRESBHEZNLEREE  WE-THYERTE

1. &1 Add new tag (FTiEEH).
2. MARS|IBEBNEBNE,
3. BEMHERUMEHMER  IRET—EASR,
11. #$F Create transit gateway GE B FE), FMERYE , EHFENTHBRMRES pending,

HBR 2 K VPC ERELNERFE

RSN -HAMELNEBRFEERRNATA  BRERIER, AEE VPC BIEE

nl‘.H.

nl‘.H.

AT R ME VPC , Y EHEFPZ BB —E EC2 BTER , WHPATR LR EE
BV EHE VPC My & FEEsE

—

£ https://console.aws.amazon.com/vpc/ BRX Amazon VPC i &

HEEEE®KT | 1B Transit Gateway Attachments ({5 B EE#E),

iZIZ Create transit gateway attachment (2 3 & B 85E ),

(#H) £ Name tag (BBER) + , B AEZENERE,

£ Transit Gateway ID (B&% & ID) b , BEEEARNEENERFEE,

T Attachment type (E#EEHE) F |, 1 VPC,

EEEBRA DNS support (DNS X&), EAREEHR , A ERA IPv6 support (IPv6 &),
HRVPCID, FEZEEEZEEHFEN VPC,

EFHE DR, ABETARSEN SR FERAREHREN —EFHERK, EXAEEEL—E
%ﬁ%o _ﬂﬁl—.l-ﬁﬁlﬂ__“ij/\ﬁglgﬂy ﬂﬂ%ﬁ%o

10. iZZE Create transit gateway attachment (3 3 2 B & iE#),

© © N o g M 0 b
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BEEZEEAEH TR —ERARAEE  MBEAXRTEFEESEEEMEE, FEREERENR
B, FRAELHNESaREEARS , REFERB, MFFMER , 5526 the section called “E#
EERAIEA],

$EB 3 EHBEENEN VPC BHERE

BRARISHERFPERD , TREHSHWERNM 1P it , BHEBBKN VPC RET —EREH, RE
EREFAMRABEMNMMNER , URERFEEE IDWEZR, WEFHEER , F28 (Amazon VPC
EREER) Py ERFERKHAEE,

KR BHESE VPC BEXR

1. 1£ https://console.aws.amazon.com/vpc/ BIEX Amazon VPC £ &,
HFEBEHKF |, B2 Route Tables (BEH &),

BEFEERA VPC BB HRE,

iEE Routes (B§H) ZEH , ARIEIE Edit routes (FREEEH).

212 Add route (FTI8EEH),

£ Destination (B #93t:) # 7 , B A B §9ith IP #uut E5E, £ Target (B #Z) ML , B2 Transit
Gateway (B&iFE) , AR BIZEEWEE ID,

2 T

SR 4 AEBwmEE

BHRREREEC KRN , FEREHFEEEE VPC AWK Amazon EC2 #{TERE , WEHAERE
BH , i Ping th 5. MEFMER , 5528 (Amazon EC2 FHEIERM) HHEHZE EC2 #1T1E
B, Amazon EC2

SR 5 MREwmEE

ERTETECRRER , AL EMER.

REEMBRERERMHNERRE. NRECERMRTEEENEARE  RRERTELEMBREL
B, AR EMRERRE. —BERRERFE 6 SReFLHEELEEA,

il BR A& Y S 8 S

1. 1£ https://console.aws.amazon.com/vpc/ BIRX Amazon VPC £ &,
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Amazon VPC AWS S5 FHE
2. TEEBEBEIKD , iBIZE Transit Gateways (E#FHE).

3. ERERRFEIE , ARERE Actions (E11E). Delete transit gateway (Tt BR & &),

4. B A delete , RRIERE Delete (MHBER),

Transit gateways (&) BEH L EHFER State (HR5) 2 Deleting (IEEMIBR), — B
R, EREEPERERFE,

HEBRE . FH AWS a5 HIE I AWS Transit Gateway

ERHBREP , B9§ 7T HEOAER AWS CLI EYEWFE , WigWE VPCsEREFIHP, FigEYT
BaRE, EEWMME VPCs , ARRELENEH , LUBABHFESR VPCsz BB,

FoORRAF
Mz el , EREEED .

« AWSCLI EREWREBEENFT, MREBRIELSE AWS CLI |, FF2E AWS oS5 R\ X4,
+ VPCs Tt E+HEIHRELCIDRs, MEFMENA , 5528 Amazon VPC FREIEEHMET VPC,

- 88 VPC & —1{E EC2 #1178, WFEE VPC HRkE EC2 #TERMNLR , F2H (Amazon
EC2 EREER) FHRBEHTEE,

- REAAFTYTERCE ICMP RENZ2HE. NIFEARLHEZFRENSR , F2H

(Amazon VPC fEFi&iER) FHEALZEEFERS AWS ERIVRE.

- FRAEBFENEE IAM T, EEREEHFE IAM FFA , 528 ( AWS Transit Gateway 1§
) B AWS ERREERN S D NFIMEE,

HER

- R BEVEREFE

- 2 BREEREFERAERE

- B3 # VPCsEEFERRE

< PB4 RREREEM A

- SER5 : FIBEWFER VPCs 2 VIR
- R 6 AEERRE

< SERT - BRI R E B A AN RS

=A
® Al
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https://docs.aws.amazon.com/vpc/latest/userguide/create-vpc.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/EC2_GetStarted.html#ec2-launch-instance
https://docs.aws.amazon.com/vpc/latest/userguide/vpc-security-groups.html
https://docs.aws.amazon.com/vpc/latest/tgw/transit-gateway-authentication-access-control.html
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SR BUEwEE

EREVERRER , § AWS BEYREREHRAERAR , WiEHAFERRBEEEHARMER
EiERAHRK. UTHET us-west-2E@IF P flcreate-transit-gatewayi®R., @RHPE
iEoptions T Hfth , W% create-transit-gateway@m SHHMAER , BIEEBULERERPEEN
BIEEE | 552H create-transit-gateway,

aws ec2 create-transit-gateway \
--description "My Transit Gateway" \
--region us-west-2

EEOESRRERRECEY, EOEYF , FE0ptionsH) MRERE.

"TransitGateway": {
"TransitGatewayId": "tgw-1234567890abcdef0",
"TransitGatewayArn": "arn:aws:ec2:us-west-2:123456789012:transit-gateway/
tgw-1234567890abcdef0",
"State": "pending",
"OwnerId": "123456789012",

"Description": "My Transit Gateway",
"CreationTime": "2025-06-23T17:39:33+00:00",
"Options": {

"AmazonSideAsn": 64512,

"AutoAcceptSharedAttachments": "disable",
"DefaultRouteTableAssociation": "enable",
"AssociationDefaultRouteTableId": "tgw-rtb-abcdef1234567890a",
"DefaultRouteTablePropagation": "enable",
"PropagationDefaultRouteTableId": "tgw-rtb-abcdef1234567890a",
"VpnEcmpSupport": "enable",

"DnsSupport": "enable",

"SecurityGroupReferencingSupport": "disable",
"MulticastSupport": "disable"
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® Note

T EERMENFENHEREEN , 3FH ID., B ME@EE ID
(tgw-1234567890abcdef0) , HAXESBHIREEL,

HER 2 . R EWEIE N AMRE

BERENERAER , ©8EN pending REE, MESRESZEEBHEEATH , BFEMRE

BFE B, BELEBEZEEM VPCs, EERFMRE , FEAMBINERERFE ID UK ERE
HiBIER#HIT describe-transit-gatwewayst s, filters BEFE A Name=state#
Values=available¥t, A% A6 ST EESUEFREHNFENREERETERATAMRE, NIRE , B
FEEHER "State": "available"., MRERATMEHAME 6 BB EER, SEFL ) EFHT &

AL
T o

W% describe-transit-gatewaysan S HIFFMER , FFS B describe-transit-gateways.

aws ec2 describe-transit-gateways \
--transit-gateway-ids tgw-1234567890@abcdef@ \
--filters Name=state,Values=available

LEEHBEERENR F 5 pendingavailable BB, ETHIEES | StateBEEAS

available,

"TransitGateways": [
{
"TransitGatewayId": "tgw-1234567890abcdef0",
"TransitGatewayArn": "arn:aws:ec2:us-west-2:123456789012:transit-gateway/
tgw-1234567890abcdef0",
"State": "available",
"OwnerId": "123456789012",

"Description": "My Transit Gateway",
"CreationTime": "2022-04-20T19:58:25+00:00",
"Options": {

"AmazonSideAsn": 64512,

"AutoAcceptSharedAttachments": "disable",
"DefaultRouteTableAssociation": "enable",
"AssociationDefaultRouteTableId": "tgw-rtb-abcdefl1234567890a",
"DefaultRouteTablePropagation": "enable",

HER2 . RREHFEAERE
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"PropagationDefaultRouteTableId": "tgw-rtb-abcdef1234567890a",
"VpnEcmpSupport": "enable",

"DnsSupport": "enable",

"SecurityGroupReferencingSupport": "disable",
"MulticastSupport": "disable"

.
"Tags": [
{
"Key": "Name",
"Value": "example-transit-gateway"
}
]

HER 3 & VPCsEEEEhFiE

—BEWEnREETR , FFEA A8E VPC BiuMfFcreate-transit-gateway-vpc-
attachment, BFEEFE transit-gateway-id, vpc-id# subnet-ids,

W create-transit-vpc attachment@ HSHFMEN , 5B/ create-transit-gateway-vpc-
attachment,

ET5gEH S s vEHTMX , 88 VPC — K,

HRE—@E VPC , BEAE—E vpc_idM HIT T 5I1EH subnet-ids :

aws ec2 create-transit-gateway-vpc-attachment \
--transit-gateway-id tgw-1234567890abcdef® \
--vpc-id vpc-1234567890@abcdefd \
--subnet-ids subnet-1234567890abcdef®

O ESFERRINN A, 4L pending REEEN, TEELSFINRE RACSEHEES
available AREE, ERREEEL D EAER,

"TransitGatewayVpcAttachment": {
"TransitGatewayAttachmentId": "tgw-attach-1234567890abcdef0",
"TransitGatewayId": "tgw-1234567890abcdef0",
"VpcId": "vpc-1234567890@abcdef@",
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AWS EmRiE

"VpcOwnerId": "123456789012",

"State": "pending",

"SubnetIds": [
"subnet-1234567890abcdef0",
"subnet-abcdef1234567890"

1,

"CreationTime": "2025-06-23T18:35:11+00:00",

"Options": {
"DnsSupport": "enable",
"SecurityGroupReferencingSupport": "enable",
"Ipv6Support": "disable",
"ApplianceModeSupport": "disable"

HRE—M@EVPC , BEAFE =@ vpc_idM H1TE L RERMWH S subnet-ids :

aws ec2 create-transit-gateway-vpc-attachment \
--transit-gateway-id tgw-1234567890abcdef® \
--vpc-id vpc-abcdef1234567890 \
--subnet-ids subnet-abcdef01234567890

It ar T B B et S RUR BRI B4, BB B RTER pending AREE,

{
"TransitGatewayVpcAttachment": {

"TransitGatewayAttachmentId": "tgw-attach-abcdef1234567890",

"TransitGatewayId": "tgw-1234567890abcdef@",
"VpcId": "vpc-abcdef1234567890",
"VpcOwnerId": "123456789012",
"State": "pending",
"SubnetIds": [
"subnet-fedcba®987654321",
"subnet-0987654321fedcba"

1,
"CreationTime": "2025-06-23T18:42:56+00:00",
"Options": {
"DnsSupport": "enable",
"SecurityGroupReferencingSupport": "enable",

"Ipv6Support": "disable",
"ApplianceModeSupport": "disable"

SR 3§ VPCsEREEHRE
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SR 4 . R ERREMN A

HmRENGgUBpendingiREBEY., EREBEER 25l , BREBELIERAPERELH
#favailable, E®BE% 4, FH describe-transit-gateways®HM K transit-
gateway-id®R#E State, MFE describe-transit-gatewaysan SHEMHENR , F2H
describe-transit-gateways.

BT T AR RMEME, FULEFID , B NameM ValuesERERHHUSERRPEE

aws ec2 describe-transit-gateway-vpc-attachments \
--filters Name=transit-gateway-id,Values=tgw-1234567890abcdef0

T 5| e EE R EMAEER available AREE :

"TransitGatewayVpcAttachments": [
{

"TransitGatewayAttachmentId": "tgw-attach-1234567890abcdef0",

"TransitGatewayId": "tgw-1234567890abcdef0",

"VpcId": "vpc-1234567890abcdef@",

"VpcOwnerId": "123456789012",

"State": "available",

"SubnetIds": [
"subnet-1234567890abcdef0",
"subnet-abcdef1234567890"

1,

"CreationTime": "2025-06-23T18:35:11+00:00",

"Options": {
"DnsSupport": "enable",
"SecurityGroupReferencingSupport": "enable",
"Ipv6Support": "disable",
"ApplianceModeSupport": "disable"

},

"Tags": []

"TransitGatewayAttachmentId": "tgw-attach-abcdef1234567890",
"TransitGatewayId": "tgw-1234567890abcdef0",
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"VpcId": "vpc-abcdef1234567890",
"VpcOwnerId": "123456789012",
"State": "available",
"SubnetIds": [
"subnet-fedcba®987654321",
"subnet-0987654321fedchba"

1,

"CreationTime": "2025-06-23T18:42:56+00:00",

"Options": {
"DnsSupport": "enable",
"SecurityGroupReferencingSupport": "enable",
"Ipv6Support": "disable",
"ApplianceModeSupport": "disable"

iy
"TagS": []

SR 5 ¥iEEWEIEE VPCs 2 BRI H

RESEME VPC BEAXRTHIIEH , FH create-routem PR EME VPC BHKRtransit-
gateway-id#y , FBRERREESREEQHM VPC, ETIEFF , TTEHTRAX , BE
BHEER—X, BREELEE U transit-gateway-idiE{E VPC BHroute-table-id#y
destination-cidr-block, #,

W% create-routem THFMER , FFSE create-route,

HWRE—E VPC WERHER , BT TS T

aws ec2 create-route \
--route-table-id rtb-1234567890@abcdefd \
--destination-cidr-block 10.2.0.0/16 \
--transit-gateway-id tgw-1234567890abcdef@

HRE—@ VPC WEBHAXR , BT Milws. WBACLMAESE—@ VPC destination-cidr-
block RNEH route-table-idf . 718 , HREREAE—EHMHFE , transit-gateway-
idAKEFERAEEDN .

aws ec2 create-route \
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--route-table-id rtb-abcdef1234567890 \
--destination-cidr-block 10.1.0.0/16 \
--transit-gateway-id tgw-1234567890abcdef@

S trueEESERE , FHEEMYEH.

{

"Return": true
}
(® Note

#E R CIDR E#REA VPCs HER CIDR E#E,

SR 6 AEBwFE

R LUERZE — @ VPC Y EC2 #11T{ERE , 75 — 1@ VPC # Ping #/TEER , REINIT pingdn
T, A ERFEC IR,

1. f#H SSH = EC2 Instance Connect iE#£ 2% —{@ VPC ) EC2 #{T1ERE
2. HEZE={# VPC ¥ Ping EC2 #I{T{EMFLE IP it :

ping 10.2.0.50

(® Note
10.2.0.50 # B AE =18 VPC F EC2 H{TEENERFLE IP i,

MR ping MY , RREHBHMESERRE , L VPCsZMBHRE,
SRT . MERERREERENER™REE

ERTETESHFER , B EHMBR, 8  BXEMBRFIEN Y. transit-gateway-
attachment-id A8 EM 4R $11T delete-transit-gateway-vpc-attachment® %, #1T
W& , £ delete-transit-gatewayMiBREBWEE, ¥ THEE , BRBRELNTBPEL
M mIME VPC EEHE —{FREE,
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/A Important
RERFFE SR FEM R S ELELEER,

1. fEH delete-transit-gateway-vpc-attachment@ & MiBR VPC EiE, W% delete-
transit-gateway-vpc-attachment@ SHIEEMER , 552 [ delete-transit-gateway-vpc-

attachment,
S E— @MY, BT TISS

aws ec2 delete-transit-gateway-vpc-attachment \
--transit-gateway-attachment-id tgw-attach-1234567890abcdef0

SE—1{& VPC M MRREEEEE T5IEE

{
"TransitGatewayVpcAttachment": {
"TransitGatewayAttachmentId": "tgw-attach-1234567890abcdef@",
"TransitGatewayId": "tgw-1234567890abcdef0",
"VpcId": "vpc-abcdef1234567890",
"VpcOwnerId": "123456789012",
"State": "deleting",
"CreationTime": "2025-06-23T18:42:56+00:00"
}
}

S8 55 — B #H1T delete-transit-gateway-vpc-attachment®$ :

aws ec2 delete-transit-gateway-vpc-attachment \
--transit-gateway-attachment-id tgw-attach-abcdef1234567890

{8 VPC M RIBREEESER T5IEE -

The response returns:
{
"TransitGatewayVpcAttachment": {
"TransitGatewayAttachmentId": "tgw-attach-abcdef1234567890",
"TransitGatewayId": "tgw-1234567890Qabcdef0",
"VpcId": "vpc-abcdef1234567890",

SR MRERREHNERFE
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"VpcOwnerId": "123456789012",
"State": "deleting",
"CreationTime": "2025-06-23T18:42:56+00:00"

2. MIFER deleting MR8 , EEIMRA L. MRS , EH AR ERREE, £F delete-
transit-gateway@ $#E transit-gateway-id, 1% delete-transit-gateway®@<

WEHER , 582/ delete-transit-gateway,

T o€l EmpREE LiRE —ESBPEIMy Transit GatewayHV#if

aws ec2 delete-transit-gateway \
--transit-gateway-id tgw-1234567890@abcdef0

UTEREERNEE  HhasChiRnEnRE D &R , UREYEnFERAERRE
RERRIBEH,

"TransitGateway": {
"TransitGatewayId": "tgw-1234567890abcdef0",
"TransitGatewayArn": "arn:aws:ec2:us-west-2:123456789012:transit-gateway/
tgw-1234567890abcdef0",
"State": "deleting",
"OwnerId": "123456789012",

"Description": "My Transit Gateway",
"CreationTime": "2025-06-23T17:39:33+00:00",
"Options": {

"AmazonSideAsn": 64512,
"AutoAcceptSharedAttachments": "disable",
"DefaultRouteTableAssociation": "enable",
"AssociationDefaultRouteTableId": "tgw-rtb-abcdef1234567890a",
"DefaultRouteTablePropagation": "enable",
"PropagationDefaultRouteTableId": "tgw-rtb-abcdef1234567890a",
"VpnEcmpSupport": "enable",
"DnsSupport": "enable",
"SecurityGroupReferencingSupport": "disable",
"MulticastSupport": "disable"

1,

"Tags": [
{

"Key": "Name",
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"Value": "example-transit-gateway"

=

BERWBAEREE,. EEmE VPCs,
7~&8 AWS Transit Gateways FYE A Ih#E,

et

RECMENEE , AR EHBRER, EEBENEEM
MEEERNRS , PIINEREXIDEMEE N EEE LR

HUBE ERAHRE | 2B AWS Transit Gateways 5/,
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AWS Transit Gateway T RIEER

ST RERMERHHRERTS -

. BEEEBME VPC EEER B TE%, WASHETEN  HER/E CIDR (Bl /28) , IAE
s EC2 RN ESibit, BOEABINTORE  LANBEF5IEE |
. RIS M TR MBI B % A FI% B NACL Z B,

- REWREME , BRI LU NACL ERETEAH TR,

- BN —{ERE ACL , BHESHRENFI AR A E B, EEAMNE T ERGER
ACL B

- #%RE—1{8 VPC B REEHFEENFTERE FEREIEH  RIFCHERBRITFTESMHE VPC B
Bk (Pl |, FEBZE NAT BB B EEREN P RERE VPC).

- FRIZRREBABE (BGP) Site-to-Site VPN B#Z, MREARESENEFHEXEBRPHABZES
R, BRARKIIEE,

- BXA Direct Connect B #F1 BGP Site-to-Site VPN Fff 44 #9 3% H 1%,

- RRVPCHEEEEBUERABRREER, VPC HEEENERFE BN MTU X/NFTE ATEE
BYRELEFHUBRENHIEE. BREHWE VPC , UBEARK N EEMEZEERHS,

- EFFERRN\NERHERESSTAHYE , RAERREERT LEAS TR,
- BRIFCHRIREZEEGRMERBR  SRFBRNIERRERBARNBE,
- RERRGE  FESEESERE - ERREETXBER,

- HEEAZEEHRENTE  ERLASESHWREESR —EK—HN B ERKHHR (ASN), AT
FRESEHEEE, NEHMAER , F2BFEAEE AWS Transit Gateway B¥EHEEESIK
EEE o
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£/ AWS Transit Gateway

Ba LSS BB B Amazon VPC A5 AWS CLIREFEA, NEEBRANESEEHBENRX
EBMEL , 552 [ the section called “INZE X7,

E3

- HABGFE

« Transit Gateway F ) AWS & &

+ AWS Transit Gateway F# Amazon VPC #E3%

» AWS Transit Gateway #8584

« AWS Site-to-Site VPN AWS Transit Gateway 7 9 i
- AWS BE@REPH VPN SERERH#

+ AWS Transit Gateway F#9 Client VPN E$#

- EEEEEESE AWS Transit Gateway F# Direct Connect &
+ Transit Gateway ) AWS & B H S BEM4

« £ AWS Transit Gateway FiE#ZM 4 Connect ¥
« Transit Gateway F ) AWS E#iFERHE R

+ Transit Gateway ) AWS & FE B R ER &K

« AWS Transit Gateway 1 #J % B E#i%

- EMHAAEDE

HAB®RE

BAILAEF AWS Resource Access Manager (RAM) 5tk E & A VPC BEEZHNE&HEE AWS
Organizations. #ZERA RAM , XEEBRAER., MEFHENR , F2E (AWS RAM A EE
&) FHEIB AWS Organizations R # .

ZEEHR

HEERRER , S8 TISEMWAZE,

- WEAEHEEERHEENERE AWS IES HE AWS Site-to-Site VPN i,

+ Direct Connect B8 /Y E 12 F F{EE A ERFEE , 3 B o] LLEE Direct Connect BB AMEEBEIIRE |, 5
84 Direct Connect BEMNRA TR AWS IRF,

HAEBFE a7
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RIRFARR , ERAERBELTE R AWS RAM ERNVF A, BEAFEAZEELTEREREHNITE
%, BMAEY IAM R , HEREFRABEERM API BIMENFTT. RARELARELBRERE
EEELFIM IAM EAEREHE.

REERBEEETLUATTIERE

- BEVERHE,
- ERERAE,
- BREFRHE,
- REEMBERXEFHENRFHLENER,

- BMREMAERAEL  SLHEAASERNERA. BREEHAZTNETA , TREHEBLEAS
AJFEENREER,

° ﬂﬂ'“ﬁ%ﬁlﬁ/\?-o
- ITFIEEEREE. Transit Gateway Attachment & FER B R APl

BU N EREAZNER EHITTIIESE

- BEXRERERAEEE.

- RREFHE,

- REEGUUFRNHZEER,

- BRESAHFERCMBEZETANFE., EUUEFHMEHEEHENERNERLE,
« AILA#I1T DescribeTransitGateways APl

« EH VPC F#ITEEMNERMHEH API , a0 CreateTransitGatewayVpcAttachment
DescribeTransitGatewayVpcAttachments,

* Eﬁsﬁﬁlﬁ/\?—o

BEAEEnMER , SEREY, &M RE SR FERR &R S8 RIER B RS0 N,

BYEHBER e EREFNTAREIEYEHEE  YEAREMIEST B, EHHEEE
ERERVATRIRSE  BEATHES ID RESEH—BubE B TAES, fli, usel-az1 2 us-
east-1 [E1E#Y AZ ID , BRET RIS @ AWS tRFE M ELE,

BUE R Z & FEE

EXAZHAEICEAZERFER s EATIIRA

HEH=EaFE 48
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- Transit Gateway Attachment R $5 IE FiE1E,
- HERFELERERFE,
- ERREBEHEEENHEZHEE TUUMBR Transit Gateway Attachment,

EERMERREM AWS IRF AR, RENRERMELA AWS WIRFS DLERTBE , R
BASTEEIYE,
H AT %

VPC R E T A ERFEEZEERAA VPC TRk, 2HEEL, RESREERIRE W LA M
f , EREURRN VPC A EEHA VPC T8k LRENERH,

WMEFHMER , F2B (Amazon VPC EAERERE) HHEEMIEFHL=E VPC,

Transit Gateway HFH) AWS {4 &

BwEE T REGER VPC M VPN R, Y EEMERARE. BRRETE EF AWS IRF |, &
A BAfE A AWS RAM EEEMIRF AR BHRE. 5 —E HAERFEZR AWSIRF | iIRFH#EAE
A LA VPCsE#EE BB EE, ELIRF /YR E G TR RES,

RO EEHFE L MAZHEE AREBYBHFESHEENE , BSHEXRETERRBEM
BABERY VPC B , RS HBEERFEEESHEEFEKE,

18 VPC = VPN EiZ#2HEE —RAXREV BN K ZRAXRSFREXZEREZEEAZCKRENT —
EEE, ERFEEANKBERATA IPv4 5 IPv6 CIDR R B , BERME VPC M VPN E#R, £
EFE LK VPC S VPN B | B SREERRENTERMEHRE BB,

EaEEaFEPEIHMEMEK , WA VPC S VPN ARELIRAREVEIN , it ArElo 48
Bo Bt ERIAEFHEA VPC E—ERAREVER , YiSEER VPC ERERMAREEN | 8
] R R E B A AR R R R A B (VRF) M E@mBEES |, B REtRg.

BaREXEECERE VPC M VPN EiR . BETEEMBRERME. S0 A SE RS EEEN RS
8%, VPN £REM4EXIE BGP (B ) BH, ERFEHSEREXERERH. BUUSE
BREERARTHNBRHEOHSER  UEHSEHRECBKARE,

A LOEER — @2 %8 IPv4 =X IPv6 CIDR [E R ERAH i FERIH, FEF ¥ Transit Gateway
Connect JE#E 3 Transit Gateway Connect ¥1% , AJLA{¢ CIDR [E$RIETE IP bk, 7] LARFBIEM
NERFAE IP it EE (169.254.0.0/16 SBE AN IR , BURE VPC BRI EME

A TR 49
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WEEBWEE, W5 IPv4  IPv6 CIDR EBHRAVFFMERN , F2 8 (Amazon VPC A ERERE) B
P Eit,

%

* 7£ Transit Gateway FE 3 AWS FHFEE

+ 7£ Transit Gateway F#1R AWS E&FEEA

+ 7£ Transit Gateway R EE AWS EHFEZE

« 1£ Transit Gateway F{Ek AWS & &

- 5 AWS Resource Access Manager £ &% AWS Transit Gateway R A
« % AWS Transit Gateway 7 /Y 3 F Bt 4

* 7£ Transit Gateway FlEk AWS S FEE

+ AWS Transit Gateway B NZ X &

£ Transit Gateway HZ 3 AWS S E

BUERFEER K RMASELRARERFERHR  EMERNEBKARREERAR. WREE
TEVERNEORERHEER , ITUBREY —EXER. NFERANKARNFEER , F2R

7?77

(® Note

MBRFEEEEHRAELBANZSE  AIEZERTRERRA., BEYERFERERT
AR SR eUBANZEXXE, MEFHMENR , 52 Bthe section called “INI% 3
B

ERAEEEEVEHRE

1. ¥ https://console.aws.amazon.com/vpc/ BB Amazon VPC £ &,
EEEEKT | B2 Transit Gateways (BEFEE).
i#1Z Create transit gateway (M EF#EE).

i TE2E. BR,  , EEMaAERRENERE. tBERRTRLEEREHEFTEFHER
ERE. #1# Name tag (BBER) i , LEBN SRR Name , HERREFTBANE.

5. HEREAH , AL ASERFERNRA.

0D
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6.

10.

11.

12.
13.

14.

#£ Amazon side Autonomous System Number (ASN) (Amazon % B A R #im 5% (ASN)) & | &7
REFEREFEHATER ASN , IEALHNEHFEN ATLE ASN, EEZZE2ABEWE (BGP) T
YERSEX AWS B9 ASN,

16 L JTHY ASN ZEENH 64512 F| 65534,
32 77ty ASN Z3E FEA A 4200000000 Zl 4294967294,

EERAZEENE , IEREY NS EERREEFEARK -/ ASN,
ERFLERBEZZEERFAENS —E VPC RMHTEREITERE , VPC 825 F IPv4
DNS F#BZBEETAFAE IPv4 bk | 557E DNS support (DNS X 18) FiEEULEIE,

HEZeBHESETE  RANKIIREUBEZEI EHEEVPCs 22248 H, WESERLEHA
MNEEHE | 552 Bthe section called “B4&E4HSE",

EREE VPN BEHRESESKE (ECMP) BEXE , 57 VPN ECMP support (VPN ECMP
YE) FIERULETE, ZEEASMEE CIDR, AREMREREZBF¥E 9 M,

ERERUERE | A5/ BGP ASN , A& AS-path & BGP B4 EMERE.

® Note
EEFA ECMP , B4 ARV FRAEAERAMN VPN ER, £AFERHEN VPN ERTX
# ECMP,

£ Default route table association (FEE% & H R ERH) F , BEFLEE , o B EHHEEENREE
B4 B A TEER BR R ML BB

£ Default route table propagation (EER S RERE) &b , BIFWNEE K TEHHSEREEEEE
EEERRENTEREAR.

(BR) FEFHERREEMRAZSEEARENE MBS , 55EE Multicast support (ZHEEXE).
(i#H ) 7EConfigure-cross-accountt FiZEEERF  REETEHEZIHAMHE. MEBA ,
RlegasiEsHet. 58|, BXAEIRIEBEESR,

£ Auto accept shared attachments (B Ey#2 2 1 FEE) | BIEBWRE K TTEBEIBERFNE
.

(i#H) £ Transit gateway CIDR blocks ({5#iFi& CIDR B#) # , AN ERFEEE—ExZ
18 IPv4 =% IPv6 CIDR E#,
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&I LAE IPv4 SEER/NA /24 CDRERSHEKRESR (H120 , /23 5 /22) , HEL IPv6 IEEKX
NE /64 CIDR MBI E RELR (HlH0 , /63  /62), LA AEBHMEA LN BRILE IP i EE
(169.254.0.0/16 EEEARYLILERIN) , AR ER VPC EEMRAEHEMER LU ERMEE,

(® Note

MEBBEILE Connect (GRE) i##2, PrivatelP VPNsZ Client VPN i##2 | RIS H&&H
& CIDR B, Transit Gateway & 4 It £ E#Y B E i B (GRE/PrivatelP VPN) # Client
VPN E#IE K IPs,

15. J&{Z Create transit gateway (23 F#&H &),

55 23 EHEE AWS CLI

R create-transit-gateway T,

£ Transit Gateway 42418 AWS S 18 & A
BIEENEERREE,

EAFRARREHFE

1. £ https://console.aws.amazon.com/vpc/ BB Amazon VPC £#24&,

2. HEBHKF , EIE Transit Gateways (BHFEE). BHFEENFHEF SR EEE LNRESF
BT%H,

R miR{EwmEAE AWS CLI

£ H describe-transit-gateways

£ Transit Gateway R EIE AWS HiFEER

HEBRMEELNER , URGRBAR, BEEIREREEYHBER, SIS EEHFERR
BZERR. SEERFENRRESRLARE—NER, IRMHENER R CENERRE
SRR, ALBFEEMXERNE. NFEFMAER , F2HELER Amazon EC2 iR,

ERERAKERTEEERRE

1. 7£ https://console.aws.amazon.com/vpc/ B Amazon VPC £ &,
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HEEEEKS | B2 Transit Gateways (BEFEE).
EELEMESREERNERREE,

KEEE FHIEE Tags (BR) R5IER.
BEEEESR,

#IZ Add new tag (FTIBER).

AEHB A Key (£8) # Value (fB).

BERF,

© N o o bk~ 0w D

£ Transit Gateway &k AWS S 18

BU R ERRENARREE, EABREaRER , AARGNERFEN BB E MRS
.

ELEUEREHANERRE,

WRE IP ik B TR Connect ¥15 | RIEEBRERFEN CIDR EHf,

@ Note

MANZX ENEHFEETAEERSREAFER TEZINEEMBEFN VPCs , REEE
EIREAA MBEFIR VPCs, ERFIENTEREMEZEHN VPCs R EEZIERAMNE X E
fY Bk B,

WMEFMER |, 552 Blthe section called “INE X7,

& ohEEEE

1. ¥ https://console.aws.amazon.com/vpc/ BB Amazon VPC £# &,
2. TEEEBEIKD , iBIZE Transit Gateways (&),

3. EEESMNEREE.

4. iB3E Actions (B4E). Modify transit gateway (15 & REE),

5. BEEBURE , AREIEE Modify transit gateway (I B # EE).

£ B ay S FE AWS CLI

{# A modify-transit-gateway # %o
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£ AWS Resource Access Manager £ &% AWS Transit Gateway &
Rt A

EEPHFBEERAA , FERBIMAXER~LANEBE., BM4AEKLEB (AWS RAM) AWS Resource
Access Manager TR AEZERLA , TeEFMHAER.

EZERHAA

£ https : //https://console.aws.amazon.com/ram/ BAEX AWS RAM £ A&,

EBEEHKSP |, iB#F Shared with me (B8 ). Resource shares (EREH).
ERERLA,

iZ1ZE Accept resource share (EZERELH),

EEMBRAZEHFE |, 1 Amazon VPC £EAH R Transit Gateways (B#REE) B,

o > o bh =

2 AWS Transit Gateway =AY £ B Fff 44

MREHEEY BRRERARMA B BEZ LA , AIXEER Amazon VPC E# A5 AWS CLI
FHEXBIRFE (HR) B

FEEZIHMAER

1. £ https://console.aws.amazon.com/vpc/ BB Amazon VPC £ &,

2. TEEEBEIKD , iBIZE Transit Gateway Attachments (2% 8 E ),

3. EEREZINERFEERE,

4. &Z Actions (B)E). Accept transit gateway attachment (3232 & B & E 1),

£/ 2 A RM44 AWS CLI

{# /A accept-transit-gateway-vpc-attachment &5

o

£ Transit Gateway H flflErx AWS SE& &
SBEEMBREERAEEENERFAE, BONALXMBRFEER , FTaEMBRERRE,
£ A 12 & M BR 1S 80 FFE

1. 1£ https://console.aws.amazon.com/vpc/ BIRX Amazon VPC £ &,
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2. BRIEFEMBRNERFE,

3. iEIF Actions (E11E). Delete transit gateway (HBRE#FE). WA delete , AKIEE Delete (M
BR) SAHESEMIBR

555 M BRE% & AWS CLI

£ F delete-transit-gateway

AWS Transit Gateway N &

MERi I WA VPC R BRI MBS | RERHEIT VPC NS R B encryption-in-
transit, % VPC IIZRAIRABASTERE | & VPC hiATEEMABERE EN) KR A EEE
T AWS Nitro IZHIBTEE ; i ELE AT R AWS 1 IR SE 5 5 12342 4138 4150
78 VPC, M VPC MBRHNEHRET, , BB WAL,

EnFEEMNRZEM VPC &Rz

EREE LN NR B R E R EEEEVPCs 2 BH RERE HiTencryption-in-transit, &
FEEMF A modify-transit-gateway 8% 1 Transit Gateway EF BRI MBS E |, LUIN% VPCsZ Y
TE. A% , TEREKSER Transit Gateway EREREHIER ( FHEBR ) VPCs ZEALE 100%
EZERE, SEAUEBBAMNE X BN EHEE  EERBARNZEHREAERERH VPCs, &
WRBIF |, Transit Gateway FRERINE VPC HAREAFIER T#ITZ Transit Gateway IR RE.
BRib 24N, EEUARIRERE VPC REXEINHTER , MARERFBTERXTHT,

BREKNBXEMEERENEREE , MARERILFHIE, E Transit Gateway Ei A 2 BUA N
RYEMER  EREESNGLTSEERERE. EBRERAEHAN K TERECARE. NFEHE

RERRELENZEXENSR  F2HE EXERFE,

ER

EEREAELBANZZECH , BEE
- E&HFAERE Connect E#Z

- BERFEERIEYHEEE

- EEREER A Network Firewall i

. EHEERE VPN £rhEsE i
- EEREERE Client VPN Ei#2
- BERFEEARBALZEEHESE

&z & 55
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- ERFERMASHEEIEE

& EARE
BaRERUER T HP —ENBRRE

- B - BRFRELERANERE. WEFRSTRER 14 RFEETHK

- ERA - EEARELRANEXE, S UERFIHTMNZRGHNERLTEIL VPC Ei,
- =R - BaFEEEFERANEXRE,

- BFEA - EERRELFRANEXE.

Transit Gateway 21Z35 Al

EEnFEMANEZER , BATIMERA

- EEHRFENZRELABAREAE , LU Direct Connect i#§#%, VPN EEMAE N4
BHEIFITRAFHITERX PR VPC E#,

- BMAEREENFRER  SuAEEAiNEEFER HET VPC, Direct Connect i#E#, VPN &
M VPC E#E,

- EEHRMENEREFRAR , SREEERFITNEZFHNERTELFN VPC E#,

« MBEXETNEERNE. BEMF. BERHAXGEHE. VPN SEF2564F. BFis VPN i, &%
BB ENSHBEEINEE,

ERBYTHANMASERRI LR AP #55R,

AWS Transit Gateway F# Amazon VPC &

HEEER Amazon Virtual Private Cloud (VPC) BEZ T ZE&EE —H % VPC 7Rz EEHRRE.
1% VPC B ZEHREER  YARBETAREHIEE —BFRK , UtEnFEEARBHRE, 1§
ENFREMAEHREERENAONEOY, REEEHFEEZFEREHEDBEEFBERNER
KPR EEENRAR  RETRIZEHRETRAESANEt FHERPNER.

BR 1

- BEH VPC EREERFEER , WETRAESYS , BEERFEEENENERSELERXER

FE.
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® Note
EEEERFERNTNITAERER , RS RERENAHBEBNSE FRREXEEHE
B, MRFHEBBRAXRTPERAERNRENRAS , IR EEREEEZHEETARESHN T
MEhEREE BEETHEENBRARTEELE VPC ARER BN HAYEEKHE
RESTEEXAEERRAE,

- HERFABETIEYHER VPC BWEE] DNS 2 /A DNS #47 , mitt VPC 7 Amazon Route 53
hERAAEREREMREN. EEAEEEEREENNE VPCs RELGRAERENZB®E
#r , 2B A Amazon Route 53 #l AWS Transit Gateway £FEEES EwmA DNS,

- HHRFAETXXEESMERE CIDRs VPCs 2B EH , RUREE AL CIDR E2iERER VPC FHY
CIDREE&, MRS VPC EEZEEZEHEE , BEHE CIDRECEEZEHEEE —@ VPC 1Y
CIDRtERAZREE , BIfnERE Y VPC R BT EEZTEHEERA R,

- BEEABREEAKEEN VPC FRKENERE, B2 , B LREMR , A% EE i 717
RAEBRXAABRHEREERRAE, MEHMAER K F2RSARES TR EREERFE,

- BEEERER IPve W FRENERREER, SAREERTRELEATE IPv4 i,
- BRREEIOHLEAE—E VPC B , TR ERREREERAR.

VPC Kt FHYBE R TR

BaRE VPC ERFERENMBAREESEEREERE

- EETERRAR  EERFEEEMRBN FRKRLARER VPC AFEEB SR FEEKRNEM
BEVEHERHARIEE . ESEEM TR, BRBIRRAE. NAT BEMN VPC inRhrEEH,

- BERTERRAR  EEREZBCHREETACERN FHEBLAEREQERRENEH , e
R EBERE NI E A,

- A VPC RE  BRFEEZRTSHBRANERE VPC A TR BNBH. BRKE VPC BHR
8], BA#ERH (VPC CIDR) X RFHEREHEKRT , FREEITAE VPC B,

® Note
EMETARSANFEEZFREBETRERBTERARERE. REEEHFIEEZMEEG
M4 E FHEE A A R Ea FERENE AR S

VPC Mi#FEYBR R FER 57


https://aws.amazon.com/blogs/networking-and-content-delivery/centralized-dns-management-of-hybrid-cloud-with-amazon-route-53-and-aws-transit-gateway/
https://docs.aws.amazon.com/vpc/latest/userguide/Extend_VPCs.html#connect-local-zone-tgw

Amazon VPC AWS EHiREE

VPC E#z4 dniE

VPC EESKBEEMRE , RERBRBFHG, SESERKRTE TLKEEE ; £oniBHER
# . VPC EZ{EE TR Amazon Virtual Private Cloud Console 1 API S a5 55ll& H .,

TEFEREEEE—IRSHEEF | RIEFB Auto accept shared attachments (B B)iEZ L ZE ) Wk
WREMREF | ATREREMAMEE,

Available

-.__‘

‘ Modifying }—

Rolling back

¥

Failing ‘ Deleting ‘

. _

e k:_.-'
My

No longer
visible

4

» Pending (57€) : ERE VPC EZEW FERMGEREFFIER, EEMEPKE , EZEUREELK , =
EZM LA E available,

« Failing (X)) : VPC EIZEWNFERLM. EERPME , VPC EIERBE failed,

* Failed (%X8) : VPC EENFERERKKRN. ERILRER | SEEHEMER, KB VPC EESREF
AR 2/, RETFBAR,

 Available (FJA) : VPC HEETRH , BRETLUE VPC MEmBEZERE ., EEMRPEE , EHERLL
BZE modifying , B E deleting.

« Deleting (IBR=) : IEFEMIBRAY VPC E1E, FEIEERE , EEUUEE deleted,
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- Deleted (EMIB}) : EMIE available VPC EiE, ERILIRAER | VPC EESEEBH., VPC EiE
SAREUR 2/ E , RETEIR,

« Modifying (&2k ) : BIREFERENK VPC BiEHNEM, EEMMRKE , BEELUBE available
HBZE rolling back.

* Rolling back (fEEH) : BESRK VPC EEEHFER , BERREEERFMBNEMEE, £EREMR
B, EET LB E available,

T BB REEEERR Auto accept shared attachments (B By HZ81E) WERFHERES | ATeERE
HY AR RE,

Pending

Available

acceptance

“dh

‘ Modifying }—‘Holling back

v - > - _d

Rejecting ‘ ‘ Failing ‘ ‘ Deleting ‘
- L y - 4

o

No longer
visible

+ Pending-acceptance (fFEIE##E ) : VPC EEFBREETEFSFEST., TEERER , EEATUBE
pending, BZE rejecting , B E deleting,

* Rejecting (JER& ) : [EEMIBREY VPC E#E, EEMEMKER , BETUBE rejected,

+ Rejected (B3E4) : pending acceptance VPC EIZEC#IELE., ERILRAER | VPC EIZEE XS
K. VPC EEBRIFAR 2/ K, ARTETR,
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* Pending (F7€) : B#X2 VPC EEW FRERNMEREFP, HEEME , EEARESRR , ETL

B Z available.
« Failing (8) : VPC E#EWER KK, EEMMKE , VPC EEREZE failed,

* Failed (X8) : VPC EENFRELAN. ERILRER  BEEEEMBR. KBH VPC EEEREF
AR 20, RRTBAR,

« Available (\TA) : VPC E#EA A , BREWIE VPC MERRMEZBRE. EEMMEER , EEALU
BZ modifying , B ZE deleting,

« Deleting (THERH) : EEMIBREY VPC E#z, EEMEMRER , EEAUBE deleted,

« Deleted (EMIBR) : EMIBR available = pending acceptance VPC Ei%, BERILARRE
RF, VPC EEE LN, VPC EZESREFTR 2 /M i, RAEFTBEITR,

* Modifying (82 /) : ERHFERE K VPC EENEMH, EEEMER , EZETUBE available ,
B E rolling back.

+ Rolling back (fBJ&A) : A5 K VPC EEENRFER , BERHREEERERMBNEMEE, EiE@EMR
B, EIET LB ZE available,

RIERE

MREITEE VPC REREEMEBNRERE , EUUERILKGR | ARIEATEN VPC M4RUARR
BEX T, ERTHR AWS Transit Gateway ERFEM B Witz R RELWIBEA |, ¥ VPC
EEFRERNTARSE. TEAFEREESRESES VPC FHEATARESE L REXEFHE
FHER BN, HARMEENESRE VPC EE |, BFRREVLURBEMHE M ERNFEERER | IiF
VPC, VPN # Connect E#%, REEXNLEAREETRRIFEM B KRR RE AWS EiF, IR
B—RRABAREES , EREAFEENGARBURA  IRBRETEEETREN A ARE 2B ERH
T, BUUERAEEARWSIIE API REASEARFEER.

/A Important

fEE X EXE VPC &%,

AZ BABR R SERIEH - HAHYWEREER VPC EEAEBN SR EmERmRBAKEE
B, RSEEE  GRRESIHERRNEN LT ARESE, MERE , SERHG 1 PR
#Ysame-Availability-Zonei#i 2 , #8& & 2lflow-hash-based ] F E1HiZ1E, EXRRE—A A EHE
RHRETRERRAEIRE VPC P TRITAEE , PE A REERE#.
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AWS Transit Gateway F R EE XN EEERBRFEEN VPC HIETREH , ZERENMBENtLTARE
5, URELCREBRH, EFETRERBARKLEE, TASRBEEEAEBNREEXMEMTE.

THIRGIRERC ST HEREEN VPC ERMBBNERFERBRBAKHEE, WRIEEE &
i A& ESE I ET SORF B (0 v A (B9 |, ™ B FrE ROIE TR ALl flow-hash-based Al A EIFIEE ( R
Bl 2 RFTRINITA ) o

=41 : EBFRE VPC WA HEEARERH

EREBRRFET AEE us-east-1a i B it ] A [E15 us-east-1a B , £/ us-east-1a M us-east-1b
VR EIE S VPC E 1 | EMEESRE VPC i us-east-1a ERMEER N EH. KTHAERREE
Eﬂilﬂiﬁ%ﬂ E E’Ji&ZFﬂE’J/)leﬁﬂ FﬂJ_ﬁ'ﬁﬁ

=4l 2 - EBFE VPC WH A EEERERH

HARRIR T AR us-east-1a Fi[6) B Byt o] F [EB1E AR E us-east-1b , £/ us-east-1a Hl us-
east-1b FHYEREE VPC EiZ | Transit Gateway 2 A RIE M EEE EERE VPC FiZH us-
east-1a & us-east-1b, EBENTHAEFHEERENETBHEAFEER,

=613 BBLIETAEFSERNEE VPC BHBARE

ERERBRETRE us-east-1a ZIRETAEFHEAN BNt ( Hlan , HRERBERE ) &,
5/ us-east-1a M us-east-1b PR EER VPC EiZ  EHEESRRE VPC B W us-east-1a
EEER A E .

=64 ERFRNENFAENATHREF , EBk{s VPC BERE

ERERIR T FHEE us-east-1a [0 B #Y#b 0] A [E15 us-east-1b & , A TG 0] A B A Y ER s
= VPC E# | fli0 us-east-1c M us-east-1d , EEFESFEAREMERE L RE VPC HiZH
us-east-1c = us-east-1d, EENTHAESEERENETBHEAFEER,

RERESE

O LAE AL ThRE R (L Z 2 BF BB M T HiE R 2 EEE# FEE < VPCs instance-to-instance Vi
E, BRECEARAFRRSEZLZeHE, EHZLBRARTESEZERLHE, BRASERAZ2EA
SEFGEEBENNHEA,

IUSERFENSHRE VPC EERESEXENTLHE , YERAEERRERH VPC Ei
HWEBMAK , T 8eER,
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BR

B VPC ERFERASENZ2BFER , BATIIRG.

- EHFEHSESETIEZLEESE, WA VPCsEZEIERNEREE.
- AAESE usel1-az3 /) VPC A X BERLBESE,
* PrivateLink mE T X ESEZLZ L E. B2EH IPCIDR 2L BFAEABRE R,

- REHY VPC FW EFS NHREAMMABNEZ2HERAY  2ERLHEEANELERRRK
(EFS)o

- AWS Outpost, AWS Wavelength Zones F1F L AWS Local Zones T X ER £ FH A2 E, EEH#
RIRERE , B EEELVEES FHERMN VPCs EEBRNRLEESE,

© FXEH AWS ABES

T %) AWS Local Zones T E L IIEE : us-east-1-bos-1a, us-east-1-
bue-la, us-east-1-1lim-1la, us-east-1-mci-1la, us-east-1-msp-laus-
east-1-phl-1la, us-east-1-scl-1la., , us-west-2-den-laus-west-2-
hnl-1la, us-west-2-las-la., us-west-2-sea-laap-south-1-ccu-1la. ap-
south-1-del-1a, . . ap-southeast-1-mnl-laap-southeast-2-per-laeu-
north-1-cph-laeu-north-1-hel-1a, . eu-central-1-ham-1la. . . . eu-
central-1-waw-1la, . . af-south-1-los-1la, . . me-south-1-mct-1a

- MREERE VPC , HEBREHREESENLLBHEELEE AWS Gateway Load Balancer 2 AWS
Network Firewall ;&4E,

IPv6 X

ERENREW VPC EER | Bu LA SREA IPv6 X B, FEREA disable,
A IPve X ESHITT HEE
o #% IPv6 it iERIG B FRE PN SR FEEMEE N E, 5 E it uh Ei6 B 4 EE

IPV6 &,

- FRERHERER , & IPv6 VPC CIDRs E#%2|Eim FERH R

EER IPve &R, MERTHITA
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AWS EmRiE

ISR T LA ML LA 4 5 B ARRV R AR IPV6 BEH.

- MR VPC HAKREFIEO/EWEAERN IPvo BEH , B ACLs MIZEEERRE , 8l IPv6 RE

AT LAfE VPC A Eia &

RERASEFERTEEUNBRERE , TSHEHS.

%

£ AWS Transit Gateway F 237 VPC &%

£ AWS Transit Gateway F {8tk VPC E#

£ AWS Transit Gateway F 18k VPC EZER
£ AWS Transit Gateway F##8 VPC jE#

£ AWS Transit Gateway 5 flilgx VPC E#

E 3 AWS Transit Gateway Z£EHE AR A

- 5l AWS Transit Gateway 2ZHZ <&l

B KiBEF AWS Transit Gateway B & £ B 4015 Bl
# AWS Transit Gateway VPC JE{ZE 3 # 1T E 2 B

£ AWS Transit Gateway FE 3 VPC EiZ

EHRAEEAEIT VPC EiE

1.

2
3
4.
5

o

£ https://console.aws.amazon.com/vpc/ BIEX Amazon VPC £ &

EEBEEKSF | BIE Transit Gateway Attachments (i B EE#E),

i#1Z Create transit gateway attachment (2 37 &% B E8E ),
£ Name tag (BTBER) F , TEEW ASRREEZENER,

£ Transit gateway ID (%?ﬁﬁﬁﬁi_ ID) # , EBEFEANEZNEREE
MiE A6 RREEHLZNERFE

T Attachment type (E#ZEEHE)F , ##EZF VPC,
BEEZARRMA DNS X &, IPv6 T EMBEERNLE,

o BULLEZBCHAENER

MEEERFHER , REMENcHANRESEZRENEWBHRA |, #% VPC EiEAMER

By o] A B 5

EY VPC EH
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8.

10.

11.

12.

BIEETHALRLHESELE, A LIEUEEZIEHEEVPCs 2ER 42 E, IESE
ZEBHAMNGEMERR |, 5528 the section called “Z & EfHSE",

BEREAHRA IPve B, BMAR , EnFEERE N EEWE IPve thit, FRERBEER , IPv6
VPC CIDRs €8 EZERFERARX, FAK 6 WBRAETSEW IPv6 it , B IPv6 CIDRsF
SEE, NEFMEEA , 552 Bthe section called “IPv6 &7,

HRVPCID, FREZEZEZEWFEN VPC,

It VPC #AZDH — B F iRz 2 M EABH,

EF#E DS, ASETABEERNERRFERAREHREN —EFEK. SXEEEEL—E
THKK, — @7 AEER R — @ FHEE,
i#$Z Create transit gateway attachment (2 3 &5 B & iE#),

£/ #3 VPC iE# AWS CLI

R create-transit-gateway-vpc-attachment 5

£ AWS Transit Gateway F1& K VPC E#2

EAEE BB AR VPC &

1.
2.
3.

£ https://console.aws.amazon.com/vpc/ BB Amazon VPC £ A&,
HEEEEFKS | BIZF Transit Gateway Attachments (S B EE#E),

IZHL VPC E#E |, ARRIRIE Actions (BI4E). Modify transit gateway attachment (15 St & & i 18 5&E
%),

BASERTFMEMIER :

- DNS X #&

. IPv6 X &

- RiEEAZE

EERMHIIERBIR AR  BFRENFTREEEFERBIRZ FHEE ID HZES R,

® Note
EEZEEMEUURER | FTEZE R VPC EEFREJEEXLEERR

(il

o

EERABEZEIERAEVPCs 222 4HH  BHENLZ2HESENE, NESERLEAN
SHHMEE |, 552 M the section called “L£EHS E,
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https://docs.aws.amazon.com/cli/latest/reference/ec2/create-transit-gateway-vpc-attachment.html
https://console.aws.amazon.com/vpc/
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® Note
NREEFRAREERFENTL2FESE |, IISHEME VPC EELEA.

7. i##E Modify transit gateway attachment (15 SUE & B & iE ),

£/ &k VPC E$# AWS CLI

{# A modify-transit-gateway-vpc-attachment &5,

£ AWS Transit Gateway &l VPC E#EZEZEH
FRERBENEN VPC BZER

1. ¥ https://console.aws.amazon.com/vpc/ BB Amazon VPC £# &,
2. HEEEBEIKD | BIF Transit Gateway Attachments (1B #i B&EiEE),

3. EH! VPC E#Z , AREIEIE Actions (B14E). Manage tags (EEBER),
4. [FEER] BEMEER  XHTTIEE

- BN Key (£88), BASHRER,

- ¥R Value (fB) , EALBRE.
5 [BRER) ZTEHKSZE , EIE Remove tag (BRER).
6. EERT.

VPC EREBARERATEEE N,

£ AWS Transit Gateway F#1R VPC E#
FREEAEBREN VPC EiZ

1. ¥ https://console.aws.amazon.com/vpc/ BB Amazon VPC £# &,
2. HEEEEIKD | BIF Transit Gateway Attachments (1B #i B&EEE),

3. £ Resource Type (EREHE) #iF , &3, VPC., EL R VPC E#,

4, EEEERBREHFHEER.
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https://docs.aws.amazon.com/cli/latest/reference/ec2/modify-transit-gateway-vpc-attachment.html
https://console.aws.amazon.com/vpc/
https://console.aws.amazon.com/vpc/
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A WREH VPC & AWS CLI

£ H describe-transit-gateway-vpc-attachments &5,

£ AWS Transit Gateway # lEx VPC E#Z

ERAEREMER VPC 2

1. ¥ https://console.aws.amazon.com/vpc/ BB Amazon VPC £ &,

2. HEEBEEHKD , B Transit Gateway Attachments ({5 & E#E),

3. EH VPC E#,

4. 3BZ Actions (B)E). Delete transit gateway attachment (i B B &E %),
5. EHRIERE K @A delete , AREIRIE Delete (MEX),

55 MRk VPC & AWS CLI

£ delete-transit-gateway-vpc-attachment &85,

E ¥ AWS Transit Gateway Z£ & HE AR A

B L B ERERFEMERN T MEAZSHERA, S ER Amazon VPC I AR EAG S
Sk APl REFZLEHERL, MESELLBENFMENR |, 55820 the section called “Z £ #4HS
Z,

ERAFEAEMENREEERA

1. £ https://console.aws.amazon.com/vpc/ BB Amazon VPC £ &,
2. EEEERY  BELXLEE,

3. ENZLHE  AREBEDE. FREEASRAUESEARR,

4

HEMERD , FREFERA K ARETHE, BABHENERERHEE. HRRER (EAR
Bl ) , EEEIERREEN VPC R ARLEEN ID,

(® Note
BEIERREN VPC PN EZEHETEABET.

5. FEREBAAHRA A FEEHE (HIMREFEIHER),

kR VPC & 66


https://docs.aws.amazon.com/cli/latest/reference/ec2/describe-transit-gateway-vpc-attachments.html
https://console.aws.amazon.com/vpc/
https://docs.aws.amazon.com/cli/latest/reference/ec2/delete-transit-gateway-vpc-attachment.html
https://console.aws.amazon.com/vpc/

Amazon VPC AWS S5 FHE
6. EEMBRFA , FHEESRASZZHOMER,
7. EERESAL

EABTIEREARA

« authorize-security-group-ingress (AWS CLI)

» Grant-EC2SecurityGrouplngress (AWS Tools for Windows PowerShell)

* Revoke-EC2SecurityGrouplngress (AWS Tools for Windows PowerShell)

* revoke-security-group-ingress (AWS CLI)

Bl AWS Transit Gateway 2Z 22 84

HEYEENZLRERTEERIMESRFEN VPC PN ZEHER P HBE  FEATIEH
h—fEw S,

» describe-security-group-references (AWS CLI)

» Get-EC2SecurityGroupReference (AWS Tools for Windows PowerShell)

BKRIBE AWS Transit Gateway &£ B 4237 Al

BRNZ2FHERIRZEME VPC EEREMEERFEZ VPC FEMBRZEEFENRA, B
MZLFERUTZABRENZLFHERBE KX AFHEHEBER,

B LAEA Amazon VPC E# & KRR MR VPC WZ & EKR A,
BRI B RS EAEE

1. £ https://console.aws.amazon.com/vpc/ BABL Amazon VPC £ &,
HEEEEKS |, BIF Security groups (Z£EH).

i#1Z Actions (Bh4E). Manage stale rules (BI2iB R ),

¥ VPC , EEERIBRRAIN VPC,

iEFE Edit (fRE8).

BIZEEMBRZHAAARE Delete (BR) R, EIF Preview changes (AE®HE) & Save rules
(REEFRA),

o o A~ w D
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https://docs.aws.amazon.com/powershell/latest/reference/items/Grant-EC2SecurityGroupIngress.html
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ERMTIIFHRBRN REFERR

* describe-stale-security-groups (AWS CLI)

» Get-EC2StaleSecurityGroup (AWS Tools for Windows PowerShell)

EEBBRBREEERAR BRI LEA revoke-security-group-ingress B revoke-security-group-
egress e , RAGEMER,

¥ AWS Transit Gateway VPC E#2  # 1T R B
LT EE BB SR VPC B H T pe R AR TR E R,
L]

VPC E#E XM,

R&A

FETEATIIZ— :

1. BY VPC EENFERERFEURBEZEACH ERT .

2. A IAM BRAZ , At EEFDEE , flmEREREMER CloudFormation REVFAIMAER,
J.IRFEERKERNAG K MERKEZNAREHEK.

4. EEFEERER available AREE,

R B

RERME , FER TSR

1. BREAEEFEYURBEFACHERT T, WEFHENA  F28 (AM EFAREERE) FHR
BEEAGHA, FAEERFT2E , B VPC Ei,

2. FEHEY VPC EHE, MEFMEN , 5528 Bthe section called “E 1 VPC E#',

3. MR BEFACEALERN . MEFMEN , F2E the section called "B EE",

4. HEREWFEERER available AREE, WEFMERR , F2Bthe section called “B17EHFE",

SEEEHEAR VPC EH 68


https://docs.aws.amazon.com/cli/latest/reference/ec2/describe-stale-security-groups.html
https://docs.aws.amazon.com/powershell/latest/reference/items/Get-EC2StaleSecurityGroup.html
https://docs.aws.amazon.com/cli/latest/reference/ec2/revoke-security-group-ingress.html
https://docs.aws.amazon.com/cli/latest/reference/ec2/revoke-security-group-egress.html
https://docs.aws.amazon.com/cli/latest/reference/ec2/revoke-security-group-egress.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create-service-linked-role.html#service-linked-role-permissions
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Amazon VPC AWS EHiREE

AWS Transit Gateway #8224 21 Fff 4

AL AR BB | A E R B EEEER] AWS Network Firewall, ERAEEEZVNEERE
VPCs,

BB NEERE , AWS SEBHENEERRMAELENER. SREIFNERMEERZ K MAE
BRI B KR, ERBLEFEEF PR RERENEF.

BN ASEEH PB4 |, FEeE AR A4 AWS Network Firewall, IERYMENS R | FS
B < AWS Network Firewall FiZ& A &3¥5F) FHIAWS Network Firewall EI¥E AP, B ABE , &
A EEHFEEREANMGER TR, M5 E —& Network BEEER,

*RE
- EZHIEL AWS Transit Gateway #35E BKBUE
« 8 AWS Transit Gateway #8588 & B ¢4F
« FEB AWS Transit Gateway #35% B ELEIZ R HRE

EZHIEL AWS Transit Gateway #858 B 2= #2

B A LAEA Amazon VPC A3 AWS Network Firewall CLI 2 API 383252 55 35 48 5 f E 35% I
BlERE  QIEERpAREE, NRESEHRFAENEESE  BEARS —ERFRIL 7T AEEES
B EWEE , AIEEEIRIEBEEFE R,

= EE M Network Firewall CLI # 2 S {E R BB HBEE , F2
RejectNetworkFirewallTransitGatewayAttachment APIS':F'E]’\J
AcceptNetworkFirewallTransitGatewayAttachment@X APl, AWS Network Firewall

EREE AR IR EERRBIER

5/ Amazon VPC E 2 & R %3 o 15 48 S i 8 & M B8 B BOE %,

ERAEEREEINIEBEREHBER

1. 7E https://console.aws.amazon.com/vpc/ BIRX Amazon VPC £ &,
2. EEEERY  EEEREE

3. EEEREEMH,

4. EBEEMREBAFEIZ AR EEEINM .
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https://docs.aws.amazon.com/network-firewall/latest/developerguide/getting-started.html
https://docs.aws.amazon.com/network-firewall/latest/APIReference/Welcome.html
https://console.aws.amazon.com/vpc/
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5. EBEDE , AREBFZZMFIIEEM 4,
6. TEHRRHEARTD  EFEIHIEE,

MREEZMGE , CEERERT  BHARAUBRERE, WREEEKH , CEEANERRE , &K
AE AR BR o

18 AWS Transit Gateway #8358 B 24 Fi 4

BT LAE A Amazon VPC £ A 5 Network Manager £i2 AR R R R B4 , B AWS Network
Firewall fifff , AEUSHRRAENRBILER,

£ Network Manager 12 & #1748 B8 B SR 4
& T LAME A Network Manager 2 & #4548 25 B 2UM 4

£ Network Manager =445 By i Bt 44

1. 7E https : //https://console.aws.amazon.com/networkmanager/nome/ BAEX Network Manager E£2

Ao

MRBIRRLE LK , FE Network Manager HE 17,

[ Network Manager s &K EE#HEE,

E2EERT , BEMGFAENSERAE.

EEEEKSF | &2 Transit gateways (BEFEE).
BEELERGRENERRE.

BIBARESMRMIR . Network Firewall EiE 2B R EKNEE .

FERAREHXEEENFAET , FERERAPENEHFE  RREZNBREBRGIE
3

©® N o o kM e DN

Network Manager 2 &R H#Bh A EEZNFMER , SEEMRE, HEBNEHFEN T AR,
£/ Amazon VPC T2 & 1457 858 B B 4

/A VPC IR AEEERNRAEEEZEINEE,

£/ VPC ARG EnFEEEEn

. EBEMRIE VPC B,
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https://console.aws.amazon.com/networkmanager/home

Amazon VPC AWS EHiREE

i#EiB AWS Transit Gateway #8& B ELEZ R BRE

BUMERREBEER  LEREMERFERBR , UEA Amazon VPC EZAHEA CLI ZEiBF K
BEXREETRE. NFTENSRFERARBEBRNSR  F20 LEHRFERHRE TR,

EREEAEBM A REZERBRE
£/ Amazon VPC 12 £ 158 55 8 1 3% B B4 % R &

EREEAEBERNBHNFRERE

£ https://console.aws.amazon.com/vpc/ BB Amazon VPC £# &,
ESEERYD , EEEREE,

EEEHFERB R,

BEREES N E R,

BEDME, AREBEZFEVFERA,

&H¥f CIDR , M ABSHA E M it CIDR [E#f,

S, BRI . B0, E AT RER AWS Network Firewall B4
i#1Z Create static route (B FBREIKMH).

© N o o bk~ wDh =

@ Note
ExXRFREEH.

Rk
1
it
ﬁlﬂl

FFERMAKRT CIDR BERNREBRESEEIP ABHEETRE , RARBEIX RERHE,

£/ CLI 5 AP| B8 2% B 2L 4 3% R &
£ I API % B S RIE R R BEE.
ERAW TSI AP BBFERNBERRHRE

- FAfEM create-transit-gateway-route,

BN, FER O RE R B B A B BA AR

aws ec2 create-transit-gateway-route \
--transit-gateway-route-table-id tgw-rtb-0123456789abcdef® \
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https://console.aws.amazon.com/vpc/
https://docs.aws.amazon.com/cli/latest/reference/create-transit-gateway-route/create-transit-gateway-route.html
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--destination-cidr-block 0.0.0.0/0 \
--transit-gateway-attachment-id tgw-attach-0123456789abcdef@

K&k BHEEE .

{
"Route": {
"DestinationCidrBlock": "0.0.0.0/0",
"TransitGatewayAttachments": [
{
"ResourcelId": "network-firewall",
"TransitGatewayAttachmentId": "tgw-attach-0123456789abcdef0",
"ResourceType": "network-function"
}
1,
"Type": "static",
"State": "active"
}
}

FEMART CIDR ERNWABRESEEIH AR ETRE , ARBEAIEKK BN,

AWS Site-to-Site VPN AWS Transit Gateway =Y Fff 4

& 1] LU Site-to-Site VPN EH5E#E] AWS Transit Gateway S FE , BEALUER VPCs H
REFEE MRS, FRNXEBRNFERMB , UK IPv4 A IPv6,

- #% VPN B EZILCNEHRHETELEEEEREEEERN VPN EFFE, 2 1Site-to-Site
VPN E#E2H , FHREZFEEER , LEAECHNMEESREER, NESLEERWHEMESR , 0F
Ei R EHRERE R | SE2BIAWS Site-to-Site VPN ( A EIER) P HSite-to-Site B FREEEW

=L
™ N o

- R\ VPNs , BUFEELKBERBFNIEETERMAERHARK, Site-to-Site VPN 2 EF 12 & #
BRHAKXFPL VPN EZAEBENTERE  HAETESEMEH BGP # VPN BEAHFENANEL R
ERE, NEXTERAFEEEREAERARNTE B30 EUFERH,

B LAERA Amazon VPC A CLI 2RE I, K45 = M bR &% & Site-to-Site VPN AWS &
%,
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https://docs.aws.amazon.com/vpn/latest/s2svpn/CGRequirements.html
https://docs.aws.amazon.com/vpn/latest/s2svpn/CGRequirements.html

Amazon VPC AWS S5 FHE
%

« £ Transit Gateway 23 VPN B AWS S &8 EE

« 7£ AWS Transit Gateway H#@#% VPN EZ

« 7£ AWS Transit Gateway #ilBR VPN jEi1%

£ Transit Gateway %37 VPN #9 AWS S 18E#
FERAEEAEEYT VPN B

1. ¥ https://console.aws.amazon.com/vpc/ BB Amazon VPC £# &,
2. HEEEEIKD | BIF Transit Gateway Attachments (1B #i B&EEE),
3. i#IZ Create transit gateway attachment (2 31 & B EE ),
4

£ Transit gateway ID (E#iFi&E ID) b , BEAREENERREE., SUAREZEGCHENER
PR

£ Attachment type (E#ZFER)H |, ##E VPN,
6. 7E Customer Gateway (BEF@E) F , T TYEEZ— .
MEFARERFRE , FiRE Existing RA) , ARENEFEANFEE.

o

MRENFFREMESE NAT BiE (NAT-T) BB 2 W ut B (NAT) REMNRiIs , FBE
RIENAT HEWNNE P bk , WFHELRATEH KGR B U S UDP EH#3E 4500,

MEEVEFRE , 5522 New , AR%ETE IP Address (IP #iit) R AL ABELE P it
% BGP ASN,

£ Routing options (B HIEIE) & |, #IZEFEH Dynamic (B)58) = Static (FFhE), MEFFME

A, B528 (AWS Site-to-Site VPN &) H Y Site-to-Site VPN B HIEIE,

7. & Tunnel Options (BE#1E) # , WABEW CIDR SEMEA R =S8, MEFMEEN ,
BIIL A ¥ IS VPN 2,

8. iEIZ Create transit gateway attachment (2 3 & B EE ),

3
¢

£/ B3 VPN E# AWS CLI

{5/ create-vpn-connection

o
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Amazon VPC

AWS EmRiE

£ AWS Transit Gateway F#1R VPN E#=

EAEEAMRER VPN B

1

2
3.
4

£ https://console.aws.amazon.com/vpc/ BRX Amazon VPC £ &,
EEEEKS | B2 Transit Gateway Attachments ({5 & EE),
# Resource Type (BREE) i+ , 3K VPN, ELR VPN E#,
EEEERRGHFREAITEER,

/A %48 VPN &E# AWS CLI

£ H describe-transit-gateway-attachments &5

£ AWS Transit Gateway & VPN &=

EAEREMER VPN 2

o a0k~ w N~

£ https://console.aws.amazon.com/vpc/ BEX Amazon VPC £#4&
HEEBEE®KT | 1B Transit Gateway Attachments ({5 B EE#),
#E VPN E#,

22 VPN E#EREIR ID LAFIE VPN Connections (VPN &%) HHE,
#$E Actions (Ei1F). Delete (MBR).

HIREFR R |, 7521F Delete (MER).

£/ MIBR VPN 5&E#E AWS CLI

A

£ H delete-vpn-connection &

AWS EEEE A VPN £ 234

AWS Site-to-Site VPN Concentrator 2 —IBE#Ih&E

, AL A EENS A ER. VPN

Concentrator & % EA%Ei8 25 EiRmLE 58 UAWSH':F' , EEEEAHEEREE (KR 100
Mbps) BI&EF,

VPN Concentrator B9 8/EH =

VPN £ SEESE AN EREFE LBERAE M4 , B LFEE 2 {ESite-to-SitelE#,
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B Concentrator LFfE VPN BN RESEBMEEN ENEFEEEZRKE , SERUTUEMEERLS
BMER—BNBRBAEBENLZLEA, Concentrator EAEHMBEENRHREMRES | AIEEEGHRIFEA
HEMEEZENRE , fli0 VPCs, Hit VPN E4EMEZEER,

VPN Concentrator 89{& 24

o RAGEY  BBEZEEEE VPN BEiESHRE —EHEEERERERERLS , 3 EEEBILA
FTEETEN VPN EZRER,

- BLER  BBR MU EESEERGSER  BREZER VPN ERZHMER,

- —HWERH: BRE-ERFENBREY , SR - BEHRREAEREERKS,

- REER  EAE-SHREERDS 100 BERYER K SEERRAEXESRS 5 EEPH.

- fR%E VPN Zh&E | B8 VPN ERE X EEFESite-to-Site EEHMBEIN T2 1%, EIEMEXATIEE

RR MR

- {£PR BGP ¥ H : VPN Concentrator £ & BGP ( B)%& ) H., BB XEBERH,

- EFHAEER . BEARKEAHEELE BGP RHNEFBE., TEFFLET VPN EEZH ,
A2 BAWS Site-to-Site VPN ( fEAEIERE) P HSite-to-Site EFHEEBEEFERTNEFFHES
Ko

- MEEZE : Concentrator LEYE{E VPN EIRELFT AR K 100 Mbps 8B, MEESHEEER , F
ZREAFESRRFE VPN Ei,

BRI LAERA AWS VPC £ A5 AWS CLI E1Z, ®EBREHMER VPN £ 28E . Concentrator LAY {E
Bl VPN ER 2IEIBEE VPN ER APIsM TR AN EETEE,

%

« £ AWS Transit Gateway %3 VPN £ 58

« 7£ AWS Transit Gateway F#@43 VPN £ e5iE1E

« £ AWS Transit Gateway FiIBR VPN £ 25iE1%

£ AWS Transit Gateway F 23 VPN S eqE#
S IRARE
- BHRFPXEERENERFIE,
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ERAEEAEY VPN £ anEsE

1. ¥E https://console.aws.amazon.com/vpc/ BABX Amazon VPC £# &,
FEEBH®KP , EIESite-to-Site VPN £H 25,

#IF 1 3 Site-to-Site VPN £ &S,

(iBA ) ER/BEBD , @ ASite-to-Site VPN EHERHNE R,

greEmFE  BERRENERRE,

(BR) EEFHHAER  FEEFEER  YABASEREERIENE,
12 2 2# 1] Site-to-Site VPN £/ &5,

N o o &~ D

37 VPN Concentrator E1%#% , 2 HIREEREE A VPN Concentrator B¥IIRREASENERE
BEH, EMHRHER K REGBFATH, A% B LELEFES L2 Site-to-SiteiE %,

5 23 VPN £+ 35E#E AWS CLI

£ F create-vpn-concentrator 5o

ERAEEAE VPN E£435 L2 VPN EER

1. ¥£ https://console.aws.amazon.com/vpc/ BB Amazon VPC £ A&,
FEEEERKD , BIESite-to-SitelE %,

i#Z Create VPN Connection (23 VPN &E##),

Sr¥EEREER | 1®BIESite-to-Site VPN EH 8,

$#T¥ISite-to-Site VPN E£A2S | BEMLRERE T VPN EZEMN VPN £+ 385,
1 Customer Gateway (EFEE) F , BT 3EEZ— .

- WNMEFARBEFEE , FEE Existing (RA) , AR ENEFEANEE, BREFHEXE
BGP & H.

- BEBEVEFRE , FIEE New (i), ¥ IP it MAFTFRERENTELHE P it
it. ¥ BGP ASN , I A 8% FRIERYIZ A FEHE (BGP) BIARMMmIRE (ASN).

© g K~ DN

WMREHZEFREMESHE NAT AilE (NAT-T) BUA 2 Bt EE (NAT) REM &R
FIENAT REWNE P bk | WFBHEEATEH AR B U S UDP E 238 4500

7. HRERMIBE K SEHIEHNERE (FEE BGP), VPN Concentrator XX EFH BGP M ENRER
M,

8. HIRFAAHASBRAT , BEEUEXTD] Secrets Manager,

3

1
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Amazon VPC AWS S5 FHE
9. HWRBEHEE 6 28HEIUELE, VPN Concentrator EX EEEBEEE,

10. ¥R IP lRAARWIEE |, EE IPv4 = IPV6,

1. (BA) EEEAMENSRE VPN BERKEE,

12. (BA ) HRAZXHE IPv4 88X CIDR , 75124 IPv4 CIDR #E,

13. (ERA ) BRIEIK IPv4 #8 CIDR , F51=ft IPv4 CIDR &E,

14. HRAE IP thut A | BASUERAE IPv4 5 IPv6 tbiit,

15. (BA ) HABERE , BULUREEERTE , flNBER IP it MTEL L AN S, MEFM
B , FFZBAWS Site-to-Site VPN ( FEFE ) HHISite-to-SiteZR &,

16. (EA ) EEHMEHMER K FEENEER Y ASEEREERSIBNE.
17. 1212 Create VPN Connection (3 VPN &%),

VPN EZgHREERRFE IDBHPESE VPN £4388 ID BYHBREAFEN VPN EIZEEF, B
VPN EEmER  MEe8FATH,

5/ £ VPN £+ 35 E2# 37 VPN E#E AWS CLI

f#/ create-vpn-connection @89 , ¥ --vpn-concentrator-id 2&#5E VPN Concentrator
ID,

£ AWS Transit Gateway 4% VPN £/ E5iE 3

FRERAME VPN Ehesii4

1. 7E https://console.aws.amazon.com/vpc/ BIRX Amazon VPC £ &,
2. TEEBEBEIKD , iBIE Transit Gateway Attachments (5% B8 E#).
3. EEREEMT , S, VPN £HEE, ELR VPN RSB,

4. BEEBERBEHFAENR.

EAEEAMmE VPN £ EAY VPN EiR

1. 1E https://console.aws.amazon.com/vpc/ BIEX Amazon VPC £ &,
2. EEEE®RTP , E#EFSite-to-SitelE#,

3. 7 VPN EfEER , BAEEmEE ID MR VPN £7F85 ID BER, BELEE VPN £H 5
EEEER VPN EiR,

R VPN £ 85EE 77


https://docs.aws.amazon.com/vpn/latest/s2svpn/site-site-architectures.html
https://docs.aws.amazon.com/cli/latest/reference/ec2/create-vpn-connection.html
https://console.aws.amazon.com/vpc/
https://console.aws.amazon.com/vpc/

Amazon VPC AWS EHiREE

4. 1EE VPN ERUBREFEEN.

5 w43 VPN E£/F 254 AWS CLI

f#/ describe-vpn-concentrator #8544 VPN Concentrator 5¥#1& 3 , S fEH describe-transit-
gateway-attachments i R E EREE WEZEHRMHvpn-concentrator,

E/H %1% VPN &5 8 F5 VPN E4#& AWS CLI

£ describe-vpn-connections S Bl ERE K vpn-concentrator-id , MR B E
Concentrator FHEAB#RY VPN E#R,

£ AWS Transit Gateway F R VPN £/ 25iE
IR

- ZELEMBR VPN Concentrator EBIFFE VPN E4R |, F8EMIER Concentrator E1E,
- BRECEMEHBERE , LLEEBER VPN £33 K HEREBAN VPN EER,

EAEEAMER VPN E£485 A VPN EiR

1. 1E https://console.aws.amazon.com/vpc/ BIEX Amazon VPC £ &,

EBEHED , EESite-to-SitelE#,

fEEHFEE ID M S, VPN 7425 ID, SFEBIE VPN £ 25 ERBIH VPN &R,
EEUEZEMEREY VPN ER,

#1F Actions (E11E). Delete (FHER).

HIRERRRE | FFiEEZ Delete (MER).

$H¥YER VPN S 2R EBIAY S @ VPN EEEER DR 4-6,

S L T R

EAEEEMER VPN £ aREHE

1. 7E https://console.aws.amazon.com/vpc/ BIRX Amazon VPC £ &,
HEEBEE®KT | 1B Transit Gateway Attachments ({5 B EE#),
BEEEEMERA VPN 2. TEFRIRHE VPN EARER I 5 1 35 46 B
BERE. MERMH,

WD
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5. HWERMRRETRE , FREMER,

VPN SEERE e AMBRMRRE | TR RENIRFPBIR, WEFTRFEEL D EN KRBT TN
£/ MER VPN £ B LR VPN E#R AWS CLI

#H¥1E2 VPN Concentrator 1HE3BRY =@ VPN E#RE A delete-vpn-connection a8

558 MIBR VPN £+ 25:E 1% AWS CLI

MIBRFFE VPN E#E#% , 556 delete-vpn-concentrator B85

AWS Transit Gateway F# Client VPN &1%

B8 Client VPN in MRS FER Y B ,  BBEY Client VPN &E# | AJRETE VPCs, AHE
ERBAAFE A Client VPN iR B2 B HEFRE. AWS Transit Gateway X EEWRFE Client VPN E#Z |
AFEzERAERRFENIIRFEZLBCSH Client VPN &k,

£ Client VPN ix B EAEEH B EHBBEZ K SUEEHBEMRG THERBETZEATRERYE, X
MiEAg 5 Client VPN 388!,

75 SR A1 BR 1

- BHNEHFAEXEEFERN IPv4 5 IPv6 CIDR [E## , 882 Client VPN &E#,

« XZA% Client VPN R A HRERE , LLALFT Client VPN i 26 M &k FE < B RE,
% EE.

3
¢
dn

2

%

« £ AWS Transit Gateway R 3I Client VPN iE#2

« 7£ AWS Transit Gateway H#4R Client VPN &2

« 1£ AWS Transit Gateway FlE Client VPN jE#E

- EZHIEL AWS Transit Gateway F# Client VPN E#E

£ AWS Transit Gateway 217 Client VPN E#2

SRR
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Amazon VPC AWS & EE
- BHRFHSNESRENERBEE,
- BHEREFESEEEIEREN IPv4 2 IPv6 CIDR EHf,

E &4 Client VPN I MBS EFEE VERE L 88 E T Client VPN E#,

fEA T AT Client VPN E#Z

-

£ https://console.aws.amazon.com/vpc/ BIEX Amazon VPC £ &,
FEEEE®KD |, 1BIZ Client VPN % %,

#1Z Create Client VPN Endpoint (Z3Z Client VPN i %),

EE Transit Gateway A RBIEE  RAEWMAEFEAM Transit Gateway ID,
i#4E Create Client VPN Endpoint (37 Client VPN 3% 2),

o bk~ 0D

EY Client VPN E##% , EEHIREES Client VPN EREENEEFESD , IHREBARTE. BW
HRER  RESBELATH, NRERFEMRTIENIKRSE  IEEREAFES  EXE0RER
REEZRIL.

:I:I‘H

WMFER Client VPN BRI #MER , 528 AWS Client VPN AF5,

5/ 3L Client VPN E# AWS CLI

R create-client-vpn-endpoint T

£ AWS Transit Gateway #2438 Client VPN &%

EA XA M1R Client VPN E#

1. 1E https://console.aws.amazon.com/vpc/ BIRX Amazon VPC £ &,
2. ESEEKRT  EEEnFE

3. EEHmEEMM4.

4. HEEREEWS , &K Client VPN,

5. EEEERFMEHFMAEA,

5/ #48% Client VPN &3 AWS CLI

£ describe-transit-gateway-attachments s S BERER HEHRFEMFclient-vpn,
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£ AWS Transit Gateway R Client VPN E#2

fEAEE A MBR Client VPN E#Z

£ https://console.aws.amazon.com/vpc/ BRX Amazon VPC £ &,
ESEERYD , EEEREE

BEERFEENMT.

EEUREMIBREY Client VPN E#,

i#1ZE Actions (Bi#E). Delete transit gateway attachment (i B &% B E & 1Z),
HIRERRERE , B8 A delete , REBBEMRR

2 e

Client VPN EZSE AMBRAREE | WHEHEHIIRFE DB, LEFREEE — LB T RETKo.
55/ MIB& Client VPN &2 AWS CLI

£/ delete-transit-gateway-client-vpn-attachment %

EZHIEL AWS Transit Gateway F# Client VPN E#2

R % — @RS Client VPN IR B2V RGN EMRENERE  SLALEIHIEBEEBR , R
BXRERE.

FEHAEEAEZHIERL Client VPN Ei##

£ https://console.aws.amazon.com/vpc/ BIEX Amazon VPC £#4&
ESEERYD , BEEEREE,

BEEHREENM.

BEUREAFEZ M Client VPN BE KM,

BEBE , AR BEFEIMAIEEMH.

EHDHFELRY | BEEIRIEE,

I

MRICEZ MM, CERRERD , AWS ERFESHAEEED Client VPN inHfVRE. MRE
RS , TEEAEERE , RIEKEHEMER,

£/ #3 Client VPN E# AWS CLI

{# H accept-transit-gateway-client-vpn-attachment 8%
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£/ E4 Client VPN E$# AWS CLI

f# /A reject-transit-gateway-client-vpn-attachment &5 5o

B FEEEZE AWS Transit Gateway F# Direct Connect &

58 P {800 B 0 TED S B4R BB Y AN ZE Direct Connect M8, MHRBE G TR, &AM

EEMREEPZE VPC = VPN HE—E#R,
« RNERABHEINAIFEF AWS UK AWS BIRIHBENFE.

TEFREA Direct Connect & aN4r] 38 8 2 37 B — H 4 2RV Direct Connect &8 , AEEFFE VPC &
o

-

Transit Gateway Transit Virfual Direct Connect
Association s oy Interface Direct Connect Connection

- Customer netwark
location

<

Transit Gateway

LR TREE T TH
- BHFE,

« Direct Connect @&,
+ Direct Connect & F{Ek & = [E 4y B Es
« EIZZE Direct Connect FEMNEHEERERHE.,

WFEEE Direct Connect FMiEEBMRENMEEES , 552 E AWS Direct Connect fE & IEEHHE
¥ R E R

= Direct Connect & Ky {E & 82
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Amazon VPC AWS EHiREE

Transit Gateway 1 H#Y AWS i B 18 ¥ S B E i 4

ALBEEERGRAMNESEEHRAELEME 2 EEKHARE K HPEE IPv4 Al IPv6 RE. BEEE
B, FELNEORELBEYHENY K AREE—EBEREE, HEEHEBEETUVRENIRS
B, A UARBE S —ERE, S aLFEREECHIRF RS — @R P EREFEENEEEE,

BAUHSHHBRR  HFERRAE (LBAEIEERFE) NRERELAKIF R, AERHE
WFREERNRE , S TEREN BT RS 0 &k RIS B E M8y S FER B &Ko

BB HSEHSNERRERT A -/ ASN , LUER RIRAYH B EEIEE,

EnFEEHSEEETIEAAS —EESTHN | SLEHFE IPv4 DNS T¥ZBAENT A EHEEY
ZE{F—#% VPCs Amazon Route 53 Resolver FEIFAH IPv4 #h3it, BB Route 53 fi#tTE8ME 215
B |, 52 Amazon Route 53 B A BRI ER Route 53 fEHTEE ? o

EfERFEHSEESHEME VPC HEHENMKRERSE. At , EREEEEEHERK K &
FEBRMEER B £/ AES-256 MBZEREETME, ERETRTE AWSYERHNERERK , 84
YIIEEE A AES-256 N ¥Tuu.si_ TE, Fit , RESEEREHEE ANRERER LETEE
nE AWS. EE—EEA ERBRERTE AWSYBEZFHEANMKESR , T 8EYERE
&,

NELIREAREHSEZEFNFMER , F2 8 AWS Transit Gateway & REEE,

BEMA AWS BEEEER

BUNBZEMARSNEARESEGRE, NFELESURNMREZEMANFHEES
HEAWS B, EREELEATERAEOREHS  BETUATEE .

B
¥
i
| T

AEESHSEENRFCRENAZES , ITEEENARSEITHSEER,
- EREBEHBENARERM, HEEESHEEENIRS AWS A TIRSER
-« AWSHRF ID
- ERFAEID
- BRI
- BEMBRERRFEEE , Al LRIREERAGHEMIER.

- ERCERERHES A , MREARESESFME, MRERIEMEHFERE  RETRESEEE
2 A MEDASELER, MRERIEMERES , TLUREERMA , ARMREE,
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- —MRXIERT , EHEEEFEEEXIERN, EBEEEMAZRFEAEHRAEE EERE , B8
SEEZEZENESTELER  SEEHREENMANREE., MEFMEA , 528 AWS Transit
Gateway E{&.

£

« 7£ AWS Transit Gateway & 1 ¥ & EE

« 7£ AWS Transit Gateway F#EZ R IEE L FEZF K

« {£H Transit Gateway A5 HFIBE AWS ERFERKHE
« 7£ AWS Transit Gateway =l BR¥ &8 4E

£ AWS Transit Gateway B3 11 ¥ & E 12

A H , FRECEAEER ERWFEN ID. MRASHFENVAS—@  AWS IRF |, FHRER
BEBURERFEN AWSIRF ID. BUHFEER K EXECRRAENRRIELAEIYIEEE
R,

ERER A B EFHM4

1. ¥ https://console.aws.amazon.com/vpc/ BB Amazon VPC £# &,
2. TEEBEBEIKD , iBIZE Transit Gateway Attachments (2% 8 E ),

3. &I Create transit gateway attachment (2 3 {5 B 8E 1),
4

£ Transit gateway ID (B#EE ID) 1 , BEANEENERFE, SUNEZECHENER
RiE. BEHANGRREREIANBEEE,

& ¥t Attachment type (Bt #F382!) , 21 Peering Connection (¥ ZiE#R).
6. EEFEMHEIAMANEBES,
7. &% Account (1RF) , 1T T AIHE P — @k !

o

- MREHFEEEENIRSET , FRERNIKRS

- IRERAMEVRTRN AWS 1RF |, FFREEMIKRS, &% Account ID (#&F ID) , BA AWS
#& 5 1D,

8. 7 Region (EHE) & , EFERFEREZHNEHE,
9. 7 Transit gateway (accepter) ((BHiFEE (2 #E)) F , W ALEEE 2 EHFEWN ID,
10. 112 Create transit gateway attachment (2 3 {5 & E ),
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5/ B #HFiEE AWS CLI

£ H create-transit-gateway-peering-attachment 3%

£ AWS Transit Gateway F 2 N IEREH FEEFK

BUE  EHFEHSEEMNEERSELS pendingAcceptance ARAE | WERHRIIFIRE | B
FiESgEfAL, FERAHSERE ESEERWRENHEEXAESHEEERR , IEMEES
HEEHVRE—ERF, EZREEZECHWREMTEEENHSEMERER. & , MRETERY
SEE , X EERESEERREMERENGER.

£ 2 B BB EHEES

£ https://console.aws.amazon.com/vpc/ BIEX Amazon VPC £#4&

HEEBEE®KT | 1B Transit Gateway Attachments ({5 B EE#),
BESEZNERREBEEH 4,

iZIZ Actions (B11E). Accept transit gateway attachment (33 & B8 E#),

R AT EEREERBRE, WEFMEF , F2B the section called "B FHREHEH",

o K~ w0 bhd =

£ 42 B BB E FHFFES

1. 7£ https://console.aws.amazon.com/vpc/ BIEX Amazon VPC £ &,

2. HEEEBEKD , B Transit Gateway Attachments ({5 R EE#E),

3. ERFEZINERFERER M,

4. JBIE Actions (B)fE). Reject transit gateway attachment (3B 48 & B8 E ),

R EZRIELEEFERE AWS CLI

5/ accept-transit-gateway-peering-attachment # reject-transit-gateway-peering-attachment %

£ A Transit Gateway 7% T = AWS Ei& &% H &

EERAUSEORMECBANRE  SLERBPRRANMEIEQEHFHENFHWHNEHRERH
®, BEXECRRENREEE BLANE —EFERAEEItbMNERRERBAR,

EREE AR FERH

1. 1£ https://console.aws.amazon.com/vpc/ BIRX Amazon VPC £ &,
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Amazon VPC AWS 5 ME
2. HEEEBEKD | BEIZ Transit Gateway Route Tables (BE#FERHRK).

3. ENMEAHEVEHMNEAR,

4. JBE Actions (B11E). Create static route (B3I BRERH).

5

£ Create static route (B FREKH) EM LW AZTEEMHEMN CIDR B, Hlu0 , EEEZTE
Z£EHMAE 2 VPC #9 CIDR E#,

6. EERHANHEHEMMG,
7. iEIZ Create static route (B FBREIKH).

5/ B FFERE AWS CLI

{# A create-transit-gateway-route g5

/A Important

BUKHAE  EhAEHSEERHSECHEERFERARE A, MEFMEEHR ,
Blthe section called “E2{&a & B 2R 2 L BE

2
®

£ AWS Transit Gateway H i B & 52

18 0] DA RS BB ELE M 1 — 1B (800 B R B85 & ER R AR BR B 45
{52 FA =42 & M BRE B4

1. ¥ https://console.aws.amazon.com/vpc/ BB Amazon VPC £# &,

2. HEEEEIKD | BIF Transit Gateway Attachments (¥ B&EEE),

3. EEUHiFE B EEL M4

4. iBE Actions (Bh4E). Delete transit gateway attachment (it B &8 B8 & 12),
5. EA delete , RRIEFE Delete (MHER),

555 MHBR¥T&5E#E AWS CLI

£ delete-transit-gateway-peering-attachment &85

0 Bk 3 5 Bl 4 86
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£ AWS Transit Gateway FiE {4 H Connect ¥

IR A] LA NI Transit Gateway Connect 3&##% , LATE VPC H#4T Ry Sk B EE 58 = 15 I ERE (fl 40
SD-WAN %f#) < B2 E#R. Connect E#E X & Generic Routing Encapsulation (GRE) J&3& {7 £ JA
ERSNEE , URIXEERAFEGE (BGP) LLEITEIREIE R, B3 Connect iE##& , A LUE Connect
EiE FE YT — (AR 2 @ GRE BEE& (tb# A Transit Gateway Connect ¥%5) , UERERBEENE=H
fE. BALUEIR GRE BEE Y M{E BGP TEMSER , AR HEM.

/A Important

Transit Gateway Connect ¥#E M AKX L ZEEREZHERN BGP AWSH E T/EREEREK. W
8 BGP HE TERBRRMER AT HREE K BREBAX—(EBCGP BEITERBERTERELNE
HiE#E, RM1E BGP TAERERWZIMNIEE Connect HENKMAEF S ZHERE. MIE BGP
HETERBROSRBAM AWS ERZEEE , HlUfITHRE. S6H. ERARMNER, W
REW Connect HFIREERIE , EXRKEZNE BCGP HETERBRBREARE , AITESR
£ AWS EREERENEER TRFEAERPE, RMEZIERE Connect HE L RIKERE
IEM{E BGP H1ZE TEPEER, MREBEFREZE Connect HEUZER MmN S A AMY , &M
BRIBESE Connect BE LR EEME BGP HE TR,

Connect iE1#Z A VPC = Direct Connect EZEAERERHET ., ERAENERE, EHFHES
BRBE=ZHHRENIES GRE 48 |, #B1AKH Connect EEZENRE, EE¥FMAEMATHET , 85FF
BEREERRFBEESAN GRE Ha | (RAEHEZENRE,

(® Note

& ZF A Direct Connect E#Z A EwH , B 24E %4 Direct Connect B2 AWS Transit
Gateway &, MEBRYHESHIR , F2REES SD-WAN EEE AWS Transit Gateway
F0 Direct Connect o

Connect ¥1%

Connect % (GRE &&) @& T T,

Connect E#Z# Connect & 87


https://aws.amazon.com/blogs/networking-and-content-delivery/integrate-sd-wan-devices-with-aws-transit-gateway-and-aws-direct-connect/
https://aws.amazon.com/blogs/networking-and-content-delivery/integrate-sd-wan-devices-with-aws-transit-gateway-and-aws-direct-connect/

Amazon VPC AWS EHiREE

& CIDR [E#f (BGP i)

R BGP HERIAER IP bk, ZAZELE IPv4 #Y 169.254.0.0/16 EEHIEE /29 CIDR EHR,

WA LR MR IPV6 B £d0O: : /8 EEEH S E /125 CIDR E#. LT ATEEH CIDR E#f |, £
EEA

+ 169.254.0.0/29
+ 169.254.1.0/29
+ 169.254.2.0/29
+ 169.254.3.0/29
+ 169.254.4.0/29
+ 169.254.5.0/29
+ 169.254.169.248/29

BNBERRIELN IPv4 SEENE — Bt it 52 E 5 BGP IP #thit, M IPv6 B, SIRIEHNAER
CIDR E#22 fd00:: /125 , BIXABER B EE N H LR ELEE (fd00::1) RV E — @ttt
BGP it fEEH R ENFIEEE LA B —1,

HZ P bt

Connect I EIREZHAIEI S IP bt (GRE S0 EB IP Hodit), E R LA IP #usik, IP st aJLAR
IPv4 =5 IPv6 #itit , {82478 2 B2 {Ek FE kAR E /Y IP kK51,

{HE R E it

Connect & IREIXFENHSE IP tbit (GRE SAE0 IP #iiit), #{E&HRFE CIDR EREE L i
it bt ERESHEEPSLERK -, EHEE CIDR BREEK IPs. AF % VPN imd
F Connect ¥1&E 4\ EB Private-IP VPN BEFIERAN LA ERE, —RXRREF—EERERSE
thut, MEFMHES  FSEELCHEEEELY "EHFE CIDR B, . MREBRIEEH
it , Amazon VPC & /& & CIDR E#RH 5 — B Attt

AT E RS S SR RIER | $HE MR ME CIDR B,

IP ithsit ATEAR IPv4 % IPv6 etk , {B4AREREE IP it ABEIR IP #ruk R 5,
BE P #ouk MG RE b u AR M — R 5 GRE BiE, B ESEEETERERT it , EF
REER—-BEPEREAME ML,

BGP EEM Transit Gateway Connect EXEZE#E BGP (MP-BGP) , HHFFE IPv4 EREH ,
FRERREA IPv6 BHEE Y BGP THEME ., EBAIUGEA GRE 58 IP ity IPv4 A IPv6 ik,
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THEHIFERT VPC k& B s < Y Connect 3E#E,

ER] VPC C

/
VEC A 172.31.0.0M6
10.0.0.0/16 4
Appliance
_____________ -_———- Peer IP: 172131.1.11
Peer BGP IP]169.254.6.1

VPC B

f 172.31.1.0/24
10.1.0.018 = Transit gateway address: p /
192.0.2.1

* Transit gateway BGP 1Ps:
169.254.6.2, 169.254.6.3

&l = T A

VPC E#

- Connect jE1#

GRE J&J& (Connect ¥ %)

<--> BGP % T{EREX

ELR&EHIF | F£HE VPC E#E (F8ER) EE I T Connect iE#%, £ Connect EE LBV T
Connect #% , LAE VPC R R imER, SEHFEHIA 192.0.2.1 , BGP #iitWEER
169.254.6.0/29, EE (169.254.6.1) FAEE—1E P thitE 314 F & E A BGP IP #it,

VPC C M i8R AR ER — Ak , HS B R AEHFE CIDR BRI AEEOERRIE.

B B
172.31.0.0/16 [& 13§
192.0.2.0/24 tgw-id

Connect ¥
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FERMEZEEH

T %2 Connect EFEHNERMEEEE :

« WFEXE Connect EEEFWFMENR , 5FSE AWS Transit Gateway E REE &,

- MAME=FRIBIJER , £ Connect E#EEIR GRE BEREENERTREHRENRE.
- BERE=FRIERESL , £/ BGP HETHREKAEHMEERERSE,

- XETSIEEN BGP :

- \Z8 BGP (eBGP) : AR B/ T HERMETREN BARKDHNIEHE, MEEER eBGP , KA
X E ebgp-multihop WF B KR (TTL) EA 2.

- AP BGP (iBGP) : AMERZEHREHFAEMARN BARAPHIRAZ, ERFHETE IBGP ¥
Z (EDHRIR) REKRH , RIEKBHAFE cBGP YW HECHITRET —MEER. £=H%
#%EiB iBGP HHEB LB MAEE ASN,

* MP-BGP (BGP WZ EHEEM) : ARXZESEHERE , HIA0 IPv4 M IPv6 it K5,
- FERRHY BGP RIFEMRREA 10 ¥ , HERHRFAFHRRS 308,

- 7%E IPv6 BGP BEE ; X &L IPv4 BEEMN BGP HiE, IPv6 FHIEIR IPv4 BGP BEFH
MP-BGP %,

- TXEEEBEFHER (BFD).
- TX & BGP EEEHRE.,

- EREBVERFEHRER , MRKREEHSE ASN FEiE , RN IFEHFIE ASN FR. EEKRE
IR ER B A E BRI (L R H11T iIBGP IR — BJARM,

- WMREEME Connect BEE 4R , £ BGP AS-PATH BH Connect HHEFEEE R A EERHE.

EEAZERGZEBEASRASERE (ECMP) BH , K EREZXHEAEFAHEEH BGP AS
PATH Bt , mERFEESHENFE, FERSHFEZIZEFME AN ECMP B1E , AS-PATH
MBEAZRKR (ASN) A EMEF, FHREE T LATE Connect W& 2 BEH ECMP , ARMEREH
Connect E# , SER—E#@FEER Connect E#EFMH4EER ECMP, EWHFEESELIEEREEER
EEN K METE BGP WEHE 2 B F A ECMP,

« £/ Connect E#E , RHTERSEBREERBFERAR,
. FXEFERH,

- BiBE X GRE 25 (4 BTl ) MHER IP R (20 Ui ) BEHAER , 1§ GRE BE MTU &
ERNPRATBNE MTU, Hlan , REHHERRE MTU = 1500 frtil , 7§ GRE BE MTU &%
TER 1476 {L7T4E (1500 - 4 - 20 = 1476) , UBFLEHEH K,
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Amazon VPC AWS S5 FHE
%

« £ AWS Transit Gateway R 3I Connect B

£ AWS Transit Gateway F 237 Connect ¥§%

£ AWS Transit Gateway F##% Connect 83 H Connect #1%

« £ AWS Transit Gateway F &2k Connect iE#Z#] Connect & EH

£ AWS Transit Gateway Bk Connect ¥%5

£ AWS Transit Gateway 5 filEk Connect &

£ AWS Transit Gateway F# 31 Connect £

EEE Connect 1% , XESBEEEZEEAENERE, BULIEE VPC iE#EH Direct Connect
EIEEREREE,

EAEEAE I Connect E1E

1. 7E https://console.aws.amazon.com/vpc/ BIRX Amazon VPC £ &,
ESEERYD , EESRFEERE,

i#1Z Create transit gateway attachment (22 37 & B 8E ),

(#M) £ Name tag (B TBER) + , EEEZENBBER,

£ Transit gateway ID (F&iFi& ID) F , BIEAREZENERFEE,

£ Attachment type (E#3EE!) |, i Connect (E#R).

£ Transport attachment ID (5&iE$Z ID) F |, BEBHEEEEN ID (FHE#HERE),
i#1Z Create transit gateway attachment (2 3 & & E ),

© N o o bk~ w0 DN

£ F 231 Connect 3&31% AWS CLI

{# A create-transit-gateway-connect ¥

£ AWS Transit Gateway %37 Connect ¥

BAILLBIRE Connect E# 31 Connect 1% (GRE &B). MR ZH , BRECHRESHFE CIDR
B, EANEEY RSN ERFER , RESEHME CIDR B,

#37 Connect ¥ 28 | AZATE Connect &M R{HIHIEE GRE 20 IP #bit,

#1I Connect iE# 91
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Amazon VPC AWS EHiREE

EAEEAET Connect HE

1. ¥E https://console.aws.amazon.com/vpc/ BABX Amazon VPC £# &,

2. EEEERT  BEEWREEEE,

3. iEH! Connect i#1E , A& IE#E Actions (B)YE). Create connect peer (3 Connect ¥ H &),
4. (BR) EEBERD , F5IEE Connect HEEENEBER,

5. (#A) £ Transit gateway GRE Address ({5 & GRE i) F |, I5EE#@FEN GRE 738 IP
thit, RS FERAEHREE CIDR [EHRAE — @7 At

$+¥ Peer GRE #tbiit , $8%E Connect &R {EiwmAY GRE S\ IP it

7. ¥ BGP AEB CIDR [E#R IPv4 , I5EFAR BGP HE/ IPv4 bt EE, #EE 169.254.0.0/16
FEEHPK/NE /29 W CIDR [E#,

8. (iZF) ¢t¥ BGP A EF CIDR EH IPv6 , I5E AR BGP W& IPv6 b1t 85, #§7E fdoo: : /8
EEHKNA /1251 CIDR EHR,

9. (EH) $H¥¥HE ASN , EERENERREWRE (BGP) BARGMIR (ASN), ZALAEAIEIK
BERHBBHEAS ASN, MBEFEHESE ASN , BALUER 64512-65534 (16 27T ASN) =K
4200000000-4294967294 (32 17t ASN) ZE F IFAH ASN.

o

TR EEEREERN ASN fHE, MRERENESE ASN EEEEFEE ASN (eBGP) 7 , RBIH4EAE
% TE ebgp-multihop WFE &R (TTL) BEA 2

10. 1### Create connect peer (1L Connect H1& Hi#),

5/ E3I Connect ¥f% AWS CLI

/A create-transit-gateway-connect-peer &%

£ AWS Transit Gateway F 4248 Connect 1% Connect ¥

BRIER Connect E#F Connect #4&,
FEAEEEBEERN Connect EIZH Connect ¥

1. 7E https://console.aws.amazon.com/vpc/ BIEX Amazon VPC £ &,

2. ESEERT  BEEERWREEEE

3. #HY Connect i#1%,

4. EERFIEEM Connect ¥% |, i## Connect Peers (Connect 1) Z%,

43 Connect E## Connect % 92
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https://docs.aws.amazon.com/cli/latest/reference/ec2/create-transit-gateway-connect-peer.html
https://console.aws.amazon.com/vpc/

Amazon VPC AWS EHiREE

£ #48 Connect iE1ZH] Connect ¥ AWS CLI

& H describe-transit-gateway-connects # describe-transit-gateway-connect-peers 5%

£ AWS Transit Gateway {182k Connect EE#2H1 Connect ¥ EE &

& A LAME S Connect EBIEMNER,
A EE A ERER Connect EIZEER

1. 7E https://console.aws.amazon.com/vpc/ BIRL Amazon VPC £ &,

HEEEE®KT | 1B Transit Gateway Attachments ({5 B EE#),

EEX Connect attachment (Connect iE#) , A& IEZE Actions (B11F). Manage tags (BEEEFEK).
EEFIEER | #IF Add new tag (FTIBER) , ARIEEREABNEE,

EEBBRES , FiEE Remove (BR).

BERE

o gk~ w DN

B LB R Connect HEMNER,
fEAEEEIERER Connect HEHER

1. ¥ https://console.aws.amazon.com/vpc/ BB Amazon VPC £# &,
HEEBEE®KD | 1B Transit Gateway Attachments ({5 B EE#E),
EEY Connect i&E# , R#&I1EE Connect peers (Connect ¥ %),

ZH Connect #1% , AREBEHE, EEER.

EEFEGEZER |, 182 Add new tag (FTIEEZEE) , AR ECREBMEME.
EEBRER | 5521 Remove (BER),

BERE

N o o &~ 0D

58 18k Connect E#H Connect ¥ ZZ% AWS CLI

£/ create-tags M delete-tags @5

£ AWS Transit Gateway R l|Bx Connect ¥ 5

O] LAMBR B EEM Connect B,

{828 Connect E#H Connect HZEZH 93
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https://console.aws.amazon.com/vpc/
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https://docs.aws.amazon.com/cli/latest/reference/ec2/create-tags.html
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Amazon VPC AWS EHiREE

5 = A MBR Connect ¥&

1. ¥ https://console.aws.amazon.com/vpc/ BB Amazon VPC £# &,

2. EEEERY , BEEERREER,

3. EH Connect E#,

4. £ Connect BHEZH S , EH Connect #E |, AAKRIEIE BE. MR Connect HE,

£/ MIBR Connect ¥15 AWS CLI

{# A delete-transit-gateway-connect-peer &

o

£ AWS Transit Gateway H ik Connect &£
MRIBFABEE Connect iE#E |, TS EMIBR, &8 5% MIBRIEZAEM Connect &,
AT AMBR Connect E#E

1. ¥ https://console.aws.amazon.com/vpc/ B Amazon VPC £# &,

2. HEEEBEERT , REERREEE.

3. 1EH Connect attachment (Connect i&E#%) , A% IEE Actions (B11E). Delete transit gateway
attachment (il B &% B & E ),

4. A delete , AAZRIERE Delete (MBR).

£/ MR Connect E#Z AWS CLI

5 delete-transit-gateway-connect %o

Transit Gateway FH# AWS S FRERBE X

FRENRERARREEEHFHEEZNEDH, FHREESRANERSK , iERERREE
VPCs#l VPNs 2 BRI AR, ERXRTNESERHFTSLEEXTREE NN IP bt EE,

EmEERERTRELSENREERFEEZEIRBE, & VPC, VPN, VPN
Concentrator, Client VPN, Direct Connect B8, ¥ Connect B, BB |, LRI
HEtM4EEE B EERnFERAR, — @4 MEBTE ZERBER.

S U LERBRAREVYNEERRFRERMA, fl, BUeE —EFEEd  E@BhEEETME
RER B R R R R DB B o

Bk Connect E4# 94
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Amazon VPC AWS S5 FHE
£

 7£ Transit Gateway FE 3 AWS ElFERBE

 {£/ Transit Gateway ¥R AWS SR FERKHE

« 7£ Transit Gateway FE3BE AWS Sl FERKHE

+ 7E Transit Gateway I Ex AWS {Eia 8 3% B 2% B B3

+ 7£ Transit Gateway R AWS {55 &8 3% 2R AV % R 1%
« £ AWS Transit Gateway H = A &% B &%

« £ AWS Transit Gateway & FRERKH

« £ AWS Transit Gateway 7 i BR##AE & F

« X AWS Transit Gateway F I FRRERR A

- K AKREHZE Amazon S3 in AWS Transit Gateway

+ 7£ Transit Gateway Bk AWS EHFERK B E

+ £ AWS Transit Gateway PRV AR FE FESE

+ £ AWS Transit Gateway PSR FEHFESE

« 7£ AWS Transit Gateway FRIBRFEEESE

\

¥

£ Transit Gateway R AWS SR FERHRE
FRAFEAE L EHFERBRE

1. ¥ https://console.aws.amazon.com/vpc/ BB Amazon VPC £ &,

2. HEEEHKT , i8I Transit Gateway Route Tables (B#FER B R),
3. i#IZ Create transit gateway route table (B E#FEERHAX).
4

CER) & "E8E. BB G AChRERARNERE. ILHERY-—EFER K HPERERA
"Name" , EREAREEENEE,

£ Transit gateway ID (& & ID) # , ZEUA R B R0 S FE.
6. IEIE Create transit gateway route table (B E#EERHARX),

o

R B EmEERAK AWS CLI

{# A create-transit-gateway-route-table 5

ByERMERBER 95


https://console.aws.amazon.com/vpc/
https://docs.aws.amazon.com/cli/latest/reference/ec2/create-transit-gateway-route-table.html

Amazon VPC AWS EHiREE

£ A Transit Gateway #4% AWS & &K H &
FHREREARRENERPERAR

1.
2.
3.

£ https://console.aws.amazon.com/vpc/ BB Amazon VPC £# &,
HEEEEFKS |, i#IF Transit Gateway Route Tables (BE#BEERBAR).

(EEMY) MESKREERHRN—EBER , FESRRIRCAATES —Ho0NE8E, RH
B,
BEFERARNEEGHR , S0EEH D, MEREERBARNEH, &, RANEBRNER,

FH RSN EREERBER AWS CLI

{#H describe-transit-gateway-route-tables o

£ Al 4R (85 R B B B R AV BR EA AWS CLI

{# /A search-transit-gateway-routes &%

£ R B8 RIE R B R AV B B AWS CLI

£ get-transit-gateway-route-table-propagations ap

DDA
To

£ i S RiEE B RAVEIBE AWS CLI

£ get-transit-gateway-route-table-associations @p

DA
T o

£ Transit Gateway B AWS S &R B &

18 0] LA {5 800 Y E B F Rk SRS R B E R A B

£ F 42 & BABHE 8 F B B B R

1.

o gk~ w N

£ https://console.aws.amazon.com/vpc/ BB Amazon VPC £# &,
EEEEKT | B2 Transit Gateway Route Tables (& B E K HR),
ZEEE H R

EEMEM TS , &2 Associations (BE3Ef) R5|1ZER,

i#1Z Create association (23 EH).

BEZETRAMAER  AARIERE Create association (E1LEH).

WG R RER R R 96


https://console.aws.amazon.com/vpc/
https://docs.aws.amazon.com/cli/latest/reference/ec2/describe-transit-gateway-route-tables.html
https://docs.aws.amazon.com/cli/latest/reference/ec2/search-transit-gateway-routes.html
https://docs.aws.amazon.com/cli/latest/reference/ec2/get-transit-gateway-route-table-propagations.html
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https://console.aws.amazon.com/vpc/

Amazon VPC AWS EHiREE

£/ &3S RIEE mRAVEIBE AWS CLI

£ associate-transit-gateway-route-table 54

£ Transit Gateway HlilBr AWS i 18 B A 2 1Y B8 B

18 0] LARROH 40 9 & B Fh 2= EL 8 i 7 8 1 12 0 B Bt

{5 FA 42 & BUE B8 78 B% B R AV A B

£ https://console.aws.amazon.com/vpc/ BB Amazon VPC £# &,
FEEBEE®KT | 1B Transit Gateway Route Tables (BE#BEERHAR).
EEE A ERo

KEEEMN TS , iBF Associations (EBH) &5 E2H.,
RIZBEE T ABANIEE | REB1ZI2 Delete association (M EREIE).
HIRFEFRIRREF , 35121E Delete association (il EREBE#).

o 0 A 0w bh =

£ BUH S8 &R B RABEB AWS CLI

£ H disassociate-transit-gateway-route-table &4,

£ Transit Gateway R AWS S5 18 B§ B &R AV B B EH
FEABHEE , SEENBBATEERAR.

R EREERREEREHE

£ https://console.aws.amazon.com/vpc/ BIEX Amazon VPC £ &,
HEEEEFKS |, BIF Transit Gateway Route Tables (BE#EERBAR).
ENER/CEVERNEAR.

i24Z Actions (Ei4E). Create propagation (23 {&#%),

BARK Create propagation (B2 &%) HE , BIEFEE,

iZ1E Create propagation (33 &%),

© o A~ wh =

£/ R Bk & AWS CLI

{# H enable-transit-gateway-route-table-propagation 54

HYH 888 R3E 3% B 2R AV BA B 97
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Amazon VPC AWS EHiREE

£ AWS Transit Gateway H% F & &%

RERE B 2B IR B BR AT B I AV B% B

ERERAFRRBERE

1. 7E https://console.aws.amazon.com/vpc/ BIRX Amazon VPC £ A&,
FEEEE®KT | 1B Transit Gateway Route Tables (BEBERHAR).
BEERE A A M EREE A B R R

EEEMN TS , i#E Propagations (E1%) &R,

BEGERE | REEIZ Delete propagation (HBREE),

HIREERIEREF , 381RE Delete propagation (M BRE#E).

o g A~ W b

5/ 1= A% R E#%E AWS CLI

{# /A disable-transit-gateway-route-table-propagation &5

£ AWS Transit Gateway F 2 3 @ RERE H

# VPC, VPN SiERFEHSFEZEVFREKA , NEETUEYRERE , UERTSRARNR

=
==N

Site-to-Site VPN T2 EHZEHFEERARPL VPN EZABENTFRERH. FHLL BGP AE#HN
VPN i | ETRER AP ATEHNEHRE.

ERAERERNFERH

1. £ https://console.aws.amazon.com/vpc/ BB Amazon VPC £ &,

2. EEEBEKD | #IZ Transit Gateway Route Tables (B#FERHRK).
3. ENEAHEVRHMNEAR,

4. iBE Actions (B14E). Create static route (B BREIH).

5

£ Create static route (B FREEH) B L , MAERUKAHMN CIDR E#f , AREIEFE Active
(ERH),

BB A EE,
7. &IE Create static route (B FFAERH).

o
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https://console.aws.amazon.com/vpc/
https://docs.aws.amazon.com/cli/latest/reference/ec2/disable-transit-gateway-route-table-propagation.html
https://console.aws.amazon.com/vpc/

Amazon VPC AWS EHiREE

ERERAEYREERH

£ https://console.aws.amazon.com/vpc/ BB Amazon VPC £# &,
EEEEKS | B2 Transit Gateway Route Tables ({5#i B E K HRK),
ENZERSHEVERANERAR.

212 Actions (BIfE). Create static route (I FFREKH).

£ Create static route (B R H) EM LM AZTEEMHEMN CIDR EHR , R#%1EF Blackhole
(BB E),

6. iZIZE Create static route (B FBREIH).

o ~ w0 bh =

fEF 2 FRREM B RIFME AWS CLI

R create-transit-gateway-route

£ AWS Transit Gateway il & RER% By
e e FIE B R R MR AR AERR H

£ 42 & M BRERRERR H

£ https://console.aws.amazon.com/vpc/ BIRX Amazon VPC £ &,
HEEEEFKS |, BIF Transit Gateway Route Tables (B#EERHAR).
ENEHHEMREHNBHERE , AERIEE Routes (B8 H).

B EEMBRAYERE,

iZ1Z Delete static route (MERFFRERH).

ERERRYEE A | iBI2 Delete static route (IBRERREERH),

2

£/ MERFRRERE B AWS CLI

{8 delete-transit-gateway-route 3%

HYX, AWS Transit Gateway H B 5 RERE H
AR ER 5 AR A B S FE R R RPN FERH,

EAE2 A RIAFEKEH

1. 1£ https://console.aws.amazon.com/vpc/ BIRX Amazon VPC £ &,

I BR 75 A2 B 99
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https://docs.aws.amazon.com/cli/latest/reference/ec2/delete-transit-gateway-route.html
https://console.aws.amazon.com/vpc/

Amazon VPC AWS S5 FHE
FEEBEEKAF |, B2 Transit Gateway Route Tables (EFER B XK).

R A RPIEEZERAER,

i TEHEER L BRY , BERHARIER,

BEBE. XBREEKH,

HRER  ERERPHBRERE,

EEZEMHTHFES , BEEENRBRHAXT BaEhFEanSaEE,

BIENATFREIRE,

©® N o g k~ w N

5 BURFFRER B AWS CLI

{# A replace-transit-gateway-route 3%

A% 3% R [EH E Amazon S3 in AWS Transit Gateway

BRI LS EREERRRTHNREBERS Amazon S3 7T, BAHFEES JSON ERHIEEN
Amazon S3 f1ZETEE,

ERAEEEEHEHFERBR

1. ¥ https://console.aws.amazon.com/vpc/ BB Amazon VPC £# &,

2. HEEEBEHKD B Transit Gateway Route Tables (BEBERHAX).
3. EERNSEEHZERAMNREAR.

4. BIE Actions (B11E). Export routes ([EHE&H).

5

£ Export routes (EH & H) BEME L , 357 S3 bucket name (S3 #EFEFEAE) WA S3 fEITE
&R,

HREMEFTE NS | SBEEEM Filters (BHERH) 2o B EERIFGHS 8,
7. &1E Export routes (BEHEH),

o

EEFIEHMNEE , 557 hitps://console.aws.amazon.com/s3/ , B Amazon S3 & |, REKE
EXCEENMETE, BEXEBES AWSIRF ID, AWS EiF, BAX ID MEEHE, BEE
R, REIRIE Download (TH)o AT R JSON ERMWEH , HPEE VPC EENRESEERHE
BEH.

{

# &R EHZE Amazon S3 700
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https://console.aws.amazon.com/vpc/
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"filter": [
{
"name": "route-search.subnet-of-match",
"values": [
"9.0.0.0/0",
"../0"
]
}
1,
"routes": [
{

"destinationCidrBlock": "10.0.0.0/16",
"transitGatewayAttachments": [
{
"resourceld": "vpc-0123456abcdl123456",
"transitGatewayAttachmentId": "tgw-attach-1122334455aabbccl”,
"resourceType": "vpc

}
1,
"type": "propagated",
"state": "active"

"destinationCidrBlock": "10.2.0.0/16",
"transitGatewayAttachments": [

{

"resourceld": "vpc-abcabcl23123abca",
"transitGatewayAttachmentId": "tgw-attach-6677889900aabbcc7",
"resourceType": "vpc

}
1,
"type": "propagated",
"state": "active"

£ Transit Gateway HfilBR AWS S 8 K H &
FERAEEARBRERFERAR

1. 1£ https://console.aws.amazon.com/vpc/ BIRX Amazon VPC £ &,
2. HEEBHEKD B Transit Gateway Route Tables (BEEERHAR).

it SR RERH R
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Amazon VPC AWS 18 E
3. ENEMRNEHRK.

4. JBE Actions (B11E). Delete transit gateway route table (Ml Bk & B E K B X).

5. ®A delete , RZIEE Delete (MIBR) LAREERMIER,

55 MiBRES FRER HEER AWS CLI

£/ delete-transit-gateway-route-table 5%

£ AWS Transit Gateway FE U AKX FEHRFESE

BANSEERFERARTNFZERE. FEFER—BANSELERLEEN CIDR BERBEANE
B BULUEAFEBFERGLLEERTSEN P UNER , URHEXERRE. flm, mRE

REEZESEBFRERBRTEEMENENE CIDR, BITTUEE—FHEEHREREL CIDR, M

FRESERBRTEESRMEELN CIDR, MRAEFEEBREMNE CIDR B , AIURFERESR
BREER , MARRESEIFENBEARBERIAEA.

ELCEEMRERHRTELFERRESER  FERETNESEE B S EHRIER B RSP
H&RBR TR

MERBRIROFMET , 528 (Amazon VPC FHEIER) PHRIEYIE,
FREREAENFEBESEZEEH

1. 1£ https://console.aws.amazon.com/vpc/ BIRX Amazon VPC £ &,

2. HEEEHKD B Transit Gateway Route Tables (BEBER B X).

3. ERF@mFERHEK

4. fKFFiR{E Actions (B11E). Create prefix list reference (BRI FEH BESEER),

5. 1f Prefixlist ID (F&/EE ID) BEFEHBEEMN ID,

6. 1 Type (FHE) h , BERE AT (Active (EAH)) F¥EEE (Blackhole (BB E)) EwFtkFEF
ENRE.

7.

£ Transit gateway attachment |D (S FEER ID) b , BEZSRERKHMEMERE D,
8. iBIZ Create prefix list reference (BRI FEHBFESEER),

FA BIYFHBEESZE AWS CLI

{# A create-transit-gateway-prefix-list-reference %
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https://console.aws.amazon.com/vpc/
https://docs.aws.amazon.com/cli/latest/reference/ec2/create-transit-gateway-prefix-list-reference.html

Amazon VPC AWS EHiREE

£ AWS Transit Gateway FIERNFHIBES E

BUNERSERERRAERINMEREXFTERESZER , S HETEMBRERAARFAIR

Eo

BEETE "EEHAL (Routes) BB SAFEBEENERKAR. EESRNFEFENWIER , FFEH
Managed Prefix Lists (R EENFEHFE)EH. WEFMENR , F2H8 (Amazon VPC A EE
M) P REIREE,

EREREEEAFERESTER

£ https://console.aws.amazon.com/vpc/ BIRX Amazon VPC £ &,

EEEEKS | B2 Transit Gateway Route Tables ({55 B E K HRK),

EEERRERAR

ETHBEES |, BIF Prefix list references (B EHFESZEER),

BREFEBESEER | REBIBEIZE Modify reference (82 ZE H).

£ Type (BE) B , BER B AF (Active (fEAH)) B E (Blackhole (BRE)) E@mEILFEE
BENRE.

£ Transit gateway attachment ID (5% FEE#: ID) F , BEEREXHMENEE ID,

8. iEi#E Modify prefix list reference (IS F EBESEZEH),

2 e

~

£/ B FaEE2E AWS CLI

{# F modify-transit-gateway-prefix-list-reference %

2Z

NREFERETHRESERN  LTURBRMERHRF MRS EER. MRSEERTEN
IZ%?-E/%EO

\\

£ AWS Transit Gateway R R FEEES

EREpAMRTEEESEER

£ https://console.aws.amazon.com/vpc/ BIEX Amazon VPC £ &,
HEEEE®KT | 1B Transit Gateway Route Tables (BEBERHAR).
12 BV & B E B% R

BIEFEBESEER , REIZIZ Delete reference (MRS EZEH),
i#1Z Delete reference (MERSEEHR),

o K~ w0 Dd =
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https://docs.aws.amazon.com/cli/latest/reference/ec2/modify-transit-gateway-prefix-list-reference.html
https://console.aws.amazon.com/vpc/

Amazon VPC AWS EHiREE

R ERFEBEESZE AWS CLI

5 delete-transit-gateway-prefix-list-reference i

Transit Gateway #) AWS E#HBEEBRRER XK

AWS Transit Gateway FBUEREEH (PBR) I ZBREEERFIEBERREELREN SR, F£H
PBR , X REALUBEHOBMENEAS , SERRENME Wit IP b, FIFEF B A hERER | KRB
ABE , MAREBE WM IP i, EREEKTRANBEATAEAZTEANRERRE , IEELR
2H B E Wi,

f£/4 PBR , &AL :

- RBRR, ERERBAGE , BELEHERESHN T 2REINRERSE.
- BBTERNMREERARETEAEAEANEAEAONRE,
- BB REREIERNEHBENETREES K.

PBR 2ZBHREMKRETRE , ELENRERRENEFH I BEEEEHRERHBRIHA
MEFBE. SBUNSBRERREERFEEZEZVHE, BREMRGNAHH LNRERAR.
Bt ¢F AT AR BUCR B R RSB R E Y B | (BT EEE RrEE M & B M BA M.

PBREARFERHABHREN AWS B , RTREBGREEA 2 , BEEANE,

%

« AWS Transit Gateway P BUERER RBL=

« Transit Gateway F & 18 BURE B R K REH AWS
 7£ Transit Gateway FE 3 AWS ElEFERER

+ 7£ Transit Gateway 1R AWS ERFEBERE

« £ AWS Transit Gateway PRV BRERKRIER

» £ AWS Transit Gateway P IERBERER KIEE

« 7£ AWS Transit Gateway R IBRBERE R KIEE

« 7£ Transit Gateway P E3BE AWS S8 FiEBR kK

 7£ Transit Gateway FEUH S AWS & BUR R B3
+ 7£ Transit Gateway Bk AWS S FEEBRE

o El : AR EEB AWS Transit Gateway YL £ 5% 1#
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Amazon VPC AWS S5 FHE
« Transit Gateway FHY AWS & BiE BUR E R KRR

« ¥ Transit Gateway FH AWS BRI EEHRFERRETHED
- EHREEBRRKRNERER

AWS Transit Gateway FHYBUERE B RBL=
AFERAEGRHERERMNBEREHR (PBR) WEER =,
BERE R FRMBURAR A
BRERKRIES—HEFNRA, SEARAEE

- H¥HEE — AR ERENEEEY (3R IPCIDR, B/ IP CIDR, RFEEER, BHthiER
EBNERAWE ) o

- BEEHK — AREEFSR ARG CREN S5 RERH X,

EREIEHEBRENRABEBNMGE  SaFRESXFIGEESESRAR , YERAE —ERFRANE
’f?ﬁ;%ﬁﬂﬁo MERAMEANRA , AIERREe (BSEE).

BaREMtTURBRERRNUBHREYER , ETRRREMEZLBE, RIZFER , IEHWH
HP e B TR AR B R AR B

B RIFHE B

BRERKRTHRUGUEE BT IEFETTME ORGSR 1 FHh. ERAFSEARENSE —ER
A, BHRTESTHERERAY, ARFTEEESE —ALYHHFL  RERAEFRER :

- BRESBNRR (FIPHE. BEERER ) REBREKNRAER.

- BERZHRNEIHEESR B ERS R RS,

BMRREERAGmR 2 BRE[ER (Fl0 100, 110, 120), MAREAEEE , AMEHRREFTEN
fmsn B AT AR

RENMEFHRERRIEER

BRERRZEMESENRE . FRFXEVNRRZE. THEMBREHRFARENFTANREAS
NEHEE,
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Amazon VPC AWS EHiREE

EFEEMNEE

EFZEHARAERNAL  TRENCBUHEARE, BUUER
CreateTransitGatewayPolicyTableEntry APl 2 AWS EEXEAEIELIER,

BEEFZEREEE

« RARSR — REFEIET. RUSLUEEIRFh. EREFRKEALERAL
-« ¥R — IR CIDR, BER# CIDR, BAME. RREZENENERBNES. FAERLER
RIZEMN, BERNBUERAEM (%)

- BRHAR — BEAMARENERRERBR.

MRRZBENENEFZERA , URBEFANRMZERA , AISERRE (BSEE ).

g1 — A MEEEDEHFAEVPCs : £7F VPC MB% VPC, £ E10.0.0.0/16FBLZERE
RHXRKHBENtA N HTTP RE , MArEEMRERIFHAEREKEAX,

EFZEHRBEHH
R Alim IR CIDR BWib CIDR &AM HRIFE B Ryt BEREE
10 0.0.0.0/0 10.0.0.0/ TCP 1024-655: 80 tgw-rtb-i
16 5 nspection
20 0.0.0.0/0 0.0.0.0/0 g g g tgw-rtb-d

efault

FEMMERES  E N HTTP REL0.0.0.0/16FERA 10, WEBRERHREKMH. AEHMRER
FEHA 20 , WEABREHEK,

REENIER

RFEENEEHR BBEILMNMEE AWS | U ERIHRAKE |, 5120 AWS Cloud WAN AWSE)RERE
HARERERIRE, BEEZEN., SULMMBRRREEWNIEE, EE46£H AWS Cloud WAN ZFIhAE
£ Ei#gateway-to-Cloud WAN i ZE B EMA L EEEREBHRRERHR K RAEENEESETESR
HBUER KRS,

RAEEENHB NI EENRE
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- BRIEF —HEBEFZERBZH , —#E2MERRZERE, IRARZEREFSEARE , A
ERECCRENEMNEFZERRY  HEEMAXEB,

- ARM — REEENEE SHERE GetTransitGatewayPolicyTableEntries API BIFER £32
A HPHBAGRETRA *.

- FTREGMEMFE- ELREBATEH BE AWS |, FTRELETAERE,

i — &R AWS Cloud WAN #Em{ERE B EE , B production and development, AWS & B &

£ B E#igateway-to-Cloud WAN B E EEM BB BRERNR LEURREENER |, LHERAR
ERFEEERNEERRN, RO EEFZSERAFEZEMRENBEREREK K IRKZESERAS
EN, BNEFZERUEEARTHERAZEEANRE.

HEHEEWER
ByE AR ER 25 fh CIPPRCT
AWS ( fltn , Eiggateway-to-C =~ * BE , EFRMEEFEBZH B
loud WAN ¥ B EKHF )
" 1-50, 000 #HERMKEBZ#EZ , LUEERAE =2
R IE 7 HE 5

EMEEEERHSH —£EE , GetTransitGatewayPolicyTableEntriesiifE BEEXEA
AWS _ﬁ@/—]—_\o

HRERRENEELT N

ERBEEAEBRENRABBHNERRBEERR  FIASREET , TR

. BEERGERNER, NERGERNELGERE , NREAEO8E LE L TE,
2. FEEUERHRNFEREFTEEC AR, $—BAGORUGERLELTE,
3. BEIEE - NRBNERANED , AERETE,

REER

- ERAmREREBB, £/ 10 2 100 AYEE ( Hla0 10, 20, 30 = 100, 200, 300) , LAEH
REFENERAEAEBNTHEATRRAL,

HRERNRRE —



Amazon VPC AWS EHiREE

- BREBNRAKEE . BRENEHFREREBENRAGER  UEEEBEZNLIBEERL
ZEEHETTME, HFB/INWEZRAISSEEERNANZFARSNEF.

- —FOUE2MEEFE., ARRESELERAETHERRE  RENREBRETHANRERE
BHKX, MARERTER , fEsRAGERENEREFEL,

- TEEERHECHREBAME. BAMEEEGATERESERURSERMERAPRE, RE
TCP (6) 1 UDP () ¥ X ZEHIREE17, HHM ICMPv4 (1), GRE (47) I (*) , EFREGEE
BEIRREREM ()%

- RMZEEBNIRSE, MREHBRENRTERMIEER (filw, B AWS
Cloud WAN) , BIZEFZEREEARTRERMZEEENRE. £F REMEE
BGetTransitGatewayPolicyTableEntries , LARERRTARAMIFRIEIEF

- £/ API SRR EWIERE, ETEBER M GetTransitGatewayPolicyTableEntries R
EMEEEREPNAEER , YHFERRGERNAFREERER  BRHDNFERE,

Transit Gateway A {5 58 B3R &R R B RFH AWS
EERREEN4 LEREBREEH (PBR) 28] , BHEZ ISR .

H'll'

- BERANEnEE, AREEMEEREE LA PBR. MAYETEZEANERE,
« IEEEBWI PBR APISFER 1AM FF A, ELMLAEMBAERLFFTHEME
* ec2:CreateTransitGatewayPolicyTable
* ec2:DescribeTransitGatewayPolicyTables
* ec2:DeleteTransitGatewayPolicyTable
* ec2:AssociateTransitGatewayPolicyTable
* ec2:DisassociateTransitGatewayPolicyTable
* ec2:GetTransitGatewayPolicyTableAssociations
* ec2:GetTransitGatewayPolicyTableEntries
* ec2:CreateTransitGatewayPolicyTableEntry
* ec2:ModifyTransitGatewayPolicyTableEntry
* ec2:DeleteTransitGatewayPolicyTableEntry
- BEMABRSENERFERBHREFE,
- WMRMHE AR AR  BXALEHIUEBE , FEBBBIRR.

WFE PBR EREMR IAM RHEMNEERER , F2R PHEFIBEREBERFERER.
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Amazon VPC

AWS EmRiE

£ Transit Gateway 23 AWS S5 FE B KK

BYBKRERKRILGH RGNS RER Y EH,
ERAFRERYERFREBRERRK

1. ¥ https://console.aws.amazon.com/vpc/ BB Amazon VPC £# &,
EEEERNERREET , BEERFERRRK.

iZ1Z Create transit gateway policy table (2 3 & BEBERERIR),
HRE®REE D, FRTHNEEFZRENEEREE,

(BA) EEET , MEERUBBRBIBERER R,

i#1Z Create transit gateway policy table (2 3 & BEBERERIR),

2

BRERREAFTERE. SHERELEL/TR , BlEE,

£/ B E@mRERRRK AWS CLI

£ A create-transit-gateway-policy-table i 5. # EUfStgw-0bc994abffEXAMPLE &K {Hik FE

IDo

aws ec2 create-transit-gateway-policy-table \
--transit-gateway-id tgw-0@bc994abffEXAMPLE

[l FEEEHI

"TransitGatewayPolicyTable": {

"TransitGatewayPolicyTableId": "tgw-ptb-0ca78a549EXAMPLE",

"TransitGatewayId": "tgw-@bc994abffEXAMPLE",
"State": "pending"

£ Transit Gateway H 4218 AWS S FE B KK

LR ERREBRRERAEIRR.

BUEHBEBRRENEK
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Amazon VPC AWS EHiREE

BB RE R &
ERAERARGERAERRR

1. 1£ https://console.aws.amazon.com/vpc/ BIRX Amazon VPC £ &,

2. EEEERNEREET  BEEGFEIRR.

3. FEMERFEETHE 6 FEARSILEHZERHREE D,

4. FESHETEEBRERRNERREEBRERK D, EHEE ID MRE,
5. ENBXERR , UWEFMEAEE LR HFMER. BHMAEE.,

ZERESESENFEERSEBRENIEE AE |, 5#H Service Quotas F12 &, WMEFMER ,
B FLEE.

3
¢

R RREmEERKK AWS CLI

EEJHIRE EWFTEBERERIEK |, 38 describe-transit-gateway-policy-tables 5o

aws ec2 describe-transit-gateway-policy-tables \
--filters "Name=transit-gateway-id,Values=tgw-0bc994abffEXAMPLE"

e e
{
"TransitGatewayPolicyTables": [
{
"TransitGatewayPolicyTableId": "tgw-ptb-0ca78a549EXAMPLE",
"TransitGatewayId": "tgw-@bc994abffEXAMPLE",
"State": "available",
"CreationTime": "2026-01-01T00:00:00.000Z",
"Tags": []
}
]
}
BEBERERRER

EREEAREBRENKRER
1. EERFERRERRT , BRBREREK.
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2. EBEEBRSIER,

3. ERXRSIEESETEETHERWMNWAMEIER : HAMm®R. RE, BEKAHAK., XFECIDRE
B, RFEEE, B CIDR E#,. Bt EEENBAGE,. RAEENEEGER*AER
Rl R % o

4. HEENRRE , FEARSY, SRR, BRKAR, XK CIDR., BHik CIDR, X
FIERR, B i iER B A EE T EE,

i

\

EERESEEHREERIINWEAE , A Service Quotas 12/, MEFHMENR , FSE B,
£/ MBBRERKRER AWS CLI

£ get-transit-gateway-policy-table-entries &5,

aws ec2 get-transit-gateway-policy-table-entries \
--transit-gateway-policy-table-id tgw-ptb-0ca78a549EXAMPLE

=] FEEE I -
{
"TransitGatewayPolicyTableEntries": [
{
"PolicyRuleNumber": "100",
"PolicyRule": {
"SourceCidrBlock": "10.100.0.0/16",
"SourcePortRange": "*",
"DestinationCidrBlock": "*",
"DestinationPortRange": "443",
"Protocol": "6"
.
"TargetRouteTableId": "tgw-rtb-0@ca78a549EXAMPLE",
"State": "active"
},
{
"PolicyRuleNumber": "=*",
"PolicyRule": {
"SourceCidrBlock": "*",
"SourcePortRange": "*",
"DestinationCidrBlock": "*",
"DestinationPortRange": "*",
"Protocol": "*",
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"MetaData": {
"MetaDataKey": "TgwRouteTable",
"MetaDataValue": "tgw-rtb-0ca62a892EXAMPLE"

}
},
"TargetRouteTableId": "tgw-rtb-0ca62a892EXAMPLE",
"State": "active"
}
]
}
X ENENERY

S E T EFEEHGetTransitGatewayPolicyTableEntries,

X ENENERY
ER R4 R
policy-rule-number ik 15 Bl fm ok B2
target-route-table-id ik B {REEH I ID &
policy-rule.source-ip 3R CIDR B &5 E
policy-rule.destin ik B 93tz CIDR [E 5 EF&
ation-ip
policy-rule.source-port 1k 3R TR B 3 5 0 (B
policy-rule.destin ik B B 188 4% 158 6 [ 8
ation-port
policy-rule.protocol k& 3 100 E B IE
policy-rule.meta-d KHPEERSBERE (RBEARRERBA MetaData HIE
ata.key BH)
policy-rule.meta-d P EERMEEE (RBHERKRESHA MetaData WIER )
ata.value

BB ERRERER
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£ AWS Transit Gateway FE2 M BRE R FKIEH

- ERAUFEEHRER R, SERAAEERFRENERERER, MEANTBERZZAN ;
ERBHESERBEM (%)

ERERERIBRERRIER

1. 7E https://console.aws.amazon.com/vpc/ BIEX Amazon VPC £ A&,
2. EEBFEBERERKD  ENEBRYNBERERRK,

3. EBHBXRIIER , AREEEVIER,

4. HEEBFHAEAT , KRELERML

a. RAFRSE — B A 13 50, 000 WEH, RHESFTMERAlowest-number-first, EEF 2 [
REBEFR (HlE0 100, 110, 120) , A EHEZEZEHMERETHEARL,

b. BEMHMERAR — EREARLERENERBMERHE,

5. ERAGET , RERANLEGEE. SETRUREEE  WEAFEHE. FEEENFELE
Ba , BAITHEER.
a. XJE CIDR [E#2 — IPv4 = IPv6 CIDR ( l#0 10.0.0.0/16), £XREZ=H,
b. HHith CIDR E# — IPv4 = IPv6 CIDR, £%REBZH,

c. BAME —ERZENBEABE. ZEWE : 1 (CMPv4), 6(TCP), 17(UDP),
47(GRE) AR ARFEFTEBAGE (*). EFRHEMVEETEABES TCP (6) =k UDP
() BAH17, YAFMEEMBABE — ICMPv4, GRE Si{E T — B EHESHBRES
47 (*) BEEEERTE,

d. RFBEFEHE — 5 EFIL (443) HEE (1024-65535), =HREEH, EEBAHE
A TCP (6) 2 UDP () Ba A 17,

e. BHMEBIREE — B —EEIR (443) NEE (1024-65535), 2EREEH. EEBAL
E% TCP (6) 5 UDP () BRI 17,

6. EEFEEMEHE,

=

R EIBRERRKREE AWS CLI

£ H create-transit-gateway-policy-table-entry a5 5. AFBERER K ID. RAwESE. BERHAREMNEH
& ID K BEWE,

aws ec2 create-transit-gateway-policy-table-entry \
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Amazon VPC

AWS EmRiE

--transit-gateway-policy-table-id tgw-ptb-0ca78a549EXAMPLE \

--policy-rule-number 100 \

--policy-rule '{"SourceCidrBlock": "10.100.0.0/16", "Protocol": "6",

"DestinationPortRange": "443"}' \

--target-route-table-id tgw-rtb-0a823edbdeEXAMPLE

BUERB R L B

TRFABRB A LB,
BERBR AL B

Bt R

SourceCid RIE IP #hik s CIDR [E#E
rBlock

SourcePor RFEEENEE, EETEHR

tRange WHES TCP (6) = UDP () B55F
517, StEFMBEHMBRAGE |
BEE BRES * o

Destinati B IP #b3it s CIDR [E3f
onCidrBlo
ck

Destinati Bt EEENEE, ETEHR

onPortRan WEH TCP (6) 2 UDP () BF&F

ge 517, StEFMEHMERAGE ,
BEE BRES * .

Y/

Protocol IANA BIAG ERIBT. RERR
B IR S E .

B8 IPv4 # IPv6 CIDR %=,

BRE

IPv4 = IPv6 CIDR ( 50
10.0.0.0/16 ), HERKE

B EIEE (443) HEE
(1024-65535 ) ; H3EE 0-
65535 , f2lh < fE X

IPv4 5% IPv6 CIDR , =& BE{E{

B SR EE ; AUEE 0-
65535 , 21 < &R

1 (ICMPv4), 6 (TCP),
17(UDP), 47(GRE) * S

] , R TCP # UDP X &EE#Z

iﬁ%ﬁo

=n

*(fE
)

* (fE
)

* (fE
fil )

* (fF
)

* (fE
)

BUBRERKRIEHR
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Amazon VPC AWS EHiREE

£ AWS Transit Gateway R BEKRE R FKIEEB

ModifyTransitGatewayPolicyTableEntry & PATCH XM E#H . RASEREEBRIHAEST
BN, SERANRURETE, EMATSERATM (*).

/A Important

EEEWMNEBECO/FEEMAE (M)  SAERAEEEXBN, A BUTeFEH
BHeifE, flan , mRERAEAS "SourceCidrBlock": "10.0.0.0/16"HEHFLEECHE
ERINE IP , BABEEE "SourceCidrBlock": "*", #HBE @SourceCidrBlock®
210.0.0.0/16BR %,

#ERAP--policy-ruleSBBEEL—E --target-route-table-id= .
FERAFEAEUBIRERRKRER

£ https://console.aws.amazon.com/vpc/ BIEX Amazon VPC E£# &,

FEEERNERFET | BEEERFAERXRE.

EERFAEBRRERRT , EMBRER R,

BEEB ZRSIER.

ENEEEANER, RKER (RARR *) AEE , BXE20ETHRE,

EEEYUER,

RAGSBETAKE — CWAREEEREZEE, FESFRANRE , FMHERER LERAMRES
EWE

8. EEMEEBENMML. MEAMRUBSELEABNNE., CORBURHESERFENE
EJE%T?_L_UEEO

N o g &~ DN =

EERMUERR/EN (FEEM) , FEEMNL — e FRREAZEaRL, KR
RERE BB E,
9. ERREEE,

FERAEENT2AHMNEE |, URREEHRNRENVMLE.
fER ERBRERKRER AWS CLI

8 A modify-transit-gateway-policy-table-entry 5
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aws ec2 modify-transit-gateway-policy-table-entry \

--transit-gateway-policy-table-id tgw-ptb-0ca78a549EXAMPLE \
--policy-rule-number 100 \

--policy-rule '{"SourceCidrBlock":"11.0.0.0/16","Protocol":"17"}"' \
--target-route-table-id tgw-rtb-0a823edbdeEXAMPLE

OEEEDTLEHHMNIER, 28 SourceCidrBlock, Protocol# TargetRouteTableIdBE

#1 — SourcePortRange. DestinationCidrBlock#l DestinationPortRangefREH ErIHY
ETE .

{
"TransitGatewayPolicyTableEntry": {
"PolicyRuleNumber": "100",
"PolicyRule": {
"SourceCidrBlock": "11.0.0.0/16",
"SourcePortRange": "1024-65535",
"DestinationCidrBlock": "192.168.0.0/16",
"DestinationPortRange": "443",
"Protocol": "17"
.
"TargetRouteTableId": "tgw-rtb-0a823edbdeEXAMPLE",
"State": "active"
}
}

g6 BMUERA/EMN (FEEM)

EEBREREGH PREN B WEZERS , AT A BN HEREER  FHEEER
DestinationPortRange., & WU EREL443EFRE,

ol

aws ec2 modify-transit-gateway-policy-table-entry \
--transit-gateway-policy-table-id tgw-ptb-0ca78a549EXAMPLE \
--policy-rule-number 100 \
--policy-rule '{"DestinationPortRange":"*"}'

"TransitGatewayPolicyTableEntry": {
"PolicyRuleNumber": "100",
"PolicyRule": {

"SourceCidrBlock": "11.0.0.0/16",
"SourcePortRange": "1024-65535",
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"DestinationCidrBlock": "192.168.0.0/16",
"DestinationPortRange": "*",
"Protocol": "17"

1,
"TargetRouteTableId": "tgw-rtb-0a823edbdeEXAMPLE",
"State": "active"

£ AWS Transit Gateway R ERERE RIRIE B
HhEmFERRENKRMREFZEER, BEMRAKEENER,

/A Important

MREMBFRFIAEFZERE K MARBEANRKZERE  CORESRRIEEZER
RAEBB 4N ERE, HEEL—ERR , REREIMAFERMERIEB , SUEFRR
EE%O

EREEAMBRBRERKRER

£ https://console.aws.amazon.com/vpc/ BEX Amazon VPC £ A&,
EEEERNERFET | EEERFAERXRE.
EERFREBRRERKD , ERBXRERK.

EEEE REIER.

ENEEMBRNEFZEERR, BERRRKER,

EE MR,

ERFBHELRY  RERBFEEN (RAURSE,. BREEAR. R CIDR B, RFELE
#, Bt CIDR E#., BRERE, BHAWME ) . BRFALE —BEMkR , ERFEELERM
EE MR IR RERAL , RRZEEZEMER,

N o o bk~ w0 D=

R Ih#EIERERD 3R : B ThMBRR AI#REE A {ruleNumber} I BRERIRIER,
/A MERBERERKRIER AWS CLI

£/ delete-transit-gateway-policy-table-entry 5. MBREVIEE €& HEEFHEE"State":
"deleted",
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aws ec2 delete-transit-gateway-policy-table-entry \
--transit-gateway-policy-table-id tgw-ptb-0ca78a549EXAMPLE \
--policy-rule-number 100

{

"TransitGatewayPolicyTableEntry": {
"PolicyRuleNumber": "100",
"PolicyRule": {

"SourceCidrBlock": "10.100.0.0/16",
"SourcePortRange": "*",
"DestinationCidrBlock": "=*",
"DestinationPortRange": "443",
"Protocol": "6"
3,
"TargetRouteTableId": "tgw-rtb-0a823edbdeEXAMPLE",
"State": "deleted"
}
}
® Note

BEARBREMBERERNREBESERBEENERRAERAR. £
GetTransitGatewayPolicyTableEntries#Bitarget-route-table-id&REHE MR
HEZEERR  RAREEARMBRBRARZAENIMERIES., HEKRHER (MBRERMEGRS
BHE) TR, BRREMKREBTFTSEHFR. Y EARBKREM.

# Transit Gateway B3 AWS S FE BER K

HBRENRE - EEHFEM 4 ZI R, M TUEBRRENRIIAREMERD , ET6ERE
RPEEWE M A, R B eI RARRBR R R | WA AR EBURE BB

TERRAERHEMEEHFEEZEEREMES : VPC, Direct Connect, VPN (Site-to-
Slte) Client VPN, VPN Concentrator, Network Functions, Transport Gateway Connect ¥,
BISAR 7 2 E#igateway-to-Cloud WAN (CWAN) & BEK#F, MEHMENA , FS2EREH.

EA LR EEER R RS AR BIB. DEEEM AT BB RN RN AT
SR

HB SR FEBRE 118
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AWS EmRiE

HUH IR A B B R Y B
ISR B BT EERR R ABEEEE | FE ST

mh
Q@
‘lﬂI

ylﬁ Bgﬂﬁo
{5 A £ 12 & BUH B2 8% B R Y BE Bk

£ https://console.aws.amazon.com/vpc/ BIRX Amazon VPC £ &,
ESEERD , EEERFERHAR , AREFEHE.

i#IZ Associations (BB E®&,

ZENRFB | SREBIZIE M BREAE

TEHDHFET R | BIEMEREIH

o & 0 bdh =

£ HUH B% A =AY B3R AWS CLI

5 disassociate-transit-gateway-route-table i

# Disassociate existing route table (if applicable)

aws ec2 disassociate-transit-gateway-route-table \
--transit-gateway-attachment-id tgw-attach-@def6EXAMPLE \
--transit-gateway-route-table-id tgw-rtb-CURRENTEXAMPLE

B e, BABIEEIRA disassociating AREE :

{
"Association": {
"TransitGatewayRouteTableId": "tgw-rtb-CURRENTEXAMPLE",
"TransitGatewayAttachmentId": "tgw-attach-0def6EXAMPLE",
"ResourceId": "vpc-Qabcdl234EXAMPLE",
"ResourceType": "vpc",
"State": "disassociating"
}
}
EA B R B Rk
EAFEAEBMBERER K

1. 7E https://console.aws.amazon.com/vpc/ BIRX Amazon VPC £ &,

2. EEEERNERFET  ERERRAERRE A AREBIENERE.
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Amazon VPC

AWS EmRiE

3. #{E Associations (E3H) E&.
i#1Z Create association (21 #H#).
FEVEBEREL  EHFEBRNEHFEE D MUSRLEA,

2

Connect, VPN, E# & Connect, ¥% ) EHAAESKHHE,
7. BEE,

BB E SR ER SN, SAUEREEIR  BEMMKFREMERENBRERKRE B,

R BIBERERKRVERE AWS CLI

5 associate-transit-gateway-policy-table 5o

# Associate the policy table

aws ec2 associate-transit-gateway-policy-table \
--transit-gateway-policy-table-id tgw-ptb-0ca78a549EXAMPLE \
--transit-gateway-attachment-id tgw-attach-0def6EXAMPLE

E e, BIBI®TE associating ARAEREME , WEHA associated :

{
"Association": {
"TransitGatewayPolicyTableId": "tgw-ptb-0ca78a549EXAMPLE",
"TransitGatewayAttachmentId": "tgw-attach-0@def6EXAMPLE",
"ResourceType": "vpc",
"State": "associating"
}
}
IAM R4 &5 51

HRERRFERE , #THBFEPRIERZ. THFESHHARSEHFE (VPC, Direct

IERLAME R BERERIR RRFIZFTEA TR EBLEMFHBERERR, Fli0, LTBERAFFERER

BERENKREERS VMHFEIIEBEBnetwork: Prod Network :

{
"Version": "2012-10-17",
"Statement": [{
"Effect": "Allow",
"Action": ["ec2:AssociateTransitGatewayPolicyTable"],
"Resource": "arn:aws:ec2:*:*:transit-gateway-attachment/*",
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"Condition": {
"StringEquals": {
"ec2:ResourceTag/network": "Prod Network"

}

]

£ Transit Gateway P EUE S AWS 18 BRIk A BE B
BUH BUR & Rl &k B S B S E R B,

/A Important

BEREBER | MR AREEAEBNEARIBRR. MEEAREHSER , EFERHH
BB REATERREMEABA L,

{58 F £ 12 & HUH BUR B Bk 19 B

£ https://console.aws.amazon.com/vpc/ B Amazon VPC 32 &,
EEEERNERFET  EEERREREEK , REREIBXRE,
i#12 Associations (BB 2.

BEUREBRRAY B

12 12 M BREF B

ERFHFEA T , REANEKERR ID MK 1D, #RES  BRULBHSEARALKEZR
BNBREEEH, MARELHENBAREBHNSEIER , ERLSEERARIMBRREY
BB A L, 2IEF MR,

o gk~ wbh =

RIhFERFERD 3R - 2R IhiE {tgw-attach-id} il BREE 6,
A BUEBUR & £ R EIEE AWS CLI

{#H disassociate-transit-gateway-policy-table 5%

aws ec2 disassociate-transit-gateway-policy-table \
--transit-gateway-policy-table-id tgw-ptb-0ca78a549EXAMPLE \
--transit-gateway-attachment-id tgw-attach-0def6EXAMPLE
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ClfEEE 5], BABESEIRA disassociating AREE :

{
"Association": {
"TransitGatewayPolicyTableId": "tgw-ptb-0ca78a549EXAMPLE",
"TransitGatewayAttachmentId": "tgw-attach-0def6EXAMPLE",
"State": "disassociating"
}
}

£ Transit Gateway HfilBr AWS £ B B K &K
MR ERFEERREER R, MERERRE , ZERKANWTEBER R HB2HEMER.

/A Important

MBRBERERI R 2B , FFEBUEFI AR, FAERFEBERENBEBRNBER TEX
HBERENRBBN RS RRMTEEARE,

EAEEEMREHFEBRER K

£ https://console.aws.amazon.com/vpc/ BB Amazon VPC £# &,
FEEERNERRAET , BEERREBKRE,

12 B E i BR Y (R 8 R B BUR ko

B2 Actions (BIE) , A% HiRZ Delete policy table (BRBUKK).
ERFHFEARY , BECEEMBRER R,

o & 0 bh =

R MR EmEERKEK AWS CLI

£ delete-transit-gateway-policy-table 5

aws ec2 delete-transit-gateway-policy-table \
--transit-gateway-policy-table-id tgw-ptb-0ca78a549EXAMPLE

CIfEEE ], ERREEMA deleting HREE :

{
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"TransitGatewayPolicyTable": {
"TransitGatewayPolicyTableId": "tgw-ptb-0ca78a549EXAMPLE",
"TransitGatewayId": "tgw-@bc994abffEXAMPLE",
"State": "deleting",
"CreationTime": "2026-01-01T00:00:00.000Z"

Pl : #REE [ AWS Transit Gateway R R £ 5516
THEHIRRERBFIEAS FRESIEEHANE VPC £TRE , IREERHMEEMRE,
ESV]]

BERTIER,

- RE10.1.10.0/24 ( BB I/EERFHEK ) WARESBAEEIE ZHIEIR VPC RHIBLF X,
- TEHMRESFERAEERBREIE,

HERERKRAR
£/ T 5118 B SREBRE R K.

BERE R FRAERE
RAl# mBEEEAE R CIDR B Kyt BB RFRE BMit BERHEX
Ei CDRE# & BIRE EEE
#iE
100 EFEE 10.1.10.0 {EM £ £ £ tgw-rtb-f
/24 irewall
200 EFEE Gl £ Gl Gl Gl tgw-rtb-d

efault

BTN
RENFFEAINET,
- RE WREE10.1.10.0/243K1F R HERE K A8 R AY S50 BB M 4+,
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BEHEESLFERA 100, HE CIDR F4 10.1.10.0/24 , At RESHEAKHAR EiXtgw-
rtb-firewall,

- BRAHKtgw-rtb-firewall@ M REEEE A VPC M4 R,
PARBERERE , WSHEXE EHRBE,
EER , ERFEEFEAE AR VPC EEEBHNEAR EWBE VbR ERR , EMFTARERH

IBE
Elgl)lbio

FMEEMRE (TREXKE 10.1.10.0/24) TRFEHREAI 100 , ELKIBERE 200 , ESFEHERBEHRK
HiXE , BEERE,

AWS CLI 5% R A RE

EATH B TRELRKRERK, MERA  URERRERF VPC EEE Y.

# Create the policy table
aws ec2 create-transit-gateway-policy-table \
--transit-gateway-id tgw-0@bc994abffEXAMPLE

# Add rule 100: steer sensitive traffic to firewall route table
aws ec2 create-transit-gateway-policy-table-entry \
--transit-gateway-policy-table-id tgw-ptb-@ca78a549EXAMPLE \
--policy-rule-number 100 \
--policy-rule '{"SourceCidrBlock": "10.1.10.0/24"3}' \
--target-route-table-id tgw-rtb-firewall

# Add rule 200: catch-all for remaining traffic

aws ec2 create-transit-gateway-policy-table-entry \
--transit-gateway-policy-table-id tgw-ptb-0ca78a549EXAMPLE \
--policy-rule-number 200 \
--policy-rule '{}' \
--target-route-table-id tgw-rtb-default

# Associate policy table with the source VPC attachment
aws ec2 associate-transit-gateway-policy-table \

--transit-gateway-policy-table-id tgw-ptb-@ca78a549EXAMPLE \
--transit-gateway-attachment-id tgw-attach-0def6EXAMPLE

Transit Gateway P H#Y AWS & F 18 BER & B &R &l
T 51 PR 18 A A R ED R Y (S B B LR E R
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* TGW-to-Cloud(CWAN) ¥ & BiEffF — ELMF LRI EFFXEEE T & PBR. CWAN EiEf#F
FHREBEEARKEENEBZS K ELEEERKENELIEFAAKE, EUNUSEFEENE
EHRNEERER R , UEER R ER.

- BGP BHE — AWS Transit Gateway T8 A 5EMAKHZHEBERER RBERBBIR BGP FEZM4
(Site-to-SiteF Connect &%fif ) - HEKERKEEP —FERGELBHEE LLHEWFTE BGP %

EE/\LI:

Direct Connect ITAFTE : AEHEEFFHENFE = Direct Connect B = AFFEBEEMNY
R, AERBERRBEHAM K ELXANEHSEE,

MRIEHIERGTRFER TGW N5 R BGP B H , BRIFBERBYHRAAENTE  SAFIKEEE
Bk B 22 ST B

« MiEHEMbtE T UEBRERRIKAREVER , BETRERERERMER, MREEHS
BRERREBCEBBEHROVMEEILEE , AIFERERK. THUEKRARNEE,

- REEBBY — FEFEEEENIMBRRKEENER., ELEAXTLH EE , AWS HE
GetTransitGatewayPolicyTableEntries APl EIfEMEEAF TR |, RAGHRA *,

¥f Transit Gateway FEY AWS SFEEBRERRETHERD
FRUTEARZE MR R ERPAEBRERNRNVEE,
REBNERRE

¥E PacketDropCountNoPolicy CloudWatch 58, MRRBEFEIEE , RESIERBXER
REEBNKYE , ERFEEARE, MREBVETHTNREERERERRRE , FREENHAAIL
iR WRASIPMEURA (FIEBMHERAEM ) HUSRAGERET.

RATRHESREBHETNRE

BREBRAGEIERF, RASUHFERIEFTE , ME—EEREERE. BFRINWERZRRAATRST
HEHNRE  LEANNEERFUER, RESNRARRERTEENEF,

ffH GetTransitGatewayPolicyTableEntries BiRFFEIEE , S ERKEENEH, RHEZE
BEHEEEFZEEB 2aETTMME , BuERENREMA,

BEREEERAERERNAA

RAEEBEAMES TCP (6) 3 UDP () i , X SFMEERERHEL7, WRENRAEE ICMPv4
(1)47. GRE () EM (*) MABEAME , A EEEEEERSEBRERAEMN (*), MASHE
A, REMEAERBERLEY  FRBABERES TCP = UDP,
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WMRIEEIR API £ 3E TCP/3E UDP BAMERXELEHE , IS RFREREBHER. WRFBR
PR BEABEE.

A M BRER &=

EARMBRTABRERREBESERBENERRAERAR. £ L&A
GetTransitGatewayPolicyTableEntries#EE&FiEK#rtarget-route-table-idR& BIHLE
RASEERK  ARTEERMBR I ETIMBERELR A,

HE LA BURE PR BRI AV 2 ML BB

MEREMR B REEEBRNERR, MRRER , FLIUEBBARNER, NMFRP , F2H BHE
HREBRERR, ARNEREXEEEARE — TGW-to-CWAN HEE EEETXBUEFZERRAER
RIBEEH. 2B Rl

BHBRENREZN  YEEEERRERE

EZRARRENRMEEBNGSERRMAEAHE. EEZARBRNTANER, MEEL—ER
A, MR RENEERB , SLERREEE,

BRFEBRRNEEER

WMEFBES , FSRATHIER :

« the section called “Transit Gateway ¥ H&K"

- VPC &##

- AWS B S FE RN A&

- AWS Transit Gateway F#J CloudWatch 1§4Z

AWS Transit Gateway Y % Bi{&ix

SHEERARKE-—ERERAEAREXIZIBEUERVBABE. Transit Gateway X EFEPTERE
VPC I FHE e B HZHEERE , WIEASHEARHBEE , HMTERBEEUZEZKRHTERE
%Egﬂljl)lbio

ES |
- ZHBEHE
- ZEER
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- ZREXRA

« AWS Transit Gateway H#J 2 B EX 4815

« AWS Transit Gateway i  F % B 8% 15

« f£ AWS Transit Gateway 7 [6] % B EE B AHEE M RR

* F£ AWS Transit Gateway *[6% BEIX B MK S

« #% AWS Transit Gateway " #Y % B EA B 4H BUE 5 2R0R
« #£ AWS Transit Gateway 2 BHEEBHHBUEEMR E
« 1£ AWS Transit Gateway #2158 % B EIX &4

« B AWS EERBEFH Windows Server s%E % BEi%

« &l - FH AWS Transit Gateway B IGMP #24E

o &l - EIE AWS Transit Gateway FH iR RE R A A&

« &l : £ AWS Transit Gateway P EIRFFRER AR SARE

ZHEEEE
UTRSBEXNEEMS :

- ZHEERE — AHSHELRBEIAKTRENME  YEEAREXESASHEERAR. &
AUEFRRERERSHEEIMEAREEE,

- ZHBERE — BSEENZEUMHESHELREN A, SHEEIHERHEFA P bt
. ZREXFEREERZHERE EC2 MTEBRMN AR BEMMEAEFIER.

s WA BEEEBEANE IGMP) — —ERBAERHE , AFTHARHSHEEESHEXH
HREEKR, IGMP ZHEE@EHSSFEH IGMP BAMGEMA. BEMEZAEN T, AWS X
£ IGMPv2 BB EM IGMP FFREE (API & ) BHEREER S IEEMESE,

- ZREERE — BUBEFAREABESHEXRENZZE EC2 YT EREBIAYEMEMIRR
Ho. ZHEXRFEERNBERRERE,

BERFZHECPATEFER IGMP HERIMA, BEMEEASH IR, BTLER AWS
CLI i@ RRMEFEKE . UBEAXFTENRREEEASHELRE , MRS REESHEER

Eo

s SHEZEFERE —EERSEEARENZHE EC2 BT EBEEBNELRENTEH, ZHE
FHEAEEZE#HERE. EREREHEREERAEY S HEEABEAKEREBZVRE, &
IGMP BfRfRREH | R E T LARREENZEVCHRE.,

SHEEHS 127



Amazon VPC AWS EHiREE
ZEE1E

- EHFAESHEETETEARSERR SR NERBREEARN, RMAEZERCRERSNSE
B, MERCEFERNVFHER , BEHEEN REIMBRS REBENE R,

- MEXEEFHWFMENR , 52/ AWS Transit Gateway ¥ REEE,

- BUEBRMFNERFENZESBEE,

. ZEEXEBHEREEKEFEA Amazon Virtual Private Cloud Console 5 AWS CLI, = IGMP #1T
B,

o FHRRREEMNA —ESHEEABED,

- WMREMEAIE Nitro B1TERE , AIXEEARR/ENEZERSGR,. NEERERARENER ,

{Amazon EC2 fEAE1ER) FMEF R RN H R E,

« 3F Nitro EfITRER S BEENEEE,

o IAXELBEIXIEA Direct Connect, Site-to-Site VPN, ¥ 558 22 5% S5 B B E 4R E 2,

- ERFEETXESHELIHONI . 7BNSHEAHOKERE, NEFHENA , F2E &KX
BEEN (MTU).

- BREIEF | IGMP E#2EEZE IGMP JOIN AR , UIMAZSBEXEHE (BEB2E3XRER). &
FAAEEMNERT , FiE IGMP JOIN AEHSIEL , TRTERAERHFES HEXHFHAN—IB
Do EWERT , FREEFHEABRIBESZE , fEMEHB IGMP JOIN AL,

- BEREERRERRAEWRS IGMPv2 JOIN FAERE , WEWE| IGMPv2 LEAVE FA B B3R,
EHFREFERKIIMATFENIH, EHFEEAERSEEXKASE K SMoERFRH X
IGMPv2 QUERY FAEMGFIERE. BEKEHEEE—E IGMPv2 JOIN AR KREE , E-RKEE
FHEEERN AR, MRKEEZCOE=-(AEESH 6 FARESHFMENMANEEDBRILEKE
B, B A ERHESGEAFTEDPKABRIUNEZ , CEEBELEHEENEE 12 M, Z
% , BAFER IGMPV2 LEAVE AR EEIE K AhBREM K MEBELETE-THSRHEEIRE,

- EHFEEFEMRIMATFENER, TEHBREPENERT , LIXKIEE IGMP JOIN FAEREZ
% EHEESHESZHEAERERAETIMT7 28 420, EHBEESHRBESKEEREHE
EEIHREZ 12 /DK, REZWEEHH IGMP LEAVE FAE A LE,

- EHBEESKAEEREAHAELEMA IGMP K8 , WEEH S HEXBIEREEIK, BEL
IGMP £ S HRIE IP A 0.0.0.0/32 , BB IP B 224.0.0.1/32 , HEA 2, IGMP X# (#1171
) LMNZSBEMARE SR T TR EHEMA ACL AREE XA AFFEL IGMP HERAS.

- ZHEERFENENMNUAR—E VPC FiE , BEAFEARLBHESEREN ML LFHEAREAES
RERRZLFHEANTRE.

- HAFRESHEXBMBENNE , AWS Transit Gateway & BB BRI BFIEENIs K FRRERAE A 3K
Ro FEBEHRE Transit Gateway R ELE A S LR RE P E ENIS RE1T L BIE,

3
9
g
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- RARRESHEEXE IPv6, BESHEETE

Z R EIARH

EXEERFELLMASHEER K CERESHBERAR, EAKTFEBTEESHELSRER
BEMedmAESsRERREEEERZS MBS PEHEE B S FE,

A& ACL

B ACLRASE FHRBBHREE, EEARSHEELRE  RAERRENR FHEE 2N, MEH
& , 520 (Amazon VPC EA &) TR ACL,

HRBERERFEAEEBABE IGMP) ZBRE A TAREEARA, ERFHREESHEILR
EEIJEE*%O

|A BB E R i
BETHE IGMP(2) 0.0.0.0/32 IGMP &3
T UDP #E UDP RIGFEH IP bt BEASHEELARE

BT & IGMP & EE LR A,

Type BAAWHE B &9 ith R

BETHE IGMP(2) 224.0.0.2/32 IGMP Bt

EHES IGMP(2) ZEEAEAE P sk IGMP 0 A

B:T UDP & UDP ZEEIXEHA P ot BHZEEERE
TR

ZEBRERISESTHERBRIEE, EERAUTUEAZTEANSEHSHEERE, THAEEREX
REME, HAFEHEKEHTEE K SXBEAFREFERENEARE, MEFHMENR K F2H
{Amazon VPC &™) PHLZ R,
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AWS EmRiE

B IGMP ZHEIERE
B|ERLEHEEES UDP EAR AR IR,

, BV RELEBETHBEARR,

ERTHEEESHEIRENTH. &

EoFil R iR

EHES 0.0.0.0/32 IGMP Z=3

HE] UDP & EimEME P bt BAZHEERE

U IGMP ZHEXERE , BV EZVEETHEHRE,

EoFil B E B /Y3 iR

EHERS 224.0.0.2/32 IGMP 258
EHERS ZEEAEE P it IGMP h0A

B:T UDP & UDP ZEMEIXEHA P ot BEHZHEERE

AWS Transit Gateway = i 2 B4 85X 4315

%%%Lﬁﬁmnﬂ—r%%%Lﬁ%"EUJ%7FIEE’\Jfﬂiﬂﬁﬁo EERREACARESHER  FRISHE
EBE, AR T B BRI R M B

TRFEAMRATZSHEERIBENE. BEEKFBAERRBLE,

B iR
Igmpv2Support (AWS CLI) ItEMREREMSMNA DSBS MEXFEANS R,
IGMPV2 & (£ 8A) FHALEBMR K YAFBSFHERESHMEEAE,

MRBEED—EXEFERA IGMP HE , FRAAHLLBE, KEHUT
FIERH—BAAMASREEERE

- XEIGMP WK EEfEA JOIN # LEAVE AR,
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-3 DU

- T IGMP WK B4 EfEH Amazon VPC £ A= AWS
CLIfE BB BN B R,

MRFAMT S HEXRBERE , WXL ESEECEGE. EHEE
SRABFEFIGNEERKSTEIEN IGMP LEAVE FAE,

StaticSourcesSupport B EH AR R ERESHEERR,

(AWS CLI)
EWBHARA , BEEMEA register-transit-gateway-multicast-
HRERERZE (F£H) group-sources ¥i8Z B EEMENRIR. REZEHEERIRE L

BEZHEERE,

EHEBURERFER  AIREEENSHEIARIR, HEZHEX
HEEBN FREBPNEASTERSTUEESHELARE ,
AR B A N 2 HEERE,

£ AWS Transit Gateway A3 IGMP % ZH{EixE 15

MR REEMY , FRETRANSHELAEEYE. MFEFMER , 552 Bthe section called “Z &
BEEE,

ERAFEEEY IGMP % REIA A

1.

©® N o o M~ b

£ https://console.aws.amazon.com/vpc/ BIEX Amazon VPC £ &,
HEEBEE®KD | 1B Transit Gateway Multicast ({5 R E % B &%),

i#IZ Create Transit Gateway multicast domain (2 3 {5 &8 2 B EiX A1),
£ Name tag (BBER) B , W ABEHEE,

£ Transit gateway ID (B#iF& ID) 1 , BIERESHEEXRENEHFE.
g8 IGMPv2 X8 | EEUES B,

HRBRERRXE , FFRRZEUT 5.

EEEHESIHSHEXRAENEIRS FHEKEH , 552E Auto accept shared associations (B
E%X/\?—Elg Eﬁﬁﬁﬁ)o

i#IZ Create Transit Gateway multicast domain (2 3 {5 &8 2 B EiX A1),

Z AR, 5


https://docs.aws.amazon.com/cli/latest/reference/ec2/register-transit-gateway-multicast-group-sources.html
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https://console.aws.amazon.com/vpc/

Amazon VPC AWS EHiREE

£/ B IGMP % REiEME AWS CLI

/A create-transit-gateway-multicast-domain 8%

o

aws ec2 create-transit-gateway-multicast-domain --transit-gateway-
id tgw-0Oxexampleidl12345 --options StaticSourcesSupport=disable, Igmpv2Support=enable

£ AWS Transit Gateway I FERE S B EIXRE

MR REEM  FRETRANSHELAAESEE, MFFRER
e,

2 @lthe section called “Z %

:lJI

ERAFEEEVRESHELESE

1. ¥ https://console.aws.amazon.com/vpc/ BB Amazon VPC # &
HEEEEES |, 1BIZF Transit Gateway Multicast (55 8 % B EIX),

i#IZ Create Transit Gateway multicast domain (2 3 {5 &8 2 B EiX A1),
& ¥ Name tag (B BER) , I A ARBRBBENEE,

£ Transit gateway ID (EH#F& ID) # , BERESHEEIRENERHFE,
R IGMPv2 X & , FERKEISG R,

STHFRRIFXE | EERES 5.

EEEHEIHSHEXMAENEIRS FHEKEB , 5528E Auto accept shared associations (B
EEX/\?—EQ Eﬁﬁﬁﬁ)o

9. #ZE Create Transit Gateway multicast domain (2 3 &% 8 = B &% #813) .

©® N o a > w0 b

B B mRes HEEEE AWS CL

£/ create-transit-gateway-multicast-domain @55

aws ec2 create-transit-gateway-multicast-domain --transit-gateway-
id tgw-0xexampleidl12345 --options StaticSourcesSupport=enable,Igmpv2Support=disable

#& VPC EIZM FHEEEE AWS Transit Gateway =Y 2 B8 4813 28 57 B3 5

ERT5EF#& VPC M RESHEEEEEYER, EYBBE K SUNENZYSESRELRE
P TR
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Amazon VPC AWS EHiREE

Bt <Al , BABEEWEELEEYT VPC M, MEFMEER ,
Amazon VPC E#,

HZE AWS Transit Gateway F#

ERAEEEM VPC ERES B EXF R B

1. ¥ https://console.aws.amazon.com/vpc/ BB Amazon VPC £# &,

2. HEEBEHKT , B Transit Gateway Multicast (i &8 % BhEX),

3. EWMZEERABIE , AREBIEIZ Actions (BIYE). Create association (33 BaE#).
4. 7 Choose attachment to associate (IRiZ ERABAEE) b | REVEHR FEEE,
5

&H¥f Choose subnets to associate (ZEFEREBN FHK) , ENZLESESHEEABPEIHN FH
B o

6. iZIZE Create association (BB ).

5 A VPC jE1%ZEE % B A 19 22 3 B AWS CLI

5/ associate-transit-gateway-multicast-domain 5%

BUHE 74338 B2 AWS Transit Gateway H 25 B 85% 48 15 A B9 Bt

{52 A T 5132 /7 REUH T8 85 B2 2 R SR 1 ey B
£ E12 5 BUH B 7 18 8%

1. 1£ https://console.aws.amazon.com/vpc/ BIEX Amazon VPC £ &,
2. TEEBEBEIKD , iBIZE Transit Gateway Multicast (i & 2 B EIX),

3. EmMSHBEMEE,

4. 2 Associations (B3H) E&.

5. EEFMER , AREIEIE Actions (B11E). Delete association (il BRESE)

5 BUE F# R aEEE AWS CLI

£ A disassociate-transit-gateway-multicast-domain %

£ AWS Transit Gateway F 4457 25 B {2135 18 150 3 Bt

BRENSHEZFEZURBEMARETTA , UAREMARBESEEN FRRMM 4.
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Amazon VPC AWS EHiREE

ERAEEEREASHEEEE

1. 7£ https://console.aws.amazon.com/vpc/ BRI Amazon VPC £ &,
2. TEEBEBEIKD , iBIZE Transit Gateway Multicast (i & 2 B EIX),
3. EMZHEXEH,

4. 2 Associations (B3H) E&.

£ @R 2 MEEME AWS CLI

£/ describe-transit-gateway-multicast-domains

£ AWS Transit Gateway FASIZE #7118 £ 2 BHEABE

BEEFEEENER , URRKERE, BEEIIREREEYHBER. BB ZEEBHEE
BEZEEXBED., SEZHELRINERSBSERHE—N, NREFENERESSEEREBEN
&8  AHEEFRREBNE. NEFHAENR , F2EELEN Amazon EC2 Eif,

EAFRAKERTEESHEREY

£ https://console.aws.amazon.com/vpc/ BEX Amazon VPC £ &,
HEEBEE®KD | 1B Transit Gateway Multicast (R E 2 BEIX).

B A,

#1Z Actions (B11E). Manage tags (BEEEZH).

HRABERE , 7521 Add new tag (FTEER) , ARBAEBNRIENE.
BERE

o a0 bk~ 0w bh =

£ HSREH 8 = % BEIXEE AWS CL

£/ create-tags W

£ AWS Transit Gateway = il B 2 B A 181
12 A T 5172 /o 2R M R 2 BE A A 1L

ERAEE A MRS HEERE

1. 1£ https://console.aws.amazon.com/vpc/ BIRX Amazon VPC £ &,
2. HEEBEKD B Transit Gateway Multicast ({5 R E % B &%),

e o
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https://docs.aws.amazon.com/cli/latest/reference/ec2/create-tags.html
https://console.aws.amazon.com/vpc/
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3. EWZEEAPIE , REREE Actions (B)fE). Delete multicast domain (M BR 2 BEEE ),
4. HIBFESRIETRE , FHA delete , REEIE Delete (MBR).

£ Bk REEME AWS CLI

/A delete-transit-gateway-multicast-domain i

AWS Transit Gateway H Y & i % BHEIX {81

BRESEBMEERE  SHEXPEEEE TEAEEBANHAM AWS IRFEHE AWS OrganizationsH 5
ABEEREE, FASHEXREEEES  SEUUEFEVNEESREA BT, —BHH , EEFEA
FERLATE R 2 B EE B BT T PRE -

- EZHEABE P EMMNBUEREMEFE K S SEE KR
- BTRBRESHEXESEYER WS THREES MEXEEEREB

SHEEREHEFETUEN TS ERAZSHEXESE

- AWS BB FEHEBH kP AWS Organizations
- BRI EBEE L AWS Organizations

- FRE@EHER AWS Organizations

- AWS A ZBEIIR S AWS Organizations.

= E B Organization 2438 AWS Witk F A S HEXMAE , BXAFEH BXERLA AWS
Resource Access Manager , AR EENERAZHEEBENEZTEAR | BEAEEMAH

. MEBVERAZMFMEN , 528 (AWSRAM FHERER) PHEIEFRLE AWS
WO

B $&
- HESHEZEENSERGE
- HEEAARTE

- HEWSHEXBEEET
- STEHNFE
« 7£ AWS Transit Gateway # 5 0] i [EiE # A &R
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Amazon VPC AWS EHiREE

« £ AWS Transit Gateway 3t i % BhE 1% 4818
« £ AWS Transit Gateway PEUEH A A S HEERE
« B AWS Transit Gateway 7§ 3 i % BhEX 4B

HEZHEXEISN B ERY

EHASHEEBEE B4 AT AWS IRFHBEXBEE. SELZEEHERENSHELERE
HEHE,
- FEEMAGSDS PEBEMNT Fﬂ%%’i%i_?ﬂii AWS Organizations , &% ERMAE £ H AWS
Organizations, MEFHMEA , T2 (AWS RAM FAEERE) HHIEIB AWS Organizationsi{
m/\mo

B B8 AR

% BhEA 819 3 FH B2 AWS Resource Access Manager (AWS RAM) 4, AWS RAM 2 —1E R ,
AR AWS IRF E0EIR /A AWS &R AWS Organizations, T LUEIR AWS RAMZE Y &R
HE  UHALEENER, ERLASEEEXANER , URELAEFRNERAE. HEEFITUR
B AWS IR, %ﬁﬁﬁﬁ:ﬁ%ﬂ%ﬁﬁ AWS Organizations.

wnE WEFMEER AWS RAM |, 52 BAWS RAM ( ERHAEREM) -
HE 12 B EE PR
BEENET

BAEEAEEESHEARY , RAFMEPESEYEBRNYRENERER, BEEUJUERSESHE
HENFIE, MR AWS Organizations K48, ERMMEREEEELRZHEXEE L
BYNEIR.

HBEERFTA

HAZHEXRENERAEELASHEEAE LHTTIREN AN  BEEZBHEABE EEIN
FRMEE :

- EZHEABE P EMMNBUERE A A K S SEE KR
- BFFERESHEXMEEEN |, Wik TR S R EIX 18157 IR BT B

HRAEEREEMMAEAZENSHEZBE LRINER,
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EEEIRASISREMNAENZIHELFEEBEEEFMEENER , SR MMAXENZEE
=M.

g% LiEE
BEERDREAZSHECRIRTENER.

BrEE
HAZHELIREST ABREENAREAENSHEIMARE.

£ AWS Transit Gateway F ¥ o] F @15 & F &R

ATHRRER,HIEEHMNTRES , AWS Transit Gateway 2B A4S §9 0] F B =¥ E S SER S /Y
B2, ENREBIIRFCEMNTAEREGRHEESRE, HI0 , us-east-1a& AWS IRFEHW T A EE 7]
e HEus-east-1a%s — {8 AWS tRFMHEMNLE.

EEEHRNENIRERERZ BEEZBENEENVNE K Y EAFHATRHES ID (AZID), AZID 2FE
AWS iR FE O] [EIE A — B — BB BIRF. Hlf , usel-azl B us-east-1[EHEHMWAZID, mMA
ESE AWS {REHRHMEH IR,

BREREFRTUAEZN AZ ID

1. ¥ https : //https://console.aws.amazon.com/ram/home BERL AWS RAM 12 &,
2. EEAAIN Your AZ ID (889 AZ ID) B2 R EHEE AZ ID,

£ AWS Transit Gateway = it f % BiE% {815
ENEEHESHASHER PN , BAUUHRITTIIEE

- REMANEUH M EAE R 8 HEFHE R
- AT AR BREA BN T ARG

(® Note

EHZZHEREE , ELXEREHTEEERAZ, EREAR—E AWSRAM iR , 7
EEEBE AWS IRFHAER,. ERAZEEEXANER , URAACHNEEE, E4EA
HEZ BEEMEE R Amazon Virtual Private Cloud Console , A S EHFIB TR AN ERH
Z, EERZHELAREMEEINERLE |, KALFEH AWS RAM FEABVEREE,

HAZHEEAE 137


https://console.aws.amazon.com/ram/home
https://console.aws.amazon.com/ram
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mMRE R PHABK— , AWS Organizations B 2RABEMAN TR , EBHHEAE
SEHES Fﬁ%%’i%)_ﬁiﬁiﬂ’]ﬁﬂl@o A BNAESRIMAEREZNRE , W EEE
T EBFEREETINLAEN S HEABE,

B A LAfEF Amazon Virtual Private Cloud £ 4. AWS RAM # 45 X ELHAEN 2 HEIXEE
AWS CLlI,

85/ *Amazon Virtual Private Cloud Consolett Z &R A 1) % B &% 4815

1. ¥ https://console.aws.amazon.com/vpc/ BB Amazon VPC £# &,

2. EBEBEIKD | BIZ Multicast Domains (Z B EEEIT).

3. B EEAMAE  RRRIE Actions (B)1E). Share multicast domain (1= % BH{EIEHE).
4. BHEHNERAZE , ARERIRIE Share multicast domain (R EZ HEEBE).

FH AWS RAM £iE 5 £ HEBHEN 2 BEE RS
w2l (AWSRAM FHEER) FHEVEREE,
FH HEZEEEN 2 HEEME AWS CLI

f£F create-resource-share 5,

£ AWS Transit Gateway FEUH £ A+ A 2 BEA 1
EHEZSHEABETLE  NAESHELABEEERSRETIIER

- BAE FERERSHECRAIERB,. FEBEREEDNAZFRF R,
- BEAERERENFEXEESHESRABUEER | AREBAEIRS PMER,

EEROUHRAESHEREE  LABERERAZHBER, BT AWS RAM T2 A HITIRHE
AWS CLlI,

FERERESHMENHRESHEZBEE K BXARERAZPFERE. BALEA Amazon Virtual
Private Cloud. AWS RAM 12 &= R 1T IRE AWS CLI,

£/ *Amazon Virtual Private Cloud ConsoleBUE X Z & B L E /2 B EX B

1. 7E https://console.aws.amazon.com/vpc/ BIEX Amazon VPC £ &,

HAZHEEAE 138


https://console.aws.amazon.com/vpc/
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2. HEBEBEKD | BEIZ Multicast Domains (Z B EZEBIH).
3. EHZEERABIE , AREIEEZ Actions (B)YE). Stop sharing (BLEHEF),

£/ AWS RAM =2 A BUE A HENHA S HE XA
Flﬁ e ﬁ <<AWS RAM ﬁﬁﬁ%?aﬁ> mm%*ﬁﬁlﬁx\;o
/A BUHLASBEN LA S HEEMAE AWS CLI

£ A disassociate-resource-share 5%

B AWS Transit Gateway H#Y 3 2 BEX AT
A ENEEE T LER Amazon Virtual Private Cloud 1 i 3l 3t A 2 BHE% #8315 AWS CLI
f£ /8 *Amazon Virtual Private Cloud Console 3£ =/ 2 B Eix {1

1. 7E https://console.aws.amazon.com/vpc/ BIRX Amazon VPC £ A&,

2. TERIBEBEED , iBIZE Multicast Domains (Z &),

3. EEUEMZHEEAE.

4, EEBZHEXMEFEERAREL  RBHEEHE D SEH 2 HEEAE AWS HWIRF 1D,

£ BRI A BEEME AWS CLI

£ A describe-transit-gateway-multicast-domains fi . R EEEEEEN ZHEEBEE , URER
HANZHEEEE. OwnerIdERRSHEEMILEEE AWS MRS ID.

£ AWS Transit Gateway | [0] % BhEA B SRR

(® Note
AAELCRBERRXEBMRERRBAR , X EELEF,

EATHEF O ZHEEHEEMRR, RRREESHEERENERERE,
EHBRIR 2 , BFEETIER :
- ZREERE ID
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Amazon VPC AWS S5 FHE
- FFMEESREM ID
- SEEEREE P byt

£ E 12 B sE M RIR

1. ¥ https://console.aws.amazon.com/vpc/ BB Amazon VPC £ &,

2. HEEEEIKD | BIZ Transit Gateway Multicast (£ & 2 BHEZ),

3. EEZEEERAE , REREIE Actions (B11E). Add group sources (FTiBRHHERIR).
4

&% Group IP address (B##H IP Husit) , By A ZIEIRIG 2 BEE B IPv4 CIDR B IPv6
CIDR E#,

£ Choose network interfaces (Z1EMHEEAME) KT , ENZSHEEFHENBERE.
6. 1E#F Add sources (FTERIR).

o

£/ MR AWS CLI

£ A register-transit-gateway-multicast-group-sources %

o

£ AWS Transit Gateway H[a % B EEFHAFZMKE
FATIEFOSREEFETMEBENE.
KB , BEETIER :

- ZEEERPEN ID
- BEREREAENID
o ZREAEAE P it

ERAEEAEMAE

1. ¥ https://console.aws.amazon.com/vpc/ BB Amazon VPC £# &,

2. HEEBEHHKS B Transit Gateway Multicast ({5 R & % B &%),

3. BEZEEIXMAE , RERIRIE Actions (B11E). Add group members (FTI8EERKE).
4

&%t Group IP address (B4 IP #haib) , 3 A B8 ie 2 BEE B/ IPv4 CIDR ER S IPv6
CIDR [E1#.
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Amazon VPC AWS EHiREE

5. 1£ Choose network interfaces (ZZFMEAEH) KT |, EIS MHEXZWENRAR R H,
6. 1##£ Add members (FERE),

5/ SFMAE AWS CLI

f# A register-transit-gateway-multicast-group-members &5 %.

£ AWS Transit Gateway ) % BHEX A A BUE RE 2RI

BRIEGCFBHERFEHEESHEETFE  FRAFAFTEERBLERF.

EREEAEBRIIR

1. £ https://console.aws.amazon.com/vpc/ BARX Amazon VPC 1A,
2. HEBEHIKF , BIE Transit Gateway Multicast (i RE 2 B&EIX),
3. EmMZHEXEH,

4. &IZ Groups (B#l) E®,

5. BEURIR , AA%IEIZE Remove source (BERHIR).

5 BERIFE AWS CLI

£/ deregister-transit-gateway-multicast-group-sources &5 o

£ AWS Transit Gateway HH) 2 BEXFEABUERMKE

BRIECFBEXENEESHEETFHE ST EERBLERF.

ERERAHUHEMKE

1. ¥ https://console.aws.amazon.com/vpc/ BB Amazon VPC £ &,
2. TEEBEBHIKD , iBIZE Transit Gateway Multicast (i & 2 B EIX),
3. EmMZHEXEH,

4. BIE Groups (BH) R,

5. BHRE , A%IEIZE Remove member (BERKE).

5 BUHREM R & AWS CLI

# 2 BHEE BHABUHEE M R 141
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5/ deregister-transit-gateway-multicast-group-members o

£ AWS Transit Gateway TR 2 B EX B E

B RREESHERFENER , LHEFEREEA IGMPV2 BERRERE, KEEE (& &
AH ) = MemberType ( £ F AWS CLI) 7 AWS BREEBABHEN K ERFET IGMP,

ERAFEARRSHEAEE

1. 7E https://console.aws.amazon.com/vpc/ BIRX Amazon VPC £ &,
2. HEEBEHIKF , BIE Transit Gateway Multicast (I RE 2 B&EIX),
3. EmMZHEXAEH,

4. E#2 Groups (B48) E&.

FH RS MEXEEHE AWS CLI

{# A search-transit-gateway-multicast-groups &5

o

THIEBIER IGMP HhER RS HEXFFEKE.

aws ec2 search-transit-gateway-multicast-groups --transit-gateway-multicast-domain tgw-
mcast-domain-000fb24d04EXAMPLE

{
"MulticastGroups": [
{
"GroupIpAddress": "224.0.1.0",
"TransitGatewayAttachmentId": "tgw-attach-0372e72386EXAMPLE",
"SubnetId": "subnet-0187aff814EXAMPLE",
"ResourcelId": "vpc-0065acced4EXAMPLE",
"ResourceType": "vpc",
"NetworkInterfaceId": "eni-03847706f6EXAMPLE",
"MemberType": "igmp"
}
]
}

A AWS EHEE PR Windows Server 527 E % BEX

R B 2B LUE A Windows Server 2019 5 2022 Y EWMEER K SEEHTHMSE, BEENE
WERE , BMEEM A PowerShell , T T HIHS -
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£/ PowerShell 2 E Windows Server B % B 3%

1.  #§ Windows Server %8 A H IGMPv2 M 3E IGMPv3 #1T TCP/IP # & :

PS C:\> New-ItemProperty -Path HKLM:\SYSTEM\CurrentControlSet\Services
\Tcpip\Parameters -Name IGMPVersion -PropertyType DWord -Value 3

® Note

New-ItemProperty RIEE IGMP RAEWEMZES. HR IGMP v2 2% BEix X BN AR
X, Btk BtEValueSAER 3. BAIMFIT TGS , 45 IGMP IRAEESR 2, A =2m
8 Windows &4 -

Set-NetIPv4Protocol -IGMPVersion Version2

2. Windows AN EBTERASEZALSM UDP FE, LELACEREFHMEESRETEEETS
% -

PS C:\> Get-NetConnectionProfile | Select-Object NetworkCategory
NetworkCategory

Public
3. EFLE—ESBNEEZERERE , LAKFFEFFEN UDP EIEE

PS C:\> Set-NetFirewallProfile -Profile Public -Enabled False
4. FEFRE EC2 H1TER,
5. AFEENZEREARN , URIBRENFEHRTRE.

4l : £/ AWS Transit Gateway B2 IGMP #H&E

JH:%'WJ IRED—EEA IGMP BRABEETS HEEREN T, SERITERER IGMP JOIN
B AWS BBEBVSHEERE  ARKATERHEALBEPNRE, BHETUER &3k
IGMP THFEHESRENEE AWS CLI, B2 R{EIXMZEBE /R P E AT ERER T

BERE ﬁﬁgiﬁﬁﬁkEiEu_Tf§HQ§55$E§ ERE.

FRATY LB RERRE,
1. B VPC, MEFHMENR , 528 Amazon VPC FREERPHEIL VPC,
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https://docs.aws.amazon.com/vpc/latest/userguide/create-vpc.html

Amazon VPC AWS ERREE
2. TEVPC HEN THK, MEFMEN , 528 (Amazon VPC EAEIER) PHEL FHEK,
3. BUHHZHEARERENEHEE, MEFMER , 352E the section called “7& 37 EH#

4. E VPC E#: mMFFME , 552 the section called “2 3 VPC B,

5. EBI$Y IGMP XERTEMZHEERE., WEFMAES , 52 the section called “ZE3L IGMP
LB EEBE,

AAERTHIRRE :

« A IGMPVv2 support (IGMPv2 £ 18),
- = Static sources support (FFREREZE).

6. TEEHMFAE VPCEZENFRKESHELARAEEEIEE, MEHFMAE
called “#% VPC 13 F F# i% B3 = BS54 18 2 ST BA RS,
7. EC2 H9785% IGMP x& A IGMPv3, BREESF A IGMP FHEAKENRAR, BT THI6®

AL .
™ .

%II

, 552/ the section

sudo sysctl net.ipv4.conf.eth@.force_igmp_version=2

8. MAEHR IGMP BMENKEFNIEEZHEXRHE, MEFMEN , 52 REthe section called “[a] %
BEXBESMKE

4l : EE AWS Transit Gateway PRI TRRERFHAE

L EFEFEBESHEERRIMEEEE. THAISEA IGMP HHER A S BHR S EEHE,
BREBUBEFAMERERSHEIRENFEARES.

ER T 515 B RAERERE

1. B3I VPC, MEFMENA , 552 Amazon VPC EAEREHRHET VPC,
2. TEVPC HEN FHEE, MEFHMEN , 528 (Amazon VPC A EIER) PHEL FHEK,

3. BUHHZHEARERENERFEE, MEFMENR , 552E the section called “22 37
PN

4. FI VPC E# MEFMER , 552 the section called “E 3 VPC E#,

5. BUSHYHE IGMP XERENZEEZ B 6 WX EUFBREAFAFERR, MEFHMENA ,
B the section called “E 3 FFRER R 2 B EX 31,

T
r
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AR THIRRE !

- & IGMPv2 support (IGMPv2 Z18),
- ZEFEHFIERIR , A Static sources support (BREHRFEZE),

ERMAZKENY , AREERE— A UEZSHEEXRENER. B8 , ESHEXPEHEBRN T
RPN EAHTERBTNEEISHELRE  MBEEAKESTERSHEERE,
6. HEEWHREE VPCEZENFREESHEEABHCEMELIBY ., WEFMHEN , F52[ the section
called “#§ VPC iE A F #8350 25 BEEIA B ST BR A
7. MWIRREA Static sources support (FRERRXZE) , AIREFTEELSHELARTFH, WEFAE
7 , 528 the section called “[6] % ZHEXE B H M AORS
8. HBHREMEBEZHEIXRME, MEFMEN , 52 Bthe section called ‘[0 Z HEIE R R
IS4

# | : 7 AWS Transit Gateway R E IR FRRER A X 2 1HRE

HEFIR TS HEEKEFEMEEEE. TREEER IGMP HERMNA S B Z R EEFE,
EZNELAEEEEN FRERTNVEAAHTERSTUAEESHEIRE  MAEARS R TEKS HE

ERE.
£ T 515 BT RAERERE

1. B VPC, MEHMEA , 5528 Amazon VPC EAEIEREFMWE VPC,

2. TEVPC HEN THK, MEFMEN , 528 (Amazon VPC EAEIER) FHEL FHEK,

3. BUHYHZEBEEXRERTNEREE, WEFMAET , 52[ the section called “Z 3 EH
PEN

4. B VPC E# mMFFHME , 552 the section called “2 3 VPC B,

BIUHYE IGMP XEXRTENZHEA@E , YXEUBREAHXFERR, MEFMAENR ,
B the section called “Z 3 FFAER R 2 B EX 431,

3
¥

FAAERATIIERRE

{28 IGMPv2 support (IGMPv2 % &),
- = Static sources support (RREFEXZE).

6. EEWRE VPC EENFRRESHBENMECHBEIEE, NFEFEE
called “#§ VPC B 7 T 18R 82 % B EIA M HE T B,

==
AR

%II

2R the section
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7. BREFEESHEABE, MEFMENR , 82 Bthe section called “[0] 2% ZhEE B AHFE AL
g%

5 1 Y R AN 0 B

RIBER  ERMESEAUSHERERNRASEME K EREERAeRBAREOREE
WIS, SANEY SITHERE , RIBERER, BEEE Ds RABH ST R B TR
BHEF,

ATEBGRARREISESRAARBIENHEFRUER, EREFTSRAE , SBRFHRANARKEIE
ENRFER., BUARTIEREERFHERERDERA

- RRERHERE - BERSIBRGHRARRERNIRS (FERITH)
- BRMHREE - BRE2RHEHSE B NS
- ERFERSE - BERE GRS ERFENIRS

BURATEARSEAETNEREABNEBRKEFNKAERE , ERBRARA/M , HeeBRESD
B aBEENRBEMIERAENETE,

(® Note
EMRASBREUTEEIESERE  EMERADEGCRIENIREHEESE, T8 , AWS IR
FHREEENESRMENE, AERANEMEEMARAEZE, BMANIIgEZH , &
S AWS ABFIREWIRE, BENRAEETE, 22 . {tEE AWS Billing and Cost

Management ?

SR
ATRRRRERESRMENKASTERR , URBEREBEZHBLERSFFEXNENCENEE
RANEM. LR AEARTAMBRBNARREHREFNRAEZNEBRIIEE.

ATEBRE THEBAK :

- ATEBEK - S8 EBRAANEBRIERRS. BYK , 2 —ARTERRER , EREAN
RREZEBETEVDNAMERENER. SESARERES —EFERX.

- FTEBRIAE - FTEBRPWERRRY , ERBFEMTRENMRSRETERAE. SEEEDBISFTME
JEFF R R AR, MBS ( HIZINIRN B Kb EE, M4 IDs. CIDR E#, E#ERENE
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AWE ) , AREHHHEFREQBRERSFHEEERE, BIR&EZSAEE 50 #RE , #REIES
75 R SR SR P RTAE

ot

B LAt B A BE EE T SEM —3

- RIEMGHEEE  BFTERESRGHERERR MAMIRE (BRTA)
- BENHMHREE  SHEAERSBGEHRERER L ZMENIRSE IR

- ERFEREE  BItERESERRERERRENIRS.

- PRERmERE- (EF) ZERARRFERERENEEERFEEE , ARRLRE, 88TH
NEMERIIEE, AEFERERGENREENAESFEIFERRPEENRFHEEE. &
RZANEE 10 B BREME. BN EREEEER A Network Function (AWS Network
Firewall), VPC #1 VPN &%,

ATEBCRERESN

RIBFER , ERREEEANTHESERNAARIERE  HhEREEEASESHARRER
RUBRF. BBFTEEE , EUNURYBIRA , RETIREBEELFTERE

- HRA B A HEEER (VPC, VPN, Client VPN, Direct Connect Gateway, ¥%., Network
Function #1 VPN Concentrator)

 RFEF B B #EEE IDs

- RFRM BRI IP by, EEREERNBAGE

HERREARREINSERNEBERENEFRUER. ERBHSRNE  EEIEFSRBAAN
BIESRENE, STRIGREDSEYROEBEM -

- BARERADE : Ei# Direct Connect Gateway AWS 2R PEZBB A E R R A2 B4 B it
VPCIRFHEE A MARHRIT EEBIRFHEE.,

- ERARERE  BKEADEAEERERARERXNR VPC IRFHEE K MTREBRE VPCs BilERE
Ry R %2 2 BB

- DEAEXAARERNE  BTHERINFMEENERARASER VPC #EE , BERAESAR
i,

- AFmAADE : EAFIRIRFEZYBHFERN MR , SERKEAD EERFRIRS.
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o ) R fim B 4

HHREETEREIEPERENY  TREAE TR EEBMER ARBNAR T EHRETERIBEHN
PR RENERNEEER, PBERMEERENEH A Network Firewall AWS K R EEIES VPC &
2, TRERBE VPC FNE=SZ 2 E. REMNENERREEZ AN RESERIELF
BEmEEERE  ARBRENZLREFARS,. EUNERFERR , BTPERBEZLNERE
BEREEMEERFEHBRFEE, RRENEEZNEHFAEREHEES. ¥R Network Function
# , AWS Network Firewall EXEEERA 2R BEFTERS.

EMNADE - FTERAEEE
BB RREBERASEEAN TGN ARER -

« VPC, VPN, Client VPN, VPN Concentrator # Direct Connect ffi#f LB FEERRERE
- Client VPN E$Z E# Client VPN Data Transfer Out Fi &

- VPN &% L #ySite-to-site VPN ERMER B L A2

- Direct Connect Fff#f_E# Direct Connect Data Transfer Out Fi &,

- TGW BEEEMH LHNENERAE

« Network Function ffi#f LN {EREEERNEERE

« AWS Network Function Bif#f LBV B K& (NFW) EREERAE,

EMRASETEAREES N SHAENSHEEAENEERE, M Transit Gateway Connect B
f# , TAERER VPC = Direct Connect i ERFTEER. HRIE IP VPN &EE , AUAER
&8 Direct Connect B2 EBTEHXR.,

Z B NPRH
RERFEEFTERRE K FERBTIEER,
AT A

- REGaREHAETUEY, BUSMBRIERX,
« A EREEARERFERR.
- MEREEELERERRERTERENRA DB ERE,

BRREHSHEE
EREREEHREHFERE

HERE 148



Amazon VPC AWS 5 M3E
- BEABGFERNSBIEAHCHREEK.

- ERERHBEERFERBEIEBRERSE.

- REARAMEFRNRE  RREZEWSEE , UREEEEMERE,

Eiw WAN B4
= =% B E 2] Cloud WAN BB B

- HEERIVERFEEENERERAERBEERRETERRETIE.,
+ Cloud WAN B0 PR EFTEBER,

Ll 1/,
MEERE

« FTEBERAEERTAENANERREILER,
c FIEBRTERESAMANEAEER,
° %iﬁﬁﬁﬁﬁ) \/\Fﬁlﬂﬁbﬁﬁ'g‘go

REES

« AL EERSSEEANEER  REBECEBRE
- FIEERREERWERFEEERSN , KA BERRAUFEREEL
ATERRNEESE T —EREDFEREER

i
g
M
S
:)%]F

IPv6 X
IPv4 1 IPv6 REEZ EBHEMEK, BEREBFH CIDR EHfLLEEBAREME i R 5,
FREREEERE

- PRERBITEBRRBRERRFEN BN ERE BN RERZBEEN P EREEZETHE (4
N VPC-to-VPC RENRERE ), Hit , EANEHFERERERENHEE 5 Th ( KE/
B#ih IPs, HR/BRERHRMBANE ) HERR. EPEREEE (W, BE VPC HH
NAT &#: ) FEF 5 AxTHEFHNRE , ERA—BRRRENEERE (MA2PBEiHERE
R ) o

- PERBEEZELNMERERERRE (flW, FBRE VPC #1Y IGW @it REZEMRER ) #R
A—RFRBNHRE (MARPERBEERE ) .
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- BB A BREI IR AWS Network Function Mt , EimFtE2BRERRM , IEEREE
HESREnFHERFKE,

3 AWS Transit Gateway st BB FE

EEMAFTERR , B4AR/ERRERNTEER , YREHRREERERTEABNEEL K. 5t
ERREEVRENARRE , MBKER S RBREFIEREBLIRSFTENTERA,

HHHREERFENRE  STEBREEERARREIGSRARRKFEANFFRR, SEEE
ERMERGRG , GILRIFRN B /Y HEZEER, CIDR ER, BABENEZELE K UREAHEFRE
ATERIRF. ERERENSZEERER , RARRRENEEEL, MRRIFEBFTAIBEERRE , A
EREB R IEENRRTERFEM.

BUBRzER  BREENEBCREAR UNBFERASEEE, NFEUERREENSR  F20H &
METEBREER,

EREREEMFERR

|

BUIBRRERBORMEERAENEMRATERR, RIFHER  MARESRSTEERFEEER
&, BMIEE A ERSWESERERENEM,.

BIUFTEBIR

1. 7E https://console.aws.amazon.com/vpc/ BB Amazon VPC £ 4&,
2. ESEERP  BEFERX.

3. EBEEBVUFEINX.

4. SHEEEFEE D, BELEAHENEBERNERRE.

5

(R ) srEPEREEE IDs , EE-RZEFEREEE. REBER  ERAEEEGT
BEHHEE., PERIEMNEETEYEERET ERENFREEMATEBRR., HETIGHEHE
o ft o

6. (ER) EERERT , MPFREGB SR B MBEBETEEBUR

a. I1ZI¥E Add new tag (FTIBER),

b. WAEBRZSIEVNIENERE.

c. EEWMESERUNEHMER K IIPUET—ELSR. BHZITLHE 50 FEE.
7. BEERVEHFEERXE,
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® Note

FRGTEIRFRRFEERETE  ERMUTEBRR R , BULHEEE K REREBMEESR
EQERSKRE | FEERRBKRER (ERRR—EEE ) FEAESHIMBR , MEHM
HERER —#,

5 BIAFTEBEK AWS CLI

FFEBREERERRENTARK A EITANMEEHERE, FH create-transit-gateway-metering-
policy,

PEZY

« --transit-gateway-id- 3 BURMIE&RREE ID

BEANSE

« --middle-box-attachment-ids - XEE AT EREHIEEBERNEREFEEERE D
- --tag-specifications - StEBERHNER

£/ B TR AWS CLI

1. #1T create-transit-gateway-metering-policy@s % , A BB EA P REREMR 4T EBUER,

aws ec2 create-transit-gateway-metering-policy \
--transit-gateway-id tgw-07a5946195a67dc47 \
--middle-box-attachment-ids \
tgw-attach-0123456789abcdef@ \
tgw-attach-0abcl23def456789a \
--tag-specifications \
'"[{ "ResourceType": "transit-gateway-metering-policy", \
"Tags": [ { "Key": "Env", "Value": "Prod" } 1 }1'

R TEEARENTERBEHENER , AEENSARERIFEBER.
2. BMYEMBERK, fa-2EETH@EY

"TransitGatewayMeteringPolicy": {
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"TransitGatewayMeteringPolicyId": "tgw-mp-042d444564d4b2da7",
"TransitGatewayId": "tgw-07a5946195a67dc47",
"MiddleboxAttachmentIds": ["tgw-attach-0123456789abcdef0",
"tgw-attach-0abcl123def456789a"],

"State": "pending",

"UpdateEffectiveAt": "2025-11-05T21:00:00.000Z",

"Tags": [{"Key": "Env","Value": "Prod"}]

}

BEEREPERNTEER ID, MEEREW SR, describe-transit-gateway-metering-
policiesfn 45 7] Fi 2R EX 45 B2 {58 [ E A BA B AV ST B BUK,

B AWS Transit Gateway FTEBEK

RUGBEES  CTNEERAENNRE, SRESRE  RETEEEBMREREERE,
EERETRCEMREEREERTANBREBIENR . CRERTIMBEEES, NROEE
BRRENRA , CAUMRER | LEAERENERRIFNER. FAERRESEENRME
WAEENT | WEMEG A BEEN,

BN ERRERHRNEENERRBEERERERNBRAIEZREE, EXREVEE, XF
MEAEA SRR AER  ARBEEFEERARABEK, fl , EHARLZLEBEERSTNRE
BHEIARERER , PEARBITIEXEREAJREEEN.

HREUXESERERS , O RFHMREENBE, SHNBBED , URERFREH., EEK
R, FERYUBRARERINTE  YEBFISBEEERITLENNSMABE

EHBRBERPNERR A EEER BENEBERRE . REEXCECEEREE, 7
REFLEEREPAZMBNR  UREHHEKSENT BIRELE. W FEBRREENRE , &
FAKREBABNMBREEFPEEERE,

&
- #m# AWS Transit Gateway 5t 2BUR
M AWS Transit Gateway st EBE

#m¥ AWS Transit Gateway T E2BUR

MEREWETRER , MR FERMEERERE, BREASET —EIRENFER , YERIRER
RERRENRIRE,
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ERERAREEBIUR

FH FEARENEHRHENEETEBRRE,
FRAFEAREREGNFTEBER

1. 1E https://console.aws.amazon.com/vpc/ BIRX Amazon VPC £ &,

2. EEEBERP , BEFTEEE.

3. EEFEBERID, LNENREBSRMTERR

4. EBETERTANBERRE. TEAEAFHIENBERF BSR4,

- PEREBHE - TEIBRERA T ERBUETIRRT BN B0 REN .

£/ fmEERTEER AWS CLI
{# A modify-transit-gateway-metering-policy & A48 FE 5T 2 BUR
BUIREFTENSE -

« --transit-gateway-metering-policy-id- BESMETEBEK ID

+ --add-middle-box-attachment-ids = --remove-middle-box-attachment-ids - &
EBURF B B BRNEREEERE ID , AP BRE

£ AWS CLI SR MiRET B BUR

1. (iER ) £ describe-transit-gateway-metering-policiesin TR IR BN ERE , LLEFBH
MIREREER E -

aws ec2 describe-transit-gateway-metering-policies

R TEERERFHNAEEBEK , BREBRE | URHEETEBEMA R+ ERR
HY B4 o

2. M modify-transit-gateway-metering-policy @ & 1§ i it B BUR LA E 37 4H REiR 1S

aws ec2 modify-transit-gateway-metering-policy \
--transit-gateway-metering-policy-id tgw-mp-042d444564d4b2da7 \
--add-middle-box-attachment-ids tgw-attach-0123456789abcdefl \
--remove-middle-box-attachment-ids tgw-attach-@abcl23def456789a
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3.

b 8 5 308 R 18 A/ 2R BR o R R R R 4 RIS NG T B BUR
BUERBERE , T EEQ THEE

{

"TransitGatewayMeteringPolicy": {
"TransitGatewayMeteringPolicyId": "tgw-mp-042d444564d4b2da7",
"TransitGatewayId": "tgw-07a5946195a67dc47",
"MiddleboxAttachmentIds": ["tgw-attach-0123456789abcdef@",
"tgw-attach-0123456789abcdefl"],

"State": "modifying",
"UpdateEffectiveAt": "2025-11-05T21:00:00.000Z"

}

}

BFRZURFERENENEIEEN

fIBR AWS Transit Gateway sTEB X

ELNERFERTTERKTIBRETERRE , FRMRELEXR., MERBIREEKEIREERATR
RNFHEREE HpERHEENERERERehBRERRRERNIRS. BREMBRATEBRME
BABERY PR B R IR B thg — OF 8RR,

ERAEEE MR EEE

A TRABBRTBRENTEER.

FEAEEAMBRETEER
1. 7E https://console.aws.amazon.com/vpc/ BIEX Amazon VPC £ &,

2

EEEERT , BEFEBX

BIEECR D, SUBREVEZMBREYBUR,

E1E Actions (B11E) , A% Delete (fHER)o
e deleteHfFE A P i A LIHERRM R,
BE MR,
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/A Important

RERFTEBRRERFT T ERN, FIABKREE NEBREBBKABR , IRADESERAR
ROFHERERE,

fEF MIEREHE R AWS CLI

{F/ delete-transit-gateway-metering-policy&s ¥ LA R &5 A X MBRET B BUER,
ERAER :

- ERFEEREENT

PEBY

« --transit-gateway-metering-policy-id- EMIEREEFTEBEK ID

£/ AWS CLI 2 FMIERFT R BUER

1. (A ) A describe-transit-gateway-metering-policiestn S REBRENTEBER , LEFEBH
MY ARRERRE

aws ec2 describe-transit-gateway-metering-policies

L SEERSIRFHHAAEFTEEE , BRHE B RENERE,
2. {#M delete-transit-gateway-metering-policy &5 S MIBRETEBUER |, LUK ABERBUE -

aws ec2 delete-transit-gateway-metering-policy \
--transit-gateway-metering-policy-id tgw-mp-042d444564d4b2da7

B TEXRABRIEENTERRNAMEABEBRNIER ., REASESREAMARRRERENE
REGERERE, HBFHRE2 FAHEIMMIIER

3. ECHMIBRBURE , T EER TIES -

"TransitGatewayMeteringPolicy": {
"TransitGatewayMeteringPolicyId": "tgw-mp-042d444564d4b2da7",
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"TransitGatewayId": "tgw-07a5946195a67dc47",
"MiddleboxAttachmentIds": ["tgw-attach-0123456789abcdef@",
"tgw-attach-0123456789abcdefl"],

"State": "deleting",

"UpdateEffectiveAt": "2025-11-05T21:00:00.000Z"

DESEREEEHFAEERRERERRE | IE2 deleting AREEMIBREBUR,

3 AWS Transit Gateway STEBEKIER

RIBFER , MERERSTEZRRERRTE, EETETRARFHRKERE , FEMLBELBKRE
B, MREBREBMERZ G MEKRSKE.

ATEBRIRE AMAKRANKAR , EREREENERFER  SREERAUNGRKCFETTE, S8
HBEEREE Tif-theny BAK : MRREBFESEENRE (FIMRFEEEE, B CIDR EBHRHK
BABE ) , AREENRFKRE, RRGTERSEIKSRUGRRNEE , MFE—EAFHNEES
REZRERENIRERS

EE X ESEATRYE , SFEEER (VPC, VPN, Client VPN, Direct Connect Gateway, ¥#%H
., Network Function #1 VPN Concentrator), 45E&# IDs. KEREME K # CIDR B, BABER
HEZEEESEE, BUUEE-—HEPESZEGRYE , LB BENBERA, fl , SNEY—@
HEB | # VPCEEZNFTE HTTPS RE (EIEE 443) B4 E H AVt CIDR EEMAF |, W@ =2 BB
IREFWEELRENER, IRRZEEHERESRERERRE , MG TEREFIEENRZFTERS
WE , URRFIERESNERTE, BYEREE 2 BB INFFEEER

/A Important

- FHSRBR AR - REZEE (HIW 10, 20, 30) BAARFFARMRIHA
- ENEEBRKHNRAUZE , RARRGEBTARNIEE
- ERBEMRRREREEZINGE

EREEAEVUFTEERIER

FEBREEREHRENERRADETAMEEERE.
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ERERAEMFTEBERER

£ https://console.aws.amazon.com/vpc/ BIRX Amazon VPC £ &,

HEEEERD , BEFEBX.

BEGTEEUCR ID EFEURGEHFEMENR.

BEFTEBEEARSIER.

BEEVUEBEER,

BRR AR - EEZXRRETMEIEFHIE—B&F (1-32, 766), BF#/) , BRIEFHES.
FTERF - BEEZSHHAEAPREREN T ES —EiRFEE .

N o g~ w0 Ddhd =

a. FREMGHRE
b. BERMBKFHEEE
c. EmFEM4HEEE
8. (BEA) RERGRNG - ELERRHERFSBEREMNERY

- FOFEEFREL D - fEZEHAE (VPC, VPN, AFi% VPN, Direct Connect Gateway, ¥
%, WIEEA VPN £485 ) = ID &,

- BHMIAFEESR ID - kB M ER S ID &R

- RJR CIDR B - LL¥IRBHKE IP EENRE

- BHyith CIDR B3R - BRERFSRTE IP €H

- RREEHBEHE - FER/ERFEZE

- BHHERIREE - OB E B NithERE

- BIAWE - kB BINBAGESE (1. 6. 17F)
9. EREEBVIEBXIERUMEFMERE.

£/ BUFTEERIER AWS CLI

BREESREBREBFEERRAIENFERA, RUSKRREFEIHS R ARRIEFEITTME,
PEZH

« --transit-gateway-metering-policy-id- EBEEHEETHFMETERE ID

« --policy-rule-number - REFEIEFHIHE—&F (1-32 , 766)

« --metered-account - TR ALEE (source-attachment-owner/ destination-attachment-owner/
transit-gateway-owner)
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ERAZE

ELZAZHERNTERERBAMRME

e --source-transit-gateway-attachment-id - SR FEEEEMN 1D,

« --source-transit-gateway-attachment-type - 3R {E&HREEEZNER,

« --source-cidr-block - HEIF KR CIDR [EH#,

« --source-port-range - B RIEZEEHE,

« --destination-transit-gateway-attachment-id - B § i & FEEEEH 1D,

« --destination-transit-gateway-attachment-type - B iYih &8 FEEEZNER,
« --destination-cidr-block - #R Al B #yith CIDR E#,

« --destination-port-range - R AIfY B Ky E RS E

« --protocol - # Bl 4938 3R 15 7E fm 55

R ZIFTEHERER AWS CLI

1. {#H create-transit-gateway-metering-policy-entry@s S B SR IER , #% VPC RER B4
EMETERF

aws ec2 create-transit-gateway-metering-policy-entry \
--transit-gateway-metering-policy-id tgw-mp-042d444564d4b2da7 \
--policy-rule-number 100 \
--destination-transit-gateway-attachment-type vpc \
--metered-account destination-attachment-owner

HHTERVRARRS 100 WBERER , WS EMNEA VPC MANRE  WErHELRED
B REERE,

2. MIWEVEEE K SSE2EETH@EE

"TransitGatewayMeteringPolicyEntry": {
"MeteredAccount": "destination-attachment-owner",
"MeteringPolicyRule": {
"DestinationTransitGatewayAttachmentType": "vpc"
.
"PolicyRuleNumber": 100,
"State": "available",
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"UpdateEffectiveAt": "2025-11-06T02:00:00.000Z"

CfEE#EAEEEhREERKREMARER , HECEYA "TAA) K&

% AWS Transit Gateway 5T 2 BRIE B

EENEBRRETBREERERADERAAK , BRERTEBRER, MREERRELCBRER ,
FERBRBRHAILENRR , ARNEEREBCRER. EEGMRERR , TS EMBRRRIAR
ERERBRAGRIEF TG EESERE  IRREHMBREAY , ISEE/RRBERITR.

EMBREE <8l , FERY B RELZHNRENTE, MRR K SESRSFR 2 @EFFEIKIRE
MEABEER  RUFBEIFENRFHEFENVEERGRALE. MERGKHIERE , UBREAMRESR
BENRERZSHENMRESE. RfHEENRAFGIEFRETE  BFURANREIETR , 2

/A Important

- MIBREFATEERR
- HBEHHERRE ENTELTSLEENRE
- MEREGNEE , UEREBENRENEHE

EHERaMRBBRERR
M TRLFBREBRIHFSRANEEXRABREEEAR , U5 EBSAMER.
e ER A MEREREE

1. ¥E https://console.aws.amazon.com/vpc/ BABX Amazon VPC £# &,
HEEEERD , BEFEBX.
ENISLEMBR2EBNFTERXR,

BEREEBRNIER , REZEMER,

ERBEFELRY , REBEFHEALB A delete AR ZER,
EEMBRUKABRIER,

I T
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5 MIBRETEBERER AWS CLI

{# /A delete-transit-gateway-metering-policy-entry @ & AR X ERET A R BBRBUEKRIEE
FEREKR :

- ERFERFEA
- BRMEFTEBCR ID M1E B R AR

PEBY .

« --transit-gateway-metering-policy-id- 5t&HEH ID
« --policy-rule-number - EffiEx 2 18 B 915 Al {55

5/ AWS CLI #43 Ff BRI K 15 B

1. (#HA ) A get-transit-gateway-metering-policy-entriesis SRR BN B EKIER , UAEEB#
WY ARRERRE

aws ec2 get-transit-gateway-metering-policy-entries \
--transit-gateway-metering-policy-id tgw-mp-0123456789abcdefg

LR TEEREERERNMEER , BEREARRR. HEREFNGTERS,
2. {8 delete-transit-gateway-metering-policy-entry @ S MIBREURIBE B |, LK ABBRIEE

aws ec2 delete-transit-gateway-metering-policy-entry \
--transit-gateway-metering-policy-id tgw-mp-0123456789abcdefg \
--policy-rule-number 100

L TERBERPKABREENIRE . LS ILEENREMN LEIE MR RN HB EMTM
FEERFRBRT R

3. EBEBAMBEE , s TEEE THEE

"TransitGatewayMeteringPolicyEntry": [

{
"PolicyRuleNumber": 100,
"MeteredAccount": "destination-attachment-owner",
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"UpdateEffectiveAt": "2024-01-01T01:00:00+00:00",

"state": "deleted",

"MeteringPolicyRule": {
"DestinationTransitGatewayAttachmentType": "vpc"

}

}

EEGaREERREEEBKRE K DRESWEEEMRES "EMER. RENEE,

B2 AWS Transit Gateway 5t 2 BUER 7 B3R E M4

HHRABEBRXETRERERG , TEEBETREEBMRE ABNERTEHRSPRERMEREN
BERENEREEER, PERIMEZNSEH]TIE Network Function E#E| AWS Network Firewall
= VPC E#E , EXEZESRERBE VPC FHE=FZ2RiE. RENMBNHERREEER M
E’JumzaﬁJ_LlﬂsﬂFFﬁ REEARE K ARBRNRLREFARS. ZAUUERFTERE , B+H

HiFEZELNENEEAEEMRERRARFERE, SKENLEESEHFERFHEEE. R
Network Function Kft#F , AWS Network Firewall EXREEH b EE BHRETERE,

EESmFEME  EBMERREERARENETRERE, ERFTEHIHMBKEINEE, B BEEE
MM REERAEESTEIMERRTEENIRFEEE, £&ZAUETE 10 B EREHR S, X
B R EREERE A Network Function (AWS Network Firewall), VPC #1 VPN E#,

£
- 18 AWS B FEF EBR P BEREM 4
- #BR AWS Transit Gateway 52 BUR & B %65 M4

¥ AWS B&iRIEsTEBUER B s 4

BRI LA P ERR M |, SRR ER R S EIEH Transit Gateway STEBEF, EAJELBRR LR
B, ERFEHRAHCRREBIRARERE , FRESEM R EES,

/A Important

- RS IEBREMNFEA ERE
- EEAZEEIREEH AR RERH
o EEPRrPREIER(EINEE , LUK ik R
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- RETAMREEENREBRETA

{52 F 42 & #718 oh B ERfm A4
#118 oh B R R P 4 15 B

1. 1E https://console.aws.amazon.com/vpc/ BIRX Amazon VPC £ &,

ESEERYD , BEFERIK

BEGTEECR ID EEURGEHFEMENR.

BEPERBHM4RIER.

BEHE,

HIRRRE , ERERAZMFTEN P EEREERE IDs, B&ZALUERE 10 B+ BEREH 4.
B ERE B RRIE M AR AR RE,

N o o A b

5/ $ig o B E T4 AWS CLI
{# A modify-transit-gateway-metering-policy & 45 38 £ 18 i 44 -
B E , FRELETISNESE

« --transit-gateway-metering-policy-id- BRAEFTEBEKN ID
« --add-middle-box-attachment-ids - Eff8EBERHN —HZ @M IDs ( ARAFIEMH )

£/ CLI AWS #HhERIBH B ERBBR

1. TETHEBHIH |, modify-transit-gateway-metering-policy F A MU BB A F I8 E B G5
ERXR, THERIEENNMY IDs BEREEE , MABKRE M4

aws ec2 modify-transit-gateway-metering-policy \
--transit-gateway-metering-policy-id tgw-mp-0123456789abcdefg \
--add-middle-box-attachment-ids tgw-attach-0bdc681c211bf71f3 tgw-

attach-0987654321fedcba® tgw-attach-0456789012345abcd tgw-attach-0fedcba®987654321

2. ETHEHIEES  JSON BHERREENNBERMERE , P I 2A W E BRIEH4

{
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AWS EmRiE

"TransitGatewayMeteringPolicy": {
"TransitGatewayMeteringPolicyId": "tgw-mp-0123456789abcdefg",
"TransitGatewayId": "tgw-Qecec6433f4bfeb55a",
"MiddleBoxAttachmentIds": [
"tgw-attach-0bdc681c211bf71f3",
"tgw-attach-0987654321fedcba®",
"tgw-attach-0456789012345abcd",
"tgw-attach-0fedcba®987654321"

1,

"State": "available",

"UpdateEffectiveAt": "2024-09-05T16:00:00.000Z"

# K AWS Transit Gateway 5TE B & B % im b4

BRIFFER  FTERASREARPERGBEEEREFE. T8 , EUNBRELEIR , SHAKAEREE

IRENERRFER BN, SUURFEBRTEIABERETRS 10 EHERIEEE.
£ E42 & B B4

£/ Amazon VPC 12 & 5T B BUR A RE % bR o B R A By 4F

7 B o R RR {1

1. ¥ https://console.aws.amazon.com/vpc/ BB Amazon VPC £ A&,
FEEERD , BEEERFE. FTEBEK.
ERAEE R ERR,

BEPRBRER4RIER,

RZENERFTEBRDPBRN 10 @+ BB

BEBR

N o g bk~ DN

HHEE,
8. RIERERT BRI,

5 BRRA R E#E AWS CLI

{# A modify-transit-gateway-metering-policy & 5 ¥ BR fif 4 o

HBRRERE , S ERMEN T BRER AR, EBEBRI I RESFTRIGS

CEEL )

EEFRBE T BREHF
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FRZhl , BRESETINESE

« --transit-gateway-metering-policy-id- BEEBXHN ID

« --remove-middle-box-attachment-ids - ERBEFBKRN —HZ @M IDs ( BRBERHM
%)

£/ AWS CLI RRIRBBERH B R B EEsE

1. TETHEHIH | modify-transit-gateway-metering-policy AR IR BN EBER D BBRMEZEN
PR EEE. T TREBREENVMH IDs , RIRRERIERM M4

aws ec2 modify-transit-gateway-metering-policy \
--transit-gateway-metering-policy-id tgw-mp-0123456789abcdefg \
--remove-middle-box-attachment-ids tgw-attach-0456789012345abcd tgw-
attach-0fedcba0987654321

2. HETHEFEES , JSON ESBERCEHNNBEMER  EPCBRIEENMH , MBI M4
MARERF -

"TransitGatewayMeteringPolicy": {
"TransitGatewayMeteringPolicyId": "tgw-mp-0123456789abcdefg",
"TransitGatewayId": "tgw-Qecec6433f4bfe55a",
"MiddleBoxAttachmentIds": [
"tgw-attach-0bdc681c211bf71f3",
"tgw-attach-0987654321fedcba"

1,

"State": "available",

"UpdateEffectiveAt": "2024-09-05T16:00:00.000Z"
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AWS &R ERE B &

EHEERERGE AWS EHFEEMN —IEIIEE , ESHEEELEHEE IP RENHEEER. )ﬁ
EAFER LM E Amazon CloudWatch Logs Amazon S3 = Firehose, B REHFE 2% ,
ATAEEENE F*ﬁﬁﬂl&ﬁ*ﬁﬁﬁﬂo REAFTERREMBRRERTZAKE , .Eb’f%%@#ﬂﬂ%
WAENEE, BUURISMERRER WT%%%ﬁ%ﬂmogﬁﬁLmi o6 fo I 22 55
EAHERERA , 1 the section called Eﬁﬁﬁﬁumg HEScsx” FATiR, MREBEHEE VPC FEA
MEHRBENHEz IPREENR , BEA VPC REAF. WEFHMER , 528 Amazon VPC A&
P FEA VPC RE BFELik IP E,

® Note

FREVBHFERRERR  CLARERRENHEEE. NWRETEHEE  BRFEHRSR
BLARTIEFT,

FREEEERmFENRE BFEGREARE AFRE , MHBERRENMUBERN BFEESH. NEFHEE
;ﬂ , nﬁ/ﬂﬁ%ﬁfﬁﬁ;ﬁiﬁi naﬁo

'E"‘E_"Zuu,g w2k, HAREER2ENKRE  TERRBREERTRENSHMEZRENER. R
A EHREUEEE B RN B &R,

"‘—Iuﬂﬂ“’*ﬁﬁ%fz}ﬁé o BERRECSHAERN —ARIRE—EERE, FERTHEER
BRE , Planfk iR R SR & B2 B 5.

yu%’{dz_ﬁﬁ'ﬁgl)lbi E”—.I-H_J'E'HHIJB?O 'H:H'IJB?I)ILE I'-vlb Er%ﬁlﬁml)lbi : Hﬁi% ’ ﬁﬁﬂ%x%ﬁ
BAUFHREBRE nﬂﬁijﬂ—:ﬁﬁ'ﬁéﬁﬁi CloudWatch Logs 3 Amazon S3, MExRE B 51 Ml BRE & R
BN AREREAFEHEI HFESR (EAR CloudWatch Logs) = AFERYH (BAR Amazon
S3). REMBRBABHAFER , E%ﬁﬁ? CloudWatch Logs £#2&. ZEMBBRRENERMG  BEMA
Amazon S3 12 &, EEMBRREAFZR , CURSEH P ENRRE , T8FLKEER, MEHF
&R , FESEMBR AWS EiEFERE HFFE %o
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EBalAEREERLREBR  SERRMZE CloudWatch Logs. Amazon S3 5 Amazon Data
Firehose, MFEFMER , FZ ESITE'JW’@

« BV EHMZE CloudWatch Logs KI7#E B &
« BYEME Amazon S3 WREHS
o« B EBME Firehose BRTEA

B 7

T5IPRHE AR S FERE B 5%

- TXEZHEERE,

o FREEZEMM, FTE Connect RiZ BFHSHBRAEERHMMHT , Rt X BAEE®HEED Connect
=Rkt LA,

« Transit Gateway Flow Logs X ESREIRFEEERRZ 250 EFfIH. EEE2EFHRFINERL
B HMETR , B AESXMBRBEENITE,

1§$ﬁﬁﬁﬁ\ ﬁ.% wb\naﬁ

CHARECEORMETHRRR. SECHBRESMUNTS , HhHUSHE
TETHNE , flaRE, BENBEABE.

ﬂﬂl
oI

BIUAREBARE , S LEARE A FSLENARER , IEEBFTHEN,

AEERN

ERFERENE , RE AGCES KRR AAMURETETNIESF , SEABRAE 2 R 6 #,
BEEBFTRNEERREN, FEEHENEARVIITENRLTE  FRAEEBTHER.
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EHE;:F

A BT , B LEERE A ET 2 S MERLUARIEF, ERARERIEFIHEFERN
REBR , 8 THEENRA. EFHﬁJ%‘E—IJ«X;JE‘Z’NIEIBJJEIE&FWE',ﬁ';"{*ﬁﬂ’]umg AR AU EE A
HER, BUEEEMBENTHRE BRIV , BEDLBEEE—E,

A AV
TR\EAERRERE AFCEKNFTE AR, Version (MA) MR REA LB ARA

ARE A EREME Amazon S3 F , MU ERBEEBUANRE KN, MREX/MEXF , A
FRIERAEA STRING B, MREXA Parquet , F2EMNVERBRENER R

MRBMUTBRARBEFERERSE , AIRSKSHYRRBE R —@ - k. FEEREHTERN
FREERMURREILNE K MACMANETRSERNTER,

Wz iR TN
version RAEALBMMERE, AREXTEMERSK 2 R , HETIERFR 2

BREFHIEFHEE.

Parquet ERHEH | INT_32

resource-type BAUTENERRE, A ERFEERERDR , EE R TransitGa 6
teway,
Parquet ER3EH! : STRING

account-id RFE@EFEBEHEEN AWS IRF ID, 2
Parquet ER3EH! : STRING
tgw-id IEfE RSk B M S FIER 1D, 6

Parquet ER3EH! : STRING

tgw-attachment-  [EfERERRENERHEEEREDN 1D, 6
id

Parquet EXIEEH : STRING
tgw-src-vpc- IR VPC REHR AWS RS ID, 6
account-id
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1z iR S
Parquet ER3EH : STRING

tgw-dst-vpc- B it VPC RER AWS 1RF ID, 6

account-id
Parquet ERIEEH : STRING

tgw-src-vpc-id HimFRENRIR VPC ID 6
Parquet ERIEEH : STRING

tgw-dst-vpc-id EiEER B & VPC ID, 6
Parquet EF3EH! : STRING

tgw-src-subnet-id 1S FIERFREN FHEE 1D, 6

Parquet ER3EH! : STRING

tgw-dst-subnet-id 1S FiE B FEREN FHBE 1D, 6
Parquet ER3EH! : STRING

tgw-src-eni H [0 7R 2 RY 3RO {5 831 [/ (85 3% ENI BV 1D, 6
Parquet ER3EH! : STRING

tgw-dst-eni T [E) R 2R B RO b 12580 FFIEE 32 ENI BV 1D, 6

Parquet ERIEH : STRING

S
fin
*
I
»

tgw-src-az-id AAEEN ID, Eha KB RENREEHFE, MR
FILE |, RSB R - B,

1L

Parquet ER3EH : STRING
tgw-dst-az-id AAREEN ID, HEhaSLsREn B EEnFHE, 6

Parquet ER3EH : STRING
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1z iR S
tgw-pair- BRIFERBH O , ERRENEHMNEAEE ID, 6

attachment-id .
Parquet EXHEE : STRING

srcaddr BEAREBRY AR, 2
Parquet ERIEEH : STRING

dstaddr EHRERY B At 2
Parquet ERIEEH : STRING

srcport TRERRIFEEE, 2
Parquet EREA : INT_32

dstport MERN B EEEE, 2

Parquet ERHEE | INT_32

N

protocol TREW IANA BAABERT. NFEFHMENR , F2BE RN REMER
BIABERE.

Parquet ERHEE | INT_32

packets ERENEEENH T, 2
Parquet EREE : INT_64

bytes ERENEEHN L THER, 2
Parquet EREE : INT_64

start EEFEERANEKVEE—FEREH SRR (ML Unix B AEN). 2
EERESRRUVESEEHEE LHEASBEREHTZE 60 B,

Parquet EXHEE | INT_64
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AWS EmRiE

Rz

end

log-status

type

packets-lost-no-
route

packets-lost-
blackhole

packets-lost-mtu-
exceeded

packets-lost-ttl-e
xpired

iR BR A<

REREBRAZERIER —EREHINER (U Unix BRE 2
i), EfFEERUEREESRMAE LLEEHERHT2E 60 B,

Parquet ER3EH : INT_64
RE BFEHAREE - 2

- OK— BEREELHEEEN BRI,

« NODATA — e i 8 8 e %2 B R A7 A SU7 B AR BE SR RV 48
Eﬁ’l}lbio

- SKIPDATA — EEE BB AS A — 25 RE B, =
AREREEARNPEENRELIR , ARAIEEER,

Parquet ER3EH! : STRING

REFH, TJgE{ES : IPv4 | IPv6 | EFA, MEFHMER , F2H 3
{Amazon EC2 £ & 1EM) M Elastic Fabric Adapter,

Parquet ERIEEH : STRING

HERAREERBAMER, 6
Parquet EREH : INT_64

HORBRmEX, 6
Parquet EXHEE | INT_64

HEBRKXNEB MTU miEX. 6
Parquet EXHEE | INT_64

HEREFEREEBHMmEX. 6

Parquet EREE | INT_64

] A RO
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1z iR [ES
tcp-flags T% TCP ZEieWiL TiEEE : 3

* FIN-1

+ SYN-2

+ RST-4

+ PSH-8

« ACK-16

+ SYN-ACK -18
+ URG-32

/A Important

EREAFEBEIS ACKHE , AIERERO0, MTRE
16,

WERE TCP BN —MEF (0 FIN, SYN Fl ACK FEEME
%) , 352/ Wikipedia £# TCP segment structure (TCP EBER#E
).

RRFEERAN TCP R WA OR EERAE, sHEETELR ,
REC A RENRE A SSRCSRERER —17 , #l#0 , SYN-ACK Ml FIN &
19, ™ SYN A FIN & 3,

Parquet ER3EH : INT_32

region TERHKRENERRFENET, 4
Parquet ER3EH : STRING

flow-direction HERNEREENRES M. AEMES : ingress | egress. 5

Parquet ER3EH! : STRING
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AWS EmRiE

Rz

pkt-src-aws-
service

DU TN

srcaddr TR RIR IP bk 2 BR#E , B BV IP shit B F5K A 5
., AWS TEEMIES : AMAZON | AMAZON_APPFLOW |
AMAZON_CONNECT | API_GATEWAY | CHIME_MEETINGS

| CHIME_VOICECONNECTOR | CLOUD9 | CLOUDFRON

T | CODEBUILD | DYNAMODB | EBS | EC2 | EC2_INSTA
NCE_CONNECT | GLOBALACCELERATOR | KINESIS_V
IDEO_STREAMS | ROUTES3 | ROUTE53_HEALTHCHECKS

| ROUTES3_HEALTHCHECKS_PUBLISHING | ROUTES53_R

ESOLVER | S3 | WORKSPACES_GATEWAYS,

Parquet EXHEE : STRING

pkt-dst-aws- MR EHH 1P #ut R AWS R , Bldstaddrilifzfy 1P i1 &5 6
service TEREE, WEAEENBE , 528 pkt-src-aws-service H 1,

Parquet ER3EH : STRING

EHRE BFENERGTN

5

RIBTER , FREREEAREERNGT, SUUBMEAZERE , SEL. HRNMRRER
SR FERE, NEFMES |, 528 Amazon EC2 API 2EZHWET IAM FHEEEY

Amazon EC2 &EJE&F 1,

U\TEE%EFE%L_L iR ﬂﬂ“ﬁ‘%umiﬁ?%xgﬁjmﬁﬁ]ﬁ&%o

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"ec2:DeleteFlowlLogs",
"ec2:CreateFlowlLogs",
"ec2:DescribeFlowLogs"

1,

BHRERFNEASRX

172


https://docs.aws.amazon.com/vpc/latest/userguide/aws-ip-ranges.html
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/ec2-api-permissions.html
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/ec2-api-permissions.html

Amazon VPC AWS EHiREE

"Resource": "*"

HREEMZE CloudWatch Logs = Amazon S3 ME , BT E— LRI IAM SEEFFAEE, 0F
FHHmER , F2BAWS Amazon CloudWatch Logs H B & B8 712 B 5652 8% R AWS Amazon S3 H
E’J%ﬁﬁ'ﬁLmﬁf HE e naﬁ%o

EHFERERFEE

FRMHABBFMERERR SEANERFNERNERNRTER. IFAHERANEREKRNEEH
&R , FFBRX Amazon CloudWatch EfE , ENEFRT , EMAFALSRAERH.

B R EH AWS Transit Gateway Ri2 HFEH IAM A&

BT LAE A AWS Identity and Access Management XA EHBEEAE , SEHA T HIREFRE I
A UEERREBFER.

BIYREBHRN IAM A6

1. BIESLE https://console.aws.amazon.com/iam/ BB IAM 8 4&
2. EBEBEKP , #EEF Roles (BA®). Create role (BAFAE),

3. ¥R Select type of trusted entity ((ZEVSERVERRERY) , 1#1F AWS service ( lR#). 7£ Use case
(FEARG) Fi&E EC2, BET—%,

4. 7£ Add permissions (#3855 0]) EE L , i##F Next: Tags (T —% : 8) B EMFEER, &
BT,

5. EER. eBENEVEARL BAAGNER , MEEEHIRHER, BEEIAE,

6. EEZLACNETE. BHMN Add permissions (HEFF ) , 55121F Create Inline Policy (23 A#IK
%K), SR%BIEE JSON RE|ER.

7. % ARAHRERFEME CloudWatch Logs BY IAM A ERE—EBEK , REEREHELLE,
i#1Z Review policy (REIBR),

8. HMAZLBERNERE , ARERE Create policy (BIBUR).

9. EHZARKNSBZM, ¥ Trust relationships (fS1EEIE) , 122 Edit trust relationship (#mEE

EEEEB). EREBNWBEXHD , BRI ec2.amazonaws.com BE A vpc-flow-
logs.amazonaws.com, i23#E Update Trust Policy (EFEEBUR).
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10. £ Summary (BE) EAL , 8 TEZAEKN ARN, EZREIRERAFN , 8FEL ARN,

AWS Amazon CloudWatch Logs = Y& B8 72 B 5550 8%

AREAFELERE B FERBEEEME Amazon CloudWatch,

BE#ZE CloudWatch Logs B , REAFERSRMHEAFEE , XAFHETSECHFEERAK —
BFE$R. BFERGEREARRTH. ZAUUEVSERELR K SERBRHEHENWBFEE. &
HEBFHEATN —NZEAREBFAFTHENERFE  cEEHE —BafEFER. BEEE
Hf—-@EREAFEEBIEERE  YHAEEHMREAFEEIESRE , ASHEFERESHEER
FIBERE.

EAERE B E#E CloudWatch Logs B , EERANEAFNERNERNEEER, WFHFHAE
, 552 Amazon CloudWatch E1&,

3 Eu}

£ CloudWatch Logs # , timestamp f{ ¥ FEZIR 2 B FRE &P B A KRR, ingestionTime 11
21t CloudWatch Logs W IR E A S8k B EAFEGRE, SRR KRARE BF P EENER
H?Fﬂo

ﬂl'ﬂ

#NZE CloudWatch Logs FIEFHIEA |
CloudWatch Logs #J H &,

28 (Amazon CloudWatch Logs fEFAEER) FHEEE

B &

- AR REBFERME CloudWatch Logs &Y IAM B

IAM R EEES ST

BIAUBMZE I AWS Transit Gateway Flow Logs &2 # Amazon CloudWatch Logs
« 1£ Amazon CloudWatch F##48 AWS & FE R E B 55 #

 7£ Amazon CloudWatch Logs FEEIE AWS i & R 12 A 5550 8

RAREREBFFEME CloudWatch Logs 9 IAM B

HERE AFEBN IAM X EEERANTT , £RE R FRMHE CloudWatch Logs HIEER H
HEE, IAM ABLEABREN AWS RS,

SR IAM B BERN IAM BERA AL EDTIE—HFT ¢
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JSON

"Version'":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"logs:CreatelLogGroup",
"logs:CreateLogStream",
"logs:PutLogEvents",
"logs:DescribelogGroups",
"logs:DescribelLogStreams"
1,

"Resource": "*"

FRHEENACEAAMRE ASRBRETACHEERR.

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": "vpc-flow-logs.amazonaws.com"
}I
"Action": "sts:AssumeRole"
}
]
}

BREMEH aws:SourceAccount fl aws:SourceArn 4 £ig  REBCAZEEREAREN
RE, Hlan , BA LS T IRG ERFIBE LN ETEHE, RERFEREAFNHEES , BARR

AR RE B#HRME CloudWatch Logs B IAM &€ 175


https://docs.aws.amazon.com/IAM/latest/UserGuide/confused-deputy.html
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ARN 2R &2 B ARN, MIREFFBERERF ID, BAUEABRAFT (*) BUKEE2H ARN , &
BRERMME B REHRBUR,

"Condition": {
"StringEquals": {

"aws:SourceAccount": "account_id"
+
"ArnLike": {

"aws:SourceArn": "arn:aws:ec2:region:account_id:vpc-flow-log/flow-log-id"
}

IAM EREEREACETY

FRESNSNEEGSTR , seERAELRE HFMHEE < IAM A2 iam:PassRole Bk,

N

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"iam:PassRole"
]I
"Resource": "arn:aws:iam::111122223333:xole/flow-log-role-name"
}
]
}

BIABMZE M AWS Transit Gateway Flow Logs 528 Amazon CloudWatch
Logs

EBa L BT ERFEENTRERR. IRELULIAMERESIRTELES R  FRECEHEER
iam:PassRole B)EMIEF R, MMEFHMEN , FSEIAM FREBEEACHNFT,

BRI LAME A Amazon VPC 12 & = CLI 23 Amazon CloudWatch AWS ##& A 5.
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ﬁEFﬁEE}’ 1%.Lﬁ§$ﬁﬁﬁ /wﬁifﬂgﬁ

1. BEAAWS EEE#AH | W https://console.aws.amazon.com/vpc/ : // BEX Amazon VPC £

L
Ho

EEBEEEST | B2 Transit gateways (BEEE),
EE-SZEERFENKIGR , RAREEZEDE. BAIRRELR.

£H¥} Destination (B 1E) , i### Send to CloudWatch Logs (3£ ZE CloudWatch Logs).
$#HY BEBFEE  FEFENEFRAREENERE,

o M w0 b

(® Note
NMREFERFHANTEE , EEMU TR AT SRS SRITN B R B HHE,

6. 7 IAM At HhIEEEEH BFFRMZE CloudWatch Logs ZEF I A B AR,
7. ¥ Log record format (A& ) , FRIEBURE H L8 E,

- ZEMFREREN , 3BIEE AWS default format ( FEFZHER).
- EEFHBAETEN | FFIEE Custom format (BETHER) , REHK Log format (B KR :ZEUE

i,
8. (EHM)EIZF Add new tag (FTiBER) BEBERAERE R,
9. i##E Create flow log (B3I E A ).

ﬁﬁmnﬂﬁ‘m%ﬂg

AERA TR —ERS.

+ create-flow-logs (AWS CLI)
- 1KY EC2 i & H& (AWS Tools for Windows PowerShell)

T5| AWS CLI EEflg 2 FEER FEEANREBFF. REHFRX{IZE CloudWatch Logs #1845
my-flow-logs B9 BEEEE , (WRIRF 123456789101 , £/ IAM A€ publishFlowlLogs.

aws ec2 create-flow-logs --resource-type TransitGateway --resource-ids
tgw-1a2b3c4d --log-group-name my-flow-logs --deliver-logs-permission-arn
arn:aws:iam::123456789101:role/publishFlowlLogs
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https://console.aws.amazon.com/vpc/
https://docs.aws.amazon.com/cli/latest/reference/ec2/create-flow-logs.html
https://docs.aws.amazon.com/powershell/latest/reference/items/New-EC2FlowLog.html

Amazon VPC AWS EHiREE

£ Amazon CloudWatch A28 AWS & FERE B #$5c &%

KIBFTZIEN EZEF/A | BT LA CloudWatch Logs £3## A Amazon S3 EHARRENFHER
Wittk. EEEBUREARZE , THEFEHENRE , THEEEEAPEIE,

BIR M ZE CloudWatch Logs M2 H 60 8%

1. 7E https://console.aws.amazon.com/cloudwatch/ BIRX CloudWatch F#& &
2. HEBBHRTERE Logs (B#) , ARENTELREAFN BFEE. RERSESHEER
SR EE,
3. EHQ@EM% ERARE HFRCENEREE ID WAFER. MEFMENR B2 B EHFER
FVIL naﬁo

#£ Amazon CloudWatch Logs FEEE AWS & & 72 H #6 0 #%

B LUEE R E A CloudWatch Logs k2 BFESHMNMER AN , EARE AFHK. NEEEH
HERNIEERERENEFFMEERNR , 528 (Amazon CloudWatch EAEIER) PHFEHEZFRER
HSEHETIEE,

i : BN E B CloudWatch B2 EHEFHRER

FEHEHIH , BE—E tgw-123abcs56bca WRE AR, BFEBRUER , £ 1 BNPRKHBERES
iR TCP E#IE 22 (SSH) ERFZMWETER , HPHE 10 RIBIB 10 XEHAEREBRIRER,
B BUXABUNEERVETRZREENNIEEGEERY. AR, ZUNUBEVEREHERENE
o

B4 SSH REMIERENZRMRMA , REVGHEHFRFNER

1. BIfE https://console.aws.amazon.com/cloudwatch/ BBX CloudWatch £ &,
2. EEEBRTPMKFIERE Logs (HFE). Log groups (BEEEHH).

3. EmMAFEHENKELSHR  ARREDE. EVREEGHERS

4. &% Filter Pattern (BFZ{F4HER) , @A -

[version, resource_type, account_id,tgw_id="tgw-123abc456bca”, tgw_attachment_id,
tgw_src_vpc_account_id, tgw_dst_vpc_account_id, tgw_src_vpc_id, tgw_dst_vpc_id,
tgw_src_subnet_id, tgw_dst_subnet_id, tgw_src_eni, tgw_dst_eni, tgw_src_az_id,
tgw_dst_az_id, tgw_pair_attachment_id, srcaddr= "10.0.0.1", dstaddr,
srcport="“80”, dstport, protocol="“6", packets, bytes,start,end, log_status,

RIRTIE A b0 eE 178


https://console.aws.amazon.com/cloudwatch/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/MonitoringLogData.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/MonitoringLogData.html
https://console.aws.amazon.com/cloudwatch/
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type, packets_lost_no_route, packets_lost_blackhole, packets_lost_mtu_exceeded,
packets_lost_ttl_expired, tcp_flags,region, flow_direction, pkt_src_aws_service,
pkt_dst_aws_service]

5. ¥H Select Log Data to Test (ZENZEAIGEMN HFFER) , BERERAEN BFER. (BR) Z2ER
REAEBFREERW BFERT , FHIBIZ Test Pattern GAIEHER), MiER , 55BIZE Next (T —
Z’F)o

6. WABEMRGEHE. EETEZHANERER. BERERER 1. TRE , FiEE Next (T—
%) , SREIBIE Create metric filter (BRI IEEERIFMH),

7. EEEE®RT , EIE Alarms (BR). Al alarms (FIEER).
8. 1®EIZF Create alarm (BRI ET),
9. EELBIUCZERGERGNITEZA,

AR ERLrERE K ERAPISETRINEE,
10. BEUEREINWIEEZERT , RERIEREFE Select metric (ZEUEE),
1. WMTEREETR , AREE Next (F—F),

- £ Statistic (JRETER) FiEEZE Sum (M), ENHEALEINEEEHEBRNERHEE,
* 1£ Period (FFEY) Fi#E#E 1 hour (1 /NEF),
« ¥ Whenever (FEBF) , 1212 Greater/Equal (KR/ER) , RE@WA 10 EARE.

« ¥1 Additional configuration (Efh#8%8), Datapoints to alarm (EZ R E R Z) , RE AR
1.

12. ¥ Notification (BH) , FEZEIEA/ SNS 78 |, =i#Z Create new topic (B HE£RE) RKEIL
%ﬁi%o ig]%-lt_io

13. MABTHEBARNA , RBREE Next ((T—F),
14. TRFREBTRZE , FH1EE Create alarm (BB T).

AWS Amazon S3 V& FERIE B 550 &%

BERERFUSREHFERZME Amazon S3,

EXRME Amazon S3 K, REAFERSBMAERIEENIRE Amazon S3 EEFETE. MEZERE
BFENRE BRI, BB EFEREXRTEIEN — R BFERDG,

Amazon S3 iFE B 179



Amazon VPC AWS EHiREE

BB RERFERME Amazon S3 B, EREEFMEHEFZE A EH Amazon CloudWatch ERAZ B R
E’J B, MEC M B CloudWatch EEFME , R Amazon CloudWatch E{E , ##FH
, RESKREBMH B,

ﬂlh

EETRANAKRE BN Amazon S3 fE1FETEE |

o

MFEARSERFRENFEES  F2HE AWS FRFREXEHM R,

28 (Amazon S3 FAEIERM) PHELFFE

|68 it

N CloudWatch Logs HIFEHIE R , 5828 (Amazon CloudWatch Logs EFA &SR FHEEE
Simple Storage Service (Amazon S3) B B &,

B &

- RERFE

- BRERFRMHE Amazon S3 9 IAM ZFEAN IAM BUR

- REHBFHK Amazon S3 BEFEA

- #F SSE-KMS FRANMKESBBUEE

- Amazon S3 HFFE R

« B3 Amazon S3 B AWS Transit Gateway Flow Logs 2Rk FE B
« BIEMZE Amazon S3 B9 AWS Transit Gateway Flow Logs &0 8%

- 1£ Amazon S3 H#@8 AWS S FE R E A iFic ik

- Amazon S3 FHIERE AWS i FIERE B FFic ik

ME HEFFE

VPC REHFYESWERE G S ELRBKRESAHFER  ARXBRE s PEKEFERS
ﬁﬁi Amazon S3 ﬁ%ﬁET%o §1I E| *;J%'@E %ﬁ EFﬁ'naﬁZ IP /Ju,EEIJ/JlLE H wﬁnﬂﬁio

BEENAR/NERAE 75 MB, MRBFERES 7ERNEIERA/NLR , AIREBFEELEFIER
BRAGICHE, A%, BRELFERME Amazon S3 FFFE  YEVHMNAGZER

£ Amazon S3 & | i & HEERM Last modified (L)X &) W11 HE R EEZ Amazon S3 #1778
BHBEHNEE, SENERAEREBTINEEERE , YESRER LEZE Amazon S3 @ FETEAT
LENRBMAMTRE.

AFERBN
IRAREREETIEF-—EEN, BEAERBESBMIEE— Gzip BRF.
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https://aws.amazon.com/cloudwatch/pricing/
https://docs.aws.amazon.com/AmazonS3/latest/userguide/create-bucket-overview.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/create-bucket-overview.html
https://aws.amazon.com/solutions/implementations/centralized-logging/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/AWS-logs-and-resource-policy.html#AWS-logs-infrastructure-S3
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/AWS-logs-and-resource-policy.html#AWS-logs-infrastructure-S3
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« Text-fXF, AFAREN,

« Parquet — Apache Parquet @ —BEHRERRN ., BHENXFNEREHAL , Parquet X ERE
HIEER 10 B 100 5. HA Gzip BMEK Parquet BN ERMEANRFEZELLLER Gzip BN
FNXFED 20%,

AFERREE
BALREREETIER.,

« Hive %&&H S3 8I#% - BA Hive HBANEIER K MAREIIEEA Hive HEWITE, EHITE
H2 Bl , B MSCK REPAIR TABLE #%,

- BOKHE - MREEXRENHFE , MABRHBERENHETEN , EBESNEIEBFE 7
BESERNBERLEEEHHE,

BFSER S3 ETRER

FRENREBFN ID, EiF, BEYHHURBERENERKERE  SAFERBERIEEN
Amazon S3 fE1FETEE,

RIFTER K ERXRSEEETILE.
bucket-and-optional-prefix/AWSLogs/account_id/vpcflowlogs/region/year/month/day/
MRERA Hive HHEKN S3 FH , BREFEETINVE,

bucket-and-optional-prefix/AWSLogs/aws-account-id=account_id/service=vpcflowlogs/aws-
region=region/year=year/month=month/day=day/

MREFASIRSE , BEREEER TILE,
bucket-and-optional-prefix/AWSLogs/account_id/vpcflowlogs/region/year/month/day/hour/
MREMA Hive AN E , YESPEIZRERFE , BREEBEETINVE.

bucket-and-optional-prefix/AWSLogs/aws-account-id=account_id/service=vpcflowlogs/aws-
region=region/year=year/month=month/day=day/hour=hour/

TR E R Y



Amazon VPC AWS EHiREE

BRERNERBBLURERR D, BEUAREY ARNREAER, EXREBEATIIHERK.

aws_account_id_vpcflowlogs_region_flow_log_id_YYYYMMDDTHHmmZ_hash.log.gz

AR 2 AWS BRF 123456789012 & ¥f us-east-1 B HHIEIR , 7 June 20, 2018 BY 16:20 UTC #
YWAREAFNEFEREN, ERISHERBENN 16:20:00 F 16:24:59 Wi E H5FiC .

123456789012_vpcflowlogs_us-east-1_f1-1234abcd_20180620T1620Z_fel23456.10g.9z

"Version":"2012-10-17",
"Statement": [

{
"Effect": "Allow",

"Action": [
"logs:CreateLogDelivery",
"logs:DeletelLogDelivery"
1,

"Resource": "*"

}
1
}

2 AR Amazon S3 FEFETEFA

RIBTER , Amazon S3 BERBRAFMASNNAERIE, AEREFFRESETERRETRR
FHRERHIM, B, BEFRESETRORBEREE  HEREET LM ERAERE,

MREBVREAFNEAEREREFITREESAM TR PutBucketPolicy M
GetBucketPolicy & , RfIREEBRUATHREZEZZMETE. EEFNEBELENIRSE
B A0 2 R R BUR

B BERME Amazon S3 B IAM ZE5EARY IAM BUEE 182
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Z<E'J BEITRBEEEXEAKLEBENEZR TR, EEREAFEYEN AWSIRF ID, BEIR
AFSETAK,. MBEFHMER , 5528 (Amazon Simple Storage Service EFA&EIER) PHFHEEF
;\T S'.IBZEEO

JSON

"Version":"2012-10-17",
"Statement": [

{
"Sid": "AWSLogDeliveryWrite",
"Effect": "Allow",
"Principal": {
"Sexvice": "delivery.logs.amazonaws.com"
}I
"Action": "s3:PutObject",
"Resource": "arn:aws:s3:::bucket_name/*",
"Condition": {
"StringEquals": {
"s3:x-amz-acl": "bucket-owner-full-control",
"aws :SourceAccount": "123456789012"
},
"ArnLike": {
"aws:SourceArn": "arn:aws:logs:us-east-1:123456789012:*"
}
}
}I
{

"Sid": "AWSLogDeliveryCheck",
"Effect": "Allow",
"Principal": {
"Sexvice": "delivery.logs.amazonaws.com"
}I
"Action": [
"s3:GetBucketAcl"”
1,
"Resource": "arn:aws:s3:::bucket_name",
"Condition": {
"StringEquals": {
"aws :SourceAccount": "123456789012"
}I
"ArnLike": {
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https://docs.aws.amazon.com/AmazonS3/latest/userguide/bucket-policies.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/bucket-policies.html
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"aws:SourceArn": "arn:aws:logs:us-east-1:123456789012:*"

BH my-s3-arn EEK ARN BURRE RS A EE Hive HEM S3 FE,

arn:aws:s3:::bucket_name/optional_folder/AWSLogs/account_id/*

« B Hive #8® S3 78

arn:aws:s3:::bucket_name/optional_folder/AWSLogs/aws-account-id=account_id/*

REEER  BRAEELH TR TAFRIREEFEA , MFA2EB AWS tRE ARNSs, E&%ﬁ)—’ﬁ
aws:SourceAccount #l aws:SourceArn FHEBRREBACEZT EEFREABENRE 2 KE
. RKERFERERFWHEEE , AR ARN REFRENEAZFETT (*) ARN,

BB SSE-KMS RN/ ESMIEEK

FEIBRA LA Amazon S3 ZE £18 (SSE-S3) M fREF IR MZB R ERA KMS Keys (SSE-KMS) Y {a] AR
BN | WA LURE Amazon S3 REFEHRHNER., MEFMER , 528 (Amazon S3 FHZE
/) PHERARRSFIFENZREE R,

B SSE-KMS , B UAFEH AWS ZESRUNEFZE SR, FiB AWS ZE S|  BELFEAEIR
FXft. RER E\Eﬁfi AREERFEE , ALY ERTFERFEENEIE. EERT S3 #EE
BYEIRFFIVE , FEAREFEECSRIYERARETERNEREEREFZES8M Amazon
Resource Name (ARN), MEFHMEN , 528 (Amazon S3 FAEIEE) HHFEH AWS KMSIEE

1a] AR 25 v I 22

E&H SSE-KMS HREFFEE v SRBEREAR KX AKATARHEE SRV SNIEE (MF2
S3 REFRBNMEFTRECK) , WE VPC RERF IR AER S3 ®EFLrRE.

FEE SSE-KMS AN S ESBEBUR 184


https://docs.aws.amazon.com/IAM/latest/UserGuide/confused-deputy.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/serv-side-encryption.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/specifying-kms-encryption.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/specifying-kms-encryption.html

Amazon VPC AWS EHiREE

® Note

A SSEETRSRTELEZBEFARFIBERSER , WD AWS KMS ¥

Encrypt, GenerateDataKey 1 Decrypt #¥ERFER , LABTIE AWS Key Management Service
(AWS KMS) BRI A, RIFZET , AALRBEFEITREBREBNEZEBRTISEHR AWS KMS
AP| FERERIR AWS KMS £ R BURERE 7 EUE.

"Sid": "Allow Transit Gateway Flow Logs to use the key",
"Effect": "Allow",
"Principal": {
"Service": [
"delivery.logs.amazonaws.com"
]
1,
"Action": [
"kms:Encrypt",
"kms:Decrypt",
"kms:ReEncrypt*",
"kms:GenerateDataKey*",
"kms:DescribeKey"
1,

"Resource": "*"

Amazon S3 HEEERFA

BRT XEMRFFETRIRBIZS , Amazon S3 FAFEUEHIEE (ACL) REEREAFAMELZ BFHE
RNTFEH. RIEFER K BETREEEHESMEAFERN FULL_CONTROL 577, HEFX{IHE L
RETRESETER  BRBEMFA,. AFXNIRFHSE READ B WRITE 377, MFEFMER ,
5528 (Amazon Simple Storage Service fEFAEIEm) HMEFEIREIEE (ACL) BLE,

#37 Amazon S3 By AWS Transit Gateway Flow Logs KRRtRF &€&

WARFEWRS |, £ AWS Identity and Access Management £ AR BRI RKFAE,
BURFIRFAR®

1. BAAWS BEXEA |, ¥IE https : //https://console.aws.amazon.com/iam/ BIRL IAM £ &

Amazon S3 BERAT o


https://docs.aws.amazon.com/AmazonS3/latest/userguide/acl-overview.html
https://console.aws.amazon.com/iam/

Amazon VPC AWS S5 FHE
2. EEEERYP , BEIK

3. IEE Create policy (I BUR).

4. 7£ Create policy 2N BR) EE L , BT TSI EE -

1. iE$# JSON,

2. B RENRBIN R EEEEMNFF A BUER,

3. I#F Next: Tags (T —% : &) M Next: Review (T —% : 8E).

4. WAZHBERNEBAZAER , A% IERE Create policy (EALIE&%)O
5. HEEEBHKTF , EZ Roles (BAB),
6. 1#E#E Create Role (BRI AE),

7. EEENERERYG | BEFESFIEEBEE. BR Custom trust policy (BFTEEHE) , #§
"Principal": {}, BRATIRAR , UEERFXTRE. BET-F.

"Principal": {
"Service": "delivery.logs.amazonaws.com"

}I
8. 1 Add permissions (F1i85F ™) BEE L , BRELHELEFPEIHNBERNWEZE AR | REIEE
Next (F—%),
9. WMAZACNERE 6 AREBEMREMHER,
10. iE4Z Create Role (BI £ ),

I EMZE Amazon S3 B9 AWS Transit Gateway Flow Logs & &%

BIIWERE Amazon S3 EETHEE , B EVERFAENRER, B LAEA Amazon VPC 12
A5 CLI E3 Amazon S3 #ifEHE. AWS

FERAEEAEBIEME Amazon S3 WERBFERE B

1. T https://console.aws.amazon.com/vpc/ BARX Amazon VPC £ &,

2. HEEBEBEKP , EIF Transit gateways ({F#&iFiE) = Transit gateway attachments (£ EE
#).

3. EEN—NZEEnFRE RS REEEN I R,
4. JBE Actions (Bi1E). Create flow log (B RE BHF).
5. BEREBFRE. NWEFAEF , F2EALERE HFRE,

B EMHZE Amazon S3 HRERAR 186


https://console.aws.amazon.com/vpc/

Amazon VPC AWS EHiREE

AREAFERAEREREHR

B
s

E
1. ¥ Destination (B 1E) , i#3#2 Send to an S3 bucket (X E S3 AT ).

2. &%} S3 fE1ZETEE ARN |, #8EH A Amazon S3 fEZET M Amazon Resource Name (ARN), &
ALLUERETETERR, flin , EEEERA my-logs ZHEFFEPM my-bucket FERIK ,
EEALT ARN &3

arn:aws::s3:::my-bucket/my-logs/
REFFRA A AWSLogs A TFERRER , RAERREIER,

ERBERETE  ZAMIEDEVERBRIKCERERFITE. MEFHHEENR ,
H 558 Amazon S3 fEfZETRESF 1],

3. ¥ Log record format (B 55508 1& =) |

”:m'H#
W
&0
=
bl

AIEERE B ERRI R,

- FEMFAEARNREAFLHREN , FHEIEZFE AWS default format ( FEERER).

- BEEBVNBFIKX , FF1EE Custom format (BFT ). &% Log format (AFHER) , FEEE
FEEREBFRL&EF IR

4. ¥R Log file format (BFFERKER) , EEHFERHER,

« Text- #XF, WATRREN,

- Parquet — Apache Parquet @ —BEHERKR ., EMEXFHNEREHML , Parquet HXHWE
BIEHIEEMR 10 B 100 1%, HA Gzip B#EK Parquet BN ERMEANFEEBLER Gzip
BENHEXFED 20%.

5. (IBA) ZE A Hive HEH S3 FH , FBiE#E Hive-compatible S3 prefix (Hive & H S3 F
). Enable (BtF).

6. (BF) ZEZ//)EIEREBEFE , & Every 1 hour (60 mins) (& 1 /N (60 78&)).
7. (2R ZEHMEEBEERERL , 5F22 Add new tag (FEHER) , YIEEEBSRIE,
8. IEIE Create flow log (B #AE B ).

FRGSITEEIAZME Amazon S3 BV RE AFE
EEATIHER—EGS

 create-flow-logs (AWS CLI)
- ¥THY EC2 JiE HEF (AWS Tools for Windows PowerShell)

B EMHZE Amazon S3 HRERAR 187


https://docs.aws.amazon.com/cli/latest/reference/ec2/create-flow-logs.html
https://docs.aws.amazon.com/powershell/latest/reference/items/New-EC2FlowLog.html

Amazon VPC AWS EHiREE

T5 AWS CLI EHI8 2 RERA , Il VPC WATEEHRERE , tgw-001122333445566773
KREAFZSRNAIER A B Amazon S3 FEETEflow-1og-bucket, --log-format Z2EEEER
ERFRHENBETHER,

aws ec2 create-flow-logs --resource-type TransitGateway --resource-ids
tgw-00112233344556677 --log-destination-type s3 --log-destination arn:aws:s3:::flow-
log-bucket/my-custom-flow-logs/"

TIE Amazon S3 I:Fl*ﬁ*ﬂ AWS Eﬁjﬁﬁ 5)I % wb\naﬁi
BB ZE Amazon S3 WK E B L

1. TELT#uBARK Amazon S3 £ : https://console.aws.amazon.com/s3/o
2. 7£ Bucket name (BFETRERW) MEERMREAF 2 HERFIE,
3. #HHERE , ENAFERZHNZE SR, EUHFSSERL , ##F Download (T #).

Amazon S3 FHEEE AWS EHEERE B0

|
i

AR ERERME. MREEH Amazon S3 TIEAFMBFER , ELEERKSHEBHE  LE
AbACER, MMRBTHELER , AL ARBE S semiA R E B i,

\l)lbi H

N\ |

AWS Amazon Data Firehose 8 Transit Gateway., Flow Logs
%

£

- BIRFXMAH IAM B

3 Amazon Data Firehose # AWS SEHBERERRERIRE AR

- E3I Amazon Data Firehose # AWS EEFEREAFENHIRFAER

- B %M ZE Amazon Data Firehose Y AWS Transit Gateway Flow Logs &C &%

REBFTUNEEERERFERZRME Firehose, B LLEEBRERFRMHEHEERERIZMHEE
Y R 5% 2 2% M = T R RV IR SR o

SRR
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https://console.aws.amazon.com/s3/

Amazon VPC AWS EHiREE

B E Firehose B , RIEAFERZ UM X ERA M E Firehose XFER. BN BEREN
Firehose X4 8B R, MERILRNERRVLE , 582F (Amazon Data Firehose BiZ A E35/) FHY

37 Amazon Data Firehose 324 &,

EE

EXNEEFRANRFER. NEFHE
MRE S, Vended Logs (HE B ).

BIRERMAH IAM AR

M E Kinesis Data Firehose B , A/ LUBEREEENERMVRE —IRFE (RIERF) S FEKRS
(BERIHRE) FRTEBER. EERAKREBFERSE RS ZE Firehose , BN AERIFIRE AR
IAM At | WEBNHIRFEFEY IAM A6,

illll

, BB Amazon CloudWatch E{E , i#H Logs (AF) ,

y=:h =)
- BFRIRFAE
- BRIREAE

KRRFAE

ERERFFR , BEURTTIFINAR, EHEF+ , AEHNEHERE mySourceRole , BER L
AltAGREREMER, BRE—(EARRXAFENHIREFINACRILAR®, FRERRN ATRERL
AREBREEZERAFXMARE K MEREEEREENERRISEE, BUBER , FEAKRE S
iam:AssociatedResourceARN IEEEEEH VPC, MBEEN HER FHEEE,

JSON

"Version":"2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": "iam:PassRole",

"Resource": "arn:aws:iam::111122223333:role/mySouxrceRole”,

"Condition": {

"StringEquals": {
"iam:PassedToSexvice": "delivery.logs.amazonaws.com"

},
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https://docs.aws.amazon.com/firehose/latest/dev/basic-create.html
https://docs.aws.amazon.com/firehose/latest/dev/basic-create.html
https://aws.amazon.com/cloudwatch/pricing/

Amazon VPC

AWS EmRiE

"StringlLike": {
"iam:AssociatedResourceARN": [

"arn:aws:ec2:us-east-1l:source-account:transit-gateway/

tgw-0fb8421e2da853bf"

]
}
}
}I
{

"Effect": "Allow",

"Action": [
"logs:CreatelLogDelivery”,
"logs:DeleteLogDelivery",
"logs:ListLogDeliveries",
"logs:GetLogDelivery"

]I

"Resource": "*"

}I
{

"Effect": "Allow",
"Action": "sts:AssumeRole",

"Resource": "arn:aws:iam::111122223333:role/

AWSLogDeliveryFirehoseCrossAccountRole"

}

BARLABEETIEEER , UAHBRFRXTREREIAE,

JSON

"Version":"2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Principal": {
"Sexvice": "delivery.logs.amazonaws.com"
}I
"Action": "sts:AssumeRole"
}

SIREZATH IAM B8
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}

BRVIRF A

EERIRE S | B ZAMEEATEA AWSLogDeliveryFirehoseCrossAccountRole &, kB B%E
g il 7 e

JSON

{
"Version":"2012-10-17",

"Statement": [
{
"Effect": "Allow",
"Action": [
"iam:CreateServicelLinkedRole",
"firehose:TagDeliveryStream"

1,

"Resource":

myn

AERLEACEETIEREER , TREERRIRFFREINAGRIEILAS,

JSON
{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::111122223333:role/mySourceRole"
}I
"Action": "sts:AssumeRole"
}
]
}

EIRER A1 1AM BB 5



Amazon VPC AWS EHiREE

#3I Amazon Data Firehose B AWS EHFEEREAZRERF AR

HHRIRSE | £ AWS Identity and Access Management 3 AR BN RKFRAE,
BEURFIRFAER

1. BAAWS BEEFEHS |, W https : //https://console.aws.amazon.com/iam/ B IAM £3#2 &
2. ESEERKRT , BEBX.

3. IEIE Create policy (I BUR).

4. 7 Create policy (BB X) EEL , 1T FHIEE :

1. iE$# JSON,

2. BLREN AR AR EHEERFF AT BER.

3. i#E Next: Tags (T —% : ZH) M Next: Review (T —% : #E).

4. MABHBERNBBABAER | ARIERE Create policy (E_LIBI%)
5. EEEHKTP , iEE Roles (A),
6. 1E#E Create Role (BRI AE),

7. EEENEREEAF | BEBGEEBK. R Custom trust policy (BRI EEFBER) |, &
"Principal": {}, BMXATIRSE , LEEBFRTRE., BET -5,

"Principal": {
"Service": "delivery.logs.amazonaws.com"

iy

8. 1£ Add permissions (FTi8&F W) EE L , ERELELUEFPEINBERNWEEIA R , REIEE
Next (T —%5)

9. MALACHNER K ARBEMREMER,
10. 1### Create Role (BRI AE),

3 Amazon Data Firehose B AWS EHEEREAZENHEIRF AR

HERMIRS , 7£ AWS Identity and Access Management X2 &FEI BN AE,
BYVBWNHEEFAE

1. BAAWS BEXEA |, ¥IE https : //https://console.aws.amazon.com/iam/ BIRL IAM £ &
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Amazon VPC AWS S5 FHE
2. EEEERYP , BEIK

3. I#E Create policy (I BUR).

4. 7 Create policy (B BXK) EE L , 1T FHIENE :

1. iE$# JSON,
2. B REN AR AA B ERYFF AT BUER.
3. B Next: Tags (T —%F : £FE) M Next: Review (F—%5 : ).

4. A IBBRINEZ T (BIZEA AWSLogDeliveryFirehoseCrossAccountRole) , $A1#%i212 Create
policy (B3 B K).

5. EEEBE®KD , iEIZE Roles (AB),
6. 1#fF Create Role (BRI AE),

7. EEENERERYG | BEFSFIEEBE. BR Custom trust policy (BFTEEHE) , #§
"Principal": {}, BRATIAZR A UEEBRINEE. BET-F,

"Principal": {
"AWS": "arn:aws:iam::source-account:role/mySourceRole"

}’
8. 7 Add permissions (¥Ti#5F ) EE L , BRELELEFFRMNBERNZEUGTR , RAREE
Next (F—%).
9. WMALAENER A ARRBBEUHRERHEMER,
10. 1##Z Create Role (BRI A ),

B ##ZE Amazon Data Firehose By AWS Transit Gateway Flow Logs &
%

B BMZE Amazon Data Firehose (WS FEEREBF. TEIURERAFZH , FREELEHREER
EXRMAHIEFE s IAMERFEA® , BB Firehose XV E 7. WEFMEN , F2BAmazon
Data Firehose i Hito ZBALAE A Amazon VPC £# A3 CLI 37 Firehose AWS 72 B,

o1
cud

FEATIEAREIRME Firechose WERFEREQ

1. 7E https://console.aws.amazon.com/vpc/ BIEX Amazon VPC £ &,

2. HEBEBEKP , BEIF Transit gateways (F&iFiE) = Transit gateway attachments (£ EE
).
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https://console.aws.amazon.com/vpc/

Amazon VPC AWS 18 E
3. EE—ZHZE SR FIE N EEFEEE RN RIS R,

i#E Actions (Ei1E). Create flow log (B RE BHF).

ERMF | FFEFEIAE Firehose TR #K,

£ Firehose AT ARNH |, SFEEEEH PR MRE BTN SR ARN,

¥ Log record format (A& 18) , BIEERE AFR K,

N o g &

- FEMFAERNREAFLHREN | FHEIEZFE AWS default format ( FEERER).
- BEBVBFIEN , 351EE Custom format (BE]#ER). &#¥ Log format (AFHER) , HEEE
BEERE BFREH AL
8. (R ZEFEEBREREHF , HEIE Add new tag FTIEFHER) , WiIEETEBRSBANE,
9. I#IE Create flow log (B AE B

ERABSS TERIEME Firehose WRER

AERANTER—EeS :

 create-flow-logs (AWS CLI)
- ¥THY EC2 JiE H&F (AWS Tools for Windows PowerShell)

T35 AWS CLI S5l 2 M RRE R , ENERREEFA LR RE BN EEEM Firehose Y&

o

aws ec2 create-flow-logs \
--resource-type TransitGateway \
--resource-ids tgw-1la2b3cad \
--log-destination-type kinesis-data-firehose \
--log-destination arn:aws:firehose:us-
east-1:123456789012:deliverystream:flowlogs_stream

T% AWS CLI SiHIEE I RERR , I ERFEEH Y ARSI EERERETEHN
Firehose X {8k,

aws ec2 create-flow-logs \
--resource-type TransitGateway \
--resource-ids gw-1a2b3c4d \
--log-destination-type kinesis-data-firehose \
--log-destination arn:aws:firehose:us-
east-1:123456789012:deliverystream:flowlogs_stream \
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https://docs.aws.amazon.com/cli/latest/reference/ec2/create-flow-logs.html
https://docs.aws.amazon.com/powershell/latest/reference/items/New-EC2FlowLog.html

Amazon VPC AWS EHiREE

--deliver-logs-permission-arn arn:aws:iam::source-account:role/mySourceRole \
--deliver-cross-account-role arn:aws:iam::destination-account:role/
AWSLogDeliveryFirehoseCrossAccountRole

fEF APIs 2 CLI 2 MIEE AWS S BEEng At

B AR IBT I EEMRNER

£ create-flow-logs T H M , BATHIRE :

e --resource-ids B TransitGateway = TransitGatewayAttachment ER¥EH LRA 25
&l

« --traffic-type FTRERNLERL. MREABHFAEEREREMILE 6 ASERER. 1t
[REVEEANERFEEREE,

- --max-aggregation-interval HWFE{EA 60 , YEAREHFEEERELKE —EINE, R
FERBETMEME , ASEEER. KRFIEEAREHHEEERESR,

« --resource-type XEMBEHNWERER : TransitGateway M
TransitGatewayAttachment,

« MRERREETEMEMNM , --log-format MG TS ERFEEFREENAE BFRL. EE
BRANERREERER,

 create-flow-logs (AWS CLI)
- ¥1HY EC2 JRE HEF (AWS Tools for Windows PowerShell)

HiR &R E BES

+ describe-flow-logs (AWS CLI)
- ¥&15 EC2 jiiZ H& (AWS Tools for Windows PowerShell)

BARENRE BRSRCER (ARESEH)

» get-log-events (AWS CLI)
- JE18 CWL BFZ=4 (AWS Tools for Windows PowerShell)
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https://docs.aws.amazon.com/cli/latest/reference/ec2/create-flow-logs.html
https://docs.aws.amazon.com/powershell/latest/reference/items/New-EC2FlowLog.html
https://docs.aws.amazon.com/cli/latest/reference/ec2/describe-flow-logs.html
https://docs.aws.amazon.com/powershell/latest/reference/items/Get-EC2FlowLog.html
https://docs.aws.amazon.com/cli/latest/reference/logs/get-log-events.html
https://docs.aws.amazon.com/powershell/latest/reference/items/Get-CWLLogEvent.html

Amazon VPC AWS EHiREE

i ERA & B 7%

 delete-flow-logs (AWS CLI)

- BBr EC2 iiE HEE (AWS Tools for Windows PowerShell)

B AWS S8R E B Hac &

iEiB Amazon VPC RiREwHBAEREAFNEEEN. ERREERE K 2Y)HZERNFIERER
F. BERNEFELEFRELFN ID. REBFERE  URREHFRENHEEEN,

REBnRERE BENEEER

1. 1£ https://console.aws.amazon.com/vpc/ BIRX Amazon VPC £ &,

2. HEEEBEKP , EEF Transit gateways ({F#&i &) = Transit gateway attachments (£ EE
#).

3. EBEEHREREHREEERE  ABEE Flow Logs (REBH). EHRLASETRKEBFNIEE
&#l. Destination type (B BEEH) MUBERZHREAFZZEE,

EE AWS ERFEERE HFHE

B8] LATE Amazon EC2 Ml Amazon VPC A hHEHZBRAEBZHNER,
MESBRERFEEREBFNER

1. ¥ https://console.aws.amazon.com/vpc/ BB Amazon VPC £# &,

2. HEEBBHKP , BIE Transit gateways (F#IFEE) = Transit gateway attachments ({5 & E
).

1 E e ) = 1 B

AFTERRE HFIEE Manage Tags (EBEER).

EEHIBHER , 55212 Create Tag (BIUER), EEBRER , FHiREMRZESE (x).
BERT.

2
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https://docs.aws.amazon.com/cli/latest/reference/ec2/delete-flow-logs.html
https://docs.aws.amazon.com/powershell/latest/reference/items/Remove-EC2FlowLog.html
https://console.aws.amazon.com/vpc/
https://console.aws.amazon.com/vpc/

Amazon VPC AWS S5 FHE
BE AWS ERFEERE HFC &

&R LAfE A CloudWatch Logs £# & , S8 Z CloudWatch Logs W& Bk, EAIUERAE
ﬁgwﬁmﬁﬁmsﬁﬁﬂﬁomsﬁﬁﬂﬁzuz pa) =

£ CloudWatch Logs X2 A SR E A&

1. 7E https://console.aws.amazon.com/cloudwatch/ BIEX CloudWatch &,
EESBERKT , BIF Logs (AF) , ARIEE Log groups (AFFFE).
ENSSERERFN AFHEE. RABETSESHWRERRFRRNBE,

MREMNEERSHNEWFEE , FERER AFHER. BF , #IF Search Log Group (S B
Bl LESEEBAFHE. WRENAFFEETENZEREE  EVTEE—EKE , fEE8
B EEEEmE,

5. ¥R Filter events (BNEEH) , FRMATIF &, EERBMNE AFLHER AR,

R

[version, resource_type, account_id,tgw_id, tgw_attachment_id,
tgw_src_vpc_account_id, tgw_dst_vpc_account_id, tgw_src_vpc_id, tgw_dst_vpc_id,
tgw_src_subnet_id, tgw_dst_subnet_id, tgw_src_eni, tgw_dst_eni, tgw_src_az_id,
tgw_dst_az_id, tgw_pair_attachment_id, srcaddr, dstaddr, srcport, dstport,
protocol, packets, bytes,start,end, log_status, type,packets_lost_no_route,
packets_lost_blackhole, packets_lost_mtu_exceeded, packets_lost_ttl_expired,
tcp_flags,region, flow_direction, pkt_src_aws_service, pkt_dst_aws_service]

6. REBEFEZBEEMUERBREERS. TIHHEHSMIFERR IP HIETEE,

[version, resource_type, account_id,tgw_id, tgw_attachment_id,
tgw_src_vpc_account_id, tgw_dst_vpc_account_id, tgw_src_vpc_id, tgw_dst_vpc_id,
tgw_src_subnet_id, tgw_dst_subnet_id, tgw_src_eni, tgw_dst_eni, tgw_src_az_id,
tgw_dst_az_id, tgw_pair_attachment_id, srcaddr= 10.0.0.1, dstaddr,

srcport, dstport, protocol, packets, bytes,start,end, log_status,

type, packets_lost_no_route, packets_lost_blackhole, packets_lost_mtu_exceeded,
packets_lost_ttl_expired, tcp_flags,region, flow_direction, pkt_src_aws_service,
pkt_dst_aws_service]

[version, resource_type, account_id,tgw_id, tgw_attachment_id,
tgw_src_vpc_account_id, tgw_dst_vpc_account_id, tgw_src_vpc_id, tgw_dst_vpc_id,
tgw_src_subnet_id, tgw_dst_subnet_id, tgw_src_eni, tgw_dst_eni, tgw_src_az_id,
tgw_dst_az_id, tgw_pair_attachment_id, srcaddr= 10.0.2.*, dstaddr,

srcport, dstport, protocol, packets, bytes,start,end, log_status,

type, packets_lost_no_route, packets_lost_blackhole, packets_lost_mtu_exceeded,
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/FilterAndPatternSyntax.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/FilterAndPatternSyntax.html
https://console.aws.amazon.com/cloudwatch/

Amazon VPC

AWS EmRiE

packets_lost_ttl_expired, tcp_flags,region, flow_direction, pkt_src_aws_service,
pkt_dst_aws_service]

T S &5 & i S8 R 8 3 5 56 tgw-123abc456bca, B HY i B 538 My jTiH SUETERIE,

[version, resource_type, account_id,tgw_id=tgw-123abc456bca, tgw_attachment_id,
tgw_src_vpc_account_id, tgw_dst_vpc_account_id, tgw_src_vpc_id, tgw_dst_vpc_id,
tgw_src_subnet_id, tgw_dst_subnet_id, tgw_src_eni, tgw_dst_eni, tgw_src_az_id,
tgw_dst_az_id, tgw_pair_attachment_id, srcaddr, dstaddr, srcport, dstport =

80 || dstport = 8080, protocol, packets, bytes >= 500,start,end, log_status,
type, packets_lost_no_route, packets_lost_blackhole, packets_lost_mtu_exceeded,
packets_lost_ttl_expired, tcp_flags,region, flow_direction, pkt_src_aws_service,
pkt_dst_aws_service]

fiHlBR AWS & B R E B FHac 8%

R

Il_'\

EBEEFEFHAERNREHR

AJLAfEF Amazon VPC 12 & MBREE FE R E B 5.

iR, MIBRRE BB IL T EMBR CloudWatch Logs HHVIRE B

%ulujz Amazon S3 ':F'E’J H ?*;o IE’EE’JMLE H %ﬁﬂ%éﬁﬁﬁﬁ %HE&E"J i?%é.‘ﬁﬁﬂﬂﬂﬁé%o 113|S91~ , HH'JB;?'\
BME Amazon S3 N REAFRYTEBMRRAEFIRBRREBFEREFIURHIEE (ACL).

il B S R B & B &%

o a0 bk~ 0w =

£ https://console.aws.amazon.com/vpc/ BIRX Amazon VPC i &
EEBEEKSF |, BIE Transit gateways (BEEE),

i#1Z Transit gateway ID ({Siﬁﬁﬁﬁl_ ID),

£ Flow logs (RE &) BEH , BELEMBRNRE D,

#IZ Actions (BIE) , SREIZIZE Delete flow logs (MERFE BEFE).
EIZE Delete (MER) , R EEMBRILTRE.
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https://console.aws.amazon.com/vpc/

Amazon VPC AWS EHiREE

AWS Transit Gateway REVIEEMEH

B LAER T HI e RERENERFE, 2MREER , UK EHI A EHRENBE.

CloudWatch ¥5#&

B LAE A Amazon CloudWatch HEERE B EmFEE R RNFKETER , FA—HEFNEEFS
B (BAER), BullFAELEERBEALNIRRESKBANHNT. NWFEFHMENRA A6 F2
BAWS Transit Gateway F# CloudWatch 181&,

BERFEERERR

BALERAERRERE AFGHEIEAERFE LRRRENFHAERA. NEFHER ,
B FEERE A&

VPC RE B

En
¢
dn
2

BRI AER VPC RERF , HREARBLEFTEREEN VPC WREFHEN. NEFHEE
# , 5528 (Amazon VPC EH&IER) H# VPC K E B,

CloudTrail B

BT LAE R AWS CloudTrail REEEVEEEHREE AP ETFPIUAEEET , WS HFHES Amazon
S3 MY HEEER, BT LEAEL CloudTrail EI FEORHIETIR T HRLerEAl, 1R HFIUARIR IP i
e, BHEFUNABERKBESE., MEFMENR , 5582 B CloudTrail A,

{# F Network Manager #J CloudWatch 4

B LAE A AWS Network Manager A4 £ 4 8)%X ZE CloudWatch , ABRBELEH BB EEEHE
HEM. Network Manager BEEAHREERE, BAEHNREENESH  ITEELEHHATAR
REZEHRAENESE, IEFHHEF A F2E (EHFEAWS £XR@REAERER) PNER
CloudWatch 4 EE R IR £ BRI .

AWS Transit Gateway F# CloudWatch $54Z

Amazon VPC € #5& ¥ B2 #i %] Amazon CloudWatch , SA{ 445 Ky /2586 R 8 A 40 R & E

Fl. CloudWatch AIEE A —AREFIIERN N REIELERBWERBRRITER , tHREEE,
B IEERAZEENEY , BENERREHETEARBEENE, SEER A5 HEaH R E
B LEA IR BN,

BRI ERERRERERENEETESEMS. Sl EEEEBLRARNEINEE , B NEY
CloudWatch BRREZIEENEFRLATEE (PINEEBEANEE FEHAbL),

CloudWatch $84& 199


https://docs.aws.amazon.com/vpc/latest/userguide/flow-logs.html
https://docs.aws.amazon.com/network-manager/latest/tgwnm/monitoring-events.html
https://docs.aws.amazon.com/network-manager/latest/tgwnm/monitoring-events.html

Amazon VPC AWS EHiREE

Amazon VPC € L4 60 A9 i [E B bR B & I A% H 542 EIX £ CloudWatch,

WEFHMER , 552 Amazon CloudWatch A &R,

o
. EREEEE

. B AR R R
. R

BrFEES

AWS/TransitGateway A ZEHEIE T IEE,

—EEREEESR. HEARZEERFENRE. IFXENEE K EWFEEEEERS
Bd o

B EPUN

BytesDropCountBlac RECH = blackhole BRHMEREMNMLTHBE,

khole
MATEN . HE—BEHENHFTEAR Sum.

BytesDropCountNoRo  REHZERHAMERENTHBE,
ute

AT EF | E—RERNHETEAR Sum,

BytesDropCountNoPo AEFEBRAAUMBENVTHE, HERZERH »?_%BytesDrop

licy CountNoRoute H#Y . FHENIFFERTHRAEXRNREHR
METEA - E—AERNMETERAR Sum,

BytesIn HmFEERLTEEE.
METER - E—HERWRITEAR Sum,

BytesOut e R B EE A TR B
HEES . E—HERWRITEAR Sum,

PacketsIn ERmEEKNHEHE.

HhRERER
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Amazon VPC AWS EHiREE

BE HiR

METERA - E—BEIHNHKTEFR Sum,
PacketsOut EHREErFEENHTRE,

METER - E—BERNHKFTEHAR Sum,
PacketDropCountBla HEHE blackhole HBEMERENHIHE.
ckhole o o

METERA - E—BEIHNHKFTEFR Sum,
PacketDropCountNoR  REHZERAHMERENHIHE,
oute

MATEA : HE—AEBNRFTEAR Sum.

PacketDropCountNoP ERFEBRANMBENHIE . HEREERKHKPacketDro
olicy pCountNoRoute # ., IFEMNEZTERTAABEXRRERR

METER - E—BERNRFTERAR Sum,
PacketDropCountTTL TTL BEmMERNHIEHE,

Expired
METEA - H—BERVEFTERAR Sum.

B 4 B AR A AT B SRS AR

THEEEARNERREEE, MEEEEEH RN EERFEREENIES, B EEEZEHhER
HEEEREEENIRE, BEEEERERAECEEZENEE, NEAREXENERZRERNFEERNR ,
52/ the section called “&RiE#E",

JAREESEANERBENG LN ATARERE (AZs). RE VPC ERXESEATAERRER. B
AZ BiRiEEHeRmEERREHEENIRS. MENEL AZ ERESRMIMEREEDN 1RF.
Bi¢r A & RsemiR B S AR =E T A BEER.

—EEREFEER. HERAREAN/SELERFEEEZNRE. NFIENKE K ShRER
*E%Erzhnﬁ/
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WATER : HE—AEHENRFTEAR Sum.

Amazon VPC AWS EHiREE
o ik
BytesDropCountBlac RAEEFSE@FHEEE LA blackhole HRHEMBEMNMITHE
khole Ho

GEHED - A EROHEERRE Sum,
BytesDropCountNoRo  [E B S MiEiEsE L 9B M AR | FROUA 1 AR,
e GEHED : B EROGEERR Sun,
BytesIn [ A AR E

HEHED : B EBOHIERR Sum,
Bytesout A W 1 AR R

GEHED - A EROHEERRE Sum,
packetsIn S E SRR B H R

GEHED : B EROHEERR Sun,
PacketsOut M E RN AR .

HEHED : B EBOHIERAR Sum,
packetDropCountBla  EATMGAEHMEEE LK blackhole HMTE_RENE Y
ckhole Ho

GEHED : B EROHEERR Sum,
packetDropCountNoR  FEHEMMMERENHIHE,
oute HEHED : A EBOHEERR Sum,
PacketDropCountTTL  HE TTL BHEMEENHIEHE,
Expired

B AR A T A R IR AR
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Amazon VPC AWS EHiREE

BaRERER#E

EATIRERZERRFERERER

HE iR
TransitGateway i EwEEEREEER,

TransitGa S FEEEEEEREE R,
tewayAtta

chment

TransitGa & BB A A R EEEREE R,
teway , Availabil

ityZone

TransitGa K& FEEEN ARG REREER.
tewayAtta

chment ,

Availabil

ityZone

{FF 528% AWS Transit Gateway API FERY AWS CloudTrail

AWS Transit Gateway ; £ BSAWS CloudTrail , WRIEIRMBBAERE,. ACRRE FIEREENE
# AWS BR#, CloudTrail 4% Transit Gateway FYFTE API FEIUERER A S, RELHY P IER

B Transit Gateway FE A MMM | LR ¥ Transit Gateway AP| IR{EMNFEXNIFE W, EATLUER
CloudTrail FTUREERYEFA , HIETH Transit Gateway I HAIFER, BHFESKM IP that, RHFERAOE
B, UREMEFHEA,

B-FEHVARERHNSUSELEFTRENERA. B EATHEEHE THIEE !

%&

R AR K
FAR

EAREAZEEREAERIRL,

X3 IAM Identity Center EF &R H,

ZmRiE  REFATREACEBE S EAENERZ2BRE.
EAH%E—E AWS RERERL.

W
fim
mi Hm

B
EE
s
sl

R

b

%
i
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-user-guide.html

Amazon VPC AWS EHiREE

ERERE AWS IRF BCloudTrail 1 HEAEAGREE , B EEBEFE CloudTrail B4 E
S 5E8%, CloudTrail EH4E S LA AWS BEFIBE 00 RECHNEBREN |, RHTMHIR, TES,
A FEEF IR GCE, MEFMENR , 528 "AWS CloudTrail EA &R FHIEA CloudTrail
EUEL LR, MIAEHRLRHETEEL CloudTrail R,

WFE AWS 1R B % 90 RAFHER SN EHN |, FREIUMRERH CloudTrail Lake EHERIFRIE

CloudTrail i& it

#RFABEE CloudTrail A% BFERR I ZE Amazon S3 7T, A BEYMNFERE AWS EE X
7BE BRZEE, LRUER AWS CLEVE-RZEHEL, ERELEVSEHER K RAE

HEAWS B lRFHATE NER, REEVE-EHER , BREmRER AWS B FE ik
MWEH, MFERNFMEN , 528 (AWS CloudTraill ERAEEME) FHAEH AWS IRFEIL
B MM SRR M B Mt

BOLUBREVEK K REKGEEEEHMN —EEARLR CloudTrail EIEZE&H Amazon S3 f#
FirE | BERMEEL Amazon S3 REEFEA. WME CloudTrail EEMFFMER , F2E AWS
CloudTrail &, NZE Amazon S3 EEMNMEEE , 52 E Amazon S3 EE,

CloudTrail Lake EHE R FZHE

CloudTrail Lake ZRREM B EHH1T SQL BEH ., CloudTrail Lake 4% 5|\ JSON #&#RAHNERHE
EHEIRA Apache ORC 1, ORC R—EEMXREERN , sHHIREHINERET T &E.
REEE4REASE4ERENED , SHENEHRERSHNTTEES  HIKBAZRERE
REREHEIEGEERNGEE. EARSE4ENENENEZEREFEHBLEEHFFETEL THE
&, WMFE CloudTrail Lake WEHHIER , FFSBAWS CloudTrail  fEAEER) HEEHA AWS
CloudTrail Lake,

CloudTrail Lake EHERGEHEMEHNSELER, BYSEHERNEHER S LLEEEANSE
HERFHRENEERZRE, LEBREMATHIMMNBEFEHORAE , UREHERNEFERENTERR
MERAREH, WEFE CloudTrail EEBMWFFMER , 52/ AWS CloudTrail E{E,

BuFEEESH

EEENHRMEEHE ERLBITHEBRRENENR AWS IR, ELUBAEGFEHRE, RIETHE
% , CloudTrail ;&8 EEEH,

AWS Transit Gateway € #4F7HE Transit Gateway ##I FHIRELHAEEEH. WFE AWS Transit
Gateway 5 # % CloudTrail B9 Transit Gateway 2 #I|FHIR{EFE , 5528 (Amazon EC2 APl &
£) By AWS Transit Gateway E#E, Amazon EC2
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/view-cloudtrail-events.html
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https://aws.amazon.com/cloudtrail/pricing/
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https://orc.apache.org/
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-lake.html
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/logging-management-events-with-cloudtrail.html#logging-management-events
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/operation-list-tgw.html

Amazon VPC AWS EHiREE

BamREES S

—EEHAREMARFRHENE-FR , LITEFER API ?%YEE’J*EEEﬁER\ BRFR BB, FR
28 %, CloudTrail BFFERTRAE API FIUNESFHEER  RUSEHTEUEMABEIRFE
Ro

B2 —FERE  EEEHUBARFERNERARFREIEERN Amazon S3 /#FEr#, CloudTrail B&E
f*ﬁ’ﬂ‘%—j%ﬂilﬁ%% o —EEHAEMARRELNE—FER , YBSHEREBIE. FRHA BN

3. BRBEEEN CIoudTra|I B IEKANE AP AR B EEF | Rt TSRS EIE
}*&IEO

HEERETESE AWS IRFFIE API FIUMEH K MAR2E@EE API L, RLUER
eventSource EME ec2.amazonaws.com Jt& , SFWUEMNEEH@RFE APl, ZEREBENESE
BhERYACSE |, I CreateTransitGateway , FEEBHEBBME eventName TE,

UTREAFZREEVERFEFERAE 2 EHFE API FEEH] CloudTrail BFERE#%. BAI LML
Fl userAgent TERYPWBEEA., BALUEM eventName TTERPEFERHN API FEY, EHE
(Alice) WHHEAEARIAI1E userIdentity TEFKE

Example#ifil : CreateTransitGateway

"eventVersion": "1.05",
"userIdentity": {
"type": "IAMUser",
"principalld": "123456789012",
"arn": "arn:aws:iam::123456789012:user/Alice",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",

"userName": "Alice"
I
"eventTime": "2018-11-15T@5:25:50Z7",
"eventSource": "ec2.amazonaws.com",
"eventName": "CreateTransitGateway",
"awsRegion": "us-west-2",
"sourceIPAddress": "198.51.100.1",
"userAgent": "console.ec2.amazonaws.com",

"requestParameters": {
"CreateTransitGatewayRequest": {
"Options": {
"DefaultRouteTablePropagation": "enable",
"AutoAcceptSharedAttachments": "disable",
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"DefaultRouteTableAssociation": "enable",
"VpnEcmpSupport": "enable",
"DnsSupport": "enable"

I
"TagSpecification": {
"ResourceType": "transit-gateway",
"tag": 1,
"Tag": {
"Value": "my-tgw",
"tag": 1,
"Key": "Name"
}
}

},
"responseElements": {
"CreateTransitGatewayResponse": {
"xmlns": "http://ec2.amazonaws.com/doc/2016-11-15/",
"requestId": "a@7cledf-c201-4e44-bffb-3ce9QEXAMPLE",
"transitGateway": {

"tagSet": {
"item": {
"value": "my-tgw",
"key": "Name"
}
1,

"creationTime": "2018-11-15T05:25:50.000Z",
"transitGatewayId": "tgw-0al3743bd6clf5fcb",
"options": {
"propagationDefaultRouteTableId": "tgw-rtb-0123cd602bel@bdda",
"amazonSideAsn": 64512,
"defaultRouteTablePropagation": "enable",
"vpnEcmpSupport": "enable",
"autoAcceptSharedAttachments": "disable",
"defaultRouteTableAssociation": "enable",
"dnsSupport": "enable",
"associationDefaultRouteTableId": "tgw-rtb-0123cd602bel®b0da"
I
"state": "pending",
"ownerId": 123456789012

},
"requestID": "a@7cledf-c201-4e44-bffb-3ce9QEXAMPLE",
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"eventID": "e8fa575f-4964-4ab9-8ca4-6b5b4EXAMPLE",
"eventType": "AwsApiCall",
"recipientAccountId": "123456789012"

s ) 207



Amazon VPC AWS EHiREE

AWS Transit Gateway 1y & 2 FFEEE

AWS ERZEBAERRBRZN G D , R FEFE &R AWS (R, EaLER AWS Identity
and Access Management (IAM) F9IhaE , RFFHMERE. REMNEARSZESBRFEREN
AWS BER , MEFHALNLZLEAER,

RIRFERR , IAM EHEREREY. BERBHAWS ERNFTAT. BEEAFEAEENER (HlnE
WEE) MBTER , B4FEEL IAM BERRR TEAENT , MEABMAEEZREERMN API B
1B, RARBUBREZIEAEMBNEE. BBERERIERAENEAEFAR  BEREAFTIERE
EREEREER LATHEEBNFF,

EEEABRREE , THHEP—EAWS SEBRTREFESENER

» AmazonEC2FullAccess

* AmazonEC2ReadOnlyAccess

» PowerUserAccess

» ReadOnlyAccess

EEEH FE BRE
AT R PR B PRI 1998 L 1AM R RV,
RUSAKERBHEBME

LTEHImEEREREHEE, aws:RequestTag RSB EEMAEFRER stack=prod
EiEREE, aws:TagKeys FHE8MEMA ForAllValues 88751 , R RBERFRAFH stack £
W (AU EEMER), WREAEEEIEHFESREELESEER K REMATSREEERZ
®, AIFERSKH,

F_EBRRNEA ec2:CreateAction REBIRFIFEAERE CreateTransitGateway BIRGETF
AENER,

JSON

"Version":"2012-10-17",
"Statement": [
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https://docs.aws.amazon.com/aws-managed-policy/latest/reference/AmazonEC2ReadOnlyAccess.html
https://docs.aws.amazon.com/aws-managed-policy/latest/reference/PowerUserAccess.html
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{
"Sid": "AllowCreateTaggedTGWs",
"Effect": "Allow",
"Action": "ec2:CreateTransitGateway",
"Resource": "arn:aws:ec2:us-east-1:123456789012:transit-gateway/*",
"Condition": {
"StringEquals": {
"aws:RequestTag/stack": "prod"
},
"ForAllValues:StringEquals": {
"aws:TagKeys": [
"stack"
]
}
}
}I
{
"Effect": "Allow",
"Action": [
"ec2:CreateTags"
1,
"Resource": "arn:aws:ec2:us-east-1:123456789012:transit-gateway/*",
"Condition": {
"StringEquals": {
"ec2:CreateAction": "CreateTransitGateway"
}
}
}
]
}
1 {580 B B B% R %

THEfREEAEESHH S EERRMER Y MM BRERFEERBR (tgw-11223344556677889),
FERAECITUEEMERFRERHRPEINRAEH  EEEAREEER network=new-york-
office M4,

JSON

"Version":"2012-10-17",
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"Statement": [
{

"Effect": "Allow",

"Action": [
"ec2:DeleteTransitGatewayRouteTable",
"ec2:CreateTransitGatewayRouteTable"

1,

"Resourxce": [
"arn:aws:ec2:us-east-1:123456789012:transit-gateway/

tgw-11223344556677889",

"arn:aws:ec2:*:*:transit-gateway-route-table/*"

},
{
"Effect": "Allow",

"Action": [
"ec2:CreateTransitGatewayRoute",
"ec2:ReplaceTransitGatewayRoute"
1,
"Resource": "arn:aws:ec2:*:*:transit-gateway-attachment/*",
"Condition": {
"StringEquals": {
"ec2:ResourceTag/network": "new-york-office"

"Effect": "Allow",

"Action": [
"ec2:CreateTransitGatewayRoute",
"ec2:ReplaceTransitGatewayRoute"

1,

"Resource": "arn:aws:ec2:*:*:transit-gateway-route-table/*"

£ Transit Gateway H{EH AWS E&EENREEEHE

Amazon VPC AR KERAE , MEHAREFUEM AWS RIEPAFFFT. WERFHEN
28 "IAM EREEmM. PHERBEEAE.

3
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create-service-linked-role.html
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BnFERBEEAE

ERERERRER , Amazon VPC ERRBERFAE , RISHAREFIUEM AWS BRI FTHEAIET
",

R ERABR TR

£ A& RER , Amazon VPC & A& A AWSServiceRoleForVPCTransitGateway #Y AR #5:& #& £
BREFI LT EIME

* ec2:CreateNetworkInterface

» ec2:DescribeNetworkInterfaces

* ec2:ModifyNetworkInterfaceAttribute

» ec2:DeleteNetworkInterface

* ec2:CreateNetworkInterfacePermission

* ec2:AssignIpv6Addresses

* ec2:UnAssignIpv6Addresses

AWSServiceRoleForVPCTransitGateway A& EF T RETREZAE :

« transitgateway.amazonaws.com

AWSServiceRoleForVPCTransitGateway £ i S & B X
AWSVPCTransitGatewayServiceRolePolicy,

BMERENT , IAM ER (NERE, HENAR) TURY, REIMKREKERAE, MFFM
&, F2H IAM EREERPHNREEEA ST,

BIURBKEEAE

BT EEFEE I AWSServiceRoleForVPCTransitGateway A, EEHEIRSE K VPC EEEEE
R , Amazon VPC A EI LA,

mERKESA®

s
W%
8

& LAMER IAM RAwmEE AWSServiceRoleForVPCTransitGateway B iR, MEFMENA
IAM {5 A & 15’ P M iR BB PR A5 E 42 A B ik,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create-service-linked-role.html#service-linked-role-permissions
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_update-service-linked-role.html#edit-service-linked-role-iam-console
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MERBEHEEAE

MREBTBEEFEHEREFEE | Z2E MR AWSServiceRoleForVPCTransitGateway,

RAEEEMBR AWS tkRERHFAEEEHRE VPC Mi#E , TEMBRLERHEERAR, ETREABEBRE
TN BBRTFE VPC MR RYET Ao

O LAER IAM £# A&, IAM CLI 5 IAM API IR EE A G, MEFHMAEA , F28 (AM EH
EIEm) FHRKREEEEAE,

R AWSServiceRoleForVPCTransitGateway 2% , B&iStRF R VPC EEZEE&HEHE , Amazon
VPC 2BXREBILAR,

AWS AWS Transit Gateway H{E#FEN SEBXK

AWS SEHRFEHAWSAWS SERFEYNESENEIRESEATSEARMEMEGT , LUESR
AT LABRIARS S ARG ER &, BENAR,

aclE , AWS XREBRTRIAERTFRECARFNFERRETT , HAELFAIAHAE AWS &
FEA. RMZBEERFENEARINELFEERER , WEE—-TRDFTA,

FEEBE AWS SEBRPERNHT, R AWS EH T AWS EBRPERNTT , IEHER
EHREENMERRIAGD (ERE, BEANAG ) . EWMH AWS RIE REISHHT API R4AETTH
RERBEAR , AWS HBETEEH AWS ZEBUX,

WEFMESF , F2H IAM EAEREREPR AWS ZEHXE,

EEEAGRREE , THHEP—EAWS SEBRTRFESENFER

 AmazonEC2FullAccess

* AmazonEC2ReadOnlyAccess

» PowerUserAccess

* ReadOnlyAccess

AWS ZE B : AWSVPCTransitGatewayServiceRolePolicy

WWHREEEZE AWSServiceRoleForVPCTransitGateway £, i& 705 Amazon VPC A & 8 E
BEINERER,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_manage_delete.html#id_roles_manage_delete_slr
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#customer-managed-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies
https://docs.aws.amazon.com/aws-managed-policy/latest/reference/AmazonEC2FullAccess.html
https://docs.aws.amazon.com/aws-managed-policy/latest/reference/AmazonEC2ReadOnlyAccess.html
https://docs.aws.amazon.com/aws-managed-policy/latest/reference/PowerUserAccess.html
https://docs.aws.amazon.com/aws-managed-policy/latest/reference/ReadOnlyAccess.html
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BERBLBERNEFT , F2H8 (AWS ZEBEXSEERE) B
AWSVPCTransitGatewayServiceRolePolicy,

AWS S EBRN SRR EEH

#4328 Amazon VPC #£ 2021 £ 3 ARREMELEBFT LR | EHEE AWS SEBXREHMWEFME
Ao

g5 iR H HA
Amazon VPC FRRBHIEE Amazon VPC F1RBMH 2021 £3 A1 H
AWS ZEBURHNEE,

AWS Transit Gateway & &8 #85& ACLs

MR IFHUEFIEE (NACL) REEMNZEHE.
MR EFEURHEE (NACL) RASLAELRNER , ARFIME :

« the section called “EC2 1718 88 15 % 9 1& B3 5k A A8 [ F #8 5%
« the section called “EC2 17 1Bl 82 {5 & 8 & B3 B 1Y 1T &) F #95%”

EC2 #1718 8 F i R E BB Y AH E 7 8%

EZREHK—EHERE , NEMEFBEPH#HEA EC2 HTEBNENFERR. HEMNMARE ACL ARK
EC2 HIfTREBIEHFAENRE K URREHFAEZHNTERNRE,

SHERMITERIERRENRE  NACL RAZUTETER :

. EHEAGFEHENH IP TR,
« EARAIERANRR IP bk #T5E(E,

YR ERFEENTERARE , NACL RARUTHRETER !

- BHRATEETME
- BARATEETM
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AWS EmRiE

EC2 #1T{E RN Bt FEREBA T E F#%

ZRER—EMERE , BE—EFHERTHES EC2 HTER , MEMMEREBMUNRTEFHEES , XE

BEFRERHETERMAEE ACL HEEIH,
ME% ACL AT EC2 MTERE TR T NETER :

- BHARAER B/ IP U FERBTERI EnMENRE.
- BARAERRR P R EnRES T ERNRE,

SHEEMRBE MR , NACL RARUTARETER :

- BHARAER B/ P it G EREER T ERNRE.,
- EHANTARFARATERIERERNRE.

« EARAERRR IP it AR T ER ISR RENRE.
« EARUTARFI AR SR FEDNTEEBNRE.

RIEEH

ASESRRE VPC EREAMER 7Rk, HRESE MK  FEMANE CIDR (0 /28) ,
EC2 ERMEZ Ui, EEFEMBIUMN FRKE , BALRETHIER :

o {RIFER S RS AR A0 B B AV B A M NACL Z B
- REWHREME , B NACL EAZIHEE R 7K,

1% VPC B R BMEEF, | BB the section called "EIRER’,

LEsES

EC2 #11T{E 8 5 ME R B T F 7185
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AWS Eia F B H 88

BH) AWS tRF EREREHFEMRBRN TIIESE ( TABEARE). BRFEZERA , FRSEERELRR
EEEER,

Service Quotas TR A AR B ERNIR B ZENIEEEN. B LUER Service Quotas TR A RIZTE
RELRE , WHTRABRWEEESRIESHEE, MEFMENR , 520 (Service Quotas FAEIER) #
MEERIES B,

N8R Service Quotas HRIBETABRNWEET , B UARILZERS,

— %

&% ik TR
AR S SR 5 ]
S{EMBMIEN CIDR B 5 &

the section called “Connect E3Z#] Connect ¥ Theeh € A CIDR E#k,

3%

L2y FERR EIEES

BEERFENEHFERBR 20 2

BESEnHENERFEBRRERRK 20 =

BEEHFAENBRXRKREE (EFEENE 200 £

B K BE—EHHEELNAERER)

B-ERREEMERBERNESOERBEST (3% 10,000 BB TENERAR

FEFRE) ZEHEED (SA) REITE
F4E12 (TAM) S
HE—S 18,

—i% 215


https://console.aws.amazon.com/servicequotas/home?
https://docs.aws.amazon.com/servicequotas/latest/userguide/request-quota-increase.html
https://console.aws.amazon.com/servicequotas/home/services/ec2/quotas/L-A2478D36
https://console.aws.amazon.com/servicequotas/home/services/ec2/quotas/L-43872EB7
https://console.aws.amazon.com/servicequotas/home/services/ec2/quotas/L-7111C5B1
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g TEE% EIEqES

REEK R RIE LN EE Connect HEMWBHRE 1,000 BB TEHNRERAR

HEHEHE ZERBEM (SA) BETE
F1E58 (TAM) JAEE
H— S8,

REHWEFEE LM Connect BE NS ZEEREH 5,000 B

B iEM R BB E

E-EEFTENHERA 1 B

N ERY R B3R B B2 Connect E#248 BA B AV 3R B R

B REERE

ERBEETREERB—EEZEE VPC ¥ VPC Ei#E,

P2 B AJHE
BEE0H R ER EsE 5,000 2
=18 VPC WERFE 5 &
BEEHREEN Y FERE 50 -
EBEEHREESHTHYSFERE 10 £
7 i EHMSE 8 B 8 2 i = — BE i B E 2 Cloud 1 )
WAN #0835 184 (CNE) 2 B ¥ &R

18 Connect E{### Connect % (GRE &i&) 4 B
E{=]

BEE@WEFER VPN £488 5 B
1@ VPN SEFRERI VPN EARE 100 B
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https://console.aws.amazon.com/servicequotas/home/services/ec2/quotas/L-A1B5A36F
https://console.aws.amazon.com/servicequotas/home/services/ec2/quotas/L-62499967
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AWS EmRiE

BR

MFZRERH IR E Site-to-Site VPN BN ERER , F/ERRR : HEBK/N, REES (TCP/
UDP), F@ERnBRNERBK. BEREREFESR , ARBFENEAERNER. ¥R VPC E
. Direct Connect BERHEFEHMEERE , RS EARHBHAERENEINER,

=1

BETAESEE VPC EENER

FETHREEEEERFE VPC EENEYH

=2

(=15 P 518 1] A [R5 Direct Connect BEHRE =

BaREERNER

&35 A B8 7T A (B3 1 B B ) B i
(Direct Connect ¥ <&ERE ) SV HTH

1B Connect E# & @ Connect ¥ (GRE &

) WNERAER

1@ Connect HEMN B HIHE LR

sk

#BEF@EKEZ 100
Gbps ( BP 100 Gbps
B A F1 100 Gbps i
)

&% 7,500,000

#BEAF@EZRZ 100
Gbps ( BP 100 Gbps
# A F1 100 Gbps i
H )

&% 7,500,000

&= 5 Gbps

&% 300,000

QGRS

RSB BR T R
ZRABET (SA) BT E
FEE (TAM) LIS
E— S8,

RSB BR T R

ZRIEHT (SA) EME
&1 (TAM) LLELE
HE— 1B,
IR IEIN R A R
ZRIEHT (SA) BRE
FE#E1E (TAM) LUELE
HE— 1.
IR BN ERR A R
ZRIEED (SA) REMTE
F&E (TAM) LU
HE— 18,

B

S

BRI ERAEEZRERA (ECMP) REZE VPN BEURBEESH VPN 8, HEMFH ECMP,

W ZA G B RERR FR AR OE

VPN E#R, FHBERBN VPN EHETXZE ECMP,

REE#{E#H (VPC = Direct Connect) B X EFTENEE , 818 Connect EERZ AR 4 @
Connect 8% ( #18 Connect JEEHNBEE RS 20 Gbps), ERAILLERER — Connect EIZH % {H

BE
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Connect ¥% |, SHiEE —E#MREE %@ Connect E#Z , KFIERFEH ECMP LUEIEESWEE,
HRFEEEER — Connect %M BGP & 2 B{EH ECMP,

WZE VPN BEREREMEERE , F28H VPN SEEHEILAE,

Direct Connect &

=g ¥R CIEGES
Direct Connect {8 & 8 /Y BB & 20 B
S {E R ERYE# Direct Connect B2 6 B

R XE#EN (MTU)

- BEERN MTU RAFFBBRERNEAHIKRD S THEABEN), EHEH MTUBKX , BE—H
DEEEENERtHZS, EiHnFEZE 8500 Lt MTU , AR VPCs, Direct Connect, Transit
Gateway Connect M¥1&#E#E ( [BiHRK. EiFHBEM Cloud WAN ¥EE# ) 2BNRE. VPN ER
FRE T #ER 1500 BTN MTU,

- RRVPCHESEEEBUGERABRMEER , VPC HEEENERFE BN MTU XN RE RS
BHFELFUBERENT LR, AREFMME VPC , LBEERKXNTFEEMERERH .

- EHRESRFMITAEHINERERAN (MSS) REl, MEFMER , 552H RFC879,

. W% MTU WS A LA VPN BEESHBER | 528 (AWS Site-to-Site VPN R E18) hlE
KEHE L (MTU),

- EHFERERE VPC M Connect E#Z L EAREN IR MTU #R3%& (PMTUD), Sk
JEFRAG_NEEDED® & ICMPv4 &% ICMPVv6 Packet Too Big (PTB) HBEX£ . HEEET
3 & Site-to-site VPN, Direct Connect ¥ &iE# F# PMTUD, MFERE MTU IREMWEFMER ,
=28 (Amazon VPC FAEIER) HMEE MTU IRE
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https://docs.aws.amazon.com/vpn/latest/s2svpn/vpn-limits.html#vpn-quotas-bandwidth
https://tools.ietf.org/html/rfc879
https://docs.aws.amazon.com/vpn/latest/s2svpn/vpn-limits.html#vpn-quotas-mtu
https://docs.aws.amazon.com/vpn/latest/s2svpn/vpn-limits.html#vpn-quotas-mtu
https://docs.aws.amazon.com/vpc/latest/userguide/path_mtu_discovery.html
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AWS EmRiE

Z MBI

(® Note

BaREZREXTRTEANRSARRZAMERRERARR. BMENEBRERE T
SHEERG, MBEREFROFMER , BFRIBEN RP RS REBMERK,

=L
BEERREN SR EEESE

BEEHRENSHEEERTHE

1@ VPC 1Y % R85 1 120 Ba it

BESHFENFEN IGMPV2 2R EEFER
B RIR

BEERFESBEAFANTEN IGMPV2 Z
MEXFEKE

BERENEASHEZRILE
BETHESNSHEERAREILE
BERESVHIH LR (DR 10 EEKE)
BERESVHIE LR (AR 10 EEKE )

i

20

10,000

20

10,000

100

1 Gbps
20 Gbps
75,000

15,000

GG

EBRIRNERRER
ZEREED (SA) RETE
F4EE2 (TAM) JAE{E
HE— S8,

RIS RR S R
ZRIEHT (SA) EMTE
F&E (TAM) LB
HE— 1B,

BB TR AR
ZEHEEM (SA) RETHE
F S (TAM) LUE#E
HE— 8,

A

ol

O D D

7|

ZEERx
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28 & QGRS
BURBHSER (DR 10 EEEE ) 2,500, 000 B
BURBHIBER (KR 10 EEKE ) 500,000 =)

AWS Network Manager

&% s THE
S8 2 BBH AWS 1R 5 z
SELRBENEE 200 2
S1E2 RBH 0 ER 200 2
SELBBBEHOEAS 200 2
S{E2 RBHH0ER 500 =
BN E IR

MEFEFHMES  F2ETIRE

{AWS Site-to-Site VPN £A&Em) F#Y Site-to-Site VPN FiE
{Amazon VPC £ &R ) I Amazon VPC Bl
{AWS Direct Connect iEF#&EF) #H#Y Direct Connect BL 8
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https://docs.aws.amazon.com/vpn/latest/s2svpn/vpn-limits.html
https://docs.aws.amazon.com/vpc/latest/userguide/amazon-vpc-limits.html
https://docs.aws.amazon.com/directconnect/latest/UserGuide/limits.html
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AWS EmRiE

& FE R X EIERC &

T R A FER AR

-3:J
BRI A BER A IR B

Client VPN E#z

S AR AN 0 B

BRFEENMEXE

A8 % B BB 1

SEXENRZERE

AWS S FiEE 8

AWS EiFERE B

B FEBRERR

DU

FAUBKRAERNEA

(PBR) MBUERE BT , BIEXK
R E A 1P sy, EREER
BRBESHEBY K BER

FEEIARE,

1 Client VPN & |, j5EL
BB ELEZE Client VPN 5%,

REBMAKADEBER |, 2
B E RSN E R EENE
B A0 B Ao
EEEREELNNEXE
LU HI#ITFr B R E /R encr

yption-in-transit,

BIUMREKEERE LB
EEZEHEE AWS Network
Firewall,

ERETUNEEEDERRE
VPCs 2& &£ 8l

EFEEARRE.
BERFEREXEERRER
BRF A WREERNCHE
B B 2 B R R E

ERABRENRREEREE
MENRERRE  UEABREYHE

B

2026 7 A 28 H

2026 54 A 20 H

2025 11 A 20 H

2025 11 A 20 H

20256 A 16 B

2024 9 A 25 H

20238 A 14 H

20227 H14 8

20227 A13 H
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https://docs.aws.amazon.com/vpc/latest/tgw/metering-policy.html
https://docs.aws.amazon.com/vpc/latest/tgw/tgw-encryption-support.html
https://docs.aws.amazon.com/vpc/latest/tgw/tgw-nf-fw.html
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https://docs.aws.amazon.com/vpc/latest/tgw/tgw-flow-logs.html
https://docs.aws.amazon.com/vpc/latest/tgw/tgw-policy-tables.html
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Network Manager £ & 5F

HEEE

Transit Gateway Connect

RfERE

FERESZER

S 8 E /K CloudWatch

Network Manager Route
Analyzer

HEEEZ

ZHEEXE

15 )08 28 2 SR B PR M AR
RENEH.

Network Manager =& LA %& 3L
EENAREYL , TEREME
AWS Transit Gateway £ #&
B,

BRI ERRNEESS |, B
HEHRENHFER.

&R BAE VPC R#I{TRY S M
BHEE=FERRIEBEL
E#Ro

A LAE VPC E# LR AR R
B, SIHRRE OREREE
ENMER T A RS,

RS EERREERBHRT

== oo

m?ﬁlﬁio

A M Bl R ER A REE
Ho

& 7] LAwe 43 {8 B S e B B 4
B CloudWatch 18,

AL EE KBRS TER
FIERE R P RYER o

AN RS —EEETE
B B Y F B4R

B FiEX ZEEAmER VPC

B 7% 2 BB S HEER
B YEAZHEERAR,
HETEREEAZEERE
TERABEENRE,

202112 H2H

202112 A1H

2020 £12 A 10 H

2020 £ 10 A 29 H

2020 8 A 24 H

2020 8 A 24 H

2020 7 A6 H

20205 A4 H

2019 % 12 A3 H

2019 % 12 A3 H
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https://docs.aws.amazon.com/vpc/latest/tgw/tgw-peering.html
https://docs.aws.amazon.com/vpc/latest/tgw/tgw-connect.html
https://docs.aws.amazon.com/vpc/latest/tgw/tgw-transit-gateways.html#tgw-modifying
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