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« CRL NAREM. MEFHMET , 5528 (AWS Client VPN BIEEERE) T A FiRE L EED
Client VPN i 2,

RAPmEEEHE )28 TAP-Windows ST HE 1 BFEFABWER TELR
il

AWS IBEM A FIRE L EIEZ Client VPN %2, BEFEAERRAFPEETRTHERBRASR . "HRKEL
88 TAP-Windows #2385, &BAaIE "B > AR -> TAP-Windows -> AR -> g TAP-
Windows E#Z ARBENE .1 , EREXFBEEIL TAP-Windows NMHEF.

R
ST LABRELT B H A — (B 5 2 8 B4R SR AR R R R

- EFRE TAP-Windows N E .
o BEFRY TAP-Windows EEEFEX,
« B K TAP-Windows T E .

A FmFEEMNEERE
ik

AWS UK A FiR EEERERE Client VPN in % |, BEFEEFNERMRE,

FAFmREEEEE T8E TAP-Windows N EF.1 BFABNER TER 48
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AWS Client VPN

ERAEER

R &A
BIWEENRRTERATIER ]

o IR E RS ARIER B ERRABRE
« DNS ¥ EB T SMETA IP bk,
« OpenVPN RIEREF EEER i EFEZD R,

BRI

BRELNEMSEREEBRER, BEM Client VPN EEERFHELBERPH remote IS AR

ABERE P ik, EWASE VPN AR RREPEZEPENER K ARBRERER
VPN T{ERE BB E AR

VPN EERFEINER

G2l

E#RZE Client VPN 2665 , AP iR EAE R,

R&A

TAP-Windows RZHELNEM L. FELKEBTEEHTAF iR,
R R

BEHHIT AWS REMNAFIRTRER , UREMESXENEMKME,

FERARXEEZRE

L=l

£ Windows 7 £, AWS R A Fin A SE 8 E SRR RE,

R&A

BB EREZE NET Framework 4.7.2 RESRA, ERHMTHAFRNLEER,

R B

LA i AWS

VPN EERFENER

49
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EFYIT AWS RENAFPREZRREN , LRERBALENRKNE.
Fﬁ ﬁuﬁﬁ/\\\ /iﬁ E ﬁ

il

ERMEM AWS RENAFRERELHRER , BETIHER.

The config should have either cert and key or auth-user-pass specified.

REH
R Client VPN ImEFERARE S 28T , BIERE (ovpn) BERETSIEHFHEEN TR,

R R
FAATEEILR Client VPN EEERAFmBRNESRVNESHEER. WFEFMEF , F2H (AWS

Client VPN EEE3EE) FRYE H A FimiERE,

VPN E2iRFEEH B BNERR

Ll

VPN g ENER YR RREALE - "VPN EREREKL  RAGKEERNAKER U TEHEE
B, FAEMHH VPN E#R. o

E&H
TAP-Windows B33~ 2 X ENHER,
RAR

MR TFDescriptionB{ AR , FBEELBER TAP-Windows #2838 | REFH AT AWS =REM A
Fin&e#ERERX , ULEMELENHEMKE,

C:\Users\jdoe> ipconfig /all

Ethernet adapter Ethernet 2:

Media State . . . . . . . . . . . : Media disconnected
Connection-specific DNS Suffix

AFREEEMRER 50
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Description . . . . . . . . . . . : AWS VPN Client TAP-Windows Adapter V9
Physical Address. . . . . . . . . : @0-FF-50-ED-5A-DE

DHCP Enabled. . . . . . . . . : Yes

Autoconfiguration Enabled . .« . . : Yes

EER Windows 10 = 11 B9 Dell PC L4+ R FinE 1
Bl

T Windows 10 5 11 B L Dell PC (E EHMETH) b BEABRERFKKEA VPN B4
ERE  TEERLEEMNER. MRBLENEE , £22E AWS BREHNWAFIKAFETERMTHA
B

System.AccessViolationException: Attempted to read or write protected memory. This is
often an indication that other memory is corrupt.
at System.Data.SQLite.UnsafeNativeMethods.sqlite3_open_interop(Byte[] utf8Filename,
Int32 flags, IntPtr& db)
at System.Data.SQLite.SQLite3.0pen(String strFilename, SQLiteConnectionFlags
connectionFlags, SQLiteOpenFlagsEnum openFlags, Int32 maxPoolSize, Boolean usePool)
at System.Data.SQLite.SQLiteConnection.Open()
at
STCommonShellIntegration.DataShellManagement.CreateNewConnection(SQLiteConnection&
newConnection)
at STCommonShellIntegration.DataShellManagement.InitConfiguration(Dictionary 2
targetSettings)
at DBROverlayIcon.DBRBackupOverlayIcon.initComponent()

R &

Windows 10 #1 11 F#Y Dell Backup and Recovery RiAAIeE 2 EBHEL AWS FriREA B IR EZR |, 45

BIRET 5 =18 DLLsHYE 2R :

« DBRShellExtension.dll
« DBROverlaylconBackuped.dll
+ DBROverlaylconNotBackuped.dll

RRF R
ATHZIUERE 6 BAEREHAFIRE AWS RFRANAFiK, Bl AWS Client VPN T& , &1
IMEBRHORA |, BEARERITR.

1EfE A Windows 10 = 11 B Dell PC L4 R F ik s

51


https://aws.amazon.com/vpn/client-vpn-download/

AWS Client VPN EREER

sk, BT T HIMESR

- MREFEARZ Dell Backup and Recovery FEARER , FRLEAZHTIR. —® Dell REXEEHH
A EE B RNERAEX PR,
- MREREFEA Dell Backup and Recovery FEARER , MIREEFLEE , MHEHKIR—LEE, W

REFHLEABERES , ITLUMBRKEFH TS DLLER, B2 , FFEE , IE2MS Dell Backup
and Recovery F& A2\ B LR E 1k,
MR E T H DLL FER

1. BIfE Windows #& =42 & it 2B 2| Dell Backup and Recovery HEZ £ E, WEAERNBEES LS
ETHMNE , BRAREEEESFRERER,

C:\Program Files (x86)\Dell Backup and Recovery\Components\Shell

2. RZEBEHFHMERTSI DLLER  AEFHRELER, FM—HBFESEELERELH
AO

« DBRShellExtension.dll
» DBROverlaylconBackuped.dll
» DBROverlaylconNotBackuped.dll

FALEBEEREBERMLE "bak, REFGRELER , HlH
DBROverlaylconBackuped.dll.bak,

OpenVPN GUI

THIHER B E A E1E Windows 10 AR (64 {7t) M Windows Server 2016 (64 7t) &Y
OpenVPN GUI E#& 11.10.0.0 F 11.11.0.0 iR = &8 A1

HEERBEEERN TIINE,
C:\Users\User\OpenVPN\config
ERBFRETERNTIE

C:\Users\User\OpenVPN\log
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ERAEER

OpenVPN Connect Client

T 5 FEZE & EE Windows 10 SRR (64 f27T) 1 Windows Server 2016 (64 {7T) B

OpenVPN Connect Client 288 2.6.0.100 1 2.7.1.101 MR L&BRIFE.

HEERREEERN TIVE,
C:\Users\User\AppData\Roaming\OpenVPN Connect\profile
ERAFREEERN TIMVE,

C:\Users\User\AppData\Roaming\OpenVPN Connect\logs

#EAMEAT DNS
R

EARAY , WHETHIEHER.

Transport Error: DNS resolve error on 'cvpn-endpoint-xyz123.prod.clientvpn.us-
east-1.amazonaws.com (http://cvpn-endpoint-xyz123.prod.clientvpn.us-
east-1.amazonaws.com/)' for UDP session: No such host is known.

R &A

LA DNS &%, AF IR /27 DNS BB uimE N LFEH#F S | BABrIE DNS REL ; ~i8 , RERF

im A EIER M.

R B

2B (AWS Client VPN EE&1Er) FEEEN Client VPN inE DNS & BRI BRI R,

Bk PKI Bl
Gl

BREAXES 2 8E Client VPN imBAER KK , WHBIR TSR,

FATAL:CLIENT_EXCEPTION: connect error: Missing External PKI alias

OpenVPN Connect Client

53


https://docs.aws.amazon.com/vpn/latest/clientvpn-admin/troubleshooting.html#resolve-host-name
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R &A

OpenVPN Connect Client M E —EBEAWEE , cREHECARES I REBETRE. WRERE
RTTEAFHESRNEE , BB RHK,

PSS

£ Client VPN {HEERERPIEERMEAFIm W AEE , REASFEREE A OpenVPN Connect Client
g, ZEULUERATENAFY , I OpenVPN GUI A F % (v11.12.0.0) 5 Viscosity f F i
(V.1 714)0

¥ B macOS A F %A AWS Client VPN E#RHETHED

LU B e st RSN EER macOS A F iRl AR B BIRV BB RM TR EF. FARELNIT
P Ui B9 BT RR A o

AWS REN A FiRSEH B&E

AWS RENAFHRERIEMHKR , YREFREESER LN TIILE

8
f"|||
I

/Users/username/.config/AWSVPNClient/logs

LTRAANBERER .

- ERRERAF . SsEAENMEEEH. ELAFNFTEEML aws_vpn_client_'s

« OpenVPN H&f : @& OpenVPN BFWiEBEEN. ELHAFNFEE ML
'ovpn_aws_vpn_client_'s

AWS R R FimtE A A P st B X RATRIRE. BHEXBREFEEROTINVE

/var/log/AWSVPNClient/AcvcHelperErrlLog.txt
/var/log/AWSVPNClient/AcvcHelperOutLog.txt

AWS REWAFHEREEERFRELER LA TIVE

/Users/username/.config/AWSVPNClient/OpenVpnConfigs

B B £ &
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AWS Client VPN ERERER
- AP ImEEER

- AP FHEENEEIRE

- BFmEERVRER

- BEEXTEAMNEHR

* Tunnelblick

- R REHEE L 'AES-256-GCM!'
- EREILEELEE

- BREWER S E (EKV)

- BERERE

* OpenVPN

« fEEMEANT DNS

F i S R AR

Gif:]

AWS REH A FiREEERE Client VPN R,
R&A

B BENRRTERS THEH—5

« % —1E8 OpenVPN RERFEELNERK LT , EFMHLEAFRETERE,
- BHVAERE (ovpn) EREN,

R B

BEEEENEM LEEEHM OpenVPN EARREEHT. WIRE , FELIERELER , A
#BBEXREFERE Client VPN %8, % OpenVPN BisHHIEEERIER , W EREH Client VPN B
ERTBTHENR :

- HEERTETRNAFRESRTRR, WEFHMEN , 528 (AWS Client VPN BEEE5/) &
B [E 5 B B imAE RE,

o CRL NAREM. MNEHMES , 528 (AWS Client VPN BIEEIER) PTHWAFHE L EEZ
Client VPN %2,

R FinfRE R 55
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AWS Client VPN ERERER
A FimFREEMEERE

[

AWS 2N A FIHEREERELMLEE Client VPN 5% |, EEREEIMEZIRE,
RE&H

EBYNEENFERTEATHEP—IF :

o IR E RS RIELR B HBBRABRE

« DNS BB ZHBITA IP #uit,

« OpenVPN BREREFEEERHAMEREZEIRE,

RRF R

RELNEMCEREEBER, FEM Client VPN BEEERFEALBERPMN remote BT AU
RAEVW P ik, EWAILE VPN AFIRAEPEEPENER , ARBRXERER , APE AWS
VPN TR BBV ERR

R P s LR R ER

il

ERMER AWS RENAFRERBUHRER , BETIHER.

The config should have either cert and key or auth-user-pass specified.

R &A

R Client VPN in B EARE S 7 5RE , AIERE (ovpn) BERETEITEAFRBREMEER,

PSS
FATEESK Client VPN EXE SR AFHBENTRNESABER. NFHBEFR  F2H (AWS

Client VPN B E1E5/) M EHFH FimiazE,
HMBEXN T EANEHR

Gl

RAFm-FEEMERRE 56
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ERERERE VPN B | HIR TS8R,

AWS VPN Client Helper Tool is required to establish the connection.

B
S

RITR

3

BT HHEBM AWS re : Post IXE, AWS VPN BFi% - thBiiE X TE AN EHEE

Tunnelblick

T3 FEZ T & A E 7 macOS High Sierra 10.13.6 Mix#Y Tunnelblick BX 38 3.7.8 ix (#%2 5180) L&KiB
R

AEHEBNEEERRTESESRN TINE
/Users/username/Library/Application Support/Tunnelblick/Configurations
HABEBNEBEREEERN TIE

/Library/Application Support/Tunnelblick/Shared

ERARREFEERN TIVE

/Library/Application Support/Tunnelblick/Logs

EERS AFFHMEE |, BB Tunnelblick FEATREN, #IF Settings (FRE) , AR FTE VPN log level
(VPN B55B#%) f1E.

BB B IGER & 'AES-256-GCM!
Gk
ERAH , BT AT AR TSI,

2019-04-11 09:37:14 Cipher algorithm 'AES-256-GCM' not found
2019-04-11 09:37:14 Exiting due to fatal error

R &
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FERARXERANRTXBEREESE AES-256-GCM #Y OpenVPN kR4S,

RIS B
AT TR | ZEHBR OpenVPN M :

1. BARX Tunnelblick FEAER.

2. EIERTE,

3. ¥ OpenVPN version (OpenVPN R ZA) , 551 2.4.6 - OpenSSL version is v1.0.2q (2.4.6 -
OpenSSL fxZA< 2 v1.0.2q).

IR T IE B FEI B 5%
Gk
BRAH | W AT ERTHIEE,

MANAGEMENT: >STATE:1559117927,WAIT,,,,,,

MANAGEMENT: >STATE:1559117928,AUTH,,,,,,

TLS: Initial packet from [AF_INET]3.217.107.5:443, sid=df19e70f a992cda3
VERIFY OK: depth=1, CN=server-certificate

VERIFY KU OK

Validating certificate extended key usage

Certificate has EKU (str) TLS Web Server Authentication, expects TLS Web Server
Authentication

VERIFY EKU OK

VERIFY OK: depth=0, CN=server-cvpn

Connection reset, restarting [0]

SIGUSR1[soft,connection-reset] received, process restarting

RE
FAFHEROHRE. EXRER  ERSELOE  YBRUEARBRER.
BRT

EIH) Client VPN B2 8 BRI B,

B S|EM A (EKU)

[
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ERRAY , W AP ERTHER,

TLS: Initial packet from [AF_INET]50.19.205.135:443, sid=29f2c917 4856ad34
VERIFY OK: depth=2, 0=Digital Signature Trust Co., CN=DST Root CA X3
VERIFY OK: depth=1, C=US, O=Let's Encrypt, CN=Let's Encrypt Authority X3
VERIFY KU OK
Validating certificate extended key usage
++ Certificate has EKU (str) TLS Web Server Authentication, expects TLS Web Server
Authentication
VERIFY EKU OK
VERIFY OK: depth=0, CN=cvpn-lab.myrandomnotes.com (http://cvpn-lab.myrandomnotes.com/)
Connection reset, restarting [0]
SIGUSR1[soft,connection-reset] received, process restarting
MANAGEMENT: >STATE:1559138717,RECONNECTING, connection-reset,,,,,

R &A

AR STRERN. TR, AFRSSRIBAYR , RAAFHRBECHARARSEZS I RENEETER
EA A E (EKU) Bz,

BRI

FRELAEANRERNAFRRBREMNTIR. MAXE , FREM Clent VPN EEERF. MREE
EERAMARSEERE , MIEAFREBRIERE Client VPN imF | EA e £ IR,

18 5 B IR R
Bk
ARBRERYD  BAFSKIPRBAR , LET THEE

WARNING: “Connection reset, restarting [@] , SIGUSR1[soft,connection-reset] received,
process restarting”

5 Y53
AFmBRAREE B,
R TT B

BRK Client VPN EEEERFMAFIREE.
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OpenVPN

T A FER B & A 24 macOS High Sierra 10.13.6 9 OpenVPN Connect Client 8 2.7.1.100 ix t
R BIE .

HEEREFEERNTIINE

/Library/Application Support/OpenVPN/profile

EiRAREEFEERNTINE

Library/Application Support/OpenVPN/log/connection_name.log

LA DNS
Gk
ERAH , LHBTHIHER,

Mon Jul 15 13:07:17 2019 Transport Error: DNS resolve error on 'cvpn-

endpoint-1234.prod.clientvpn.us-east-1.amazonaws.com' for UDP session: Host not found
(authoritative)

Mon Jul 15 13:07:17 2019 Client terminated, restarting in 2000 ms...

Mon Jul 15 13:07:18 2019 CONNECTION_TIMEOUT [FATAL-ERR]

Mon Jul 15 13:07:18 2019 DISCONNECTED

Mon Jul 15 13:07:18 2019 >FATAL:CONNECTION_TIMEOUT

RE&
OpenVPN Connect 4T Client VPN DNS &7,
fRIRF R

B2E (AWS Client VPN BB E15®8) P HEEHN Client VPN Ui 2 DNS BB EERA R

¥ERA Linux ZLH FisaY AWS Client VPN E #3117 E 2 B

BUT B Est RSN EER Linux AP RS ATEBIINEBERM THEER, FRELITHNE
i B S #T R A o

f"|||
I
i

OpenVPN 60
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AWS Client VPN EREER
&

- AWS RN AF RSB

- DNS EHEBETERM nameserver

« OpenVPN (@5 %l)

- FBBEEEEN OpenVPN (GUI)

AWS R A FinS4 B
AWS 1A R F iR eSS R AR R R ERRN THLE -

/home/username/.config/AWSVPNClient/

AWS RENRAFRHBHEXNEFES AFERFREERENTIME

/var/log/aws-vpn-client/

Blgn | FBAIUMET I BEFIER , £ DNS L/THESBHSREBUER KRR ¢

« /var/log/aws-vpn-client/configure-dns-up.log

 /var/log/aws-vpn-client/configure-dns-down.log

DNS & E® 2 XM nameserver
il

EREEERT , B VPN Eifz% , DNS EHNEAARNRAEBBAKRESE , mT284
ClientVPN % 258 E B & FB R IR ES -

R &

A Fing B systemd-resolved B , & Linux R LREHRTE , 1£5 DNS BB D LIS, H
FRRFEEER ClientVPN im B H#EEH DNS fRIARES. BHAERBEMNRERER systemd-resolved 785
ClientVPN in B iR HtH) DNS RRSERERSBEIERF. HRiHt , CEERARBMHMEABRKE LA
XERIRE DNS RREEE. Hit , i1 DNS ARSBTEMALERSEBEIERF , M AR DNS
B,

AWS RHEN B FiREH BE 61
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R R

1. % OpenVPN {HEREE —TH B U TR , #ARFE DNS EHHEEE VPN BE,

dhcp-option DOMAIN-ROUTE .

2. f{#H systemd-resolved RN EZREXNENER. FERERKRLIIT TGS , B /etc/
resolv.conf £ /run/systemd/resolve/stub-resolv.conf BAFERIER,

sudo 1n -sf /run/systemd/resolve/stub-resolv.conf /etc/resolv.conf

3. (BRA) WRETFEL systemd-resolved RIE DNS &7 , MEEREHEZEEXZTEIRN DNS &
BEMRSS , Al /etc/resolv.conf & /run/systemd/resolve/resolv.conf HEFRIE
o

sudo 1n -sf /run/systemd/resolve/resolv.conf /etc/resolv.conf

BRLHMTUER , UESHE W DNS EIEIRER, {EBI/TE DNS 3%E. DNSec Bl ZERIB
systemd-resolved {04, EXREEMERE VPN BFEATLEICHEER /A DNS 0 | 1#E1E
BRIBH. fflan , BHFE VPC FagEE —EFAE DNS #iriExX , HPh G2 UM ARLE IP W
www.example.com it#k. LLEBTAREBERAMTALE IP B www.example.com 2B #o

OpenVPN (&5 %1)

B8

K% DNS T EEE |, PRAEREEEEEE,

RRA

ZR7E Client VPN i3 £ 5% E DNS fAfRss , A2 A FimEie K& %A RER.
R &

EEATYZRRBE DNS ARFREEREREFEEE,

1. F5TEE DNS fAfREFEE FER B, EUTEFP , & —17EE DNS fAfRss 192.168.0.2
(7 Client VPN i% B ERTE),

Mon Apr 15 21:26:55 2019 us=274574 SENT CONTROL [server]: 'PUSH_REQUEST' (status=1)
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WRRMon Apr 15 21:26:55 2019 us=276082 PUSH: Received control message:
'PUSH_REPLY, redirect-gateway defl bypass-dhcp,dhcp-option DNS 192.168.0.2,route-

gateway 10.0.0.97,topology subnet,ping 1,ping-restart 20, auth-token,ifconfig
10.0.0.98 255.255.255.224,peer-id 0

WRKIEEET DNS [FRES , FEREH Client VPN BEE S8 Client VPN # 2, | #EE A
Client VPN %25 E DNS fABR2S (Hl#n VPC DNS AARES). MEFMET , 5528 (AWS Client
VPN EEE1ERE) #H Client VPN % 3,

2. FHITH&GT , EEREK resolvconf £,

sudo apt list resolvconf

BHEZEEEUTRE,

Listing... Done
resolvconf/bionic-updates,now 1.79ubuntul®.18.04.3 all [installed]

WRARE , BEAUTHIREE.
sudo apt install resolvconf

3. EX FimEEzR P FHRK Client VPN AREER (ovpn BR) , ARIE T IEIT,

script-security 2
up /etc/openvpn/update-resolv-conf
down /etc/openvpn/update-resolv-conf

WEHFELUER resolvconf ETBRACHWUA, BFEEZZSEUTINIT,

Mon Apr 15 21:33:52 2019 us=795388 /etc/openvpn/update-resolv-conf tun@® 1500 1552
10.0.0.98 255.255.255.224 init
dhcp-option DNS 192.168.0.2

EBREEEEESM OpenVPN (GUI)
ERE

£ EES OpenVPN f Fimhy | EARKR , I HE TIER

EiBEREEEH OpenVPN (GUI) 63
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Apr 15 17:11:07 OpenVPN 2.4.4 x86_64-pc-linux-gnu [SSL (OpenSSL)] [LzO] [LZ4] [EPOLL]
[PKCS11] [MH/PKTINFO] [AEAD] built on Sep 5 2018

Apr 15 17:11:07 1library versions: OpenSSL 1.1.0g 2 Nov 2017, LZO 2.08

Apr 15 17:11:07 RESOLVE: Cannot resolve host address: cvpn-

endpoint-1234.prod.clientvpn.us-east-1.amazonaws.com:443 (Name or service not known)

Apr 15 17:11:07 RESOLVE: Cannot resolve host

Apr 15 17:11:07 Could not determine IPv4/IPv6 protocol

R &

remote-random-hostname EEFE4 % , BAF®&EZELMEA network-manager-gnome E4 i
TIER,

R B

B2 (AWS Client VPN BEEE15r) FEEMNT Client VPN w2 DNS BENRRA R,

SEHHEREE RV AWS Client VPN B2

LT REEFERAFIHERE Client VPN iwEE | AIAEEBIIMNE RRERE,
TLS €835 KM

GE

TLS RS kB , 3 HIE T HIEEES,

TLS key negotiation failed to occur within 6@ seconds (check your network connectivity)
TLS Error: TLS handshake failed

R &A
B EENRE TS TSI HP—I]

o BrAGEER BIEEE UDP = TCP &,
- IREHARE (ovpn) BRPFEH TR EEN AP RSBAEBE.
- AFmBEMIEFE (CRL) BB,

R B

ERMEE 64
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BEEEEEMNP BRI EHHERIR 443 = 1194 LHEARESY TCP = UDP Hig, FEXR
19 Client VPN BIREEB T HIEE -

+ Client VPN i 2589 By K #8R Bll ok 3 88E 1218 443 5 1194 £#Y TCP = UDP R E.
- HEERTECENAFPHSRMNERE. MEFMENR , 528 (AWS Client VPN BEEEiEmM) +
K FE B imAERE,

« CRL AREM. MEFHMET , 5528 (AWS Client VPN BIEEEE) T A FiRE L EED
Client VPN i 2,

TLS £33 kB 65
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ERAEER

MR S RO 8%

T %R AWS Client VPN £ E 5B E#.

g5
AWS &+¥1 2178 macOS =214

A F & (5.3.0)

AWS &% Windows 1=K
Ei% (5.3.0) B8&1T

AWS 2217 Ubuntu B9 124tH

)= (5.3.0)
AWS &+¥1 2178 macOS 1214

AP (5.2.1)

AWS &3 Windows 1= #Y
Bi (5.2.2) B&7

AWS &3 Windows 1= #Y
Bi (5.2.1) B&7

AWS A2 1TH macOS 1= H

Fim (5.2.0)

AWS &3 Windows 1= #Y
Bi (5.2.0) B#&7

AWS A& Ubuntu 24/ A FiF
(5.2.0) B &1T

AWS A2 1TH macOS 1= H

Fim (5.1.0)

AWS &% Windows 1=K
Ei% (5.1.0) B8&1T

-\+

P4l

PN

W

A2 R R AMEREEUS

W

A2 R R AMEREEUS

W

2R R AMEREEUS

W

2 BB EUS

W

A2 B AMEREEUS

W

A2 B AMEREEUS

W

A2 B AMEREEUS

W

%Bﬁﬁ&ﬂifﬁﬂl

W

A2 R AMEREEUS

W

SR MRAREEIE

= 5

A2 R RAMERE RS

AE

SEFE

SEFE

SEFE

SEFE

SEFE

SEFE

SEFE

SEFE

SEFE

SEFE

B

20258 A 14 H

20258 A 14 H

20258 A 14 H

20256 A 18 H

20256 A2H

20254 A 21 H

2025 4 A8 H

2025 4 A8 H

2025 4 A8 H

2025 3 A 17 H

2025 3 A 17 H

66


https://docs.aws.amazon.com/vpn/latest/clientvpn-user/client-vpn-connect-macos-release-notes.html
https://docs.aws.amazon.com/vpn/latest/clientvpn-user/client-vpn-connect-macos-release-notes.html
https://docs.aws.amazon.com/vpn/latest/clientvpn-user/client-vpn-connect-windows-release-notes.html
https://docs.aws.amazon.com/vpn/latest/clientvpn-user/client-vpn-connect-windows-release-notes.html
https://docs.aws.amazon.com/vpn/latest/clientvpn-user/client-vpn-connect-linux-release-notes.html
https://docs.aws.amazon.com/vpn/latest/clientvpn-user/client-vpn-connect-linux-release-notes.html
https://docs.aws.amazon.com/vpn/latest/clientvpn-user/client-vpn-connect-macos-release-notes.html
https://docs.aws.amazon.com/vpn/latest/clientvpn-user/client-vpn-connect-macos-release-notes.html
https://docs.aws.amazon.com/vpn/latest/clientvpn-user/client-vpn-connect-windows-release-notes.html
https://docs.aws.amazon.com/vpn/latest/clientvpn-user/client-vpn-connect-windows-release-notes.html
https://docs.aws.amazon.com/vpn/latest/clientvpn-user/client-vpn-connect-windows-release-notes.html
https://docs.aws.amazon.com/vpn/latest/clientvpn-user/client-vpn-connect-windows-release-notes.html
https://docs.aws.amazon.com/vpn/latest/clientvpn-user/client-vpn-connect-macos-release-notes.html
https://docs.aws.amazon.com/vpn/latest/clientvpn-user/client-vpn-connect-macos-release-notes.html
https://docs.aws.amazon.com/vpn/latest/clientvpn-user/client-vpn-connect-windows-release-notes.html
https://docs.aws.amazon.com/vpn/latest/clientvpn-user/client-vpn-connect-windows-release-notes.html
https://docs.aws.amazon.com/vpn/latest/clientvpn-user/client-vpn-connect-linux-release-notes.html
https://docs.aws.amazon.com/vpn/latest/clientvpn-user/client-vpn-connect-linux-release-notes.html
https://docs.aws.amazon.com/vpn/latest/clientvpn-user/client-vpn-connect-macos-release-notes.html
https://docs.aws.amazon.com/vpn/latest/clientvpn-user/client-vpn-connect-macos-release-notes.html
https://docs.aws.amazon.com/vpn/latest/clientvpn-user/client-vpn-connect-windows-release-notes.html
https://docs.aws.amazon.com/vpn/latest/clientvpn-user/client-vpn-connect-windows-release-notes.html

AWS Client VPN

ERAEER

AWS B2 21T Ubuntu B9 124t H

Fis (5.1.0)

B BY macOS Monterey
&, WHIEEH macOS
Sonoma FI % 1&E (14.0)

E&BRY Ubuntu 18.0.4 (LTS)
# Ubuntu 20.04 LTS ( IR
AMDG64) I 8

AWS $H¥# 22178 macOS =1l
A F iR (5.0.3)

AWS &t # Windows 1R A
Fim (5.0.2) 81T

AWS $H¥# 22178 macOS =1l
AP (5.0.2)

AWS B 21T Windows Y £
AP (5.0.1)

AWS AZ1TH macOS 124 A
Fif (5.0.1)

AWS RENAFRBEESXESR

Z R EWITIELR

AWS A2 1TH macOS 124 A
Fif (5.0.0)

AWS &t# Windows 1R A
Fim (5.0.0) 81T

AWS A& Ubuntu 124/ A FiF
(5.0.0) B 84T

SRR REIEFEE

2 5

o

pu%§¥ﬁﬁﬁ§ﬂ nﬁ 22 Eﬂ Client
VPN LLEX18 macOS EK,

WMEFMERR , 5528 Client
VPN for Linux ﬁ-a‘ko

SRR EEIEFEE

2 5

o

A2 RERAMEE RS EE

3

o

A S RRAREERES

o

SEFE

3

A2 RERAMEE RS FEE

3

o

SRERAREIEFEE

2 5

o

pu n¥%ﬂ3§= nﬁ = ﬁﬁﬁﬁ
AWS $Rfit E’Jﬁﬁﬁﬁﬁ“ﬁi%jtm_

%

@O
B2 RRABREES

o

SEFE

%Ilnl

SRERAEEIEFEE

2 5

o

SRERAEEIEFEE

2 5

o

2025 3 A 17 H

2025 3 A12H

2025 3 A12H

20253 A6 H

20252 A 24 H

20252 A17 B

20251 A 30 H

20251 H22H

20251 H21H

20251 H21H

20251 H21H

2024 £11 A 12 H

67


https://docs.aws.amazon.com/vpn/latest/clientvpn-user/client-vpn-connect-linux-release-notes.html
https://docs.aws.amazon.com/vpn/latest/clientvpn-user/client-vpn-connect-linux-release-notes.html
https://docs.aws.amazon.com/vpn/latest/clientvpn-user/client-vpn-connect-macos.html#client-vpn-connect-macos-req
https://docs.aws.amazon.com/vpn/latest/clientvpn-user/client-vpn-connect-macos.html#client-vpn-connect-macos-req
https://docs.aws.amazon.com/vpn/latest/clientvpn-user/client-vpn-connect-linux.html#client-vpn-connect-linux-req
https://docs.aws.amazon.com/vpn/latest/clientvpn-user/client-vpn-connect-linux.html#client-vpn-connect-linux-req
https://docs.aws.amazon.com/vpn/latest/clientvpn-user/client-vpn-connect-macos-release-notes.html
https://docs.aws.amazon.com/vpn/latest/clientvpn-user/client-vpn-connect-macos-release-notes.html
https://docs.aws.amazon.com/vpn/latest/clientvpn-user/client-vpn-connect-windows-release-notes.html
https://docs.aws.amazon.com/vpn/latest/clientvpn-user/client-vpn-connect-windows-release-notes.html
https://docs.aws.amazon.com/vpn/latest/clientvpn-user/client-vpn-connect-macos-release-notes.html
https://docs.aws.amazon.com/vpn/latest/clientvpn-user/client-vpn-connect-macos-release-notes.html
https://docs.aws.amazon.com/vpn/latest/clientvpn-user/client-vpn-connect-windows-release-notes.html
https://docs.aws.amazon.com/vpn/latest/clientvpn-user/client-vpn-connect-windows-release-notes.html
https://docs.aws.amazon.com/vpn/latest/clientvpn-user/client-vpn-connect-macos-release-notes.html
https://docs.aws.amazon.com/vpn/latest/clientvpn-user/client-vpn-connect-macos-release-notes.html
https://docs.aws.amazon.com/vpn/latest/clientvpn-user/connect-aws-client-vpn-connect.html#support-multi
https://docs.aws.amazon.com/vpn/latest/clientvpn-user/connect-aws-client-vpn-connect.html#support-multi
https://docs.aws.amazon.com/vpn/latest/clientvpn-user/connect-aws-client-vpn-connect.html#support-multi
https://docs.aws.amazon.com/vpn/latest/clientvpn-user/client-vpn-connect-macos-release-notes.html
https://docs.aws.amazon.com/vpn/latest/clientvpn-user/client-vpn-connect-macos-release-notes.html
https://docs.aws.amazon.com/vpn/latest/clientvpn-user/client-vpn-connect-windows-release-notes.html
https://docs.aws.amazon.com/vpn/latest/clientvpn-user/client-vpn-connect-windows-release-notes.html
https://docs.aws.amazon.com/vpn/latest/clientvpn-user/client-vpn-connect-linux-release-notes.html
https://docs.aws.amazon.com/vpn/latest/clientvpn-user/client-vpn-connect-linux-release-notes.html

AWS Client VPN

ERAEER

AWS A2 1TH macOS 1=

Fif (4.1.0)

AWS B2 31T Windows Y 121

A F iR (4.1.0)

AWS A& Ubuntu 124/ A FiF
(4.1.0) BB&{T

AWS A2 1TH macOS 1= H

Fis (4.0.0)

AWS &t # Windows 1R A
Fif (4.0.0) 817

AWS B 21T Ubuntu B9 124t H

Fis (4.0.0)

AWS B 21T Ubuntu B9 124t H

Fim (3.15.1)

AWS &% Windows 121
Ei% (3.14.2) B81T

AWS $¥E1TH macOS =EH#

AP (3.12.1)

AWS B 31T Windows By 121

A% (3.14.1)

AWS B2 21T Ubuntu B9 124t H

Fim (3.15.0)

AWS &F¥ Windows 1213
Ei% (3.14.0) ©81T

AWS $¥E1TH macOS =EH#

HF# (3.12.0)

EAIPEN RS

2 5

o

A2 R R AR EUS

3

o

A2 R R AR EUS

o

3

A2 R R AR EUS

3

o

A2 R R AR EUS

3

o

A2 R R AR EUS

o

3

A2 R R AR EUS

3

o

A2 R R AMEREEUS

3

o

A2 R R AMEREEUS

o

3

%Eﬁﬁ&ﬂifﬁﬂl

w

A2 R R AMEREEUS

H

o

A2 R R AMEREEUS

o

H

EAIPEN RS

2 5

SEFE

SEFE

SEFE

SEFE

SEFE

SEFE

SEFE

SEFE

SEFE

SEFE

SEFE

SEFE

SEFE

2024 £11 A 12 H

2024 £11 A 12 H

2024 £11 A 12 H

2024 9 A 25 H

2024 9 A 25 H

2024 9 A 25 H

2024 9 A4 H

2024 9 A4 H

2024 9 A4 H

2024 8 A 22H

2024 8 A12H

2024 8 A12H

2024 8 A12H

68


https://docs.aws.amazon.com/vpn/latest/clientvpn-user/client-vpn-connect-macos-release-notes.html
https://docs.aws.amazon.com/vpn/latest/clientvpn-user/client-vpn-connect-macos-release-notes.html
https://docs.aws.amazon.com/vpn/latest/clientvpn-user/client-vpn-connect-windows-release-notes.html
https://docs.aws.amazon.com/vpn/latest/clientvpn-user/client-vpn-connect-windows-release-notes.html
https://docs.aws.amazon.com/vpn/latest/clientvpn-user/client-vpn-connect-linux-release-notes.html
https://docs.aws.amazon.com/vpn/latest/clientvpn-user/client-vpn-connect-linux-release-notes.html
https://docs.aws.amazon.com/vpn/latest/clientvpn-user/client-vpn-connect-macos-release-notes.html
https://docs.aws.amazon.com/vpn/latest/clientvpn-user/client-vpn-connect-macos-release-notes.html
https://docs.aws.amazon.com/vpn/latest/clientvpn-user/client-vpn-connect-windows-release-notes.html
https://docs.aws.amazon.com/vpn/latest/clientvpn-user/client-vpn-connect-windows-release-notes.html
https://docs.aws.amazon.com/vpn/latest/clientvpn-user/client-vpn-connect-linux-release-notes.html
https://docs.aws.amazon.com/vpn/latest/clientvpn-user/client-vpn-connect-linux-release-notes.html
https://docs.aws.amazon.com/vpn/latest/clientvpn-user/client-vpn-connect-linux-release-notes.html
https://docs.aws.amazon.com/vpn/latest/clientvpn-user/client-vpn-connect-linux-release-notes.html
https://docs.aws.amazon.com/vpn/latest/clientvpn-user/client-vpn-connect-windows-release-notes.html
https://docs.aws.amazon.com/vpn/latest/clientvpn-user/client-vpn-connect-windows-release-notes.html
https://docs.aws.amazon.com/vpn/latest/clientvpn-user/client-vpn-connect-macos-release-notes.html
https://docs.aws.amazon.com/vpn/latest/clientvpn-user/client-vpn-connect-macos-release-notes.html
https://docs.aws.amazon.com/vpn/latest/clientvpn-user/client-vpn-connect-windows-release-notes.html
https://docs.aws.amazon.com/vpn/latest/clientvpn-user/client-vpn-connect-windows-release-notes.html
https://docs.aws.amazon.com/vpn/latest/clientvpn-user/client-vpn-connect-linux-release-notes.html
https://docs.aws.amazon.com/vpn/latest/clientvpn-user/client-vpn-connect-linux-release-notes.html
https://docs.aws.amazon.com/vpn/latest/clientvpn-user/client-vpn-connect-windows-release-notes.html
https://docs.aws.amazon.com/vpn/latest/clientvpn-user/client-vpn-connect-windows-release-notes.html
https://docs.aws.amazon.com/vpn/latest/clientvpn-user/client-vpn-connect-macos-release-notes.html
https://docs.aws.amazon.com/vpn/latest/clientvpn-user/client-vpn-connect-macos-release-notes.html

AWS Client VPN

ERAEER

AWS B2 21T Ubuntu B9 124t H

Fim (3.14.0)

AWS &3 Windows 121 B
i (3.13.0) B 81T

AWS $¥E1TH macOS =EH#

FF# (3.11.0)

AWS B 31T Windows By 121

AP (3.12.1)

AWS B 21T Ubuntu B9 124t H

Fim (3.13.0)

AWS B 31T Windows By 1214

HF# (3.12.0)

AWS $¥E1TH macOS =EH#

A Fim (3.10.0)

AWS $¥E1TH macOS =EH#

AF iR (3.9.2)

AWS B 21T Ubuntu B9 124t H

Fim (3.12.2)

AWS B 31T Windows By 121

HAFE# (3.11.2)

AWS 12K macOS F Ein
(3.9.1) B8F

AWS B2 21T Ubuntu B9 124t H

Fim (3.12.1)

AWS B2 31T Windows B 1214

AP (3.11.1)

EAIPEN RS

2 5

o

A2 R R AR EUS

3

o

A2 R R AR EUS

o

3

A2 R R AR EUS

3

o

A2 R R AR EUS

3

o

A2 R R AR EUS

o

3

A2 R R AR EUS

3

o

A2 R R AMEREEUS

3

o

A2 R R AMEREEUS

o

3

%Eﬁﬁ&ﬂifﬁﬂl

w

A2 R R AMEREEUS

H

o

A2 R R AMEREEUS

o

H

EAIPEN RS

2 5

SEFE

SEFE

SEFE

SEFE

SEFE

SEFE

SEFE

SEFE

SEFE

SEFE

SEFE

SEFE

SEFE

2024 7 H29H

2024 7 H29H

2024 7 H29H

2024 57 A 18 H

2024 5 H 21 H

2024 5 H 21 H

2024 5 H 21 H

2024 54 A11 8

2024 54 A11 8

2024 54 A11 8

2024 2 A 16 B

2024 2 A 16 B

2024 2 A 16 B

69


https://docs.aws.amazon.com/vpn/latest/clientvpn-user/client-vpn-connect-linux-release-notes.html
https://docs.aws.amazon.com/vpn/latest/clientvpn-user/client-vpn-connect-linux-release-notes.html
https://docs.aws.amazon.com/vpn/latest/clientvpn-user/client-vpn-connect-windows-release-notes.html
https://docs.aws.amazon.com/vpn/latest/clientvpn-user/client-vpn-connect-windows-release-notes.html
https://docs.aws.amazon.com/vpn/latest/clientvpn-user/client-vpn-connect-macos-release-notes.html
https://docs.aws.amazon.com/vpn/latest/clientvpn-user/client-vpn-connect-macos-release-notes.html
https://docs.aws.amazon.com/vpn/latest/clientvpn-user/client-vpn-connect-windows-release-notes.html
https://docs.aws.amazon.com/vpn/latest/clientvpn-user/client-vpn-connect-windows-release-notes.html
https://docs.aws.amazon.com/vpn/latest/clientvpn-user/client-vpn-connect-linux-release-notes.html
https://docs.aws.amazon.com/vpn/latest/clientvpn-user/client-vpn-connect-linux-release-notes.html
https://docs.aws.amazon.com/vpn/latest/clientvpn-user/client-vpn-connect-windows-release-notes.html
https://docs.aws.amazon.com/vpn/latest/clientvpn-user/client-vpn-connect-windows-release-notes.html
https://docs.aws.amazon.com/vpn/latest/clientvpn-user/client-vpn-connect-macos-release-notes.html
https://docs.aws.amazon.com/vpn/latest/clientvpn-user/client-vpn-connect-macos-release-notes.html
https://docs.aws.amazon.com/vpn/latest/clientvpn-user/client-vpn-connect-macos-release-notes.html
https://docs.aws.amazon.com/vpn/latest/clientvpn-user/client-vpn-connect-macos-release-notes.html
https://docs.aws.amazon.com/vpn/latest/clientvpn-user/client-vpn-connect-linux-release-notes.html
https://docs.aws.amazon.com/vpn/latest/clientvpn-user/client-vpn-connect-linux-release-notes.html
https://docs.aws.amazon.com/vpn/latest/clientvpn-user/client-vpn-connect-windows-release-notes.html
https://docs.aws.amazon.com/vpn/latest/clientvpn-user/client-vpn-connect-windows-release-notes.html
https://docs.aws.amazon.com/vpn/latest/clientvpn-user/client-vpn-connect-macos-release-notes.html
https://docs.aws.amazon.com/vpn/latest/clientvpn-user/client-vpn-connect-macos-release-notes.html
https://docs.aws.amazon.com/vpn/latest/clientvpn-user/client-vpn-connect-linux-release-notes.html
https://docs.aws.amazon.com/vpn/latest/clientvpn-user/client-vpn-connect-linux-release-notes.html
https://docs.aws.amazon.com/vpn/latest/clientvpn-user/client-vpn-connect-windows-release-notes.html
https://docs.aws.amazon.com/vpn/latest/clientvpn-user/client-vpn-connect-windows-release-notes.html

AWS Client VPN

ERAEER

AWS Ubuntu 2 A B im
(3.12.0) B 847

AWS A2 1TH macOS 1= H

Fir (3.9.0)

AWS B 31T Windows By 121

A Fim (3.11.0)

AWS B2 21T Ubuntu B9 124t H

Fim (3.11.0)

AWS B 21T Ubuntu B9 124t H

Fim (3.10.0)

AWS B 21T Ubuntu B9 124t H

Fir (3.9.0)

AWS A2 1TH macOS 1= H

F i (3.8.0)

AWS B 31T Windows By 121

A Fim (3.10.0)

AWS B 31T Windows By 121

A Fim (3.9.0)

AWS B 21T Ubuntu B9 124t H

F i (3.8.0)

AWS A2 1TH macOS 1=

Fis (3.7.0)

AWS B 31T Windows By 1214

A Fim (3.8.0)

AWS B2 31T Windows B 1214

AP (3.7.0)

EAIPEN RS

2 5

o

A2 R R AR EUS

3

o

A2 R R AR EUS

o

3

A2 R R AR EUS

3

o

A2 R R AR EUS

3

o

A2 R R AR EUS

o

3

A2 R R AR EUS

3

o

%Eﬁﬁ&ﬂifﬁﬂl

w

A2 R R AMEREEUS

o

3

A2 R R AMEREEUS

3

o

A2 R R AMEREEUS

H

o

A2 R R AMEREEUS

o

H

EAIPEN RS

2 5

SEFE

SEFE

SEFE

SEFE

SEFE

SEFE

SEFE

SEFE

SEFE

SEFE

SEFE

SEFE

SEFE

202312 A 19 H

2023 12 A6 H

2023 12 A6 H

2023 12 A6 H

2023 12 A6 H

2023 8 A 24 H

2023 8 A 24 H

2023 8 A 24 H

20238 A3 H

20238 A3 H

20238 A3 H

2023 7 H15H

2023 7 H15H

70


https://docs.aws.amazon.com/vpn/latest/clientvpn-user/client-vpn-connect-linux-release-notes.html
https://docs.aws.amazon.com/vpn/latest/clientvpn-user/client-vpn-connect-linux-release-notes.html
https://docs.aws.amazon.com/vpn/latest/clientvpn-user/client-vpn-connect-macos-release-notes.html
https://docs.aws.amazon.com/vpn/latest/clientvpn-user/client-vpn-connect-macos-release-notes.html
https://docs.aws.amazon.com/vpn/latest/clientvpn-user/client-vpn-connect-windows-release-notes.html
https://docs.aws.amazon.com/vpn/latest/clientvpn-user/client-vpn-connect-windows-release-notes.html
https://docs.aws.amazon.com/vpn/latest/clientvpn-user/client-vpn-connect-linux-release-notes.html
https://docs.aws.amazon.com/vpn/latest/clientvpn-user/client-vpn-connect-linux-release-notes.html
https://docs.aws.amazon.com/vpn/latest/clientvpn-user/client-vpn-connect-linux-release-notes.html
https://docs.aws.amazon.com/vpn/latest/clientvpn-user/client-vpn-connect-linux-release-notes.html
https://docs.aws.amazon.com/vpn/latest/clientvpn-user/client-vpn-connect-linux-release-notes.html
https://docs.aws.amazon.com/vpn/latest/clientvpn-user/client-vpn-connect-linux-release-notes.html
https://docs.aws.amazon.com/vpn/latest/clientvpn-user/client-vpn-connect-macos-release-notes.html
https://docs.aws.amazon.com/vpn/latest/clientvpn-user/client-vpn-connect-macos-release-notes.html
https://docs.aws.amazon.com/vpn/latest/clientvpn-user/client-vpn-connect-windows-release-notes.html
https://docs.aws.amazon.com/vpn/latest/clientvpn-user/client-vpn-connect-windows-release-notes.html
https://docs.aws.amazon.com/vpn/latest/clientvpn-user/client-vpn-connect-windows-release-notes.html
https://docs.aws.amazon.com/vpn/latest/clientvpn-user/client-vpn-connect-windows-release-notes.html
https://docs.aws.amazon.com/vpn/latest/clientvpn-user/client-vpn-connect-linux-release-notes.html
https://docs.aws.amazon.com/vpn/latest/clientvpn-user/client-vpn-connect-linux-release-notes.html
https://docs.aws.amazon.com/vpn/latest/clientvpn-user/client-vpn-connect-macos-release-notes.html
https://docs.aws.amazon.com/vpn/latest/clientvpn-user/client-vpn-connect-macos-release-notes.html
https://docs.aws.amazon.com/vpn/latest/clientvpn-user/client-vpn-connect-windows-release-notes.html
https://docs.aws.amazon.com/vpn/latest/clientvpn-user/client-vpn-connect-windows-release-notes.html
https://docs.aws.amazon.com/vpn/latest/clientvpn-user/client-vpn-connect-windows-release-notes.html
https://docs.aws.amazon.com/vpn/latest/clientvpn-user/client-vpn-connect-windows-release-notes.html

AWS Client VPN

ERAEER

AWS A& Ubuntu 124/ A FiF
(3.7.0) B&{T

AWS A2 1TH macOS 1= H

Fir (3.6.0)

AWS B2 21T Ubuntu B9 124t H

Fif (3.6.0)
AWS AZ1TH macOS 124 A

Fir (3.5.0)

AWS B 31T Windows By 1214

A F iR (3.6.0)

AWS B 21T Ubuntu B9 124t H

Fim (3.5.0)
AWS $¥E1TH macOS =EH#

A Fim (3.4.0)

AWS $¥E1TH macOS =EH#

A F iR (3.3.0)

AWS &t ¥ Windows 1R {H A
Fim (3.5.0) 81T

AWS B 31T Windows By 121

AF iR (3.4.0)

AWS B 31T Windows By 1214

A Fim (3.3.0)

AWS B2 21T Ubuntu B9 124t H

Fif (3.4.0)
AWS A2 1TH macOS 124 A

Fis (3.2.0)

EAIPEN RS

2 5

o

A2 R R AR EUS

3

o

A2 R R AR EUS

o

3

A2 R R AR EUS

3

o

A2 R R AR EUS

3

o

A2 R R AR EUS

o

3

A2 R R AR EUS

3

o

A2 R R AMEREEUS

3

o

A2 R R AMEREEUS

o

3

%Eﬁﬁ&ﬂifﬁﬂl

w

A2 R R AMEREEUS

H

o

A2 R R AMEREEUS

o

H

EAIPEN RS

2 5

SEFE

SEFE

SEFE

SEFE

SEFE

SEFE

SEFE

SEFE

SEFE

SEFE

SEFE

SEFE

SEFE

2023 7 H15H

2023 7 H15H

2023 7 H15H

2023 7 H15H

2023 7 H14 8

2023 7 H14 B

2023 7 H14 B

2023 4 A 27 H

2023 4 A3 H

2023 3 A28 H

2023 3 A 17 H

20232 H 14 H

20231 A 23 H

71


https://docs.aws.amazon.com/vpn/latest/clientvpn-user/client-vpn-connect-linux-release-notes.html
https://docs.aws.amazon.com/vpn/latest/clientvpn-user/client-vpn-connect-linux-release-notes.html
https://docs.aws.amazon.com/vpn/latest/clientvpn-user/client-vpn-connect-macos-release-notes.html
https://docs.aws.amazon.com/vpn/latest/clientvpn-user/client-vpn-connect-macos-release-notes.html
https://docs.aws.amazon.com/vpn/latest/clientvpn-user/client-vpn-connect-linux-release-notes.html
https://docs.aws.amazon.com/vpn/latest/clientvpn-user/client-vpn-connect-linux-release-notes.html
https://docs.aws.amazon.com/vpn/latest/clientvpn-user/client-vpn-connect-macos-release-notes.html
https://docs.aws.amazon.com/vpn/latest/clientvpn-user/client-vpn-connect-macos-release-notes.html
https://docs.aws.amazon.com/vpn/latest/clientvpn-user/client-vpn-connect-windows-release-notes.html
https://docs.aws.amazon.com/vpn/latest/clientvpn-user/client-vpn-connect-windows-release-notes.html
https://docs.aws.amazon.com/vpn/latest/clientvpn-user/client-vpn-connect-linux-release-notes.html
https://docs.aws.amazon.com/vpn/latest/clientvpn-user/client-vpn-connect-linux-release-notes.html
https://docs.aws.amazon.com/vpn/latest/clientvpn-user/client-vpn-connect-macos-release-notes.html
https://docs.aws.amazon.com/vpn/latest/clientvpn-user/client-vpn-connect-macos-release-notes.html
https://docs.aws.amazon.com/vpn/latest/clientvpn-user/client-vpn-connect-macos-release-notes.html
https://docs.aws.amazon.com/vpn/latest/clientvpn-user/client-vpn-connect-macos-release-notes.html
https://docs.aws.amazon.com/vpn/latest/clientvpn-user/client-vpn-connect-windows-release-notes.html
https://docs.aws.amazon.com/vpn/latest/clientvpn-user/client-vpn-connect-windows-release-notes.html
https://docs.aws.amazon.com/vpn/latest/clientvpn-user/client-vpn-connect-windows-release-notes.html
https://docs.aws.amazon.com/vpn/latest/clientvpn-user/client-vpn-connect-windows-release-notes.html
https://docs.aws.amazon.com/vpn/latest/clientvpn-user/client-vpn-connect-windows-release-notes.html
https://docs.aws.amazon.com/vpn/latest/clientvpn-user/client-vpn-connect-windows-release-notes.html
https://docs.aws.amazon.com/vpn/latest/clientvpn-user/client-vpn-connect-linux-release-notes.html
https://docs.aws.amazon.com/vpn/latest/clientvpn-user/client-vpn-connect-linux-release-notes.html
https://docs.aws.amazon.com/vpn/latest/clientvpn-user/client-vpn-connect-macos-release-notes.html
https://docs.aws.amazon.com/vpn/latest/clientvpn-user/client-vpn-connect-macos-release-notes.html

AWS Client VPN

ERAEER

AWS &t# Windows 1R A
Fim (3.2.0) 81T

AWS A2 1TH macOS 1= H

Fis (3.1.0)

AWS &t ¥ Windows 1R A
Fim (3.1.0) 81T

AWS Ubuntu 2 A Eim
(3.1.0) BE4T

AWS A2 1TH macOS 1= H

Fis (3.0.0)

AWS &t # Windows 1R A
Fim (3.0.0) 81T

AWS Ubuntu 2 A Eim
(3.0.0) BE4T

AWS $¥E1TH macOS =EH#

A F iR (2.0.0)

AWS B 31T Windows By 121

A Fim (2.0.0)

AWS Ubuntu 2 A Eim
(2.0.0) &84T

AWS A2 1TH macOS 1=

Fis (1.4.0)

AWS £H#1 Windows f Fin
(1.3.7) B&4T

AWS Ubuntu 2 A Eim
(1.0.3) &84T

EAIPEN RS

2 5

o

A2 R R AR EUS

3

o

A2 R R AR EUS

o

3

A2 R R AR EUS

3

o

A2 R R AR EUS

3

o

A2 R R AR EUS

o

3

A2 R R AR EUS

3

o

A2 R R AMEREEUS

3

o

A2 R R AMEREEUS

o

3

%Eﬁﬁ&ﬂifﬁﬂl

3

o

A2 R R AMEREEUS

H

o

A2 R R AMEREEUS

o

H

EAIPEN RS

2 5

SEFE

SEFE

SEFE

SEFE

SEFE

SEFE

SEFE

SEFE

SEFE

SEFE

SEFE

SEFE

SEFE

20231 A 23 H

20225 H 23 H

20225 H 23 H

20225 H 23 H

2022 3 A3 H

2022 3 A3 H

2022 3 A3 H

20221 H20H

20221 H20H

20221 H20H

202111 A9H

202111 A8H

202111 A 8H

72


https://docs.aws.amazon.com/vpn/latest/clientvpn-user/client-vpn-connect-windows-release-notes.html
https://docs.aws.amazon.com/vpn/latest/clientvpn-user/client-vpn-connect-windows-release-notes.html
https://docs.aws.amazon.com/vpn/latest/clientvpn-user/client-vpn-connect-macos-release-notes.html
https://docs.aws.amazon.com/vpn/latest/clientvpn-user/client-vpn-connect-macos-release-notes.html
https://docs.aws.amazon.com/vpn/latest/clientvpn-user/client-vpn-connect-windows-release-notes.html
https://docs.aws.amazon.com/vpn/latest/clientvpn-user/client-vpn-connect-windows-release-notes.html
https://docs.aws.amazon.com/vpn/latest/clientvpn-user/client-vpn-connect-linux-release-notes.html
https://docs.aws.amazon.com/vpn/latest/clientvpn-user/client-vpn-connect-linux-release-notes.html
https://docs.aws.amazon.com/vpn/latest/clientvpn-user/client-vpn-connect-macos-release-notes.html
https://docs.aws.amazon.com/vpn/latest/clientvpn-user/client-vpn-connect-macos-release-notes.html
https://docs.aws.amazon.com/vpn/latest/clientvpn-user/client-vpn-connect-windows-release-notes.html
https://docs.aws.amazon.com/vpn/latest/clientvpn-user/client-vpn-connect-windows-release-notes.html
https://docs.aws.amazon.com/vpn/latest/clientvpn-user/client-vpn-connect-linux-release-notes.html
https://docs.aws.amazon.com/vpn/latest/clientvpn-user/client-vpn-connect-linux-release-notes.html
https://docs.aws.amazon.com/vpn/latest/clientvpn-user/client-vpn-connect-macos-release-notes.html
https://docs.aws.amazon.com/vpn/latest/clientvpn-user/client-vpn-connect-macos-release-notes.html
https://docs.aws.amazon.com/vpn/latest/clientvpn-user/client-vpn-connect-windows-release-notes.html
https://docs.aws.amazon.com/vpn/latest/clientvpn-user/client-vpn-connect-windows-release-notes.html
https://docs.aws.amazon.com/vpn/latest/clientvpn-user/client-vpn-connect-linux-release-notes.html
https://docs.aws.amazon.com/vpn/latest/clientvpn-user/client-vpn-connect-linux-release-notes.html
https://docs.aws.amazon.com/vpn/latest/clientvpn-user/client-vpn-connect-macos-release-notes.html
https://docs.aws.amazon.com/vpn/latest/clientvpn-user/client-vpn-connect-macos-release-notes.html
https://docs.aws.amazon.com/vpn/latest/clientvpn-user/client-vpn-connect-windows-release-notes.html
https://docs.aws.amazon.com/vpn/latest/clientvpn-user/client-vpn-connect-windows-release-notes.html
https://docs.aws.amazon.com/vpn/latest/clientvpn-user/client-vpn-connect-linux-release-notes.html
https://docs.aws.amazon.com/vpn/latest/clientvpn-user/client-vpn-connect-linux-release-notes.html

AWS Client VPN

ERAEER

AWS B2 21T Ubuntu B9 124t H

Fis (1.0.2)

AWS &t¥} Windows (1.3.6)

macOS (1.3.5) 2= A Fim
2817

AWS A2 1TH Ubuntu 18.04

LTS A Ubuntu 20.04 LTS &
fadic ot

X # OpenVPN f#f Windows

B R fr R P HY R

EEVEWNSE Y

AWS R HEH A Fim

B R

SRR REIEFEE

2 5

o

%Eﬂﬁﬂifﬁﬂl

o

SEFE

3

A LATE Ubuntu 18.04 LTS
A Ubuntu 20.04 LTS E{EA
AWSERER A F i,

& A LLER Windows B3
RRERETRHNBREER
OpenVPN,

B AR E Bh XA Qg |
DS & AWS =#HIAF
v MAEREAE =R

A LAER AWS BEHIAE
HE&FE Client VPN 52,

LR A #E H AWS Client VPN,

2021 59 A 28 H

2021 59 A 20 H

20216 A11 8

20212 H25H

2020 £ 10 A 29 H

2020 2 A4 H

2018 £12 A 18 H

73


https://docs.aws.amazon.com/vpn/latest/clientvpn-user/client-vpn-connect-linux-release-notes.html
https://docs.aws.amazon.com/vpn/latest/clientvpn-user/client-vpn-connect-linux-release-notes.html

AWS Client VPN EREER

ANBREXIRWHEBBZFRE , IRBFRFEMAERRT—BZRE , BIULARRAE,

Ixxiv



	AWS Client VPN
	Table of Contents
	什麼是 AWS Client VPN？
	Client VPN 元件
	設定 Client VPN 的其他資源

	開始使用 AWS Client VPN
	使用 Client VPN 的先決條件
	步驟 1：取得 VPN 用戶端應用程式
	步驟 2：取得 Client VPN 端點組態檔案
	步驟 3：連接到 VPN
	AWS Client VPN 從自助式入口網站下載

	使用 AWS 提供的用戶端連線至 AWS Client VPN 端點
	使用 提供的用戶端支援並行連線 AWS
	OpenVPN 指令
	AWS Client VPN 適用於 Windows 的
	要求
	AWS Client VPN 使用 AWS 提供的 Windows 用戶端連線至
	AWS Client VPN 適用於 Windows 的版本備註

	AWS Client VPN 適用於 macOS 的
	要求
	AWS Client VPN 使用 AWS macOS 提供的用戶端連線至
	AWS Client VPN for macOS 版本備註

	AWS Client VPN 適用於 Linux 的
	使用 Linux AWS 提供的用戶端連線至 Client VPN 的需求
	安裝 AWS Client VPN 為 Linux 提供的
	連線至 AWS Client VPN 為 Linux 提供的
	AWS Client VPN for Linux 版本備註


	使用 OpenVPN 用戶端連線至 AWS Client VPN 端點
	使用 Windows 用戶端應用程式連線至 AWS Client VPN 端點
	使用憑證並在 Windows 上建立 AWS Client VPN 連線

	AWS Client VPN Android 和 iOS 應用程式的 連線
	使用 macOS 用戶端應用程式連線至 AWS Client VPN 端點
	在 macOS 上建立 AWS Client VPN 連線

	使用 OpenVPN 用戶端應用程式連線至 AWS Client VPN 端點
	在 Linux 上建立 AWS Client VPN 連線


	對 AWS Client VPN 連線進行故障診斷
	適用於管理員的 Client VPN 端點故障診斷
	在 AWS 提供的用戶端 AWS 支援 中將診斷日誌傳送至
	傳送診斷日誌

	對使用 Windows 型用戶端的 AWS Client VPN 連線進行故障診斷
	AWS 提供的用戶端事件日誌
	

	用戶端無法連線
	用戶端無法在出現「沒有 TAP-Windows 介面卡」日誌訊息的情況下連線
	用戶端卡在重新連接狀態
	VPN 連接程序意外結束
	應用程式無法啟動
	用戶端無法建立設定檔
	VPN 與快顯訊息中斷連線
	在使用 Windows 10 或 11 的 Dell PC 上發生用戶端當機
	OpenVPN GUI
	OpenVPN Connect Client
	無法解析 DNS
	遺失 PKI 別名

	對與 macOS 用戶端的 AWS Client VPN 連線進行故障診斷
	AWS 提供的用戶端事件日誌
	用戶端無法連線
	用戶端卡在重新連接狀態
	用戶端無法建立設定檔
	協助程式工具為必要錯誤
	Tunnelblick
	找不到密碼演算法 'AES-256-GCM'
	連線停止回應並重設
	擴充金鑰使用方法 (EKU)
	過期的憑證
	OpenVPN
	無法解析 DNS

	對使用 Linux 型用戶端的 AWS Client VPN 連線進行故障診斷
	AWS 提供的用戶端事件日誌
	DNS 查詢會移至預設的 nameserver
	OpenVPN (命令列)
	透過網路管理員的 OpenVPN (GUI)

	疑難排解常見的 AWS Client VPN 問題
	TLS 金鑰交涉失敗


	文件歷史記錄
	

