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connect-retry-max , BISEE RS
SEEVARRE | ping, EEERK, $I, rev

buf , . server-poll-timeout
X ESEERS IE B IEsRThRE,

E 8% OpenVPN HEZMN X : dhep-

option,

IR ESERRE E BRI EE,

B

20221 H20H

202111 A9H

2021 9 A 20 H

2021 £ 8 A4 H
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1.3.3

1.3.2

1.3.1

1.3.0

1.2.5

« #FEHE T OpenVPN EEHNXE : ina

ctive, pull-filter. route,

« EIEBZMRE Unicode KAHREIERE B

BB IR

« B IEEHE AR E P ENERNE R

E%E@ F:ﬁEEo

- EIEERFHRE Active Directory fEF &

REHEARE.

- BEERARRNNRERERBTERHN

AR E#EE,

- REHRIEEEBRLINEE,

- FRERF , F1iE IPve BIRFE.
« {&IEEA Connection (%) T# Show

Details (BRFFHIE ) BRRAJRERE
Y E H A

o ¥118 daemon BEHE,

. ¥718 7 ¥ macOS Big Sur (10.16) 93

&,

- BIET BEREMEARARE DNS RE

Ry,

- BETHERAFERNBRETHERRES

BEREENRE,

- 8 T ¥ "route-ipv61 OpenVPN $§7R

A&,

- REFHREEEBLINEE,

BT XEIEE , MERW|E. EIADE
SR

IR EERRE E BRI EE,

B

20217 HA1H

2021 5 H12H

2021 ¥4 A5H

20213 A8H

20212 H25H
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1.2.4

1.2.3

1.2.2

1.2.1

1.2.0

1.1.2

1.1.1

1.1.0

1.0.0

/Agit h{l“[EﬁﬁiEﬁﬂf,IjJ BEo

 7£ OpenVPN EREH#Ti8 T HFEMFHN X

&,

- ¥ TLS REFHRAE
- BIETRERSD %E’\Jﬁilﬁfé&ﬁ

=0
Eal—_l'o

IR ESERE E R INEE,

- ME@RTREARANIE,
- RESRIEEEBLINEE,

. BETIY SAML 2.0 HBS B EBEN

x &

- 718 7 ¥ macOS Catalina (10.15) B3%

&o

R ESERRISIE R INRE,

- {ZIE DNS AT EE,
- BERERBRRAIEKNEAEXEH

F':ﬂ %E o

« {&1E MFA RS%8,

* ¥ &E macOS DNS 4 #E,
- ¥ X OpenVPN FFREBKE E FETh

BE , TRl BB UR fE B S E P R AY
XFo

o REHRIEEHEBILINEE,
IR

B

2020 % 10 A 26
H

2020 510 A8 H

2020 8 A 12 H

2020 7 A1 H

2020 £ 5 A 19 H

20204 A 218

2020%F4 A2 H

2020 3 A9 H

20202 A4 H

THER
THEXE,

TEXE.

TEXE.
TBx&.

TBx&.

TEXE.
TEXE.

TEXE.

TEXE.
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AWS Client VPN AR Linux

THRFRPUALE Linux AWS FrEZHEE A Fim , AR IEIER AWS R A FmEM VPN &
#Ro ] AWS 1 Linux AF IR A X EHBEH.

B &

it
i

o« MRAMfEE

-

=R

EFHE AWS i Linux BF i , EELULTRE :

. Ubuntu 18.04 LTS g Ubuntu 20.04 LTS (R AMD64)

AEREgRBEEN K TCP EHEIE 8096, HREA SAML HEE 59 5E (E—&A) # Client
VPN %% , AFIRERE TCP EZE 35001,

Ba 2l , S5FEAM Client VPN BB EEXE I Client VPN 52 | 36 2 A R124t Client VPN %2648

T

BEZEHZETANZE Linux AWS FTiREM A Fin, BERATIES—FRZ, BzE , FHH4%
FRER,

BE 1 — BBEHREEETTZE

1. # AWS VPN Client 2B 818 = &8 Ubuntu EER#.

wget -qO- https://d2@adtppz83p9s.cloudfront.net/GTK/latest/debian-
repo/awsvpnclient_public_key.asc | sudo tee /etc/apt/trusted.gpg.d/
awsvpnclient_public_key.asc

2. RIBIERY Ubuntu WRZ | 62/ 1E A BV o5 & i$ 7 BT 8 889 Ubuntu BRI -

Ubuntu 18.04

Linux 21
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https://docs.aws.amazon.com/vpn/latest/clientvpn-admin/cvpn-working-endpoint-export.html
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3.

4.

echo "deb [arch=amd64] https://d20adtppz83p9s.cloudfront.net/GTK/latest/debian-repo
ubuntu-18.04 main" | sudo tee /etc/apt/sources.list.d/aws-vpn-client.list

Ubuntu 20.04

echo "deb [arch=amd64] https://d20adtppz83p9s.cloudfront.net/GTK/latest/debian-repo
ubuntu-20.04 main" | sudo tee /etc/apt/sources.list.d/aws-vpn-client.list

AT EMRRLHRFE,

sudo apt-get update
FATHEMNGBSREZE Linux AWS RENE S,

sudo apt-get install awsvpnclient

BIH 2 — £/ deb EHERETRE

1.

2.

& AWS Client VPN TEH TH .deb ERFHFEH T @S,

curl https://d20adtppz83p9s.cloudfront.net/GTK/latest/awsvpnclient_amd64.deb -o
awsvpnclient_amd64.deb

FRARAENZE AWS BEM Linux dpkg A B,

sudo dpkg -i awsvpnclient_amd64.deb

1218 3 — A Ubuntu Software Center &% .deb EH

1.
2.

o

& AWS Client VPN TEH T8 .deb EHEXR,

TH .deb EXERE , FH Ubuntu Software Center R E#., E{EE A Ubuntu Software
Center €381 .deb EHZEMLER |, 70 Ubuntu Wiki ATk,

%

EUTSHSBSR | AWS 2EHHAWS VPN AFixBA THEK, .

B
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BHEMER AWS RE[ Linux A FimEITER

1.
2.

BHRX AWS VPN Client ERE.
i#1Z File (%), Manage Profiles (B2 ERE).
#12 Add Profile (FTBERERE).

Manage Profiles x

Saved Profiles Add Profile

3

Done

¥ Display Name (B REZTE) , WABKRENERE,

VPN Configuration File (VPN #05E4%) B A E# Client VPN BIEENEIMNHEREER, 1BIZ
Open (FARK).

i##2 Add Profile (FTi83%ERE),
Display Name
US-East1
VPN ConfigurationFile

/home/steve/US-east- Us-east-1-client-vpn-config.ovpn (5

Cancel Add Profile h

£ AWS VPN Client REH , fEE 2EIUENERER , REIEIE Connect (F1E), IR Client
VPN M ERAEABRAEREN G RE  IRRERTEAAEAEEBNER,

B
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AWS VPN Client - X
File Connection Help

Ready to connect.

U5S-East-1-VPN v

Connect

8. FEEMREBWHETER , FB5RE Connection (E#£). Show Details (BERFFME ),

Connection Details

I

Connection Details h

OpenVPN STATISTICS
Updated, Thu May 27 17:35:23 2021
TUN/TAP read bytes, 14885
TUN/TAP write bytes, 832
TCP/UDP read bytes,7846
TCP/UDP write bytes, 25723

Auth read bytes,2400

9. FEEAENEEE | 7T AWS VPN Client #R & #i&4Z Disconnect (9 B iE#2),

AWS VPN Client - X
File Connection Help

Conneckted.

Disconneckt [N

RN RS

THRSEBHHMERM Linux B AWS Client VPN RZA<Z2 B8 F1 T SHE# o

W A fisaE 24
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3.121 - AELEME,

3.12.0 . DISIEXL LAN ‘BB EARRIRE
3.11.0 - @18 TEEEFL LAN HAEREIRRE
E‘EJ o
b E&%ﬁﬂyﬁo
3.10.0 . BISIERL LAN HRER ELRE,

- EREFRE,

B

2024%2H16H

2023 F 12 A 19

H

2023 12 A6 H

2023 12 A6 H

THER
THARA

SHA256 : 54
7c4FFD3e3
5¢c54db8e0
b792aedof
31A600e55
8af4f0c2f5cf31d0

T# 3.12.0 hx

sha256:
9b7398730
9f1dca196
0a322c5dd
86eec1568
ed270bfd2
5f78cc430
e3b5f85cc1

T# 3.11.0 ik

sha256 : 86
cOfa1bfic
971940828
35a739ec7
f1c87e540
19495541
4a35c679b
94538970

T# 3.10.0 ik

sha256 : e7
450b2490f
3b96ab7d5

RRA R

25


https://d20adtppz83p9s.cloudfront.net/GTK/3.12.1/awsvpnclient_amd64.deb
https://d20adtppz83p9s.cloudfront.net/GTK/3.12.0/awsvpnclient_amd64.deb
https://d20adtppz83p9s.cloudfront.net/GTK/3.11.0/awsvpnclient_amd64.deb
https://d20adtppz83p9s.cloudfront.net/GTK/3.10.0/awsvpnclient_amd64.deb

AWS Client VPN

ERAEER

JIES

3.9.0

3.8.0

3.7.0
3.6.0
3.5.0

3.4.0

- BIEA PR RUA NAT64 RrRYELR

F':ﬁ T-EII’E o

o REHRIEERERINEE,

- WERERE,

- WEZERRE,
® E,?EJE 3.5.0 H&H"Jﬁ%o
- NELLME,

- Y Tverify-x509-name s OpenVPN

RN XE,

B

2023 8 H24 H

2023 £ 8 A3 H

2023 7 H 158
2023 7 H 158
2023 7 H14 8

2023 2 A 14 H

THER

89a8000d8
38d9fd2ad
cdd72ae80
666c4c0d9
00687e51

T# 3.9.0 ik

sha256: 6cde9cfff

82754119%¢
6a68464d4
bb350da3c
b3e1ebfo1
40dacf24e
4fd2197454

T & 3.8.0 ik

sha256 : 5f
e479236¢c
0a1940ba3
7fe168e55
1096f8dae
4c68d4556
Oa164ed1e
dea3eb5bd

TBxX®E
TEXE
TEXE
TEXE
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3.1.0

3.0.0

2.0.0

1.0.3

1.0.2

1.0.1

1.0.0

&

- BE T WEBRAEA RN E,
- WERERE,

- BETEABS S RBERBREAST
BRHEE,

- BETBRXFNEET TFIINER
N FHEREE,

- BN RERE,

« MATEUFERREXEREBEXFTH
&

« BBT EA pull-filter (B2 echo #E) #Y
gEho BD pull-filter * echo

- RESFHRIEEEMERINEE,

- EREERERATHBE S5 REE
mEB.
- REFHRIEEEMERINEE,

« BT Y OpenVPN BEH X :
connect-retry-max , BIZ R | RiS
SEEARRE | ping , EEERL, $I, rev

buf , » server-poll-timeout
- RESRRIGEEERIEE,

« BAAEER Ubuntu FEFRENHIBH,
« FIEHE T 5 OpenVPN EEMNXE : ina

ctive, pull-filter, route,
- RESERIEEEELINEE,

IR

B

2022 5 H 23 H

2022 £ 3 A3 H

2022 %1 H20H

202111 A8 H

2021 9 A 28 H

2021 8 A4 H

20216 A11 H
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THEXE
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TEXE.

TBx&.
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£/ OpenVPN A FifiEiz

B LAE A —# OpenVPN A FinEARZNELRE Client VPN i B,

® Note

% Client VPN %3 E 52 AEA SAML WIS 59 Eﬁ?é , KA ER AWS B A FigE
F. MEFHMEN , B2 FH AWS REM A FimiETELR BHBEN VPN EEE8,

RAFimERRER

« f5H Windows AAF iR EAREXETER

- f£/ Android 5 iOS VPN A FimlE AR XN EITER
« £/ macOS AFixEAENEITIELR

« £/ OpenVPN A FinfERREFHEITEE

£ Windows A FisERARERNETER
THRFERNMAFER Windows & VPN AAE#ZE I VPN E#E,

BMA 2 Bl , SEFESREM Client VPN BE B 22 Client VPN %25 | 3 2 A& 124t Client VPN % 2548
REER,

ﬂl‘ﬂ

MEWEZEER , F2BWindows HIEZ K,

£ Windows RFE R FHEFRRFERN OpenVPN

&AL OpenVPN Fﬁﬁjﬁ‘ﬁsﬁiﬁﬁﬁﬁ Windows BERRTFHREFHNEINILZEER. ERFEHEE
+1EA Client VPN B —$Bo 8 , SLBEBEH. WF OpenVPN A F % cryptoapicert 1218 K 5 4
& , 552/ OpenVPN %EMEJ:E’J OpenVPN 2 Z F i,

(® Note
BELATHENEERL,

Windows 28


https://docs.aws.amazon.com/vpn/latest/clientvpn-admin/cvpn-working-endpoints.html#cvpn-working-endpoint-create
https://docs.aws.amazon.com/vpn/latest/clientvpn-admin/cvpn-working-endpoint-export.html
https://docs.aws.amazon.com/vpn/latest/clientvpn-admin/cvpn-working-endpoint-export.html
https://openvpn.net/community-resources/reference-manual-for-openvpn-2-4/
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# cryptoapicert EIEE OpenVPN #ZHL

1. BUSERAFHBRENALEZESRN pix BX,
2. B pix BEREAZHNEABER ELHNEABREFRE, MEFMEF , 552 E Microsoft #ih EHY

How to: View certificates with the MMC snap-in.

3. BIBLMIEFEEENLTHERBRNER. B LUERA Microsoft EE 1R A RISKUER., M
EFHMER , 52 H Microsoft Technet #834 LA Rights to see the local computer certificates
store,

4. FEH OpenVPN AREER , W EABREEIRIBEEUEERRE

UTREMAERIEERINEH,

cryptoapicert “SUBJ:Jane Doe”

DT REREMUEEREWE S, BILAER Microsoft EEEIR A SRIEM. WEFMEER ,
28 Microsoft TechNet #8135 _EH How to: Retrieve the Thumbprint of a Certificate,

3

cryptoapicert “THUMB:a5 42 00 42 Q1"

SERMERECE , B LER OpenVPN EiELR,
OpenVPN GUI

T 52 F R A 4T 4 Windows Ef§ & H OpenVPN GUI A FigE AR E T VPN E#,

(® Note
% OpenVPN AFinEAREXWIEEIER , 52/ OpenVPN it LB Community
Downloads.

1 VPN E#

1. X&) OpenVPN A FiRERARER.

2. 1£ Windows T{E%I , iZBE R/EHER , 7£ OpenVPN GUI L1Z—TBEHE K AR EEEAE

E 38
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https://docs.microsoft.com/en-us/dotnet/framework/wcf/feature-details/how-to-view-certificates-with-the-mmc-snap-in#to-view-certificates-for-the-local-device
https://social.technet.microsoft.com/Forums/windowsserver/en-US/743d793c-ca94-45b3-88c6-375097eaafc0/rights-to-see-the-local-computer-certificates-store?forum=winserversecurity
https://social.technet.microsoft.com/Forums/windowsserver/en-US/743d793c-ca94-45b3-88c6-375097eaafc0/rights-to-see-the-local-computer-certificates-store?forum=winserversecurity
https://docs.microsoft.com/en-us/dotnet/framework/wcf/feature-details/how-to-retrieve-the-thumbprint-of-a-certificate
https://openvpn.net/community-downloads/
https://openvpn.net/community-downloads/

AWS Client VPN EREER

3. HEBIRRMSEAHT | BEUER Client VPN BEEERFIWBEER  REBEZHK.
4. 1£ Windows IT4E% | :#2ZHE R/EBREER , £ OpenVPN GUI LR —TEBERE A AR BIEEE,

Connect
Disconnect
Reconnect

Show Status

View Log
Edit Config

Clear 5aved Passwords

Import file..
Settings...
Exit

OpenVPN Connect Client

T 52 F 3R EA an{a#£ Windows Ef§ L F OpenVPN Connect Client BRI VPN E#,

® Note
MEFMER , F5ZE OpenVPN #3h LA Connecting to Access Server with Windows,

#1I VPN E#

1. BX& OpenVPN Connect Client FEFE,

OpenVPN Connect Client 30


https://openvpn.net/vpn-server-resources/connecting-to-access-server-with-windows/
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2. % Windows T/E%I |, ZBZERR/BHREET , £ OpenVPN LIR—TBEA® A AREFRER.
3. EBEREREA , RABFHUR Client VPN EEEWIINWHERER,
4. BHERKER  FEEBEERRER,

{5 Android 5 i0OS VPN A FigfE AR ETER

T 5 EFARA A Android = iOS 1TEIFEE L FEA OpenVPN AAF AR REL VPN EiE, &
AR Android 1 iOS WIS EE+ERE.

(® Note

WMEE AR Android B OpenVPN B F i ERRERXWEMENR
B8 OpenVPN Connect Android & R RIZ £,

28 OpenVPN #i5 L E

BtA2Hl , SEFESRAEM Client VPN BB EEE I Client VPN 2 | 36 2 A &2t Client VPN % 254H
EER,

BREEVELR , FRE OpenVPN AFREARER , RRE AR Client VPN EESWFIRIER,

£ macOS AP IREARENNETER

THIREFERNAEEA macOS 2 VPN AAFimE Y VPN Ei#,

Bt 2B , SEFESRIEH Client VPN BE B2 2 Client VPN 152 | 3 2 AR MA Client VPN i 254H
RERER,

MEHEDEESR

nl‘.H.

2B MacOS #[fE2

Tunnelblick

THREF R I{ATE macOS EfE E A Tunnelblick A FiRERBERRET VPN EiE,

(® Note

NFEE AR macOS M Tunnelblick A Fit AN M FHMER , 528 Tunnelblick #8345 £/
Tunnelblick X4,

'#u

Android #1i0S 31


https://openvpn.net/vpn-server-resources/faq-regarding-openvpn-connect-android/
https://openvpn.net/vpn-server-resources/faq-regarding-openvpn-connect-android/
https://docs.aws.amazon.com/vpn/latest/clientvpn-admin/cvpn-working-endpoints.html#cvpn-working-endpoint-create
https://docs.aws.amazon.com/vpn/latest/clientvpn-admin/cvpn-working-endpoint-export.html
https://docs.aws.amazon.com/vpn/latest/clientvpn-admin/cvpn-working-endpoint-export.html
https://docs.aws.amazon.com/vpn/latest/clientvpn-admin/cvpn-working-endpoints.html#cvpn-working-endpoint-create
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https://docs.aws.amazon.com/vpn/latest/clientvpn-admin/cvpn-working-endpoint-export.html
https://tunnelblick.net/documents.html
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B3 VPN E#
1. RX® Tunnelblick HFIRERAER A RAREFERFABER,

Welcome to Tunnelblick

There are no VPN configurations installed.

Tunnelblick needs one or more installed cenfigurations to connect 10 a VPN, Configurations are installed
from files that are usually supplied to you by your network manager o VPN service provider. The files
must be installed to be used.

Configuration files have extensions of .tolk, .ovpn, or .conf,

(Thera may be other files associated with the DDI'Iﬁgerﬂ‘tiﬂl'l that have other extensions; ignore them for
o)

Do vou have any contiguration files?

Quit | DO NOT have configuration files I'have configuration files I

2. HAREHRT , EHER VPN EEERIINERESR.

0@ Configurations - Tunneltlick
& - e N ; ) (-
Configurations  Appearance Preferences Utllities  Info Enter admin mode
¥ Configurations Settings
- ]

3. HHEEHERTENEEER K AREFEE,

Tunnelblick

32
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@ @ downloaded-client-config-test: Disconnected - Tunnelblick
& ! 1| S0
L 4 ‘e ]
Configurations Appearance Proferences Utilities  Info Enter admin mode

|_'Em.ﬁmma.uous_‘ m Settings
downloaded-... | *“Tunnelblick: macOS 10.12.6; Tunnelblick 3.7 8 (build 5180)

+|— ¥F~ 7 Copy Diagnostic Info to Clipboard Connect

OpenVPN Connect Client

THREFEREIMMIE macOS & EEH OpenVPN Connect Client ERTERRE L VPN E#E,

(® Note
MEFHME , 5528 OpenVPN #835 EAY Connecting to Access Server with macOS,

B3 VPN E#

1. X3 OpenVPN FEAFER IIBIZE Import (BEA)., From local file... (A HFER. ),
2. BEZEZMK VPN EEBWEIMNERER , AA%RIEE Open (BR).

£/ OpenVPN A FIRERARRFEITIER

THRFERIMMAER OpenVPN 2 VPN I FigZ2 3 VPN E#,

Bt 2B , SEFESRIEM Client VPN BE B2 Client VPN 152 | I 2 A4t Client VPN i 254H
REEZR,

MBEREDBER , FSHLnux KD,

OpenVPN Connect Client 33
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https://docs.aws.amazon.com/vpn/latest/clientvpn-admin/cvpn-working-endpoint-export.html
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/A Important

R Client VPN im B EREAMEMA SAML 2N BIE 54 5RE , BIEEEER OpenVPN #
VPN A FimiE#RE Client VPN im %,

OpenVPN - R EE S
THREFERAMMEER Ubuntu Ef ERVEREES GUI, £H OpenVPN ERARZENE VPN Ei,
I VPN &

1. FRAUTGSZEBREESER,

sudo apt-get install --reinstall network-manager network-manager-gnome network-
manager-openvpn network-manager-openvpn-gnome

2. B ZE Settings (52E). Network (#85&).

3. EIE VPN EWMEE (+) , ARERE Import from file... (IEEREA..).
4, BEZEM VPN EEEWEIMNHEEER , RERIEZE Open (BIR).

5. 1£ Add VPN (#7118 VPN) {8 &+ , iZ{Z Add ($7118).

6. RBUAEHIEZ VPN RERE 558 1) U1 68 BA 2R LB E AR
OpenVPN

T5IREFFRA MM Ubuntu EFE EEA OpenVPN FEARERREIL VPN E#,
B3I VPN E#
1. FEAUTHSRE OpenVPN,

sudo apt-get install openvpn

2. ALK VPN EEERIINBRESR , UBEE.

sudo openvpn --config /path/to/config/file

OpenVPN - R EES 34


https://docs.aws.amazon.com/vpn/latest/clientvpn-admin/client-authentication.html#federated-authentication
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28 Client VPN EiZETHED

ERTHEE , $HHEEHARAFiREAERERE Client VPN ik %6 7] sEi& B0y B EE T HIE 2B

FE

- BREREEEM Client VPN REHED

- MR EREIE R AWS Support 12 AWS ## F Fif
- Windows &R i

« MacOS #HEH

« Linux #EEE

- EREE

BRAREEER Client VPN i EHED

WO AT ARIERETNRE LSRR, HtPBRIERER Client VPN B2 &7 Client VPN iR B E#1T. T
BB EEANEMNREERERREES,

WEEEHE Client VPN in BB BEETHES BN EMER , 528 (AWS Client VPN EEE1ER) &
K4 Client VPN #1THEZ B,
1430 BT 50 8% EIX B AWS Support 12 AWS £ # B F iR

MREFEAFT AWS R A F IR ERE , MBE AWS Support ZEZ LGB SR EHEAE , AR
LUREAS B B RC 8548 X E AWS Support, BLIZIEAIE Windows, macOS # Linux AFIwERAER
A,

EEEERCH , BAAREAHTE AWS Support I EIRCEE, HEREE , RASALREMHSE
fma% , LA AWS Support {Efffi ] LA ENZEE R,

BIEPE R
EUTSHSBDR | AWS 2EHHAWS VPN AFixtEA "THFEK, .

A AWS 124H Windows A FisE% 2 ET 2%

1. BRUAWS VPN Client EARE,

2. #1E Help (3288) # Send Diagnostic Logs (X 2 i B &%),

zun

HRAREEEM Client VPN B HEDE 35


https://docs.aws.amazon.com/vpn/latest/clientvpn-admin/troubleshooting.html
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ERAEER

3. 7t Send Diagnostic Logs (B2 BT B %) RE T , ##ZF Yes (&),
4. 7£ Send Diagnostic Logs (BixZETH&) RED , ITUTHA —E#RE -

- FERSERFERITETE | FEE Yes (B) , RREE OK (HE).
- EEFHERBERR , FHEE No (F).

Bt #& B AWS Support , BEZE@MMRESERRE.

2 AWS 4K macOS A FinfEix 2 EiEc %

—

BB AWS VPN Client B,

22 Help (FR88) M Send Diagnostic Logs (EiX 2 i B &),

£ Send Diagnostic Logs (=2 K B &) REF , BIZ Yes (B).
mac NMERRETNSERmE , ARIEE OK (FBE).

A w0

Bt 4% 5 AWS Support , BEE MR UESEZRE.

HEMEA AWS RE8 Ubuntu A Fin{EIA2 B &%

BARX AWS VPN Client AR,

22 Help (F288) M Send Diagnostic Logs (EiX 2 i B &),

£ Send Diagnostic Logs (BiXZ2 B B5E) (REF , i Send (fFi%).

i NERGEPNSERR. NEFE LA LLEEERAERIEAE,

—

WD

Bii& B AWS Support , £FEE@ MM RHESE RS

Windows &S

LT & &g EEAER Windows A FimE#RE| Client VPN in M A2 BN BEERE THBE

T

- AWS RENEF

* OpenVPN GUI

* OpenVPN Connect Client

Windows #FE2 Ef
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AWS REMNZEF

AWS RIEHNEF

AWS BREMAFRERTEARSE YR CHARTECEK N THILE

C:\Users\User\AppData\Roaming\AWSVPNClient\logs

MTRAUANBREE .

- EARX AR SSEAENWHEBEN. ELXAFZFNFEEML aws_vpn_client_'
« OpenVPN H# : @& OpenVPN BEFHHEEN. ELAFNFESMNLE
'ovpn_aws_vpn_client_'s

AWS R A FiwmE A Windows BRI REAITRIESR, Windows fk# AR FEERN TIE

C:\Program Files\Amazon\AWS VPN Client\WinServicelogs\username

£

- AFmELER

- AEWEEEHRR TRE TAP-Windows NMEF. AFEAENIER FELR
- AP FEEMEEZMRE

« VPN EERFEIER

- EREXELRE

- AFmELEVRER

« 1EfFA Windows 10 5 11 # Dell PC L B4 AF InE#

« VPN [ s 8258 i H S AV B 2

AP im L ER

G

AWS R4 A P im R 8RR E Client VPN m 3o
R&A

EHBRBENRERTAEA THHH—F
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« 5—1{E OpenVPN EEREFEELNER LT , ESHEILAFRETER,
- IRHVFEEE (ovpn) BREN.

R R

BEEEENEM LEAEEHM OpenVPN ERAERREEHT. RE , FELIBERELER , R
#BEREFEREE Client VPN %8, % OpenVPN BisHHSERIER , I EREH Client VPN B
EREFETIER

- HEERTEEHNAFPRSBMNEE., WEFMEN L 528 (AWS Client VPN EEEiEM) #
B BE B B im AR A8,

« CRL NARAEM, MEHMELR , 528 (AWS Client VPN EEEEFE) PWAFHELEHET
Client VPN %2,

FAFREEEHER TE8 TAP-Windows N EF~ .1 AFARNER TER
Ll

AWS K F Fin L ERET Client VPN %% J*E}%&—tnaﬁ&?ﬂhétﬂiﬁTﬁu BIE  THEFHFLE
3248 TAP Windows M E . ZEa i "B > FIERR -> TAP-Windows -> 2\ E—t -> 718 TAP-
Windows E# Z KN E . , EREXMEEEIL TAP-Windows JHHEF-

R B
SERBABREN T S H i — B = 2 B B R SR AR L B RE

« EIFRE TAP-Windows N E .
. EFRE TAP-Windows EREIFE,
« B HIH TAP-Windows M E .

A F iR FEEMNMEERE
il
AWS RA4H A Fin ESUEMRE] Client VPN in% |, B REEMERMRE,

R &A
BIWEENRRTRATIER -]
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AWS Client VPN EREER
N P SEREE RS S N

- DNS X#EBTEMHNA IP bk,

- OpenVPN RIEFEF IF £ SR ith B S E = 2R 2

R R

BECHEMCERZMEERE. FEW Client VPN EEEBRBHEEBERTH remote ED T LUHEN
RERE IP ik, BtAILIE VPN A FIREEFERE "THENER) RPE AWS VPN TEREREYE
R, REBFE—IER,

VPN BEREFENER

Lif:}

E#RE| Client VPN in ¥l , AFmEINMER

R&A

TAP-Windows RAZEEENER L. FEEHEBRTEHMITA IR

R R

BT AWS REMNAFRZERN , UREME L ENHKYE,
FERRXEEME

L3l

£ Windows 7 £ , BEEEHBK AWS REHMAFIRE , TERBZAFR.
R&A

BB ERL%E NET Framework 4.7.2 REERAE. ERMITHAFHRNSEEB,
RRFR

BEFHIT AWS RENAFIRTRER , UREMESXENHEMKMYE,

AP imEEEIRER

Gif=]

EEER AWS REUEWAFRERE U HRER | BETHHER,
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The config should have either cert and key or auth-user-pass specified.

RH
R Client VPN ImEFERARE S 28T , B (ovpn) BRETSIEHAFHEEN TR,

BRRT B
RTEEILW Client VPN EEERAFRBRENTRFTBEHBER, WEFMEER , F268 (AWS

Client VPN BB E158) PHEL A FimiHERE,

A Windows 10 5t 11 B9 Dell PC LBERFIFE
Lk

FE#1T Windows 10 5 11 B E L Dell PC (R ERMERH) £ | ELRERIZRHAKREA VPN fHAE
EERE TAESREEMNER, MERESHEME , £2%F AWS BRENAFIRNIEEESETEL
THEAR -

System.AccessViolationException: Attempted to read or write protected memory. This is
often an indication that other memory is corrupt.
at System.Data.SQLite.UnsafeNativeMethods.sqlite3_open_interop(Byte[] utf8Filename,
Int32 flags, IntPtr& db)
at System.Data.SQLite.SQLite3.0pen(String strFilename, SQLiteConnectionFlags
connectionFlags, SQLiteOpenFlagsEnum openFlags, Int32 maxPoolSize, Boolean usePool)
at System.Data.SQLite.SQLiteConnection.Open()
at
STCommonShellIntegration.DataShellManagement.CreateNewConnection(SQLiteConnection&
newConnection)
at STCommonShellIntegration.DataShellManagement.InitConfiguration(Dictionary 2
targetSettings)
at DBROverlayIcon.DBRBackupOverlayIcon.initComponent()

R &A

Windows 10 Ml 11 P& Backup MMERK TS ERE AWS RENEFRZ4EER , LHRE
T5|=1& DLL :

* DBR .dll ShellExtension
« DBR .dll OverlaylconBackuped
« DBR .dIl OverlaylconNotBackuped
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AWS Client VPN EREER

R R

EERRLEE  BLEEENAFREEHRAEAN AWS FriREtAFik. 81{F AWS Client VPN
H , BEURSBEINRE , BEARESIIR.

LS, SBEAT T HIMESR -

- WMREFEAK R Dell Backup and Recovery EREX , FHLEAZIR. —® Dell REXEEH
A ECEEH RN ERAREX PR,

- MRERZREFEA Dell Backup and Recovery FEARER , IREEFLEE , MHEHKR—LEHE, W
REFHLEABERES , LMK EFH TS DLLER, B2 , FFEE , E2MS Dell Backup
and Recovery FE AT B LB E1E,

MR ER A DLL EX

1. BIfE Windows #& =42 it 2B 2| Dell Backup and Recovery HEZ £ E, WEAERNBEESLHE
ETHMLE , BETREEEESFRERE R,

C:\Program Files (x86)\Dell Backup and Recovery\Components\Shell

2. REEBEHFHMERTSI DLLER  AEFSRELER, TN —HBEESEELERELR
Ao

« DBR .dIl ShellExtension
» DBR .dll OverlaylconBackuped
« DBR .dIl OverlaylconNotBackuped

B BIBEXHERARERM ".baky REWEXH , a0 DB OverlaylconBackuped
R .dll.bak,

VPN [ B E258 i JE B AV E 1%
Eaf:]

VPN BB E B BB ER:  BR ¢ TVPN EEEER L  RAZKNERMEEEDIN A i &R0 it 25
EEE&o %Eﬁ%ﬁﬂlg VPN E:&io o

R
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AWS Client VPN

ERAEER

HERENEFTIELENHER,

R B

METHEMDescriptionBMTHEAF , FABBER TAP-Windows /THF , REFEHEIT AWS =HHY

APmEEREN , UZRKMEXENHEKNY,
C:\Users\jdoe> ipconfig /all

Ethernet adapter Ethernet 2:

Media State . . . . . . . . . .. : Media disconnected
Connection-specific DNS Suffix
Description . . . . . . . . . . . : AWS VPN Client TAP-Windows Adapter V9
Physical Address. . . . . . . . . : @0-FF-50-ED-5A-DE
DHCP Enabled. . . . . . . . . . . ¢ Yes
Autoconfiguration Enabled . . . . : Yes

OpenVPN GUI

THHEZ B E A B Windows 10 RARR (64 127t) # Windows Server 2016 (64 {Jt) B9
OpenVPN GUI (8 11.10.0.0 1 11.11.0.0 hix L& i@ RIE .

HEERBEFEERN TIINE,
C:\Users\User\OpenVPN\config
ERAFREETERN TINE.,

C:\Users\User\OpenVPN\log

OpenVPN Connect Client

THHMER BT E A B Windows 10 RARR (64 f27t) F Windows Server 2016 (64 {Jt) B9
OpenVPN Connect Client .88 2.6.0.100 1 2.7.1.101 iR E&iBRIE

HEERRTFEERN TIME,

C:\Users\User\AppData\Roaming\OpenVPN Connect\profile

OpenVPN GUI

42
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B ARARETFEERN TIILE,

C:\Users\User\AppData\Roaming\OpenVPN Connect\logs

FEILBEHT DNS
Ll
EARAY , WHE THIER.

Transport Error: DNS resolve error on 'cvpn-endpoint-xyzl123.prod.clientvpn.us-
east-1.amazonaws.com (http://cvpn-endpoint-xyz123.prod.clientvpn.us-
east-1.amazonaws.com/)' for UDP session: No such host is known.

R &

LA DNS £, AP w4 A1E DNS BRI E M LFEMF S |, BABHLE DNS REX ; 7@ , RERF
A EIE R M.

RRFR
2B (AWS Client VPN EEE18R) FEEHEAN Client VPN im 2 DNS ZEMNERA R,
Bk PKI Bl

Ll

BREAXES 2 8E Client VPN imBrER KR , LR TSR,

FATAL:CLIENT_EXCEPTION: connect error: Missing External PKI alias

R &

OpenVPN Connect Client X E —EBE AW EE , cRERCARES P REETRE. WRERE
RTIEAFHREBNER , FoBIFS KR
RRAR

£ Client VPN {EERPIEEREKA Fin B ARE , RERASHHEREEA OpenVPN Connect Client
B, SUaLERTENAELR , #li OpenVPN GUI A F iR (v11.12.0.0) 5 Viscosity f Fif
(v.1.7.14),
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AWS Client VPN

ERAEER

MacOS #fED2

BT & gt H RS M EE A macOS A F i Al Ei&
P B U B S #T AR A o

TRV BERME T AR EA.

&
« AWS BHWEF
e Tunnelblick

+ OpenVPN

AWS RENEF
AWS BRI SR BB BMHREN | WECHRFEEEK LN TILE

/Users/username/.config/AWSVPNClient/logs

LTRAANERERE

- ERREX B

« OpenVPN H#E : @& OpenVPN ZZ2FHHEIE A,
'ovpn_aws_vpn_client_'s

wHFEENnE

EEH

AWS REMNEZEFinEREFIRT

/tmp/AcvcHelperErrlLog. txt
/tmp/AcvcHelperOutLog. txt

AWS RN AFREREEERRTFEEER LN TIILE

/Users/username/.config/AWSVPNClient/OpenVpnConfigs

£ |

- AP IREEER

- AP FESMEEIRE
- AFIREEEVRER

- SEEAEXNMEEEH. ELAFNFEEML aws_vpn_client_'s

BERERWITRRE, HHEABFREEEHRNTILE

MacOS HFE kR
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AWS Client VPN EREEmR
P Fum R E AR

Ll

AWS R/ A FimfEELRE Client VPN o
R &
BYPWEHENRRTRATIESR—E

- 5—1{@ OpenVPN EEREFCELNER LT , ESMHE LA FIRETERE,
- IRHVFERE (ovpn) EREN.

R R
REFELNEM L BREHM OpenVPN BRARAEEHT. MRE , FELIABRELERF , R

#BEREFEREE Client VPN %8, #®Z OpenVPN B HIEERIER , W EREH Client VPN B
EREFETIER :

- HEERTEEHNAFPRSBMNEE., WEFMEN L 528 (AWS Client VPN EEEiEmM) #
B BB B B im AR RE,

« CRL HABEM. MEFMER ,
Client VPN %2,

B (AWS Client VPN BB E1Er) FWA Fin L ERE

:I:I‘*

R FinREEHEERRE

Gl

AWS 1R{EH A S i B RIERE Client VPN 5%, BFE EHEFRRE,
RE

WL EENRE TR TR P —1E

o IBHE AR ELR D EBRERE
- DNS F#EBIAZHBITA IP #uit,
« OpenVPN BEREFIEEER A E S EZD IR,

R B
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AWS Client VPN EREER

HMELNSKD ERTHEREK, FEM Client VPN EEEBRBEEERDH remote IES T LR
AENH P ik, EBHTLAE VPN AFRRERIEE THENELR, RKPE AWS VPN T/ERERRYE
R, REBR —IOER.

P IR R R ER

il

ERER AWS RENAFREREZLHRER , BETIHER

The config should have either cert and key or auth-user-pass specified.

FER
IR Client VPN in B EAR B G2 5FE , RIERE (ovpn) ERETFTSTEAFIREBIFN S,
RRB R

ERESLEN Client VPN EEEKAFREBENSRMET/HAEER, MEHAEA ,
Client VPN BB E158) PHEL A FimiHRE,

:IJI‘H
W%

28 (AWS

Tunnelblick

T 5IEFER B & A 21 macOS High Sierra 10.13.6 M Tunnelblick 288 3.7.8 kR (#H2 5180) Li&iB
//\JHO

MEEENEEERRTEERN TINE
/Users/username/Library/Application Support/Tunnelblick/Configurations
HAEENEEEREFEERNTILE
/Library/Application Support/Tunnelblick/Shared

ERARAETFEERN TIVE

/Library/Application Support/Tunnelblick/Logs

EERS BFFMREE , BF Tunnelblick BARE. EIE Settings (FRE) , REFTHE VPN log level
(VPN BE#E#&R) HE.
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BRI EE E 'AES-256-GCM!

ik
EARAY , W HEEPER T HER,

2019-04-11 ©09:37:14 Cipher algorithm 'AES-256-GCM' not found
2019-04-11 09:37:14 Exiting due to fatal error

R&A
FERAEXFERANRTXEREESE X AES-256-GCM £ OpenVPN A,
R R

RAITUTEER | BEHEB OpenVPN MR :

1. BBX Tunnelblick EARER.

2. BERE.

3. ¥ OpenVPN version (OpenVPN hR7) , 55iE1F 2.4.6 - OpenSSL version is v1.0.2q (2.4.6 -
OpenSSL A2 v1.0.29).

EHRE 1L B FEI B EY
k=]
ERRAR , W BEEPED TIIER,

MANAGEMENT: >STATE:1559117927,WAIT,,,,,,

MANAGEMENT: >STATE:1559117928,AUTH,,,,,,

TLS: Initial packet from [AF_INET]3.217.107.5:443, sid=df19e70f a992cda3
VERIFY OK: depth=1, CN=server-certificate

VERIFY KU OK

Validating certificate extended key usage

Certificate has EKU (str) TLS Web Server Authentication, expects TLS Web Server
Authentication

VERIFY EKU OK

VERIFY OK: depth=0, CN=server-cvpn

Connection reset, restarting [0]

SIGUSR1[soft,connection-reset] received, process restarting

Tunnelblick a7
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R &A

AFmBREHME., EXRRRE  ERgFLOE  YSKRERRBKER.
R R

[B42#9 Client VPN BEE S ERFAVERBER,

WxE|ER G E (EKV)

Gif=]

EARAE , WEAFPERTSIE#HR,

TLS: Initial packet from [AF_INET]50.19.205.135:443, sid=29f2c917 4856ad34
VERIFY OK: depth=2, 0=Digital Signature Trust Co., CN=DST Root CA X3
VERIFY OK: depth=1, C=US, O=Let's Encrypt, CN=Let's Encrypt Authority X3
VERIFY KU OK
Validating certificate extended key usage
++ Certificate has EKU (str) TLS Web Server Authentication, expects TLS Web Server
Authentication
VERIFY EKU OK
VERIFY OK: depth=0, CN=cvpn-lab.myrandomnotes.com (http://cvpn-lab.myrandomnotes.com/)
Connection reset, restarting [0]
SIGUSR1[soft,connection-reset] received, process restarting
MANAGEMENT: >STATE:1559138717,RECONNECTING, connection-reset,,,,,

R &

AR EDBRERI, T8E, AFREIREFLAR , RAAFRERCHRARARSIEIBREBENELT SIS
A% (EKU) #1L,

RT3

FRELAEANRERNAFRRBREMNTR., MAXE , FREMW Client VPN EESRFE. MRELE
EEAARREE , MIEMAFimERERERE Client VPN imi |, ERIRERELERR

18 H R B R
k]
ARRBMENY , EAFRS BB RM , WHERTHER,
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WARNING: “Connection reset, restarting [@] , SIGUSR1[soft,connection-reset] received,
process restarting”

RR

AFmBREAR LB,

fRRTT B

B[ Client VPN EE B RN A FiREE.

OpenVPN

T A FER B & A 24 macOS High Sierra 10.13.6 9 OpenVPN Connect Client 8 2.7.1.100 ix t
R BIE .

HEEREFEERNTINE

/Library/Application Support/OpenVPN/profile

BERARHETFEERN TIVE

Library/Application Support/OpenVPN/log/connection_name.log

FEIAMEAT DNS
ik
EARAY , WHE TIHIER.

Mon Jul 15 13:07:17 2019 Transport Error: DNS resolve error on 'cvpn-

endpoint-1234.prod.clientvpn.us-east-1.amazonaws.com' for UDP session: Host not found
(authoritative)

Mon Jul 15 13:07:17 2019 Client terminated, restarting in 2000 ms...

Mon Jul 15 13:07:18 2019 CONNECTION_TIMEOUT [FATAL-ERR]

Mon Jul 15 13:07:18 2019 DISCONNECTED

Mon Jul 15 13:07:18 2019 >FATAL:CONNECTION_TIMEOUT

R
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OpenVPN Connect #&£##4T Client VPN DNS &£,

R B

2H (AWS Client VPN EE &38r) P EEMT Client VPN imFi DNS BB IR R,

Linux &2 BT

BUT e st RS MG Linux AFIRFAEBIINEERM THEERA,. FRELATHNERELR
Ui B S #T R A o

i"l

&

- AWS RHHEF

« OpenVPN (&5 %1)

- BBRBREESH OpenVPN (GUI)

AWS RENEFE
AWS 124tH A Fis e s AR B R ERE L TELE

/home/username/.config/AWSVPNClient/

AWS RENAFREREXEERF e CEERTFERR LN TIME !

/var/log/aws-vpn-client/username/

Ll

EREEFERT , BY VPN Eixz® , DNS EMNEERRNRKEBARKSE , mMARHY
ClientVPN i ¥55% E K & FB A AR 25

R &A

A FingH systemd-resolved & , IR Linux R LRERT , 1£45 DNS BB D LIS, H
FRIRABERER ClientVPN im B H#EEH DNS R ARES. BHAERBEMNRERER systemd-resolved 785
ClientVPN % Bt FriRt# DNS RSB ERSEEIEF. MRt , EEEARSIFHMEASERE LA
XERIRE DNS RREEE. Hit , JR# DNS ARSBTsMALERSEBEIERF , M AR DNS
B,

Linux #FERSER 50
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AWS Client VPN EREER

R R

1. % OpenVPN {HEREE —TH B U TR , #ARFE DNS EHHEEE VPN BE,

dhcp-option DOMAIN-ROUTE .

2. f{#H systemd-resolved RN EZREXNENER. FERERKRLIIT TGS , B /etc/
resolv.conf £ /run/systemd/resolve/stub-resolv.conf BAFERIER,

sudo 1n -sf /run/systemd/resolve/stub-resolv.conf /etc/resolv.conf

3. (BRA) WRETFEL systemd-resolved RIE DNS &7 , MEEREHEZEEXZTEIRN DNS &
BEMRSS , Al /etc/resolv.conf & /run/systemd/resolve/resolv.conf HEFRIE
o

sudo 1n -sf /run/systemd/resolve/resolv.conf /etc/resolv.conf

BRLHMTUER , UESHE W DNS EIEIRER, {EBI/TE DNS 3%E. DNSec Bl ZERIB
systemd-resolved {04, EXREEMERE VPN BFEATLEICHEER /A DNS 0 | 1#E1E
BRIBH. fflan , BHFE VPC FagEE —EFAE DNS #iriExX , HPh G2 UM ARLE IP W
www.example.com it#k. LLEBTAREBERAMTALE IP B www.example.com 2B #o

OpenVPN (&5 %1)

B8

K% DNS T EEE |, PRAEREEEEEE,

RRA

ZR7E Client VPN i3 £ 5% E DNS fAfRss , A2 A FimEie K& %A RER.
R &

EEATYZRRBE DNS ARFREEREREFEEE,

1. F5TEE DNS fAfREFEE FER B, EUTEFP , & —17EE DNS fAfRss 192.168.0.2
(7 Client VPN i% B ERTE),

Mon Apr 15 21:26:55 2019 us=274574 SENT CONTROL [server]: 'PUSH_REQUEST' (status=1)

OpenVPN (@ 5l) 51
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WRRMon Apr 15 21:26:55 2019 us=276082 PUSH: Received control message:
'PUSH_REPLY, redirect-gateway defl bypass-dhcp,dhcp-option DNS 192.168.0.2,route-

gateway 10.0.0.97,topology subnet,ping 1,ping-restart 20, auth-token,ifconfig
10.0.0.98 255.255.255.224,peer-id 0

WRKIEEET DNS [FRES , FEREH Client VPN BEE S8 Client VPN # 2, | #EE A
Client VPN %25 E DNS fABR2S (Hl#n VPC DNS AARES). MEFMET , 5528 (AWS Client
VPN EEE1ERE) #H Client VPN % 3,

2. FHITH&GT , EEREK resolvconf £,

sudo apt list resolvconf

BHEZEEEUTRE,

Listing... Done
resolvconf/bionic-updates,now 1.79ubuntul®.18.04.3 all [installed]

WRARE , BEAUTHIREE.
sudo apt install resolvconf

3. EX FimEEzR P FHRK Client VPN AREER (ovpn BR) , ARIE T IEIT,

script-security 2
up /etc/openvpn/update-resolv-conf
down /etc/openvpn/update-resolv-conf

WEHFELUER resolvconf ETBRACHWUA, BFEEZZSEUTINIT,

Mon Apr 15 21:33:52 2019 us=795388 /etc/openvpn/update-resolv-conf tun@® 1500 1552
10.0.0.98 255.255.255.224 init
dhcp-option DNS 192.168.0.2

EBREEEEESM OpenVPN (GUI)
ERE

£ EES OpenVPN f Fimhy | EARKR , I HE TIER

EiBEREEEH OpenVPN (GUI) 52
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Apr 15 17:11:07 OpenVPN 2.4.4 x86_64-pc-linux-gnu [SSL (OpenSSL)] [LzO] [LZ4] [EPOLL]
[PKCS11] [MH/PKTINFO] [AEAD] built on Sep 5 2018

Apr 15 17:11:07 1library versions: OpenSSL 1.1.0g 2 Nov 2017, LZO 2.08

Apr 15 17:11:07 RESOLVE: Cannot resolve host address: cvpn-

endpoint-1234.prod.clientvpn.us-east-1.amazonaws.com:443 (Name or service not known)

Apr 15 17:11:07 RESOLVE: Cannot resolve host

Apr 15 17:11:07 Could not determine IPv4/IPv6 protocol

R &

remote-random-hostname EEFE4 % , BAF®&EZELMEA network-manager-gnome E4 i
TIER,

R B

B2 (AWS Client VPN BEEE15r) FEEMNT Client VPN w2 DNS BENRRA R,

FREE

ST RIS A FIERE Client VPN S858 | TAE@IBEIN % BRI,
TLS MRS KY

i

TLS KM , IR T HIGEE,

TLS key negotiation failed to occur within 6@ seconds (check your network connectivity)
TLS Error: TLS handshake failed

R &A
B EENRE TS TSI HP—I]

o BrAGEER BIEEE UDP = TCP &,
- IREHARE (ovpn) BRPFEH TR EEN AP RSBAEBE.
- AFmBEMIEFE (CRL) BB,

R B
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BEEEEEMNP BRI EHHERIR 443 = 1194 LHEARESY TCP = UDP Hig, FEXR
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