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https://docs.aws.amazon.com/general/latest/gr/aws_tasks-that-require-root.html
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https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_accounts_access.html#orgs_manage_accounts_access-as-root
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_accounts_access.html#orgs_manage_accounts_access-as-root
https://docs.aws.amazon.com/controltower/latest/userguide/strongly-recommended-controls.html#disallow-root-access-keys
https://docs.aws.amazon.com/controltower/latest/userguide/strongly-recommended-controls.html#disallow-root-auser-actions
https://docs.aws.amazon.com/latest/UserGuide/id_credentials_mfa_enable_virtual.html#enable-virt-mfa-for-root
https://docs.aws.amazon.com/latest/UserGuide/id_credentials_mfa_enable_physical.html#enable-hw-mfa-for-root
https://aws.amazon.com/blogs/security/you-can-now-assign-multiple-mfa-devices-in-iam/
https://aws.amazon.com/premiumsupport/knowledge-center/reset-root-user-mfa/
https://docs.aws.amazon.com/latest/UserGuide/id_credentials_passwords_change-root.html
https://docs.aws.amazon.com/guardduty/latest/ug/guardduty_settingup.html
https://docs.aws.amazon.com/guardduty/latest/ug/guardduty_finding-types-iam.html#policy-iam-rootcredentialusage
https://docs.aws.amazon.com/config/latest/developerguide/operational-best-practices-for-wa-Security-Pillar.html
https://docs.aws.amazon.com/controltower/latest/userguide/strongly-recommended-controls.html
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https://docs.aws.amazon.com/general/latest/gr/aws_tasks-that-require-root.html
https://docs.aws.amazon.com/general/latest/gr/aws_tasks-that-require-root.html
https://docs.aws.amazon.com/accounts/latest/reference/manage-acct-update-contact-alternate.html
https://docs.aws.amazon.com/whitepapers/latest/aws-security-incident-response-guide/aws-security-incident-response-guide.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/incident-response.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/incident-response.html
https://docs.aws.amazon.com/controltower/latest/userguide/what-is-control-tower.html
https://docs.aws.amazon.com/general/latest/gr/aws-security-audit-guide.html
https://docs.aws.amazon.com/latest/UserGuide/best-practices.html
https://docs.aws.amazon.com/guardduty/latest/ug/guardduty_finding-types-iam.html#policy-iam-rootcredentialusage
https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-cis-controls-1.4.0.html#securityhub-cis1.4-controls-1.7
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https://aws.amazon.com/iam/features/mfa/
https://docs.aws.amazon.com/whitepapers/latest/organizing-your-aws-environment/break-glass-access.html
https://aws.amazon.com/blogs/security/top-10-security-items-to-improve-in-your-aws-account/
https://aws.amazon.com/premiumsupport/knowledge-center/potential-account-compromise/
https://youtu.be/GUMSgdB-l6s
https://youtu.be/u6BCVkXkPnM
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https://docs.aws.amazon.com/general/latest/gr/aws-security-audit-guide.html
https://aws.amazon.com/security/security-bulletins/
https://youtu.be/HsWtPG_rTak
https://youtu.be/u6BCVkXkPnM
https://cve.mitre.org/
https://cve.mitre.org/
https://cve.mitre.org/
https://aws.amazon.com/shield/?whats-new-cards.sort-by=item.additionalFields.postDateTime&whats-new-cards.sort-order=desc
https://docs.aws.amazon.com/general/latest/gr/aws-security-audit-guide.html
https://aws.amazon.com/shield/
https://aws.amazon.com/security/security-bulletins/
https://youtu.be/u6BCVkXkPnM
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https://wellarchitectedlabs.com/?ref=wellarchitected
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https://aws.amazon.com/documentation/?ref=wellarchitected
https://cve.mitre.org/cve/?ref=wellarchitected
https://aws.amazon.com/security/security-bulletins/
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https://aws.amazon.com/systems-manager/
https://aws.amazon.com/cloudformation/
https://aws.amazon.com/getting-started/projects/set-up-ci-cd-pipeline/
https://aws.amazon.com/blogs/security/how-to-use-service-control-policies-to-set-permission-guardrails-across-accounts-in-your-aws-organization/
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https://youtu.be/u6BCVkXkPnM
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https://owasp.org/www-community/Threat_Modeling
https://owasp.org/www-community/Threat_Modeling
https://owasp.org/www-project-devsecops-guideline/latest/00a-Overview
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ZETHE AWS Well-Architected Framework

RERE, BOIRER , MREEEEE Web BRRER , TRRTEBREREABERHFIRELER
REEARIEFNER K RAEEEIEBENGIHLEESE,

2. fTETREHEE ?

EREHBIHRENREZRE. RERBENIEENBFEREN  EFRTLENETE , WA TTEE
FERRLRE, BURLBEZERTBEENTH | FEEHETE,

HRAMTETRELE  SYRERENBENRE, EVHEEZTEBRANSEAARSRNIEEA
CERERERETERERNLRHE. BRUEABRIRENERRIGEIEEERE , flu
STRIDE , SRR TRIMNER LAEITME  FF5R. B, B34, EFRRE. FERBANEAE
PR, kb , BBt SR ERERANEELMRUREBERRIGHEEERE , 29 OWASP BI +
K. HiTrust & B & , AREEBETFHNEE B #%.

3. BAEMMAEE ?

MRA—ERE—& , YRMETRNEBRERLRIEFRENTETRE, WPRNBARN —PR
AMBINRE, BENIEZRE.

REHEGHARLE AWS cHNHEESFE. THELSRE "ENERAEE? ., &, WEE[ T#
BEHHAT?,  E—HREE. THEREAWS tANEXHEE)EEREREREVEETE
HEEFC THEERR  EBFER AWS RBHERRREEA FNRRBERBERNES.

HRAHRRBETH AWS 25 |, BAGEHIE AWS REEHFZSRTENEE 2R, EXFTESEBERT
R AWS EHEERLZESMER ST HEFRIMNBAREHIER, REELFENERZFETH AWS FF
#& AWS Artifact T&,

EREERMEAWS R , AR IREFER  MENREERTEZOSHELEE -3
AR, BN AWS BEARSNZ2RHEAER  CRXEBERGEFRZEE2 K SFF2
MEDMEE (RENRE), ERRE (FENEaYT). EREERe, REVNEESEE. S
AWS BBV XHHRREENLZEEH , RESLLBHALSEBERENES, EENR , ERBEE
ERBENEXNBREEXNFHEKYE  XEREETURMUBRZERBNEER, ELERRIEE
AURBARE, THEEREENARERESER, ASHFIEERERIEARPEIA , Fiit
BTN EE,

4. BARESER?

ERERRENERRARNERBERENREURBREBNTRERENRE, SLEREHBR
B, BE, HENFENES, "EEMRALEREF  2RECECNERTHEEAESELR
EEANEREDAIGRESANE. A, MREEESHEBIAKRERERS ZLE/N
FERRXREEGEY , BF2E AWS RLEER LN NAETREER.

SECO01-BP07 £ fl B{ &1 AL 38 Bl B & 3 (B S5 B BAR A 1E 1 19



https://aws.amazon.com/blogs/security/how-to-approach-threat-modeling/#tips
https://aws.amazon.com/blogs/security/how-to-approach-threat-modeling/#tips
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https://aws.amazon.com/blogs/security/how-to-approach-threat-modeling/

ZETHE AWS Well-Architected Framework

ARTHHEEELHUTHREEE  FERBLARERESRTE RIESHEBEREEREREENK

B. XTEAEBEHMITUTERE:

- BREREEEY, TEBRERETFERERERANEARBREREN
- EEABTENREER

- EEMBTEANRERE  LELSESREELRRARENTE

- EAREERRIGBIERERD mENNEHE R OERN RS

o

\

MEE-FINSE | FEH "RERBRR. | LRIRKERNEL THERE,
&R
MENREER

- SECO01-BP03 55 M ER T 125 B 5

+ SEC01-BP04 Z2ER R E NS EH

* SEC01-BP05 R T MRS BEBNHRIMEH

+ SECO01-BP08 & HFF{l M B {FHT Y 22 £ AR A5 A T g€

FEEASLHF -

« WAMETEERE (AWS REEEE)
« NIST : LER AP ONRKBEEE SR

iE|ak 7

« AWS Summit ANZ 2021 - tN{AE{TR ZEE
+ AWS Summit ANZ 2022 - IER Z &M - S REN LT RS ETRIEL

FEEBRIAR

- BEEASBVREEENIEH#G X — AWS Skill Builder & # B 5] 1 E I HRRE

- BEABEVREERENERS R - AWS Hizteg

SECO01-BP07 £ fl B{ &1 AL 38 Bl B & 3 (B S5 B BAR A 1E 1

20


https://github.com/awslabs/threat-composer#threat-composer
https://catalog.workshops.aws/threatmodel/en-US/what-can-go-wrong/threat-grammar
https://aws.amazon.com/blogs/security/how-to-approach-threat-modeling/
https://csrc.nist.gov/publications/detail/sp/800-154/draft
https://www.youtube.com/watch?v=GuhIefIGeuA
https://www.youtube.com/watch?v=DjNPihdWHeA
https://explore.skillbuilder.aws/learn/course/external/view/elearning/13274/threat-modeling-the-right-way-for-builders-workshop
https://catalog.workshops.aws/threatmodel
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https://github.com/awslabs/threat-composer#threat-composer
https://aws.amazon.com/new
https://aws.amazon.com/blogs/security/
https://aws.amazon.com/security/security-bulletins/
https://aws.amazon.com/documentation/
https://docs.aws.amazon.com/config/latest/developerguide/remediation.html
https://youtu.be/u6BCVkXkPnM
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https://aws.amazon.com/iam/
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/what-is.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/what-is.html
https://docs.aws.amazon.com/accounts/latest/reference/root-user-tasks.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/sec_securely_operate_aws_account.html
https://docs.aws.amazon.com/cognito/index.html
https://aws.amazon.com/iam/
https://pages.nist.gov/800-63-3/sp800-63b.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#enable-mfa-for-privileged-users
https://docs.aws.amazon.com/singlesignon/latest/userguide/password-requirements.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/password-requirements.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/mfa-enable-how-to.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/how-to-allow-user-registration.html
https://docs.aws.amazon.com/cognito/latest/developerguide/user-pool-settings-policies.html
https://docs.aws.amazon.com/cognito/latest/developerguide/user-pool-settings-mfa.html
https://docs.aws.amazon.com/cognito/latest/developerguide/cognito-user-pool-settings-adaptive-authentication.html
https://docs.aws.amazon.com/cognito/latest/developerguide/cognito-user-pool-settings-advanced-security.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_passwords_account-policy.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/tutorial_users-self-manage-mfa-and-creds.html#tutorial_mfa_step1
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https://docs.aws.amazon.com/singlesignon/latest/userguide/password-requirements.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_passwords_account-policy.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html
https://docs.aws.amazon.com/cognito/latest/developerguide/user-pool-settings-policies.html
https://docs.aws.amazon.com/general/latest/gr/aws-sec-cred-types.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html
https://youtu.be/aEIqeFCcK7E
https://www.youtube.com/watch?v=vbjFjMNVEpc
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https://docs.aws.amazon.com/latest/UserGuide/id_credentials_access-keys.html
https://docs.aws.amazon.com/latest/UserGuide/id_users.html
https://docs.aws.amazon.com/latest/UserGuide/id_root-user.html
https://docs.aws.amazon.com/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_identities_identity_provider.html
https://docs.aws.amazon.com/latest/UserGuide/best-practices.html#bp-users-federation-idp
https://aws.amazon.com/identity/federation/
https://docs.aws.amazon.com/singlesignon/latest/userguide/what-is.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/what-is.html
https://aws.amazon.com/blogs/security/how-to-implement-federated-api-and-cli-access-using-saml-2-0-and-ad-fs/
https://docs.aws.amazon.com/cli/latest/userguide/cli-configure-sso.html
https://docs.aws.amazon.com/latest/UserGuide/tutorial_cross-account-with-roles.html
https://docs.aws.amazon.com/latest/UserGuide/tutorial_cross-account-with-roles.html
https://docs.aws.amazon.com/latest/UserGuide/access_policies_identity-vs-resource.html
https://docs.aws.amazon.com/cognito/latest/developerguide/identity-pools.html
https://docs.aws.amazon.com/cognito/latest/developerguide/identity-pools.html
https://docs.aws.amazon.com/cognito/latest/developerguide/cognito-user-identity-pools.html
https://docs.aws.amazon.com/latest/UserGuide/best-practices.html#bp-workloads-use-roles
https://docs.aws.amazon.com/latest/UserGuide/best-practices.html#bp-workloads-use-roles
https://aws.amazon.com/pm/ec2/
https://docs.aws.amazon.com/latest/UserGuide/id_roles_use_switch-role-ec2.html
https://aws.amazon.com/lambda/
https://docs.aws.amazon.com/lambda/latest/dg/lambda-intro-execution-role.html
https://docs.aws.amazon.com/iot/latest/developerguide/authorizing-direct-aws.html
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https://docs.aws.amazon.com/rolesanywhere/latest/userguide/introduction.html
https://docs.aws.amazon.com/rolesanywhere/latest/userguide/introduction.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_identities_audit.html
https://docs.aws.amazon.com/latest/UserGuide/best-practices.html#rotate-credentials
https://docs.aws.amazon.com/latest/UserGuide/best-practices.html#rotate-credentials
https://aws.amazon.com/secrets-manager/
https://docs.aws.amazon.com/secretsmanager/latest/userguide/integrating.html
https://docs.aws.amazon.com/latest/UserGuide/id_credentials_access-keys.html#Using_RotateAccessKey
https://docs.aws.amazon.com/latest/UserGuide/id_credentials_temp.html
https://docs.aws.amazon.com/general/latest/gr/aws-sec-cred-types.html
https://docs.aws.amazon.com/latest/UserGuide/best-practices.html
https://docs.aws.amazon.com/latest/UserGuide/id_roles.html
https://aws.amazon.com/iam/identity-center/
https://docs.aws.amazon.com/latest/UserGuide/id_roles_providers.html
https://docs.aws.amazon.com/latest/UserGuide/id_credentials_access-keys.html#Using_RotateAccessKey
https://aws.amazon.com/security/partner-solutions/#access-control
https://docs.aws.amazon.com/latest/UserGuide/id_root-user.html
https://youtu.be/aEIqeFCcK7E
https://www.youtube.com/watch?v=vbjFjMNVEpc
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B, BRAROENEETRE K ME=H AP, EANEMEETREARERHEEARIREER
F. AWS REBERHINLZEFRELERE , A BRBRABKEMNERER.

EFRTEENRER EZREFEBE. ANWRNES, RXENBRERETAFR,. EEHEEN
BE. ALBRENITFEEENEFETERLEN , MEATEBIRR,

HRIEEHEEEENERSENRR , TAEEKRSURNIENEENRREEE. flw , EHEY
AWS AR TFREWETERNRE , ZEFLA IAM AR EEFNRKRAERE.

BrRBFENEZ R EZBRIE, T ELMZFRTE AWS Secrets Manager Z 381 IR7%
o ETEREFER. EENESRE,

HITHEEHWERAREXNBANREENER , TEERSEREANER. TREREEERERERANEK
& -

Credential type Description Suggested strategy

IAM access keys AWS IAM access and secret Replace: Use IAM &€
keys used to assume |IAM assigned to the compute
roles inside of a workload instances (such as Amazon

EC2 or AWS Lambda) instead.
For interoperability with third

parties that require access to
resources in your AWS 1R,
ask if they support AWS Bk
F 17EU#. For mobile apps,
consider using temporary
credentials through Amazon
Cognito B2 %£E (a5 92).
For workloads running outside
of AWS, consider IAM Roles
Anywhere or AWS Systems

Manager JE& .
SSH keys Secure Shell private keys Replace: Use AWS Systems
used to log into Linux EC2 Manager or EC2 ¥17 {&l §8:&
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https://docs.aws.amazon.com/secretsmanager/latest/userguide/intro.html
https://docs.aws.amazon.com/latest/UserGuide/id_roles_common-scenarios.html
https://docs.aws.amazon.com/latest/UserGuide/id_roles_use_switch-role-ec2.html
https://docs.aws.amazon.com/latest/UserGuide/id_roles_use_switch-role-ec2.html
https://docs.aws.amazon.com/lambda/latest/dg/lambda-intro-execution-role.html
https://docs.aws.amazon.com/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.aws.amazon.com/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.aws.amazon.com/cognito/latest/developerguide/cognito-identity.html
https://docs.aws.amazon.com/cognito/latest/developerguide/cognito-identity.html
https://docs.aws.amazon.com/rolesanywhere/latest/userguide/introduction.html
https://docs.aws.amazon.com/rolesanywhere/latest/userguide/introduction.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/activations.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/activations.html
https://aws.amazon.com/blogs/mt/vr-beneficios-session-manager/
https://aws.amazon.com/blogs/mt/vr-beneficios-session-manager/
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/Connect-using-EC2-Instance-Connect.html

REXH

AWS Well-Architected Framework

Credential type

Application and database
credentials

Amazon RDS and Aurora
Admin Database credentials

OAuth tokens

API tokens and keys

FRHREXZRH IAM ERER\ARERBENXR.

Description

instances, manually or as part
of an automated process

Passwords - plain text string

Passwords — plain text string

Secret tokens — plain text
string

Secret tokens — plain text
string

Suggested strategy

#% to provide programmatic
and human access to EC2
instances using IAM roles.

Rotate: Store credentials in
AWS Secrets Manager and
establish automated rotation if
possible.

Replace: Use the Secrets
Manager & Amazon RDS

%& or Amazon Aurora. In
addition, some RDS database
types can use |IAM roles
instead of passwords for some
use cases (for more detail, see

IAM B ¥ 5 2 B 7).

Rotate: Store tokens in
AWS Secrets Manager and

configure automated rotation.

Rotate: Store in AWS Secrets
Manager and establish
automated rotation if possible.

REEHTHEAERXA, EFE IAM FIER

B2 AWS BRFEAR  FEARE (EH) Z2BE, EEEHBRRETLESR AM A6 (AR EC2 #1T

EIE8). #1TAE (AR Lambda EE). Cognito IAM & (ARITEIMEREEFR) , LK% loT Core BUE
(AR 10T £B) i, EHEFE=FEHR , REFZKIAM AEHNEFEE K SSHIRFERNXEFER

B, MARRKRE IAM ERELSENLEFRNEREZERE=T.

ERZERT , IEESFTERTERETEEHEMREMEREEEME, AWS Secrets Manager =5
AREEEELRIMITEN , TREFNERE AP 8. ZHNEMERRE.
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https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/Connect-using-EC2-Instance-Connect.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/intro.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/rds-secrets-manager.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/rds-secrets-manager.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/rds-secrets-manager.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/rds-secrets-manager.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/UsingWithRDS.DBAuth.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/intro.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/intro.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/intro.html
https://docs.aws.amazon.com/latest/UserGuide/id_credentials_temp.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/iam-roles-for-amazon-ec2.html
https://docs.aws.amazon.com/lambda/latest/dg/lambda-intro-execution-role.html
https://docs.aws.amazon.com/cognito/latest/developerguide/iam-roles.html
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https://docs.aws.amazon.com/secretsmanager/latest/userguide/security-encryption.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/data-protection.html
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https://docs.aws.amazon.com/secretsmanager/latest/userguide/retrieving-secrets_lambda.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/retrieving-secrets.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/retrieving-secrets.html
https://github.com/awslabs/git-secrets
https://docs.aws.amazon.com/secretsmanager/latest/userguide/monitoring.html
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https://docs.aws.amazon.com/secretsmanager/latest/userguide/getting-started.html
https://docs.aws.amazon.com/latest/UserGuide/id_roles_providers.html
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https://www.youtube.com/watch?v=k1YWhogGVF8
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https://mng.workshop.aws/ssm/capability_hands-on_labs/hybridactivations.html
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https://docs.aws.amazon.com/organizations/latest/userguide/orgs_getting-started_concepts.html
https://aws.amazon.com/iam/
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_providers_create_saml.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_providers_create_oidc.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_providers_create_oidc.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_providers_enable-console-saml.html
https://aws.amazon.com/cli/
https://aws.amazon.com/developer/tools/
https://docs.aws.amazon.com/STS/latest/APIReference/welcome.html
https://docs.aws.amazon.com/STS/latest/APIReference/API_AssumeRoleWithSAML.html
https://aws.amazon.com/single-sign-on/
https://docs.aws.amazon.com/singlesignon/latest/userguide/manage-your-identity-source-idp.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/provision-automatically.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/manage-your-identity-source-ad.html
https://aws.amazon.com/directoryservice/
https://docs.aws.amazon.com/singlesignon/latest/userguide/permissionsetsconcept.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/using-the-portal.html
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https://docs.aws.amazon.com/cli/latest/userguide/cli-configure-sso.html
https://docs.aws.amazon.com/sagemaker/latest/dg/onboard-sso-users.html
https://docs.aws.amazon.com/sagemaker/latest/dg/onboard-sso-users.html
https://docs.aws.amazon.com/iot-sitewise/latest/userguide/monitor-getting-started.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_finding-unused.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_getting-report.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users_manage.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_groups_manage_delete.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps.html
https://aws.amazon.com/cognito/
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https://aws.amazon.com/identity/federation/
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html
https://aws.amazon.com/iam/resources/best-practices/
https://aws.amazon.com/blogs/security/getting-started-with-aws-sso-delegated-administration/
https://aws.amazon.com/blogs/security/how-to-use-customer-managed-policies-in-aws-single-sign-on-for-advanced-use-cases/
https://docs.aws.amazon.com/sdkref/latest/guide/feature-sso-credentials.html
https://youtu.be/YMj33ToS8cI
https://youtu.be/TvQN4OdR_0Y
https://youtu.be/vbjFjMNVEpc
https://catalog.us-east-1.prod.workshops.aws/workshops/590f8439-42c7-46a1-8e70-28ee41498b3a/en-US
https://identity-round-robin.awssecworkshops.com/serverless/
https://aws.amazon.com/security/partner-solutions/
https://github.com/Versent/saml2aws
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_getting-report.html
https://docs.aws.amazon.com/config/latest/developerguide/evaluate-config.html
https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-standards-fsbp-controls.html#fsbp-iam-3
https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-standards-fsbp-controls.html#fsbp-iam-3
https://docs.aws.amazon.com/IAM/latest/UserGuide/what-is-access-analyzer.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/welcome.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/welcome.html
https://docs.aws.amazon.com/guardduty/latest/ug/guardduty_finding-types-iam.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_access-keys.html#Using_RotateAccessKey
https://docs.aws.amazon.com/secretsmanager/latest/userguide/getting-started.html
https://docs.aws.amazon.com/latest/UserGuide/best-practices.html
https://docs.aws.amazon.com/latest/UserGuide/id_roles_providers.html
https://aws.amazon.com/security/partner-solutions/#access-control
https://docs.aws.amazon.com/latest/UserGuide/id_credentials_temp.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_getting-report.html
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https://wellarchitectedlabs.com/security/200_labs/200_automated_iam_user_cleanup/
https://wellarchitectedlabs.com/security/200_labs/200_automated_deployment_of_iam_groups_and_roles/
https://docs.aws.amazon.com/singlesignon/latest/userguide/permissionsets.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/manage-your-identity-source-sso.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/introduction_attribute-based-access-control.html
https://www.wellarchitectedlabs.com/Security/300_IAM_Tag_Based_Access_Control_for_EC2/README.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/getting-started.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_providers.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html
https://youtu.be/qoxxRlwJKZ4
https://youtu.be/aEIqeFCcK7E
https://www.youtube.com/watch?v=vbjFjMNVEpc
https://www.wellarchitectedlabs.com/Security/300_IAM_Tag_Based_Access_Control_for_EC2/README.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#grant-least-privilege
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https://docs.aws.amazon.com/singlesignon/latest/userguide/emergency-access.html
https://docs.aws.amazon.com/organizations/latest/userguide/services-that-can-integrate-cloudformation.html
https://docs.aws.amazon.com/organizations/latest/userguide/services-that-can-integrate-cloudformation.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps.html
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https://docs.aws.amazon.com/singlesignon/latest/userguide/emergency-access.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/sec_identities_identity_provider.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/sec_permissions_least_privileges.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/sec_incident_response_develop_management_plans.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/sec_incident_response_run_game_days.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/emergency-access.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_providers_enable-console-saml.html
https://docs.aws.amazon.com/whitepapers/latest/organizing-your-aws-environment/break-glass-access.html
https://youtu.be/TvQN4OdR_0Y
https://youtu.be/YMj33ToS8cI
https://github.com/awslabs/aws-break-glass-role
https://github.com/aws-samples/aws-customer-playbook-framework
https://github.com/aws-samples/aws-incident-response-playbooks
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https://docs.aws.amazon.com/IAM/latest/UserGuide/introduction_attribute-based-access-control.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/what-is-access-analyzer.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-getting-started.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-policy-generation.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-policy-generation.html#access-analyzer-policy-generation-howitworks
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-policy-generation.html#access-analyzer-policy-generation-howitworks
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_access-advisor-view-data.html
https://aws.amazon.com/blogs/security/identify-unused-iam-roles-remove-confidently-last-used-timestamp/
https://aws.amazon.com/blogs/security/identify-unused-iam-roles-remove-confidently-last-used-timestamp/
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_access-advisor.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_access-advisor.html
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/logging-data-events-with-cloudtrail.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#grant-least-privilege
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#remove-credentials
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-user-guide.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_manage.html
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/MonitoringDynamoDB.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/enable-cloudtrail-logging-for-s3.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_getting-report.html
https://youtu.be/YQsK4MtsELU
https://youtu.be/3H0i7VyTu70
https://www.youtube.com/watch?v=YMj33ToS8cI
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https://aws.amazon.com/organizations/
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps.html
https://aws.amazon.com/blogs/security/get-more-out-of-service-control-policies-in-a-multi-account-environment/
https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/welcome.html
https://www.youtube.com/watch?v=mEO05mmbSms
https://www.youtube.com/watch?v=Zxrs6YXMidk
https://www.youtube.com/watch?v=YMj33ToS8cI
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http://aws.amazon.com/ram/
http://aws.amazon.com/ram/
https://docs.aws.amazon.com/IAM/latest/UserGuide/introduction_attribute-based-access-control.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#grant-least-privilege
https://docs.aws.amazon.com/IAM/latest/UserGuide/what-is-access-analyzer.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#remove-credentials
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_manage.html
https://youtu.be/YQsK4MtsELU
https://youtu.be/3H0i7VyTu70
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https://docs.aws.amazon.com/AmazonS3/latest/userguide/bucket-policies.html
https://aws.amazon.com/iam/features/analyze-access/
https://aws.amazon.com/security/provable-security/
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-access-preview.html
https://aws.amazon.com/blogs/security/how-to-use-trust-policies-with-iam-roles/
https://aws.amazon.com/blogs/security/how-to-use-trust-policies-with-iam-roles/
https://aws.amazon.com/blogs/security/how-to-use-trust-policies-with-iam-roles/
https://docs.aws.amazon.com/config/latest/developerguide/operational-best-practices-for-Publicly-Accessible-Resources.html
https://aws.amazon.com/controltower/
https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-standards-fsbp.html
https://docs.aws.amazon.com/controltower/latest/userguide/what-is-control-tower.html
https://docs.aws.amazon.com/organizations/latest/userguide/services-that-can-integrate-config.html
https://docs.aws.amazon.com/config/latest/developerguide/config-rule-multi-account-deployment.html
https://docs.aws.amazon.com/config/latest/developerguide/config-rule-multi-account-deployment.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-getting-started.html
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https://aws.amazon.com/blogs/security/how-to-use-aws-config-to-monitor-for-and-respond-to-amazon-s3-buckets-allowing-public-access/
https://aws.amazon.com/blogs/security/how-to-use-aws-config-to-monitor-for-and-respond-to-amazon-s3-buckets-allowing-public-access/
https://aws.amazon.com/blogs/aws/amazon-s3-update-cloudtrail-integration/
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps.html
https://aws.amazon.com/blogs/security/how-to-use-aws-config-to-monitor-for-and-respond-to-amazon-s3-buckets-allowing-public-access/
https://docs.aws.amazon.com/macie/latest/user/findings-types.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/what-is-access-analyzer.html?ref=wellarchitected
https://docs.aws.amazon.com/controltower/latest/userguide/controls-reference.html
https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-standards-fsbp.html
https://docs.aws.amazon.com/config/latest/developerguide/evaluate-config_use-managed-rules.html
https://docs.aws.amazon.com/awssupport/latest/user/trusted-advisor-check-reference.html
https://docs.aws.amazon.com/awssupport/latest/user/cloudwatch-events-ta.html
https://docs.aws.amazon.com/config/latest/developerguide/config-rule-multi-account-deployment.html
https://docs.aws.amazon.com/organizations/latest/userguide/services-that-can-integrate-config.html
https://www.youtube.com/watch?v=ip5sn3z5FNg
https://www.youtube.com/watch?v=i5apYXya2m0
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https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_permissions_analyze_cross_account.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_integrate_services_list.html
https://docs.aws.amazon.com/organizations/latest/userguide/services-that-can-integrate-securityhub.html
https://docs.aws.amazon.com/guardduty/latest/ug/guardduty_organizations.html
https://docs.aws.amazon.com/guardduty/latest/ug/guardduty_organizations.html
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. AWS Web FEFIRZ B X & (AWS WAF)
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https://aws.amazon.com/cloudfront
https://docs.aws.amazon.com/general/latest/gr/rande.html
https://docs.aws.amazon.com/vpc/latest/privatelink/vpc-endpoints.html
https://aws.amazon.com/privatelink/
https://docs.aws.amazon.com/vpc/latest/userguide/VPC_Security.html
https://docs.aws.amazon.com/vpc/latest/userguide/vpc-endpoints.html
https://docs.aws.amazon.com/vpc/latest/userguide/VPC_SecurityGroups.html
https://docs.aws.amazon.com/vpc/latest/userguide/vpc-network-acls.html
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/IntroductionUseCases.html
https://docs.aws.amazon.com/global-accelerator/latest/dg/what-is-global-accelerator.html
https://docs.aws.amazon.com/waf/latest/developerguide/waf-section.html
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* Amazon Route 53
« Amazon VPC & A B i
- BEAERRRE BEUTREBIEEHLERENRE.
+ Amazon VPC ¥1& Hi&E
+ Amazon VPC in ifR# (AWS PrivateLink)

* Amazon VPC Transit Gateway
* AWS Direct Connect

« AWS B E¥ 525 VPN

* AWS Client VPN

+ Amazon S3 7FHUE

BIR
BRI -

* AWS Firewall Manager

* Amazon Inspector
« AWS WAF AF§

THEAR

« BRAREZ VPC B AWS Transit Gateway 2EZ 28
« fEF Amazon CloudFront, AWS WAF #l AWS Shield HI FE B2 = MR MR E

YEEA SR
- ERZE VPC WEBIE
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BE{LREBEES , LEHEERBNERGIREREMER, Sl , ANBEEENEBELREESLEN
AREBERNFELTE, Web BRARXB AREN A SRR RESBCNES ; Sl , £H AWS WAF
Security Automations #R 75 R (https:/github.com/awslabs/aws-waf-security-automations) LA B By &
HRECHEEEMED IP IuAIFER,
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https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/Welcome.html
https://aws.amazon.com/about-aws/whats-new/2019/12/amazon-vpc-ingress-routing-insert-virtual-appliances-forwarding-path-vpc-traffic/
https://docs.aws.amazon.com/vpc/latest/peering/what-is-vpc-peering.html
https://docs.aws.amazon.com/vpc/latest/userguide/endpoint-service.html
https://docs.aws.amazon.com/vpc/latest/tgw/what-is-transit-gateway.html
https://docs.aws.amazon.com/directconnect/latest/UserGuide/Welcome.html
https://docs.aws.amazon.com/vpn/latest/s2svpn/VPC_VPN.html
https://docs.aws.amazon.com/vpn/latest/clientvpn-user/user-getting-started.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/access-points.html
https://docs.aws.amazon.com/waf/latest/developerguide/fms-section.html
https://aws.amazon.com/inspector
https://docs.aws.amazon.com/waf/latest/developerguide/getting-started.html
https://youtu.be/9Nikqn_02Oc
https://youtu.be/0xlwLEccRe0
https://www.wellarchitectedlabs.com/Security/200_Automated_Deployment_of_VPC/README.html
https://github.com/awslabs/aws-waf-security-automations
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BFiES

- SHELEEAERNREETBBRE | AWS BREMEERG ZER AWS CloudFormation B B1ER
EF—HAWSWAF R, EFTAREGEERBEARE, £RAETRALRENRENEPETE
## , L\ES& AWS WAF Web 7HUZHIEE (web ACL) FEEHR AL

« AWS WAF Z£ B8t

« ZE AWS Partner R AR : AWS SR HREBAEELERANER , ELEREERNIRER
BEHRNBEARHEAE, HEAREARS, ELEMAMARAN AWS B , BERAEEHRNRA
HHBREFHELHUNREREE  URBEEERIGVEER,

- HES LS

BiR
B -

* AWS Firewall Manager

* Amazon Inspector
« Amazon VPC Z£ %
« AWS WAF AF1

EEERH

« BAREZ VPC B AWS Transit Gateway 2Z £ #E
« /A Amazon CloudFront, AWS WAF #1 AWS Shield #Jf& 52\ iR AR 2

YEEA SR
- BBE VPCHBEBHIHE
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BRENGESEBRNTRE. ATRELN VPC LK EEBENENFE , A LUER VPC
Network Access Analyzer, #EAILUIEEERWMERFIRER , LB ARFE MW EBERARRLE, HR
EIB HTTP BABEEITR SN LY , Web ERARERBP ABAHEIILE RN IKE, AWS WAF 2
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https://aws.amazon.com/solutions/aws-waf-security-automations/
https://aws.amazon.com/security/partner-solutions/#infrastructure_security
https://docs.aws.amazon.com/waf/latest/developerguide/fms-section.html
https://aws.amazon.com/inspector
https://docs.aws.amazon.com/AmazonVPC/latest/UserGuide/VPC_Security.html
https://docs.aws.amazon.com/waf/latest/developerguide/getting-started.html
https://youtu.be/9Nikqn_02Oc
https://youtu.be/0xlwLEccRe0
https://www.wellarchitectedlabs.com/Security/200_Automated_Deployment_of_VPC/README.html
https://docs.aws.amazon.com/vpc/latest/network-access-analyzer/what-is-vaa.html
https://docs.aws.amazon.com/vpc/latest/network-access-analyzer/what-is-vaa.html
https://aws.amazon.com/waf
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—& Web EAREXPAMRE , IRECERNHEFTSURERAN HTTP HFR ; EEBRSEXE
Amazon API Gateway API, Amazon CloudFront 2 Application Load Balancer. & ZRER AWS
WAF , R L% AWS S EH B B BCHAA , IFERAREN SERHES,

£ E B AWS Organizations B AWS WAF, AWS Shield Advanced fRE# Amazon VPC Z£ &

#8 , O LAE A AWS Firewall Manager, © A ZERERREMEEFIAIRE MERAEX BB X ER
Al , FEARRANEEARTHHTEARE, CHUZEEMER AWS Shield Advanced sk 7] B B # 85 ¥
Web BRARRATHERB RN BARAAE , REEIEKE, Firewall Manager th A AWS Network
Firewall, AWS Network Firewall @ —BEE R , HSEARAGIZE  BEBHESERENEAMRE
MR ME., ©XI& Suricata 1HEH FABERIBARBERSR (IPS) £1& , HBRAARGEIRESLN T
EEH,

ERBUNREER  RENEBERS . &
BEEE S
% E Amazon GuardDuty : GuardDuty R B EEAIRE , IFEEREETBNRAKRENTA ,
LURE AWS IREMIT/EEHE. BA GuardDuty Wik E B EiREE.
» Amazon GuardDuty
- BRE  GUEHNEBNE

- REERILEELR (VPC) RIEAF : VPC REAFZELEREEAIR VPC fKAH IP RE
WERA. REAFZERTLLEME Amazon CloudWatch Logs 1 Amazon Simple Storage Service
(Amazon S3), EUREAF®R , ZANEEEN B EVEMRRNREELER,

- ZE VPC REHBR . REHEBILE—TE Amazon VPC Ih&E , Al AR Amazon Elastic Compute
Cloud (Amazon EC2) #1{TERBHEMERANERMERE K AREREEXIEN R L EERR
fd, LETRERE., HEEENBEER,

« VPC REHEHIL

iR
FEEASLHF -

» AWS Firewall Manager

» Amazon Inspector
« Amazon VPC Z& M
« AWS WAF AF§
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https://docs.aws.amazon.com/waf/latest/developerguide/getting-started.html#getting-started-wizard-add-rule-group
https://aws.amazon.com/waf/partners/
https://docs.aws.amazon.com/waf/latest/developerguide/ddos-responding.html
https://aws.amazon.com/solutions/aws-waf-security-automations/
https://aws.amazon.com/network-firewall/
https://aws.amazon.com/network-firewall/
https://docs.aws.amazon.com/network-firewall/latest/developerguide/stateful-rule-groups-ips.html
https://docs.aws.amazon.com/guardduty/latest/ug/what-is-guardduty.html
https://wellarchitectedlabs.com/Security/200_Automated_Deployment_of_Detective_Controls/README.html
https://docs.aws.amazon.com/vpc/latest/mirroring/what-is-traffic-mirroring.html
https://docs.aws.amazon.com/waf/latest/developerguide/fms-section.html
https://aws.amazon.com/inspector
https://docs.aws.amazon.com/AmazonVPC/latest/UserGuide/VPC_Security.html
https://docs.aws.amazon.com/waf/latest/developerguide/getting-started.html
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« BAREZ VPC B AWS Transit Gateway 2Z £
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TEEREE A -
- BERT . VPCHEBIE

REEH

EFEREE EC2 H1TEER. &85, AWS Lambda BB, BERERK. loT REF, ELEHERE
BhMg—BRFETRANTEREFECM. T8 , eMREIZLEFTEEBNEARE  RERER,

RREE, MAOSHEE, ARNRENBEL , AREEEANITEE, AP , BRI GRRE
BEREBEEERN—MKRES. HREANSIE AWS IRE , FEBLRERBXHEINEERLE
o

REBEK

« SEC06-BP0O1 #{TRAEE

« SEC06-BP02 BAZHEM

- SEC06-BP03 BEZE RS

« SEC06-BP04 BBt iEERE

- SEC06-BP05 EA B ec#RIE S BT EN1E
« SEC06-BP06 BR-E BXBE e B 1

SEC06-BP01 #H{TiRAEE
REFRBNEHESNG, AOUENERRERNRE , UHBIBEFHRE,
FAHRR . BUNHERIEEFE. THRENEHEER , 80 Amazon EC2 #1T{E . Amazon

Elastic Container Service (Amazon ECS) & &8 #1 Amazon Elastic Kubernetes Service (Amazon EKS)
TIEEH., RE AWS SEERIMHEERE |, 610 Amazon Relational Database Service (Amazon
RDS) EflE, HAFEERABRERREEARIRREXBNERBEE. NRENEBETXER
R R AILUE AN ERIHEY , FE R Web ERAREN2ER.
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https://youtu.be/9Nikqn_02Oc
https://youtu.be/0xlwLEccRe0
https://www.wellarchitectedlabs.com/Security/200_Automated_Deployment_of_VPC/README.html
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- RERREEFE,

- TRREAMAEEREMIER AR

- ERCBRERANERED BN B NS,

- EONRABNREAECHEAREELEERE.

BUYMKREEBNES .
AEVUMREERRNEARRBESFR S
BFHEs

REEEREESRRETE,. FABEE. FEBREIERF , URSITEMERMABRBEN —BD. &
BIRHETHFEES  UERRBENSIMARKELATEE  OBLEER. BBHEYNEFRERITEHE
B W PR RARRE SRR EE — S RIEN R, RATRFNFREEFEURZZERTHREMBHNGF
BB RETRBAR. EREBNSENEEFRRIEEADRERERTRAZALEEREN TR
28

BEFREIEENEFTEN AWS HESEEAFREFNTHE , URCNFESETFEEHERM. £H#
BEEEXT , AWS EERE AWS Ein MWEMERGE. WERRERHTER, KB, @EBRUARINT
AWS Ein RBHOVEREFTHER. SEEZRPNRE , HINERNER. ZLBEREM Amazon EC2 #
ITEEBNEERTHE , URHEREN Amazon S3 HEBESBNRE. BEFRAEEN S EBTEE
BEANBRBME, flm, AWS SEEBHAMIENEB XN ERERM Amazon RDS , BEREEAS
BESHBRFTENENE,

AWS BB A BB SR EE T EN S ERIS. Amazon Inspector E1FERH#H AWS THEEFHUBRE
BEENENANMEEEE., AWS Systems Manager Patch Manager A #Bi&# Amazon EC2 11T 1@
B EKE# T/E, Amazon Inspector 1 Systems Manager AI{£#E AWS Security Hub 48 , H2 —
HERREMEEERLE , TR &L AWS ReREXEFILLLETR,

Amazon CodeGuru AI B fE AR RERE X G 25 A 3R B Java M Python BAREX PR BERE,
BEESHR

« FXXE Amazon Inspector : Amazon Inspector & B B{E RIFTEXEIHY Amazon EC2 #{T{EI#8. Lambda
BB H#EIE E] Amazon ECR S ASRMEG , YA IFHEBURABE, BERENENNEE
%E’?O

- BHRRBE  BEESXENMARENREMERE. Amazon CodeGuru A AR H I IR EZE RIS IE
Java # Python ERAREXNE ELZ £ /B8, OWASP Foundation ## 7 — 3 RHREXBINTE (1
A SAST TE) HEE,
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https://aws.amazon.com/compliance/shared-responsibility-model/
https://docs.aws.amazon.com/inspector/latest/user/what-is-inspector.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/systems-manager-patch.html
https://docs.aws.amazon.com/securityhub/latest/userguide/what-is-securityhub.html
https://docs.aws.amazon.com/codeguru/latest/reviewer-ug/welcome.html
https://docs.aws.amazon.com/inspector/v1/userguide/inspector_introduction.html
https://docs.aws.amazon.com/codeguru/latest/reviewer-ug/welcome.html
https://docs.aws.amazon.com/codeguru/detector-library/index.html
https://owasp.org/www-community/Source_Code_Analysis_Tools
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- BEMFIUERENSHRAERE , WSBEEES CI/ICD EEEEBEN —ID : BEERFIRER
MEHHEMENEERKPOEE , UHIEEFEHE. THETZMEE,. THREZFEEMAREEHR
BHIFALEEE  BERIEEXT AL, ZERBEEREFERABERS/IFERM (CICD)
EE K BEBEBENZERE, BNAFETREREEAN AWS REME, EMEE Amazon EC2
HITEEPHTHERENEERE , 34§ Amazon Inspector #TIB RN EE , E£E AT RESRE
EREBBNELFIEEBEBREF, Amazon Inspector EIFBERE R, St IEARKRREE
& , %70 OWASP Dependency-Check, Snyk, OpenVAS, #EE 8 AWS Partner T E Xt
TmRERE,

- {#/ AWS Systems Manager : & FHEHN AWS EFRETEHERER , 2% Amazon Elastic
Compute Cloud (Amazon EC2) #11T{E#. Amazon Machine Image (AMI) MIHE M EFEER. AWS
Systems Manager Patch Manager A] B #{L i E B L £ HBAR HtEHRIEFZEBTERNRE,
B LAE A Patch Manager £ Amazon EC2 #{TEE L ¥EXRRNEAEERABHER , 2
¥& Microsoft EAFE. Windows Service Pack H Linux 2 1TERIREMRAEFH . BRT Amazon
EC2 2z 4\ , Patch Manager tt o] LA F 3R & % (R P 2B ) iR 25 o

MEXENEELRFKEE , 5528 (Systems Manager A ERRE) NI ZEEERK. BT
REHNTEEMREEFEHENRARE , b UUREY BB REFMERANEFHRER,

- fEF AWS Security Hub : Security Hub B AWS I Z2AREREL S UEE. CERESE
AWS RSN ZEER , WEERNBHZIERBELR , BLREHNE AWS REELZ2RBE
RNEBEIER.

« fF AWS CloudFormation : AWS CloudFormation 2 E# X EENENEE (1aC) RS , TEIBEZE
REMRER BB ERBENEENVERERS , RiFEIRBEE,

BIR
FEBASLHF

+ AWS Systems Manager

« AWS Lambda i Z £ #15

« Amazon CodeGuru

- FEIBLFH Amazon Inspector i, BELER TEEHNREEE

+ {8 Amazon Inspector 1 AWS Systems Manager B 81t AWS R REEEBFMBIE — £ 1 o

|z E 7
- REEARSNERBBENL S
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https://aws.amazon.com/inspector/
https://owasp.org/www-project-dependency-check/
https://snyk.io/product/open-source-security-management/
https://www.openvas.org/
https://docs.aws.amazon.com/systems-manager/latest/userguide/what-is-systems-manager.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/systems-manager-patch.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/systems-manager-patch.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/prereqs-operating-systems.html
https://docs.aws.amazon.com/securityhub/latest/userguide/what-is-securityhub.html
https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-internal-providers.html
https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-internal-providers.html
https://aws.amazon.com/cloudformation/
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/Welcome.html
https://aws.amazon.com/systems-manager/
https://pages.awscloud.com/rs/112-TZM-766/images/Overview-AWS--Security.pdf
https://docs.aws.amazon.com/codeguru/latest/reviewer-ug/welcome.html
https://aws.amazon.com/blogs/aws/improved-automated-vulnerability-management-for-cloud-workloads-with-a-new-amazon-inspector/
https://aws.amazon.com/blogs/mt/automate-vulnerability-management-and-remediation-in-aws-using-amazon-inspector-and-aws-systems-manager-part-1/
https://youtu.be/kmSdyN9qiXY
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* Amazon EC2 #TEB TR ENBBNLZLBEER

SEC06-BP02 BA S MEMR

FERRICEXERKURSERD>ERAPN LY. BXEMAIERELERE , REDENFER. X
BAORERANTH , BRECMREERREC4IEAERX (EAR Amazon Elastic Compute Cloud
(Amazon EC2) 2 T ER) BXIBHMW/BEBIEHE EAREIEAR). HRERNEERRK
MERIBIFEE , BOULKBFFZRE ML £EREIERE, fln , LA LAHE Center for Internet Security
MY RE.

£ Amazon EC2 & | A LAE 31 H 2 9 Amazon Machine Image (AMI) , 3t B3 EE TS @ FER1L |
DG EFEHEBN R ERZEER, £ AMI LEANSHEINNEttLZ22S , ZBLCMNERE
HEM—CHTRBEN , BRIFCERMBEBETER , Hlt0 , FH AWS Systems Manager 1Tl 1&
Ho

&R LA R EC2 Image Builder fi{L2EZ £ AMI W2, EC2 Image Builder & K i i 5 4> 2 31 F#E
EETMBFENIEE K MIASHRENEZES S, ERREHITARK , Image Builder EEBIELE

G MEZRAFFEREMGEESE, EC2Image Builder AIBAE L EREHFHEHBG | £E
AWS REMAFENZECHAEZE , BRBFSLEMENINEENREM, ZHTTUER AWS 12

MNZLERE , NDE—TRBEEHRE , REFEABLLER, 6, BaILER AWS RUNER | E
EHFEREFMEBEIER (STIG) BEMNME,

EAE=SHFEREABINIE , EULRARNERNZLHBE , flRRENKRBBWARR , UEA
MERRENEE (CVE). ZAILEA Amazon CodeGuru VS X ENFES. HEAMBRETEHAL
RARHEENEABEFNEXNERTABRFNRE., X5REFER CVE , UREREEANESEER
BERESRH RERME

5 Amazon Inspector , B[ B2 41 CVE M TERBTHETE, RIBZHEEHRTHMEG , M
R FEE A BBk, Amazon Inspector HFAEEHTEE LHEEEEFHT , U ELREREEL
FEAESNIEN, ZUUBEBEXRFAXNERER , YiEZNEKS|IEZSHER MERERR
#£. EC2Image Builder AiEiB B B4, AWS UM ZLBERAFIETUARE (L BETEE REEM
fRESERK (AMI), ERAEN  EEZNEEEETEHHBMARHETERNIT ECR EIHRE , UER
E|HP S CVE,

&R Amazon Inspector MEH At T E ] LAE M ith B3R BT CVE , BEEFEH MG EZRA
ERARXBERNIESH, Fuzzing R—EBFNABBLSREZ[NAEFE , BB T ERNER
EAWABUMEARXNEHAREE,

EARBUMGEEYR K RENARSES: &
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https://youtu.be/2B5bhZzayjI
https://www.cisecurity.org/
https://aws.amazon.com/codeguru/
https://aws.amazon.com/image-builder/
https://docs.aws.amazon.com/AmazonECR/latest/userguide/image-scanning.html
https://owasp.org/www-community/Fuzzing
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EEES
« BILEERR . REFEERRUFTEREER.

+ fR& Amazon Linux

+ {R%¥ Microsoft Windows Server
- BILARLER  [REBRCERUFELLREER,
- BfE AWS Lambda R{EE¥K.

+ AWS Lambda H{EE#

ER
FEBA S A

+ AWS Systems Manager
. BESFHEEN S Amazon EC2 Systems Manager
+ AWS Lambda fyZ £ #}5

THEAR

« £ Amazon EKS E#1TE XN IEAR
- REEARSNBSRENZ S
» Amazon EC2 I {THEEHEENBRENZLREER

R A :
- BERE Web BEREAB BN EEBEHE

SEC06-BP03 EEZERK

EEEEERMNIRE (5110 Amazon Relational Database Service (Amazon RDS), AWS Lambda #
Amazon Elastic Container Service (Amazon ECS)) , e ARV REEFEXNFNZ 2 HETK. 6
# , Amazon RDS AI#BIERRE. RENERBEMAERE 6 AEFNERHE. ERERE. B8
Mg SEBREEEBL. ERTEFESTZHEBATLUELA AWS Well-Architected Framework #
PR B 5 X RREEAER, Lambda TZEZEHTEABREAMEREERMRS , BUFEER
NIBEMER, WANZ2EEE  SAROERREREERRK
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https://www.cisecurity.org/benchmark/amazon_linux/
https://www.cisecurity.org/benchmark/microsoft_windows_server/
https://docs.aws.amazon.com/lambda/latest/dg/best-practices.html
https://aws.amazon.com/systems-manager/
https://aws.amazon.com/blogs/mt/replacing-a-bastion-host-with-amazon-ec2-systems-manager/
https://pages.awscloud.com/rs/112-TZM-766/images/Overview-AWS-Lambda-Security.pdf
https://youtu.be/OWRWDXszR-4
https://youtu.be/kmSdyN9qiXY
https://youtu.be/2B5bhZzayjI
https://wellarchitectedlabs.com/Security/200_Automated_Deployment_of_Web_Application_Firewall/README.html
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EARBUMREEY K KRENRERER : +
BFHEs

 FETANRE : 7R, ARZNEETEEERNRT , 620 Amazon RDS. AWS Lambda #

Amazon ECS,

iR

MBI -

« AWS #8ik

+ AWS Systems Manager

. BESFHEEN S Amazon EC2 Systems Manager
+ AWS Lambda K Z £ #8

MHEEE

» £ Amazon EKS F#{TEZEWIEEH
- REEARSNBSRENZ S
» Amazon EC2 #H{THEEHEERBRENZ L RIEER

YEEA SR

« BERE : AWS Certificate Manager &R A5 B H

SEC06-BP04 BEE){LEERE

HAFHEERGIEEY  SRFREE, RIRBENEREE, BB KB EREL

FEEENEMER , YR EABERNER,
EARBUMREEYR K KRENRERER : +
BFHEs

- BELEREE ZBEAEAREERBITE , RABIATNRELZSERE.

+ AWS Systems Manager
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https://aws.amazon.com/
https://aws.amazon.com/systems-manager/
https://aws.amazon.com/blogs/mt/replacing-a-bastion-host-with-amazon-ec2-systems-manager/
https://pages.awscloud.com/rs/112-TZM-766/images/Overview-AWS-Lambda-Security.pdf
https://youtu.be/OWRWDXszR-4
https://youtu.be/kmSdyN9qiXY
https://youtu.be/2B5bhZzayjI
https://wellarchitectedlabs.com/security/200_labs/200_certificate_manager_request_public_certificate/
https://aws.amazon.com/systems-manager/
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* AWS Systems Manager Patch Manager
« £/ AWS Systems Manager BBt ETEPXZIRFNZ EFHIEH

- BEAREBRNED  BEEAREINANTE , UEZEMELHTER LN ESEE,

« EE AWS Partner fEIRT R | AWS SERBHRABAERLEXERNER , ELEMBELRBIER
SERNERRHEARE. HEAREHARES, ELEmAMREAN AWS i , BERAESHIR
HRMBRETHELHFUNTLERE  URBEEERGRER.

- B HELES
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FERE A -

* AWS CloudFormation

+ AWS Systems Manager

+ AWS Systems Manager Patch Manager

« £ AWS Systems Manager BE{L TEF R ZIRF ML BIFHIEHE
- ERRERE

. BRI A Amazon EC2 Systems Manager

« AWS Lambda K Z £ #8

EEERH

» 1£ Amazon EKS F#{TE LXMW I/EEH
s REEMGRSENIRBENEZS
» Amazon EC2 #H{THEEHEERBRENZ L RIEER
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https://aws.amazon.com/cloudformation/
https://wellarchitectedlabs.com/Security/200_Automated_Deployment_of_VPC/README.html
https://wellarchitectedlabs.com/Security/200_Automated_Deployment_of_EC2_Web_Application/README.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/systems-manager-patch.html
https://https://aws.amazon.com/blogs/mt/centralized-multi-account-and-multi-region-patching-with-aws-systems-manager-automation/
https://aws.amazon.com/security/partner-solutions/#infrastructure_security
https://aws.amazon.com/cloudformation/
https://aws.amazon.com/systems-manager/
https://docs.aws.amazon.com/systems-manager/latest/userguide/systems-manager-patch.html
https://aws.amazon.com/blogs/mt/centralized-multi-account-and-multi-region-patching-with-aws-systems-manager-automation/
https://aws.amazon.com/security/partner-solutions/#infrastructure_security
https://aws.amazon.com/blogs/mt/replacing-a-bastion-host-with-amazon-ec2-systems-manager/
https://pages.awscloud.com/rs/112-TZM-766/images/Overview-AWS-Lambda-Security.pdf
https://youtu.be/OWRWDXszR-4
https://youtu.be/kmSdyN9qiXY
https://youtu.be/2B5bhZzayjI
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https://docs.aws.amazon.com/privateca/latest/userguide/PcaWelcome.html
https://docs.aws.amazon.com/privateca/latest/userguide/PcaIssueCert.html
https://docs.aws.amazon.com/iot/latest/developerguide/x509-client-certs.html
https://docs.aws.amazon.com/acm/latest/userguide/managed-renewal.html
https://docs.aws.amazon.com/privateca/latest/userguide/PcaCtIntro.html
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https://docs.aws.amazon.com/privateca/latest/userguide/PcaAuditReport.html
https://docs.aws.amazon.com/privateca/latest/userguide/crl-planning.html
https://aws.amazon.com/blogs/security/how-to-host-and-manage-an-entire-private-certificate-infrastructure-in-aws/
https://aws.amazon.com/blogs/security/how-to-secure-an-enterprise-scale-acm-private-ca-hierarchy-for-automotive-and-manufacturing/
https://docs.aws.amazon.com/privateca/latest/userguide/ca-best-practices.html
https://aws.amazon.com/blogs/security/how-to-use-aws-ram-to-share-your-acm-private-ca-cross-account/
https://www.youtube.com/watch?v=XrrdyplT3PE
https://catalog.workshops.aws/certificatemanager/en-US/introduction
https://iot-device-management.workshop.aws/en/
https://github.com/cert-manager/aws-privateca-issuer
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https://docs.aws.amazon.com/elasticloadbalancing/latest/application/load-balancer-listeners.html#redirect-actions
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/using-https-viewers-to-cloudfront.html
https://aws.amazon.com/directconnect/
https://aws.amazon.com/blogs/security/tls-1-2-required-for-aws-endpoints/
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/using-https.html
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/secure-connections-supported-viewer-protocols-ciphers.html#secure-connections-supported-ciphers
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/secure-connections-supported-viewer-protocols-ciphers.html#secure-connections-supported-ciphers

ZEXHE AWS Well-Architected Framework

o £/ VPN ETHERELR - ZEAFEA IPsec VPN , REHH M AR EHAEKER , UiHBRHEERE
FFTTEM,

- TEHTHSTREZRENBEANE  EELZ2BE , URHEEERIEERXNAFPRZENR
BENRBEEHN. BEH Application Load Balancer 23 HTTPS EZEE.

+ 7 Amazon Redshift FERE L £HE : BEMNBERTE A/ EKR Secure Socket Layer (SSL) 5k
Transport Layer Security (TLS) jE#&.

s REZSBEAWE : 8B AWS RE A AEE SR N Ihee,

« FRELEZE Amazon S3 EEFEIFBERNZEEE : #£/H Amazon S3 FEIFEBBEREHHEREHZ
2EH.

- ZEfEH AWS Certificate Manager : ACM A& ME, EEMIE TLS BFE AWS REEHF
Ao

- EZREfEA AWS Private Certificate Authority imEFH PKI &K : AWS Private CA AIRZEVIAER
FBREMAE (CA) BEBRZBITARELCDINR TLS EENRIFER X509 BE.

iR
FEBASCAF

- AWS ¥

- ¥ CloudFront i HTTPS

« i AWS Virtual Private Network A& VPC E 3 2IiR i i3 3%
« AR Application Load Balancer Z3 HTTPS ZERER .

« HEBIRE . £ Amazon Linux 2 EF&E SSL/TLS

« £/ SSL/TLS MZEE R EHTEBAER

- REERNTLMEE

SEC09-BP03 BEI{HRAIZ MY ERFHL

£/ Amazon GuardDuty ¥ TE , HEEATEIBHIEERNBIMERERZANER. I

i , GuardDuty A BAM{ERI R EH Amazon Simple Storage Service (Amazon S3) FBEUES) |, B
8 % Exfiltration:S3/AnomalousBehavior, BT GuardDuty , #EEUBM R EE AR Amazon VPC i
72 H551E T B2 Amazon EventBridge ¥ EFEA , LB EEERER , EPRIIFNEEMESTEHE
Mo Amazon S3 Access Analyzer A 7 BIFE(& & HY Amazon S3 R 1FETEE A 3 7 AR EUERLE B K,

ERBMMUSREER K KRENARSHR : B

SEC09-BP03 H EifE R ZESHIERIFE 111


https://docs.aws.amazon.com/vpc/latest/userguide/vpn-connections.html
https://docs.aws.amazon.com/elasticloadbalancing/latest/application/create-https-listener.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/UsingWithRDS.SSL.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/UsingWithRDS.SSL.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/security-best-practices.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/security-best-practices.html
https://aws.amazon.com/certificate-manager/
https://aws.amazon.com/private-ca/
https://docs.aws.amazon.com/index.html
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/using-https.html
https://docs.aws.amazon.com/vpc/latest/userguide/vpn-connections.html
https://docs.aws.amazon.com/elasticloadbalancing/latest/application/create-https-listener.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/SSL-on-amazon-linux-2.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/UsingWithRDS.SSL.html
https://docs.aws.amazon.com/redshift/latest/mgmt/connecting-ssl-support.html
https://docs.aws.amazon.com/guardduty/latest/ug/guardduty_finding-types-s3.html#exfiltration-s3-objectreadunusual
https://docs.aws.amazon.com/vpc/latest/userguide/flow-logs.html
https://docs.aws.amazon.com/vpc/latest/userguide/flow-logs.html
http://aws.amazon.com/blogs/storage/protect-amazon-s3-buckets-using-access-analyzer-for-s3
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https://docs.aws.amazon.com/vpc/latest/userguide/flow-logs.html
https://aws.amazon.com/macie/
https://docs.aws.amazon.com/vpc/latest/userguide/flow-logs.html
https://aws.amazon.com/macie/
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-signing.html
https://docs.aws.amazon.com/vpc-lattice/latest/ug/access-management-overview.html
https://docs.aws.amazon.com/apigateway/latest/developerguide/permissions.html
https://docs.aws.amazon.com/rolesanywhere/latest/userguide/introduction.html
https://docs.aws.amazon.com/rolesanywhere/latest/userguide/introduction.html
https://docs.aws.amazon.com/apigateway/latest/developerguide/rest-api-mutual-tls.html
https://docs.aws.amazon.com/apigateway/latest/developerguide/rest-api-mutual-tls.html
https://docs.aws.amazon.com/app-mesh/latest/userguide/mutual-tls.html
https://docs.aws.amazon.com/apigateway/latest/developerguide/http-api-jwt-authorizer.html
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https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_securely_operate_threat_model.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_securely_operate_threat_model.html
https://docs.aws.amazon.com/vpc/latest/userguide/security-groups.html
https://docs.aws.amazon.com/vpc/latest/privatelink/what-is-privatelink.html
https://docs.aws.amazon.com/vpc-lattice/latest/ug/what-is-vpc-lattice.html
https://docs.aws.amazon.com/vpc-lattice/latest/ug/auth-policies.html
https://docs.aws.amazon.com/vpc-lattice/latest/ug/auth-policies.html
https://docs.aws.amazon.com/apigateway/latest/developerguide/rest-api-mutual-tls.html
https://docs.aws.amazon.com/app-mesh/latest/userguide/mutual-tls.html
https://docs.aws.amazon.com/privateca/latest/userguide/PcaWelcome.html
https://docs.aws.amazon.com/apigateway/latest/developerguide/http-api-jwt-authorizer.html
https://docs.aws.amazon.com/iot/latest/developerguide/client-authentication.html
https://docs.aws.amazon.com/vpc-lattice/latest/ug/monitoring-access-logs.html
https://docs.aws.amazon.com/vpc/latest/userguide/flow-logs.html
https://docs.aws.amazon.com/whitepapers/latest/aws-security-incident-response-guide/aws-security-incident-response-guide.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/incident-response.html
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https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_permissions_analyze_cross_account.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_identities_unique.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_securely_operate_threat_model.html
https://aws.amazon.com/blogs/compute/evaluating-access-control-methods-to-secure-amazon-api-gateway-apis/
https://docs.aws.amazon.com/apigateway/latest/developerguide/rest-api-mutual-tls.html
https://aws.amazon.com/blogs/security/how-to-secure-api-gateway-http-endpoints-with-jwt-authorizer/
https://docs.aws.amazon.com/iot/latest/developerguide/authorizing-direct-aws.html
https://docs.aws.amazon.com/whitepapers/latest/aws-security-incident-response-guide/aws-security-incident-response-guide.html
https://www.youtube.com/watch?v=fRjD1JI0H5w
https://www.youtube.com/watch?v=AW4kvUkUKZ0
https://catalog.us-east-1.prod.workshops.aws/workshops/9e543f60-e409-43d4-b37f-78ff3e1a07f5/en-US
https://catalog.us-east-1.prod.workshops.aws/workshops/dc413216-deab-4371-9e4a-879a4f14233d/en-US
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https://csrc.nist.gov/publications/detail/sp/800-61/rev-2/final
https://csrc.nist.gov/publications/detail/sp/800-61/rev-2/final
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https://docs.aws.amazon.com/whitepapers/latest/aws-security-incident-response-guide/welcome.html
https://youtu.be/8uiO0Z5meCs
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https://nvlpubs.nist.gov/nistpubs/specialpublications/nist.sp.800-61r2.pdf
https://ec.europa.eu/info/law/law-topic/data-protection/reform/what-does-general-data-protection-regulation-gdpr-govern_en
https://ec.europa.eu/info/law/law-topic/data-protection/reform/what-does-general-data-protection-regulation-gdpr-govern_en
https://aws.amazon.com/compliance/shared-responsibility-model/
https://docs.aws.amazon.com/whitepapers/latest/aws-security-incident-response-guide/welcome.html
https://aws.amazon.com/premiumsupport/
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https://console.aws.amazon.com/support
https://docs.aws.amazon.com/awssupport/latest/user/getting-started.html#accessing-support
https://aws.amazon.com/compliance/shared-responsibility-model/
https://docs.aws.amazon.com/awssupport/latest/user/case-management.html
https://aws.amazon.com/shield/
https://aws.amazon.com/shield/features/
https://aws.amazon.com/shield/features/
https://aws.amazon.com/managed-services/
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https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/detection.html
https://docs.aws.amazon.com/whitepapers/latest/aws-security-incident-response-guide/welcome.html
https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-61r2.pdf
https://aws.amazon.com/blogs/security/forensic-investigation-environment-strategies-in-the-aws-cloud/
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OU, XM OU # , BEXHER THIHB MRS :
- BREE . EARRNFFTRAEBREE AWS IRF gy B,

- REMTE: BLeMBRBEEPELTLTIE AWSIRE 1, HIRFEUZEMBRBENERRKEE
B 5 7EF,

FEFH OUF  BULLEEREEMENSERSEFR —IZAERRS K EREHEERIZESE
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https://aws.amazon.com/organizations/
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https://docs.aws.amazon.com/prescriptive-guidance/latest/backup-recovery/services.html
https://aws.amazon.com/blogs/security/use-backups-to-recover-from-security-incidents/
https://aws.amazon.com/blogs/security/top-10-security-best-practices-for-securing-backups-in-aws/
https://aws.amazon.com/blogs/security/top-10-security-best-practices-for-securing-backups-in-aws/
https://docs.aws.amazon.com/whitepapers/latest/aws-security-incident-response-guide/develop-forensics-capabilities.html
https://docs.aws.amazon.com/whitepapers/latest/aws-security-incident-response-guide/appendix-b-incident-response-resources.html#forensic-resources
https://aws.amazon.com/blogs/security/forensic-investigation-environment-strategies-in-the-aws-cloud/
https://aws.amazon.com/blogs/security/how-to-automate-forensic-disk-collection-in-aws/
https://docs.aws.amazon.com/prescriptive-guidance/latest/patterns/automate-incident-response-and-forensics.html
https://www.youtube.com/watch?v=f_EcwmmXkXk
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https://github.com/awslabs/aws-automated-incident-response-and-forensics
https://docs.aws.amazon.com/solutions/latest/automated-forensics-orchestrator-for-amazon-ec2/welcome.html
https://docs.aws.amazon.com/guardduty/latest/ug/guardduty_remediate.html
https://docs.aws.amazon.com/whitepapers/latest/aws-security-incident-response-guide/visibility-and-alerting.html
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https://docs.aws.amazon.com/wellarchitected/latest/framework/sec_incident_response_develop_management_plans.html
https://github.com/aws-samples/aws-customer-playbook-framework
https://github.com/aws-samples/aws-incident-response-playbooks-workshop
https://github.com/aws-samples/aws-incident-response-playbooks
https://catalog.workshops.aws/incident-response-jupyter/en-US
https://docs.aws.amazon.com/identity/federation/
https://aws.amazon.com/blogs/security/managing-temporary-elevated-access-to-your-aws-environment/
https://docs.aws.amazon.com/cli/latest/userguide/cli-configure-files.html
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EEXEEREEBNETEIIRSF . IRFERBXERHET EXERBEE NSEEXREF (MFA), W
REHESEFFMEFEE AWS Management Console FWZEE , FRERTEREFHSE A
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BERRENEEACHNEAREZIEENEZNRES , AILARRREAECHARALBENE
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https://docs.aws.amazon.com/STS/latest/APIReference/welcome.html
https://docs.aws.amazon.com/STS/latest/APIReference/welcome.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html#policies_session
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#lock-away-credentials
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#lock-away-credentials
https://docs.aws.amazon.com/accounts/latest/reference/root-user-tasks.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_passwords_account-policy.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps.html
https://docs.aws.amazon.com/accounts/latest/reference/root-user-tasks.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-policy-generation.html
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AERABBEGEERN IAM BERREZERFIE, BRIAHELABR AssumeRole FBERHBEHHE
CloudTrail R AR HE R , MERAELAGRINEABERSRRET R,

MARBSAF WS IAM ERERFN IAM A€ | Rt QR UERME CloudTrail AFEH XIS
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BREAK-GLASS-ROLE,

CloudTrail A XRE AWS lRE R API EE) , BEFEAXR REUESHESAGFERABEENETR,
ESREIEREY  HAeRAFERAESB MR EE R, BULMENRERE , WMEHEUTEHRE
Amazon CloudWatch IS EBEHZENEEH : AssumeRole B , XEHHEHESE IAM BE4HE
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{ $.eventName = "AssumeRole" && $.requestParameters.roleArn =
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HASHEZACTREERRSNFIER , RS ERELE MERGSERE , WKL PREKEIT
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EEHHE  BEEUESERICRE IAM BEEREBENRKE. HPA8EEE Amazon Elastic Compute
Cloud #1T1E88. Amazon Relational Database Service & E = & BB fR¥E (SaaS) F A, BIESR
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-user-guide.html
https://aws.amazon.com/blogs/security/how-to-receive-notifications-when-your-aws-accounts-root-access-keys-are-used/
https://aws.amazon.com/cloudwatch/
https://docs.aws.amazon.com/systems-manager/latest/userguide/session-manager.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/execute-remote-commands.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/permissions-management.html
https://aws.amazon.com/blogs/security/managing-temporary-elevated-access-to-your-aws-environment/
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g
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https://docs.aws.amazon.com/whitepapers/latest/aws-security-incident-response-guide/welcome.html
https://aws.amazon.com/disaster-recovery/
https://docs.aws.amazon.com/incident-manager/latest/userguide/what-is-incident-manager.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_passwords_account-policy.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa.html
https://aws.amazon.com/blogs/security/how-do-i-protect-cross-account-access-using-mfa-2/
https://aws.amazon.com/blogs/security/use-iam-access-analyzer-to-generate-iam-policies-based-on-access-activity-found-in-your-organization-trail/
https://aws.amazon.com/blogs/industries/best-practices-for-aws-organizations-service-control-policies-in-a-multi-account-environment/
https://aws.amazon.com/blogs/security/how-to-receive-notifications-when-your-aws-accounts-root-access-keys-are-used/
https://aws.amazon.com/blogs/security/create-fine-grained-session-permissions-using-iam-managed-policies/
https://www.youtube.com/watch?v=f_EcwmmXkXk
https://youtu.be/E1NaYN_fJUo
https://www.youtube.com/watch?v=8uiO0Z5meCs
https://www.wellarchitectedlabs.com/security/300_labs/300_incident_response_playbook_with_jupyter-aws_iam/
https://wellarchitectedlabs.com/security/300_labs/300_incident_response_with_aws_console_and_cli/
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https://aws.amazon.com/detective/
https://docs.aws.amazon.com/whitepapers/latest/tagging-best-practices/tagging-best-practices.html
https://aws.amazon.com/blogs/security/logging-strategies-for-security-incident-response/
https://docs.aws.amazon.com/whitepapers/latest/aws-security-incident-response-guide/appendix-a-cloud-capability-definitions.html
https://docs.aws.amazon.com/tag-editor/latest/userguide/tagging.html
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https://aws.amazon.com/blogs/mt/implement-aws-resource-tagging-strategy-using-aws-tag-policies-and-service-control-policies-scps/
https://aws.amazon.com/blogs/mt/implement-aws-resource-tagging-strategy-using-aws-tag-policies-and-service-control-policies-scps/
https://aws.amazon.com/blogs/security/logging-strategies-for-security-incident-response/
https://docs.aws.amazon.com/whitepapers/latest/aws-security-incident-response-guide/appendix-a-cloud-capability-definitions.html
https://catalog.workshops.aws/guardduty/en-US
https://catalog.workshops.aws/security-hub/en-US
https://catalog.workshops.aws/inspector/en-US
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https://docs.aws.amazon.com/whitepapers/latest/aws-security-incident-response-guide/welcome.html
https://www.youtube.com/watch?v=XnfDWID_OQs
https://docs.aws.amazon.com/whitepapers/latest/aws-security-incident-response-guide/operations.html

ZETHE AWS Well-Architected Framework

EREE

REEZTEHEV , AHEASEVNRBFRENEI U BXERREDE, FEENBRERREBHNIT
ERANERENER , UERSERER. BENRERERENTESEHNEED. B TRENFE,.
BOERRE  WEMERSRE, TR TG ERBEBETEMEFTDEMARE , AEEEMAE
RNTEENEE.

REEK

- SEC10-BP08 B2V REEHRTEBHIRE

SEC10-BP08 B EHHEFT MRS

B BRI WRERBIRARR SN , TERBREEHEEE D  ERMHLEERERRE,
BRBEFESH , KUNGYBEEEMARNER, RENERRE , TMERARBTRENRE , ER
LASE W] e I8 (R m] TR B B 5 T 18 K BV B o

AEVMREEBFNERER . S
BFHEs
B BRI REFEEN  HUESBRERUTES

- TERRFEREBRHBFIRE?

- BBREIIRETFIEWLEARAR?

- BEBHGIRENETEX?

- EERENSHEEURBELK?

c MAHREFREZR?

« BRNARAREMLERNBFEFREZE ?

LRBTEZSEHERBEA , MEXFITRAETENRE,

BESR

BRTRIRFRFIN S B RER 2 BAGRE ERBAEAERETESRAEE EMHHERITITH
ECZENEN) FFEE, ERELHE , AHERBERERAFNTR

- BREME?

EREE 134



TEXHE AWS Well-Architected Framework
« B-RERISHEERE ?
- EWHEBISEK ?
« MERFEOEB B HIZE 2
- BRPLERE, RBENER ?
- BRBLENEINR?
- BMEZHEBMERE?
- BMESERSTLE?
- BEREREF AU RERRE AL EEH ?
« EUATHRERAABLETARE R
- AB
- FEBENERERLESTAZE  THBRBABERZHNG ?
- AMREROBENROEMBESHATFENIEIHED ?
- BENERRECEMAMEETHER ?

~

=

(=}
==

<

- RREBRENER?
« RECRBZEURHEEESHHARENERF?
RO BB RENERF ?
- BRAERERMASFEAENEALCDEEE ?
. Bl
- BANRERREEEREANMEED , WRNA R HIZE ?
« BAIIAERI R BHEE 50% ?
- EEFENELARE  SIREEH BN ESHEHNREE?
- BANTIERBAHUEHETERNAEE BS/24)?
o AT BAMAT EE SR 5 B SR E BBV B BEE ?
o« RIS RIS BB RERERBIRNEE ?
- BEUEFENARM , SN AEREEEHFILFTE?
- BEENAEREMERNEL S EFERENRENSERAM?

v/ v

i
iy

ENBELFHE , BAFARH  BBEENABNERNER  URNASHELER , MERA
M REERFBESRFBEHRELZENRE. REENEEERERIVMNASHREZRE , XHNFER
RAHENRERS

SEC10-BP08 BN HEHMHPBEHEE 135




ZETHE AWS Well-Architected Framework
BiR
FEBESHF -

c AWS 22 EHEEER - BYREHRTEBNEE
« NCSC CAF 15 - #&&Ba#il

SEC10-BP08 BV ft B P B2 EHEE 136


https://docs.aws.amazon.com/whitepapers/latest/aws-security-incident-response-guide/establish-framework-for-learning.html
https://www.ncsc.gov.uk/collection/caf/caf-principles-and-guidance/d-2-lessons-learned
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https://catalog.workshops.aws/threatmodel/en-US
https://aws.amazon.com/cloudformation/
https://docs.aws.amazon.com/cdk/v2/guide/constructs.html
https://docs.aws.amazon.com/cdk/v2/guide/constructs.html
https://aws.amazon.com/servicecatalog/
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https://catalog.workshops.aws/threatmodel/en-US
https://www.aws.training/LearningLibrary?query=&filters=Language%3A1%20Domain%3A27&from=0&size=15&sort=_score&trk=el_a134p000007C9OtAAK&trkCampaign=GLBL-FY21-TRAINCERT-800-Security&sc_channel=el&sc_campaign=GLBL-FY21-TRAINCERT-800-Security-Blog&sc_outcome=Training_and_Certification&sc_geo=mult
https://www.aws.training/LearningLibrary?query=&filters=Language%3A1%20Domain%3A27&from=0&size=15&sort=_score&trk=el_a134p000007C9OtAAK&trkCampaign=GLBL-FY21-TRAINCERT-800-Security&sc_channel=el&sc_campaign=GLBL-FY21-TRAINCERT-800-Security-Blog&sc_outcome=Training_and_Certification&sc_geo=mult
https://aws.amazon.com/blogs/security/how-to-think-about-cloud-security-governance/
https://aws.amazon.com/blogs/security/how-to-approach-threat-modeling/
https://docs.aws.amazon.com/whitepapers/latest/public-sector-cloud-transformation/accelerating-training-the-aws-skills-guild.html
https://www.youtube.com/watch?v=CBrUE6Qwfag
https://catalog.workshops.aws/threatmodel
https://owasp.org/www-project-top-ten/
https://aws.amazon.com/cloudformation/
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https://docs.aws.amazon.com/cdk/v2/guide/constructs.html
https://aws.amazon.com/servicecatalog/
https://docs.aws.amazon.com/codeguru/latest/bugbust-ug/what-is-aws-bugbust.html
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https://www.nist.gov/itl/ssd/software-quality-group
https://www.nist.gov/itl/ssd/software-quality-group/source-code-security-analyzers
https://samate.nist.gov/index.php/Byte_Code_Scanners.html
https://samate.nist.gov/index.php/Binary_Code_Scanners.html
https://samate.nist.gov/index.php/Binary_Code_Scanners.html
https://aws.amazon.com/codewhisperer/
https://aws.amazon.com/codewhisperer/
https://aws.amazon.com/codeguru/
https://aws.amazon.com/codeguru/
https://catalog.workshops.aws/sec4devs
https://aws.amazon.com/codebuild/
https://aws.amazon.com/codecommit/
https://aws.amazon.com/codepipeline/
https://aws.amazon.com/codepipeline/
https://catalog.workshops.aws/sec4devs
https://aws.amazon.com/codewhisperer/
https://aws.amazon.com/codewhisperer/
https://aws.amazon.com/codeguru/
https://aws.amazon.com/about-aws/whats-new/2023/02/code-scans-lambda-functions-amazon-inspector-preview/
https://catalog.us-east-1.prod.workshops.aws/workshops/ef1c179d-8097-4f34-8dc3-0e9eb381b6eb/en-US/
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https://aws.amazon.com/devops/continuous-delivery/
https://aws.amazon.com/devops/partner-solutions/?blog-posts-cards.sort-by=item.additionalFields.createdDate&blog-posts-cards.sort-order=desc&partner-solutions-cards.sort-by=item.additionalFields.partnerNameLower&partner-solutions-cards.sort-order=asc&awsf.partner-solutions-filter-partner-type=partner-type%23technology&awsf.Filter%20Name%3A%20partner-solutions-filter-partner-location=*all&awsf.partner-solutions-filter-partner-location=*all&partner-case-studies-cards.sort-by=item.additionalFields.sortDate&partner-case-studies-cards.sort-order=desc&awsm.page-partner-solutions-cards=1
https://aws.amazon.com/security/partner-solutions/?blog-posts-cards.sort-by=item.additionalFields.createdDate&blog-posts-cards.sort-order=desc&partner-solutions-cards.sort-by=item.additionalFields.partnerNameLower&partner-solutions-cards.sort-order=asc&awsf.partner-solutions-filter-partner-type=*all&awsf.Filter%20Name%3A%20partner-solutions-filter-partner-categories=use-case%23app-security&awsf.partner-solutions-filter-partner-location=*all&partner-case-studies-cards.sort-by=item.additionalFields.sortDate&partner-case-studies-cards.sort-order=desc&events-master-partner-webinars.sort-by=item.additionalFields.startDateTime&events-master-partner-webinars.sort-order=asc
https://aws.amazon.com/blogs/devops/choosing-well-architected-ci-cd-open-source-software-aws-services/
https://docs.aws.amazon.com/codecommit/latest/userguide/monitoring-events.html
https://docs.aws.amazon.com/codeguru/latest/reviewer-ug/recommendations.html#secrets-detection
https://aws.amazon.com/blogs/architecture/accelerate-deployments-on-aws-with-effective-governance/
https://aws.amazon.com/builders-library/automating-safe-hands-off-deployments/
https://www.youtube.com/watch?v=ngnMj1zbMPY
https://www.youtube.com/watch?v=AF-pSRSGNks
https://owasp.org/www-project-top-ten/
https://github.com/awslabs/aws-codepipeline-governance
https://catalog.us-east-1.prod.workshops.aws/workshops/66275888-6bab-4872-8c6e-ed2fe132a362/en-US
https://catalog.us-east-1.prod.workshops.aws/workshops/ef1c179d-8097-4f34-8dc3-0e9eb381b6eb/en-US/
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https://docs.github.com/en/pull-requests/collaborating-with-pull-requests/proposing-changes-to-your-work-with-pull-requests/about-pull-requests
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https://aws.amazon.com/blogs/architecture/accelerate-deployments-on-aws-with-effective-governance/
https://aws.amazon.com/blogs/devops/tighten-your-package-security-with-codeartifact-package-origin-control-toolkit/
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TEXHE AWS Well-Architected Framework
- REERERMEFNTEE,

- RESERARTEIRENENERR.

- REE AR ENRARE,

- MEEBEASHNEBEEED.

- AURBRERESARAMIZEHREBREERBENHRE.

RETHBEERENARRESR &
HE$E Sl

BE AWS IRF &8 , LEFRRENFEAERE , XFEA CI/ICD TERHITHE. BYEAER
RYSREE |, EHBENASRFEERESEHEREESR , fli AWS Systems Manager 287 [E, #E
BRAENEY  UENBSHERIBELES, RECI/CD BEE , UEHXEABRIERE , X AF
FACanary REEZE BRI, FHBKE AWS CloudFormation 5 AWS CDK ST ERESEREE | =
Z#FH AWS CodeBuild #l AWS CodePipeline 2R#11T CI/CD &1k,

BFEDER

- BEERPAEMN CI/CD EE , UEBLBBER

£/ AWS CodeBuild Ml AWS XS EERAL CI/CD el , INELBR KT ARBEEE
B,

- BEEAZERFEEZN AWS REAREPHRREERMARES.
- BREAEITEETFEHNRETFEZFBASEFR.

- BURABRANER  £EXEEARERNERL.

- ERERE/RSEREETHE,

« BE{E Canary REAREBEHER .

- EABE AWS Signer 5 AWS Key Management Service (AWS KMS) £ R EimZE L ERFBHER
BREBBNRBEN,

BIR
ABNREES -
» SEC11-BP02 F Bt B B39 5 0 ¢ ff 2 3B £ 00 A

BEES 149


https://docs.aws.amazon.com/systems-manager/latest/userguide/systems-manager-parameter-store.html
https://aws.amazon.com/cloudformation/
https://aws.amazon.com/cdk/
https://aws.amazon.com/codebuild/
https://aws.amazon.com/codepipeline/
https://aws.amazon.com/codebuild/
https://aws.amazon.com/codepipeline/
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https://aws.amazon.com/blogs/architecture/accelerate-deployments-on-aws-with-effective-governance/
https://aws.amazon.com/builders-library/automating-safe-hands-off-deployments/
https://aws.amazon.com/blogs/security/code-signing-aws-certificate-manager-private-ca-aws-key-management-service-asymmetric-keys/
https://aws.amazon.com/blogs/security/code-signing-aws-certificate-manager-private-ca-aws-key-management-service-asymmetric-keys/
https://aws.amazon.com/blogs/aws/new-code-signing-a-trust-and-integrity-control-for-aws-lambda/
https://www.youtube.com/watch?v=ngnMj1zbMPY
https://catalog.us-east-1.prod.workshops.aws/workshops/954a35ee-c878-4c22-93ce-b30b25918d89/en-US

ZETHE AWS Well-Architected Framework
s RALMEEETHEEHESENERBTEMLEFESNIGEE.,
- AEZBAVETHRELTEBEE,

RBULBEERBHABRRESR : B
Bl

& IAM BEHNZE CICD BREMAE , IR EAERARERL. ERAELREIARAEEN
Cl/CD BEEERE , BEMRNEHE ML LI UREL LM, B8 AWS AEEESZREREE
Cl/ICD IREMNHFER, EHRFAEERBFERIWENMTIABRR , AURTHANNERB EENRE
B3,

BFESR

- FAWS HEEESELERBITH.
- ZRMEA AWS IAM Access Analyzer , UBRFZFHFRELEEENREER IAMEREL,

- BEAMEBHEEREETR , LESLTE AWS ZERHE Amazon EventBridge BEENAREE TS
BWEEDS , ERERTLUSEREAZTHRE AWS Lambda 5 Amazon Simple Notification Service
(Amazon SNS) & B i,

&R
G

« AWS MEEESERE
« E£3® AWS CodePipeline

« AWS CodePipeline & RIT B

FEEEEE A

« DevOps EEZEFRR (GitHub)

B3| =


https://aws.amazon.com/blogs/aws/new_deployment_pipelines_reference_architecture_and_-reference_implementations/
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https://docs.aws.amazon.com/latest/UserGuide/what-is-access-analyzer.html
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https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/operating-your-workload-securely.html
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https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/post-incident-activity.html
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