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AWS Well-Architected
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https://aws.amazon.com/about-aws/global-infrastructure/
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» Coming soon
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AWSLocal Zones
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https://aws.amazon.com/about-aws/global-infrastructure/localzones/
https://aws.amazon.com/about-aws/global-infrastructure/localzones/features/
https://aws.amazon.com/outposts/
https://docs.aws.amazon.com/outposts/latest/userguide/what-is-outposts.html#services
https://aws.amazon.com/cloudfront/features/
https://aws.amazon.com/cloudfront/features/
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https://docs.aws.amazon.com/general/latest/gr/aws-arns-and-namespaces.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/replication.html#crr-scenario
https://docs.aws.amazon.com/AmazonS3/latest/userguide/replication.html#crr-scenario
https://docs.aws.amazon.com/vpc/latest/tgw/tgw-peering.html
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https://aws.amazon.com/ec2/
https://aws.amazon.com/s3/
https://aws.amazon.com/s3/
https://aws.amazon.com/sqs/
https://aws.amazon.com/ebs/
https://aws.amazon.com/ebs/
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FHMENEERHRRTERLERSTRERRENHS, AEARBEINNEREFIRERHTERE
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Summary

AWSERMWEREZBHIATRANBTRRELRERRE, ROERERAERRLBEIIE. B
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https://aws.amazon.com/builders-library/static-stability-using-availability-zones
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https://aws.amazon.com/builders-library/static-stability-using-availability-zones/
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https://docs.aws.amazon.com/whitepapers/latest/advanced-multi-az-resilience-patterns/advanced-multi-az-resilience-patterns.html
https://docs.aws.amazon.com/whitepapers/latest/advanced-multi-az-resilience-patterns/advanced-multi-az-resilience-patterns.html
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MLBE AN EESETHESBENREEESE—E , NEFERE—EiFKR, Amazon SQS M
Amazon DynamoDB X B2 EBERENESF, tPEATARENBE I ENGEE  SEREREHRERE
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https://docs.aws.amazon.com/eks/latest/userguide/local-zones.html
https://docs.aws.amazon.com/eks/latest/userguide/local-zones.html
https://docs.aws.amazon.com/outposts/latest/userguide/disaster-recovery-resiliency.html
https://aws.amazon.com/outposts/rack/faqs/
https://aws.amazon.com/outposts/rack/faqs/
https://aws.amazon.com/dynamodb/
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Control plane: Manage IAM Data plane: Authentication
identities and policies and authorization for all AWS
service API calls

IAM Authentication
and Authorization

AWS Identity and
Access Management

l
Nuly

Amazon Simple Amazon Simple Amazon
Storage Service Queue Service DynamoDB

Propagators

IAM ERE -5 FEMES(LERFHE

UTRAEBBREEZEFFEHEaws D EIEPHULE

AWS IAM (us-east-1)

AWS Organizations (us-east-1)

AWS IRF & (us-east-1)
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AWS B EES (us-west-2)
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. 0 , Route 53 fEus-east-1EFFEEEZESIFH , EHERFEE S MH1E PoPs £IREH @
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BFEEP—E , WHaws D EE AWS B FE /B 1T. BFE AT Route 53 A HFEEEF K
BB B {E it 5 4T DNS |, @3EE M5 [E GovCloud , Hlin , LAX £ V AWS irtual Private Cloud
(VPC) (VPC) « AT REEHEBZBRBEHRBEREFawsp EIEPWIZHIFEMLE !

« 53 M ALBIH AR (us-east-1)

» Amazon CloudFront (us-east-1)

- AWS WAF #&8#) CloudFront (us-east-1)

- AWS WAF 4 CloudFront (us-east-1)

+ Amazon Certificate Manager ( ACM ) CloudFront ( us-east-1)
* AWS Global Accelerator (AGA) (us-west-2)

* AWS Shield Advanced (us-east-1)

WREH EC2 HTEREEM IP it FH AGA BERERE  ELRESMER Route 53 EEMRRE
WE BIUREH AGA BEREREASIUAR T Route 53 4| FHus-east-1, AGA BERZEN
#1T{EMA Route 53 REMREE R FTH,

ERETEELRBNEFH TENESNSRRE  IRERHFTEASFNRERD , ST REEEREL
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TR ERRELRBHER P ERSE
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A EERSEMRENKBIE |, SRR EEHMEKRFERN CRUD BEEF, MRECHEERE
B P EELLAE R EREVE MR 1 | IR AR ATRE M A RE S LLEMBME L IRB N ER P EREK. ¥
BIRRRE |, EEROH 5 BE L F R AR,

UTREMEBHITREBNEREESIXR A ELRBEALRHE :
* 53 HREMR

BRE AWS RBSELRMUERIEE DNS EBNEIR. flan , EEHME Elastic Load Balancer
(ELB) B , RIS =& ELB £ Route 53 2\ F DNS B MESMRBE, EEURAHH
Route 53 ###| ¥ Hus-east-1, EEANHAMBRHE L ATEEEME ELB., B 2H Route 53 DNS
fio#k , WE I Route 53 EFRERE , BAHRGEHFEIEREN—B2D. fl0 , 2 Amazon
API| & REST APl &JR. Amazon Relational Database Service R# (Amazon RDS) &Rl E=

B3 & OpenSearch RIEHE , HEERAR 53 PE I DNS ik, UTRHEZGFEBURRFH
Route 53 #Hl ¥ Hus-east-12RE 7, FEHTLMER DNS icsk. FEEEFA/HE L Route 53 1B
MRERENREFE, WEEWHFEH/E , eNENRRTFA - LEEANEE , HBY, EHXM
BRER A I F EEBEBURA R Route 53 24| H :

- DEEMBKEFN HTTP API

« Amazon RDS #1718

« Amazon Aurora &E¥}

- Amazon ELB B 5 ¥ &85

« AWS PrivateLink VPC i

« AWS Lambda Mt

« Amazon ElastiCache

« Amazon OpenSearch BRT§

« Amazon CloudFront

+ Amazon MemoryDB for Redis

* Amazon Neptune

« Amazon DynamoDB Accelerator (DAX)
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Map API SR 53 DNS)
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ERAER EC2 BITEBEEIMEBH VPC DNS REB I EZEASEHITEE S
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EEOHERERERENER, HAAMEBEELER (20 ELB) , U ILKEEFERELH
Route 53 & I M.,
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» Amazon Simple Storage Service (Amazon S3)

T %l Amazon S3 24| FHEIEEEaws D EI[EBus-east- 1P EFEBBMKM, £ Amazon S3 HH
RN Eus-east-1TREEEHHMEFHNELEHITLEHEEZIE !

PutBucketCors
DeleteBucketCors
PutAccelerateConfiguration
PutBucketRequestPayment
PutBucketObjectLockConfiguration
PutBucketTagging
DeleteBucketTagging
PutBucketReplication
DeleteBucketReplication
PutBucketEncryption
DeleteBucketEncryption
PutBucketLifecycle
DeleteBucketLifecycle
PutBucketNotification
PutBucketlLogging
DeleteBucketlLogging

SRE-EHEE 15


https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-instance-naming.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-instance-naming.html

AWS HEFRETESRR AWS HEH

PutBucketVersioning
PutBucketPolicy
DeleteBucketPolicy
PutBucketOwnershipControls
DeleteBucketOwnershipControls
PutBucketAcl
PutBucketPublicAccessBlock
DeleteBucketPublicAccessBlock

Amazon S3 Z EFHFEE (MRAP) WEFHIFHEEFAENRZETT , us-west-2WFAEREEE,
FHMIBR MRAP LA EFH A BE, MRAP W% H7ZE MRAP SREARMAUs-west-2BNE
EEFHHPus-east-1, th AGA, B4 53 ETH ACM WEARMK M, BTFEZMKIE MRAP 24
FTHEERRRRIELECRAERNENTAMY, EE VRAP REBERGITRE , BEXEHERARA
MRAP RS EEEEE X BRFE K HAMRE, EL API EEEREH AWS Bl , ATHRERR
KHNEBIREENERRE,

A, Amazon S3 REFEEBESEHM —us-east-1, ME¥CreateBucketH
DeleteBucket API IFF B I EKFERaws D EIEFHERE , UREBBHE—1% , B APl /¥
WREHHZERVRFIBNSERSE., &% , IRECEEENEREYITHRE , ITEKREER
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e CloudFront

Amazon API| Gateway A2 &IE{LE API in B, EBIE&imSBURARFH CloudFront# &I ¥
M , us-east-1LA{E1E & i B8] E 2 7 &M,

® E=

i BRI B B RE APl Gateway in B ABERBREN —Hr. BAMEMEMXE
# API Gateway % 2.
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https://docs.aws.amazon.com/AmazonS3/latest/userguide/MrapOperations.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/MrapFailover.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/MrapOperations.html#update-mrap-route-configuration
https://docs.aws.amazon.com/AmazonS3/latest/userguide/UsingBucket.html
https://docs.aws.amazon.com/apigateway/latest/developerguide/api-gateway-api-endpoint-types.html#api-gateway-api-endpoint-types-edge-optimized
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https://docs.aws.amazon.com/general/latest/gr/sts.html
https://docs.aws.amazon.com/sdkref/latest/guide/feature-sts-regionalized-endpoints.html
https://docs.aws.amazon.com/general/latest/gr/signing_aws_api_requests.html#signature-versions
https://docs.aws.amazon.com/general/latest/gr/signing_aws_api_requests.html#signature-versions
https://us-west-2.signin.aws.amazon.com/saml
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_providers_saml.html
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SIRBHEHE 18


https://signin.aws.amazon.com/saml
https://docs.aws.amazon.com/singlesignon/latest/userguide/howtopermrelaystate.html
https://us-west-2.console.aws.amazon.com
https://us-west-2.console.aws.amazon.com
https://docs.aws.amazon.com/AmazonS3/latest/userguide/storage_lens_basics_metrics_recommendations.html#storage_lens_basics_home_region
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B, EAMEMAEE  CURBELIFEMEL AP ER , @B AREERTRER FEHES LN Route
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« E 3 CloudFront Z{ThRIVRFHRE | FEHELRHZIEHRIE,
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https://aws.amazon.com/systems-manager/
https://docs.aws.amazon.com/r53recovery/latest/dg/route53-arc-best-practices.html
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FHEH IAM AeEERRUESREZHEREESN SAML BA, EAKHE , MRFEFHR
28  BEHNEN dP HELERATRENED SAML %, AIERBRHEERAFNERLT , &
B 1dP ZHEHFATA,

£ IAM B9 ORREREENEERE URL , IBFASERENES., MEEN SO
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MR EREHIHERA R EE R B FEER S3 Storage Lens BRI E Bus-east-1 , BER
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AWS ldentity and Access Management (IAM)

AWS Identity and Access Management(IAM) 24| SFEEZErMA LA

IAM AP| (BEFEER , EFSEREFR S MR IAM B8), ES

¥&CreateRole, . AttachRolePolicyChangePassword, UpdateSAMLProviderflZ M &
fEUpdateLoginProfile, IAM EREABAWS EFEEREBHH IAM ZRBIEH B HRBMIRE,
ERFHFEEEHE , IAM B CRUDL BEBRAETREELENRF , EREIRNSORIJINTEEEE
T, STSR—EERERTFENERE , HIAM 25 , TERER IAM 25IFH,

EEKE , BEEHE IAM HNAERERR , TEAEMREREHH IAM Z2HIFHEH, Fla, "break-
lass) EEEFHAENTERERTRELMMBEEERNERE. REXBLGEEHEB/INE
FHEl K AREELRNBEETERIERREFEF. ZESBERTHFER , F1X Vault EEEFERE
BoEA  YREEFHEM. non-statically-stablek 5t REXBUARMEMSERE , RFELEMEEH
E , BEEFERMMNERRA, ELHFZEEBURR IAM 251 FH,

S

AWS Organizations

AWS Organizations#2 #Il FH B & i 2 AfH Organizations API

AcceptHandshakeAttachPolicy , fil#iCreateAccountCreatePolicy, .

MListAccounts. RERARKNERFEEAWS Organizations, EiHFAEMARIE ( Hla0 IAM ) B BUIEF
Mo, EEFIFEBERAE |, Organizations ) CRUDL A X AL EEE |, {BRIIZHIBER (SCP)

MEBBEREBESBEEE  YIER IAM BREEFN —H 2T 4. Organizations # 3z B H At
AWSHR# H Y E I B aE M Z ik F Thae th S EEE,

EERE , R EIMKIERI R IFAWS Organizations , B TR EZMKBEREEEHH "Organizations s 13
HIFE. MRERETEHERBTREBEM. HI0 , —non-statically-stableTE 5 3£ ATRER E 5 SCP LA
BBRAWS [EiFiEBaws : RequestedRegionf®k - AFFHRE , RAKE IAM BEAEEE.
IERKEE "Organizations BHIFERETELEH, EFNAFEIRFEAGTEEERETEESHER
MER, BN 59 EBIRME (IdP) I B E AR Kaws : Principal Tagif P H TR ERAER |
ETHBEBERERETENER A BRHEIEN SCP RIFTHRE, SRR FEHAVHEMKYE , I
EFERERTEEE,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_session-tags.html
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AWS Account Management

AWSIRFEEBZ | FHEFEER us-east-1 F , HFMTEAREEN LA API fAKAWS 1RFE |, 40

M. GetContactInformation PutContactInformation®iEEIEAWS IREEB SRR
BEIESREEFAFA. B APICloseAccount , CreateAccountCreateGovCloudAccount ,
MDescribeAccountAWS OrganizationsiZ&lFER — &85 , BHFAERE us-R 1. LIk, EL

SV B9 75 8 32 GovCloud ik FAWS Organizationsfik 38 us-east-1 FIVAWS IRE EEEFIFE, Lt

4\, GovCloudiRF 48R 1 : 1 8 Rlaws D EBAWS IREF K, fEaws-cna EFEIRIRS I T 4cHE
us-east-1, WERFLHAWS IRFFHERFAT, EEHEEERHAB , CRUD BRWIRE ( HlangIZE
IRESEIRMEMBBES ) AWS IREWREEEZEE T/, IAM BERFNIRESZNSREEE,

EERE  ERHEBAWSIEFERNMERRE  STEZKBEERBEPNIRS 6T,

HARFEERSTETRHEEESEERBATEANEREIIGE , EEHRE TR EREM. fi
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BEMHAWS IRFHIEIFR , SFEE DR ER.
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Route 53 ARC W12 & FEHAREREHNERERN API K , TR : Amazon Route 53 f&
AEXERZFRERNECE, SUAEREGHFTEREERB/RE. WARFHNEBEEER. ARC
MERTFTHRENERES  ©EEE Route 53 REMEREAMEHNRBRGEIE , YEFEZLR
Al, Route 53 ARC MWE R FHEINeE A EBEREE APl R7FEhttps://aaaaaaaa.route53-
recovery-cluster.eu-west-1.amazonaws.com,

EERFETEZXMBRIREREEHPH Route 53 ARC 24 FH, EMERE(EETHEIEHFILIES]

- BE O A AESEERENASBREANRE. EERITEECAERERFIPEER
DescribeClusteri® §| SF EEZE R xR im 2 {E,
« Hk, EFAKE 53 ARC #5 API, 526 CLI =5 SDK RETHRBZHIENERF , M TA2AWS

Management Console. EE¥REEIRAMARTEBETENMEKY , YRRERAKERERF
EE1E,

AWS Network Manager

AWSHEIEEEERKTEELGHI TEE —NRE  TEEEEAS -2, EENEEESMNAIIHBN
BAWS 1RF , EFEBRENAWS EinEHAERE (WAN) OB AWS Transit Gateway 3K HI4E
B, THEE us-west-2 FEMEMEH Cloud WAN 5 | B A[EBE R FEFE. CloudWatchil R
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https://docs.aws.amazon.com/accounts/latest/reference/api-reference.html
https://docs.aws.amazon.com/govcloud-us/latest/UserGuide/getting-started-sign-up.html
https://docs.aws.amazon.com/govcloud-us/latest/UserGuide/getting-started-sign-up.html
https://docs.aws.amazon.com/govcloud-us/latest/UserGuide/getting-started-standard-account-linking.html
https://docs.aws.amazon.com/general/latest/gr/r53arc.html
https://docs.aws.amazon.com/general/latest/gr/r53arc.html
https://docs.aws.amazon.com/routing-control/latest/APIReference/Welcome.html
https://docs.aws.amazon.com/r53recovery/latest/dg/route53-arc-best-practices.html
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https://docs.aws.amazon.com/prescriptive-guidance/latest/patterns/publish-amazon-cloudwatch-metrics-to-a-csv-file.html
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HAB R LIKRY  SEXEFTEBEY , WEEAWSREZH FHEEHBES T8RN
M,

Route 53

Route 53 4| FEEEFTE LA Route 53 API , HEFXE R, ictk. BRERERE, DNS &£
ik, TEEFRANZRE,. RERIMNRASBELNINEE, ©REEE us-east-1, ERFEHRZ
R DNS fR#% , ¥ 200 28 POP (L EHITAWS EiF , RIFFAEEFNEEREREEREE
DNS &, It , Route 53 EEARETHERENEETH , XBEEBETEHELREZELKD MR
¥, AWS EF U ER FEITEMERERE, BBER  WHEHEES Route 53 2 FFAHE DNS
AGA HERFH, 84 FEEERB , Route 53 B9 CRUD HAMEZ TREE XEME |, B DNS 4T H
RERERE  URERBEREHRESFMERNKHEFSEBEEE,

ERT , B&# 28 Route 53 L MM , BTFEXMBEERBE LT Route 53 24| FE, Bl ,
BEBENNGFIEFARERERENNEERECEMHTARELE , BRTHAEE., B UER
Route 53 FEARENEREHES (ARC) MHEEGHE , FHEEFRLMRNBENNRE , LB E DNS EH
WEIFE, BELN ARC RHNER  SUURBENERER, Hd—SEXEREE A Route 53
EUXKBERKAIMEREZEBRSHROEREXBREREREEESRNY. NMREEEFAZES DR
P&l FETELAMEBEEET DNS B8 ER |, #li0 ELB 1 RDS #1T{E#, non-statically-stablei&
=18 ChangeResourceRecordSets APl E#T1 Route 53 BERCERMNE, SFMELHZNES |
BIUMRKSUMITRERE, SL5EBUARM Route 53 3 HF M.

Amazon CloudFront

Amazon CloudFront &I ¥ H 2 & CloudFront AR EE 7 B FTE A A APl , M7 us-east-1 FEFEE,
ERTHREFEBPRANPPsHHAT, TEHTREARTHNEREE, RAMRE, E2H
FHEZERRE , CloudFront(ZIEMMEFEER) ¥ CRUD BEEX R ELIENE , ERENAREES
BERITRERYE  YERRAEBELSREERE,

EEKE , EEFTEKERREFCloudFront , BT FEZAFE IR I & P A CloudFrontiE & FE. flm ,
BEBENRFTREARBREIEBERABREZTINCHP—EARENTE, SHALUEEER
Lamda @Edge B RHREH T HLAEBE  BESRMER Amazon W& 0] A ERENH = @R
RETHE A M A Amazon CloudFront CloudFront 1 Amazon S3 B & % [E1E  B)-F B\ b I #B T FE
AERX , UREBERZERNNFMER. —&non-statically-stablef it R FBIEHM BTN EL B L& FE
RIEHE, EBA ERBURR CloudFront &I ¥ H,
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https://docs.aws.amazon.com/r53recovery/latest/dg/routing-control.html
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