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Example

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "Allow-AppStream-to-access-home-folder-and-
application-settings",
"Effect": "Allow",
"Principal": {

"AWS": "arn:aws:sts::account-id-without-hyphens:assumed-
role/AmazonAppStreamServiceAccess/AppStream2.0"
3,
"Action": [

"s3:ListBucket",
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"s3:GetObject",
"s3:PutObject",
"s3:DeleteObject",
"s3:GetObjectVersion",
"s3:DeleteObjectVersion”
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"Resource": [
"arn:aws:s3:::appstream2-36fb080bb8-*",
"arn:aws:s3:::appstream-app-settings-*"
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https://docs.aws.amazon.com/appstream2/latest/developerguide/how-it-works-app-settings-persistence.html
https://en.wikipedia.org/wiki/VHD_(file_format)
https://aws.amazon.com/fsx/
https://aws.amazon.com/blogs/desktop-and-application-streaming/use-amazon-fsx-and-fslogix-to-optimize-application-settings-persistence-on-amazon-appstream-2-0/
https://aws.amazon.com/blogs/desktop-and-application-streaming/use-amazon-fsx-and-fslogix-to-optimize-application-settings-persistence-on-amazon-appstream-2-0/
https://docs.aws.amazon.com/appstream2/latest/developerguide/administer-images.html#keep-image-updated
https://docs.aws.amazon.com/appstream2/latest/developerguide/administer-images.html#keep-image-updated
https://docs.aws.amazon.com/appstream2/latest/developerguide/administer-images.html#windows-update-antivirus-software-av
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https://docs.aws.amazon.com/appstream2/latest/developerguide/programmatically-create-image.html
https://docs.aws.amazon.com/appstream2/latest/developerguide/use-session-scripts.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/introduction.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/introduction.html
https://docs.aws.amazon.com/appstream2/latest/developerguide/customize-fleets.html#customize-fleets-change-ie-homepage-group-policy
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/protecting-compute.html
https://aws.amazon.com/architecture/well-architected
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https://docs.aws.amazon.com/appstream2/latest/developerguide/administer-images.html#keep-image-updated-managed-image-updates
https://docs.aws.amazon.com/appstream2/latest/developerguide/administer-images.html#keep-image-updated-manage-image-versions
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https://docs.aws.amazon.com/autoscaling/application/userguide/application-auto-scaling-scheduled-scaling.html
https://docs.aws.amazon.com/appstream2/latest/developerguide/limits.html
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https://docs.aws.amazon.com/appstream2/latest/developerguide/client-system-requirements-feature-support.html#feature-support-native-application-mode
https://aws.amazon.com/marketplace/pp/prodview-ghxb36werkone
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/appstream2/latest/developerguide/using-iam-roles-to-grant-permissions-to-applications-scripts-streaming-instances.html#how-to-use-iam-role-with-streaming-instances
https://docs.aws.amazon.com/appstream2/latest/developerguide/using-iam-roles-to-grant-permissions-to-applications-scripts-streaming-instances.html#best-practices-for-using-iam-role-with-streaming-instances
https://docs.aws.amazon.com/secretsmanager/latest/userguide/tutorials_basic.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/sysman-paramstore-su-create.html
https://docs.aws.amazon.com/appstream2/latest/developerguide/s3-iam-policy.html#s3-iam-policy-delete
https://docs.aws.amazon.com/appstream2/latest/developerguide/s3-iam-policy.html#s3-iam-policy-restricted-access
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https://docs.aws.amazon.com/appstream2/latest/developerguide/autoscaling.html
https://docs.aws.amazon.com/appstream2/latest/developerguide/monitoring.html#monitoring-with-cloudwatch
https://docs.aws.amazon.com/autoscaling/application/userguide/application-auto-scaling-target-tracking.html#target-tracking-cooldown
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"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": [
"appstream:createStreamingURL"
1,
"Resource": "arn:aws:appstream:us-east-
1:031421429609:stack/BestPracticesStack"
}

]
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1. Connectivity to AppStream 2.0 uses HTTPS via TCP443 over the internet

2. AppStream 2.0 presents a network interface in the customer VPC for accessing customer resources,
This can be controlled with security groups. All user-generated traffic is through the customer VPC.

3. Authentication to the on-premises Microsoft Active Directory from the Customer VPC through the WVPMN
or Direct Connect
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. Connectivity to AppStream 2.0 uses HTTPS via TCP443 over the internet

2. AppStream 2.0 presents a network interface in the customer VPC for accessing customer resources.
This can be controlled with security groups. All user-generated traffic is through the customer VPC.

. Authentication to AWS instances running Active Directory Domain Controllers

. AWS Active Directory instances sync to the customer Active Directory domain via VPN or Direct
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1. Connectivity to AppStream 2.0 uses HTTPS via TCP443 over the internet
2. AppStream 2.0 presents a network interface in the customer VPC for accessing customer resources.
This can be controlled with security groups. All user-generated traffic is through the customer VPC.
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BIEEEiF iR G A EREFEME, HHELFEARS , AWSEREAMARSEALE (SMB) ERH
Ao

e & RENEHR

HAKXZE Windows EARXEHREAEEZEVNEARINENAERTRERERLTS , Rlt&EHE
E R E BHRFTEEE AppStream 2.0 BEAWS EFERMAREE, MBEHERNEHRERE, FAE
FERRNERTAREARESBEE RN Amazon S3 ZEMZSRRMBBREERMERK ()
AWS KMS, AWSFEBXEE , EFAWSEE AT Amazon S3 REEFEITBERENAWSEEFRER
REAEETIELESR,

EREH Windows MEXAABEALE (SVB) B ERABFEEAERRNENINBRH S  BFEH
DRBBRE.

x5 —REEAEERNER
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https://aws.amazon.com/compliance/shared-responsibility-model/
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/B E ncryption-at-rest E ncryption-in-transit ~ BAEEEE (AV)

FSx for Windows File & AWS KMS BE %8 SMB B#n& ZEREREEN LW
Server 1% AV ERRGTEE BN 2R L 3
THRE

EXERFE. SAWS RIZFERR , S3 AWS EEMEENREERSR ZEREREEN LW
torage Gateway Storage Gateway H BRMAWSEFEE: AV EMRGEEEIES LH

EHRHFEERH BERNPEERS THR#E

24 /A Amazon S3 £/ SSL &,

SEMZREHE (SSE-

S3) 7z fal AR B8 ¥ A0

R, B LLUEEM

ERET RN FEER

B fER AWS Key

Management Service

(KMS) IEZERENE
*gl.
HEREC2HHAEER  UE EBS II& PowerShell; Set - fAIAREE L REM AV T
ARz SmbServer R RE TR
Configuration #H
- EncryptData
$True
im e EE MNP E

Amazon AppStream 2.0 HTEBNEEMHEUARRZERFEYE  KRIEERATRAN S Z , MU
AEEMSHLIZEENIBFTSFECHERRANEE. EEABBEERENSER @A (HIINE FH
., BR@A, HBEEBE) BEEHK , Endpoint Security (RIEBERX &R 2 7E AppStream 2.0 BR{&
B,

7 BRI — 8 B 5

InMEZEHREBERXTRESSEME & (GUID) , YEEEEHTERBRYEFHBER, HE
FARRERGPEZEHEEMNVRNA  EXER/UMREERNSMBEES ERFHT GUID,

mEREMNE 43


https://docs.aws.amazon.com/fsx/latest/WindowsGuide/encryption-at-rest.html
https://docs.aws.amazon.com/fsx/latest/WindowsGuide/encryption-at-rest.html
https://docs.aws.amazon.com/fsx/latest/WindowsGuide/encryption-in-transit.html
https://docs.aws.amazon.com/kms/latest/developerguide/services-ebs.html
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EEMRAEEL GUID , 5% %% Endpoint Security REBR R A RE—@EE , REBHIT
AppStream 2.0 BV X R E £ M &,

MEEREL

8% & SUERR BT REEL AppStream 2.0 MM XMBNRE, ELRERMEMR , TLUE(
M RRE  BETUE VDI M- BRI, —E¥RNREFETRR |

- WEBEMAN  RRHTERNRT. RBNBARBEERE

.+ BRBBHERRIR LR R T A R 1

.+ BRI ESRERLARS L SRR

+ BU VDI iz fL 10 B

- AR A T RRMAA RS

mMEEMREERHITRECHENERREREERARA.

- BERTHNEIRE Sup port E# R EEBEZEH-Apex One OfficeScan

« CrowdStrike B R 201a]1E (3% /0 L % CrowdStrike 1

- Sophos # Sophos Central i3 : MAESRRE L RENRREEEN F 28 5IF Sophos
Central : EERREIREPLE Windows i B I REMCE

« McAfee ERZHEREBRMK LHMcAfee REEXMENIE

* Microsoft it B Z £ MM A IEFAM VDI #ESHLE Microsoft Fy & & B Jim & B4 -Microsoft #i fiTtt[E

R HERR

MREZEMRBRERE AppStream 2.0 HTERF , IZLMHRKBTETETIER.

# 6- AppStream 2.0 R Z 2 BH TS TEUTBRE,

BR % Processes

AmazonCloudWatchAgent F'C:\Program 3\ &t Fi#\AmazonCloudWat
chAgent\ B %5- 55 i#-cloudwatch-agent.exe |

AmazonSSMAgent F'C:\Program 3 #\ 5 5%\ SSM\ amazon-ss
m-agent .exe |
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https://success.trendmicro.com/solution/1055260-best-practice-for-setting-up-virtual-desktop-infrastructure-vdi-in-officescan
https://www.crowdstrike.com/blog/tech-center/install-falcon-datacenter/
https://support.sophos.com/support/s/article/KB-000035040?language=en_US
https://support.sophos.com/support/s/article/KB-000039009?language=en_US
https://support.sophos.com/support/s/article/KB-000039009?language=en_US
https://kc.mcafee.com/corporate/index?page=content&id=KB87654
https://techcommunity.microsoft.com/t5/microsoft-defender-for-endpoint/configuring-microsoft-defender-antivirus-for-non-persistent-vdi/ba-p/1489633
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AR

NICE DCV

AppStream 2.0

MEZLMHHBZETRE AppStream 2.0 HITERF , HIHBALSTETHER K :

Example

O O 0O 0O 0O 0O N

:\Program Files\Amazon\*
:\ProgramData\Amazon\*

:\Program Files (x86)\AWS Tools\*
:\Program Files (x86)\AWS SDK for .NET\*
:\Program Files\NICE\*
:\ProgramData\NICE\*

:\AppStream\*

Processes

F'C:\Program 3\ JEHT\ DCV\ BR#& 28\ %\
dcvserver.exes "C:\Program X#\ E &7\ DCW\
PR 25\ 3B\ dcvagent.exe |

F'C : \ProgramFiles\ 3 538\ AppStream
2\StorageConnector\ StorageConnector .exe X

%
EXHK TC:\Program 344\ 55 &\ JF\4
F, \KEREX\ PhotonAgent .exe

Mo \WebServer\ PhotonAgentWebServ
er .exe

Mo \CustomShell\ PhotonWindowsAppSw
itcher .exe

r» \CustomShell\ PhotonWindowsCusto
mShell .exe

M. \CustomShell\ PhotonWindowsCusto
mShellBackground .exe

BB
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C:\Program Files\Internet Explorer\*
C:\Program Files\nodejs\

mEMEEERAEE

BEMFRAEERENDEEFRE 2 INELFEE | Amazon AppStream 2.0 EF&E M A ME —S1THEE,
HITHEEBKEEH —NER , ISBRIARSZSHEEENHD, BAFEHNBRESREAER 4
X (HEIK , 2 AppStream 2.0 TERERIFME) , H#EEEFBEHNATERBHEERERKE.

8 BE HEER

AppStream 2.0 #1TEE AT R L M/PH ABRBBHR S RTEHE AppStream 2.0 EEBIKE
(198.19.0.0/16) R T 5IEHEE MLk,

& 7 — AppStream 2.0 ERFTERL LM RBPINEZEFESTE

EiEE J3:BES

8300, 3128 15 2 A R M BRIERR

8000 iE AR IEIR AppStream 2.0 EEREHI
8443 iE FIFAEIB AppStream 2.0 EEREHI
53 DNS

& 8 — AppStream 2.0 SEERK VLU HELETE

R Fi&
169.254.169.123 NTP
169.254.169.249 MR R
169.254.169.250 KMS
169.254.169.251 KMS
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EiRE A&
169.254.169.253 DNS
169.254.169.254 PSR

{RZE AppStream T{EREER
FREIFEARNFIEER R

AppStream 2.0 REESREHEREEERARAFREA TIRBEERBNERAER, B2, EXF
REREHTHREEENEBARER,

Windows ERRFMEAREFTNEBEMS XN BBRERKERE ., AWSEZEEME AppLocker A
Microsoft , AFER RBEFTHBAIENEAREN, Y EBRERAL  RRAELRUSRESEAY
EE%ME%E’J%W#HQEO

(® Note
HRERAREE 2016 F 2019 FEHTHR B R AR FH B R T sEsa 21T AppLocker # 8l
TEAppStream BRIP4 T 1% AppStream 2.0 £ Microsoft AppLocker B F& FI 2 7
%Fﬂﬁo

¥R Active Directory 1S # £ 9/T | FEEABMARAMIE (GPO) REBHEAENMRMR
E, LREEREERRANERFRNE S,

B K i 1 %5 ER

B AppStream 2.0 BER |, LEERFEBRMEZEMEHE, TRREFRBRFIEZEGEE (NACL)

MEARNBERER. ERBHMREELRE  EEZ IR ELZSMHE  IEEUFES

ﬁ%ﬁﬂ% , RZEAUARERERELZEMEFHENER. SFHSETEERE f"\_ILXﬁiﬁiﬁﬂlJiﬁ?“%U%ﬂ
TERBEENEAFRRENE L NG AERRE

NACL 2 VPC NRMZ£E , IRAERER XiE , ARES S EFEBNRE, Er A ERSE
BN L2 BEMCIAYR BIREREMEE ACL , LALEH VPC MEBHEANZ L layer, WEEBEREME
EMMEE ACL e BEZEMNFMEN , F2ELBRZEMEEN NACL EEH.
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https://aws.amazon.com/blogs/desktop-and-application-streaming/using-microsoft-applocker-to-manage-application-experience-on-amazon-appstream-2-0/
https://docs.aws.amazon.com/appstream2/latest/developerguide/data-protection.html#application-access
https://docs.aws.amazon.com/appstream2/latest/developerguide/data-protection.html#application-access
https://docs.aws.amazon.com/appstream2/latest/developerguide/managing-network-security-groups.html
https://docs.aws.amazon.com/appstream2/latest/developerguide/managing-network-security-groups.html
https://docs.aws.amazon.com/vpc/latest/userguide/VPC_Security.html#VPC_Security_Comparison
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ERFTANEAZT BN NACL RAIE | FZEEXARKEERN AWS Well-Architected W REE
%o RDERRERFEREKFIERRENER,

HRAEER AN BIRFERES AWS BIEEFLBE MR (EB AWS Direct Connect) W&EF , BAIE
RfEA VPC im % AppStream , EXRTERREBAZBENAEERERETEH , MAREBLAE
BRAEEZEITIRM. MBLTENFMEN , FSREHR AppStream 2.0 &R E VPC in i —.

BRI E
B EEMERIRELNRE.
FFEi%ZE AppStream 2.0 17 {E 88 &R =iz 4l

&* 9 — EHIE R AN H A ES|

RE EIR 155
BIREE - EERIHUIERSHE FRLRELNEEH TR
. (BIERTAN i SR BRANERMA Eohae. MR
. FERERERT THERER
- 254 : A
FRIRSE TERTIE TER
By, BRIV A RE R
FRIE.
BREn - FERTH 3 S R ML 5% E DA B LE RSN
- gL B
- ETH
- BfFH
SIENEAREEE - BERA MRFEIE , FERABBER
. BEH R MBS R B FEED R
%O

ZRAFABENERFERREHEBREMLNES, ELEERITRATRREAUNZEERE
WARR B RMERET.
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&I B AppStream 2.0 T EEMNE@ L RE

MREBIBELAR—ERE , EENREEZHAFE AppStream 2.0 EFIATLUFBENAR. BEER (B
) BB ERF ? 7 AppStream 2.0 F1TERA , FRAETUEALABBRRRENRE—EE
BEWER  ANEEZEEERKEHNE WebProxy IARERFEAF R, HibEEE1EH T A
PrEEARERM AppStream HTERBANHMIREZ 4B (NMEFHMENR 6 F20 "mEZeH
BEphE, —§).

£ FHAWS IR

AWS ldentity and Access Management

£/ 1AM B FEAWSIRE , WHEM AT IAM BERP ERRA SR —EKREME , RiEH
AppStream 2.0 fE TEFEFERFEVEAERATLER , MEZFEEEMEALER. FERHK IAM AL

AppStream 2.0 B £ AN FAEMIE

EY IAM BERURTE Amazon S3 @7i7HE , EERETRRATHREAEENREFETERRMNE
RARAREFEMEP. Lt afyiEIE AppStream 2.0 RIEEESFHL.

VPC i 25

VPC im B AT BEH VPC R XER AWS BRFMERA AWS PrivateLink 8 VPC in BRI HE TR IE
#Ro AWS PrivateLink ¥ fii ATZEAEATE IP it , ARENF R FERE. VPC BE5 —ER%E 2
B R E WS RIFE Amazon REHWEE AR, WREAWSRBEZEELAHEBRMEREFE , 8l VPC in¥E

FTEBR NAT FEMERERERENER.

EESCEXNRFERASEELHY AppStream 2.0 #1T API FEIUMIREF |, E I AppStream 2.0

APl fEER N E VPC i 2, Hltn , MRFIE FREPE EC2 BT ERRE L ABREREFEE |

8 AppStream 2.0 API # VPC i 2 o] FAREIY AppStream 2.0 API #E% (140 CreateStreaming
URL), TEIFEREFIFRE , HF Lambda BB EC2 #1TEEEEA AppStream 2.0 API & VPC
iy i o
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https://docs.aws.amazon.com/appstream2/latest/developerguide/using-iam-roles-to-grant-permissions-to-applications-scripts-streaming-instances.html#best-practices-for-using-iam-role-with-streaming-instances
https://docs.aws.amazon.com/appstream2/latest/developerguide/using-iam-roles-to-grant-permissions-to-applications-scripts-streaming-instances.html#best-practices-for-using-iam-role-with-streaming-instances
https://docs.aws.amazon.com/appstream2/latest/developerguide/s3-iam-policy.html
https://docs.aws.amazon.com/appstream2/latest/developerguide/s3-iam-policy.html#s3-iam-policy-restricted-access
https://docs.aws.amazon.com/appstream2/latest/developerguide/access-api-cli-through-interface-vpc-endpoint.html
https://docs.aws.amazon.com/appstream2/latest/developerguide/access-api-cli-through-interface-vpc-endpoint.html
https://docs.aws.amazon.com/appstream2/latest/APIReference/API_CreateStreamingURL.html
https://docs.aws.amazon.com/appstream2/latest/APIReference/API_CreateStreamingURL.html
https://docs.aws.amazon.com/appstream2/latest/APIReference/API_CreateStreamingURL.html

EBE Amazon AppStream 2.0 R E

VSN AWS Cloud
p —

VPC y AppStream 2.0

|
APloperations : —————————————————————————————————————————————— i

,/r\“\ CreateStreamingURL AppStream 2.0 instances
@\\] _@ 1 2

AppStream 2.0 API 1Amazon AppStream 2.0

Lambda function ! : b
VPC Endpoint i API Endpoint | ::.-_f: :
1 = 'I:ﬁlj ‘:‘J—J
ety Streami gsessionlp [//7 _'|.:|!L . lr-
3 — : — '[l:. e g |
"Trl'-‘; @ | "1"'.’\’.} L
EC2 Instance AppStream 2.0 Streaming iAmazon AppStream2.0 Fleet instances  Image builders

VPC Endpoint i Streaming Endpoint

VPC Ui B

R VPC in B A EAEIR VPC ImH R R TERE. LERAAKIETEERRERFE VPC A, &
RRETESHE. USB, FARZEWMA. T, SIS, EXLENTH , URDRERE. EEFA

VPC i3 , 2781 AppStream 2.0 8 A VPC Im#RE. ETEARBBRBERFIERNME

EBARRRBRERERE TERBNWENRSE , I 73EB Direct Connect #HITERBETEE, &

B VPC B R REAE T ERRFETSER

o BENHImMAEBEBN "Z éﬁ%ﬁJ RARFREAEEEN IP (it 85 R EHERIE 443 1400-
1499 (TCP) FE{EiE (TCP) ETW AEE,

o THAMH THETFHEURSIEE,, SVAEAFRERMEIIEEIR 1024-65535 (TCP) BIFEH & EZHN IP
it SEN &8 RE,

- FERBFRRERSEBREERAE LR AppStream 2.0 EEFTFEHN Web BE.

EEE—S THIMMAEER AppStream 2.0 BREIAWSIRIEHRE , FSBMH VPC InHEBEVMERNER
Er.

ETETENL ARBAERFIE , REEZEREA Image Builder £HY Internet Explorer 588 24
MERE (ESC), MEFFMEN , 5528 AppStream 2.0 RKEEEIEE , LUEA Internet Explorer 158
ﬂﬁé'l":tnlmo
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https://docs.aws.amazon.com/appstream2/latest/developerguide/creating-streaming-from-interface-vpc-endpoints.html
https://docs.aws.amazon.com/appstream2/latest/developerguide/customize-fleets.html#customize-fleets-disable-ie-esc
https://docs.aws.amazon.com/appstream2/latest/developerguide/customize-fleets.html#customize-fleets-disable-ie-esc

£BZ Amazon AppStream 2.0 HREE R

KEER

Amazon AppStream 2.0 ERR L E=ETAEENHEEIIE. EXT , IREAEETTAREPHNE
A TEREREERE , T AEEPENERIY EHER , BREERE K REERENTHES
hRE TR, HACEEREANRHSTRAMY , BEUREKEHEBHEREE , AITSRHKH#HE
RERRF R

ZEA AppStream 2.0 FABFRMUMHERTE  CEATELXEEFHEE AppStream 2.0 RiE,
REEFNAERE , EAREEXEFESHATHBRIENTHEE (WRER ) , XETEKKE
REZEE, Hlm, MREH AppStream 2.0 BECMARE , ZEZERXEREHHEEBEREG
vh , BEREML MR, & AppStream 2.0 WAERE , HIREEGSLEZEEFFHEENMEE
EENHERETE, ERAFEZETHRNERDRSG LB RRFARURESFNKEERIEHEE
3, MR AppStream 2.0 TEREFHTHWEAR EFEEN I EREEMHEBEBARIREKRYE , &
#iFHGELEZEGESHE  UBREAZEIEESSLEERNUEREARINEZR. BN
hEFHNRESRBEHEFESENETEBE,

gl

EMETEMN A ETLE DR REIFREAHERAEANETRE, €58 &L , ERMELFZERESFEH
EEMEREREEFNSAAMEMTE. F—EAHZEZEFEH IdP FHYE — AppStream 2.0 EAER
ARERHT ME—ES LA EEMBEBINERAERERE,

BiE 1 BEREARENH RERE

EFEAEREPEBIRMEE (dP) A AppStream 2.0 B , ERE 2% , I SERXZTHERYUENE
EURL, UREFIHME, FEEEEIERE URL WEEHEER , 5528 Amazon AppStream 2.0 &
BiEm. RAEEEVUREEEERE T EEIFMERE AppStream 2.0 RE LW EEEHSE | IEER
ERGEREE, RACEESREREXNRE URL ENAKOAHEBEME Rt REEE, &
TR EERESE , BN AM BXEFEERMEEREHENFIE ST ENEEBE,
WMFEBMAIEREIEL IAM BERWFHMER , SR T IEHIBER.

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "VisualEditor@",
"Effect": "Allow",
"Action": "appstream:Stream",
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https://docs.aws.amazon.com/appstream2/latest/developerguide/external-identity-providers-setting-up-saml.html

£BZ Amazon AppStream 2.0 HREE R

"Resource": [
"arn:aws:appstream:PrimaryRegion:190836837966:stack/StackName",
"arn:aws:appstream:FailoverRegion:190836837966:stack/StackName"

15
"Condition": {
"StringEquals": {
"appstream:userId": "${saml:sub}"

}

FE 2 1E |dP HEREME AppStream 2.0 EAER

LFEFEEEESH IdP AA AppStream 2.0 EYMEBVNEARER. AR, eMAUUERKERE

MERARERF  URAFEZEEARE  FEAMEET/BRERESF  ETCHRERERE, &S

FEFEREEBRDNERAFNAMN -3, ELAFRERRFITARIEIT R E , Kt w{E - A
EFSfsEGtfTAEERERINESEENEBARFIEER, EUTNERL, ARESZER ,
A2RLEENE,

ETeast 1

FIFA AppStream 2.0 BFEMf I E RSB TIEE (Bl TEAREXISEE, N TETERRESRE, ) B,
LEENZERNERIAHEBERESE, SLUEESFREERFRIEIEE AppStream 2.0 [EIFHH
Amazon S3 fEFErETh, ZEEZERNEERRE  CEEBRRHETFELNMESEERIIRER
B [E 13 AppStream 2.0 fE1ZETEE, E R LAEA Amazon S3 [RAEINRERTRK , i Amazon S3 E[E
HEE. SAAFFAMYBEEZEHRFAFRENXXHRT. HAEAEEBEEHENEERESE
ETHERE I RAEERERPEERERFPRMERFEMN. WF AppStream 2.0 FRIfEAZ
Amazon S3 EFETBNFMEN , FBELKER,
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https://aws.amazon.com/blogs/desktop-and-application-streaming/optimize-user-experience-with-latency-based-routing-for-amazon-appstream-2-0/
https://docs.aws.amazon.com/appstream2/latest/developerguide/app-settings-persistence.html
https://docs.aws.amazon.com/appstream2/latest/developerguide/home-folders.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/replication-walkthrough1.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/replication-walkthrough1.html
https://docs.aws.amazon.com/appstream2/latest/developerguide/home-folders.html#home-folders-s3
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B

e ERR

EREEGFRRE-EEREH , 7iEIB CloudWatch I8 ITH R I ERR. HE , ©& AppStream
20 XA, FH [BEFHE) RolER., CHERLNERFERER , RAERAETAEYTEETE
B MEEREZOaEBIB—RWEIHREl, CloudWatch & LATEES#2 &R THY AppStream 2.0 &
BEIEFE AR E AppStream 2.0 EISEMHEEN TEEFE,

AR E

FEA—EARNBEPendingCapacity , BiE R4 auto MHEH. BIELE
#@AvailableCapacity¥PendingCapacityE B R EEEE , REHH AppStream 2.0 HBEHI1T
ERaUEEFERE TERBRFER. A58 AppStream 2.0 #5EE Y CloudWatch R , LUBHER
& LBREHFAEREFTEEZInsufficientCapacityErrorAEXR,

MREREBAEHInsufficientCapacityErrorlIEGERERER , BEZEEB "HEER.) K
REITHEABRRBRESRNAE. WA EAE-FE "HRER. BXE , UELREERERERNIE
B, Fif , BREFRNFENETSFERENIERE., ETEARRZIRER/NEE , TER
BRARMERE MR IER hEEActualCapacity, EHRATURENLEA

MRFERBIREETEA |, 55 Target Tracking &8 BUEE KR AppStream 2.0 #
fAvailableCapacityh B RANAREER , AFEEFAEN, BEER K RABZERFERN
BERERET L, BMEREHTERAZNEN  REANBEHTEREESHER. RIEBERR
EFREARTE , FUETHEESEE, FASEEANERBEE (Bl "H#E, A TEZER, ),
A FMERARECZ BERE T,

EREHEER

ERBRNAF , RABHEEBNARA  ERFENFN., WEMAEERARHSGRENIE (RDS) £RAER
HURAE (SAL) FREER, A —FEAEESBHATREN IdP BHE , WEBEABRLERS RAT.

FRAERBREEUER . csvERFERERIE S3 fFIrEd , BuLFRE=TEXEE B) I&T

BRMOMELER, BUUERSHEABERESR , AWS MEFETHRE , LI EET A HEERX
BUHRE K MEFTREZE. csviER, Fln , LA LUE R Amazon Athena Fl Amazon QuickSight &

AppStream 2.0 FHEERET HFTHRENRERE.
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https://docs.aws.amazon.com/appstream2/latest/developerguide/monitoring.html#monitoring-with-cloudwatch
https://docs.aws.amazon.com/appstream2/latest/developerguide/autoscaling.html#autoscaling-target-tracking
https://aws.amazon.com/appstream2/pricing/
https://docs.aws.amazon.com/appstream2/latest/developerguide/enable-usage-reports.html
https://aws.amazon.com/blogs/desktop-and-application-streaming/analyze-your-amazon-appstream-2-0-usage-reports-using-amazon-athena-and-amazon-quicksight/
https://aws.amazon.com/blogs/desktop-and-application-streaming/analyze-your-amazon-appstream-2-0-usage-reports-using-amazon-athena-and-amazon-quicksight/
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REERERF Windows B45C 8415

E AppStream 2.0 #ITER TERERTHAE , SITERREER. EXRTIERBETFEANFIERE
AR Windows EHEHEHEEL, IRFTERFELEARIMN Windows EHHF , Hf—
BHERER Amazon B¥ Firehose A4 C BN 233 S3 , I fEMA Amazon OpenSearch BR#§ (BR
OpenSearch %) #1T# 8. NREHTESREEH , B TEERAE , BFEA Amazon Athena # 1T
% , M 2EST Amazon OpenSearch R

R ERITHEE

MR ARERE , RIEHCER AWS IRF #£H Amazon AppStream 2.0 AWS CloudTrail#{TEE. ZE
15 BIFE® AppStream 2.0 API 1Y | EFEAEANENERSH4RIRappstream. amazonaws . com.

B VPC Rigicsx , URRHEFEEERNFE. VPC REFCE AT A MHE CloudWatch SE#1E |
UEERERKKHNITEM.

BEZ AppStream 2.0 EESEHW KK , ERFHER IPEEFEEE, EBHTHER FHEE CLI REBEIE
kia S S S F P A AR P ik, BAFRE IP ik, BAREHVEBEEZHN IP LusE , KU
mEUBRABEHTHAAERENTER.
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https://aws.amazon.com/blogs/desktop-and-application-streaming/monitoring-amazon-appstream-2-0-with-amazon-es-and-amazon-kinesis-data-firehose/
https://docs.aws.amazon.com/firehose/latest/dev/what-is-this-service.html
https://aws.amazon.com/blogs/desktop-and-application-streaming/monitoring-amazon-appstream-2-0-with-amazon-es-and-amazon-kinesis-data-firehose/
https://aws.amazon.com/opensearch-service/
https://aws.amazon.com/opensearch-service/
https://aws.amazon.com/athena/
https://aws.amazon.com/cloudtrail/
https://docs.aws.amazon.com/vpc/latest/userguide/flow-logs-cwl.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/ec2/describe-subnets.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/ec2/describe-subnets.html

£BZ Amazon AppStream 2.0 HREE R
AT EAL

BRABCEERNBRTILENEAER, BEFEIRTHRANZFHTENNE  URBERSEBENERNE
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