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"Version": "2012-10-17",
"Statement": [
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"sagemaker:CreatePresignedDomainUrl"
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SageMaker Tz &1 & EMUE AWS HE$H
ERIER

SageMaker Studio £ & FZEUE A E R RIREBED Z H SageMaker IAM #1117 A & 8B B AY 57 A 42
Hlo B ANAYBUR W LAR M I R4S E Amazon S3 RFIFEREBEN. BEARMBR , UREREE
Amazon RDS & #}E,

17EL AWS Lake Formation & ¥}

MAZERCREEAXEENERN  AEERERABHENERFEL, AWS Lake FormationfE& it
EZRERNES  EESTNESHIERENBRERNN BN NURMARRERERRNER,

= E R A SageMaker Studio B Lake Formation , B & aJ LA SageMaker IAM #1T & &5/
ADatalakePrincipals. BEEAEZER , 52 M Lake Formation 31 i/2%E, —BESEE K =8
FEFHET AR SageMaker Studio S5 MBEAZ EENEIF

1. E A& A LA SageMaker Studio EeAEAEHSIZ (B0 Amazon Athena) RE I TE boto3 Z £
WRERE , SEREEENTERA, REEAN AWS HREH ClaiBAARESH) 2—EZED
WREXE, ATR—ERBERG , AERNAEEETUR

transaction_id = wr.lakeformation.start_transaction(read_only=True)
df = wr.lakeformation.read_sql_query(

sql=f"SELECT * FROM {table};",

database=database,

transaction_id=transaction_id

)

2. £ SageMaker Studio JRAEEHRZE Amazon EMR , KIREBWMAMEAEZ R, EBMEMA Apache
Livy #1 Amazon EMR $I{TFEERA € , SageMaker Studio B3 7 R4 EFINEE , AJZHEA
SageMaker #1T IAM B & (REMBREAR) EEHS Amazon EMR B8 LUETERTFIAMERE, W
%% up-to-date¥§ = , FEZRBI Studio Connect F|T1 Hi#% EMR # 5,

BERER 26


https://aws.amazon.com/lake-formation/
https://docs.aws.amazon.com/lake-formation/latest/dg/lf-permissions-reference.html
https://aws.amazon.com/athena/
https://github.com/aws/aws-sdk-pandas
https://docs.aws.amazon.com/sagemaker/latest/dg/studio-notebooks-emr-cluster-connect.html
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Customer AWS Account SageMaker Service VPC

=
@— ® — B -Luvy

Elastic Network
Interface

Amazon CloudWatch
Logs

Amazon 53

& SageMaker TEZE 55 H Lake Formation EEMNEIEN B RERE

3. £/ SageMaker Studio REEHZEEAWS Glue B E N TERE , KIREERMBEAER,
SageMaker Studio Z2EEAEEABEARZ , AFTFAFUREARETH T AWS Gluetllt FJIEFR
A Python. Spark 5 Ray i , REZELENERRKFREARESEFTNNBEAER, ARATAFE
SEH SageMaker BT HMIREN IAM A€, MBFFHMEF , FS2EEHAWS Glue BB TIERSER
EiR&EH.

EEER

REFIIRAEEA IAM BUR, BRBUR, VPC imHBUR MR ZEFIBER (SCP) £ ML ER L ERBEEN &
F R,

BR H SERC AN 45 E B 5 B9 3

LEAR ARSI R B AT ARRFIER B ZRAFZHAETERER |, @RE Studio Fio&, FIEE , £
MAFEEEARY TRk, EFIRAIESE SageMaker B Studio FIERER Jupyter IRIEEZFEAREF

{
"Version": "2012-10-17",



https://docs.aws.amazon.com/glue/latest/dg/interactive-sessions.html
https://aws.amazon.com/glue/
https://docs.aws.amazon.com/sagemaker/latest/dg/studio-notebooks-glue.html
https://docs.aws.amazon.com/sagemaker/latest/dg/studio-notebooks-glue.html
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"Statement": [
{

"Sid": "LimitInstanceTypesforNotebooks",

"Effect": "Deny",
"Action": [
"sagemaker:CreateApp"
1,
"Resource": "*",
"Condition": {
"ForAnyValue:StringNotLike": {
"sagemaker:InstanceTypes": [
"ml.c5.large",
"ml.m5.large",
"ml.t3.medium",
"system"

[R&EITHFEREH SageMaker Studio #1g;

¥ SageMaker Studio #8135, , T Fll R A& 2 I BUR A A A & 5l
MM MEEREFHN VPC .

"Version": "2012-10-17",
"Statement": [
{ "Sid": "LockDownStudioDomain",
"Effect": "Deny",
"Action": [
"sagemaker:CreateDomain"

1,
"Resource": "*",
"Condition": {

be =
JIL

BUENEFER , fHTEEBLHA

"StringNotEquals": {"sagemaker:AppNetworkAccessType":

"VpcOnly"

iy
"Null": {

"sagemaker:VpcSubnets": "true",
"sagemaker:VpcSecurityGroupIds": "true"

FR&ITIF A R EH SageMaker Studio #81
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}

bR %l Bk B kR 32 # SageMaker E21&

THIRANAIEG LA EREEBE D REB AR EREN SageMaker o6& : f

{
"Version": "2012-10-17",
"Statement": [
{
"Action": [
"sagemaker:CreateApp"
1,
"Effect": "Allow",
"Resource": "*",
"Condition": {
"ForAllValues:StringNotLike": {
"sagemaker:ImageArns":
[
"arn:aws:sagemaker:*:*:image/{ImageName}"
]
}
}
}
]
}

{£3%18 SageMaker VPC i BRI EN £ 50 B & i

BT SageMaker $2#|FHA VPC imBiz 4 |, 18 SageMaker X8 VPC il , BERAEERE
SageMakerStudio ZEFE B E s SageMakerE il BB TEE. MRAEKLSR SageMaker TEZE/
FERAYTEBERE VPC inE , BITH IAM R4 A F7EEIB SageMaker Studio VPC i 2 API
IWBHEN o AFFEEZE SageMaker Studio £52 4, SageMaker

"Version": "2012-10-17",
"Statement": [

PR I B B) Kk $2 % SageMaker 1% 29


https://docs.aws.amazon.com/sagemaker/latest/dg/studio-interface-endpoint.html
https://docs.aws.amazon.com/sagemaker/latest/dg/notebook-interface-endpoint.html
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{

"Sid": "EnableSageMakerStudioAccessviaVPCEndpoint",

"Effect": "Allow",

"Action": [
"sagemaker:CreatePresignedDomainUrl",
"sagemaker:DescribeUserProfile"

1,

"Resource": "*",

"Condition": {
"ForAnyValue:StringEquals": {

"aws:sourceVpce": [
"vpce-11l1lbbccc",
"vpce-111bbddd"

#& SageMaker Studio i EKFERFIEERN IP #ERA

NEBEEEH SageMaker Studio FHRHIERFE LFTRIEER IP SER, THEBSourceIPRHE

SRAY IAM BUR AT RE = PR HI L B 2

"Version": "2012-10-17",
"Statement": [
{

"Sid": "EnableSageMakerStudioAccess",

"Effect": "Allow",

"Action": [
"sagemaker:CreatePresignedDomainUrl",
"sagemaker:DescribeUserProfile"

1,

"Resource": "*",

"Condition": {

"IpAddress": {
"aws:Sourcelp": [
"192.0.2.0/24",
"203.0.113.0/24"

# SageMaker Studio ERXRHEKFERFIEGRN IP &ER
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}

B 1k SageMaker Studio A Fah B H b A FELE X 4

BREESR  EBELEUCERERTEER  FHRECAERERH SageMaker Studio £/ & & BRK
B EEstudiouserid, FBEE MMEFAENFERAENAG) LEEESXRSIBNER
studiouserid (BB T UGB BEMER , BFRRRstudiouserid) .

ETR, BT R INZE A FRE SageMaker Studio B & N AR,

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "AmazonSageMakerPresignedUrlPolicy",
"Effect": "Allow",
"Action": [
"sagemaker:CreatePresignedDomainUrl"
1,
"Resource": "*",
"Condition": {
"StringEquals": {
"sagemaker:ResourceTag/studiouserid": "${aws:PrincipalTag/
studiouserid}"
}
}
}
]
}

5 1R 5

BERMERFEMA SageMaker Studio FFRANRRRER , URBEMIGEE., SEBERETET
HERBREZRFEARRMNZHE KRN , WRARBTENTRZM.

£ = SageMaker Studio BARER , FRECELCFAERERE. ERSREAEREEEDEEERE
AR, EFEAES (BB CLI M SDK X#F ) BFlfIZAFMEXH , FEEKILRBANEEES
At

B 1k SageMaker Studio F F3h R E it A BB & S04 31
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{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "EnforceUserProfileTags",
"Effect": "Allow",
"Action": "sagemaker:CreateUserProfile",
"Resource": "*",
"Condition": {
"ForAnyValue:StringEquals": {
"aws:TagKeys": [
"studiouserid"
]
}
}
}
]
}

HREMER (FINIRTENZELE) , EUUER T HRAUSERRBEHIE

"Version": "2012-10-17",
"Statement": [
{

"Sid": "EnforceTagsForJobs",

"Effect": "Allow",

"Action": [
"sagemaker:CreateTrainingJob",
"sagemaker:CreateProcessingJob",

1,

"Resource": "*",

"Condition": {
"ForAnyValue:StringEquals": {

"aws:TagKeys": [
"studiouserid"

AR
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SageMaker THEEHEREAR

1£ SageMaker Studio 1 , ZECATE Docker BESHIET , MBERT , cTEEH T HMEHINRIHE
R, R , RTERNBTESERAEN , AFANMEHMERESN TEEHSENHEAE
BHTEEAS EWIERESLRASE ID. At , BREANBEERNRELREKASRZAS,

BYUBFTHGER , Sl EATAERMEEEIEHENIE root R ; Fla0 , BRI root 4
BITTIZTENER , SIRRELHETANEYS., BEBEBRT , BRI LIAIZEMG L Dockerfile FHYIE
root AF BETT. ERERUBAFERIBRAFSFNAIEZAF A MBEEHRARAFHM UID/GID EH
EXERAEFHH UID/GID 8 , BApplmageConfigfEARRFSRIEFEA B EEMBGETERERN
SageMaker Bt &, a0 , MRIEH Dockerfile AIE root HEBEN |, HIUATAZR :

ARG NB_UID="1000"
ARG NB_GID="100"

USER $NB_UID

ZAppImageConfigXHFERHFEKMEREH UID M GID : KernelGatewayConfig

{
"KernelGatewayImageConfig": {
"FileSystemConfig": {
"DefaultUid": 1000,
"DefaultGid": 100
}
}
}

HRIEZMEG , ATEZH UID/GID B4 0/0 1 1000/100, EREEE B E&XMRGME
B8AppImageConfigiR B RHI , FZSE I Github FREE.

ATRBREEHAEEQLREE , 2 CreateAppImageConfigUpdateAppImageConfig,
ZDeleteAppImageConfigfEPRIZEE SageMaker Studio EEEAFEAE,

SageMaker TEZEFHREHE 33


https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-sagemaker-appimageconfig.html
https://github.com/aws-samples/sagemaker-studio-custom-image-samples
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AR E

#H ERE SageMaker Studio #1% , BFEIEE VPC ik, FHREBNZLMEE, 8E VPC MFHERK
i, FREARCRBEAENENKER (EUATEEH®) REE P,

VPC #8555 2l

B SageMaker Studio #EEHEBNE S VPC FHERBRLEFEABENEERMEEES (CIDR) $E
By, ERECRRTIIRE .

- EAEHE,

- BlUSERENEARIEE,

- BECAENE-—HTEBELHAE,

- BUSRAENFOIRIATERE

- FHERAD L.

SageMaker MBS EHWAWSIRE B TIFEARG , #EEFEENIE (EN) BAZF VPC FHEE -

« Amazon EFS € A#81EE A ENI 9 EFS ## B & (B8 F#%/A A [E SageMaker 5 in—1{& IP).
SageMaker

» SageMaker Studio B AR ERERIHAZBEEANSERE—HITEREA ENI, fil0

- MRAFEEXHETIREN Jupyter RIE[EARR (—B "R, BH ) , —BRIENEZEH
BEFM—EEAK Python ERATERF ( #87Eml. t3.mediumEBHl LT ) , Studio EEAME IP b
ik,

- MRFHEBREREHTEAREDN Jupyter RIRI[EAREN (— B "RKL #1TER). Tensorflow
GPU FEARER (Eml.g4dn.xlarge#HTEE L) MERNMBEABRAER (EH1T
fEml.m5.4x1large®® L) , Studio 85X A =18 IP {it,

- $HEEREIE VPC 7R/ T A EENSEVPC imBiEA ENI (U1E IP A SageMaker VPC i 3 ;
FE 1P ARSEREH VPC %% , #li0 S3, ECR F1.) CloudWatch

- MRFEAMERH VPC {HRERE SageMaker JIRMEETE , AISEIEFSESEIHTEERE IP
first,

VPC Bk R & 34


https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/using-eni.html
https://docs.aws.amazon.com/sagemaker/latest/dg/train-vpc.html#train-vpc-ip
https://docs.aws.amazon.com/sagemaker/latest/dg/train-vpc.html#train-vpc-ip
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® Note

SageMaker Studio Y VPC

b ERRBEREMET RN SITERER LHT

UL RBIP |, fREX SageMaker HREER VPC REEX TRE. ERE VPC imH , Hla0

SageMaker API, SageMaker #{TBEEX. Amazon S3 Al Amazon ECR,

ERRERIEE Studio BRALHTER , EMETRNHATERER ()
ml.t3.mediumFml.m5.1large) L#I1T , Y EESERTERERIBEMEEAREN,

BRERENBBEREEFTER LERML.m5. 4xlarge#ITEFMEE VPC AEHN

HEREBRT , SageMaker Studio BR#IEAEHEA ENI , M RFIR :

®1— HHEBRIEFFHEAEF VPC B9 ENI

B
EFS #8 A&

VPC i 26

A A% fal B =%

KernelGateway

Nz A

EE]

B
VPC F#3%
VPC F#33%&

VPC F#33%&

VPC T3

VPC F#a3%

ENI JESF
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=EAZ/FHA%

= {&l ] A (B 3R/

T BET
MREH 10 &
VPCE

BEBITEE—
& 1P

BREIITERE
B—1@IP

SEI&RAITE
B mvE 1P

FRE (BN FHRAEFER VPC HIRE) T8 B BEEE{E Studio &
SHFIRR/BREE TYE, SageMaker FEUZE ST * Job API B , A E XL BRFERE VPC FREM
iR, WEFMENR  F2REUREREREXIHITIENERE .

AR TR,

Level
bEhE
B

ERE

ERE

A&

VPC #85& R 2
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https://docs.aws.amazon.com/sagemaker/latest/dg/mkt-algo-model-internet-free.html

SageMaker Tz &1 & EMUE AWS HE$H

BER B ENI SE5¢ &k Level
WEREA EFA
B =@ ERHAIT
B EE IP

EUHRFIP , BEE VPC FEHHEFET 38 @ IP, HHA 33 @ IP EREEMREACHRERR , Y EMEH
EEBRMER 58 1P, MREFEMBEFE 100 AERAEEEELUEAERERLTHTELZES , Al
EHEEAEBRMER 5x 100 =500 8 IP , EHRFER IP EFE (BE MK 118 1P), #5118
P, ELRHIF | BEEMFEH /22 B VPC FH3E CIDR , BAELE 1024 1@ IP it , ¥ ERRZEM.

VPC #EiEIE
SageMaker Studio #8E X B A T HH+H —EERERERE VPC 5 :
- ERAHEBRA

- {& VPC

£\ Pl BB A B8 18 o 3F SageMaker AP BRFSEIR VPC i 22 AV 48 BR A8 % B X8 1 A 2 F AR R AR R
H SageMakerfR#ERFERE , MM NEFAR :

Customer AWS account SageMaker service AWS account
E Customer VPC ﬁ
m Private subnet home directories SageMaker Studio
Amazon EFS domain
SageMaker Studio SageMaker
Notebook Studio

Users

Internet

= Gateway

S3 bucket CloudWatch SageMaker  SageMaker AFI
Logs Runtime

FEEXHE S : EIB SageMaker RIE MR F 17 BUAE R 48 2%

VPC #8&i#EE 36


https://aws.amazon.com/hpc/efa/
https://aws.amazon.com/hpc/efa/
https://aws.amazon.com/hpc/efa/
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R VPC ZHE AR EB SageMaker Rk FEE 2 VPC MRAKRMERER Y AFEFRERER
VPC iR EENRE , M TER

Customer AWS account SageMaker Service AWS account
E Customer VPC ng @
s
ﬂ Private subnet home directories SageMaker Studio
Amazon EFS Domain
Elastic Network Interface SageMaker Studio sageMaker

Notebook studio

VPC Users
endpoints

— Internet
5 B B B
- @} @ Gateway
Amazon 53 Cloudwatch SageMaker Sage Maker API

Logs Runtime

ER VPC = : #5818 SageMaker RIE MR F 55 BB 43
HREER VPC BEXTRENRE A FASECREREERELZLHA  UBRRARERHTERTS

fRaf, AWSIRFFHEEMEMIUEECH VPC ENRABRMAEER, IEEBEREERLAZR
MR FMER , F2RK VPC 1Y SageMaker Studio 2528 E fHERE NS E IR

B 75

- B3 SageMaker Studio f8iHi2 % , BB LA FH FHEK BT E LB,
- ERMAZERBEREE (ERARABERIER VPC) B128F,

BR ) 37


https://docs.aws.amazon.com/sagemaker/latest/dg/studio-notebooks-and-internet-access.html
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ERMRE
ERBUBBTIREHZE A EEAFIERERLMENELREY, S, ERERM T —ERBHR

EFREEMETTENGE , MMBRDRASEENBIUERIRERENFIRFEER, EER
FHEEE , AREMXBFHNBLIREFERNETEERER < EN B K,

\

SageMaker Studio 12t ZEEE , ARREFENERTHNER, TiB , 00 TAWSHEEFE, EHA
ik, EF X EEEHEFREIAWSEIREREB LITENAR., EARED , RMKRAZTFNMAEH
ELThEERRBHER,

REFEER

= EREMRM SageMaker Studio ZBFRRALUREREEERMER K M , 7 SageMaker NFEFEA
DR ANGRA#R IR TN L. SageMaker #7858 , £A Amazon S3 WAWSZ ESRNEEL
Eifl. EEEAR Amazon S3 MAWSEESREEHARBIRFERN. HREBERFFR , FERL
SageMaker&REEELCNEFEESE  WEEBRFEFHHLALSE.

£/ SageMaker Studio , BIEATUFREEUTLE :
- S3fEFETEE — B THAMERAR | SageMaker Studio 27F S3 fFITE P H A E R AREM
hEER,

- EFS B{f[E — SageMaker Studio &#% EFS ik EM MELRNRE , MREFELANERER. A
FEEMBRMAEE 2% , b EFS BEENAREE.

. EBS MRE — EBS EETHTERNBKNATER., LMEERENT ERSEBEARE
B

TFREINE AWS KMS
« BALMEEAWS KVMSE R MBEEE A BMN EBS WRE, IR, HE, HRFRTEMN
LR

« MREBKRIEE KMS €88 | BEARKEEN KMS £488 SageMaker IBZREZE R (0S) BBEEA
ML E R E,

- HREHARREEMFEA KMS MR BB EREFRE ML EEMBKEES Amazon S3 |, &
AT LAMER IS EN KMS €873,



https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/data-classification.html
https://aws.amazon.com/compliance/shared-responsibility-model/
https://docs.aws.amazon.com/kms/latest/developerguide/services-s3.html
https://docs.aws.amazon.com/kms/latest/developerguide/services-s3.html
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#kms_keys
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REBHPNER

SageMaker Studio AT R ML EREBHMEMRAK R EERANFREEMNE, ¥ SageMaker API flE
BAERHNER , BELRS (SSL) BT, FERTAKERFER REFLERI) XNFE, H
FREIE

- RBEGFEHEIREBATER (TREFFER) 2B T HNEFEF.
- PRAREFEHREIRTE BER) <BRBER.

T, BULLEREMBZIREETHHCBNET . MASSHERRNRE N ] se & 18 M0 FIwRE
B, HEREA DB RABBERE LR,

HBIEFEER , Amazon SageMaker 7 Amazon VPC F#I{TIIGRER , LGB RER LTS, &7
DEERRE "FAF. VPC RFBHMBERNZEM , MRABENIIERBSB[NER. A, B
SageMaker Studio #FHERERERE VPC EERX THIT , UFRE VPC in BB BFAABEEHERE , M
TEEBRRERERRE,

ERREER
INZERE SageMaker FEE S

FESEE AR L IR SageMaker HESHART | S 62 T 5 R AISAHIBIT N3

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "Encryption",
"Effect": "Allow",
"Action": [
"sagemaker:CreateEndpointConfig"
1,
"Resource": "*",
"Condition": {
"Null": {
"sagemaker:VolumeKmsKey": "false"
}
}
}
]

RESEHTHER 39



SageMaker Tz &1 & EMUE AWS HE$H

}

mEZEREREER S3 7T

BERERSHIEIEE SageMaker ImFWE R |, WA HFHIE S3 REFFERT. REEREIAE
Config i , ‘BEEMNE S3 MfFRriE, B BmMERH,

BR 7 HEEUS BE 2 78 , Model Monitoring IRESEERIBELIEENEEREZR, EEEMNEANRE
REBNEENPRBTFEERE,

{
"Version": "2012-10-17",
"Statement": [
{

"Sid": "Encryption",

"Effect": "Allow",

"Action": [
"sagemaker:CreateMonitoringSchedule",
"sagemaker:UpdateMonitoringSchedule"

1,

"Resource": "*",

"Condition": {

"Null": {
"sagemaker:VolumeKmsKey": "false",
"sagemaker:OQutputKmsKey": "false"

}

}
}
]
}

n# SageMaker T1EZE #i5 # FEHiTEE

YEEE Studio AN BEFURERHME, 1R ESEMHEEE CVK RINZEEE Studio B,
R RRE.

"Version": "2012-10-17",
"Statement": [
{
"Sid": "EncryptDomainStorage",
"Effect": "Allow",

InFERER A E AL S3 MR 40
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"Action": [
"sagemaker:CreateDomain"

1,
"Resource": "*",
"Condition": {
"Null": {
"sagemaker:VolumeKmsKey": "false"
}
}

MBRIFRIAE S3 PRARAAELRANESR

RIS EIEIE R B T RN (FIRIE SageMaker Studio #8155 95 A & 2 R £ A E R A) M

HRA

"Version": "2012-10-17",
"Statement": [
{
"Sid": "EncryptDomainSharingS3Bucket",
"Effect": "Allow",
"Action": [
"sagemaker:CreateDomain",
"sagemaker:UpdateDomain"
1,
"Resource": "*",
"Condition": {
"Null": {
"sagemaker:DomainSharingOutputKmsKey": "false"

BR

- BYMRE R, EREEEREITAWS KMSE R EFELREN EFS Mk ERF.

MEBERE 53 FARKEAECANER
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RCSR N ES#2

AT HBEEREEEE. BETE. JIREH. mE, BRI, SRAHTERNECRE/H
TEBEmBHER  SEENEELRE. EEARNECFHTEREWEREREXZE stdout 5,
stderr BY1ET A A EIXE stdout 5 stderr, CloudWatch & a] LA Amazon E£32 SageMaker Studio
CloudWatch , & Amazon B RERHRER U HEE A EABLNINIESR. ELERFTHIBRRE
1588 , ALEAIGEREER , L Eifi 7 # Web EARFRRBEH K8

£ FEC 8% CloudWatch

HRERNEEFAELRERMNREES K RURSIDIFER , fIMELAERER. IR/
RETAEHTERE, JIRESENRMREER (PIMUAEE), RIFEFER , 818K SageMaker# i
ZE CloudWatch F2é% , M RELRH B ERATFEEN |MEMAAWS KMS.

EBH A LAER VPC imEEAREA L AEERMERKI CloudWatch 180 TSGR EFIXD, B ALk
EEERTECRENER , ERtEEREREEXBANIRINBIE, MBEFMER , 5528 Amazon
CloudWatch &M,

SageMaker % Studio B B —50#&EHH , YA T /aws/sagemaker/studio. SEAFH&E X4

EREFELBFATHEECHARZR , £hEYRENAAtEEECHEFR. Hlin , 5 studio
o-user; WAFEEXH , EH8E Jupyter Server EARFMM MNEGBHERAA | UREBENZER
RERERAERFEEUTHFR

/aws/sagemaker/studio/<domain-id>/studio-user/JupyterServer/default

/aws/sagemaker/studio/<domain-id>/studio-user/JupyterServer/default/
LifecycleConfigOnStart

/aws/sagemaker/studio/<domain-id>/studio-user/KernelGateway/datascience-app

SageMaker £ T X &k& &% CloudWatch o818 , JIER/EE/ER T API W EEFEETIE
bR :

"Version": "2012-10-17",
"Statement": [
{
"Action": [
"logs:CreatelLogDelivery",

524 CloudWatch 43


https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/WhatIsCloudWatchLogs.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/WhatIsCloudWatchLogs.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/WhatIsCloudWatchLogs.html
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"logs:CreatelLogGroup",
"logs:CreatelLogStream",
"logs:DeletelLogDelivery
"logs:Describe*",
"logs:GetLogEvents",
"logs:GetLogDelivery",
"logs:ListLogDeliveries
"logs:PutLogEvents",
"logs:PutResourcePolicy
"logs:UpdatelLogDelivery

1,

"Resource": "*",

"Effect": "Allow"

ZEFABITAWS KMS£ 8 NZIE 50855 |
MBERTI®, BIAULHEIMNBFAWS KMSE£8E |

n
’

n
’

n
’

BRI NEBER |, LLAFF CloudWatch BRFE 1%

AERTRMRAULZETIIES :

{
"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Principal": {
"Service": "logs.region.amazonaws.com"

},

"Action": [
"kms:Encrypt*",
"kms:Decrypt*",
"kms:ReEncrypt*",
"kms:GenerateDataKey*",
"kms:Describe*"

1,

"Resource": "*",

"Condition": {
"ArnLike": {

"kms:EncryptionContext:aws:logs:arn": "arn:aws:logs:region:account-
id:*"

}

}

}

{# FASC 4% CloudWatch
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]

FAER , BHRETUAEMZER CloudWatch BEEAArnEqualsitiRMHAFEMN Amazon ERAE
(ARN), ZiE# , BRMBETRTATHERR , @ AEALZRRMBIRSPWTE B, i, 3l
R, BEMERGRSRMERITER CPUNRKEEREAR, AEUALEEENER, B —
HERTE Amazon SNS , I HBRERERBNEESSH., IRNEE APINFERAEXEERTS
R :

"Version": "2012-10-17",
"Statement": [
{

"Action": [
"cloudwatch:DeleteAlarms",
"cloudwatch:DescribeAlarms",
"cloudwatch:GetMetricData",
"cloudwatch:GetMetricStatistics",
"cloudwatch:ListMetrics",
"cloudwatch:PutMetricAlarm",
"cloudwatch:PutMetricData",
"sns:ListTopics"

1,

"Resource": "*",

"Effect": "Allow",

"Condition": {

"StringlLike": {
"cloudwatch:namespace": "aws/sagemaker/*"

"Action": [

"sns:Subscribe",
"sns:CreateTopic"

1,

"Resource": [
"arn:aws:sns:*:*:*SageMaker*",
"arn:aws:sns:*:*:*Sagemaker*",
"arn:aws:sns:*:*:*sagemaker*"

1,
"Effect": "Allow"
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}

5 AR AWS CloudTrail

EEWEESHRMEE , FEEAAWS CloudTrail. 1RIZFERR , FTE SageMaker APl #& A AWS

CloudTrail. B EZ(EAE A IAM FFATEIAIBUE CloudTrailo

B 7 InvokeEndpoint Mz S IFTE SageMaker EfEtSH5E 8% InvokeEndpointAsync ,
CloudTrail 528k E/ESE AP, Bl , ®ilCreateTrainingJobCreateEndpoint,
FMCreateNotebookInstanceEBEETE CloudTrail & ERELIEE

# 1@ CloudTrail E#HE HASELEFRENEBAER. F2EA T HMEHE TIER

ZERERFEAER AWS IAM EFAERFIRL.
SHEEKRE , RAFRATEEACIMASE P FRENEREZEBE.

- ZEREEHSE—EAWS R%KRH., NFEHHEH , FS R85 SageMaker AP 04 &
CloudTrail&% B 3045

ﬁ*

RIBTERR , S EAEREREN Studio HITABABTE CloudTrail ;LB S EEHMERITE, W
EEEAFHEECHETAR , EREEA. NRZECHELAMERNHTAE , BRI
Fsourceldentity#A&E#§ Studio EAERERE B BEREE CloudTrail. S REERE Amazon

SageMaker T/EZEM A EERFIIABAsourceldentitylbThae, EHAZMEF , FIEBERNE

ZZ[E ARN RARIR , B&ELiEBsourceldentity®#&,

AR AWS CloudTrail

46


https://aws.amazon.com/cloudtrail/
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https://docs.aws.amazon.com/sagemaker/latest/dg/logging-using-cloudtrail.html
https://docs.aws.amazon.com/sagemaker/latest/dg/logging-using-cloudtrail.html
https://docs.aws.amazon.com/sagemaker/latest/dg/monitor-user-access.html
https://docs.aws.amazon.com/sagemaker/latest/dg/monitor-user-access.html
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RN

SageMaker Studio REMIZHEEAIH B EE SEHH[ERIEE., LAZBMEAENEH,

B BREC

SageMaker Studio I E € B B)4Z5CHT SageMaker EIR , HlaZIE% , REEREEMAKERREF
& Bsagemaker:domain-arn, EERMHEMR L , SageMaker th EEMAsagemaker:user-
profile-arn=sEiCE /R , sagemaker:space-arnAEEE RN ESHEERENE,

SageMaker #3135 EFS R E & L& AManagedByAmazonSageMakerResourcefdid ARN B &
WiNEER, MR ERENEERTHRSERFPRANZEFERAER. EEE W EFS MiKEE
3 EC2 TR , LUEITBRTE=,

DN 2

BE{LEB ZEEESEIB out-of-the-box iSRG R (FlanF) , AR BIBAWSHAAWS Cost
Explorerflf 23Rt (CURs) ERIE K BFTHERS R AWS Budgets , JRiBHE, 3R & EiR R 60
B|EBELH,

HEEAMMNERETRADHN , XALXEAWS BilingEZREH THRAREER ) ERTPEEEL
BR. EBRSZUREE 4 NI SR ENES BEERRRS , HLEXFATLET SageMaker E
R, TRRBAELERER,

Cost allocation tags we.

ost allocation tags activated: 1

AWS generated cost allocation tags

User-defined cost allocation tags (12) e Undo
Q search for o tag key All statuses ¥ 1 2 > @
Tag key v Status v
sagemakerspace-arn @ Active

£ Cost Explorer R ZEE ARN E& K AEL EF5

RBARADBERE , AWSKRBERCHRICNER , M 24-48 NFR , EREERARERETR
AIRENENESR
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https://aws.amazon.com/aws-cost-management/aws-cost-explorer/
https://aws.amazon.com/aws-cost-management/aws-cost-and-usage-reporting/
https://aws.amazon.com/aws-cost-management/aws-cost-explorer/
https://aws.amazon.com/aws-cost-management/aws-budgets/
https://aws.amazon.com/aws-cost-management/aws-cost-and-usage-reporting/
https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/cost-alloc-tags.html
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AWS Cost e m Recent reports = © New report
Management

Nov 15, 2022 - Nov 18, 2022 * Daily = lii. Stack «
Home
Cost Explorer Group by: Service Linked Account Region  Instance Type Usage Type Resource More *
Reports Costs ($)
Budgets 2,

Cost Anomaly Detection

Rightsizing recommendations

¥ Savings Pl
Overview
Inventar: ¥
Recommendati
Purchase Saving:
I —
Utilization report HEREEE o nigies AT —
Coverage report Il arn:aws:sagemaker:us-west-2: space/d-hwxtmdykhvid/airquality-analysis-space
cart @
[ arniavisisagemaker:us-west-2 space/d-1vtq8zxgomd|/finance-audit-2022-space

5B L 2= B o B R B
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& % —{@ SageMaker Studio fEf & L#RF , SageMaker @ B#EE I EFS WK E, It EFS BKE
SEARTERAE  RAZERANENERREFEEAENEA &Y. EEAEME Studio FRARE ,
SEHHHITELRINEEHTREBRB M. MFFMNKAEM , 5528 Amazon SageMaker E
&,

EESRLER "—ikEhE, SRR IAM BUER | IEEMA E 7] SARENRY 1T {8 B B B AR HIE
B, A, RMERTFEMA SageMaker Studio BB E#IER YA , EHEDEAARENEARE
ARBERR, WARREFRDESENRASEACAERERHTHERAES , YBRBFRKEEER
ERREERAFEERAER.

EEAWBTNREERAERELRTEE , BUNEAEmBERER W "B, —EHPAmR, It
A, BHALMERBEREARERES K BEABIANMEEAESSRERT I,
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https://aws.amazon.com/sagemaker/pricing/
https://aws.amazon.com/sagemaker/pricing/
https://github.com/aws-samples/sagemaker-studio-auto-shutdown-extension
https://github.com/aws-samples/sagemaker-studio-auto-shutdown-extension/tree/main/extension-checker
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BRI

A B HAAE RE

4+ iEHAEAE R B SageMaker Studio £ ariEHIE4 (GBI FTH) SageMaker Studio EFEA) FEKED
WEREBIEDTE. BALIEMAIEL shell 5T 1EARM SageMaker Studio IREBEL BT , flNZEH

STEH. BBEIREERATELRAERAERMN Jupyter A AL |, LURERE Git #HRE, MEMAEMY 4
WIBHARHNFMET  FSRENIES AL mESHEREBE] Amazon SageMaker Studios

SageMaker Studio EiE A BFTRGIE

THEEEEAREN —HELEENREGE , HPEE Amazon SageMaker Python B EHMEFTIRA
B IPython B1TREER S0 EALLIIEE , BAI LU B 2 # BT E) Amazon SageMaker EiE A
T, A%, EEREAUHEBRERENFTEEAESA.

REASNENNERTRFEZZETEREARMN BFTRERE

s FEESERRIFIRAEF ML 3248 TensorFlow , #l31 MXNet i H A, PyTorch
- EARKBERN BITERBIESE L% E SageMaker Studio FioAS , LUETIREERFMER I,
- EiB API FEERBRALBBERTHE. EEEXVETRGIISHENEEREN,

- SERFETR (BBAARAK ) , MARE IPython (Il R, Julia SREAM ) , BATLERBLRN S
ERZEEHFT KD

MFMME T BFTRR BN FE R

s
¢
dn
i
<t
I+

i] SageMaker BR{GHE

JupyterLab Elf& &

B 7 SageMaker Studio JuypterLab 3 ZEEHERK , BRAUURE S FATE KRR BRRTE
JupyterLabiEF Thab+t 8, AEIEMNE T L BARES SageMaker R AETERENAZR , B
MEBEAETANERRER  BEEAEECWERER.

JupyterLab 3 REFBITZNLEBEENBEEEEEMR S . BLUER bash AL E LRIBERE. 4l
o, ¥ SageMaker Studio # , # Studio BEIZRTFARBERIHWETUA TS, I, BAUERAE
B E B R RIE LB IIAE , LMETE Studio EFRBI R BIELEHR I, BRI SIEHEEE
H Y PR B8 A & B B & B ARE TR E
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https://aws.amazon.com/blogs/machine-learning/customize-amazon-sagemaker-studio-using-lifecycle-configurations/
https://sagemaker.readthedocs.io/en/stable/
https://github.com/aws-samples/sagemaker-studio-custom-image-samples
https://docs.aws.amazon.com/sagemaker/latest/dg/studio-byoi-create.html
https://jupyterlab.readthedocs.io/en/stable/user/extensions.html#installing-an-extension
https://jupyterlab.readthedocs.io/en/stable/extension/extension_tutorial.html
https://jupyterlab.readthedocs.io/en/stable/user/extensions.html#installing-extensions
https://docs.aws.amazon.com/sagemaker/latest/dg/studio-launcher.html
https://docs.aws.amazon.com/sagemaker/latest/dg/studio-lcc.html
https://docs.aws.amazon.com/sagemaker/latest/dg/studio-lcc.html
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Plan |, HER S Amazon S3 IERBIERNJERINE , FERMK BRI T TGS  LHRRERE
ERE:R

conda init

conda activate studio

pip install jupyterlab_s3_browser

jupyter serverextension enable --py jupyterlab_s3_browser
conda deactivate

restart-jupyter-server

MEEBERINEEENFHEEN  SENAREEANERLANSE 1 RAEE 3 AR JupyterLab ZEFEAH
B HIERLRHEMERY | FB2E %% JupyterLab F Jupyter Server ZE{RINEE,

Git fFE

SageMaker Studio FAEZRE T Jupyter Git IERRZEF , AF@ A Git FREMNES URL , HEZEE
EFS B , HXFUNETRXELLH, RREEEVUEREERRERRN git THE , FHE
TAEAENTHNEE, WFE up-to-date 18R , F2EAEEN Git FHEMMNZE Studio.

NRERERLEN  BREFBERAFERRE gt TRBEBBRAAIREF, HE 6 £REWH
A LA ssh FRR AR @ AR EFS B L , MEREE,

RERE

SageMaker TEEZEFGEAFEA Amazon EFS AR AMRTFE. BBREIERTUFAZALERFRE
EBHES conda RIE , WHEASLRBREAEAK, ELAKH EFS X#F, YEEARK , ERAERFD
Studio EXfR B 2 B RIFAMN, Studio BB BHEEFEERHNIRELES KernelGateway R #%o

HREIBNEZERRKR , A conda RENBEREE , ERAKFERN —2ENRKE T RIETI K
BERL, BERURE  FERBREEPIATTIES !

mkdir -p ~/.conda/envs

conda create --yes -p ~/.conda/envs/custom
conda activate ~/.conda/envs/custom

conda install -y ipykernel

conda config --add envs_dirs ~/.conda/envs

MEFHMER , F2BE Amazon Studio EFEEAHERE Python EXHUE S EZHPH SageMaker THE
= EFS Bk EZS
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https://docs.aws.amazon.com/sagemaker/latest/dg/studio-jl.html#studio-jl-install
https://docs.aws.amazon.com/sagemaker/latest/dg/studio-git-attach.html
https://aws.amazon.com/blogs/machine-learning/four-approaches-to-manage-python-packages-in-amazon-sagemaker-studio-notebooks/
https://aws.amazon.com/blogs/machine-learning/four-approaches-to-manage-python-packages-in-amazon-sagemaker-studio-notebooks/
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EXARES, ﬁﬂ"ﬂﬁﬁﬁ?%ﬂﬂ%tﬁﬂ’]?ﬂi%ﬁ FlIaRERER, PEEE, FoRNEE. ERE
B, WREE, sk, ERNEFT  BYAEESREARENEE SageMaker Studio Platform,
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SageMaker f£ #8138 ARN
ARADEER , BN RRE
EEEHEAFHN Studio EER
RERA,

AR ECRE R IR P B ARERE |
RtE—HBRFNAERMRE
ERo

AEREREBEERE (1aC)
5 Service Catalog RiEFZXE %
EEAF,

ZIRF

BEEAFHEECSHIRF
B, A FEEHNERR
2o

JBEE AP| feBith 2 ATRERY , &
REAFUNREZERIREF,

SageMaker £ A E AR F A&
REESEHEAFKY Studio &
ERRETFRA

B A ESEERFNIRSE
R AR E R EC AR

EREZ @S ¥ K% Organizat
ions MEBEEZERF.

BE-lEP A BEARERNE
En 4l (ABAC)

BEREHEFEAEBRER
B, AEAEEE ABAC Bl
BIRIER,

JBE AP| A ZEBRE,

%l H3%18 AWS CLI 5 Boto3
SDK #1T#Y API FE0Y | FRIE
5l 28 [E 5 A B E R

SageMaker BEFHEAFH
Studio EHE AL AFEAEE]
BRERRFE,

SageMaker BHRFTIEHAF
FAEER EFS BiERE , Hib&
EE RS EMAEMN Studio #E
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AR ECRE R IR P B ARERE |
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ZERE ZRE BE-lgP I BEARERNE
En 4l (ABAC)

HAFANEAEZBTER MHAFANERAECENHGRE  MEEFEHAIERERH
HAZEETIBRSHE. EERAERH A= EET. ZZEBEITIHF,

SageMaker TEEBiEH7EER

MR EFS BAMG  REANERRRBHBENEREFR UM, , HUFE TR,
EIE 1 /4 EC2 B R/ EFS i

SageMaker TEZE {54

1. 5t SageMaker T4 = (CLI, SDK ) #FHAFBREXHFMZE™,
2. BERERER/ZHEEEE EFS £H UID,
a. BRERE/ZEBEEPNEECHE  BHRREAZERER/ZHE (CLI._SDK),
b. #EAERER/ZEBEYEESR, HomeEfsFileSystemUid
c. UserSettings['ExecutionRole' MR FEAEEETEANHTAR® , AERASE
d. & BIFEERHY Space MITHAE,
3. B #MEE A IEEFARE Space HITAE,
4. BYFERAERERNZ™,
- HREREFEPNESECEAE K FEAYTACHERBYERAERER (CLI. SDK).
5. B#H EFS M UID BT HFE,
a. HRNEAERETNEEACAE  FHAERAERERE (CLI. SDK).
b. B FEA &R EEYEEHomeEfsFileSystemUid,
6. (BiEM) MERFIEEAREN. £RAERERE. =28 , ARMERAE.

X3
Fit
i3

EFS &%

& &m0 EFS , FERATIIET :
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https://docs.aws.amazon.com/cli/latest/reference/sagemaker/list-user-profiles.html
https://boto3.amazonaws.com/v1/documentation/api/latest/reference/services/sagemaker.html#SageMaker.Client.list_user_profiles
https://docs.aws.amazon.com/cli/latest/reference/sagemaker/describe-user-profile.html
https://boto3.amazonaws.com/v1/documentation/api/latest/reference/services/sagemaker.html#SageMaker.Client.describe_user_profile
https://docs.aws.amazon.com/cli/latest/reference/sagemaker/create-user-profile.html
https://boto3.amazonaws.com/v1/documentation/api/latest/reference/services/sagemaker.html#SageMaker.Client.create_user_profile
https://docs.aws.amazon.com/cli/latest/reference/sagemaker/describe-user-profile.html
https://boto3.amazonaws.com/v1/documentation/api/latest/reference/services/sagemaker.html#SageMaker.Client.describe_user_profile
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1. B B EC2 #I1TIERE , REAEE SageMaker Studio #BIZHY A Uh /8 H % & BHREIE S HTH EC2 #1T
{E88 (ARFEIEEE 2049 L% TCP #1T NFS RE. @2 Ei& VPC ## SageMaker Studio

522 Connect EIAHE IR
2. # SageMaker T2 EFS Biff EHMEZIFTH EC2 #/TER. FSEEHE EFS EERH.
3. X HERET EBS A1 : >sudo cp -rp /efs /studio-backup:
a. BT LFEEES EC2 BITHER.
b. #&#H EFS HiRRE#MER EC2 #TEER.
c. ERERIFW EFS B[R,
d HRAFEETNEERF :
i. BlZZHE% : mkdir new_uid,
i. AFXHHRE UID B SERIIFE UID B #%.
iii. EUFTESXHIIFTERE - chown <new_UID>¥RFTAE X4,

EI1E 2 £/ S3 MAwmEHERRIERSE EFS #H

1. BB BEA Amazon Linux 2 #81 TEE B E| Amazon SageMaker EiE A #TEE.
2. BY S3 RETRILETRS (Fla>studio-backup.

I EEHTACHAIEERAERER

4. 1£ H 8 SageMaker Studio f8igi# , EHAEERZERARM LCC ETE,

« £ LCC H , BFrERRER /home/sagemaker-user®] S3 A FEH B R ER K (F

Ws3://studio-backup/studio-userl),
ENRE AR Jupyter AR[EARER (EMITH LCC).
mERPrEEAREN. EAEREENAE.
B K SageMaker THEEHE,
REAEREBNHNITARBERIHMNEAERERE,
FEREBRERE LCC :
« ELCCH , i SSHEAEREREIRTHAEARARTERE| /home/sagemaker-user
10££/ LCC &XJE (CLI. SDK) , /B A EE YR Jupyter fABRZREAREN,

© ® N oo

SageMaker £ SAML ¥ E iR REIRI/EE

fRIRTTRERE

BIE 2 /A S3 MEMBHAMHERENRIRE EFS HH
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https://docs.aws.amazon.com/sagemaker/latest/dg/studio-notebooks-and-internet-access.html#:~:text=NFS%20traffic%20over%20TCP%20on%20port%202049%20between%20the%20domain%20and%20the%20Amazon%20EFS%20volume.
https://docs.aws.amazon.com/sagemaker/latest/dg/studio-notebooks-and-internet-access.html#:~:text=NFS%20traffic%20over%20TCP%20on%20port%202049%20between%20the%20domain%20and%20the%20Amazon%20EFS%20volume.
https://docs.aws.amazon.com/efs/latest/ug/mounting-fs.html
https://aws.amazon.com/blogs/machine-learning/migrate-your-work-to-amazon-sagemaker-notebook-instance-with-amazon-linux-2/
https://docs.aws.amazon.com/sagemaker/latest/APIReference/API_CreateApp.html#:~:text=%22ResourceSpec%22%3A%20%7B%20%0A%20%20%20%20%20%20%22InstanceType%22%3A%20%22string%22%2C%0A%20%20%20%20%20%20%22LifecycleConfigArn%22%3A%20%22string%22%2C
https://docs.aws.amazon.com/cli/latest/reference/sagemaker/create-app.html
https://boto3.amazonaws.com/v1/documentation/api/latest/reference/services/sagemaker.html#SageMaker.Client.create_app

SageMaker T{FE &I &% AWS B 5%
1. EAE IdP & SAML EEREX,

2. £ |IAM HEAED IdP BRER B 2B BIRME,

3. B3I A[H IdP FHAY SAMLValidator Lambda BRE (BB RS URL = API Gateway),

4. #1] GeneratePresignedUrl Lambda BN AP| Gateway LA1ZEVER &,

5. B FHE TR APl Gateway B IAM B2, HABELTIEINE SAML ESFEEBH
HiE -
- BAM https://aws.amazon.com/SAML/Attributes/Role

- BMME : <IdentityProviderARN><RoleARN>
6. #& SAML EE A F RIS (ACS) in B E#H ASAMLValidator Ml URL,

SAML BaE 2 X g IR 0TS -

import requests

import os

import boto3

from urllib.parse import urlparse, parse_gs

import baseb4

import requests

from aws_requests_auth.aws_auth import AWSRequestsAuth
import json

# Config for calling AssumeRoleWithSAML

idp_arn = "arn:aws:iam::0123456789:saml-provider/MyIdentityProvider"
api_gw_role_arn = 'arn:aws:iam:: 0123456789:role/APIGWAccessRole’
studio_api_url = "abcdef.execute-api.us-east-1.amazonaws.com"
studio_api_gw_path = "https://" + studio_api_url + "/Prod "

# Every customer will need to get SAML Response from the POST call

def get_saml_response(event):
saml_response_uri = baseb4.bb4decode(event['body']).decode('ascii')
request_body = parse_qs(saml_response_uri)
print(f"b64 saml response: {request_body['SAMLResponse']J[0]1}")
return request_body['SAMLResponse'][0]

def lambda_handler(event, context):
sts = boto3.client('sts"')

SageMaker £/ SAML ¥/EiiR RIFER TR 55
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# get temporary credentials
response = sts.assume_role_with_saml(
RoleArn=api_gw_role_arn,
PrincipalArn=durga_idp_azn,
SAMLAssertion=get_saml_response(event)
)
auth = AWSRequestsAuth(aws_access_key=response[ 'Credentials']['AccessKeyId'],
aws_secret_access_key=response[ 'Credentials']['SecretAccessKey'],
aws_host=studio_api_url,
aws_region='us-west-2"',
aws_service="'execute-api',
aws_token=response[ 'Credentials']['SessionToken'])

presigned_response = requests.post(
studio_api_gw_path,
data=saml_response_data,
auth=auth)

return presigned_response
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o WMMIEREAWSIHREBEEH) SAML 2.0 (FEFRSIH)

« BEZ LM% Machine Learning SF & AWS (AWSH T #57)

- FREMBREREERET Amazon SageMaker THEE (AWSEREK)

- BIEECH BT ARG R Amazon SageMaker Studio iR B (AWSEREK)

« #3 B5] SageMaker ERE R — FIEME (AWSTEK)
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https://aws.amazon.com/blogs/mt/setting-up-machine-learning-environments-aws/
https://aws.amazon.com/blogs/machine-learning/configuring-amazon-sagemaker-studio-for-teams-and-groups-with-complete-resource-isolation/
https://aws.amazon.com/blogs/machine-learning/onboarding-amazon-sagemaker-studio-with-aws-sso-and-okta-universal-directory/
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