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www.example.com

Exterior Firewall .

Hardware or software i
solution to open smmmss=sssmssms-=- pemmessssms—e=—-. ~
standard ports (80, 443) . : “

L Y
Web Load Balancer | ’
Hardware or software e
solution to distribute
traffic over web servers

Web Server Tier
Fleet of web servers
handling HTTP(S)
requests

Interior Firewall
Limits access to
application tied from
web tier

App Load Balancer
Hardware or software
solution to spread traffic
OVEr app servers

r" I *
‘
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App Server Tier
Fleet of servers
handling application-
specific workloads

Backups on Tapes
Periodic backups stored
on tapes usually
managed by third party
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-~ at their site
Data Tier
Database server el
machines with master
and local running HITIIT o
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separately with network
storage for static
objects
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to
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AWS E Web FEEZRBRYFH]

1. £/ Amazon Route 53 #9 DNS BR# - 124 DNS BRI AL BEEE,
2. {8 Amazon CloudFront H9i2#&1REL - Edge SIREIAERS , UL EHEFWIEE,

3. 5 AWS WAF 9 Amazon CloudFront B2 Z <% - EBEFEZNRAVEGREERE K IEE
HBLhIE TS (XSS) M SQL Injection,

4. £/ Elastic Load Balancing (ELB) ) & & ¥ - F&EEH 5 2@ A A @M AWS Auto Scaling &
HoBEH  UBERRENHEENRSE,

5. £/ AWS Shield #J DDoS *7& - BEBIRBEENERFRERZHE RN {EHE DDoS WE,

6. ZEHANBIAE - BLZE2MBEHTER , LUEA Web RRESNEAERN ARSREEEMREHE
BB AR B R

7. {8 Amazon ElastiCache 1REX - £/ Redis 3 Memcached 2 REVRTE , LEBRERAERXNE
RENEH  WREEERERNEE,

8. £/ Amazon Relational Database Service (Amazon RDS) S E&HIE - F A NE AN &R E
SIZRUSTAM., SUAESEREREE,

9. iEA Amazon Simple Storage Service (Amazon S3) WBRERENER - AiEONBEEE (W
MEH) EREENER HTTP NYUHERE.

AWS Web FEEXRBHNEETH

ST MTERSEAE AWS BIRH Web FEERBHN—LEETH , WRACHEWHN Web FEE
RBEATA,

MR EIE

£ AWS Eif | SEAKEHNRRERMEFNERE Y  TERERZ2NTERNESE, HARLH
AREMEMELENZ SN F2E M %L 2/ ) , {8 Amazon Virtual Private Cloud (Amazon VPC) &
BLEBRE I RHANCERNERBEETREBER.

Amazon VPC 2 —ER# , AIZEETEES AWS FEBLENFHENR, LERFIENESTE

£ Web AIREBFEVLHEEARN FRK , URAERNEE VS LFEBEBRRAKNIAE 7K, 1

4\, Amazon VPC W BEFEAERERILEMAN (VPN) BIRELEE | 1§ AWS ElRBELRECE
R OHER,

BR T W&V B ERE IPv4 X 25 , Amazon VPC E2#F |Pv6 X &,
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https://aws.amazon.com/route53/
https://aws.amazon.com/cloudfront/
https://aws.amazon.com/waf/
https://aws.amazon.com/elasticloadbalancing/
https://aws.amazon.com/autoscaling/
https://aws.amazon.com/shield/
https://aws.amazon.com/elasticache/
https://aws.amazon.com/rds/
https://aws.amazon.com/s3/
https://aws.amazon.com/vpc/
https://en.wikipedia.org/wiki/IPv6
https://en.wikipedia.org/wiki/IPv4
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HIZH Web REDHAESN , A2 REENERREERRELIFEEFTT , Y E-EFTERENK
™, NAR{THEE (CON) BEEAFAHBHNSHMARE , 15 Web RE (W¥H. BH., ¥EBH) W
REERARNREF. AT R OERRE , CON 2R RAESEF RN RBRGFERUERED B E
B, MR Web BEERRIMRNY , AtBEAESRERS. SrHBEER , THUEFFSE CDN REA
TR 1A A AR 2R HEENE Ko

& LAME A CloudFront iEF BT BAH) £ B RS BB , DB HE, BEMBRAZE. CloudFront
SEBHKEATNERED AT RIEWE R , RUEEURENRERZMHAR. CloudFront KiBFHE
1t , ATEEE fth AWS AR , 0 Amazon S3 1 Amazon Elastic Compute Cloud (Amazon EC2) #4#¢ fif
M. CloudFront t 7] B2 17 B B R FTAR AR R 28 18 RV MEMIIE AWS [RIA I AR 280V R 15 Rl AR 28 ST 248 B

EH M AWS FRHE—4 , £/ CloudFront R B SN HE AER - ERAFRLEEBRBERITHAR
ZENE,

Lt , Web FEARAERRETREFRIMVEMREERGTR , HEEE AWS SR EFERE.
EIE/NE DNS

# Web FERRRXBE AWS EREEH T LR EZERE (DNS) WEE, AWEEEE DNS %

B , AWS 12t Amazon Route 53 , ER—EEE A A TERMNEL DNS Web k% . Route 53 §
EABRBABNLERM—BIETFARKBEEEN AN , #EBH (W www.example.com) it & E i
AREMEZNEST IP #ik (10 192.0.2.1) , BEAREAEFKHIARBEREAEZER. Route 53 7
B2 IPv6 T2MEE,

B Fodea

BRYEEBEETAMBRREEEZEZIN , AWS EEZR Web ERARAEZIHEREARBRRE
B, Amazon EC2 RHBAREFENIIMRE, ZLFARLRAAUEREEXE , BAUAEEE
fFELEC2 1T ERAEAIGE., EEENNIR IP EE,

BRLIAEE EC2 BITRBER—IZELRLEHE, BEXLHEEAFEENREEASEHNITE
B, TURERLHE , LERERENFEE. Py MERSEEFR EC2 BTER. &, M
A2EHMRERHE , RRFESERED EC2 HITEBHFE.

£E 3 FH AWS Web SEEZRER , Web ARESBEEN T HATREIS AN Web BEH TS
ZHL , 3 H R AFFEIEREE 80 A 443 (HTTP # HTTPS) LiEiB TCP #Hl, Z—F M , EAREX[
R BHETREESGAHTREAEBARTEHREN., FUHERS  SNTETEMEZTERFI
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https://aws.amazon.com/caching/cdn/
https://aws.amazon.com/s3/
https://aws.amazon.com/ec2/
https://aws.amazon.com/route53/what-is-dns/
https://aws.amazon.com/route53/
https://en.wikipedia.org/wiki/IPv6
https://aws.amazon.com/ec2/
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EC2 #i1T{EEE , MiE T LAEA AWS Systems Manager Session Manager 3RiZER, MEEBRZEMN
BERAFT® , B2H AWS EnLs , HHaeRenE. RBEFANRE AWS WL ENLZLEH
EE.

BEERSYE

HEREHTHBZER Web EAEXEBHEANE RBKRIE. AWS FEB Elastic Load Balancing
(ELB) fR#&12 0L TEE, ELB 2B BB EANERAERXRESRBZEEE , fln EC2 BiTEE. &

25, IP ik f AWS Lambda B , R EERHE. cUUAEE—TAREREZE A REHEREE
ARXRENZEASH, Elastic Load Balancing 2t EE & T #E5 , cMAHBEETIHEYE . STH

., BEER , URBFENWEAR ERABEIENERLLME,

SHEME MR

HEEMH Web FEERES , ENASHIHIBSHFE IP i, £ AWS EmP |, BOIXRSHEH
HERHE P bit. EBESE EC2 HUTERBEMAIURT LB MILSE DNS 1HE | I B ol UEBHEERE
BRTEL , B DNS EHE M IP it E X EMBHTERBKDEE IR, BEFHBIERCH. FE P it
(AWS MTEEHRYTEM IP #biit) AISVERRBI RGBT H BT ER, HRFE -BUnHFTERM
R, SINEEERE, PRIERMRRMEC2 ZENEH T ER , LEZXEAELE IP it

£ Web R ARE

REEANEARXRRTUERRNEAEARBLOBEELNER  XHNEERNEBNWRENTER
£, Amazon ElastiCache @ —%& Web fR#% , BEEAERATEHRTERDE, BRENERELERR
REL, ZAILKBINEREBARNBREAMEEHEBER Y BB XKW ET R, ElastiCache B
Memcached # Redis FBAHEMNE , AR EE TN AIBBHRA RNWEBLEL.

BREHEE. RONTEBE

% Web ERABAESREXANEAYL , BRRARNIENEN AR ERENTER. AWS
ERRHEEBXMNEERXERERE, NE , ZETUE EC2HTERLTBECHENERR,
THREERACLRE , AHPRYELRBETEFENFTR.

& 1- BB AERNERRTR

BB ERERRAR NoSQL f#RF =
ZEERERK Amazon RDS for Amazon
MySQL, Oracle, SQL DynamoDB. Amazon
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https://docs.aws.amazon.com/systems-manager/latest/userguide/session-manager.html
https://aws.amazon.com/security/
https://aws.amazon.com/elasticloadbalancing/
https://aws.amazon.com/lambda/
https://aws.amazon.com/elasticache/
https://aws.amazon.com/products/databases/
https://aws.amazon.com/rds/mysql/
https://aws.amazon.com/rds/mysql/
https://www.oracle.com/index.html
https://www.microsoft.com/en-us/sql-server/sql-server-downloads
https://aws.amazon.com/dynamodb/
https://aws.amazon.com/dynamodb/
https://aws.amazon.com/keyspaces/

AWS EIRH Web EARRFEE AWS HE &

EAE N R E AR 5 NoSQL R R
Server, MariaDB. PostgreSQ Keyspaces, Amazon
L. Amazon Aurora Neptune. Amazon

QLDB, Amazon Timestream

BERE®E 1£ Amazon EC2 #1T{E % £ £ EC2 #1T{E88 LT E IFER N
AEFEHENEEERK NEREMRRA R
(DBMS)
Amazon RDS

Amazon Relational Database Service (Amazon RDS) & A LA EERTEH

MySQL, PostgreSQL, Oracle 1 Microsoft SQL Server & E 5| ZHThEE, BEEFEANERE,
ERRRAMIE 78 Amazon RDS #E /M. Amazon RDS A BESHERERBNHENERE |
WAERAEEENREREFREN. CEXERSBRER. EBET K API W | ENAEEiE
REREBIENERTERBHNEZERIRTIE , BERPER,

Amazon RDS E#tE LSRN IMBARSENENTAY , AFRFENENERZZIMEHRHNT

&, Amazon RDS EHENEARHENENERER , DLHHANERANENETFEH , &
ALK PER  BHE-ENERBENRE, HE AWS BB —& , EFEnHIRE , REALHER
MERNYE.

£ Amazon EC2 #{TRR LFEEBRH N EREEE R (RDBMS)

BR T & Amazon RDS Emz 4 , LB LAE EC2 #1T{EHE L 2# FiRIEH RDBMS (M

MySQL. Oracle., SQL Server &% DB2) 3t B{TE ¥, £ Amazon EC2 LFEEE R EN AWS BF X
i FEASETEMANEEEE  SEREIANESURE —EREN B BE e
%o

BE#EE Amazon EC2 tEESECHENEREN  CEREERABNBAERENTAME, Alt
BEZETE Amazon EC2 E#1THIE BIEF A Amazon Elastic Block Store (Amazon EBS) BifE[E |
HEOAREREERT.

HRITEREN EC2 BT  BESAMAENEENNMEHMKE EBS MRkE L, BIFEENEE
HMBEWE  SEERENATH, HEETERBENTERERS , £HS , MREHKY , 81T
LU HY EC2 #1T{EEE , ERARY EBS MR E W LLUEEIFAITER, AR K BERETUEHS
R v B R,
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https://www.microsoft.com/en-us/sql-server/sql-server-downloads
https://mariadb.org/
https://www.postgresql.org/
https://www.postgresql.org/
https://aws.amazon.com/rds/aurora/
https://aws.amazon.com/keyspaces/
https://aws.amazon.com/neptune/
https://aws.amazon.com/neptune/
https://aws.amazon.com/qldb/
https://aws.amazon.com/qldb/
https://aws.amazon.com/timestream/
https://aws.amazon.com/ec2/
https://aws.amazon.com/rds/
https://aws.amazon.com/ebs/
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EBS #ixEERBEATAREARMREE. NMRE— EBSHBRENHETRURZENEREER ,
AT AR B E T HRFCAR S E R EN S &8 A/ HER (I0PS) M.

HRERSTZNIT/EER , LETUUSEH EBS 2 IOPS , EERE A LUEEFIEN IOPS, MRE(E
 Amazon RDS , REEEBHBCWRETE , FEEUUEITAEEEER,

B ERE
BT XERABINEREZN , AWS BERBTH ST EIBBNERE

« Amazon DynamoDB R —HEHX £ EM NoSQL B ERK , miRMANRIER o] Fa A Wee & EiEN
AIERM. A AWS Management Console 3% DynamoDB AP| , & 7] LAfE S KA WAE T IRV 1B
MTIEARER LERSME /N, EA DynamoDB ERERERERIBXEREEZ AWS WEES
B, ETBEEAKERME. RENEE, B8, NBEARBEERER.

« Amazon DocumentDB (E& MongoDB # &) R15EI A AHIE JSON EREEEENERERE ,
£ZEHEAWS L#T , EfeaMAMEEEESLEER.

« Amazon Keyspaces (B Apache Cassandra) 2 —EEA{ERMY. S TAMESZERN Apache
Cassandra A& R ERTS. %EiB Amazon Keyspaces , BRI LAE AWS LEFES KERH
Cassandra EARREXBNRHZAB T EHIT Cassandra THEEH,

« Amazon Neptune 21RIE, TRN2ZTEEFERERYE 6 TEARZEENMTRESEERER
S£EENERARERN, Amazon Neptune W OB ASHEEBFERESIZBMITE , WHETRECAF
BB+ RERBEAL UBEVNILEEEHE S

« Amazon Quantum Ledger Database (Amazon QLDB) (QLDB) R+ S EMIIRERIE , WEHEHRE
FENFENRSZ BFREMER, TUEKEAZRBERE LN TRERS AFF. QLDB T AREMRAT
BFEAEINEREE K WiHE—BRHEATEAERIBNEEE L ILHE,

« Amazon Timestream 2—EEAR loT MREEABRINIRIE, AERE. EFARSEFEFIIER
ER# , IRZFRNINBREKESH , RERBHNEREN 1,000 5, EREARE+HZ

o

SN | B A LAE A Amazon EC2 RELE R AIALEE AN E 3B G R EH T,
ERNEENRENRD
AWS Bl EHFZRARRET. FEHfESD Web EREXNERMEENREIE, Amazon S3 RHESER

AARRENYHEERE, HELBERBLEENYHG WG, FHAMEMFEERKRE , Amazon
S3 REFMREEMRRIT R, Amazon S3 iEEIBEE CloudFront BB X B8 L EER B BRI BT,
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https://aws.amazon.com/dynamodb/
https://aws.amazon.com/console/
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/HowItWorks.API.html
https://aws.amazon.com/documentdb/
https://aws.amazon.com/documentdb/what-is-mongodb/
https://aws.amazon.com/keyspaces/
https://cassandra.apache.org/_/index.html
https://aws.amazon.com/neptune
https://aws.amazon.com/qldb/
https://aws.amazon.com/timestream
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HRBLLEZERZENFEE , EC2 HITER T LUESE EBS #ilkE. HFABELURNHIT EC2 HiTE
B TR, Amazon EBS IR ESREFABRRAEFFIREEFENFAMBHHITHHITE
BEWBBNER , flmERESSENERAEXTE,

BRYHEBIUR EC2 HTERBNEMBR I , LEALIEE EBS MEREMNIRRI A HIFRE
Amazon S3 1, BN EBS RRES M A L —ERRVURAEE | Kb F5H YRR AT LUR DR R EF
B, ZETLE EBS REAFEZE EBS MkEERENNWEE WS LHKREERD Et#T
REATIER

EBS BERERYA/NFE 16 TB , M@ EBS MERE AT EBFKFEL , AEGSEANHUKENRSE
AEH (1/0) e, HEM /0 ZEEEARANNERAN , BAIUERAME IOPS #ikE, M
IOPS HEXEMERFTAS /10 ZETHFEHMWER , B ZRHFEHFE /0 WIABPH R TR NEN—
FMEBRNENETERE,

IO ERY R ERIEE IOPS ®ZE |  Amazon EBS € AR EMN £ miBHIHMERE

K, Amazon EBS BRI ENE —RRRE IOPS , EE /&K 16000 @ (SHEFIEHTEEER) 3
64,000 (¥ 2L Nitro System AEBEHNHTEE) 7%, BUUKZERERE —BEFL , BEH
FERAEANSEANTEREEETEIOPS, BRItz  HREERR —EVEENBSHAENTH
BENTEAE , ZUUER o2 ERREHMKREER , Ho U ESIE 256,000 IOPS , & K#FA
EA 64 TB,

BBREME

AWS Bl BNERAERECEANERZRZ—R , AWS T LIEFBBERE Web EAENHE
DEERENZ(, £ERNRERES  RERAGREBEEARERSREZMEEH, E AWS
B, SRR B AR K FREN GRS — A EREF REMENITER,

Auto Scaling BRI LA M AT BE TR 18 NS e R ARES B 2B 4H. Auto Scaling IE A A E 8
CloudWatch B LAENSIEEE K , LA B2 Elastic Load Balancing 2B A8 M B R EMLLETRE
28, Bl , IR Web RIRETHE —ERIEEREAK CPU FAREB 80% , BIaJ LARIEZBBEEINE Web
fAfREE , REBBEEFNEINEHTEEHSED , UELNTEEEH T HHRP,

m AWS Web FEERBEEFR , BRI LARBNTEB R ZE Auto Scaling B , FEESEEH
AR ER. B0, Web fAlARES Auto Scaling #H#H T eE = B MR AR EIRE , LAEIEHEE /10 W
g8y  MmEAREXMFAREE Auto Scaling BHEATREERIE CPU RIARKEERNMORMER. &7 LERE
B/MEMZRKE , UHBEREXENOTHAYE , AHEBEANNFERAERERR.

Auto Scaling B EF A UREAERINMRIEEBWEAKE  UEERMNAREERERER. K
T Auto Scaling BRIz 9 , LB LUE#EIB Amazon EC2 API #&E Amazon EC2 #E8f | H A ZERK
By, RLENBREHRTERE.
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https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/instance-types.html#ec2-nitro-instances
https://aws.amazon.com/autoscaling/

AWS Ei%th Web FERRRTE AWS BB
= 2
Hih =2 Ihae

DHNIEER (DDoS) HENHENEMEETEH LA, BHL  SEREBRHLUREN. EfE
AERBEEBEANAIBERESIENRAHRES S  ARENHERERABXEZHRUNFIUERNES
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