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1. HEUT{E AWS Management Console TR B SR BRI ML : https://console.aws.amazon.com/
wickr/,
2. BEE [EEBER]

3. E[ME EEL, ZENEEREBCAEABINLEGR , AREE REAFHAER].

mEREEEE 17


https://console.aws.amazon.com/wickr/
https://console.aws.amazon.com/wickr/

AWS E 5 EEEmE

Select a Region ¥ Admin/degnamwj-lsengard @ 4199-9545-3300 »

= AWSWickr % Metworks

Networks Create a network

/

| Q Filter network by name or togs /-"”' | 1

M v Network 1D v Plan v Wickr admin console [A

ExampleMetwork L9681534 Free Admin

4. T [MERBIE] BT, RE [RE]
5. T& [MEREM] XFHRPEABHFREEERE.
6. EE [REEE URELENHERER,

ZeEE

£ AWS Management Console B AR Wickr B [Z£MEHH]) EBRF , BUUEBRL S HFEREEE
E , BInEBEMERR, ARRERE. BrENE., REMsEMERBIE,

e

- BRZSMEE

- BURSEE

- RERSMEE

- MBrZ=2EHE

BRREZEMEE

A T IIREFURRZSMEE,

-_—

ELLT{ZE AWS Management Console 3T BIE = BIAVAELL : https://console.aws.amazon.com/
wickr/o

2. ¥ [MR) EEL , EE [EEE]ER 6 AESZMRN Wickr EEEZH &,

REFHE 18


https://console.aws.amazon.com/wickr/
https://console.aws.amazon.com/wickr/

AWS EEIEE
AW
Metworks View detalls m
Q 1
(= | Metwork name Metwork 1D L Plan - Wickr admin contole [ v
E pre 69963353 Premium Adrmin
ElL 69963554 Standard

RS EENEQEHEMIRA Wickr EERZHIE,

/7 wickr
Wickr Admin

Ntk - o—

Dashboard

Marage Flan

Wickr Network Dashboard

35

ACTIVE USERS

Team Directory

Inl
GUEST USERS IN MARCH
Fraib g G
8

Manage Plan

Network Profile

Billing

3. & Wickr EEEZF AN IIREERT | BE [MERE] , ARREF (R MEHE]

"RZeFE AESEREE AN Wickr ZE&MEE , WRAMKREFRE R HE Y MEEERE

B,

BURZEEHE

AT T HIRFREL R EEE,

3

-_—

wickr/o

N

3. & Wickr EEZH SRYT

LT LE AWS Management Console 3T B R = BA 1L : https://console.aws.amazon.com/

£ () EE L, RE [EER] EF  AEZZMIRM Wickr EEEZHIA,

R EEHRE D EHEMIE Wickr EEEZFIE,
BEIRF , BEF [(ERERE] , RRBE [Z2MEA]

BURSEE


https://console.aws.amazon.com/wickr/
https://console.aws.amazon.com/wickr/

AWS E 5 EIEER

4.

B A UEYHN RS MRE,
AR R MRS DMEE RN EBE,

NEREFLZEURENFEE

%II

, B2 RERERELZ S MEEE,

mEREMEE

—

AT T AT RIRE R SR E,

ELLT{ZE AWS Management Console 3T BIE = BIAVAELL  https://console.aws.amazon.com/
wickr/o

£ (B EE L, RE [EER] EF  AEZZMIR Wickr EEEZHIA.

RmEREEHRE D ZHEMIE Wickr EEZFIE
 Wickr EERZH SR EKF | B [MRIRRE] , RRRE [REEHE]
BELERECZEURERBEEEN FHER].

"ZeFAFAET . EESETRERPEREEMHANRE
T2 ANRSIRBRNMEENRTE

- REMFHERE — EEREAESENNERETNURERH,
« —i — REFENELEE,

- AR — EEFERENFAEIR.

- I — EEFEKENBEFEDR.

- ReM — REFENHMRSMINEE,

- EE — ERRCBEETEANEE D, BUEEEZES A P E RSB ERRNBEETR
Eo AWS Wickr ERERIS B - At M 2K,

- A B — sESEEAAE BE AR PR AWS FREBS. flM , MRMNEXRERMER
RZAHE RN |, CrSRABILER,

- 2EE — EEREAESNTEMAKRPHEE AWS CRAEREAEBSHEED, Flm,
MRMEXBENREPEERE  ERBEENVBBRDECERE  MEMERRHEKBS
#HEBR , RIS aE s B ER,

- ZRNEE — HERTE RSN SERR (bR AWS) BEHEEL, EEE TR
HEMAETUBSHNSERR, RElZR  £AE R HAERPHERERBRT.

mEREMEHE 20


https://console.aws.amazon.com/wickr/
https://console.aws.amazon.com/wickr/

AWS E 5 EIEER

1S W B8 B% BB A ZE AL RFAE (R EB] BRI RBH MR MEERTERILEE | TaEEAZRAB
AN

Ro

6. EE [RF] LREFEEHZ2MREFAER BN EE.,

Ml B % & B¥ 48
EEMBRREMRE  BERTFIEF.

1. ‘EELT{ZE AWS Management Console TR R BRI AL : https://console.aws.amazon.com/
wickr/,

2. TE[ME) HEL  EEF [EEE]EF  BEEZMEN Wickr EEEZH A,

RAEREENEQ R EMIE Wickr EEEF A,
3. T Wickr EEZFISRNREERD |, RIE [BRERE] , AREE [R&MHEHE]
4. BRELEMRZEMHESBIENESERTRET.
5. EIE [BIR] LML L MRE,

EERBREEREAENZ2MREK  ELEAESABNMEEARTEMRE, EEBWER
RERENRENHE K F2REEEAE.

E-Z AR

£ Wickr B9 [SSO #H7E] [EER+ AWS Management Console , & 0] LAERE Wickr SEFHE —FE A RiK
TER, SSO MEHBEMNZSEEERE (MFA) R EE | REENANZSM, BRXBEMER
OpenlID Connect ( OIDC ) J SSO =##mE, TXBEALXLMESTERES (SAML) WiRfit#E,

&

« 1R SSO FHEEE

« ERE SSO

- EREHEENERL

B SSO FHMEH

SER T HIRE R AR Wickr #8535 B IR E — 2 NBRE (NRBEE). St BRI Wickr #E8 AT 8RS
Ui R o

MipR % £ B 4E 21


https://console.aws.amazon.com/wickr/
https://console.aws.amazon.com/wickr/

EEEmE

AWS B
1. TELLT{ZE AWS Management Console BB = BA AL : hitps://console.aws.amazon.com/
wickr/,

2. 1 [ME) EEL , BEF [EEE]EE , AEEXMEEM Wickr EEEH S5,

-‘-'|'|I|..l'. I|'|II- In.l

Metworks View details m
0, 1 >
(=] Metwark name v Hetwork 1D v Plan v Wickr admin console [ v
ALME production B99B3353 Prefmium Adrmin
[ ACME beta 69963354 Standard
RS EEMNEQZHERBEH Wickr EXEZEH A,
= Wickr Metwork Dashboard

/7 wickr

Wickr Admin Ll Manage Plan

Metwark:  mm—— -

. Dashboard 8 5 5 2
Network Profile
Jser ACTIVE USERS GUEST USERS IM MARCH
2023 E
- Team Directory
= arage Pl BI”Ing
E .

3. & Wickr EEEZFANEEEKP | BIF [MIKEE] , RERIRE [SSO AR,

"E8— % AB LDAP {48, HESESEN Wickr MBI HER 5318 SSO MK,

o8

AXTE SSO

IBEMRE SSO WEMER , S Wickr REIHL R THIEHE -

FRE SSO


https://console.aws.amazon.com/wickr/
https://console.aws.amazon.com/wickr/

AWS E 5 EIEER

/A Important
ERIE SSO B , A LUEBE Wickr #8BEH N Bl BITS. BIEAEC T Wickr #8BEHY A E] ID, Eix
BEREETEMARN BN EKERERMRERERSE. FAEEEMEN Wickr KK , XEEE
27] Do

o ERXTE Azure AD E—%& A
o ERTE Okta B—& A

ERENEEN TR

BRR , B8R RHETREENERJERPENER , EVRERENEAERARAFRTE
[EERNENBREEAUMENRH, FERELEERE  SUUEYRRY , REAEREEAR
R, B RAFinERREEREEEPE AR B Lt,

LT RERAY T AEE :

- BERE (AR  EFREERARE  FRESIEEH,
- 30 VEERY . ENEEERARE K FHAERZIUTREEARE 30 9,
- 60 PEERY  EFEERAANE  FAERSTREEAMEE 60 &,

IR EIEES

Wickr ERYFRENE R R BOEME B4 ARNBA , LB TR B IRERE. ELWIRAE one-on-
one BIFEHEMA ., BIEANEBAKER —EAREFTK , YAKHRFEAEECHNE O EE U HEEAH
B, BEEASXRPEEEBHNCEERL , mERR AR e RH FEEE 5,

EESTUEEESHRTRANFEACRERRL. LRESEAZZEREE.
AT TN IIERF , SARA S A R EE Ko

1. EUATF{ZE AWS Management Console 7B R BRI AL : hitps:/console.aws.amazon.com/
wickr/o

£ Wickr BB HANEBEB KT |, 1RIZ2 [(HERE], RRIBRE BERHREE
. TE [MERRERERE] EEM [EEEE] B | IBIE [RE].
4. ERRBASER.

w N

ERENEENERE 23


https://support.wickr.com/hc/en-us/articles/360051628353-Setup-Azure-AD-SSO
https://support.wickr.com/hc/en-us/articles/360050850834-Setup-Okta-SSO
https://console.aws.amazon.com/wickr/
https://console.aws.amazon.com/wickr/

AWS E 5 EEEmE

Al )

BRI LS EBRERE Wickr #83%, A%, B LUEAELEBRERINBIR Wickr #4& IR ERER
AWS B, BAILE Wickr B9 [#BEE B8] B HERE AWS Management Console #8E8Z5C.

EERERZERNRSIZELRY , MRFEBERERNTEER . SEASRB2HZNEARNE
B, nFERREBRNFAET  SHESRMEEER ? NEEREARESM.

EEREREZER

BN THREFEREE Wickr SRR BERIEZER.

1. ‘EELT{ZE AWS Management Console TR BRI AE1L : https://console.aws.amazon.com/
wickr/o

2. WEEBEEKDIZE Wickr AWS Management Console B9 T#3E& .

AWS Wickr ® AWS Wickr % Networks
Networks Create a network
Documentation [
FAaQs [3
Contact Us [ Q, Filter network by nome or togs 1

Network name v Network ID + Plan w Wickr admin console [A

ExampleMetwork 59681534 Free Admin

3. EBN EEL, EECEEEHETARKERE,

- AWS Wickr % Networks

Networks Create a network

| Q, Filter network by name or togs 1

Metwork name - Metwork 1D v Plan - Wickr admin console [A

| ExampleMetwork | 55681534 Frea Admin

4. T [MRAE HET , RE [EERR].

REBER 24


https://docs.aws.amazon.com/general/latest/gr/aws_tagging.html
https://docs.aws.amazon.com/whitepapers/latest/tagging-best-practices/what-are-tags.html
https://docs.aws.amazon.com/whitepapers/latest/tagging-best-practices/tagging-use-cases.html
https://console.aws.amazon.com/wickr/
https://console.aws.amazon.com/wickr/

AWS E 5 EEEmE

."‘} @ Select a Region w

AWS Wickr % Networks % ExampleMetwork

ExampleNetwork Wickr admin console (3
Network overview
Network name D ARM Plan
ExampleMetwork 59681534 [P arncawswickrus- Free

east-1:4 19995453 300:network /53
681534

rogs 9

A tag is a label that you assign to an WS resaurce. Each tag comsists of a key and a value. Yau can use tags to search and filter your rescurces or track your AWS ¢
Key Value
some-existing-key-5 value-3
some-existing-key-3 value 1

value-2

some-existing-key-4

5. # "EEER, HEL K SUUEHTIHES —@EHE .
. ﬁiﬁﬁﬁ—LX%%%%DEEE%E’J%‘%%A%&F% BiE (MHEER) LS ESRERY, B8
EESKNDIRE. UFEFMES  FS2E FTEEREE,
- RERAER — ENRARBNERIENT , AEEXFARTFAAERAT. NFEFAE
A, 2R ERERRER.
- [BRREANER] — EREERKRNEERZ I U [BER] Rill, WFRFMER  F2H BRE
BRER

BERTIRE  SEBHREEN Wickr 85, NBETEERNFHMET  FONETERTE,

1. EEERR EEL , BENEER,
2. HEHBRMZA "EAEF, M "E RuP , WATHERENE,
3. BE [REEE URFIER,

MIE RS 25



AWS E 5 EEEmE

EE.I’__-'- EEE Services 2 , X Select a Region ¥ Admin/degnanwj-lsengard @ 4195-9545-3300 »

AWS Wickr » HNetworks » BxampleMetwork » Manage tags

Manage Tags

Key Value - Required

2 name-for-key | 1 value-for-key * | | Remowve |
O, some-existing-key-5 | O, value-3 * | | Remove |
0 some-existing-key-3 | 0 walue 1 x* | | Remowve |
0 some-existing-key-4 | 0 walue-2 * | | Remove |
Q1 Enter key | |Q Enter value | | Remowve |

some-existing-key-3

some-existing-key-4

some-existing-key-5

Cancel

AT TR , SRS Wickr BREEBNERER. IFEERBNFRES  F2REZERE

o

ﬂl‘ﬂ

|53

1. % "EEf%, EEL , REERENE

(® Note
BELIFEEEBNETR, FAABKRSBNELRY , AREAFTSR/FERE,

RERRER 26



AWS

EEEmE

Select a Region

Admin/degnamwj-lsengand & 4199-9545-3500 *

AWS Wickr » Networks % ExampleMetwork *» Manage tags

Manage Tags

Key Value - Required

0 name-for-key |Q value-for-key )(| | Remove |
O, some-existing-key-5 |Q value-3 )(| | Remove |
0 some-existing-key-3 | 0 walue 1 * | | Remove |
|Q some-existing-key-4 ){| | Q lzdi't this value b4 | | Remowe |

Use "edit this value”
Add new tag
You can add up to 46 mane tags.
-
Cancel Save changes

2. BE [REFEE] URFENRE,

TR THRER , BIA{E Wickr BRBHRER. NEEEEBNFMEN K F2REZERER,

1. & "EEER, HEL K ALEBRNERESE "BR. .

BRI

27



AWS E 5 EEEmE

2.

AWS Wickr » Metworks » ExmmpleMetwork » Manage tags

Manage Tags
Key Value - Required
O some-existing-key-5 | 2 wvalue-3 }(| | Remove |
0 some-existing-key-3 | 2, wvalue 1 x | | Remove |
0 some-existing-bey-4 | 0 wvalue-2 }(| | Remove |
| 0 new-tag-name 4 | | i walue 1 b4 | | Remove |

Add new tag

ip to 46 mare tags.

Cancel Save changes

BiE (REEE) UREFENRE.

EEEEETE

£ Wickr By "TEHETE, BERY , BUURBENERZRREBELHVMAEKFTE. AWS Management

Console

EEEELNMERTE , A TER,

1. TELAT{ZE AWS Management Console BB ZBA AL : hitps://console.aws.amazon.com/
wickr/o

2. & Wickr EEZHANEERT , BiF [BEEAR], REREE [BNAR]

3. H[ENARHEHHL , BEELEENERAR, SUNEETIHEAP —ERENR B aTVHERKRA

=:

- B BEARFEEEEFINEEN NEMAEERERK,
- ERERIEERRAR — BARETESS IR, FHEETEEHINERFRENEE,

EESTNEZSREERARRE  EEKSAMH 0 BAFER , YIFE=EA, LEZE
ARFNEEZEANEENE, EEETUESRRBEAABAARIERISHRIEEE,

EEREEETE 28


https://console.aws.amazon.com/wickr/
https://console.aws.amazon.com/wickr/

AWS E 5 EIEER

® Note
EEFLESNER LERNGE  FBRRMEERAL  SREBTNMEEEER
%
SEEE S

UTRHEARSREESA

- MRFECHBEEMBSREERR , ARFTHARTRHESHEEANER,
- {8 AWS tkF REEEM —ERERERER,

- EERGBEERE , SAERAFET T,

- MRBERREER 30 VERE  EEABRASREESHR.

ERRE

AWS Wickr EXMR & A SUR B PR FTEHEE. ESFEEA ( REF ) BN EEEHEN H it
Bk (SMER ) < EH THEL B OTHIRE, PREEESHENYEE. ERREEERANEZNAER R
HEH AWS Wickr A REAENEREF. ARSHRTEANESEE | F2EH Wickr EE

ERMREESREYHAELBENERRER , HEBPAANMAASNERBSARBABNSRM
RAMRE. MREESVENBUEFIEL xt EREH (HIM0 . A¥FEF. Amazon S3 REFETREE
RIBERAESRENEAHEMARET) , RPETIH. BRIVES,

® Note
Wickr KIETEHREEBHEENM X H, Hit , EEEXEREHBRE R

£

. BIEE RS

. REERRE

. BB E PR A

. APRBEENSH

Sk B AR 29


https://aws.amazon.com/wickr/pricing/

AWS B BRI
BB ERREFT

AT T B FF B4R Wickr #EER MV ERMR BB R . Bt I LAUBAEE A Wickr #3889 ERHR

o

B &

1. TELAT{ZE AWS Management Console BB ZBAV AL : hitps://console.aws.amazon.com/
wickr/o

2. 1EE [EERKE]
3.  Wickr EEZFIANEBEEKT , RIE [BEERE], RAREE [ERFRZF]

"ERRE EREETREENMRENSR  URMASERERREDENRE, NEREER
HRENFHRES , FERAREERRFRZE.

® Note

BEBERFER  BRTNAEEAEHEER "HRERRE.) AR , BRGMHEHAKRE
HY MR

REERRE

EEAR AWS Wickr BEREREERRE , BLAZERRE#EE A Docker RIEHBRFH ENE
25 , Bl A E RS Amazon Elastic Compute Cloud (Amazon EC2) R {TIEEE, ZPEHEES
A, BA LA HREAEAESE Amazon Simple Storage Service (Amazon S3) BEri@ 12 &

B, BT ERR BB AREAFEHEMAWSHRT , Hl0 AWS Secrets Manager (Secrets
ManagerCloudWatch), Amazon CloudWatch (), I 5B EE AR (Amazon SNS) 1 AWS Key
Management Service (AWS KMS). T 5|78 53 BA a0 3% E R 11T Wickr HEEE M ERMR B HEE A

&
- REERMREBHNLERY
- HIFIEIE

- RIFEH
« Secrets Manager {B

- BERREEAWSRISIEE F AR IAM BUR

BEERREFHE 30


https://console.aws.amazon.com/wickr/
https://console.aws.amazon.com/wickr/

AWS B3R HRIEE
- BRBERREMEA
- FLEERREMEA

REERRENLEIRE

BB A, BXAAR Wickr ISERMRERBAETE ELRERAEER) NIHRER. AWS
Management Console8 % HE R —RABERREEBARIEEENEE, FUMXEETEADEA
ERMRE e, WEFMEN  BF2E RRERREFE.

715
F-XBBHERNREHBAR  BEEATIHIHEHP —@EREBEREEDHRE
« IRWICKRIO_BOT_PASSWORDIEE %, EXMREHBAREEHI AR A EHRREEHHEMNERS

Ci

« ¥ Secrets Manager FFHHAWS_SECRET_NAMERIZEESE BN ZREE. SRMREBHIZTAN
"'Secrets Manager. fE#IRAZA{EE % Secrets Manager EEMNEE H,
- EERREBHBBARTE , FRAERE, CEEFAZ-tiBENEERN TTY FRHERHTERMR
BB A

ELAAREERREMBAR K RRSELHER, MRECFTEENTRERREMBA | FEAE
ENER. AEBENRLEERREMBAZREN,

MERNEZEBERERAERE TENG T

/A Important

RERBREREFNREZER, IREERER  CREBELZEFZEENREMSIA, TERAZLER
B, BRET AL Wickr Big B BIRRERIZIEE,

kkhkkhkkhkkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkxkx

**x** GENERATED PASSWORD

**%*% DO NOT LOSE THIS PASSWORD, YOU WILL NEED TO ENTER IT EVERY TIME
**** TO START THE BOT

"HuEXAMPLERAW41GgEXAMPLEN"

kkhkkkkhkkhkkhkkhkhkkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkikhkikikikkxx
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AWS R ERE
RERE

E‘iﬁéﬁﬂﬁ%’%ﬁ%ﬂt%"‘ﬂ’] Wickr RS EERREMB AR , CEHBEREEFEENREALS
ME=R ERFERFHABEANNIFERFNVERD  EEERTUCARELEETEE. N
.#,%Eﬂﬁaﬂ , B2E REZE

ST LU TSR R — BRI -

- BFFEREBENEENX A FRES L, KARREE, SREISARERBES —EARRUETR
Hiffr  YWiEEETHERIERSKRBIZE[™,

- SFFAEIN AR MEREFHE Amazon S3 RIS, ERREME A BISFTERBNTBANY
SEFHEIEEN Amazon S3 HEFHHE. ERNALNRERDREEREERE  SRIMLBR
EETBAME,

. FTE RIS M MBEREFHIE Amazon S3 HEHET. ERHREMEARERLERNSR
EFMBFAERNABAUEE | WS TMREFRLIEEN Amazon S3 R R, EIRNALNE
ERDEFNBAREERFEEE SR TRABRELABAYE, CHETRETREEEH
T

MEE Y Amazon S3 FEFIFENERE MR BHEAFANHEMEN , 5528 Amazon S3 FHE
ISR R LR
REEEH

B LAER T HIRR SRR EERRERE A, EUUERNTERMRE T A Docker BRGAFEEA -
BERBREELRELEY, MEFEES , F2 Eﬂ BEE R REHEA,

@ Note
BREZEEE K BRELRREEBHRZEAN

R TIRESHRIEEERR B M AR

« WICKRIO_BOT_NAME— ERMREBHI[ANEZTE, ELHITERMREMES A Docker BEGEF , FEI
g8y,

« WICKRIO_BOT_PASSWORD— BERHMREBMIZIANVREZNE, MEFMEN B2 SREERREHN

DEFRYE, MREFTTECAZBRTIHBERREMBA , REBLTITEFEA Secrets Manager
RAGCERREMBARE , AIEFEREBE,

REERRE 32


https://docs.aws.amazon.com/AmazonS3/latest/userguide/create-bucket-overview.html

AWS E 5 EIEER

ERA T HIRESBIRER EFRRE LR E SRR

« WICKRIO_COMP_MESGDEST— # & RARZ B MR EEME, EREAR /tmp/<botname>/
compliance/messages,.

« WICKRIO_COMP_FILEDEST— BB REERERZEBEHZNREERW, FARES /tmp/<botname>/
compliance/attachments,

« WICKRIO_COMP_BASENAME— EWREHERMELRERE, FHR{ES receivedMessages,

e WICKRIO_COMP_FILESIZE— EWHHUHERNEAERK/) (ML KB BEN), EFRAKDEERK
BIER, FEREA1000000000 , 0 1024 GiB F TR,

e WICKRIO_COMP_TIMEROTATE— B REB M A WEIHEEBRARBIAEEXHFAHNEEE
(UADEREN ), EZGERFE  SREBFER, KREEME A E R K/ =5 E R R 5 E W E 415
RO KD, FEREAO , MERF,

ERATIRESHRERECAAWS BENFERE.

« AWS_DEFAULT_REGION— A Secrets Manager Z XEMAWSRIEH FERE AWS E1F (FiEH
# Amazon S3 HAWS KMS), IR ARERIIREEY , AKFERSEA "us-east-1EH,
(Region).

FEATIIRESE RIS EELZIZMA Secrets Manager REFEERMR B S ARFNAWSEREET
RFEF AR Secrets Manager 5. MEFBE A R E Secrets Manager FHEMNFHER , 7
2@ Secrets Manager &,

« AWS_SECRET_NAME— Secret Manager G EH , EF TS ERR BB AFTENFRERAWSHR
BEA.

« AWS_SECRET_REGION— AWS B ZFTEH. AWS B MR B FEANERAWSHE , WHAES
Ltk AWS_DEFAULT_REGION{E , BIigfEAZE.

(@ Note

BRI L T IR BERESEFHEEA "Secrets Managers FHE. MREREZEFE Secrets
Manager , WA EEERFEXE , AIEAITERRBHES A Docker G , FEEAM T
EEAREEY, SASEREEANEMAIETRNAWS_SECRET_NAMERIZEE ., WFEFHEE
A , 5528 Secrets Manager &,

REERRE 33



AWS E 5 EIEER

BERASNERERIRFIER | FERATIRELEIEE Amazon S3 fEFTE.

« WICKRIO_S3_BUCKET_NAME— #BEEAHEMABENERLN Amazon S3 EFEITENERE,
« WICKRIO_S3 REGION— #STEHAENIEZRM Amazon S3 fFEZETEMAWSET,

« WICKRIO_S3_FOLDER_NAME— Amazon S3 EFEBAERAENERNEAERXRERE, LER
REBIEE N EREEE Amazon S3 HEFENAENERN SIS,

ERERERERMTE Amazon S3 EFITEKEMARAFRINZREMMBERE , FEATIIRER
BEURIETEAWS KMSFHHE .

« WICKRIO_KMS_MSTRKEY_ARN— AWS KMS F£#8# Amazon EREZ M (ARN) , AREERRE
A T EREENERMEEFD Amazon S3 FEFE A , EFNMBELEERNER,

« WICKRIO_KMS_ REGION— AWS KMS F £ 8 WAWSI[EIE,
ERBIZEEERREEMHEEZE Amazon SNS 7R |, FEA THRIESEHIEE Amazon SNS %4
B, BENEHTERE , AR ERGML,

e WICKRIO_SNS_TOPIC_ARN— ZHEXZERFREEHEEEM Amazon SNS E£EH ARN,

EATIRBEBHIGERREEFEIEE CloudWatch, MNRBEE , BB 60 WEELE-REE,

« WICKRIO_METRICS_TYPE— B IIREBE N EREcloudwatchBEXEE CloudWatch,

Secrets Manager {8

B LAE A Secrets Manager RFFERMRBRBABRAERNAWSEEEEH. WEFEEY
Secrets Manager WERIFEMIE T , 552 B (AWS Secrets Manager# Sec rets Manager £ f1§5) &
P

AREEEEBIAEATIIE -

« password— EiBRBHIT A ZWE,

« s3_bucket_name— #EHEAEFHAEMERMN Amazon S3 EFFENEE, WRXRRE , g
ERARARNERSER,
« s3_region— B EMAENMERMN Amazon S3 FEFETEMAWSE,
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« s3_folder_name— Amazon S3 @FErB P FHASNERNEAERKRERE, LERKEZERN
HE EREES Amazon S3 FEEFEIFENFASNERNEE,

« kms_master_key_arn— AWS KMS &8 ARN , AREERNRBHB[A LHAEERTER
f#7FXE Amazon S3 EFIFEZH , EMMNBELERNER.

+ kms_region— AWS KMS £ &#8FTEMAWSIESE,

« sns_topic_arn— ZHEBKERREEHEHIEZEN Amazon SNS £7EH ARN,

A4 B RHMR E EAWSIR IS FEELE A B IAM BUER

MR ERITEEE Wickr ERMR B HEE A F A HMAAWSERT , AIXERREIMESBEER AWS Identity

and Access Management (IAM) AEFMBERREREM. BRI ERRBHES AR EAFEH Secrets
Manager CloudWatch, Amazon S3., Amazon SNS FIAWS KMS. T 5| IAM B3R /i BF 2 HUE L RIS HY
BHEBE

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "VisualEditor@o",
"Effect": "Allow",
"Action": [
"s3:PutObject",
"secretsmanager:GetSecretValue",
"sns:Publish",
"cloudwatch:PutMetricData",
"kms:GenerateDataKey"
1,
"Resource": "*"
}
]
}

BAUSHBEEA T ENARFRNERBEERISENY , RELEBRZHN IAM BUER, &
ERITEFERANAWSIREBBRENE, flan , MREIEFEA Amazon S3 7T , BEATS
BB KRsecretsmanager:GetSecretValue, sns:Publishkms:GenerateDataKey,
Mcloudwatch:PutMetricDataZEfE,

"Version": "2012-10-17",
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"Statement": [

{
"Sid": "VisualEditor@o",
"Effect": "Allow",
"Action": "s3:PutObject",
"Resource": "*"

}

]
}
MR & AE A Amazon Elastic Compute Cloud (Amazon EC2) #{T{EETE SRR B A |, FBFEH

Amazon EC2 ERERHIEIM IAM At | WFEA LRBERESRISREER.
RREVE BHMR B HEES A

EHTERREMEAZH , BEZFOACENMAREERNRERB[A. MEESHTEEUTEH EHT
HEES A -

- BEEBAWSHRE , MELANREZERERN, HEEERT , ZEFEARFEEREE, BEX
RERBESHENEEXHN R PIRFIABEN X NRFEBEIE, NEFMHEN , F2E RES
B,

- BERSBAWSERIE , REEHEZAIZE —E Secrets Manager Z 8 217 435 A BB FAWS IR FSEL

BFMAERS. REAWSEKE , B UEEREBERREHIZ A Docker RIGIE, WMEB LA AR
T#1£ Secret Manager i FFMER , 2B Secrets Manager {8

DTFEHETARBITERREMESA Docker BB EHlG . EBEEHIEST , UEB2HEH
BB THIEFIE :

« compliance_1234567890_botfERENEIFRRBEMEIANERE,

« passwordERENBIRRBME AN B,

- wickr/data/retention/botE#EH) Secrets Manager MBZHN B BEEHEIRRBMBE N —2F
Ao

« bucket-namefEF & EMEAEFIERMN Amazon S3 EFETBNETE,
« folder-namefE Amazon S3 REFEFTBFFHAENERNERKREHE,

« us-east-1EALIEENERMWAWSED, Hli0 , AWS KMSE £ [EE = Amazon S3 & 1ZET
BHESE,
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 arn:aws:kms:us-east-1:111122223333:key/12345678-1234-abcde-a617-
ababababababfEFAWS KMSE £ 1 Amazon BEEEZ T (ARN) , AREFHNZASERE

z=

<o

EREZBRES BB EEA (BAWSHR)

T % Docker 5T BB ERMREME A, FIE2FEAWICKRIO_BOT_PASSWORDIRIEZEIEEMN, #
FABRRFEAERERSER  UFEALEREREESETPERNTERE.

docker run -v Jopt/compliance_1234567890_ bot:/tmp/compliance_123456789@ bot \
-d --restart on-failure:5 --name="compliance_1234567890 bot" -ti \

-e WICKRIO_BOT_NAME='compliance_1234567890_bot' \

-e WICKRIO_BOT_PASSWORD="'password' \

wickr/bot-compliance-cloud:latest

FRARBRRBEBSEA ( BAWSER )

T5 Docker ETERMBERFEMBA. RREETENREUB[ARTRBAZR. SRERATER
ERESHBTERNERERBEAERERSR.

docker run -v Jopt/compliance_1234567890 bot:/tmp/compliance_1234567890@ bot \
-d --restart on-failure:5 --name="compliance_1234567890 bot" -ti \

-e WICKRIO_BOT_NAME='compliance_1234567890_bot' \
wickr/bot-compliance-cloud:latest

docker attach compliance_123456789@ bot

Enter the password:****x%&xx&kx*
Re-enter the password:******xxkx&x*

FERENRBR RN -tiIBIEETHIEA, BERXERE docker B 5% 3 BliE{T%docker
attach <container ID or container name>t% , AEEBSZBIRTE. SEZTERNASIE
TEMETS. MREMME docker Bl , BEREFEIRR , 551% Enter 8 |, BHEFIIR T,

BA 15 S EBRVE B XXM ( MAWSHRTS ) RAEIHER A

T35 Docker ETEFEARREBHBDERREMRIA. CESEEES/BRIREEXHIEEES 15
Pk 18
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docker run -v /opt/compliance_1234567890 bot:/tmp/compliance_1234567890_bot \
-d --restart on-failure:5 --name="compliance_1234567890 bot" -ti \

-e WICKRIO_BOT_NAME='compliance_1234567890_bot' \

-e WICKRIO_BOT_PASSWORD="'password' \

-e WICKRIO_COMP_TIMEROTATE=15 \

wickr/bot-compliance-cloud:latest

BEHBEALEAZREESEENRER

B LAE A Secrets Manager KB BIERMRBHBANER. ELRBERREHRBIAR , B85
RERESY |, LUEE Secrets Manager L EANNE,

docker run -v Jopt/compliance_1234567890 bot:/tmp/compliance_123456789@ bot \
-d --restart on-failure:5 --name="compliance_1234567890 bot" -ti \

-e WICKRIO_BOT_NAME='compliance_1234567890_bot' \

-e AWS_SECRET_NAME='wickr/data/retention/bot' \
wickr/bot-compliance-cloud:latest

Zwickrpro/compliance/compliance_1234567890_botZEE LU THERE , BRAH,

"password":"password"

BB B3 A EF Secrets Manager 835%E Amazon S3

IETLAE A Secrets Manager sEEE A E R M Amazon S3 REETEEN. ELRBERREBHIZA
B, BB EERTIRESE , LUSE Secrets Manager FILEANMNE,

docker run -v Jopt/compliance_1234567890_ bot:/tmp/compliance_123456789@ bot \
-d --restart on-failure:5 --name="compliance_1234567890 bot" -ti \

-e WICKRIO_BOT_NAME='compliance_1234567890_bot' \

-e AWS_SECRET_NAME='wickr/data/retention/bot' \
wickr/bot-compliance-cloud:latest

Zwickrpro/compliance/compliance_1234567890_botZBEEHUTHERE , BRAHEI

"password":"password",
"s3_bucket_name":"bucket-name",
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"s3_region":"us-east-1",
"s3_folder_name":"folder-name"

e AW EIHE R XXM RIER BB XX RFA B bot -compliance 7 /48
Fnetwork1234567890,

B85 A EAWS KMS{EF Secrets Manager 255% & Amazon S3

BT LAE A Secrets Manager REEEE AE R, Amazon S3 EEFIFEAMAWS KMSEE£REA. EF
MEBERRBHIAR , BEFERTEREEE , LUEE Secrets Manager 7L BRI E,

docker run -v Jopt/compliance_1234567890 bot:/tmp/compliance_123456789@ bot \
-d --restart on-failure:5 --name="compliance_1234567890 bot" -ti \

-e WICKRIO_BOT_NAME='compliance_1234567890_bot' \

-e AWS_SECRET_NAME='wickr/data/retention/bot' \
wickr/bot-compliance-cloud:latest

Zwickrpro/compliance/compliance_1234567890_botHBEEUTHEE , BRAPX.

"password":"password",

"s3_bucket_name":"bucket-name",

"s3_region":"us-east-1",

"s3_folder_name":"folder-name",

"kms_master_key_arn":"arn:aws:kms:us-east-1:111122223333:key/12345678-1234-abcde-
abl7-abababababab",

"kms_region":"us-east-1"

}

BRABRINAENERGER ARN EFTEBIHN KMS £8INE , AEEEA
"network1234567890 WERIRPBA "HBEAMBEE, EEF. BELHTEEN IAM BERERE.

RRED 4 BR A 3 A IRIR B BERE Amazon S3

MRIBFIEEM Secrets Manager RFEEERHREBHEBARE , BALUEATIREEHMBERR
EB#33 A Docker BRIG&HE, EHBEFEHAWICKRIO_BOT_NAMERZEZE A SRR B HEEIAN B,

docker run -v Jopt/compliance_1234567890_ bot:/tmp/compliance_123456789@ bot \
-d --restart on-failure:5 --name="compliance_1234567890 bot" -ti \
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-e WICKRIO_BOT_NAME='compliance_1234567890_bot"' \
-e WICKRIO_BOT_PASSWORD="'password' \

-e WICKRIO_S3_BUCKET_NAME='bucket-name' \

-e WICKRIO_S3_FOLDER_NAME='folder-name' \

-e WICKRIO_S3_REGION='us-east-1' \
wickr/bot-compliance-cloud:latest

BRI LMERRBEERBIERREHBANZEAER,. Amazon S3 fEFITENMEEEN , URFEARE
REBERNEREER,

FIEERREESEA

EEBREMEBA LETWEASEESIGTERMERIE IEFE B, A THEFIFT RN docker stop
<container ID or container name>fn% , HHERHREMET A Docker MG 2 HSIGTERMES

AL
To
docker stop compliance_1234567890_bot

MSERRERCE

EERRE BT A Docker BUG EEITHIE BB AS I i = B 88 P YES/tmp/<botname>/logs#kiE. fib
PASHEEBIRZ 5 B4, BLUERETUTHhSEEA .

docker logs <botname>

g4 -

docker logs compliance_1234567890_bot

ERREEENSH

TR BBIH 5.116 R AWS Wickr EXMR B 23 AFTZ A Amazon () 154E o5 53 & BB A R
(Amazon SNS) E#, CloudWatch CloudWatch

&

« CloudWatch E£

« Amazon SNS =4
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CloudWatch E&

FEEERMEEE AL 1 DENBRER , Wi H ST EETEIBRZHES A Docker BRGHY IR 5 A8 BRI B Y
CloudWatch BR¥.

LT RERRERBAZENREER,

BEE

H#REF _Rx

FE (Rx_ k)
AEERFEE (LS)

FE (S) ERE (XK

BAKK

S3_ REER

EMRHE

EMES

EEEEL LM A CloudWatch, FARKEEE AR
LUTREFREE B MHMHESE,

HERE

Id

St

DU
WERIWEAS.
BLREWENEH
ERFEEVRFABERNAR.
LRI EREEERNBAESR,
L E]: R
ERERN AL TAR
BEEAMREESR.

B2 (EEEARREHE1)
RHRAM (BESEBRER1).

A ERERNERKE Amazon S3 fEFATHE
FRFEE 4 SRR

B REE.
EMMES.

ZEERWickrIo., BEEREHAE —EEEMS,

Value

HBEANERERR,

ENREERNEHN
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EEEmE

HEE

£iE

Em

BotType

ihiy

Amazon SNS E#

Value

BEMBARENIATHEEBHRNH, NREER
BITZEHBARERHITER , REH

EARKE ANER. AT ARWickrPro_
Alpha, Beta., = Production Ff
Bl WickrEnterprise_

HBARE, BRLASRMMBEANSRML,
2 S A B Y R B B o

THEHERME Amazon SNS £ , BEFBERFEAWICKRIO_SNS_TOPIC_ARNIRIZE R
sns_topic_arn Secrets Manager TS{EBIH Amazon EJRE T (ARN) BFfER. MEFMENR ,

ESH IRIEEE & Secrets Manager {Bo

ERREME A FFEENEHE JSON TENHR ML, LT ESLE 5.116 RERHREME AL

£ S

=1
BRMEA
BiEet

HE

SRR
REER

message

notificationType

(=]
BERREMBANERERR,
E4RLENBBNERE,

BEMSARENITEEBNRA. WREEHE
B1T%1E bot HHI , RIFEEEA.

EEH B8 A A BABAY R SRR B KRR
HIRRERBAER R BR A,

BHAL, MEFLEN  BSWEASHRE
e

E @A EBot Event,

ERREEENES
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Z8 =l
severity EHMBREM. LR normal &
critical,

& EETEY Amazon SNS R |, FeeiElSEH, NREFEASFBHFUFTRE  BafxE—HEF
BN, HPI2BLRU T RABEER.

{

"complianceBot": "compliance_1234567890_bot",
"dateTime": "2022-10-12T13:05:39",

"device": "Desktop 1234567890ab",

"dockerImage": "wickr/bot-compliance-cloud",

"dockerTag": "5.116.13.01",

"message": "Logged in",

"notificationType": "Bot Event",

"severity": "normal"

}

BEXEH
ELEMEEBMBAFLIENNE . ENMERBZIRE , DU RIS K H At ERE.
BAKK

UTREMBABLIZERIREENSENH. SEFASHEELEARBNER.

LS il EHAR

KBBR8 BEIER. RERR

KRB KAEERAE,

KER 8% MRS EEE 2 E=E,

i FERERRET.

R config.wickr EBRHZBEHEN,
i A fEEERconfig.wickr R
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Eus ki EHAR
REUE % 2B A KM,
R EUE % WRF , BREREEREFRE.
EZRBREN
Eus ki BEHAR
ERF slotAdminUser&{ZClientMain : 25 (% 1) :
REA : %2
BotDevice &= FEEEE !
WatchDog # SwitchBoard #{F# 5 EBIB N > i
S3 HE AT SSREFMRBLHERR < BR41 >,

$E30 - < AWS-## >

®img RERRERRBER  TRABMNEF RS
®RipER, FREARERIRAIE.

IEXEH
UTRESECRAERRERENSESH. ERERBRABREBSHELRENEHTRE SR,
EFMEEIRFNEE

ENRENMEZTERNRERBARER , SEEREN. ERERRT  EURREARMERREH
SRAHTEENEERE . A TRLEHAIHEE

A device has been added to this account!

HBEACEA
hEASERBARDBAKRELE, ATREBANER.

Logged in
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ezles

LEASHEMRBABRRELE. RERAERIFTABRMEIIIIE , AITEREENE T, A TRILEHS
HYH S

Shutting down

o] AR E R

hEHEEENREMBARBREL | WA HIHE T HNEE Docker BRI B RA, WEHEHE
MBEARBRESE  YESRBEELE. WEASFEversionsEMHIRA , ATEEITAARRAE, AT
REBSHNETFHN—E6F.

"complianceBot": "compliance_1234567890_bot",
"dateTime": "2022-10-12T13:05:55",
"device": "Desktop 1234567890ab",

"dockerImage": "wickr/bot-compliance-cloud",
"dockerTag": "5.116.13.01",
"message": "There are updates available",
"notificationType": "Bot Event",
"severity": "normal",
"versions": [
"5.116.10.01"
]
}
ft B2 ATAK ?

Android BIBXERBEN ( ATAK ) -SUARESZAIZER Android BT REBEH (22 ATAK ) B—RRERE
FRHETHEREBNBEERANEREF  TEREHENVE LNREHF. BATKRARTARE
BE , B ATAK ERBRRABREE M , MNAMBBRENER,

ES-

- ERREMARERRTEMA ATAK

- B ATAK WE &R

- REWFEH ATAK W =BT

- BT RIERER

HER ATAK? 45



AWS BT BRI
s BEIEZEREEAS (Push-to-talk)
- BE (REFHE )

+ Navigation (B )

EREEMERERRPREA ATAK

AWS BRBAXEFZHEATSRMREEN (ATAK) W8, B2 , FIBA AL , £/ Wickr 19
ATAK EERFT BT RIREREF T RERM. AT EBROHEMEL R , Wickr & T — @
#  REH BB L S EEIEEE ATAK, EABERAR ATAK Y Wickr SMBE |, ERAERTE
ATAK ERBRRAREEAL. BENEE Wickr ENER, EHRT PETM ATAK BIXTER B/ E
FEtE,

KR BB ERRTRBA ATAK

SR THRFE , LT Wickr #8%ERIRP A ATAK,

1. #TBAWS Management Console B 2Bl 7E https://console.aws.amazon.com/wickr/.
2. ¥ [MR EEL , EE [(EEE] EE  BESZMEHN Wickr EEEH &,

0
=~
g

(=] Metwork name v Métwork 1D v Plan v Wickr admin console [} v

ACME production 69963353 Pramium

ACME beta 69963554 Standard

REEREEMEQZHEMEREN Wickr EEZH A,

A ATAK 46


https://console.aws.amazon.com/wickr/
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Wickr Network Dashboard

e,
/7 wickr
Wickr Admin 1 Manage Plan
Netwark: o
Dashboard 8 5 5 2
Network Profile
GUEST USERS IN MARTH e
2% —_
Team Directory
Warsge Plan BI”II'If:1
8

£ Wickr EEEH AN IIRERP | B ERRE], RAREE [(REMEE]
BELEMA ATAK 2R R MEEZN FAER].

£ General (—fi%) RE|EE L , ##ZF Edit ({REH).

£ [ATAK ZhEE] BB :

o o b~ w

a. T THE, YTERTHABHEE. BULURREAEERENERN ATAK A | BA
T — A

« com.atakmap.app.civ— MREH Wickr &I A FITEEH Android i%fs - Z &I FH
ATAK ERAERFNERARAE  FE "8 XFREREALE.

« com.atakmap.app.mil— REH Wickr A FITEEH Android %l L REXFH
BEERAN ATAK ERRER , 7 81 XFEREALE,

b. # ATAK t1#i[ A58 LARERRILL ThEE,
C. Egﬁﬁo

A ATAK 47
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Security Groups > default

default

ATAK BHEE AIBEH Wickr FRFZMMZSHEERMA., SEXEREHA ATAK I8ENZ
S HEBEFH Android EAE |, LLRE ATAK B9 Wickr AMBER ., MEFMENR , F2ELET
fii ¥ Wickr ATAK #A 2=,

EAR ATAK RV H AL &

WE ATAK B 2 Wickr SABMEREFMAER | B2ETHREA -

- BRREEREFRR

- HitR R ATAK EHE R

LRITEH ATAK WR R BREHT

Android BIBEB T ES (ATAK ) 2XEEE , MAMBUTFEBEERL Android lBRAR |, ELKET
ERERAINBE S BEITEIETE , BITHNEHEE, ATAK E—BREHEE , AFBEZASRMI
B, EEAFEAER GPS it B EibEHIZETER Y BE THEEETHEHNERIFER
H, EAXES , B EERRUOMIE Android 521 £ R % ATAK B9 Wickr 34 3 4% H 82 Wickr &
Finb s, EMEERLE Wickr LEBIXEEMBIE , MEFIRE ATAK ERAERF.
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https://docs.aws.amazon.com/wickr/latest/userguide/atak.html
https://wickr.com/wp-content/uploads/2022/12/Wickr-ATAK-Plugin-Overview.pdf
http://wickr.com/atak-plugin
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Z8 ATAK R = iF 4

TR TSER , A EZERE EREK ATAK 1Y Wickr AAHER,

1. BIAREHREE , YRERTS ATAK Ff.
2. EENZRERMELEITHE ATAK ERRER,

3. EATAKEARERRD K BEEEALANDERER
=
RBEEHNHEX,

4. EEEA,

5. £ NEBEAER BHEOS EE "R SD, , REEMRINEAR ATAK .apk XHRF
Wickr iEHEMALE,

6. EEFRGXMH  ARBRBETETRZE,

(@ Note
MRRARBREEFNHEARRETRE  FEE "S5,
7. ATAK BAEASHREREEHANSEN, BE BE,

ATAK By Wickr i RECRE, BEREUT "4 ATAK B8 Wickr EC¥f 1 #87 , BASER(LLIBEE,
A% ATAK S 52 R B 3

HIER IR & ATAK By Wickr ABMER & , BEM TIIRERF , ES ATAK EAENE Wickr B
¥,

s

1. EATAKERER+ K BRESEE4ALANIERETR
=]
SRIEBIEFE Wickr S E,
2. EBEERHYME.
EREHBEBANRR , EREKE ATAK Z Wickr AREXNWER, MRLEHEBHNRT , B

76 Wickr EF iR , RRET "FRE. , ARED 'CEENEARERF. . LEZEREN
R, &0 T EIZXAE N
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&  Connected Apps

Connect Wickr Enterprise with tools

that you use every day. Spend less time
context switching by connecting apps to
send and see messages, share files and

launch Wickr Enterprise calls.

Pending

e
FEITR

// Wickr ATAK Plugin >

3. EBIE "RUE, BEH,
4. BEBRRL Wickr ATAK ABRENZEIRE ATAK EARER.
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&  Connected Apps

—

Success

You've successfully connected Wickr
Enterprise to Wickr ATAK Plugin.

OPEN WICKR ATAK PLUGIN

BRECRIEY ATAK SEHERXF Wickr , I B o] UE AR R EIXA S I FEH Wickr E1T
e , MEEFER ATAK EARER,

HUH ATAK B2 52 B Y i ¥

3

mE K THIRERF , BLEUH ATAK /A EMETNER Wickr VELH .

1. ERERARENF , BE [RE], RREE [ERNEREX]
2. % "CEENEAEN, EEL , #E Wickr ATAK MER
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EEEmE

3.

&  Connected Apps

Connect Wickr Enterprise with tools

that you use every day. Spend less time
context switching by connecting apps to
send and see messages, share files and

launch Wickr Enterprise calls.

Connected

il
IR

]/ Wickr ATAK Plugin >

£ Wickr ATAK AAMEREZEE L | BESEESN "BK.

BFREERETRETEMER AP, ZRECHKIIBUEEE ATAK A#iER,

BT M IR ES

BT LAIE ATAK B9 Wickr 4 B 3ITNIZERER,

SERCEA T R PR AR 4T M4 BRERE

1.

2
3.
4

PRI KRR E.

i GE] wRF  BRELEFUZERENE R,
BERSA LANERER.

EER  BALURE ATAK B4R B X R ERE,

BT R ERER
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AWS R EEEmE
BEER

BT LATE ATAK B9 Wickr 34 & 383% 3045

R TIRFUEEER

1. BARBIRRE.

2. TE[HE] AP BSEEBEIERNERE,

3. ELRIEBEERNEAER  FEEMANEE,
4.

Ti MEix *.?.? EJ: B NEEER,  RARIBZLEEENER

S Q RN @

Send File

NORTH DAKOTA %

MENNESUTA

winnea 8150

SOUTH DAKOTA

KA -
i file name.PDF
PDF

WASATEH. R/IN(.,EJ

'Aéunvu

FEUTAH & CoLOKAD O KANSAS
’ Arkansas River

OKLAHOMA Choose File

Callsign: BACKY .
14R PU_10708 79232 Send File
1,009t MSL/ 171°M

5. ERERAED , BEERFNESR
6. # "EXAER, EEHL  EE "EEER.

THERBEER , R REETHEERES

BEXZ £ EZAE (Push-to-talk)

B BATE ATAK B Wickr ABRBERPEEZE£FEZFAL (Push-to-talk),
ERERTIERF , UEXReNEBTAL,

1. BRBIRIEE.
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2. ERRFESN "REBEF BE A XEEH-BAARBHNEERT.

3&3 @ I:]:D @. 2@ @ —
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MS
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TEXA e
V o 02:16PM 07/12 364D
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Winneap 9y 1500
e
" JTH DAKOTA
1bAHO iRy, A ol
MOUNTAINS. " ¢
 WYOMING,

iy |

NEBRASKA

o, Hold Button
UIA.Hy,b."‘ col G{Aﬁ::‘v. ANSAS Down to
by ) Record

o 18 Arkansas River
mn W al
uum,m <! Z[Vfof‘ R
MM 4 | 3 OMA
"s v Yy L OKLAH
o @\& -a !“
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BB (RIEHRE )

R E SRR S B ThEE A Y one-one-one FEERE#EHE

ST THIREFUAERARE,

1. ERFTH ATAK B # 2 BRE M ATAK fEHFE Wickr, EESEEEER LR RENBRRNE
E.

2. EERFEAEETRURBERE,
3. 121% Wickr [& I/‘rxl«)\ilﬁﬁ)’ﬁlgﬁﬁ%ﬂﬁ?}fﬁ BIE,
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were for soccer teams | follow.

a Sandra Gill, Randall Marsh ~ Yesterday
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servers are experiencing issues ...
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consectetur adipiscing elit, sed do.
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auIpIsCIng ey, Seu uou eiusiiou terpor
incididunt ut labore et dolore magna aliqua
12:06 PM | 364D v/

Lorem ipsum dolor sit amet, consectetur
adipiscing elit, sed do eiusmod tempor
incididunt ut labore et dolore magna aliqua

12:06 PM | 364D v
'@ Ellena ®
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adipiscing elit, sed do eiusmod tempor

incididunt ut labore et dolore magna aliqua
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333 Jason Lee changed room member

This room has external members. Messages

Unclassified

Members of this room may have a lower security level.
Don't share any sensitive information in this room.

I understand
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Guest Users

Guest Users

Guest users let you work with people outside your organization that only have limited access to
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Dashboard guests.
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FAQ
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-service.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
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"wickr:ListNetworks"

1,

"Resource": "*"

}

LEHIRBIRFERAEER of Wickr B, BRBEMEIE Wickr #BEEH AWS Management Console &
[Ro BEE—F TH IAM BERRAX P TE , FSE Wickr WERSHEBRINEE, 5E 7 @M
ERAELE | JSON BURMHE L IAM BUR |, 5528 (IAM EREERE) 1% JSON FH] EE T I
EO

FE

- BRGEER

- FEA% AWS Management Console AR
- AAAERAERGEMMBSHETT

BREER

LESERAERNBREREEARTAINELNIRFPEL, FEIEMER Wickr BIR. ELEE
REEREN AWS IRFELER, EREYRRES 7 ERRE , FER NI ERRERSE .

- BIAEA AWS ZERANWBORKEERER — SEMRKERRECHENIESS , FEAT
REFZERFEHARGERNAWS SEERE, SMTAESLN AWS IRFE. EREEBERBTE
REFEARGIN AWS EEFEEEXR , £#—TREFEAER, NEEZSEN , F28H AM FERHEE
B AWS SEBRRSRIHEBEENAWS ZEBUR.

- EAZRIKMERETT - 52E IAM BERNFF AR , FERTHTEEMENGT T, ABRKEN , £
DESEBERG TS EERENNEE  ELBAREERET. WEMER IAMERHT
WEZHEEER , F2HE IAM EREEETH IAM FHBEMETFT,

« EF IAM BUER PR G — SREFEEE - B LUSHREFIEEBER |, UREIBEMNERNEE.
flan | WA AR BBERRG , EEX A SSL BEFTAERER, &t 7T LUE R4 3R 12 B2 ¥ BR 75 B
ERFEVE (INiE B E AWS BRTE) FH AWS CloudFormation, fIEFMET , F28 IAM £
HIEFEHH IAM JSON BETE : 1§14,

£ IAM Access Analyzer &% IAM BUR |, BRFF A1 £ £ B A IEF1&/E - IAM Access Analyzer 5
BHBERMBBEBEE |, BERELBERER IAM BUEEES (JSON) #l IAM HR{EEH. 1AM Access
Analyzer 121 100 ZHEBERBRERVENTHWERS , THEBLEESZLHEERANBE, NEESE
A, B2 IAM EHEEETH IAM Access Analyzer BUR B FE o
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html#access_policies_create-json-editor
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html#access_policies_create-json-editor
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_job-functions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-policy-validation.html

AWS E 5 EIEER

- TEEZHEHHEE (MFA) — NMREBNRGIEE IAM EAERBEAE AWS IRFE |, BB MFA
LUEBEINZ SN, MEEMU AP RERER MFA |, 5% MFA REFEBZEENBER, NE
ZEH , BB IAM FRAERERPHERE MFA (REHN APl ZHL

WE IAM FREBBNEEER  F20 IAM ERAEEETHN IAM Z2HBEEH,

¥ AWS Management Console FAE %

HAWSWickrFullAccess AWS SEBEMINEIEH IAM 5%, LIS FP% Wickr RIS =&
ERER , TIEPH Wickr EEEFHEA. AWS Management ConsolelIFHEFHMER , FSE AWS Z
EERERRE : AWSWickrFullAccess.

RFFERERAMMAECHEFT

WEHEREBMMEIEE , AFF IAM EREREKRMEMGAEAE S IHNAREZERR, LEL
SBEEEEA LHUEKKSTHRER AWS CLI 5 AWS API ST L BIER R,

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "ViewOwnUserInfo",
"Effect": "Allow",
"Action": [
"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"
1,
"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]
1,
{
"Sid": "NavigateInConsole",
"Effect": "Allow",
"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa_configure-api-require.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html
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"iam:ListPolicies",
"iam:ListUsers"

]I

"Resource": "*"

AWS Wickr & 75 717 B 9 58 2 HF A7
M T 5 & B AL B RS 6 Wickr H 1AM BT AE BB EIR0 % R,

£
- BREREE Wickr PEIITEE R AWS Management Console

LI BERET Wickr PHTEERIE AWS Management Console

MR of Wickr EFREERBHTHENRERE  BLEBMKRENRKEESES KRB, AWS
Management Console ZH EEERALRHEEZERENAL,

& mateojackson IAM EAZEER A for Wickr £ AWS Management Console for Wickr %2
3., BEEIMR Wickr 85§ , B2 BT , Bi'® AWS Management Console 4 T 5| & {5
2o wickr:CreateAdminSession wickr:ListNetworks

g

User: arn:aws:iam::123456789012:user/mateojackson is not authorized to perform:
wickr:ListNetworks

FEBIERAT , BRREEREESFEMMHNBE , U BE
FAwickr:CreateAdminSessionfwickr:ListNetworks#E{EEHR Wickro AWS Management
Console INEFMER , FFSE AWS Wickr WER S HHBEREH & AWS S EER K .
AWSWickrFullAccess,

EREERE

MEREREBITEFEE RN AWS RISBE , FSEAESHRTEIAWS RESHEHR), WE—MKENA ,
ZBIAWS FEETEIAWS,

ﬂ
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https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/programs/

AWS E 5 EIEER

BALAEA TESE = S S AWS Artifact, MEFMENR , FS2R TEPHHEHH AWS
Artifact,

IBEMER Wickr BN EREBEEBURREERNBRAME., 2ANSRBRUREREENER. AWS
RET BRI BIERER

- ZEMESHAREAFIER — ELNEEFARREEERE  YRHEE LHBUZLUNERERES
EXNEERENSR. AWS

- AWS EHRERAWS — W TEBHNIERMES TEARENEENFIE,

- {EFAWS Config BIZ A B EPE’HEEIH{;;%;JE — AWS Config ; Mt &K ERE B A5 S RSk
B ERENFZESR,

« AWS Security Hub— Bt AWS RIFIRHZLMRENSERE , HEERESR AWS REHFETEM
EEEEMBREME,

AWS & 7 B RV M

AWS £IKERRBEER AWS B MAUHAESEVLN. AWS EE RESEER S BMANRHNTA
EE , BEERFEEEE. SHWEENSTHRAKAE, SRTRAES , B URTEEFNEAEN
NERE ETRES<EHEBFEBEMASRETEH., THESNTHAYE, RERINEBERED
HRE-RZEERPONERERREES,

WFE AWS B M A EBENFAER , F2RAWS £ HERER,

BRT AWS £REMERE 2N , Wickr ERHSEHRRZELENERMRERDNEDFER. NFEFA
&, 2R ERRE,

AWS Wickr FREY EMELHE R £

AWS Wickr RS ER¥ , & Amazon Web Services : £ AWS 2R FHEE R ETMAN S RBR L
LREFRE

AWS B 52 B P kY #B & MR TR 0 A

BEMIT #H28EE (RMANEF ) AWS 2BNWERESEE, MEFMAEA ,
1ERE,

2
W

B AWS £AME

LREEIRBAMMERNEE Wickr , ERERENAF TEEIMMAR Wickr EFin , IR EET
BY R BRThRASHY Wickr BIRREMERA | WEIREM A F 8 Wickr ERER.
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https://docs.aws.amazon.com/artifact/latest/ug/downloading-documents.html
https://aws.amazon.com/quickstart/?awsf.quickstart-homepage-filter=categories%23security-identity-compliance
https://aws.amazon.com/compliance/resources/
https://docs.aws.amazon.com/config/latest/developerguide/evaluate-config.html
https://docs.aws.amazon.com/securityhub/latest/userguide/what-is-securityhub.html
https://aws.amazon.com/about-aws/global-infrastructure/
https://d0.awsstatic.com/whitepapers/Security/AWS_Security_Whitepaper.pdf
https://d0.awsstatic.com/whitepapers/Security/AWS_Security_Whitepaper.pdf
https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/compliance/shared-responsibility-model/

AWS E 5% EEIER
AWS RN L HREER

Wickr R TEFZ LM I8 , I EEHBENBEFECHNLREHRAIBEZR, U THREEBRS—KE
A, ¥ AARTEENZEHRARE. ELREERIRTEARNELIREENRRER , HUFRBER
REMABRBRE A MAEEFERET.

AT B ILEEER Wickr MERNBERZEEH , FERUTREME !

- BlEREERFBLAZAR Wickr REENBIEAR, £ IAMEXEVAR, WHEFMER ,
28 AWS BAR AWS BRI ZEBE.

- JBiB AWS Management Console ¥{55 —{E#1T H D EEFRFBR . AWS Management
Console FEZHAEHEAEZHEE, PEAEE LNEMAHITRRER RS , BRFEGHEEE
EANERERE , BRIEEBEARFR TERER.
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Btir AWS B2

BRI AWS Wickr MEM AWS SRR, ATRAMEMBENEZERIBT. AWS =24
UTERTEREE Wickr, MELRER | YEBERRINBBERE

« AWS CloudTrail#EUEIR F A FRE AWS tRFEZHEY API IS4 | 14§ AFEEEER
EEM Amazon S3 RAFETHE. EA SRR R EMIRE AWS, HETHWARIR IP fruk , 2
RN SR, MEFMET , F2E AWS CloudTraill FHEERE. WEFHAEE Wickr API
P I 9 E¥ 4 E A CloudTrail , FESBEACH AWS E = AP FEIY AWS CloudTraile

EASEE AWS B =B APl FEIY AWS CloudTrail

AWS Wickr & 7 EHERMAWS CloudTrail , ATRRMt Wickr HERE., ABHAWSHIRKEFTEREH B
{ERC#%. CloudTrail HER=HEMWFTE API AAEASH., HWEMNFTHAWS Management Console &
FER B Wickr MREEFA Wickr APIRENFTA. MRERIEH BRI LABAFEEE CloudTrail
E4F Amazon S3 REFETRE , B¥E Wickr WEH, WREBKRBEER , BMATLUE [EHERER
#] PR CloudTrail EZEEFRIENEH. FRAKENE CloudTrail , 7] SLHIER @ Wickr 32 H
MER, BHEERM IP uit, REERHAE, REERNEEUREMFRER. BEEE—DTH
CloudTrail , 52 BEAWS CloudTrail & &R,

R = E{E 2 CloudTrail

CloudTrail fE&RIZIRFAWS tRFRRUH. EEEITE Wickr FELR  BEBSRSHELFHTH
HMAWSER# CloudTrail B¢ —EEBFESHH. Bablei, BN TH AWS IRF NEHSEH.
WMEFHMER , F2EREA CloudTrail BHEBRELHEBREEH

HREWEH (B1E Wickr WAWS IRFS4 ) IFBRH |, FFAIE—[EIRIER, BHEA CloudTrail #§
B3R 42 Amazon S3 fE17ETEE, KTERR , EAEZHATRENEME  REMSEAEHE

M AWS EBiF, ZEMERERE AWS PEIEFMERENES , X ARERIFTEEEEN
Amazon S3 fEFETEE, tbHh , BB AL EHMAWSERTS , LA — 5 547 CloudTrail SR8 INENE
HERLHEETE., MEFAER , F2ETIAS :

- BIEMHEIE
 CloudTrail ZEWREEES

« 5% Amazon SNS EHI CloudTrail
. RZ{EEEEIW CloudTrail B 534431 2 @1k 51U CloudTrail B &34
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-user-guide.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/view-cloudtrail-events.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-create-and-update-a-trail.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-aws-service-specific-topics.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/configure-sns-notifications-for-cloudtrail.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/receive-cloudtrail-log-files-from-multiple-regions.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-receive-logs-from-multiple-accounts.html
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B Wickr Bi¥E#BH CloudTrailité%. g0 , MAFListNetworksEfE&CreateAdminSessioniE
CloudTrail Fes&iEFRELIER,

B-SSEMHAREE NS ELEFBRENETA. FoEATHEEHE T3IEHE !

- ZFERREBBEBIRZE AWS Identity and Access Management (IAM) £ & BRFERIEH,
- REBRBRE , REFATHEACYEBMS I EAENERREER.
- B REEHS —EHAWS RERE,

WMEFFME , 5528 CloudTrail userldentity T3,
BR AR Wickr Fe#%1E1E B

BtR—BHEE , TESHUARENEXEEREEEN Amazon S3 @#FiT#. CloudTrail ZL#1E
BE—HSEREEE . SHARKRREEARENE-FR , 2FEEFERWEE , BEN BN
B, FRBEEFFEE. CloudTraill BREXATRLH API HANBFH#ERRE , RtEMTEUEM
BEIEFETR.

T5|& 5 R RECreateAdminSessionEYERY CloudTrail 528%1EH .

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",

"principalld": "<principal-id>",
"aIn": "<arn>"’

"accountId": "<account-id>",
"accessKeyId": "<access-key-id>",

"sessionContext": {
"sessionIssuer": {
thpeﬂ: HRoleH’

"principalId": "<principal-id>",
HaInH: "<arn>",

"accountId": "<account-id>",
"userName": "<user-name>"

.

"webIdFederationData": {3},

"attributes": {
"creationDate": "2023-03-10T07:53:17Z",
"mfaAuthenticated": "false"
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-event-reference-user-identity.html

AWS

EEEmE

}
I
"eventTime": "2023-03-10T08:19:247",
"eventSource": "wickr.amazonaws.com",
"eventName": "CreateAdminSession",
"awsRegion": "us-east-1",
"sourceIPAddress": "<ip-address>",

"userAgent": "Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML,

like Gecko) Chrome/110.0.0.0 Safari/537.36",
"requestParameters": {
"networkId": 56019692

I

"responseElements": {
"sessionCookie'": "#***",
"sessionNonce": "#***"

I

"requestID": "39ed@e6f-36e9-460d-8abe-f24be@ecllch”,
"eventID": "98ccb633-0e6c-4325-8996-35c3043022ac",
"readOnly": false,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": '"<account-id>",
"eventCategory": "Management"

T HIFE R RECreateNetworkBI4ERY CloudTrail 5248%E 8 .

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "<principal-id>",

arn":
"accountId": "<account-id>",

Il<arn>ll'

"accessKeyId": "<access-key-id>",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalld": "<principal-id>",
"arn": "<arn>",
"accountId": "<account-id>",
"userName": '"<user-name>"

Iy
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"webIdFederationData": {3},

"attributes": {
"creationDate": "2023-03-10T07:53:17Z2",
"mfaAuthenticated": "false"

}

}
},
"eventTime": "2023-03-10TQ7:54:09Z2",
"eventSource": "wickr.amazonaws.com",
"eventName": "CreateNetwork",
"awsRegion": "us-east-1",
"sourceIPAddress": "<ip-address>",

"userAgent": "Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML,

like Gecko) Chrome/110.0.0.0 Safari/537.36",
"requestParameters": {
"networkName": "BOT_Network",
"accesslLevel": "3000"
I
"responseElements": null,
"requestID": "b83cOb6e-73ae-45b6-8c85-9910f64d33al",
"eventID": "551277bb-87e0-4e66-b2a®-3ccleff303f3",
"readOnly": false,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "<account-id>",
"eventCategory": "Management"

T5|&EH R REListNetworksE)YERY CloudTrail 528%1EH .

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",

"principalld": "<principal-id>",
"arn": "<arn>",

"accountId": "<account-id>",
"accessKeyId": "<access-key-id>",

"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "<principal-id>",

arn": "<arn>",

B Wickr 52424218 B
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"accountId": "<account-id>",
"userName": '"<user-name>"

},

"webIdFederationData": {3},

"attributes": {
"creationDate": "2023-03-10T12:19:39Z",
"mfaAuthenticated": "false"

}

}
I
"eventTime": "2023-03-10T12:29:327",
"eventSource": "wickr.amazonaws.com",
"eventName": "ListNetworks",
"awsRegion": "us-east-1",
"sourceIPAddress": "<ip-address>",

"userAgent": "Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML,

like Gecko) Chrome/110.0.0.0 Safari/537.36",
"requestParameters": null,
"responseElements": null,
"requestID": "b9800ba8-541a-43d1-9c8e-efd94d5f2115",
"eventID": "5fbc83d7-771b-457d-9329-f85163a6a428",
"readOnly": true,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "<account-id>",
"eventCategory": "Management"

T3 & HIFE R ~EUpdateNetworkdetailsE#EHY CloudTrail fB#&E B .

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalld": "<principal-id>",
"arn":
"accountId": "<account-id>",
"accessKeyId": "<access-key-id>",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "<principal-id>",

"<arn>",

arn": "<arn>",

B Wickr 52424218 B
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"accountId": "<account-id>",
"userName": '"<user-name>"

},

"webIdFederationData": {3},

"attributes": {
"creationDate": "2023-03-08T22:42:15Z",
"mfaAuthenticated": "false"

}

}
I
"eventTime": "2023-03-08T22:42:587",
"eventSource": "wickr.amazonaws.com",
"eventName": "UpdateNetworkDetails",
"awsRegion": "us-east-1",
"sourceIPAddress": "<ip-address>",

"userAgent": "Mozilla/5.0 (Macintosh; Intel Mac 0S X 10_15_7) AppleWebKit/537.36
(KHTML, 1like Gecko) Chrome/110.0.0.0 Safari/537.36",

"requestParameters": {

"networkName": "CloudTrailTestl",

"networkId": <network-id>
},
"responseElements": null,
"requestID": "abced980-23c7-4del-b3e3-56aaf@elfdbb",
"eventID": "a4dc3391-bdce-487d-b9b0-6f76cedbb198",
"readOnly": false,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": '"<account-id>",
"eventCategory": "Management"

T 5IgE 588 R & TagResource B/ CloudTrail sL#%E R,

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",

"principalId": "<principal-id>",
Ilarnll: Il<arn>ll'

"accountId": "<account-id>",
"accessKeyId": "<access-key-id>",

"sessionContext": {
"sessionIssuer": {
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Iltypell: IlRolell’

"principalId": "<principal-id>",
Ilarnll: Il<arn>ll’

"accountId": "<account-id>",
"userName": "<user-name>"

I

"webIdFederationData": {3},

"attributes": {
"creationDate": "2023-03-08T22:42:157",
"mfaAuthenticated": "false"

}

}
},
"eventTime": "2023-03-08T23:06:04Z2",
"eventSource": "wickr.amazonaws.com",
"eventName": "TagResource",
"awsRegion": "us-east-1",
"sourceIPAddress": "<ip-address>",

"userAgent": "Mozilla/5.0 (Macintosh; Intel Mac 0S X 10_15_7) AppleWebKit/537.36
(KHTML, 1like Gecko) Chrome/110.0.0.0 Safari/537.36",
"requestParameters": {

"resource-arn": "<arn>",
"tags": {

"some-existing-key-3": "value 1"
}

I

"responseElements": null,

"requestID": "4ff210el-f69c-4058-8ac3-633fed546983",
"eventID": "26147035-8130-4841-b908-4537845Facka",
"readOnly": false,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "<account-id>",
"eventCategory": "Management"

T 5 EHIFE R REListTagsForResourceE)YEM CloudTrail i88&EH

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalld": "<principal-id>",
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"arn": "<arn>",
"accountId": "<account-id>",
"accessKeyId": "<access-key-id>",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalld": "<access-key-id>",
"arn": "<arn>",
"accountId": "<account-id>",
"userName": '"<user-name>"
},
"webIdFederationData": {3},
"attributes": {
"creationDate": "2023-03-08T18:50:377",
"mfaAuthenticated": "false"
}
}
I
"eventTime": "2023-03-08T18:50:37Z2",
"eventSource": "wickr.amazonaws.com",
"eventName": "ListTagsForResource",
"awsRegion": "us-east-1",
"sourceIPAddress": "<ip-address>",
"userAgent": "axios/0.27.2",
"errorCode": "AccessDenied",
"requestParameters": {
"resource-arn": '"<arn>"
I
"responseElements": {
"message": "User: <arn> is not authorized to perform: wickr:ListTagsForResource

on resource: <arn> with an explicit deny"

iy

"requestID": "c7488490-a987-4ca2-a686-b29d06db8%ed",

"eventID": "5699d5de-3c69-4fe8-b353-8ae621249187",

"readOnly": false,

"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": '"<account-id>",
"eventCategory": "Management"
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7 AT E R AR

A E A D T ERRRRAR BB AT ER AWS Wickr, THIRRFERBMMAMER AWS Wickr T2 EF
2 rE R

BEEDMDTERR

1. EUTF{ZE AWS Management Console 7B BRI AL : hitps:/console.aws.amazon.com/
wickr/o

2. EBEEKT , BESN

"2, EEEEFENRSIGERFEREEENER,

£ Analytics (247) EH L , EEESERIRBNA LAKRE —EREHEEG RS, LEBRFE4AER
REEEE. A, #8EREFNE LA | S LURIBEE A A 88 5 ZE 5 38 s i E 28 B/ B
BE

(® Note
EENERL UTC (iR RE ) REN.

LTRITANRIER :

- BOREER :

- [BEE] — SEMMERENER  SFMmERBRERE LNFERATNEFNERE, T2l F
REHZHBNERE

- HEF —FMERBEAMERE LHENERERE

- ERAEEMR — BREREMBREEEANZMNERERR
- RE — BARKERNEATFRENRERE,

« APmRA — A FIRRA 2 ENERTREERE .

- RNEHER :
- REE — FMERFERAREE EWIERFFERE,
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