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ft &= Wickr Enterprise ?

Wickr Enterprise = —&end-to-endNFEW B ERFEERE , A5 BIABF BUT#EEiBone-to-one M #F
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Fl , BIERENT, REGRMEAEE  URERLZLHE,. EESWALUERA Wickr EEA RS
it BB THEFRFE. Wickr Enterprise BEEE.{th fRIEEE S , 60 Active Directory ME—F A (SSO) B2
OpenlID Connect (OIDC), & EBRERE Wickr Enterprise , 582B Wickr Enterprise AF9

(® Note
MR EIEIRE Wickr Enterprise S BEH , F2RBIBERMUNETEREM,
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E:33

FRtEzEl , RS THER .

T Node.js 16+
AWS CLI B EREZIRFHNEZEAER

B R BIBIE WHREER | ~/.aws/configEFEHAAWS_REEH,
kubectl, HIFEFMEF , 52 (Amazon EKSUser) H#Y %8 =) #7 kubectl,
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https://docs.aws.amazon.com/eks/latest/userguide/install-kubectl.html
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ZEMKIEHE
AR THGS | BAA R ERRES .

npm install

T

axX AE

AWS Cloud Development Kit (AWS CDK) EF R B E Rz AR WERE. Wickr Enterprise £/
CDK ARERIZFIFLE , 140 Wickr Enterprise ZHEMNMIHZBRARE RDS BN KE . MEFME
A, 5528 ( AWS Cloud Development Kit (AWS CDK) FiZ¢ A B3E8) dHHTHRE,

BEZEAXNULURERNRE , BEBREE PHREELEcdk. context. json , UAFEENBEEAR
fl, REREA WABEwickr/E Wickr Enterprise S E48R3 ; HEAHIE CODK BENANRE, BE
FETFIRIER COK ETEFHRRFHEBNRE , FRTFLESR.

BEDMBERRTE wickr/licensePath, wickr/domainName#l wickr/
acm:certificateArn= wickr/route53:hostedZoneIdf wickr/
route53:hostedZoneName,

ERLERERSE
WMRER $E Route 53 NAREEEE AWS 1kF , EREMEA THRERRE CDK REA :

« wickr/domainName - It Wickr Enterprise S8EB M AEHEHE, WREFEH Route 53 NEFREE
1, RS EBE YIRS B DNS & ACM BE.

« wickr/route53:hostedZoneName - EEHEHE I DNS 2 #H#Y Route 53 FEERIH AR,

« wickr/route53:hostedZoneld - Route 53 SEE @ ID , FH I DNS 2%,

A EERRERT ACM BE , ARA&MBE L BIEE Wickr Enterprise ZRE 5l 8 & V#2589 DNS &2
%o
RAENBREESE

MREHIIREH8E Route 53 NEFXEEE , AKX EFHEIL ACM BFE , W FEMAwickr/
acm:certificateArnRZEE A CDK,

« wickr/domainName - It Wickr Enterprise S8EB M AEHEHE, WREFEH Route 53 NEFREE
3, RS SR ILBIEHE B DNS E2#&F ACM BE.

REMMKIAR 4


https://docs.aws.amazon.com/cdk/v2/guide/context.html
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« wickr/acm:certificateArn- EEEHTHEER LFEHAKN ACM BFE ARN, MREMIRFEEE
A Route 53 N EFEE R , AIXARMEE,

B EA ACM
BRER TS EANPIREHER

aws acm import-certificate \
--certificate fileb://path/to/cert.pem \
--private-key fileb://path/to/key.pem \
--certificate-chain fileb://path/to/chain.pem

BHAERRBHE ARN |, FEZARwickr/acm:certificateAtnRARRENE, TS ELENEH
¥ B¥wickr/domainName , BEI HTTPS SRS E LR, MEFMEF , FSBAWS Certificate
Manager ( fEAEiEm) FHEARE.

B3 DNS ok

HREETRANLERERSE , RS EEBETHEFEZE DNS 588k , LB [ Wickr Enterprise
HETHNEHMIEES.

HEIREN VPC

MRESEEFRRAEN VPC , BIAIUER., T8 , VPC R ERELADZE EKS FTEMNRIE. WMEFHM
B, 5820 (Amazon EKS fEAEIER) PHRIR VPC M FHEEH Amazon EKS BHBESR |, S
REMFAN VPC FEELEER,

Lok, MRERERAER T FIRBH VPC i3

+ CLOUDWATCH

+ CLOUDWATCH_LOGS

« EC2

+ EC2_MESSAGES

« ECR

+ ECR_DOCKER

+ ELASTIC_LOAD_BALANCING
+ KMS

+ SECRETS_MANAGER

RE 5


https://docs.aws.amazon.com/acm/latest/userguide/import-certificate-api-cli.html
https://docs.aws.amazon.com/eks/latest/userguide/network-reqs.html
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+ SSM
+ SSM_MESSAGES

HENERBEBIRAN VPC , FRETIARHE :

« wickr/vpc:id- EERFFBEHEFRE VPCID ( flfn vpc-412beef),

« wickr/vpc:cidr - VPC #9 IPv4 CIDR ( #1201 172.16.0.0/16).

« wickr/vpc:publicSubnetIds - VPC LGRS DB /ANE FRAKE
B, Application Load Balancer 104 EKS TEEEHHAABEEEL FHEEF (Hlm
subnet-6ce9941, subnet-1785141, subnet-2e7dc10),

« wickr/vpc:privateSubnetIds - VPC HLUER DB FHRMBEE., EKS T/EEHE
MEE ARSI BEEL FME D (HlN subnet-f448ea8, subnet-3ebddas, subnet-
ad80ob5).

« wickr/vpc:isolatedSubnetIds - VPC H @i FHERMNEN 2 RE/EE, RDS EREKBBEE
7 @EEF (Bl subnet-d1273a2, subnet-33504ae, subnet-0bc83ac).

- wickr/vpc:availabilityZones - VPC F ¥R A EEHMNIERE S REE (B0 us-
east-1la,us-east-1b,us-east-1c).

WENE VPC mEAVRFRE

s
5

SFERNE VPC inEFE AWS R,

HMERE
MEFHMES  F2EABE.

i

5
MREREBE-NENRISEE AWSIRFE 1 Eifi E#ER CDK |, %A% S|ERE LB ER CDK,

npx cdk bootstrap

BE
HREANEE 45 54,

npx cdk deploy --all --require-approval=never

5|8 6


https://docs.aws.amazon.com/vpc/latest/privatelink/create-interface-endpoint.html
https://docs.aws.amazon.com/wickr/latest/wickrenterpriseinstall/context-values.html
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ERZE , BRSREEE |, B LB T2 Wickr Enterprises

37 DNS 2%
MREHERE COK BERALARERE , ITFEELT R,
HERFNE LI EE WickrAlb.AlbDnsName , ER & F#2EH DNS . WHEERE .

WickrAlb.AlbDnsName = Wickr-Alb-1Q5IBPJR4ZVZR-409483305.us-west-2.elb.amazonaws.com

EWERT , DNS B A Wickr-Alb-1Q5IBPIR4ZVZR-409483305 . us-
west-2.elb.amazonaws.com. iE=AZNHAEEEBEI CNAME 3 A/AAAA (ALIAS) FC8kEFFERE
AME,

MRERAHMENGE , FRT TR SRETEHFEHRS DNS 24 :

aws cloudformation describe-stacks --stack-name WickrAlb \
--query 'Stacks[0].O0Outputs[?0utputKey=="AlbDnsName ].OutputValue' \
--output text

E4 KOTS Config

/A Warning
hERESTENHRENR. FOLRELAIRE.

o)

Wickr Enterprise ZEREXNFTE—LCEREEMRRENERE , TENIZE, BULUEAGBERES
EREEEEE,

./bin/generate-kots-config.ts > wickr-config.json

MEZBEE—RETBRPEABEBEEAN ACM , 5B --ca-filelEEEEZHIETHE , w0 :
./bin/generate-kots-config.ts --ca-file path/to/chain.pem > wickr-config.json

MRBNBHEBTEEREER , FESAWS_REGIONIREZE (export AWS_REGION=us-west-2)
BREALERMESE , AEBE X, 3F , IRERERNBE wickr/stackSuffix , FEM --
stack-suffixEEEERT,

E4 KOTS Config Z
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E#ZE Kubernetes &£

Amazon EKS APl REEEBEI APBE—BrNE2FTHEEE. At , FiBkubectlm T EHBEE
SEFMAG LT BEBREEFTHEAE,

ZEiREENEER

FE-RBEHREEER  BXAMFEMH aws eks update-kubeconfig@i ¥ EH AH# kubeconfig =R |
AREBEEHEEproxy-urlHEE . AR, BRERTERIELRR K SHSFEHEE2EMEE SSM T
EREER | U EEEREEZERE LT APl 2HL

— R MEERE

WickrEks CloudFormation & £& —{ELL FEEN BB E H
{EWickrEnterpriseConfigCommand. EBE&AEEEL kubectl HEBFIENTEMG T, BUUE
ATSaosRRtEE

aws cloudformation describe-stacks --stack-name WickrEks \

--query 'Stacks[0@].Outputs[?starts_with(OutputKey,
"WickrEnterpriseConfigCommand )].OutputValue' \

--output text

EREZ I HEEA NWHSaws eks update-kubeconfig. #ITHH T

BE | WAH Kubernetes ARSI A BEBEE2 T MNRIEFE R, BULUERA TG SRTHKIIEE

CLUSTER_ARN=$(aws cloudformation describe-stacks --stack-name WickrEks --query
'Stacks[@].0Outputs[?0utputKey=="WickrEnterpriseEksClusterArn ].OutputValue' --output
text)

kubectl config set "clusters.${CLUSTER_ARN}.proxy-url" http://localhost:8888

MREEEE , ZEFINEL WL 'Property "clusters.arn:aws:eks:us-
west-2:012345678912:cluster/
WickrEnterprise5B8BF472-1234a41cbtec48b7b615¢c6789d93dcce.proxy-url" set.'

EESHEERS

LEEERZE Amazon EKS 5 | 8L ARRE) SSM TR , BEEBERBEIEE2 T EHITH
RE, BITHBENSSELWickrEksH#BBastionSSMProxyEKSCommand £ Ry & H Y R IR 4.
17T Ao S AR (A

BERESNAEER 8
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aws cloudformation describe-stacks --stack-name WickrEks \
--query 'Stacks[0].Outputs[?0utputKey=="BastionSSMProxyEKSCommand ].OutputValue' \
--output text

HEHW B SHELL B%Baws ssm start-session. FITUHLA S LAREN T2 E 238 8888 L #{TRY A #%
RIE | B LUB B ERIBELRE S Amazon EKS #£5, MR ERBEXTIEEE K WHERR "S53
R . BENEFEREE Amazon EKS EEFENBRASBABERT,

MR—YIREERE , BAENTES —Ekiw#kubect]l get nodesH#11T , LA%|H Amazon EKS #
SRR ITHEEESE -

kubectl get nodes

NAME STATUS ROLES AGE VERSION
ip-10-0-111-216.ec2.internal Ready none  3d v1.26.4-eks-0a21954
ip-10-0-180-1.ec2.internal Ready none 2d23h v1.26.4-eks-0a21954
ip-10-0-200-102.ec2.internal Ready none  3d v1.26.4-eks-0a21954
EBEENEER 9
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Z % Wickr Enterprise

B2 Kubernetes #EE VT EF% , B LUFEA kubectl kots /MR BIIAZ 2 Wickr Enterprises
B EE KOTS BRIEEZR (Wickr 2RV . yamliEZR ) M Config EER , EERERREEETESL KOTS
Config EBEBwickr-config.json® i BX., WFEELE KOTS Config WEFHEN , F2REL
KOTS Confige

FE) L8 Wickr Enterprise
Ty HEBAtR &% Wickr Enterprise :

kubectl kots install wickr-enterprise-ha \
--license-file ./license.yaml \
--config-values ./wickr-config.json \
--namespace wickr \
--skip-preflights

REERTEHA KOTS EEEFRANER. BFUHER , RARREZEECRHARIEE Wickr
Enterprise &I AHRE,

RHETHE , kubect]l kotsEBRHRMAHERE (BER http://localhost:8080) , &£t KOTS
EESFHANFEE, BT LELB L8 FE R EIE Wickr Enterprise ZHEARE , RFIFEERE
BPALERTENREEE , BKRERE Wickr,

{# Lambda Z 2 Wickr Enterprise

£ CDK TPEBHIE , @MW A Lambda , A KRE B BT Wickr Enterprise £, EEF B
A , HBAWS £ AW 24K WickrLambda-func* lambda B8 , FEAIKZESIER T |, EH
test , W ATHE,

FBZEE Wickr Enterprise 10


https://docs.aws.amazon.com/wickr/latest/wickrenterpriseinstall/getting-started.html#getting-started-generate-kots-config
https://docs.aws.amazon.com/wickr/latest/wickrenterpriseinstall/getting-started.html#getting-started-generate-kots-config

Wickr Enterprise BEMt=EIER
= Yt 4
THEE

EW1E Web T2 & T HRAEEEH Wickr Enterprise 22 : KOTS EEE XA M Wickr EEE X8

Ao

® Note

HETEALENEE | LU BRABE EHFMEESKBER (Amazon S3 §%%E. Elastic Load
Balancing FEXH . Amazon Virtual Private Cloud R B ) -

KOTS BB EXEA

WA EAREEEIZA Wickr Enterprise fiZAN, BRI AEF L., EUBRESHIT AR
BE, KOTS BEE T4 RE6%EIB Kubernetes EIZIBEFIFE , AIEA THHGSEE

kubectl kots --namespace wickr admin-console

@ Note

BYXATKREEEEEERNEREMARREREER, NFTEEEEE ERENFHA
&, F2REEEENEER.

YRR EEEEEAR  F—ExtEmE T5IEE

e Press Ctrl+C to exit
e Go to http://localhost:8800 to access the Admin Console

FEHAEMEN URL B KOTS EEE XA, BEANBBREELZEKkubectl kots installHiEH
THRHFMEENZE, NRSTESRZRE , 2R ENR KOTS EEEFEARE,

Wickr EEE XS

Lt SE AR ELE Wickr Enterprise 88 , AR EMEE., FAENEES, BRI UEREAIEDLoad
Balancerfy DNS £ L |, EB HTTPS FHlE. MR DNS 2EALAEXEEFHBAERTE , ABEESE
BRwickr/domainName A A EMNE,

KOTS EEE XA 11


https://docs.aws.amazon.com/wickr/latest/wickrenterpriseinstall/connecting.html#connecting-proxying-connections-through-the-bastion
https://docs.aws.amazon.com/wickr/latest/wickrenterpriseinstall/troubleshooting.html#troubleshooting-resetting-the-kots-admin-console-password

Wickr Enterprise BHEMbREIER

FERFEHAERZBA admin , B1EA Passwordl23, BN ERE—NZEASETE L RE,

Wickr BEXEEF#2A 12
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BEILREER

AAFE

NAERTHEMAREN, HEBNERBERHNREY., cMTURER (B8

Rcdk.context.jsonERB#FH cdk.jsonH ) REGTH LIEEHRERAER., COK FHREE
Riz&IFERAEZERAEAE, Wickr Enterprise £ CDK RBE R &l
iBEE BRRE RDS B0 KE.

=L

A AE

, 6l70 Wickr Enterprise &

BEZEAAALUREARE , ERBRLE PREEL{Ecdk. context. json , UFEHENBEFERAR
fl, LAEMES WAREwickr/E Wickr Enterprise 23 E1HET,

=L

wickr/licensePath

wickr/domainName

wickr/route53:host
edZoneld

wickr/route53:host
edZoneName

wickr/acm:certific
ateArn

wickr/caPath

wickr/vpc:id

EEPU

KOTS RIER R (Wickr 1214
B.yamliE=R ),

At Wickr Enterprise 28
WEEE R, MRMEM Route
53 NEEREE , REEEH
BB E B DNS & A
ACM BFE.

EEHBET DNS iL#M
Route 53 FEE[EiF 1D,

Route 53 StEEEH B , EfE
Hrh# 7 DNS 528%,

E7£Load Balancer LA/
ACM B3 ARN, MREAIIR
F#EM# A Route 53 N EFEE
Eig , B A ERHIE,

BERBE  AREEABERE
ERERIRE,

EHBEIRR VPC ID. REHE
HERIRAR VPC BF FE,

A

null

null

null

null

null

null

null
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BEILREER

=1

wickr/vpc:

wickr/vpc:

lityZones

wickr/vpc:

bnetIds

wickr/vpc:

ubnetIds

wickr/vpc:

SubnetIds

wickr/rds:
Protection

wickr/rds:

olicy

wickr/rds:

unt

wickr/rds:

Type

cidr

availabi

publicSu

privateS

isolated

deletion

removalP

readerCo

instance

B
MRBUHERTE , SR
VPC,

EHEVH VPC BB
IPv4 CIDR, MR ZEFIRE
B VPC , R ERRE
VPC B CIDR,

TABHNERS BEE, R
HEBBIREMH VPC BF
®,

BUE SR 7 iy 28 F#8E% IDs
BE, AEEHEIREMN
VPC KFEE,

BUE SR 7 AV A F#8E% IDs
BE., AEEHEIREWN
VPC BRI FEE,

RDS &%} E Rt 7188 IDsHY
EmoREE. REEMER

BEWN VPC BFZEE,
£ RDS #1718 82 £ Bh A M BR 1R
E,

RDS #1T{E# 'snapshot
', 'destroy' = 'retain.' BB ER
BUR

E7# RDS B#EFEM R HEER
HITEREE.

T RDS #14TERAY BT ERE
BE,

&

172.16.0.0/16

null

null

null

null

true

RER

rég.xlarge
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BEILREER

=1

wickr/rds:backupRe
tentionDays

wickr/eks:namespace

wickr/eks:defaultC
apacity

wickr/eks:defaultC
apacityCalling

wickr/eks:instance
Types

wickr/eks:instance
TypesCalling

wickr/eks:enableAu
toscaler

wickr/s3:expireAft
erDays

wickr/eks:clusterV
ersion

wickr/stackSuffix

wickr/autoDeployWi
ckr

(e
)
=%

RE H Y RE

EKS & Wickr FRIEHIFEZR

ZZE,

BB EKS TIEEH
MBE,

R AL EREERMERY EKS THEEED

AR Messaging EKS T{E& &
BB TEBERER SRS

o

RRFL EKS TEERIRAISEL
TEREEERSREE.

Y#24 EKS A Cluster

Autoscaler Th&E,

e R LG5 S3 RFArRT
BERE KB,

BEERA , B Kubernete
s MRZS, kubectlLayer R
7, albControllerhi s,
nodeGroupRelease R4 %,

EZEHMZE CloudFormation &
AR ES,

£ lambda B E1EBE Wickr
ERAER.,

&

UGS

mb5.xlarge

con.large

true

1095

1.27

true
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HEMBER AWS COK WERBRRNEVYWAMEEE , KX AEMBEHMWickrRdsHEE Z B BRHE S,

%7 % Amazon RDS EREMEMER , XEFERAMRERE , BBRRBRLERES

snapshot= destroy, MIRELFTEBAIWERE , BIERXANAE AWS CDK A wickr/
rds:deletionProtection f wickr/rds:removalPolicyf8 , X EBHIT EFZBE Amazon
RDS #&npx cdk deploy -e WickrRds,

IEFEEREMBRRBABEREURE |, $5cdk destroyBWickrRdsiH#E#HIT :

npx cdk destroy WickrRds

EWickrRdsHBTRIBKE , TTAERA T TS HE KT ERN CloudFormation HE£ :

npx cdk destroy --all




Wickr Enterprise A
%E S 5F AR
IB& Wickr 65 % Z5 [

MREFEEMBRwickrin B ZBUAEHBG , FHELEHD COK EZ R ZEAE L NEMREIR
Fo. BELRRWRS /FF Wickr IR#EEIR IAM B &8 AWS APIs B, WIRREEM , EiB Amazon
Simple Storage Service (Amazon S3) L {EiE R ENWEHAS L BEE,

AT WL RIEQRBIRS , AMBRMEFE I wickrin B ZEMEE N RBEIRS

kubectl -n wickr get sa fileproxy -o yaml > fileproxy-sa.yaml && \
kubectl delete ns wickr && \
kubectl create ns wickr && \
kubectl apply -f fileproxy-sa.yaml

ERKOTS BEEEIHARE
EALER TSI HER KOTS BRETRAFH -

kubectl kots -n wickr reset-passwoxd

BB ENRIER , Bt B EEH wickr/kots Secrets Manager % , B EBLEETE
BXERE,

EAESERE EKS BEENREE

MREEBEREE EKS BENERLUFEEHERRE , AEHTkubectlM TR ATREE I THIH

-3
net/http : FBEREFFERKEIVE ( EEFERKFEBAFIRRE )

FEiB SSM EAEETH ( FES R WickrEks HEBastionSSMCommand LHY ) I B #TRK
EitinyproxyBR¥% , BE A SRR REE

sudo systemctl restart tinyproxy

MBS Wickr #5422 B 17
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Q n]- Z 3=

EBIIREEET , &8 T RIM{A%L % Wickr Enterprises

ES-]

* Architecture

. R

« MARTE

- ERESRE

- SIEERRETF

s BAMHKEESER
« TLS BHEKTE

o FIETE

o I ARE

+ Kubernetes #£ B B)ERES (#H)
- =2

« Airgap B

« Wickr EEEFRA

B4 & 8 Wickr Enterprise Z 81 , SRS THER,
WEER

Wickr Enterprise 7 E Kubernetes 5 REEE, BN EEMAREREXWE - HIgE , B
ETERAR-—REERR, ELEERBY , RAEREL=EHATEEHE , URELMEFEYUT
EEEE,

THREHHEERTIRERE.

2R 18
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BEILREER

« 2 3 4 {8 CPU &y
- 8 GB #y Ram
200 GB MY WRZ=ME

RIETEERFER

EREFREXNTHITHNE-—THEEHBEEZTPVEE 3000 2R CPU # 5846Mi Ram., ETEE

kube-system Pod,

Pod HEIRER

Pod & 78
admin-api
directory
BHAE
fileproxy
oidc
opensearch
BT
push-device
HEETE

I f&

Wik

redis

server-api

Owner

Wickr

Wickr

Wickr

Wickr

Wickr

Wickr

Wickr

Wickr

Wickr

Wickr

Wickr

Wickr

Wickr

Wickr

CPU
100 & R
100 2R
100 2R
100 2R
100 2R
500 2R
50 2R
50 2R
100 &R
50 2R
100 & R
250 2R
50 2R

250 ~R

iR
256Mi
128Mi
128Mi
256Mi
128Mi
100Mi
128Mi
128Mi
128Mi
256Mi
64Mi
128Mi
128Mi

256Mi
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Pod &8 Owner CPU iR
AR Wickr 250 R 512Mi
kotsadm KOTS 50 AR 50Mi
kotsadm-minio KOTS 100 &R 512Mi
kotsadm-rqlite KOTS 200 m 1Gi
minio-operator AEP S3 200 m 256Mi
BB AEB S3 100 2R 256Mi
mysql-E£E AEB MySQL 100 &R 512Mi
mysql-secondary A MySQL 100 2R 512Mi

Wickr Enterprise EERE B U S A MWK EE SR MATER StorageClass, ERMEIESHIRES AZPILE
MEER  BAREEARERE—H. ETANBRERES., EENURZEAERGRIBEA AL
SIEEMAEE Mysql BIE , URERERARER LENZBEMEMTE.

« AEPREIRE : ~60 Gi

- RabbitMQ : 24 Gi f85%/8 Gi [R&ERER

 Redis : ZIREFERT A 24 Gi 5%/ 8 Gi

« OpenSearch : EEEFENXNT A 24 Gi 5% / 8 Gi

- A& Mysql : 80 Gi F7%/20Gi (K& FEX

- AEB S3 : 160 Gi FEER/2GiI (RERER

« KOTS Minio : 4 Gi

- KOTS Rglite : 1 Gi

REEXNNTR

- BHRE S3 MAZE Mysql B9 377 Gi FEF%
- REFREXTH 111 Gi

ERER 20


https://longhorn.io/
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Kubernetes fRA~F K

Wickr Enterprise kK FBE B KOTS, EEENHERR I Z TS |, RHE 5IXEM Kubernetes IR
BE, FEFHMENR , 528 Kubernetes A B M,

EREE K

Wickr Enterprise & & Kubernetes &M KOTS F8eiEE, MFEXEMEZERFKEMN Kubernetes ki
A, FBEZH KOTS X, MEFMENR  F2REEEREER.

FE A B EHRMR

EERK — AXHFNGSRRETARERE WSL (EAR Linux B Windows TH# ) B9
Linux, MacOS = Windows .

R ERARRE AR 75

Wickr Enterprise AT A& MySQL EREM S3 HARERBREARTRE , EHR—REERAR , BE
181 Kubernetes & EINEBIRHLIE LIRS
- MySQL 5.7 BRI E
« Amazon RDS MySQL 5.7 = MySQL 5.7 E#lE ( 4 &)
« Mysql Bithami Helm Chart ( AZB )
« Amazon S3 = S3 HARTFRME ()
« Minio Operator Helm Chart ( R )

B ER
Wickr Enterprise 2Z FQDN, SSL B , UG EWBI K TCP 1 UDP EZiE,

- FQDN : Wickr Enterprise & E A BE D -5,

- SSL B : HAHE CAHEEN SSL BESRUIBREZNRELRY. BELAE—REBH5
i FQDN , A& SAN DNS 1B, BFE L 4ERA serverAuth extendedKeyUsage ZE{H1E4H

- REZBERFEZHERERBNF=LNERNGLFEE. €5 SHEHE P itfVEE, MEFEER ,
R2EERN P ibit, ERUEREEBMENE=Z1EREE. NEFMEF A F2EELLZENED
K& B RK

HEEKR 21


https://docs.replicated.com/enterprise/installing-general-requirements#kubernetes-version-compatibility
https://docs.replicated.com/enterprise/installing-general-requirements#minimum-system-requirements
https://github.com/replicatedhq/ips
https://docs.replicated.com/enterprise/installing-general-requirements#firewall-openings-for-online-installations
https://docs.replicated.com/enterprise/installing-general-requirements#firewall-openings-for-online-installations
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- RERHRLZEZZFDILERREHE,

AEEE

ASEHBTEENE IPV4 bt , BEVRIAE FREP. ASREKZEIR LoadBalancer = Ingress
EAEE

I N4 75 2

FILESEENE IPV4 it , RS BENRAE FHEES, RIETER , BFEEREE R UDP &
B, B TCP FEIUEE | TCP Proxy #$42¥ TCP 443 LHVELR , WA T MAEZ Orville RS,

 TCP : 443 ’¥14 TCP Proxy
- UDP : 16384-16484 HFFA/4RFAER

ZRNBEFE

#Ei1B Kubernetes E#EE @ FFH KOTS BEEEF R A MUETREMMERE,

kubectl kots admin-console -n wickr

REFE yaml KXW REER , EEH Wickr Support 12452,

Architecture
BENEELE

TEERREABEZANEEMN Wickr Enterprise , Ef MySQL M4 R 1Z RIS EBML R Kubernetes
B ENE,

Architecture 22
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Kubernetes
Wickr Messaging
—
@
Ingress
Load Balancer (HTTPS) Wickr Calling
Mysal
Database
o ; @ @
Object Storage
37| SHIE
AEER S

TEERMEART MYSQL MY HFEFRIEH Wickr Enterprise #1788, HARE AILURRSEMFNEE

FEX, EFEBAR-REERR.

Architecture

23
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Kubermnetes

e 0

Ingress MinlO (S3)

Wickr Messaging MinlO (S3)

Load Balancer (HTTPS)

=2 . O
Q

Calling

Primary Secondary

g
Z#E kubect! M kots CLI,
HIREZE Kubernetes # &,

#£ Wickr Support BX#8 Wickr Enterprise ZEE =X,
£ T 55 R Wickr Enterprise.

Wt

W=

kubectl kots install wickr-enterprise-ha \



https://kubernetes.io/docs/tasks/tools/
https://docs.replicated.com/reference/kots-cli-getting-started
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--license-file ./license.yaml \
--namespace wickr

(® Note
license.yaml A REREHREER,

VB BREE  KOTS BESFRAKEHEEERTENELEE,
KOTS BEXxinas

R EAREESIHER Wickr Enterprise fRZN, BRI AEFLEARRE, SEREIHEIT Wickr
Enterprise B FH#k. KOTS BEE XA REEEIR Kubernetes EIZIBEEFIFE , AfEA TS5
BX -

kubectl kots admin-console -n wickr

W ARRE
AR HI%

Wickr Enterprise X BB A2 HI2EH

« LoadBalancer ( 7% )
- BETHSYHUREEERTSADPBLEFNARER  FTEEHERERERM,

« ffM LoadBalancer FRIGE R ER B # A 24185 (inress-nginx) BR#E. EFEE Kubernetes HEEE X
HAEBEBTEHSENTE LB]T,

- HAM ALB

- BIARFIRERERAN ALB,

- IREERMIBAEM Application Load Balancer B #Z2&##H ARN,
- HAEK NLB

- BB ARFEEZEZRAMN NLB,

- BEZRMIFEM Network Load Balancer B Z&#H ARN,
* NodePort

KOTS BB XA 25
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« B AJR%IES (inress-nginx) HEERE B A NodePort FRISER | ;B2 Kubernetes BEFRWFTE
iR FBAREREIR WA REEEER A, A% , WLUEIR DNS = — LA BEHFEHIFEHF ik

- BT LUEEE 1-65535 HEEIREE |, SifEA 30000-32767 RIBE#IE IR,
* Ingress

- ERLECHEAZRER, LABRERIWAERNEE K ARBRESEHAAEABEFEAZE
BEB. ERTAAZFREERE M- LR PHMHIRE - LHIMER,

- BAEXE ingress-nginx #2188,
ERFETEHRERE

RIBTERR , MARHBEUEIHE "~ EX, FRHUERELEA Wickr Enterprise Server E & E#%E
B, IPRIMEBEEERFTIEIHER,

ERERE

Wickr Enterprise & MySQL 8.0 Bl E, MREE MySQL 5.7 &, 5F2H ##HKZ MySQL 8.0
FHiko BEMEBZREMER Kubernetes BENZWERE , 120 Amazon RDS |, {BEB A LUREE
Kubernetes #5EAZEB RS MySQL BRIEMARTEN —25

NEBERERE

- FHER  EREMARSNEIHERBR P thiut,

- EEHEEIMEE . EREMARSNEERENIEEE/R IP it (WRTA),
- EEE . SFE MySQL WEREE,

- BEREER  ERARSZLBINERNESR,

- FRAEEHE  BAEENEFEFUNERE,

- B ZERAENER,

- CARBRE : EB TLS EREEREN PEM BE.

(® Note

BAREN MySQL ZEFE TR latin1 F T EEE latin1_swedish_ci EF. &7 SUEBRE
&8 MySQL RfREE—RE R T SIERMEI RFTA

ENERE 26


https://github.com/kubernetes/ingress-nginx/
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"--character-set-server latinl", "--collation-server
latinl_swedish_ci"

NEPERERE

HREFZHEMNERN MySQL TBZMAEERERE , AENERESHME StatefulSets HEZ
ENESE, XE TSEREMRE  BEERRKBERMES.

@A BERE Pod BIFAEHEREXRD (LGB REM ).

i MySQL fEFRE A/

(® Note

StorageClass W EFE VAL RURERER , TREMREFEREA/DN. NFHMAER ,
RHEEEE.

3
$

Wickr Enterprise K MySQL RIEE B A Kubernetes H Y StatefulSet EiR, StatefulSets T
FERNTZBMETIE  ORBAMUKREESELR, M5 StatefulSets TN ERS X , BA
1T T HIE/EZRIE I MySQL 1 ARV REREE K1

1. #mEE data-mysql-primary-0f WA MHHERES Sdata-mysql-secondary-0,

1. kubectl -n wickr edit pvc data-mysql-primary-0. Set
spec.resources.requests.storage EFFENHZEE KN,

2. kubectl -n wickr edit pvc data-mysql-secondary-0. Set
spec.resources.requests.storage EFFEMNRIZE KD,

2. MERIRBEE StatefulSets , {BEIE - -cascade=orphaniE{ZLABERT Pod.

kubectl -n wickr delete statefulset --cascade=orphan mysql-primary
mysql-secondary.

3. EKOTSUI H , EFREFEAPERE , MFEEESR 1 PERENE. FEALIPBLHERE,
4. EFRE StatefulSets LAERRERE |, W F MySQL AR E# LR,

kubectl -n wickr rollout restart statefulset mysql-primary mysql-
secondary.

AEPE R ERRE 27


https://kubernetes.io/docs/concepts/storage/storage-classes/#allow-volume-expansion
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F4RZE MySQL 8.0

HNEBEHRIE (RDS)

= E=E Wickr RIREEIR , FTR T IIL R,

-_—

SREANDHBZEM kubectl get deployments --all-namespaces

ETHENEHF , v B Z-A Wickr , BE S 3,

NAMESPACE NAME READY UP-TO-DATE AVAILABLE AGE

wickr ingress-nginx-controller 3/3 3 3 43h

2. MTEEEA kubectl scale deployment/ingress-nginx-controller --
replicas=0 -n wickr

3. HEREBEUBHERE. WEFMEN , 528 (Amazon Relational Database Service A &5
) PNEEFHES.

4. HEIZBRAFKE MySQL 8.0.x ( FXE MySQL 8.4), MEFHMEN , F28 (Amazon
Relational Database Service ff & IER) P AR ER EHTERESIZMA,

= EE Wickr BIf IR , FRZER# A kubectl scale deployment/ingress-nginx-
controller --replicas=3 -n wickr

REE R E

WEFMES , FSREOSTER MySQL,.

SKE ESF 152

Wickr Enterprise FE S3 HHAR TR, RMPEZEMFEA Kubernetes FEIN Y S3 BR#E , 40
Amazon S3 , {Bi& 1 0] LUEETE Kubernetes BE A BAL S3 REMAREN —IB0

SAEB S3 BTE

- RETEREE  REERLEN SSRETRER.
- B : S3 R AWS BRI EHE,

F#&E MySQL 8.0 28


https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/USER_ManagingManualBackups.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/USER_UpgradeDBInstance.Upgrading.html
https://github.com/aws-samples/sample-packages-for-aws-wickr/blob/main/docs/mysql-backup.md

Wickr Enterprise BEMt=EIER
- Vm3h . FXE Wickr #FREE S3 API BBV RS, TERRAREEH S3 REimE:,

- Fileproxy Service IRF & : £ Amazon S3, ARFERAREIIRSH IAM At S3 BRBWIRE
Kubernetes BRISIRF & &,

- J\EB S3 FEHER  ERLBRAN S3 FHER.
- B S3MEEW  ERLBAN SINEER.

WEB S3 R E

WEB S3 WA I B FRRM 4 18 MinlO fAfRER Pod , BEAHITE 4 EFAMUKEES. BREES
£/ MinlO KIBRIRIRRIZE RIEERED

- WP S3 AMRERETE : EE UM MinlO [AiRER Pod B E , FEMENTERESR 4. HRFARAFI
F , LETUREREE 1,

- R S3 Wik EETE : EEE MinlO AMR=% Pod FE YK MinlO #REHE A REMBNERES
4, HRFRAFEINE  HETUARES/EE 1.

- REF S3 BEEE K/ : £ MinlO fAIfRES Pod FZE MK MinlO B{REE K/ |, FEEE A 10GB.

- FEERMIAES S3 HBESFEHAEE 4 E PVCs 4 B[RS, B8 PVC #2 10 Gi , 4 160 Gi JR1afF#
788 , WM 120 Gi MBRmISREFEEERAEFERA,

« Minio Erasure {RIESTE R H, NMEFMAET , F2REBREBTES,

RFAMUREESHRE

Wickr Enterprise FEHFAMHBREEERIFHEMREBNER, HREVRELIEEEMEMA Z Storage
Class W&, IRREZ=Q , Wickr BEAERARARRERAR, TXEEHE Wickr 2BREERF
BA=E,

J&5% StorageClass for Persistent Volume Claims BEHEREERIEM  BEETEABHBLESF |
AREFEEFEAE=SREETHRERE , 20 Longhorn,

TLS BERTE

HE PEM BREMAEG BRI TLS, BE LB AIB X ERFS Wickr Enterprise E B EP R E
HEMEZTE,

HRBREMNY , £ L8z , FHEAPREE (NRFE) %R CABRSE,

BFANUKRRESRE 29


https://min.io/product/erasure-code-calculator
https://longhorn.io/
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Let's Encrypt

EEUEIR A Let's Encrypt BEIE4EBE. BERLEB cert-manager BE FEMA HTTP-01 #k
M,

HTTP-01 $kE ERFrFER DNS BB ABZENW AR ( BE 2Load Balancer) , B TCP E1%1E 80
WRERBELAE. EXBREREDNY , BKEHEN., YERERE 80 B , UAFBEEHE
o

(® Note
ZEiBAE 2 Wickr Enterprise ERARER A S PTERNEE,

[ E /8 7

FAEREERINIEAFHEESEN TR , Wickr Enterprise EERFHTE, MREM Load
Balancer REHBE R BRZEEN , 2 HE Wickr Enterprise ZETEM CA HREMW , BFEMLEL
HCARE K EAFPRHEN.

EASBERT  FEERRE,
BERME

R RETEIRE B IR LB Wickr Enterprise BB EA , 2R THEE | LEEERFBKERTEEEE
NiRMERTE, MRHERIATE , IEBECER BB ETHERE.

 Digicert
* RapidSSL
ELXBREERH

MRGEERY ACHBERFZBRFBLLE Wickr Enterprise #BEMER , TEANESEFG TS EEEEME
WA S EEE,

openssl req -x509 -newkey rsa:4096 -sha256 -days 365 -nodes -keyout $YOUR_DOMAIN.key -
out $YOUR_DOMAIN.crt -subj "/CN=$YOUR_DOMAIN" -addext "subjectAltName=DNS:$YOUR_DOMAIN"
-addext "extendedKeyUsage = serverAuth"

Let's Encrypt 30


https://letsencrypt.org/
https://letsencrypt.org/docs/challenge-types/#http-01-challenge
https://letsencrypt.org/docs/challenge-types/#http-01-challenge
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MREBERVL IP AERNBEEEERR  FRATIGT. BECEA IPEEE  FHRECERAA
RETHABRAFTIHREBRL. NFFMEF K F2REEARE.

openssl req -x509 -newkey rsa:4096 -sha256 -days 365 -nodes -keyout $YOUR_DOMAIN.key -
out $YOUR_DOMAIN.crt -subj "/CN=$YOUR_DOMAIN" -addext "subjectAltName=IP:$YOUR_DOMAIN"
-addext "extendedKeyUsage = serverAuth"

@ Note
LR EFEANEEERBR IP i VA E 5|+ H $YOUR_DOMAIN,

- EENWMER  BMALRER , Wickr WHIRFERASHBEZEES B Kubernetes Hi%L
trole=calling., FRALEREAEMHEEHHNE — R E L EBEFWUFMEARE,

EEFEtLEREREFEALRERERMLY TCP Proxy , A5 TCP Proxy RIS S1EEEE 443 £#)
7o

« BXFA TCP Proxy : LLEREESRFIREEF I LEE TCP e BRI . MREEHMIE 443/tcp
FETHRE  RTFEE TCP fmAEXRETEWY , FEALRE, HRETEIFEA Wickr Open
Access WEBE , HARALLINEE,

- BEREMRSELTE IP it : BOALERER , IR ERM https://ipv4.icanhazip.com/F 12 H
HTTPS ERIRFKE N E IP #itithttps://ipv6.icanhazip.com/, ERAE , BSHERMA "THFREHEE
IP #hub RIFIULRE, = "EHEBBER, RE , DRIFURBEEELRE.,

e FHATHIE P Ut RKFPWRE  £H Kubernetes BB T E IP bt KW RIS, ERTATE
Wickr A FiR& Al LUBAR RIS £ E IP bk EAY Kubernetes Bi% , 16 T APl status.hostIP
FE TR

. THERER  BEIMEWR P ik, UEBFURBBOEREEE, AEEHTE-FURR
B, TEREALEE  RAHEBENTEEAERARNE. RETRERERLHAD TEA
THEE P it BER , THTE P i RS

. FUERATAEE  RRER U Pod B BN TREEETER, SALRENARR
IR B NodePort FRTS, MBERATUBA , BRECHEEENBEBRAFBARE, BY
AR ERE STIG M.

LR E 31


https://docs.aws.amazon.com/wickr/latest/wickrenterpriseinstall/ingress-settings.html
https://ipv4.icanhazip.com/
https://ipv6.icanhazip.com/
https://kubernetes.io/docs/concepts/workloads/pods/downward-api/

Wickr Enterprise BEMt=EIER
0L @y A 3% TE

Wickr X B0 ASRE , AT PWmERTEBERN T ETE, | 30 ZE M0l E i ) 1F # Ay 10U 3] Bk
850 Wickr XE MBI g A SgHY -

« LoadBalancer ( 78&% )

 LoadBalancer #HEREHEMNE (ELRPHBLEFTER/NWERE ) . fHE LoadBalancer
2%, MWEBREH KOTS R, IIEHE R FTEHI[NW MBI IP thit,

* NodePort

« HESEFIETR 225 NodePort IR , MAWULRENEAR, LEARHEBIS-—NSEHIHN
FHREBN—NZEEFN IP i, HHR UDP MZEAR TCP RE , &7 LUEEHRE 30000-32767
RYE RS E

- AW NLB
o A& A RIS EETIIEEMN NLB, BEE A UDP FiZAM TCP RERM B Z&E ARN,
- ER

o MREBTFEZEEEFEINM Kubernetes FRIER AT ARE |, i BEULEIE, EEESHRIMPRERE
BEER , LUSHEUHEA R E EREKHE P ETE,

ZEEH

- AERBAFUB AR  BRFUEXDAER ( EZEEEFUMERES )  UBRESEENAS
MBS AREMERYE  MESHURA, IRSFTMERERE  FHEARESEFUSELERE
T EZIEF R,

- B UDP RENEHE NLBs AEEHF IPv6 Bin BB, MEFHMEN , 5520 Network Load
Balancer B Z& 41,

- MBFBREESTIGER , AINECEAANNUMN EHBEREIE, RS EEHEESPRE , B
BETR  BUESAE IPV6ER (BREIPV4AEE),

s P AZER LTSN IHEBR IP it BESEIIBHBATRATHESESHERE,

o FEERIEOLEG AEIZIEM TCP A 8443 , UDP A 16384, FEE A BN RS BE A S L ERIBENE
E NREBEBERE, AASKEEE,

BERE

ERERFEHREA

W 0L A RRE 32


https://docs.aws.amazon.com/elasticloadbalancing/latest/network/load-balancer-target-groups.html#target-group-ip-address-type
https://docs.aws.amazon.com/elasticloadbalancing/latest/network/load-balancer-target-groups.html#target-group-ip-address-type

Wickr Enterprise BEMt=EIER

BB NAFE - AT ERMAAWILREMEAR.

1. SHEFPIlEm A KSR | #i#2Load Balancers{l IR EH NLB, 1EEHE NLB MWEFHER |
GitHub £ Wickr Enterprise CDK ZE4I5#y NLB &,

2. WREBFUEARE ST THIEP-ERE

T
W
&4

- SFEIEAR NLB , 124 UDP F1 TCP RER B 2848 ARNs , AN NLB (W E# B,
« ¥ Load Balancer , 557 Kubernetes fiiZ2 TH#EZ B R IEHTHERE,

HE O HRTUEASRE  SUURHASHFEHERN P iy REO SR FERNETERER,

3. (BA) BEEE— NLB TAHEANERERE , FEOAERDIEZERAE NLB | iR
HTTPS B#Z&4H.,

f£ A NodePort B A

MREMBEEER  MASTRLFENNERTER  LERAREA.

® Note
RREHB KB = 2 FHE L FF NodePortsH i £

1. sHE MM A ER | 82 NodePort,
2. BB FMEZESR P ik,
3. AWM AL,

£ FH HostNetwork E3Z# A

HBRIEAG N FREMEAM Kubernetes AR , I o 5 W AL A 7R 2 B 525518 W IL 67 BE RY = 4B R E
l%’io yu%ﬁ'ﬁg |PV6 Eﬁ‘x’i ; E\Jﬁ:p}ﬂ:tjj_lio

1. SHFUEMAER  EIRERE,

2. FREWMERFTHEEE P it

3. RUAIWPOYEHREER,

BERE

33


https://github.com/aws-samples/sample-packages-for-aws-wickr/tree/main/enterprise-infrastructure-examples/aws-cdk

Wickr Enterprise BEMt=EIER
Kubernetes 5 B BIiERES (1EHA )

Kubernetes Cluster Autoscaler & Wickr Enterprise ZH&IEZFAMHEE, MEFREE NN E 4 ERE S
AREEHMBETE , EMSEBRIERE Kubernetes BBt EF4H,

Wickr Enterprise Z# X & 3 HEIRIEMHEES : AWS, Google Cloud 1 Azure, BEEHmMHEREY
HEESHETENER, FEBUATRHEEZREEEHIRARBALLIEE,

AWS

WM RIEKEH WickrEnterpriseCDK £ £ &8 Wickr I]RiE AWS |, AIEEHRE— LB NN S BRMA
Cluster Autoscaler,

1. BTHNEBRFEEEHEELE, 1E1E Cluster Autoscaler BEENHIRZ B ENE .

1. k8s.io/cluster-autoscaler/clusterName = owned EHH clusterName 2&
Kubernetes #EMEZ &

2. k8s.io/cluster-autoscaler-enabled = true

2. £ kube-system 3 & ZE B 118 Kubernetes FRISIRE |, Wi HE A BBER M ec2 EIEM
IAM BURE VBB, MFFMEAMNGFMRA , 528 (Amazon EKS EAEERE) PHRE
Kubernetes BRI IR F LARE IAM B,

1. REBBIREE |, BEEEFEH "kube-system, A
2. THIBRTAR REIRS
JSON

"Version":"2012-10-17",
"Statement": [
{

"Action": [
"autoscaling:DescribeAutoScalingGroups",
"autoscaling:DescribeAutoScalingInstances",
"autoscaling:DescribelaunchConfigurations"”,
"autoscaling:DescribeTags",
"autoscaling:SetDesiredCapacity”,
"autoscaling:TerminateInstanceInAutoScalingGroup",
"ec2:DescribelInstanceTypes",
"ec2:DescribelInstances",
"ec2:DescribelLaunchTemplateVersions"
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1,
"Resource": "*",
"Effect": "Allow"

TEE%E Cluster Autoscaler BFHIEE Ul B | BE AWSH AN EiRIREME  LiIRHEE FEEHWR
BIRFEE T , #87R Cluster Autoscaler F|BZRBIRE

Google &%

IR Y Autopilot MIZERBEF A GKE WEM Autoscaling ThEE, TiB , MR FAEETRELES
FEEBCISLERFTETHIER,

FERAEXK:

1. DAGAZ2EEEUZEMTEREE (M), aBRELEHSIEERN "BEIVEAL . iER
Bl R F B E MIG,

2. BEVARMAICESEHRES D, BANBMTTIEE , EREEE LA
gcloud container clusters update ${CLUSTER_NAME} --workload-pool=
${PROJECT_ID}.svc.id.goog

3. W#EHA® roles/compute.instanceAdmin.v1 . B LAERA R 5 /RRET -

# Create GCP Service Account
gcloud iam service-accounts create k8s-cluster-autoscaler

# Add role to GCP Service Account
gcloud projects add-iam-policy-binding ${PROJECT_ID} \
--member "serviceAccount:k8s-cluster-autoscaler@${PROJECT_ID}.iam.gserviceaccount.com"

\

--role "roles/compute.instanceAdmin.v1l"

# Link GCP Service Account to Kubernetes Service Account

gcloud iam service-accounts add-iam-policy-binding k8s-cluster-autoscalere
${PROJECT_ID}.iam.gserviceaccount.com \

--role roles/iam.workloadIdentityUser \

--member "serviceAccount:${PROJECT_ID}.svc.id.goog[kube-system/cluster-autoscaler-gce-
cluster-autoscaler]"
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Azure

Azure Kubernetes Service (AKS) AXZHIBRABREXNELEEHER , BEBKELH ZANRE
KEHER. T8 , IRENERESELHEEELEE , ZME A Azure Kubernetes Service 121t
Kubernetes Cluster Autoscaler 24, ZEFALES , BEBEWRETHEN , WEEE Azure HAE
mIRHE 2% |, BBHEHMA Cluster Autoscaler THY KOTS EIE EEARAAET,

Azure B0 Eas

] B ID : FTB8 ID A& Azure AO#BYE | KIRE 5 XHEUS, MFFMEES , F2H Azure A0
uh P EYERSET B MI#E 5 IDs

BT LAER az tv S 5N BRERXE L AD Service Principal , AEUE FHIZE,

az ad sp create-for-rbac —role="Contributor" —scopes="/subscriptions/subscription-id" —
output json

FERAZX D :

AP imET :

#MFID:

Azure Cluster Autoscaler #H5&

BRTEITREBERZN , TIRUREEEDREREFEFNLERNV. AFECREHRTEGLE
AT , BRIFBERE AKS HE | TTREEE LK,

Azure REFMEREE | WERMLEL AKS BEKH Azure EYNZEERHIE , MAREERDN
BREE, eERSILE , LEEETEYEERK BYE CLUSTER_NAME #1 RESOURCE_GROUP,
HSELER , BT AT T 5 BEREUGILE !

az aks show —resource-group ${RESOURCE_GROUP} —name ${CLUSTER_NAME} —query
nodeResourceGroup -o tsv

FERENEHERE VMSS 218 | ERHE Wickr BAEN 2 AKS HiNEEAEBNERMRERE
(VMSS) £#, ERBBRBENBET RO LIEA TRENER. HEENEIE , ETUHMITTS az

DA
AP 13 .

CLUSTER_NODEPOOL_NAME="(Your-NodePool-Name)"

Azure 36


https://learn.microsoft.com/en-us/azure/azure-portal/get-subscription-tenant-id
https://learn.microsoft.com/en-us/azure/azure-portal/get-subscription-tenant-id
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CLUSTER_RESOURCE_GROUP="(Your-Managed-Node-Resource-Group-As-Defined-Above>)"
az vmss list -g ${CLUSTER_RESOURCE_GROUP} --query '[?tags."aks-managed-
poolName"==""'"'"'${CLUSTER_NODEPOOL_NAME}'"'"'*].{VMSS_name:name}' -o tsv

ACalling Node Pool VMSS £ (EH ) : lMRAEE VMSS |, iEREEF I Nodepool 1HEFBER VMSS
B, EEMBLE , fUNUSHHEREHHER VMSS FBITEUURAN &5 , LEIBRFILE
HEEMNEHEREBBEA CLUSTER_NODEPOOL_NAME B,

(47

Wickr Enterprise #§ Velero AR fE{3 B 8. Velero I AEM T ER{E D FE/R Kubernetes EBHEIR
MBFAMYURE K SERESEEREERIAIBIHBERE,

f£ A Minio B Velero 1610 : B 8 Velero iR EEEEREER T A Minio BXH.,
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Add a new destination

In order to configure and use Snapshots (backup and restore), please install
Velero in the cluster. Once Velero is installed, click the button below and the

Admin Console will verify the installation and begin configuring Snapshots.
To install Velero
0 Install the CLI on your machine by following the Velero installation instructions

e Run the commands from the instructions for your provider

WS Amazon AWS | | /A Microsoft Azure

© Google Cloud U7 | | @ Other provider 7

B NFs 7 Host Path

With all providers, you must install using the --use-node-agent --uploader-
type=restic flags for snapshots to work.

Check Velero installation

Check for Velero

£/ Velero X178

« &% Velero CLI, MEFMER , FSE %% Velero CLi,
- EEHE LR Velero , WIRIBRMUERERETH

.« AWS.

- GCP,

* Azure,

- HibHEmR.

£/ Velero Xt fT&R & 38


https://docs.replicated.com/enterprise/snapshots-velero-cli-installing
https://velero.io/docs/v1.0.0/aws-config/
https://velero.io/docs/v1.0.0/gcp-config/
https://velero.io/docs/v1.0.0/azure-config/
https://velero.io/docs/v1.10/supported-providers/
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BR

RIBFFER , HOPIFEIEHKRE. MREM Pod HEERONHEEERE  SXACANEETSER
NS EERENERRERE RS

HRESEEEROOBEEE , F118 backup.velero.io/backup-volumes 518, TBEHEA
backup.velero.io/backup-volumes : //, MFEFHMER , FSEZERR,

Airgap &2

Wickr Enterprise fl KOTS # X EZEZ| T2 BEM Kubernetes &, B4 ERMFAE Docker B
BHEENFIE  ZEBETRIBRESHN Kubernetes #EFHL, BE#4 KOTS B Private Docker

Image Registry X AFERAERAEEZ R/ ZERIT T RFVETRE , THEA/MEEEE, KOTS SFARE
Docker BR{5§ % 8% 18 3RFEE PTE Wickr Enterprise B,

- BREARPBAHY Wickr Enterprise license.yaml ( Bf#% Wickr S8 ERFFZEBERK )
« Wickr Enterprise wickr.airgap #7FE4 ( B Wickr SFERNEFXEERK )

- fZHUFAE Docker BREREE&HE -

« FHUEE Airgap IRIEBEH I BH Kubernetes E £,

. BRE Kubectl,

- B&R%E KOTS CLI,

« kotsadm.tar.gz B &,

BT TGS , TERFEMEBEE kubernetes # 5 22 KOTS H Wickr Enterprise, EL TS EHE
KOTS B 8MEM Wickr Enterprise B EEZEFAE Docker BIGEEHE, P TRE , REERTR
B KOTS BEEEXES , LER LIRA Wickr Enterprise &2,

kubectl kots admin-console push-images \
~/kotsadm.tar.gz $PRIVATE_REGISTRY_HOST \
--registry-username $PRIVATE_REGISTRY_USER \
--registry-password $PRIVATE_REGISTRY_PASSWORD

kubectl kots install wickr \
--license-file ~/YOUR_LICENSE.yaml \
--airgap-bundle ~/wickr.airgap \
--kotsadm-registry $PRIVATE_REGISTRY_HOST \
--registry-username $PRIVATE_REGISTRY_USER \

Airgap R& 39


https://docs.replicated.com/vendor/snapshots-configuring-backups
https://docs.replicated.com/enterprise/image-registry-settings
https://docs.replicated.com/enterprise/installing-general-requirements#minimum-system-requirements
https://kubernetes.io/docs/tasks/tools/
https://docs.replicated.com/reference/kots-cli-getting-started
https://github.com/replicatedhq/kots/releases
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--registry-password $PRIVATE_REGISTRY_PASSWORD

Airgap ZERTEIEA

RARFBBRFINTEAFIRNHEEBAEZENNBBAIEE., LERIHM Apple iOS F Google
Android A ABEENE REESEFELIIsE. FSRELRBIXH , X AT HIEER IP tthut FE
BE,

- i08

* Android

Wickr BIEEF S
Wickr Admin £ & RE AR EE Wickr Enterprise ERARRRXA S, ©TRARRERK. £HAE. BE

£, BULERELAIEMLoad Balancerfy DNS £# L | iEB HTTPS FllE. BREAEZEA
admin , %A Password123, ENBREE —RBEAFEE HFE,

Airgap ZEMNITENBEA 40


https://support.apple.com/en-us/102266
https://firebase.google.com/docs/cloud-messaging/network-configuration
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/Y wickr

%"_—.‘
E
=

@c?ko,[%

Network Admin Sign In

Sign In With 550

Username

Password

D Remember Me

Server Open Source Licenses

Admin Console Open Source Licenses
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ZEMRE

AWS Wickr Enterprise IRt REERE , AEHNHBERFATHRELRLRE. LESNRZLEEEH
A Pod MBEER , ALFERE TE2HMNEEER (STIG),

RE FEERSHIBHPTHERELZEAR !

podSecurityContext:
runAsNonRoot: true
seccompProfile:
type: RuntimeDefault
containerSecurityContext:
allowPrivilegeEscalation: false
capabilities:
drop: ["ALL"]

/A Warning
¥ Opensearch , W Z £ HESEAEHFAMMFREITTH fsgroup-volume
initContainer , i& A] BE 2 8 B B2 51 A AE EI AV #E B M R RE

FTEEEE
B BREPB LB , 7£ helm stderr FHIR T 55355 :

Error: UPGRADE FAILED: cannot patch "enterprise-init" with kind Job:
Job.batch "enterprise-init" is invalid: spec.template: Invalid value: core.

% RAEERSKTREREEERN. FERAEHELE. RMEREHEENEE  REBE K

42
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Wickr Enterprise B R Hr#s 5

Wickr Enterprise B3 5 22 451818 A Wickr Enterprise EmEH/ N EBSRENZEER. ©AA

BEENREBEE | FHATZE Wickr Enterprise B9 kOs 12t/ 8 Kubernetes &8, FRMZHE G

A F&{E Wickr Enterprise ZZE M TR AEERMERERER , FERUEMNS T AN KRS
Mall-in-one. f#RA R,

E3:]

« Wickr Enterprise FI## 5% A P9

« Wickr Enterprise RfR#EEER

« Z% Wickr Enterprise RfR#EE (2% )

- SEHHTE

- KOTS EEE X AHE

- HERREER

- WEDE Wickr REREERE

Wickr Enterprise Rk # 5 A9

& EZEMBAEA Wickr Enterprise REREEIRIE |, FHAE Support LUENSRE, MEZERENIRE , I
MEFHIEE  BHE IBRUNSEFRERENHEBMEMEREE TR,

Wickr Enterprise RR#EEHE R

BAtR %2 8E Wickr Enterprise REREBEZ B , BERTS TIEK,
B EEAFETYERZER A Wickr [RIRES :

» HTTPS 443/TCP

« ERFA TCP Proxy - & KOTS HH TCP FUERERERN TCP IEEEE
- UDP FIYRE A 16384-19999/UDP

- {ZIR LAN - ARFEKOTS EEEF# A 30000/TCP

B E A 43
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%\l Lgs}z

REZH , FRESE @ VM (EEBER ) BT Linux EXERM (0S) MERM:R , IRHTIER
RARER :

. 8 {8 CPU #&1»
- 12 GB (GB) & RAM
-/ (8) PEELK 100 GB (GB) MRt fi17 88

Wickr Enterprise AERFEE S E T 5 Linux EERFK LEIBAE , BEME Linux AEBHNEXRRAE
IHHREtLIEA -

* Red Hat Enterprise Linux 9.5
* Amazon Linux 2023
* Rocky Linux 9.5

# & Wickr Enterprise REREE (2% )

G T HiER#& , 748 Wickr Enterprise E4 TH 2| B iVt #zR , ARBRE,

curl -f "https://replicated.app/embedded/wickr-enterprise-ha/stable/6.52" -H
"Authorization: [redacted]" -o wickr-enterprise-ha-stable.tgz
tar xvf wickr-enterprise-ha-stable.tgz

BEEEZERMERER wickr-enterprise-ha#ll license.yaml, wickr-enterprise-ha %=
e—EA-H#UER K HPESLRARBEEFMENFMEXEERMY , M license.yamlZ2&H Wickr %
E, SAREEENRE,

WA LA#AT wickr-enterprise-ha R , FURERITEARRE !

./wickr-enterprise-ha install --license license.yaml

ZERFRAR  RRERTERAEEETRAER, BAZLER  IRRESKERTEAEN
KOTS EEE XA NRERERERMENER,

RETHE , WHEUUTAR :

]

B
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sudo ./wickr-enterprise-ha install --license license.yaml

Set the Admin Console password (minimum 6 characters): *#****%%xx
Confirm the Admin Console password: #****#*xx%

Host files materialized!

Host preflights succeeded!

Node installation finished!

Storage is ready!

Embedded Cluster Operator is ready!

Registry is ready!

Application images are ready!

Admin Console is ready!

Visit the Admin Console to configure and install wickr-enterprise-ha:
http://192.168.1.100:30000

H OoH B F OHF OHF OH OH VN

BERE % FERA Web BIESaE8H PIRMEMN KOTS BEEXTEA URL, fELL&EHIF , URL
A http://192.168.1.100:30000, i , £ URL SRIBENBRBALEMEFITE.

ZEIMEE

Wickr Enterprise Embedded Cluster Multi-Node %25 7] & Embedded Cluster £ & 12 4% Wickr
Calling #1 Wickr Messaging T{EE H 2 B EI TR EBRMIERIEER, FEEKM , Wickr Enterprise &
MNACENABRESEZSEHETE,

IS ER

THEEELAERENTERE LR , SHHPETREFER, EERFTEEHHES ZHR
B, M =25 e R R R R

« 53 TCP/UDP
« 2380/TCP
+ 4789/UDP
+ 6443/TCP
+ 8080/TCP
+ 9091/TCP
+ 9443/TCP

ZEHRE 45
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« 10249/TCP
10250/TCP
10256/TCP
30000/TCP
50000/TCP

Wickr Uit s S B BHE AR E B ERANRMAR, FE B URERSN B ELIIEE.
EVRREREE T K E2

B IR R WIFLE Wickr Enterprise Embedded Cluster B , A LAERERRFHIBE L BN P ETE,
B AL 2 Wickr Enterprise AfRFESE (E% ) BARNER. EREEE KOTS EEEHERE ,
REERREETHME S,

(® Note
Bal, AIRBESHMESE 1 PSRN 1 A/ 2RER,

HEME , FEUEENZHRACEE  RERENTFUASER, ESEARARRENBHHEMIET
£, EFNHMEATELERETR , URERESKBEEMARFILER,

FERER EMATEA T SRR
1. EFSHRHETRIENVE

curl -k https://172.31.42.64:30000/api/v1/embedded-cluster/binary -o wickzr-
enterprise-ha.tgz

2. HWHTEVAE
tar -xvf wickr-enterprise-ha.tgz

3. MEEIRIMAESE :

sudo ./wickr-enterprise-ha join 172.31.42.64:30000 AAAAAbbbbbbbbCCCCCCCzzzzz

ERER 46
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ERERTRYTERZE , FNTRSHREREEEEER L , YiERTUAR, BEEEVEENZ
Wickr Enterprise #HREE H. EfE KOTS EE & X #E S HRETP IR B B A B R IBIE R,

HHMEHETRERANARBEELR

£ ERNUET I8 EH AR Wickr Enterprise Embedded Cluster 22 | 8 8B = KOTS B2
EBXEs, EEELRM , FEB ssh REMBFIZAEGE , RAREBEFTTEANRE 2wicke-
enterprise-ha=—# NN ZE B &, HIT ./wickr-enterprise-ha admin-consolel X&)
KOTS EEEF#A., MRUEGOSREETMEL , Bl KOTS EEEFRAECEHTH , TLUER
Web BIEESHEBEZH 2 IP LAYEREE 30000 R1EE , 4l : https://127.0.0.1:30000/,

EREFE@A KOTS Admin Z , ARIT T IEFREMFEINNVER

—

BA% O BEEZKOTS EEIRAL L FNEELEEEER,
i#Z Add node (FTIEEIE),
£ THUEZERUEHIBERo1es,
EH TR Roles
EREEENETR  EEEMENHSH LRTH R,
TRE , BEERE
FHFHREHREES FUACHNERIEES,
BEZFKOTS EEEFHAL LANERERNER
REEERNEES DREFHERE,

. BEFAAEEERPHFLEESR,

O ENEENUET B AR IR,

. BBEEEKLR , ARBEREFHERE,

. FEENHIRRERE , IEH Config EE#H. BEBEFHMA,

. EEFNRAERL  SERENRENRAE. HVAMIEREEHER A Config Change NER %
MRAT . RIFHFLUSRBUHARA | SR AR ILER R

© ®© N o o k& w0 DN

A A A A
A W N -~ O

KOTS BEEEETIEAARE

KOTS EEEXRA—RAEEAEREZINEE , LFEEEHERP A MAGNARR. EZILH)
SRR KOTS EEEXFRANERRESHRLE. BEF5|IELTHRE KOTS EEEFRE
TANEMRESR  SRELERHEETBRENER,

EEASETEERAENARBEERSE 47
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KOTS EEEFRANMBERTHE  RRERTEHATREEFHAEYINEES T RAER.
B-RBAR , EFEREERE

BB LIATE Wickr I KOTS EEEFIEA,

T
%

HRE—SFHARELE  BEEEUEE Wickr B KOTS EEE XA, NESHY%E
BB,

2HZ

£ KOTS EEEXZAY , RBENERBRELNZE, FAAREEERN , BXRE— LS8
REERTE , LARE{R Wickr Enterprise R 1iE & Ihae,

- THETE - ERAHE Wickr REBHARMEANERERE., FELALBIEHEEER DNS 528 ,
LA$g | 8 E Wickr Enterprise &8

- EHMREET o BE [ ] REEABEFHIEHEE | LLARKRE Kubernetes BAMWMEREER, E#A
JAREESE | BENE—-EIEANIRESE , REBEEEL Loadbalancer /A 3B IP ( R IPv4) X F 1R
i A BRIRHY Wickr @ RESHBEEMN "FL P,

MREFTEL IP B, BA LR Wickr RS LW SHBT FHGmS , SLHENE : ip
route get 1.1.1.1]awk '{print $7}'
- BEREERT , AaEZMARERENER,

- EFUT  NREEANRE-—SHHARES  FREECHENTEF USSR, B8, MRESEL]
MERE MBI UER  FRECENFEFIUER,

- MREHEEERFHANPERESR SIHAMEEBETERLANE —FRAIRF , BRTIEREN
A EREIE -
- S3REFME

W& S3 FNERHRERFRENEMEE, ERNIAERBYERATERRA A RARERT
=IEE,

REMBELENRR  BEHRBEACEERD , ARBREREAEARE, EEMB —LERIERE, TRX
FEmmER , EREIB LB Wickr Enterprise Installation,

R E E BT BB ERE Wickr Enterprise Z8, MEFRE Wickr Enterprise BFEHIER , 2B E

x& Wickr Enterprise ? o

KOTS EEE X AiHRE 48


https://docs.aws.amazon.com/wickr/latest/enterpriseadminguide/what-is-wickr.html
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k4 - ==
HitE RREEKR

IP EHEBRE

MRENZRFE IPEEHERE , AF - LEHNNERER, EEETEBR IPEIHERE  BRL
B8 EREARRERNEAME R,

£ KOTS EEBEERY , TR TP,

1. BEREBREREKERD IP,

2. ERET , ERNLERRE. A%, KR IPERENERELEREZIRE. UEFHEA ,
ﬁ%iﬁ%%% S8 nx.o

3. LEBEMN .crt ERNAELBRH . key BR
4. HRBHERME K FHEARLE.crtEx.

5. GERTEREEREZKIG M.

6. Ltf& Pinned BF.crti,
7
8
9

s
B

EWWUT , BCHAZERBRRMARI[ILE IP it MERAETHIEE IP it RIFIREZES R,
EFUT , SEHMEE IP it REEREBEBRBXFHRF,
FERRERT , ARZECARHRENG R, THEEREAWANERER,

10. E@WAT , ERE-HRHARELE,

1. EBWAT , @A Wickr AR23 L 'public' N HEK IP, EMREERAETHEZREHN IP TR,
AEESBRP AR ENEMER,

12. EWAT , AEERABAFTTERERE,

3
¢
i
i

SELinux s&#I#TE RN

MREFEEBRFHATEXPER SELinux , FEXARZRAREENARER B . BREAR , /
optHAEEBBRI , AT AR KSR SELinux BURHEEE M.

mkdir /opt/wickr
./wickr-enterprise-ha install --license license.yaml --data-dir /opt/wickr --ignore-
host-preflights

Hith 2 EFR 49
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https://docs.aws.amazon.com/wickr/latest/wickrenterpriseinstall/tls-certificate-settings.html#generating-self-signed-certificate
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EENARBEEERZEERIERRSE SELinux ERERER |, I 7E SELinux BAEHIBIITRX
B, ZEMBILER , XAFH--ignore-host-preflightsi o558, FRGSHRER | KL
TRTER. HBERTERAZ,

# 1 host preflight failed

e SELinux must be disabled or run in permissive mode. To run SELinux in permissive
mode, edit /etc/selinux/config, change the line

'SELINUX=enforcing' to 'SELINUX=permissive', save the file, and reboot. You can run
getenforce to verify the change."

? Are you sure you want to ignore these failures and continue installing? Yes
AirGap &g

Wickr Enterprise WAMIEELZHREYERBILZE, BESEFNNERBNBA, NREEEHBE
RPEFEREAYIRE F 8 Wickr Enterprise WHREE |, BHiE &,

BTRREER , THERRERERES ETE, CABXBELUATAR

curl -f "https://replicated.app/embedded/wickr-enterprise-ha/stable/6.527airgap=true" -
H "Authorization: [redacted]" -o wickr-enterprise-ha-stable.tgz

BEATHRITEIMEBMERNES K ARFHERENVERER S LEEERIIRBEIRE, EREH
% BEERATEEREEF —BFENEHS. $EE38wickr-enterprise-ha.airgapfiEH
B8 Wickr Enterprise EAERXRBEREHNE=RAEZR

tar xvf wickr-enterprise-ha-stable.tgz

EREHE  XAEHIERE--airgap-bundlef =35I8 ; B , BEF2E8REERERR.

./wickr-enterprise-ha install --license license.yaml --airgap-bundle wickr-enterprise-
ha.airgap

E# airGapped AR EE

Hith 2 EFR 50
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= EFH AirGapped Embedded #5% , R TSR,

1. REEBTHHOAREEENH , YEALCRKBERENEEERER T E G EERT FHMER.
MEMEIHWER LR | B tarball

tar xvf wickr-enterprise-ha-stable.tgz

2. EAFHZEALF Airgap EXHITERN :

./wickr-enterprise-ha update --airgap-bundle wickr-enterprise-ha.airgap
# Application images are ready!
# Finished!

3. MBI KOTS EEEXRA , XEALEN KOTS EEEXRAEMNBZREFEE ARAR URL

./wickr-enterprise-ha admin-console
4. BAKOTS EEEFEEE , FEMRAEK THRILANEHUTAEN , ARIZEREKELR
5. EURAEHT , AFMRAEERE, ZSHBREM -

1. SEEMERER, QT#EE , RAREET -5,
2. BBRRAEMBELRY , BET -5 : #EEAHE,
3. EELE.

Wickr Enterprise R # 1 H A fmEE

- NAMESPACE : B2 KZ 2 Wickr Enterprise ZE& TR , RARBEREZA Wickr EELHEE|
kubernetes F#Y kotsadm B 2= , M= wickro EEMEFE-n wickr AR kubectl, helm Z{E
MEMARAERNNEMESBRSGS , A-n kotsadmitH,

« Bd Kubernetes #5£E ) : R ETMWMEIFH . /wickr-enterprise-ha—# VKRBV EEEE S
HEXEW shell , LUFEB#1T B2 Kubernetes & 3 B &j./wickr-enterprise-ha shell, EAF1E shell B9
PATH 1214 kubectl 2 AR , WA EEM kube AR EATHZE,

HittZEFR 51
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WEEZE Wickr NiREE RS

1B L SR M HE 7 45 BB Y FT A B 1T (E RR EB IR ER I BB H #11T Wickr Embedded Cluster ZE R #ITEEEH shell
FHE  WEHIT . /wickr-enterprise-ha shell®$ , LAEREHEREE Kubernetes REH
B,

— xR

REEETEEEATE RS IRE

HENZE
MBBEFEHETEREZE | FBBE4E Wickr Support &R B BILME ERLIT A,

MRECHBRETEAREESHEEN , FHRTRERS UBSBRIIRE, IRETHEER R LE
F , BB Wickr Support,

FEITRERS  BEATILZR,

1. BEZFE KOTS ZHIHEHR,

EEXRRAERL , RIAEHA LANREER.
EAHNA LA  CRZAEFIESREEER, BHEER,
RERLS®R Ul EMNEYENN LRESREEIHR,

£ KOTS EERAREENRAERFREERIE.
EXNMBTKER  SEREEERE , BRI EEHR,

o g~ W Db

%
TR E TR

MRBOFRFEABEBEL | ERRERREL Pod KEEKIE, BAHTEEAEER . /wicke-
enteprise-ha shell@i B REA Shell IRE , LAEE kubernetes Z&,

1. #EBIBEHITH Pod :

kubectl -n kotsadm get pods | grep Running
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BEILREER

2. kubectl -n kotsadm delete pod name-of-running-pod

(® Note

MREHA—@EHITHH Pod £ embedded-cluster-upgrade-XXXXXXXXXXXXXX-
xxxxx kotsadm-xxxxxxxELL , FOEEHMER , RAELY Pod RHTHRNSLEIR

Bo

3. WHFRRAMKHHITH Podo

kubectl -n kotsadm get pods | grep Running

LR FF e AR E FHRIER Wickr FHREBETT,
FERAEAREEEARPEER , BEEMFHRAE
NREABRXEABRRNREEERAL , AFETRATREERT —BAIRE,
BE Kubernetes TH#iC# :

1. RZEEXFRK Kubernetes shell,

./wickr-enterprise-ha shell

2. 1T T 5 kubectl 8% :

kubectl get installations
3. HWUHERRGER:

[Tooteip-172-31-6-72 ~]# kubectl get installations

NAME STATE INSTALLERVERSION CREATEDAT
20251113170603 Obsolete 2.1.3+k8s-1.30 2025-11-13T17:06:05Z
20251113180133 Failed 2.6.0+k8s-1.31 2025-11-13T18:01:37Z

4. MBRERBBZE,

kubectl delete installation 20251113180133
5. EHRER KOTS Admin EAREBIXEITHK

AGE
22h
21h

FHik I RE
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RabbitMQ Pod HE6{TA B Exror while waiting for Mnesia tables:
{timeout_waiting_for_tables}

RabbitMQ WEZ MR FETEL, EBFEHLEEZE RabbitMQ HTER AT EHEEEREZHRE
ABSERRAF, HEMELRRE , FFMER RabbitMQ BRER HREFHRE , RAREFHE,

ZEZMR KA RabbitMQ |, EFEK T3 F B,
1. MIBR RabbitMQ AREEEE,

kubectl -n kotsadm delete statefulset rabbitmq —cascade=orphan

2. MIBRTIEREY RabbitMQ Pod, NS A Z{E RabbitMQ-X Pod IEfE#1T , S8 2B HIkGS , B
RabbitMQ-X B EEH it Pod &7,

kubectl -n kotsadm delete pod rabbitmqg-0

3. MIBRYIFER PVCs, MREZE Pod EEHIT , FELAB KIS T , EH data-RabbitMQ-X LA
FEEEER Pod,
kubectl -n kotsadm delete pvc data-rabbitmq-0

4. BMERSETAREAHN Pod , MRKI , EEZTERETMARE.

kubectl -n kotsadm get pods|grep -i rabbitmq
5. MERBHEMARIERL PVCs , IRKY , EEXTFEHHENRR.

kubectl -n kotsadm get pvc|grep -i rabbitmq
6. FEiB KOTS EEMEREMITE.

NERZHELEHET , FEEREZEH

H iR A 54
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BBt ZEEmR

M AR S RO 8%

T 2R EREA Wickr Enterprise B Bt &8t 15 B 3L AR AR,

SHMEE

IR 0L o A\ R E

EEEE 3

it
0

SEF

T

T

e

J

a

HRERMERBIEE

IR

DU

EMEREMERE. NFEF
&7, FEREEMRE,

EMESHMRE, NFEF
&7, FBRZERTE,

DI RTLGARE, MBS
AT, HBETLE AR
o

EMEE BB EER, WF
AHMER , FBEEZE Wickr
Enterprise,

HEIE TCP/8443 B ER
FEE, MEHMER , F2

B T SRR,
NERMET, , BEWBRE
Fo lHh, BHFMBAZEE
WS, MENEET B
BEER,

Wickr Enterprise B Ei{t &85
ELEREIE TR

B

20258 A 26 H

20258 A 26 H

20258 A 26 H

2024 £2 A 23 H

2024 £ 2 A 12 H

20238 A 17 H

20238 A4 H
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https://docs.aws.amazon.com/wickr/latest/wickrenterpriseinstall/security-settings.html
https://docs.aws.amazon.com/wickr/latest/wickrenterpriseinstall/multi-node-installation.html
https://docs.aws.amazon.com/wickr/latest/wickrenterpriseinstall/calling-ingress-settings.html
https://docs.aws.amazon.com/wickr/latest/wickrenterpriseinstall/calling-ingress-settings.html
https://docs.aws.amazon.com/wickr/latest/wickrenterpriseinstall/installing.html
https://docs.aws.amazon.com/wickr/latest/wickrenterpriseinstall/installing.html
https://docs.aws.amazon.com/wickr/latest/wickrenterpriseinstall/getting-started.html#getting-started-requirements.html
https://docs.aws.amazon.com/wickr/latest/wickrenterpriseinstall/destroying-resources.html
https://docs.aws.amazon.com/wickr/latest/wickrenterpriseinstall/destroying-resources.html
https://docs.aws.amazon.com/wickr/latest/wickrenterpriseinstall/getting-started.html#getting-started-requirements.html
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