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Amazon WorkSpaces Thin Client
Affordable, easy-to-manage thin client for secure access to

virtual desktops

How it works

Admin management flow
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Amazon WorkSpaces
Thin Client
Cost-effective, secure,
and easy-to-manage
access 1o virtual desktops

Administrator sets up
Amazon WorkSpaces,
Amazon WorkSpaces Web,
or Amazon AppStream 2.0
in desired AWS Region
to associate with
‘WorkSpaces Thin Client
service

Administrator copies
activation codes from
Console and emails
them to end users

End users enter activation  Administrator manages,
code to register the device  monitors, and maintains
and log into their virtual WarkSpaces Thin Client
desktop environment fleet and controls
access through device
management service

Amazon WorkSpaces Thin Client

Create WorkSpaces Thin Client environment,
enabling users to securely acoess virtual desktops.

Get started Order devices [A

Pricing

You pay up front fior the WarkSpaces Thin Client
device, plus 3 monthly service fee per device to
manage, menitor, and maintain your thin client
fleet in the WorkSpaces Thin Client management
console.
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P ERER.

(@ Note

= E 7 Cost Explorer 248 WorkSpaces B A FHmERER , BXEIRKR (AWS Billing
FERAEER) PN (MBFEAEERNAAEEER) PHIET , MBIZ2EAZE WorkSpaces
REEAFRERNER,

ERSET/MAR 24 MEET  BEELESHEBBNETRESEE 4-5 XTFHE R Cost
Explorer 2, k7 , HEFE Cost Explorer REERIRHEKAE R | ERFCHY WorkSpaces &
BRAFRE RV BAEZHEELEER, Cost Explorer REHERBMAERSNRAER., Bl
RETRANELESR,

R LR ER

- BANEERLEBREERNTIEZE T I EIR — WorkSpaces FBEE A FiniRR,
s BOLEERTIEETIEENIEEER : WorkSpaces BERAFIRIRIE, £EMEEE,
- WA LARREFNEERTEER K UEETMEERFEHEA.

BRER S

- B—EREBEH LR : 50

- SHRELR 128 BF—FTx

- RRERE —256 BEFT

- EESREETESANE. AFNFAIETH UTF-8 RTINENFE, ZXNET , EFUT
BHRFET  +-=._:/@. TAFEAKERRAISZEH,
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https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/activating-tags.html
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EEEES

HERREBIRE,

ERETRAEERARENER

1. B#RXWorkSpaces BEEAFIRERER
EEURR U EFAEARR

BERE,

TEE BERY, BT T —NSEEE

W N

- FENEER  FEENERR  ARFERSIBNENE,
- FEEHER , FRE "E) BE.
- HEMBRETRR , FEERERZEN "B

5. BERZREHNGRE , H&E [REFL

ERAFEAEERERENER

1. B#RXWorkSpaces BEEAFIRERER,
EMEEUFMEFAER AR,
BEER,

BEEEER,

BT TSEP—HGEZIE

o M 0D

- FENEER  FRENEER  AREERSIEBNENE.
- EEEHER , FRE "E) BE.
- BEMBRER , FEEERZEN "B

6. ELRTHREHMERRE 6 FEE [RF

FERFEAEENMEENER

1. BABWorkSpaces BB EAFmEREA,
EBERRUFMEFREA R,

BEERE,

ETREEIUER, BRP , BT T —SZ@EEHE -

LN

« FANERBEBIEFERAaws BB , RATCEREM AWS R, EFAREIMERELFE
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- EEMEER  FEENERR  ARFERSIBNENE.
- EEEHER , FRE "E) BE
- BEMBRER , FEEERZEN "B

5. BERZREHMERE , HEE [RFL

BUHERN K SEREDIMEAEE YERALERVER, ERSEMESHMBERE, A,
%aws:thinclient:environment-idEBEHEAEENIIRE ID —EEH,

ERETEAEERRETNER

1. PBIRWorkSpaces BB EAFmEES
2. EBE "EEEH, UMBEFMEAER.
3. EERERY K EEETEER.

4. AT THHP-BEHZIE :

h+

- FENEER  FEENERR  ARFERSIBNENE.
- FEEHER , FRE "E) BE.
- HEMBRER , FEEERZEN "B

G
5. BERZREHNGRE , H&E [REFL
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https://console.aws.amazon.com/workspaces-thin-client/softwareset

Amazon WorkSpaces #E % F i EEBER

Amazon WorkSpaces @ E A FimH N EZ £

BEL2 AWS BRENELR. B/ AWS BF |, BRI LURERPOMBEBRRETER  SLEREREAR
TREHZE M RBBNEBNERMEER,

Z2R AWS BEcEHAENELE, HESEREREHRAZRNZEMNERPHRSM

- ERLEMt — AWS EEREEPHIT AWS RENEFERE AWS B, AWS EAGRRMANUE
S EANRKRE. EE 7 HEAM Amazon WorkSpaces BE R A F RN S HRTE , F2RASKRH
ZIAWS REEE RS R EIAWSH RFE

Emz et — ENEETECRREERN AWS BF, SOLARHECRESE  SEERNEE
., BRRANERNMBREENER.

A 3 165 BY S R iR AN AT FE 6E ) WorkSpaces B R AFiRREALREMNEEER, T EERAM
A% E WorkSpaces fBEEAFIRUFESZEMESAMEE, Bl T H MR EA4 AWS R
75 5 175 Bh 8 EE 2 F{R 2 WorkSpaces B A FiwE R,

X

« Amazon WorkSpaces B2 A Fim P ERRE

« Amazon WorkSpaces F5 I E A Fini) & 2 &5 N FREE

« Amazon WorkSpaces #& & F F i Y 84

« Amazon WorkSpaces fEE A Fis PR A D A EE

Amazon WorkSpaces B E A Fin &R E

AWS HESFEEEH R Amazon WorkSpaces BEEAF RPN ERRE, MERSFAMR |
AWS EERBEITIIE AWS Eif. CESHBENHERSHLAEATNESE, SHLEREEME
A AWS i ML EEBNEEREE. IFEBRERARLENFNEN  F2RERBAEFAQ, W
EEONERREBENHEBEEN , BFSHAWS Z2MGDPREER EWAWS HESEERMIPERIE,

ERERREBEN , RAEZEER AWS IAM Identity Center 5 AWS Identity and Access
Management (IAM) {RE AWS tkRF RRIFREM/[MBIEAE. Wtk—K , SEAFEAEBIASEESREST
REEHFASENTT, RMLEBEZEATIHARNREES -

- BEEIRFERASEERRE (MFA)
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https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/compliance/data-privacy-faq/
https://aws.amazon.com/blogs/security/the-aws-shared-responsibility-model-and-gdpr/

Amazon WorkSpaces % F R A
« fEFASSL/TLSEE AWS BERBEE., BMFEE TLS 1.2 WHBE TLS 1.3,

- ERAREAPINEREEE &% AWS CloudTrail.

- £ AWS MEBFRF RURHEPHWAMBEMEBLLEE AWS R,

- FERERNZERLRE (B0 Amazon Macie) , HBIREFREFEE Amazon S3 HWEBUBE R,

o IR AWS FRGHHNERFEEEE FIPS 140-3 i BN RIEHFZEBAPI |, SFEHIKE, FIPS
MEFBETAFIPSIHENEFMER A F2RBAEFEEZE (FIPS) 140-3,

BPEaZIBRCEBHTEREFNEFEA U SRZIBBER , HMEEEIBHENNIFTE
A, PlZBEEAL. ESEELMFER WorkSpaces BRI A FiRs b AWS RIS FERAEZAAPI
AWS CLI, , = AWS SDKs, ZEZEREARAXFEHA P AN T AER T AR ERZE
i, MRGIRBURLIEGHIBERES , RPAZIEBETEEPEERFEN , URLUEESH AR
BHER,

Amazon WorkSpaces & i Fin & WL RHE A EEH WorkSpaces BEE A FinkBER HHE
ERSEREEBNEEEN. Slo, TALER, BRI, MRER. REER. FHSAMLE
B, REBHEANERRE, ELEERANALTRMURYE  YEARKXERFEARBKHEERE, 1t
N, ERTHERERY  EEUAESERIIAF EECHARBEN AWS B, RASREAWS
EERAER R EA,

FHE

- BRMER

« Amazon WorkSpaces & H i Fin i iR EE B &

- E@mhnE

- SREE

- BERBITERERBTL

ERmE

WorkSpaces R EAFHRKRERENEERTEN , AINFEAERE. BERRIN. FIBAIR
HEEA , URBREMMABITE. WorkSpaces FBE A Finth UK THERERFEEE WEZNER
B 1ZHIE Amazon DynamoDB %1 Amazon S3 #1, WorkSpaces B H A FikFEAAWS £ B E 82 RS
(KMS) E1THnZ,

EEREBLEHAR  FEBTIET
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https://aws.amazon.com/compliance/fips/
https://aws.amazon.com/privacy/
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- BEREERETER , XBIARKBHEAF WorkSpaces imEIERN I EA R,

« end-to-end BBRHEFEEN SBRREER , T WorkSpaces FBEE A 5 ik 7] LA SR M
LREMBRFEESR,

- EPERERMANBNEAERIBRZE DD
- BEEBEMAEA WorkSpaces REEAFmERES , BEFEAZELARME WorkSpaces BEE A F
maX ENRENTS , EARETEBEARREME,

- BEERTFEEMNEMAZELAERE WorkSpaces FBEEAFin , BRIFMEERHNRARMNGE
REDFAUZA |, BRIMFIEEME THERE,

- FRAETUGEREET R ZENTEER, ENRAMSNEMREE , ARG RIFRER. IhEERE
KB TR RIERR T EBRBRE.

WorkSpaces B FinFERERAMBEHBENNE , BRBABTNTEER, AWS KMSMRE
RBEARERRERER  RERAEREIFIGHN TERE , BEREEEZERTRBERN.

Amazon WorkSpaces &2 A Fim kY i e & R in &

Amazon WorkSpaces & E A FimERRMEMETIRE , FBHERA AWS HENMZE SWMREBFLENH
REF&ESR,

- AWS HEEHK £ — Amazon WorkSpaces B E A FwmERSFEHEL SRR BB MZEAREE
Bl BELRE. EESERA AWS HEENSRIRREFRABER. T8 , EFXEBEAEERE
BEAEMAER  MARENZEECERN SR, NWEFHEF , 528 (AWS Key Management Service
FEABIER) PR AWS BENER,

HARMEBFEER , APRRERERRERNFMISRNEERKFNEME. B, HURERENS
BRERMBERMTERERNEZEEARER,

HMAGELEFEALBMERNENEANBRER  ELUUERUEHLAFRRRESEEEFEENSE
R, ERBAWSHEANNEZE SR EHEE_EMNE

- EEZE £ — Amazon WorkSpaces A FmXEFRTEY, BENEENHBEFRS
S|, UEERE AWS HEN NS LHBE_ENE. AREATUTLEHLMEE Ilﬂ:"‘—ﬂ«/{
#MIT I IHE:

- BUFNHESBBCR
- BUANMEEAMBER @S
- MANERAEBEER
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- HERR
- BUSRAIE
« REFEIMAMER

MEFMET, , HEWLRETEBMARABEETHEFERAWSS R,

TRWEFRE Amazon WorkSpaces ¥ E A F s 20471 b0 2348 A 58 51 & 8o

ERER AWSHER By & 58 128 EFHEESWRME (ER)
REEHE ERA E A

WorkSpaces & F ik iR
HEW

REEZHE E A E A

WorkSpaces f&fE i Fim 2

KEEVER ERA ERA

WorkSpaces #5181 i F iRz
FREEVER

(® Note

Amazon WorkSpaces B A FIHSMEH AWS EENERBAEREBBAESER , BEBK
RAmEm=,

BR , FAZEFEENSREEZE AWSKMSEHER. NEEEEENFMENR , F2EAWS
SREEREEE,

Amazon WorkSpaces f& &% F im t1{A £ A BB AWS KMS

Amazon WorkSpaces B AFHEEREHMEEATFZE SR,
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https://docs.aws.amazon.com/workspaces-thin-client/latest/api/API_Environment.html
https://docs.aws.amazon.com/workspaces-thin-client/latest/api/API_Environment.html
https://docs.aws.amazon.com/workspaces-thin-client/latest/api/API_Device.html
https://docs.aws.amazon.com/workspaces-thin-client/latest/api/API_Device.html
https://docs.aws.amazon.com/workspaces-thin-client/latest/api/API_Environment.html
https://docs.aws.amazon.com/workspaces-thin-client/latest/api/API_Environment.html
https://aws.amazon.com/kms/pricing/
https://aws.amazon.com/kms/pricing/
https://docs.aws.amazon.com/kms/latest/developerguide/grants.html

Amazon WorkSpaces #E % F i EEBER

ELBIAFERAEFZESB|INER WorkSpaces BB A FiRIRER , Amazon WorkSpaces f&fE
A Fingm&EXE CreateGrant FXR , LR REE T TE AWS KMS, HHIZE AWS KMSHRZE
Amazon WorkSpaces & & A F i FHEFIRFAHKMS 218,

EFNEEEAFREEFEAETFZE 280 WorkSpaces FBEE A FimMZRETM , EXEEN
BREBEBFRF | Amazon WorkSpaces Thin Client @#% CreateGrant S5 RBEBURKREBE L ZE
AWS KMS, FHy#E#E AWS KMSH R Amazon WorkSpaces &2 A Fig ZIE iR E FHKMS
<8,

Amazon WorkSpaces FEIEAFIREZRE , THETIATEXEIEAEFZE DR -
- BEMMEFERI AWS KMSHEZ I 1 Bk
BUHERENEEE S UEREREEEEFEESMNFEE. WRIEKM , Amazon

WorkSpaces BE A FHEELIFINHEFEESRNENTMESR , ESXERENZERN
B®’YE. Blm , MREEFES Amazon WorkSpaces FEEE A Fim A FIAIREFMAER |, A

fE¥E&EEfEAccessDeniedExceptioniR. ML, WorkSpaces FBEE A FinE B R EFER
WorkSpaces fEfE & A FimRE.
BAEBEFZESH

A LAERAAWSEB XA S AWS KMSAPHEEREZ T HBHNEFZE 218,
BVHBEFEESR
kB (AWS Key Management Service B A E15m) ANEVHBEF B E RN T BHET,

SHERERHEFZESBRNFEIER., SEAEFSESHBLERE—ESWBER , HHIERE
HUUFEASBEREFRAARXNRERR, EELEFEESRET , TUEESRBE., WEFHEENR ,
=20 (AWS Key Management Service Bl ASIEM) ANEEEFEHESRNWF,

EEREFZELME Amazon WorkSpaces AP IRERERMER Y ATSRBEFRHFT
SIAPIHR1E :

« kms:DescribeKey— RHEFZENSMFFMEN , F Amazon WorkSpaces F&fEE A Fim B LA
BELE,

« kms:GenerateDataKey : AHFEAZEFEESBRMNBER,
« kms:Decrypt : AFFEAXTFEESRRBEZER,
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https://docs.aws.amazon.com/workspaces-thin-client/latest/api/API_Environment.html
https://docs.aws.amazon.com/workspaces-thin-client/latest/api/API_Device.html
https://docs.aws.amazon.com/workspaces-thin-client/latest/api/API_Environment.html
https://docs.aws.amazon.com/kms/latest/APIReference/API_Decrypt.html
https://docs.aws.amazon.com/workspaces-thin-client/latest/api/API_GetEnvironment.html
https://docs.aws.amazon.com/kms/latest/developerguide/overview.html
https://docs.aws.amazon.com/kms/latest/developerguide/create-keys.html#create-symmetric-cmk
https://docs.aws.amazon.com/kms/latest/developerguide/overview.html
https://docs.aws.amazon.com/kms/latest/developerguide/control-access-overview.html#managing-access
https://docs.aws.amazon.com/kms/latest/APIReference/API_DescribeKey.html
https://docs.aws.amazon.com/kms/latest/APIReference/API_GenerateDataKey.html
https://docs.aws.amazon.com/kms/latest/APIReference/API_Decrypt.html

Amazon WorkSpaces #E % F i EEBER

« kms:CreateGrant : BRFHIEEEZEFAESHR, RFEIEEKMSEMAVIZHIREIR , LLAKFFER

Amazon WorkSpaces BRI A FinFIENRERE. WEEBREARTRENFHERN , F28

{AWS Key Management Service BIZ¥ A E3/E) .

1E A1 Amazon WorkSpaces BB E A Fim# 1T TSI E{E -
o P Decrypt AR MBI E R,

LA BT BAA Amazon WorkSpaces ¥ 8 B in#i8 0y BUER 2 BA & 41 -

"Statement": [

{

Client",

"Sid": "Allow access to principals authorized to use Amazon WorkSpaces Thin

"Effect": "Allow",
"Principal": {"AwS": "*"},
"Action": [
"kms:DescribeKey",
"kms:GenerateDataKey",
"kms:Decrypt",
"kms:CreateGrant"
1,
"Resource": "*",
"Condition": {
"StringEquals": {
"kms:ViaService": "thinclient.region.amazonaws.com",
"kms:CallerAccount": "111122223333"

"Sid": "Allow access for key administrators",

"Effect": "Allow",

"Principal”: {"AWS": "arn:aws:iam::111122223333:root"},
"Action": ["kms:*"],

"Resource": "arn:aws:kms:region:111122223333:key/key_ID"

"Sid": "Allow read-only access to key metadata to the account",
"Effect": "Allow",

"Principal": {"AWS": "arn:aws:iam::111122223333:root"},
"Action": [

BREN®
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https://docs.aws.amazon.com/kms/latest/APIReference/API_CreateGrant.html
https://docs.aws.amazon.com/kms/latest/developerguide/grants.html#terms-grant-operations
https://docs.aws.amazon.com/kms/latest/developerguide/grants.html
https://docs.aws.amazon.com/kms/latest/developerguide/overview.html

Amazon WorkSpaces #E % F i EEBER

"kms:Describe*",
"kms:Get*",
"kms:List*",
"kms:RevokeGrant"

]I

"Resource": "*"

MEEBEREHIEEHF TNFMERNR , 520 (AWS Key Management Service FiZ A EEFE)

NFEARHHERFIETRYIANFMER , 5268 (AWS Key Management Service FEA S
EE) .

1B WorkSpaces BRI AFRNEFEERTR

BTLBEFHESRIEEATIERNE-FNS -

« WorkSpaces & A FiRIRE

BARER |, B LARA Amazon WorkSpaces fRfEE A Fis ARMZE B EAERNIEEER
&, kmsKeyArn

« kmsKeyArn— AWS KMS ZEFEE BN SREBIE, RHE—EZBARN,

E#H WorkSpaces BEEIEAFREEMEEFEATFEELM|INER WorkSpaces BEIEAFiwiR
HEF , WorkSpaces BB EL A Fin B & HRE WorkSpaces B A FHRZEAEFEEN MR
Eo

NEATR-EEANRSIRERY T2 FRERNEMBATER.

AWS KMSERIIZRREAHMREEL  UXECRENNER. ELENZENNERPISNE
RER , SRNEAR AWS KMSEBEZNEZENER, FE#RRER  FEERPISHENNER
Bo

Amazon WorkSpaces B H A FiwiNZAR

Amazon WorkSpaces B f FisE A AWS KMSEEmEEXDFEAMHENNERS , Hb g
Faws:thinclient:arn , {4 Amazon EJRE# (ARN).
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https://docs.aws.amazon.com/kms/latest/developerguide/control-access-overview.html#overview-policy-elements
https://docs.aws.amazon.com/kms/latest/developerguide/overview.html
https://docs.aws.amazon.com/kms/latest/developerguide/policy-evaluation.html#example-no-iam
https://docs.aws.amazon.com/kms/latest/developerguide/overview.html
https://docs.aws.amazon.com/kms/latest/developerguide/overview.html
https://docs.aws.amazon.com/workspaces-thin-client/latest/api/API_Environment.html
https://docs.aws.amazon.com/workspaces-thin-client/latest/api/API_Environment.html
https://docs.aws.amazon.com/workspaces-thin-client/latest/api/API_Environment.html
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#encrypt_context
https://docs.aws.amazon.com/crypto/latest/userguide/cryptography-concepts.html#term-aad

Amazon WorkSpaces #E % F i EEBER

LTRRENZRE :

"encryptionContext": {
"aws:thinclient:arn
environment_ID"

}

"arn:aws:thinclient:region:111122223333:environment/

UTREENZERE :

"encryptionContext": {
"aws:thinclient:arn": "arn:aws:thinclient:region:111122223333:device/device_ID"

}

ERINE AR ETER

ERFEREBNEFEE S| INE WorkSpaces B AFRIRENEBEERRE , BB UER
M EZPFERANBZAR , UBIEFEESBNFER AN, NEABFLEHEIBEAWS CloudTrail
5 Amazon B EEHK CloudWatch HiFEH,

EAMZEARTEFHHEFZESRNFE

B LERAERBERNIAMBER PR MZE A BER/ A REFNHBEFEESRNVEIE, SHalE
BT fE A I AR RA

Amazon WorkSpaces fFEE A FinEREPEANBARORREZFHHEIRFIEHFEFZESR
MEFEHR, RTHERHFERRTFAFNEEEREENNERS,

UTRERFRENZFARCZEFEESREFIERNSBBERRIRNE 6], LBERFRRN PHFEGFER
kms:Decrypt W EHFIEEMERE N INE AR R HHRMG

"Sid": "Enable Decrypt to access Thin Client Environment",

"Effect": "Allow",

"Principal": {"AWS": "arn:aws:iam::111122223333:role/ExampleReadOnlyRole"},

"Action": "kms:Decrypt",

"Resource": "*",

"Condition": {

"StringEquals": {"kms:EncryptionContext:aws:thinclient:arn":

"arn:aws:thinclient:region:111122223333:environment/environment_ID"}

}
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https://docs.aws.amazon.com/location/latest/developerguide/encryption-at-rest.html#example-custom-encryption
https://docs.aws.amazon.com/location/latest/developerguide/encryption-at-rest.html#example-custom-encryption

Amazon WorkSpaces #E % F i EEBER

EZ# Amazon WorkSpaces #EEE A Fimf in# <8

B8 AWS KMSEF S & £488 Amazon WorkSpaces fEfEE A Fin EREEFERE | S LUEH
AWS CloudTrail 2 Amazon CloudWatch Hi&EHE Amazon WorkSpaces &8 F Fin{EiE R FER
AWS KMS,

THIE R éH¥Describekey, . CreateGrantGenerateDataKeyDecrypt., Decrypt (fif
FAGrant) E5#® Amazon WorkSpaces fEEE A F i IUHWKMSIRELZERHEFEE S| MBNER
#9 AWS CloudTrail 4 :

ET5IEH|F | BT LAEE WorkSpaces & #encryptionContext A FiRIRE, WorkSpaces #&
AR A FinEF R SE LI CloudTrail B4,

DescribeKey

Amazon WorkSpaces B E A im&FE A tkDescribeKeyEX£REE AWS KMSEEFZE S8,

THMWEHI S48 DescribeKey B1E :

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AROAIGDTESTANDEXAMPLE:Sampleuser@l",
"arn": "arn:aws:sts::111122223333:assumed-role/Admin/Sampleuser@l",
"accountId": "111122223333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE3",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AROAIGDTESTANDEXAMPLE:Sampleuser@l",
"arn": "arn:aws:sts::111122223333:assumed-role/Admin/Sampleuser@l",
"accountId": "111122223333",
"userName": "Admin"
},
"webIdFederationData": {3},
"attributes": {
"creationDate": "2023-11-21T13:43:337",
"mfaAuthenticated": "false"

}I

"invokedBy": "thinclient.amazonaws.com"

}I
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"eventTime": "2023-11-21T13:44:227",

"eventSource": "kms.amazonaws.com",
"eventName": "DescribeKey",

"awsRegion": "eu-west-1",

"sourceIPAddress": "thinclient.amazonaws.com",
"userAgent": "thinclient.amazonaws.com",
"requestParameters": {"keyId": "arn:aws:kms:eu-

west-1:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"},
"responseElements": null,
"requestID": "ff000af-00eb-00ce-0e00-ea000fb0fba@SAMPLE",
"eventID": "ffO00af-00eb-00ce-0e00-ea®00fb0fba®@SAMPLE",
"readOnly": true,
"resources": [

{
"accountId": "111122223333",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:eu-
west-1:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"
}

1,

"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "111122223333",
"eventCategory": "Management"

CreateGrant

Amazon WorkSpaces BB H A SR FE At CreateGrantEEE I KMSIRE , BRIEHEEBEFE
ERRMEER,

THRNEGFSESH L CreateGrant B1E :

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AROAIGDTESTANDEXAMPLE:Sampleuser@l",
"arn": "arn:aws:sts::111122223333:assumed-role/Admin/Sampleuser@l",
"accountId": "111122223333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE3",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
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"principalId": "AROAIGDTESTANDEXAMPLE:Sampleuser@l",

"arn": "arn:aws:sts::111122223333:assumed-role/Admin/Sampleuser@l”,

"accountId": "111122223333",
"userName": "Admin"

},

"webIdFederationData": {3},

"attributes": {
"creationDate": "2023-11-21T13:43:33Z",
"mfaAuthenticated": "false"

},
"invokedBy": "thinclient.amazonaws.com"
},
"eventTime": "2023-11-21T13:44:23Z",
"eventSource": "kms.amazonaws.com",
"eventName": "CreateGrant",
"awsRegion": "eu-west-1",
"sourceIPAddress": "thinclient.amazonaws.com",
"userAgent": "thinclient.amazonaws.com",
"requestParameters": {
"granteePrincipal": "thinclient.eu-west-1.amazonaws.com",
"operations": ["Decrypt"],
"retiringPrincipal": "thinclient.eu-west-1.amazonaws.com",
"constraints": {
"encryptionContextSubset": {"aws:thinclient:arn":
"arn:aws:thinclient:eu-west-1:111122223333:environment/abcSAMPLE"}
},
"keyId": "arn:aws:kms:eu-
west-1:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"
I
"responseElements": {
"grantId":
"Qab0ac0dOb000f00eaddcc0adeddfcOdbce@ddc000f0000000cObcPa®@d@@aaafSAMPLE",
"keyId": "arn:aws:kms:eu-
west-1:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"
I
"requestID": "ff000af-00eb-00ce-0e00-ea@00fb0fba®@SAMPLE",
"eventID": "ff000af-00eb-00ce-0e00-ea000fbO@fba@SAMPLE",
"readOnly": false,
"resources": [
{
"accountId": "111122223333",
"type": "AWS::KMS::Key",
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"ARN": "arn:aws:kms:eu-
west-1:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"

}
1,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "111122223333",
"eventCategory": "Management"

GenerateDataKey
Amazon WorkSpaces & E A FimEFE At GenerateDatakKeyEERMBE K,

THEMNEHIEH S50 GenerateDataKey BR1E :

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AROAIGDTESTANDEXAMPLE:Sampleuser@l",
"arn": "arn:aws:sts::111122223333:assumed-role/Admin/Sampleuser@1",
"accountId": "111122223333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE3",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AROAIGDTESTANDEXAMPLE:Sampleuser@l",
"arn": "arn:aws:sts::111122223333:assumed-role/Admin/Sampleuser@l",
"accountId": "111122223333",
"userName": "Admin"
1,
"webIdFederationData": {3},
"attributes": {
"creationDate": "2024-03-12T12:21:03Z2",
"mfaAuthenticated": "false"

}

},

"invokedBy": "thinclient.amazonaws.com"
},
"eventTime": "2024-03-12T13:03:56Z2",
"eventSource": "kms.amazonaws.com",
"eventName": "GenerateDataKey",
"awsRegion": "eu-west-1",
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"sourceIPAddress": "thinclient.amazonaws.com",
"userAgent": "thinclient.amazonaws.com",
"requestParameters": {
"keyId": "arn:aws:kms:eu-
west-1:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE",
"encryptionContext": {

"aws-crypto-public-key": "ABC123def4567890abc12345678/90dE/F123abcDEF

+4567890abcl123D+efl==",
"aws:thinclient:arn": "arn:aws:thinclient:eu-
west-1:111122223333:environment/abcSAMPLE"
},
"numberOfBytes": 32
},
"responseElements": null,
"requestID": "ff000af-00eb-00ce-0e00-ea@00fb0fba®@SAMPLE",
"eventID": "ff000af-00eb-00ce-0e00-ea000fbO@fba@SAMPLE",
"readOnly": true,
"resources": [

{
"accountId": "111122223333",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:eu-
west-1:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"
}

1,

"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "111122223333",
"eventCategory": "Management"

Decrypt
Amazon WorkSpaces IR A Fin g E At Decrypt EERBEER,
THNSEFSHE5CHE Decrypt B1E -

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AROAIGDTESTANDEXAMPLE:Sampleuser@l",
"arn": "arn:aws:sts::111122223333:assumed-role/Admin/Sampleuser@l"
"accountId": "111122223333",
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"accessKeyId": "AKIAIOSFODNN7EXAMPLE3",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AROAIGDTESTANDEXAMPLE:Sampleuser@l",

"arn": "arn:aws:sts::111122223333:assumed-role/Admin/Sampleuser@l",
"accountId": "111122223333",
"userName": "Admin"

},

"webIdFederationData": {3},

"attributes": {
"creationDate": "2023-11-21T13:43:33Z",
"mfaAuthenticated": "false"

}

},

"invokedBy": "thinclient.amazonaws.com"
},
"eventTime": "2023-11-21T13:44:25Z",
"eventSource": "kms.amazonaws.com",
"eventName": "Decrypt",
"awsRegion": "eu-west-1",
"sourceIPAddress": "thinclient.amazonaws.com",
"userAgent": "thinclient.amazonaws.com",

"requestParameters": {
"keyId": "arn:aws:kms:eu-
west-1:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE",
"encryptionContext": {
"aws-crypto-public-key": "ABC123def4567890abcl12345678/90dE/F123abcDEF
+4567890abc123D+efl1==",
"aws:thinclient:arn": "arn:aws:thinclient:eu-
west-1:111122223333:environment/abcSAMPLE"
I
"encryptionAlgorithm": "SYMMETRIC_DEFAULT"
I
"responseElements": null,
"requestID": "ff000af-00eb-00ce-0e00-ea000fb0fba@SAMPLE",
"eventID": "ffO00af-00eb-00ce-0e00-ea®@00fb0fba®@SAMPLE",
"readOnly": true,
"resources": [
{
"accountId": "111122223333",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:eu-
west-1:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"
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}
1,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "111122223333",
"eventCategory": "Management"

Decrypt (using Grant)

E WorkSpaces FEEAFmEBFIRESIEZEEEANR , FFEALDecrypttE¥ , ERER
KMS£#8 /A FFfGrant,

THgEflEHtSREEBRENDecryptEEGrant :
"eventVersion": "1.08",

"userIdentity": {
"type": "AWSService",

"invokedBy": "thinclient.amazonaws.com"
},
"eventTime": "2023-11-21T13:44:23Z",
"eventSource": "kms.amazonaws.com",
"eventName": "Decrypt",
"awsRegion": "eu-west-1",
"sourceIPAddress": "thinclient.amazonaws.com",
"userAgent": "thinclient.amazonaws.com",

"requestParameters": {
"encryptionContext": {
"aws-crypto-public-key": "ABC123def4567890abcl12345678/90dE/F123abcDEF
+4567890abc123D+efl==",
"aws:thinclient:arn": "arn:aws:thinclient:eu-
west-1:111122223333:environment/abcSAMPLE"
.
"encryptionAlgorithm": "SYMMETRIC_DEFAULT",
"keyId": "arn:aws:kms:eu-
west-1:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"
.
"responseElements": null,
"requestID": "ff000af-00eb-00ce-0e00-ea000fb0fba@SAMPLE",
"eventID": "ff000af-00eb-00ce-0e00-ea®00fb0dfba®@SAMPLE",
"readOnly": true,
"resources": [
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{
"accountId": "111122223333",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:eu-
west-1:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"
}

1,
"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "111122223333",

"sharedEventID": "ff000af-00eb-00ce-0e00-ea®@00fb0fba®@SAMPLE",
"eventCategory": "Management"
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IAM4F WorkSpaces f&fE f F i X &
TRMRE =
TR =
RBAE &
REEZEAE &

% EH18 WorkSpaces fEEH A Fig A EH M AWS BRFS 04 £2 K260 IAMZh AEF2 Bl B 4 1Y & P AR AR |
ZHIAMER B EBREIAMF I ERAWS R,

A A F IR & 2535 2R B WorkSpaces
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XESIBEBK: B

L& 7 BR AERNFRRETAMMNES S BR (FIMERE, FRIAMERERAE) WISONER
RIS, BEBUR AR & 2 E ARG T ML RBTHLEEE, BERBUNTRIS 5 H
BAERNEKR  F28 (AMERER) PH (BILIAMER) .

ERAIAME 2B B AERE K | WA EEARIEBNBENER , URAFFHIEBEFR K
o BEEAEGVEBRPEETIE  RRAEEEAZEENEAENAR., BERBITEISONKE
REANFATTE  F2H (ERAIAMEER) PHIAMISONER TZS2EZEH.

FRREIE A Fim e & 5 385 R Rl EE5] WorkSpaces
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Ui B9 B 40 54k ol IR Bl i 5
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TEERBBEK : B

NERABRBNISONFER ZEMMEERNBE 4. AERAEBRNBEEHSFEAMABEEK
KM Amazon S3 REEFBEBE., EXEREREBRNREF , REEEEUUEACHREHESE
ERNEEIER, HAMMBENER , BEEEREEN TR TUEZERATHEEAREMER
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FEMABIRFERN , £AUELERAERNRBEPIEE —EZ@ERF FH— @RS ERS DY
IAMEREATR. MEBKRFIREZEREBER  RRRIUGEFEEN —¥, EXSRENERTE
B AWS 1RF , SEFIRFPNIAMVERS UL AREIZEERER (FAENAR) R , TREFNE
o HEBK S EHRREZINERRREFT, 18, MREREBRREAMEIKRFTINERRTE
o, ERMAIRERANSIEBR. WFEFMAES , F2H (AMERER) IAMFH (BiREEIR
ZEHD -

WorkSpaces & E A Fim iy R B E4E
SEBEREE . 2

EEEWLER AWS JSONKEERIEEH AT UFEMTEAR, B2 , WEEEETEFRG T AL
AT EERANITHELSE.

JSONZKEAction =R T BT AR R A IEEB R P FIAVEIME. REBFEE EEB AWS
APIREEEMHEMNEE. B—LHIAER , flRETRAPRENERBRNRE, A —LAEX
FERRTNZEBE, ELBINBIEBABKEE,

BREERBERE TUTHBBBENFTT.

EEEFH WorkSpaces BEEAFREEFE , F2RRERESE P Amazon WorkSpaces &
HAF IR EZNEE

BB A F WorkSpaces i RAIBEFEERETHREA T &R -

thinclient

FEEE-RAXPEESEBE  FLUERSREM , MTHEHFR

"Action": [
"thinclient:actionl",
"thinclient:action2"

]

£ EM1E WorkSpaces BEHAF xS 0B FERIMNEF |, 552/, Amazon WorkSpaces f&fEE A F
Ui B9 B 40 5k ol IR Bl 6 51
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WorkSpaces B E A Fimky IR Al &R
XEBEXRER : =

EEEWLER AWS JSONKEERIEEH AIAFRMTEAR, B2 , WEEEBETERG T A
AT BEERAITHESE.

ResourceJSONREITESIEEEERABEN —ERZ B4, RARXNSZESTE Resource
NotResource JtE, RIEMEREAE Amazon ERER (ARN) IEEER. BA S EREE
FREAENEE (BABERBRETT) HKiEEM.

HRAXEERERFTAINEE (PIFIHRME) , FEABRAFER () RRTEEXERARFABEER.

"Resource": "*"

EEEFREHEAF WorkSpaces inEREE K HIEEARNs , F2ERERESZEHH Amazon
WorkSpaces fefH A FiRESZNER, TE 7 HRETUHHESEEREEWLESE 5528 Amazon
WorkSpaces f& & & A Fin EZARNH BIE,

& EMIR WorkSpaces BEEAF RS 2B RRINEH |, 582B. Amazon WorkSpaces f&f&5 8 A F
v B B 9058 Bl I Bl 8 451

WorkSpaces B & A Fiwmi R ARS8
SEBRBEERRRESIR . =2

ERE A LMER AWS JSONKEERIETEH AT AR BEAR, WHEHR , BEEBETERET TR
Y BEERAITHELSE.

Condition jt# (5 Condition [Bi#f) AIEZRIEEERAX ERMNHRME. Condition TERERAE
H. BAUBYFRAGRFEE FRREEEN BINERSIR) , REHBERHHRGEMBRPHNE,

HERERBNPIEESZME Condition k& , HREE— Condition TEFIEESZERSIE , AWS
EEAELE AND BRAFFT M. WRER/E—RUHERCIRIEESEE , FEMABBOREE R AWS 5
fhiktt. LENEREHRE , TEREFRXVFFT,

FHTNENERGBERRGUESY, im  REEAMERESBETERE | £F TSR
AMEREFIRERNER, NERMEN B2 (AVEAEE) hHAMEERE | BYR0E
.
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AWS X E2EFRGSRANBBBEFRG TR, BEEEMA AWS 2EKRHREIR , F2H (ERE
) PHAWS £EFRGFAIAMBREIE,

EEEEF WorkSpaces BEHEAFIRFH£BEE  FSHRBERESEFRH Amazon WorkSpaces
EEEAPENRGESE, EETHRUUERRGSBNEENER , 528 Amazon WorkSpaces
EEAAEIRERNEE,

= EZR1 WorkSpaces BEEAFmE » BRAKEH| , 5528, Amazon WorkSpaces fBEEAF
¥ B 5 4 58 B\ IR B #4

3
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FEUEFIEE (ACLs) 2HMEEBRE (IRFKE, FHERNAR) EAFNERNVER. ACLsELL
RUERAERVRRE , #AT T EHISONBERXAHER,

ABACE WorkSpaces & H A Fif
X ABAC (REEHHER): 2

UEMEAERNFEES (ABAC) R—EREXRE , TRIZEEBMEERER, 5 AWS , ELEMERE
AER. EULEERMMEIAMER (FREHAG) MFTFZ AWS ER, BRERBNERENE—F
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SREFESR
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MRBHEXESEEREEN B =ERG SR DBEZBBEMS , EA Yes, IRBHBEIBERLE
REEN =@ k4R , RIEA Partial.

WMEBEBHFMERABAC , F2RMTERABAC? & (IAMEAEER) P, BERRISRESR
KB Z2EREABAC , FF2H (ERERE) PH (EANBEAERKN FEUES] (ABAC) IAM )

EEFBEIAFE WorkSpaces i fif F B AE & A
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ECEARREBREEE , 2L AWS % TRER, MEHMER , SFEWLE AWS k¥ HLEREE
ABREEER AWS T |, F2H (AMERER) IAMRRER G K.

MREFEART EAEZBNBBUANEMAEEA , AISRIEE AWS Management Console & F i
e, Bla , BB AWS EHATRIMNE—& A (SSO) EFAENE , ZEFEEHEVERRE, &
"‘J«)\{Eﬁﬁ%% TRATEAE  RARVRACH  CEEBEYRRERE. UEEBYRAGHNFEEER
A, F2E (AMEREER) B (URIAE (EEE) .

A LAER AWS CLI SR F BN BRI AWS APl, A%, B LIMERELEREAERRKEFEH
AWS, AWS BEZZHEELRIBEEAER K MARFEARTFIESE, NEFHHEEH  F2EIAM,

WorkSpaces f&fIE A F x5 iR E 18 R
SEEFEFMIERE (FAS): 2

EEEAERAMERBBETHTHER AWS | CREEATSRE, SALLRER LTNS
STEEBE  EMETRRSETHE R —EBE. FASEEATSEEFUNER AWS R , L6
AERAWS BB BT BBBREER, FASREERERIEEREM AWS B BRI HEE
RUERE , TRRHER, ERERT , SAAEEHTEMEDENS T, AR HFASEREY
EWFHEEL  ASREBTHEE,

WorkSpaces AR AN REAE
XEREAR &

REACRERBEBERREHTHENAMEE, IAMEESTRFET, ERNMERREEE
IAM, MEFHES , FSHE (AMBEMAERE) AWS BRI EY A6 USERZ RS

/A Warning

SFERESCNVERTAEE P E WorkSpaces R A FisIigE. R BT WorkSpaces B4
AEIwREMHIESIR , TREREAE,

WorkSpaces A AF RN REEFA G
TERKEFEAR . &

BREFAGR—BEERE. AWS BRERBAIUBRBERAREVUTHENAR, RBEEGACERETE
&R, AWS IRF BEBREBHAE. IAWMEESATUSER (BREFRERKELSAE) NER,
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NFAHREVREERKERACNFREN , F2EEMAIAMBAWS B, ERETSREE , &
PEERBEEACHMPN Yes, RERER , IREXBRBNRBEEABXM,

Amazon WorkSpaces ¥ E F Fim iy & 2 5 5 R Bl €541

RIBFER , FRAENARKIEEIHIEH WorkSpaces BRI A FisE RINER, tftEELER
AWS Management Console, AWS Command Line Interface (AWS CLI) #1117 T{E AWS APl, BE
REFHAEHMEERATHENER , IAMBEEESTUEIIAMER, A% , RREESTLUEIAM
RAFEZAE  FAETURBEELAR,

5 22 W AR Q0] {6 18 Le & 51 IR Al ST AR SR ML LAIAM S 23 3 B S EL RV JSONER S | B2 B ERER T
HYIAMER SZ IAMER B .

WNZE WorkSpaces B EAFmEZNEMEMERERNFEMAENR S REEEREENER ,
FIR#EIRESE DR H Amazon WorkSpaces f&EE A P E1E, ERAFEHF S8, ARNs

3
¢

eS|

- BRREER

- ERABEEAS WorkSpaces i £ 12 &

- $REE WorkSpaces f& 2 i - i kY ME B 77 HX
- AAAEAEREMMBCSHETT

« & WorkSpaces f&f& f FimpY 5T B 7 EUE

HRREER

UESBRAERNFAEREZEARBIUAELNRFPEY, FEIEMER WorkSpaces FEEHE A
Fim&iR, ELBERREREN AWS IRFELER. ERRVIRES 2 HBURE | FEETHI%E
AIREZREE :

- FRIEER AWS SERRSBEOREERER — EZRKBERREEAENTHEAE  FEAT
REFZEREARGIERHAWS ZEERA, eMATRAELN AWS IRF. BEREEBERRI/ER
IBERARGIN AWS BEFEEBGR , E—SRECERER, WFEFHEETF , F2EHAWS (AMEA
B PEE TERENAWS ZEERRAZTEENERK,

- EAREERER — EAERARAGRERRE , IAIMRREFHTIEMENER. ABRLEHN ,
BALERERERS TALBREERRONEE , ELBAREKERT. NFFRERAEAE
[RIAMBYEFHEEF | B2 (ERER) IAMBHIAM CREEEER) .
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« SERIAMBEBE RV R — SIRHIFE — BT AT SR MG PRI R4 |, SURSI B BER E RN FE.
filtn | EATURBBUR G , SUISESEFEREIAFTEERSSL, 2t 7] LA R4 2R 5% B2 ¥ iR 7% B
{ERY I EVEE (I0iEiB4EE AWS BRF%) £ AWS CloudFormation, MEFHMEN , BH2E (AMEH
B/ HMIAMISONFE M TE | &4

o {#/ IAM Access Analyzer Bi BB RIAME] | URR R M B AR — IAM Access Analyzer
FREFMONRENEL , AEFRAERIAMRRAES (JSON) MIAMEBEMIE. IAMAccess
Analyzer 124818 100 HRAIBEMATHER K HYHERELLHYREENRA., WEFAE
A, BSRIAMBEIAMAEET N FR R FERIRE.

- EESZRERE (MFA) — NMBREBHEHEEFEIAMAE DR root EHHF AWS tRF | FBRIRAEEE
AMFAfZ2 1, EEEFUAPHERMFAREE , BERN S FAMFAR, NBRHEER , B2
B (IAMBER1ER) HH < BREMFAZRENAPIIFE >,

NEERRREFEEINFAETAIAM , F2H0H (AMERERE) IAMBR "Z2MSEFEE .

FRBEIEAS WorkSpaces in 12 A

% EZH Amazon WorkSpaces B A w8 E , BXLEHE —HARERENT, ELERML
BARHFEY B MR EE AWS tRF. WorkSpaces MR E T L HREAVEHF T ERIEN G 2 EHE
X, IHREERBRNER (FAERAG) ME , TEARELINERERE,

EAFBERRAH AWS CLI BT EZNERAE RFTRIEEESER AWS AP, it , RAFFEN
FEMMERNITZAPHEEN B,

B2 WorkSpaces f&f&EE A F iy B FE

e &5 RUR AT 3 AR FFIAMGE A E R KB EIBL A B WorkSpaces imfHRE{E NEITREM R A, tRA
BEEAFEETZAERER LTRILEFRIAWSCLIHERAWSAPI,

"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"thinclient:GetEnvironment",
"thinclient:ListEnvironments",
"thinclient:GetDevice",
"thinclient:ListDevices",
"thinclient:ListDeviceSessions",
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"thinclient:GetSoftwareSet",
"thinclient:ListSoftwareSets",
"thinclient:ListTagsForResource"

1,
"Resource": "arn:aws:thinclient:*:*:*"
.
{
"Effect": "Allow",
"Action": ["workspaces:DescribeWorkspaceDirectories"],
"Resource": "arn:aws:workspaces:*:*:directory/*"
},
{
"Effect": "Allow",
"Action": ["workspaces-web:GetPortal"],
"Resource": ["arn:aws:workspaces-web:*:*:portal/*"]
.
{
"Effect": "Allow",
"Action": ["workspaces-web:GetUserSettings"],
"Resource": ["arn:aws:workspaces-web:*:*:userSettings/*"]
},
{
"Effect": "Allow",
"Action": ["appstream:DescribeStacks"],
"Resource": ["arn:aws:appstream:*:*:stack/*"]
}
]
}
AFFEAEREMMB SN

R MARYRA  BEAMBERGHRNEEEAES RN RRNZERRA, RIS

SEFEE LRUBKBRIT A AEAB TR UL EERN AWS CLI #EFR AWS APl

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "ViewOwnUserInfo",
"Effect": "Allow",
"Action": [
"iam:GetUserPolicy",
"iam:ListGroupsForUser",
55 B BUER A 67



Amazon WorkSpaces #E % F i EEBER

"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"

1,
"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]
.
{
"Sid": "NavigateInConsole",
"Effect": "Allow",
"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"
1,
"Resource": "*"
}

B F WorkSpaces & & A F i iy 5T B 7 EUE

I fIR R AR RAl , UREBHEIAMAF WorkSpaces inft A &N TEFEE, LKERERRSEFE
AR EREHEN LA WorkSpaces B E A FinE)ERAWSCLIERAWSAPI,

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": ["thinclient:*"],
"Resource": "arn:aws:thinclient:*:*:*"
},
{
"Effect": "Allow",
"Action": ["workspaces:DescribeWorkspaceDirectories"],
"Resource'": "arn:aws:workspaces:*:*:directory/*"
.
{
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"Effect": "Allow",
"Action": ["workspaces-web:GetPortal"],
"Resource": ["arn:aws:workspaces-web:*:*:portal/*"]

.
{
"Effect": "Allow",
"Action": ["workspaces-web:GetUserSettings"],
"Resource": ["arn:aws:workspaces-web:*:*:userSettings/*"]
},
{
"Effect": "Allow",
"Action": ["appstream:DescribeStacks"],
"Resource": ["arn:aws:appstream:*:*:stack/*"]
}

AWS Amazon WorkSpaces B E A F g S EBUR

FAWS EENKHMEHRBUNEENE IR AWS, AWS ZEEN KB EERTSERERARS
RUER , UEETURBREERERIGERE, FENEE,

FARCE , AWS REENBRTRISEALHNBEEARFIREZEERER  RASLERAIUMAA
AWS BEFER, RMEBLEREARIEBNESEEBCE , MEE—-SBDFF,

TEEBES AWS EERBPERNER, MR AWS B AWS SEERAFERNER , AILE
WaENmRANRAEEREAR (ERE. HEANAR®), AWS EXMMEEBISE AWS ¥ APIEX
AHBERRBEERR , B URSEMN AWS ZEEN K,

WEFMER , F2RIAMEREEFHIAWS ZEEFEK,

AWS ZEEWXE : AmazonWorkSpacesThinClientReadOnlyAccess

& LA AmazonWorkSpacesThinClientFullAccessRBIM INEEMIAME 255, RS F
B2 WorkSpaces R AFRRER EMNKEN TEFZIER, NEEEUHSEERENFMAENR
5528 AmazonWorkSpacesThinClientReadOnlyAccessZAWS EENERBEZREHMN,

HARBER
BREDE U TR,
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« thinclient(WorkSpaces ¥ E A Fiw) — A ¥ FTE WorkSpaces #EEE A FimEfEETHEE
ﬁﬂyo

« workspaces(WorkSpaces) — /&R WorkSpaces B 8RR, ERARBELZN
WorkSpaces ER =R EBHE A F WorkSpaces iitH&. ©tHA A EE'EFFE%?'AFHJE WorkSpaces
i AWS EREAPETELER,

* workspaces- web(WorkSpaces Secure Browser) — 55T #R WorkSpaces Secure Browser A 0
B AERERENER, ERARRELZM WorkSpaces Secure BrowserE R R EBEHRAF
WorkSpaces WHHZA o bﬂl_IFH REREE A F WorkSpaces i AWS £ & PETELER,

« appstream(AppStream 2.0) — SLEFI#fiR AppStream 2.0 #H BN ER, ERARBER
# AppStream 2.0 ER 2B BB E A F WorkSpaces MR aﬂlﬂﬁéiﬁﬁﬂ%ﬁ%ﬁ!ﬁiﬁ
WorkSpaces i AWS 12 & R EERELER,

"Version": "2012-10-17",
"Statement": [
{

"Sid": "AllowThinClientReadAccess",

"Effect": "Allow",

"Action": [
"thinclient:GetDevice",
"thinclient:GetEnvironment",
"thinclient:GetSoftwareSet",
"thinclient:ListDevices",
"thinclient:ListDeviceSessions",
"thinclient:ListEnvironments",
"thinclient:ListSoftwareSets",
"thinclient:ListTagsForResource"

1,

"Resource": "*"

},
{

"Sid": "AllowWorkSpacesAccess",

"Effect": "Allow",

"Action": [
"workspaces:DescribeWorkspaceDirectories"

1,

"Resource": "*"

},
{
"Sid": "AllowWorkSpacesWebAccess",
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"Effect": "Allow",

"Action": [
"workspaces-web:GetPortal",
"workspaces-web:GetUserSettings",
"workspaces-web:ListPortals"

1,

"Resource": "*"

"Sid": "AllowAppStreamAccess",

"Effect": "Allow",

"Action": [
"appstream:DescribeStacks"

1,

"Resource": "*"

AWS ZEEHRREE : AmazonWorkSpacesThinClientFullAccess

& A LA AmazonWorkSpacesThinClientFullAccessRBIM INEZMIAME 2385, ERAISE
B2 WorkSpaces R A FHBRKE R EAKMN TEFZIER, IEEHELSEERBNFMREN ,
528 AmazonWorkSpacesThinClientFullAccess 2 AWS B KIS EZIEEHM,

AT RFIRE A
HBEREE LT

« thinclient(WorkSpaces f&fE A Fim) — AT EFEATE WorkSpaces B E A FimEi1E,

- workspaces(WorkSpaces) — ft&FF# R WorkSpaces B &M #ER, ERARBELZRN
WorkSpaces R 2B EBHHEAF WorkSpaces iwHZA. ©thal AREBFRAF WorkSpaces
i AWS EEAPETRELER,

- workspaces-web(WorkSpaces Secure Browser) — 55T #iR WorkSpaces Secure Browser A O
B AFERERENER, ERARRELZM WorkSpaces Secure BrowserE R R EBEHRAF
WorkSpaces iR, T A FAREREEHFE WorkSpaces i AWS £ AFHERELER,

- appstream(AppStream 2.0) — ARFF#IR AppStream 2.0 EBIHER ., ERARBRER

#9 AppStream 2.0 R 2B EEEEE A S WorkSpaces inil R . CH A AREBERAS
WorkSpaces i AWS 12 & PR ELE R,
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https://docs.aws.amazon.com/aws-managed-policy/latest/reference/AmazonWorkSpacesThinClientFullAccess.html

Amazon WorkSpaces #E % F i BEEm
{
"Version": "2012-10-17",
"Statement": [
{

"Sid": "AllowThinClientFullAccess",

"Effect": "Allow",

"Action": [

"thinclient:*"

1,

"Resource": "*"

.
{

"Sid": "AllowWorkSpacesAccess",

"Effect": "Allow",

"Action": [
"workspaces:DescribeWorkspaceDirectories"

1,

"Resource": "*"

.
{

"Sid": "AllowWorkSpacesWebAccess",

"Effect": "Allow",

"Action": [
"workspaces-web:GetPortal",
"workspaces-web:GetUserSettings",
"workspaces-web:ListPortals"

1,

"Resource": "*"

.
{

"Sid": "AllowAppStreamAccess",

"Effect": "Allow",

"Action": [
"appstream:DescribeStacks"

1,

"Resource": "*"

}
]
}
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User: arn:aws:iam::123456789012:user/mateojackson is not authorized to perform:
thinclient:ListDevices on resource: my-thin-client-device

EWBERT , Mateo EEREEEFEMERE , LAFMEAthinclient: ListDevicesBERE
Bmy-thin-client-device&iR,

BEERARNTFHER
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https://docs.aws.amazon.com/workspaces-web/latest/adminguide/vulnerability-analysis-and-management.html
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ARBHUFEE. CloudTrail BREXHTRLH API HANBEFH#ERRE , Rt EMTSUER
BEIEFETR.

5828 CloudTrail userldentity T,

TR E PR REGetDeviceBER CloudTrail 588%1EH .

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",

"principalld": "<principal-id>",
IlaInll: Il<arn>ll’

"accountId": "<account-id>",
"accessKeyId": "<access-key-id>",

"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalld": "<principal-id>",
"arn": "arn:aws:iam::<arn>",
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-aws-service-specific-topics.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/configure-sns-notifications-for-cloudtrail.html
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"accountId": "<accpimt-id>",
"userName": '"<user-name>"

},

"webIdFederationData": {3},

"attributes": {
"creationDate": "2023-11-18T23:07:01Z2",
"mfaAuthenticated": "false"

}

}
I
"eventTime": "2023-11-18T23:11:57Z2",
"eventSource": "thinclient.amazonaws.com",
"eventName": "GetDevice",
"awsRegion": "us-east-1",
"sourceIPAddress": "<source-ip-address>",

"userAgent": "Mozilla/5.0 (Macintosh; Intel Mac 0S X 10.15; rv:109.0)

Gecko/20100101 Firefox/115.0",

"requestParameters": {
"id": "<ip>"

1,
"responseElements": null,
"requestID": "<request-id>",
"eventID": '"<event-id>",
"readOnly": true,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "<recipient-account-id>",
"eventCategory": "Management"
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{
"Statement": [
{

"Principal": "*",

"Effect": "Allow",

"Action": [
"thinclient:ListEnvironments",
"thinclient:ListDevices",
"thinclient:ListSoftwareSets"

1,

"Resource":"*"

}
]
}
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